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https://owasp.org/www-project-mobile-top-10/2014-risks/m9-improper-session-handling
https://owasp.org/www-project-mobile-top-10/2014-risks/m9-improper-session-handling
https://owasp.org/www-community/vulnerabilities/Buffer_Overflow
https://explore.skillbuilder.aws/learn/course/external/view/elearning/13274/threat-modeling-the-right-way-for-builders-workshop
https://explore.skillbuilder.aws/learn/course/external/view/elearning/13274/threat-modeling-the-right-way-for-builders-workshop
https://catalog.workshops.aws/threatmodel/en-US
https://catalog.workshops.aws/threatmodel/en-US
https://aws.amazon.com/blogs/security/how-to-approach-threat-modeling/
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* NIST: Guide to Data-Centric System Threat Modeling

B BpH:

* AWS Summit ANZ 2021 - How to approach threat modelling

+ AWS Summit ANZ 2022 - Scaling security — Optimise for fast and secure delivery

MENL—Z27:

* Threat modeling the right way for builders — AWS Skill Builder virtual self-paced training
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https://github.com/awslabs/threat-composer#threat-composer
https://catalog.workshops.aws/threatmodel/en-US/what-can-go-wrong/threat-grammar
https://aws.amazon.com/blogs/security/how-to-approach-threat-modeling/
https://csrc.nist.gov/publications/detail/sp/800-154/draft
https://www.youtube.com/watch?v=GuhIefIGeuA
https://www.youtube.com/watch?v=DjNPihdWHeA
https://explore.skillbuilder.aws/learn/course/external/view/elearning/13274/threat-modeling-the-right-way-for-builders-workshop
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https://catalog.workshops.aws/threatmodel
https://github.com/awslabs/threat-composer#threat-composer
https://aws.amazon.com/new
https://aws.amazon.com/blogs/security/
https://aws.amazon.com/security/security-bulletins/
https://aws.amazon.com/documentation/
https://docs.aws.amazon.com/config/latest/developerguide/remediation.html
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https://youtu.be/u6BCVkXkPnM
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https://aws.amazon.com/iam/
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/what-is.html
https://docs.aws.amazon.com/accounts/latest/reference/root-user-tasks.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_securely_operate_aws_account.html
https://docs.aws.amazon.com/cognito/index.html
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https://aws.amazon.com/iam/
https://pages.nist.gov/800-63-3/sp800-63b.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#enable-mfa-for-privileged-users
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#enable-mfa-for-privileged-users
https://docs.aws.amazon.com/singlesignon/latest/userguide/password-requirements.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/mfa-enable-how-to.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/how-to-allow-user-registration.html
https://docs.aws.amazon.com/cognito/latest/developerguide/user-pool-settings-policies.html
https://docs.aws.amazon.com/cognito/latest/developerguide/user-pool-settings-mfa.html
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+ Managing user permissions at scale with AWS IAM Identity Center (AWS SSO Z L - KIRE
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+ Mastering identity at every layer of the cake (T NXTDET® ID DILIE)
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https://docs.aws.amazon.com/cognito/latest/developerguide/cognito-user-pool-settings-adaptive-authentication.html
https://docs.aws.amazon.com/cognito/latest/developerguide/cognito-user-pool-settings-advanced-security.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_passwords_account-policy.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_passwords_account-policy.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/tutorial_users-self-manage-mfa-and-creds.html#tutorial_mfa_step1
https://docs.aws.amazon.com/singlesignon/latest/userguide/password-requirements.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_passwords_account-policy.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html
https://docs.aws.amazon.com/cognito/latest/developerguide/user-pool-settings-policies.html
https://docs.aws.amazon.com/general/latest/gr/aws-sec-cred-types.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
https://youtu.be/aEIqeFCcK7E
https://youtu.be/aEIqeFCcK7E
https://www.youtube.com/watch?v=vbjFjMNVEpc
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https://docs.aws.amazon.com/latest/UserGuide/id_credentials_access-keys.html
https://docs.aws.amazon.com/latest/UserGuide/id_credentials_access-keys.html
https://docs.aws.amazon.com/latest/UserGuide/id_users.html
https://docs.aws.amazon.com/latest/UserGuide/id_root-user.html
https://docs.aws.amazon.com/latest/UserGuide/id_roles.html
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https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_identities_identity_provider.html
https://docs.aws.amazon.com/latest/UserGuide/best-practices.html#bp-users-federation-idp
https://docs.aws.amazon.com/latest/UserGuide/best-practices.html#bp-users-federation-idp
https://docs.aws.amazon.com/latest/UserGuide/best-practices.html#bp-users-federation-idp
https://aws.amazon.com/identity/federation/
https://docs.aws.amazon.com/singlesignon/latest/userguide/what-is.html
https://aws.amazon.com/blogs/security/how-to-implement-federated-api-and-cli-access-using-saml-2-0-and-ad-fs/
https://aws.amazon.com/blogs/security/how-to-implement-federated-api-and-cli-access-using-saml-2-0-and-ad-fs/
https://docs.aws.amazon.com/cli/latest/userguide/cli-configure-sso.html
https://docs.aws.amazon.com/latest/UserGuide/tutorial_cross-account-with-roles.html
https://docs.aws.amazon.com/latest/UserGuide/access_policies_identity-vs-resource.html
https://docs.aws.amazon.com/cognito/latest/developerguide/identity-pools.html
https://docs.aws.amazon.com/cognito/latest/developerguide/cognito-user-identity-pools.html
https://docs.aws.amazon.com/latest/UserGuide/best-practices.html#bp-workloads-use-roles
https://docs.aws.amazon.com/latest/UserGuide/best-practices.html#bp-workloads-use-roles
https://aws.amazon.com/pm/ec2/
https://docs.aws.amazon.com/latest/UserGuide/id_roles_use_switch-role-ec2.html
https://docs.aws.amazon.com/latest/UserGuide/id_roles_use_switch-role-ec2.html
https://aws.amazon.com/lambda/
https://docs.aws.amazon.com/lambda/latest/dg/lambda-intro-execution-role.html
https://docs.aws.amazon.com/iot/latest/developerguide/authorizing-direct-aws.html
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AF =LA OREEEIRIC DOV TIE., AWS Secrets Manager &, —JL Y NEBZNETD O
:Eﬁn‘l"c’fhf-"j' EAZFERATEET, Secrets Manager l&, Y R—hEhTVWBH—EXZFEAL
BEltehis—JLY hZ2fEICEE, O—7—232, Z2IRETEET, RENRIE
ﬁ@ﬂ T—=23aIIoVWTR, "T7OEARF—0O—F7—3 >, 28RLTIEEL,
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https://docs.aws.amazon.com/rolesanywhere/latest/userguide/introduction.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_identities_audit.html
https://docs.aws.amazon.com/latest/UserGuide/best-practices.html#rotate-credentials
https://docs.aws.amazon.com/latest/UserGuide/best-practices.html#rotate-credentials
https://aws.amazon.com/secrets-manager/
https://docs.aws.amazon.com/secretsmanager/latest/userguide/integrating.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/integrating.html
https://docs.aws.amazon.com/latest/UserGuide/id_credentials_access-keys.html#Using_RotateAccessKey
https://docs.aws.amazon.com/latest/UserGuide/id_credentials_temp.html
https://docs.aws.amazon.com/general/latest/gr/aws-sec-cred-types.html
https://docs.aws.amazon.com/latest/UserGuide/best-practices.html
https://docs.aws.amazon.com/latest/UserGuide/id_roles.html
https://aws.amazon.com/iam/identity-center/
https://docs.aws.amazon.com/latest/UserGuide/id_roles_providers.html
https://docs.aws.amazon.com/latest/UserGuide/id_credentials_access-keys.html#Using_RotateAccessKey
https://aws.amazon.com/security/partner-solutions/#access-control
https://aws.amazon.com/security/partner-solutions/#access-control
https://docs.aws.amazon.com/latest/UserGuide/id_root-user.html

EFI1VTF1OR AWS Well-Architected Framework

« Managing user permissions at scale with AWS IAM Identity Center (AWS SSO ZfEA L = KiRIE
J1—H—1EROERE) (AWS IAM Identity Center D& & —E R)

« Mastering identity at every layer of the cake (T NTDET®D ID OILIHE)
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https://youtu.be/aEIqeFCcK7E
https://youtu.be/aEIqeFCcK7E
https://www.youtube.com/watch?v=vbjFjMNVEpc
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— LY RNE, V7RO IT7IVR—F2NIRLULTHAFIY Y RTEAE A, RO —> =
TO—T—23aUNfRET D,

RELEBRANDT VAL, EEICZDHHXHICHBTEET,

X

oy

CORARNTZOTAANBIALENTOVEVEBEEOURAILARIL: &
EROHIAVA

WK, T—ER—ARHY—RN=FT4—DAPI, b—=T2VBEDFREICERTRFRABRHREF. V—A
O—RPBRT7AINICBORAETNATVREEN HY XL, AWS F. ChS DOFRRIFEREZZ2I(IC
REL, HBNICO—T—>32L, TOHAZEEIDIXN_ALZEHRHLTLET,

—OLYNEBIHNIRIREDOT7O—F &, HIR, B, O—T—2320HAEVALRSC
ETY, BERL2BFRABHIE. RE. B, LENfTEZEDTY, malBFHICI>TE, 7—7
O—ROBEICES>TAREEL 22, Z2ICHIRTEZENDEHY XTI,

D—UV0—ROEESHEICHKAE U THESRFTRARBRICOVTIR, REERIEREZ —BHXRE
FRANSFEAEREERT IR HIPELNFTRA, LEAF, AWSZ—JL Y RTOEAR
F—Z/N\N—ROA—F12TF2K0YIZ, IAMO—)LZ2 > TRANZIAIERE —RNFRIERE
BRI LTHTLSLEEL,

FHRHBEAORVW —IJL Y RNIK2TE., HIREEBRETERVEDON BDYVET, chsn>—7
L v ~&., AWS Secrets Manager BENDH—ERAIZREL T, —nWICRE, BEL LY, EHH
CA—T7T—>32LENTRENTEET,

D—O0—ROV—AO—REBRET7TANDOEEEZITOSE, EEXRTEBRA T ORABERHNIAS H
CBRBARMABYNET, ROKEGE., —BROZZATOFZABREZRRS LOOEREREOIZE
NDTY,

Credential type Description Suggested strategy

IAM access keys AWS |IAM access and secret Replace: Use IAM 11— )L
keys used to assume |IAM assigned to the compute
roles inside of a workload instances (such as Amazon

EC2 or AWS Lambda) instead.
For interoperability with third
parties that require access

to resources in your AWS 7
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https://docs.aws.amazon.com/secretsmanager/latest/userguide/intro.html
https://docs.aws.amazon.com/latest/UserGuide/id_roles_common-scenarios.html
https://docs.aws.amazon.com/latest/UserGuide/id_roles_use_switch-role-ec2.html
https://docs.aws.amazon.com/latest/UserGuide/id_roles_use_switch-role-ec2.html
https://docs.aws.amazon.com/lambda/latest/dg/lambda-intro-execution-role.html
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AWS Well-Architected Framework

Credential type

SSH keys

Application and database
credentials

Amazon RDS and Aurora
Admin Database credentials

Description

Secure Shell private keys
used to log into Linux EC2
instances, manually or as part
of an automated process

Passwords — plain text string

Passwords — plain text string

Suggested strategy

HJ >~ ask if they support
AWS JOARTHONTOE
A. For mobile apps, consider
using temporary credentials
through Amazon Cognito ID
77— (ZIFL—FT 1Y
R7ATF>T 14T 1) For
workloads running outside

of AWS, consider IAM Roles
Anywhere or AWS Systems
Manager N1 7)Y R7 O T
ANR—>3 2,

Replace: Use AWS
Systems Manager or EC2

Instance Connect to provide
programmatic and human
access to EC2 instances using
IAM roles.

Rotate: Store credentials in
AWS Secrets Manager and
establish automated rotation if
possible.

Replace: Use the Amazon
RDS & @) Secrets Manager
#4& or Amazon Aurora. In

addition, some RDS database
types can use IAM roles
instead of passwords for some
use cases (for more detail, see
IAM 7*— XX — AFZE).
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https://docs.aws.amazon.com/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/cognito/latest/developerguide/cognito-identity.html
https://docs.aws.amazon.com/cognito/latest/developerguide/cognito-identity.html
https://docs.aws.amazon.com/cognito/latest/developerguide/cognito-identity.html
https://docs.aws.amazon.com/rolesanywhere/latest/userguide/introduction.html
https://docs.aws.amazon.com/rolesanywhere/latest/userguide/introduction.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/activations.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/activations.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/activations.html
https://aws.amazon.com/blogs/mt/vr-beneficios-session-manager/
https://aws.amazon.com/blogs/mt/vr-beneficios-session-manager/
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/Connect-using-EC2-Instance-Connect.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/Connect-using-EC2-Instance-Connect.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/intro.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/rds-secrets-manager.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/rds-secrets-manager.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/rds-secrets-manager.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/rds-secrets-manager.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/UsingWithRDS.DBAuth.html
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Credential type Description Suggested strategy
OAuth tokens Secret tokens — plain text Rotate: Store tokens in
string AWS Secrets Manager and

configure automated rotation.

API tokens and keys Secret tokens — plain text Rotate: Store in AWS Secrets
string Manager and establish

automated rotation if possible.

—RABTOFINEZ—=, V—AOA—R, BE7 74N, FEEENAILTZ7UAICIAMT O+

AF—ZBHALETT, IAMTIEAF—NFAWS H—ERLBEITIHEN HIHE. — BN
EEHN) EF 1 VT4 FAERZFEALET.,. chSsORBNEFEIHERIE. EC2 41 AXAH

@ IAM O—)L, Lambda BBEOETO—IL, ENAINI—HF =T O AD =% D Cognito IAM 00—

. BLT 0T F/NAAAD IoT Core R —ZBULTRETEE T, Y—RN—FT 1 —@TDIE
Ak, IAM 1—H#—%H—N—LT, ¥—RN—F1—=CF0I1—H¥—@mEHFD>—IL Y NToL

AF—BREEITDRNE, PTHIVRNOVY—ANOMBBET IV LAEZFE D IAMO—)LIZT O+

AZLEIDFEZBELET,

J—o0—RIC, BOHT—EAR VY —-ALOHBEERICKELRS—IJLY NORENVELERD
T—ANZEH V) ET, AWS Secrets Manager l&, NS DOFRIABHRNDZLLEEE, =52 API
K=0>, NAD—R, BRTCZTOMOFABEHRORE, £H. O—7—>3ERATT,

AWS Secrets Manager &, BZMHOFVFEIIEREZEEN DLLICHKRE L THURS 26 O E 5 H#EE
Z5O2BHLTVET: REKOBESL. BEXFORESH. RENEEE, EOMEXHIBETIEART
vhO—=)., BRCILEAESFIEEHROO—FT—3 2 AWS/N—KF—IZ&LDTOMHDO—D
LYy NEEY—EA, FLEELCOBEPRIIZEHITZIO—DILTHRE A EZY U138
HATZEEY,

ERF|E
1. Amazon CodeGuru ZEDBEMLY —IILZFEHAL T, N\—RI—R{tEh=FRiEHRESsC 11—
RNAZHBELEXRT,

« Amazon CodeGuru 2> T, d—RURIZKNVZAF ¥ LET, LEI—HNETLL
. CodeGuru T Type=Secrets 27 1 J)LZ—L T, BBEOHZ I—RDITEREZHET,

2. HIRFELRERTEZDFAEBRERELE T,
a. TTICAERFRIFERZREL T, HIRALCN—JILET,
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https://docs.aws.amazon.com/secretsmanager/latest/userguide/intro.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/intro.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/intro.html
https://docs.aws.amazon.com/latest/UserGuide/id_credentials_temp.html
https://docs.aws.amazon.com/latest/UserGuide/id_credentials_temp.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/iam-roles-for-amazon-ec2.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/iam-roles-for-amazon-ec2.html
https://docs.aws.amazon.com/lambda/latest/dg/lambda-intro-execution-role.html
https://docs.aws.amazon.com/cognito/latest/developerguide/iam-roles.html
https://docs.aws.amazon.com/cognito/latest/developerguide/iam-roles.html
https://docs.aws.amazon.com/iot/latest/developerguide/iot-policies.html
https://docs.aws.amazon.com/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/intro.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/security-encryption.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/data-protection.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/monitoring.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/auth-and-access.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/auth-and-access.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/rotating-secrets.html
https://aws.amazon.com/codeguru/features/
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b. V—AA—RICEBOIAETFNIEZAWS >—IL Y RF—ICO2VWTE, BV Y—AICEER
FohzIAMO—)LEBBRLET, 70— RO—FHF AWS ATHBICEL P DST

AWS VY —RIZTF VAT % IAM RIFERN BEABZ S, |1AM Roles Anywhere £ EAWS
Systems Manager /N1 7Y R7 VT AR—=23 0 BBREFLTLSEZL,
3 O—T—2a HRBREFEAINEZTOMHOY—RN—FT1—, EREBORVW—JL Y NID
WT Ik, Secrets Manager 21— RIZHEEL T, FURAALICY—RN—=F1—O—UL VYK
ZRMEBLETD,

a. CodeGuru A2V =)Lk, #®EE h=FRALFE#HZ £ > T Secrets Manager ZHERTE X T,
b. Secrets Manager A 5BBLE—UL Y hET7Vr—23 > 0—RIZKELET,
« ¥—/N—L A Lambda BB# Tk, SEHEICHKFEL KV Lambda fLskFZFERATE X T,

s EC2AVARVAERERFROTFICHL T, AWS HFEBOILKFERAETNZ 7O
'S8 T, Secrets Manager 5> —JL Y RNERBIZDEODIZAT NII—ROHI
ZRMELTVET,
4. EHHNICI—RR—RAZLEI—-LTHBARAF Y952 T, I—RICHFEES—IL Y NfE
mEnTVWEWIEEERELET,
« gitsecrets BEDY —)L&FE>T, YV—AO—RURZKNIJEFHFLLW>—IL Y RAFOZY B
ThB3DZEMHETEICEEZRFLTLSEZL,
5. FRENADOER, PHEYES—DOLY MADOTIEA, EF—IL Y NOBIRETHEVHE
57, Secrets Manager 79T AETAZEZ_RJTJLET,
6. RABRI_HITZANBREEZ RIS EET, COBMICELLEIAMO—JLICKT 2 RIIEHR%E
AhHL, ETAK, BRUOEEITZLEHOTIVEAZHRL, —HBOERI—H—ICOHK, ¥
NEEZEBSODOT IV EAZRHLET,

YU —=A
BETIRANTSUT 1A

« SEC02-BP02 —FFM B FRALEHZEA TS
« SEC02-BP05 EHAM ICFRIEHRZEEH LV O—T—>329D

BETD RFIXT N

« Getting started with AWS Secrets Manager (AWS > —2 L Y R Z—2 ¥ — OB FE)
- DZ7ONAZ—=ET7IFL—>3aY
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https://aws.amazon.com/blogs/security/extend-aws-iam-roles-to-workloads-outside-of-aws-with-iam-roles-anywhere/
https://docs.aws.amazon.com/systems-manager/latest/userguide/activations.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/activations.html
https://aws.amazon.com/blogs/aws/codeguru-reviewer-secrets-detector-identify-hardcoded-secrets/
https://docs.aws.amazon.com/secretsmanager/latest/userguide/retrieving-secrets_lambda.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/retrieving-secrets.html
https://github.com/awslabs/git-secrets
https://docs.aws.amazon.com/secretsmanager/latest/userguide/monitoring.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/monitoring.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/getting-started.html
https://docs.aws.amazon.com/latest/UserGuide/id_roles_providers.html
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« Amazon CodeGuru Introduces Secrets Detector (Amazon CodeGuru > —JL Y RF14F IO Z—
Z R

« How AWS Secrets Manager uses AWS Key Management Service (AWS Secrets Manager A" AWS
Key Management Service ZER T2 HEICDWT)

+ Secret encryption and decryption in Secrets Manager (Secrets Manager Ic$& (15> —2 L v NEE
St & BF1L)

+ Secrets Manager 7OJ T K1)

» Amazon RDS & AWS Secrets Manager D#i & & K&k

BEE EhiE:
 Best Practices for Managing, Retrieving, and Rotating Secrets at Scale (>—7 L Y & KREICE
B, BB, BEIDLOODRANTZIVT1RA)

» Find Hard-Coded Secrets Using Amazon CodeGuru Secrets Detector (Amazon CodeGuru
Reviewer Secrets Detector Zff> T/\— ROA— Rtk hi>—OL Y 2RO 5)

» Securing Secrets for Hybrid Workloads Using AWS Secrets Manager (AWS re:Inforce 2022 - AWS
Secrets Manager Z2FAL N/ 7 VY RO—2O0—ROZ—UL Y hDORE)

BED— >3y

« Store, retrieve, and manage sensitive credentials in AWS Secrets Manager (AWS Secrets Manager
THEHOSVRAIEHRZRE. BE. EETD)
« AWS Systems Manager N1 7)Y RPOFT4R=23>

SEC02-BP04 —mitEe iz ID 7ONA A —ZRAT S

V=07 #—A1—%— D (REELZWHE) DHS, DEZ—TEETES D 7ONAF—%ZF
RLET. —DOEMASEROER, EWIHT, B8, BWUHEL., EEZITS L. BBOTT
T—23VBROPTATAILREN BDERZHNRNICEETERT,

HEFEEhIER: —wibehi D 7ONA A —%2FERAL T, D=9 7 #—RA1—H%—, IR

S — (BEEFE (MFA) OEXRBE), SATART 7V =23 A0ERRB (A—HF—0JIL—7X
UN=D Y TREHRICEDILKTIOEADE ) ETHEE) ZE—TEBLET, V—0 7 +—AR1—H—
F—mitEnkz D 7ONA A —=ICHA 42U, AT TVT—2a3a>eNBTF77Ir—232lc
7IFL—23> @ IS4 0F )Y LET, chilckY, I—F—EFERORIAEEHRZERT
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https://aws.amazon.com/blogs/aws/codeguru-reviewer-secrets-detector-identify-hardcoded-secrets/
https://docs.aws.amazon.com/kms/latest/developerguide/services-secrets-manager.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/security-encryption.html
https://aws.amazon.com/blogs/security/tag/aws-secrets-manager/
https://aws.amazon.com/about-aws/whats-new/2022/12/amazon-rds-integration-aws-secrets-manager/
https://youtu.be/qoxxRlwJKZ4
https://youtu.be/qoxxRlwJKZ4
https://www.youtube.com/watch?v=ryK3PN--oJs
https://www.youtube.com/watch?v=k1YWhogGVF8
https://catalog.us-east-1.prod.workshops.aws/workshops/497b4908-169f-4e6f-b80d-ef10be3038d3/en-US
https://mng.workshop.aws/ssm/capability_hands-on_labs/hybridactivations.html
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s D7AONAE—Z ANEZATLIKETRRE, D=0 7#—ARA—HF—OTATFUTATAD
4794070 8BLLTVWEY, I-—Y—rfzsni), REZZEELLYLEBELC,
BROT7TIVT—232 AT ALAOLI—REZFHOTOLATHREZZEEHRT S,

CORANTZOTAAREEFRTAAVY M. —nfbtEen ID 7ONAZ—%2FERATBH LT,

D=0 7 F—A1—H—OFAFoT4T1ERID—% 1 PATCERBTE, 1—H—JIL—7
T 7VT—23a>A0OF VA EZEYETEY), I Y—0O9 A AT OT1ET1RERL
EWTEET, ABHR)DATALALEHKETSH LT, 1—H—ORENEEENEHEEREK, s
OEEN ID 7ONAF—c@BEn, I—H—ICEYHETSNET U= 3> EERSI BB
CEHFEhET, 118z L., TOI—Y—OT7A4F>T14T714F ID7ONA A —
THEWICEMICEY, 7J7IFL—2a3277)5—2a3a B8R RATANOT O REN BV E
EhFET,

CORANTZOT14RZFRALBVHEEOD)RAILARIL: &
EEOHAZA A
AWS ICTOHERTBIT—9T74+—A1—H—HHFOHAE VA

HBROREEPZNHEBRENDT—U 7 #—A1—H—l&, AWS Management Console & 7= i
AWS Command Line Interface (AWS CLI) 2> T Z2ZTI5LH, AWSADOT I AEE Y
BLIBIHEENBYET, — b hi D 7ONAMA—HAS 2 DDLARILTAWS IZT7 TFL—
3a0FBET, D—9U7F—ARI1—HF—IC AWSADT IV ELAEEZRETEET, 1 2EE
AWSTHIUKNAQEETIFL—>32, €51 20 AWSHBROBEROTHIMADT T
TL—>3>7T9,

« V=07 #—RAA1—Y—ZFTNhThOAWS THOVN EEETIFL—>32FT3ICRE. — T
ftenfzID7AONAE—ZFERAL T, TOFT AT MO AWS Identity and Access Management
C7IFL—>3>TEET, IAMOFREMICKY), SAML 2.0 £/ Open ID Connect (OIDC)
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https://docs.aws.amazon.com/organizations/latest/userguide/orgs_getting-started_concepts.html
https://aws.amazon.com/iam/
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_providers_create_saml.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_providers_create_oidc.html
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EWSHEIZO D 7AONAAX—ZFEAWS FHON TEMILT, 7OoEAO NO—LIZE
71FL—2ar 1Y —-EREFERATRIENTEERT, V-V 77—A1—H¥—R@Fox177
ZoHEFEAL, RIEBR (NAT—RX® MFA k=92 0—RAE)ZAALTID 7O0NM X —
1442 L&ET, ID7ANAM X —IE, AWS Management Console D441 > 1 > URL IZ3EfE
Thd SAML 7H—>3a>a1—HY—07ZI7HICRITLT, IAMO—/L%25|EZ 12 _ET,
11— AWS Management Console [ >IN YA A TEDRSICLET, I—H—F. ID
Z7ONAZ—HAS5OSAML 7H—>3>#ZEALT, AWSO—)LZ5|ZZFH2&T, AWS
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_providers_enable-console-saml.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_providers_enable-console-saml.html
https://aws.amazon.com/cli/
https://aws.amazon.com/cli/
https://aws.amazon.com/developer/tools/
https://docs.aws.amazon.com/STS/latest/APIReference/welcome.html
https://docs.aws.amazon.com/STS/latest/APIReference/API_AssumeRoleWithSAML.html
https://aws.amazon.com/single-sign-on/
https://aws.amazon.com/single-sign-on/
https://docs.aws.amazon.com/singlesignon/latest/userguide/manage-your-identity-source-idp.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/provision-automatically.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/manage-your-identity-source-ad.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/manage-your-identity-source-ad.html
https://aws.amazon.com/directoryservice/
https://aws.amazon.com/directoryservice/
https://docs.aws.amazon.com/singlesignon/latest/userguide/permissionsetsconcept.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/using-the-portal.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/using-the-portal.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-configure-sso.html
https://docs.aws.amazon.com/sagemaker/latest/dg/onboard-sso-users.html
https://docs.aws.amazon.com/iot-sitewise/latest/userguide/monitor-getting-started.html
https://docs.aws.amazon.com/iot-sitewise/latest/userguide/monitor-getting-started.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_finding-unused.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_getting-report.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_getting-report.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users_manage.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_groups_manage_delete.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
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https://aws.amazon.com/identity/federation/
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
https://aws.amazon.com/iam/resources/best-practices/
https://aws.amazon.com/blogs/security/getting-started-with-aws-sso-delegated-administration/
https://aws.amazon.com/blogs/security/how-to-use-customer-managed-policies-in-aws-single-sign-on-for-advanced-use-cases/
https://docs.aws.amazon.com/sdkref/latest/guide/feature-sso-credentials.html
https://youtu.be/YMj33ToS8cI
https://youtu.be/TvQN4OdR_0Y
https://youtu.be/vbjFjMNVEpc
https://catalog.us-east-1.prod.workshops.aws/workshops/590f8439-42c7-46a1-8e70-28ee41498b3a/en-US
https://identity-round-robin.awssecworkshops.com/serverless/
https://aws.amazon.com/security/partner-solutions/
https://github.com/Versent/saml2aws
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_getting-report.html
https://docs.aws.amazon.com/config/latest/developerguide/evaluate-config.html
https://docs.aws.amazon.com/config/latest/developerguide/evaluate-config.html
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-standards-fsbp-controls.html#fsbp-iam-3
https://docs.aws.amazon.com/IAM/latest/UserGuide/what-is-access-analyzer.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/welcome.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/welcome.html
https://docs.aws.amazon.com/guardduty/latest/ug/guardduty_finding-types-iam.html
https://docs.aws.amazon.com/guardduty/latest/ug/guardduty_finding-types-iam.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_access-keys.html#Using_RotateAccessKey
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_access-keys.html#Using_RotateAccessKey
https://docs.aws.amazon.com/secretsmanager/latest/userguide/getting-started.html
https://docs.aws.amazon.com/latest/UserGuide/best-practices.html
https://docs.aws.amazon.com/latest/UserGuide/id_roles_providers.html
https://aws.amazon.com/security/partner-solutions/#access-control
https://aws.amazon.com/security/partner-solutions/#access-control
https://docs.aws.amazon.com/latest/UserGuide/id_credentials_temp.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_getting-report.html
https://youtu.be/qoxxRlwJKZ4
https://youtu.be/qoxxRlwJKZ4
https://youtu.be/aEIqeFCcK7E
https://www.youtube.com/watch?v=vbjFjMNVEpc
https://wellarchitectedlabs.com/security/200_labs/200_automated_iam_user_cleanup/
https://wellarchitectedlabs.com/security/200_labs/200_automated_deployment_of_iam_groups_and_roles/
https://docs.aws.amazon.com/singlesignon/latest/userguide/permissionsets.html
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https://docs.aws.amazon.com/singlesignon/latest/userguide/manage-your-identity-source-sso.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction_attribute-based-access-control.html
https://www.wellarchitectedlabs.com/Security/300_IAM_Tag_Based_Access_Control_for_EC2/README.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/getting-started.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_providers.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html
https://youtu.be/qoxxRlwJKZ4
https://youtu.be/qoxxRlwJKZ4
https://youtu.be/aEIqeFCcK7E
https://youtu.be/aEIqeFCcK7E
https://www.youtube.com/watch?v=vbjFjMNVEpc
https://www.wellarchitectedlabs.com/Security/300_IAM_Tag_Based_Access_Control_for_EC2/README.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#grant-least-privilege
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
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» AWS customer playbook framework

« AWS incident response playbook samples
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https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction_attribute-based-access-control.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/what-is-access-analyzer.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-getting-started.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-generation.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-generation.html#access-analyzer-policy-generation-howitworks
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-generation.html#access-analyzer-policy-generation-howitworks
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-generation.html#access-analyzer-policy-generation-howitworks
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_access-advisor-view-data.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_access-advisor-view-data.html
https://aws.amazon.com/blogs/security/identify-unused-iam-roles-remove-confidently-last-used-timestamp/
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_access-advisor.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_access-advisor.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/logging-data-events-with-cloudtrail.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#grant-least-privilege
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#remove-credentials
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-user-guide.html
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+ Become an IAM Policy Master in 60 Minutes or Less (60 2 BARIZ IAM 7R S —Y AR —I2753)

+ Separation of Duties, Least Privilege, Delegation, and CI/CD (B0 8., J/NiFE, EE, LV
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» AWS re:Inforce 2022 - AWS Identity and Access Management (IAM) deep dive (1 —7"&X 1 7)
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_manage.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/MonitoringDynamoDB.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/enable-cloudtrail-logging-for-s3.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_getting-report.html
https://youtu.be/YQsK4MtsELU
https://youtu.be/3H0i7VyTu70
https://youtu.be/3H0i7VyTu70
https://www.youtube.com/watch?v=YMj33ToS8cI
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» Get more out of service control policies in a multi-account environment (X ILFF7H D NRIET
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* AWS Security Reference Architecture (AWS SRA)
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Y)
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https://aws.amazon.com/organizations/
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
https://aws.amazon.com/blogs/security/get-more-out-of-service-control-policies-in-a-multi-account-environment/
https://aws.amazon.com/blogs/security/get-more-out-of-service-control-policies-in-a-multi-account-environment/
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/welcome.html
https://www.youtube.com/watch?v=mEO05mmbSms
https://www.youtube.com/watch?v=mEO05mmbSms
https://www.youtube.com/watch?v=Zxrs6YXMidk
https://www.youtube.com/watch?v=Zxrs6YXMidk
https://www.youtube.com/watch?v=YMj33ToS8cI
https://www.youtube.com/watch?v=YMj33ToS8cI
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» Separation of Duties, Least Privilege, Delegation, and CI/CD
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http://aws.amazon.com/ram/
http://aws.amazon.com/ram/
https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction_attribute-based-access-control.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#grant-least-privilege
https://docs.aws.amazon.com/IAM/latest/UserGuide/what-is-access-analyzer.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#remove-credentials
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_manage.html
https://youtu.be/YQsK4MtsELU
https://youtu.be/3H0i7VyTu70
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https://docs.aws.amazon.com/AmazonS3/latest/userguide/bucket-policies.html
https://aws.amazon.com/iam/features/analyze-access/
https://aws.amazon.com/security/provable-security/
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-access-preview.html
https://aws.amazon.com/blogs/security/how-to-use-trust-policies-with-iam-roles/
https://aws.amazon.com/blogs/security/how-to-use-trust-policies-with-iam-roles/
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https://docs.aws.amazon.com/config/latest/developerguide/operational-best-practices-for-Publicly-Accessible-Resources.html
https://aws.amazon.com/controltower/
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-standards-fsbp.html
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-standards-fsbp.html
https://docs.aws.amazon.com/controltower/latest/userguide/what-is-control-tower.html
https://docs.aws.amazon.com/controltower/latest/userguide/what-is-control-tower.html
https://docs.aws.amazon.com/organizations/latest/userguide/services-that-can-integrate-config.html
https://docs.aws.amazon.com/config/latest/developerguide/config-rule-multi-account-deployment.html
https://docs.aws.amazon.com/config/latest/developerguide/config-rule-multi-account-deployment.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-getting-started.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-getting-started.html
https://aws.amazon.com/blogs/security/how-to-use-aws-config-to-monitor-for-and-respond-to-amazon-s3-buckets-allowing-public-access/
https://aws.amazon.com/blogs/security/how-to-use-aws-config-to-monitor-for-and-respond-to-amazon-s3-buckets-allowing-public-access/
https://aws.amazon.com/blogs/aws/amazon-s3-update-cloudtrail-integration/
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
https://aws.amazon.com/blogs/security/how-to-use-aws-config-to-monitor-for-and-respond-to-amazon-s3-buckets-allowing-public-access/
https://aws.amazon.com/blogs/security/how-to-use-aws-config-to-monitor-for-and-respond-to-amazon-s3-buckets-allowing-public-access/
https://docs.aws.amazon.com/macie/latest/user/findings-types.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/what-is-access-analyzer.html?ref=wellarchitected
https://docs.aws.amazon.com/controltower/latest/userguide/controls-reference.html
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-standards-fsbp.html
https://docs.aws.amazon.com/config/latest/developerguide/evaluate-config_use-managed-rules.html
https://docs.aws.amazon.com/awssupport/latest/user/trusted-advisor-check-reference.html
https://docs.aws.amazon.com/awssupport/latest/user/cloudwatch-events-ta.html
https://docs.aws.amazon.com/config/latest/developerguide/config-rule-multi-account-deployment.html
https://docs.aws.amazon.com/organizations/latest/userguide/services-that-can-integrate-config.html
https://www.youtube.com/watch?v=ip5sn3z5FNg
https://www.youtube.com/watch?v=ip5sn3z5FNg
https://www.youtube.com/watch?v=i5apYXya2m0
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https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_permissions_analyze_cross_account.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_permissions_analyze_cross_account.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_integrate_services_list.html
https://docs.aws.amazon.com/organizations/latest/userguide/services-that-can-integrate-securityhub.html
https://docs.aws.amazon.com/organizations/latest/userguide/services-that-can-integrate-securityhub.html
https://docs.aws.amazon.com/guardduty/latest/ug/guardduty_organizations.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_evaluation-logic-cross-account.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-user_externalid.html
https://aws.amazon.com/blogs/apn/collecting-information-from-aws-cloudformation-resources-created-in-external-accounts-with-custom-resources/
https://aws.amazon.com/blogs/apn/collecting-information-from-aws-cloudformation-resources-created-in-external-accounts-with-custom-resources/
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https://aws.amazon.com/blogs/security/extend-aws-iam-roles-to-workloads-outside-of-aws-with-iam-roles-anywhere/
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https://www.wellarchitectedlabs.com/security/300_labs/300_lambda_cross_account_iam_role_assumption/
https://docs.aws.amazon.com/prescriptive-guidance/latest/patterns/configure-cross-account-access-to-amazon-dynamodb.html
https://github.com/aws-samples/aws-sts-network-query-tool
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-lake.html
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https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/resolver-query-logs.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/resolver-query-logs.html
https://docs.aws.amazon.com/security-lake/latest/userguide/what-is-security-lake.html
https://docs.aws.amazon.com/security-lake/latest/userguide/what-is-security-lake.html
https://docs.aws.amazon.com/whitepapers/latest/aws-security-incident-response-guide/detection.html
https://docs.aws.amazon.com/whitepapers/latest/aws-security-incident-response-guide/logging-and-events.html
https://docs.aws.amazon.com/whitepapers/latest/aws-security-incident-response-guide/logging-and-events.html
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
https://docs.aws.amazon.com/vpc/latest/userguide/flow-logs.html
https://docs.aws.amazon.com/guardduty/latest/ug/guardduty_exportfindings.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/quick-setup-config.html
https://docs.aws.amazon.com/waf/latest/developerguide/logging.html
https://docs.aws.amazon.com/network-firewall/latest/developerguide/firewall-logging.html
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/Install-CloudWatch-Agent.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/Install-CloudWatch-Agent.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/AnalyzingLogData.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/AnalyzingLogData.html
https://aws.amazon.com/athena/
https://aws.amazon.com/opensearch-service/
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https://docs.aws.amazon.com/whitepapers/latest/aws-security-incident-response-guide/aws-security-incident-response-guide.html
https://aws.amazon.com/security-lake/getting-started/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/CWL_GettingStarted.html
https://aws.amazon.com/security/partner-solutions/#logging-monitoring
https://aws.amazon.com/security/partner-solutions/#logging-monitoring
https://www.youtube.com/watch?v=V7XwbPPjXSY
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https://www.snowflake.com/en/data-cloud/workloads/cybersecurity/
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https://aws.amazon.com/security/partner-solutions/#Logging_and_Monitoring
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EFI1VTF1OR AWS Well-Architected Framework

—ZBD AWS H—E R, 1V Z—XY NCFIEALT API UG HL%ET S (AWS APl T K
RAVKNDNHBD)EOOAVR—F NNFVETT, TOMDO AWS H—ERIK VPC T RiRA

~ b~ % Amazon VPC ATEA L E£F. Amazon S3 X Amazon DynamoDB ZE 8% < O AWS
H—ERARG VPC IV RRAREHR—KNLTHY, COFV/OP—RBRT—HLEhTVE
9o AWS PrivateLink AWS O —E X, ¥—RN—F1—OHY—ERX, 8XTMHO VPC zF1 1)
TATRARENDMEOY—EAICTIVERATRICE. COT7O0—F2EATHIENHERE
NET., AWS PrivateLink DFTXTORY NT—TJKZ 74 v 0k, JO-/N)LIx AWS /XY J7R—
CEEFRY, A=Y NINTIN—ARATBRELR@FHYVEFEEA, BEREZRABTEDOR, Y—
EAO7ONAE—TRELHF—ERANOIY>1—~NX—0OHTT, AFBFT—ERAT AL AWS
PrivateLink 2 T2 &Ik, 1V RX—XY NBLTIT7F v YT VPC ZEHTHENTE
31, ABOERNRINILHLS VPC ZRETDDICKIUEET, T —RN—FT1—0OH—E R
AWS PrivateLink Z AL T, 724 X—KPI7 RLABRHTEEN VPC A S5SH—ERICERT
ZBDRSICLET, AVF—FXYMDOTIMNIY REFRZVLEETDVPCTEY RTR., Ch
5, AWSHEETBENATS—KhIIA, FTORNNDYRERADA U R—RY NF—KDJIA,
I—Y—HPERLTCEBITSVI77OF 2 2BHAITZTIMNNI R (—FHE) TOIKARETT,

CORARNTSOT4RAZFRALBEVWEEDURILARIL: &
EEOHAA A
« VPCRHDRY NDT—O KRS T714v 0 %GIHTZ: VPCRARNT ST A ABRELTRNS 714V
V&FIHTS
« AmazonVPC X115«
« VPC IV RIRA B
« AmazonVPC X1 UF 1) —7
« XY ND—7 ACL

e ITVSTORNT 714U %4If9F%: Amazon CloudFront BENT Y o H—ERAEEREL T, BH
NDRELAY—XZTOMOEELZRMBELET,

« Amazon CloudFront 1— AT —A

AWS Global Accelerator

« AWS Web Application Firewall (AWS WAF)

» Amazon Route 53

« Amazon VPC Ingress Routing

« TZAR—RKNZRYRNDT=IURNZ 714V U %HHTS: D—OO0—ROTFAR—KRTT1V D%
REITDH—EREZRELET,

SEC05-BP02 §XTDLAV—TKhZ 74V O ZHHTS 99



https://docs.aws.amazon.com/general/latest/gr/rande.html
https://docs.aws.amazon.com/general/latest/gr/rande.html
https://docs.aws.amazon.com/vpc/latest/privatelink/vpc-endpoints.html
https://docs.aws.amazon.com/vpc/latest/privatelink/vpc-endpoints.html
https://aws.amazon.com/privatelink/
https://docs.aws.amazon.com/vpc/latest/userguide/VPC_Security.html
https://docs.aws.amazon.com/vpc/latest/userguide/vpc-endpoints.html
https://docs.aws.amazon.com/vpc/latest/userguide/VPC_SecurityGroups.html
https://docs.aws.amazon.com/vpc/latest/userguide/vpc-network-acls.html
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/IntroductionUseCases.html
https://docs.aws.amazon.com/global-accelerator/latest/dg/what-is-global-accelerator.html
https://docs.aws.amazon.com/waf/latest/developerguide/waf-section.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/Welcome.html
https://aws.amazon.com/about-aws/whats-new/2019/12/amazon-vpc-ingress-routing-insert-virtual-appliances-forwarding-path-vpc-traffic/
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https://docs.aws.amazon.com/vpc/latest/peering/what-is-vpc-peering.html
https://docs.aws.amazon.com/vpc/latest/userguide/endpoint-service.html
https://docs.aws.amazon.com/vpc/latest/tgw/what-is-transit-gateway.html
https://docs.aws.amazon.com/directconnect/latest/UserGuide/Welcome.html
https://docs.aws.amazon.com/vpn/latest/s2svpn/VPC_VPN.html
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/user-getting-started.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/access-points.html
https://docs.aws.amazon.com/waf/latest/developerguide/fms-section.html
https://aws.amazon.com/inspector
https://docs.aws.amazon.com/waf/latest/developerguide/getting-started.html
https://youtu.be/9Nikqn_02Oc
https://youtu.be/0xlwLEccRe0
https://www.wellarchitectedlabs.com/Security/200_Automated_Deployment_of_VPC/README.html
https://github.com/awslabs/aws-waf-security-automations
https://github.com/awslabs/aws-waf-security-automations
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https://aws.amazon.com/solutions/aws-waf-security-automations/
https://aws.amazon.com/security/partner-solutions/#infrastructure_security
https://docs.aws.amazon.com/waf/latest/developerguide/fms-section.html
https://aws.amazon.com/inspector
https://docs.aws.amazon.com/AmazonVPC/latest/UserGuide/VPC_Security.html
https://docs.aws.amazon.com/waf/latest/developerguide/getting-started.html
https://youtu.be/9Nikqn_02Oc
https://youtu.be/9Nikqn_02Oc
https://youtu.be/0xlwLEccRe0
https://youtu.be/0xlwLEccRe0
https://www.wellarchitectedlabs.com/Security/200_Automated_Deployment_of_VPC/README.html
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https://docs.aws.amazon.com/vpc/latest/network-access-analyzer/what-is-vaa.html
https://aws.amazon.com/waf
https://aws.amazon.com/waf
https://docs.aws.amazon.com/waf/latest/developerguide/getting-started.html#getting-started-wizard-add-rule-group
https://aws.amazon.com/waf/partners/
https://docs.aws.amazon.com/waf/latest/developerguide/ddos-responding.html
https://docs.aws.amazon.com/waf/latest/developerguide/ddos-responding.html
https://aws.amazon.com/solutions/aws-waf-security-automations/
https://aws.amazon.com/network-firewall/
https://docs.aws.amazon.com/network-firewall/latest/developerguide/stateful-rule-groups-ips.html
https://docs.aws.amazon.com/guardduty/latest/ug/what-is-guardduty.html
https://wellarchitectedlabs.com/Security/200_Automated_Deployment_of_Detective_Controls/README.html
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https://docs.aws.amazon.com/vpc/latest/mirroring/what-is-traffic-mirroring.html
https://docs.aws.amazon.com/waf/latest/developerguide/fms-section.html
https://aws.amazon.com/inspector
https://docs.aws.amazon.com/AmazonVPC/latest/UserGuide/VPC_Security.html
https://docs.aws.amazon.com/waf/latest/developerguide/getting-started.html
https://youtu.be/9Nikqn_02Oc
https://youtu.be/9Nikqn_02Oc
https://youtu.be/0xlwLEccRe0
https://youtu.be/0xlwLEccRe0
https://www.wellarchitectedlabs.com/Security/200_Automated_Deployment_of_VPC/README.html

EFI1VTF1OR AWS Well-Architected Framework

—BROBHAEAEZBNLET, FAThDZRAWS H—ERICDVWT, ¥—EAXEILRZ&EEh
TVREHNEEFIV T HRSHZBREID LI EETT,

RANTZOT42R

- SEC06-BPO1 S5 EEZ XTI S

- SEC06-BP02 BN REFEMI T

- SEC06-BP03 X X—2 RY—EREFATD

« SEC06-BP04 O E1—TFT 14 JREZEEILTS

- SEC06-BP05 1—H—HNUE—KRHFSTITIAVERTTEDRLSICTD
- SEC06-BP06 V7RI ITNEEAMERIT D

SECO06-BP0O1 55 EEZR1TT S

O—R, KERR, 1 2T7FARNTIOFYAORBEDOAF Y ENY FERAZHREICEREL . #HL
WEBRLSEREBELET,

HEFEh R BEHEERT7OT S LAZERL THIFT S, Amazon EC2 41 2 AR A, Amazon
Elastic Container Service (Amazon ECS) 277}, & &U' Amazon Elastic Kubernetes Service
(Amazon EKS) 7—J 00— RBEQ VYV —RAZEHNICAF ¥ LTNY FZER TS, Amazon
Relational Database Service (Amazon RDS) T*— &2 X — A E, AWS YZXR—J RUY—ADX T
FUOAITAVRIERET D, BN I—RAF Y &2FE>T, 77)5—>3>Y—A0—RIC—
BOBEESBEVHLESIHIRET D, HBICXEBZAFILIHEINESH, TFLEEABOT AR
AZBATEDDNESHANDLEDHIC, Web 77 VT—23RENL—23AVTAMNEREILE
9o

—RNBETFINE—2:

- BBEUEBETOT S LA,

s EREFLERVAVE#BZERBETIC. SATLANY FERZRET S,
s RUYA—NFRETIMAFEHR (EOL) ZBELYV I NIITZHEAT S,

s EFIVTFAOBEESMIBAIC., AFREBEICI-—RZF7O0149 %,

CORARNTZIOTAAREFERATEIAIY

CORARNTZOTAANFBIALENTOVEBEVEEOVAILARIL: &

SEC06-BPO1 eSS EEZRTI S 104



EFI1VTF1OR AWS Well-Architected Framework

EEOHAA A

EMEBEITOJZAICE, EF1 V750, BEORE. BEIELNST, BERBRO-IRELT
ONY FEAOREZENFBENET, A—MX—=232EF, 7—J0-ROBEPERLAEVRY
RO—UANDBEHEZBENICAF YL, BEZRITIDLEOORBERERT, VY—ADEKREE
VMZBBLIRELRYBROBNESRY, ThIULOBBEZEUESEIREIZ—NDIJARIVZER
BLET, BNERFAOMBUEERTOTSATR., VINIITZA T4 7IORRELTTT
O/BRBECHETIRBUETANEERIZIXEN BV ET, ARETTO/MPICIRBEUEERERET
BEICRY), MBUEARTBRELCAVIACAREZEBREEERT,

MEHEMEEIOJSLAZEETDICEK., AWSEFREEFTILE, TNAFMBEND—IVO—RICED
KOICHETRIN ZEMIDMENHYET, EEXEEFIN TR, AWSIZAWS V5T R DAY
T2ARNTZOF+ 2 REIDEENIHBYVET, cOAVTFARNTIFYIE,. AWSOUSTIR US
RY—ERAZRTID/N—RIIT,. YVIRNIIT, RYRNT—D, BRTHERTEHE N TVE
I, 1—HY—ICF, EETF—X., EF¥21) 7T 15E. Amazon EC2 4/7\9/7\0) BRAOBE
DZIRAOEFIUT a4, E5ICIEAMazon S3 A7 IV MY BEYICHE: REENTVWD L
ERRBIDZDEEINHVET, BHEEEEBEAOT7O0—F, AATZH—ERICK>TEERAYE
T, EEARF, AWSRBNYZR—J RBEQOUL—>23FIF—EXR—AHY—E XA Amazon RDS [CX T
PNV FHEAZEELETN, BEHRARNEF—EXR—-AONYFEARI—HY—0EFLLEYE
CP

AWS ICIE, IBSEMEBOJSAICKRIDELBEY—ERANHY) £T, Amazon Inspector &, V7
RVITOBREBEEERLBEVRY ND—OTF7 VA ZRETHLEHIC. BENIC AWS D—20O—R
BAF¥v>LET, AWS Systems Manager Patch Manager > &, Amazon EC2 1 > AZ > A
2HEONY FEHAZEBTE XTI, Amazon Inspector & Systems Manager &, AWS Security Hub
TRRCEET, chlF. AWWSEFIVFAFIVvIOZBEBULLT, X1 UTATS5—h2Z2—7
CTB2OICRIUDVZIVREFIVT A KHERY—EATT,

Amazon CodeGuru ZfE> &, BN I— R ZFE> T, Java BKRE Python 77U 5r—>3> 0%
ENEEZRBETEET,

REFIE

« Amazon Inspector Z % 9 %: Amazon Inspector [ F 7z [CEEIE iz Amazon EC2 1 AR
A, Lambda B3, 8KV Amazon ECRIC7' Y2 1 & NEBREITFHFAX -2 EBBNICHK
HU, V7D T7REE BENEXKMKE, SLOCERLEBEVRY ND—J0BHABZVWAAF YL
£9,

« V—AO—RZEZRAFY2FB: FA47FVERBFREEZEAF Y LT, BEAERBEFIZVARANX
F 9., Amazon CodeGuru &, Java & Python 77U —2 3> 0@AICO2VT — N EtEF 2

SEC06-BP0O1 fES5 M EEZRTT S 105


https://aws.amazon.com/compliance/shared-responsibility-model/
https://docs.aws.amazon.com/inspector/latest/user/what-is-inspector.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-patch.html
https://docs.aws.amazon.com/securityhub/latest/userguide/what-is-securityhub.html
https://docs.aws.amazon.com/codeguru/latest/reviewer-ug/welcome.html
https://docs.aws.amazon.com/inspector/v1/userguide/inspector_introduction.html
https://docs.aws.amazon.com/codeguru/latest/reviewer-ug/welcome.html
https://docs.aws.amazon.com/codeguru/detector-library/index.html
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https://docs.aws.amazon.com/codeguru/detector-library/index.html
https://owasp.org/www-community/Source_Code_Analysis_Tools
https://aws.amazon.com/inspector/
https://owasp.org/www-project-dependency-check/
https://snyk.io/product/open-source-security-management/
https://www.openvas.org/
https://docs.aws.amazon.com/systems-manager/latest/userguide/what-is-systems-manager.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-patch.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/prereqs-operating-systems.html
https://docs.aws.amazon.com/securityhub/latest/userguide/what-is-securityhub.html
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-internal-providers.html
https://aws.amazon.com/cloudformation/
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/Welcome.html
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from being modified except by authorized principals (R Z A ENET U NILUANBETE
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+ Getting started with Amazon Macie (Amazon SQS M B8 75 %)

+ Automated data discovery with Amazon Macie (Amazon Macie ZfEfA L = BE87T— X & H)

+ Getting started with tag policies (2 7 7R < —OBRHR )
+ Detecting PIl entities (Pl T T 1 T 41 O H)

EEZOY:

+ How to use Amazon Macie to preview sensitive data in S3 buckets (Amazon Macie Zf£> T, S3
NTY NTHET—227TLE1I—955%)
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« Common techniques to detect PHI and PII data using AWS Services (AWS OH—ERAZFE> T
PHI & Pl =2 Z#&HT2—BRHNETIZY D)

 Detecting and redacting PIl using Amazon Comprehend (Amazon Comprehend Z /A L 7= PIl ®
B EBRE)

» Securing resource tags used for authorization using a service control policy in AWS Organizations
(AWS Organizations D —E A NO—IARU—ZFERAL T, RBAILEATEIVY—RAXT
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« Enabling data classification for Amazon RDS database with Macie (Macie T Amazon RDS 7—2#&
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+ Detecting sensitive data in DynamoDB with Macie (Macie %Z {# 2 7= DynamoDB D #Z 57— X D&
)

BEE EpiE:
+ Event-driven data security using Amazon Macie (Amazon Macie ZfERA L A4/ X NEEHEHF—X
tF 21T 1)

- Amazon Macie for data protection and governance (F—XREE H/NF 2 A D 7= ® Amazon
Macie)

« Fine-tune sensitive data findings with allow lists (Ff ] J A N CHZTF— 2B HZHFAET D)
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* Introducing the New Amazon Macie
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« Amazon Macie
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https://docs.aws.amazon.com/AmazonS3/latest/dev/intro-managing-access-s3-resources.html
https://docs.aws.amazon.com/kms/latest/developerguide/control-access-overview.html
https://docs.aws.amazon.com/config/latest/developerguide/managed-rules-by-aws-config.html
https://aws.amazon.com/blogs/networking-and-content-delivery/amazon-s3-amazon-cloudfront-a-match-made-in-the-cloud/
https://docs.aws.amazon.com/AmazonS3/latest/dev/Versioning.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/object-lock.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ebs-modifying-snapshot-permissions.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/sharing-amis.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/patterns/deploy-a-react-based-single-page-application-to-amazon-s3-and-cloudfront.html
https://youtu.be/Y1hE1Nkcxs8
https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-automation.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-automation.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/automation-documents.html
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https://aws.amazon.com/quicksight/
https://aws.amazon.com/systems-manager/
https://aws.amazon.com/cloudformation/
https://aws.amazon.com/quickstart/architecture/cicd-taskcat/
https://docs.aws.amazon.com/kms/latest/cryptographic-details/intro.html
https://youtu.be/plv7PQZICCM
https://youtu.be/Y1hE1Nkcxs8
https://aws.amazon.com/privatelink/
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https://docs.aws.amazon.com/acm/latest/userguide/acm-overview.html
https://docs.aws.amazon.com/privateca/latest/userguide/PcaWelcome.html
https://docs.aws.amazon.com/acm/latest/userguide/acm-services.html
https://docs.aws.amazon.com/privateca/latest/userguide/UsingTemplates.html
https://docs.aws.amazon.com/privateca/latest/userguide/UsingTemplates.html
https://docs.aws.amazon.com/rolesanywhere/latest/userguide/introduction.html
https://docs.aws.amazon.com/iot/latest/developerguide/what-is-aws-iot.html
https://docs.aws.amazon.com/whitepapers/latest/device-manufacturing-provisioning/device-manufacturing-provisioning.html
https://docs.aws.amazon.com/whitepapers/latest/device-manufacturing-provisioning/device-manufacturing-provisioning.html
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https://docs.aws.amazon.com/privateca/latest/userguide/PcaPlanning.html
https://docs.aws.amazon.com/acm/latest/userguide/acm-overview.html
https://docs.aws.amazon.com/acm/latest/userguide/acm-overview.html
https://docs.aws.amazon.com/privateca/latest/userguide/PcaWelcome.html
https://docs.aws.amazon.com/privateca/latest/userguide/PcaWelcome.html
https://docs.aws.amazon.com/privateca/latest/userguide/PcaIssueCert.html
https://docs.aws.amazon.com/iot/latest/developerguide/x509-client-certs.html
https://docs.aws.amazon.com/acm/latest/userguide/managed-renewal.html
https://docs.aws.amazon.com/privateca/latest/userguide/PcaCtIntro.html
https://docs.aws.amazon.com/privateca/latest/userguide/PcaAuditReport.html
https://docs.aws.amazon.com/privateca/latest/userguide/crl-planning.html

LFIUT (O AWS Well-Architected Framework
« SEC02-BP02 —FH B FEEEHRZFEA TS

« SEC08-BP01 Z& B F—EEHZEETD

« SEC09-BP04 XY hD—VBEZF3T S

BIETD RFIXT N

* AWS TTFANR—KNEIIABA VT ZARTITF Y EFRANSB LV ERTDHE

* How to secure an enterprise scale ACM Private CA hierarchy for automotive and manufacturing

» Private CA best practices

* How to use AWS RAM to share your ACM Private CA cross-account

B iE B

+ Activating AWS Certificate Manager Private CA (D0 —2> 3 v 7))

BSiE 3 % fl:

* Private CA workshop
« 10T Device Management Workshop (/N4 A7 O a2 J%2&1)

EAiEY —)L:

* Plugin to Kubernetes cert-manager to use AWS Private CA

SEC09-BP02 i IS EHA TS

BB, EN, AT AT AEBRER T -HOOEBORI > —, ANBBEEECESVT,
ERENECESHLEHZERALET. BT —2Z2REBT A/ RXK—KIFT R (VPC) DATIZIERE
IREEE. BELEn7OR IO EFALET. BELETSE, F—RAEETERL
FYRND—DZEEFRE, T-2OHREUZREFTERT,

HEEENIRE: IXTOF—ZREF. Z2B TLIS7ORN L EBESRAAI— N EFEAL TEERICES
CTBIUENHYNET, T—ENOFEBTIVCAZBFEITZDEHICE, VIY—REAR—FY
REORY RD—OKRS T4V I ZRBSHIBDHENHYET,. ABAWSREANICOXHD XY
D—OKRZS714Y 0k, AEBBSICTLS ZFE>THES{LITIHLEN HYEFT, AWS AFXRY b
D—OR@F7FINTHREFSILEA, VPCAHADORY ND—I KRS T74Y 91k, NZT714Y 9 (Amazon

SEC09-BPO2 {32 H IZEES{L 2 AT 2 139


https://aws.amazon.com/blogs/security/how-to-host-and-manage-an-entire-private-certificate-infrastructure-in-aws/
https://aws.amazon.com/blogs/security/how-to-secure-an-enterprise-scale-acm-private-ca-hierarchy-for-automotive-and-manufacturing/
https://docs.aws.amazon.com/privateca/latest/userguide/ca-best-practices.html
https://aws.amazon.com/blogs/security/how-to-use-aws-ram-to-share-your-acm-private-ca-cross-account/
https://www.youtube.com/watch?v=XrrdyplT3PE
https://catalog.workshops.aws/certificatemanager/en-US/introduction
https://iot-device-management.workshop.aws/en/
https://github.com/cert-manager/aws-privateca-issuer
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https://docs.aws.amazon.com/elasticloadbalancing/latest/application/load-balancer-listeners.html#redirect-actions
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/using-https-viewers-to-cloudfront.html
https://aws.amazon.com/directconnect/
https://aws.amazon.com/blogs/security/tls-1-2-required-for-aws-endpoints/
https://aws.amazon.com/blogs/security/tls-1-2-required-for-aws-endpoints/
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/using-https.html
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/secure-connections-supported-viewer-protocols-ciphers.html#secure-connections-supported-ciphers
https://docs.aws.amazon.com/vpc/latest/userguide/vpn-connections.html
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https://docs.aws.amazon.com/elasticloadbalancing/latest/application/create-https-listener.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/application/create-https-listener.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/UsingWithRDS.SSL.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/UsingWithRDS.SSL.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/security-best-practices.html
https://aws.amazon.com/certificate-manager/
https://aws.amazon.com/private-ca/
https://docs.aws.amazon.com/index.html
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/using-https.html
https://docs.aws.amazon.com/vpc/latest/userguide/vpn-connections.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/application/create-https-listener.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/SSL-on-amazon-linux-2.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/UsingWithRDS.SSL.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/UsingWithRDS.SSL.html
https://docs.aws.amazon.com/redshift/latest/mgmt/connecting-ssl-support.html
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https://docs.aws.amazon.com/guardduty/latest/ug/guardduty_finding-types-s3.html#exfiltration-s3-objectreadunusual
https://docs.aws.amazon.com/guardduty/latest/ug/guardduty_finding-types-s3.html#exfiltration-s3-objectreadunusual
https://docs.aws.amazon.com/vpc/latest/userguide/flow-logs.html
http://aws.amazon.com/blogs/storage/protect-amazon-s3-buckets-using-access-analyzer-for-s3
https://docs.aws.amazon.com/vpc/latest/userguide/flow-logs.html
https://aws.amazon.com/macie/
https://docs.aws.amazon.com/vpc/latest/userguide/flow-logs.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_passwords_account-policy.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
https://docs.aws.amazon.com/accounts/latest/reference/root-user-tasks.html
https://docs.aws.amazon.com/accounts/latest/reference/root-user-tasks.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-generation.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
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« AWS Security Incident Response Guide (AWS ¥ 1) T 1A F 2 M1 R)
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-user-guide.html
https://aws.amazon.com/blogs/security/how-to-receive-notifications-when-your-aws-accounts-root-access-keys-are-used/
https://aws.amazon.com/blogs/security/how-to-receive-notifications-when-your-aws-accounts-root-access-keys-are-used/
https://aws.amazon.com/cloudwatch/
https://docs.aws.amazon.com/systems-manager/latest/userguide/session-manager.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/session-manager.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/execute-remote-commands.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/permissions-management.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/permissions-management.html
https://aws.amazon.com/blogs/security/managing-temporary-elevated-access-to-your-aws-environment/
https://aws.amazon.com/blogs/security/managing-temporary-elevated-access-to-your-aws-environment/
https://docs.aws.amazon.com/whitepapers/latest/aws-security-incident-response-guide/welcome.html
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+ AWS Elastic Disaster Recovery

AWS Systems Manager Incident Manager
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« How to Receive Notifications When Your AWS Account’s Root Access Keys Are Used (AWS 7 71

DUROLN—RTPOEAF—ZFEALEBEEOEHADZELZE)
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« Z7R: Incident Response with AWS Console and CLI (AWS >V —)L& CLI ZERL A2 F
~ bR

SEC10-BP06 ¥V — )L Z2E/77 049>

BHERTORERFZEMTEDLSIC, EF1 VT EHAFQFEYEY —LZSBMICT7O/4LT
BEXT,

CORARTZ T4 AZERLBEVWEEDUATLAI: #

SEC10-BP06 ¥V —LZE& T 70432 164


https://aws.amazon.com/disaster-recovery/
https://docs.aws.amazon.com/incident-manager/latest/userguide/what-is-incident-manager.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_passwords_account-policy.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa.html
https://aws.amazon.com/blogs/security/how-do-i-protect-cross-account-access-using-mfa-2/
https://aws.amazon.com/blogs/security/use-iam-access-analyzer-to-generate-iam-policies-based-on-access-activity-found-in-your-organization-trail/
https://aws.amazon.com/blogs/security/use-iam-access-analyzer-to-generate-iam-policies-based-on-access-activity-found-in-your-organization-trail/
https://aws.amazon.com/blogs/industries/best-practices-for-aws-organizations-service-control-policies-in-a-multi-account-environment/
https://aws.amazon.com/blogs/industries/best-practices-for-aws-organizations-service-control-policies-in-a-multi-account-environment/
https://aws.amazon.com/blogs/industries/best-practices-for-aws-organizations-service-control-policies-in-a-multi-account-environment/
https://aws.amazon.com/blogs/security/how-to-receive-notifications-when-your-aws-accounts-root-access-keys-are-used/
https://aws.amazon.com/blogs/security/how-to-receive-notifications-when-your-aws-accounts-root-access-keys-are-used/
https://aws.amazon.com/blogs/security/create-fine-grained-session-permissions-using-iam-managed-policies/
https://aws.amazon.com/blogs/security/create-fine-grained-session-permissions-using-iam-managed-policies/
https://www.youtube.com/watch?v=f_EcwmmXkXk
https://youtu.be/E1NaYN_fJUo
https://www.youtube.com/watch?v=8uiO0Z5meCs
https://www.wellarchitectedlabs.com/security/300_labs/300_incident_response_playbook_with_jupyter-aws_iam/
https://wellarchitectedlabs.com/security/300_labs/300_incident_response_with_aws_console_and_cli/
https://wellarchitectedlabs.com/security/300_labs/300_incident_response_with_aws_console_and_cli/
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https://aws.amazon.com/detective/
https://docs.aws.amazon.com/whitepapers/latest/tagging-best-practices/tagging-best-practices.html
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* Logging strategies for security incident response
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* Logging strategies for security incident response

* Incident response cloud capability definitions
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https://aws.amazon.com/blogs/security/logging-strategies-for-security-incident-response/
https://docs.aws.amazon.com/whitepapers/latest/aws-security-incident-response-guide/appendix-a-cloud-capability-definitions.html
https://docs.aws.amazon.com/tag-editor/latest/userguide/tagging.html
https://aws.amazon.com/blogs/mt/implement-aws-resource-tagging-strategy-using-aws-tag-policies-and-service-control-policies-scps/
https://aws.amazon.com/blogs/mt/implement-aws-resource-tagging-strategy-using-aws-tag-policies-and-service-control-policies-scps/
https://aws.amazon.com/blogs/security/logging-strategies-for-security-incident-response/
https://docs.aws.amazon.com/whitepapers/latest/aws-security-incident-response-guide/appendix-a-cloud-capability-definitions.html
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» Threat Detection and Response with Amazon GuardDuty and Amazon Detective

» Security Hub Workshop

* Vulnerability Management with Amazon Inspector
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https://catalog.workshops.aws/guardduty/en-US
https://catalog.workshops.aws/security-hub/en-US
https://catalog.workshops.aws/inspector/en-US
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» AWS Incident Response Guide
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https://docs.aws.amazon.com/whitepapers/latest/aws-security-incident-response-guide/welcome.html
https://www.youtube.com/watch?v=XnfDWID_OQs
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https://docs.aws.amazon.com/whitepapers/latest/aws-security-incident-response-guide/operations.html
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» AWS Security Incident Response Guide - Establish a framework for learning from incidents

* NCSC CAF guidance - Lessons learned
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https://docs.aws.amazon.com/whitepapers/latest/aws-security-incident-response-guide/establish-framework-for-learning.html
https://www.ncsc.gov.uk/collection/caf/caf-principles-and-guidance/d-2-lessons-learned
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https://catalog.workshops.aws/threatmodel/en-US
https://aws.amazon.com/cloudformation/
https://aws.amazon.com/cloudformation/
https://docs.aws.amazon.com/cdk/v2/guide/constructs.html
https://aws.amazon.com/servicecatalog/
https://catalog.workshops.aws/threatmodel/en-US
https://www.aws.training/LearningLibrary?query=&filters=Language%3A1%20Domain%3A27&from=0&size=15&sort=_score&trk=el_a134p000007C9OtAAK&trkCampaign=GLBL-FY21-TRAINCERT-800-Security&sc_channel=el&sc_campaign=GLBL-FY21-TRAINCERT-800-Security-Blog&sc_outcome=Training_and_Certification&sc_geo=mult
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BIETD RFIXT b

« AWS RL—Z29 ERE

« How to think about cloud security governance (777 ROEF 1 VT 1 HNFRAZEDLSICE
ABDND)

« How to approach threat modeling (BB EF V> JICT7 7O0—F 9§55 %)

- Accelerating training — The AWS Skills Guild (kL —Z2> 7 ® tni&1t, — AWS Skills Guild)

B8 E B i

« Proactive security: Considerations and approaches (A7 7714 7 tF¥1) 57«4 ZERBEBHEET
70—7)

BiE 9 5 Hi:

« Workshop on threat modeling (BREETF ) > JIC2\WTHDO—o> 3 v
« Industry awareness for developers (BF & [ (T O ¥R 5H)

HEHY—EXA:

» AWS CloudFormation
» AWS Cloud Development Kit (AWS CDK) (AWS CDK) Constructs

» Service Catalog

+ AWS BugBust
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EBLT, BENGCHEZRATZ 7O LZ2FEALEFREZRHBTRZETT, VLY 3>
TANZEBLTRE, ITETARNBERADY T RNIITICEEZMALRE, TOYTRNIITH
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https://www.aws.training/LearningLibrary?query=&filters=Language%3A1%20Domain%3A27&from=0&size=15&sort=_score&trk=el_a134p000007C9OtAAK&trkCampaign=GLBL-FY21-TRAINCERT-800-Security&sc_channel=el&sc_campaign=GLBL-FY21-TRAINCERT-800-Security-Blog&sc_outcome=Training_and_Certification&sc_geo=mult
https://aws.amazon.com/blogs/security/how-to-think-about-cloud-security-governance/
https://aws.amazon.com/blogs/security/how-to-approach-threat-modeling/
https://docs.aws.amazon.com/whitepapers/latest/public-sector-cloud-transformation/accelerating-training-the-aws-skills-guild.html
https://www.youtube.com/watch?v=CBrUE6Qwfag
https://catalog.workshops.aws/threatmodel
https://owasp.org/www-project-top-ten/
https://aws.amazon.com/cloudformation/
https://docs.aws.amazon.com/cdk/v2/guide/constructs.html
https://aws.amazon.com/servicecatalog/
https://docs.aws.amazon.com/codeguru/latest/bugbust-ug/what-is-aws-bugbust.html
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https://www.nist.gov/itl/ssd/software-quality-group
https://samate.nist.gov/index.php/Byte_Code_Scanners.html
https://samate.nist.gov/index.php/Binary_Code_Scanners.html
https://www.nist.gov/itl/ssd/software-quality-group/source-code-security-analyzers
https://aws.amazon.com/codewhisperer/
https://aws.amazon.com/codeguru/
https://catalog.workshops.aws/sec4devs
https://aws.amazon.com/codebuild/
https://aws.amazon.com/codecommit/
https://aws.amazon.com/codepipeline/
https://catalog.workshops.aws/sec4devs
https://aws.amazon.com/codewhisperer/
https://aws.amazon.com/codeguru/
https://aws.amazon.com/codeguru/
https://aws.amazon.com/about-aws/whats-new/2023/02/code-scans-lambda-functions-amazon-inspector-preview/
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« AWSCIICD 7—9>3v 71k, AWSTOCICONAT7ZA 2 BEOHRRERHLET,
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« MEMTUN)—ERENET70O4

« AWS DevOps A EFT S —/N\—KF—
s F7VT—>3rvEeF1UF4OANWS X1 UFAOVET Y —/N—hF—
+ Choosing a Well-Architected CI/CD approach (Well-Architected CI/CD 7 7'0—F MOi#E1R)

* Monitoring CodeCommit events in Amazon EventBridge and Amazon CloudWatch Events (Amazon
EventBridge & Amazon CloudWatch Events T® CodeCommit 4 X2 N M) E51])

+ Secrets detection in Amazon CodeGuru Review (Amazon CodeGuru Review T —2o L v M &
)

+ Accelerate deployments on AWS with effective governance (MR H/NF > AICKD AWS TD
7704 O IiE)

c AWS TRZREBNAAT7F7O4 X MO EEL

SBE 0 TR

+ Hands-off: Automating continuous delivery pipelines at Amazon (/\>> X7 7: Amazon T O #EEH
TUND—=NNATZ4 >0 BEML)
+ Automating cross-account CI/CD pipelines (VOAFT D> N CIICD INA 754 > ®OBEL)

E8iE 9 5 fl:

+ Industry awareness for developers (BIF & 6 (T O E R TH)
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https://catalog.us-east-1.prod.workshops.aws/workshops/ef1c179d-8097-4f34-8dc3-0e9eb381b6eb/en-US/
https://aws.amazon.com/devops/continuous-delivery/
https://aws.amazon.com/devops/partner-solutions/?blog-posts-cards.sort-by=item.additionalFields.createdDate&blog-posts-cards.sort-order=desc&partner-solutions-cards.sort-by=item.additionalFields.partnerNameLower&partner-solutions-cards.sort-order=asc&awsf.partner-solutions-filter-partner-type=partner-type%23technology&awsf.Filter%20Name%3A%20partner-solutions-filter-partner-location=*all&awsf.partner-solutions-filter-partner-location=*all&partner-case-studies-cards.sort-by=item.additionalFields.sortDate&partner-case-studies-cards.sort-order=desc&awsm.page-partner-solutions-cards=1
https://aws.amazon.com/security/partner-solutions/?blog-posts-cards.sort-by=item.additionalFields.createdDate&blog-posts-cards.sort-order=desc&partner-solutions-cards.sort-by=item.additionalFields.partnerNameLower&partner-solutions-cards.sort-order=asc&awsf.partner-solutions-filter-partner-type=*all&awsf.Filter%20Name%3A%20partner-solutions-filter-partner-categories=use-case%23app-security&awsf.partner-solutions-filter-partner-location=*all&partner-case-studies-cards.sort-by=item.additionalFields.sortDate&partner-case-studies-cards.sort-order=desc&events-master-partner-webinars.sort-by=item.additionalFields.startDateTime&events-master-partner-webinars.sort-order=asc
https://aws.amazon.com/blogs/devops/choosing-well-architected-ci-cd-open-source-software-aws-services/
https://docs.aws.amazon.com/codecommit/latest/userguide/monitoring-events.html
https://docs.aws.amazon.com/codeguru/latest/reviewer-ug/recommendations.html#secrets-detection
https://aws.amazon.com/blogs/architecture/accelerate-deployments-on-aws-with-effective-governance/
https://aws.amazon.com/builders-library/automating-safe-hands-off-deployments/
https://www.youtube.com/watch?v=ngnMj1zbMPY
https://www.youtube.com/watch?v=AF-pSRSGNks
https://owasp.org/www-project-top-ten/
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« AWS CodePipeline Governance (AWS CodePipeline 7j/\F+ > X) (GitHub)
« Security for Developers workshop (AREO OO X1V T1D—02 3 v 7))
- AWS CI/CD Workshop (AWS CI/CD 7—%43 3 v 7)
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https://github.com/awslabs/aws-codepipeline-governance
https://catalog.us-east-1.prod.workshops.aws/workshops/66275888-6bab-4872-8c6e-ed2fe132a362/en-US
https://catalog.us-east-1.prod.workshops.aws/workshops/ef1c179d-8097-4f34-8dc3-0e9eb381b6eb/en-US/

EFI1VTF1OR AWS Well-Architected Framework

CORARNTZ 9T A AU A TVWBEWEEOUAILARIL: &

REOHAHA

RENL—=232FARNE, FTEEhEEFIVTARASFTIUFZRGTLT, EF21 T4
NO—J)LZ#&4H, EE, AT, BEILEhEEFIVFTATANTT, RXML—232FR
NE, F7UT—2 32 0REORAETOREBRRICEIVTITF—RZNEITIHEN SHEVE
o EFIVTACRBULEBREENLETARN S FUAO—BENFERENRREEhET, Cho5DT
AMNODEZBRNE, BREANOEBERLBEVTIEART—ZAORET IV ELAICEREhZAEMOH
2, F77)5—=230tF1 VT A OBBEZRETDETT, MLLMEZD U —AL LY, #
BEPREMNEEROREREELET 7V T—>3 2V ICMA LY TR, BFRRML—232VFTRA
NeXRfITIBENHYNET,
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EI2BENENETOERAERILET,

« REML=23VFTANORBICHEBEZRRZA 7V AVLOBEBERELET, chid. 77V
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https://aws.amazon.com/blogs/security/how-to-approach-threat-modeling/
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BIETD RFIXT b

« AWSARERNL—23VFTABRTR, AWS TORZRNL—23VTANOEMBHAR D A %R
HLTWET,

« Accelerate deployments on AWS with effective governance (MRS H/NF 2 AL D AWS TD
7704 O i)

c AWWStFa21VF4OETI—/N\—bhF—

« Modernize your penetration testing architecture on AWS Fargate (AWS Fargate TONXZX~NL —
SAVFTFARNT—FTIOFYOERFAE—3)

« AWS Fault injection Simulator

BSiE 3 3 f:

« Automate API testing with AWS CodePipeline (AWS CodePipeline T® APl 7 A k) BE1t)
(GitHub)

- Automated security helper (£F 21 1) 7 1 AJL/N—® BE1L) (GitHub)
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https://aws.amazon.com/security/penetration-testing/
https://aws.amazon.com/blogs/architecture/accelerate-deployments-on-aws-with-effective-governance/
https://aws.amazon.com/security/partner-solutions/?blog-posts-cards.sort-by=item.additionalFields.createdDate&blog-posts-cards.sort-order=desc&partner-solutions-cards.sort-by=item.additionalFields.partnerNameLower&partner-solutions-cards.sort-order=asc&awsf.partner-solutions-filter-partner-type=*all&awsf.Filter%20Name%3A%20partner-solutions-filter-partner-categories=*all&awsf.partner-solutions-filter-partner-location=*all&partner-case-studies-cards.sort-by=item.additionalFields.sortDate&partner-case-studies-cards.sort-order=desc&events-master-partner-webinars.sort-by=item.additionalFields.startDateTime&events-master-partner-webinars.sort-order=asc
https://aws.amazon.com/blogs/architecture/modernize-your-penetration-testing-architecture-on-aws-fargate/
https://aws.amazon.com/fis/
https://github.com/aws-samples/aws-codepipeline-codebuild-with-postman
https://github.com/aws-samples/automated-security-helper
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PBENDYET, FATHIFECA»PDST, 7OLAZABREREICT7O14TSHIC,
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V=) &FERATRE, - RLEI—7O0CtAEEEICAEITDIENTEERT,

REFIE
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HBLET,

« J—RLEI1—OEBEZED I Amazon CodeGuru Reviewer D ERZREFTL £9

« J—REZRXRDAT—IICHDBBICI—RLEI—ORTZHEETIEAR/O—EERELET,
s FEOO—RLEI-—TRRSIN-BEZAINICRAITZTOLANF ZVAEELET.

s A—REARTZI9TA AR >TFHOI-—RLEI—-ZHKELET,

JU—=A
BETIRARNTTITAR:

« SEC11-BPO2 AREB LTV U —ARFAT7H (VI 24hZBLUTTANZHELTS
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« Working with pull requests in AWS CodeCommit repositories (AWS CodeCommit TO 7' )L U T
ANDOER)
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https://docs.aws.amazon.com/codeguru/latest/reviewer-ug/welcome.html
https://aws.amazon.com/codeguru/
https://docs.aws.amazon.com/codecommit/latest/userguide/pull-requests.html
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« Working with approval rule templates in AWS CodeCommit (AWS CodeCommit T HEFZIL—ILT
7 L—KhDER)
« About pull requests in GitHub (GitHub TO 7’ )L P TAKNIZDWLT)

« Automate code reviews with Amazon CodeGuru Reviewer (Amazon CodeGuru Reviewer Z £/ L
d—RLE21—0OBEL)

» Automating detection of security vulnerabilities and bugs in CI/CD pipelines using Amazon
CodeGuru Reviewer CLI (Amazon CodeGuru Reviewer CLI ZEFA L 7= CIICD/ N4 754> Th+
F1UTABBEEE/NT ORAOBEL)

B iE B i

« Continuous improvement of code quality with Amazon CodeGuru (Amazon CodeGuru Z R L 1=

O— RmE MG % E)

BSiE 3 % fl:

« Security for Developers workshop (AREO OO LEXF1VT1D—02 3 v 7))
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https://docs.aws.amazon.com/codecommit/latest/userguide/approval-rule-templates.html
https://docs.github.com/en/pull-requests/collaborating-with-pull-requests/proposing-changes-to-your-work-with-pull-requests/about-pull-requests
https://aws.amazon.com/blogs/devops/automate-code-reviews-with-amazon-codeguru-reviewer/
https://aws.amazon.com/blogs/devops/automating-detection-of-security-vulnerabilities-and-bugs-in-ci-cd-pipelines-using-amazon-codeguru-reviewer-cli/
https://aws.amazon.com/blogs/devops/automating-detection-of-security-vulnerabilities-and-bugs-in-ci-cd-pipelines-using-amazon-codeguru-reviewer-cli/
https://www.youtube.com/watch?v=iX1i35H1OVw
https://catalog.workshops.aws/sec4devs
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https://aws.amazon.com/codeartifact/
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)=

BETAIRANTTIT1RA:

« SEC11-BP02 BREB LV VI —RFAT7H A7)\ hZBUITANZEHILTS

BETDRFIXD I

+ Accelerate deployments on AWS with effective governance (IR H/NF > AICKD AWS TD
7704 O k)

« Tighten your package security with CodeArtifact Package Origin Control toolkit (CodeArtifact
Package Origin Control Y —J)LF¥ Y hZFEAL TNYT—20EF1VT125H D)

» Detecting security issues in logging with Amazon CodeGuru Reviewer (Amazon CodeGuru
Reviewer ZFAL TEF 1 VT 1 OBEZOJ THRAITS)

+ Supply chain Levels for Software Artifacts (SLSA) (V7 RNV I TFT7—TA4 T 7O OB TS 4
Fr—2LARI)

B EE E:

+ Proactive security: Considerations and approaches (ZAF7 974 7 xtF¥1 )54 ZEEEELT
70-7)

+ The AWS Philosophy of Security (re:Invent 2017) (AWS Ot F 1 U7 1 HZ, re:lnvent 2017)

« When security, safety, and urgency all matter: Handling Log4Shell (¥ 21 ) 71, &£, BE3H
NDIXNTHEIC#E D & Z: LogdShell N DR )

BET 26l
« Multi Region Package Publishing Pipeline (X ILFV =3 o NY =S RBINA T 54 2)
(GitHub)

 Publishing Node.js Modules on AWS CodeAtrtifact using AWS CodePipeline (AWS CodePipeline %&
AL 7z Node.js EZ 21— )L M AWS CodeAtrtifact N\ D 2F) (GitHub)

« AWS CDK Java CodeArtifact Pipeline Sample (AWS CDK Java CodeAtrtifact /N1 7°Z 1 > ® 1)
(GitHub)

« Distribute private .NET NuGet packages with AWS CodeArtifact (AWS CodeArtifact ZfEFA L =7
Z 4 RX—K .NET NuGet /N Y 57— O EL ) (GitHub)
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https://aws.amazon.com/blogs/architecture/accelerate-deployments-on-aws-with-effective-governance/
https://aws.amazon.com/blogs/devops/tighten-your-package-security-with-codeartifact-package-origin-control-toolkit/
https://aws.amazon.com/blogs/devops/detecting-security-issues-in-logging-with-amazon-codeguru-reviewer/
https://slsa.dev/
https://www.youtube.com/watch?v=CBrUE6Qwfag
https://www.youtube.com/watch?v=KJiCfPXOW-U
https://www.youtube.com/watch?v=pkPkm7W6rGg
https://github.com/aws-samples/multi-region-python-package-publishing-pipeline
https://github.com/aws-samples/aws-codepipeline-publish-nodejs-modules
https://github.com/aws-samples/aws-cdk-codeartifact-pipeline-sample
https://github.com/aws-samples/aws-codeartifact-nuget-dotnet-pipelines
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https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-parameter-store.html
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L. 7O/ HICCNSOBREZRIALET, 77UT5r—232>0—RE7Y2135K5ICCIICD
NATSA%EREL, Canary ZFRALTF7’O014 ORI EHEREL F£ I, AWS CloudFormation &
EFEAWSCDK B EDY =)L ZFERLTA 2 T7ZANTZOF v ZEEZL., AWS CodeBuild & AWS
CodePipeline ZEAL T CI/ICD DARL—>3 >V ZRTLET,

KREFIE

- BRICERBSNECICODNATZA 2 ZBELT, TTOMTOERAZEEHELET,

+ AWS CodeBuild & AWS Code Pipeline 2 AL T, NA7SA4A\OEF1 )T 1 TANDFKEE
ZR5\29F% CIICD #EEZRMHLE T,

« R4 MAR—/\N— TOrganizing Your AWS Environment Using Multiple Accounts (8807 HD >
NEMFERALEZAWS IREOHERBL) ) THRALTVIREOSHEICEITIDHA A AILRVET,

s KRBTV —IVO—RARITEATVEIRENOEGRNBEANT IV AN BV ZBRELET,
s BRT—RXONEBILEYR—KNTDELSTTUT—23a &R itLET,

s IN—17)=F7O4EFINEFERLEF 704 ZRFELET,

e Canary ZRELTY 7 NI ITOF7AO1 ORI ZWRIAIL T,

« AWS Signer Ezld AWS Key Management Service (AWS KMS) & EDEESLY —)LZFEAL T,
TF7O4TBDVTRIITNY T DFBEERIAZITVET,

JY—A
BETBIRANTSIT 1A

« SEC11-BPO2 BER IV I —ARFA7H A VN 2BFZBLUTTANZHBLTS

BETD RFIXN:

« AWS CI/CD Workshop (AWS CI/CD 7 —%2> 3 v )

+ Accelerate deployments on AWS with effective governance (IR H/NF > AICKD AWS TD
3704 O E)

s REBN\AAT7F7O/4X MO BB

» Code signing using AWS Certificate Manager Private CA and AWS Key Management Service
asymmetric keys (AWS Certificate Manager Private CA & & U' AWS Key Management Service 3F
MNHF—Z2FAL I - ROESR)
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https://aws.amazon.com/cloudformation/
https://aws.amazon.com/cdk/
https://aws.amazon.com/codebuild/
https://aws.amazon.com/codepipeline/
https://aws.amazon.com/codepipeline/
https://aws.amazon.com/codebuild/
https://aws.amazon.com/codepipeline/
https://docs.aws.amazon.com/whitepapers/latest/organizing-your-aws-environment/organizing-your-aws-environment.html
https://docs.aws.amazon.com/signer/latest/developerguide/Welcome.html
https://aws.amazon.com/kms/
https://catalog.us-east-1.prod.workshops.aws/workshops/ef1c179d-8097-4f34-8dc3-0e9eb381b6eb/en-US/
https://aws.amazon.com/blogs/architecture/accelerate-deployments-on-aws-with-effective-governance/
https://aws.amazon.com/builders-library/automating-safe-hands-off-deployments/
https://aws.amazon.com/blogs/security/code-signing-aws-certificate-manager-private-ca-aws-key-management-service-asymmetric-keys/
https://aws.amazon.com/blogs/security/code-signing-aws-certificate-manager-private-ca-aws-key-management-service-asymmetric-keys/
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« Code Signing, a Trust and Integrity Control for AWS Lambda (d1— K&%&., AWS Lambda D EEM
BRUCESHEOO MO

B iE B

- Hands-off: Automating continuous delivery pipelines at Amazon (/\>2 A7 7: Amazon T O k& #9
TUND—=NNAT 54> 0 BE1L)

BSE ¥ B fi:

- Blue/Green deployments with AWS Fargate (AWS Fargate ZFR L =7 I)—/JJ)—>F7'04)
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https://aws.amazon.com/blogs/aws/new-code-signing-a-trust-and-integrity-control-for-aws-lambda/
https://www.youtube.com/watch?v=ngnMj1zbMPY
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