adws

AWS 7R A4 hR—/N—

Architecting for HIPAA Security and
Compliance on Amazon Web Services

Copyright © 2026 Amazon Web Services, Inc. and/or its affiliates. All rights reserved.



Architecting for HIPAA Security and Compliance on Amazon Web Services AWS 7R A4 hR—/N—

Architecting for HIPAA Security and Compliance on Amazon Web
Services: AWS 7R A4 hAR—/\—

Copyright © 2026 Amazon Web Services, Inc. and/or its affiliates. All rights reserved.

Amazon DEES IV ML —RRL AR, BFRIEILZHR< TEEMN DK, F/-(F Amazon
DERZEDTEY., XOEBLEYTHIEKICEVT, Amazon DEDTREVERFLEFT—EAR
ICBIELTHEALTRAYELEA, Amazon AFAIEL TV BEVWMOIXNTOEER. ThENORE
EOFAEYTHY) . Amazon L1, . FLEBRBETATVBRBELEETATVHBVEENf SV E
¥,




Architecting for HIPAA Security and Compliance on Amazon Web Services AWS 7R A4 hR—/N—

Table of Contents

L= TR U TR i
BE B ettt a ettt sttt a ettt A et b At et b Attt n et b et et sens st s s 2
AWS T PHI DB B L R oot ae e eaeas 4
AMAZON AP GAEWAY ........oooiiiiiiieeee ettt e e e e e e e e aaaaaaaeeeeerraa—————— 8
F N g = o] Y o] o 1 [ 1 PP 9
AMAzZon APPSIIEAM 2.0 .....cooiiiiiiieiiie ettt e et aaaeaaaaaaaaaaeaaeera——————_ 9
FN = o] I N 1 1= o - TP 10
F N g F= o] Y U o] = PSP 10
Amazon AUrora POSIGrESQIL ........eeeiiiiiiiiee et e e e e e e e e e e e e e 11
AMAZON CIOUAFTONT ... s e e e e e e e e e e e e e e e e e e e e e e e ee e e s a b es 11
LambBAA@IEAQE ......ooveeeieieee e —————————————— 12
AMAzZOoN ClOUAWAALCK ...t e e e e e e e e e aaaeaaes 12
AMazon CloudWatCh A A2/ R Lottt ree e 12
AMAazon CloUdWatCh LOGS .....ovuieiiiiiiieiee e e e e e e e e e e e e e e e e e e e e e e e e eeeeaessaananes 12
AMAzZOoN COMPIENENG .......oeieiiiiee e e e e e e e e e e e e e e e e e e e e e e e e e e e se s s s s as 13
AWS Identity and Access Management ...........cooiiiiiiiiiiii i 13

T R REBE D — T L Y DB e 15
RYRD=TDETA DT =T ETBIE e 16
TRAREA X =D DT oot 17
R al ks e SO O USROS 17
H—EARBDREL U T RRIEDBILE (oo 18
Amazon Comprehend MEdICal .............cooiiiiiiiiiie e 18
AMAZON CONNECL ... ..ottt e et e e e e e e e ettt et e e e e e e e e aeeaaaaaaaeeeeeeeeeesssssnnssannns 18
Amazon DocumentDB (MongoDB B HME) .......oooviiieeee e, 19
AMazon DYyNamoDB ... e 19
Amazon EIastic BIOCK STOre ........ooooieeee e 20
AMAZON EC2 ...ttt e et e oo e e e e et — e e aaaaaaaaaaaaeeeeeeer——————— 20
Amazon Elastic Container REGISIIY ........uuueiiiiiie e 21
AMAZON ECS ... ettt e e e e e e e e e e e e e e e e e e e e ————————— 21
AMAZON EFS oottt a e e e e e aaaaaaaaaaaeeaer—————— 22
AMAZON EKS L. e ——————————————— 23
Amazon ElastiCache for REIS ..........ooooiiiiiiieeee e 23
R IF D BT L oottt ettt ettt ettt eeneas 24
pey R = OO 24




Architecting for HIPAA Security and Compliance on Amazon Web Services AWS 7R A4 hR—/N—

BBAIE <.ttt ittt ettt et ettt ettt ettt et et et e ebeeteeseea e et e teeteeteebeeheeaeeae et e eteeteebeeaeeaeene et enaeeteeteebeereeneens 24
ElastiCache H—E ZADEFHT DB ..o 25
Amazon OpenSearch T —EI A ... 25
N = o o T = | PP 26
AMAzoN EVENIBIIAQE ...t e e e e e e e e e aaanna 26
AMAZON FOMECAST ...ttt e et e e e e e e e et e e e e e e e eata e e e aeeearaaas 26
AMAZON FOX oottt e e oot e oo e e e e ettt eeeeeeeaeeeaaaeaeeeaeeea————————————— 27
AMAzZON GUANADULY .......ooiiiiiee e e e e e e e e e e e e e e e e e e e e e e e eaaraa———————— 28
AMAzZON HEAINLAKE ... e e e e e e e et e e e e e e e eaaaeaeaeaees 28
F AN g = o] T [ 1< 01T o] (o ] PSP 29
Amazon Managed Service for Apache FIINK ... 29
AMAzZOoN Dat@ FIrENOSE .....oeeiii et e e e e e e e e e e e e e e e e e e raaans 30
AMAzon KINESIS SIrEAMS ........oooiiiiiiiiiice ettt e e e e e e e e e e e e aaeaaaeeeeeeeeeeaenees 30
Amazon Kinesis VIidE0 SIrE€aMS .......ccooiiiiiiieeeee ettt 30
F N g = o] o N - P SOPE 31
Amazon Managed Streaming for Apache Kafka (Amazon MSK) ...........oevviiiiiiiiiiiiiiiiieeeeeeee 31
AMAZON MQL ... e e e e e e aaeeaaeeeeeee———————————————————— 32
FaN = o] T NN (=T o) (U = TSP 33
AWS Network FIre@Wall ...ttt e e e e e e e e e e aaaaeas 33
F N g = o] I T 0T 0T 1] o | RPN 33
LN g = o] T o PR 34
Amazon Quantum Ledger Database (Amazon QLDB) .........ccccoiiiiiiiiiiiieeee e 35
AMAazon QUICKSIGNT .. ..o i e e e e e e e e e st r e e e e e e e e e e e e e a e nnnnaenees 36
Amazon RDS for MariaDB ... ———————— 36
Amazon RDS fOr MySQIL ... ..ttt e e e e e e e e e e e e e e e e e aaaeeeeeeaaannnns 36
FAMAZON RDS fOr OFACIE I ..veiveeceie ettt ettt eae e ete e et e e e e ereesneeeeeeereeeneeens 37
Amazon RDS fOr POStGreSQIL .......ceeiiiiiiiieee ettt e et e e e e e e e e e e e e e e nnneeeees 38
Amazon RDS fOr SQL SEIVET ..ottt e e e e e e e e e e aaaaaaes 38
R IF D BT L oottt ettt ettt ettt eeneas 38
pey = OO RR 39
SRR 39
AMAzZoN REASNIfl ... e e e e ——————— 39
AMAzoN REKOGNILION ......ooiiiiiiieeee et e e e e e e e e e e e e e e et e e e e e eeessa e e eeeeennsanns 40
AMAZON ROULE 53 ...ttt e e et e e e e e e et et e e e e e e eeeta e e e e e eeeasaaeeeeeeennanns 40
AMAZON S3 GIACIET ...ttt e e e e e e e e e e e e e e e e e e e e et e e e ea e e e an 40
Amazon S3 Transfer ACCEIEration ..............oooiiiiiii e 41




Architecting for HIPAA Security and Compliance on Amazon Web Services AWS 7R A4 hR—/N—

AMAZON SAGEMEKET ...ttt e e e e e e e e e e e e e e e e e e e e aaaaaa———————— 41
AMAZON SNS i oot e e e e e e e e e e e e ———attttaaaaaaeeeeeeaaaannnnaanees 42
Amazon Simple Email Service (Amazon SES) ........ooooiiiiiiiiiceeeee e, 42
N 4= 0 TS T O 1 PR 43
g 4 F= 0 TS X SRR E R 44
Amazon Simple WOrKFIOW SEIVICE ........ccoiiiiiiiiii et 44
FaN g g Vo) o I = = T PP PPRPPPPTRN 44
AMAZON TraNSCIIDE ... .ottt e e e e e e e e e e e e e e e e eeeeeeeeeneenee 45
AMAZON TraNSIAte ......coooiie ettt e e e e e e e e e e e eeeeeeeeeaenee 45
Amazon Virtual Private ClOUM ...........eeeiiiiiiiiiii e e e e e e e e e e e e e e e aanns 45
AMAZON WOTKDOCS ...t e e e e e ettt e ettt et ettt a e e e e e e e e e e e eaeaeeeas 46
AMAZON WOTKSPACES .....cooiiiieieeiieee ettt ettt et e e ettt e e e e e e e e e e e e eaaaaeaeeeeeeeeesssnnnssnnnes 46
AWS APP MESK ...ttt et e e e e e e e et aaaaaaaaaaaes 47
AWS T 7 )T = 3 BT H —E R e 47
AWS AULO SCAIING ...t e et e e e e e e e e e et e e s e e e e e e e e e aaaaaaaaas 48
AWS BACKUP .euiiieee i ettt e e e e e e e e e e e e e e e e e e e e e et e e e e eeess s s aaaaa e e e e eeaaaaaaaaaaeeeeeeerraarara 49
E AT S T = e o OO PEEERRRR 49
AWS Certificate IMANAGET .........oveeeieieccie et e e e e e e e e e e e e e e e aeaeaaaeeeeeeeeeesssrannnes 50
AWS ClOUA AP ...ttt ettt e e e e e e e e e e e e e e eaaeeeeeeeeessessssssaaaa s 51
F AT AS @ (o T T | o4 o =1 (o o R 52
AWS CIOUAHSM ...ttt e e e e e e e e e e e e e e et e e eeeaaaaaeeeeeeaaannnnnnsannees 52
F AT S T @2 o T T I = SRR 52
F AT S T O To [T = T 1o PR 53
AWS COAEDEPIOY ...ttt ettt ettt e e e e e e e e e e e e e e aaeeeeeeeeeeeesaanna b s 53
F AT S O To [T 0o 2 1o 11| (USSP 54
AWS COEPIPEIINE ...ttt ettt s e e e e e e e e e e e e e e e eeeeeeeeeeeessssssaannes 54
AWS G0N g ittt oot et e e e ettt et e e e e e e e e aaaaaaeaeeeeaereaaaaaaar————— 54
AWS Data EXCRhaNGE ........coooiiie ettt e e e e e e e e e e 55
AWS Database Migration SErVICE ..........coooiiiiiiiiii e 55
AWS DAASYNC ..ot e e e e e e e e e e e e e e e e e e e e e e — e aaaaaaaaaas 56
AWS DIFECIONY SEIVICE ...ttt ettt e e e e e e e e e e e e e aeeaeeeeeeeeeeessssssaannnes 56

Microsoft AD FHMD AWS Dir€CtOry SEIVICE .......ccueeeiuiiiiiieiiie ettt 56

AMAzon CloUd DIrECIOTY ......uueeeiieiieei e e e e e e e e e e e e e e e e e e e e e eeeeeesesasssaanna 57
AWS EIastic BEaNSTAIK ... e e e e e e e e e 57
AWS Elastic T2 AR TIIN 1) e 57
AWS Fargate ......ccooiiiiiiieee ettt ettt e e e e e e e aaaaaaeaeaea e araaa———————— 58




Architecting for HIPAA Security and Compliance on Amazon Web Services AWS 7R A4 hR—/N—

AWS FireWall MaNAQGET .......cco oottt et e e e e e e ettt e e e e e e e e aaaaaaaaaees 59
AWS GIODAI ACCEIEIALON .....eeeeeiieeee ettt e e e e e e e e e e e e e s e s eeeeeeeeeaaaaeens 59
AWS GIUE ...ttt et e e e ettt et e e e et e e e e e e e s s be e e e e e e anaeeeeee e e e nnneeeeeeaannnneeeeeannnrreeean 59
AWS GIUE DAt@BIrEW ......ccoiiiiiieeeeeee ettt e e e e e e e e e e e e e ettt e e e e e e e e e e e e e e e e nnnnnnees 60
AWS loT Core & AWS IoT Device Management .............ccooeeuuiiieeieeiiiiiee e 60
AWS [OT GIEENQIASS .....coiiieieieeieeeeeee et e e e e e e e e e e e e e e e e e e e e et ettt eeeaes s e s e e aaeeeeaaaaaaaasaaseeeseesessnnnnes 60
F AT T = o1 oY - SRRSO 61
AWS MaNAGEA SEIVICES ...eveeeiiiiiee e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e eees s s e s 61
AWS OpsWorks Chef Automate D .......c.oooueiieieeeee et 62
AWS OpsWorks Puppet ENterpris€ FA .........coouiiiiiiiiiiie et 62
AWS OPSWOIKS AR Y 2T oottt ettt et e e e e te e et e e e e eteeeneeennean 62
AWS OrganiZatiONS ........ueeeiiieee e e e e e e e e e e e e e e e e e e e e e e et e et ————————————————— 62
F AT S T (] o To 1Y = 1T PR 63
AWS SDK X R T A ettt e et eenteeeaeeeaee e, 63
AWS SECIES IMANAGET ......oeeiieeiitte et e et e ettt e e e e e e e e e e e aeeaeaaaeeeeeeeeeessssnsnsnnnns 64
AWS SecUrity HUD CSPM ...ttt e e e e e e e e et e e e e e ennneeeeeeeannnes 64
AWS Server Migration SEIVICE .......uuuuuuuiiiiiei i e e e e e e e e e e e e e e e e e e e e e e e eeeeeassaaaana 65
AWS Serverless Application REPOSITONY .........coiiiiiiiiiiiiiicceceeee e 65
SEIVICE CalalOg ... .ottt e e e et a e e e e e aaaaaaaaaeeeeaaaaa————_ 66
AWS SHIEIA ...ttt e ettt e e e e ettt e e e e e e s st aeeeeeesassaeeee e e e nnneeeeeeeannrrraaeeeenrnees 66
AWS SNOWDAIl EAQE ... ..ottt e e e e e e e e e e e e e e e e e e e e e aaar 66
AWS SNowball EAGE LW TV ..ot e e e et e et an e e naeas 67
AWS SEEP FUNCLIONS ... .ottt e e e e e e e e e e e e e e e e eeeeeeeeeesesssnnaes 67
AWS SEOrage GatEWAY .......uuuueiiiiiii e et e e e e e e e e e e e e e e e e e e e e e e e e eeees e as 68
T T AT R T DA et 68
TR D AT = R TT I A ettt 68
A el S e s 68
AWS SyStEMS IMANAGET ...ttt ettt e e ettt e e e e e e e e e e aeaaaaaaaeeeeeeeenenenaes 69
AWS Transfer fOr SFETP ...t e e e e e e e e e e e eeeaeaaeeeeeeeaannnnnes 69
AWS WAF = DI T T T VT =232 T T AT IA =)l i 69
AWS XoRAY ..ttt e ettt e e e ettt e e e e e s bt et e e e e e e ateeeee e e e e n——eeee e e e nnaeeeaeeaanbaeeaeeeeannrees 69
Elastic Load BalanCiNg ..........cooioiiiiiiii et e et e e e e e et e e e e e e e aannaaa 70
ST o I O PSREESRRRR 70
PHI DEESIL AWS KMS (2 ZIE A T B oot 71
AV 41 I L T e o 7 = oY o PSSP 71
BEE. NV ITYT, FAFRRUTIIN (e 73

Vi



Architecting for HIPAA Security and Compliance on Amazon Web Services AWS 7R A4 hR—/N—

R L X s N D OB oo e ————— 75
TE B s 81

Vii



Architecting for HIPAA Security and Compliance on Amazon Web Services AWS 7R A4 hR—/N—

Architecting for HIPAA Security and Compliance on Amazon
Web Services

51TH: 20229 A28 H (RFI X hDHET)

CDRITA MR—=/N—TIE., BEHEA Amazon Web Services (AWS) ZFEAL T, XKEOERRERD
HMEERAMEHASTEICET R ERE (HIPAA) TREZA TV AIHEMEOFSVD—IJO—RZETT

B2EEDHBEEHRBLET . RENRREER PH) ZRBEIZ OO HPAA TS AN —H &LV
EF1UF )=, AWS ZFEAL TEERFS LVPREFOTF—XEES(TDHE. BKV PHI
EECT—VO—RERTIDLHICAWS OBEEFERATIHECEREYTET,




Architecting for HIPAA Security and Compliance on Amazon Web Services AWS 7R A4 hR—/N—

FE

1996 FOERRBROMEEAMEHASTEICETIEE (HPAA) . TRKRIVT1T1, &
FEZRE, CEAShET, HIPAA (& 2009 I Health Information Technology for Medical and
Medical Health (HITAK) Act IZ&k 2 THEREhFEL 1=,

HIPAA & HITAK &, PHIOEF 1V T A EETSAN—2REITHEZBNELE—ENEHRE
HEZBILUET, HIPAA & HITAK &, REXROEEER (PHI) OFERAEBER, PHI, BAER,
EBLOEAZREIDCHOEYLEREICEIDIEHFZRLET, HIPAA & HITAK OFEMIZ DL
TI&. THealth Information Privacy Homey Z#ZBL T &L\,

WRIVTFATAEFTODEDRATY I A MNE, Amazon Web Services (AWS) A2t 92 &
2TAT—Z7 LV BEIANOITIVR—FY M EEAL T, HPAAB KT HITAKO> 754
TOABHIZHTTTIT—23 2 ZREFTEELR T, AWS [, commercial-off-the-shelflISO
27001, FedRAMP, Service Organization Control Report (SOC1, SOC2, SOC3) & &, ¥R TR
SNTVRRELEEEZMALAVIIZARNZIVFYTIYRNTA—LZRMLET. AWS OH—
EREF—E2E2E2—ICE, BET—XDEGHEREMEZRRIDLOICKRIDEALBLTY
BRBEEFIVTIAHFEBLAVY—BYET, RERESEL T, ABX—ADEHX pay-as-you-
use IEEXEBZVAWS F, EBREROT7UIT—23 2 08EMICNT3EEEI E<WRNEY
1)1—23>7T9,

AWS (&, HIPAA DRREBDIVTATAETOEDSRATYSIA MY PHI 222 C0E, &
7, BRUVEETEDELSICLET, €512, 2013 F 7 ABRE, AWSBERZTDLSBEHEHEMHITIC
BENENEEEEEIZN BAA) ZRHLTVET, AWSBAA Z2R1TT2BEFHKIE. HIPAAT A
DORNELTEEESNLETHIONTEED AWS H—ERAZFERATEXRTHN,. AWSBAA TEESE
hTWVW2 HPAARRY—ERZFEALTOH PH 20, R7F, BLVPREETEEXT, CchsD

H—EANDZEBVARNIDOVTE, "HPAAXIKH—EAV T 7L A R—DEZSRLULTLKE
=L\,

AWS &, HIPAA HRY—E AN HIPAA DEE, Eili, BLOCYEBNSREBEEZBICHR—FTD&
SIC, BER—AOVAVEBTOVZLAZBRLTVET, chsOY—ERXREFEALTPH %
RiE, I, RETHZET, AWSOBEHZRE AWS FAWS I—F 1 UTAR—ADEAEFI
ICEBAENS HPAAEHKICRIST D CENTEXRT,

AWS @ BAA T, [Secretary of Health and Human Services (HHS): Guidance to Render
Unsecured Protected Health Information Unusable, Unreadable, or Indecipherable to Unauthorized
Individuals ( "Guidances ) 1 DHA AV AILHE2> T, HPAARRY —ERICRBEFLEEFENT
W% PHI ZBESLTRCEZBBERICERLTVET, ENE D AEMEN B, HHS IC& > THE



http://www.hhs.gov/ocr/privacy/
https://aws.amazon.com/compliance/iso-27001-faqs/
https://aws.amazon.com/compliance/iso-27001-faqs/
https://aws.amazon.com/compliance/fedramp/
https://aws.amazon.com/compliance/soc-faqs/
https://aws.amazon.com/compliance/hipaa-eligible-services-reference/
http://www.hhs.gov/ocr/privacy/hipaa/administrative/breachnotificationrule/brguidance.html
http://www.hhs.gov/ocr/privacy/hipaa/administrative/breachnotificationrule/brguidance.html
http://www.hhs.gov/ocr/privacy/hipaa/administrative/breachnotificationrule/brguidance.html

Architecting for HIPAA Security and Compliance on Amazon Web Services AWS 7R A4 hR—/N—

EETNERBEY AN (REEBEEY AN THAARICEDAREA DD D, COYA NESRL
TLEEV,

AWS (&, AWS Key Management Service () 5 &, PHI OF—EBEBESILZRZICL. EEZ/HR
T2 OO TENBHEE T —ERAZRMUETTAWS KMS, HIPAAOV T SA T AEHZHFD
BEERE., PH OBESLEHZBLITHECEZ<<OREMENI BV ET,

ES{LDREHEZERET B, HEKE HIPAA RIS —ERICRKAT 1 7 5ESLBEEZFTMEL
TEATEERT, . BERFHHS ASOHA AV AR > T, O FETHESILEHZRB L
FTENTEFRT,




Architecting for HIPAA Security and Compliance on Amazon Web Services AWS 7R A4 hR—/N—

AWS T PHI NEES{L & {RE

HIPAAEZF 1 UF 1 I)L—)LICE., &ER ( "&EEP, ) BLOPRER (REHL ) © PHI OBES{EIC
BI57 RLAEBEARLEREABRNIrEENTVET, Chid HPAADT7 RL ABEM#EEREML
BRTIH, AWS Tk, HPAARRY—ERAZFERAL TREEFLEEIAET NS PHI Z, "Secretary
of Health and Human Services (HHS): Guidance to Render Unsecured Protected Health Information
Unusable, Unreadable, or Indecipherable to Unauthorized Individuals ( "Guidances ) 1 O HAF >
AL THESLTDIHBEN HVET, EFECDAEENS DY, HHS ICK > THEEET h &M% (X
ERBEEY AN TRATEDRSICRD AN BB, COTFAM N Z2ZRLTSEEL,

AWS (&, AWS Key Management Service () 5 &, PHI OF—EBBEESLZRZICL., EEZER
LI2LHDTIENEHEEE T —ERAZRMBUETAWSKMS, HIPAAOY TS5 A 7 AEHZRFD
BEKRE., PHH OBRSLEHEBLETHECS<OREES BV ET,

BILOREFEERETIE., BFKE HPAA RKRY—ERICRA T 1 73S {biae & 5T
L,'c,i.fﬁabtbh HSH A SOHA A AR > CHESICEHERB T ENTEERT, UTOEY
> a> Tk, PHI OBSLIC HPAA RO EH —EAB LT ZTOMONZ— THEATRELEESL
BEEZFER TR 5L, B8RV AWS T PHI OESLICERE D+ —% AWSKMS THES{LTSH
FEOBEEHALET,

[N =R

« Amazon AP| Gateway

* Amazon AppFlow

* Amazon AppStream 2.0

* Amazon Athena

* Amazon Aurora

* Amazon Aurora PostgreSQL

 Amazon CloudFront
 Amazon CloudWatch
« Amazon CloudWatch 41 X2 ~

* Amazon CloudWatch Logs

* Amazon Comprehend

* Amazon Comprehend Medical

* Amazon Connect



https://www.hhs.gov/hipaa/for-professionals/breach-notification/guidance/index.html
https://www.hhs.gov/hipaa/for-professionals/breach-notification/guidance/index.html

Architecting for HIPAA Security and Compliance on Amazon Web Services

AWS KT A4 hR—/N—

Amazon DocumentDB (MongoDB H #14#)

Amazon DynamoDB

Amazon Elastic Block Store

Amazon Elastic Compute Cloud

Amazon Elastic Container Registry

Amazon Elastic Container Service

Amazon Elastic File System (Amazon EFS)

Amazon Elastic Kubernetes Service (Amazon EKS)

Amazon ElastiCache for Redis
Amazon OpenSearch —E X
Amazon EMR

Amazon EventBridge

Amazon Forecast

Amazon FSx

Amazon GuardDuty

Amazon HealthLake

Amazon Inspector

Amazon Managed Service for Apache Flink

Amazon Data Firehose

Amazon Kinesis Streams

Amazon Kinesis Video Streams

Amazon Lex

Amazon Managed Streaming for Apache Kafka (Amazon MSK)

Amazon MQ
Amazon Neptune

AWS Network Firewall

Amazon Pinpoint

Amazon Polly

Amazon Quantum Ledger Database (Amazon QLDB)




Architecting for HIPAA Security and Compliance on Amazon Web Services

AWS KT A4 hR—/N—

Amazon QuickSight
Amazon RDS for MariaDB
Amazon RDS for MySQL

"Amazon RDS for Oracle
Amazon RDS for PostgreSQL
Amazon RDS for SQL Server
Amazon Redshift

Amazon Rekognition

Amazon Route 53

Amazon S3 Glacier

Amazon S3 Transfer Acceleration

Amazon SageMaker

Amazon Simple Notification Service (Amazon SNS)

Amazon Simple Email Service (Amazon SES)

Amazon Simple Queue Service (Amazon SQS)

Amazon Simple Storage Service (Amazon S3)

Amazon Simple Workflow Service

Amazon Textract

Amazon Transcribe

Amazon Translate

Amazon Virtual Private Cloud

Amazon WorkDocs

Amazon WorkSpaces

AWS App Mesh

AWS F7)T—23UBITHY—ER
AWS Auto Scaling

AWS Backup

AWS Batch

AWS Certificate Manager

AWS Cloud Map




Architecting for HIPAA Security and Compliance on Amazon Web Services

AWS KT A4 hR—/N—

AWS CloudFormation
AWS CloudHSM
AWS CloudTralil
AWS CodeBuild
AWS CodeDeploy
AWS CodeCommit
AWS CodePipeline

AWS Config
AWS Data Exchange

AWS Database Migration Service
AWS DataSync

AWS Directory Service

AWS Elastic Beanstalk

AWS Elastic 74 AR U A/
AWS Fargate

AWS Firewall Manager

AWS Global Accelerator

AWS Glue

AWS Glue DataBrew

AWS loT Core & AWS loT Device Management
AWS loT Greengrass

AWS Lambda

AWS Managed Services

AWS OpsWorks Chef Automate F ®
AWS OpsWorks Puppet Enterprise H
AWS OpsWorks A XY U

AWS Organizations

AWS RoboMaker

AWSSDK X KU O A

AWS Secrets Manager




Architecting for HIPAA Security and Compliance on Amazon Web Services AWS 7R A4 hR—/N—

* AWS Security Hub CSPM

AWS Server Migration Service

+ AWS Serverless Application Repository

» Service Catalog

+ AWS Shield

* AWS Snowball Edge

« AWS Snowball Edge TV &
* AWS Step Functions

* AWS Storage Gateway

+ AWS Systems Manager

* AWS Transfer for SFTP

« AWSWAF-DI7FP7VT—232T77ATF74=)
+ AWS X-Ray

» Elastic Load Balancing

* FreeRTOS

« PHI OBES{L AWSKMS I ZEH T2

* VM Import/Export

Amazon API Gateway

HEE(E Amazon API Gateway ZFEAL T, REXNROEREFR (PH) ZREH LTEFETEE
9. Amazon AP| Gateway IFEIEF DESILIC HTTPS T RARA 2 NEBEBMWICERAL £,
DZAT 2 MITRAO—RZEESILTDEETEET, APIGateway ik, F¥v>1&EhT
WEWIXTOTF—RZXTEURHATEL., TA1AVICEETIATZLERHWEEA. BEEE API
Gateway TOFREIC AWS BEN—23 2 4 2FEATEERT, FHIEODVWTE., Xz2ZRLUTLKE
=L,

» Amazon API Gateway FAQs: ¥ 1) 5 1 £581
« APl Gateway T?M RESTAPIANDT7 VAN &I & S8

PHI A"BER 3 21546, Y —E AN Guidance 8LV BAA E—BTDELDICHRETNTLVNIE, BF
¥ APl Gateway ICERE N TVBEEOY —ERAEHKRETEET, APl Gateway £/VY VT R

Amazon AP| Gateway 8


https://aws.amazon.com/api-gateway/faqs/#security
https://docs.aws.amazon.com/apigateway/latest/developerguide/apigateway-control-access-to-api.html

Architecting for HIPAA Security and Compliance on Amazon Web Services AWS 7R A4 hR—/N—

H—EREHETHAEICOVTIE. APl Gateway T RESTAPI XV Y RERET S, 238L
TLEEL,

BEKIE. AWS CloudTrail & Amazon Z A L T CloudWatch , OV RO EHEE—HTH0OY
HAREBMICTEET, APl Gateway ZENL TEFEND PHI(ANY A —, URLs, UOUTAK/LA
ROARABEVN, AARXVARE—HTBDLSICRES NI HPAARKRY—EAICK>TOHF ¥
TFr¥ENTVBREZHERELET, APl Gateway ZFEAL EOJBROFMICOWVWTIE. TAPI
Gateway RESTAPI £LE APIO RTINS 1—FT 42T DI CloudWatch O ZE#ICTS
ICEESTNEEIVWTTN 2?2, ZSRL TS EE L) WebSocket o

Amazon AppFlow

Amazon AppFlow l&. Salesforce, Marketo, Slack, & ® S oftware-as-att}—E R (SaaS) 7 7'V
T—>32E. 8KV Amazon S3 X Amazon Redshift & &M AWS H—EABTTF—XZ XLl
BETEDERSICTRIINFR— RFEEY—ERTYT, AppFlow [& ServiceNow, A2 1—)LIC
HOT, EZSRAAMNRVBNIRNELT, FEREFAVFNVRT, BEENfBRULBETT—X7
A—ZX{TTEEXRT. BERE., 71N RVIPRKRIABENDT— I T HRMEEEZEREL T, BMORA
TYZRELT, JO0-BH@HEO—HE L TEEXK ready-to-use T—RXEERT D EETEET,

Amazon AppFlow (&, PHI ZEL 77— QMBEEEICERATEE T, AppFlow EREE hizik
EREEEOBTEHEEFOTF—ROBEE/HIE, TLS12LUBREFERALTTF 74 MNTRHEEAE
T, S3ICRBEENTVEF—RIE. BEBNEEL = AWS KMS F— (UUFiD CMK) #ERAL T
BENICESIEENhE T, SSUADEEICEEE D PHI F—20IFE, BRL LEEDRER
DANL—=HFEF21VTAZ—XEFBLELTVBR L EBRIDMVEN HVET, £HE AWS
CloudTrail LT API J—)LZ0O%(C5E& L. Amazon EventBridge T7O—R{TA AR NERTTS
CET, T7V5—2a>FZR) Y AppFlow ZBRIICLE T,

Amazon AppStream 2.0

Amazon AppStream 2.0 l&, 7IXZ— RBOT7 7T —23 AN =22 JH—EATT,
BERET—REMEBL. RAIBHERI-ITHETYER Windows T7VT—> 32 ZRETS
DENFHYVET, BEERE, R—AT7AI)IZN U TKGENARNL—DZBETEER T, &iEH
D77ANRTF)INZE AmazonS3 D SSL T RARA U RN ZFEAL THES{LENET, 774
ILET #I)A K, Amazon S3-managediE St ¥ —Z AL TREBFICES{LENET, FMICD
WTIE. TEnable and Administer Persistent Storage for Your AppStream 2.0 Users; ZZ 8B L T
<EEV, BB/ Y —RN—TFT1—OANL—2VYV1—2322FRTHEZEIRL 25
B, FOVDI—23AVDOBRENHAA L AE—BITDEZHAITDIEETN HYET., Amazon

Amazon AppFlow 9


https://docs.aws.amazon.com/apigateway/latest/developerguide/how-to-method-settings.html
https://aws.amazon.com/premiumsupport/knowledge-center/api-gateway-cloudwatch-logs/
https://aws.amazon.com/premiumsupport/knowledge-center/api-gateway-cloudwatch-logs/
https://docs.aws.amazon.com/appstream2/latest/developerguide/persistent-storage.html
https://docs.aws.amazon.com/appstream2/latest/developerguide/persistent-storage.html

Architecting for HIPAA Security and Compliance on Amazon Web Services AWS 7R A4 hR—/N—

AppStream 2.0 EQINXTOHO/NT U Y U APIEElF. TLS ZEAL THES{tEhET, FMAICOV
Tk, "Amazon AppStream 2.0 RFIX ) ZSRBLTLKEEV,

Amazon AppStream 2.0 I& EMEE N TVWET, Zhid AWS CloudTrail, SFEKD AWS 77

7> N T Amazon AppStream 2.0 IC& 2 TiTH iz API J—)L, F & Amazon AppStream 2.0
APl A 51THh =8 E & 1v /= Amazon S3 bucket. CloudTrail captures AppStream API J1—JLIZO
J77A4NLNEBRETRZIH—EATT, BEKEE. Amazon ZEAL TV Y —RAERARRX NV I A
CloudWatch 2R T2 ETEET, FHMIC DOV TIE., "Amazon AppStream 2.0 Y —ADFE
—RIT B8RO T #FERAL K= AppStream 2.0 API J—)L OO 528 AWS CloudTrails 238 L
TLEEL,

Amazon Athena

Amazon Athena (&, Z%H7% SQL Z A L T Amazon Simple Storage Service (Amazon S3) A
NDTF—REBEEINITDCEERBILTD, 1 VEF9T47 B IOTIVH—EATT, Athena

(. Amazon S3 ICRFENTVWRIEBENT—F. ¥BENXT—F. BLEBELT—FEZHEK
NFOWMITBDDOICK’IEERT, LExF, CSVEX., JSON R, FIF—2FX (Apache Parquet X°
Apache ORC B &) ICHISELTVWE T, HEKE Athena ZFEAL T, TF—XZEHL 1=V) Athena
ICO—RULEWTBEBEL, ANSISQL ZFERALTTF RARY VIV T ZRITTEXT,

Amazon Athena Z#FA L T, PHI ZE0TF— X ZNEBTESD XSV £L =, Amazon Athena &
SSENEEFDT—RDOESILIE. 7 FINTSSLUTLS Z2FEAL TRMAtEhE T, S3 TOR
ERO PHI OESLE, SIS aVICEBBETNTVARHAE D AILH > TEITITHHLEN HY)
£FF, AT—ITEnEFEREED,. Amazon Athena IAS DU T VHROBES{LIE, Amazon
S3VER—T RF—IC&BH—/N—BIORES1 (SSE-S3). AWS KMSYX—J R¥— 2k BH—/\—
RAIOBESL (SSE-KMS), £hlF YZX—Y RF—ICKD VT 147> MIDEES{L (CSE-KMS) AWS
KMSZFERL TEMICTILENH V) EFT, Amazon Athena & AWS CloudTrail ZFER L TITXT
®OAPI J—=)Lz0O7IC8BLET,

Amazon Aurora

Amazon Aurora Tld, TEEITH F—ZMFEAL T, Aurora T—EXR—RAIVTARZ—ERERDA
FTv 72 ay NERES{LTE XTI AWS KMS, Amazon Aurora BES{L TRITE N TVDETF—RR—
AAVARVATR, BBINYOTY T, U=—RLZTUAH, AFv72avy Ne@RIC, EBELRD
ARL—=2ICLREENRTVRTF—REBELENET,

HAZ D ALEFHENDAEEN HD -, BEKIESIEHE Amazon Aurora BSLA I 754
TOABLRURFBEHZFT ELTVILAESHEFHAEL ., HMITIHBEN HV) FF, Amazon Aurora

Amazon Athena 10


https://docs.aws.amazon.com/appstream2/index.html
https://docs.aws.amazon.com/appstream2/latest/developerguide/monitoring.html
https://docs.aws.amazon.com/appstream2/latest/developerguide/monitoring.html
https://docs.aws.amazon.com/appstream2/latest/developerguide/logging-using-cloudtrail.html

Architecting for HIPAA Security and Compliance on Amazon Web Services AWS 7R A4 hR—/N—

ZEALVEREFOBSLOFACOVTE. "BSteEALET—S0RE) Z22RLTSESE
W

Aurora MySQL ZZ21TL TV % DB 75 A X —AN#EHEIC(F. Secure Socket Layer (SSL) & 1=

l& Transport Layer Security (TLS) ZRIAL T, FSVAR—MNBSILZFEATIHEN HVE

¥, SSUTLS DEZENFHMIZ DV Tk, "Aurora MySQL DB 25 AKX —T®M SSL/TLS QA %
SRLTLSEEL,

Amazon Aurora PostgreSQL

Amazon Aurora Tlk, TEEITZF—%Z2FEAL T, Aurora T—EIR—RAITTAZ—EREBNDA
v 73y NERBE{LTE XTI AWS KMS, Amazon Aurora BEB{L TEITET N TVDETF—ER—
AAVARVATR, BEINYOT YT, D=RLZUAH, AFv72ay Ne@RIC, EBELD
ARNL—=—2ILRBEEATVRTF—REESTLEhET,

ﬁ/(ﬁ‘“/lli%%ﬁ‘c‘f h3TAeEEN B30, BEKIFSIZHE Amazon Aurora BESLA 754

VABLUVRFBHE/LELTVBIHLESHEFHEL ., HMITIHLENHVY) £9, Amazon Aurora
Eﬁﬁﬁbf‘ﬁmﬂa}ﬂ} ES{LOFMICOVWTR, "BstzFALLT—X0KRE, 22RBLTKEE
(AT

Aurora PostgreSQL Z3E1TLTW% DB 7 AX—AD#EHEIC(E. Secure Socket Layer (SSL) &
7=l Transport Layer Security (TLS) ZFIAL N AR—NESILEFERATIHENF HVE

T SSL/TLS MEEDFHMIC DOWTIE, SSL (kB Aurora PostgreSQL F— X DRE, £ HRL
TLEZL,

Amazon CloudFront

Amazon CloudFront l&, AARXY—TI7H AN, APls, FLRETOMOTITT7EY NOBEEE
SERtITZIO0-NILADTUOVEERZY ND—2 (CON) H—ERTT, OTFIVY D17 H#—
EPARBEREENTVD S, AREPLEEN KRIROFEAIZIY M MNELTIY RI—H—
ANAVTUOVZEBEICERILTEERT, LOEERIC PHI ZHEICES{L T % (CI&E CloudFront,
ZF1)< > end-to-end A 5 E 1 —"— CloudFront IZ HTTPS 232 &SI ERETIHENH V)
E S

chiZl, CloudFront eEI—T—BOKRZ 714V 9, AARXRLFI)D 2N SO CloudFront B4
8. Amazon S3 FUT A 5D CloudFront BBfENEENE T, T, F—XEZ ICFvv2 1L T
WHRBEEREFORESILAIMBTEIADELSIC, AV TF—ENEEEATVR L Z2HEBTS
HENBHV) ET CloudFronte Amazon S3 Z2AF U ELTHERTHES. HFKE S3H—/N—1fl

Amazon Aurora PostgreSQL 11


https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/Encryption.html
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/AuroraMySQL.Security.html#AuroraMySQL.Security.SSL
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/Encryption.html
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/AuroraPostgreSQL.Security.html

Architecting for HIPAA Security and Compliance on Amazon Web Services AWS 7R A4 hR—/N—

DES{LEEZAATETRT, BERNDAZLFIVD N SEEITZHEERE. T—FHFFIUDUT
EESLENTVWR L ZHBIDLENHYVET,

Lambda@Edge

Lambda@Edge &, AWS TY 2 O4 —> 3> T Lambda BB ZRTTEDRXSICTH I E1—
T4 I —EATY, Lambda@Edge ZFEAL T, ZNLTHETIAZ ATV EHAZNA
AT&ET CloudFront, PHI T Lambda@Edge 2R T2 56k, OFERICEITIHA X RAICH
SHEN B V) ET CloudFront, Lambda@Edge & DE D TN T DHEHlE, HTTPS £ /=& SSL/TLS
EEALTHESILIDIHXENF HVET,

Amazon CloudWatch

Amazon CloudWatch &, AWS V5O RUY—RE&, BFEN AWS TRITTHT77Ur—<3
VOEZRVIH—ERATT., BEEKE Amazon ZEHAL T, X M2 R CloudWatch MO UXE
EEH, OJ77AINOREETZRV T, PT—LADEREERTSCENTEEXT, Amazon
CloudWatch Bl PHI Z4 /K., #7177, EELFEFEA. BFHKIE. Z#EAL T CloudWatch

APl =) ZE_-XJ 2T T&EET AWS CloudTrail, FMICODV\WTIk, " Z#EHL = Amazon
CloudWatch APl 1—)L MO 528 AWS CloudTraily 228 L T EE L,

REE#OFMICOVTIE, "TAmazon CloudWatch Logss 29232 #8RL T EZEE L,

Amazon CloudWatch 1 X2 ~

Amazon CloudWatch Events l&. AWS UV —ADZEEZTT I AT LA X MO near-real-time A
N)—LZRBHLEFT, HEEKWEE. PHI A" CloudWatch 1 R MIHRALBZWZ E, BRV PHI %
R1E, WIB, FEEFE TS CloudWatch 1 R N ERITTD AWS VY =N HA X AR
TRHREETNTVRLEEZRRIDIVENHYVET,

HBERIE. TAWSAPI O—J)L &L TEET S &L SIZ Amazon CloudWatch Events 25X ETE X T
CloudTrail, SF#IC2VWTW., T ZFEALE AWSAPI O—I)LTKYUH—9% CloudWatch 4 X ~
JL—ILDYER, AWS CloudTraily 22BLTLEEV,

Amazon CloudWatch Logs

HE#IE Amazon CloudWatch Logs Z £ L T, Amazon Elastic Compute Cloud (Amazon EC2)
VAR A, Amazon Route 53, SRV EFOMODY —AALSOOT 774N ZEEZR) T AWS
CloudTrail, R17F. BRVOPTIVEATEXT, TOHE, OJHNSEETS CloudWatch OV F—X &

Lambda@Edge 12


https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/logging_cw_api_calls.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/logging_cw_api_calls.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/events/Create-CloudWatch-Events-CloudTrail-Rule.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/events/Create-CloudWatch-Events-CloudTrail-Rule.html

Architecting for HIPAA Security and Compliance on Amazon Web Services AWS 7R A4 hR—/N—

WMETERT, OV F— 2, BEFBLITREFICESILENET, TOLO, 2O OY—ER
L& >THAHEN, CloudWatch O ICEFEE 3 PHI ZBRESLIILERZHYEE A

Amazon Comprehend

RFAIXNORBICETDA YA MOMEAEIC, Amazon Comprehend Tl BRE BB F
BALTWEYT, Amazon Comprehend &, UTF-8 EXDTHFARNT7 7ML 2N EBLET, R¥ 1
XYRNADIVTA4T4, F—7L—X, EF. BfE. TOMOHABERZFRISETIY
H4 N%E4EY) EFET, Amazon Comprehend &, PHI 288 F—X THERATEE£ 9, Amazon
Comprehend FF— 2 2 REFXTLEFREFLET. APIAOITXNTORTHL I SSL/TLS THES{LE h
%9, Amazon Comprehend I& CloudTrail ZFEAL TIXTO API O—-)LZzO7ICREELET,

AWS Identity and Access Management

Amazon Comprehend NMO 7 ¥ & A2 (FFREEX AR % é:"G)'tz=\= AT AT IO ABEN BRET,
AWS Identity and Access Management (IAM) THIHTE ., FAFHRZEALTIAMICT IV EATE
F£9, FHICOWVWTIE., "Amazon Comprehend 1—%—7H 4 R, @ "Amazon Comprehend @ 53
AEE 7 Ot A1 hO—)LAmazon Comprehends ZZ 8B L TS EE LY,

ThorNEE

77 )L NTRE, IAM 1—%—I(CI& Amazon Comprehend VY —RAZERELIFZEEL &=

v). Amazon Comprehend APl ZFEFAL TR RV ZERTLEN TR T IV EAFTEH Y EFEA, 1—

H—HNDY—RZERETLREEL, RAVERTTEDLSICTRICE, I HNERATIHE

HHBDBED')Y—A (Amazon Comprehend X API 7023 R E)ICHTBI T I EAFAZ1—
H—ICHFETDIAMARUS—ZFAL, BEOT7 VAN EZSEBELE TR 1Y —FL@EIIL—7

ICRVS—ZTRYFIRIRENBYVET,

Amazon Comprehend Tl&. AWS Identity and Access Management (IAM) Z# A L T, Amazon
Comprehend 7 VLA ZBMIC TR EHODRIS—AFTRYFEhiI1I—H—2ERTEE

o A772320T, O—NITRYFITRINAZLRI—ZERTBEETEERT, TNDE, A
BMTERENLEO—IR—ADT IV EARAERMFHEDRAIZH > T, Amazon Comprehend EE D
EHICAPI O 2B H I HEZEALEREZO-ILICEMTEET,

IDETIEA

Amazon Comprehend Tld., HBOFRMEHICH>T, ZERFHMAWS ZFAL T ANDOFRILZE
I—H—ICERTEEXT,

Amazon Comprehend 13


https://aws.amazon.com/iam
https://docs.aws.amazon.com/comprehend/latest/dg/auth-and-access-control.html
https://docs.aws.amazon.com/comprehend/latest/dg/auth-and-access-control.html
https://docs.aws.amazon.com/comprehend/latest/dg/what-is.html

Architecting for HIPAA Security and Compliance on Amazon Web Services AWS 7R A4 hR—/N—

EERATZEAWSYERIARNIOY =), IAMEBER, 1—HY—NBE2ORMAEHRE MFA F
NARAEEBIDLEOICHEBERTIVELAFTERLS, IXTOT7 IV ELAFAZERTTINAEZN—F
BR)—RERTEERT, JSSONRIUZ—F7L—KNE, IAMO2V—=IO "IA4EF21 )57«
AL, R—ZICHYET,

7232 T, IKMN—KhF—EERMEOHDH—R/N—FT 41— MFABBEZERTEXR T, FMIC
2VWTRE, "IAMN—hF—, Z2ZRLTLEZ L,

B

Amazon Comprehend &, FHO Y REBEN IM PAFoT4574 (A—H—, JI—7, O—
W ICTOEARFARIS—2TRYFL, ThIZK 2T Amazon Comprehend UV —ATHARL —
AVERTIBDT IV ELAHFAENETCERTATFUOTATAR—ADORI) D —2BIRTB_Lz2dH
HHLET,

Amazon Comprehend ® API 70232 OUARNE., TAPIUTZ 7L AAA R, IZEEEThTV

£9, T, BRERENLEIAMARID —, ARAEZI—IAM R —, LT APITI>3a2AD
TOtA%Z, B/ MHESLVCO-IINR—AOHEBEHCH > TI—Y—FLEO-ILICHTITR L
ERFIIDHVENHYET, HHICOVTE, "TFROY/N—HA Ry ® "Amazon Comprehend

APl OER, £BBL T EE L,

HAERRER

Amazon Comprehend i&, IAMO—)LZEALAEZID 7IFL—23a > EERENHYET, ChiC
&V, EBEEN OB Z>JLEO-)LZ5EZ (T AWS % Z & T, Amazon Comprehend 11—
H—h 2RATEDLSICHRYET, BBFLEY—RN—FT 1 —OFRERAWS ZFERAL T I
TOEARYTRI1—H—i& BEACO-ILZSEZZTET,

AWS Kerberos & Active Directory DHR—KNIZ&KY), F—EXR—RA1—Y—O> 0TI YA F
VEEPRADOFRIANBSNET. AWS I—H—[F. Microsoft Active Directory AWS Directory
Service ® £ BFHRDF> 7L X R Active Directory T1—H—RIIEHRZ2EBS I TRETE
X7,

TF—270—0EA

AWS BEEB LU APN/N—KF—EF., =X NO—F—FLR@EFF—X0BHEL T, AWS Y
77 R & KT Amazon Comprehend ICEE TR EAT—RICODVWTERZEVE T, IAMKRU > —
ZfEAL T. Amazon Comprehend DF—RXADEEHINOT7O—2FBIIEEHN HYET,

AWS Identity and Access Management 14


https://aws.amazon.com/iam/partners
https://docs.aws.amazon.com/comprehend/latest/APIReference/API_Operations.html
https://docs.aws.amazon.com/comprehend/latest/dg/using-the-api.html
https://docs.aws.amazon.com/comprehend/latest/dg/using-the-api.html

Architecting for HIPAA Security and Compliance on Amazon Web Services AWS 7R A4 hR—/N—

T—REBEES—IL Y NEE

AWS EFEHEETI/LIEF. Amazon Comprehend D F—RRBICEAEThET, COEFILTHAE
NTVBELSIC, AWSRIXRTOAWS VTV REZERITIBDIO—NILAVTTARNTIF v ZR
BIBIEXEZHVET, COAMVTTARTIFY¥THRANENRTVWR AT UOVICHTHEBRZM
B98I —CHYET, CcOOATUVICE., FATE AWS H—EAOEF1 )T 15%
EBLVBEBRAINEENETT, T—R2TFAN—0OFMIIOVWTRK, "TF—E2TF7/4/N>—0
< HBER ZZRLTEZ,

Amazon Comprehend ZAXOY /N\—7H 4 R® "TAmazon Comprehend TOTF—XRE, o> 3>
12 ﬁtl TLS ZEAL LY, RIXERAERO 7 1 — )L RANOBEBEROEEZEEL V)T
67’;&: —SRBICEITRE MM EHEENTVET, Amazon Comprehend

D St data-at-rest

Amazon Comprehend & AWS Key Management Service (AWS KMS) &E#ETH & T, F—2D
EE{L &L T D ENTEEXT, Amazon Simple Storage Service (Amazon S3) Tlk, TF A b
2. REYOEFUDY, £ildHARL Amazon Comprehend 3 7 &#ER TR EEIC, AD
RFAIXNEREFILTEET, ENHEEAWSKMS ICKVY), ARNL—=2ARVI—-—LARAOTF—2 %
start* a7 & create* D3 T AICKEEILL, start* D3 T OB HERZEIRE D AWSKMS ¥ —%fF

ALTESILTEET,

Amazon Comprehend 1 —#'—(&, BBOARD S —ICHE> T, FATEESE Amazon S3S3 /N7 Y b
ZESILTDIOHIRANTTITAATY,

Tl AWS X ZZ X2 RV =)L, Amazon Comprehend h AR ALAEFILZIHB O AWS KMS
F—THESILLET, DHES AWS CLI, Amazon Comprehend E3h B M AWS KMS F—F iz (F 124t
ENLEHAZN—ANZR—IRF—(CMK) ZFEAL THARLAETIEBES{LTEERT,

DEAFICHESILEERTZHEEF AWS NRIXY ROV Y=, ROFT2A2AXVYY ROVT
NAFRLEEMAEZRBIRTERT,

. 7J'UIL LDEESAL - Comprehend A"EA T2 EBS R 1—LADT— Qb‘hb—:/ﬁliﬁnﬁﬂlﬂk
BUENET (F—RENL—Z2VJMHMRREICTSVI1ENDEH, cOF—RBFTa ol
FICOMBEELET ),

s HOBROES - BERHEO AWSKMS ¥F—Z2FEAL T, BEDO/NT Y KA® comprehend (2
KO TREENEE L ZRESILLET,

T—AREEI—UL Y NEE 15


https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/data-privacy-faq
https://aws.amazon.com/compliance/data-privacy-faq
https://docs.aws.amazon.com/comprehend/latest/dg/comp-data-protection.html
https://docs.aws.amazon.com/comprehend/latest/dg/what-is.html
https://aws.amazon.com/kms
https://aws.amazon.com/s3

Architecting for HIPAA Security and Compliance on Amazon Web Services AWS 7R A4 hR—/N—

R I—-LABEBLBEEDRETILR A T OFEFMIC OV TIE, AWS KMS "Amazon Comprehend T Mk
Hit, ZBSRBLTLKEE W,

BAZHETES1EHR

Amazon Comprehend AV —)LEzlF APl ZFEAL T, KEOTFANNELEETNZEAZS
ETCEDBHRPINERETERT, PUIITATA1OREBETRILGH, BROPEERTEEPI S
W aTOERAOFHMCOWVWTIE. "Amazon Comprehend FAROY /N—HA Ry @ TEAAZEE
TEDEHL Va3 asRBLTLSEEL,

7' — X O HIBR

Amazon S3 ZFERAL TH Y., B DO AWS KMS ¥ —ZEHE TS Amazon Comprehend 0 & E K D5
BlE. AWSKMS F—ZHVEL, HBOEHICH > TITSFHREDRIEERT DL ERET
PHENHYET, Amazon S3 D AWS KMS F—ZEV BT &, FATERVWF—XXHEALENE
WF—BNF LA TENET,

FYRNID=ODOEIXDT—>a32 581t

NEZ—2 RY—EATHS Amazon Comprehend &, AWS "tFa1UF4, 74T T7474, 1
VTFATVADRARNTZ 9T A AL ICERLTVET,

HRBENDZXYRND—UEF21 VT4 REBHREIC OV T, "Amazon Comprehend Z*AXO Y /\—
4 Ry @ TAmazon Comprehend DA > 7 ZABNZJF v £F 1 1)FT 4 Amazon Comprehend, &
SRLTEEV,

Amazon Virtual Private Cloud (Amazon VPC) ZfEAL T a7 2 RET 3

Amazon Comprehend Tl&, T EXTFEZEFIV T WERZFEAL T, F—XB KT, Amazon
Comprehend DEAFIZZOF—EAREENZTITAVTIOREMERRIDENTESR
T, 2L, 2a7A0TFHE, F—RREFINT —TAT77 I NERETSD Amazon S3/NT Y ~
BEODAWS VDY —RIZA B —FY NERATT UV EALZET,

F—=RAOT IO AZHBTZICIE, RETSAR—KITTR(VPC) ZERL T, F—2B KT
AT FHFAVEZ—FY MBRATT IV EATERVELSICRET CLEHEOHLEFT, VPC DERK
EREDFMICOVWTIE, TAmazon VPC 1—H—HA K, ® "Amazon VPC ORBHE ) £S5
LTLKEEV, VPCE2RHTDE, 13—V NMIEHEENBVKSICVPC ZRETED Y,
AT AT FEF—RERETDHENTEET, VPCHRATD L, VPC7O—OT&fEST
a7 AVTFEOEOIRNTDRY NTI—I RS T4V I RERTDIEETERT, FHICOW
Tk, Amazon VPC 1—H#'—7#4 ROVPC 7O—OJ2SBL T EEL,

ZYRI—00ETAF—T 3> LBl 16


https://docs.aws.amazon.com/comprehend/latest/dg/kms-in-comprehend.html
https://docs.aws.amazon.com/comprehend/latest/dg/kms-in-comprehend.html
https://docs.aws.amazon.com/comprehend/latest/dg/pii.html
https://docs.aws.amazon.com/comprehend/latest/dg/pii.html
https://aws.amazon.com/architecture/security-identity-compliance/
https://aws.amazon.com/architecture/security-identity-compliance/
https://docs.aws.amazon.com/comprehend/latest/dg/comp-infrastructure-security.html
https://docs.aws.amazon.com/comprehend/latest/dg/comp-infrastructure-security.html
https://docs.aws.amazon.com/comprehend/latest/dg/what-is.html
https://docs.aws.amazon.com/vpc/latest/userguide/what-is-amazon-vpc.html
https://docs.aws.amazon.com/vpc/latest/userguide/flow-logs.html

Architecting for HIPAA Security and Compliance on Amazon Web Services AWS 7R A4 hR—/N—

VPC BRZEW., H7ZXY hetEF21VTAIIN—T2EBELTEFINEER TR EZICEELE
T, U7XV NEEFIVFT A TIIL—THFiEEE B E, Amazon Comprehend EH 7Y h®
120EF2UT47I)I—7IZBEENFS N TWVWS Elastic Network Interface (ENI) Z/ERK L £
T ENIIZKY), 2370 FTFHAVPCOVY—RICEHRTEDELSICHEYET, ENIICDOWT
(k. TAmazon VPC 1—H'—7 4 Ry ® TElastic Network Interfaces; ZZ8BL T &L\,

(® Note

2aJnBEE. F7ALRNDOTFUI—VPC ZRALTN&YTRY hNERETESR
To cOVPC TR, 1 VAZVARREBE/N—RIJITTEITENET, VPCOTFH > —
BHEOFMICOVWTIE., TAmazon EC2 I—H'—HA R-Linux 12 AZV A1 O "EH54
JABRVAL BBRLTLSEZL,

AR —TIAAVPC IV RRA NEERTDE, VPC & Amazon Comprehend £ DED TS
AR—NEHZEBITEETT, FMICOVTIE. "Amazon Comprehend E4 2 —7 T 4 A VPC
T RARA >~ (AWS PrivateLink ) 1 28BLTKEEV,

RANEAX=D DRI

AWS EEHEETIL ICE DLV T, Amazon Comprehend ® AWS IRENDRA N E A4 X— D&t
k. FREITZIH—EAXAAWS ELTICL2TEEBENIET,

INFFFIY—

LOXYF—2 3 DREMEEDH B DI, AOILFTFFoI—EF1UFLOXYF— 3
EEETHOLESBOLET,

c RXAZVO—BUCESVETFOMODA—H—T IO ELRAZERTDLHIC, RIDZHDE X—
L7 RLAOKZEFERALET. EX—ITRLAEERFZESE. P7UNRILETSH. HE1dP A
BRELOAAZRELZVRY, EELAVTLKEZV, ChSOFAZRET D HEOFMIDOL
Tk, "EMOFFAEHEH, 22RLTEEWV,

s TFURERBBTARI Y -TO77AIEHICE, 1Z1— '5‘7')I/J="|'.*L§7“Li‘1 27 EH
ZEEALET, BEBERNSOBEMZEETERIREN HVET, £, PTVIZA4T U
BUANOZHMVERT IV EAZHTLET,

«c AP ETFTVT—232V0F4ATFRNOBO 1M IVYEYTZFEALT, AEREThTLWEY
PORTFHFRTOERZBIELET, AZIdP (&K > TEREEE 1. B%h7 Amazon Cognito &2 v

RARNEA X—=D D&Y 17


https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/using-eni.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/dedicated-instance.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/dedicated-instance.html
https://docs.aws.amazon.com/comprehend/latest/dg/vpc-interface-endpoints.html
https://docs.aws.amazon.com/comprehend/latest/dg/vpc-interface-endpoints.html
https://aws.amazon.com/compliance/shared-responsibility-model/
https://docs.aws.amazon.com/cognito/latest/developerguide/user-pool-settings-attributes.html%23user-pool-settings-attribute-%2520%2520%2520%2520%2520%2520%2520%2520%2520%2520%2520%2520%2520%2520%2520%2520%2520%2520%2520%2520%20permissions-and-scopes.html

Architecting for HIPAA Security and Compliance on Amazon Web Services AWS 7R A4 hR—/N—

>3 Cookie 2 21—H—i&k, EAU IdP 2RI AMHOTFRNTTUIT—>32VICTFOEAR
TE&EY,

s FTVT—=23a T FRNIVFUOIBSICRAODY VEEREITDIHEAE. TFMOI—
T Ot AZRUTHIEEZZEETCERVLSICI—H—ZFHRLTIKEEVW, ¥k, 7IF
L—>3>0kbICAIP FEAETNTVWSDEEE. TN ID7ONAM X —EBEN 1—
YT OEAZEZETEBRVRSICHPRL TS EZ L,

H—EABORIL ZREDOMLE

MEEALL B BER, 7OV 3VERTIBAHUAZELBEVIVOTAT4H, KRUBEOHST
OTATANT O3 ERITIBDELSHEETEBNILFTFO—0EF21 )71 LOBETT,
Tk AWS, H—EABTAYTELZTSE, BALULRERBENRETDAREMEN B ET,
H—EABTORYTELE., 1 DO —ERA (BTEHLTT—EX) A, BOY—EX (FOH LS
RY—ER) ZHVEHITEEICRETD AN BV ET, FOHL AT —ERR, £RkEBS5T7I71
ATDENFTENBRNETRBEVAETEOFTZFEAL T, HOBSEFHEOUY—-RICHT B0
BEETIDEISICBEENZIBENHVET. ChEBH<SEDHIC, FE. FHADRNAODY—A
ANDOTIVEAFFAENTVRH—ERTV I NI EFEALT, IXTOY—ERAOTF—XZRE
FTEIDICKIUDY—I AWS ZREHLFT, COEFIVT M BEICHLTDIEHICEEITNERSE
REESUFHFMIOWVWTIE, TAmazon Comprehend RO Y /N—HA R, @ "H—EAEDEE L
EREORILE, Z2RBLTEEL,

Amazon Comprehend Medical

HAZAIZDWVWT I, BIOAmazon Comprehendt 223> Z#SBL TS EE L,

Amazon Connect

Amazon Connect I&, BN TEABITOBRBAAZY—I - AN 2H 5B HRETRERE
T3, EILT7H—EAQDITIRR—AQOAV R I M EZ—H—EATT, 8FHKIE. Amazon
Connect RO 1—H'—, ¥ 2 UF470774). BRTBLVELET7O—NERICEETS
74—=)LRICPHI ZEHBVWTSEEL,

Amazon Connect ® —#8E T & % Amazon Connect Customer Profiles l&, A&V Nt 2 —I—
TSIVKNI, BETO77MN 2L FE—EhiE1 - BFOBRERMHL, KUYN=VYFF04X
ENEHAZN—H—ERZRMBLET, Customer Profiles I&, BEOT 7V —>3a>ohS50OE
EBEREREBE7O77AIIICEBNICEE D, YAR—FNI=ILPXPYVERYFHEBE D ET<IC

H—EAEOREL ZREORIE 18


https://docs.aws.amazon.com/comprehend/latest/dg/cross-service-confused-deputy-prevention.html
https://docs.aws.amazon.com/comprehend/latest/dg/cross-service-confused-deputy-prevention.html

Architecting for HIPAA Security and Compliance on Amazon Web Services AWS 7R A4 hR—/N—

JO77AMNEI—JI 2V NIEEREIDLSICHRIATATVET, HFKE. PHI F—XZ2FEA
LTRXAMVEERATDOIORF—ICEBRERTRD LR TELERRA. RXM2EFTIITIOND
NBFRESEELTRBENATTY, F—BAFREESKEhITLEA,

Amazon DocumentDB (MongoDB E #i14)

Amazon DocumentDB (MongoDB E#2) (Amazon DocumentDB ) l&, BH TV 5 AX—EREICR
EROBESHLZRHELET, chlCKkV) AWSKMS, AWS FLERFHDARN—NZR—IJ R¥—%&FEH
LTTF—BER—RAEEESITEXRT, BSLZEMICLTETENTVERTF—EIR—ASVAZ VA
Tk, RERICRFEENDT—XRIE, BNV OTY T, U=—RLZTUAD, AFv7Tav Ne@E
2. CORITAMR=N—OLFEFICEMNEHAZ D AIE > THESLENET, HAFA 2 AEH
TNDAREMNF BB 1. HEEIE Amazon DocumentDB BESALA A 7S A T AL BEIOEH
ZwlLTVBAES LM Z5|EHRETML THM I B HBENH V) F¥F, Amazon DocumentDB & &
AULRERBOBSLOFEMIZOVWTE, "REF O Amazon DocumentDB F— X DEEE{b, &5
BLTLSEZL,

PHI Z& ¥ Amazon DocumentDB ND#EFEICIE, BES{ELNS 2 AR—N (HTTPS) 2F [t A3 I
RRANEFERATEIVEN HYVET, T72I)I TR, #FL<ERE 1z Amazon DocumentDB
9 S ABZ—I&, Transport Layer Security (TLS) ZFEAL EZ2BEHROKEZTANET T, Fi
C2WTE., "ZEFOTF—20ES{t, 22R LU T<EE W, Amazon DocumentDB Ik AWS
CloudTrail ZAL TINXTO API O—)LZ2AOJICREELET, FHMICOVTIE, "Amazon
DocumentDB TOOJREEE 2V T #SBLTLSEETL,

BEOEE#EEIC DLV T, Amazon DocumentDB (& Amazon RDS EHEET DAL —> 3+
ILTFo/O00—%=ERALET. Amazon DocumentDB J>Y —)L, AWS CLI, 8K API O—)JL
[&. Amazon RDSAPINOEVDHL EL TEBFENET,

Amazon DynamoDB

PHI Z &% Amazon DynamoDB N D#EFICIE, BS{ELNZ 2 AR—BN (HTTPS) 22T ANBD T
RRANZFERATIXENf HYVET, V-3 IVRRAVMODARNIDOWTE., TAWS
H—EATIVRRAV b1 ZZRUTLSEZL,

Amazon DynamoDB (& DynamoDB B St ZRRHL TVERT, chiZkl), SFRE Z2BLUTHEFE
BAEEITAF—Z2EALTTF—EIXR—RAZBES{LTEET AWS KMS, Amazon DynamoDB EE&
LTRTENTVBF—ER—AA VAR ATR, BBEBBANL —TEREENTNEF—4
. BEBNYOTYT, U=RLZUN, AFv7Iav he@EIC, SORITARMR=N—DOLH
RICAMBHAT D AR > TESLENET,

Amazon DocumentDB (MongoDB H #i1%) 19


https://docs.aws.amazon.com/documentdb/latest/developerguide/encryption-at-rest.html
https://docs.aws.amazon.com/documentdb/latest/developerguide/security.encryption.ssl.html
https://docs.aws.amazon.com/documentdb/latest/developerguide/logging-and-monitoring.html
https://docs.aws.amazon.com/documentdb/latest/developerguide/logging-and-monitoring.html
https://docs.aws.amazon.com/general/latest/gr/rande.html#ddb_region
https://docs.aws.amazon.com/general/latest/gr/rande.html#ddb_region

Architecting for HIPAA Security and Compliance on Amazon Web Services AWS 7R A4 hR—/N—

HBABZDAGEFHEND UM HB . BEFHIE Amazon DynamoDB &L I 754 T >
ABIUOBRFEHZB L TVBRAESH ZLIEHETML THEIBDSLEN BV ET. Amazon
DynamoDB ZfEA L EREROBSLOFMIC OV TR, "REK® DynamoDB &1l 25
LTLEEL,

Amazon Elastic Block Store

Amazon EBS REBOESLEE. CORDA MMR—N—OLHABICEMBEHA A RAE—HL TV
T, HNAEZAREMEND ARSI HH 2. HEKIFSIZHE Amazon EBS BESA I T
FATVABLUHBRFAERZRBLELTVWRAESHETMEL ., P TIHLENHV) ET, Amazon
EBSEES{L TR, EBSARU 1I—AZEIL—ENOR) I —LBSILF—HNERENETT. BEKE.
FAR) 1 —LF—DOEEF{t AWS Key Management Service I $2 KMS ¥ —Z REICIBIRTE
F9, FHMICOVTIE., TAmazon EBS lES1{b, #SBL T EE L,

Amazon Elastic Compute Cloud

AmazonEC2 l&, AT —Z 7)) TC1—H¥—REA#KLIAVE1I—FT 1 IH—ERT, REHFOD
T—REBSILTHLOOEHROEEETR—NLTVWET, fIZIE. 8FHEKIE. Amazon EC2 1
VABRVATHRARENTVWR TS UT—23 FEETF—ER—ATITYNTF—LARNTUHESE
NBPHIOT7)T—2a L RILEEF 7 —ILRLRILOEFSILEETIDEZBIRTESE
¥, P7O—FICE. Java® NETBEDT TV T—232TL—LTD—0DBRESATZ )% E
AL EF—20ESt, Microsoft SQL X Oracle DFEBMN BT —RBESLEEORA, O —R
IN—F 14 —X° Software as a Service (SaaS) R—ANY ) 1—>3a>&zTF77)T5r—>3a> IlHEEeds
CENBENET,

BEKIE, Amazon EC2 TEITEhTWVWB T 77U —>3 2% AWSKMS SDKsefiedd L%
BIRTED O, F—OBEBELEANL—207OCANERILENET, £, AWS Marketplace
N=hFT—OH—RN—=F A=YV TRIITRRATAT T 7AINATLEBEY—)L (dm-
crypt, LUKS &) ZFEAL T, 77A4ILRILELZE7ILT 1 A5 (FDE) ZFERAL TREH
DT—RDESLERETDEETEERT,

PHI ZECRY ND—O KRS T4V 0 BEFOT—RZHESILIDHBEN HBYET. HEHBY—
AMAVRZ—FY NPRERD ITIRELZE) &£ AmazonEC2EORNZ 71V JIZ2V\WTIE, AA4F
AIZfit> T, Transport Layer Security (TLS) ¥ IPsec (RIEETZ A RX—KZXY KD —%2 (VPNsBZ ED
F=TVARAEZVA—RRNSVAR—NEEUAN AL EFERITIHENSH VY ET, Amazon EC2
AVAZRVABOT—XBEO - - Amazon Amazon Virtual Private Cloud (VPC) RZ T, PHI %
BCRYND—IORTZ T4V IEBSHTRIUENHBVET, BEAEDTTUTr—232 @, #

Amazon Elastic Block Store 20


https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/EncryptionAtRest.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/EBSEncryption.html
https://aws.amazon.com/partners/
https://aws.amazon.com/partners/
http://www.hhs.gov/ocr/privacy/hipaa/administrative/breachnotificationrule/brguidance.html
http://www.hhs.gov/ocr/privacy/hipaa/administrative/breachnotificationrule/brguidance.html

Architecting for HIPAA Security and Compliance on Amazon Web Services AWS 7R A4 hR—/N—

AZVAE—HBITRDLSICRETED TLS £ TOMOEEFOBSALZTONIILZYR—KL
TLWERT, BESLEYR—NLTVWRBEVWTZUT—>32®70ORIILDEE, PHI ZEEFETEEY
>3k, IPsec RIEBA VAR ABORKOREZFEAL T, BELENEL R RILZNL TE
BTEXT,

Amazon Elastic Container Registry

Amazon Elastic Container Registry (Amazon ECR) I& Amazon Elastic Container Service (Amazon
ECS) EMEENTEH Y, Amazon ECS TERITENTVWBR P77V Tr—23a >0 TFHAX—=2
ZEEBEICRE, KT, EETERT, BERNFATERT AmazonECR YR N ZEET S
&, AmazonECS BT7 77U —> a2V ICBLIEA X—2ZBEBLET,

PHI Z2E0 T FTAX—2T Amazon ECR 2R T2 O OEBIBATY JRMSEHVER A,
AT FAX—=2 R EERICES{tE ., Amazon S3 H—/N\—HIOBES1t (SSE-S3) AL THR
BERICEBS{tENTREENET,

Amazon Elastic Container Service

Amazon Elastic Container Service (Amazon ECS) I&. Docker A>T F+ &2 HR— KT B FEICAT —
Z7LTEMELDVTIEBY—EATHY), BFHKIE AmazonEC2 1 VARV ANDYZ—T R
DIARABR—TTF7Vr—>a & EBICERITTEET, AmazonECS ICL V), BEERFMBEND I S

ABR—BBAVTTANZOFvZA A=), ERA, ATV U FTBUENFBLLBZYET,

SO7NIE API =)L Z2fERATS &, Docker WIST7 75— a>zB8BHERVEFELEL, V5
AR—OFEEBREZITIL, ¥ 15T 17 )L—7, Elastic Load Balancing, EBS /R!) 1 —
L, IAMO=ILBE, Z<OFEVEBNLBECTIOEATEET., HFHEKIE Amazon ECS ZFEAL
T VDY—AOZ—AETAMOEHICESVT, V7AZ—2@fTAVTTOEREZATD 1—)
TEFET,

PHI ZB¥2TJ—Y0—RTECS 2fff 3255, EMORERFSLEHEHA, ECS IE, EC2
ENOVFF (SBILBEBEENTVERAXA—2) DRBERAEITHDF—TANL—>3aUH—ERE
LTHEBEL, A—TARL—230RKROTV—IVO0—RAOTF—RICHLU TEHEFZEEELFE
Ao HIPAA BRHEIS LT AWS EEREHEZNIZHKV, ECS TEBENAIVTFASPHIICT 1
ATBEER, BEFSIVORERFICEELITIMBEN HYET, FEAWS ANL—2F72 3>
(S3, EBS, KMS %2 &) Tk, REFOESILOLEOOETRITEAXNZ_ALZFEATEET, 1
THETEEENS PH O BES{LZHRIIE, BEEN TEREBSLL A V—%2EHTS
EHICA—N—LAZY NT—72 (UNS3, Weave Net &) 2T 7O TRHEBEHYET, LK

Amazon Elastic Container Registry 21



Architecting for HIPAA Security and Compliance on Amazon Web Services AWS 7R A4 hR—/N—

L., B2BOJBREAMIL (BE )., CloudTralTRNTOAVTFA AR AOT & (DEET
DHENHV) ET CloudWatch,

PHI Z##9 2 D—2 00— R T Firelens & AWS for FluentBit 2 3% %B4&. OJIC PHINES
NEVWRY, BNMOBREFSLEHYFEFHA, OTICPHINEEFNTVERESEK., 71 AVBEFLY
BRMIZBE2TVWAEVRY, O 774ILICHALBEVWTSEEL, RDYIZ, ([CK>TEEMWICIX
EENZEEBHIS—ICOTEREETDEDIICTTIT—23 > #RELET FireLens, B
2. TFARAVBESHEEMCE>TVEWRY, FluentBit D7 7 ANV 77D TZB#HICLE
WTEEV, REIC, OJEFEERE Z2HR—NTBYLENH V) £T encryption-in-transite AWS
for Fluent Bit D3 XTOHO AWS H—ERAE LT T 712, BICTLSEBS{keEALTOJEZIY
AR—KLET,

Amazon Elastic File System (Amazon EFS)

Amazon Elastic File System (Amazon EFS) &, AWS 950 RH—EAB LA TLIAVY —
ATHERATED, VTN TAT—F7 IV EHBEES T 7PAIILANL—CEBEHLET, FUXT
. BEN 774N ATLAZARD DBEICERSRVBRETED I VTN BAVE—TI(R%E
BHUET, AmazonEFS &, 77U —>a>a2dlida i<, BFENF 774 ZEME

EEHIBRITDEEBBNICHRB RN TDIEBL, FUFN RTHREEEICAT—)T9%
EOIBEEINTVET,

PHI ZREHICEELLTZEVSERFERBLETLEHIZ, EFST2 DONAREFERATEET, EFS

F, FILLW I 7ML ATLAODERBFICREROESILZYR—NLET, EREIC., TREPOD
TF—ROESLEEMNCTE OFTS AV EBRIDUEN HBYVET, cOFATT IV EBIRTS
ELEFST77ANYATAICBRBE NETRNTOF—X N AES-256 BB L+ —& AWS KMSY X —
DREF—ZFALTESLEIhET, BEFEKE, EFSICHEENDHIICTF—RZRES{HLTEHEE
TEETHN, BEATOEREF—EEOEBIBEROEFERYET,

PHI &, 77A4LBFEERT7ANABOIRNTELEFEF—BELTHEALAWVWTLSEE LV, Amazon
EFS OEIEH D PHI OBES{LIE, EFSH—ERETT7AINZATLAERIIVNT DAV ARV AE
@ Transport Layer Security (TLS) EFS IC& > TRt hEr I, EFS IZF. TLS ZFEAL L7 74
IWOATLANDERZRZICTBINI MMIN—DAZEETNTVET, 74 BNTRE, TLS &
FERHENT, EFSYUYMMIN—ZFERLTTIT7AILNIATLAZIIRNTDEEICEMICTS
BENFHYVET, NOVURIANV RIZTLSESILZBMICTS Totlsy 723 HFEEFATVS
CEEHRELET, FFE, EFSYIMIN—ZFEALBEWVWZ EZBIRL EBEFHKE, EFS R
FIAIXRNDERICHE2T, TLS M RILEZENLTEETDEIDICNFS VSA T NERETEE
9,

Amazon EFS 22



Architecting for HIPAA Security and Compliance on Amazon Web Services AWS 7R A4 hR—/N—

Amazon Elastic Kubernetes Service (Amazon EKS)

Amazon Elastic Kubernetes Service (Amazon EKS) &, BF#HA B ® Kubernetes 1> NO—J)L 7
L—>%M5EFEV#IZELEYTE LB, AWS T Kubernetes 2B ICEITTEDLDICT
BYR—I RBH—EATTY, Kubernetes l&, A TFFHbene770r—>3a>oF704, A
=20, BLRUEBZEHEBNTDLEOOF—T VAT ATATT, EF1UF4&IVT
FATAICEATREMERICOVWTIE. RT4 hAR—/Y— TArchitecting for HIPAA Security and
Compliance on Amazon EKS; ZZ B L TS &L\,

Amazon ElastiCache for Redis

Amazon ElastiCache for Redis &, F—RARNTELEEF v+ v 1L THERATE S Redis B D
AVXEVF—EZBEY—EATYT, PH ZRETDICE., Redis T N—23 2 £ RITHAD
/— R& 4 7 ElastiCache ICX L THRH D HIPAARS ZRITLTVWBR L ZHRBIBDMHEN HYE
9. Amazon ElastiCache for Redis Tld, XD/ —R&Z A7 & Redis T2 /N—23>® PHI O
RENFMHR—RENTVET,

o J—REAT BIHEROEKE BIAIE., CORDTA MR=/N—OLBHEEBERTO M4, M5, R4, R5, T2,
T3)
« ElastiCache forRedis T /)N\—232:326 & KRV 4.0.10 L&

HTHRD / — ROBIROFMICOVWTIE. TAmazon @ ElastiCache Bl&, #SBL T EE L,
ElastiCache for Redis T > MEIROFEFMIZ DLW TIE. "Amazon ElastiCache for Redis & &1 %
SRBLTLEETV,

X, VFAE—EIVZAZ—AO/—RY, REFOTF—RZESLL., BEFOBS{LZEMIC
L. Redis AN ROFBAZBAMCTILSICKRESCNTVWDCEELHBIDILEN BV ET, €5
2., "TERNCLZEAOHRE, (EFROERAIERE 1S BEM) B0 Redis 77 AR —A"FEIC&#H
D "EFIVTA RATOY—ERAEHMTEMENTVD L ZHBIZIBENBYET, FHMIC
DVWTR, EETZEIa2VESRLTLSEZL,

N =Ry
- REFOREEL

EREESIY

m

ol

[\

 ElastiCache Y —EANEHFNDEH

oyl

Amazon EKS 23


https://docs.aws.amazon.com/whitepapers/latest/architecting-hipaa-security-and-compliance-on-amazon-eks/architecting-hipaa-security-and-compliance-on-amazon-eks.html
https://docs.aws.amazon.com/whitepapers/latest/architecting-hipaa-security-and-compliance-on-amazon-eks/architecting-hipaa-security-and-compliance-on-amazon-eks.html
https://aws.amazon.com/elasticache/pricing/
https://docs.aws.amazon.com/AmazonElastiCache/latest/UserGuide/SelectEngine.Uses.html
https://docs.aws.amazon.com/AmazonElastiCache/latest/UserGuide/SelectEngine.Uses.html

Architecting for HIPAA Security and Compliance on Amazon Web Services AWS 7R A4 hR—/N—
== AL vl = |
REROES

Amazon ElastiCache for Redis l&, 77 AZ—NOF—RBES{LZRHL. REFOT—2Z2RE
LET. BEBIERBICOTAZ—DREFOES/LEEMICZT S L. Amazon ElastiCache for
Redis @71 AV EOF—2 BB Redis NY V7Y TZBESILLET, FTA AV LOBEET—R
F. N—ROIF7F7OESL—2a>BERSLELE (AES)-512 WMF—2FAL THES{LENE
9, Redis /N\Y 27 Y 7l&. Amazon S3-managedfg &b+ — (SSE-S3) IC&K 2 THEB{LENET,
H—N—AIOBES{EFrBMEZ>TVS SSNTY NE, NTY NZREFTDEIC, N\—RIITT
IS L—2 3 EERS{LELE (AES)-256 MF—2FALTTF—R2Z2RBEILLET,

Amazon S3-managedBE 51t F — (SSE-S3) OFMIC DWW Tk, "Amazon S3-Managedfg 51t —
& B —N—flOES{ (SSE-S3) ZFAL I-TF—2DRE, ZSRLTLKEETV, BH{LTE
TE TV ElastiCache Redis 77 AZ— (B—/—REFLENILF/—R) TR, RERICRTF
T3 7F—2EF, CORDTAMR=N—OLHEBICEIEHAA AL > THESLENET, C
Nk, FAIRAVEOF—BRESINTY NAOBEBNY VT Y THEENET,. HAFVARKE
MENDAEMN BB -8, HFHIE Amazon ElastiCache for Redis BES{EA I TSA T A
BRTBRFEHZB L TVRILESH 25| EHRETMERTHMTIHLENH VY EFT., Amazon
ElastiCache for Redis Z#A L -REFOBESILOFMIC DV T, "Amazon for Redis & &
ElastiCache 4 ZZBL T EZ L\,

EEDOESIL

Amazon ElastiCache for Redis & TLS ZAL TEEFOF—RXZESLL £ T, PHI 22T Redis
N \ND#EHE ElastiCacheTlE, RTAR—RMNESILEFEAL., HAFAEBEHICOVTERE
ZMETRIMBEN HYVET, FHICOVWTE. "1 ZZBL T E & L\ CreateReplicationGroup. ¥z
EROBSLZEREMICTZHEOFMICOWTIE, ElastiCache ' for Redis ¥z B D BE 51k (TLS)
ZZRLTLSEETLY,

S
=\

PHI Z& ¥ Amazon ElastiCache for Redis ¥ 7 A& — (B —/88%_/ — R) &, Redis A > RDOFRE
ZEMCTSRLEHIC Redis AUTH h—0 2 ZRETEIHLENH V) FT, Redis AUTH I, RERFDRE
SLEEEFORBSILOMAEF BB > TVRIEEICFEATEERT., HEEKE. ATOHWNGET
Redis AUTH OB8HB h—U 2 ZREITIBEN HVE T,

- FIRITJEER ASCH XFDHZEFRTHIHEN HBYWET
c 16 XFLE, 128 XFZUTTHHIHBENHYET
e Tlay Ty, T@1 ODXFZEDDERTEXREA,

REBORES{L 24


https://docs.aws.amazon.com/AmazonS3/latest/dev/UsingServerSideEncryption.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/UsingServerSideEncryption.html
https://docs.aws.amazon.com/AmazonElastiCache/latest/UserGuide/at-rest-encryption.html
https://docs.aws.amazon.com/AmazonElastiCache/latest/UserGuide/at-rest-encryption.html
https://docs.aws.amazon.com/AmazonElastiCache/latest/APIReference/API_CreateReplicationGroup.html
https://docs.aws.amazon.com/AmazonElastiCache/latest/red-ug/in-transit-encryption.html?

Architecting for HIPAA Security and Compliance on Amazon Web Services AWS 7R A4 hR—/N—
COR—=D2E, Redis LZ7VT—232 N7 (B—/EH/—R) OERBEICVIIAN
NTX—BRALSHEETDILENHY), BTHLWMETEHRTEET., AWS [F. AWS Key
Management Service () ZFEAL TZDO M —7 2 ZBS{LL EFTAWS KMS, Redis AUTH O FF#HIC
2WT, T for ElastiCache Redis In-Transit Encryption (TLS)y ZZBRL T<EZ L,

ElastiCache HY—E AOEFH O EH

PHI %Z& ¥ Amazon ElastiCache for Redis 75 A X — (B—/¥%./—R) &, "BNICKZERZH#
B,UAORHO "EF21VFTA, ZATOHY—ERAEHTEHRIDILEN HV) FT, ElastiCache
. BEENFVDODTEF VTN RBLOVTILEALATEHFH ZEHATRLOICEATES LY
H—EABELE LT hZRELET, EH—ERAOEFHICKEK "EEE, & "ANFICKDHRER,
FRBELTHY, ZE IS Redis L7VT—23>T)N—TTOKMEATEXT,

H—EAEFHBEED "SLAMety 74 —JLRICIE, "#HRBEhDAMFICKDEAL UalICEFHFF EHA
TNELESHHIRTENET, TEHFICKDHERERA,L IC&>2T, BEENFZHE TS Redis LT
Dy—2a ) —7ICEHFEBEALBEWVWC EZIRBIRL 2354, ElastiCache R EHZEBHITZ 7Y
2AVERITLERA. BERKE., T EAEFEEXY > 1R—R2EAL T, FEAORBEEE
IZRedis LZ7VT—23> I NN—T7T0OEHOBEAZHERTEETT. COBEDERASEZOFMICD
WTlE., "TAmazon TOEIL7H—E ADEH ElastiCache; Z2ZBL TS EE L,

Amazon OpenSearch ' —E A

Amazon OpenSearch Service ZEA T % &, BEFEKIEEMR D Amazon Virtual Private Cloud
(Amazon VPC) TYX &—2 RE OpenSearch £ /=3 £k D Elasticsearch 0SS 7 5 A X —&E{TT
ZE T, PHI T OpenSearch H—ERAZFEAT5HEEE. OpenSearch & /zl& Elasticsearch 6.0
L ERTIHENHET, HFEKIE. PHI 2" Amazon OpenSearch Service A THREHF H &
VEERICESHKENTVR L ZRBIIZENHBYUET, HEKE. AWS KMS F—HES51t
ZRAL T, OpenSearch & &k Elasticsearch 5.1 AT D &£ TZE % OpenSearch H—E A
RXSAHOREFOTF—RZBENNTEET. REFOTF—XZHSNLIDFEOFMIOVT
(&. "Amazon OpenSearch Service DREFDT—XDEFIL, 2B LTILEE V.,

% OpenSearch H—EARX Ak, MBE®O VPC TEATENET, BEFKEK, IXTO
OpenSearch /N\—> 3>, # & U Elasticsearch 6.0 LAB& THIFA AEE% node-to-node BBt & H
MICTIHENHYET, BEKEN HTTPS BH T OpenSearch H—EAICTF—R2&EFL 5
4. node-to-node BESILICKY), F—RN T T AX—24KIZ OpenSearch Bt fE (B KT BHE M)
ENBIBICESEENLETRICAYET, F—EAN HTTP BETHES{LENTICEBEL LBE.
OpenSearch H—E AR VT AX—IZEEL R TTF—XZBSILLE T, LA 2T, Amazon

ElastiCache Y —E XD EFH NEH 25


https://docs.aws.amazon.com/AmazonElastiCache/latest/red-ug/in-transit-encryption.html?
https://docs.aws.amazon.com/AmazonElastiCache/latest/red-ug/Self-Service-Updates.html
https://docs.aws.amazon.com/opensearch-service/latest/developerguide/encryption-at-rest.html
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https://docs.aws.amazon.com/opensearch-service/latest/developerguide/ntn.html
https://docs.aws.amazon.com/opensearch-service/latest/developerguide/managedomains-cloudtrailauditing.html
https://docs.aws.amazon.com/ElasticMapReduce/latest/ReleaseGuide/emr-data-encryption-options.html
https://aws.amazon.com/about-aws/whats-new/2020/11/amazon-eventbridge-adds-server-side-encryption-sse-and-increases-default-quotas/
https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-logging-monitoring.html#eventbridge-info-in-cloudtrail
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https://docs.aws.amazon.com/forecast/latest/dg/logging-using-cloudtrail.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/UsingServerSideEncryption.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/UsingServerSideEncryption.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/UsingKMSEncryption.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/UsingKMSEncryption.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/UsingServerSideEncryption.html
https://docs.aws.amazon.com/forecast/latest/dg/getting-started.html
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https://docs.aws.amazon.com/kinesisanalytics/latest/dev/how-it-works-input.html
https://docs.aws.amazon.com/kinesisanalytics/latest/dev/how-it-works-input.html
https://docs.aws.amazon.com/kinesisanalytics/latest/dev/monitoring-automated-manual.html
https://docs.aws.amazon.com/kinesisanalytics/latest/dev/monitoring-automated-manual.html
https://docs.aws.amazon.com/kinesisanalytics/latest/dev/cloudwatch-logs.html
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https://docs.aws.amazon.com/firehose/latest/dev/encryption.html
https://docs.aws.amazon.com/firehose/latest/dev/monitoring.html
https://docs.aws.amazon.com/streams/latest/dev/server-side-encryption.html
https://docs.aws.amazon.com/general/latest/gr/rande.html#ak_region
https://docs.aws.amazon.com/general/latest/gr/rande.html#ak_region
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https://docs.aws.amazon.com/lex/latest/dg/data-protection.html
https://docs.aws.amazon.com/lex/latest/dg/monitoring-aws-lex.html
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https://docs.aws.amazon.com/msk/latest/developerguide/msk-encryption.html
https://docs.aws.amazon.com/msk/latest/developerguide/msk-encryption.html
https://prometheus.io/
https://docs.datadoghq.com/integrations/amazon_msk/
https://docs.lenses.io/install_setup/deployment-options/aws-deployment.html#msk-prometheus-metrics
https://blog.newrelic.com/product-news/monitor-amazon-msk/
https://blog.newrelic.com/product-news/monitor-amazon-msk/
https://help.sumologic.com/03Send-Data/Collect-from-Other-Data-Sources/Amazon_MSK_Prometheus_metrics_collection
https://docs.aws.amazon.com/msk/latest/developerguide/monitoring.html#open-monitoring
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https://docs.aws.amazon.com/cli/latest/userguide/cli-configure-sso.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-configure-sso.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-configure-sso.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-configure-sso.html
https://docs.aws.amazon.com/sdkref/latest/guide/access-sso.html
https://docs.aws.amazon.com/sdkref/latest/guide/access-sso.html
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https://docs.aws.amazon.com/cli/latest/userguide/cli-authentication-user.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-authentication-user.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-authentication-user.html
https://docs.aws.amazon.com/sdkref/latest/guide/access-iam-users.html
https://docs.aws.amazon.com/sdkref/latest/guide/access-iam-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_access-keys.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_access-keys.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_access-keys.html
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https://aws.amazon.com/s3/
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https://aws.amazon.com/datasync/features/#Data_encryption_and_validation
https://aws.amazon.com/datasync/features/#Data_encryption_and_validation
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