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https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/welcome.html
https://aws.amazon.com/well-architected-tool/
https://console.aws.amazon.com/wellarchitected/
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https://www.infrastructure.aws/
https://aws.amazon.com/s3
https://aws.amazon.com/glacier/
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FAHFRZUANVERZERNICFEML TTAN L, BEINSUTHEEICHEVHICENEET
¥, AWS Resilience Hub ZFEAL T, RTO &£ RPO NEBERER T A AIREMAN TVAESIH L.,
AWS D—V 00— ROTHEEMHZHENICRIEB RTERLET,

active/passive

| Backup & Warm | Multi-site
Restore Pilot Light standby active/active

« Lower priority use cases + Data live = Always running, but smaller + Zero downtime

+ Provision all AWS resources + Services idle *+ Business critical + Near zero data loss
after event * Provision some AWS resources + Scale AWS resources after event « Mission Critical Services

+ Restore backups after event and scale after event + Cost $%% + Cost $5%%

« Cost $ + Cost: $%
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https://aws.amazon.com/resilience-hub/
https://aws.amazon.com/architecture/well-architected/
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"""""""" 1 h 1 ilabili ! 1 H 1 iLabili !
' Availability Zone ! ! Storage | ! Availability Zone ! ! Storage | ! Availability Zone !
! ! ! : ] :_ \
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& ! | R i e | |
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| \:l : @ ! ,,,R,cgtgr,c, ! ! I Restore _____ o>
: 1 | | : 1 : 1
- | L - | : |
EBS Vplume | EBS ! Amazon Simple ! ! i ! Amazon Simple ! !
! Snapshot §t_o[a_g_e_5gn_l|_ce_ T ! . 1 Storage Service !
< Connect | |
el H
i t ﬁ ! ! ,,,Rﬁétg‘,(}ﬁ(,cgll,#,,,_
1 1
: L . '
Instance 1 EFS File | AWS Backup | i 1 | AWS Backup : :
1
| System ! ! H ! | | |
- | S - | : |
A 1 = 1
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1 ! 1 1
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https://aws.amazon.com/cloudformation
https://aws.amazon.com/cdk
https://aws.amazon.com/cdk
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/AMIs.html
https://aws.amazon.com/codepipeline
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AWS H—E XA

J—U0—RF—RICF. EHRNICRTENDZNY IT Y TEBEELGBRENR/NY VT Y THEN
MRETT, NVITYTZETITRREICK ST, ERNARELEIRRASA Y MAREYET (RPO I
EDETHBIDLBENBNET ). NV ITIYTR. NV ITYTHERENLERKRICERT S
FEERMBITDIXUEN HVET, point-in-time JANVIZKDNY IT YT, UTOH—ERED
V—AZBUTRATEET,

» Amazon Elastic Block Store (Amazon EBS) A3+ Y 7’3 v ~

» Amazon DynamoDB /N\Y O 7 v/

« AmazonRDS A+ v 723 vk~

« Amazon AuroraDB A+ v 7> av k

« Amazon EFS )N\Y 07 v 7 (fEF & AWS Backup )

« Amazon Redshift AF v 7’23 v ~

» Amazon Neptune A3+ Y 7’3 v N

« Amazon DocumentDB

* Amazon FSx for Windows File Server, Amazon FSx for Lustre., Amazon FSx for NetApp
ONTAP., Amazon FSx for OpenZFS

Amazon Simple Storage Service (Amazon S3) Tl&, Amazon S3 VAR —>3a> L7 U —>3
~ (CRR)ZHALT, REENEATZIIONON—2aZ o JzRHELEN S, DRU—23 Y
OSINTYNIATD TN ERENICEFHHICIE—L, EARA> hE2BRTEXT, 7F—
BOWBENBELTVT—23 Itk F—2ONYIOTYTICHHNZREEE (EOCEVERD) &
WSRRAFBYETH., T—FZOHEBEXPEBEZOHHHE (FTEBTF—REREBE) BEDKEARY
N Xpoint-in-time/\Y 97 Y 7H S RETEBRVHEN BV ET, HENLTVIT—>3 2250\ T
l&. TAWS Services for Pilot Light; 29> 3> &SBLTSEEV,

AWS Backup &, A TOH—EREVY—ADAWS NY IT Y THEEZRE,. AT721—)., =

2V TIR1-H0—TNEEMERILET,

« Amazon Elastic Block Store (Amazon EBS) 7R!) 1 — /A

« AmazonEC2 1V AZ A

« Amazon Relational Database Service (Amazon RDS) 7#— & ~X— XA (Amazon Aurora 7— X X— XA
ZE8U)

« Amazon DynamoDB &¥—7'JL
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/EBSSnapshots.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/PointInTimeRecovery.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/CHAP_CommonTasks.BackupRestore.html
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/USER_CreateSnapshotCluster.html
https://docs.aws.amazon.com/efs/latest/ug/awsbackup.html
https://docs.aws.amazon.com/redshift/latest/mgmt/working-with-snapshots.html
https://docs.aws.amazon.com/neptune/latest/userguide/backup-restore-overview.html
https://docs.aws.amazon.com/documentdb/latest/developerguide/backup_restore.html
https://docs.aws.amazon.com/fsx/latest/WindowsGuide/using-backups.html
https://docs.aws.amazon.com/fsx/latest/LustreGuide/using-backups-fsx.html
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/using-backups.html
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/using-backups.html
https://docs.aws.amazon.com/fsx/latest/OpenZFSGuide/using-backups.html
https://aws.amazon.com/s3/features/replication/
https://aws.amazon.com/s3/features/replication/
https://aws.amazon.com/backup
https://aws.amazon.com/ebs/
https://aws.amazon.com/ec2/
https://aws.amazon.com/rds/
https://aws.amazon.com/rds/aurora/
https://aws.amazon.com/dynamodb/
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« Amazon Elastic File System (Amazon EFS) 7 7 4/ )L AT A
- AWS Storage Gateway 7R1J 1 — L

» Amazon FSx for Windows File Server. Amazon FSx for Lustre, Amazon FSx for NetApp
ONTAP, Amazon FSx for OpenZFS

AWS Backup &, FAHFRRUANI =23 kE V=23 EToNYIOT7Yy70IE—%
-U-ZR_ I\ L/-C\/\ig-o

Amazon S3 F—ZRDEMDOF A ARV ANVEEELT, S3A/ DI IVNON—2a3 "0 0%
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TOTORNHEIBREND E, Amazon S3 FEL 7T —RT/NT Y NZOKEIBRNY—H—%ZEML F
T, COF7O0—FE,. DRU—23a2VAHAOT—RZ2V—AU—J3IVHAOBEOHDHIKRD, SRE
LEI,

TF—RICMAT, 7—20—RZBEF7O40L. BELEIHRRE (RTO) ZE LI LHICHELRREL
AT ZARNTOFYENYIOTYTITBHMENHYET. AWS CloudFormationld. Infrastructure
as Code (1aC) Z#=#EL., 7—J0—RAODIXNTO AWS UY—REEZL T, E8O AWS 7H
OURNEAWS V=23 VICBECT IO/ BLCBTFTOATEDLDICLET, 7—270—R
THERAE NS Amazon EC2 1 VAR A% Amazon N A X—2 (AMIs&E LTNY O T v I T&
F9, AMIE, 1 2ARVADI—RRVI—LE, A VARVAILTRY FENETOMD EBS
RVI—LDAFTY T3V RNDSERENET, COAMI ZFEAL T, EC2A VAR ADER
ENEN—2arERETEES, AMIEFE, V=23 RELFEDV—23a 0 BETIE—TEET,
F/lk., AWS Backup ZFEAL T, ATV MNESLITDO AWS V=23V NV OT Y 7%
E—92_&E8TEET, VOARTAHIRNYITY THEERE, A1 VHAX—ODEBXTHIN

NREESUCHLEZEANRVNDPSOREBICRIEET, AWS Backup T, &, AVAZAO@E%
D EBSARUI—AICMAT, EC2NYOTY7TRAOHKEZEML, 1AV ARAT, BEEH
ERETZAR—=RNITIOR(VPC), EFX1VF«4JIL—7, IAMO—=), EZRUIHE. &
TEDAXAZFT—A AWS Backup ERFHRTEHLET, £EL, COEBMXXTF—XIE, EC2
NYOTY7%ZERU AWS V=23V IlEBERTRBRICOKMEAENET,

NYOTFTYTELTTFAHRARIVAND =23V ICREENTVERTF—RIE, 74 F—/N—
BICETITIVLENHYET, ([FETHEE AWS Backup ZIHLFITH, BE., Ay a1—)leh
FERFLEEHETEKEMICLTVEEA. AWSSDK Z#EAL T APIs ZFUFH T Z & T, DR
)= aoANOHBETERETEET AWS Backup, ChIEFEHMICEYREhDTaTEeLlL
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https://aws.amazon.com/efs/
https://aws.amazon.com/storagegateway/
https://docs.aws.amazon.com/fsx/latest/WindowsGuide/using-backups.html
https://docs.aws.amazon.com/fsx/latest/LustreGuide/using-backups-fsx.html
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/using-backups.html
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/using-backups.html
https://docs.aws.amazon.com/fsx/latest/OpenZFSGuide/aws-backup-and-fsx.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/Versioning.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/delete-marker-replication.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/delete-marker-replication.html
https://aws.amazon.com/cloudformation
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/CopyingAMIs.html
https://aws.amazon.com/backup
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
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L—2ar ARATERLN D LEBETE, REONY OTYTHSERTRET—RXARNTHIERE
nEX9,

Performs backup and restore

of valumes
‘i: ;7’ [

AWS Backup

Amazon Elastic Block
Store (EBS)

N

Request to test restore from a

backu
Sends notifications about job P

status
Performs cleanup

N

%
Invokes Lambda for testing

restore and cleanup

Amazon Simple AWS Lambda
Notification Service

)

Users notified about status

changes

AWS General
User
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(® Note
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https://aws.amazon.com/sns/
https://aws.amazon.com/lambda/
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ETANL—232I2DOVWTE, AWS Well-Architected Lab: Testing Backup and Restore of
Data 22 L T<E&E V),
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AWS Cloud
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1 : 1 1 [ ! : 1 1 [}
1 1
1 1
f——]

1

1

1
-

1

1

1

1
No instances running

:A Pri Aurora i Shared cluster : _:Tmla Aurora ! H A Renll pofieg !
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Asynchronous Cross-Region Replication
(Aurora Global Database)
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https://wellarchitectedlabs.com/reliability/200_labs/200_testing_backup_and_restore_of_data/
https://wellarchitectedlabs.com/reliability/200_labs/200_testing_backup_and_restore_of_data/
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AWS —E A

Backup and Restore 29> 3> THBEETNTLS AWS OB —E R %&£ A L Tpoint-in-time/\Y 2
TY7TREHTDEICMAT, NMOY R4 MEBTRADH—EAERELTSEEV,
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V. kEABMF—RLTIT—3a ERBLET,

« Amazon Simple Storage Service (Amazon S3) L 7’U —> 3>

« AmazonRDS U—RLZ7UA

« Amazon Aurora JO—N)LTF—8ZXK—X

« Amazon DynamoDB Y A—N)ILT7—7 )L

« Amazon DocumentDB JO—/N)L O T AR —

« Amazon ElastiCache ® ' O0—/N)L7—2X A N7 (Redis OSS)
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BoL7Us—2a ik, S3 A7 T K® S3 Replication Time Control (S3 RTC) X> Amazon
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https://aws.amazon.com/s3/features/replication/
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_ReadRepl.html#USER_ReadRepl.XRgn.Cnsdr
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/aurora-global-database.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/GlobalTables.html
https://docs.aws.amazon.com/documentdb/latest/developerguide/global-clusters.html
https://docs.aws.amazon.com/AmazonElastiCache/latest/dg/Redis-Global-Datastore.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/replication-time-control.html
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/aurora-global-database-managing.html
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https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/aurora-global-database-managing.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_ReadRepl.html#USER_ReadRepl.Promote
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_ReadRepl.html#USER_ReadRepl.Promote
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/aurora-global-database.html
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/aurora-global-database.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/pseudo-parameter-reference.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/conditions-section-structure.html
https://docs.aws.amazon.com/imagebuilder/latest/userguide/what-is-image-builder.html
https://aws.amazon.com/ec2/autoscaling
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https://aws.amazon.com/route53
https://aws.amazon.com/route53/application-recovery-controller/
https://aws.amazon.com/global-accelerator/
https://docs.aws.amazon.com/global-accelerator/latest/dg/about-endpoint-groups-health-check-options.html
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https://aws.amazon.com/cloudfront/
https://aws.amazon.com/disaster-recovery/
https://aws.amazon.com/vpc/
https://aws.amazon.com/vpc/
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https://docs.aws.amazon.com/general/latest/gr/aws_service_limits.html
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https://docs.aws.amazon.com/global-accelerator/latest/dg/about-endpoint-groups-traffic-dial.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/routing-policy.html
https://docs.aws.amazon.com/global-accelerator/latest/dg/introduction-ip-ranges.html
https://docs.aws.amazon.com/global-accelerator/latest/dg/introduction-ip-ranges.html
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https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/aurora-global-database.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/globaltables.V2.html
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