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Event record info

"eventVersion": "1.08",
"userIdentity": {
"type": "AWSService",
“invokedBy": "AWS Internal"
b
"eventTime": "2020-12-21T18:00:452",
‘eventSource”: "kms.amazonaws.com”,
"eventName": "Decrypt”,
"awsRegion": "us-east-1",
"sourcelPAddress”: "AWS Internal”,
“userAgent”: "AWS Internal”,
"requestParameters”;: {

"encryptionContext®: {

Copy

"aws:elasticfilesystem:filesystem:id": "fs-d7743722"

e
"encryptionAlgorithm": "SYMMETRIC DEFAULT"
b

“"responseElements": null,

"requestID": "eS522cb61-72£1-45f4-9elc-4déddcaclads”,

"eventID": "lc2ebec27-3b67-4902-be53-3eBaBd9%5albl”,
“readOnly®: true,
"resources”: [
{
"accountId": "123456789012°,

"type": "AWS::EMS:

123456789012

"eventType"”: "AwsApiCall",
“managementEvent®: true,
"eventCategory”: "Management”,

"recipientAccountId":

tkey/7£9500cb-d28f-454f-9cbb-1laalBf252bof"

“sharedEventID": "8b366c91l-lda8-42e5-8a37-393f3e5£9£0b"

KMS Decrypt @ CloudTrail 0%
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Create file system X

Create an EFS file system with service recommended settings. Learn mare [4

MName - optional
Name your file system.
| MyFg]

Name must not be longer than 256 characters, and must only contain letters, numbers, and thes
characters o

Virtual Private Cloud (VPC)

Choose the VPC where you want EC2 instances to connect to your file system. Learn more [

vpc-24b47dSe
default

v

EFS 77 AL AT LDERK
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ALETT7TANSATLZERTDICR, [NAZIAX] ZBRLET,
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File system settings

General

Name - aptional
Mame your file system.

MyFS
Mame must not be longer than 256 characters, and must anly contain letters, numbers, and these characters: + -= . _:f
Automatic backups
Automatically backup your file system data with AWS Backup using recommended settings. Additional pricing applies. Learn more Z
Enable automatic backups
Lifecycle management
Automatically save money as access patterns change by moving files into the EFS Infrequent Access storage class. Learn more E

30 days since last access v

Performance mode
Set your file system’s performance mode based on I0PS required. Learn more [}

© General Purpose Max 1/0
Ideal for latency-sensitive use cases, like web serving Scale to higher levels of aggregate throughput and operations
environments and content management systems per second

Throughput mode
Set how your file system's throughput limits are determined. Learn more [4}

Bursting © Provisioned
Throughput scales with file system size Throughput fixed at specified amount
Provisioned Throughput (MiB/s) Maximum Read Throughput (MiB/s)
80 240

Valid range is 1-1024 MiB/s
Throughput bill can be up to $480.00/month.

Encryption
Choose to enable encryption of your file system's data at rest. Uses the AWS KMS service key (aws/elasticfilesystem) by default. Learn more [4

Enable encryption of data at rest

¥ Customize encryption settings

KMS key
Choose or input a KMS key 1D or ARN Lo use instead of the AWS KMS service key. Learn more [4
Q, Create an AWS KMS

key [4
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Amazon EFS File systems Create

Step 1 Network access

File system settings

Step 2 Network
Metwork access

Wirtual Private Cloud (VPC)
Step 3 - optional Choose the VPC where you want EC2 instances to connect to your file system. Learn more [A

vpc-24bd7dse

detault

Mount targets
A mount target provides an NFSvd endpoint at which you can mount an Amazon EFS file system. We recommend creating one mount target per
Availability Zone. Learn more [4]

Availability zone Subnet ID IP address Security groups

us-east-1a v subnet-751... ¥ v Remove
59~ K
10043953
default

us-east-1b v subnet-16fd... v v Remove
59- X
10043953
default

us-east-Tc v subnet-43b... ¥ v Remove
5g- X
10043953
default

us-east-1d v subnet-57e... ¥ v Remove
59~ X
1004395a
default

us-east-le v subnet-907... ¥ v Remove
59- X
1004395a
default

us-east-1f v subnet-6efQ... v v Remove
54~ X
10043953
default

¥ou can only create one maount target per Availahility fone

Cancel Previous m

EFS 77 AW AT LDER: XY NT—OT V1A

1. [Virtual Private Cloud (VPC)] T, EC2 A VARV AETTANS AT AZERTBRET A
R—KNOZIORZBIRLET, FMIE. AmazonEFS I—H—HA RO T IJ 7 AN ATLZRY
NDO—ODOTO0REIE)TANDERE, BSBLTLKEETL,

s [PRATGEVT A=V —=2]-F7F)IKRTRE, AWS DU =230 TRATEDV T4 —V—
JIERIDURNE=TY RFBREENET BEOTRATZEVTA—V =RV ME—
TYRNEERLEVEER. HIBRIZIVYILTEOTRATZEDT4A—U—=2OX TN

AWS YR XAV RNOAVY =L Z2EALERSILT 7 ALY AT LADERK 12


https://docs.aws.amazon.com/efs/latest/ug/manage-fs-access.html
https://docs.aws.amazon.com/efs/latest/ug/manage-fs-access.html
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Z2—TY NEHIRLET . 77ANZATLANDOT I ELADFEN HBDINTOTRATED
TA—V—=2VIIRIVRE—=TY R EERLTLKEEV, ERLTEIANIRELER A,

c [H7RYRNID-FPRATEVT A=V - THEAAEZYTRY A SERLET, T7 4
LhOHTZRY NEHSHPUDBRENATVET, RARNTTIT1RELT, BRUEYT
FYREEFIVTABHIESVINT VY IFLERETTAR—RILTLKEZL,

« IP7RLA]I-F7#IBNTE, AmazonEFS IC& 2T, Y7 XY NADOERATRER IP 7 RL
ANSHEBTERENET, £LEF, Y7TXYNAOEBED IPTPRLAZANTDZENTE
T, NIV E=TYNE, REIBDIP7RLAKF1DOTIHN, iRENF DY), TRAKOS
WRY RD—DDUY—ATT,

c [EF2VFATN—T1-RORNE=FYNIC12BLOEFIVFT14TIN—TRIEETE
F9. RARNTSU9T4RELT, EF1VFTATIN—TFEFSYT MDOEM (NFS R— K~
2049) IO AKAFERAETND&LSIC, EFANTYRIL—IEE, f£0) VPCCIDR 7Ov V&E A
SER—N 2049 DA ZHFT TSN, EFSICT IV EARATHIHEN BB IVY—ANDY—RELT
X IVFATIN—TE#FEATHEIDICLTLEEV, FllE. Amazon EFS 1—H¥—H4( R
D "Amazon EC2 A VARV AEXN I REZ=TY KNOEF21)VTA4TJIN—T0OFH) 2SR
LT EEL,

otF1 )TN —T7%2EBMTS, ELLBEEFIVFTATIN—T%2ZETHICIE.

[EF21VT14TIN—T0&ER] 2 AT, VANDYSHMOEFIUTATI—T2EMLE
To 72N RNOEFIVFTATIN—T2FEALEVEESE., HIBRLTATVEE A, FFil
l&. Amazon EFS 1—H—HA R®O "X 1 UFT 1 JIL—T0EK Z25RBLTEEL,

2. [ROVRE=Ty hZEMZVVYIOLT, IVDVRNE=TY NFBVWTRAZEDT 14—
V=X IVRE=TY RNEERLET, BFRATEVTA—V—=VIIXIDUREZ=TY K
FRENTVWRHERR. COREZVEERATEEREA,

B RN ZOVY OLTHEATLET, [77ANZATLRID = R=IHFRRENET,

ATYT 3T TFANI AT LRI — DK

COATYT TR, 7Z7ANATLNDONFS VSA T RNOT O AZHBITD2 T 74N AT
LR —ZEBRLUET EFSOTT7AIINDATLARID—FE, 774N ATLANDNFS U5
AToNOT O A EGHITBDEHICERATD IAMUY—RARIS—TF, E40lk. Amazon EFS
A—H—HARD "IAM ZFEHAL 7= Amazon EFS ADO NFS 7O AN A RO—)L, #BBLT
<EELV,

AWS XZRI XY NIAVY—)ILNZEFERAUEBSLT 7 AL AT LADERK 13


https://docs.aws.amazon.com/efs/latest/ug/network-access.html
https://docs.aws.amazon.com/efs/latest/ug/accessing-fs-create-security-groups.html
https://docs.aws.amazon.com/efs/latest/ug/iam-access-control-nfs-efs.html
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File system policy - optional

Palicy options Policy editor {JSON} Clear

EFS 77ANATLDER: 77 AN AT LR) S —

1.

[RUS—FT2 32T, BAATRSBENEREARIS—FT2 a2V 2U0THSERTSZ L
ZHEOHLET,

c [FTALRTIL—RTF I ERERLT D]
° [5_7 71')[/ I\_C":ul.a%ﬂy”ﬁﬁﬁ 7‘|Z7\E§§$|J3'%>]
C [FRTOISATY MNCEEBOSE(L BT 3]

.BMOTUEAHFAEAES] ZFRALT, BIO AWS 7FHI RNEZELEMND IAM 7V N)L

7 7ANSATLADT VEAERZENELERT, (BN 207UV ILT, TORA#ERZRE
TRITATADTIINILARN ZAAL, [FOERAFAIZVUYILTHELET,

. BAREBRADRIS—OAAEZIA X, BEHFICEI<SHBRIVZ—OERICE. [RUZ—T

TAREFEALET, BREIREZFHFORI—OLWThAZERTSE, JSON G)TU/ EE
ARV —IF4 R ICRRENET,

RN "D Y OLTHRATLER T, [HRL TERT B R—IFRRENET,

ATV 7 4, EEWUL/T{FEE?%

COARTYT TR, 774N ATLDOREZHERAL., YECKHSUTEEZMAT, 774 AT
LZERLET,

AWS YR AVRAVY =) EZERLEBSK 77 AL AT LAOER 14
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Review and create

Step 1: File system settings Edit

File system

| N s Value Is editable?
Narme MyFs
Review and create Performance mode General Purpose

Throughput mode Provisi s
Encrypted Yos
KMS Key 1D - No
Lifecycle policy AFTER_30_DAYS
Automatic backups Yes Yes
WPC 1D wp-24b47d5e ies
Tags
Tag key v Tag value
EFS-Budget-tag 09
Step 2: Metwork access Edit
Mount targets
Availability zone Subnet IP address Security groups
us-east-1a subnet-751¢533F - 50-1004395a
us-gast-1h subnet-16Fd454a 5g-1004385a
Step 3: File system policy Edit
¥ File system policy
1= [
2
3
4~
e
&
8-
9
1@
13
14
16
18 -
28
1
72-
23~
24
25
26
27
78 1
2 }
Cancel

EFS 77 4 LY AT LOHR : BREL THERT 3

1L TNTNOT 7 ANV ATLBEI N —7E2RBLET. [RE| 20U YITHE, TATAOD
IN—TEBEMABCENTERT,

2. BB BV VY LTI P ALY RATLEERL, [77 ALY AT LIR—SERVET,

BTTANYATAIR=VIZ, 77 ALY AT LETOBREOHBIRDES CRRE hET,

AWS YR XAV RNOAVY =L Z2EALERSILT 7 ALY AT LADERK 15
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MyFS (fs-6ef8b3ed)

General
Perfarmance mode
General Purpose

Throughput mode
Provisioned (60 MiB/s)

Lifecycle policy
AFTER_30_DAYS

Automatic backups
(@ Enabled

Encrypted
16cddf9a-2e02-42df-ad44-9b2328602f45 (aws/elasticfilesystem)

File system state
() Available

Metered size Monitoring Tags File system policy

Metered size
Total size
6 KiB

Size in EFS Standard
6 KiB (100%)

Size in EFS Infrequent Access (lA)
0 Bytes (0%)

B Size in EFS Standard
m Size in EFS A

774N AT A

AWSCLI ZEHLERBSIL7 74N AT LDERK

AWSCLI ZFEAL TSIt 7 7ML ATLZERTREE, EMONTX—2ZFERAL THESL
AT—BAENARN—EHED CMK 2R ETEE T, AWSCLI 0BHF/N—2araFEALTVS
CEEBRLUTLKEEV, AWSCLIOT7 Y7 JL—REZEICOVWTIE, AWSIX >V RSA 14>
B—TIAAI—YH—HA RO TAWSCLI DA VA=), . TVAVARN=)L) #83BLT

<EZEW,

CreateFileSystem MAARL —> 3> Tk, --encrypted NTX—REFET—I)LET, BHLT 7
AN ATLDERICHBETT, --kms-key-id &, DAXY—BEEO CMK 2FHAL, ¥—nI
AIVTAEIZEARN 220D BEICODHMBETT, AWS EED CMK ZFEALTVWRIFEREF., O

NTA—=BZEHBVWTEEL,

$ aws efs create-file-system \

AWS CLI ZERAL BB T 7 AL AT LADER


https://docs.aws.amazon.com/cli/latest/userguide/installing.html
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--creation-token $(uuidgen) \
--performance-mode generalPurpose \
--encrypted \

--kms-key-id user/customer-managedCMKalias

AWS YZI XNV =)L, AWS CLI, AWS SDK, F7Il* AmazonEFSAPI ZEAL T
Amazon EFS 77 AW AT LA%ZER T B HEDOFHMIEE. Amazon EFS 1—H—7H A4 R® "Amazon
Elastic File System &1 ZZRB LTS EE L\,

REPOTF—2OESLZEEF TS

BEFINOLATU—EARL—T"Y NCEADFEIRZIPERETT, BESLEESLEE, 1—H—
BROTTVTr—232, H—ERAICHLTEBHNTT, INTOTF—REXRT—RF, BEKD
KHVYIZ Amazon EFS ICK 2T, FA1ARAVICEZIATFNDHIICESILEh, 954T7 > MDSE
BMonacESILENhET, BSILT 7ML ATALILT O RARATRDEHIC. 9F4TNY—=)
RT7VT—>3, ELKREY—ERZZETHHERFHYEE A,

HABTE, BEODEICAEHTS., FLEREIBEOTIVT—2a320%D7—o0—R, REICHETS
ITRTDTF—REBSILITIHENEUDHEEN HYET, AmazonEFS 77 A AT LY —
ACX L T, AWS Identity and Access Management (IAM) ID X—AR) > —#FEHL TRES D
T—EOESLEBRETERT. IAIMEZHF—2FATZE. BEILENRTVWEWEFS 771>
ATLNF I —ICR > THERETIhDDZEILETEET,

EEARF, BSIENLEEFS 77 AN AT LADKDERE 1I——ICHRNIZHFT TS IAM R
> —Tl&. Effect (IR). Action (72> 32), Condition () Z XD LS ICHAEDLETHERHLE
ER

« Effect &. Allow T9,
« Action &, elasticfilesystem:CreateFileSystem T3,
« Condition elasticfilesystem:Encrypted l&. true T3,

ROBIE, BETFAIINATLOHERKTZEZTIINILICEHFAT TS IAM ID X—AR
) —ZRLTVET,

{
“Version”: “2012-10-17",
“Statement”: [

{

REFOT—RXOBESLZEE TS 17


https://docs.aws.amazon.com/efs/latest/ug/whatisefs.html
https://docs.aws.amazon.com/efs/latest/ug/whatisefs.html
https://aws.amazon.com/iam
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_identity-vs-resource.html
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“Sid”: “VisualEditior@”,
“Effect”: “Allow”,

“Action”: “elasticfilesystem:CreateFileSystem”,
“Condition”: {
“Bool”: {
“elasticfilesystem:Encrypted”: “true”
}
.
“Resource”: “*”

}

Resource BMN * ILERESNTVRHEE., ERENDITXTOHEFS UY—AIZ IAM R > —
NERENZCEREERLET, T—E20EHFAYVEBZBEFSUY—AOHYTEY NZOH& IAM R
D—EBETRLEDIC, FTICEIKEKBENERBHZEBMTHENTEET,

T, BBAOIXNTOAWS PHIVMNKLEEFOUICKRLTH—ERD MNO—=IRUS—%fF
BA9%C&T. BS{tE iz Amazon EFS 7 7 4 )L AT a% AWS Organizations L X)L THERK
ITHLOHEETDEETEET T, AWS Organizations DH—E A2 NO—JLARD > —D
(&. AWS Organizations 1—H'—H4 RO "H—ERATD RO—JIRV—, ZZRLTLEEL,

FTXNTDEFS 77 AN AT LOES{LEZEERTS IAMRD > —
DYERK

a2V —=J)L. AWSCLI, ¥FAPI ZEAL T, BS{LE hiz Amazon EFS 7 7 4)L/7\TA<D¢7$
FERTZCEEI—HY—ICHATEIAMIDR—ARI S —%ERTEET, XOFIETI,
OV —)LZzZEALTIORS BRI —ZEKL, TORV—ZTHONADOL— "T—L_ﬁﬁﬁ
TRHEZEHALET,

BILENTEEFS 77 AN AT LZBRENTD IAM KRS —Z2ERT B ICIE
AWS XRIX RAVY=IICH L2420, IAMOV Y —)LZRAEET,
TESF—23VRAVO[TIEAEE] T, [RUZ—120UYILET,
[RUS—DER]Z7VYILT, [RU—DER]R—JERRLET,
[EZATILIFAR] 2T T, ROBEBREADLET,

i

« [H—ERA] T, [EFS] ZERLET,

« [70232] T, BET7 1 —J)LRIZ create ZA L. [CreateFileSystem] 20 )Y UL &
Yo

IRXTOEFS 77 AN AT LADESILZERT S IAM R > —DER 18


https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html#orgs_manage_policies_scp
https://console.aws.amazon.com/iam/
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c [VDOTARNEH T RHOEM U OZRIUYOL, [FHEF—1E
elasticfilesystem:Encrypted . [E&E ¥l Bool . [fE] & true THREL XY,

5. RUZ—0 [BEl] & [HBA] ZEADLET, [Encrypted] VIV TAREHEEZED, KU —HT
) —ZHRELET,

6. [RUZ—OEKR]ZIIVYILTRIS—ZRFLET,

TFADYRNAOI—H—ICRI—Z2BRATHICE

1. IAMO2Y=)IO[TOEAEE]| T, [AI-—H—-]1Z20VYILET,
RID—Z@EATHI1——Z2BRLET,

[T OEAEROEM 27Uy VLT [TV EAEREZEN R—DZRRLEXT,
[BEFEORVS —Z2EETE2Y T Z2BRLET,

BIOFIETHERLEEFSRUS —DBBZAILET,

RV —ZBIRUTEBEALET, KIC[JJISON] ZTV VY ILTRUS—ORBRERERELET,
KD ISON RIS —DESICRRENET,

o g A~ W b

“Version”: “2012-10-17",
“Statement”: [
{
“Sid”: “VisualEditior@”,
“Effect”: “Allow”,
“Action”: “elasticfilesystem:CreateFileSystem”,
“Condition”: {
“Bool”: {
“elasticfilesystem:Encrypted”: “true”
}
.

“Resource”: “*”

EEtENTVWEVWT 7ML ATLORKRE

MBIZEL>2TR, BE{LENTLVAEW AmazonEFS UY —ANEBEN BERZEN HVYET, AWS
Config N Z—I RIL—IZE>2T, BELENTVWEVTI 7ML ATALAZKRETEERT, AWS

BES{tENTWEWT 7AINATLOKRE 19
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Config IClE, AWS BB DI —IILFABETNTVET, ChIFERBFHADHAZNAATEERIL—I
T. AWS DY —=AN —BBBRARNTZ9T 1 AICERL TWVWBRAESHZFEL. IL—ILiERD
1)) —ZIZ NON_COMPLIANT ® 754 %44+ % =8 (= AWS Config I & > TERAEhET,

AWS B O Config )L—JL efs-encrypted-check Zf A L T, Amazon Elastic File System
(Amazon EFS) A" AWS Key Management Service (AWS KMS) 2> TT7 7 A/ I F— R &St T
BDEROICHRETNTVRINESHERAETEELT., AWSEEBOIL—IOREET VT 1 7{LOFH
l&. TAWS Config VEZ—2J RIL—IILOFEAL 2ZRLTEEV,

BES{tENTWEWT 7AINATLOKRE 20


https://docs.aws.amazon.com/config/latest/developerguide/managing-aws-managed-rules.html
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HERBOT—2 DS

K FURE D AES-256 B 5L HF R Z £ > f=Transport Layer Security 1.2 (TLS) ZFEAL TIXTO
NFS RS 74 Y IONEEFRICEBILENDESIC, 77MIINATLAENTINTEET, TLS
k. XY RD—=TLTRYVERYENDERD %ﬂﬁkﬁﬁﬁéhé ¥REEOESH7ORIL—RX
T9o AES-256 I&. TLS TOTF—XRIEFBICHERAEND 256 EY NOES{EAFXTT, AWS TlE,
TPANDATLILTIOERATEINTDITATRNT, BEFOESLERETIEZHREL
TVWET,

IAMRD S —ZFERALT, NFSOZA4 T2 DS Amazon EFS ADT V2 AICHL TEEF O
SILERFNTEERT, VFAT RN T7PANDATALICER TS EAmazonEFS &, 77 1)L
SATLADIAM VY —=RARVS— (T PAIND AT LRI —) £ID R—AD IAM 7R 1J > —%& 514
L. I5ET20ICBYBTTFANATALAT IO CAERERELET, 774N ATLUY—A
R1) 2 —7T aws:SecureTransport &#F—&FEHA TS &, EFS 77 ML AT LANDELHFE
IZ. NFSUZA TN TLS OERZBETEET,

(® Note

IAMBRSEZERALULTNFS 954 TF7 > MNCKkDT7OoAZINO—I)LT5ICIF, EFSNY
AL N—EFERALTAMazonEFS 77 A I AT LEXR I NTBDHBEN HYET, 5
#lE. Amazon EFS 1—H—HA R® TIAMFREEICELBD YT b, ZBRBRLTLSEETL,

RDEFS 77ANATALARID—OHITIE, BEEFORBEANBHEENTEY ., XOKDBHEHH
AHVYET,

« effect (&, allow T9,

s TUINILE, TIXNTOIAMITATA12R/RETD * CHREETNTVET,

« 72> 3a>& ClientMount, ClientWrite, ClientRootAccess ICERESNTVET,

- ERZNETD%RMHE SecureTransport ICEREENTVET, TLSZFERALTI 7ML AT
LIZEBEHRTBANFS VAT RNEGN, TUOEAEZREENET,

“Version”: “2012-10-17",
“Id”: “ExamplePolicy@1”,
“Statement”: [

{

21


https://docs.aws.amazon.com/efs/latest/ug/mounting-fs-mount-helper.html#mounting-IAM-option
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“Sid”: “VisualEditior@”,

“Effect”: “Allow”,

“Principal”: {

“AWS” . “x7,

},

“Action”: [
“elasticfilesystem:ClientRootAccess”,
“elasticfilesystem:ClientMount”,
“elasticfilesystem:ClientWrite”

1,
“Condition”: {
“Bool”: {
“aws:SecureTransport”: “true”
}
}

T7ANDATLRI D —F, Amazon EFS OV —J)LE/IE AWSCLI Z2FAL TERTE X
ED

EFS OV —)ZERALTI7TALNIATLRIS —2ERT D ICE:

1. Amazon EFS OV —)lZRA&E X9,

2. [Z77ANATALl ZBIRLET,

3. [F7ANDATALIR=DT, 774N ATALARIS —RERFTERITBETDI 7 7ML AT
LAZBIRULET, 774N ATLOFMR—HFRRENET,

4. [F7T7ANDATLRID =], RE]DIEICOVYOULET, [F77AINATLARI —]R—
IHRRENET,

22


https://console.aws.amazon.com/efs
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File system policy

Policy options Policy editor {JSON}

1-4
P : z "Version": "2012-10-17",
Selact one oF Inoze of fhiask camimon policy cptioRs, ot 3 "1d": "efs-policy-wizard-0c7665fa-5293-4f5¢-97eb-2e42299b4597" ,
create a custom policy using the editor. Learn more [ 4- “Statement”: [
5+ {
Prevent root access by default* [3 "Sid": "efs-statement-78c@57ae-6438-4a40-992e-2e96efe3307F",
Enforce read-only access by default* 7 JEffect”: "Allow”,
8- Principal™: {
Prevent anonymaous access 9 "ANS": T
1@ },
Enforce in-transit encryption for all clients 11~ "Action": [
* |dentity-based policies can override these default permissions. 1; ] "elasticfilesystem:ClientMount”
14~ "Condition™: {
» Grant additional permissions 15~ "Bool": { . B
16 elasticfilesystem:AccessedViaMountTarget”: "true
17 }
18 }
19 h
20~
21 "Sid": "efs-statement-4c8a90fd-61@e-4c4f-925d-e9bd1513efed"”,
22 "Effect”: "Deny",
23~ "Principal™: {
24 UANS": T
23 1,
26 "Action"; "*",
27 - "Condition": {
28 ~ "Bool": {
29 "aws:SecureTransport”: "false”
38 ¥
cal }
32 }
33 ]
34 }
Manual changes will prevent the use of the policy options en the left until the editor is cleared.

77 ALY AT LRI S — DR
5. [RUS—A72 3V T, ROEATEEBREIRY S —F 723V EBRT B EEHE
HLET,
c [F7ALRTIL—RF I RAEELET D]
c [F7ANNTHEABYEAT VL AERHT B
C [FRTOITATY NCERBORE{LERHT D]

ERRERAKORIS—EBIRTDE, RUS—DISON AT TV RN [RUS—ITF 1 X]
NZIICRRENET,

6. [BIMOTIOEAHAZ24E5 2EAL T, O AWS 7HD REECEMD IAM 77U\
7 7ANATFLOT O EAEREZNELE T, (BN EZIVUYILT, TIORARERZNE
ITBDITATADTINILARN ZADL, [PUVEAFA| 20Uy UL THELET,

23
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7. BHIREBHRDRIS—OHAAZIAX®, BEHCES<SHBARIS—OERICE, [RU>—
IF14 R ZFEALET, ITF122FEATHE, BRIKEBZRAORIS—OFT7S a2 HFER
TEBLKBYWET, RUS—OEEZRICRTICKEK, (BEXE1Z2VVYILET,

IFA4820ITTdE, BRAIREBRRDRI—HNKEBRTEDLSICAYET,
8. RUL—DRERIZBFERNTTLES, RF|ZT7JVYILET,

TJ77ANATLAOFMR—DHFRE, [T77AILNATLARID IR —HARRENE
ER

AWS CloudFormation ¥ AWS SDK, Amazon EFS API #EEFERAL T7O9 LTI 74
WO ATLARISD —BERTEIEETEERT, 774N AT LRI —OERD M
&. Amazon EFS 1—H—HA RD "7 7 AN AT LR) > —0ERK, 25RBLTLKEE
(AN

HREFOTF—ZOESLDRE

BEPOT—ZOESILERETRICE. FITATURNIEFSNY I MMILN—ZHI>O—R
TRELEERBBOLET, EFSNIYMIN—E, BEEFOT—XOESLOREZLE, EFSD
ERZHRILITDEOICAWS ARETZA—TVY—-ADI—TAUVTATF, XV hAILN—
ETF7#)NTEFSHEIY VD NAT a2 EZERALET,

EFS YUY MAJLN—E, UTO Linux T4 ARNJELI—-23 2 THR—RENTVET,

« Amazon Linux 2017.09 LAB&

« Amazon Linux 2 L&

- Debian 9 LAF&

Fedora 28 LAR&

Red Hat Enterprise Linux / CentOS 7 LA
Ubuntu 16.04 LAR&

BEFOTF—2OBELERET S ICIE:
1. EFSYIOMNIN—ZAARN—=ILET,
« Amazon Linux &k, FTEOIN REFHALET,

EXFOF—2OBES{LORE 24


https://docs.aws.amazon.com/efs/latest/ug/create-file-system-policy.html
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sudo yum install -y amazon-efs-utils

« ZTOMD Linux T4 ARIELI—>320FER, GitHub #5XTDO—RLTA2AR=)
LET,

amazon-efs-utils /NY T —2 &, IKEEREN S NFS V54 72 N (nfs-utils), XY KDO—21)
L — (stunnel), OpenSSL, Python Z BEIIICA > ARM—ILLET,

2. 77ANATLAZI DV MLET,

sudo mount -t efs -o tls file-system-id
efs-mount-point

« mount -t efs TEFSNJUY MAIIN—ZBHTHLET,

« EFSYVYMIN—ZFERLTIRVVNTBDER, 774N ATLDDNS BEXREENT
PRE=TYRNDIPTRLAGDEAZYR—REATVEEA, RKDYICT TSI ATAID
ZHEALTLKEZL,

« EFSNTYMIN—E, AWS FHERIBZIN IV NAT2 a2 #F 74 )NTHEALET, 7
7HZILVRNDIITIVNATS I3V B#F—N—F A RIBDERFEBRENTEAN, BEILELOT
FBA—N—ZA4 REAETREICHIETEET, NI RNAT2 3V EF—-N—F1 RT 35
Bl HEHNICTANLT, ZBEICKWITALZATLOT IRAENT #—IVAICEL
PHEELETDLEZHEBHLET,

« ROKRIZ, EFSY IV MAIN—NERATEZT7ALNOIVNATS 32 Z2RLET,

F7ay Bk

nfsvers=4.1 NFS 7’01
IIO)N—>3 >

rsize=1048576 XY RND—D%FH
HELV) U S TR
NZ &2 NFS
DZAT RN
SETEBF—

BEPOT—XOESLORE 25
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F7ar

wsize=1048576

hard

timeo=600

S

2DHEKR/INA b
HTY,

XY RND—UF
ERAXKVIIA
NZ &I NFS
DZAT NN
EETEDT—
ZOHRKRNA K
BeBmELE
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D7A4AT > NIC
BRLETD,

c DATLDBEBRBICTZAINATLZAHINICBIYIRNTSICIE. XDO1T%E /etc/
fstab ICEMULET,

file-system-id efs-mount-point efs _netdev, tls, iam @ 0

BRIEFOT—XDOESLOER

BEROTF—ZOBESILEERTDIHARID —FLERIRERIS —ORNREL>TVWDEBTE.
TJ77ANSATLALT IV ERATRINTDIZA T NTCEHEEFOT—ROES{LEERATRILZE
BBOLERT, BELEESILEBERLANILTEREN, EF1VT1OLAT—AESICEMNEH
£9,

EFSYVY MNIN—ZFEALTTI7PAIINATLEIDNTDE, VT4 T ~& Amazon
EFSE® TLS 1.2 RO RINBREESNTHFT NI LD, IXTONFS NT T4V ION DS
FENERNRIWVCIL—FT 1 T0EnET, BT TLS B#BEORILICEAES NBIHE
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FEhTVWET, £, EFS YUY MAIJL/N—IF watchdog Z7OERAZERL T, 7 7ML A
TLAANDINTOEFITRRNRIILEEZRZVVIL, RITHTHD L EZRALET,

EFS YU "AJI/N—%EHL T Amazon EFS \DOES{tE NG E2EIL L&, To/o
A—H—ANRPEERFTFETT, BEE., 774N ATALALTIORATDI—H—EHEXTTD
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EFSNYJY MMIN—ZFERALUTEFS 77 ML AT ANDOBES{LE N EERNEEICI TS
NTHRIUEhDE, 774N ATALANNI MEn, localhost (127.0.0.1) ZxY KD —UHfke
LTEALTES{tENEN RIS N ZZE mount AN ROHHICRENET, XD
HABESRL T EE L,

127.0.0.1:/ on efs-mount-point type nfs4

(rw,relatime,vers=4.1,rsize=1048576,wsize=1048576,namlen=255, hard, proto=tcp, port=20059, timeo=¢€

efs-mount-point Z EFS 77 A AT ALY Y 7F 321k, /var/log/amazon/efs IC&H S
mountlog 77 1)L ZBEL T, RBEICKIILEY DV MNEEZRDFET, chldk, ROBEK
grep AN RZFE>TRDO2FSIET,

grep -E "Successfully
mounted.*efs-mount-point"
/var/log/amazon/efs/mount.log | tail -1

COgrep ANV ROEATR., NV RENIZEFS 774N AT LD DNS BN RENET, X
DHINBIESRL T LTV,

2018-03-15 07:03:42,363 - INFO - Successfully mounted
file-system-id.efs.region.amazonaws.com
at efs-mount-point
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