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2ot 182 MNsT 2ot I8 Qb2 s 7! &7}

create-security-group %! authorize-security-group-ingress AWS CLI & CtS1} Zro| AlsishL
Ct.

aws ec2 authorize-security-group-ingress \

--region us-west-2 \

--group-id $(aws ec2 create-security-group \
--group-name myname_SG_uswest2 \
--description "Security group description" \
--vpc-id vpc-12345678 \

--output text \
--region us-west-2) \
--ip-permissions \

IpProtocol=tcp, FromPort=80, ToPort=80, IpRanges="'[{CidrIp=0.0.0.0/0,Description="HTTP
from anywhere"}]' \

IpProtocol=tcp, FromPort=443,ToPort=443,IpRanges="'[{CidrIp=0.0.0.0/0,Description="HTTPS
from anywhere"3}]1' \

IpProtocol=tcp, FromPort=22, ToPort=22,IpRanges="'[{CidrIp=172.31.0.0/16,Description="SSH
from private network"}]' \

IpProtocol=tcp, FromPort=22, ToPort=22,IpRanges="'[{CidrIp=203.0.113.25/32,Description="SSH
from public IP"}]'

04 7|04 AM:

« --region- QHIRE #32 HMHE 2IHS XI™FgLIC.
« --group-id-create-security-group BEu CtZ m2tO[EHE XIX5t0{ Eot JE2 M
ghct.
« --group-name - M| 2ot 2F 9| 0| S X
A&t Fol _sc_ & 2™ olF2 F7t
« --description- E9t IE0{A 5E3I
L|C}.

gLlct 7[435t 7] #[2 ol (od: Ar& Xt 0|F)2
C}. 1I:myname_SG_uswest2

=
£ EgfEE mofste ol £=0| &l ¥ X8

« --vpc-id- &l 21T 7|2 VPCE X[HELCt
« --output - BHO| £ YA =2 textE XIHELICH
« --region-Eot OES My 2lH2 XIHE L QHIRE #3of X[ 2|7t Zhotof
ghct
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« --ip-permissions - 29t I E0| F7}& QHIRE -,‘-,U's,% RHEELct o| Xl A2 2E
QIXIO| HTTP X HTTPS EBHTIE 425t T, Zajo|s! WEI(SIAF EE BHRE7} S5 4
o| =AE #etst= 7=|o) gl XM= HEesl P _/I\_(

HE
= 389 = 1: CIDR 7|42 ZAlE HHFEH E& Ul
E9|30| HE2| IPv4 F4)0| SSH EHT S 42t 2 Aol Cht Bt
/A Warning

HotAo| O|R 2 SSH #2/0] ZEEl CidrIptl 0.0.0.0/02 X|H3HX| OMI2. O A
5™ QIE{HIO| ZE IP A0 A QAR A HMAET =~ U&LICE HAE BHEM &
=M |
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PowerShell

AWS Tools for Windows PowerShellE Al35l0{ 2ot 1 E S MAME [l ZE o} RHIRE ECHES
F2st= ofRuRE 720l EoF 2o Xis o2 Z=7t=/LCt. @l
x| teo 2 & FItsloF g LCh.

0| Mxtol M= New-EC2SecurityGroup & Grant-EC2SecurityGrouplngress AWS Tools for
Windows PowerShell &2 A& sto] 2ot IE2 BHE1 XIYE QHIR2E EfEE 5{&5t= ¢
HR2E 73 F7tELCt CHE HAte| ciet2 BE S JHEAMo =2 Aol HAM Bt 08 S ._F
EI, EHot J80 QluteE #3g FIHEL o

HiEH
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New-EC2SecurityGroup 2! Grant-EC2SecurityGrouplngress AWS Tools for Windows
PowerShell 3 & CtZ1t 20| AgfLICt.

Import-Module AWS.Tools.EC2
New-EC2SecurityGroup -GroupName myname_SG_uswest2 -Description 'Security group
description' -Vpcld vpc-12345678 -Region us-west-2 |

Grant-EC2SecurityGroupIngress

-GroupName $_

-Region us-west-2 °

-IpPermission @(

(New-0bject -TypeName Amazon.EC2.Model.IpPermission -Property @{
IpProtocol = 'tcp';

FromPort = 80;
ToPort = 80;
Ipv4Ranges = @(e@{CidrIp = '0.0.0.0/0'; Description = 'HTTP from
anywhere'})
HotOF MY 16
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1},
(New-0Object -TypeName Amazon.EC2.Model.IpPermission -Property @{
IpProtocol = 'tcp';
FromPort = 443,
ToPort = 443;
Ipv4Ranges = @(@{CidrIp = '0.0.0.0/0'; Description = 'HTTPS from
anywhere'})
1,
(New-0bject -TypeName Amazon.EC2.Model.IpPermission -Property @{
IpProtocol = 'tcp';
FromPort = 3389;
ToPort = 3389;
Ipv4Ranges = @(
@{CidrIp = '172.31.0.0/16'; Description = 'RDP from private
network'},
@{CidrIp = '203.0.113.25/32'; Description = 'RDP from public
IP'}
)
1))
)
Het aE:

« -GroupName - | 20t T F 9| O|& 2 XI™ELICt 7[d5t7| #/2 OIF(0d: AHEX} O|F)2 AL
sk, Flol| _SG_ & 2| o|FE FIHELICE 0d: myname_SG_uswest?2

-Description- 2ot AE0M 5|85t EcHEE miotste ol 20| &l B2 XIHE L
Ct.

* -VpcId-alig 2|™el 7|2 VPCE X|EgfLc
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- -Region-Eot 52 M

Q2= A

« -GroupName - $_ X|H2 Sdll HM8dl= 2ot OAE2 & ELICH

* -Region - QIHIR2E 722 Y4Y BTS2 XIGHLICH 2ot aFol X|FE 2/Tnt Zotok gL
Ct.

* -IpPermission- 2o 2F0f FIte QIHI2E 32 XIGELICH O] dx|2| 732 ZE 2
A HTTP X HTTPS EBiES &5t Zatold HIEI(ZIM E= B ETF 5 H2(2
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1.
2.

EC2 Free Tier info

Offers for all AWS Regions.

3 EC2 free tier offers in use

End of month forecast
/A 2 offers forecasted to exceed free tier limit.

Exceeds free tier

/A 1 offers exceeded and Is now pay-as-you-go pricing.

View Global ECZ resources

Offer usage (monthly)

Windows EC2 Instances

662 hours remaining

Linux ECZ Instances

12%

/A Offer limit reached

Storage space on EBS

4.59 GB remaining

View all AWS Free Tier offers [A

3. EC2x=ZZ| E|o] &Kt CtS1t &

Pl

e ol
ng

ZQIEC2 Z2| E|0o{ 5ol C
of 3K AL mEIS A

| El

1

3]
1t
(@]

{1Z50-Z2[Elo] Bt

100%

B5%

2F
=]

pS|
S

3EA: Z2| Elo] AL

=
e

23



AM
=

02

Linux QIAEIAE A} M

ol

Amazon Elastic Compute Cloud

o ofE AFSE(RE)0IM Linux QIAEA Window QIAEA Tl EBS AEE|X|Q| ALET0l 29
gLt HEE2 o/ Zoi At88t Z2| E[o{ Bt & LIEHHLICE 100%0[H =7+ AF&od| CHEt

® Note
O| HE = CIAEAE MM F0f8t EAIEILICEH J2LE AIE HE = AAZISE |
O|EE|X| &t 5tF0i Ml H Hd|O|EEILICE.
4. FI7I QFO0| YUK AEE SledH A F 0| YMstT UHLE Z2| E|o] Bt AFE™E =1t
g A2 30| dlsteE 2lIAAE 25 AMA|ELICEH
« QIAEA AX X|EHE HedH o Rt& A2l OHS B2 o|SELIC
- CIE 2|0l 30| &de £+ e BlAaATE UK &2lste{H EC2 Z2| E|o] &R0 2 2
H EC2 EBlAA HI|E MEHSI0{ EC2 22YH FE YQLICt RHA[EH L& 2 Amazon EC2 Global
View EHE B ESHAAI2.

5. AWS I 2| E|o{9] FE|AA AME2EFE E2{H EC2 Z 2| E|o & X} SHEH|
MEE AWS Z2| E|lo]| 3B E7|E MEHStL|C} RFAMISH LI 2 AWS ZX| AFR MHA{ 2| AWS

=H
ZE[E| AISE MESHA 2.

47| CIAEIA A

—— =

O| At&ME2z HHet QIARIAR E5E 2EE Fols QUAHAE S=otof HElsloF &LICH

2|5t7| ol o] QIaRHAZ I (&S ssitis B CHS HA MMHE HZSHAIL.

/A Important

AWS Z 2| E|o gfof U= QIARAE AlEEt B2 QAEA ME|J} shutting down EE=
terminated2 HEL|IE FA| T AEAN CHEt 2F 0| SXIELICH LISl AHE5H7| 2/8H

RQAHAE |5t 2= 0| YHstX| A5 St2dH XIF LABHAE SX[EH OIS LIS0l| CHA| A[Zf
ot ELICH KtMIEH LIS 2 QIAEIA SX| 2 AE EHHE FXRSIMAIR.
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https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/billing-free-tier.html
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/billing-free-tier.html
https://aws.amazon.com/free/
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QIAHAE BRI
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L.—=2 O

=R IS il e — = =L -

2. QUARIA MEY, QARA ZEE A2 MEFLICH

3. EHQIMAIX|Zt LIEtLIH SE2 & MEFLC
Amazon EC27} QIARIAE ZFELICL QIABAE ZEE F0o| A S 2L0M EAIE 4
Ef2 RKX|EMH, 1 0|%F &S0| AISSE AMKELICH ZRE QIARAE Z& C|AZH 0l0M &
o MHE £ dgLich
o

Ct= EHA|

QIARIAE A& % C}S S AT E £ QlaLct,

Run BHEE AFE35l0{ EC2 QIAHAE HZASE ftE|ste W2 ot ot RHMEH LI&2 AWS
Systems Manager AFH& M M0 A AWS Systems Manager Run Command& & X 35HAM| 2.

AMEZF0| 2| Elo] StE & Z16tE B ¥4 FE= CloudWatch ZEE L M&L|CH RIMIEH LIS
2 AWS Billing At B MOIA AWS Z 2| E[0{ A SE FHE HZSAML.
EBS EE2 F7IetLCt XtMIEt L2 Amazon EBS E& M4 2l 9IAE{A0| Amazon EBS E&

o
C
l_l

. REAIBH LI 2 Amazon Linux 20{ LAMP A x| Etel2
Fol=2 L|C RFM|EH LIRS OIAEIA 10l 2 M

C
—

o
o Mo px

E
B AT HEE HaLICH AME LSS M a2 o] ot
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https://docs.aws.amazon.com/systems-manager/latest/userguide/execute-remote-commands.html
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/tracking-free-tier-usage.html
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Amazon EC2E %|CHEt € &5te{t LS 22 2 Al E st W0l E&LITH
ot
-7 tO|RIE|E| HIHEi 0| S AFE 5104 AWS E[AA2F APIO]

Sttt 22 ID M3 A & IAM g1t
8 A

0 AW
£ #rElgfLIch XAEE LIE 2 IAM AL DB 0lA 1AM EA M8 S HZshM L.

LICH REM[EH LHE2 2o O 5 & MMEE HZshM .

Hot D 2o0f Cist 2| A 5 7RIS 7348
2 éEdMIH ey xﬂxnsar oHanﬂ IS5 g weg o %], YCI0|E L HokaL|
O

Linux 2 EE= Amazon L|nux AMI| G| 0| Eof EH?_ KEAIEE LHE 2 Linux 2!
8 MYMOIM Linux QIAEIA Q| AZEQo] EE| MME AT SHAIR.

. AL2023 &
M. Amazon
mazon EC2 A}

« Amazon InspectorE AE7310{ Amazon EC2 QIAEAM M AZ EQo] F|F 1} O|= 5 K| &f2 Ll
EQa L £ XSS 2 MGt AZHEILICH RHAEH LI 2 Amazon Inspector AHE HAEMHE &
ZML.

« AWS Security Hub XM0{1& At&35t04 2o 28] At & 2ot ZFof [F2t Amazon EC2 E|[&AAE 2

LIE{2IStMIR2. Security Hub AF&Oll CHEH REAIEH LH%% AWS Security Hub At& B L] Amazon
Elastic Compute Cloud M0{& & ZX3HM2.

AE 2K

E C|HIO|A AEE|X| MME I X SHMIR.

. £ ClHtolA RHO|CIOIE R4, #d U =70l Dlxls W olsfBLICH RAE LIRS =

A | X2t cllo|E{of| CHal Y= 2] Amazon EBS 25 & Al ¢&tLICt H|O|E{E = &5t 250] @l
BiA B F 0|F0] X|SZI=K| &QIELICH RIMEH LI QIAE AT S22 [ H|O|E E& MM
HXSML.

AEAM| M YA OIOIE{E XMESt= Ol A 7t QIAEA éEO'I
CHslALE = MM REE KMEHSHHLE SR 6HH QIAE
.QIARA AEO0{E H|O|E{HIO|A AEE|XIE2E AFR S|
AE{7F QlofoF g LCt.

_|
- EBS BE U AU o5tk KA LIS 2 Amazon EBS 225t MMS AL,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
https://docs.aws.amazon.com/linux/al2023/ug/updating.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/managing-software.html
https://docs.aws.amazon.com/inspector/latest/user/what-is-inspector.html
https://docs.aws.amazon.com/securityhub/latest/userguide/ec2-controls.html
https://docs.aws.amazon.com/securityhub/latest/userguide/ec2-controls.html
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2laA e

A HEHCOIE & AFEAL X 2lAaA BT E ALS 510 AWS B|AAE FHstT AEg L
KMt 82 QIAEA HEHHO[E & AEXE H0[E & Amazon EC2 E[AA ENZ MMS F X6t

« Amazon EC20{| CHt A A|§tE Z3IELICH AXNZE EHeE AIY
E HESIM L. REMIEH L2 2 Amazon EC2 AMH|A SEHEF MIME 2R 5HMIR.
« AWS Trusted AdvisorE AlE35l0{ AWS &3 8
MEEs Hot AR E s 7137F e HE

2 MEM O AWS Trusted AdvisorE 2 X 35HMIL.

r

« Amazon EBS £H14FE AI85I0{ EBS 252 H7I1Mez #Mystn, QAIAFHAN A Amazon
Machine Image(AM)& BtS0{ FF QAHA AXE Q& HIESICZ2 FEE MYELICE Ol AFS

O
[==] _ o
ME|E EH85t= Ol =20| El= AWS AH|A0f CHE REAM|IBH LHE 2 AWS Backup & Amazon Data
Lifecycle Manager AI/M
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https://docs.aws.amazon.com/awssupport/latest/user/trusted-advisor.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/whatisbackup.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/snapshot-lifecycle.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/snapshot-lifecycle.html
https://docs.aws.amazon.com/autoscaling/latest/userguide/
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AWS SDKO{ A Amazon EC2 A2

Crrst =2 e 2o{of CHEH AWS &
H*XUP MZ 5 o= o EEI7oldE &H F

bt

1I°I'

SDK &AM

AWS SDK for C++

AWS SDK for Go

AWS SDK for Java

AWS SDK for JavaScript

AWS SDK for Kotlin

AWS SDK for .NET

AWS SDK for PHP

AWS SDK for Python (Boto3)

m9'|_|:|:

AWS SDK for Ruby

AWS SDK for Rust

AWS SDK for SAP ABAP

AWS SDK for Swift

e 7IE(SDK)E A E £ Q& LCt ZF SDKE i
= UEE = APl ZE oAl 2 MBEME X2
S l=a0: PN

AWS SDK for C++ T E O A|

AWS SDK for Go Z.E 0 Al

AWS SDK for Java Z.E 0| A|

AWS SDK for JavaScript ZE 0| A|

AWS SDK for Kotlin ZE 0 A|

AWS SDK for .NET Z.E O A|

AWS SDK for PHP Z.E O A|

AWS SDK for Python (Boto3) ZE 0 A|

AWS SDK for Ruby ZE 0| A|

AWS SDK for Rust 2= 0 Al

AWS SDK for SAP ABAP ZE 0f A

AWS SDK for Swift 2= 0| A|

Amazon EC2 & of|= AWS SDKE A28 Amazon EC22 I = oA MME 2 XML

® oA AFE 7hs 0%

R&LIt? o]l Ho|x| stEre| =9 MF B2 E AH8stod ZE oXME
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https://docs.aws.amazon.com/sdk-for-cpp
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/cpp
https://docs.aws.amazon.com/sdk-for-go
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/gov2
https://docs.aws.amazon.com/sdk-for-java
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/javav2
https://docs.aws.amazon.com/sdk-for-javascript
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/javascriptv3
https://docs.aws.amazon.com/sdk-for-kotlin
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/kotlin
https://docs.aws.amazon.com/sdk-for-net
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/dotnetv3
https://docs.aws.amazon.com/sdk-for-php
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/php
https://docs.aws.amazon.com/pythonsdk
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/python
https://docs.aws.amazon.com/sdk-for-ruby
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/ruby
https://docs.aws.amazon.com/sdk-for-rust
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/rust_dev_preview
https://docs.aws.amazon.com/sdk-for-sapabap
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/sap-abap
https://docs.aws.amazon.com/sdk-for-swift
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/swift
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https://console.aws.amazon.com/ec2/home?region=us-east-1
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Amazon Elastic Compute Cloud

ofjL|HI0|M E7|: Amazon EC2 £ 01| A

rH

&% 3B A

EC2 Dashboard

EC2 Global View

Events

Console-to-Code New

EC2 Global view [ || (O] || C ‘

You are using the following Amazon EC2 resources in the US East (N. Virginia) Region:

Auto Scaling Groups

Account attributes

Default VPC [2
vpc-92304aeb

¥ Instances X Settings
Instances Elastic IPs Data protection and security
Instance Types Zones
Key pairs
Launch Templates EC2 Serial Console
Spot Requests Placement groups Default credit specification
Console experiments
Savings Plans
Snapshots
Reserved Instances
Dedicated Hosts
Explore AWS
Capacity Reservations New
¥ Images = i Save up to 90% on EC2 with Spot Instances
Launch instance Service health
AMIs : Optimize price-performance by combining EC2
To get started, launch an Amazon EC2 instance, which is
" a virtual server in the cloud. AWS Health Dashboard [F | | C ‘ purchase options in a single EC2 ASG. Learn
AMI Catalog more [7
¥ Elastic Block Store Region
9 Amazon GuardDuty Malware Protection
Volumes Us East {N. Virginia} GuardDuty now provides agentless malware
Migrate a server [
Snapshots detection In Amazon EC2 & EC2 container
A
Lifecycle Manager Zonos workloads. Learn more [
Naote: Your instances will launch in the US East
¥ Network & Security Enable Best Price-Performance with AWS
Zone name Zone ID Graviton2
Security Groups
e us-east-1a usel-az2 AWS Graviton2 powered EC2 instances enable
Z2& F I A8 33



Amazon Elastic Compute Cloud Linux QIAEAZ AL MEM

LinuxE Aldist= Amazon EC2 QIAEI A0 CHEE A& A

Cl2 AFESME Linux2 A3SH= EC2 QIAEIAE AF2350{ UHIRQI EfAT E £35H= Bl 2o
& LICH. AWSE Amazon Linux 2023, Amazon Linux 2, Amazon Linux AMIE AN3E =3
2 Amazon Linux 2023, Amazon Linux 2, Amazon Linux AMIZ & ZXstM L. SYA RI&AME AWS It

S SUY U MBS HTFHML.

@® Note
AL2023 XF& M= Amazon Linux 2023 AFR AT MO M TutorialsE & X 5HM|L.

FEEY
« LAMP AX|
« SSL/TLS %

» WordPress E21 S AE!

LAMP A %|

0| MMofl= Amazon EC2 QIAEIAO| PHP & MariaDB2}+ & 7H Apache ¥l MHE Mx|ste WHE 2
0 E XV‘A‘UP ZEE[o] A&LICtH

(® Note

AL2023 LAMP A& A= Amazon Linux 2023 AFE2 AH A 0| A Tutorial: Install a LAMP server
on AL20232 B Z3FHMI2.

Cl=of LAMP A x|
» Amazon Linux 20 LAMP A x|

« Amazon Linux0l LAMP A x|

LAMP M %] 34


https://aws.amazon.com/linux/amazon-linux-2023/
https://aws.amazon.com/amazon-linux-2/
https://aws.amazon.com/amazon-linux-ami/
https://aws.amazon.com/training/intro_series/
https://aws.amazon.com/training/intro_series/
https://docs.aws.amazon.com/linux/al2023/ug/tutorials-al2023.html
https://docs.aws.amazon.com/linux/al2023/ug/ec2-lamp-amazon-linux-2023.html
https://docs.aws.amazon.com/linux/al2023/ug/ec2-lamp-amazon-linux-2023.html

Amazon Elastic Compute Cloud Linux QIAEAZ AL MEM

Amazon Linux 201 LAMP A x|

CHS MXHE &3l Amazon Linux 2 QIAEA MM PHP & MariaDB(Z R LIEIMIA 7HErst MySQL £3)
X|2E Z&st= Apache & MHHE MXIE = A&LICH O] & MHE LAMP & M EE= LAMP AE4
Olgtn T gfLict O]l MHE ALE8liM 1 EALO|EE 5 AESH7LE O|O|E{H| 0|20 HEE 211
ME SE PHP ofZ2[70|MS X & 5= /U &LICH

/A Important

Ubuntu EE= Red Hat Enterprise, Linux2t Z2 CHE HiZ oM LAMP & MHHE *E*E%PE#E 4

2 0| AHEME o|8E = gl&LICt Amazon Linux AMIS| B Amazon Linuxol LAMP M %]
MME FHZESMR. Ubuntul| B2 Ubuntu 7 LIE| B M ApacheMySQLPHPE F Z5HA|
QELCIE HiZE B MEME AZSHAL.

SM: A SEE AL85tod Ol Ri&AM 2=

Ct= &Y CH4l AWS Systems Manager AtS3HE AFE5t0{ O At EAME 2t =35H2{% AWSDocs-
Install ALAMPServer-AL2 XI55t EAE A&ELICH

LS

« 1EH74: LAMP MH ZH|

« 2EHAl LAMP MH EAE

« 3EA|: ClO|E{HIO|A M Eot M
o 4EHA!: (B AFED phpMyAdmin A4 K|
- =X sHZ&

- EE F=A

15 Al LAMP AMB{ ZH]

ez

« 2 X&ME Amazon Linux 28 AF25t04 AL AF7} QIE{HI0IM 2 E 4 9= I{E2! DNS 0|ES
7tE M QIAAE o|0f A™Et He = st U&LICH RtMet LIS 2 1EHAH: QIARIA AR A
ME FZEFML. SSH(ZE 22), HTTP(ZE 80), HTTPS(ZE 443) HEE 58 = AT £
O5E T8atioF gL Of A 27 Abgof it XtAM|EH LHE 2 Linux QIAFAS| OIHI2E Eef
| MEh 2o MME AT EMR.
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https://mariadb.org/about/
https://help.ubuntu.com/community/ApacheMySQLPHP
https://console.aws.amazon.com/systems-manager/automation/execute/AWSDocs-InstallALAMPServer-AL2
https://console.aws.amazon.com/systems-manager/automation/execute/AWSDocs-InstallALAMPServer-AL2

Amazon Elastic Compute Cloud Linux QIAEAZ AL MEM

« CIS MR M= Amazon Linux 20 AR & &= e Z|& PHP T ($RH php8 2)& AR[FLIC
O| Rk& Mol A HAISH o Z 2|7 00| ot 'l PHP O ZE|FH|0|ME AFE5tE{E A< php8.22t2l &
gt g &olsoF gLt

LAMP AMB{E Z&H|5t2{™

O|EE|of JUEX] &let7| 2fsl, AAHAOM 2 &
HE AlZho|l A2 F &+ UX|EH |4

-H:IE
oL =

[ec2-user ~]$ sudo yum update -y

3. mariadbl1@.5 Amazon Linux Extras 2|EZX|E2|E A %|5t04 %|Al BH{F 2| MariaDB ZI{ 7| X|& 7}
ZLCt.

[ec2-user ~]$ sudo amazon-linux-extras install mariadbl10.5

sudo: amazon-linux-extras: command not found LF 7| LMt H QIAEIAT}
Amazon Linux 2 AMIZ A™E|X| f2 ZdQIL|ICHAmazon Linux AMIZ AF235tD e A = Q!

2). Ot "2 AF85104 Amazon Linux HEIE £ 4 Ql&Lch

cat /etc/system-release
4. php8.2 Amazon Linux Extras 2|ZX|EE|E A x|5+04 Z[4! 2] Amazon Linux 2& PHP 7|

X|& 7tME L.

[ec2-user ~]$ sudo amazon-linux-extras install php8.2

5. O|M QIAEIAT} %Al AE 0|2 2 Apache ¥ MH, MariaDB %! PHP AZ E o] m|7|X|E M
2 Q& LICH yum install BEE AFE35104 042 AZEQof IF|X|Qt ZE A S T2 IS

S Alof| Ax|&L|ct.

[ec2-user ~]$ sudo yum install -y httpd

Amazon Linux 2 36
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CHS B-E AL&Est0{ 0|48 W7 |X[e] & HHE & &+ U&LICH

o o

yum info package_name
6. Apache & AMHE A|ZFErLCY.

[ec2-user ~]$ sudo systemctl start httpd

7. systemctl BE S AL&5104 Apache & AME{7 OfHH A|ARIO| REE motCt AR E|E 5 &Lch
[ec2-user ~]$ sudo systemctl enable httpd
Ct2 BYS A™ASt0q hitpd 7 A>T U=X| 2 = U&LICH

[ec2-user ~]$ sudo systemctl is-enabled httpd

8. QIAEAO CHEH QHIRE HTTP(&T&E 80) ¢1AE 58st= EoF #E|0| Qi ER FIHELICH
712xMo 2 x7|5 Foi QIAEI A0 CHEH launch-wizard-N £ 2 20| MX=E|L|C}. o] AE0E
SSH o2& &{&35t= 1 &l0| 8t 7§ £04 U&LICH

a. https://console.aws.amazon.com/ec2/0| A Amazon EC2 2£€2

b. QIABIAE MEET ST QAAHAS MEMFLIC

EQIgLICH ChEo 22 20| R A|Z|o{oF ErLC.

fjo

c. Hot oM olutes 73|

Port range Protocol Source

22 tcp 0.0.0.0/0

/A Warning
0.0.0.0/02 AE5tH ZE IP FL0{M SSHE A& st0] QAR A HAAT
AELICH EHAE B Z0l|M FHAl AASstE A2 HEX(EF Z2HM #FoM= ot
otx| gt&LICH Z2HMUME §H IP FALE FA HelRh QAHA| AMASHE

£ 3{8stMl .

d. EotaEolcHet B3 E =
AHE—c Q2 E Eot #EE FIHELIc

« R HTTP
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s IZEZ:TCP
22]: 80

INE=PN NS,

- ZE

o A

9. # MHE EHIAEFLICH B HEtRXUM QIARAS| SE DNS FA(EE S IP FA)E
grulct. /var/www/htmlol 28X 7} @o 8 Apache EIIAE W 0| X|7} FEAIEILICE Amazon EC2
ZE£2 Ar835t0{ QAT AO| IHEZ| DNSE & QI8 4= Ql&LICt I{E2! DNS ¥ &olgLct.
Ol ol 54T 42 ¥ EAl/E717| otO|Z(7|0{ 2 OtO|2)2 MEHSt T I{= 2| DNSE MEiF
L|Ct.

QIAEAA O] HOF D &0 ZE 800|A HTTP E &85t #30| ZE /o] U=X| =HelgL

2ot aBol FE £t MME

/A Important
Amazon Linux2 AFS35tX| &tE 42, O|HE IZEE 58 OPE AEAO| HGIEIS 2
e eIt aLict. wated 1 Yo cHEt REAIEH LEE P Ato| E Hif = of| CH

Test Page

This page is used to test the proper operation of the Apache HTTP server after it has been installed. If you
can read this page, it means that the Apache HTTP server installed at this site is working properly.

If you are a member of the general public:

The fact that you are seeing this page indicates that
the website you just visited is either experiencing
problems, or is undergoing routine maintenance.

If you would like o let the administrators of this
website know that you've seen this page instead of
the page you expected, you should send them
e-mail. In general, mail sent to the name
"webmaster" and directed to the website's domain
should reach the appropriate person.

For example, if you experienced problems while
visiting www.example.com, you should send e-mail
to "webmaster@example.com".

If you are the website administrator:

You may now add content to the directory /var /www
/html/. Note that until you do so, people visiting
your website will see this page, and not your
content. To prevent this page from ever being used,
follow the instructions in the file seteshttpd/eont.d
fwelcome ..conf.

You are free to use the image below on web sites
powered by the Apache HTTP Server:
wered by 2.4

APACH

Amazon Linux 2

38



Amazon Elastic Compute Cloud

Linux QIAEIAE Al MEM

M3} Hetg o
=
=

Apache httpd= Apache document root2t= CIHE{ 2|0 E&E ot

Apache EM FEE& /var/www/htmlO|H, 7|EXMoZ FE0A
ec2-user AHoiA o| CIHEEZ|Q| IS ZTEE 4= UH stedH CIHAEE[L &

Z3alok gfLIct o] 2t +&stE wHolE odd] 7HR|7} l&LICh B RIS MolMHE ec2-user
apache I &0i F£7}+5t04 apache A& /var/www CIEE{Z|2| AR HE F£0{5t1 7| HEtE &
Serct.

b HEh MY
1. ABXHO| BLE ec2-user)E apache &0 FIHEHLICH
[ec2-user ~]$ sudo usermod -a -G apache ec2-user
2. 2aotRstmchAl 2aelEohg, M 2&S M=stn HHAS sfelsuint
a. EIIOFRELICHexit BHE AHEst7LE E{OlE & E7I).
[ec2-user ~]$ exit
b. apache 1E9| HHAIS & QI5t2{0 QUAEIAO]| CHA| @148t 5 C}S WS AlssLICt
[ec2-user ~]$ groups
ec2-user adm wheel apache systemd-journal
3. /var/www 2 I EEIXO| OF AR M apache IEZ HAEFLICH

[ec2-user ~]$ sudo chown -R ec2-user:apache /var/www
Fe CIZE{2|of e 2 & IDE M™Esed™ /var/wwwt 1

8§ M7 HEFE FItsto LHEol 5

otel CIME 2ol CIEEE| HetE HER LI

[ec2-user ~]$ sudo chmod 2775 /var/www && find /var/www -type d -exec sudo chmod
B4 Z43H |

2775 {} \;
etg F7tsttd™ /var/www E 1 54| CI2EE|of ot H

M7| HE

I

5. 1

CH.
[ec2-user ~]$ find /var/www -type f -exec sudo chmod 0664 {3} \;
39
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O|M| ec2-user® apache I &2| &% HH{= Apache document roottl M Tt F7t, AK|, HES
7

g 4 201, 0|8 Sof ABAHS T o ALO|E EE PHP OfEZIF0|MIL 22 BHAS 5718 £ 9

ABEHLE =415t Cl|O|E{of| CHEH of R M& Eot 7Sk
0 HTTP AME{o @18 E I} W& 35t= URL, =415t= & H 0|
(&3 ZEHo| 25 HEQ3 ZEE wel O-II:IA-IE
| E33517] @8t 20| w2 SSL/TLS ¥ 552 H|0|EE

M33 Fxl elaLch ¢ e

Xlel L&, MEstE HTML €4
A EH Bt & MHE et :5HA
H35 3= HTTPS(HTTP Secure) X

oM HTTPSE & Mstste ghdo CHst REAISH LH® 2 Amazon Linux 201 A SSL/TLS 744 MM

_|
g XML,

2EHA: LAMP MH HAE

ME{7t dx|zlo] A S0|T ot HEHo| SHIZEH MY TIUCHH AFEX P 9le 2-user HEE Sal
QUE| M At 748 /var/www/html CIEEZ[0AM PHP ZtU S HME 4= 2{0{0F ErL|Ct.

LAMP MHE E|AE5t2{H

1. Apache M R EO0|M PHP TtUS AMAIsFLICY.

[ec2-user ~]$ echo "<?php phpinfo(); ?2>" > /var/www/html/phpinfo.php

Ol BHE A&st= S "Permission denied" 2 {77t YistH, 2012510 CHA| 2018 Ot
=, It et YoM F8 MAE OF #HEte dEigLich

2. Y EESXHME &3 M8 0to| URLE l2dgfLICt Ol URLR QIAEA S| HERIDNS F
20l g2 Al()et ot o|&o| F7HE %'EHO'LJEF CHS o1& EEstM2

http://my.public.dns.amazonaws.com/phpinfo.php

PHP M& I 0| X|7} EA|x|o{of &L|C}:

Amazon Linux 2 40



Amazon Elastic Compute Cloud Linux QIAEAZ AL MEM

PHP Version 7.2.0

System Linux ip-172-31-22-15.us-west-2 .compute.internal 4.9.62-10.57.amzn2.x86_64 #1 SMP Wed Dec 6 00:07:48 UTC
2017 xB6_64

Build Date Dec 13 2017 03:34:37

Server API Apache 2.0 Handler

Virtual Directory Support disabled

Configuration File (php.ini) Path fetc

Loaded Configuration File fete/php.ini

Scan this dir for additional .ini files fete/php.d

Additional .ini files parsed fete/php.d/20-bz2.ini, Jetc/php.di20-calendar.ini, fete/php.df20-ctype.ini, /etc/php.d/20-curl.ini, fetc/php.d/20-exif.ini,
fete/php.d/20-fileinfo.ini, fete/php.df20-ftp.ini, fetc/php.d/20-gettext.ini, /etc/php.di20-iconv.ini, fetc/php.d/20-json.ini,
fete/php.d/20-mysaqlnd.ini, fetciphp.d/20-pdo.ini, fete/php.d/20-phar.ini, /etc/php.df20-sockets. ni, /etc/php.d/20-
sqlited.ini, /ete/php.di20-tokenizer.ini, fetefphp.d/30-mysqgli.ini, fetc/php.df30-pdo_mysqlini, fete/php.d/30-
pdo_sqglite.ini

PHP API 20170718

PHP Extension 20170718

Zend Extension 320170718

Zend Extension Build API320170718,NTS

PHP Extension Build API20170718,NTS

o| HO|X|7} £0[|X| 2 HR o™ EtAHMIM /var/www/html/phpinfo.php ZtO| MCHZ A
HEIRA=X| 2RIt 2. EEBF CHS BHE2 ALS5H0d E 7 |X[7F EF HREIR=XT =eld

£ A&LICH
[ec2-user ~]$ sudo yum list installed httpd mariadb-server php-mysqlnd

7|X|7} StLEE LFEE|X| &2, sudo yum install package B-EE ALHE 5l
LICt. php7.2 & lamp-mariadb1@.2-php7.2 extra?l amazon-linux-extras
El=X|x #Qlgct

2 FD QUX|PH EHOHAN O|RE QIE

i)
ol

MEHE ¥

rlo
rok

P
3. phpinfo.php T2 AfA|ELICH O] T2 &
Ct

Lo ZIHEloiME o EL

[ec2-user ~1$ rm /var/www/html/phpinfo.php

O|M| LAMP & M7} 2t75| 8= 5t= AEN7 ’lLICt /var/www/html 2| Apache document rooto]|
CH

Al
o
ZHIRE FI7I5tH QAR A CHEF HHE2I DNS FA0M O 2HAE = £ U&LICH

3EA: ClO|EH|O|A M H ok d7

MariaDB M2l 7|2 MX|= ElAE I 7iY 7|50 88 o] 7SS ZF st UXIE, 0| 7ISE
2 Z2HM MM HIZASHE|HLE M 74 E|o{oF & L|C} mysqI_secure_installation HHZ Sl
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FE 43 & dYstn x| W7|X|oMH EotHol H 2 7ISE MHste ot
L

MariaDB AMH{E ALEE H#|0| giHEtE o]l HAIE s™steE W0l £&

MariaDB AB{2| & ot

mo

! X|oted™
1. MariaDB MHE A|ZfErL|Ct.
[ec2-user ~]$ sudo systemctl start mariadb
2. mysql_secure_installationE A ELICH.
[ec2-user ~]$ sudo mysql_secure_installation

a. ¢4EE Hstct

HF
EE
A
:i

i. M FEASE UHFLICH 7I2H2Z root AHME &7}

EAMNEHFRE AES dZE LT LICH

L|CF.

i. YETEHYSIIHYE FE F Ot L5 E F H =FLCt £
XM LI 2 https://identitysafe.norton.com/password-generator/
O| &5 & Or™s Z Aol E2t5tA|Z7| HFEFLICE
MariaDBO{| CHet R E 23 E MHst= A2 H[OIEH0|IAE &

Y ELIC dlo|E{Ho]& Z[gk ol EE|FoldE EE=s7HLE MR
1 ofE2|7iold e H|O|E{H[O]& MH[A AFERHE BHE D IHIOIE4H1IO|/\ J—* | 0|2|2] o

Moz FE HHE ASstK| Z6tAH gLich

b. YE SZ{AM LB AS A A™EE MR LICY.
c. YE 22i5tod {A RE 2012 HIFMSELICH
d. YE =2{M HAE H|O|EHI0|AE M7AE LIt
e. YE =AM W E|OISS OA 2EStTD HEANE S MEHLICH
3. (MEiAME K|S HEZ AL E Hl=lo] ofL|2HH MariaDB AMHHE & X|gLct.
g = &L

[ec2-user ~]$ sudo systemctl stop mariadb

J2

At

ooTI-

4. (M

[ec2-user ~]$ sudo systemctl enable mariadb

st CFA| A|E

) 2 El Al MariaDB M7} A|Z | & 1240 Cf 2 H2ig l2dst
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ATHA|: (M54 AFEH) phpMyAdmin A x|

phpMyAdmin2 EC QIARIA S| MySQL CIO|E{HIO|AE 21 HEstE Ol ALY
OlE{Ho|& El =T LT o

A
T
LICt. Amazon Linux QIAEIAO|AM phpMyAdming x| L Ate{0H OIS

SHE EMS.

/A Important

Apache0i| X SSL/TLSE & d3t5tX| 2 8 phpMyAdming A& 304 LAMP A{HH{oi| A

MASHR| b= Z30] E&LICH Of & EHO| A HA|ASHH O|O|E{H|O|A B E|XF K=ot 7|E Ol

O[E{7} °|E+'71'% Sall ot ™5t X| T8 HEHE TS ELICH T Ate| Eot HE A2 Ee{H

phpMyAdmln 1x| Hor2 A SIMQ. EC2 QIAEHAM MO & M 2otoll CHEF YRHA el
=

AEA
= Amazon Linux 20{| A SSL/TLS 743 MME & X5IM2.

phpMyAdmin2 A x|35t24™

1.

I.

MK

(@]
Il

Ok
I
0%

=2 dR[Ech

rok

[ec2-user ~]$ sudo yum install php-mbstring php-xml -y

Apache& CtA| A|ZFgfLICtH

[ec2-user ~]$ sudo systemctl restart httpd

php-fpmE ChA| A|ZFEFLICH

[ec2-user ~]$ sudo systemctl restart php-fpm

Apache M £ E(/var/www/html)Z O|S&fLIC}.

[ec2-user ~]$ cd /var/www/html

https://www.phpmyadmin.net/downloads0ll A phpMyAdmin |4l 212[A Q| AA T F|X|E MEHE
LICH QIABIAZ mUS Z|Y CIRELESE{H CHS oAt 20| 213 & SASH F wget BHol|
of &LCt.

[ec2-user html]$ wget https://www.phpmyadmin.net/downloads/phpMyAdmin-latest-all-
languages.tar.gz
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6.

phpMyAdmin EHE dEstT CFS BB S AEstod sl ECZ W7 ||| dFS ELICH

[ec2-user html]$ mkdir phpMyAdmin && tar -xvzf phpMyAdmin-latest-all-
languages.tar.gz -C phpMyAdmin --strip-components 1

phpMyAdmin-latest-all-languages.tar.gz tarball® A A|EfLICH

[ec2-user html]$ xm phpMyAdmin-latest-all-languages.tar.gz

(ME4 ALE) MySQL M7 A= S0I|X] &

el

O™ X|g AlIFELICH

[ec2-user ~]$ sudo systemctl start mariadb

2 22Xl M phpMyAdmin Ax|2] URLE I24gFL|C}. of2io| oflQF 20| O] URL ol_lﬁEl_-lﬁ
O| H{EZ| DNS FA(EEe HEE! IP F4)0i £2iA|()2t x| CIHE{Z|2| O|F0| F7IE FEHRIL
Ct. Ct2 o E & Z5tM.

http://my.public.dns.amazonaws.com/phpMyAdmin

A& XH= phpMyAdmin 2321 HO|X|& & & {lo{oF &fLICH:
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php
Welcome to phpMyAdmin

Language
English j

Login &

Username:
root

Password:

Go

10. &M BHE root AFEXl O|& & MySQL R E 2% 2 phpMyAdmin A %[0l 23 QIgLCt.

st S5t 2{E x| RIS TAISHOk BILICH BIK| CHE T 20| T4 S $ 502 Xt 20|
E&5LcCt
= H .

a. A T4 TUZ ASSEE AHFE ASHE o

0 config.sample.inc.php IS 2
=

b. O] Y config.inc.php7} & El phpMyAdmin CIEIEZ|0] index.phpZ ME AL
c. F7t ™ol ciai M= phpMyAdmin X[ X|&l0A A AT EE A8 Mol ot MM =
E=2 N
=

phpMyAdmino| CHEF RFAIEH L& 2 phpMyAdmin AHE MBEME & X 5HAML.
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=X o2

O Mo ME M LAMP MHHE HYst= SO e = = detHel EX si2E 2[e MerE XS

gLk

P
i
o
40
Rl
i
0
ol
A
x
F
[=)
N
ek
4%
£
0|0

[ec2-user ~]$ sudo systemctl is-enabled httpd

httpd ZE2AMA 7 M- E|X| Ot = 2 LAMP MHE #EH[ste{Ho| dHE EHAHE gH5gfLct
- &30l SHEA FEEIRE L2

CIAEIA Ol Hot I F 0| ZE 8001 A HTT EfjEe
Ch XtMISH LHE 2 2o O 80| & FIF MME &XFHAM L.

]]IO

HTTPSE AIE3504 Aol ¢i8E =+ g}

St 5 FEEl0] U=X] &gt

r*°

Che =tolg 435104 Apache 2l MEH7H HTTPSE x|

2 M7 SHI2H FHEEIQ[QES L2

MHE HTTP Ecf=lof| Cis +HELICH HTTPSE X|&5t2d™H Mo TLS
RIEME Mx[ELCt RHAM[EH HE = Amazon Linux 20| A SSL/TLS T+ MM

3te0| SHIEZH FEEURELIIN?

QIAEAO| Hot DF0| ZE 4430iM HTTP E2HEE s{&3tE A 0| Z BT[] UK FHUFf L
Ch REAMIEH LHEE 22 TS0l 75 FIF M8 HEsHAH .

145 5L 2 A0l WordPress E2 1 & Mx|st= Zdod| Cist XtMIEH Ct2e O}
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+ WinSCPE A835t0 Linux QIAEAZ I

« SCP Z20|HEE ALE35H0q Linux QIAEAR
ANE

O|A
» Amazon Linux 20{lA{ WordPress €21 S A&l

~

—

OF

|=I

|.I7C-|

—

OF

Ol t& MM ALS &= BBt AZ EQ|o{of CiEr RtMIEF LIS 2 ChE & mOo|X|E &I,

+ Apache & MH: http://httpd.apache.org/

+ MariaDB G| O|E{H|0|A AMH: https://mariadb.org/
« PHP Z 22|y 2404 http://php.net/

+ chmod H&: https://en.wikipedia.org/wiki/Chmod

« chown B&: https://en.wikipedia.org/wiki/Chown

2l Mudol CHet M9l O|1E 2 SE5tHL 7|E TR 0|EE x| SAER 0|Mst= 730 CHEE RHA|
3t LI Amazon Route 53 7HEf X} OFLHA{ 2| Amazon Route 530 A EH|Ql 2! 512 =M@l A4 gl
oro|efo|ME EXSHMIR.

Amazon Linux0 LAMP A x|

Ct& ExtE &3l Amazon Linux °._|AE._'V\01IH PHP 2! MySQL x| Z&st= Apache & MHE M
g = Aguct o] ¥ MHE LAMP 8 M EE= LAMP AB40|2t 1 E2[7|T g LI o] MHE At
M 1Y #AMO|EE 2AF 0F7-||—F ClOIE{H 0|20 HEE 2|1 ME SX PHP OjZ2|70|d2
HZ & = U&LCH.

/A Important

Ubuntu EE= Red Hat Enterprise, Linux2t Z2 CHE HHEOHH LAMP & MHHE M™Hsttie 4

2 O| AH&ME 0|8 = l&LICE Amazon Linux 22| 39 Amazon Linux 201 LAMP Ax| M|
Mg FZESMK. Ubuntul| B Ubuntu 7 LIE| AB M ApacheMySQLPHPE & ZE35HAM|
CHE HiZ= #dd MBME FESAL.

M RHESE AR50 O KAl B2

CtE %] o &l AWS Systems Manager At S=HE AL&5t04 O] AH&AE 2t= 524 AWSDocs-
InstalALAMPServer-AL AtS2t EME AL

Ao
= e

.
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o 1EHA: LAMP AMB{ &H]|
o 2CHAH|: LAMP MH EHIAE
« 3EHA|: CllO|E{HIO|A MHH{ E ot M7

o 4EFA|: (4= AtE) phpMyAdmin A

- ZHE FX

1CHA|: LAMP A Z&H|

]

& 57

2 XF& M E Amazon Linux AMIE AFE7510 AFE X7 CIEHUIOM 28 = e I
7RI A QIAEIAE o|0| At WAoo 2 JHEELICH RFM[SH LI 2 1EHAH: QIARA Al
M. SSH(ZE 22), HTTP(ZE 80), HTTPS(ZE 443) 4742 5|28 & QI = Hot 122 T4
SHOF EL|Ct. O] AtX 2 F ALeho] CHF REMIBH LH2 2 Linux QIAEAQC| OIHI2E EgfX! Het Hod Al

Mg FEFAMR.

Amazon Linux AMIO|A LAMP & MEHE M x| ! A|ZHSE{H

1. QIAE A0 Q12T LICE

2. RE AZEQ|o{ HF|X|7} 2|4 HEHE YO[0|EL|o] U=X| 257 {8l QIARHANM 2] &
ZESo YEIO|EE Al BLICH 0 UCIO|E IS & B HE AlZtol 228 & UXISH, &4
2ot ArolEot M +HS 9I8) £ B WLt et
-y SME ALE5H QI o{R E EX| 2t YO[0|EE MX|ELICH EX| ™ol YOo|E HEE
%0I5t24 0 S MFBLICH

[ec2-user ~]$ sudo yum update -y

3. O|A| QIAEIAT} %Al AEHO|2 2 Apache B MH, MySQL, PHP AZEQo] I|7|X|E Mx|&
AU&LICE.

/A Important

UF oiESEl7o|M2 Ohs HE ~AZEQof 30 3 #E(X| 2fE + U&LICH O|2{et i
7|X1E dRlst7| ol LAMP o Z 2|7 0]4d0| mi7|X|et 2 & E[=X| FRletM . EX7F U
£ 8%, OE &3S dxlstior & = JU&LICH REMEF LIS MEHo[A A

oozl-

g o =27
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Olo

Amazon Elastic Compute Cloud AE HEM

Ol £ Z E9o{7t MXIE PHP M & CHE AT EQo{ot SEHE|X| h&LICH MME

XM Q.

yum install 3E S ALE5t04 042 AZE o] {7 |X|t B E &3 & Z= O3S SAlo| IXIF

LICH
[ec2-user ~]$ sudo yum install -y httpd24 php72 mysql57-server php72-mysqlnd

dF S QIAEIATE Amazon Linux AMIZ

A5). Che BEE ALE 510

No package package-name available 277}
AME|X| of2 ZALICHAmazon Linux 28 AF&3HD e WY = Q

Amazon Linux HME £ £ &Lict.

cat /etc/system-release

4. Apache & MHE AlZHELICEH

[ec2-user ~]$ sudo service httpd start

Starting httpd: [ oK 1]

5. chkconfig BB E AFE 5104 Apache & MHEHH7I OHEH A|AE 0| RS WHOlCH A E|= 5 BfLICH.
[ec2-user ~]$ sudo chkconfig httpd on

chkconfig FHE AI8stod 3 M2z MH[AE EEERE R0l ofF& QI HAIX|7H EA|

oo= |

T|X| ek&LcH

CHS BYE S A&stod httpd 7t A>T QUEX] e = U&LICH

[ec2-user ~]$ chkconfig --list httpd
httpd 0:off l:off 2:on 3:on 4:on 5:on 6:0ff

017|M httpd= 2, 3, 4, 52| &l BIE(AMERI7E EEd= FE)0 M on &EHRILICEH.

6. QIAEIAO| Chsh QIBHRE HTTP(ZE 80) HZE 5125t Hot 72l0| gis 7
JlEso2 7|8 S0l AEA0| ol launch-wizard-N 0t T8 0] AEEILIC} of 2Zof=
SSH g 318 st R0 3 7H Sof aLict

a. https://console.aws.amazon.com/ec2/0i| A Amazon EC2 2£& L|C}.
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Linux QIAEAS AL ™A

M

b. QUAHAE M ST QIAEIAE MeEHIC

=H
c. LHot&HolM QHt2E F2IE HelFgLIch s 242 20| ZA|Z|o{oF Lct

Port range Protocol Source
22 tcp 0.0.0.0/0
/A Warning

0.0.0.0/02 ANE3tH ZE IP FA0AM SSHE ALE

5tod @l

QIABIA HM AT &
—

AELICH EHIAE BE0lM HA| AAZstE W2 Max(pt Z2HM #HFoMMeE o

otx| ef&LICH Z2EHMo|ME §H IP FALE F4 Helgt 2

£ 5{&8stMe.

d. EotJFof cist &3
MEZ2 QHI2E Hot

- 2
« XIZEZ:TCP
E H2|: 80

o AN AERRE

s X

7. 2 MHE EIAEELICH 2 2ot X0l QAEIAC B8 DNS FA(EE B8 P F4)8 ¢
245 L|CH Amazon EC2 2£ 8 AI8350{ QIARHA S| I{E2| DN Q
var/www/htmloi| 28 =7} @1o B Apache EHIAE HO|X|7 &

A

PIAEIA O HMASE

F7tstH o] 2BIx= E|AE HO|X| CHAl QIABIA O] H{EE| DNS FA0i LIEHLICEH

—_

QIAEIA0| ot TF ol ZE 800iA HTTP EBHTIS 5183
Ch. AHAIEE LB 2 2ot IS0 FA 7t MM XA,

Amazon LinuxZ AtE5tX| = F2, Olefet HEE 8t § UaHAC

=

ME5to{ 2 o2

= =
27+ AUICH ek T ol CHEF RPAIEH LIS S AR RHO B BZ Ol CHEt SMB 23

M.

Apache httpd= Apache document root2t= C|EE{2[0] 2E2HE Tt

Apache EM 2E & /var/www/htmlO|H, 7|E2MoZ2 FEEOM &

[ec2-user ~]$ 1s -1 /vaxr/www
total 16
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drwxr-xr-x 2 root root 4096 Jul 12 01:00 cgi-bin

drwxr-xr-x
drwxr-xr-x
drwxr-xr-x
drwxr-xr-x

i

root root 4096 Aug 7 00:02 error
root root 4096 Jan 6 2012 html
root root 4096 Aug 7 00:02 icons
root root 4096 Aug 7 21:17 noindex

N NN W

ec2-user AEolM o| CIHEZ|e| mtUE ZEE = QA stedH CIHEE| AR T} HEtE H
_|

—
Of 2fLICH O] Zrde sste YHol= o] 7kXITH U&LICH 8 RH& MM = ec2-userE

apache 2 &0i F7}5t04 apache A &0 /var/www CIEE{Z|o] AR HE Foddtm Mm7| HEtS &
st |C}
o - .

el

—

A4 R4
=0

H

—

rot

MEXHO| BRE ec2-user)E apache &0 F7IgLC}.

[ec2-user ~]$ sudo usermod -a -G apache ec2-user

MEfst 1 i AlS BHolstL| o},

ZIotRetn CHA| 2OQI8t ChE, M &

fjo

a. EZIOtRELICHexit BHES AEst7{LE EHOIE & E7I).

[ec2-user ~]$ exit

b. apache Z1&2| HH&E &Qlstz{™H QUAE A CHA| A% ¥ CHE WHES ALt

[ec2-user ~]$ groups
ec2-user wheel apache

/var/www 2 O 2HIXO| I8 AR TS apache A& E HZERLICEH

[ec2-user ~]$ sudo chown -R ec2-user:apache /var/www
J8 M7| HetE F7t6t0q LS|

)
ot? CIME{ 2| CIME2| HEte HEE LI

[ec2-user ~]$ sudo chmod 2775 /var/www
[ec2-user ~]$ find /var/www -type d -exec sudo chmod 2775 {3} \;

tel CIZE 2o et 28 IDE A™5ed™ /var/wwwet 1
o

O M7| HEHg FItsted™ /var/www X 1 59| CIREE| Q| ot HEhE BHE6to] HER L
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[ec2-user ~]$ find /var/www -type f -exec sudo chmod 0664 {3} \;

O|A| ec2-user® apache 21 E2| &% HHE Apache document rootOll A I 7} ALK HES

& 1, 0|8 S5l Ar&Ate E™ 2l AIO|E &= PHP OHEZ|FA0|MIL Z2 BEEIXE FI7IE 5+ Q)

&Lct

(MES AL B MB{ Eot

HTTP Z2EZ 2 M¥st= & MHE S5t HLE =415H= CIO|E{of CH3H ot FH & 2ot 7St

MB5HR| et&LICH ¢ HERKE AFE5H0d HTTP Mol (44 i W ESH= URL, =415t & H 0]

Xo| LHE, MEst= HTML 40| LHE(YE Z&)0| 2F U ESIT ZEE et oiCIME REE =
AEEAH ELICEH & MHE oS H EE 57| I8 2lMo| W2 SSUTLS ¢35t CI0|EE
2535 HTTPS(HTTP Secure) X[ 7|52 MxIsHE ZdLCt

MM HTTPSE & dstst= Wof CHEt REMIEH LHE 2 Amazon Linux0i|A SSL/TLS 74 MME
XM L.
= [o]

2CHAH|: LAMP M HIAE

M7} Ax|cjo{ A8l S0|1 uf HEto| SHIZH M™HE|JCHH AL X2 ec2-user HHEE S5
CIE{HIOIM A2 7} 8 /var/www/html C|EE{Z2[0| A PHP IS MAJst 4~ 9lo{of & L|Ct.

LAMP & Mt Ef|AE

1. Apache A FEO|AM PHP IS MggrL|ct.

[ec2-user ~]$ echo "<?php phpinfo(); ?2>" > /var/www/html/phpinfo.php

O| BEE A&st= 5S¢ "Permission denied" 277+ L4sttd, 20t CHA| 218 Ct
2, 1EH: LAMP M ZH|oIM 8t MAet O F HEtS d=ighLict

2. Y EMME &2 M8 It Yo URLE l2dEtLict O] URLE QAR AQ| I{EE| DNS F
2of &EiAl()et Y Ol Ol FIHE HEYULICH Ot S o & B XSHAIR.

http://my.public.dns.amazonaws.com/phpinfo.php

PHP H& [ 0|X|7} EA|=[o{oF EfLICt:
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Linux

System Linux ip-172-31-22-15.us-west-2 .compute.internal 4.9.62-10.57.amzn2.x86_64 #1 SMP Wed Dec 6 00:07:48 UTC
2017 xB6_64

Build Date Dec 13 2017 03:34:37

Server API Apache 2.0 Handler

Virtual Directory Support disabled

Configuration File (php.ini) Path fetc

Loaded Configuration File fete/php.ini

Scan this dir for additional .ini files fete/php.d

Additional .ini files parsed

fete/php.d/20-bz2.ini, Jetc/php.di20-calendar.ini, fete/php.df20-ctype.ini, /etc/php.d/20-curl.ini, fetc/php.d/20-exif.ini,
fete/php.d/20-fileinfo.ini, fete/php.df20-ftp.ini, fetc/php.d/20-gettext.ini, /etc/php.di20-iconv.ini, fetc/php.d/20-json.ini,
fetc/php.d/20-mysgind.ini, fetc/php.d/20-pdo.ini, fetc/iphp.d/20-phar.ini, /etc/php.di20-sockets.ini, /etc/php.di20-
sqlite3.ini, /ete/php.di20-tokenizer.ini, fetefphp.d/30-mysqgli.ini, fetc/php.df30-pdo_mysqlini, fete/php.d/30-
pdo_sqglite.ini

PHP API 20170718
PHP Extension 20170718
Zend Extension 320170718

Zend Extension Build

API320170718,NTS

PHP Extension Build

API20170718,NTS

Ol HO|X|7} EO|X| 2f2 A< O™ EtAHMM /var/www/html/phpinfo.php TtO| MCHZ 2
HEIR=X] HRISHM 2. £3t CHS BHE ALS5tod H4 7 (X|7F 25 MHRIER=X|T &QlE
= &LIcH F ¢ ol Ii7|X| HT2 o] oAl &30t L X[SHX| efot = ELICE.

[ec2-user ~]$ sudo yum list installed httpd24 php72 mysql57-server php72-mysqlnd

Loaded plugins: prioritie
Installed Packages

s, update-motd, upgrade-helper

httpd24.x86_64 2.4.25-1.68.amznl @amzn-
updates
mysql56-server.x86_64 5.6.35-1.23.amznl @amzn-
updates
php70.x86_64 7.0.14-1.20.amznl @amzn-
updates
php70-mysqglnd.x86_64 7.0.14-1.20.amznl @amzn-
updates
E20]Mq Tt mi7|X|7} stLtEtE LFEE|X| 8t 2, sudo yum install package BHEE ALE st
o I{7|X|E Ax[EfLIch
3. phpinfo.php S AfAELICH O] U2 et HEE Z st UK EHoty O|R =2 2IH
Slof 37 xloiHE eF Lt
[ec2-user ~]$ rm /var/www/html/phpinfo.php
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3EHA|: OIO|E{H| 0| A AMHE{ EoF M7

MySQL MHQ| 7|2 Mdx|= EIAE Y 7Y 7|50l 88 o4 7|52 =& st /JUX|EH Ol 7ISER

Z2EHM HHolHe I:IIEE stz HLE M7 =lofoF & LICE mysql_secure_installation @EE S8l £ E
3 & MdYsty M| W7|X|oM EQHHO| H2 7|5 S MHste EE =-dE = A&LICH MySQL
MHE AL E A= 0| gitEtT o]l MAIE =™ st= XWo| E&LICE

ClO|E{H[OlA& MEHHE 2ot ™ stedH

1. MySQL MEHE A|ZfEFLCH

[ec2-user ~]$ sudo service mysqld start
Initializing MySQL database:

PLEASE REMEMBER TO SET A PASSWORD FOR THE MySQL root USER !

Starting mysqld: [ OK 1]
2. mysql_secure_installationE AISHELICH.

[ec2-user ~]$ sudo mysql_secure_installation

a. ¢4EE Hstct

r|r
E
Ral
:l_

EAMNEHRE AES 4ZE LT LICH

. HX £E @3S UELICH JEAOE oot ATE 457} YALICH EnterS £8

i. HEE LYsSIAHYE T8 F AWE A3 E F H UHELICH 2o &5 ddof e
5
—

= o —_
LH& 2 https://identitysafe.norton.com/password-generator/ M2 FE5HM 2.
ObM st B Ao EE3HAIZ| HEFELIC.

MySQLOll ChEt R E 95 8 MEsts e HOIEHOIAE B3 st 7he 7|Z 50l
Q) #91L|rt HOlE{HIOlA It OHEEIA OIS WESHHLL MxIE Of, Yersioz
1 oi& I 01442] ClOJEHI0lA MHIA AL RHE BHE T GlO|Ef#I 0l BE] 0l9l2] of

HEHo2T FE AYE MEsHK| Z8tHAH LICh

r

b. YE =2M AT AR HEE MAHELICH
c. YE 2istod A RE 2012 HIFYStELICH

d. YE =M HIAE d|o|E{H|0|AE AN|7HEHL|C}.
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YE =AM HE EIOIE S CHAl 2E8t T HEAE S MY FLICH

EH
=
O

AbEh) RIZ Bh2 A8 H20] ofLI2HH MySQL MEE SXIELICH WY m ChAl AlxHE
&Lt

w
4>rg ®

[ec2-user ~]$ sudo service mysqld stop

Stopping mysqld: [ oK ]
4. (M= ALEH 28 Al MySQL MEH7E AR E|= S 52T CHS H-S A23Lct

[ec2-user ~]$ sudo chkconfig mysqld on

O|M| LAMP & M7} 2t7T5| S5t AEf7t ELITh /var/www/html 2| Apache document rootof|
2HXE FI}I51H QIAEHAO CHEH HEZ| DNS FA0AM I 2EHXE 2 £+ A&LICH

AEHA|: (B4 AFED phpMyAdmin A K|
phpMyAdming A x|5t2{™

phpMyAdmin2 EC2 QIAEIA O MySQL CIO|E{HIO|AE B HES= ol AL
O|E{H|O|A &2 =7 LI Amazon Linux QIAEIA0|AM phpMyAdming A&
CHAE MEAL.

g

/A Important

ApacheOf|A SSL/TLSE &% §+6+XI of2 AL phpMyAdmin2 At 8104 LAMP AMiHof A
MASER| et= 10| *al_ O| AEHOI| A HAMASHH CIO|E{H|O|A #E|RF &S 2 7|E} O
O|E{7} QIE{AE Sall ot™st x| Rt AENZE MSELICH 7RO Hot HE AlE S Ei{H

L_OoO |
phpMyAdmin AX| 2ot2 ’E."ZE%M‘II_.?_.

(® Note
Amazon Linux I{7|X| 2| A|ARI2 X} PHP 7 #Z 0| A phpMyAdmin2|
St X| et & LIt o] Rk& MM E phpMyAdming 21 Mx|ste we MEELICH

1. SSHE AtE35t0{ EC2 QIAE AN 21T LICH
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2.

ME

(@]
Il

rot
OR
i
oo

=2
=

fjo

MARIEFLICEH
[ec2-user ~]$ sudo yum install php72-mbstring.x86_64 -y

3. ApacheE CHA| A|ZHgfLICE.

[ec2-user ~]$ sudo service httpd restart
Stopping httpd:
Starting httpd:

m

0K 1]
oK 1]

[ |

4. Apache 2M FE(/var/www/html)Z O|S&fLICH.

[ec2-user ~]$ cd /var/www/html
[ec2-user html]$

5. https://www.phpmyadmin.net/downloadsH| A phpMyAdmin Z|&1 Z12|A =1
LI QIABIAZ mdS 2| CI2EEStE{H CHS o2t Z 0| 213 & SASH = wget BHo0l| £
o d&LCt.

[ec2-user html]$ wget https://www.phpmyadmin.net/downloads/phpMyAdmin-latest-all-
languages.tar.gz

6. phpMyAdmin EHE st Chg BHS ALE5t04 0l ECZ W7[X[e| ¥FE ELIC

[ec2-user html]$ mkdir phpMyAdmin && tar -xvzf phpMyAdmin-latest-all-
languages.tar.gz -C phpMyAdmin --strip-components 1

7. phpMyAdmin-latest-all-languages.tar.gz tarball2 A A& L|Ct

[ec2-user html]$ rm phpMyAdmin-latest-all-languages.tar.gz

8. (M= AME) MysQL MEH7H A& E0IX| et B X|F AIEEfLICH

[ec2-user ~]$ sudo service mysqld start
Starting mysqld: [ OK ]

9. ¢ HEIRX{0| M phpMyAdmin A x|2| URLE 248rL|C}. of2iQ| 0oi|et ZH0| O] URL2 QIAEA
O| HEZ|DNS &L (EE HEE! IP FT4)0] £2iA|()Qt x| CIEE{Z|2e| O|F0| F7IE FEHL
Ct. CtZ o & & ZESHMIR.

http://my.public.dns.amazonaws.com/phpMyAdmin
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A& RH= phpMyAdmin 2121 H|O|X|& & = 2{0{oF &L|Ct:

php
Welcome to phpMyAdmin

Language
English j

Login &

Username:
root

Password:

Go

10. A BHE root AFEXF O|& L MySQL R E &5 2 phpMyAdmin Ax|ol 22 218L|C}
I Ett{H HA Mx|E F 560k & LICH phpMyAdming FA5HEdH 744 ot S =% pHE 7
LE, A 2&£2 A5t AL F WS ZEstod ArSgLch.

phpMyAdminofl CH8H REM|EH LI 2 phpMyAdmin AFS MEHME XM

=X

&

(o]}

Of Mol Al M LAMP MEHE M&sHE Sot wast 4 ol aletiol 2X| s1Z2 I3t Riotg XIS
%I-|_||:_|.
= .
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HEtRX{E AtEstod L) Aol 18E &+ gi&LCh

-\0

2
CtSS & 2lstod Apache E AMEH7H A& S0|1 AM|A 7HsSEHK| & gLt
« A MEH7F AR A&
CtE HE S 4™si0d httpd7t AL U=X| &g £ A&LICH
[ec2-user ~]$ chkconfig --list httpd
httpd Q:off l:off 2:on 3:on 4:on 5:on 6:0ff

07| M httpd= 2, 3, 4, 52| A& BH(ALEA7E E8{= B &)0|AM on o EfILICY.

httpd Z2MA7F ASE|X| b= Z 1EHAH: LAMP A ZH|ol| MHEE EAHE gt=§hct.

- dEtHo| SHIEH T HERE LI

OIAEIAO| O TE0| ZE 8004 HTTP EZ{ TS
o} REMIEH LIRS ot TS0 FA F7F MME HAAHR.

2|70l AZEQo{7} DX|E PHP HE &£ CHE AZE9o{e 3 & =|X| &

M|k

MEHol| A aleer of
&LCH

O X*k&ME %4l HHT 2] Apache HTTP Server, PHP, MySQL M x|& HE&fLICH F7F LAMP O E

2l7A0|ME MEXIstT| Tol| 2T AEE HYstod Ex|E &Ent et E|l=X| =HQIFLICH & A HH
O| PHP7| X|HEIX| et B2, XIHElE ol FEe 2R Ci2ad0|=E8 = UE&LICHeHHME B3, &
A
o

LS —
3 S A0l £ 7Hx| OI4 0] PHP HTI2 MAIstod 24 HOR S 2284 BHE s12Y + 2aUl
3} x4

=2 T AAHE
Ch Ax|Z|o] Q= 0424 7He| PHP T ZHof 7|8 ™ g Fste wof chigh ME = Amazon Linux

AN -

AMI 2016.09 Release NotesE & X 5HAM|L.

Ct2asols &Y

* httpd24
* php56
* mysql55-server

* php56-mysqlnd

58
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Ol R’ A2l AlEH 220l HE S CHZ 2|4l TH7IXIE 0|0| MxI3t B, M Of2{8 W7Ix| U 7|E}
54 Z232 o1 2ol M7shok Bt

[ec2-user ~]$ sudo yum remove -y httpd24 php72 mysql57-server php72-mysqlnd perl-DBD-
MySQL57

1 ChE CHA| B 82 dRIgLCH

[ec2-user ~]$ sudo yum install -y httpd24 php56 mysql55-server php56-mysqlnd

g 8oz L& Yaelolestedis B2, HM ALSAL X|IEE 71X & S& mtAUS X7{stoF &
C

i

[ec2-user ~]$ sudo yum remove -y httpd24 php56 mysql55-server php56-mysqlnd perl-DBD-
MySQL56

O|A| floiM dHE Chz 2[4 IZ|XIE HR|E + A&LICH

158t 74LE B Mol WordPress 221 & MXIst= Z0i| CHer RhMIEF CHE 2 CF

« WIinSCPE AF23}0q Linux 2IAEARZ Tl M4

+ SCP ZCI0|UEE AFE510d Linux QIAEAZ It ME

» Amazon Linux 20{lA{ WordPress E21 S A&l

Ol Rt& MM ALS £l BEI AZEQo{of CHEF AtAIEH LHE 2 CHS & HO|X|E & IStMR.

+ Apache & MH: http://httpd.apache.org/

« MySQL Ci|O|E{H| 0| & MHE: http://www.mysgl.com/

« PHP 22|y 2404 http://php.net/

« chmod &H&: https://en.wikipedia.org/wiki/Chmod

« chown H&: https://en.wikipedia.org/wiki/Chown
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2l Mol CHE EMIQ O|1ES SE5HLE 7|1ZE EHQ O|1EE 34X SAEZ 0|Mst= Zdo]| CHEF RHA]|
gt LI 2 Amazon Route 53 7&K}t OFLHA{ 2| Amazon Route 530 =Ml & 51 =0l M 3

oto|a o[ g FHESHMR.

SSL/TLS #4

O| MlM0f= Amazon EC2 QIAEI AN MRL|=
& M7t ZEE|of U&Lc

{0

4 MEHol| SSL/TLSE T+ dste EHE EoiF= &t

I

(® Note

AL2023 SSL/TLS At& M= Amazon Linux 2023 A& A M| M Tutorial: Configure SSL/TLS
on AL2023& FHZE M.

CtS 0 A SSL/TLS #+4
« Amazon Linux 20| A SSL/TLS ++4
« Amazon Linux0| A SSL/TLS #+44

Amazon Linux 20| A SSL/TLS +4

Secure Sockets Layer/Transport Layer Security(SSL/TLS)E & MEHQ ¢ Z2l0|¢E 7+ ¢S 31 E
Mde e ME S OIOIE 7 EHEIX| A =S ‘='§_?=. LIC}t. O] Xt& Mol M= Apache & A &
Amazon Linux 22| EC2 QIAE A SSL/TLS XHEg =822 Fstes YRS MEBFLICE O] Ri&
MolME ZE WHME AME5tD UX| fct 7HEH L—IEF Elastic Load BalancingE AF23t= 42
AWS Certificate Manager2| QIS ME IZH*._I AME835t0] 2= WHAMO| SSL LEZREE FHFTE MEY

Qdtxo 2 9 4535 B3| SSLO|EtT B ELICH ¢ HER KoM 04716 SSLE K|S K|EH =
= EZQITLS7} 240 & F|2FEFLICH Amazon Linux 25 7|EXo 2 B E B2 SSLE A

=0 M= TLS 1.00| et™&HX| it ZHF=gfL|Ct TLS 1.0
ArE SEEREGLICE O] AF&MOMH= TLS 1.2 EHSIEHE
1.32 20180 2 £SO, 7|& TLS 2to|Ee42|(0] At&
M2| OpenSSL)7t X[ L AHR MHE|= $F Amazon Linux 201X AF2 & £ I&LICH 2C0|IEE
2023'H 6% 28U X[ TLS 1.2 O|&F 2 X|#sHoF BfLICH MOIO|EE 255t EZE0f CHEF AtAIEH LHE2
RFC 7568 %! RFC 84462 & X 3AM 2.

w

Ol At& M= =il & ¥ E3HE Hed| TLSZ AZ B LCH
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/A Important
O| Mxt= Amazon Linux 20| M A& 3H7| @8 ZdL|Ct E§F AFEAFIF AH Amazon EC2 Q1A
BAAZ A|ZFStC D 7P LIC CHE HiEZ E A= EC2 QIARA EE= O|™ Amazon Linux
2 HHE A™SI=E QIARHAE “""_PE#._ A2 O| A& M| U8 MRV MB5HX| L2 £

E

A& LICH Amazon Linux AMIS| ZS Amazon Linux0|A SSL/TLS A MME & E5HAIL.
Ubuntul| A< 7R LIE| M- A Ubuntudi A SSL ¥7|E & Z=34IA|2. Red Hat Enterprise
Linux2| Z2< Apache HTTP & MH MM & XSIM 2. CIE HiZ & 3 MHME 2 X 5HA
.

(® Note
EE = AWS Nitro EnclavesE AF2 381049 Amazon EC2 QIAEIAO|M ARHE|= ¢ o Z 2|7 0|M
2 Mo A THE2! 2! Z2l0|H! SSL/TLS QIBME AI8E £ QT E &t =02 ofZ2|
70| 421 AWS Nitro enclaves® AWS Certificate Manager(ACM)E AL & = Q& LICH Nitro

EnclavesE 2| HAFE &2 M504 SSL/TLS I8 M 2 Z2tolH! 7|oF Z2 oi< 21
gt OIO|E{& B35t et™MetH MEled = U SF X|5t= Amazon EC2 7|5 &L |-

Nitro Enclaves& ACM2 Amazon EC2 Linux QIAEA| M A™E|= nginx2t &7 &S 5104
Zeto|dl 7| st QIS AMet Z2to|8! 7|& HiZStH, 15 M dAlg telghuct

Nitro Enclaves& ACME At &3tci™ I Z8i[0|E X[ Linux QIAEAE ALS Sl ofF & LY.
XEMIBH LI 2 AWS Nitro Enclaves AH2 A A0 A AWS Nitro Enclaves2h £ 1177129+
Nitro Enclaves& AWS Certificate ManagerE & = 35HMI2.

T
. "e xY
o 1EHA:: MEHOIAM TLS &5t

« 2EHAH|: CAZF MBEE QIB M 7t 27
E

« 3CHA: EHot T HAE 5 Z35
- =X a4
=4 A7

Ol RH&ME AlZSL7| Mo Ot S BHAHE 2= & LCH
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« EBS X|# Amazon Linux 2 QIAEAE A[ZTELICH ApMIEH LIS 2 15| QIARA A[Z EHHE F
A AIL.
« QIARATICHE TCP ZEONM 9122 85I 8 Eot J&2 FHELICH
. SSH(ZE 22)
+ HTTP(ZE 80)
« HTTPS(ZE 443)

REMIEH LHE 2 Linux QIAEA Q| QIHI2E EBf= Het 2o BHHE H XA AL,

« Apache ¥ MHE Mx|FLICH A X[E2 Xt&M: Amazon Linux 20 LAMP 2 M MX[& &
M. hitpd 7 |X|QF O B& T2 3B ZRFLICH PHP & MariaDB2t A El X|E2 FA|
) =i

. 2 AFO|EE Al D QIS 5HE{H TLS HEZ 7| QIZaHPKI)= TH QI 0|2 A|AH(DNS)S AL
°*L—|EP EC2 QIAEIAE AE5l0d HEE! 2l AIO|EE 5ARSEE B2, & Mu{e =i el 0|§%

£38t7{Lt Amazon EC2 3AEZ 7|E EMQl O|FS T&8Hok gfLICH B2 EtA =H Q!
EL DNS S AR MH[AE Ofo| M8 & = RJU&LICH EE= Amazon Route 538 ALY =& OIAL.| CtH.

1A Mol TLS & 45t
SM: XIS3HE AL85104 Ol AH&EM 2=
CtZ 2] cH&l AWS Systems Manager At&S3tE AtE510{ O] AAEAME 2 E5IEAH XS5t EAHE A

ol Mxatoll Al XA MBE CIXIY QIEAME AR 5104 Amazon Linux 20il TLSE Mxlste BHAE &
04 ELC}.

(® Note
A MBE B ME ElAEME S EXIEF Z2EHM|= {8 E|X| ef&LICH XbA| MEE
QIZME QIE{H0] o B 5T AHO|E WEROIH QAT Hot BTyt EAIELICH

MHEO|A TLSE & g%t ste{H

1. AR A0

é

Z¢et CHE Apache?t Al E[=X| & QI LICH.

[ec2-user ~]$ sudo systemctl is-enabled httpd
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https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/Welcome.html
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HHEHEl 2£0] "enabled"7t Ot L ApacheE AlZfEH CHE AlAR] R&! AlOICH AIZH St S MHE
L|ct.

[ec2-user ~]$ sudo systemctl start httpd && sudo systemctl enable httpd

2. ZE AZES|0] uH?IXI P 2|8 SEiZ HOO|EE|o] R=X] Hlst7| flo, AAEANM 2 &
ZEQ|o] HCI0|EE H™HFHLICE Ol UHO|E M E2 E 2 B AlZhol £22F = AUX|E, 24
Hot doilo|Egt HJ:L THE flall A B2 &L

@ Note

2 &0l iR & EX| 2t UOI0|EE MXIFLICH MR Tof U0
H 0|

[ec2-user ~]$ sudo yum update -y

3. O[M QUAEIAT} A AEHO|2E CtS T ZH2 Apache module mod_ss1& A x[5t04 TLS K|S
ZF=7tghLct.

[ec2-user ~]$ sudo yum install -y mod_ssl

O|M| QIABIAONE Eot MH T ET HAEE I8t QB M ddol AASE ChS o] Z&E L
Ct.

rl

+ /etc/httpd/conf.d/ssl.conf

mod_ssl2| 74 T}URL|C}. 0{7|0f= Apached & =3t 7| 2
EEZE HH

CIE MOl /|, 3{&3t= TLS =

7_<
M, 518t 453 A5 E deiF= FHo| L Eo{ JU&LICH

« /etc/pki/tls/certs/make-dummy-cert

MH ZAE0] ChEt Z2t0[8! 7|2F RFA| MEBEE X509 CIEM HMH& A3 R EQILICE 0] 2IF
ME Apache7t TLSE AM83SIE S SHIE2H MRIEIR =X EIAESIE O F8FLICH M35t
AtZzd ZH0| 17| 20| ZT2HMUM AL E|o{AE HEILICH T2 M 0 AL &
A2 d 2etRX oM ZdoE EC|{FLICH

rr rir

4. A23EEE M50 XA MBE HAES HO| Q1B M 7|& MHErLICH
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[ec2-user ~]$ cd /etc/pki/tls/certs
sudo ./make-dummy-cexrt localhost.crt

I2Ql localhost.crt IO| /etc/pki/tls/certs/ CIHE{Z|of MAEILICH X]
O|E2 /etc/httpd/conf.d/ssl.conf2| SSLCertificateFile @0l & E 7|2
L|C}.

N ood M
Hohoy
e ME
=

m°e =
A 90
% 10 g

ol IUofE A&l MEE QIFZ A} QIFZE Mol ZElo|d! 7|7t 2F ZEHELICH ApachedMHE Q1F
Met 7|18 PEM HAIo 2 @ F&fLICt O] @Al2 ofelo HoFF of et 20| "BEGIN" & "END" 2t
elo 2 Z |l X{2|El Base64 Q12T ASCIl A2 F+MHELICH

MIIEvgIBADANBgkghkiGOw@BAQEFAASCBKgwggSkAgEAAOIBAQD2KKx/8Zk94mlq
3gQMZF9ZN66Ls19+3tHAgQ5Fpo9KIDhzLjO0CI8ulPTcGmAahS5kEitCEcOwzmNeo
BC1OwYR6GOrGaKtkK9Dn7CuljvubtUysVyQoMVPQ971deakHWeRMiEJFXg6kZZ@vr
GvwnKoMh3D1K44D9dX7IDua2PlYx5+eroA+1Lqf32ZSaA00bBIMIYTHigwbHMZoT

56tE7THVH7VvOEf4/iU0sIrEzaMalomgkmY1A70qQGQKBgBF3H1gNRNHuyMcPODFs
27hDzPDinrquSEvoZIggkDM1h2irTiipJ/GhkvTpoQlv@fK/VXw8vSgeaBuhwlvsS
LXU9HvYqOU604FgD3nAyBOhI@BE13r1HjUvbjT7moH+RhnNz6eqqdscCS@9VtRAO
4QQvAgOa8UheYeoXLdWcHaLP

MIIEazCCA10gAwIBAgICWxQwDQYJKoZIhvcNAQELBQAwgbExCzAJBgNVBAYTAiLOt
MRIWEAYDVQQIDA1Tb211U3RhdGUXETAPBgNVBACMCFNvbWVDaXR5MRkwFwYDVQQK
DBBTb211T3InYW5pemF@aWOuMR8wHQYDVQQLDBZTb211T3InYW5pemF@aWouYWxV
bml1@MRkwFwYDVQQDDBBpcCOxNzItMzEtMjAtMjM2MSQwIgYIKoZIhvcNAQkBFhVy

z51RUE/XzXxRLBZ0OoWZpNWTXJkQ3uFYH6s/sBwtHpKKZMzOvDedRE jNKAvk4ws6F0
CuIjvubtUysVyQoMVPQ971deakHWeRMiEJFXg6kZZ@vrGvwnKoMh3D1K44D9d1U3
WanXWehT6FiSZvB4sTEXXIN2jdw8g+sHGnZ8zC0sclknYhHrCVD2vnB1ZJKSZvak
3ZazhBxtQSukFMOnWPP2a@DMMFGYUHOd@BQE8sBIxg==

It o|gu HEHHEE HolM A E|H 7|sol &S O0/XIX| t&LICH o|E 0 ssl.conf It
Uof M Bt B SUSH O|E2 A8 3t= 8 Q1B A O|&2 cert.crt, cert.pem & CHE
Il o|E 22 X|HE £ &Lt
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® Note
7|12 TLS IS TR ArEA X|™ U= CHA| st < ThU0| PEM HAIQIX| & Qlst
M.

KA MEE HO| QB ME 7|7} T 0] OB R KT AR5t HIAE THE
nano)E FE AFEXIZ AF835104 /etc/httpd/conf.d/ssl.conf TIUE U1 C}S Eoi T4
2 HLct OIS BHE 22357| Holl o] 2 FMHo 2 XE[6HK| b= ZF Apache MH|A T} A

B E|X| et &L Ct.
SSLCertificateKeyFile /etc/pki/tls/private/localhost.key
ApacheE CtA| A|ZFgfLCt

[ec2-user ~]$ sudo systemctl restart httpd

® Note
FollM HEE CHE EC2 QAUABIAN|M TCP ZE 44301 MM AE = QlEX| 2 QISHA

Apache & A7} $4ZH L E 4430f CHal HTTPS(EQt HTTP)E X
https://2 EE2I2X URL EA|IE0]| IP FA = EC2 QIAH AOI MAstE ZH Rl o|Ee &

235toq O|& H|AEFLICE.

MEIE = ol Al MEE SAE QIS ME AHE5H0{ AHO|EN| HZS 7| IEH 22K ol £
Ot ATt ALK o2 EAE = U&LICH BT E FAIstD A& TI—ELICH
Apache 7|2 EHAE H0|X|7} Y| ME{of TLS7t LA EIQICHE AL 2Bt K2 M Al

O|§ Sitst= ZE CIO|E7} O|x| & 3 ZHElLICE.

(® Note
AOIE SEXI0H B 3tHO| ZA = RE YX|stedH S 2H P otL{2t siiE ALO|
Eo| £ fAtEtE RE M2 QSst= tZEE + U= CA MEB AUSME 7Hr{etof

gLk
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2EHA|: CAZF MBS QIS M 71X 7]

CA7} MBet AIBME 7 2edH OhS HALE A8 + /U&LIh

« ZZl0|E! 7|0 RIBM MHE 2 (CSR)S AMAdsfLcH.
- 215 7|&(CA)M CSR A&

e I SAE QPISM 7} K27|

« ApacheE +=435t04 LIS M AL

A& MEE TLS X.509 EAE QB AME CA7F HES CISMet &5 xo 2 SUgrLICE T ol
&30l 730| otL|2t AtE|AILICH CAE &IERI|H QUBME &E5t7| ol EH I AR HE 2|4
o2 ZAAELICH ZF ¥ EetHMoll= 0|8 St & EElR K la?;. MolM A28t CA S50| &K
04 Ql&LICH X.509 RQIBAE Zztoldl ME 7|0 sliEste HEZ! 7|2t HEZ] 7|of °,=,§_§|- HtAlo 2
HAE CASl MHoE FE FHE|0] UELICH HEFRX{7I HTTPSE Sl & Ao AZ = M
= HElRXoM AZE = U= CASES ISt & QIEAME MIFLCH MEXIt %EOH U7ALE
AMEIE = JUE CHE MBRE FUEE[E AUE AMQlE S MRt HMAE = JUe E2, HEtefX
= Mot 43 5HE HE Clole AHE2 g4t Ho|XIE EEgLICH

20l HAtE 0I5 QI Molle YUMo =2 H|E0| M2 E 042 215 7| rotktok g LICt

2 & ‘&%H% FEE Xﬂ%i LIC olzet CA & 7t& FF& ohet W2 Let's Encrypt
EMAQ Xt&SSHE K[HFLICEH Let's Encrycrypt 218 A

[H me ko
Hu 4T o%*
e
>
rr
N

12
[m
o 2
S
o
Y
I’I0
|'O
oA
x
0%
0x
E

Aolg MH|AE XMZE A=lo|2tH AWS Certificate Manager7t £22 S44QIL|CH
SAE QB MO 7|28 O|F= A2 ZIYLICE 2019 TR HF L A J &0l M= 2030497 K| &
ME 235 3517| 2/5H 0l24E RSA 7|0l CHaH %A 2048H|E 9 5’|(EEE-Iﬁ) 37| MEE HWE HEEH
LIct. Amazon Linux 22| OpenSSLOIlA $4E 7|2 ZE2{A 3 7|E 2048HIE0|22 CA7F A E
B Mol A8E = JU&LICH TS ™A= AEX XIHE 7|0 H 2 2EHA E=OE 55t ¢
DEE AB)E Hete AASKE Rl M3 Tl= MEIX B L Ct.

/A Important

mlo
g'l_l
Ral
el
Mo

Ol CA ME 3AE QIEM =S X2 S21} 3AE/0| 22 F DNS ZH|Q!
AL FMOIZ M37| ofHaL
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https://letsencrypt.org/
https://eff-certbot.readthedocs.io/en/stable/install.html
https://docs.aws.amazon.com/acm/latest/userguide/acm-overview.html
http://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-57pt1r4.pdf
https://cabforum.org/wp-content/uploads/CA-Browser-Forum-BR-1.6.5.pdf
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CA7l MEE QIBME 7t 284

1. QUAEIAO| @428t CIS /Jetc/pkiltls/private/ 2 2 O|S & LICH 047|= TLSOI| CH8F ME{ 2| = Etol8!
7|18 ME st CIEEE|IQUULCH 7|8 SAE 7|8 AF83510{ CSRE d4d5t2d{™ 3EHHZE THLEL]
C}.

{0

2. (MEH AFE) Al Z2fo|E! )

B L ohee 7| A MEQILICH ofE H} 7|
MEHOIM AFSE 4 QUK|BH Hot 780l B o 8

I

- 0 1: 7|2 RSA A E 7| BtELICtH At It U2l custom. key= 2048H|E RSA Z2t0[E!
7| dLct.

[ec2-user ~]$ sudo openssl genrsa -out custom.key

c o 2:H 2 TEMHAR O Z248 RSA 7|2 BHELICH AT T+UQR! custom. key= 4096H|E
RSA Zztol|g! Z|L|Ct.

[ec2-user ~]$ sudo openssl genrsa -out custom.key 4096

« 0 3: Y452 ES K= 4096H|E 2t 535 RSA 7|2 MAHL|CH 22 AES-128 &5 512 &5
3l El 4096H|E RSA Z2}0|8! 7|2 custom.key I} UO| A ELICH,

/A Important
7| ef35HE Soll 222 e + UX|EH dE3HE Flols 57 ERs7| WEo
O|& At8stE MHIAE KIS2 2 ARTE + gi&LICH o 71§ AFSE MOtCE SSH o
Z2g Sl A5 (22l oilof M= "abede12345") & XS sHok & LICt

[ec2-user ~]$ sudo openssl genrsa -aesl28 -passout pass:abcdel2345 -out
custom.key 4096

oI

« 04 4: H| RSA &2 & AE3t0qd 7|E Y IELICH RSA HE3= F 72| 2t K| &2 AT E 7|

HOo 2 st= 27 7|2 37| 2o ACiMoz “2l £ Ql&L|cH 8Lt RSA & 535} 0|2|9]
A S3E AHESHE TLSQ| 9IE HEE = UELICH Bl SM 82 J|Ho R 5t 7|2 88
StEOH+Z2 M3 MELCH 21 M=o 2 HELICEH

[ec2-user ~]$ sudo openssl ecparam -name prime256vl -out custom.key -genkey
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1 Z1t= OpenSSLOIM X[ HstE "HHEE =4"2l prime256v1 2 AFE 5= 256H|E EFH =44
Zatol8! Z|ulct NISTO| 2™ O 7|2 & 38 Z T = 2048H|E RSA 7|2Ct A7t H =&
L|Ct.

@ Note
D E CAOIM B M 7[8H 7|of CHSH RSA 7|9t S8 =& 2| X|&g M35tRI= &
&Lct.

M zZzto|s! 71| AR W L HE2 iR MEtH(ARA=FE, IE=FE, AR U H71/M7])
Olo{of &Lt BHE2 S ofloilMet Z&Lch.

[ec2-user ~]$ sudo chown root:root custom.key
[ec2-user ~]$ sudo chmod 600 custom.key
[ec2-user ~]$ 1ls -al custom.key

OpenSSL2 CHst &AHE Wm otz Eo| HEE estets HAIXIE EAIFLICH THQlolM &
QIEl 7|82 S AE QB AQ| B Common NameE A Qlet ZE EE &= MEH AL QILIC

=k T of
Z7tolg s =vtel = &tal SO At US(=0I2)
FEERY ST EXO| QURIE F EE RO OF. 0f 4
JE OIE 2 o%oiZ A Y 4 93
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By MY o
Al O|& ZEo| Qx|(odl: T Al. AlOHE
2 0|& SiE ==|o| HA| o|B. =2 0|& 9| &l Example Corporation

ol ZEEof CHEt F7H HE(UE HR). =41 of

o
il
m
"

[
=
k=)
i

O| Zt2 ALE A7t EHEt Kol =48l{of 3t=  www.example.com
H FAot ¥ Yx|sHoF BLICH Yitx o

2 Ol www.example.com °| EHAl02 &
AE O|E e HEIO| 2of E= =0 O|

EC L
&2 XELCH XA MEE 215 AHE DN
sF0O (=}

FO| 9dO| EIAESHE AR, U 0|E &

oT, =2 =2
b

5|
AE O|FRIe2 7HE = U&LIC CAE
* .example.com It Z0| 2t FtE O|F

2 3185t HIM ABMET MBS ELICH

OlHY =&  AMH BEIXt2| O|HY F 4. someone@example.com

DFX|2 2 OpenSSLE MEIX| 2 2 (M2 AhE Ustets HIAIKIE EAIRLICH O] g5 s
ST CSR U AFS LS ST CA ZHo| ERIR Mol MBE|2 2, o U 7|et Mea] Tz (s
2|Ab O B)oll CHEF ST CALl & ALS2 IELICH CSR K| 2= At Shedol 22 Olx|

x| berLich

QP—P I Ul csr.pemol= HEZE| 7|, H{=2] 7|9 C|X|E ME & =24t HIEHC|OIE{7} Z & &[0

4. CAO| CSRE MEELICE Ol E8 HIAE WE7|0AM CSR IS ¥ 1 & Alof
Ste HAo 2 7/ dELICt ol 1B Mol F7HE Lt o|&f ol F&l| CHAI| OI&(SAN)2 2dstetes

HIAIR|7} LFERS &= & LICH www. example.comO| Lt 0|5 Y 2R, example.com2 £2
SANO|H, 11 tlH:HOI Z T OFEER|QLICH AIO|E WEXHE 0] 0|2 & 8tLIE st 2 F
gi0| AZAELICt CA Ao M O|E 5185t B, SAN 550 it 0|E2 Z&AIZILICH &

oF
o
£ CAE O|E XIS E EZ ALt

Amazon Linux 2 69



Amazon Elastic Compute Cloud Linux QIAEIAZ Al M

5.

0| £2IE|™H CANM MBS M| ZAE QB ME A ELICH CAQ| 2= %

e FIt ABMI 2 E B2 M LS CI2EEsiEhs SHLE &2 = /U&LICh

ro
mo
ro
Hu
Q'I_l
rr

® Note
CAL T3t 252 9l 01T oz] BAlo| ity B 4 &L & A& Mol Ms
PEM EA10| 15 A THBH AL 50k SH=T, Ol 258 .pen EE . crt Tt HFHO
2 EAE/XIEH 84 28 2 oblLICh of IHYUS AL B K| HASK| o2 B A
E HEY|2 BUS YT O BoIoR AIRElE E5 st ol40| ZHEIE U e

HPEO| mtUS ClS0 ZO| HAEE = /&L CH
[ec2-user certs]$ openssl x509 -in certificate.crt -text

Ol £0| ol LIEtLI=X| EHRIStMIL. .p7b, .p7c, = RAE Tl HEHOZ TLt
Q]

I
£ IUE AL8StX| f&LICH

/etc/pki/tls/certs CIEEE[0] CATF MBE M B Aet ZE S7F QIS ME B XIELICH

(® Note
0d2] 7}X| HHO Z M Q1B ME EC2 QUAEAN UZE=E 4 QXD 7hE ZHHSI D
Qlsh gteH2 ElAE TEIT|(0: vi, nano, HEEH)E 22 HAFEQ QIAEHAN 25 d1
T HET| zhof ot 2EIXE SA5t04 20|z WL EC2 QIAEI A0 Of2{8 &
2 =8 [ FE [sudo] Heto| HRELICH O|EA otH Het = B2 EX7F U= 8
L FA| &olgh £ QlaLct K| REIXE SASE SO 2tel2 FIHeHHLE o 4
CEE ZHUXE HESHK| LT FolstMR
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=
Amazon Linux 2 7|2 Z{(ARA=RE, 1&=F
C. CtE oXl= At8ste By 2o FLIC

I

[ec2-user certs]$ sudo chown root:root custom.crt
[ec2-user certs]$ sudo chmod 600 custom.crt
[ec2-user certs]$ 1s -al custom.crt

O| BFEo| ZAut= Chsxt Zotok grLct

-TW--=-=-==-- root root custom.crt

57 QM THUol CHE HEHS Y HHBLICHARK=FE, IE=-RE, 48K 47| 75, 28

7| 7ts, 2E AL8XF 2171 71s). TS oKX= A&t BEE 2o{ ELICH

[ec2-user certs]$ sudo chown root:root intermediate.crt
[ec2-user certs]$ sudo chmod 644 intermediate.crt
[ec2-user certs]$ 1ls -al intermediate.crt

O| BE | ZAut= Chs 1t Zotok grLct

-rw-r--r-- root root intermediate.crt

6. /etc/pki/tls/private/ CIEE{Z/0|M CSR

mjo

MAE A

ro
|H

® Note
02{ 7t x| HHO 2 AEXt X|H 7|8 EC2 QUAEHAN HEEF = UX|BH 7HE ZHHASEH
I st U2 BIAE TR 7|(0d: vi, nano, HEE)E 24 HAFE{Q QIAERHAN 25
Q¥r F HEY| ztof ot ZHIXE SAsto] 20| RAYULICH EC2 QIARAO|AM O|2q&t
A2 sAE [ FE [sudo] HEt0| HRELICH O|FEA st Mt E= F=E 2HX[7F U
= 4% SA| FHelg = &Lt stx[gk Z2HIXE SAtste ¢t 2tlE &7+t 7Lt o
M Ac=2E ZHAE HESHK| LT FolstMR2.

etole! 7| B R[ELICH.
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/etc/pki/tls/private CIEEE| LHO|M Tt AR, 28§ & HEH MH0| of< AEH=el
RA=FE, JE=FRE, AKX TS 7M7)t Lx[et=XICtES H

Amazon Linux 2 7|24
HE Ar835tod = QIFhLct,

[ec2-user private]$ sudo chown root:root custom.key
[ec2-user private]$ sudo chmod 600 custom.key

[ec2-user private]$ 1ls -al custom.key

1} Zrotok BfLC.

root root custom.key

HEod ?I3ll /etc/httpd/conf.d/ssl.conf& HHEE

— ogl'jl T

o

7. Moz a7 o

Apache®| SSLCertificateFile ol CA7} ME

a.
£ ELct
SSLCertificateFile /etc/pki/tls/certs/custom.crt
b. Zt 1B M It B2 BL(0]| 6|0l -H= intermediate.crt), Apache2|
SSLCACertlflcateF le HHEE AHESt0 Z2 L It O|§ S L=ELICH
SSLCACertificateFile /etc/pki/tls/certs/intermediate.crt
(@ Note
UR CA= ZAE QIBAMQ 57t QUBAME B W2 ZAES7| WEof
SSLCACertificateFile HEO| S LR FLICt. CATI MB & X|EE2 HZHAML.
c. Apache®|SSLCertificateKeyFile @20l Z2t0|8! 7|(0] o0 MHE custom.key)2| &

2ot mtd o|§S gLt
SSLCertificateKeyFile /etc/pki/tls/private/custom.key
Eherict.

8. /etc/httpd/conf.d/ssl.conf& X{& 35t ApacheE CHA| A|E

[ec2-user ~]$ sudo systemctl restart httpd
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9. Nttps:// TEAZF ZEE 2L URL Striol SHIE! 0B & eeisio] KB HlaseLch
HEt KoM EIAE HOIX|7 2F 44 90| HTTPSE S3 2 =Elofof BLIC
3EHH: Eot TH E|lAE U 23
TLSO| &S E|T Yol BHE ¥ olo] AN Hot £ES HlAESHof SLICH Hot K2 2R oY
57 EA8H = Qualys SSL Labs9t 22 22101 MHIAE AL 5HH 018 27 £8F £ el
Ch. 2 ZIbof et £ 88 Z2ED, Yot 43 UAQIH ABE BEstod 71 ot TS Lty
=}
=

= =
=
£ Ql&LICH RFMIEH LHE 2 how Qualys formulates its scores AlME

/A Important
AR ElAEE M 2otof 042 S 8fLich T4l 32 @& 7 Mzt Hot Elsj Y o]
E{ &4 2 0|0{& == U&LICH HEEl=E 2o Algll= AT L MEA d7L= fI=ol| chx st
7| 2lslf ZHlol #Hetst=2 2 HOF ZHALE FU|1Mez dAlstE W0l M 2hefol el
Ch.

Qualys SSL Labs AFO|E O] www.example.com @422 MHO| HstEl THQl 0| S =2ietL
Ch o 282 ¥ AIOIE SZ(A-F) L SHQIE &AM 24 ZatE 2 Lot otz Eofl Amazon Linux 2
2 7|2 Certbot 215 M| 7|2 Apache #4170 SYet THIQlol| CHEF 2T M7F @ oFE[o] /&

L|CH.

o
i
oin
I
o

QIS M 100%
ZIZEZ XA 95%
7| m&t 70%
AS3 & 90%
MM 70| CHAMIZ EX|7F Qlo1 Eo{E M8 HE EnMoME HE HAM EXNE o47(of A1zt
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1. HAE HET|M /etc/httpd/conf.d/ssl.conf 7 ILS LD CtS E2| AlZF 2 20]

wg Usto] ST F2 FHo2 MU

#SSLProtocol all -SSLv3

#SSLProtocol all -SSLv3
SSLProtocol -SSLv2 -SSLv3 -TLSvl -TLSvl.1l +TLSvl.2

O O - = =
HE TLS 1.2 0[] ZZE 2 S AIE5tE 2LI0IUE S| A5 5HE HAES 518 etX| ei&LICH
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BEO| Y M L2 M| 78 LIS AR 0l|A LS BE S| T FLICH
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(® Note
O[2HEr HALZ TLS T 1.0 H 1.12 HIZ dststH M2 H|22| 22 & Eet*X{7}
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1. F o2l /etc/httpd/conf.d/ssl.confOA SSLCiphexrSuite B2 0| L& E MMHE 3t
1 7|29 £2 E9| AlFto] ‘2 =2sto] FAHOE XelF L c

#SSLCipherSuite HIGH:MEDIUM:!aNULL:!MD5
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[ec2-user ~]$ yum list installed | grep httpd

[ec2-user ~]$ yum list installed | grep openssl

17)0f QladstL|c}.
I 2 X{0f| A 04%15| &
X|etx| gtomM A

ofE 0, EHetEl HE T Apache 2.4.34 L OpenSSL 1.0.2¢2! A< 0| ¥4
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SSLCipherSuite ECDHE-ECDSA-AES256-GCM-SHA384:ECDHE-RSA-AES256-GCM-SHA384: ECDHE -

ECDSA-CHACHA20-POLY1305:
ECDHE-RSA-CHACHA20-POLY130@5: ECDHE-ECDSA-AES128-GCM-SHA256 : ECDHE-RSA-AES128-GCM-

SHA256:
ECDHE-ECDSA-AES256-SHA384:ECDHE-RSA-AES256-SHA384 : ECDHE-ECDSA-AES128-SHA256 : ECDHE -

RSA-AES128-SHA256
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MMEI HHE /etc/httpd/conf.d/ssl.confoll SAMELICEH

(® Note
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#SSLHonorCipherOrder on

(o]l

Ol HHL (0] o M) MW e HotS X|Hsts 25 B Zotstof Mulold 2907t 2 458
MESES BLICH 0l THO| MEEIH M BIx| 2243 Hot 917 MHS AT 2 5 2ot
Ol of of3t 518 2% 2 CHRIE LIC

O| & MXIE 25 2 =8 CtR0ll= 8 AE 2 /etc/httpd/conf.d/ssl.confof K& 5T
Apache& RHA|ZFEFLICt

Qualys SSL LabsO|A = H QIS CtA| EIAE S RC4 FeF 80t CHE A1 EXI7F AR o2 o
a2 JAYLct

S s=2 A
B M 100%
ZZ2EZE X[ 100%
7| wet 90%
xSt & 90%

OpenSSL2 AO|O|EE miotCt Af & 57
Amazon Linux 2 PIAEIAE A2 R
Fo| M| 2ot F| kX of CHSt EnE A& A .=.L—|EP.
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[ec2-user ~]$ cd /etc/pki/tls/private/
[ec2-user private]$ sudo cp custom.key custom.key.bak
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[ec2-user private]$ sudo openssl rsa -in custom.key -passin pass:abcdel2345 -out
custom.key.nocxypt

[ec2-user private]$ sudo mv custom.key.nocrypt custom.key

[ec2-user private]$ sudo chown root:root custom.key

[ec2-user private]$ sudo chmod 600 custom.key

[ec2-user private]$ sudo systemctl restart httpd

O|M| Apache?t &f 3 & EX| ot AlEfer ZALICH

S

=
« sudo yum install -y mod_ssl2 A&e mf 2 {7t dr-dgLct,

SSLoll e H7|XI8 MAlsa & 0 T3} 22 2R 7t EAIE & UsLICh

Error: httpd24-tools conflicts with httpd-tools-2.2.34-1.16.amznl.x86_64
Error: httpd24 conflicts with httpd-2.2.34-1.16.amznl.x86_64
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https://help.ubuntu.com/community/OpenSSL
https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/8/html/deploying_different_types_of_servers/setting-apache-http-server_deploying-different-types-of-servers
https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/8/html/deploying_different_types_of_servers/setting-apache-http-server_deploying-different-types-of-servers
https://docs.aws.amazon.com/enclaves/latest/user/nitro-enclave.html
https://docs.aws.amazon.com/enclaves/latest/user/nitro-enclave-refapp.html
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[ec2-user ~]$ sudo service httpd status
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https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/Welcome.html
https://console.aws.amazon.com/systems-manager/documents/AWSDocs-Configure-SSL-TLS-AL/
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[ec2-user ~]$ sudo service httpd start
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[ec2-user ~]$ sudo yum update -y

O|A| QUIAEAAT} 2|4 HE{O|2 2 CHZ2 1 Z'2 Apache module mod_ss12 Ax[5H04 TLS K|S
Z 7+t

[ec2-user ~]$ sudo yum install -y mod_ssl
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O|M| QIABIAONE Hot MH T E0 HAEE I8t QB M ddol AHE
CH.

/etc/httpd/conf.d/ssl.conf

mod_ssl2| 7 mtUL|Ct. 0{7|0f| &= Apachedl & E 3} 7| & QIF Mo 2|x|, = TLS
ZZEZE HA, 585t ¢E3 AFE Adi{F = “Had ol & (o] &Lt

/etc/pki/tls/private/localhost.key
Amazon EC2 3 AE 9| 2048H|E RSA Zzt0|8! 7|2, XIS 2 MM ELICH MX|ste S¢t

OpenSSL2 0| 7|E AF835t0q AtAl| MEE SAE QBSME MMM, 0] 7|12 AHE5104 215
7| ZHCA) MEE QUBM HE 2F(CSR)E dde = AU&LICH

|

/etc/pki/tls/certs/localhost.crt

MH SAEO| A&l MEE X.509 QIBME, AtS2 2 MM ELICH 0| 215 A= ApacheZt TLS
E M8 LS SHE2A EXIEUR=XI HAES = O 8 & LCH
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[ec2-user ~]$ sudo service httpd restart
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« 0 1: 7|2 RSA EAE 7|E BtELICH 23 1t 2Rl custom. key= 2048H|E RSA Z 20|
7| dLCt.
[ec2-user ~]$ sudo openssl genrsa -out custom.key
« 0 2. H 2 EEHARE [ Z28t RSA 7| BtELCH At I Y2l custom. key= 4096H|E
RSA Zzto[%! Z|iLICt.
[ec2-user ~]$ sudo openssl genrsa -out custom.key 4096
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[ec2-user ~]$ sudo openssl genrsa -aesl28 -passout pass:abcdel2345 -out
custom.key 4096

%

« 04 4: H| RSA &2 & AtE3t0qd 7|E Y HELICH RSA H&3= F 7He| 2t K| &0 A E 7|

HOo 2 st= 27 7|2 37| 20| ACiMoz “2l £ Ql&L|cH 8Lt RSA &5 35} 0|2|9]
A SSHE AFESH= TLSQ| 9IE HEE = UELICH Bl SM 82 J|Ho R 5t 7|2 88
StEOH+Z2 M3 WELCH 21 M=o 2 HELICEH

[ec2-user ~]$ sudo openssl ecparam -name prime256vl -out custom.key -genkey

1 Z3H= OpenSSLOIAM X|#shs "HHE J44"0l prime256v1 S AL 5HE 256H|E EFed T4
Z2tol8! ZIJLICH NISTO| (T2 0] 7|o| A58 Z T = 2048H|E RSA 7|EC A7t £&
LICH.

Amazon Linux 83


http://csrc.nist.gov/publications/nistpubs/800-57/sp800-57_part1_rev3_general.pdf

Amazon Elastic Compute Cloud Linux QIAEAE

® Note
2 E CAOM EHH =44 7|8t Z|oi| T3 RSA 7|2t S S8t =& 2| X|#E M3 3stHX|
&LCh

M ZEtOI 7|9 27H & et
22 O

Olo{of &L|ct BH

[ec2-user ~]$ sudo chown root.root custom.key
[ec2-user ~]$ sudo chmod 600 custom.key
[ec2-user ~]$ 1ls -al custom.key

@ BHEo| At ChSot Zotok gfLCt.
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4. CAO| CSRE2 MEELICH ol E& HAE HEJ|0|M CSR IS L1 & L4lof LIS S SAt
ot Jez FEELICt ol RIZ Mol FIHE stLt ol& 2| F#|| CHA| O|F(SAN)E &=istets

HIAIX|ZF LEERE &= Q& LICH www. example.comO| &t O|E Y AR, example.com2 £2
SANO|H, 1 gtcio| AL T OrEt7EX|LICE. ALO|E Y EXL= O] O|F & stLtE 3sIH 2R
o0l AZELICEH CA & ZA oM O|E 5185t B, SAN S50 et 0|§2 Z&AIZLICH &
2 CAE O|E At E22 EFAIZLIC

Q0| £2I%|™H CAMAM MESH M SAE QB ME A ELICH CALS| AME| QI8 2t=5tE= O
LZIQEt FIH QIEM7L ZEE S7H QIEM U2 R EE5tEts SHHE #e =& JUauct
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CAE Chrst 252 9lsf 02T oz BAlo| iU B 4 aLich & A& Mol Ms
PEM EAl0| Q15 A THUBH AL S0} SH=, Ol 28 .pem EE .crt #¥HoZ &
AEIRISH 84 T 22 ObElLICH OfH U AHSE X 2 ASHK| She HP HAE B
2712 U2 YO CHaoE AIRtEE 25 st olyo| il nUs FaLlt

[ec2-user certs]$ openssl x509 -in certificate.crt -text

Ol £0| ol LIEtLI=X] EHRIStMIL. .p7b, .p7c, E= RAE Ol HEHO=E DLt
Q]

I
£ IUS AF8StX| f&LICH

5. /etc/pki/tls/certs CIEE{Z[0] CA7F MEEH M QIE Mt ZE S Q5 ME HixIEfLICH

/etc/pki/tls/certs CIHEE| Lol T AR H, 2
Amazon Linux 7|2 Z(LARA=FE, IE=FE x

o 7tX| HHO 2 AFEXL XY 7|8 EC2 QIAEH AN HE =8 4= QX[ 7t ZHHESH
T ost w2 BIAE HEIT|(H: vi, nano, HEZE)E 24 HFE} QUAHAN ZF
L F HEY| o] mtd 2EIXE SASt0d 20|= ReULICH EC2 AARAM Of2{E
AUE s™¥E [ FE [sudo] HEHO| R fLICH O|E A ot Mt = F2 X7t U
= 42 FA| =Hel" = &L Hx[gF Z2HXE SAtstsE S0t 2telEg F7+HH7HL o
M AcEE ZHAE HESX| AT FoltMR.

9 #3t B0l 0fS FIEHl

=
=
& d7l/x 7))t dx|st=X| chg BH

= Ah83stod FHIgrLct.

[ec2-user certs]$ sudo chown root.root custom.crt
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[ec2-user certs]$ sudo chmod 600 custom.crt
[ec2-user certs]$ 1ls -al custom.crt

¢ B ol At ChSn Zrokof Lt

57 QB M THUol ChEF M Y UHBLI(ARA=FE, IE=-FE, AKX 47| 7h5, 28
o171 7Hs, BE MR 471 7t5). o] L Chg

[ec2-user certs]$ sudo chown root.root intermediate.crt
[ec2-user certs]$ sudo chmod 644 intermediate.crt
[ec2-user certs]$ 1ls -al intermediate.crt

@ BHo| At ChSn Zrotok gLt

-rw-r--r-- root root intermediate.crt

6. ALEXXIHE 7I1E ALE5l0{CSR X! A2 U2 SAE QIEAME HHet
private/ CIHEEE|0M 7IE 7I& HM7Hst7HLt O|F S bt CHS ol
gLt

St
[

et B2 /etc/pki/tls/
= CIEE 2|0l M 7|& MK

[o]]]
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040 7% i
A A
> 0= N o
I
=

[sudo] i-'?.FOI oLt o
C

1z 0

r
u
rn
1
[
mjn
T
AL >

/etc/pki/tls/private CIEIE{Z| LHo]

ModAsgd I8 2 Het dHo0| o< AMEHA e
Amazon Linux 7|E2ZH(ARK=RE, 2IE=RE, AR M 2|7/ 7)1} LUx|et=X| &OIEtL]

|:_|._ |:|=IE=|O |:|.° |.7I-A|__||:|.

[ec2-user private]$ sudo chown root.root custom.key
[ec2-user private]$ sudo chmod 600 custom.key
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3

TLS
ot AH|

[ec2-user private]$ 1s -al custom.key

0

@ BFo| At ChSn Zrotof FLct

“ITW---=---- root root custom.key

=
o
Ol
x
=)
N

—

| ot BHAE5H7| I8l /etc/httpd/conf.d/ssl.confE& TRIELICE.

a. Apache®|SSLCertificateFile HHE0| CA} HEF SAE QIE MO Z29 Tt O|F
2 =gLct.

SSLCertificateFile /etc/pki/tls/certs/custom.crt

b. &7t EM oS B2 F?(0]| 6o A= intermediate.crt), Apache°|
SSLCACertlflcateF le HHEE AHESt0 Z2 L It O|FS U LICH

SSLCACertificateFile /etc/pki/tls/certs/intermediate.crt

(® Note
UL CAE SAE QB M 57 ISME B nt U= ZAEsH7| mWEof o] 0|
ELQELICH CAZF MBE RIEE HZFHMR

c. Apache®|SSLCertificateKeyFile B@&0| Z20|8l 7|0 A22l mt 0|2 =L
Ct.

SSLCertificateKeyFile /etc/pki/tls/private/custom.key

/etc/httpd/conf.d/ssl.confE K& 3t ApacheZ CHA| A|ZHEFLICE

[ec2-user ~]$ sudo service httpd restart

https:// EFA7L Z& &l HE}R X URL FIZHCHI CHelol&2 ?=. 8t0o1 MHHE EHIAEFLICH

HetMoM = E|AE HO|X|7F 27F 4 ¢l0| HTTPSE Soll = =x|0{of &fLIC.

H: 2ot 1M HAE Ql Z3s}

ol ASE|T Ytholl BIHE % 0lo] M| ot £F S EAESo} BLICH 2ot MHE PRE oy
24451 i Qualys SSL Labs2 22 22tQ1 MHIAE AL85HE1 0| A4 £88 4 e
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Ct O Autol et =88 Z2EE, #ote &5 L ANQE S E aElstod 7|2 2ot 748 TdstE
£ Q&LICH RFMIEH LH& 2 how Qualys formulates its scores /M EESHML.
/A Important
AM EHAEE M E2tol| O SQELICH FHYo| &2 QF It 41ZHet 2ot &la & oo
B £42 0[0{& £ JU&LICH HEE[= 2o Atglle= A7 L MEH ML= IRl CHR{5t
7| Yo ZSI0| HEStEE Eot ZALE FI|Ho R AA|StE 0| M #E[of EaedL|

Cth.

Qualys SSL Labs AFO|E.0f www.example.com &4l 2 Mu{o| MFstE ZHQl 0|2 =2detL
Ct. oF 22 % AIO|E SZ(A-F) & & &N 24 ZIE &7 E. I Ct. HOOHA-I TAo| CHAE 2
7k io] Hoi M2 & EaMoilMs HH &y

XRC4 225 OF HH0| S Bt KoM ALSSHE S XIMELICH 25 23t gnalFol 4
Sha) SAQILICH TLS CIOIE] AE RIS L 3HoHE O AHSSHE MHE %2 QI RC40E B 7HR| A2t
£/9FE0] 9 WO 2 YK USLICH EFEHEH BIHAl 2B K| ALR T QICHH HIZH Ad8tsHoF B

X O|Z TLS HZH0| X|{ELICt F-ollMd= TLS 1.0(010] A& FX| 2 el TLS 1.1(AHS S| Rt
ZIg &) RIMELICH 20182 E = TLS 1.28H HEELICH

1. BHAE HET|MM /etc/httpd/conf.d/ssl.conf 74 IS YT CHF E9| AlE 20
"#'g Ustod T ES FAHE X2 LICH

#SSLProtocol all -SSLv3
#SSLProxyProtocol all -SSLv3

0jo

2. Cf

FEs FIHELICH

SSLProtocol -SSLv2 -SSLv3 -TLSvl -TLSvl.1l +TLSv1l.2
SSLProxyProtocol -SSLv2 -SSLv3 -TLSvl -TLSv1l.1l +TLSv1.2

Ol2{8t W2 SSL A 2 L 31 TLS tHA 1.0 L 1.12 BAIMO 2 HIg A3t gtLict. olx] o] A
HE TLS 1.2 0[R[2| ZE2EZ S AIE5t= 2CI0|YUERte| 4535 El HIAE S{85HX| L& LICH.
HHO| HM L2 MHe| 74 LIS A=A S BErs| T LI
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® Note

o|g{st et Ao 2 TLS B
MO|Eof HMASHK| 26t

12 HIZAISEHH &2 HIgol QFHE A Hat A}
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I o
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[ W = |

(Al

Ste{H™
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o ==

o
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1

al

1. /etc/httpd/conf.d/ssl.conf 7t I} oA SSLCiphexSuite &
SSLProxyCipherSuite 7482 @2t T4 XEIE o7t Z&E MME Z&LICH

#SSLCipherSuite HIGH:MEDIUM: !aNULL: !MD5
#SSLProxyCipherSuite HIGH:MEDIUM: !aNULL: !MD5

olg{8t &= achE T 1 of2fof ChS WS FIHEtLIcH

(@ Note
o170l M= 7t5EE flol of E2 EAIRMX|E, o & JHx| BH 42 2f & 0[F Alo|
ol 40| gi= B Z0|o{oF ErLCt.

SSLCipherSuite ECDHE-ECDSA-AES256-GCM-SHA384:ECDHE-RSA-AES256-GCM-SHA384 : ECDHE -
ECDSA-CHACHA20@-POLY1305:
ECDHE-RSA-CHACHA20@-POLY1305:ECDHE-ECDSA-AES128-GCM-SHA256: ECDHE-RSA-AES128-GCM-
SHA256 : ECDHE-ECDSA-AES256-SHA384:
ECDHE-RSA-AES256-SHA384 : ECDHE-ECDSA-AES128-SHA256 : ECDHE-RSA-AES128-SHA256:AES: !
aNULL: !eNULL:!'EXPORT: !DES:

IRC4:IMD5: ! PSK: 'aECDH: 'EDH-DSS-DES-CBC3-SHA: 'EDH-RSA-DES-CBC3-SHA: | KRB5-DES-CBC3-
SHA

SSLProxyCipherSuite ECDHE-ECDSA-AES256-GCM-SHA384:ECDHE-RSA-AES256-GCM-

SHA384 : ECDHE-ECDSA-CHACHA20-POLY1305:

ECDHE-RSA-CHACHA20-POLY130@5: ECDHE-ECDSA-AES128-GCM-SHA256 : ECDHE-RSA-AES128-GCM-
SHA256 : ECDHE-ECDSA-AES256-SHA384:
ECDHE-RSA-AES256-SHA384 : ECDHE-ECDSA-AES128-SHA256 : ECDHE-RSA-AES128-SHA256: AES: !
aNULL: !eNULL:!EXPORT: !DES:

'RC4:!MD5: ! PSK: !aECDH: ' EDH-DSS-DES-CBC3-SHA: ! EDH-RSA-DES-CBC3-SHA: | KRB5-DES-CBC3-
SHA
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- MY 2ot X[

0|& oll ECDHE(Elliptic Curve Diffie-Hellman Ephemeral)ﬂ AU&LICE.

= T Eval = 0

ephemeral® =4 & HIYUMHES LIEFLLICH =8t RC4E 31X 2 B R0 U= ZXIE ¢35 & 5Lt
dLct

LHEO| ZAIEIX| et= 7124t E= terse BH EH*' BAM ds FS5S ME35t= X0l E&LICEH

o7|0f Ltet = A E FSE2 /ISt ot S8 5 stLtoll 2L ELICH & E0f, &4 & "I
CHA S E 7|ECcR S82 2|1M5te = °'AL—|EP

Zt OpenSSL UOIO|E Al M 271 EQIE|1 O™ &85 9| A& 0| SEHELICH EC2 Amazon
Linux QIABAE 2|AMO 2 RKX|5HT, OpenSSLO| EoF A2l & 2Q15H, 71& HE AMEol M
H ot k™ol CHEt En & & AElLC

#SSLHonorCipherOrder on

Ji=E

FIO

(Ol ool M=) M er Hotg X|ste YB3 S ZE5t0d MHOIM 227t 52 Y5 E
M= FLICH 0] BHO| AMEIM Ml Bix| Z2i8h ok 07 MHS AlTs 2 % 2ot
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o & & SELICH.

rr

ss3tr|n ¢S 2 BESEE ZEto|Y! M 7|18 Mdx|EH B2 0l

oM &E3 U &5 2F AEE MHE £+ &L 7|2 CIAE 2|0l custom. key2teE ¢ 53}
Z| Z2lo|8l RSA 7|7t 9/ 0] 7|2| &5 7} abedel23452t T 75, EC2 QIAEAOM CIE H
He Agsto] 0] 7|0 A ESHE|X| o2 HAS MAsHLICH

[ec2-user ~]$ cd /etc/pki/tls/private/

[ec2-user private]$ sudo cp custom.key custom.key.bak

[ec2-user privatel]$ sudo openssl rsa -in custom.key -passin pass:abcdel2345 -out
custom. key.nocrypt

[ec2-user private]$ sudo mv custom.key.nocrypt custom.key

[ec2-user private]$ sudo chown root.root custom.key

[ec2-user private]$ sudo chmod 600 custom.key

[ec2-user private]$ sudo service httpd restart
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® Note

AL2023 WordPress AF& M E Amazon Linux 2023 AFE ARH MO A Tutorial: Host a
WordPress blog on AL20232 & ZX3HMI2.

Ct=2 0l A WordPress E21 S AE
« Amazon Linux 20| WordPress 221 A

Amazon Linux 20| M WordPress E21 5 AEl

of2Hofl MA|E! HXI= Amazon Linux 2 QIAEIAO| A WordPress 22192 Mx|, 4 &l EHotof CHst
A2 CHLHRILICH 2 RHEME 7IE 54 A‘lHl/\OiIA-I'.: QHFX4 0| K| &2 WordPress E21E 5

AESHE ¥ MEHE AFSXRI7F 25| MoE = QICH= HollA Amazon EC2 AFE0{ Q01 E2 UE 7|
3|8 MSFLct
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CloudFormation MH|AE= 2 | &5t = WordPress I E£ 2!/ M3 & LICH REAEH LI 2
AWS CloudFormation At B MO M AlEI5H7|E FZ ML, Windows RIAEI A0 A WordPress
EZOE S AEEE{M Windows QIAEHAE Amazon EC2 A& A—E A Q| Amazon EC2 Windows ¢!
AEIA 0| WordPress E2 1 HIZ E & XSHMI2. DIO|IE{H|O|A 7} 22|18 1718 d £FMo| 2 st
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/GettingStarted.Walkthrough.html
https://docs.aws.amazon.com/AWSEC2/latest/WindowsGuide/EC2Win_CreateWordPressBlog.html
https://docs.aws.amazon.com/AWSEC2/latest/WindowsGuide/EC2Win_CreateWordPressBlog.html
https://docs.aws.amazon.com/elasticbeanstalk/latest/dg/php-hawordpress-tutorial.html
https://help.ubuntu.com/community/WordPress
https://docs.aws.amazon.com/codedeploy/latest/userguide/tutorials-wordpress-launch-instance.html
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g 7120 A 2eleth2). A Sl QIAE AL QIAE[0] Y= EIP FAE B K| FEZ AISE
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T A&ELICH REMIE LIE 2 EIE A1 |

E270 A28 ZH Q! 0]20]| 0} & gie B2 Route 530 EMHQ! 0|22 SE5t1 QIAEAQ|EIP
FAE T o|§o HAZAE &= U&LICH REMIEH LI 2 Amazon Route 53 7HEF X OHLHAH 2| Amazon

Route 532 AIE35l0{ THIQl 0|8 SE& & XstMI2.
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ofl 4438t & WordPress A x| I{7|X|E Ct22 =8 L|C}.
WordPress A x| I{7|X|Q| CI 22 = L I F 5l Al &

1. wget BEE ALE5t0{ Z[&l WordPress x| I{7|X|& CI2EZE gfLICH OHS BEE A8 B9
AXLE =& BIE|AE CHR2= 28 Lo

[ec2-user ~]$ wget https://wordpress.org/latest.tar.gz

2. Mx|mj7|x|o| &
L|C}.

I

dl otztolE AT LICE HX| EC&= wordpressEte ECE &S sHAE

[ec2-user ~]$ tar -xzf latest.tar.gz

WordPress A %[0i| CH&t C|O|E{H|O| A AFR A} L Cf|O|E{H|O| A

i

AR

WordPress Ax| Al 22 HAIZ, ArEX 2|4 S| W& E O|o|E{H|o|20i XMEFsHoF &LICH CH&

HitE Sofl E= 32| o|o|E{H| o[£ 2t o] TlIO|E{H|O|A0 CHal HE 17| & ME Heto| U= AHERt
o

£ ddg + &Lt

>

1. OClO|E{H|0|A& ME{E AlZfErLICt

[ec2-user ~]$ sudo systemctl start mariadb

2. O|O|E{H|0|A AME{0l root AFRAIE EQIFLICH HIA|IX|[7F E AL C|O|E{H|O|A root & E
QEAEILICE O| ¥ Z = AIEXI2| root A|IAE] 259 CHE 4= /IS, HIO|E{HO|A MHHE &

=
HYsHx| &2 E2 3571 Hlo] (U =& U&LICH

ro mu
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https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/registrar.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/registrar.html
https://console.aws.amazon.com/systems-manager/documents/AWSDocs-HostingAWordPressBlog/
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5.

6.

7.

Hlo[E{H[O|& MHE

S HoF A™SHK| b UCHH BFE Al AZSHA|Z| HEFEFLICH REA[EH LEE 2
MariaDB A{B{2| Eot=

(Amazon Linux 2) MM E XM 2.

0
o
o
Em

[ec2-user ~]$ mysql -u root -p

MySQL G| O|E{H|O|A 0] CHEt AFEAL 2 &3 & MATLICH WordPress A x|= MySQL Ci| O|E{H|
O|AE S4I5t7| fIsH &7 2t2 AFS g LCt

A Xbol CHEH Eoto| Zadst &S & MASHA|Z| ’EEFLICt
EXE 7567 20, d=ol= AF25HK| OMM|2. oHEEH & 5 Mol CHst RFMIEH LI 2
(@]

http://www.pctools.com/guides/password/Z(E) HEZtMR. 7|1&E EEE ALSSHX| OHM[L. M
2 MYE g5 = otHE Ao EStA L.

DRE ABK 0BT A2 2 ST £ES hFsd ohg TS YL

CREATE USER 'wordpress-user'@'localhost' IDENTIFIED BY 'your_strong_password';

cio|E{HO|& & HdefLIct Co|E{H| 0|A01 O|E MHE + U= R2l0|E 0|§2 & LICHO:
wordpress-db.).

(® Note

ot B oM Cl|O|E{H|O|A O|& 2 & FIEZ |& 7|E()E W (backtick) 0|2t & LIC.
HEl(") 7= HEXMoE EFE FIEE0M Tab 7| 2/0i J/&LICH HElO| F& ELsH K=
% x|2F, o|E Soll Clo|E{H| 0|4 O|F 0 5t0IE(-) S 18 &IX| Bt EAIE ALY & U
&LCh.

CREATE DATABASE ‘wordpress-db’;

ClO|E{H|O| A 0f CHEF HA| HEFHES O|Fol 4Bt WordPress A& Aol H| 047 LICH

GRANT ALL PRIVILEGES ON ‘wordpress-db’.* TO "wordpress-user"@"localhost";

olo|E{H0|A HEHE ME T F(flush)siM ZE HABAE 0| MEE|=F gfLCt

FLUSH PRIVILEGES;

mysql 220|MEE S=&LICH
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exit

wp-config.php T+ 244 S THE| He
WordPress x| £ZH&= wp-config-sample.phptte MZ 7 ot Z &t U&LICH 2 Hxt

| &
oM= o] AUS FAtst T & FHof| =5 HEELICH

1. wp-config-sample.php I}YE wp-config.phpite THUo| SALELICE 0|2 S6H Af 7+
IS AAISHT SIE ME TtUS o MEf I Wioz HES £ QAL

2. wp-config.php It

FLICH #ats SAE

o= HIAE HET|(nano, vim )2 W&ISI D Ax|of CHEt 2k2 =
o

xgretuich

re o
A
N
N
50
rr |
O\I
4o
BioI
HL
>
=
~
I
=)
Q
=)
)
N

[ec2-user ~]$ nano wordpress/wp-config.php

a. DB_NAMEZ(E) ¥olst= €2 &1 database_name_here2(&) Step 42| WordPress A
%[of| CHEt CllO|E{H|O|A AFE R 2! CI|O|E{H|O| A E 245t E{THol| M 444 EF o[ O|E{H| O| A O]
Eo R HEg LI

define('DB_NAME', 'wordpress-db');

b. DB_USER=2(E) Holst= E2
8t Cl|o|E{H|o|A AFE R} 2l oo
BHZAEEL|C}.

3t 1 username_here2(E) Step 32| WordPress A &[0l CH
|[E{H|O|AE M5t 2{TH0l M 8t CIOIE{H|O|A AFERIE

define('DB_USER', 'wordpress-user');

c. DB_PASSWORDZ(E) Holste= ZES% 3t 1 password_here=(E) Step 32| WordPress A%
of CHEt HIO|E{HIO|A AHE X 2 HIO[E{H[O|AE M 4J5tE{THo| M M8t Eotado] Zadst &
= HEELCH

define('DB_PASSWORD', 'your_strong_password');

d. Authentication Unique Keys and SaltsZte= MME ZHAMEFL|CtH O KEY & SALT
Zt2 WordPress AHE A7 2Z ZFE{of X{&ste HEl X 7ol ¢35 ASS MBS
LICH 7|2 Mo 2 ZI F&F2| 72 FII5HA AtO|E S| ot g Z5HE = U&LICH https:/
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api.wordpress.org/secret-key/1.1/salt/E =AM 7| 2o HEE FE =2 *”“3}1 O|E
wp-config.php HUZ SASHM 01 S & QUELICH PUTTY E{0I'HE2 HAES

7| 5t7| {lsl, PuTTY E{O|E LHROM HIAEE E0{'E7|5tEd= {IX(|0l 7{AM

E QEX Z =gt

I J
H
H m
40
>

Hot F|of chet REAMIEH LI 2 2 2{™ http://codex.wordpress.org/Editing_wp-
config.php#Security_KeysZ O|S3tA 2.

(® Note
otzh gf2 oAl SMELE et Wuch AR Al of 2t2 ALEsHX|E DHMIL.

define('AUTH_KEY', " #U$$+[RXN8:b -L O(WU_+ c+WFkI~c]o]-bHw+)/
Aj[wTwSiZ<@b[mghEXcRh-");

define('SECURE_AUTH_KEY', 'Zsz._P=1/|y.Lg)XjlkwS1y5NI76E6EJ.AVOpCKZZB, *~*r ?
60P$eJT@; +(ndlLg');

define( 'LOGGED_IN_KEY', 'julqwre3V*+8f_zOWf?{L1GsQ]Ye@2Ih*,8x>)Y [;(*[Iw]Pi
+LG#A4R?7N YB3');

define( 'NONCE_KEY', 'P(g62HeZxEes [LnI*i=H, [XwK9I&[2s[:?ON}VIM%?;v2v]v+;
+79eXUahg@: :Cj"');

define( 'AUTH_SALT', 'C$DpB4HG [IK:?{ql "sRVa:{:7yShy(9A@5wg+ JIVblfk%_-

Bx*M4(qc[Qg%IT!h");
define('SECURE_AUTH_SALT', 'd!uRu#}+q#{f$Z?Z9uFPG.${+S{n~1M&%@~gL>U>NV<zpD-@2-
Es7Q10-bp28EKv"');

define('LOGGED_IN_SALT"', ', j{00P*owZf)kVD+FVLn-~ >. |YSUg4#I"*LVd9QeZ"&XmK |
e(76miC+8&W&+"0P/");
define( "NONCE_SALT', '-97r*V/cgxLmp?Zy4zUU4r99QQ_rGs2LTd%P; |

_eltS)8_B/,.6[=UK<J_y9?IWG");

X
o

.

St EAE

e

71§ S=ELICH

D

_t':l
ne
jo
Rl

WordPress It 22 Apache M FE ofeHof Mx|5t2{H

. Mx| EM &= A MySQL CIO[E{HI0]A & HEH WordPress T8 oS ALE X}
MYEMoS 2, Ol Mx| oS & MH EM REO| SAsto X 225t HX| A3
ZEE AM™E £ Ql&LICE o] IOl k= WordPress E2 18 # Mol AX| FE(o:

my.public.dns.amazonaws.com)H| X Ar&StE=F & X| otL|™ FE oteio| 5+ CI=E 2Lt
ZC{(H: my.public.dns.amazonaws.com/blog)dlM AL St S & X|oil 2t CHELICH.
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«  WordPressE EAM FE0|M A 3524 WordPress M| CIHE 2|Q| mt (C|RE 2| RHA=
Mel)2 ot Z ol SAFELCH

[ec2-user ~]$ cp -r wordpress/* /var/www/html/

«  WordPressE 2A R EO| CHxl| CIHEIZ|0M A
e I C|HEe|2 SAELICE o] o= CHS 2
AISEILICEH

StE{™H HX siiY CIREE|IE MAEt # o
ot 2ol ordPress7P blog C|EEZ[0AM

[ec2-user ~]$ mkdir /var/www/html/blog
[ec2-user ~]$ cp -r woxrdpress/* /var/www/html/blog/

/A Important

COhE ZZAXMZ FA| 0|F6HX| ot 49 220 EXM7t 4dE = Q222 Apache

2 M(httpd)E& SH5HM L. Wordpress A %X|& Apache 2AM FE Ol2i2 0|SE F0f
= WordPress x| A3 & EJI ES E|X| b= &EHO|7] [ Z0 Apache & MEH{7} A &

U S =30 HUXRIE AMALE 7H5E0l U&LICH Apache & HEHE S XIstEd™ sudo

systemctl stop httpd BHES 2 LICH O MXtE FA| 0|Sst= A<= Apache & MHE
=CHA|Z TQ 7} e L),

= =24 HA EH

WordPressH| A TH{HZ& 3 (permalinks) & Al 35lE W

o H|H

rr

WordPress7t 2HIZ Z&3l2{™ Apa
7I8Mo 2 o| IS A £ Qs

AN
= T HA
O|E &{&sffok gfLICt.

che .htaccess It AF&3H0F 3t X|2F Amazon Linux0|M&=
L|CF. [F2kA] of2H BHEdod| 2t Apache A FEOAM ZE AHY

= ._’.;!7I(httpd.comc EE= nano)E vim ItUE YLICH #ste HAE HE

<Directory "/var/www/html">
#

# Possible values for the Options directive are "None", "All",
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98



Amazon Elastic Compute Cloud Linux QIAEIAZ A2

or any combination of:
Indexes Includes FollowSymLinks SymLinksifOwnerMatch ExecCGI MultiViews

Note that "MultiViews" must be named *explicitly* --- "Options All"
doesn't give it to you.

#
#
#
#
#
#
# The Options directive is both complicated and important. Please see
# http://httpd.apache.org/docs/2.4/mod/core.html#options

# for more information.

#

Options Indexes FollowSymLinks

#

# AllowOverride controls what directives may be placed in .htaccess files.
# It can be "AILl", "None", or any combination of the keywords:

# Options FileInfo AuthConfig Limit

#

AllowOvexrride None

#
# Controls who can get stuff from this server.
#
Require all granted
</Directory>

3. 2| ¥dofA{ AllowOverride None 2}2l€ AllowOverride ALLZE HdZAEL|CE.

® Note

O| Ztof= AllowOverride k10| Bt 7| IH20f| <Directory "/var/www/html">
Yeio| gtolg #HAE mE Folsiok gLict.

AllowOverride All

Mot MAE HETIE S=ELICHL

fljo
[o][]

4. O

Amazon Linux 20 M PHP Z12§= 12|7| 2to|Ee{2lE M &|5te{™

Amazon Linux 2

99



Amazon Elastic Compute Cloud Linux QIAEIAS Al MEHAM

= o

PHP& GD ctO|EEE[E AtSstH OIDIIIE +=deg =+ &Lt 2=2129| sl o|0|x|& EEtok 5t
= 8% 0| 2to|=22HE|E ER[ELICt R[S phpMyAdmin HE0= O] 2tolER{2(e] £ Z|4 H
H(odl: HH 7.2)0l & + U&LICH

Amazon Linux 204X PHP Z12H¥ J2|7| 2to|EE{2I& EXISte{H Ctg BHE MEFLICE 6E &
01, LAMP AEH Mx|o| YEZ amazon-linux-extrasOllA php7.2& dx[8t B<L 0
ac2|7| 2tolBElel T 7.28 Mx|ErL|Ct.

[ec2-user ~]$ sudo yum install php-gd

FO

MRIE HHY 2l5t2{™ Ct

fjo
b
mjo

THEES ASELICH
[ec2-user ~]$ sudo yum list installed php-gd
CtE2 of 33t
php-gd.x86_64 7.2.30-1.amzn2 @amzn2extra-php7.2

Apache 2 Mol CHEF mbQ FHeh £ wbed

WordPress2| X2 7|5 & U (0f: #2| 3He S8t 0|c|of Y2 = S)= Apache EM FE0f Lt
m7| Heg TR BLICh 0l0] M8 sHK| SRt T ol 18 HHHA W HEHLAVP B M Rt
Mol RHMI5| )2 TS BLIC

1. /var/wwwl| It AR ™ U T 2HXE apache AHEX}of|H &S gLICH.

[ec2-user ~]$ sudo chown -R apache /var/www

2. /var/www 2! O 2EIXO| OF ARHE apache 2 E0 HSELICH.

[ec2-user ~]$ sudo chgrp -R apache /var/www
3. /var/www ¥ 1 5% CIRHEZIQ| C[HEHE| HetE HEHM 28§ 7| HetE Ftst Ol st

2| C|AE 2|0 2E IDE AXdshLCt.

[ec2-user ~]1$ sudo chmod 2775 /var/www
[ec2-user ~]$ find /var/www -type d -exec sudo chmod 2775 {} \;

4. /var/www X 1 5t9| CIEEEZo] ot HErE Moz HEELICH
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[ec2-user ~]$ find /var/www -type T -exec sudo chmod 0644 {} \;

@ Note

WordPressE FTP MHE T AI235tcdE 3R 07| o &t

=2
Ct. o] 2fYE =& sted™ HEE WordPress &HA| & EoF HHE HESHMR.

—_)

5. Apache & AMHE MAIEHMH M 25 & HetE 7HMSLICH

[ec2-user ~]$ sudo systemctl restart httpd

Amazon Linux 22 WordPress x| A3 2!

2 E AR g
O|X| WordPress& Mx[& &H|7t ERA&LICH AE5te BHE2 G AMAof et CHELICH o] H&tel
232 Amazon Linux 20| A A2 57| I8t ZddLct.

1. systemctl BHEE AtEsto] A|ARIO| £ EE WOtCH httpd & CO|E{H|O|& MEIATE AR E|ES
gLk
=

[ec2-user ~]$ sudo systemctl enable httpd && sudo systemctl enable mariadb

2. OIO|EH|O|A M7t A-E|=X] = elghLCt.

1 L=

[ec2-user ~]$ sudo systemctl status mariadb

o
ze

ClO|EH[Ol& MH[ATH A= F0[X| 2

= O L

rio

o
m
Pl
1L
e}
C
ful

[

[ec2-user ~]$ sudo systemctl start mariadb

3. Apache & AMH(httpd)7t A SIX| =fQlgtL|ct
[ec2-user ~]$ sudo systemctl status httpd

httpd MH|AT7F A% S0[X| 2f2 F2, 0l& A&
[ec2-user ~]$ sudo systemctl start httpd
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4. # =HetRX{0| M WordPress 2 219| URLE ETLICHQIAR A CHEF IH= 2! DNS =4 &
£ blog £ C}S 9| F4). O|M WordPress x| A3 ZEJ} LIEFLLICEH WordPress Ax[of E
&t HEE MIEELICH WordPress A x|(Install WordPress)E MEIGHM Mx|E t=2&LICH &t
MEt LH22 WordPress £l AtO|E Q| 5EHA|: x| AT RIE AlZHE & ZFIML.

CHS EHA|
WordPress E21E E|AESH £ 1S UOOIEFHMIL2.
MEX XHE ZHQ! 0| AFR

EC2 QIAEAOEIP F40t AZE[0f = LRl 0|F0] e B<ollE EC2 HEZ| DNS F4 CH
0 IE5tod EEIE FHE = U&LICH RHMIEH LHE 2 WordPress 2 ALO|E Q| AO|E

EE21 7

CHE E|Otet E2{O2I2 ArE5t0i S SR8 HEH 48 SA0AH MBS EE20E 7 HE
T UELICH X[ MX| ZEMATL B 0HE ot MA| EE0E 2le G LME == U&L
C}. 2t ElotLE 22018 Mx[st7]| Hofl QIAEIA o| BHQd Amazon Machine Image(AMI)E A4
5tod Mx| & @R 7 HMsiCet: 2208 S+ = ULS thH|st= 0| E&LICE XA L1882

J
5 AMI M8 MMHE 2R 5HMIR

IR EE= AEE|K|7F 25

=

2UstE WordPress 2217t S HaHx|2 2ol et 2ot g2 HFE
A 2 B2 ChE HAHE nedstMR.

ro
|>
>
2
x
>.
H
il
ﬁ

27t EESLICE AHMIEF LI 2 Amazon EBS Et2dx 25 MME # x5t

« MySQL Gi|O|E{H|O|AE Amazon RDSE 0|&3t04 O] MH|A S| ZHHEH = 7|52 O[S FLICH.

SZ237t ™ MAH oo /IRIE BRI ZRE ESHEHE REE W2z o d &= F< AWS Global
Accelerator AFRE 11245 2 M| 2. Global Accelerator= AFEXIQ| E2H0|HE CIHFO|A2F AWSO A
A= WordPress OHEE[7| 0| M 7to| QIE{L! EBE] Hs5E TH4sto] XA AlZhE EL = UEE
AL—“—'—P Global Accelerator= AWS 228 HE Q|3 E Al26t0o{ 20| EQ} 7} 742 AWS E
o| MA o Zz|Fo|M AR ER ERfElE ELC
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= o

WordPressO0il CH3H AFAM|S| &otE 7|

WordPressO| CHEH AFM|IEH LI 2 http://codex.wordpress.org/H| A WordPress Codex =& £ A1

E HESMR. Ax| 2A sHZol ChEt REMIEH L& 2 https://wordpress.org/support/article/how-to-
install- wordpress/#common -installation-problems& & X5t M. WordPress 2 21 E ot Zr3l0d| CH
8t XEMIEH LHE 2 https://wordpress.org/support/article/hardening-wordpress/& & ZSHM Q. Z| &1 4
EHZ WordPress 221 §X|oi CHEt REM|EF LI 2 https.//wordpress.org/support/artlcle/updating-
wordpress/& XML,

0o

EEY L {EZ| DNS 0|§0| HEk[o{ EEIE MEE =+ glgLlCh

WordPress & x| ?|x|= EC2 QIAEIAO| I{EE| DNS FAE A3l AIS2 2 7/ FELICE 0|[[H A
EAAE SEFUCIIF CHAl A5 IHHE 2 DNS FA7F HFHO{(EHEX IP AL (IR0 UK A2 B
R)EEIE O O|4 AFSE = A gLt 2|AAE FZ6loF & FA7FH ol EXMSHKR] E 7Lt
CtE EC2 QIAEAN E U7 MELLICE Ol EXE HIRSH = 7+X| sHZE2of CHet REMIEH L2
https://wordpress.org/support/article/changing-the-site-url/2 & Z3IAM|2.

O] X7} WordPress A x| {x[0i & &dst{2t ot HAtod 2t WordPress 2| wp-cli B & QIE{H|
O|AE MEsIH EZTE 57 + U&LICH

wp-cli& A& 3504 WordPress AFO|E URLE HI & &

1. SSHE &3dll EC2 QIAE A A LICEH
2. QIARIAO| O|F AO|E URLI 2R AO|E URLE Z7|E&LICH O AFO|E URL2
WordPress A x| A| EC2 QIAEIAO| I{E 2| DNS 0|§ Y 7tsM0| =&LICH 221 MEZ2 ALO]
E URL2 EC2 RIAEIA O] ¥XH IH{=Z| DNS O|F lLICt 0|7 AIO|E URLE & ZEC{2H T of 2y
ot Zr0| curl BB E ALE3sto{ &2 = U&LICH
[ec2-user ~]$ curl localhost | grep wp-content
HHS MAsto E2E|= 3tHO|A 0| I{E 2 DNS O|§ 2| # X & =felslof gfLict &3 5t
2 CtS3t Z &L otz o] o7 ALO|E URL).
<script type='text/javascript' src='http://ec2-52-8-139-223.us-
west-1.compute.amazonaws.com/wp-content/themes/twentyfifteen/js/functions.js?
ver=20150330'></script>
3. L[} HHOZ wp-cliE CIREEF LY.
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[ec2-user ~]$ curl -0 https://raw.githubusexrcontent.com/wp-cli/builds/gh-pages/
phar/wp-cli.phar

4. olgiet Z2 HHEoZ 0|™ ALO|E URLE %0 WordPress A x| I%x|Z HIELICH EC2 QIARA
O| 0| AFO|E URLZ} MZ& AFO|E URL, 2|1 WordPress x| Z2(YUHMHSZ /var/www/
html & /var/www/html/blog)E %|&t&LIC}

[ec2-user ~]$ php wp-cli.phar search-replace ‘old _site_url' 'new_site_url' --path=/
path/to/wordpress/installation --skip-columns=guid

5. Y HEtRX oM WordPress EE212| Ml{Z2 AIO|E URLE 223504 AIO|EOf SHIZ &
Tl=X| ChA| EQlgtL|ct a3 K| &t 2 ZA< https://wordpress.org/support/article/changing-the-
site-url/ & https://wordpress.org/support/article/how-to-install-wordpress/#common-installation-
problemsOi| A XtAIEH LI 2 FESHAMIL.
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Amazon Machine Image(AMI)

Amazon Machine Image(AMI)E QIAEIAE A|ZftstE O Zedt HES Xﬂ%ﬂ
®X| #ZlEl= o|0|XK|ULICH QIAEAE AIZHE [ AMIE X|H5Hof & LICtH S

7t o424 7 & e & AMIOIM 02] QIAEAE A[ZE = J&LICH HE EP% -_rL*c;'—O—I °._|ﬁE._‘|ﬁ
7t HeE M= ChEst AMIE ALE3t0d QIAEIAE AIRHE £ l&LCH.

+ 17} 0|4 2| Amazon Elastic Block Store(Amazon EBS) AHAF EE= QIAEA AE 04 7|EF AMIS| &
<, QIABAO| RE EFO et HEZ(o: 2 AA, OHEEI91|0|/K=| Mu{, o Z 2|71 0| M)

+ AMIB A8 510 QIABIAS AIEFE 4 9l AWS HIEE Rlofste AR #8t
- AISHE mf QlABIAO] MY 2B S XIYste £S5 ClutolA OfE

Amazon Machine Image(AMI)

o AMI AL

s 1% AMI M

=
- AMI 701, S & EHol

- AMI SE F4

« AL2023 2! Amazon Linux 2
- AMI £
e Linux AMI 7145 93

- B2

« Linux AMI 37|

- 37 AMI

s & AMI

« AMI =& F7|

« EBS-backed AMIOIAM S 3l ALE

+ Amazon EventBridgeE AF&35104 AMI O|HE 2 L|E{&
« AMI Z2X| = 0|5

* Amazon Linux

105



Amazon Elastic Compute Cloud

Linux QIAEAE AL

A4 04
=o

M

- AER M3 744

e Amazon Linux 2 MATE CIlA3 &
. AMI Stchar

Ct= ClOlo{OB2 AMI =8 F7|E 5o dHELICH AMIE N L SE&HCHE M QIAEAE
NZH7| QI8 TS B 4 USLICH (AMI ARKITE AISH HEHS 2048 72 AMIOIA QIARIA
E AlEter = l&LCh) AMIE S8 AWS 2|™ EE= CHE AWS 21T ZE SAHE = &Lt ¢ 0]
& UL e AMI= S8 FAE = AsLIC
launch——»
Instance
cregte —» register—e
EBS snapshot AMI A1
{or ternplate copy »
if instance stone l
backed)
AMI #2
deregcter
PIARAO| 7|EE SF5ts AMIE AME = JU&LICH AWSH M M3 5tsE AMI E= FHRLIE|0M
N33t AMIE ZAME &= QI&LICH AHMIE LIS AMI & L Linux AMI 7| EHE EZSHMIL.
AMIO| A QIAEIA A[ZFSt O|F0f QIARAE e = U&LICH QAEHAN HAZAE|H AEXt= 2
ABAE CHE M2 SUet YA ZE AISE = UELICH QUAEA A[ZH A4 L AFE o CHEE ARA|
Bt LIS R4 M: Amazon EC2 Linux QIAEIA A|ZF B2 X 5HM2.

I3 AM| A Ad

O|AE

L_—L——

7|& AMIO A A5 AlEtstn

0| M QIAEIAE A|ZHSIH

g A

PIARHAE

72

INESISIRA o=

M-SR XIHE CHS(0d: QIARHAN AZE
M), olzEt HCIo|EE T2 AEA XIH AMIZ HEE +
AMIE HE [ X|H8H AFS

£40

A&LICH ol Mz 2 ALE X} X1 AMI
ZefetA Eolct,

A FE AEZX|C|HIO|AE o{H T2 MHAZ AMIZI MME £ QUEXIE AXELICE 2lA
EAA O] RE 2 &2 Amazon Elastic Block Store(Amazon EBS) 2& E= QIAHA AEO| EFL
Ct. R E C|HIO|A EE0 CHEt RIMIEE LI 2 Amazon EC2 QIAEA REE EE CE HXSMR
« Amazon EBS X|& AMIE MAd5t2{HH Amazon EBS-backed Linux AM| 244 EHlE 2 X SHM2

AMI A2
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FAdl

02

M

F

P
[e]]]

+ QAEIA AEO] X AMIE MABHE{R QIAEIA AE0{ JEF Linux AMI 44 EHRIS

it
[0
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AWS CLI

$ aws ec2 describe-instance-types --filters Name=supported-boot-mode,Values=uefi --
query "InstanceTypes[*].[InstanceType]" --output text | sort

al.2xlarge
al.4xlarge
al.large
al.medium
al.metal
al.xlarge
c5.12x1large



https://docs.aws.amazon.com/cli/latest/reference/ec2/describe-instance-types.html
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PowerShell

PS C:\> Get-EC2InstanceType |

Where-Object {$_.SupportedBootModes -Contains "uefi"} |
Soxrt-Object InstanceType |

Format-Table InstanceType -GroupBy CurrentGeneration

CurrentGeneration: False

InstanceType
al.2xlarge
al.4xlarge
al.large
al.medium
al.metal
al.xlarge

CurrentGeneration: True

InstanceType
c5.12x1large
c5.18xlarge
c5.24x1large

c5.2xlarge
c5.4xlarge
c5.9xlarge
UEFI 22t 282 X|&etn & 2|TolM HIgled He-E fXIStE AFE 7H5 8 Linux& 2ABA

&47H Hlof HIE QIABIAE= UEFI 2ot 28T} HIF|gh Y B8 X|5HK| &t &LICH O ool A AT
8t CHE describe-instance-types W& AI& 5t Name=bare-metal,Values=false EE{E L&
5toq Hio MHIE QIAEAE ZE{ZIELICH UEFI 2ot 2 &lof 2t8t AFMIEH LI 2 UEFI E0oF 2 &l MM

QIAEIA A|Zf 119
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AWS CLI

$ aws ec2 describe-instance-types --filters Name=supported-boot-mode,Values=uefi
Name=bare-metal,Values=false --query "InstanceTypes[*].[InstanceType]" --output
text | sort

al.2xlarge
al.4xlarge
al.large
al.medium

PowerShell

PS C:\> Get-EC2InstanceType |
Where-Object { °
$_.SupportedBootModes -Contains "uefi" -and
$_.BareMetal -eq $False
Yo
Sort-Object InstanceType |
Format-Table InstanceType, SupportedBootModes, BareMetal,
@{Name="SupportedArchitectures";
Expression={$_.ProcessorInfo.SupportedArchitectures}}

~

InstanceType SupportedBootModes BareMetal SupportedArchitectures
al.2xlarge {uefi} False arm64
al.4xlarge {uefi} False armé64
al.large {uefi} False armé64
al.medium {uefi} False armé64
al.xlarge {uefi} False armé64
c5.12xlarge {legacy-bios, uefi} False x86_64
c5.18xlarge {legacy-bios, uefi} False x86_64

UEFIOIM QIABIA S A|ZH5L7| I8t 2F At

UEFI 22 220 QIARAE A
UEFIE AMI & 28 MK E 74
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RO X|H FE ZE HOICHAE HEFAUA
AMI

QUAEAS AZHE mf UEFIO| A F+EE AMIE MBSt oF B LICH AMIE CHS 1k Z 0| g8l ok

ghct

- 2 A - AMIo| ZEE 2 MM= UEFIE A8 E = JUTS F4sloF guich 2% x| gt
H QAARIA AJZrof MEHEfLICE RHMIE LHE2 2P &Kol 22 2E A HHS HASHAA
(=]

- AMI 28 2= o205 - AMIS| 28 2= Ttat0|E{E vefi & vefi-preferred2 M3}
OF BfLICE XtMIEH LIE 2 AMIS| R E ZC TEtO|E A B HESHMAIL.

AWSE Graviton 7Igh QIAEIA R0f CHaf UEFIS XIHGHES 7S Linux AMIZF M LIch

gL
CI2 UEFI QIAEA & OOHH LinuxE AF&3ste{™ AMIE T4 5FHLE, VM Import/ExportE & H
AMIZE 7} X2 74L}, CloudEndureE oaH AMIE 7}x{e}tofF EFL|Ct.

K| E|E= Windows AMIO| CHE REAIEH LHE 2 Windows QIAEIAE Amazon EC2 AF2 X} 7F0| =04 M
UEFIOIAM QUIAEIAE AIESHT| 28 @F AIEE B XSHMIR.

AMIC| BEE R C njgio|E 2%

AMI 2E 2 C nigt0|E{= ME A LT AMIE B E 2= mt2t0|E g2l uefi, legacy-bios &
= uefi-preferred Z0|M 3tLIE 7HE &= U&LICH

UL AMIOE B E 2E ni2t0|E{7} Q& LICH AMIo| 2E 2= miZt0|E{7} @12 AMIOIAM A|ZHEl
RQIAEAE QIARA ROl 7|22 (Graviton8| B0 uefi, Intel & AMD QIAEIA R 9| A0

legacy-bios)2 AFS & LICH.

I'IF

Console

AMIC| £ E 2 E niEt0|EE FHQlste{H(EE)

jo

(o]
r
_ITI_

1. https://console.aws.amazon.com/ec2/0lA{ Amazon EC2 2&

2. EfM 2o M AMIZE MEHSH Z0f AMIE MEHSHL|CE

[ |
3. EE RE ZICE ZHAIELIC

_

AMI BEl 2= nj2t0|E 121


https://docs.aws.amazon.com/vm-import/latest/userguide/
https://docs.cloudendure.com/
https://docs.aws.amazon.com/AWSEC2/latest/WindowsGuide/launch-instance-boot-mode.html#uefi-requirements
https://console.aws.amazon.com/ec2/

Amazon Elastic Compute Cloud
- uefi 22 UEFIZ} AMIO| A X|EICtHs S LIEHLICH
« uefi-preferred Zf2 UEFIQ} Bl|7{A| BIOS7I 25 AMIO|A] X
« 20| 2™ AMIOIA A|EFEl QIARIAO|MHE QIARA RO

HA —

QIAEIA AlE Alof AMIS] £E 2= Tt2l0|EIS 2olsi2{m (2 2)

QUIAEAA AIZf OFHALE AL 504 QIABIAE AEStE BR0= AMIE MEISHE EHAOIM B
2 L& AMELCH REAMIEH LI 2 ofZ2[710|M & OS 0]0|X|(Amazon Machine Image) =
242 A XSIAAIR

AWS CLI

AMIe| & 2 £ ntetO|EE & IsteZ(AWS CLI)

describe-images M2 AFE35t04 AMIC| & REE = QIFHLICH,

$ aws ec2 describe-images --region us-east-1 --image-id ami-@abcdef1234567890

{
"Images": [
{
1,
"EnaSupport": true,
"Hypervisor": '"xen",
"ImageOwnerAlias": "amazon",

"Name": "UEFI_Boot_Mode_Enabled-Windows_Server-2016-English-Full-
Base-2020.09.30",

"RootDeviceName": "/dev/sdal",
"RootDeviceType": "ebs",
"SriovNetSupport": "simple",
"VirtualizationType": "hvm",
"BootMode":

"uefi"

}
]
}
Z£240{ M BootMode ZEE AMIC| RE! R EE LIEMALICH uefi Z2t2 AMIZF UEFIE x|2igt2

N
HE}LHLlEr uefi-preferred Zt2 AMIZ} UEFI2t Bil7HA| BIOSE X|g2 LIEFHLICE Ztol Q
™ AMIOIAM A|ZHE QIABIAO|ME QIARA ROl 7|24 S AASELICH

_—
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Amazon Elastic Compute Cloud

PowerShell

AMIC| 28 2= miZt0|E & & Ql5t= YE(Tools for PowerShell)

| & 2= & gt

1o

01 AM

ol
-

Get-EC2Image SME AL

PS C:\> Get-EC2Image -Region us-east-1 -ImageId ami-Oabcdef1234567890 | Format-List
Name, BootMode, TpmSupport

Name : TPM-Windows_Server-2016-English-Full-Base-2023.05.10

BootMode ¢ uefi
TpmSupport : v2.0

Z£240{ M BootMode ZEE= AMIC| BE!l REE LIEPHLICH uefi ,tg
FEF"”L—lEF uefi-preferred Zt2 AMIZ} UEFI2} BI7{Al BIOSE X
M AMIOIM A|ZHEl QIARIA O ME QIARA Kol 7[2US AP%E*L—IEL

= = =
ARA RBO XM FE EE 5O

AWS CLI EE &= Tools for PowerShellE AI&35104 QIAEA RYO|M X|gEls BE ZEE ZAHE ¢

AU&ELICH
QAHA RHO| XM FE ZEE FQl5t2{H
Ce YW E AFE5t04 QIAEA KoM K| 22 ZEE 2EE = JU&LIt
AWS CLI
describe-instance-types BEE AFE5t0{ LIAEA RYM X|pEl= FE ZEE AHE = UE
ZEotH £ HEEE = USLICE o] doMeE X|HEE RE

LIC} --query T2 FE||E'|§
cotutetstE 8 £390| HE 2 E Lo

CHZ ol AlolAH= m5.2x1argeOl(7t) UEFI & Bi[7HA| BIOS RE ZEE 25 X

o1& LICt.

aws ec2 describe-instance-types --region us-east-1 --instance-types m5.2xlarge --

query "InstanceTypes[*].SupportedBootModes"

of&f Zxt:
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Linux

Amazon Elastic Compute Cloud

L

"legacy-bios",
"uefi"

CtZ ol Al M= BlI7{Al BIOSEF X|H5tE t2.x1large=(E) 204 ELICH
aws ec2 describe-instance-types --region us-east-1 --instance-types t2.xlarge --

query "InstanceTypes[*].SupportedBootModes"

ofl &f 21t
[
[
"legacy-bios"
]
]
PowerShell
Get-EC2InstanceType(Tools for PowerShell) CmdletE AF235104 QIAEIA R0 X|HElE &
A& L.
EZCEZF XM= MEHE E

sk A
S ocE AYE 4

CHS ofl Alofl A= m5 . 2x1argeOl(7h) UEFI 2! #7{ Al BIOS &
o4& LICt.
Get-EC2InstanceType -Region us-east-1 -InstanceType m5.2xlarge | Format-List

InstanceType, SupportedBootModes

of & Zat:
InstanceType m5.2xlarge
SupportedBootModes {legacy-bios, uefi}

Che o Alofl M= BI74Al BIOSEF X|9I3HE t2. x1arge2(8) £od ELICH
Get-EC2InstanceType -Region us-east-1 -InstanceType t2.xlarge | Format-List

InstanceType, SupportedBootModes
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of & Axt:

InstanceType : t2.xlarge
SupportedBootModes : {legacy-bios}

FO|

—_

o
>
r
|>
Jtok

=
Oo|RE FL
g

A Of EE Amazon EC2 2£9| BE&l 2= Tl of EA|E/H AWS CLIo

olA HE
currentInstanceBootMode IZtO|E{E 2 E A|ELICE.

E{AO| HE

r

>

m
|>
Ml
>

QIAH AT AlSHEIH £E B mhatle gte ¢l |5sts o ALRE AMIS] B! B C i3}

—— =

OlE groll et = Z ol ZEELICh

« HEl 2 C m2t0|E{7} uefi®l AMIE= currentInstanceBootMode It2FO|E{7} uefi@l QIAEA
E MMstict

- BBl 2C migt0|E{7t legacy-bios@! AMIE currentInstanceBootMode ItZ20O|E{7}
legacy—bioso._I RQUAFAE MMgtLct.

- 28 2= 0a2t0|E{ 7} uefi-preferred? AMIE QIAEA 80| UEFIE X|Hste B2

currentInstanceBootMode IH2tO|E{ 7} uefi®l QIAEAE M ofom
currentInstanceBootMode It2t0O|E{7t legacy-biosQ! QIAEIAE MderL|Ct

- BRI 2C mizt0lE 2£0] 8= AMI= AMI OF7|E1X{7F ARMRIX| x862!X| 05 2t QIATA SFH0 A

XE|lE B8l 2 oo et ZE2X|E currentInstanceBootMode It2HO|E] Zf2 7HE QIAEA
E MAMstLICH 7|2 EEl B E = Graviton 2IAEIA £330{| M uefi, Intel & AMD QIAEA 30

M legacy-bios®lLICt

Console

1. https://console.aws.amazon.com/ec2/0l Al Amazon EC2 &2 LICt.

2. EtM Zof|M QIAEIAZE MEHSH OIS OIAEIA S MEHSH|C}.

3. MF HE ”oM R 2E =& HAg L

QIABIAO| HE B E & &Ql5E{TH(AWS CLI)
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rm
[>
0o
>
ol
nx
0%
x

Amazon Elastic Compute Cloud Linux

$ aws ec2 describe-instances --region us-east-1 --instance-ids i-1234567890abcdef0

{
"Reservations": [
{
"Groups": [1,
"Instances": [
{
"AmiLaunchIndex": 0,
"Imageld": "ami-0e2063e7f6dc3bee8",
"InstancelId": "i-1234567890abcdef0",
"InstanceType": "m5.2xlarge",
.
"BootMode": "uefi",
"CurrentInstanceBootMode": "uefi"
}

1,

"OwnerId": "1234567890",

"ReservationId": "r-1234567890@abcdef0"

}
]
}
PowerShell

PIARAO| HEl R EE &0I5l= Wi (Tools for PowerShell)

I

EEBE QIARA MAdofl At

Get-EC2Image (AWS Tools for Windows PowerShell)

(Get-EC2Instance -Instanceld i-1234567890abcdef®).Instances | Format-List BootMode,
CurrentInstanceBootMode, InstanceType, Imageld

BootMode . uefi
CurrentInstanceBootMode : uefi

InstanceType : cha.large

Imageld : ami-0265446f88eb4021b
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https://docs.aws.amazon.com/powershell/latest/reference/items/Get-EC2Image.html

q

E1A 0| 0

Amazon Elastic Compute Cloud Linux QIABHAZ A8 A
£330 Ct= oietolEHe 228 2EE PO
« BootMode - QIAEAE OtE = O| AFSE AMIC| B8 ZEQILICE
« CurrentInstanceBootMode — A|ZF A| QIARIAE 2EI5t= O] AHE L= 28 2EQILCY.
o x =
23 AN FE 2E EH
AMIS| BBl RE = CIABAE BEIStE O AHSE £8 ZEE Amazon EC20 FLiELICE QIAEIA
o| 28 A7t UEFIo &EH |0 U =X| 2 Rl5tE2{Td SSHE ALE5t04 QIAR A0f 4ZSHOF Bf L
Ct.
QIAEIA 29 HN o RE B &l
1. SSHE AF23510q Linux QIAEIA O AZAEHL|C}.
2. 2B Aol Y REE EE{HCCIZ & StLIE Alzdl EAL
. OHE WS AL
[ec2-user ~]$ sudo /usr/sbin/efibootmgr
UEFI 28 ZEZ REIE QIARAO| of & £3
BootCurrent: 0001
Timeout: @ seconds
BootOrder: 0000,0001
Boot@000* UiApp
Boot@0@01* UEFI Amazon Elastic Block Store vol-xyz
/sys/firmware/efi CIHEZ|S| ZAHE = Qleted{™ OIS BHS AT LICH of CIHEE
= QUAEATL UEFIE ALE 610 REIStE Z0E EXELICE CIEEE|7} gl HHO|
Legacy BIOS Boot Detected=(E) EHEHELICE
[ec2-user ~]$ [ -d /sys/firmware/efi ] && echo "UEFI Boot Detected" || echo
A =2
o = 1
127
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"Legacy BIOS Boot Detected"
=
O =

UEFI 2El 22 HEl

UEFI Boot Detected
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cl7HAl BIOS RE ZEEZ REIE QAR AO| o 4

T
il

Legacy BIOS Boot Detected

. C}

0jo

B2 AlE5t0d EFI7} dmesg £240i EA|Z|=X| &QlgL|ct.
[ec2-user ~]$ dmesg | grep -i "EFI"

24
24

UEFI £l 22 BEEI=E QIAE A O| 04

M

[ 0.000000] efi: Getting EFI parameters from FDT:
[ 0.000000] efi: EFI v2.70 by EDK II

AMIC| BRIl 2 MY
reglster—lmage HHS AE35I0{ AMIE Mdst= 1 AMIS| &l REE uefi, legacy-bios &£
E uefi-preferred2 M&HE £+ Q&LICH

AMI & 2ET} uefi-preferredz MY E 4¢ QARAE OIS0 20| REELICH

- UEFI2 BlI7HA| BIOSE 25 X[5t= QIAEA RH(0d: m5.1arge)2| B UEFIE AFE5t0o{ 21A
AT} 2RIFLICH

- BI7HAI BIOSE! X[ et= RQAEA RF(0: m4.large)2| B2 Bil7{AI BIOSE M&35t0{ QIARA
7t FEEL o

(® Note
AMI & 2EE vefi-preferred2 HYstH 2 MA|7t UEFIQH E|7{A| BIOSE 25 #
2e = U= 7Is2 RI§st o &ct
4RHE= Of register-image WS AFE 3104 NitroTPMI UEFI Preferred 252 X|25l= AMI
E Mdg + glgLct.

AMI _l?l_EI 0o A gl 128
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= o

/A Warning

UEFI 2ot RHEIT Zt2 ol8 7|52 UEFIoA 2 25tE QAT AADH ALSE = &LICH
UEFIE X|3IX| St QIAEA ST} &7 uefi- preferred AMI 28 2= niZt0/EE Al
| BIOSZ AIZE|T UEFI 54 7|50| HIg &8t ELct UEFI S 7|
=

Ml 28 2E Ii2t0|EE vefiZ MHGHAMIS.

ru°l'

olr
o
N
oo
0x
2
i
Q'I_l
rr
o
40
>

7|Z& Bll7{Al BIOS 7|8t QIARA % UEFIE g S L 7|1E UEFI 7|8 QIABAE B|7{A| BIOSE H
2t5ted™ odpd SHAIE .HX{ CIAEIAO| EE Ol 22 #|X|7} MEHSH HEl mEE K|

s =2 AJHOH_,“:} Cl2o E&9 ﬁ'—,;*/}f% AMEFLICH OFX|2f S 2 register-image & AHE 5104 &
A2 S AMIE M dgtLCt.

create-image BHE AE5IH AMICS| BE ZEE MHE = gi&LICE create-imageE AF& S AMI

7t AMIE M5t = Ol ASE EC2 QIARHAS| BRI REE 4&FLICH o § S04, BlI7HA| BIOSO0| A

A8 SIEC2 QIAHANMM AMIE 4M5tE B0l AMI B8 ZE7t legacy-bios(2)2 74 E

Lict B8 2EJt uefi-preferred2 MHE AMIE ALE 5104 A[ZEH EC2 QIAEAON|A AMIE
HotH MMEE AMIC| BB D E T yefi-preferred® AHELICH

m

/A Warning

AMI £8 2= TEH0IEIE LHEIE XINE 28 2o tiét 28 MA7 RS2 TAER|
S otaLich Ol BHAIE FI%sty| Fof Bix MUE HEl DEE S35 HEIS XIHHES Qla

A0l 25 U 2% MHE S £Hsiof HLIC ITX| oM MHE AMIE ASE
£ QiaLIc TRs 28 Age 2 MMt ELICH RIMIE LIS S 2% &AM HBME

AMI B8l e MY 129


https://docs.aws.amazon.com/cli/latest/reference/ec2/register-image.html
https://docs.aws.amazon.com/cli/latest/reference/ec2/create-image.html
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Amazon Elastic Compute Cloud Linux QIAEIA S AFE MEXA
2. QUAEIAO| =& IDE 3t224™ describe-instances WS AL &LICH CHS EH7H0AM O] 282
AsrS MBI
aws ec2 describe-instances --region us-east-1 --instance-ids 1-1234567890abcdef0
oilof At
"BlockDeviceMappings": [
{
"DeviceName": "/dev/sdal",
"Ebs": {
"AttachTime": "",
"DeleteOnTermination": true,
"Status": "attached",
"VolumeId": "vol-1234567890abcdef0"
}
}
3. EE9 AUAE M52{M create-snapshot HHEE AL EFLICH O EHAHIS| 28 IDE AHEE
L|C}
aws ec2 create-snapshot --region us-east-1 --volume-id vol-1234567890abcdef® --
description "add text"
ofl &f 21t
{
"Description": "add text",
"Encrypted": false,
"OwnerId": "123",
"Progress": "",
"SnapshotId": "snap-01234567890abcdef",
"StartTime": "",
"State": "pending",
"VolumeId": "vol-1234567890abcdefo",
"VolumeSize": 30,
"Tags": []
}
AMI REl D= MY 130


https://docs.aws.amazon.com/cli/latest/reference/ec2/describe-instances.html
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Amazon Elastic Compute Cloud

4. 0| EtAle] EZoM AL IDE & QIELICH
5. AWM 40| completedZtX| Z|CHRICHI| CHE EHAHIZ O|SELICH AL SEHE FEI6tEdH
describe-snapshots &2 AL &LICEH
aws ec2 describe-snapshots --region us-east-1 --snapshot-ids snap-01234567890abcdef
E21 of Al
{
"Snapshots": [
{
"Description": "This is my snapshot",
"Encrypted": false,
"VolumeId": "vol-049df61146c4d7901",
"State": "completed",
"VolumeSize": 8,
"StartTime": "2019-02-28T21:28:32.000Z",
"Progress": "100%",
"OwnerId": "©12345678910",
"SnapshotId": "snap-01234567890Qabcdef",
6. M AMIE H+d5t2i™ register-image BE S AFSELICH O EHHOIM EQITH AL IDE AHE
ot
- 28 RCE UEFIZ MH5t2{H BHEof --boot-mode LZtO|E{E F7I5t 1 222 vefiE
RIEgct

aws ec2 register-image \
--region us-east-1 \
--description "add description" \

--name

"add name" \

--block-device-mappings "DeviceName=/dev/
sdal,Ebs={SnapshotId=snap-01234567890abcdef,DeleteOnTermination=truel}" \
--architecture x86_64 \
--root-device-name /dev/sdal \
--virtualization-type hvm \
--ena-support \

--boot-mode uefi
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« BRI BEE yefi-preferred® HGH5tcdH HHO| --boot-mode Lt2tO|E{E F7t5t1 gt

O Z uefi-preferred& X|HELICH.

aws ec2 register-image \
--region us-east-1 \
--description "add description" \
--name "add name" \
--block-device-mappings "DeviceName=/dev/
sdal, Ebs={SnapshotId=snap-01234567890@abcdef,DeleteOnTermination=true}" \
--architecture x86_64 \
--root-device-name /dev/sdal \
--virtualization-type hvm \
--ena-support \
--boot-mode uefi-preferred

(=]
==
>
-
N

& Z2nt

"ImageId": "ami-new_ami_123"

}

7. MZ MME AMIO| O] HAHMM X|HEt 28 2 EQIX| 221524 describe-images BEE At

gt
aws ec2 describe-images --region us-east-1 --image-id ami-new_ami_123

of & At

{
"Images": [

{
"Architecture": "x86_64",
"CreationDate": "2021-01-06T14:31:04.000Z",
"ImageId": "ami-new_ami_123",
"ImageLocation": "",
"BootMode": "uefi"
}
]

}
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8. M=z HHEE AMIE AE5t0] M QIABIAE AIRFEFLICH

St SUFLICH AMI B8 ZE 7} uefi-preferred? B QIAEHA R%0| UEFIE X|&
QUARATL UEFIE AFE5t01 RRIE|D, JHX| gt QIARATL B7{A| BIOSE AHE
EILICH RFMIBH LIS S T4 ALE BHeIS R R SHAIAIR.

AMI 2% 2 ET} uefi EE= legacy-bios®! B O AMIOIA HHE QIABIAE AMISH £E &2
215t
E

l
g'l_l
i
I
om

9. M QUAEIAT} of& BEl REQIX| &0Q15t2{H describe-instances BW&I S AL EHLICEH

UEFI g4
S8 REJIUEFIZ MHEE QIATAE A|ZHSHH 8450 CHE 7|-2F AE 07} HEELICH AEO0{E=
UEFI & QI ﬁE._" 28 MM UEFI ¢H=E XME5tE O ALSE = JU&LICtH
UEFI #4£ R E 209 2% MRlolM Z7| AlA" AlRtg F4sts o AR ELI 0|8 S8 2%
MA= 28 Aot 22 28 Z2MAS| 8§ dME #ElstHLE UEFI 2ot 28 7|1& e’ = U
&L|Ct.
/A Warning
QIAEIAG HZE & QU= AFRH(W UATAO|M A B DE AT EQ0f) Ei QIAEA
0ll A GetlnstanceUefiData APIE AF2E FEH0| e AIRI2 3L H4E o182 £ USLICH
ot% £= Jlel Al HEQl ZH2 RIZH8t O O|E{ & UEFI M ME A0 HE s A= o ElL|Ct
UEFI 8= X|& Y
« 2022 52 10 EE= O ™ol A|RHEl QIABIA O] AR UEFI M= RS E= K| Al Z7|5HE
LIC}.
. 2022A 5-‘3J 11 e O %0 AIZE QIAEAO| AR HIF|HHO 2 E A|IE UEFI B AMEE

« Hio HIE QARAE QARA FSX|/AIZF 2 Lol M UEFI HIFE S H+& RX|SHK| e&LICH

UEFI 22t 2 &

UEFI E9F £ El2 Amazon EC22| & 7| Hot EEl T2 MAE J|HIC 2 IHE|H, AFE! Al X|&ZE{0l

—
QHORRE ALESIE BEH 4+ U FIFHQI MBS Yol 7I5S MTELICH O[T H 83 212
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* OpenSSL - https://www.openssl.org/

« efivar — https://github.com/rhboot/efivar

« efitools — https://git.kernel.org/pub/scm/linux/kernel/git/jejb/efitools.qgit/
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https://docs.aws.amazon.com/AWSEC2/latest/WindowsGuide/verify-uefi-secure-boot
https://docs.aws.amazon.com/linux/al2023/ug/uefi-secure-boot.html
https://www.openssl.org/
https://github.com/rhboot/efivar
https://git.kernel.org/pub/scm/linux/kernel/git/jejb/efitools.git/
https://docs.aws.amazon.com/cli/latest/reference/ec2/get-instance-uefi-data.html
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uuidgen --random > GUID.txt
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PK AH A4

1. 7|8 M-gLIct #Hs 0|2 PKE X|'FsHoF &LICt.

openssl req -newkey rsa:4096 -nodes -keyout PK.key -new -x509 -sha256 -days 3650 -
subj "/CN=Platform key/" -out PK.crt
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2. QUBAME HFELICH

cert-to-efi-sig-list -g "$(< GUID.txt)" PK.crt PK.esl

4. Zglol8! PK(RHA| ME)ZE UEFI ME S E0i| MHErLICH.

sign-efi-sig-list -g "$(< GUID.txt)" -k PK.key -c PK.crt PK PK.esl PK.auth
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openssl req -newkey rsa:4096 -nodes -keyout KEK.key -new -x509 -sha256 -days 3650 -
subj "/CN=Key Exchange Key/" -out KEK.crt
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cert-to-efi-sig-list -g "$(< GUID.txt)" KEK.crt KEK.esl

4. Zgo|8! PKE ME S50l HETgfLict.

sign-efi-sig-list -g "$(< GUID.txt)" -k PK.key -c PK.crt KEK KEK.esl KEK.auth
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openssl req -newkey rsa:4096 -nodes -keyout db.key -new -x509 -sha256 -days 3650 -
subj "/CN=Signature Database key/" -out db.crt
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cert-to-efi-sig-list -g "$(< GUID.txt)" db.crt db.esl

4. ZEIO|H!KEKZ ME S Zo0i MHEELICE

sign-efi-sig-list -g "$(< GUID.txt)" -k KEK.key -c KEK.crt db db.esl db.auth
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/boot/efi/EFI/ubuntu/shimx64.efi
/boot/efi/EFI/ubuntu/mmx64.efi
/boot/efi/EFI/ubuntu/grubx64.efi
/boot/vmlinuz
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aws ec2 get-instance-uefi-data --instance-id i-0123456789example
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[ec2-user ~]$ efi-updatevar -f db.auth db

[ec2-user ~]$ efi-updatevar -f KEK.auth KEK

[ec2-user ~]$ efi-updatevar -f PK.auth PK

UEFI £ ot £8l0|

ok

FAstE| A= x| = el

UEFI E¢ot £&l 143



Amazon Elastic Compute Cloud Linux QIAEIAZ A2

nx

HA

UEFI 2oF 2 E0| 243 |} =X & elsted™ UEFI 2 oF £ 2o CHaH Linux QIAEIA T} 2435} |04
U= X[ EQIO| EHAE [EMSR.

O|A| get-instance-uefi-data CLI HHEE AFE3
o 28l o|0|X|ol MBS0 UEFI 2ot B&I X

04 UEFI ¥4 AE0{E LHELHHL CHS EHAHIE A5t
| ¢ QLARHAR YR EIE = &Lt

3EHA|: QIAEIA M AMI A4S

QIAEAAOIM AMIE MA517| I3 2£0|Lt CreateImage API, CLI EE= SDKE AISE &+ Q&L
Ct. 2& X|&2 Amazon EBS-backed Linux AMI 4 MM E FHESHM L. API X|&E2 Createlmage&
I.

CreateImage APIE QIAEIAO| UEF| s AEO0{E AMIO RIS S 2 SAHELCH
CreateImage APIE AISELICH O] AMIE At&35t0{ QIAEIAE A|Z5IH QIARAE S
8t UEFI = AE 018 Z A Euch.

3709 7| Hlo{E
blob2 MAE £ M'él—ltr.

/A Warning
71€ 557l ™ £ o|O|x|of| MEaHol ghL|ct = K| oM QIAHAS R £~ Qi
LICF.

SMBEA:
o 1EHA: M B AEO{ MM TE

J
« 2EHA: AMI M A] O|El blob Y2 E

1EHA: M e AR O] W EE 7|E He AE0{ YHIOIE

python-uefivars =& AFE5t0{ A& ¢l elAH
&LICH O] E7& F|0lM Af H4 AE0f A
1L

=
=
HA WA 4F £T2 Of 4 BEY 4 9l JSO

UEFI E¢t 28 144


https://docs.aws.amazon.com/cli/latest/reference/ec2/get-instance-uefi-data.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_CreateImage.html
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https://github.com/awslabs/python-uefivars

2. C2 BHS A™A5tod F[0M M B4 AEO0{E MHELICH O84™ your_binary_blob.bin0f
base64= 23T El HO[L4Z| blobO| H-EELICE O] == -T mtet0|EE Safl HHO|LHE| blob ¥
Ho|EL X LICE.

./uefivars.py -i none -o aws -0 your_binary blob.bin -P PK.esl -K KEK.esl --db
db.esl --dbx dbx.esl

2EHAH: AMI & Al O|Z blob YZE

register-image& At&35t04 UEFI #45= AE 04 O|O|EHE ME&LICt --uefi-data TtEtO|E{0] CHSH
HFO|LH2| blob€ X|H3t 1 --boot-mode LtEtO|E{0Y| CHEH uefiE XIZHEHLICH

aws ec2 register-image \
--name uefi_sb_tpm_register_image_test \
--uefi-data $(cat your_binary blob.bin) \
--block-device-mappings "DeviceName=/dev/sdal, Ebs=

{SnapshotId=snap-0123456789example,DeleteOnTermination=true}" \
--architecture x86_64 \
--root-device-name /dev/sdal \
--virtualization-type hvm \
--ena-support \
--boot-mode uefi
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touch empty_key.crt
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cert-to-efi-sig-list empty_key.crt PK.esl

2. KEKQIBEME CIREC=FLICE

https://go.microsoft.com/fwlink/?LinkId=321185

3. UEFI M 22(siglist)oiM KEK QIEME 2= #fLct.

sbsiglist --owner 77fa9abd-0359-4d32-bd60-28f4e78f784b --type x509 --output
MS_Win_KEK.esl MicCorKEKCA2011_2011-06-24.crt

4. Microsofte| db 21EME CIREZE=&HL|C}.

https://www.microsoft.com/pkiops/certs/MicWinProPCA2011_2011-10-19.crt
https://www.microsoft.com/pkiops/certs/MicCorUEFCA2011_2011-06-27.crt

5 dbo ME =5

fjo
>.
p= =
X
g'l_n
r
[ul

sbsiglist --owner 77fa9abd-0359-4d32-bd60-28f4e78f784b --type x509 --output
MS_Win_db.esl MicWinProPCA2011_2011-10-19.crt

sbsiglist --owner 77fa9abd-0359-4d32-bd60-28f4e78f784b --type x509 --output
MS_UEFI_db.esl MicCorUEFCA2011_2011-06-27.crt

cat MS_Win_db.esl MS_UEFI_db.esl > MS_db.esl

6. CtS 230iAM UCIO|EE dbx HE e 2= = LCH

https://uefi.org/revocationlistfile

7. O|™ BtAHO|M CIREE$H dbx ¥4 @22 0]0| Microsoft KEKE MEEIRIc D Z 0|E MH5HAH
(@]

3 2
Lt &f 52 Eofof &fLICE OHs B3 8 MEE + A&LICH

https://gist.github.com/out@xb2/f8e@bae94214889a89ac67fceb37f8c0O

https://support.microsoft.com/en-us/topic/microsoft-guidance-for-applying-secure-
boot-dbx-update-e3b9e4cb-a330-b3ba-a602-15083965d9ca

8. uefivars.py A3 ZEE AIE35t0{ UEFI s AEO0{E HEFLICY.

./uefivars.py -i none -o aws -0 uefiblob-microsoft-keys-empty-pk.bin -P ~/PK.esl -K
~/MS_Win_KEK.esl --db ~/MS_db.esl --dbx ~/dbx-2021-April.bin
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9. H}O|L4Z| blobX} UEFI HH= AE0{E & QIEFL|CE.

./uefivars.py -i aws -I uefiblob-microsoft-keys-empty-pk.bin -0 json | less

10. Blob2 S8t =70 CtA| E 504 YC|0|EE = U &LILCE.

./uefivars.py -i aws -I uefiblob-microsoft-keys-empty-pk.bin -o aws -0 uefiblob-
microsoft-keys-empty-pk.bin -P ~/PK.esl -K ~/MS_Win_KEK.esl --db ~/MS_db.esl --dbx
~/dbx-2021-April.bin

of & 2t

Replacing PK
Replacing KEK
Replacing db
Replacing dbx

Linux AMI &t7|
CIABAAE A|ZHE 4= Qlop{fd HX| QIAEIAE A|ZtE AMIE MEHSHOF EFLICH AMIZ MEHE! [T A
Zt5td= QIAEIAG| CI2O 22 9 F AFEFE 1EdsiMe

- 2™ - AMI IDE ZF AWS 2|0l TR ELCH

- 24 A

- Ot7|E|X{: 32H|E(i386), 64H|E(x86_64) L= 64H|E ARM(arm64)
« £ E C|HIO|A R&: Amazon EBS = QIAEIA AE0]

« SZXH0: Amazon Web Services)

« F7F AZEQ04(0d: SQL Server)

Windows AMIE &2 2{E= 42 Windows 2/4& & Amazon EC2 AFR AH XM S| Windows AMI &t 7|
MMS 2ESMS.

AL2023 AMIE 3 28{T AL2023 AHE B MM AL2023 A% 57 |& EZStAIL.

722 sl EC2 AMI Locator MME X 5HMI2.

FII’

Ubuntu AMIE 3toC

RedHat AMIZE 3toP{= R RHEL 7|£ A2 2 MME 2 X 5HM|L2.
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https://docs.aws.amazon.com/AWSEC2/latest/WindowsGuide/finding-an-ami.html
https://docs.aws.amazon.com/linux/al2023/ug/get-started.html
https://cloud-images.ubuntu.com/locator/ec2/
https://access.redhat.com/solutions/15356
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Linux AMI X & 7|

« Amazon EC2 2£ & AL&35104 Linux AMI 37|

« AWS CLIE AF83104 AMI 7|

o AAHE ZB|XFE AL 604 %4l Amazon Linux AMI 7|

+ Systems Manager Zt2t0|E{E AtE 35101 AMI & 7|

Amazon EC2 2& & AF& 35104 Linux AMI & 7|

Amazon EC2 2£& AM&310q Linux AMIZE &2 £ UELICH QIAEA AIZF OFHAIE AFE S04 Q1A
BIAE ASTE [ AMI SS0jA] H=45t7{L} 0|0|X|(Images) HIOIX|E AL 510 ALR 75 B 2E AMI
E ZdMist £ ol& L |CH AMI IDE ZF AWS 2|0l T8 &hLCt.

>
2
0

>
I

>
=
18

HAFE AF2 5104 Linux AMI 37|

1. https://console.aws.amazon.com/ec2/0l Al Amazon EC2 &2 LCt.

2. EHMBZ0IM QAAHAS NBE DTS MBLICH HKH SIx|9H BAHLIO| BRI IE £ U
S Blrie Yoz Mg

& CHA|EE0{ A Q1A AlZf(Launch instance)2 ME4EFL|C}

w
Tk
ﬂl}

4. (M 22£) oiZz|7lo|M 2 0S o|O|X|(Application and OS Images (Amazon Machine Image)o|
M BFE A|ZH(Quick Start)2 MEASI T QIAEAO| 2 A A|(OS)E MEHE CHZ Amazon Machine
Image(AMIMIA SE0i Xt F AL El= AMI B StLEE MEHEHLICE A& 5tEdE AMIZH EA|E| K]
ofomd f Bf2 AMI 3oL 2 7|(Browse more AMIs)E MEHEI0{ M| AMI ZHEIZE FtofE = Q)
&LICH RtAIEH L& 2 o Z2[7 0| 2 OS 0|0/ X[(Amazon Machine Image) EHHE & Z5HAA|
o

T

(71E 2£) WE AZHQuick Start) Holl M S0l XHE AFREl= AMI S sHLFE MEHEHLICH
AE35tE{E AMIZ} EAIZ| X 9;: A2 L AMI(My AMIs), AWS Marketplace EE = 7R LIE]|

AMI(Community AMIs) &2 MESt0{ F7F AMIE & &LCt XHMEH L& 1EH7H: Amazon
Machine Image(AMI) A1EH EF'?_J% HESHAAR.

AMI H|O|X|E A& 3104 Linux AMI & 7|

1. https://console.aws.amazon.com/ec2/0|A Amazon EC2 &2 LI}

2. EHM DS0IM AATAS MBI BMS MFLICH HA) SIxISH BAIO| ASXITL 1E £
= 2|2 o= MEfgFLCY.
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https://console.aws.amazon.com/ec2/
https://console.aws.amazon.com/ec2/
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3. EAMEFoMAMIE MEHEFLICE

4. (M AME) TE| U HM SMS AB5H0] 7IF T URIGHE AMIEHE & UTS EAIEE AMI S
20| #9I8 XIHBLICH & S0 AWSOIM RIZSHE ZE Linux AMIE LIIshH HE 2 of
0IX|(Public images) & MZ{EFLICH 271 T+ 244 242 ALB3H04 EAIEIE AMI S 22| )
£7h2 RIEY 4 aLic

HAM(Search) &2 MEHSH D HF0M AT A EHE(Owner alias), = 14FA}, 2 amazon2 A2
MEASHL|CEH ZHM(Search) & 2 CHA| MENSE T ZBHE (Platform)0| A = C44HKIE MEHEH CHZ 0| A
ZEIZ2EE20M 28 AANE MEHEILICE.

5. (ME AHY) 7|2 A7 oto|ZE MEYstod EAIE o|OlX| £E(0: FE ClHIO|A F-)S MEHE L

=
(Details) 0 M £d2 =38 + U&LICH

Ch EE S50 AMIE MBS T MF HE
6. AMIE M=5t7| Hof g AMIZt QAR A AE0{ 7[RHRIX], Amazon EBS 7[8HQIX| £ Ql5t 1 O]
xrolHol HE BES & L loqoF FLICH AHMEt &2 FE ClHIO|A AEEX| HAES HX
st Al2
7. O AMIOIM QIAEHAE A|E52{H ST QUATAE MEHSIT O|0|K|2 QUAEIA AR S MEHE
LICH 2&£8 AL85t04 QIARAE AX 5= Lol Chet REM|E BEE Al QIAEA AIZ) DAL
Arﬂéro IAEA AE MHES BESHHR. CIABAS ARE EH(7L ZIX| 2 82, LSS

AL2023 AMI &7|of| CHE REMEH LIS 2 AL2023 AFS B A0IAM AL2023 A% 5H7|E & ZSHAIL.

AWS CLIE AFE35l0o4 AMI & 7|

Amazon EC22| AWS CLI BEE Al&38t0{ 27 At Dt YR|eH= Linux AMIEH LEEE = ?AaL—IEL 2
T AFE DO AX|SIE AMIE BIU O OIARAE st = 7
8t M2 = AWS Command Line Interface AF& AHAMO| QIAEA AR E R ZFIMIL.

describe-images B@2 WEt0|EH HE{ZE X|HELICH & 04, Amazon £ 72| HEE AMIE E
Al5t2d™ --owners TtEHO|EHE AMS & LICH

aws ec2 describe-images --owners self amazon

Amazon EBS 7|8k AMIZF E A|5t24Ed O|™ HAof Ct S EHE{E F7+ELCH

--filters "Name=root-device-type,Values=ebs"
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https://docs.aws.amazon.com/linux/al2023/ug/get-started.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-ec2-launch.html#launching-instances
https://docs.aws.amazon.com/cli/latest/reference/ec2/describe-images.html

Amazon Elastic Compute Cloud Linux QIAEAZ AL MEM

/A Important

describe-images BE0|M --owners Z2|7t FEE[H AR 0{F 2f BH|QI0| AlZF HEtS
2R3t 2 o|0|X|7} BttEL|ct.

A|AE 2 E|XIE AF25H04 Al Amazon Linux AMI 37|

Il

Amazon EC2&= QUAEAE A[ZHE [ AFSE = U= AWS RX| 2| HEZ] AMIo| CHE AWS
Systems Manager IHE 2! Il2t0/E{E MBELICH o|& 04, EC20iM AMS }E TLPEH:IIE-I /aws/
service/ami-amazon-linux-latest/amzn2-ami-hvm-x86_64-gp2= 2E BT AIEE
= o, g4 XIHEE 2|M9| 2[4l Amazon Linux 2 AMI HAE 7+2|Z] Lt

AWS Systems ManagerE AF&35104 Z|41 AL2023 AMIZ 3to{ AL2023 A|%H51 7|2 HESHMIR.

Amazon EC2 AMI HE 2| L2t 0|E{= Tt B20M AFSE = /&Lt
/aws/service/ami-amazon-linux-latest

Ct20t 2+ AWS CLI H2AE AF25104 $A AWS 2IF2| ZE Linux AMI 228 2 £ Ql&aLct.

aws ssm get-parameters-by-path --path /aws/service/ami-amazon-linux-latest --query
"Parameters[].Name"

-

HE2| D2t0/EHE A8 sto] QIABAE A|FStEdH

Ct2 ol Aloi M= EC20i M S st= HEE] met0|EE A& 504 %[&] Amazon Linux 2 AMIE A& 36t
= m5.xlarge QIAEHAE A|RHEHL|CEH

oM ZH2t0[E
resolve:ssme

NM

X|H5t2d™ resolve:ssm:public-parameter +2& AFSELICH 0{7|M
MS A0 public-parameter= HEZE MPEPEllE'IP—l Z22 o|F L.

|:|=|
H)l

Ol ofofl= --count & --security-group TtEtOIE{ 7} Z & E|0f UX| L &LICH --countQ| 7|
Zt2 1dLict 7|2 vPcet 7|2 2ot OE0| le 8% O|&0| ArS gLt

aws ec2 run-instances

--image-id resolve:ssm:/aws/service/ami-amazon-linux-latest/amzn2-ami-hvm-x86_64-
gp2

--instance-type m5.xlarge

--key-name MyKeyPair
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RtMIE LHE 2 AWS Systems Manager AtE AB Ao {E 2] uf2tO|E{ AFE 2 Query for the latest
Amazon Linux AMI IDs Using AWS Systems Manager Parameter StoreE& & Z A 2.

Systems Manager TtZO|E{E AL&30 AMI & 7|

Z &0 EC2 QUAEIA AR OFHALE AFE5H04 QIARAE AIZHE [ SEoiMH AMIE MEHSHHLE
AMI IDE 7}2|7|= AWS Systems Manager ItZtO|E{E MEHE £~ QI&LICH AIS35 2
QIAEAAE AIZ3SIE Z AMI ID CHAl Systems Manager THEHO|E{E XI5 E & Ql&LICH.

Systems Manager It2t0O|E{= Systems Manager It2t0|E AEO-IOHA‘I Mg = e T Hol 7I-
2t Ho{L|ct. mEt0|Ef AE0{= OHEE|AH O 7 2t = 5te = U

L|C} REAMI8H LI 2 AWS Systems Manager AH& A Aol A AWS Systems Manager Parameter
Store& FZ5HMIR.

AMI IDE 7I2|7|= mt2t0|EE MEE M= Clo|E R 2 aws:ec2:imageZE K|l of g LICt. O
ciole RS XHstH mtet0|E{7t HHx|Hut = E f m2tolE Ztol AMI IDE & QIEL|Ct REAl
8t LI& 2 AWS Systems Manager AFH& MY M0{ M Amazon Machine Image IDO| CHEF 7| & mt2f0|E
X|HE XML,

Systems Manager I}2t0|E{ FX|
« ALE AtE

o TS

- MEHAE

« Systems Manager I} 2tO|E{ & AL&350{ QIAE

|>
>
2

AL AtE|

Systems Manager It2tO/E{E A& 3104 AMI IDE 7}t2|7|H AFS A7} QIABIAE A|ZHE I 2HIE
AMIE O &lAH MEHE = QU&LICH Systems Manager IF2HO|E{E S35l AHS&F I =9| FX| & 2|7} Zt
A5 £ A&LIC

ArSAEO| AHE Ol &4t

EH AMIE AL85t0{ QAARAE AIEfSHOF 5t AMIZE H7|Ho 2 LH0|EE|= B AHSXLIL
Systems Manager It2tO|EAE MEHS0] AMIE =5 5t= Zd0| E&LICH A& Xtof|H| Systems
Manager It2tO|EAE MEHSI =& ot™H QUABAE A&t O 2[4 AMIZE AHEE = U&LICEH

o€ E0{ Z&0iM OfE =& 2F XA L ofZ2IAH 0| THR|7F ZEEl A HTHC| AMIE M 5HH At

QIUP A HTIO| AMIE AFE5H0d QIABIAE ARSI S Steds E2, AASAII [ HTE AE
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https://aws.amazon.com/blogs/compute/query-for-the-latest-amazon-linux-ami-ids-using-aws-systems-manager-parameter-store/
https://aws.amazon.com/blogs/compute/query-for-the-latest-amazon-linux-ami-ids-using-aws-systems-manager-parameter-store/
https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-parameter-store.html
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St & 2HE AMI IDE 7t2|7|= Systems Manager Zt2HO|E{(04: golden-ami)& MAE = U&L
Ck M e o] AMIZH 8- E miotct of mh2tOlE{2 AMI ID 2t olo|E5to #4 &4l AMIE 7t2]7|
T 5 gLt A8t O 5 Yt Systems Manager ItEHOIE{E 7<% MEHSt 22 AMIO] CHEH & 7|
AUoo|Eo CHal & ER7F &Lt AMIO| CHEF Systems Manager ZH2HO|E{E A& 5HH AFE A}t
QUIAEIA AlZfof CHEt SHIE AMIE O &lH| MEHE 2= Ql& Lt

AssE ZE || 2E A

&3t AEE AHE50{ QIAEAE A|ZH5tE B AMIID CHAl Systems Manager TtEHO|E{E K| &
= Q&LICH A HTE o] AMIZH M E|H %A AMIE 712725 Of mt2tO|E{e| AMIID Zt2 HEE +
A&LICH TEtO|EE & Zste ASst T == M HES| AMIZE M8 E miotct +HE 2RIt sl

Ct Ol Sall Xts& FX| HE7h ZhASEH HiZ HISS HAY + &L

(® Note

Systems Manager It2t0|E{7} 7}2|7|= AMI IDE HEH T 4
x| et&Lch.

0%

ZO| QIAE{A L QIEFS b

et
QUIAEA AIZF O ALO| A AMI IDE 7+2[7|= Systems Manager Zt2tO|E{E A8 5t= 4
2 |AM X240 ssm:DescribeParameters 2! ssm:GetParametersE F7}aloF &HL|Ct

ssm:DescribeParameters= A& X}0i|7| Systems Manager Tt2tO|E{E B0 MEHE 5 Q= T8t
£ H045lH, ssm:GetParameters= AL Ko7 Systems Manager It2tO|E{Q| gt HAME =
= Wt BoigfLict &% Systems Manager It2tO|E{0f| CHEF HMAE F|ete == Q& LICH KHA

B LIS 2 EC2 AISt QIAEIA DHHAL AR EHIS BITSHAIAIR.

Rt AbE

AMI 2! Systems Manager It2t0|E{= 2|[HHEE CHELICH 042 20 S Y8t Systems Manager It
ctO|E{ O|S € AI835t24™ S U 0|5 (0dl: golden-ami)E 7}%&! Systems Manager It2HO|E{E 2t 2
Hoi| AMELICH 2t 2[70i| M Systems Manager Tt2tOIE{ 7t s 2|l AMIE 7H2I7|28 R[HE L
Ct.

Systems Manager It 2tO|E{E AL& 3610 QIATA A|%

Z& = AWS CLIE AH835t01 QIARAE A|TE = QI&LITH AMIIDE X835t Ci4l AMIIDE 7t
2|7|= AWS Systems Manager It2tO|E{1E X|&HE 4 Ql&LIch
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New console

Systems Manager It 2tO|E{E A& 3109 Linux AMI 7 [(2 &)

1. https://console.aws.amazon.com/e02/01|H Amazon EC2 2& 2 LICt.
2. EHAMDZ0|AMQUAEHAE 4 %
U EITE Lo = MEHFFLICE,
3. E& HAIEE=0M QIAEA AlZF(Launch instance)2 MEARFLICY,
4. Application and OS Images (Amazon Machine Image)(oHZ 2|7l0|44 & OS 0|0|X|(Amazon
Machine Image))0ll A Browse more AMIs(EH EE2 AMI 3ot E 7)) & MEISHMIL.

5. dM ¥ QEZH U= 34 E HES MENS T Search by Systems Manager
parameter(Systems Manager It2t0/E{ 2 ZHM)E MEHSIAR.

6. [Systems Manager I} 2} 0|E{(Systems Manager parameter)]0ilAM Tt 2tO|E{1E ME4EFLIC}H. i
= AMI ID7} Currently resolves to(Z4xH = 1€l Zf) otz LIEHE LT}

7. HAME MEHSHLICH AMI ID2F Y XISHE AMIZH S 501 LIEFE LY.

SS50M T AMIE ME{St T MEY S MEfEFL|CH

QIARIA AR DMHAE AFR 5104 QIABIAE Alxtste ol CHEH AFAIEH LISS A QIAEIA A
A OFEHALE AFE5H0{ QIAEA AR MIMHZ B ESHM L
Old console

Systems Manager I} 2tO|E{E A& 3109 Linux AMI 7 [(Z2 &)

1. https://console.aws.amazon.com/e02/01|H Amazon EC2 2& 2 LICt.
2. BHMDZ0MQUAHAE A™AEY 2|TS MENELICEH #HX @ x|t 2HH Q0| ARVt DE £
U= BIXE °'°|§ AEHSFL|Ct

3. Z& UHAE=0M QUAEA AZFE MEMFLICH

1

F

N
to
Wl

2=
=2

0>
m

toll QU= [Systems Manager It2tO|E{Z2 74 4H(Search by Systems Manager
parameter)|2 ME4ELICE

5. [Systems Manager I} 2} O|E{(Systems Manager parameter)]0il A 2t O|E{1E ME4EFLIC}H. i
= AMI ID7} Currently resolves to(Z4xH = Q1 El Zf) oi| LIEH LT},

6. HAMZ ME{EILICE AMIID2E L X[St= AMIZH S 50| LEEHLICH

7. S=olM ST AMIE Metst T Meig Metsr ot
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Amazon Elastic Compute Cloud Linux QIAEIA S A}

0lo
>

ek

QUIAEA AlZf OHHALE AFE 504 AMIOIA € Aot ol CHek RbAlEE LHE=2 15
7l: Amazon Machine Image(AMI) ME4 MMS FH XML

>
2
|>
il
>
Bl

AMI ID CH&! AWS Systems Manager It2tO|E{E A& 507 QIARAE A|ZF5E{B(AWS CLI)

CHZ ol A|ofl M= Systems Manager LH2+O|E{ golden-ami& AF&3t0i m5.x1large QIAEAE Al
gLIct. o] Zteto|e= AMI IDE 7t2|Zu ct,

E230i A Zt20|E

X|H35led™ resolve:ssm: /parameter-name +E& AFEELICH 047|M

resolve:ssm2 EZ XS AIO|1 parameter-name2 78t mietO|E| o|EL|Ct mtztOlE{ 0|
2 /AEXE FEELCE mieto|e o|F2o| WgehAle TetO|E7t HE +X2o| &l F<oiet E
QELICHO: /amis/production/golden-ami). It2tOIE{7} HE Q| YF 7t otil B HEEIAIE
Al

MEre 4 QgL

[

ol

0| oflol= --count & --security-group Zt2tO|E{7} Z&E[0] Q!
22 1Lt 7|2 VvPCet 7|2 EoF OE0| /UeE dR Ol =

aws ec2 run-instances
--image-id resolve:ssm:/golden-ami
--instance-type m5.xlarge

£ BT 2| AWS Systems Manager It 2tO|E{E A& 5t0{ QLIAEIAE A|ZF5E2{HH(AWS CLI)

Systems Manager It2t0|E{= HAE X[ Lt ot2t0/E el 2t o|E{g|o|Mo= 1
X|™HELICH resolve:ssm:parameter-name:version2 2 LietO|E{Q| HEE & X & 4 Q&L
Ct. 047|M version2 DR & HT HE LICH HEO| XIHEX| 2 < 7|1BXMHe

ut2tO|E{ 7k A ELCH.

=0
ro
F
Al
rII
ol
N

CHE A0 E B 22| mtEt 0B E AFS & LICH

O| ofAlod|= --count & --security-group It2tO|E{7¢ Z & E[0] U K| &E&LICH --counte| &
? 7|2 VPCet 7|2 Eet 180 (Ie™ 7|24 2 10|t aiF 7|20l ASELCH

aws ec2 run-instances
--image-id resolve:ssm:/golden-ami:2
--instance-type m5.xlarge

AWSOIAM MBst= HEE| Ti2tO|E{E AL 504 QIARAE A

Ll
ol
on
(1]
i
[
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Amazon EC2= AWSOH|M X3 5t= H=2! AMIO) CHE Systems Manager HE 2! Tt 2t0|EE M3 &
LICt o & E04, HE 2] mat0|E| /aws/service/ami-amazon-linux-latest/amzn2-ami-hvm-x86_64-gp2
£ D E 2T AFBE £ Qo &4 Y 2l 2] Amazon Linux 2 AMIS| A A E 7H2ZLC

aws ec2 run-instances
--image-id resolve:ssm:/aws/service/ami-amazon-linux-latest/amzn2-ami-hvm-x86_64-

gp2
--instance-type m5.xlarge

HLR7EAMEE = JUXE SRE LA &G AMILICH Amazon EC2E ME Al

=
= =
1S 2412 W B St TR T4 QAE JHE 2R AMIE MEE OFS i MEE

F AMIE MEE M= AFERtL| Fo/7t HFFLICH Amazon0i M= CHE Amazon EC2 A& X2t &
RE AMIS| FZAE0|LE Eotd g EESHK| p&LICt MElM S/ AMIE ALEE = O o|E MEof
MolR ZEE HlZ5le ZARe O 7HK|Z o]’ AMIZE F[Z35HD 2o et M8t X2 FISHoF &
LICH HEE M3 8 A = U EX0M L2 AMIS| AL S HEFLICEH

S|

FO| x|

—_ -

|0k
OH

—1
=

e

Amazon EC2 £ 0{ A Amazon EE= & QIEl Amazon HE {7} AQ8t Z2 AMIE E0IEl 22 A
2 EA=EL|CH
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aws ec2 describe-images --executable-users self
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DLEL)7} ARE HER AMIE HEO| U= £2RAH7 e, ol AY ZE=0i amazon & aws-
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aws ec2 describe-images \
--owners amazon aws-marketplace \
--query 'Images[*].[ImageId]' \
--output text
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aws ec2 describe-images --owners 123456789012
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1. SI&EIX| &f2 HE=2 SSH 7| st HlEE=t&f LT AMIE A& W= Thdol| 23 E 7|
ok AFS 5ok & LICH CHS W2 authorized_keys IS &&LICH

[ec2-user ~]$ sudo find / -name "authorized_keys" -print -exec cat {3} \;
2. RE ANSKo &35 gAl oI5 H|E A5 LI sshd_config THYS ¥n
PermitRootLogin £& CtZ1t Z 0| W&IELICEH

PermitRootLogin without-password
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[ec2-user ~]$ sudo rm /etc/xrsyslog.conf
[ec2-user ~]$ sudo service rsyslog restart
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AMIE 2 & AWS A™T SR(EBH 3%)

AMIE HEZCZ MYS Foie 2£2 HRLIE|AMIMIM AFHE 4= Ql&LICH Ol EC2 2&29| &l
Z BT U= AMI ZHRIZT0|M EE= 2£2 AHE5104 QIAEAE AIZTE [ BMAE = AL
Ct AMI 270 & AMIZ} 7R LIE| AMI(Community AMIs)ol EA|Z|E O 2F7to| AlZho| & £ QCHE

Holl RolstMl L.

Console
HEZ AMI A
1. https://console.aws.amazon.com/ec2/0| A Amazon EC2 £ & LIC}.
2. B Eo|Md AMIE MEEHLICE
3. SE0o|MAMIE MEIS = EQi(Actions), AMI Bt =Z(Edit AMI permissions)S ME4&FL|C}
4. AMI 7t EoMH HEZS ML
5. Save changes(#4d AtE HE)E MEIELICH

AWS CLI

Zt AMIOE AR XHE M|t sHE AMIE AL 8t QIARA AIZO| & E AWS HHE HMo{E =
Rl=launchPermission £A30| Z&HErLICt. AMIC] 1aunchPermission £432 H4735404 0|
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1.  CFZ 20| modify-image-attribute @B AF& 5104 X & AMIC| launchPermission =
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aws ec2 modify-image-attribute \
--image-id ami-@abcdef1234567890 \
--launch-permission "Add=[{Group=all}]"

2. AMIQ| A|Z} HBhg & QI5tE4H describe-image-atiribute BEE AFS & LICH

aws ec2 describe-image-attribute \
--image-id ami-@abcdef1234567890 \
--attribute launchPermission

3. (M AE) AMIE ZEt0|%! AEHZ EIS2I2IH AR HEt SB0iA all 282 AFErLIC
AMIZ] AR AHE QIRILE AIRH HEHS JHXID O] B0l Ware wrx| ohasLic

aws ec2 modify-image-attribute \
--image-id ami-@abcdef1234567890 \
--launch-permission "Remove=[{Group=all}]"
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* EnableImageBlockPublicAccess
* DisableImageBlockPublicAccess
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1. https://console.aws.amazon.com/ec2/0| Al Amazon EC2 £ & LC}.
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2™ X|I™HELICH --image-block-public-access-state Zt2tO|E{0|A block-new-
sharingE X|&gLICt

aws ec2 enable-image-block-public-access \
--region us-east-1 \
--image-block-public-access-state block-new-sharing
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{

"ImageBlockPublicAccessState": "block-new-sharing"
}
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Console
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1. https://console.aws.amazon.com/ec2/0l A Amazon EC2 £ & L|C}.
2. EMZEIH 4EhHolM AMIo| CHE HE 2] HMA XHEHS HIZEsHeE 2ldS MEigLCt
3. CHAIEE7} EAIEX| et=CtH ClO|E ME &2 B &0l M EC2 CHAIEEE MEHFLCH
4. HHE 8o OHO|E E5 2 Eot2 MEHFHLICE
5. AMIO| CHEF {2 2] HAM|A XHEHM BEIE MEHELICH
6. H=Z 37 R 2QlEts MEig A5 OIS YoIoO|EE MEIELICH
7. = HAIXIZF LIEILFEH confirmE U2{Et OIS HEE| S/ 5182 MEELICH
® Note
API7} O] Mg #M5t= diol= 2[cH 102 0] Z&! = U&LICH O] AlZH St Zke M
HEZ| BR AEESZ EAIELICH APIZ7} 78S 2t251M 20| A S22 M HEE]
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AWS CLI
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disable-image-block-public-access @&Z AL& 35t AMIO| CHEF T{ = 2] MM A XHEHS H|E A5t

E|I¥E x|ggLct

aws ec2 disable-image-block-public-access --region us-east-1
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"ImageBlockPublicAccessState": "unblocked"
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get-image-block-public-access-state B & AFE 5t AMIO| CHEF T{E 2| MM A RHE AEHE 71K
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aws ec2 get-image-block-public-access-state --region us-east-1

ol & £2 - Zf2 block-new-sharing EE £ unblocked(2)Z EA|ELICE
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"ImageBlockPublicAccessState": "block-new-sharing"
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SR ME - AMI ARKRHE RH4lo| £5tx| b2 XX U OUE Z38t ZE XX EE OUS AMIE 3
SE + AaLct

2| LHOM AMIZE 288 £ e =|ci AE|E| £ Amazon EC2 MH|A &Eh2F2 XML

Ei1 - AFR R} Mol Ej2(AMIO] 2AsHE EfO)E SRE & o

El= =R EE U AWS AMOIM AF2 AL XMool EfIE AFRE £ eia Lt
=1
ou

ARN Al(ARN format) - BHEoi| =& E= OUE XI™ 2 ARN 84&l2 M%ﬁHOF gt

18
IDBF X5t @7/ 7t M LICHOd: 0-123example EE&=
).

Al-

—.

ZHt
ZZ] ARN: arn:aws:organizations::account-id:organization/organization-id

i
oft

ARN

* OUARN: arn:aws:organizations::account-id:ou/organization-id/ou-id

%l

« account-id2(& )123456789@129+ 22 1242 2el AlE HELICH BE| AH HEE 2
2= 75'0 n|-5| 7:||7<-I |:|-| |.£ o

o

=

Mgt L2 ARN 27| BEF

FEA
’E.’F.%P.:.AIEP_.
« organization-id2(E£) o-123example®t Z2 == IDQILIC}

* ou-id2(£) ou-1234-5examplelt Z2 == 9| IDRILICY.

ARN EAlof it REMIEH LHE 2 IAM AL MHM 2| Amazon ElAA O|E(ARN)2 XML,
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ASs 7| - ASSE|R| L 2 SSHE AHAFO| XS BEHeE AMIE SRE = USLICH

« ASEEIAHAS T AZY 7|2 S S 5FEHoF BFLICE 7| SHUZE 7|2 LSFHE AHAF
o| X|¢HE = AMIE 3 RE = Qi&LICH RHMIEH LH 2 Amazon EBS AHAF SR EHIE X
SHAAI.

« ASSEIAHLO| XHE HE AMIE SRSt A2 Z& = QU7 AHAFE 2t S 516 Ol AF
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. BIF - AMIE BIF BlAAQULICH AMIE SR BRE 2IT0IME AL E 4 BLICH AMIE Cf
E BiTolM AHSE 4 UTS 52 AMIE 1T 2IT0] ZAE = ZRIHMR. AHME LIS AMI

SAEHRIS BESAAIR.

 NE-AUIE BRUY NSRE AMCIARL QLABIAS AR 4 Rlalch 47, BF 2 43
¥ 4 QALICH T2ILE AMIE AFS 3104 QIAHIAE AIRHEE S0l AIRHEH QIABIACM AMIS 4
ME 4 st

- 7R - CHE AWS HIRO0| QIAHAE AISHs| I3 AMIE ALS 3t ZRolE 20| HTEX| o
SLICH AMIE AL 3104 QIABIAE ARt AFolE AlStats QlABIA ChEt 220 HREL

ZAR Al QU7 KMS 7|1E AISSIEE 52

%53 AHMOM X[RstE AMIE SR6tE 89 Z2 E= 0U7t AKX E 3 38stE O AHSE
MS F 2

keysT AtE 35t F 5{&35H0F &LCt.

aws:PrincipalOrgID 2! aws:PrincipalOrgPaths 7|8 AI&3t0{ Q7 QI 2o || AWS
Organizations B2 E o—'L-l AZ2et H|wFLICH o] 2ot FA|= AFEAE, IAM 38, I O|M AHE

AHEE AWS HAE RE AR 5= J&LICH HAMoM o] = 7|l= ™ XH7F AWS Organizations 2|
XIHE XX RE EE OU LO| H% BE{QIX| SOISLICH Cf B2 Al ZHELS IAM ALS M A |

O =

aws:PrincipalOrglD 2! aws:PrincipalOrgPaths MM & & Z=3IMI2.

7<HH|%P LHE 2 AWS Key Management Service 7HZ X} CHLHA S| CHE Ao AHE A7 KMS 7§ MHE
SIES 518 X KMS 7| SRE HEFAML.

ZE EE OUNKMS 7|18 ME8E + = HEFE Foisteid OhS BEES 7| Aol =t

~

"Sid": "Allow access for organization root",
"Effect": "Allow",
"Principal": "*",
"Action": [
"kms:Describe*",
"kms:List*",
"kms:Get*",
"kms:Encrypt",
"kms:Decrypt",
"kms:ReEncrypt*",
"kms:GenerateDataKey*"

]I
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-principalorgid
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"Resource": "*",
"Condition": {
"StringEquals": {
"aws:PrincipalOrgID": "o-123example"

KMS 7| 0421 OU%t SRsted™ CHS ol RALE HAME AFSELICH

{
"Sid": "Allow access for specific OUs and their descendants"”,
"Effect": "Allow",
"Principal": "*",
"Action": [
"kms:Describe*",
"kms:List*",
"kms:Get*",
"kms:Encrypt",
"kms:Decrypt",
"kms:ReEncrypt*",
"kms:GenerateDataKey*"
1)
"Resource": "*",
"Condition": {
"StringEquals": {
"aws:PrincipalOrgID": "o-123example"
},
"ForAnyValue:StringlLike": {
"aws:PrincipalOrgPaths": [
"o-123example/r-abl2/ou-ab12-33333333/*",
"o-123example/r-abl2/ou-abl2-22222222/*"
]
}
}
}
AMI S5

Amazon EC2 & E= AWS CLIE A8501 AMIE 2% = OUSt S/ & U&LICH
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AMI BR(22)

F£2 M83od ZE EE OUSt AMI &

1. https://console.aws.amazon.com/ec2/0l Al Amazon EC2 &2 LCt.

2. ErAMEo|M AMIE MEHRELICEH

3. SE0iA AMIZ MEHSH £ X (Actions), AMI FH 8t = (Edit AMI permissions)2 AMEHEHL|C}
4.  AMI 7+ ‘E(AMI availability) 0l A Z2t0[E! (Private)2 ME4EfLICE.

5. 3% ZZ|/OU(Shared organizations/OUs) 20| Z==//OU ARN F7}(Add organization/OU

ARN)E MEHEfLICH

6. ZZ%|/OU ARN(Organization/OU ARN)0{| AMIE SR ==& A
AMI 35 (Share AMI)E MEHEILICE IDH# ofL|2t ™A ARNS X|Zd5HoF & LICt

O AMIE Ct==2| Z&| = OUt SotedH O A E gh=sto ERet ZE ZH E= OUE F
7hEfuct.
@ Note

AMIE Z285t7] 2IsHM sHE AMIC| HIT{ZHA QI Amazon EBS A4S &1 28 & ZQ
E AaLlch AMIEH 2 R6HoF & 2 AlARI|AM AlZHol 228 Amazon EBS AR AF o
NAE QIAEAN RIS 2 MBELIct 8Lt AMIZI #ZstE ALHAFE A5 356tE
Ol AF2 ElE KMS 7|18 S8l ok BrLICH AFMIEH LI =2 =% 2 OU7F KMS 7|E AFHE 3l
5 38 CHH2 FESHAAL.

7. E2 oixom™ (#4743 ALE X{EH(Save changes)|2 MESSHLICE

x|

8. (MEH AE) AMIE SR8 ZE = OUE EtiH SS0lM AMIE MBS HEH(Permissions)
EHg MEHSE CFS 2% Z=E|/OU(Shared organizations/OUs) 7t X| Ol2HZ A3 E8LICH S RElE
AMIE 3ot TR AMI 37| MME B XML,

AMI 2L (AWS CLI)

modify-image-attribute WZ(AWS CLI)2 AF23t0{ AMIE S R ELICH

AWS CLIZ(E) AFZ5t0{ = X1}

=

Mi

[T
OH

t24H

ol

o
aT

modify-image-attribute W& X8t Z&oi| £ AMIC| A|ZF HEt2 6{& 3= Ol AFSELICH ID#
ofL|2t M| ARNS K53t ok & LCt,
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https://console.aws.amazon.com/ec2/
https://docs.aws.amazon.com/cli/latest/reference/ec2/modify-image-attribute.html
https://docs.aws.amazon.com/cli/latest/reference/ec2/modify-image-attribute.html
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aws ec2 modify-image-attribute \
--image-id ami-@abcdef1234567890 \
--launch-permission

"Add=[{0rganizationArn=arn:aws:organizations::123456789012:0rganization/
0-123example}]"

AWS CLIZ(E) AL23t0d OUE Z &3t AMI

1]
OH

t24H

[e][]

o
aT

modify-image-attribute W& X't OU0 73 AMIC| A[ZF HEHE 518 5t= O AFSElLICH ID# of
L2t & ARNS X|Zd5H ok &L|C.

aws ec2 modify-image-attribute \
--image-id ami-@abcdef1234567890 \
--launch-permission

"Add=[{0rganizationalUnitArn=arn:aws:organizations::123456789012:0u/o-123example/
ou-1234-5example}]"

@ Note
AMIE SR3st7| flaiM aliE AMI°| Bl HZH ARl Amazon EBS A4S &7H SR/E Eee
H&LICEH AMIEE Sfaliof & B AlIARIM AlZol| 228 Amazon EBS A 4F HMAE
QIAEAON RSS2 MBELICH 2Lt AMIZI F#HESHE ARAE 45355t O AFSElE

KMS 7|18 ZS8of SLICH RHAIEH LI8S X% 3 OUTLKMS 7|8 AS3HE S 518 B

AMI 2§ K|

Amazon EC2 24 L= AWS CLIZ AF25t04 =& L& OUSt AMI 2R/ E SX|E £ Y&LCH

AMI 28 Ex|(22

Z&E ME3tod ZE E= OULt AMI 3R] FX

1. https://console.aws.amazon.com/ec2/0| A Amazon EC2 £ & LC}.

2. EM EO|M AMIE MEHEFLICE

3. SE0lM AMIE MEHEH £ EQi(Actions), AMI T £=Z(Edit AMI permissions)2 MEHEHL|CH
4. BT Z%]/OU(Shared organizations/OUs)0llAl AMI SR E SX|e =% = OUE MEIE OIS

S
MEH S &= X|7{(Remove selected)E MENEHLICEH
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https://console.aws.amazon.com/ec2/
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= E X=X i*o._léfﬁ‘.:'_:' EE0{|M AMIE MEHSIT
Bt(Permissions) B2 MBS O 7 Z2!/OU(Shared organizations/OUs)7t X| Ol2i £ AEL%

AMI 28 SX|(AWS CLI)

o
=
Iu}

modify-image-attribute &£ = reset-image-attribute WZ(AWS CLI)E AL&310{ AMI SR E X

AWS CLIE Al35l0{ ZX EE= QU AMI 28 SK|

modify-image-attribute &2 X|&HeF ZE oM X[t AMIO]| CHEH A[ZF #HEHE AM7{ELICH ARNS
XI%gsH ok gfLict,

aws ec2 modify-image-attribute \
--image-id ami-@abcdef1234567890 \
--launch-permission
"Remove=[{0rganizationArn=arn:aws:organizations::123456789012:0rganization/
o0-123example}]"

AWS CLIE AI835tod 2 E =& OU 2! AWS A& AMI B8] S|

reset-image-attribute HZ M AMICS THER] & HA|M AR MEt2 25 AMA|SHE O AFS E LIC
O =]
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o
AMIS| AR AHE AHX|LE A|RF HEH

o E
= =
YN

fjo
N
Ral
[}
T

aws ec2 reset-image-attribute \
--image-id ami-@abcdef1234567890 \
--attribute launchPermission

® Note
AMI7I B2REE Z& E= OUM e B2 EE AHIo AMI 3R E SK|E
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https://docs.aws.amazon.com/cli/latest/reference/ec2/modify-image-attribute.html
https://docs.aws.amazon.com/cli/latest/reference/ec2/reset-image-attribute.html
https://docs.aws.amazon.com/cli/latest/reference/ec2/modify-image-attribute.html
https://docs.aws.amazon.com/cli/latest/reference/ec2/reset-image-attribute.html
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=Z&£2 M85t AMIE 378t =2 2 ou #¢l

https://console.aws.amazon.com/ec2/H| A Amazon EC2 2&& L|C}.

-_—

B A Zoll A AMIE MEHEFLICE,

N

3. SS0MAMIE MEHS D HEH(Permissions) B2 MBS CHE 37 Z&|/OU(Shared
organizations/OUs)7t X| Ot 2 A3 E&fL|CH

AMI7} BRE|E= £ 2 OU E7|(AWS CLI)

describe-image-attribute @Z(AWS CLI)I launchPermission £48& AF&30{ AMIE SR8 =&
ot QUE &g += JU&LCt

FO|

—

e

AWS CLIE AF2350{ AMIE 283 =Xl 2l oU

describe-image-attribute &2 X3 8t AMIOY| CHEF 1aunchPermission £4&2 MY AMIE 3
oI- Xxu_l_l. OlJE |:||-2|-o|'L_|E|.

aws ec2 describe-image-attribute \
--image-id ami-@abcdef1234567890 \
--attribute launchPermission

~

"ImageId": "ami-@abcdef1234567890",
"LaunchPermissions": [

{
"OrganizationalUnitArn": "arn:aws:organizations::111122223333:0u/
0-123example/ou-1234-5example"
}
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ARN 7|
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U =X B[ ARNOIE 12X 2| 2| HIE HE7F 23 ko] JELICH 22| AY HEE
m]

£ 82 AZol Tigt ARNZ 7tME =5 A X HRIE B + U&LIh ChE X0l M

123456789012 &2| AX HE lL|C},

11T o

o>

ARNE 7HK{27| M0 25| W Z%| T8 ABY 4 9l MEH0| 2010f BLICH O+ ME HM2 L

T HErg MSgch

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"organizations:Describe*"
1,
"Resource": "*"
}
]
}

Z %2/ ARNZ 7tM2E{H

describe-organization &1} 'Organization.Arn'Q 2 MME - -query I}ZOE{E AFE3l0{ =
Z| ARNDF ghtgh Lt

aws organizations describe-organization --query 'Organization.Arn'

S22l of

ZZIo| ARNE 7IX{2E{H

describe-organizational-unit 3 & AtE5t1 OU IDE X|™HStT --query LEIO|HE
'OrganizationalUnit.Arn' @2 M%5t0{ ZZ| | ARNE EHEHEHLICEH

r

aws organizations describe-organizational-unit --organizational-unit-
id ou-1234-5example --query 'OrganizationalUnit.Arn'
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"arn:aws:organizations::123456789012:0u/0-123example/ou-1234-5example”
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https://docs.aws.amazon.com/accounts/latest/reference/manage-acct-identifiers.html
https://docs.aws.amazon.com/general/latest/gr/ec2-service.html#limits_ec2
https://docs.aws.amazon.com/autoscaling/ec2/userguide/key-policy-requirements-EBS-encryption.html
https://docs.aws.amazon.com/autoscaling/ec2/userguide/key-policy-requirements-EBS-encryption.html
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https://console.aws.amazon.com/ec2/0|A{ Amazon EC2 2£& iL|LCt.
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LICt.

o g A W DN
|I=I

Ol AMIE CHo| HKTH SRetH™ DE T4 M D7} £7HE W7 K| B4l 5 L 62 HH= L

Ct.

rin

(® Note
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7. U Ot o™ A AFE X{H(Save changes)2 MEEFLICH
8. (ME ALE) AMIE -3—%&% WS A AY IDE E2dH S KoM AMIE MEist
s FLICH SREE AMIE #22{H 7 AMI 37| B

g A ZshM.

r
um-

£ AWS HH™Hot AMI 37 177


https://console.aws.amazon.com/ec2/
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AMI 2K (AWS CLI)

modify-image-attribute WZ(AWS CLI)2 At&35t0{ CtF o A|2 Z 0] AMIE SRE = U&LICH.

HAIS AIS HE 518

| E AWS Aol XIHE AMIO| CHEH AIZF HEHE 2o4EFLICE CHS ol Aloll A ol Al AMI
MI IDE HI 1 account-idE 12K2| AWS A IDE HFZL|C}.

40 0
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> >

aws ec2 modify-image-attribute \
--image-id ami-@abcdef1234567890 \
--launch-permission "Add=[{UserId=account-id}]"

(@ Note
AMIE S535t7| 2I8iA eiE AMIS| B THZA QI Amazon EBS 2-4FS BTH SR Y ERE
SAELICH AMIBH 33 5HE AIARI0IM AlZf 0l 2B Amazon EBS &4 AMAE Q!
of ;tso2 MBFLICH 2B AMIZL HEStE AME 2 23tstE

—
7|12(8) &fsHoF gLt XEMISH L8 2 Amazon EBS AH4F 28 AME & xs5HAM L.

S AHoIM AR HEtg MHstE W

ChE B2 XIHE AWS A™EolM XIFEE AMIO| CHEF Al HEFE MR LICH CFHS oA oA od A
AMI IDE R %3 AMI IDE Bt 1 account-idE& 12XtE| AWS HH IDE BHELICH

aws ec2 modify-image-attribute \
--image-id ami-@abcdef1234567890 \
--launch-permission "Remove=[{UserId=account-id}]"

CIS HHE2S E™ AMIC H{E 2! L HA|XM A|EF HEHE 25 AK|ISHE O AFE EILICH AMIS| AR AHE
QIMILE AlRf HEHE 7HK|H O] HHEof| W& & X| ot&LICt CFH2 Aol A oAl AMI IDE | &8 AMI
IDE HFZL|C}.

aws ec2 reset-image-attribute \
--image-id ami-@abcdef1234567890 \
--attribute launchPermission
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https://docs.aws.amazon.com/cli/latest/reference/ec2/describe-images.html
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Linux

Amazon Elastic Compute Cloud
A& AMI S5 F4&

(® Note
& LICH AMIO] CHEF HAM|A HEHSE

A AMI SRE FA
ChAl do2ddH AMI &R

AWS CLI

AWS H XD AMI 28 F A&
504 AMI IDE R|&EFL|C}.

cancel-image-launch-permission &2 AtS

aws ec2 cancel-image-launch-permission \
--image-id ami-0123456789example \

--region us-east-1

oil & Z1t
{
"Return": true
}
PowerShell
S AMI S/ F A

504 AWS H|%

AWS Tools for PowerShellZ 0|2
5to4 AMI IDE K| ErLCt.

Stop-EC2ImagelLaunchPermission @& 2 AlS

Stop-EC2ImagelLaunchPermission
-Imageld ami-0123456789example °

-Region us-east-1
of & Znt

True
180

HHEI AMI SR F A



https://docs.aws.amazon.com/cli/latest/reference/ec2/cancel-image-launch-permission.html
https://docs.aws.amazon.com/powershell/latest/reference/index.html

Amazon Elastic Compute Cloud Linux QIAEIAS Al MEHAM

A-EXte| AEn SRElE AMIE R &LICH

ArEREel AWS HEat SREIE AMI

M
bl
|0
I
e
OH
=0
>
=
pld
N
1z
g
mjo
ik
P
Q'I_l
x
kO

SO0H2 ALE

HE2 AMIE 44371 CHE AWS AIED AMIE SRUCHH S18E ASKI7E RHAlS ARl 5
N QIAHAE ASHE 4 QTS 5i85ts S0t 8 M4y L AFSS Sl AMI Aol AlZt

Ml
0
To
[l
1
;O
= Iy
L
Il

=
2 HojE WL 20| AMI HIHHAS TRss ZHEHE el

AMIE HHEA| HEE| AMIO|HLL |02 E 2 AEXY S/E &Efo{ok gfLCH

0

1. O HEE & 1sto URLE LRELICE 0470l M 22 AMIZE &5thE 2l Lot

https://console.aws.amazon.com/ec2/v2/home?
region=region#LaunchInstanceWizard:ami=ami_id

o|& 04 CtZ URL2 0|F ST (HXILIOF 57) us-east-1 2|7 2| ami-O0abcdef1234567890
AMIO| M QIARAAS A[ZFEfLICEH

https://console.aws.amazon.com/ec2/v2/home?region=us-
east-1#LaunchInstanceWizard:ami=ami-0@abcdef1234567890

2. AMIAFSE BI3HE A2 R0 ol HaE BRELIC
3. BOIEE AMSSHET YA MU L HAstof HE {0l Eoiy|5HE! LTk AMI MEo]

2t 2 = A'El 2 Launch Wizard7t Q&!/L|C}.
22 Linux AMI X|Z&!
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« AMI =7 & AE3t7| ol HHlolE

AWS Marketplac e AMIE & 35lE BL0l= AWS Marketplace ZHOHK}F 7FO|= 9] AMI 75 Z & Al
2ol A X|E], H2H ol D AL E B ZSHAIR.

OLEIE AMI 2201 CHEF 57t LB S 28 HAstMR
. OhRIEH AloE HEE AVIE ZR5IT ALSSHE W
. HEE AMI AN 25 U HE 2T ALE

AMI EFE AF23517| T™ofl MO0l E

CIABIA AE0{ X[ AMIC| B2, AFE5H7| T Amazon EC2 AMI M T E CIREE L Tz
OlZ st 2 HEFLICH 0|2 Soi 2K AMIE J|HHo 2 3 A AMIOIA Al AMI ETE ASE £
P [«

AN EH

Amazon Linux 22| A< aws-amitools-ec2 WZ|X|E MHX|5t1D CtS BED &HH AL XS] PATHO|
AMI EF & F7}6HAAIL. Amazon Linux AMIS| B2 aws-amitools-ec2 I{Z|X|7} 7|E2Xo2 M
x|E|o1 U&LICH

[ec2-user ~]$ sudo yum install -y aws-amitools-ec2 && export PATH=$PATH:/opt/aws/bin
> [etc/profile.d/aws-amitools-ec2.sh && . /etc/profile.d/aws-amitools-ec2.sh

CIS HHo 2 AMI 27 & ¢ado|l=gLct.

[ec2-user ~]$ sudo yum upgrade -y aws-amitools-ec2
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https://docs.aws.amazon.com/marketplace/latest/userguide/best-practices-for-building-your-amis.html
https://aws.amazon.com/articles/0155828273219400
https://aws.amazon.com/articles/9001172542712674
https://aws.amazon.com/amazon-linux-2
https://aws.amazon.com/amazon-linux-ami
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[ec2-user ~]$ sudo passwd -1 root

@ Note

O| P2 sudo ALE0E B2 FX| ef&LICH

SSH 3 AE 7| Ho{ AHA|

Hl

£ &2 AMIOA FellE AMIE SRE Hl=lol2tH /etc/sshol| KT E 81X SSH ZAE 7| Ho{&
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AaHEM Chge| 7| e 25 MAHELICH

» ssh_host_dsa_key

» ssh_host_dsa_key.pub

* ssh_host_key

» ssh_host_key.pub

» ssh_host_rsa_key

» ssh_host_rsa_key.pub

» ssh_host_ecdsa_key

» ssh_host_ecdsa_key.pub

» ssh_host_ed25519_key

» ssh_host_ed25519_key.pub

BEES Adotod Q™S A MAHE =+ U&LICH

o

1]
ro
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jo
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[ec2-user ~]$ sudo shred -u /etc/ssh/*_key /etc/ssh/*_key.pub

/A Warning
shred?t Z2 E0ot &x| REZ|E|[= AE2|X| O|C[o{oM Tt ol AHE S 25 M7HSHK| &
£ Q&L b A|AEI(Amazon Linux default ext4 E &), AHAF 8] RAID L (IA| 74 A
=2 7('|'-"E'0F04 ool =74 At 0| M E £ A& KHME LHE2 shred MEME &
/A Important

HE2| AMIC| 34Xl SSH ZAE 7| H0{1E M7H3IX| f2 ER, 7IEHMQ! XHA|| ZHAF THH ol A
ARAE HIRS s AMIE AFEdl QIATAE MlstE ZE ALS Ko H AR 2oF 2
2 LEl= HAIXIZE EAIELICE O] AMI= EH7|HQl o 7|2t & Z2t0|8! dEE HEEL
Ct.
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https://www.gnu.org/software/coreutils/manual/html_node/shred-invocation.html
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Amazon ECZOHA-IE QIAEAE A|ZHE [Mf AFEALZL HEE2/Z 20! 7| Ho{ O|§E HHst=e RE
& LIct &8 7| Ho{ 0|§0| RunInstances APl & (& HHEE API TF)E MEE|H HE
2| 7|(Amazon EC20{ A CreateKeyPair EE= ImportKeyPair22| S E0| O|F0{%l F0f M0
ME st 7| mofe] YR )E QUAEIA HIEHHIO|E | CHEE HTTP HHEIE Sdi AAHAMM AISE £
QA ELc.

SSHE B8 2018201 AMIOIM ELEA| 8 Al 7| U 21483 0| 22 /root/ . ssh/
) Aok BLICH ABAHE RE @
2101 71 HOLE AR 301 AMIS] QIATIAE MEE 4 2L

ok

ﬂlI

Amazon Linux 2! UbuntuZ Z & st CHE 20| tlZ T ME RIHE AL Xlol CHEF HE2! 7| X} 3H
2 M7t W cloud-init I |X|E ASFLICH AE5t= BHEEO| M cloud-initE X[HSHX| &
= 8%, A& A2 AT EIE(0: /etc/rc.local)0ll Ct2 ZEE F7t510] A& A| RE ALEX}o]|
CHall XI’H8t HEE 718 7t S dHE &= &Lt

e

(® Note

CHS ool M IP A http://169.254.169.254/= &3-2Z FA0|H QIAEHA | ME S E 8L
Ct.

IMDSv2

if [ ! -d /root/.ssh ] ; then
mkdir -p /root/.ssh
chmod 700 /root/.ssh
fi
# Fetch public key using HTTP
TOKEN="curl -X PUT "http://169.254.169.254/1atest/api/token" -H "X-aws-ec2-metadata-
token-ttl-seconds: 21600"" \
&& curl -H "X-aws-ec2-metadata-token: $TOKEN" -v http://169.254.169.254/latest/meta-
data/public-keys/@/openssh-key > /tmp/my-key
if [ $? -eq @ ] ; then
cat /tmp/my-key >> /root/.ssh/authorized_keys
chmod 700 /root/.ssh/authorized_keys
rm /tmp/my-key
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fi
IMDSv1

if [ ! -d /root/.ssh ] ; then
mkdir -p /root/.ssh
chmod 700 /root/.ssh
fi
# Fetch public key using HTTP
curl http://169.254.169.254/1latest/meta-data/public-keys/@/openssh-key > /tmp/my-key
if [ $? -eq @ ] ; then
cat /tmp/my-key >> /root/.ssh/authorized_keys
chmod 700 /root/.ssh/authorized_keys
m /tmp/my-key
fi

Ol 2ted2 oftd AFE Xt HILE 28 & £ oM, root AFSAIZ Aete Ze 7t eiaLch

(® Note
Ol AMIE 7[Rt 2 QIAFAE CtA| HEZISIH A|ZRHE [ ASRUTE 7|71 ZEELICH Z(7t
EZekle RAE HX[6t2iH authorized_keys WHUQ| LHEE X[ 7Lt TUS AfA|et= &

I:H |:|:|— XHEH':E' A| _u_|.ol° ——I- x.||9|—|.|o|: oI-L_||:|.
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sshd DNS = QI H|gh&dsH(ME ALE

sshd DNS & 01& H|& A3} 5t T sshd EotA2 oF 7 X{SHEILIC SFX|2F DNS &2l0| AlufsiS o
T SSH 211210| 7}s35tH 8 ELICH sshd QIS H|E 4S50 DNS &2l 27 A|ZE 21°2/0| &
X|ELct.

sshd DNS &0l H|&H A3}

1. lIAE HEIJ|Z /etc/ssh/sshd_config IIUES L1 CIS LS AMELICH

UseDNS no
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= AL X7} Ol AMIE RIS stod HOl AR2 S8 4 7| W2 o3 x|&of et 2
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--exclude directory0lM ec2-bundle-vol SME ALS5H HEO| £ & 5HX| efotof & ot
HE7t EHZl CIEE 2L 5t CIHE 2§ MEISHK| e W e HYELICH 5], o|0|X|E HET

g 2E MEX AR SSH HEZ2/Z 20| 7| H0{2 SSH authorized_keys U2 X|Q|5HAl

2. Amazon HEE! AMI= O|E IIUE FE ASXe| B2 /root/.sshoi M& st Lt ALKt
9| B2 /home/user_name/.ssh/0l| & LICH XtMEH LI ec2-bundle-vol Bt S & =34
A2,
« HEZI Mol &4 A 7|58 AAELICH SYUSH AMIZ StL oMo HES HZEFe{T A5
H o 7|§01| °”A1|/\ 717 ZEELICH OS2 W2 QIAEHA LHoM HERIE AAISHY| ™ b x|t

[ec2-user ~]$ shred -u ~/.*history

/A Warning
Q| ZnoM dEE shred2| M2 o7[of= MHSEL|CH
bashE S= A0 2x MMQ| 0| & ClAFof 7|SECtE ™ME RolstAMlR.
~/.bash_history& AfA[gt = QAEAMM 20RFCHIE CHA| 23018 F<2

~/ bash_history7t CtA| =1 O Mol Alist ZE BHEO| X7 E[o] U=

o = A&t
bash O|Q|o| CI& T2 3T C|A30] 0|22 7
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https://aws.amazon.com/marketplace/partners/management-tour
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AMI EHOH

AWS MarketplaceZ2(E) Ar&3t04 AMIE EHOHE &= U&LICt. AWS Marketplace2(=) Z&XQl 4E
&2 MSFLCt E8 AWS Marketplace0| A= Amazon EBS X|¢ AMI, 04/2f QIAEIA T AT O]
ABAQL ZH2 AWS 7|SE K[ ELICH

AWS Marketplace0| A AMIE EOfSt= 2ol CHet AFMIEH LHE 2 AWS Marketplace0i| A 2| HOHE
ZESAM L.
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2
3. HEEZ o|0|X|E & HEIZ MEdELICE
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https://aws.amazon.com/marketplace/partners/management-tour
https://aws.amazon.com/marketplace
https://console.aws.amazon.com/ec2/
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AWS CLIE AIE3t0{ K& AMI & 7|

C}2 describe-images B (AWS CLI)2 AFE3510{ R & AMIE 32 £ Ql&LCh

aws ec2 describe-images
--owners aws-marketplace

Ol BH2 FZ AMIO| CHEH M&E ZEE X
describe-images®| £2i0oi= Ct3 1t Z

"ProductCodes": [

{
"ProductCodeld": "product_code",
"ProductCodeType": "marketplace"
}
1,
MEIEE LT Ue B2 ANE ZEEHE A0 E TE3E = UA&LICH o] oAl XIHE XME 2=
7 ZEE |4 AMIE BHEHEFLICH

aws ec2 describe-images
--owners aws-marketplace \
--filters "Name=product-code,Values=product_code" \
--query "sort_by(Images, &CreationDate)[-1].[ImageId]"

K2 AMI ¢
AMIE Al83104 QIAEIAE AZtSHE{H R 2 AMI(T L))ol 7+laHoF gFLCH.

25to4 AMIOf CHEH A
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gtLiCt 213 2 Z2215H AWSo| 22 QI6I2HE HIAIX|7F EA|
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Amazon EC2 Launch WizardE Al235t01 K2 AMIE FUE £ QI&LICH RIAMIEH L2 2 AWS
Marketplace QIAEA A[ZF MME &AM L.
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https://docs.aws.amazon.com/cli/latest/reference/ec2/describe-images.html
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AWS Marketplace2(E) AtE35t04 ME 75

AWS Marketplace2 (&) At&35t24™ AWS A% 0] R{0{oF & LICt. AWS Marketplace M| & 0| A QIAH

AE AZ5E{™ Amazon EC2 MH|A AFE0 7t U5tT QIAEAE AIZHE XMES F 56l ok gLict.
AWS Marketplaced| M MEE 755t S F 7HX|LICEH

« AWS Marketplace & AtO|E: 1-Click HHZE 7|5 AFE5t0d O|2| FEE AZEQ|0{E WEH| AR
3F £ ol |C}

=2 T AAE

Amazon EC2 Launch Wizard: AMIE ZAA45t 10 OF AL M 2RI QIARIAE A|RHE = QI&LICH &t
Mg LI 2 AWS Marketplace QIAEIA AR MME XM L.

OIAEIAO| CHSH M|&E T E 77|

QUARA HEIHOIEE AME35t0{ QAR AOf CHEF AWS Marketplace ME ZEE AME = USL
Ct. HIEtCH| OB ZHAHof| CHEH AHAMIEH LH8 2 QAT A HEHH|O|E| 2 AFE XL H|O|E| EHE B ESIMR

[ec2-user ~]$ TOKEN='curl -X PUT "http://169.254.169.254/latest/api/token" -H "X-
aws-ec2-metadata-token-ttl-seconds: 21600"" \

&& curl -H "X-aws-ec2-metadata-token: $TOKEN" -v http://169.254.169.254/latest/meta-
data/product-codes

IMDSvA1

[ec2-user ~]$ curl http://169.254.169.254/1latest/meta-data/product-codes
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+ modify-image-attribute(AWS CLI)

aws ec2 modify-image-attribute --image-id ami_id --product-codes "product_code"

» Edit-EC2ImageAttribute(AWS Tools for Windows PowerShell)

PS C:\> Edit-EC2ImageAttribute -Imageld ami_id -ProductCode product_code
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https://docs.aws.amazon.com/cli/latest/reference/ec2/modify-image-attribute.html
https://docs.aws.amazon.com/powershell/latest/reference/items/Edit-EC2ImageAttribute.html
https://docs.aws.amazon.com/marketplace/latest/buyerguide/buyer-paying-for-products.html
https://aws.amazon.com/marketplace
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« EBS-backed AMI =& F7| X535}

AM| A4
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f.  AMIE dde ZH|7I £|™ Create image(0|0|X| 4H)E MEAELICE.

o
b. ZE{Z Owned by me(L} AR)Z2 MHE5T FSZ0|M AMIE F&LICH
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b. EfM FoMAHME MEHELICH
c. ZEE Owned by me(Li &2R)E A3t CHF Description(dE) Kol Af AMI D7} U= &
HAEZ BHELICH

MIOIA QIAEIAE A|ZHE [, Amazon EC27} O] A4S AL8 30 R E C|HIO|A

ol

AWS CLI
CtE HE & stLIE A8 E = J&LIch BB E QEm|o|A0f CHEF AEMIEF LIE 2 Amazon EC2
MM A EHHE HZsHM 2

» create-image(AWS CLI)
* New-EC2Image(AWS Tools for Windows PowerShell)

ALHAFO)| A Linux AMI A Ad

QIARAO| R E C|HIO|A 20 CHEt AR4FO| = B AWS Management Console 2= EH
2 AFE35H04 o ARAFOIM AMIE MEE = U&LICEH

M

Console

A HAFO A AMI A4 A4

-

https://console.aws.amazon.com/ec2/0|A{ Amazon EC2 2£&& iLCt.
Ef M B0 M [AH AF(Snapshots)|2 MEIEHLICE

AMIE MMHE ALHARS MERFE T Actions(ZH]), Create image from snapshot(2 2 4F0{| A Of
O|X| &)= MEedgh|ct.

w N

4. AHLEOIM o|O|X| W HO|X|oAM CHE HEE XIEELICH

a. 0[O[X| O|&(Image name)0f O|O|X|& HHst= O|FS U=gLIct.
b. A (Description)of o|O|X[of| CHEt ZtEFsH M

c. OFZ[ElX{(Architecture)odl CH3H O|O|X| O 7| =l x4 =H 51
EO| A2 x86_64, 64H|E ARM2| ZZL arm64, 64H|E macOS2| 7='°x86 642 *dE#a.H—I

o
el |

Ct.
d. FE C|HIO|A O|&(Root device name)0il A £ E C|HtO|A EF01| AL E C|HEO|A O|F
2 =dEtLIch REMIBH LHE 2 Linux QIAEIA Q| CIHIO|A 0|8 BHS B ZTSHAAIL.
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j. AMIZ MM& FH|7l £/ Create image(0|0|X| MA)E AMEHEHL|CY.
AWS CLI
BHES ALS5to A0 AMIE 452
Ctg EE 3 otLIE ASE = gLt HEE QlE{H o|Ao) CHEt RHAMEH LI 2 Amazon EC2
M A EHRIS XML

* register-image(AWS CLI)
» Register-EC2Image(AWS Tools for Windows PowerShell)
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3. ZEE Ll A% (Owned by me)2 A5 AMIE MEHEHLICEH
L

4. AMIZ QUAEA At g MEAE

5. QIAEA AIZ ObHALOA Z7|27HE ME5H{LE AFERE XIH gt 2 XI™ELICH RtAIE LIS M
QUAEIA AIZF OFIALE AL 510 QIARA AR MME HZESIA L.

FE C|HO|A E& 782 U2HAE AlEE i X438 AMIO] 2} 2 EL/c

CIAEAA AE 0] 7|8} Linux AMIE BHEE{H 7|E QIAEA AE 04 7|8t Linux AMIO|A A|EFEH QIAE
A0 AIRRILICH 20| A QIABAE ALK X|HE 20z 282 HEZ S O[2H8 AL XL
X

HE M8stod M QIAEHAE Al stE Ol AHSE = U= M AMIE SSELICH

/A Important

C1,C3,D2, G2, 12, M1, M2, M3, R3 & X112} Z2 QIARA RYO QIAMA AR E8S
FE ClHtO|AZ X|§E U

AE 0] 7(l ._4 °._|¢E._'|¢ z O| O o] I:H°F REMIEE HE 9 oI/\E'V\Ol FE ElHF |ﬁ
e = E C|HIo|A AEZ|X| EHHE X SHML. Amazon EBS 7|8t Linux AMIZE
2 Amazon EBS-backed Linux AM| 24 EF 2 2 X SHMIR.
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https://docs.aws.amazon.com/AmazonS3/latest/userguide/about-object-ownership.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/about-object-ownership.html
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. AMI T8 MRIBLICH RHAIE LIS S AMI E7 A% M8 & X

Al 2.

« AWS CLIE Mx|&LICt. RtMIEE L2 2 AWS Command Line Interface A% A|ZH517|E & ZSHA|

ol

. PS8 S3 0] 2T HZ0ll ACLO| B 438HE0] Q=X BQIFFLICH ACL TAd0ll CHEH REAIEH LHS
2 ACL 78 HXsHMR.

AWS Management Console=2 At&3t04 S3 HHZ!ol| EEHE 4dstE{H https://
console.aws.amazon.com/s3/0| A Amazon S3 242 Y1 w{3! Mg MEistL|C}.
o]

« AWS CLIZ At835t04 S3 A2 ddstEd™ mb HWHS AHEE += JU&LICH Hx|E AMI EF H
70[1.5.18 0| AR ec2-upload- bundle BHS AE50 S3 HAE dHE = A&

Ch. REMIEH LI 2 ec2-upload-bundle EHHE R XFHAAIL.

« AWS A X ID7} Ql0o40k E,"I,IL’.I- KFAIE L& 2 AWS Account Management & & 9tLHA{ 2| View
AWS | identifiersE 2 X tAMIL.

« AWS CLIE Ar835t7| {8t A3 3HOo| JUe=X| =HIFLICH RtAlE LIS LotEE{ AWS
Account Management & X LI S| AWS H|HOo| B Al E XML,

« X.509 215 Met 1of 2 Zztol4! 7|7} Qlo{of §L|Ct.

« X509 QIBEME BrEofor & F ME QB M | EHHE A ESHAML. X.509 IFAM & Z2t0|
5l 7l1E AMIE & E 36t sliSst= o AASELICH

- [BE=2(HIOIE)] $EC2_AMITOOL_HOME/etc/ec2/amitools/cert-ec2-cn-north-1.pem ¢!
SME ArSELC.

* [AWS GovCloud(O|= M%&) $EC2_AMITOOL_HOME/etc/ec2/amitools/cert-ec2-
gov.pem QIS ME ALEELIC.

+ QIARAAO] H4ZI5H0f QIATIAE ALK KIFELICH 08 S0

2
Xlstz, HIO|EE SAtst, YAl ZtUE AfA[stL, Linux FEE %

Tasks

o AMI 27 M™

o QIAEIA AE04 7|8 Amazon Linux QIAEIAO|A AMI A4

o QUAEIA AEO0 7|BF Ubuntu QIAEIAOIA AMI A4S

o« Of

—
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EAA AE04 7|EF AMIZ Amazon EBS-backed AMIZ H4&t
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https://docs.aws.amazon.com/cli/latest/userguide/cli-chap-getting-set-up.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/managing-acls.html
https://console.aws.amazon.com/s3/
https://console.aws.amazon.com/s3/
https://docs.aws.amazon.com/cli/latest/reference/s3/mb.html
https://docs.aws.amazon.com/accounts/latest/reference/manage-acct-identifiers.html
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https://docs.aws.amazon.com/accounts/latest/reference/best-practices.html
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AMI £ ™

AMI EF7E M504 QIAEIA AE0] X[ Linux AMIsE MMstD #E|g £ UESLICH TF7E A2
3t24™ Linux 2IAEIAO] O] =& MX|3lofF & LICH AMI == RPMLEE MX| 7ts5t11 RPM2
K| 25t X| &t = Linux BHEE S| B2 zip HUZ T MX| 7tsELICH

RPME At&35to] AMI =7 & MR|stE{H

1. yumZ} Z2 Linux HHZ & m{7|X| #Z|XKIE AFHE 350 RubyE A x|EFLICH of:

[ec2-user ~]$ sudo yum install -y ruby

2. wget E= curllt Z2 TF7E ArE6t0{ RPM IHUE CHR2EEFFLCE 0f:

[ec2-user ~]$ wget https://s3.amazonaws.com/ec2-downloads/ec2-ami-tools.noaxrch.xpm

3. C}

0jo

BEE AEs0d RPM It 2| MEO| E G U= K] FH I

[ec2-user ~]$ rpm -K ec2-ami-tools.noarch.xpm

Qlo| HHE2 mtUo| SHA1 L MD5 sHAI7H OK. &S LIEFHLICH B0l M SHAI7F NOT OKE Lt
EtLHH Chs BYE ALS5tod I Aol Sl SHA1 X MD5 SHAIE EAIELICH

[ec2-user ~]$ rpm -Kv ec2-ami-tools.noarch.rpm

ol o| 3y SHA1 L MD5 SHA|E CIS &QIE AMI =7 HA|Qt H|w 504 mtalo| T
(@]

- 3l SHA1: a1f662d6f25f69871104e6a62187fa4df508f880
MD5: 9faff05258064e2f7909b66142de6782

o} o| 3| SHA1 L MD5 s A|7} & Q1= AMI =T SHA|QF LUX|SIH CI2 BHHHE H & IS
Ct.

4. CI2 HH2 AI235104 RPMS A x|ghL|C}:

[ec2-user ~]$ sudo yum install ec2-ami-tools.noarch.rpm

5. ec2-ami-tools-version B Al235t0{ AMI =7 MX|

m|m
et
ro
et
r
Inl

AMI &4 204



Amazon Elastic Compute Cloud Linux QIAEAZ AL MEM

[ec2-user ~]$ ec2-ami-tools-version

@ Note

"cannot load such file -- ec2/amitools/version (LoadError)"1t ZH2
CHS HAE 385101 AMI =7 M| {|%|E RUBYLIB BZ0{ F7}gLIct.

6. (MEiALE O] EtAOIM @7 7+ e M5HEd AMI =7 A x| %2 RUBYLIB ZZ20i F7}&LICH.
a. CtS BYS AASto] FIHE Z2E =elglct

[ec2-user ~]$ rpm -qil ec2-ami-tools | grep ec2/amitools/version
/usr/lib/ruby/site_ruby/ec2/amitools/version.rb
/usr/1ib64/ruby/site_ruby/ec2/amitools/version.rb

2ol fA|E EHH o|F ZE 2F0lM QiCtD EAIE O] /usr/1ib/ruby/site_ruby
2l /usr/1ib64/Tuby/site_rubyd {x|5t1 Q&LICH

b. O|X™ EtH | %= RUBYLIB BAZ20 F7+&fL|Ct.

[ec2-user ~]$ export RUBYLIB=$RUBYLIB:/usr/lib/ruby/site_ruby:/usr/1ib64/xuby/
site_ruby

c. ec2-ami-tools-version HHEE AIE35l0{ AMI =7 MX|E &QIEL|C}.

[ec2-user ~]$ ec2-ami-tools-version
_zip EI'OEI% Af%a'ozl AMI EFE gilgl'e:lll:‘j
1. apt-getdt Z2 Linux HHZ& {7 |X| #Z|XIE At& 310 RubyE Mxlstn =2 SLCt of:

[ec2-user ~]$ sudo apt-get update -y && sudo apt-get install -y ruby unzip

2. wget E= curldt Z2 =7 E AFE5104 zip Y S CHR2ES=FLICEH off:

[ec2-user ~]$ wget https://s3.amazonaws.com/ec2-downloads/ec2-ami-tools.zip

3. mdofgf

Hh
fjo

Metst Ax| C|=E{2l(0dl: /usr/local/ec2)0d| ELIC}
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[ec2-user ~]$ sudo mkdir -p /usr/local/ec2
$ sudo unzip ec2-ami-tools.zip -d /usr/local/ec2

.zip T+ U0 = ec2-ami-tools-x.x.x E2C7F UELICH x.x.x= 2T HT HE L|CHO0: ec2-
ami-tools-1.5.7).
4, EC2_AMITOOL_HOME BtZd #H+E8 79| M| C|HE{E[Z2 A™ELIct of:

[ec2-user ~]$ expoxrt EC2_AMITOOL_HOME=/usr/local/ec2/ec2-ami-tools-x.x.x

5. TTE PATH 7 giof &7HELICH of:

[ec2-user ~]1$ export PATH=$EC2_AMITOOL_HOME/bin:$PATH

6. ec2-ami-tools-version @HE AFE 504 AMI EF MX|E = ole = Q&L

[ec2-user ~]$ ec2-ami-tools-version

AMI E7 0| E™ H0= X.509 QIS MEITE 5t MY QIS M7F LR LICH QISME MMECHS
:| Al S

AWSOl| A2 E5H{oF ELICt & £0{ OpenSSLIt Z2 EtAI EFE AHE 510

1. OpenSSL2 Mx| & FMELICE
2. openssl genrsa BHEE Ar&35to{ Z2to|8! 7|E
2048 = 4096H|E RSA 7|1& ddst= Aol E&LICH

openssl genrsa 2048 > private-key.pem

3. openssl req BHES ALE35t04 QIS AME BHELICH.

openssl req -new -x509 -nodes -sha256 -days 365 -key private-key.pem -outform PEM -
out certificate.pem

AWSO Q15 MHE 2 = 35l24™ upload-signing-certificate W22 AMSgHLICTH
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aws iam upload-signing-certificate --user-name user-name --certificate-body
file://path/to/certificate.pem

(][]

AEXolAH M el QB ME LEUStE{™ list-signing-certificates HWEES AL A A|2.

aws iam list-signing-certificates --user-name user-name

[e]]}

P

AMEXRO| ME QS ME H|E 86t L CHA| 44318t 24™ update-signing-certificate HHEE AR

[y
A2 O S BBz AFME HIZgE3te & &L

aws iam update-signing-certificate --certificate-id OFHPLP4ZULTHYPMSYEX704BEXAMPLE --
status Inactive --user-name user-name

RIE ME ALAIEE{T delete-signing-certificate WS AFSHAIA|2.

aws iam delete-signing-certificate --user-name user-name --certificate-
id OFHPLP4ZULTHYPMSYEX704BEXAMPLE

_>r_
0
|

|>

AE017[8F AMIE BtEE= HARILICH AlZfst

o QIAEAA AE0{ 7|8t Amazon Linux QIAEIAO|A AMI A4S

AE 0 7|8 Ubuntu QIAEIAO|A AMI A4S

©
>
m
>

QIAEIA AE0{ 7|8 Amazon Linux IAEIA A AMI 244
O] MMo|AME Amazon Linux QIAEHAM M AMIZE MASHE WHE AmgLICt ChS M= CHE
Linux HIZ & A&st= QIAEHANMHE 2 S5HK| &2 & UE&LICEH Ubuntu 81 MRl QIAEHA A

=
E04 7|8 Ubuntu RIAEA M AMI M BRI FESHAM L.

AMI £7 AL 2 FH|FE{ATHHVM QUAE A 0of B ST

1. AMI =37 E SHI27 225t2{™ GRUB Legacy7l & L|Ct. CIS HWHES AI&35H0{ GRUBS
Mx|ELCH
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[ec2-user ~]$ sudo yum install -y grub

2. CIS BBES AMSstof otE|M 22| I7|X|E IRIFLICH

[ec2-user ~]$ sudo yum install -y gdisk kpartx parted

OIAEIA AE 04 K| Amazon Linux IAEAO|AM AMIE MAI5HE{H

fjo
Of¥
1M
ro
o
k1
_\;
o
r
In}

O| HRIOIME AP RO AIM =7

CHE HYOME RHAO| HEE ZEZto| #a#t ## ## ###E HIELICEH

1. QIAEAO XE ZHE U= LCt o|2{8 Rt SH2 ALSAt2 Amazon EC2EH AL AL 2
AMIO] M AE = JUZ2 EE St O AFSELICH

a. CISo Zo| ABEA0M Xt ZHo g HA| CIEIEEIE ddgfLot

[ec2-user ~]1$ mkdir /tmp/cert

Ol 5t™ M E o|0|X[ol M XA BEHS A& = U&LICE
b. scp S2| E¢t EAP TTE A25t04 AFE|Q| X.509 QB ALt siE =08l 7|8 QUAEA
9| /tmp/cert CIEEZ[2 SAIELICE CHS

-i my-private-key.pem B&9| scp .=.*._‘|
|

2 X.509 Z2o|8! 7|7} ofL|2t SSHE AI&35t04 QIAE A 145t = O AFR El= Z2t0o[4

Z|Lck. off:

you@your_computer:~ $ scp -i my-private-key.pem /
path/to/pk-HKZYKTAIG2ECMXYIBH3HXV4ZBEXAMPLE .pem /
path/to/cert-HKZYKTAIG2ECMXYIBH3HXV4ZBEXAMPLE.pem ec2-
user@ec2-203-0-113-25.compute-1.amazonaws.com:/tmp/cexrt/
pk-HKZYKTAIG2ECMXYIBH3HXV4ZBEXAMPLE .pem 100% 717 0.7KB/s 00:00
cert-HKZYKTAIG2ECMXYIBH3HXV4ZBEXAMPLE .pem 100% 685 0.7KB/s  00:00

FEOlE2 et HAE To|22 HAE HEI|O|M 2IEMe 7|18 @1 LHI&S /tmp/
certQ| M IUZ SALE = JU&LICH

2. CQIAEA LHO|M ec2-bundle-vol HHEE 3504 Amazon S32 YZEE HEE EH|ELICH
-e SME X|H5t0d At SHO| MEHE|o{ U= CIHEEIE Meldtof &Lt 7[2XMo 2 HE
ZENAOE SR SEE Z8E £+ e Ido| MelEuct Ztol= *. sw, *. swo, *. swp,

AMI A
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Olo
>

t

0o
1z

HA

*/.bash_history7l &Z
o

.pem, *.priv, *id_rsa*, *id_dsa* *.gpg, *.jks, */.ssh/authorized_keys
rEILICE olg{8t U e 2 E EEEE{H --no-filter SHE AIS
gruich olgqet ot & L0 ZESHE{M --include M2 AFSELICH

o )|'

)

E.
=
a

/A Important

IE“OE AM| HEZ 'E I*OilA‘It FEEE 2 I—FEPLH'— /tmp CIEE 2ol &= &
370l SE5tK| 2fotM
d /path/to/bundle/storage %*dé’ AE35to] HEE K
C

L
> |
H
e
H1
oo I
2
;
_I.
]IHI
L
iy
~
+
3
©
i
>
0lo
N
oIr
ok
D
>.
IJJ

fjo
o
9'|1
).
.
0
ol rEI 0

o Mot mn for T
i
{0

I
>

=
83t 74Lt M Amazon Elastic Block Store(Amazon EBS) &2 &

| B M5t HES MEE + Q&L

lox rin o rE 0o N
o >

O
i
N
L

r
fll
b
IL

ec2-bundle-vol HHE F
o] a

H #Hetg Ug 4

T UAX|EF o] B2 & E HrE FX|stEd™ sudo -E sug A-stoF &LICH

[ec2-user ~]$ sudo -E su

O|M|l bash ZTEIZEJ} AFIZAIE FE AZAE Al 1 2] 7|57} s A| Ef2 2 HEF 0
A

N LAXI7H FE AS EAIELICH

[root ec2-user]#

jo

AMI HE S A& 5t2{H a1t 20| ec2-bundle-vol B AHELICH

[root ec2-user]# ec2-bundle-vol -k /tmp/cert/pk-
HKZYKTAIG2ECMXYIBH3HXV4ZBEXAMPLE .pem -c /tmp/cert/cert-
HKZYKTAIG2ECMXYIBH3HXV4ZBEXAMPLE .pem -u 123456789012 -r x86_64 -e /tmp/cert --
partition gpt

(® Note

S=(H0|E) 2 AWS GovCloud(O|= AF) 2[X2| B2 --ec2cert L2tOIEE At
g5t AP Z7ofl et QIEME RIEE LIt

F|-—| U QUAEAO| /mnt EE& /media/ephemeral@oi Ef Y

EZ Msfof gLt cHF 2o BHo| sl sudoE AtE5H01 43
0 74

r

AMI A

209



Amazon Elastic Compute Cloud Linux QIAEAE AL MHEM

O|l0IX|7t MMEl= O ¥ & Bt ZE2 = J&Lict ol HWHo| 2 EE|H /tmp((E= 72240
oty CIZE| 2o HHE(image.manifest.xmldt 042 image.part.xx I)0| Z & EL

2{™ AMIC| image .manifest.xml Tt 2
ES C[Hto|A OfE MME FESIMR.

a. image.manifest.xml Ztlo| #iedg DHEL|CE

[ec2-user ~]$ sudo cp /tmp/image.manifest.xml /tmp/image.manifest.xml.bak

27| €=5 image.manifest.xml ZFUO| AMAIS CHA] AXFLICH.

O
e

[ec2-user ~]$ sudo xmllint --format /tmp/image.manifest.xml.bak > /tmp/
image.manifest.xml

c. HAE HETJ|ZE image.manifest.xmloiA E5 C|HtO|A OHE S TR LICE ot o=
ephemerall QIAEIA AEO{ EFO| M &S E0f ELICH

(® Note

MLl ot EE 2 ec2-bundle-vol EHHE 2 X5HMIL.

<block_device_mapping>

<mapping>
<virtual>ami</virtual>
<device>sda</device>

</mapping>

<mapping>
<virtual>ephemeral@</virtual>
<device>sdb</device>

</mapping>

<mapping>
<virtual>ephemerall</virtual>
<device>sdc</device>
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</mapping>
<mapping>
<virtual>root</virtual>
<device>/dev/sdal</device>
</mapping>
</block_device_mapping>

—_

d. image.manifest.xml I}LE K& tD HAE HETJ|IE SEFLIC

4. Amazon S30]| HES UZEs2{™ Ct= 1 20| ec2-upload-bundle HHES A ELICE.

[ec2-user ~]$ ec2-upload-bundle -b my-s3-bucket/bundle_folder/bundle_name -m /tmp/
image.manifest.xml -a your_access_key_id -s your_secret_access_key

/A Important
US East (N. Virginia) 0|2| 2|0iA AMIE SE35t2i™ --region SM
ot CH&F 2|™of o|0] EXMste HA! B2 &=
g =25 X|™sHof &ct,

5 (M AE) H

H Amazon S30{| YZ =t o= CHS /tmp WY AFE35104 QIAERHA O ym |
HIE 20 A H

M7HE = A&LIH

[ec2-user ~]$ sudo rm /tmp/image.manifest.xml /tmp/image.paxrt.* /tmp/image

/A Important

-d /path/to/bundle/storage| A Step 2 S M & Z2ZE X|Ys B2 /tmp OH
dale A2EE ASELICH

0jo

6. AMIE S535t24H CtS 1 20| register-image @S ALS & LY.

[ec2-user ~]$ aws ec2 register-image --image-location my-s3-
bucket/bundle_folder/bundle_name/image.manifest.xml --name AMI_name --
virtualization-type hvm
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/A Important
O|Z0]| ec2-upload-bundle B0l 2[T1E X|HE < ol BHol T sl 2[xS CHA| X
SHAlR.

CIAEIA AE0{ 7|8 Ubuntu QIAEIAO|A AMI A Ad

O| MMO|ME CIABA AEO|{ EEE FE EECE AFE35104 Ubuntu Linux IAEANM AMIE A
2 CHE Linux HHEZ & A¥S= QIAEAMME X S5HX| o

2 MR s QIAEA AE0{ 7|EF Amazon Linux QIAEI A0 A AMI

AMI =7 AtE & EH[StE{TH(HVM QAEAN| B ST

AMI Z78 2827 £E/5 2™ GRUB Legacy?t BRBHLICH 8tXI2 Ubuntuls GRUB 28 A8 3HE
2 TAEILICH QIAHA0| GRUB Legacy7t AHSEISX| 2Ol T ALSEIR| o ZS MAISHT 74
sHoF BrLICt

HVM QIAEA|ME AMI =7t 2HI2H| 2f SstcdH TtE[M'E =7 & AR(stof gfLiCt

1. QIAEIA0| GRUB Legacy(HH% 0.9x 0|35t) 7t Ad%|E[0{ Q!0{0F & LICt. GRUB Legacy7t EX5t=

X| &olstn 2R st M&[ghL|Ct.
a. GRUB Mx|o| HHE &QlgfLCt,

ubuntu:~$ grub-install --version
grub-install (GRUB) 1.99-21ubuntu3.10

oz

O| 0ilof A= GRUB H{T10] 0.9x 0|4 0|22 GRUB LegacyE A x|3HofF g L|Ct. Step 1.b
S0 2 0| LICt. GRUB Legacy?t 0|0| EXHSt= B Step 292 ZALHE = U &LICH
b. Ctg BHE AE5t04 grub IZ|X|E A XIELICH
ubuntu:~$ sudo apt-get install -y grub
2. H{EE m7|X| Z2|XHE AL 5tod ChE mE|M | I 7| X|§ ™ RIEFLICH
« gdisk(¥YS HHEZO|M= O] gptfdisk WZ|XIE CHAl ZEE = UI)

* kpartx
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ubuntu:~$ sudo apt-get install -y gdisk kpartx parted

3. QUAHAZ 74 mieto|EHE Il

ubuntu:~$ cat /proc/cmdline
BOOT_IMAGE=/boot/vmlinuz-3.2.0-54-virtual root=UUID=4f392932-ed93-4f8f-
aee7-72bc5bb6cadd ro console=ttyS@ xen_emul_unplug=unnecessary

7{d & FE C|dH}0|A Z}EHOIE{Q] ro, console=ttyS0 & xen_emul_unplug=unnecessary
Flof olofX|= SME HIZ5H SLICH SM0| O|et CHE =& U&LICH

4. /boot/grub/menu.lsto| 7H'd =52 &QIFLICH.

ubuntu:~$ grep ~kernel /boot/grub/menu.lst

kernel /boot/vmlinuz-3.2.0-54-virtual root=LABEL=cloudimg-rootfs ro console=hvc@
kernel /boot/vmlinuz-3.2.0-54-virtual root=LABEL=cloudimg-rootfs ro single
kernel /boot/memtest86+.bin

console I2tO|E{7} hve@ CHA! ttyS0E 7I217|1 U2 xen_emul_unplug=unnecessary
nt2tOlE{7F gi&Lct oM 2RMZ 0|, 40| Ol CHE == U&LICH

5. FZ2 AN85t= HIAE HEJ|(H: /boot/grub/menu.lst & vim)olAM nano It Y& T E!5}04
Z&£2 HEstn oM AlEE mieto|EHE 22 &S0l 7.

title Ubuntu 12.04.3 LTS, kernel 3.2.0-54-virtual

root (hdo)

kernel /boot/vmlinuz-3.2.0-54-virtual root=LABEL=cloudimg-rootfs
ro console=ttyS0@ xen_emul_unplug=unnecessary

initrd /boot/initrd.img-3.2.0-54-virtual

title Ubuntu 12.04.3 LTS, kernel 3.2.0-54-virtual (recovery mode)
root (hdo)

kernel /boot/vmlinuz-3.2.0-54-virtual root=LABEL=cloudimg-rootfs ro
single console=ttyS@ xen_emul_unplug=unnecessary

initrd /boot/initrd.img-3.2.0-54-virtual

title Ubuntu 12.04.3 LTS, memtest86+
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root (hdo)
kernel /boot/memtest86+.bin

6. OIM 74 &=oi SHIE "eto|E7t S04 U= x| FlgfLCh

= O

ubuntu:~$ grep ~kernel /boot/grub/menu.lst
kernel /boot/vmlinuz-3.2.0-54-virtual root=LABEL=cloudimg-rootfs ro console=ttyS0

xen_emul_unplug=unnecessary
kernel /boot/vmlinuz-3.2.0-54-virtual root=LABEL=cloudimg-rootfs ro single

console=ttyS@® xen_emul_unplug=unnecessary
kernel /boot/memtest86+.bin

3H=H Ubuntu 14.04 58 El= /boot/efiol EFXHEl H = O| EF| THE|M T}
|IABIA AE0{ 7|8 Ubuntu AMIOI A& E LICH ec2-bundle-vol B
= oico =z ole oflet Z 0ol EFI TtE|Mof| CHEt /etc/fstab @SS F

HA —

7. [Ubuntu 14.04 O|4fod gt
GPT TtE|M E|O|= 0|
HE OE|ME HET

Mo 2 & 2|sHofF gfLct.

ot
il
(o]|
il
=13
o=

LABEL=cloudimg-rootfs / ext4  defaults 00

#LABEL=UEFI /boot/efi vfat defaults /]
/dev/xvdb /mnt auto defaults, nobootwait, comment=cloudconfig @

CIAEAA AE 0] 7|BF Ubuntu LIAEIANIMH AMIE A 5HE{H
Ol MRIIMHE AI RZHO| A =7HE & stk 7F- 8 ct

OlMeE Rtpalol ME 2 ZHZho| sy ## ## ###E5 HFELIC

Chs 338

1. O|AE—|/\0-|| X|.7

0
5
AMIOf| HMAE = R

UZ = gLt o|2HEt Xt BH2 AF&XHeF Amazon EC2BF AFR K9]
B&ste d AFSEUCH

CHEIH 20| QIARAOIA AHZ ZToll ChEt UA| CIE{2IE Madsric

a.
ubuntu:~$ mkdir /tmp/cert
Ol otH M= o|0|X[oMH At BHE A g = U&sLch
b. scp S| £t |A EFE ALE5I0 HAFEQ| X.509 2IE et ZEo|8! 7|E QAR A Q|
2 Mo
H— -

/tmp/cert C|EEE|E SAELICH CHF -1 my-private-key.pem BH2 scp
X.509 ZZto[8! 7|7} otL[2} SSHE At& 3510 QAR AN Q5= Ol AE = Z 20! 7|

=rTlz=
lL|Ct. of:
214

AMI A



Amazon Elastic Compute Cloud Linux QIAEAZ AL MEM

you@your_computer:~ $ scp -i my-private-key.pem /
path/to/pk-HKZYKTAIG2ECMXYIBH3HXV4ZBEXAMPLE .pem /
path/to/cert-HKZYKTAIG2ECMXYIBH3HXV4ZBEXAMPLE.pem ec2-
user@ec2-203-0-113-25.compute-1.amazonaws.com:/tmp/cexrt/

pk-HKZYKTAIG2ECMXYIBH3HXV4ZBEXAMPLE .pem 100% 717 0.7KB/s  00:00
cert-HKZYKTAIG2ECMXYIBH3HXV4ZBEXAMPLE .pem 100% 685 0.7KB/s  00:00
FEO|E2 YHHEHIAE HIUo|2Z2 HIAE TWET|M QUBML} 712 U1 LIS /tmp/
certo| M IUZE SALE = &Lt
2. QARAO|M ec2-bundle-vol BHE AeH5t0 Amazon S32 Y2=d HES FH[ELIC -
e SME X[Hstod RtH Yol XME Elo{ U= CIHEE[E Melsor &L 7|2xo=z HE
ZENAOE SR SEE Z&E + e o] MelEuct Ztol= *.sw, *.swo, *. swp,
* . pem, *.priv, *id_rsa*, *id_dsa* *.gpg, *.jks, */.ssh/authorized_keys &
*/.bash_history7t ZeELIC} Ol TtUS 2 E ZFSIE{MH --no-filter M2 AIE
gLict olg{st ot & YR B ZESHEA™ --include SME AHSELICEH

/A Important

7IBHMeR AMI HER Z2 M| A0 ME RE E&S LIEHUE /tmp CIEEE[0f &5 &
0

ot 5 5HE el 2 20| MMELICE /tmpol ALS 7t 8 ClAT Z7Ho| SR X| ofotA
HES XMEE = %™ -d /path/to/bundle/storage M2 M83dto{ HES X
e CHE Qx| XIHELICH Y8 QIAEIAO| /mnt EE= /media/ephemeral@od EFAH
El A AEZ|X|E AL 35H7{LE Af Amazon Elastic Block Store(Amazon EBS) 2&2
o, A2 U EXSto HES MEE =& /JU&Lch

a. ec2-bundle-vol 3HE2 FEZ A&alof &LICt CHE 2o B0l CHEH sudoE A& 35t0] &4
T HEE A2 = UXIP 0| B & E H+E fX|512{™ sudo -E suE A&3loF & LICt
ubuntu:~$ sudo -E su
O|XM| bash ZTEZE7JI AIEXAIE FE ASKIE ARSI 1 &g 7|E7F SHA| Ef 22 HiFHo{
MM x7F FE QS EAIRLICH
root@ubuntu:#
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b. AMI HEE Alsisted™ Ch2 1t ZH0| ec2-bundle-vol &S AlsHsH|C}.

root@ubuntu:# ec2-bundle-vol -k /tmp/cext/pk-
HKZYKTAIG2ECMXYIBH3HXV4ZBEXAMPLE .pem -c /tmp/cert/cert-
HKZYKTAIG2ECMXYIBH3HXV4ZBEXAMPLE.pem -u your_aws_account_id -r x86_64 -e /tmp/
cext --partition gpt

/A Important

Ubuntu 14.04 0|4 HVM

partition mbr EEH:
& LCH

40| B9 HE HUS MR HESHBH -
[e) O

— o
ZtefLch %X o Mz HEE AMIZH fFEIE K]

O|OIXI7t ¥z ol ¥ & - 43 & JU&LICH ol BHO| 2t EX|™ tmp CIREZ[of 1S
(image.manifest.xmlZ} 0924 image.part.xx Ite)0| Z & FLIC}.

c. REAES S=ELICL

root@ubuntu:# exit

w
N

t5t2424 AMIC| image.manifest.xml ZtUOM &

i8S £5 Clutol~ T MM AZSHML.

ME AR QIABIA AEO| BES O

)
= Clblola o

OH
fjo
=
IRl
IS
-
n
>
>
@

a. image.manifest.xml ZtQlo| Biedg OtEL|CE

ubuntu:~$ sudo cp /tmp/image.manifest.xml /tmp/image.manifest.xml.bak

O
e

27| €=5 image.manifest.xml ZFUO| MAIS CHA| AZFHLICH.

ubuntu:~$ sudo xmllint --format /tmp/image.manifest.xml.bak > /tmp/
image.manifest.xml

c. BIAE MZETJ|Z image.manifest.xml0oiA E5 C|HIO|A OHEE TEIBLICE ot o=
ephemerall QIARAA AEO{ EEC| M &5 2 £0o{ ELICH

<block_device_mapping>
<mapping>
<virtual>ami</virtual>
<device>sda</device>
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QlAEAS

</mapping>

<mapping>
<virtual>ephemeral@</virtual>
<device>sdb</device>

</mapping>

<mapping>
<virtual>ephemerall</virtual>
<device>sdc</device>

</mapping>

<mapping>
<virtual>root</virtual>
<device>/dev/sdal</device>

</mapping>

</block_device_mapping>

—_

d. image.manifest.xml I}LE K& tD HAE HETJ|IE SEFLIC

Ojo

4. Amazon S30{| HEES YZE=3524™ C}

1} Z+0] ec2-upload-bundle HHEES Al

gfLCt.

ubuntu:~$ ec2-upload-bundle -b my-s3-bucket/bundle_folder/bundle_name -m /tmp/

image.manifest.xml -a your_access_key_id -s your_secret_access_key

/A Important
US East (N. Virginia) 02| 2|0 AMIE
1t cfef 2™o old| EXfetE HA B2 =
E 2= X|™stof Lt

Amazon S30| YZ =8 Foi= CHS /tmp BHS AL 5t

2
=
2 MHE + A&LICH

E”EHEHOﬂ}d 2

mn - min

rr ol
Jju
9.'—'
o
e

1
1
H
D
(@]
[
(@)
3
Ijo
[

ubuntu:~$ sudo rm /tmp/image.manifest.xml /tmp/image.part.* /tmp/image

/A Important

-d /path/to/bundle/storage™| A Step 2 SMut &7 B2 E XIHE

Aotel SYU BZE ASELICH

oo
o
r
[ul

6. AMIE S55t2d™ CtS 1 20| register-image AWS CLI BEZE Al

A< /tmp CH
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ubuntu:~$ aws ec2 register-image --image-location my-s3-
bucket/bundle_folder/bundle_name/image.manifest.xml --name AMI_name --
virtualization-type hvm

/A Important
O|T10i| ec2-upload-bundle B0l 2| g X[He 22 ol BH T siY 2|TI2 CHA| X|H
M.
7. [Ubuntu 14.04 O|&fofl HE] /etc/fstabOlM EFI &F2o| &M ME|E MHELICH K| e
M A™ B AAHAE RERE = gigLch

CIAEIA AE0] 7|8 AMIE Amazon EBS-backed AMIZ t4&t
AMNEX AKR9| QIAEA AE0] 7|8 Linux AMIZ Amazon EBS 7|8t Linux AMIZ gH4&teh 4= Ql&L
Ct.

/A Important

CIAEIA AE 0] 7|8 Windows AMI= Amazon EBS 7|8t Windows AMIE H4&tsh 4~ 1o H
2Ho| A27| ol AMIE B4EHEH 2 &L |C}

LI_

QUARA AEO0{ 7|HF AMIE Amazon EBS 7|8t AMIZ H42t5tE{H

1. Amazon EBS 7|2t AMIMIA Amazon Linux QIAEAE A|ZHEILICEH AFMIEH LIS 2 M QIAEA
AlEF OFEHALE AFE5H0] QIARIA AR EHHE FZSHA AL, Amazon Linux QIABAN = AWS
CLI 2 AMI =77} O|2| dX|=|o] U&LICH.

2. QIAHA AEO{ 7|E AMIE HERSIE Of AH8 8 X.509 Z2t0[H! 7| & QIATHAR HECFL
Ct. O] Z|= AFEAt2H Amazon EC28 AL XF| AMIO]| HMAE = S S EX 5= Ol AAHSEL

a. CISo Zo| QAR A0M X.509 Z2to|8! 7|of CHEH HA| CIREE|IE Y7 Lict

[ec2-user ~]$ mkdir /tmp/cexrt
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b. scp So| 2ot |A EFE ALE510 HAFEQ| X.509 ZEt0[H! F7|1§ QUATAQ| /tmp/cert
CIME{2I2 SAFELICH CHS WA my-private-key TFELOIE{E SSHE AF& 35104 QIAE
A0] ¢4Z5tE ol AH8El= Z 20|85 Z|ILICE o

you@your_computer:~ $ scp -i my-private-key.pem /
path/to/pk-HKZYKTAIG2ECMXYIBH3HXV4ZBEXAMPLE .pem ec2-
user@ec2-203-0-113-25.compute-1.amazonaws.com:/tmp/cext/
pk-HKZYKTAIG2ECMXYIBH3HXV4ZBEXAMPLE .pem 100% 717 0.7KB/s 00:00

3. AWSCLIE AIB5IEE 24 HE T HELICH RHAIE LI 2 7| Ho] Mg HZTFAML.

[e]]]

a. (TE)AWS HAMA 7|, 2ot 7| & M4 EZof e 8E HeE dEELICH

[ec2-user ~]$ expoxrt AWS_ACCESS_KEY_ID=your access_key_id
[ec2-user ~]$ expoxrt AWS_SECRET_ACCESS_KEY=your_secret_access_key
[ec2-user ~]$ expoxrt AWS_SESSION_TOKEN=your session_token

b. AWS HA|A 7|9 E0F F|of CHet 83 8442 MXIstL|Ct.

[ec2-user ~]$ expoxrt AWS_ACCESS_KEY_ID=your access_key_id
[ec2-user ~]$ expoxrt AWS_SECRET_ACCESS_KEY=your_secret_access_key

4. M AMI€ Amazon Elastic Block Store(Amazon EBS) 2 & & ZHI|gtL|C}.

a. create-volume BHE AIE3504 QIAE AR SUSH 78 ddof Bl EBS 22 M LICH
Had S290| E2 IDE HEZ 5 SLCt

/A Important
O|EBS =82 3 7|7t #& QAEHA AE0| RE SEECt 3 7Lt Zrotof ghLct.

[ec2-user ~]$ aws ec2 create-volume --size 10 --region us-west-2 --
availability-zone us-west-2b

b. attach-volume WY& AI&3510{ 0| 282 Amazon EBS 7|t QIAE A Of Q44 EHLICH

[ec2-user ~]$ aws ec2 attach-volume --volume-id volume_id --instance-
id instance_id --device /dev/sdb --region us-west-2

—
5. Hi=s

Olo
M
o
i
0z
0x
g
T
n

AMI &4 219


https://docs.aws.amazon.com/cli/latest/userguide/cli-configure-quickstart.html#cli-configure-quickstart-creds-create
https://docs.aws.amazon.com/cli/latest/reference/ec2/create-volume.html
https://docs.aws.amazon.com/cli/latest/reference/ec2/attach-volume.html

Amazon Elastic Compute Cloud Linux QIAEAZ AL MEM

[ec2-user ~]$ mkdir /tmp/bundle

6. /tmp/bundle using the ec2-download-bundle & AIE 3504 QIARA AE0{ 7|H AMIE H
£ 2 /tmp/bundleZ Cl22=8fuct,

[ec2-user ~]$ ec2-download-bundle -b my-s3-bucket/bundle_folder/bundle_name -m
image.manifest.xml -a $AWS_ACCESS_KEY_ID -s $AWS_SECRET_ACCESS_KEY --privatekey /
path/to/pk-HKZYKTAIG2ECMXYIBH3HXV4ZBEXAMPLE .pem -d /tmp/bundle

7. ec2-unbundle BHE AtE5t0{ H1S 0l A O|0[X| mtUE CEA| FEEfLICH

T

a. C|HEEE HE ECZ HEFLICL

[ec2-user ~]$ cd /tmp/bundle/

b. ec2-unbundle WS ASHsHL|C}H

[ec2-user bundle]$ ec2-unbundle -m image.manifest.xml --privatekey /path/to/pk-
HKZYKTAIG2ECMXYIBH3HXV4ZBEXAMPLE . pem

8. WHETEIX| g2 olOlx|e| LS M EBS EE2= SAFELICH

mn

[ec2-user bundle]$ sudo dd if=/tmp/bundle/image of=/dev/sdb bs=1M

LIPN M IE|ME 25 AMELICH

5
ro

©
It
mn
oM

[ec2-user bundlel]l$ sudo partprobe /dev/sdbl

10. =5 C[HIO|AE LIYdsto] 0I2EE C|HIO|A O|FE A &LICH

[ec2-user bundle]$ 1sblk

NAME MAJ:MIN RM SIZE RO TYPE MOUNTPOINT
/dev/sda 202:0 0 8G 0 disk

##/dev/sdal 202:1 0 8G 0 part /

/dev/sdb 202:80 @ 106G 0 disk

##/dev/sdbl 202:81 ® 10G 0 part

Ol ool M= Ot2EE TtE|MO0| /dev/sdb10|X|Bt, C|HIO|A O|&0]| 0|2t CHE = UELICE =
50| MEIMILX| &2 B¢ 0I2EE C|Hto|A& = /dev/sdb(C|HO|A E|M & 7t els
oF Hlxg Lot
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tn =52 BEAE LI

o

11. M EBS E&0i| cHer B x| dd

[ec2-user bundle]$ sudo mkdir /mnt/ebs
[ec2-user bundle]$ sudo mount /dev/sdbl /mnt/ebs

12. T2 A
SN

ME22

Ste HIAE HET|(0: /etc/fstab EEE= vim)E AF&304 EBS £ &2 nano It
HHA AEO(FYAM) E80 Cist €52 25 MHELICH EBS E82 /mnt/ebsdl &
fstab I /mnt/ebs/etc/fstaboi & LICt.

[ec2-user bundle]$ sudo nano /mnt/ebs/etc/fstab

#

LABEL=/ / extsd defaults,noatime 1 1

tmpfs /dev/shm tmpfs defaults 0 0

devpts /dev/pts devpts gid=5,mode=620 0 0

sysfs /sys sysfs defaults 0 0

proc /proc proc defaults 0 0

/dev/sdb /media/ephemerald auto defaults, comment=cloudconfig 0

2

o| ool A= otx|ef £ M7 stoF &Lt

13. EE OIREE dliX5tD QAEHANM EES 228 HLICH

[ec2-user bundle]$ sudo umount /mnt/ebs
[ec2-user bundle]$ aws ec2 detach-volume --volume-id volume_id --region us-west-2

14. Ct21t 20| A EBS EE0|A AMIZ AMAIsHL|CH.

a. MEBS E59| AHAE dEELICH

[ec2-user bundle]$ aws ec2 create-snapshot --region us-west-2 --description
"your_snapshot_description" --volume-id volume_id

b. ARiAF0| 2rTEHX| & QlgfL|Ct

[ec2-user bundle]$ aws ec2 describe-snapshots --region us-west-2 --snapshot-
id snapshot_id

c. describe-imagesaki BHEE AL25t04 HEHo| AMIO| AL E T2 MH|A o} F7|ElR], 7}AE 94
2 7{'d 0|O|X|(describe-images)& AlEELICt O] EtAH|e| B2 22 QIAEA AE0] 7|8

AMI2| AMI ID7} Zl @ &tL|Ct.
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15. (AMEH ALEH) A AMIOIM QIABIAE A|Ef

EBS

[ec2-user bundle]$ aws ec2 describe-images --region us-west-2 --image-id ami-id

--output text
IMAGES x86_64 amazon/amzn-ami-pv-2013.09.2.x86_64-s3 ami-8ef297be amazon
available public machine aki-fc8fllcc instance-store paravirtual xen

Of odlof M= ot 7|E %47} x86_640|11 7' O|O|X| ID7} aki-fc8f1lccRILICH CHE EHAHo
ME O|E 22 AL ELICH @ Ho| &340 ari IDE L}QEE|® Of IDE HIZ 35 SLch.

M EBS =82 AHAF IDQF O™ EHAH Q| Zt2 AHE5t0 Af AMIE SEELICH O] HHE &3
ol ari ID7} LIYE B2, --ramdisk-id ari_idE AH83t04 O] IDE CH2 Holl = &8t
L|Ct.

[ec2-user bundlel]$ aws ec2 register-image --region us-west-2 --

name your_new_ami_name --block-device-mappings DeviceName=device-

name ,Ebs={SnapshotId=snapshot_id} --virtualization-type paravirtual --
architecture x86_64 --kernel-id aki-fc8fllcc --root-device-name device-name

il
i

52 HAE® Fol= ol HitE2z WY

fjo

=9
282 ANY £ aLch

aws ec2 delete-volume --volume-id volume_id

EAA AE 0] X|®¥ Linux AMIE MM 5D Bag 4 Qlauch =72

CHM|A F|of CHEF REMIBH LI 2 AWS Account Management & & OFLHA Q] AWS &0 B ALl E
=35t

* ec2-ami-tools-version

» ec2-bundle-image

* ec2-bundle-vol

» ec2-delete-bundle

» ec2-download-bundle

e ec2-m

igrate-manifest

AM| &
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e ec2-unbundle

» ec2-upload-bundle

- AMI EF o] 2t S M

ec2-ami-tools-version

Ol Al HHE2 AE S AMI EF 2| HH HEE EAIELICH

[ec2-user ~]$ ec2-ami-tools-version
1.5.2 20071010

ec2-bundle-image

AMOd

= O

S ol M AAIEH 22 &K O|0|XKIZRE] QIAEIA AE 0] X|¥ Linux AMIZ MAd8tLICH.
odads

O O =

ec2-bundle-image -c path -k path -u account -i path [-d path] [--ec2cert
path] [-xr architecture] [--productcodes codel,code2,...] [-B mapping] [-p
prefix]

=M

-c, --cert path

AEXtel PEM QIZEE RSA THEE| 7| QIE A Tt LCH.
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Required: Yes
-k, --privatekey path

PEM QIZ Y E RSA 7| it o| Z= QlL|Ct. O] BS0| HEZZIX| efot etrh FAol EREES
o| 7|& XIdstiok ELICE 7|& AWS H™Hol|l S§E HeE elaLitt

Required: Yes

-u, --user AH
AEXES| AWS HH ID(CHA| @10[) L},

Required: Yes

-i, --1image path

HEZE olO|x|ol cHEt =L

Ct.

Required: Yes

-d, --destination path

HES M8 ClziEf2leiLic

Required: No

--ec2cert path

O|0|X| CHLIHAEE &5 3}t5tE Ol AFE El= Amazon EC2 X.509 HE 2! 7| QIS Mo A= lL
Ct.

us-gov-west-1 & cn-north-1 2|12 7|&2Zt0| ot HE=R! 7| @ ’gA-IE MNE5H, siE 215
Mol ZE&= ol Mo 2 X|™ddl{of &LICt IEMH 2= AMI =7 2| ™MX| ghof k2t CHELICEH
Amazon Linux2| Z<, 215 A7} /opt/aws/amltools/ec2/etc/ec2/amitools/01| U&LICE.
AMI =7 MO RPM E &= ZIP Tl AMI EFE M k|8 3 $EC2_AMITOOL_HOME/etc/
ec2/amitools/0 QIE M7t & LICt.

Zl2: us-gov-west-1 & cn-north-1 2|70i|BF S ELICH

-r, --arch O}7|Elx{

O|0[X| ot7|HA. BHEE0l| ot 7|HAE MBotx| fo™ HEZ AEF Al sliE HIAIX|Z7F EAIEL
Ct.
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S &8 2k 1386 | x86_64

Required: No

--productcodes code1,code?,...
SE Al o|0|X[of| HAZEE ME ZER, &lEE FE2ELICH

Required: No
-B, --block-device-mapping OHE

Ol AMIS| QIARAAO| 25 C|HIO[AE EAIE YHE Yo FLICHIAEHA RHO| X|HE C|HO
A E K|HetE B9)

=

« swap - IABEAHZ EA|L|= WA ClHFO|A
« ephemeralN - NHml QIARIA AEO{ EF
Required: No

-p, --prefix prefix
HEZE AMI It ol oY O|F ™MFARULICH

7|22k: o|0|x| Zte| o F&LCt. of

o4, o|0|X| @27} /var/spool/my-image/
version-2/debian.imgO|H, 7|& =

=2 =
= =2
MF A= debian.img@ILICH

Required: No

--kernel kernel_id

MEE|X| &f . register-imageE AF&30{ S MAEHLIC

Required: No

--ramdisk ramdisk_id

rot

MEE[X| Bt F. register-image& AFE5t0{ RAM C|A3E MY LICHER S 82).

i
oz

= &F 0{F: oiLI2

AMI &4 225


https://docs.aws.amazon.com/cli/latest/reference/ec2/register-image.html
https://docs.aws.amazon.com/cli/latest/reference/ec2/register-image.html

Amazon Elastic Compute Cloud Linux QIAEAZ AL MEM

HET ZZ=MAO[EA X HEE dESt= S HIAIXILICH

O| iAo ME T = mhUofA Mdet 28 AA| o|0[X|2ZFE HEZE AMIE d-eLCh

[ec2-user ~]$ ec2-bundle-image -k pk-HKZYKTAIG2ECMXYIBH3HXV4ZBEXAMPLE.pem -c cert-
HKZYKTAIG2ECMXYIBH3HXV4ZBEXAMPLE.pem -u 111122223333 -i image.img -d bundled/ -r x86_64
Please specify a value for arch [i386]:
Bundling image file...

Splitting bundled/image.gz.crypt...
Created image.part.00

Created image.part.01

Created image.part.02

Created image.part.03

Created image.part.04

Created image.part.05

Created image.part.06

Created image.part.07

Created image.part.08

Created image.part.09

Created image.part.10

Created image.part.11

Created image.part.12

Created image.part.13

Created image.part.l4

Generating digests for each part...
Digests generated.

Creating bundle manifest...
ec2-bundle-image complete.

ec2-bundle-vol

lo
n
[m
n
o
o
[>
ML
i
lo
i
>
rc
mo
9
Iy
oo
Fol
]
s}
x
0%
ol
i
o
[>
rm
[>
[>
Hn
<2
Pal
rio
—
>

[

X

QAHAZRE XNE ZE, 74 48, RAMC|A3 HdE A =5 ClHIO|A O1EE d&dteis

Amazon EC2 A|Z &lL|C}.
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IEHOR HE Z2AL0IE B2 BRE ZeE 4 2l Heo] MOIEUICL UOE *.su. *.suo,
*.swp, *.pem, *.priv, *id_rsa*, *id_dsa* *.gpg, *.jk

*/.bash_history7} ZEELIC} o|z{8t IS 2 E

C oledet It & YRt Z&SEA™ --include SM

s, */.ssh/authorized_keys &
Bt6led® --no-filter SME AI2EL

KEMIEH LHE 2 QIAEIA AE0] 7|8t Linux AMI M4 B & X SHAAIL.

=k

MO

ec2-bundle-vol -c path -k path -u account [-d path] [--ec2cexrt path] [-

r architecture] [--productcodes codel,code2,...] [-B mapping] [--all] [-e
directoryl,directory2,...] [-i filel,file2,...] [--no-filtex] [-p prefix]
[-s size] [--[no-]inherit] [-v volume] [-P type] [-S script] [--fstab path]
[--generate-fstab] [--grub-config path]

M
-c, --cert path
ArEXto| PEM QIFHEI RSA HEE! 7| 15 M mH fL|ct.

Required: Yes
-k, --privatekey path

AMEXo| PEM Q132 =l RSA 7| mhelo| ZAZ lL|C}.

Required: Yes

-u, --user AH
AEXHO| AWS HH ID(CHA| @10[) I L},

Required: Yes

-d, --destination destination

HES MaE el

Required: No
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--ec2cert path

O|0|X| DHLIHAEE &5 3}5l= Ol AFR ElE Amazon EC2 X.509 IHEZ! 7| 215 M| A= L
C}.

us-gov-west-1 2! cn-north-1 2™ 7|27t0] ot TH{EZ] 7| olx/\‘la ME3IH, Y 215
Mol Z2&= ol Mo R XIdatiof ELICH IBM 2= AMI =79 Mx| &edof et oHE L ct
Amazon Linux2| A<, eI& A7t /opt/aws/amltools/ec2/etc/ec2/am1tools/01| A& Lct.

AM| =7 AHO| RPM EE£ ZIP Tt AMI =7 & Mx|8F < $EC2_AMITOOL_HOME/etc/
ec2/amitools/0l @15 M7} & LICE

]

Z: us-gov-west-1 2 cn-north-1 2|2t SHEELICH.

-r, --arch O}7|El%]

O|0|X| otZ|HMULICE. BHEE0I| 0| MBSatx| fo™ HER AlEF Al 0| HMBstet= HAIX|7
T AlELICH

S =3t 41386 | x86_64
Required: No
--productcodes code1,code2,...
S5 Al o|OlX[of HAEE XNME ZEE, 2 EE FEELICH
Required: No
-B, --block-device-mapping OHZ

MIS| QIAEIAO| S5 CIHIO|AE EAIE YWHE HolgfLIchAAEA fFE0| X|HE ClHtO|
L—
-

Required: No
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-a, --all

Required: No

-e, --exclude directory1,directory2,...

2iL|ct. o] meto|HE --all SMED 2

HE Thdof M A Qlg Mo ClzlEie] Z2 % ot =229
MELICH exclude?t X|HE|T mietolEQF &7 LIGE CIREE| & ot CIHEEls 280 HE
2E[X] et &LCH

Required: No

-i, --include file1file2,...

HE ol ZEE T SEULICH X|HE U2 S8 SEE Y + U222 AMIOAM
L

M e|=|x| i & LICH.

Required: No

--no-filter

XEet 22 XI8e ©hdo| ELF HEE ZEE + ooz AMIOIA oS M elstx| gh&Lct

o

Required: No

-p, --prefix prefix

Required: No

-s, --size size

Mg o|O|x| ool 3 7|(MB, 1024 * 102480 E)ILICH Z[CH 2.7|= 10240MBRI LI}

Required: No

--[no-]inherit

OlDIXI7H QIAEIA 0| HIEFHIOIEIS &30k SHEX| 0428 LIEHALICHTIR 2t &%), --
inherit® HASHRXIT QAT A HEFEIOIEIO| HAAE 4 gloBt MEo| AujetLict
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Required: No

-v, --volume =&

Required: No

-P, --partition type
C|A3 o|O|K|ofM ZHE|M Efl0|2 2 A28Hok sH=X| {2 E LIEFHLICH THE|M Efo|E R3S |
Hetx| gfe™, 252| &9 25 ClHIo|A0M AHEEF 0] 7|22tol ELICH O|& M8 + o

O™ gpt7t 7|2440] ELICt.
S =8 2t mbr | gpt | none

Required: No

-S, --script 23 E8E

HEZ 2] RTof| Al AR Hol AT RIEQILICH AT EIE|M stLtLe| QI(EELI OIRE
X&) E of &fslioF ZrLCt.
Required: No

--fstab path

o|0X|ofl HEZIE fstab ZEQILICH X|&5HK| 2T Amazon EC27} Jetc/fstab2 HE 2l 8tL|C}.

Required: No

--generate-fstab
Amazon EC2-M|3 fstab2 AtE5t0{ EE2 HEZFLICH
Required: No

--grub-config

o|O|x[of| HEZE CHAl grub 4 It A2 LICH 72O E ec2-bundle-vol2 SX|E 00|
X|oil /boot/grub/menu.lst E£= /boot/grub/grub.conf7}t JUS RS Z o4& LICt O &
ME ArEotH CHA grub 74 mhol| CHEt B2 E XIHE = U&LICH Ol BE= 722U (R 8

2)8 FoigLit.

Required: No
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--kernel kernel_id

MEE|X| &f . register-imageE A& 30 'S MAEHLIC

Required: No

--ramdiskramdisk_id

MBE|X| et 5. register-imageE AF&35t0{ RAM CIATE MHFLICHERE E2).

T4 B2 04 ofLI@
=ad
= "1
HS R E U AEHE MW sHe el BIAIRI YT

of

Ol i AllME 22 AlABIS| £E THY AlATIO| ARArS o5

SggLic

oo
]
ton
pal
x
0F
Q'I_l
ivd
T
N
o
!
>
=
i

[ec2-user ~]$ ec2-bundle-vol -d /mnt -k pk-HKZYKTAIG2ECMXYIBH3HXV4ZBEXAMPLE.pem -c
cert-HKZYKTAIG2ECMXYIBH3HXV4ZBEXAMPLE .pem -u 111122223333 -r x86_64
Copying / into the image file /mnt/image...
Excluding:
sys
dev/shm
proc
dev/pts
proc/sys/fs/binfmt_misc
dev
media
mnt
proc
sys
tmp/image
mnt/img-mnt
1+Q records in
1+0 records out
mke2fs 1.38 (30-Jun-2005)
warning: 256 blocks unused.

Splitting /mnt/image.gz.crypt...
Created image.part.00
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.01
.02
.03

Created image
Created image
Created image

.part
.part
.part

.22
.23
for each part...

Created image.part
Created image.part
Generating digests
Digests generated.
Creating bundle manifest...
Bundle Volume complete.

ec2-delete-bundle

A 04
=o

Amazon S3 2EE|X|0| M X|HE HES AXELICH HES AXE COHSol=
£ AlFE + &Lt

0424
[ Ne)

HO

SHE AMIOI A QIAEIA

ec2-delete-bundle -b bucket -a access_key_id -s secret_access_key [-t
token] [--url url] [--region region] [--sigv version] [-m path] [-p prefix]

[--clear] [--retry] [-y]

M

-b, --bucket bucket
HEZIEI AMIE Z & 5= Amazon S3 HHZ! 0|2 2, '/'-delimited B2
M).

Required: Yes

-a, --access-key access_key_id
AWS AAM|A 7| IDYLICE

Required: Yes

-s, --secret-key secret_access_key
AWS 2ot A A F[fL|Ct.

Required: Yes

AMI A

232



Amazon Elastic Compute Cloud

Linux QIAEIAE Al MEM

-t, --delegation-token token

AWS 23of &f7H MY El= 21 ESAULICH RHM[E L2 YAl 29

(@]
a1

]

4 82 of: YA ot R BBS At B0l
E
—

--regionregion

t: AWS_DELEGATION_TOKEN &4 #H ZH(EHE E2).

LHE MBI AFE st EITYLICH

7|22k us-east-1

Required: No

-m, --manifestZd=&
L HAE mtel Z=zlLct.

L --prefix EE& --manifest& X|ZsHok &L|Ct.

-p, --prefix prefix

HEZE AMI THY O|F HFAULICH T HFALE MSELICH & S04

1 8L, -p image.imgE AtE3dlof ELICH-p image Of'H).

Zlg: —-prefix EE --manifestZ& X|&3Hof &LIC}

--clear
XHEE HES AX|Et = Hlo] U2 Amazon S3 H{Z! 2 AFX|gfLICE.
Required: No

--retry

2 E Amazon S3 2 70| M HUF 2|0 53| At S22 KA = LICH

4

S Ab7t image.img

AM| A A4
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Required: No

-y, --yes

DE AR HAIXKIol Ciet &2 AisHez o2t 7HE gL

T
i

of

Ol ol Al = Amazon S3MH HES

Amazon EC20{ M AXN| T2 M|A Q| THAH| 2l At

APXgfLlcH

LIEHLH = &l HIAIXIE EAIRLICH

[ec2-user ~]$ ec2-delete-bundle -b DOC-EXAMPLE-BUCKET1 -a your_access_key_id -
s your_secret_access_key

Deleting files:
DOC-EXAMPLE-BUCKET1/
image.manifest.xml
DOC-EXAMPLE-BUCKET1/
image.part.00
DOC-EXAMPLE-BUCKET1/
image.part.0l
DOC-EXAMPLE-BUCKET1/
image.part.02
DOC-EXAMPLE-BUCKET1/
image.part.03
DOC-EXAMPLE-BUCKET1/
image.part.04
DOC-EXAMPLE-BUCKET1/
image.part.05
DOC-EXAMPLE-BUCKET1/image.part.06
Continue? [y/n]

y
Deleted

Deleted
Deleted
Deleted
Deleted
Deleted
Deleted
Deleted

DOC-EXAMPLE-BUCKET1/image.
DOC-EXAMPLE-BUCKET1/image.
DOC-EXAMPLE-BUCKET1/image.
DOC-EXAMPLE-BUCKET1/image.
DOC-EXAMPLE-BUCKET1/image.
DOC-EXAMPLE-BUCKET1/image.
DOC-EXAMPLE-BUCKET1/image.
DOC-EXAMPLE-BUCKET1/image.

part
part
part
part
part
part
part

manifest.xml
.00
.01
.02
.03
.04
.05
.06

AM| &
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ec2-delete-bundle complete.

ec2-download-bundle

W
02

Ral
VAl

El QIAEA AE0{ X|® Linux AMIsZ Amazon S3 AEZ|X|0|M CtR2EEEHL|C}.

0%
o
MO

ec2-download-bundle -b bucket -a access_key_id -s secret_access_key -k path
[--url url] [--region region] [--sigv version] [-m file] [-p prefix] [-d
directory] [--retry]

=M
-b, --bucket bucket

i

mn

O] 2= Amazon S3 HZ! O|E2 2, '/-delimited ZZ HF A7} 7| ELICHSM).

Required: Yes

-a, --access-key access_key_id
AWS HAM|A 7| IDRILICE.

Required: Yes

-s, --secret-key secret_access_key
AWS EH ot HMIA F|QIL|C}.

Required: Yes
-k, --privatekey path

ofL|mAEE si=sot= ol A El= Zetol8! 7| L

Required: Yes

--uxl url
Amazon S3 AMH|A URLQIL|C}.

7|24t https://s3.amazonaws.com/
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A4 04
=o

M

Required: No

--region region
2 MBoM A& st= 2™ LI

7|22k us-east-1

[z}

(o |
Il

o2t

ol
rob
N

2|4

Jo
I

N
-

M

4

A\

o
>

Required: No
-m, --manifest file

x4
=

CC
4

Of

LA E ot Y O|§ULICHZZ ML), OHLHAE(-m) EE= EFAH-p)

ZF&LICH

Required: No

-p, --prefix prefix

HEZE AMI It U 9| Y O|& ™MFALICH
7|22k image
Required: No

-d, --directory directory

HEO0| M¥ == CIHMEEIJLICE EXHst= CIZE{Z|o{ok BT

7|2k A 2 CIE 2| ot

Required: No
--retry

2 E Amazon S3 LF oA G =|CH 58| AIS 22 RHA|ZEHLICE

1
0%

= g3 iR ot

AM| A A4
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24
24

T

2z ZzMAo ot BAE LHEHHE & B HIAIXKIZF 2 AIELICH
o

0| 0| Al= bundled C|EE{2|(Linux mkdir 8E AI&)E MH5t12 DOC-EXAMPLE-BUCKET1 Amazon
S3 Ao HES CtRE =g L CH

[ec2-user ~]$ mkdir bundled

[ec2-user ~]1$ ec2-download-bundle -b DOC-EXAMPLE-BUCKET1/bundles/bundle_name
-m image.manifest.xml -a your_ access_key_id -s your_secret_access_key -k pk-

HKZYKTAIG2ECMXYIBH3HXV4ZBEXAMPLE.pem -d mybundle

Downloading manifest image.manifest.xml from DOC-EXAMPLE-BUCKET1 to mybundle/

image.manifest.xml ...

Downloading part image.part.00 from DOC-EXAMPLE-BUCKET1/bundles/bundle_name to
mybundle/image.part.00 ...

Downloaded image.part.@@ from DOC-EXAMPLE-BUCKET1

Downloading part image.part.@1 from DOC-EXAMPLE-BUCKET1/bundles/bundle_name to
mybundle/image.part.0l ...

Downloaded image.part.@1l from DOC-EXAMPLE-BUCKETI1

Downloading part image.part.02 from DOC-EXAMPLE-BUCKET1/bundles/bundle_name to
mybundle/image.part.02 ...

Downloaded image.part.02 from DOC-EXAMPLE-BUCKET1

Downloading part image.part.03 from DOC-EXAMPLE-BUCKET1/bundles/bundle_name to
mybundle/image.part.03 ...

Downloaded image.part.@3 from DOC-EXAMPLE-BUCKETI1

Downloading part image.part.@4 from DOC-EXAMPLE-BUCKET1/bundles/bundle_name to
mybundle/image.part.04 ...

Downloaded image.part.@4 from DOC-EXAMPLE-BUCKET1

Downloading part image.part.@5 from DOC-EXAMPLE-BUCKET1/bundles/bundle_name to
mybundle/image.part.05 ...

Downloaded image.part.@5 from DOC-EXAMPLE-BUCKETI1

Downloading part image.part.06 from DOC-EXAMPLE-BUCKET1/bundles/bundle_name to
mybundle/image.part.06 ...

Downloaded image.part.06 from DOC-EXAMPLE-BUCKET1

ec2-migrate-manifest

AMOd

= O

RQUAFA AEO0{ X[ Linux AMI(O1: i QIE A, HE X RAM C|A3)7t CIE E2|TIE XSG EE =
XtL|C)

oH- .
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o424
[ Ne)

HO

ec2-migrate-manifest -c path -k path -m path {(-a access_key_id -
s secret_access_key --region region) | (--no-mapping)} [--ec2cert
ec2_cert_path] [--kernel kernel-id] [--ramdisk ramdisk_id]

&M
-c, --cert path
AEXHe| PEM QI EE RSA HEZE! 7| Q15 M mpUlL|C}.

Required: Yes
-k, --privatekey path

ArEXte| PEM QIZ Y El RSA 7| mtd ol Z= lLCt

Required: Yes

--manifest path
L HAE oY ZZJL|ch

Required: Yes

-a, --access-key access_key_id
AWS A AA 7| IDILICE.
2 NS O1E AHE Al 2L
-s, --secret-key secret_access_key
AWS EoF MM A F|L|Ct,
2 NS 018 AHE Al EL

--region region

0

OH

H

| I U0l = 3|6t SITLICY.

e
1

: A& OH

1)l

AE Al Bt

--no-mapping

71d & RAM C|A 39| AtS DHE S HIE G=HErLIc
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oto|28il0| M S0 Amazon EC2E OHLIHAE oo Qe 7 L RAMC|ATE CHA 2|82
2 MAE HL Y RAM C|AZZ RS LICH --no-mapping ZI2F0IE{E X|HEHX| 2P, ec2-
migrate-bundle0i X DescribeRegions & DescribeImages 22 At&35t0o{ AkS3HE! OH

= gL

0K

3]
s

AES HEH AHEE[= -a, -s ¥ --region SME MB5HX| el B2 ELlch

--ec2cert path

O|0|X| BILIHAEE &5 35}5t= Ol AFR ElE Amazon EC2 X.509 IHEZ! 7| QIS A 2| A= QL
Ct.

us-gov-west-1 % cn-north-1 22 7|27t0| otl HEZ] 7| QIS ME AE5HH, s 2l
SMo| B2 o| Mo 2 X|&5Hof & L|Ct. °|’:A‘| A2 AMI =70 Mx| &dof ek CHE L
Ct. Amazon Linux2| A<, 21& M7t /opt/aws/amitools/ec2/etc/ec2/amitools/0 /U&
LicH AMI =7 A& 0| zIP Tt UM AMI =& M XIEH B2, $EC2_AMITOOL_HOME/etc/ec2/
amitools/0ll 21E M7t /&LICt

rl

Ll us-gov-west-1 2 cn-north-1 2|2 S ELIC}

--kernel kernel_id

MEfg 7{d o IDYLICEH
/A Important
714 & RAM C|A& 3 CHAI PV-GRUBE A3t 0| E&LICH RHMIEH LI =2 ALS XL K|
=2 Hd MME FHXSHM 2.
Required: No

--ramdisk ramdisk_id

MEHSE RAM C|A 3 9| IDYLICEH

/A Important

7{d 2 RAM C|A 3 CHAl PV-GRUBE At83t= 70| E4LICH RHAIEE LIRS AL AL A

S A MMEE AxStMIR
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T4 #2048 ofLI@

T
i

rr
mn
om

ZzMao| A & HEIE B st= B HAIX|QLICH
of

O| ol Al= my-ami.manifest.xml OHL{HAEO| X|HE AMI;E S AHELICH.

H

[ec2-user ~]$ ec2-migrate-manifest --manifest my-ami.manifest.xml
--cert cexrt-HKZYKTAIG2ECMXYIBH3HXV4ZBZQ55CLO.pem --privatekey pk-
HKZYKTAIG2ECMXYIBH3HXV4ZBZQ55CLO.pem --region eu-west-1

Backing up manifest...
Successfully migrated my-ami.manifest.xml It is now suitable for use in eu-west-1.

ec2-unbundle

nE
o

x

ro

ABA AE0{ 7|8 Linux AMIOIAM HE S CHA| M- EH L Ch

02

2
o

HO

ec2-unbundle -k path -m path [-s source_directory] [-d
destination_directory]

S M
-k, --privatekey path
PEM QI Z S EI RSA 7| mtlo| AZ QL|ct

Required: Yes

-m, --manifest path
DL HAE mtd Z2 LY.

Required: Yes

AMI A
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-s, --source source_directory

#So| ZeE ClE2IYuict
7|22k EX IR E 2Lt
Required: No

-d, --destination destination_directory

AMI HE 2 SHRI5H 22 CIE{2IQILict Chat CIZEf2I7t Qlodok Bict,
7l gt SRl ClERILc
T4 ¥2 off: ohle

of

O] Linux & UNIX OJAl= image.manifest.xml Z+Uof X|HE AMI HE S SHAIELICH.

[ec2-user ~]$ mkdir unbundled

$ ec2-unbundle -m mybundle/image.manifest.xml -k pk-
HKZYKTAIG2ECMXYIBH3HXV4ZBEXAMPLE.pem -s mybundle -d unbundled
$ 1s -1 unbundled

total 1025008

-Iw-r--r-- 1 root root 1048578048 Aug 25 23:46 image.img

HE M Z2AM|Ao| Chefet BAHIE LIEHL= & Bf HIAIXKIZF EAIELICEH

ec2-upload-bundle

AEA AE 04 7|8t Linux AMI HE 2 Amazon S3E Y2 EStD Y2 = F ZHE||of| M A
0

1= =
S5(ACL)S HYELICH RtM[EH LIS 2 2IAFHA AE0{ 7|8 Linux AMI &d EHHE A a4

CIAEIA AE 0 X|¥ Linux AMI2| S3 H{Z!0f| ZHA|E L2 = 5t240d B30l CHSH ACLE At
ot 2 MXSHof Lct 2 X| &2 ™ Amazon EC2= Y2 E & ZHR||of ACLS A E £+ 9
&L|CH CHA BHZ0 A S3 A AR ol CHall HZ! ARAH ZW MHE AH838tE B< ACLO|
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HIZ A5zl Yo D2 0| MM R E6tK| & LICH RMIE LIRS S3 A AQHE A
oto1 YZE & Ao AR M€ HEstMR

0424
[ Ne)

HO

ec2-upload-bundle -b bucket -a access_key_id -s secret_access_key [-t
token] -m path [--uxl url] [--region region] [--sigv version] [--acl acl]
[-d directory] [--part part] [--retry] [--skipmanifest]

=M

-b, --bucket bucket

HE 0|2 XMYE Amazon S3 HZ! OIF 22, M= &=l /-delimited B2 MFA7F 7| &
Lict HZ00| gt Aole MMELICHET HZ 0182 AFBE 4 Qe A2). E8t X0l EX
tX| of 1 AMI =7 H{Z10] 1.5.18 0|42l < o] B2 HZlol ChEt ACLS MEBLICH
Zof

-a, --access-key access_key_id
A& XHol AWS HM|A 7| IDRILC.

Required: Yes

-s, --secret-key secret_access_key
AWS E ot HMIA F|L|Ct.

Required: Yes

-t, --delegation-token token

AWS 0l &7 ME == 21 EZULICH RtM[EH LI 2 Al ZoF X1 ST A EE & ESHA

0]

[z}

b
0%

= o YA Hot Kt

0l

B2 ME3Ft= F<oE
7|22k AWS_DELEGATION_TOKEN &7 g ZH(AEA™HE ).
-m, --manifest path

OLHAE otd Z2 L|cH OiLIHAE o2 HET ZzMA & HYEH HEo| Z&E CIH
E{2|of A&LICH.
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Required: Yes

--uxl url

ANE8E|X| ot S. HZ10| --region {IXI(EU M) Z A|Etz|o] UK

M2 AI2¢8tLIC} --1ocation Z2faE Oo|l3{st EH

Amazon S3 ¢l QIE MH|A URLQILICE.

7|22k https://s3.amazonaws.com/

Required: No

--region region

CHe S3 HZel 2 Mol A8 e 2l Lt
[©)

- Aol gl EIME X[HEHX| b= F 0
Suict.

- HAo| i EIME X[Hsle B ol =7 = X™HE 2

- HZ!0| /1 E[XE X|Y5HK| = B2 Ol =+ = HA

« HZ!O| QT us-east-12 ISR X|H5t= E< O
XE Ar8stH Yxlste 7|&E TS FHo{&&L[ct

- Aol 41 HAof Al fx|2t LXISHK| b=
SEE|D F 7 ghgtLct

HZ!0| EU RIXl(eu-west-1 MQ))2 X|&HEl A< CHA

location Z2i1E Olg{st EH {Ix| M2 %
71822t us-east-1

|

L MB HE4E A8

--sigv version

Required: No

R MetE HE st

-west-1 &=

s% 7c=>|‘cl>' I-_—HA|_I eu
= e L[CE

| EF = (us-east-10{M) | x| MEt {0l HZ!S Bt

Fofl B2 BHELIC
of 9IIE A LICH
TTE F HIAIXI 80| tHZlo] AF 9l

2[M(us-east-1 0|2))E X|Hsl= B =77

--location EZci2E AFELICH --

M8t &

Ueh YL

AM| A A4
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--acl acl
HEZE 0|0|X[2] HA|A Mo S5 HALCY.
S =8t 2l public-read | aws-exec-read
7|22k aws-exec-read

Required: No

-d, --directory directory

—

T
mn
oM

El AMI THE 7} 2 3HE CIRE 2L

7|22k fuHAE mrdo| Z2&E CIHEHE|(-m SM & X)Lt
Required: No
--part part
XNHE IEQ R E £4 NEQ| YZEE AIZELICE of: --part 04
Required: No
--retry
T2 E Amazon S3 70| M 2T 2|CH 55| RIS 2 A= & LICH.

Required: No

--skipmanifest
L HAEE HEE5HX| b &LICH.

Required: No

--location location

MNEE|X| &tS. H{Z10| --region {IXI(EU M)Z A|Etz|o] UX| &F
Mg A8 ELICH --1location EciaE ol2{8 £ x| MEtE M85t

CHA Amazon S3 H{Z/ 2| f|%| AEtLICt HZlo| i1 HZlo| AKX @ x|t & x|5tK]
XNEste 82 277t B0 F 7 YAgLICt HZlo] i1 f|XIE K[™H5HK| &
T= HA Q| X[E AHSELICH HAO0| i {xIE XI™ste B2 ol 7= XI™E 2[Tol| H
2 tELICH HAo| i fIX|E XIHeHX| b= 8% Ol =+ = (us-east-10{|A) {Ix| A+ &1
HZl2 BhE Lt

»NCHT

o
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7|22k --regionO| X|HE A2 2xl= 07| X|HE 2[de2 ™ ELICH --regionO] XY
x| ote AR QIxIE 7IEXMO 2 us-east-12 MM EL|CEH

T4 ¥2 ofR: ohle

=t
=

AL

T

Amazon EC20{M YZE Z = MAO| EFA| & 4& 2 LIEILE &l HAIXIE EAIRLICH
o

Ol ol Al ME image.manifest.xml OLIHAEO|A K& HES HZ=8tL|CH.

[ec2-user ~]$ ec2-upload-bundle -b DOC-EXAMPLE-BUCKET1/bundles/bundle_name -m
image.manifest.xml -a your_access_key_id -s your_secret_access_key
Creating bucket...

Uploading bundled image parts to the S3 bucket DOC-EXAMPLE-BUCKETI ...
Uploaded image.part.00

Uploaded image.part.0l

Uploaded image.part.02

Uploaded image.part.03

Uploaded image.part.04

Uploaded image.part.05

Uploaded image.part.06

Uploaded image.part.07

Uploaded image.part.08

Uploaded image.part.09

Uploaded image.part.10

Uploaded image.part.l1l

Uploaded image.part.12

Uploaded image.part.13

Uploaded image.part.l4

Uploading manifest ...

Uploaded manifest.

Bundle upload completed.

AMI =7 of Uit S M
AMI =7 o| CHF E2 ChEot 22 MEX nieto[EE {8 E LI
--help, -h

EEY HAIXIE EAIELICH
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--version

--batch

HiX| 220 M M- CHEtE HIAIXRIE EAlSHK] §f&LCH

--debug

AMI =7

AMIO| M 2 B &40 ZH2 M|EHEl Amazon Machine Image (AMI) &4 MEE £HE £ Q&

LICt. stX|2H AMI 2HX(E & HIO|LE| TI0|E)= =-E £ gigLIct AMI 2H=E sdste{T M

AMIE ‘Jsfiok ErLICt

/A Important

EBS X|2 AMIZ X[HstE 2-N2 HEE + QIeB 2 ZHX(SE HO|HE[ HO|E)E =8
8 4 QI&LICH B QIAEIA AE0f X|9(S3 XIR) AMIE EEATL MBEl0] Qo2 2
=(SE Hio|H2| C|o|H)E +=HdE & gloH MEO| UXISHK| Ao QIARHA AlR0| Aluj
ot

£ME 4+ e AMI S0 i3 ME Amazon EC2 API & % o] ModifylmageAttributeE & Z5HMI2.

Cha $x1|01|H“ Amazon EC2 & A8 2 AWS CLIE AF835t0d AMIC| EME X5t Wol| of

- SY XX EE TR AMI SR
- EMAWS A AMI B

- RE XU AME

« AMI 7
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AMI £ Al

£ AWS Z2|™ LHolM EE= 024 2|T0d| ZR{ Amazon Machine Image(AMIE SAE = Q!
A& XM= Amazon EBS K| AMIs®F QIABIA AE 0] X[ AMIsE ZF SAY l&LC
E| AHAFS AL25104d AMIE EASIT EAF 1A S 2t 5351 AT H4Zd8 4~ Q)
= AMIE SAE = &LCH

A AMIE SAeHHE CHah AMIZHD Sh= S SRS 1o A AMIZE MM ELICH CHah AMIO= 1

F8 AMIID7L & LICH CHA AMIO| FE2 O|XIX| et B2 AMIE HE5HU CHA| S8 = JU&

LICt. BtCHo| A< T obE7ER|ILICEH

Amazon EBS-backed AMI2| B Zt x| AHAFO| SUSHK|DE TEE LA AHAFO 2 EALEIL|C}

AMIE M EITMS 2 SAlsts A AHAE2 S20| ot MA| SAHE 0| Lt &S5 sHE|X| 2f 2 sl

AAE S 3SHHLE A KMS 7|2 &5 38tots A9 AHA 2 MA(HIZE) SAHEILICEH o|Fof

AMI S AL ZHd 2 &St W] ALHAFO| ZE SAIE0| M ELCt.

LH&

o 12 AL

- HIE

o QIAEIA AEO] K| AMI S A} TSt

« AMI S A}

« CHZ| BQ AMI SAF 5] S K|

o 2™ 7F SA

o IR HAHE SAl

. IS5 2l SA

T Ak

o 1AM HHZ ALE S0 AL KL A AMI SAF HEHS 20451 7{LE HEE = JU&LICH CopyImage &
ol CHal X|HE 2laa =F HEF2 M AMIO B M ELICH AA AMIO| CHEF 2lAA =& HE2

« AWSOIME AA AMIC| A|ZH HEF EEE Amazon S3 HHZ! HeH0| M AMIZ SALE| K| St &LICH SAF
zoqo| 2t 2 El £ A|Z 3 2 Amazon S3 HZ! Het2 M AMIO| H8& 4= &Lt

o AA AMIO| Q1738 A2 K 2ol AMI EfIDH EALE 4 QA LICH CHE AWS HIZ 0| HE T AIAR
EH (S At aws: Z&) L ALSA Mol Ela= SAEIX| ef&L ot
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- CtE AHAHM 37 E AWS Marketplace AMIE S Atst= CopyImage 242 X|HEIX| et &LICtH
7 cHalod CHE Aol AWS Marketplace AMIE S AFSHE{™ CHS1F ZHo| TIgaHok hulch AWS
Marketplace AMIE CH& H™Hot SR8 CtSof CHE H ol A AWS Marketplace AMIE A& 5}04
EC2 QIAEAE AlstetL|CH 23 ChE 0l CreateImage S S AFR 5104 QIAEAOIA AMIZ A
et £ U&LICEH M AMIO| 2 & AWS Marketplace ZE7 S X|ELICH &1: ol Z2MA = AWS
Marketplace AMIOIA =1 FE= ZHHE{ 0 2 THAEl AMIOIE R E/LICH QIAEIAOIM AMI A4l 5}
Z|oi chEr REMIEH LI 2 Amazon EBS-backed Linux AMI 284 MME XM

H|S

AMI EAF A BolE| =

a2 dsuo JoL 2& AE2|X| 2 C0[H S 232 MEEU o
EBS x| AMIE SAtstH 71 EB

+ =
S AHAFO| AEB|X|0f CHEH Q20| Br A EtLCt.
CIAEIA AE 0] X|H AMI S A H&t

CIAEIA AE 0] X[ AMIE SAISIEdH AL RO AH| s3:CreateBucket, s3:GetBucketAcl,
s3:ListAl1MyBuckets, s3:GetObject, s3:PutObject, s3:PutObjectAclO|2t= Amazon S3
Tsto| RJo{ofF &rL|C}t.

CHS oAl X E Soll A8 AtE XIEE HZA2 AMI REE XIEE 2™l SAHE = U&LICH

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": "s3:ListAllMyBuckets",
"Resource": [
"arn:aws:s3:::*"
]
},
{
"Effect": "Allow",
"Action": "s3:GetObject",
"Resource": [
"arn:aws:s3:::ami-source-bucket/*"
]
I
{

"Effect": "Allow",
"Action": [
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"s3:CreateBucket",
"s3:GetBucketAcl",
"s3:PutObjectAcl",
"s3:PutObject"

1,

"Resource": [
"arn:aws:s3:::amis-for-123456789012-in-us-east-1*"

AMI & A H{Z!9] Amazon E|AA O|F(ARN)2 & 224M Amazon EC2 & (https://
console.aws.amazon.com/ec2/)2 L1 & F oM [AMI(AMIs)| & MES CHS [2~A(Source)] oA M

—
HZ! OIS &L

(® Note

s3:CreateBucket T&2 AIEXI7} QIAEA AE 0] X[ AMIE 7HYE 2|T0]| RS SAIE
Bt 2 stL|Ct o|F 2|xoi o|O| MAEl Amazon S3 HZ!2 &% siE 2|0l SAlsle 2
E AMIsE XME st o] AF=EL|CH

AMI E A}

CopyImage & Z X|25t= AWS Management Console, AWS Command Line Interface E£= SDK
E A8 38t7LE Amazon EC2 APIE AL8 350 AMIE SAME & l&LICH

=2 T AAHE

A =d

==

Amazon EBS &40 M X[ El= AMIE &5t HLE 7S LICH 1=, Amazon EC2 2£2 At
FHLAE AMIE AME = AU&LICH KEA[EH LHE 2 Amazon EBS-backed

Console

AMI E A}

1. https://console.aws.amazon.com/ec2/0|A Amazon EC2 &2 LI}
2 E& A DS0lM AMIZHS0] 9l 2ITS MetsLICH

—_= - 14

3. B FoiAM o|0|X|, AMIE MEiSI0{ 2T AAEE &= U= AMIs S £ 2 EAIRLICH

AN
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https://console.aws.amazon.com/ec2/
https://console.aws.amazon.com/ec2/
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/finding-an-ami.html
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4. SANE AMIE M5t ZHd, AMI SAFE MEHEFLICEH
5. AMI SAH(Copy AMI) HIO|X|o M CHE HEE X|IHFLICH

a. AMI = A} O|&: A AMIC| O|&. AMIO| CHEH M2 HEE ZAIE M 24 MA HE7H M3
EIX| o2 o|fo 2P AN HEE E2 = U&LIch

b. AMI SAI MY ¢ ME22 FEE = JUTE dHols 7[2Ho 2 #HE AMIO| CHEH
2ot ZEELcH 2ol et o]l dEE =HE = UA&LIct

c. CHA ZI™: AMIE SAHE 21, RtMIEH LI 2 2|7 7F SAF EHHE B ZSHAAIR

d. Copy tags(E{1 S Ah): AMIE SAE [ AL X} ZES
MERSHLICH CHE AWS AIK0| HE S A|AH Ef 2 (HFA aws: Z &) L A
d= SAMEX| f&LCH

M AMIS| Z=7| & EH= Pending&ILICH 2EH7F Available@! A< AMI SAF 20| 2t 2
El ot

AWS CLI

AWS CLIE Al235l04 AMIE SA5HE{H

copy-image BHE ALE5t01 AMIE SALE = U&LICH 22 2™ e 212 25 X5 5Hok
LI --source-region WEtO|E{E AFE5to HE 2[HE XIFELICt --region If2
28 HeE AL85to CHA 22 X|1™HE = J&LICch RHAME LI8 2 AwS BHEE QIETH 0|
=

SAL B0 CHa AHAS 5 35t5tE B2, --encrypted & --kms-key-id Zt2tOEE F7IE
X|I’gsfioF gLct.

tMI2.

ol

B ol o= AWS CLI B & Z 0| M copy-image ot2Hof U= 0 & F=

PowerShell

Tools for Windows PowerShell2 At235t04 AMIE £ A}5H2{H
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https://docs.aws.amazon.com/cli/latest/reference/ec2/copy-image.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-chap-getting-started.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-chap-getting-started.html
https://docs.aws.amazon.com/cli/latest/reference/ec2/copy-image.html
https://docs.aws.amazon.com/cli/latest/reference/ec2/copy-image.html#examples
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02

M

Copy-EC2Image BHEE ALE35t01 AMIE SAE £ UELICH HE 2T CHY 2|HE 25 K|
X|HgtL|ct. -Region Zt2t0O]
EE= Set-AwSDefaultRegion BHEE A&35to T 2IME XIHE &= UsLICH RHAIEH HE

SO BrLICt. -SourceRegion LtEtO|EE AME5t0{ RE 2™

AWS 2T X|EHE & Z 5.

4

>

rnr m o

SAL S0l CHA A4S &5 316HE E9, -Encrypted 2 -KmsKeyId ZtZIOIE{E F7I2 XY

sifok &fLICH.

CHZ| S AMI S AL 2 SX|

AWS Management Console E= HHEEE ALE504 £/ SQ AMI SAE X[ = U&LICH

Console

242 A8 stol AMI SAF B SX[sH2iEd Cha e S¥ELIH

1. https://console.aws.amazon.com/ec2/0| Al Amazon EC2 £ & LC}.

Ef A 20| 2| MEHT|o| M CHAF 2I7e MESLC

Ef A Zoll A AMIE MEHEFLICE.

I

J!.":
0

g Sxg AMIE M
L{Ct.

5. EQolg %M AMI S5 F|A(Deregister AMI)E MEAEFL|CY,

+ deregister-image(AWS CLI)

* Unregister-EC2Image(AWS Tools for Windows PowerShell)

2| 7k SA

XlElHdez ChE 2l Zhol AMIE SAtetH ChEt 22 o[™o| M3 ELU T

5t EFd(Actions), AMI S5 &liXl|(Deregister AMI)E Xti|CHZ 4

£ Amazon EC2
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https://docs.aws.amazon.com/powershell/latest/reference/items/Copy-EC2Image.html
https://docs.aws.amazon.com/powershell/latest/userguide/pstools-installing-specifying-region.html
https://console.aws.amazon.com/ec2/
https://docs.aws.amazon.com/cli/latest/reference/ec2/deregister-image.html
https://docs.aws.amazon.com/powershell/latest/reference/items/Unregister-EC2Image.html
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- UEBMQI Z2H HHE: Bt 2|T0M CHE EIHSE AMIE SAtStH SUF AMIE 7(Eo 2 dts
2Ol QIAHAE ofRq 2|0 AlEE &+ Q&L

- B LSOl x|ofl ZAIgiol @ F Atol CHSstE 22 ofEEIFolME Bt 247 HA
stn FHE - AUGLIC

. M5: 4B OIME 450 5 F0IT HERIAOIMO| A T4 QAE A
THIHOI B 4 QUELICH Bt QIARA RHOILE OEH AWS AMHIAS} 22 BIF 7|
UBLICt

. DIHBA: o AWS I OHEEIHOINS MAIs T HE3tod 7H8 42 £ 4 s

Cf.

CtS Ctolo{a 2 22 AMI & CHE 2|0l SALE & 7H2| AMIs ZF 2HAH|QF ZFZFofl M A[ZFEl EC2 2
AEAE Ho{ FLICEH AMIOAM QIARAE AlZstE B2 QAEAE AMITH & Fst= SYE 20
AFELCH HE AMIE BHE8 F CHe 2|Te| AMIsol| B43 LHE 2 EHFstE{™ & AMIE CHA 2T
O 2 CIA| S AtaHoF & LICE.

‘ opy imag: l
—copy imageie
AML #1 AML #2 AML #3

¢ launch instance

v

EEC? instance #1

Region £1

_____________________

x| QIAE

HZ! 0/

QIAEAA AE
Sy ALY é:’é:%LJ
= 3Ale

launch instance

v

EC2 instance #2

Region #2

o X[ AMIE
Cl. S 2|70l S A= QIAE

Al2 amis-for-account-in-region-hash& & LICH 04: amis-for-123456789012-

launch instance

v

EC2 instance #3

Region #3

2|&ol SAlstE B s 2|&ol S AHE! AMIsOf CHEF Amazon S3

1A AE0{ X[ AMIsE 25 0| HZlol| A& ELct.

in-us-east-2-yhjmxvpé6.

A =4
AMIE SAtst7| ™ofl 32 AMIS| LIEO| CHE 2™ M Aol 7tsot =5 UO|o|EZ|R=X| = st
O BfLICt. 0| & S04 ClIo|EH|0]A 214 EXIYE So| ofZE(7[0lM 7 TIO|E7F M8t 2lAAE 7t
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27| 5 Holo|EstoF ELICH 2™ X| pfe

0
— o
&2 2™l E|AAE MEsH0] d51 HIB0| I & + U&LICH

9 1
el
u
2
1o
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2
X
>
il
jull
o
>
|'l'l1
|>
N
A
2
ol
e

Limits
« CHA 2|2 100702 S A| AMI EAIE S 2 AEHEILICE

- 7Y EH(PV) AMIE KIHSHX| i BT E PV AMIE SAHE = Ql&L|CH REAIEF LIE 2 Linux

AMI 7t &3 f8 Mg HZTsHML.

AMIE CHE AWS AT 28 £ &LICH AMI 28 = AMI A8 Ho| ¥ O|x|X| et&Lct Al

— o
H afoles 2lIdel 2E2[X|ol CHiE 2F0] FoHELICH XEAEH LI 2 58 AWS AED AMI S7
=

AHED SFE AMIE SAtsts 2 Aldo e ol AMIS| &R X7F ELICH 28 AMI AR Kol A|
A A-EXtolH= the 2o Che AMI &

CIE HHEHoM S RE AMIE SAFSIEAHE AL AMI A K7 AMIZE X|EHslE AEE|K|of CHE 27|
st2 2oiafof gLIC AEE|X|E 9ZE EBS A4 (Amazon EBS X|#
S3 HZ(QARA AE0{ X[ AMI) & StLHILICH S8 AMIO| &= 3tE 7
= S E 7|2 AFRAIE 2880k §FLICt 2lAA HE 2odof CHEt AHMIEH LIRS EBS AHAFO| A
2 Amazon EBS AHAF 23 MME 21X 61, S3 HZ!2| 22 Amazon Simple Storage Service AFHE
AHEM O] Amazon S32| ID & ©

rdl

® Note
AMIE EBHZ2t B 7H S AMStEdT A4 AMION CHEE AlZF HEHO| R{o{ok B LICt.

Che E ChYB AMI = AL AILFEIR0] CHEF &2 5 XIHIS 2of FLICH 4B StEIX| b2 AdAre
AF5tod 2t S BHEI ARNAIS MAIEH 4 QURITH B SHE AYAS BAISIOl 2B EHEIR| Of2 ARAS
MAE SE gaLch
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ALtz MY x|

1 S 3r|X| A S-HESH K| IS o]

2 A =tE-AE =t of

3 & Z ot K| pfS- 5t o

4 Az otE-AZSHEX| IS Ot
(@ Note

CopyImage &Y & & 5 3= Amazon EBS X|? AMIsOi|Bt H & ElL|Ct QUAEA AE 04 X|
¢ AMIAMHE AHAFS AL SHR| 27| 20l AMI AFE S ALE5t01 2538 AEHE HBE £+
R&Lct,

71B8Mo (&, 2535 oelnle{E XIXetK| of2 AEHolA) AMI| A ARl CHEH x| 42 deHol ¢f

55 AtENS B S AMEILICH A3 EHEIX| of2 AHAFOIA XIElE AMIE SAMstH HA| &5 35 g

K| ete SUet chef A0 MHELICH A4 AMIZE FESHEI AHMFO R X|HEE B2 AMIE &

AtstEd Z2 AWS KMS 7|2 & 2 3H& HAROI A K|S E|=
A

=l St oy AEf4F0| G ELICH ofE] &%
= &El7

b= XIE LI

AMIZ(E) SAtste S ¢33 ot2t0|EE XI-YsHH sHE K| ALHAS A58 = A ESHE =
A& LICH CHS oAl E CHA AMIS| & 5t AEHE B1735H7| f5H & &3} ut2t0|E{E CopyImage
do 2 ZF st 7IE 0| ot AHHIE Eof FLICH

A& StEIX| g2 HE AMIZ(E) ZESHE CHY AMI(2)Z S A}

Ol AlLtE|R0|ME YE3EIX| g2 RE AHNCRE XI%EIE AMI7t 45 35tEI R E ﬁl‘””ol U=
AMIZ SAHEILICH CopyImage &
0 SEELICt MEtM RE AL
O|EHE E&5te FE AL o5 X|HEIX
AL CHEF AEE|X| H|E 3 ZF AMIOIM A
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® Note
encryption by default(& 23} 7|2 X3)E &d35tste A2 AMIOIM 2E A &Fod| CHSH
Encrypted II2t0|EE trueE MMst= 20t sYet £0HE 7HELICH

source Al Copy of source AMI
__________ ‘-._“I __________'\-\
— | Copylmage — I
A— | 1

| . |
EES ‘ [ Parameters: EBS 1
I » » I
| (root) | * Encrypted | (root) I
| snapshot : » * kmskeylD : snapshot :
| | [optional) I !
SN # N l

{optional)

Encrypted It2tO|E{E HHE6tH 0| QAEIAO] CHEF B AH4FO| ZSHEILICH KmsKeyId TtE}
OIE{E X|YGs5tx| et ARM SAEE d55tete Ol 712 124 #E-F 7|71 AFSEL T

Of 5 5HEl ARHAFS T B SHE AMIs S ALO CHEH ALMIEH LIS 2 EBS-backed AMIOIM 25 5H ALS A4
X

S3E AIE35to{ AMI K& & =3

Amazon Machine Image(AMI)E& Amazon S3 HZ!0| K& 35t AMIE CHE S3 HAISE SAet CHE
S3 Ao | HE = U&LICH S3 HIIE AHE5to] AMIE XME st S stH & AWS THE[44 9]
AMIE CtE THE|MO 2 o| & E0 7|2 &4& TE[Moi M AWS GovCloud (US) THE[MO 2 SAte
U&LICH EEF AMIZE S3 H{Zlol| A& 53 AMIQ| O}710|E SAIE S OHE £ Q&LICH

S3E A5t AMIE MEStD S HE I X[ E|= API= CreateStoreImageTask,
DescribeStoreImageTasks & CreateRestoreImageTask®IL|Ct.

CopyImage= AWS LtE|M LHOIM AMIE SAE [ HE El= APIRILICH J2qLt CopyImageE AMS
5t0§ AMIE CHE TIE|MO 2 SAHE == &Lt

02

AWS TtE[Mof CHE XEMIEH LI 2 IAM AL B M 2| Amazon 2|44 O[F(ARN) H O| X[ M
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/A Warning

| EE= AWS 2| ZHol CIo|EE oIS E M= aiEstes EF Al X ololH Bl x|
ANT AEE Zefet ZIE 2 HE A HIZLIA 2F AFYE Eclof gL

__TLI__I

ror
ror

- S3E AIE5l0{ AMIE ME St S#517| ¢
- AMI X% 2 =21 API Bt
« S3UM TL Bz A8

F AWS I}E|MO{| M CHE AWS IHE|MO 2 AMI S A}

S3 HAE AME35to{ AMIE X5t S35tH 8 mE[Mof|M CHE AWS THE|Me 2 &= §t 2|70
M CHE AWS 2T 2 AMIE SALE &= I&LICH O oo M= 7|2 48 THE|[Me AMIE AWS
GovCloud (US) TZtE|/MO 2 &3] us-east-2 2|™0|AM us-gov-east-1 E|HS 2 SALELICEH

& TtE|Mof| M CHE THE|MO 2 AMIE SAtStE{®™ Chg BHHIE s~ guict

+ CreateStoreImageTaskE AL&304 34Xl 2IT 2] S3 !0l AMIZE K& &FLICH O] ofloil A S3 K
212 us-east-201 AGLICH oI Al FS S3 20| AMI KHE M

%
« DescribeStoreImageTasksE Ar&35t0] M% EfATO| TIHES 2 LIE{RIELICEH EN

=g A7} et
ZZ|™ A7t S3 HHZI0d| EAIEILICEH oA BHE2 AMI HE EfAF Of FIME HH MME T 5HA
o
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3t MR E AF25t0 M E AMI ZHH|ZE CHA THE|M Q| S3 HZ!of| 2 AMEFLICE. 0] od|0f| A S3 H

us-gov-east-10{ Q&LICH

EH

w oY

=0
(=}
=

® Note
Zr DHE|40rCt CHE AWS AHE 80| E 57| M2 of 83 A& & mHE|MojM CHE mHE|
Moo= XY SAHE + gl&LIC THE[M0fA 83 A E SAstE Z2MAE o A Mo
M CHEX| ef&LICH AWSOIME CHS SAt Z2MAE o2 M35HKIEH AIZXE B2t 2
T MEE SEots A Z2MAE AE8H ok g LICH.
+ TE|MOIIA SHLEO| AMIE SASEY| QI3 A Z2AHlAE CHSTH 20| ZHEHE 4 UL
CF. %, 21 BiZlol 52 BAS(OH: EC2 QIATA EE 2=
B2t AN CHY HZIOR ZAE U2 = tLich Z2 M2 0| 2t ChAlof Chal mHE|M
01I CHEr AWS R4 SEE AFS & LICH
- X[EHAMNEE R 6HA-I= E*EIEP CIEE2E 2 UZEE ALE5t0d SAIE S &[5t
0|

£ OiZel7ilolds He E&LCH

« CreateRestoreImageTaskE AlE3l0q CHA mE[MO | S3 oA AMIE S LICE O] of ol M
S3 I:H;’Io us-gov-east-10{ QL&LICI Al &

- AMIE MHSI0{ S EfATO| FIHES ZLIERS golgl
LICt AHAFE HBSH0 SHE AMIE FH5t= AN FId HIg2 ZLEHZE =& N

AMIQ| o}7}0|E SAE BHE 7|

53 SIZ101 AMIS: X{E/3104 071012 SAEE B  RIZLICt. LAl BYE 53 Lol AMI KE

AMI= S39| THY ZHX| 2 A= E|H T E AMI HEIHO|E{(2 8 ME M)e MEE AMIS Y E HE
ELch AMICIOIEE AEE|X| ZEMAS URE SFELICH &H SFE = U= CloIE7F Z&E
AMIC| ZZ2 s39| ZHA| 3 7|7} 7‘|'O|-7C|L,|L'_|- HEE HdA5te{H St S3AEL|X| HASE AE +
Rl&LICH REMIBH LI Amazon S3 AEE|X| 224 2 Amazon S3 228 XA L.

AMI XS &S24 API &S &4

n

S3E AIE350{ AMIE XE St S5le{™H CHS APIE AFSEFLICE

« CreateStoreImageTask — S3 HZ!oll AMI X%
« DescribeStoreImageTasks — AMI X% EfA T O| TIME XS

« CreateRestoreImageTask — S3 HHZI0{A AMI S
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https://docs.aws.amazon.com/AmazonS3/latest/userguide/download-objects.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/upload-objects.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/mpuoverview.html
https://aws.amazon.com/s3/storage-classes/
https://aws.amazon.com/s3/pricing/
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APIQ| &S &4

» CreateStorelmageTask

» DescribeStorelmageTasks

» CreateRestorelmageTask

CreateStorelmageTask

CreateStorelmageTask API= AMIE S3 HHZ! o] B X2 KE&LCt.

S3
E?:.
FL|C},

e

O| API= AMI 2! Sl AR4FO| 2 E C|O[EHE 42 CHE S3 HE|IHE YECE & AF&35t0{ H0[&
ZHxf|oll M{EetE EfATE MASHLICH o] APIE 2I™ol| E™E|X| &f2 AMI HEFH|O|E| CHE E
Bt AMIC| RE T4 @49 AMIO| ZEEl ZE EBS AHAFS J1X4QtA] S39] E+°'7Hx1|§ oF=
S30{| AR E|E B7to| ¥2 Z0|7| Qe 2= T2 M ALl URZ Ho|E7I YFHE|=2 S39]
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E My = l&LICH AMIE X|IHSHK| eto™ K|t 31
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AMI ME 2 5 258


https://docs.aws.amazon.com/AmazonS3/latest/userguide/mpuoverview.html

Amazon Elastic Compute Cloud Linux QIAEAZ AL MEM
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- S3 HZlo| XEE AMIE &2l AMI IDE S§HE £ gi&LIct AMI EE X|HE ALEstod O] ZXE

2hate = A&Loh

o XY, H{E L =22 API= AWS Command Line Interface, AWS SDK Z! Amazon EC2 APIE AIE35

£ d<ogt X|HELICH Amazon EC2 2£& AH83t01 AMIE MY st SHE = l&LICH
H|S

S3E AL85t0d AMIE XME & 2fistE B2 ME U 2 APIO| AL ElE MH|AQ CIOIE M
o| #tELICt o] APIE S3 X EBS Direct API(API LI 0| A AHAF CO[E{of| HM|ASHE O AHSH)
E AFSELICE RHMIE LI 2 Amazon S3 22 & Amazon EBS 222 R ZAIL.

AMI 2 ot

Zlh AMI7E S8t 2|7od| 2Jo{of g LICt S3 H{Zlo AMIS| 2
SHet Hotoz FME|0] QT AMI ZHA| 7} B30 Ho} Qe Sot Hoto| &

SotCHH 0|28t APIE A& 3SHX| et = Zd0| E&LICH S3 H{Zof
of=X| & QIgtLICt E4= ofLIX|2H, AMIZE XMHE El= S3 HHZ!of| CH3H

S3 HZloi| CHer MAst Hot MYg d™stes ol chet RHMIE L8 2 oS 2o 852 HZskA
(@]

Amazon S3 AEE2|X|0f CHEF HE 2] HM|A XFE
Amazon S3 HZloj| CHst 7|12 M = 4535 S&F MA
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=& @lsl o1 83 HZ! HA S At sHok & LI7t?
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AWS Config 7+ 2! s3-bucket-ssl-requests-only
Amazon S3MH HMA 2Z &35}

AMI AHAFO| S3 ZHA|0f| S AL Cl|O|E{= TLS HZAS Sl EAHELICEH AMIE Y35 3HE AHAFD}
B MEE &= UXR[BF AHAS HE T2 A0 UEZE S5 SHELICE

S3& At8stod AMIE XME st S#5ty| et HEt

M 2ot Z7} Amazon S3E ALS 3101 AMIE X% E SsHs Z<2 0] 2ot Falof LR Hat
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]

L

Ct.

OF Z=X|0H EX 2|AANTF HHAS = = :'ll_-lél_l-

o B2 oAl EH2 1AM ALE AEBAML| AWS 2[4

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"s3:DeleteObject",
"s3:GetObject",
"s3:ListBucket",
"s3:PutObject",
"s3:PutObjectTagging",
"s3:AbortMultipartUpload",
"ebs:CompleteSnapshot",
"ebs:GetSnapshotBlock",
"ebs:ListChangedBlocks",
"ebs:ListSnapshotBlocks",
"ebs:PutSnapshotBlock",
"ebs:StartSnapshot",
"ec2:CreateStoreImageTask",
ec2:DescribeStoreImageTasks",
"ec2:CreateRestoreImageTask",
ec2:GetEbsEncryptionByDefault",
"ec2:DescribeTags",
"ec2:CreateTags"

1,

"Resource": "*"
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access.html
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AMI KT H =3 APl &

|
« S3 HHZlol AMI X%
o AMI X{ZE EjA T O] TIHE AMH

« S3 HZM AMI S

S3 HZlofl AMI X%
AMIZE X{% 24T (AWS CLI)

create-store-image-task @& AFELICH AMIQ| IDSF AMIE XMEE S3 B{Z!2| O|& S RIYEFLIC.

aws ec2 create-store-image-task \
--image-id ami-1234567890abcdef® \
--bucket myamibucket

of &

"ObjectKey": "ami-1234567890abcdef@.bin"

AMI MHE Ej&F 0| TI-—E Y

AMI X% EfA T | I E S HHSHZ{TH(AWS CLI)

aws ec2 describe-store-image-tasks

of &

"AmiId": "ami-1234567890abcdef0",

"Bucket": "myamibucket",
"ProgressPercentage": 17,

"S30bjectKey": "ami-1234567890abcdef®.bin",
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"StoreTaskState": "InProgress",
"StoreTaskFailureReason": null,
"TaskStartTime": "2021-01-01T01:01:01.001z2"

}
S3 HZlo|H AMI £

AMIZ £ 215t2{H(AWS CLI)

create-restore-image-task B@HEZ AFE & LICH S30bjectKey £239| Bucket %! describe-store-
image-tasks Z{2 AF830{ AMIC| ZHR]| 7|2t AMIZE SAE! S3 B/ Q| 0|F 2 RIHEILICH SHHE
AMI2| O|E = X|™HELICt O|F2 ol AEel 2| L AMIoi| CHaH 1573 ok &f LICt.

@ Note
= 2= AMIoi| Af AMIIDZF X E LY.

aws ec2 create-restore-image-task \

--object-key ami-1234567890abcdef@.bin \
--bucket myamibucket \
--name "New AMI Name"

of & 2t

"ImageId": "ami-@eab20fe36f83ela8"
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AWS CLI X! SDKE AI8E M I} 2 E MEEY + U&LICH
of: AMIE XM & S&e f ot Y Z= ALE(AWS CLI)

CtS oMol M B1X] S301 A AMIE HQ%PE oY Z27t HZ! 0|F ol F7HELICH o|F o] oi|A|=
S30M AMIE S&et, It 2= 24 7| otetolE ool F7HeElLICH

1. AMIE MEELICH --bucketo| B2 Ch51F Z0| HA! 0|F Flol W Z= & x|HgfLICH

Oj

aws ec2 create-store-image-task \
--image-id ami-1234567890abcdef® \
--bucket myamibucket/pathl/path2

of & At

"ObjectKey": "pathl/path2/ami-1234567890abcdef®.bin"
}

AL

2. AMIE SHELICH --object-keyl ZP O BHol SoIX THel Z2E THE U2 XN
gt
= .

aws ec2 create-restore-image-task \
--object-key pathl/path2/ami-1234567890abcdef@.bin \
--bucket myamibucket \
--name "New AMI Name"

AMI AL BX|
AMIZ} ER E|0{ AIE E|X| A= E & M E X|H5H0{ AFE BSX|E &= USLICH AMIZF BFE2 E|= Al
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o AMI At XISl B2 AL BX|E AMIE EC2 2£2 Sall M £ gigLICt o & E0{ ALE SX|E
AMIE A|ZF QIAEA OHHALS| AMI ZHEFZ 04| EA|Z|X| & LICH AMI AR A= EC2 2&0A A
g SX[E AMIE A& = = JU&Lch

. AMI AL XFe] 79 AL EXIE AMI ©f IDE YT 2O API, CLI 4= SDKE 5 A4 AL Ex|
EIAMIE AL 304 QIARIAE ARt 4 QlaLict

- AIE HE3 U Auto Scaling TEIH 22 AlS MHIAE AS SXIEAMIE A% #ZE £ s
=

« O|F 0] AtE SX[E AMI AtE5t01 A|ZE EC2 QIAHAE JTE B[ el X, AlE A MEE

zafoly! L HEZAMIE 25 A8 BXIE £ el

Amazon Data Lifecycle Manager EBS X|¢4 AMI M Z 4 M35t0{ EBS X|¥ AMIC| At B2 XIS

o
= (=)
sHet 4 QIGLICH RHMIEH LIS 2 AMI 3 7| XS5t EHlg AT sHAlAIR.

® Note
ZI2MoE BE HEE AMIL| AL BE EMI AMI B M ERE 2Ho 2 MY ELICH
A EH IME 2HECH B dEE = JU&LICH AE BE M E F A8 HU SE dWE

IFH S S5 AWS HBI ZRES So) AMIE Zato|Ho 2 Mok BhLict

>
<
>
oo
| of
Ral

>
=
lo
>
oo
ofM
Ral
ﬂ
B o

AMI ALE B %] 265


https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_DescribeImages.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_DescribeImages.html
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x

HIE

AMIE AH8 BX|SHHELT sHE AMIE &AM ZIX| f&LICH AMI AR AHE AMIS| A AFof CHE HIS
A& RIEELICH A4kl CiE XIE & SXIstedH AMI 2R A7 AMIE S5 F[A8toq AfA[sHok &
L|Ct.

AN|sh AL

o

« AMIE A8 SX|etedH sl AMIL| A7 Rtofof B LICH.

AMI Al K|

Ed Em A AlZHo| AMIE A8 SXIE & A&LICE Ol HAE & st2{™H AMI AR Kfo40F B L|CH

Console

S™ Imo| AMI ALE BE

1. https://console.aws.amazon.com/ec2/0l A< Amazon EC2 £ & L|C}.
2. 2I1Z EHM70|M AMI(AMIS)E MEHEELICY,

3. ZE EAEAM LY AR (Owned by me)E MEHFILICE

4.

oi2] AMIE MElisto{ B 2o 042 AMIL]

5. #d3HEnable) HQIES MEfE S AE SE ™ L AlZhS =FLICH

I8 S EME SUstH g &+ A&LICH

AWS CLI

Ed dmof AMI ALE BH

AMIE MEHSL T EFQd(Actions), AMI A& SE # 2|(Manage AMI Deprecation)& ME4SHLICEH
A

B, AFEHO| A 2R E] 24191 THE R AMI

enable-image-deprecation @2 AFSELICH AMI2| ID2F AMIE AFE SX|E Imt 2 AlZHE X|H-

gLt &= B2 22 XI™Y5tH Amazon EC27F ZE 7t& 7t 222 - gLt

deprecate-atQ| 48t XIZEE{ 10ALICH B, &5to| M M ZEE 22 HHEZ| AMIE
o
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https://console.aws.amazon.com/ec2/
https://docs.aws.amazon.com/cli/latest/reference/ec2/enable-image-deprecation.html
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= o

aws ec2 enable-image-deprecation \
--image-id ami-1234567890abcdef® \
--deprecate-at "2021-10-15T13:17:12.000Z"

of & 2t

"Return": "true"

Z|2 AIEF AlZE
LastLaunchedTime2 AMI7} QIABIAE Al2t5HE Of| 0K 2 AR E A|7|E LIEIU = EFY
EHEZ QIL|C} %20 QUABAE AIESHE O AR E M0| Qi AMIE AFE 2 SHSHHLE SEE 3H7§1|

(deregistering)st= Zd0| E&LICT.

(@ Note

« AMIE At8 3510 QIARAE A|ESHH 24 A|ZHO| XILEM AHE 0| E T ELICH

« lastLaunchedTime IO|E{E 2017 422 E 0|8 & £ U&LICH

Console
AMIQ| OFX|2H Al2F AlZH E 7|

1. https://console.aws.amazon.com/ec2/0|Al Amazon EC2 2£& LI}

2. 213 EM7|oMH AMI(AMIs)E MEHSHLC.
3. ZE EAIENM L AR (Owned by me)E MEHEHLICH
4. Z|Z AZEF A|Zt(Last launched time) ZEE =QIELICHAMI o /= =elghE MElEE A2
Mg HE (Details) B0l /). Ol ZHEol= AMIZ} QLABAE A|ZHSHE O 0K 2 ALS E
=Het AlZto] EAIE LI
AWS CLI

AMIL| OFX|2f A|Z} AfZH E 7|
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describe-image-attribute WS AS5l T --attribute lastLaunchedTime& X|HELICH O]
WS AEEe{H AMI AR KHooF g L|CH.

aws ec2 describe-image-attribute \
--image-id ami-1234567890example \
--attribute lastLaunchedTime

E3 0f Al

)

"LastLaunchedTime": {
"Value": "2022-02-10T02:03:18Z"

3,
"ImageId": "ami-1234567890example",

AE SXIE AMI HE

AMIS| ALE SE I L AIZFE B A8 SE IMER ZE AMIE ZEZE
AWS CLIE AH83t04 At SE M7 H7Hl A8 SHE ZE AMIE dBY

Console
AMIC| ALE BE It E7|

1. https://console.aws.amazon.com/ec2/0|A{ Amazon EC

2
2. 21F EM7|oMH AMI(AMIs)E MESSH = AMIE MEAEFLICE.

3. A8 BT AlZH(Deprecation time) HEE EQIELICHAMI 20 = &QlEHE MElS F2 Al
X AlZHO| EA|IELICH HETt

A

£ HE (Details) &0l /F). 0l E=0i= AMIS| AHE SE M &
ol
AA

Hlo1 Q= B2 AMIE AHE SEHEX| & LICH.

A SEHEmEE AMI ZE{Z

1. https://console.aws.amazon.com/ec2/0| Al Amazon EC2 £ & LC}.
2. |lZ EM7I0M AMI(AMIS)E MEHEHLICY,

3. ZE EAEAM | 2AF(Owned by me) EE= Z2t0[8! 0|0O|X|(Private images)& M= &FL|Ct
(ZZto|8! o|O|X|ol = AFE ARt SR El= AMISH AL AFIE AR B AMIZE ZEHE).
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= o

o

4. 74 B0l Deprecation timeS UE CHS(2AE Actel ALS BT Alth(Deprecation
time) ZE{7} LIEFE) QAAKEQF it 2 A|ZHS MEHSFLICE,

=<

AWS CLI

describe-images @& A& 501 2 E AMIE MHS= B AMI AFEXIRIX| ofL|E AMI A Kl
CIX|of et Aub7F &k &LIC

« AMI AFEXIQI B2

7|2™Mo 2, describe-images WHEE AL&3t01 ZE AMIE HYHSt= E<, AA8R7F £ 735t

x| St X|BF AF2 R BREIE A2 SXIE AMIE Aol LIEFLEX| ob&LCt 7|22k0] - -no-
include-deprecatedO|7| INE LICt AHE SX[E AMIE Z1tol| Z& 6™ --include-
deprecated It2tO|EE X[Zd5H0F & LICEH

« AMI &2RX%}QI Z2:

describe-images B2 AF85t01 2 E AMIE M= B2, A8 SXIE AMIE Z&35l04 &%
st 2 E AMIZ} ZAotol| EAIEILICH --include-deprecated LEtO/E{E R|HE 9
L|CH EE8F --no-include-deprecatedE AIE35l04 AR AL SX|E AMI
st & odA ||},

= T HAE

m°l'

111
m.u.[]]
3
>
io

AMI7}t A+ B X|El B DeprecationTime E =7} ZA1toi| & A|FLICH

® Note

A8 EXIE AMIE AL EX| ™7 272 AMIRILICH ALE SX| E®E Ol2lel dm 2

HYE 32 AMIE ot & AL BXIE[X| &2 SEf QiU

ZEAMIE dTE M AS SEHE AMIZF £

describe-images @S AF23l 1 --include-deprecated IIZIOIE{E AFE 35104 ALl AR
7b ot A BEHEI ZE AMIE ZAtof Z&EFLct.

aws ec2 describe-images \
--region us-east-1 \
--owners 123456example
--include-deprecated
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AMIS| AHE SE It HF

describe-images A& AFE35t1 AMIQ| IDE R g LCY.

--no-include-deprecated@ AMI IDE &7 X|'dstH ALE SX|E AMIZ} ZAtof| BhetElLICE

aws ec2 describe-images \
--region us-east-1 \
--image-ids ami-1234567890EXAMPLE

of & Zdut

DeprecationTime ZEO|= AMIE A8 SXISIEE HHEE M7t EAIELICE AMIE AHE &
ZETJt £30i EAIZ|X| et &L Ct.

Xt & HH5tK| b2 B DeprecationTime

"Images": [
{
"VirtualizationType": "hvm",
"Description": "Provided by Red Hat, Inc.",
"PlatformDetails": "Red Hat Enterprise Linux",
"EnaSupport": true,
"Hypervisor": '"xen",
"State": "available",
"SriovNetSupport": "simple",
"ImageId": "ami-1234567890QEXAMPLE",
"DeprecationTime": "2021-05-10T13:17:12.000Z"
"UsageOperation": "RunInstances:0010",
"BlockDeviceMappings": [
{
"DeviceName": "/dev/sdal",
"Ebs": {
"SnapshotId": "snap-111222333444aaabb",
"DeleteOnTermination": true,
"VolumeType": '"gp2",
"VolumeSize": 10,
"Encrypted": false

15
"Architecture": "x86_64",

"ImagelLocation": "123456789012/RHEL-8.0.0_HVM-20190618-x86_64-1-Hourly2-
GP2",
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"RootDeviceType": "ebs",
"OwnerId": "123456789012",
"RootDeviceName": "/dev/sdal",

"CreationDate": "2019-05-10T13:17:12.000Z",
"Public": true,
"ImageType": "machine",
"Name": "RHEL-8.0.0_HVM-20190618-x86_64-1-Hourly2-GP2"

}

]
}
AMIS| AtE BX| F4&

AbZ BT+ A|ZH(Deprecation time) ZE(24) E= describe-images
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2. {lZ EM7I0M AMI(AMIS)E MEHEHLICY,
3. EZE EAIENM L £ (Owned by me)E MEHELICH
4. AMIE MEHS T E(Actions), AMI AL &
0424 AMIE B850 0{2{ AMIC| AHE BHE &t
5. # /3l (Enable) &QIEHE MEY XI5t X% (Save)E ME
AWS CLI

AMI A2

AMIS| AFE BEH FA

disable-image-deprecation & Al

aws ec2 disable-image-deprecation \
--image-id ami-1234567890abcdef0®

off & At

2351 AMIC| IDE X|™

JefLICH.

x|
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"Return": "true"
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A3tste{™ AMIC| AR Kto{0F & L|CtH,

>
=

1
T

Lgl_l
0%
l?ﬂ
ol
X
Ir
n
=
ok
0x

AMIE H|g g3ttt CHA| g3t stedd CHS IAM Teto| R{ofof &Lt

* ec2:DisableImage

* ec2:EnablelImage
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AMI| H|E M3t

EC2 & E£&= AWS Command Line Interface(AWS CLI) AFF& 2 S35 AMIE H|EMH35HE &+ &Lt
o| MxtE £~&5t24m AMI & Koo &hLct.
Console

1. https://console.aws.amazon.com/ec2/0l A Amazon EC2 £ & LC}.

2. 1% EfAM 3ol M AMIE MEfSLICEH
3. ZE EAEAM | 27 (Owned by me)S MEAEFLICE.
4

AMIE =43t kS Shed, AMI HIZHAI5HE MEHBHLICE 3t Mol od2d Hol AMIE MEistod Hig

5. AMI H|Z A3 ZolMd AMI HIE AHSHE MEHSHLCE.

disable-image WY& AI&3t0{ AMI IDE X|™ g LCt

aws ec2 disable-image --image-id ami-1234567890abcdef®

of &

"Return": "true"

H|g MHstE AMI A
EC2 24 FF= AWS CLI AI2E E51 HIZMEIE AMIE £ 2 &L}

HIZASHE AMIE E2{H AMI A XF040F BHL|CH H|ZASIEI AMI= Z2l0|Elo 2 MEE|OE AR
Xt7t ofl AL HIEASIE AMIZE £ £ Q& LC
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https://console.aws.amazon.com/ec2/
https://docs.aws.amazon.com/cli/latest/reference/ec2/disable-image.html
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Console

Hi

utok

FESHE AMIE £ 7|

-_—

2. 2% M oM AMIE MEYELICEH

3. ZE oHolA b gE o|O|X|E MEHEfLICE

Amazon Machine Images (AMISs) info

https://console.aws.amazon.com/ec2/H| A Amazon EC2 &8 L|C}.

Disabled images & | |D, Find AMI by attribute or tag

Owned by me
v | AMIname v | AMIID

Private images

Public images

Disabled images

AWS CLI

7|12 2 describe-images BHEE2 AL& 3104 2 E AMIE dH5tE 42 HIg s E AMIE 21t
of EAIE|X| et&LICH 7|22L0]| --no-include-disabledO|7| N2 QIL|CI HIEMESIE AMIE

ZAntol Z2&5led™ --include-disabled Tt2t0O|E{E X|Z5H0F & LICEH

DE AMIE MEE [ H|EASIE AMI 25 Z 8

[e][]

describe-images HHEE AIE
S B ESHE AMIE A
&Lct.

il

aws ec2 describe-images \
--region us-east-1 \
--owners self
--include-disabled

HIg d3tE AMI2| IDE X|E KB --include-disabled& X|HstX]| &
7t ZAxtof BrrELICE.

aws ec2 describe-images \
--region us-east-1 \

tT --include-disabled Tl2t0|E{E X|&HSl0f CIE ZE AMIQ}

LICH A8 AMITH HAMSIEE - -owners selfE X|HE £=x 9

™ H|gd3HE AMI

AMI HIgH 3t
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https://console.aws.amazon.com/ec2/
https://docs.aws.amazon.com/cli/latest/reference/ec2/describe-images.html
https://docs.aws.amazon.com/cli/latest/reference/ec2/describe-images.html
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--image-ids ami-1234567890EXAMPLE

Hi

fliok

e SHEl AMIEE 44

--filters Name=state,Values=disabledE& X|H&LIC}. --include-disabledE& X|™
Sf{oF 5tm, I K| oto™ @F 7} gr st |C}

aws ec2 describe-images \
--include-disabled \
--filters Name=state,Values=disabled

£3 0f Al

State HEO|= AMI HEN7} EAIEILICH disabled= AMIZt HIE H3tE[RS S LIEFHLICH

)

"Images": [
{
"VirtualizationType": "hvm",
"Description": "Provided by Red Hat, Inc.",
"PlatformDetails": "Red Hat Enterprise Linux",
"EnaSupport": true,
"Hypervisor": '"xen",
"State": "disabled",
"SriovNetSupport": "simple",
"ImageId": "ami-1234567890QEXAMPLE",
"DeprecationTime": "2023-05-10T13:17:12.000Z"
"UsageOperation": "RunInstances:0010",
"BlockDeviceMappings": [
{
"DeviceName": "/dev/sdal",
"Ebs": {
"SnapshotId": "snap-111222333444aaabb",
"DeleteOnTermination": true,
"VolumeType": '"gp2",
"VolumeSize": 10,
"Encrypted": false

15

"Architecture": "x86_64",

"ImagelLocation": "123456789012/RHEL-8.0.0_HVM-20190618-x86_64-1-Hourly2-
GP2",

AMI H|& st 276

ok
0x
ol



Amazon Elastic Compute Cloud Linux QIAEIAZ A2
"RootDeviceType": "ebs",
"OwnerId": "123456789012",
"RootDeviceName": "/dev/sdal",
"CreationDate": "2019-05-10T13:17:12.000Z",
"Public": false,
"ImageType": "machine",
"Name": "RHEL-8.0.0_HVM-20190618-x86_64-1-Hourly2-GP2"
}
]
}
H|Z AsHEl AMI CHA| & 43)
HIZ &3t E AMIE CHA| E835HE = /&LICH O] ™MAE -&5te{ AMI 25 XHo{0F & L|Ct.
Console
HIE A3HEl AMI CHA| E A48}
1. https://console.aws.amazon.com/ec2/0|A Amazon EC2 2& & LCt
2. 2lz= ErA 2tof| A AMIE MENSHLCEH
3. EE Yool M H|gMetE o|0|X[& MEdgtL|CE.
4. AMIE MEH3H CHS &, AMI B AISHE MEHBHLICH 2] AMIE 24504 0421 AMIS
CHAl E835te = &Lt
5 AMI 243t oM E-EE MEIF LT
AWS CLI
HIE AH3HEl AMI CHA| &443)
12 AF835t0d AMI IDE X EFLICH.

enable-image @&
aws ec2 enable-image --image-id ami-1234567890abcdef®

of & At

{
"Return": "true"

g #Hof
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https://docs.aws.amazon.com/cli/latest/reference/ec2/enable-image.html
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x

Amazon Elastic Compute Cloud Linux

AM| AL AF Hat

EBS XI% AMISH Q17T A4S B 2HE 4 Q&LICH O[T 5HE KL AR 8| ot AMIE B 7|
2 S0 SHE B WAHE ASEIX| HISE ol o SHOIE S 2iaLIC AT LSS
(@]

|
Amazon EBS AHAF O} 71 0|2 EHE B ESHAA|

AMIQt QIZAEl AL Hat

HIEHAIEHE| T QI ARALO| ZEHE AEfolME AMIE ALSE 4 SiaLiT

AMI AtE E O AMIS| S8 E F[AE = JU&LICH AMIS| S5 2 FAE 0|0 M QIAEA
| %] oP7| Sl Y AMIE A8 St A2 E7FsELCH

ARE QB S AI 8 22 Al Bof MEE
AL

HARo| CHet AE2|X| H|Z0|

AMIE HElstE Ol A8 Y HA= Amazon EBS X[ QK| QIAEA AE0{ X|HQIX|of et EEkE
LICH REM[EH LHE2 AMIS| FE CIHIO|A R 28 HHE HEstAAL.

At

o 1B AL

 Amazon EBS x| AMI HE|
QUIAEIA AE0{ 7|H AMI HE|

. DFX|SH AJEF AlZH

L|

AMI
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:
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124 AME

- HHo| &AR5X| g2 AMIE S5 F 4 E = laLIch
Fa

« Amazon EC2E A& %t AWS Backup AMH el LCt. CHAl
AWS Backup2 A& 35}0q 44 ol siE =+ X|HE AN LICH REA[EH LI 2 AWS Backup
JHEERE OFLHA S| B AKX E FEFHMIR.

Amazon EBS X|& AMI &2
Amazon EBS X[ AMI2| SE & F|ASIE A, AMI MM 0HHO| M QIAEA S| EE0] CHH A=

CHEt AE2Ix| HIZO| Hl& LAELICH D2ioE A

CHS Ctolo{a ol A= Amazon EBS X[ AMIE HElst= ZZMAE EoiELICH

EBS snapshot of EBS snapshot of EBS snapshot of EBS snapshot of
root volume data volume root volume data volume

Deregister Delete the
the AMI snapshots

\ EC2 Instance / \ EC2 Instance / EC2 Instance

When you are finished with
the instance, you can
terminate it

NN
[T N .
AMI

Your AMI, its snapshots, and an
instance launched from the AMI

Ct

0jo

Hred = §HLFE AF25104 Amazon EBS X2 AMIE ME|g £ Q)& L|Ct.
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https://docs.aws.amazon.com/aws-backup/latest/devguide/deleting-backups.html
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Console

Amazon EBS X|& AMI HEZ|

mo

(o]
r
o

1. https://console.aws.amazon.com/ec2/0 M Amazon EC2 2&

2. AMI S5 F&

b. | rHolM L ARE MEhstod ALS THS B AMIE Lidst 7Lt HIZA3SHEl 0|DIx|E
=45toq Wi ASHEl AMIE LigdBtLICt

c. S22 A AMIE MstD Y IDE 7IS3H SLICH — T8 O EHOIM ARIE
Aharg & o £80| gLt

d. ZE(Actions), AMI S5 F|A(AMI Deregister)E ME{EFLICH & Q1 MA|X[7} LIEFLIEH

AMI S5 F|A(Deregister AMI)E MEAEL|C}

® Note

Z£0| S50|M AMIE XM 73t
R2dH Mz &S MEHELICH

r|r
ﬁ
gl
i,

b. AKIE AHAFS MEHSHL|CHAIE @ o] O|X EHA[OA AMI IDE E&LICH.
(@)

c. ZrY(Action), AHAF AMK(Delete snapshot)E ME{EFLICH =01 MIA|X|7F LIEFLEEE 4

NE MEdgh|Ct.

a. EMEFHOM AAEA(Instances)E ME{St F S2E QUAHAE MEAFL|C
b. QIAHA HEY, QAHAF Atel = MERFLICH &Rl HIAIKIZE LHEHLEHE 5
2fLch.

AWS CLI

ChE EHAlof ek & At&sto4 Amazon EBS X[ AMI EE|

F

AMI S5 F4&
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1. AMIS& F4&

CtZ 3t 20| deregister-image BEE At 504 AMIS| S8 F A LICH

aws ec2 deregister-image --image-id ami-12345678
2. Cf 0|4 TRsHX| ot A4k ALK

ALHAES AFFY|BHLC}.

el
rlo

delete-snapshot BEE AF&3t04 I 0|&f ER5HX| &

aws ec2 delete-snapshot --snapshot-id snap-1234567890abcdef@
3. QUAEA ZF(MEALEY

AMIO| A A|ZFEE QIAEIA R4 2FQd0| Rt 2 E|™ CHS 1 ZH0] terminate-instances WE 2 A&

5104 SHE CQIARIAE ZBEE = QU&LICH

aws ec2 terminate-instances --instance-ids i-12345678

PowerShell
CtS EAof| 2t & AF2 3104 Amazon EBS X[ AMI HE|
1. AMISE F4&

CHZ 3 20| Unregister-EC2Image cmdlet2 AF&3t0{ AMI S &2 F|ASHAM2.

Unregister-EC2Image -Imageld ami-12345678

2. O o|4 ER3tX| o2 AL AN
ChS 1 ZH0| Ak 804 Remove-EC2Snapshot cmdlet2 AF& 3104 O O|& ZR K| ot 2 A
A2 AHISHA 2

AMIO|| M A|ESE QIAEIAE tF FF A2 CFS 1 20| Remove-EC2Instance cmdlet2 AFE 5t
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https://docs.aws.amazon.com/cli/latest/reference/ec2/deregister-image.html
https://docs.aws.amazon.com/cli/latest/reference/ec2/delete-snapshot.html
https://docs.aws.amazon.com/cli/latest/reference/ec2/terminate-instances.html
https://docs.aws.amazon.com/powershell/latest/reference/items/Unregister-EC2Image.html
https://docs.aws.amazon.com/powershell/latest/reference/items/Remove-EC2Snapshot.html
https://docs.aws.amazon.com/powershell/latest/reference/items/Remove-EC2Instance.html
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Remove-EC2Instance -Instanceld i-12345678

CIAEAA AEO0{ 7|E AMI HE|

CIS Clolo{a™oME QUARHA AE0] 7B AMIE HEIStE ZEMAE Hof FLICH
YN

Bundle in $3 Bundle in 53 S3 bucket
bucket bucket

]l

@J

EH

»> — >
AMI Deregister Delete the
the AMI bundle
EC2 Instance EC2 Instance EC2 Instance
Your AMI, its bundle in Amazon When you are finished with
S3, and an instance launched them, delete the S3 bucket
from the AMI and terminate the instance

CIARA AE0] 78 AMIE EE|5tEH

1. CFS1 ZH0] deregister-image HHE AFE35t0{ AMIC| SEE FAELICH

aws ec2 deregister-image --image-id ami_id

2. CISI Z0| ec2-delete-bundle(AMI =) A& 5104 Amazon S3M|A HES A A& LIC

ec2-delete-bundle -b myawsbucket/myami -a your_access_key_id -
s your_secret_access_key -p image

CIAEIA AE 0] 7[H AMICS| SEE F A S A AMIE BHE [ Amazon S32E YZ = up o
= ¥&o| 9i&LICh Amazon S30{A{ o|2{&t +° o CHEH AFE HI 2 A& YMELIc 222 0|
o{sh ol 23 2rdo| 2t R | SHY mt e AbA|sHoF FLCt.
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3. (MEH ALE) AMIOIA A[EFBE QIAEIA B 2FQd0| Rt R &M CZ 1t 20| terminate-instances &

FE MEst0f olld AAHAE FS2E + U&LICH

4. (MEHAE) HES UZEFME Amazon S3 ! 224 2Hd0| 2t2 &
&LICt. Amazon S3 HZ!2 At A|5H242 Amazon S3 2
NE xteil 2 MEdgFLICEH

rEI
ol
ofl
&I
>N
fjo
1z
2
ne
= 4

OFx|2r AZF AlZH
LastLaunchedTime2 AMI7} QIABHIAE A|2H5HE Of| 0K 2 AR E A|7|E LIEIU = EFRIA
R Z QILICH Z|Z20 QIAEIAE AIZESHE O AF2El XM0| gl AMIE SE&8 sHAsHHLU A2 S S

=

(deprecation)st= Zd0| E&LICH

(® Note
* AMIE AL83t0{ QIARIAE A|Ef6tH 24 AlZH0] X|LEM AL Ol E T ELICH
()

« lastLaunchedTime G|O|E{E 20170 4 € EE 0|2E £ l&LIC

Console

AMI2| OFXR|2 A|ZF AlZH E 7|

mo

(o]
r
[ul

1. https://console.aws.amazon.com/ec2/0lA{ Amazon EC2 &
2. {I1FZ EHM70|M AMI(AMIs)E MEHEELICY,

3. EH EAIEAM W 2R (Owned by me)E MEAEILICE

4. Z|Z A|Z AlZH(Last launched time) EEE & QIEILICHAMI 0 Q= EQIEtE M

FII’ m

M5 2 Details) ol 2/8). 0l BEol= AMIZH IAHAE Alststs o OFX|% o2 AR E

et Alzho| EA|E LICH

AWS CLI
AMIC| OFX|2F A|EF A|ZF E 7|

describe-image-attribute B2 A#3t 0 --attribute lastLaunchedTime2 X|HgLICt O

= O
WHS MASEAT AMI 7 KHoqof B LCE.
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https://docs.aws.amazon.com/cli/latest/reference/ec2/terminate-instances.html
https://console.aws.amazon.com/ec2/
https://docs.aws.amazon.com/cli/latest/reference/ec2/describe-image-attribute.html
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aws ec2 describe-image-attribute \
--image-id ami-1234567890example \
--attribute lastLaunchedTime

3 of Al

-~

"LastLaunchedTime": {
"Value": "2022-02-10T02:03:18Z2"

iy
"ImageId": "ami-1234567890example”,

7RIS AMI S

BS X|# AMIE Z2/8 4 9l HOlE 27 752

EXIEL2 A2 AX|E Amazon EBS AEAFDLE
THo = ARXNE|7| ™ol X[HEt 77t St FXIS0 2

LICH FXISS ASE M ElAAT1 AKX =

0Q

|
|
st WAlOR BlAAE ABE £ UALICH HE 7(7H0| BRE|D Bl4A7} SHE|R| oM FXIS
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Ol BlAAT YT HOR AHEID O o4 S 4 SaLic

=
=
AAE ABSHE WIS

=

. BRSO AMI 512 9I8t Mt
- FX|S2/AMI E7|

. FXIS0IM AMI =

| —
JI2MoR ASAHE #XIS0 2l AMIZ BHE MBH0| Gi&LICH AL RV Ol2fet BlAAR At
SITS 51S512IT S 2l4A UAPI HUS ASE HEHS Hoishs IAM HRS Aok BrLIC
H

rji
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mjo
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HRO| MAEIH ALK 18 EE ol
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FXIS0 A= AMIE E1 S 5t2{H AHEXtoi|A| St 22 #Heto| QLo{oF grLCt.

* ec2:ListImagesInRecycleBin

* ec2:RestoreImageFromRecycleBin

FXIS2 AMIof CHE Ef T & ZtElsted™ ALERtol| A Ch2at 22 £t Heto| 2L
 ec2:CreateTags

* ec2:DeleteTags

EX8 2L ME5t24™ A Kol H ec2:DescribeTags Heto| e gL|Ct

rlo
o

AL IAM HAIL|CH o47]|ofl= 2& ALEXtol CHEt ec2:DescribeTags TEH0| Z & E[H Ef
I8t ec2:CreateTags 2! ec2:DeleteTags H&to| ZEHELICH HEto| E3EHX| b2
oM HEtE MHE = UA&LICH

>
.
12 mlm

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"ec2:ListImagesInRecycleBin",

ec2:RestoreImageFromRecycleBin"
1,
"Resource": "*"

3,

{
"Effect": "Allow",

"Action": [
"ec2:CreateTags",

ec2:DeleteTags",

"ec2:DescribeTags"

1,

"Resource": "arn:aws:ec2:Region::image/*"
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« AWS IAM Identity Center@| AL X X I &:

3t HIES MAISHLICH AWS IAM Identity Center AFR ATA{Q| H3t HE AiAMo| X|ZS 2 Al
A2,

. ID 22XE S35l IAMO|M B E|E/= AFR R}
ID HCIB(0IME I3t A2t WHHLICH IAM A8 HBMO| ME mHE| it 5 SSRtof A ot

« IAM ALE X}
NSRS 4 s S MALICH IAM ALS ATAMOIM IAM ALEREO] 248 M430] X|H

2 24N 2.

« (HEEIR L) HAS ASKIOI B QAL ALSRHE ALSAF B0l FIFELICE IAM A}
8 MMl AL RHE &)0ll #st 27t XIZS 2 HAIR.

FXISS ASoHe O WS Metol CHE RHMIE LISS £XIS U EE T 1S 9I8 Mt MM
g AzstML

AMI7} 5 XS0 Rl Set ChE0 Z2 MEE AMI B2 E = + U&LCL

- AMI2| 0|, MH L 1R ID

« AMIZ} AR E|D F XS0l E0izh Mt A AlZh

- EE 7|zto| 2= El= I & A[ZHLITH olmf AMI=E YT Mo =2 AXEU

Hol-

ol
1]
>
ofo
ob
A
Job
A
Ofm
1o
>
=
i
MU
1>
z0
>
r
n

Ct hLt

0jo
It

=
S
Recycle Bin console

tod X529 AMI £7|

rH
ol

&2 A8

1. console.aws.amazon.com/rbin/home/0AM EX|& 248 YL|Ct.

2. EM 30l M Recycle Bin(FX|S)2 ME{EFLIC.

3. Z|l=ole #x £X|50f YEsE BE 2|AAT} LHEELICH EX AMIO CHEH ME MEE &0l
stedd 22|20l M sHE AMIE MESSH CHS XHd(Actions), MIE ME E7|(View details)E M
EH oI-|__|[_-_|.
= .

EXISHMHAMI EF 286


https://docs.aws.amazon.com/singlesignon/latest/userguide/howtocreatepermissionset.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-idp.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-idp.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-user.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users_change-permissions.html#users_change_permissions-add-console
https://console.aws.amazon.com/rbin/home/
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AWS CLI

AWS CLIE AtE3dto{ FX[S2| AfX|E AMI £ 7|

Iist-images-in-recycle-bin AWS CLI BHE2 AFEELICH Y AMIE E24™ --image-
0|

id Mg

=
zetslT EedE AMICQ| IDE K| ghL|ct. Bl @&of %|CH 20742] IDE X|&He £ Q)& L|Ct.

FXIS2 EE AMIE E2i™M --image-id SMS MEFEFLICH --max-itemsOll CHEt 242 X|'H 3t
x| otomH Hade 7| 2xo 2 H0|X|Z 1,000712 &= Ht 2 Amazon EC2

hefLich RtAMEH LHE
o

API Reference(Amazon EC2 API Bi|IT{Z A) 9| Pagination(H| 0| X|H[0|4) & F = 5HMIR.

$ aws ec2 list-images-in-recycle-bin --image-id ami_id

o2 S0{CI2 HI2 FX|E0] Q= AMI ami-01234567890abcdef ol Ciet HEE

$ aws ec2 list-images-in-recycle-bin --image-id ami-01234567890abcdef

=2 of A

{
"Images": [
{
"Imageld": "ami-0f740206c743d75df",
"Name": "My AL2 AMI",
"Description": "My Amazon Linux 2 AMI",
"RecycleBinEnterTime": "2021-11-26T21:04:50+00:00",
"RecycleBinExitTime": "2022-03-06T21:04:50+00:00"
}
]
}
/A Important
CtE 2771 LlstH AWS CLI HTE YO[o|Edfof & &= JU&LICH RtMEH LS
S HE TS 2RE AZTTAML.

2E|E.=|
- OO

aws.exe: error: argument operation: Invalid choice, valid choices are:
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https://docs.aws.amazon.com/cli/latest/reference/ec2/list-images-in-recycle-bin.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/Query-Requests.html#api-pagination
https://docs.aws.amazon.com/cli/latest/userguide/cli-chap-troubleshooting.html#tshoot-install-not-found
https://docs.aws.amazon.com/cli/latest/userguide/cli-chap-troubleshooting.html#tshoot-install-not-found
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E XS0 AMI SH

SoHolE AMIE AH8E = Sl&LICH AMIE AHEstEdT HX Sastiok gfLict
T Ao FXIS0IM AMIZE MAHELICH AEe| CHE
8¢ & A&LIcH

AMIZH F XS0l U=
FXISHM AMIE S26tH AMIE SA| AT
AMIE AH83HE ZiTh SYEH YAlo2 SE AMIE A

CHS &Y & stLEE A8 dto] FXISHM AMIE SHE &+ A&LICH

0jo

Recycle Bin console

0

y

ﬁ

ZE£E A8t FXIS0|M AMI 5

-

console.aws.amazon.com/rbin/home/0| M §X|E 24 HuLCt.

=M 20 M Recycle Bin(£X|85)2 MEIELIC

3. OZ|EoE #HXl XS0 Y ZE B|AATF LHLEL|CH SHE AMIE MEHSIT 532
(Recover)& MEHEILICY

4. MAIX|7} LIEILFH ST (Recover)E MEHEFLICH

N

AWS CLI
AWS CLIE AI83t0d FX[S0AM AXE AMI S

restore-image-from-recycle-bin AWS CLI &2 AL & LICH --image-ido| CH3H S HE AMICQ]|
IDE R|'E&LCt.

$ aws ec2 restore-image-from-recycle-bin --image-id ami_id
0E E0{ClS HH2 FXIS0M AMI ami-01234567890abcdefE S ErLILCE.

$ aws ec2 restore-image-from-recycle-bin --image-id ami-01234567890abcdef

CLI TS HTIO|E 30k & 4= RlesLich RAIEH LIS 2 B
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https://console.aws.amazon.com/rbin/home/
https://docs.aws.amazon.com/cli/latest/reference/ec2/restore-image-from-recycle-bin.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-chap-troubleshooting.html#tshoot-install-not-found
https://docs.aws.amazon.com/cli/latest/userguide/cli-chap-troubleshooting.html#tshoot-install-not-found
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aws.exe: error: argument operation: Invalid choice, valid choices are:

EBS-backed AMI =& F7| X} S35}
Amazon Data Lifecycle ManagerE A2 3104 Amazon EBS X[ AMIQ} T 3HE #HQd A AFO| A
M EE SAANE FH LU SE FAE ASEE = U&LICH RHMIEF LH& 2 Amazon Data Lifecycle

Manager EHHE HESHAAIR

EBS-backed AMIOA & 535 Al

Amazon EBS AHAFO| X|2E B = AMIO|A = Amazon EBS &5 312 & 8% £ QI&LICH IO 8
EN RE EE DFO| AHARES S35t AMIO| @1Z2E £ Q&LICH ™A EBS & 53 X|HEe &
L x 0

|[EiE AWS

off QIABIAE AlEfst 1 O|O|KIE ALY & Q&LICH Ol2HE Xrds Qe 53 ot
S o

& S 3HE EBS E50| = EC2 QIAHAE OHE O_IAEdasar St weo 2 AMIsOIlA A|EHE LICH
C () AF

e A3 3HE|X| §f2 EBS 2H 40| X[ St= AMIOIM QIABIAE AZME M AlZtStE St T =
5ol YF E= MAME A5t + U&LICH

EBS &1 OHEHILRIZ AMIQ| A 9&8 7|12 AWS KMS key EE= X[8eh 14 228 7|2 =5t
MS Z|of| Chet A& #HEto| R{o{oF & LCt.

HAE0| U= AMIE AWS A 7ol S/E + AELICH RHAMEH LIE2 S/ AMI MM S

EBS K| AMIE &&t 2535 FA
Xt

o OIAEIA A|ZF AlLIE2|2

 OlOIX| SAt AlLtE|2

Amazon EC2&= RunInstances 21t 25 C|HtO|A OHEE Sl MSE mtzt0|EE AFE 504 AMI
ol A A[ZHEILICE. AWS Management Console2 At& &t 7{Lt Amazon EC2 APl EE&= CLIE & At
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¥ 4 aLch B ClutolA DhZof CHEH RHMEH LIS S 25 ClHolA OHE B2 A Z ML
AWS CLIOIM 5 ClHho|A HEE Kofsts oiRls ARl == S EC2 QIARIA Z2 CHlg

2f 53 mtetOEE U2Istod, QARAE A[RStE SAlof At 250 M 2538 4EIE MEE =

A&LICH AntMo =z ChZo| S50l & ELICH

et =3t mato|E g10] A%

- AEEITIEMoE HYSEIX| A2 TR, HESEX| A2 AHMNO| AESEX| A2 EESE
SHELLCH o|H B2 M2 YHE 2E 2&0| &=3tELUCt

- ARE ASSE AHMN2 SUE KMS 7|(9)E 2E3E EECE SRELLC

- AREK| A2 ASEE AHLO SF AMN2 AWS HHO| 7|2 KMS 7|12 53kl =ECR
SELUCH

ot %3t D12t OIEIE U215t0d 7|= SaS MEOIE £ 9
= 5

2
= =
3! KmsKeyIdILICH Encrypted Tt2tO|EEH MYEE d< 1 A1t

EncryptedO|(7t) MM EIAXIPt KmsKeyIdO|(7t) X|HE|X| o2 BRO| QIARA AR S&

o
Fol
l'oj
m
A

o
o
>

(o

A2 AWS HHe| 7|2 KMS 7|12 &3 5te|= EBS 2822 SRELUC
=2

. AR YBEE AL SUHKVS ()2 ¢ 55HE EBS EEOZ
0 =

= 2 0H7F el&LIch)

i
o
i,
-
Inl
I
-
3
@]
H
<
©
+
D
o

Encrypted % KmsKeyId I2tOIEIE 2F MAHSH 2535t 2Hdof sl 7|2 0] ot KMS 712(8)
X|HE 4 QaLich Zote o S5 Zauc
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/block-device-mapping-concepts.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-services-ec2-instances.html

Amazon Elastic Compute Cloud Linux QIAEAZ AL MEM

- LSSHEI AL HE ol KMS Z(0[(71) ot et XI™E KMS 7|(2)2 ¥ S 3E EBS EESE =S¢
C

KmsKeyId Tt2IO|E{E MAS K| &t T EncryptedS(E) ME5tH @77} ghMstL|Ct

MMMz Z[20| otl & =35} TietO|EE AFE 510 AMIOIA QIABIAE AlRSHE OAIE 2
LIC} o|248t ZtZto| A|LFE|20| M RunInstances &dof =234l mi2tO|E{of o|al AL AFo]|
g S¢5le S0 &5t HEjo| HHE0| REFE LICH

=t
=

&35t04 AMIOIA QIABIAE AlZfstE Lol CHEr REMIEE LIS 2 QIAEIA AR MM

fljo

AE B0l 25 =3

O| oAl L E S| X| ot 2 ALHAFO| X|REtE AMIE & 53 E EBS 258 S8 EC2 QIAEA
A|—| ©° L '” A|'?>'EI=II—|I-—-|'

Al ECY instance
__________ ~ ~
= | RunInstances | “—v¥
— A
: ERS - Ir—i" Parameters: N EBS
: (root) | * Encrypted (root)
| shapshot : * KmskeylD volume
| | [optional)
M e e e / kS S

{optional)

Encrypted m2tO|E{EF AL 5t O] QIAEIA Ol 2&0| ¥ 5 3HEILICH KmsKeyId mHEtO|E{E AMEY
SZULICH KMS 7| IDE XIHs5X| &2 B2 282 235 8l= ol AWS AHHL| 7|2 KMS 717 A&
ElLICH ARE CHE KMS 7[(Q)2 AHES &35 msKeyId mt2t0/E{E =3gL|ct.

= ol

X|¢5t=E AMIE M KMS 7|(2)2 ¢S 3tE EBS 282 S5l EC2 ¢
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Al ECZ instance
T
- — Runlnstances —_— pr—
: (root) - Parameters: > (root)
|
| snapshot E ‘ Emrgpt'lag mlume
[ ®  Kmskey
M _____ N ,r:f“

F{E-Encrypted to
provided CRK

>
§
i

I.

40

rok
0%
o
2
X
o2
ol
l?ﬂ
_|'T‘l

CHOIEE =stR| 2 42, dut QAHAE ST
st KMS 9|(O)§ g 3lEl 252 #7 ELICH AMIE £AR36HK &5 5t 2

MS Z7|(2)2 &=3tELct JdEE R =3 nfeto|eE LHE 4
FEILICE

01

[T

T

2
i
0>|
-
A
<
(/)
B
Hu
Qe =
AN
ol

Ol . S &t ol Aol M o4 ARHSFO (7] RIMZQl =8 A EHE S5H) X[t AMI= M2 2%
515 EED K255 E RS 55 EC2 QIABIAE ARatE ol ALRE LI
Al ECZ Instance
L S 4 a— A
I EBS #1
' EBS #1 RunInstances (roct)
' (root)
: snap shat Parameters: volume
: o — \
! mshey EBS #1
| EBS #2 s  Encrypted #2 d
| ldata) * KmsKeylD#2 (data)
| snapshot volume
N Y,
—
Re-encrypted to Encrypted to
provided CIME #2 provided CRK #1
= =
ChAK #1 CrAK #2

O| AlLF2|20 M RunInstances 20l = HE AHAF ZHZbol CHEF & S 31 mh2t0|E{7F =3 E LIt
DE JtsE 55t netOleHE XI'E5tH, 2t QIAEAE AMI O{2 ot Agteio] S UFLICEH
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OlO|X| | At AlLIE|2

ol

A

0

Amazon EC2 AMIE CopyImage X2 Al&38t0{ S AHEILICE. AWS Management Console2 S5t 74
Lt Amazon EC2 API EE= CLIE ZH At& & = &Lt

ZIEMez BAIMR ef 55t mieto|E 7t 9l B9 CopyImage X U2 SAH S0l AMI HE &AHK
O| 7|E &53 &H | 2f &5t mtEtO|E & 245104, AMIZ(E) SASHE SAlo| HAZE
EBS &40 M 255 HEHE MEEY +x U&LICH AWMz ChZo| S&o| 2HEELICH

ef =3l mEt0|E| gio| S A

« SV 7IBMo R SRR A2 B2, A SSEX| A2 AHAFO| EECHE S SHEXR| 2 A
HAFO 2 SAHEILICE O|H B ME MME BE AUHAO| &S SHELICE

« ARE ASEEI AN SUEKMS 7|(2)2 S5 EHE ARAO R SAFELIC

« ARSHR| U2 ASSHE AHA(E, 37 AMN2 AWS H Ol 7|2 KMS 7|2 &3 35tE|l= AMHAF S
2 SALEILICE

ot S 3l oEtO|E{E l=d5tod O|zEt 2 E 7|8 SE 2 MY E &= &t A 7tsEt mietolEHE
Encrypted % KmsKeyId®IL|Ct Encrypted TtEHO|E{BF MHE A2 O Aut= chsot 24U ot

EncryptedO|(7}) HHEIIXIBF KmsKeyIdO|(7t) XIHE[X| §f2 A< 2| o|O|X| AL SE

- FEEHE|X| E2 AEHA2 AWS AE Ol 7|2 KMS 7|2 f Z5tEl Ao 2= SAHELICH
- HESE LAHNE SYEKMS 7|(2)2 HESHE AN SR SAHELIL (F, Encrypted Ttet0l
EE obF&d 21bt glguct)
o2 &S stEl A, S/ AMI2 AWS 74| 19| 7|E KMS 7|12 ¢=3ttl= EECE

Encrypted & KmsKeyId Zt2tO/EHE ZF HYstH =3t 2ol CisH 2 2r2[E KMS 7I2(8)

XE8E + A&LCH ZAnte OfS S Z&Loh

Encrypted®t () KmsKeyIdO|(7}) 25 MHE Z< 0| o|0O|X| SAL S
o ASFE|X| o2 AHAR XIHEIKMS 7/(2)2 A5 5HE AsFo 2 SALELICH
- ASSE AL HE|o| KMS Z[(0])7t otL|Et XI'HE KMS 7|(2)2 &5 5HEl AHACE SALE
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KmsKeyId t2ZtO/E{E MH35HX| &1 Encrypted2(E) MS5tH 7 7 grdgh|ct.

CtE MMolMHe= 7[20] otl =3t 2t O|EHE AHE5H01 AMIE S ALSH0] 2535 2 Efof B4ZE0| &
2 E|= ol AlE M3 gLC.

& A0 CHEE REM|EE R|RI2 AMI EAF MME 2 XEHM| 2.
EA S0 53 K| et2 o|0|X| & 53

Ol AlL}ZIRUIMHE YSSIE|X| 2 RE AHAO R X|RHE|E AMIZE S S 3HEI FE AHAFO| QlE

o = = =Py
AMIZ SAHEILICH CopyImage X2 1 2r2ld 7|& L& etod 2719 & 53t utetOIEE ALS st
o1 S EELICH [M2tM RE ARiMFO| 23 &ElT HEE2 2 T AMIE &4 AN S8 O
O|HHE Z&ste FE A0 ofs] X|HZIXIEF X|HE 7|1E AEstod 453 E!I—IEP. = AMI 252
Ak CHE AEE|X| HIS T Zf AMIOIM AR E|= QIARIAO| CHEF HIEO| e lEfLICH

(® Note

encryption by defaultf(& 23} 7|2 X3)E &d35tste A2 AMIOIM 2E A &F0d| CHSH
Encrypted II2t0|EE trueE Mste Aot s LSt 0t E 7HELICH

source AR Copy of source AR
__________ "y Ty
_— | Copylmage — I
— | 1

| . |
EES s ' Parameters: EES I
I ) | 1
: (raot) . ® Encrypted [ % (roat) "
| snapshot : » * KmskeylD : snapshot :
| | (optional) I !
M .-" N 4

KMS kay
(optional)

Encrypted Tt2t0|E{E M5t Of QIAE A CHEF EFY AHAFO| & S SHEILICEH KmsKeyId T2t
O/E{E X|H3HR| oto™ AHAF 2ALES 25 3t6tE O 7|18 12 #2ld 7174 AFSELCH
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0

® Note
ofe] A4 Z O|0IKIE HAISHT 2t 0l0|X|l =3t AEIE HEHoR THY 45 U
L|Ct.

Amazon EventBridgeE Al&35+04 AMI O|HIE & L|E{Z

Amazon Machine Image(AMI)2| & Ef7} B4ZE =T Amazon EC2= Amazon EventBridge(0|%12]
Amazon CloudWatch Events)E ™& k= O|HIEE MdeL|Ct. Amazon EventBridgeE At&35t04 Of
et O|HEE ZX[st CHSE &= JU&LICtH OI'?i'E of gt SE 22 2 EE|7{3H= EventBridge
oM #EIZ2 4+d5to] O|E =AELICH & E0{ AMI M Z2MAT 2 EE A|HE T X|EHCHE
Amazon SNS FHM|E = &35+04 ALEAF0I|A| OIEHIOI ol 2|2 F& 5= EventBridge 7212 MAIE 4= Q)
&LICt.

ok

AMI7} Ct= MEN7F £/ Amazon EC2E O|HIEE AMAMsHL|C}

« available

« failed

* deregistered
* disabled

ol

CHS Zoll= AMI 40 AMIL| 7tS B SEH7H LEAE|o] QI&LICH EoM oll= sliiE % 4o &
AMI2| 7t5E &ENE LIEFHLICH

=)

0

AMI Erd available failed deregistered disabled
Copylmage o of
Createlmage of of
CreateRes of| of

torelmageTask
Deregisterimage of

Disablelmage o
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AMI EF available failed deregistered disabled
Enablelmage o
Registerlmage of of

A
« AMI O|HIE

« Amazon EventBridge T#2] A

AMI O|HIE

Ll 7k x| EC2 AMI State Change O|HIE::
- available
« failed

* deregistered
» disabled

O|HIEE= JSON &4|9| 7|2 EventBridge O|HE HAZ M&SELICH

"source": "aws.ec2"

Amazon EC20{ M Al El O|HEE AlELICTH

"detail-type": "EC2 AMI State Change"

O|HIE O|F& AlZgfLICt
{

"detail": "ImageId": "ami-0123456789example", "State": "available", }

ClS MEE XMZ¢&Lct
« AMIID - E&H AMIE FZ15}E4

- AMIS| & El{(available, failed, deregistered EE& disabled).

52

rr
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available

CI=22 CreateImage, CopyImage, RegisterImage, CreateRestoreImageTask E&=
EnableImage 40| &4& 8 & AMI7} available #Ef7} E ] Amazon EC27} 4435t
of Lt

rir F
(@)
E
m
lo

"State": "available" 0| M3FMSES LIEFHLICT

"version": "Q",

"id": "example-9f07-51db-246b-d8b8441bcdf@",
"detail-type": "EC2 AMI State Change",
"source": "aws.ec2",

"account": "012345678901",

"time": "yyyy-mm-ddThh:mm:ssz",

"region": "us-east-1",
"resources": ["arn:aws:ec2:us-east-1::image/ami-0123456789%example"],
"detail": {

"RequestId": "example-9dcc-40a6-aa77-7ce457d5442b",
"ImageId": "ami-0123456789example”,

"State": "available",

"ErrorMessage": ""

2 CreatelImage, CopyImage, RegisterImage == CreateRestoreImageTask Zi0| A
= AMI7} failed &EN7F E I Amazon EC27F MA45tE O[HE o| of L|C}.

.I.

Ol T s g MEE N2 e

« "State": "failed" - & jo| AU S E LIEFHLICEH
- "ErrorMessage": "" - &It ZQi0| O|RE NI EFLICH
{
"version": "Q",

"id": "example-9f07-51db-246b-d8b8441bcdf0Q",
"detail-type": "EC2 AMI State Change",
"source": "aws.ec2",
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"account": "012345678901",
"time": "yyyy-mm-ddThh:mm:ssZ",

"region": "us-east-1",
"resources": ["arn:aws:ec2:us-east-1::image/ami-0123456789example"],
"detail": {

"RequestId": "example-9dcc-40a6-aa77-7ce457d5442b",
"ImageId": "ami-0123456789example”,

"State": "failed",

"ErrorMessage": "Description of failure"

deregistered

CH2 2 DeregisterImage 40| 438t & AMIZ} deregistered &Ei7t E [ Amazon EC27}
M5t= O|HIE S| of LICt %fd0| Alufst O|HIET MHE|X| i &LICt DeregisterImages &
7| Zol7| MEol 2E A= FA| {FL(ct

"State": "deregistered"E DeregisterImage 20| MEMSS LIEFHLICH

{
"version": "Q",
"id": "example-9f07-51db-246b-d8b8441bcdfQ",
"detail-type": "EC2 AMI State Change",
"source": "aws.ec2",
"account": "012345678901",
"time": "yyyy-mm-ddThh:mm:ssz",
"region": "us-east-1",
"resources": ["arn:aws:ec2:us-east-1::image/ami-0123456789example"],
"detail": {
"RequestId": "example-9dcc-40a6-aa77-7ce457d5442b",
"ImageId": "ami-0123456789example”,
"State": "deregistered",
"ErrorMessage": ""
}
}
disabled
CH22 DisableImage 20| 438 & AMIZ} disabled & EH7} E [ Amazon EC27} 4433t Ol
HIE of of 2IL|Ct. ZFdo| At O|HET} M E[X| et &LICt DisableImages S71 2 40|7]
20| ZE Amls FA| gedELCH
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"State": "disabled"E DisableImage %f%i0| M3 S S LIEFALICEH

"version": "Q",

"id": "example-9f07-51db-246b-d8b8441bcdf0",
"detail-type": "EC2 AMI State Change",
"source": "aws.ec2",

"account": "012345678901",

"time": "yyyy-mm-ddThh:mm:ssZ",

"region": "us-east-1",
"resources": ["arn:aws:ec2:us-east-1::image/ami-0123456789example"],
"detail": {

"RequestId": "example-9dcc-40a6-aa77-7ce457d5442b",
"ImageId": "ami-0123456789example",

"State": "disabled",

"ErrorMessage": ""

"source": "aws.ec2”

Amazon EC20{| A A|ZHEl O|HIEE AlBdEhL|C
"detail-type": "EC2 AMI State Change"
O|HIE O|§& AlgfLCt

"detail": { "ImageId": "ami-0123456789example", "State": "available", }

« AMIID - 53 AMIE FX35tE{Es B2

« AMIS| & El{(available, failed, deregistered =& disabled).
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https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-event-patterns.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-events.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-rules.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-targets.html
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of: 222 ELHE EventBridge T+2! A4

AR 2O Z &tFEl £ AMIZ} available HENY [ O|H|E, &
N, EHIAIXI = DHFY FA| 2212 ELHE EventBridge 212 MdgLICtH

EventBridge 722 45t 7| ©™of O|HIY, EAt HIAIX| EE= 2HIY FA| €20 CHEt Amazon SNS
=x|= MAsoF & L|CH

AMI7} M E[T available #E{Y [ &3S ELH= EventBridge T3]

1. https://console.aws.amazon.com/events/0l|A{ Amazon EventBridge 2£ & LI}
2. [T= M(Create rule)|2 MEHEFL|C.

3. TEA

o
B HE H9|(Define rule detail)oll CH3H CHS S &5 AAIL:

=
b. O|HE H{A(Event bus)oilM 7|EZf(default)

2 7t O|HIEE
Mot el A-Eol 7|2 O[HIE HA R O|SELICH
c. 2| E}2J(Rule type)ollAM O|HIE mHE10| Q= T E!|(Rule with an event pattern)2 A A48t L
CH.
d. CtSS ME{gLCH
4, O|HIE m& &= (Build event pattern)0il M CIS & &5 AAL
a. O[HE AA(Eventsource)0l X AWS O|HIE = EventBridge I+EL{ O|HIEE MEHEFL|C,
b. O|HIE D& (Event pattern)2| 2 0| ofoi A= AMIZ} available AE{7} E M MAMElE 2
£ EC2 AMI State Change O|HE®} UX|5tIE S CIS O[HE mHEHE X|HELIC.
{

"source": ["aws.ec2"],
"detail-type": ["EC2 AMI State Change"],
"detail": {"State": ["available"]}

}

H|

—

o
e

&S F7tste{™ CtSot 20| O|HIE THE FAl(Event pattern form)2 4145104 &
A& 3HHLE AFE A | THEH(JSON H &7 |)(Custom pattern (JSON editor))2 A4 5}

A o
TRt iEE XEY & JA&LICH

E
=1 K=1
=

Mkl

o
-
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i. HEIESE AI8stod O|HIE mEHE ddsteiH S S st L.

O|HE mHEd & Al(Event pattern form)2 ME{EFL|CE,
O|HIE A A (Event source)0ll A AWS MH|A(services)E MEAELICE

A
B
C. AWS MH|A( Service)HlA EC2E MEHELICE.
D

O|HE 2% (Event type)oll A EC2 AMI A EH $#4Z4(EC2 AMI State Change)2 AE4 gt
L|C}.

E. EEZ32 A%t XIE5ted™ HE HE(Edit pattern)2 =45t 1 0| A| O|HIE {1}
Ut & HEELICH

AEX Mol THE(JSON HEZ()S MEfgrL|ct.

A
B. O|HIE m{&(Event pattern) & Atoi| A O] of|Al2| O|HIE TfEAE F7}gfLICt.
=)
=

5. LCH4& MEH(Select target(s)) A CHS S =~ LICH

-

a. CHA R&(Target types)oll M AWS AH|A(service) S MEHEFLICY,
A

o
& AEH(Select a target) 0l A SNS FA|(SNS topic)E MEH5I04 O|HIE T} gh e mf o|HlY
ZAF HAIR| E= DHY FA| 22 EL{ES ot

=
I

c. [FHM(Topic)lHlM ZI&E FHNE MEEILICH B1X{ Amazon SNS 2& 2 AL&35t04 Amazon
SNS F=X|E MdsHok gFLCt. RFM|EH LI 2 Amazon Simple Notification Service 7H& X} oF
LMol A A2P(Application-to-Person) HIA[Z0 Amazon SNS AHE & & Z5HMIR.

d. (MEH AHE) F7F M (Additional settings)0ll A MEHAMO 2 FI7I MHE F+4E = JU&LICH
KEM|8H M>H2 Amazon EventBridge AF& A} 740|=.2] Creating Amazon EventBridge rules
that react to events(O|HE 0] & 5= Amazon EventBridge T#=! M4)(16EHA)E & = 5tAl

[0

&) EiT1(Tags)oll A MEfR{o 2 5t 0|4bo| Ej1E &0 #T5HT CHE(Next)S A=Y

a. TEOl MR MEE HEstn Eeol uah e
o
=
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https://docs.aws.amazon.com/sns/latest/dg/sns-user-notifications.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-create-rule.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-create-rule.html
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KEMIEH LH& 2 Amazon EventBridge AH& MEMO| CHS FANE XM 2.

« Amazon EventBridge O|H E

« Amazon EventBridge O|HI E 1|

« Amazon EventBridge 7%=

Lambda &+& M4A435l1, Lambda & +& 43S = EventBridge 212 MM5HE ol CHE A& A
= AWS Lambda 7Hgt A} LM O M RF& AM: EventBridgeE AFE 5104 Amazon EC2 QIAEIA Of ArEY

24 & olst

>

Ct<=2| Amazon Machine Image(AMI) Z oA MEHSI0] QIAEIAE A|ZHE £ QI&L|CH AMIS CHFst

2A AMA EHE L 7|52 KIELICH QUABAE AEFE m MEIEH AMIZE 2 AWS ZH| = Hof

Ozl IS |3H0FE4E"| o 2L AN EHE L AX CEE ZASHH ELUCH 2C|MHE E= A

T QIABIAE AIEFStHLE of|2F QIARAE Fofstr| Hof O] 2P E sAsHM L.

ChE2 AMIE O|2| ZALstE Z[ol Eeol 7t ME st AMIE MEist= O] o =&0| E[=X[ 2oiF

= 5 7FX] of LCh

« ATHOIAEIAO| AR AMIQ| [EEHE ME HE (Platform details)|& AF&3504 1T AMIZF AT Q1A
A0l CHell X|HEl=X] & elg = U&LICH

- o QIARHAE FOi5tE AR AMIS| [E3E MF HE (Platform details)]ofl HE = 2F A &
HE(EHE(Platform))2 MEHE £ U&LICH

ro
|>
rm
|>
0]

20o] CHet REAIEH LI 2 Amazon EC2 222 & X 5HAIL2.

At

ﬁ

AMI ZXN HE EE
« AMI ZX 2 ALS MIE SE 37|
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= o

2H
A~

Mkl
i

N& EHE

AMICS| ZA| ZEQt AAE EHE MT HEQLICE 0d: Red Hat Enterprise Linux
A B

AMI2} 244 El Amazon EC2 QIAEIA 9l 74X F = 0| Xk Q|L|C} of: RunInstances: 0010 [At
& ZfY(Usage operation)]2 AWS H|E & AL ETM(CUR) & AWS 77 S5 API2] lineitem/
Operation 01| sH& & L|C}.

Amazon EC2 24 9|
Bto|= EoiA o|{st

A = AMI HO|X|Lt describe-images &= Get-EC2Image WM gt

[ES
HEE = & UELoh

rok ro

o
El
a
-T
[oX
(0]
(72}
(@)
=,
(o
(0]
3
Q
(o]
CD

CI2 Z0{= Amazon EC2 2£9| QIAEA EE= AMI I| s & Get-
C @]

EC2Image BH0|M EretEl SEO| ZAIE & Us E3E MTF HE AAS &Y 2Lof Liet A&LICE

SE MNE ¥E AL Bhd+
Linux/UNIX Runlnstances

Red Hat BYOL Linux Runlnstances:00g0
Red Hat Enterprise Linux Runinstances:0010
Red Hat Enterprise Linux with HA Runinstances:1010

Red Hat Enterprise Linux(SQL Server Standard  RunlInstances:1014
L HA Z &)

Red Hat Enterprise Linux(SQL Server Enterpris  Runlnstances:1110
e 2 HA X&)

Runlnstances:0014
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Linux

Mkl
U
Ot

M&E EE

Py

ed Hat Enterprise Linux(SQL Server Standard

e
o

Red Hat Enterprise Linux(SQL Server Web i

=)

Red Hat Enterprise Linux(SQL Server Enterpris
e L)

SQL Server Enterprise

SQL Server Standard

SQL Server Web

SUSE Linux

Ubuntu Pro

Windows

Windows BYOL

SQL Server Enterprise7} A x|El Windows *

SQL Server Standard7} A x|=! Windows *

SQL Server WebO| A x|E Windows *

Runlnstances:0210

Runlnstances:0110

Runlnstances:0100

Runlnstances:0004

Runlnstances:0200

Runinstances:000g

Runinstances:00g0

Runlnstances:0002

Runlnstances:0800

Runlinstances:0102

Runlnstances:0006

Runlinstances:0202

1z}
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co 25 EA|ELICH

1]
FH

*AMIO = THo| AZ EQfof EfO[MAT HAE 2 EHE MF HE

2 YA BT M9 lineitem/Operation
&LICtH o€ E04, lineitem/Operationd
74
o
A

o AT QIABIAE ME 5O B AWS
0{7|0f Lt&EE AHET &Y

RunInstances:0010:5V0060
04X Red Hat Enterprise Linux &% Q1A

2 Amazon EC27} O|=2 S8 (H{X|L|oh)e| VPC ¥ #6
|7|-<> AIoH |._|_ MI'— 7—|0I|_||_—_|.

AMI X L AL M8 "HE & 7|

Amazon EC2 £ 9| [AMI] HIO|X| =& [2IAEI A(Instances)] HO| XM AMI ZX HEE £ 5+ A&
LICH AWS CLI E£= QIARIA MEIC|O|E| MH|AE AHE6to AN HEE ¥ 2 =& /U&Lich

M

chee MTAel AMI 228 #olste o £8o| £ls BeelLt

- EUE MR Y
. A T
« AMI'ID

AMI ZX HE 7|2

g

)
Amazon EC2 2&0|M AMI ZX| HEE Ee{Hd Cl S BHE &g ct.
[AMI] T O| X |ofl A AMI ZAX| HE = 3|

1. https://console.aws.amazon.com/ec2/0| Al Amazon EC2 £ & LC}.

2. EMEFMAMIE B OHS AMIE MEIENLICH

3. MF HE "olM SHE HMF HE L ALS Z ol CHEr 2t 2 #f el

[QIAEIA(Instances)] H O| X0 AMI ZX| HE = 3|

1. https://console.aws.amazon.com/ec2/0| Al Amazon EC2 £ & LC}.

2. EMM Xof| A QIAEIAE MEHSH OIS QIAEIAE MEHASH |C}.

3. [M% HE (Details)] (== O™ HMCO| 2&2 AI83l= B [&Y(Description)] B)0i|l M [Z3H
Z MIF HE (Platform details)] ! [AF& E](Usage operation)]oll CHEF gt 2 & QIgtLICt
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https://docs.aws.amazon.com/cur/latest/userguide/Lineitem-columns.html#Lineitem-details-O-Operation
https://docs.aws.amazon.com/cur/latest/userguide/Lineitem-columns.html#Lineitem-details-O-Operation
https://console.aws.amazon.com/ec2/
https://console.aws.amazon.com/ec2/

Amazon Elastic Compute Cloud Linux QIAEHAZ AHS HH

AMI ZX| HE 3H7|(AWS CLI)

£i AMI IDE otof ELICE AMIIDE 22= B9

AWS CLIE AtE35to{ AMI AX| HEE 32
RQUAEAOCM AMI IDE 7tX4E F= JU&LICEH

P
describe-instances WHE Al&3504 1A

F 1 Qe A describe-instances @A S AF&35t04 QIAE A CHEH AMI IDE 7HK{S

aws ec2 describe-instances --instance-ids i-123456789abcdel23
£330 AMI IDE Imageld ZE=0i HA|ELICH

."Instances": [

-~ -

"AmiLaunchIndex": 0,

"ImageId": "ami-0123456789EXAMPLE",

"Instanceld": "i-123456789abcdel23",
1]

AMI IDE &1 = B describe-images WHE ALE310{ AMI EHE L AIE U HME HEE 7t
Mg £ AsLct

$ aws ec2 describe-images --image-ids ami-0123456789EXAMPLE

Ct= oAl 242 PlatformDetails 2! UsageOperation EE=E E04ELICt O] ofloil M
ami-0123456789EXAMPLE Z3H&Z 2 Red Hat Enterprise LinuxO|H, At & U XN ZEE
RunInstances:0010%!LIC}.

{
"Images": [
{
"VirtualizationType": "hvm",
"Description": "Provided by Red Hat, Inc.",
"Hypervisor": '"xen",
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https://docs.aws.amazon.com/cli/latest/reference/ec2/describe-instances.html
https://docs.aws.amazon.com/cli/latest/reference/ec2/describe-instances.html
https://docs.aws.amazon.com/cli/latest/reference/ec2/describe-images.html

Linux QIAE

Amazon Elastic Compute Cloud
"EnaSupport": true,
: "simple",
"ami-0123456789EXAMPLE"

"SriovNetSupport"
"ImageId": i -
"available",
Il. [

"State":
"BlockDeviceMappings":
"/dev/sdal",

"snap-111222333444aaabb”

{
"DeviceName":
. true,

"Ebs": {
"SnapshotId"
"DeleteOnTermination"
"VolumeType": '"gp2",
"VolumeSize": 10,

: false

"Encrypted"

't "x86_64",

1,
"Architecture

"ImagelLocation": "123456789012/RHEL-8.0.0_HVM-20190618-x86_64-1-Hourly2-

"RootDeviceType": "ebs",
"123456789012",
: "Red Hat Enterprise Linux"
"RunInstances:0010",

: "/dev/sdal",
"2019-05-10T13:17:12.000Z2"

GP2",
"OwnerId":
"PlatformDetails"
"UsageOperation":
"RootDeviceName"
"CreationDate":
"Public": true,
"ImageType": "machine",
"Name": "RHEL-8.0.0_HVM-20190618-x86_64-1-Hourly2-GP2"
.|

}
§}C)|
—
7t &t
A= T

HEMo AMI 22 &
H=E|X| et2 H[E0| &3t x| &
et AMIof| AZE ZEX HEQ}
O15t2{H CUROAM QUAEIA IDE &0t lineitem/Operation
Lot Q

7t QUIAEIA A|ZHof A
14 E [AHE &Fd(Usage operation)] Z
= O30t Z&Lct

P2 AWS H|2 2l A}
Aol M SHE

Q1 %x|5HoF € L|C}.

AN HEE &0
QIgtLICt. o] 2t AMIO]|
02 £0{ ami-0123456789EXAMPLE AMICS| ZAX| HE
- Z31E M¥ HE =Red Hat Enterprise Linux
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o AF2 %24 =RunInstances:0010

O| AMIE Al23510 QIARHAE A|ZHSH HR CUROIA QIAEIA IDE &0} 1ineitem/Operation &
oM Sl 2t 2 & elE = &LICt O] of|AlofAM ZF2 RunInstances:00100|040F & LLC}.

Amazon Linux

Amazon Linux= Amazon Web Services(AWS)0| A X3 & LICt. Amazon EC20{|A{ &= Sl o E 2|

7lol4dof CHEH OHYEl s EHoF M B E2 MBS HAERIGLICH 8 AR =72t d
2l A8 L= 048] AWS EOo|ER{E| X =7 S AWSet &M S&s |'t Cl A E &= JUEF 5t= 7|
X7 ZEE0] l&LIct AWSHAE Amazon LinuxE M&8ste ZE QAR A CidH X|&ERI &

oF 9l 2X| 2| YOo|EE MEELICH CentOS 2 CHE A HHioﬂkl 7Herst BF2 o & 2|7|0|M 0|
Amazon LinuxOl| A Alg8=]L|C},

=3}

« Amazon Linux 7} 244

!

» Amazon Linux @A EIA 04| ¢4
« Amazon Linux 0|0|X| 4]t

« Amazon Linux 2 AMI 28 2=
« AWS BHE =+

- I§7|X| 2|ZX|EZ|

» Extras Library(Amazon Linux 2)

« Amazon Linux 2 X|& 7

o AAXZ2oEZ AA T F|K|0] HAMA

e cloud-init
+ Amazon Linux & & 5
« Amazon Linux 28 2= gj|O|A 714 Ao 2 AlSH

« Amazon Linux 22| 7{& 2o|= m{ x|

Amazon Linux 724

AWSO{ M= AL2023, Amazon Linux 2 2 Amazon Linux AMIE A Z&fL|Ct. CHE Linux HiZ 0of| A
Amazon LinuxZ 0+O|18l0|Mst= A< AL20232 2 nto|ad|o|MetE Zd0| E&LICH
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= o

@® Note
Amazon Linux AMI= 2023\ 128 310f x| 0| SERER2MH, 2024'H 18 1LEE 2ot
ClO|ELt O £Xg gbx| of&L|CH Amazon Linux AMI X2 S 2 2 x| 24 X|of cidt

XEAEH LI 2 2 23 H AIZ Update on Amazon Linux AMI end-of-lifeE & Z3tMI2. ol Z 2
7loldE AL20232 2 4d0|=5tE 0|l E&LICH O HEE 2028'A7X| §7| X|#E X
a8t |Ct
(= =] .

Amazon Linux0il CH3t XEAI8H LI AL2023, Amazon Linux 2, Amazon Linux AMIE & X35t 2.

Amazon Linux Z1E|0[L{ O|O|X|= Amazon Elastic Container Registry User Guide2| Amazon Linux

container image& & Z35HAM 2.

o)

Amazon Linux @IAEIA0] 944

Amazon LinuxOlME 7|[2XMo 2 74 R E SSH(secure shell)E 518 3HX| et &LICt. 3 Brute-

Force ¥% 274 &X|E Qo &5 QIEES A28 £ Qi&LICH Amazon Linux QIAEIA 0] CHEH SSH

2018 Ar8sttdH AlEf Al QlAE A0 7] H|o{E X|Satok gfLIC =B SSH HHAE S{ESIES

RQUABAE AlZets Ol M8 &= Bt I8 S MYsHoF & LICH 7IR2XM 22 SSHE AF836tod HZAS

2 2IOQ1E = e AE2 ec2-useri LTt O] AHMl= sudo HEL: U&LICH HHE FE 210!
H

2 M85l 42 7| Ho{et B AFEXIo| o|&ESte WHECH=E | oS CHe ™Mol f2l5HMI2.
Amazon Linux O|0O| x| Aled

Zt o|0|X|ol= AHE I8t 18t /etc/image-id THUO| & E|0] U&LICEH O] Ztlof= o|O|X|
off CHEF CH= HEJF & E|0f &Lt

- image_name, image_version, image_arch - AmazonOilX O|O|X| 4ol AF& s W= 2| A|x| o
gk duct.
* image_stamp - O|O|X| 4 Sof Y& 1 Ret do| 16T+ gL LIct.

=
« image_date - YYYYMMDDhhmmss @49 2 E A|E|= 0|0[X| 44 A[ZHUTC)ILICt.

Y ]I

- recipe_name, recipe_id - AmazonOilA O|O|X| MAMof| AFE 8 2= Bl|AlZ|2e| o|§ 1t IDRILICEH.

Amazon Linux0ll= MAx|E Xl ZI2|AE X|H5tE /etc/system-release IO ZEE(|0] UEL
Ct. O] A2 yumE ALE 350 YOIO|EE|H system-release RPM(RPM Package Manager)2| &
et
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https://aws.amazon.com/blogs/aws/update-on-amazon-linux-ami-end-of-life/
https://aws.amazon.com/linux/amazon-linux-2023/
https://aws.amazon.com/amazon-linux-2/
https://aws.amazon.com/amazon-linux-ami/
https://docs.aws.amazon.com/AmazonECR/latest/userguide/amazon_linux_container_image.html
https://docs.aws.amazon.com/AmazonECR/latest/userguide/amazon_linux_container_image.html
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>

0lo

t

AM
=

02

A

Amazon Linux0l|E /etc/system-releasel| HAl B5 7158 HEE T8 |0 /o
CPE(Common Platform Enumeration) AFF2 [[FELIC} /etc/system-release-cpe MM
SHMI2.

SES

mjo

Amazon Linux 2

CtS2 #RH ™ 2| Amazon Linux 204 CHEt /etc/image-id Q| 0| A LICt.

[ec2-user ~]$ cat /etc/image-id

image_name="amzn2-ami-hvm"

image_version="2"

image_arch="x86_64"
image_file="amzn2-ami-hvm-2.0.20180810-x86_64.xfs.gpt"
image_stamp="8008-2abd"

image_date="20180811020321"

recipe_name="amzn2 ami"
recipe_id="c652686a-2415-9819-65fb-4dee-9792-289d-1e2846bd"

Ct

0jo

2 #xH BT 2| Amazon Linux 204 CHEt /etc/system-release2| O A ILICH.

[ec2-user ~]$ cat /etc/system-release
Amazon Linux 2

CHS 2 Amazon Linux 20| CH8t /etc/os-releasel| | M L|C}.

[ec2-user ~]$ cat /etc/os-release
NAME="Amazon Linux"

VERSION="2"

ID="amzn"

ID_LIKE="centos rhel fedora"
VERSION_ID="2"

PRETTY_NAME="Amazon Linux 2"
ANSI_COLOR="0; 33"
CPE_NAME="cpe:2.3:0:amazon:amazon_linux:2"
HOME_URL="https://amazonlinux.com/"

Amazon Linux AMI

Ct

0jo

2 %Xl Amazon Linux AMIO| CHEt /etc/image-id Q| 0| A|RILICE.

[ec2-user ~]$ cat /etc/image-id

Amazon Linux O|0O| x| Algd 310



Amazon Elastic Compute Cloud Linux QIAEAZ AL MEM

image_name="amzn-ami-hvm"

image_version="2018.03"

image_arch="x86_64"
image_file="amzn-ami-hvm-2018.03.0.20180811-x86_64.ext4.gpt"
image_stamp="cc81-f2f3"

image_date="20180811012746"

recipe_name="amzn ami"
recipe_id="5b283820-dc60-a7ea-d436-39fa-439f-02ea-5c802dbd"

Ct

0jo

2 %X Amazon Linux AMIO| CHEt /etc/system-release| 0 A|RILICE.

[ec2-user ~]$ cat /etc/system-release
Amazon Linux AMI release 2018.03

Amazon Linux 2 AM| EEl 2 E

Amazon Linux 2 AMIol= & 2 E nt2t0|E ME7F ei&LICH Amazon Linux 2 AMIO|A A|ZHE! QI
ABAE OIARA QFO| 7| B DE ZIS [MELICEH RIMEH LIB2 £8 2 E BHE F XA

()

AWS BEE =7

AWS Command Line Interface(AWS CLI)E BHE oA BHES ALS5t0{ AWS AH|ALL &5 &
st7| I8t UEHE QIE{HO|AE KBStE QT AA TR LICH RHM|IEH LI 2 AWS Command Line
Interface AF2 MAH MO AWS Command Line Interface® FIULITI?E & Z5HMIL.

m

Amazon Linux 2 2/ Amazon Linux AMIo= AWS CLI EH7 10| AP M x| E|0] & LIC. Amazon
Linux2| Z| &l 2I2|A QI AL20230= AWS CLI EHT 271 AP A x| |0 U&LICH AL20230{| M AWS
CLIE A5t dhtdof CHEE XEAISH LH2 2 AL2023 Al AHHA A AL2023 A|ZHEHT|E & ZSHAIR.

I 7|X| 2|ZX|E2|

0| HE = Amazon Linux 2 2! Amazon Linux AMIOI| 21 EIL|Ct A}M|SH LI 2 AL2023 A2 ™
Mol 28 &AL mfZ7| x| YH|0|E & EIE FHESHAMIL.

Amazon Linux 22} Amazon Linux AMIE Zf Amazon EC2 AWS Z|T™0ll ZARIE 2212 mi7|X| 2=
XEZ| &H ArEStEE HAZIRELICH E[ZX|EE[E yum HHIO|E =7 & AL& 310 M| AE|H
ZE ST A8E = JAauct Z 2[XM 22X EEIE EARSHH 0| M& 27 80| Clo|
EHE 4SS HHZE = A& ch

Amazon Linux 2 AMI 28 2= 311


https://docs.aws.amazon.com/cli/latest/userguide/cli-chap-welcome.html
https://docs.aws.amazon.com/linux/al2023/ug/get-started.html
https://docs.aws.amazon.com/linux/al2023/ug/managing-repos-os-updates.html
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@® Note
Amazon Linux AMI= 2023\ 128 310f x| 0| SERER2MH, 2024'H 18 1LEE 2ot
ClO|ELt O £Xg gbx| of&L|CH Amazon Linux AMI X2 S 2 2 x| 24 X|of cidt

XtAIE LI 2 22 H A2 Update on Amazon Linux AMI end-of-lifeS & Z5tM|R. o EZE]
7loldE AL20232 2 4d0|=5tE 0|l E&LICH O HEE 2028'A7X| §7| X|#E X
a8t |Ct

(= =] .

ARAO CHE IO EE= AHEA X|HE RXIE ER7t ¢ B2 &R Amazon Linux 2 AMIE At
tod Ml QIABIAE CHA| AJRHE o= U&LICH QIABIA0f CHEF C|O|ELE AFEAF X|HE & KIsHOF &t

A<20{& Amazon Linux TN 7| X| 2|ZX|EE|IE S8l OlE{8t QIAHAE RX|E = U&LICE O[24Et
E|ZX|E2lol= YO|o|EE 2E mF|X[7F e E[o] U&LICH A& S QAR A0 O|2E Lo o]
EE MEst & MEg £ A&LICh ol AMI HE & HI0|E mi7|X|= M HH0| 2E|AEHEH:
AE ALY =+ &L

OII

rir ot rQ
\J

® Note

EC2 QIAE AN A CIE{HI0] HMASHK| ot 1 THF|X|E YOIOIESt T M X[5HE4 Amazon
Linux, Amazon Linux 2, AL20232 Alg5t= Amazon EC2 QIAEIAO| M QIE{L 94 90|
yume UC|O|ESHHLE THF|X|E A X|5tE{TH 0{= H| 3ljoF 5tLIQL?E & XFHM2.

Z 23t ofZ2[710[M0] Amazon Linuxo| ‘B;I'E A< Amazon Linux IAE A ST ofZ (7| 0|MH2
= ElLItt Amazon Linuxe RPM 2 yumE i Z|X| 2t2[of| AtE35tH M ol E2|AH|0|ME EX|5t
P& ZFERSE diedol £ o1& LT S Amazon Linux ZlZX|EE2|lE AFEE £ Q= ol E2|7i0|M
Ol Bfo= 2 O|Ro|M ofEZE[AHIO|ME AEE = U= X[FE =elslof &L|CH o248t o Z2|7io|M
2 Amazon Linux QIAEIA O] £H F7HE £ &LiCH

o Z [0l E A& 2l Amazon Linux LABAN YEESE{M scp E= sftpE AHE 5t

1 QIAEIA0| 20I8t0d o EEIFH 0|ME FHFLICH EBF 7|2 MSE cloud-init TZ|X| 2
PACKAGE_SETUP & AE35t0{ QIATRIA A|ZF Fof ofZ2|7H|0|ME HYEEEY £ U&LICH Kt
M8t LI 2 cloud-init MM E X 3HM 2.

m7|x| 2|ZX|EE 312


https://aws.amazon.com/blogs/aws/update-on-amazon-linux-ami-end-of-life/
https://repost.aws/knowledge-center/ec2-al1-al2-update-yum-without-internet
https://repost.aws/knowledge-center/ec2-al1-al2-update-yum-without-internet
https://repost.aws/knowledge-center/ec2-al1-al2-update-yum-without-internet

Amazon Elastic Compute Cloud Linux QIAEAZ AL MEM

2ot yinjols

Hot AM|0|E= THF|X| 2IZX|IEEI2 LCI0|EE AMIE AFESHod M ZELICH 2o 22 Amazon
Linux &2 MlE{ofl AIAIEILICH AWS EoF X0l CHet REMISH L8 S BotE Lt 2ot EXE 26t

i AWS 22t E Hotg XM R.

Amazon Linux2 Amazon Linux 2= A|& Al MZH517HLE S8 2o UO|O|EE CIREZE 2! MX|5
T8 FHE|0] YUSLICH 7 YOlo|E= o] 7 Mof| Z&ZIX| f&LCt.

AL20230{| A= 0] 40| Amazon Linux AMI 2 Amazon Linux 22} H| 5104 B4 A E|Qi& LICH AL2023
Hot dO|o|E0f CHt REAISH LIE 2 AL2023 AFE B 2o AC|0|E B! 7|58 HZFHML.

Al 20lE ALE ALEIE 95 2 UCI|o|EE MX|StE W0l Z&LICH 0E& EM A Al 29+ A
O|Ef# ofL|2t 2E YHIO|EE XME5t7{Lt, ZF UO|0|EE HItstD AAH| sHE 5= MCl|o[ERt
Mg T U&LICH ChS 22 cloud-init A% repo_upgrade& A8 3504 O|& Ao LICt CHS
cloud-init 4 = RZI2 QIAEA X7|5l0i| P 5t= AAEXL CIO|E HIAES| HHE HEs= Y
HE 204 ELICH

#cloud-config
repo_upgrade: security

repo_upgradeOl 7ts3t 2t2 CtEot Z&LCh
critical

CHZ| S ozfer 2o Ho[o|EE MEFLIc

important

security

AmazonOilM 2ot HH[O|EZ EAlst= CH7] S 26t 7HLt AZ e UH0|EE HEELICH

m7|x| 2lZXIEE 313


https://alas.aws.amazon.com
https://alas.aws.amazon.com
https://aws.amazon.com/security/
https://docs.aws.amazon.com/linux/al2023/ug/security-features.html
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bugfix
AmazonOilA H = M2 2 EAIStE UOIO|EE MEELICHL HO = A2 72 4
O|E MEO|H EoF 4H|I0|EQF AtASH 7|EF {0l CHEN =7 A S Z & ELCH
all
EF7o #A ol e 2E YHI0|EE M LICH
none
AIEF Al QIARIAOf of[HE MOO|EE X E5HK| OFAMIR.
repo_upgradeOl CHE 7|2 HHE2 securityLICH &, Ar& Xt CIO|E{of CHE 72t 2 XI™SHR| 2f2 3

8 o
? 7|22 2 Amazon Linuxe g Al Mx|E 2E T Z|X[ol CHEH A2 Al 2ot HOB0|EE £
HEFLICEH EEBF Amazon Linuxe 2321 Al /etc/motd THYU S AL 5104 AL 7S 8 UOIOIE =8
Ltdste wdo 2 Mx|E mi7|X|of Cist ZE UOIO|EE AFRIoi| A L2ILICt ole{8t UTIo|EE
M x|5tE{T QAAE A A sudo yum upgradeE A& sHoF g LIt

ok

>.

2|ZX|E2| F+4

Amazon Linux 2! Amazon Linux 22| Z2 AMI= AMIE MAMsl ] AI2E £ = THF|X|o] AHAFS]
LIC} Bt 2ot AE|0|EE o QL|Ct HE AMIOE gIX|EH HEIQ 0| Mx|El 2E TLH?IXI._ Z|AH
M At2e £ Ql&LICE Amazon Linux 201 AF2E 4 Q= =|Al T F|X|E

update -y=2 A=A R.

AL20230| ME E|ZX|EE| +40| Amazon Linux AMI 2 Amazon Linux 22} H|1w 504 B4 K|
Ct. AL2023 Z|Z X|E 2|0 CHEt REMIEH LI 2 2 A& & miF|X| Cl|o|E ZE|& & ZstAl

AL20237t x| 2] H{Z 0| = Amazon Linux2| 8t 0FO|L HHAOIAM CI2 Ao 20| 944 H|0|E 5 E,
& E- EEAE MBS FHEIUSLICH AMIE AL 7hsE 2|8 AMIZ YO|0|EStE HWE 2
e At 2 HEEELICH 0| BHZ(0d: 2017.09) AM28HE Amazon Linux AMIE ASistX| OHAIS.

Amazon Linux% A Amazon Linux 22 5= Amazon Linux 20| A AL20232 22} Z2 &2 Amazon
Linux {7 ALO|0 M QIEEI0|A YaBl0|E= RIHE[XR] AE&LICH RFMIEE LHE 2 Amazon Linux 7+
ME XML,

Amazon Linux0| M lock-on-launch AFE

L|C}. lock-on-

lock-on-launch 7|2 AIE3IE 8 M50 E3 22|AE HIE M MYE
S .0 € £012017.09

=
launch 7152 XM= AMI 22| A0 AT AUL|O|EE BIEE OIAEAE 2L

o 30
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%,2018.03 AMIZ Oto|z2gi|o|ME EH[E [H7H X[ 2018.03 AMI O|FHof| El2|AE Ao
g & &L

/A Important

™ol ot 2|ZX|EEe HHE MENSHH F 7 |
2l5tEd™ =& AMIE AFESHHLE 2|2 X|E2|7F =
E LIt

lock-on-launch 7|s& & M35t
O|lE7| £=AIE|X| t&LICH EE &
A HTE 7I2I17| 28 AMIZE HS ©

£/ 1
2lA £

4
=

CloIE

M QIAEIA 0| M lock-on-launch® AF235H2{™ cloud-initdll ZEHEl CF2 AF2 X} O|O|E{2 QIAEAE
INESEC IS (o8

#cloud-config
repo_releasever: 2017.09

7|E QIAEAE $HX| AMI HE o2 Rrap{H

I

1. ™& /etc/yum.conf.
2. releasever=latestE FMoZ x{2|EfL|LC}.

3. FHAIE X|R24H yum clean all€ A&igtLICT

Extras Library(Amazon Linux 2)

Amazon Linux 2& AF%&E‘ Extras LibraryE At&3t0{ QIAE A0 OfZ 2|70 L A Z E Qo] A
IEE Mx|E + Olcfst AZEQo] YOIO|EE FA2tD gLCH §H HMo FHE MR

of 24 HEHG AR E 4 2lgLic

ol

AEstHL.

A& 7tsE FHME Li¥stedd oS B3

|0

[ec2-user ~]$ amazon-linux-extras list

[ T

FHME gdststn m7(X|e| z[A HTE MX|5l2{H CHE BHEE AISstAL.
[ec2-user ~]$ sudo amazon-linux-extras install topic

x4
(=]

e

i =ME gdstetn sl m7(X|e] §E HHS HRlstedd ChS BEE AEstM L.

ol

P

&

fol
M
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[ec2-user ~]$ sudo amazon-linux-extras install topic=version topic=version
FHo|M dx|E THZ|X|IE M7HstedH O BB S ASELICH

[ec2-user ~]$ sudo yum remove $(yum list installed | grep amzn2extra-topic | awk
'{ print $1 }')

® Note

ol BE2 F7t Wi7|xle] & dez MRIE W7IXIE M7HsHX| f&LICH

f

FHNE HIgdgetst I yum 7| X| #F2[XE7F 7| K[o] HMAE + -5 ott{H CFHS BEE AISH
LICt.

[ec2-user ~]$ sudo amazon-linux-extras disable topic

A Important
WH2 DF ASKHE B WLk o] WU BT A 17X S SE0| Y

—’r— A&LICH.

= o

Amazon Linux 2 X|& 74
RHE| = HLE HA

#& Amazon Linux 2(AL2) AMIE 74 T 4.14 2 51001 M AFSE £ /e, T 5.100] 7|27
QlL|Ct =8t £} 2|ZX|EEIE AHE510{ AL22] HEE BT 5152 YaB0|=EE £+ QU&LICH.
5152 I 0|=5t2{H M HIS M5t7| {6 AHEEISHOF BFLICH AFR Atadlofl CHaH o=
7t LRBX| {F E A™5H7| Mof AL20M 74 T 5.152| MER 7|51t XME At S HESHA L.

2lo|E mix| X|20| Zedt B HE 51022 AL2 AMIE AF25t= Zd0| E& L.

AL2023 AMIE HE HT™ 6.10 | AL & &= UE&LICEH REMIEF LIE 2 AL2023 AHE AE MO M
Amazon Linux 20{ M AL2023 HEE #44

mo
ik
B
Q'I_l
x
FO

74 5.152| ME2 7|5
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https://docs.aws.amazon.com/linux/al2023/ug/compare-with-al2-kernel.html
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. 744 7|8t 7HAF HAKVM)2 O|Xl| M2 x86 TDP MMUE 7|=2Zt2 2 5t 1 AMD SVM 58| H 0|
zlg Z7}5104 7|1E KVM x86 MMU ZE0f| HIaH O 2 €3 x{2| & zf Mg ®Z et

« OverlayFS 4 &0| 4 £} O|A|= immutable, append, sync, noatime &4 SALE *{2|E L

Ct.

- CHEYE 9 ZE A E= #H4 2 M7HstE MMER orphan_file 7|5 F7t, Tt 4%, DISCARD S% 0|
2|2 JBD2 3 KThread& AtErétx| &= ClHO|&0| =& & T 5 DISCARD %42 JBD2 7
Sl ABE BIo 2 0|8535t7| 52| EXT40f CHEt MER 2|25 I ol F7HE[I&ELICH

2l A AlZ 744, BE2 HIEHH|

« CPUE HiO2IR2E ABE0|M2| HiX| inode & &SIE C|HEZ|
O|E{ UOI0|EE 2|5t ol 20| &&= mto|Z2to|d At A
! JHM AFEHO| FILHE|IA&LICEH

- DAMONZ AI™ g HIZE| 2| & 85 B42 (2 CIOIH AMA 2UEE ZRHAI2A
o & x|#HE L

;;
T A
E

x4 -
o

S2| XFSof chet MZ2 X3

5.15 7{'d X|gh AbE

* LustreFSx= X|HEIX| e &LICHLES O X|ol =7HE o E ).

- 7 2tol2 mR|= XIHEX| E&LICh

714 5.15 M x| X|&

Cls HWHEE AP 5104 7D 4.148 AFE35I= Amazon Linux 2 AMI2F 7L 5.102 A5 AL2 AMI 2

=2 714 5152 4apo|=E8 £ Ql&LC}.

1. amazon-linux-extrasOlA kernel-5.15 FXNE AIE MMStT SAE0 7{4 5.158 Mx|E
LIC}.

sudo amazon-linux-extras install kernel-5.15

2. Mx|=l 7{d 5152 SAEE MEEISLICH

sudo reboot

3. Al&HE 7d HT S FHILICH

uname -r
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https://www.linux-kvm.org/page/Main_Page
https://www.kernel.org/doc/html/latest/filesystems/overlayfs.html
https://docs.kernel.org/admin-guide/mm/damon/index.html
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02

M

Xl 71zt

Amazon®| Linux 20| M AFE 7158t
Xl¢do| B2 E K| x| H4ELICH

2tole o x| X|&

Amazon Linux 2 kernel version
414
510

5.15

HEESE AA T F|X[0f HAMA

Amazon Linux0l M2 E =+ E AF 5o X 3
&LICt Amazon Linux0il Z&E 2D E m{7|X|2}
g = UaLcH x| HE H9|X|°| I 7| K|

cloud-init

cloud-init I{ 7| X|= CanonicaltilMd 58t 2 E
E AFE &40oM Linux O|0|X| REAERMES
X

of AHE R} XI% BIFI0| ZEEILICH AL R RIHE
IELICH QIABIAE AISHE M AL R ClOJE IE B Sa Hats Al
0421 ALS Ablol B

A308 XFQ{S X|AIEH & ©

cloud-init2 ME& = QU&LICH &

I_
|§% 7._+E+;| £915l 1 yumdownloader --source &
2 M85t A™ B2l QIAEA LM HES &

AT
A
T o
=

2 E Linux 71€(4.14, 5.10, 5.15)2 Amazon Linux 2 AMIS| £ &

Kernel live patching supported
Yes
Yes

No

o

ioz alaE A0 Ax|8t mf 7| x| 2] H

¥ X|EC|of CHell &= MH9|

25
= =

A
T A

A&

s

OfZ 2|7 |0|M 0| Amazon EC29 Z2 22t
15t = O AF E LICE Amazon Linux0 & cloud-init
EHZ1 2| cloud-initE AF2 5t £ & A| QIAE A AM

AMIE AF23tD 0|28 AMIE AR Al &

Mo 2 [ £ QI&LICH EESF Amazon Linuxe cloud-initE AF236104 ec2-user Aol 7| A2

AEMIEE LI € cloud-init AEME & Z5HMI2.

Hx202 AA IfF|X|0f HMA
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http://cloudinit.readthedocs.org/en/latest/
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AM

Linux QIAEHAZ AIE M

0lo
02

M

Amazon Linux= /etc/cloud/cloud.cfg.d & /etc/cloud/cloud.cfgoi
2 A& LIC} /etc/cloud/cloud.cfg.dolAM XAl cloud-init 2
Lll:l' 0‘|-r| :9;

ol
Cal=]

HE 2|9l 2 E T2 cloud-inite 2
Ho{&L|Ct.

ol= cloud-init &

= T I\AI=|
15|, L& 2| o] o| mtA 9| Zk%

xhoq
=

oole nrs

cloud-init {7 |X|= R & A| QIAE A0f CHSH CtSot 22 LRI 74 5tdE gLt
- 7B 2 MY,
- SAE 0| MH.
- AAEXHOolH 7& &M 2 AE|
- SAE ZPO|H! SSH 7| 4.
- &4l2 23¢ A #E|E Plsl A8 XS] HE2| SSH 7|& . ssh/authorized_keysoOil =7t
- I{7|X| #HE|E {IFt 2IZX[EE| EHI.
- ALEXt O[o|Eof HolEl m7|X| 2] %1{2|
« AEXIOOIE0] U= ALSAH AT EIE ™.
- SiEEE AR QAEA AEO| EES B ELICH
« 7|B™MOZ ephemerald QIAEHA AE0{ 282 /med1a/ephemeral®0| AN & IY Al
AHEO| ZEEl B2 047|of| OFREELICH O X| §f2 B2 02 EE[X| &Lt
« 72O R QIAEAQL HAEI B E A EFO| E.*XHE'L—IEF(ml.small 2 c1.medium QIAFE
A RYEAT)
« C}Z cloud-init BEE AFE5t0{ 7|2 QIARHA AE0| 28 HAE MHFE = J&Lct
#cloud-config
mounts:
- [ ephemeral0d ]
SHRHE H MEHM2Z Mo15t24H cloud-init BMO| HAHE XML
0'| EE2 °|*E._‘| ooz EES LtE|

« TRIME X|Hst= QUABA
E}
ﬁ

Mdstn Zoist =

ZHME. disk_setup ZES 0P04 %' Al QIAEA
£ &Lt RFMIEH LI 2 cloud-init 22| Disk Setup E

K|zl AFE X ClOlE] &4

cloud-init I{ 7| X|= CHEH &4

O| A+EX HI0|E MEIE R|HELICH.

cloud-init
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http://cloudinit.readthedocs.io/en/latest/topics/modules.html#mounts
http://cloudinit.readthedocs.io/en/latest/topics/modules.html#disk-setup
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Gzip
« AHEXFOIOIE{7} gzip2 2 & El HE2 cloud-init= ClO|E{o CHEF &5 A5t CloIE{1E M™
5| XE2[gfLch.

MIME HE|ZIE

« MIME HE|ZIE It UE ALEsto F 7HX| o[ & o] HIO|E RS XIEE = U&LICH HE S04,
A-EXt OO AT BIEQ 2EIRE 71 REE 2F XEY + U&LICH HE|ME oo Zt £

F
2o x|ere "Al & 5Lt A cloud-initodl ol x{2|& £ J&LCt.
Base64 C|3 &

« AKX} OlO|E{7} baseb4-encoded?! B cloud-inite C|ZEE H|O|E{E x| &8 & StLIZ 2l
Alg = UEXI {8 E HEELICH C|2EE HI0|EHE ¢lAlstE A< lolH =
ah| M2IELch 22 X| ot 2 B base64 Cl|O|E{E HAENZ HHEHEL|C},

i
n
kU
on
Q'I_l
L
I
2

A Xt OIolE A3 BIE

« #! EE= Content-Type: text/x-shellscript® A|=FgfLICH,

- 238 EE X BB F7]0f /etc/init.d/cloud-init-user-scriptsol Q& ASHEL|CH.
O| &2 BE Z2MA FHHET| 7+ 2Fdo| = E =)o e MFhLct.
Include T}

« #include EE= Content-Type: text/x-include-urlZ A|EfgrL|CEH

« O|Z2 include T2l LI LICt. O] mtdol= & URL 5tLt, URL S = 0| Z & |0 &L
Ch ZtZto| URLE 210{2m Y Li&0| ol SYE 75 MEE SIHE LIt URLOIM gdoi= 2
BXE gzipe 2 & &FE HEJO|7LE MIME-multi-part EE = EF BIAE SHE Y 4 U&LICH

geteE 74 dlolH

0Il

 #cloud-config EE&= Content-Type: text/cloud-configZ® A|EfgEFL|C

- Ol LHE2 2t F I IoIHULICH X|HElE #d Aol 4 & o= sliT olE HZsHA

o

AlZF ZQ4(Amazon Linux 20 ME K| E|X| &)
. #upstart-job EEE= Content-Type: text/upstart-jobZ A|EErL|CH

O| 28X = /etc/initolM Tt U0l ME E| 1, upstarte= CHE upstart 2o 2t 2EIXE AH|
gt
=]

Z 2} E Boothook

» #cloud-boothook EE& Content-Type: text/cloud-boothookZ A|ZrEfL|CE,

« 0|72 bookhook CilO|E{2| LI ILICH /var/lib/cloud0f U= Ao KEE & FA| &EH

|

cloud-ifl =T - 320
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« O|d2 M XS ZE AFE 7}S8H hookIL|CH & O A E|E & X2 E HZHL|E& 0| gi&LCH.
boothook= O| &2 AIAXM 2 X 2|5HoF FLICH 74 ¥ INSTANCE_IDO| QIAEA D7}
7 MZ2EL|C o] 42 A2 510q boothook H|O|E{2| QIAEIAL 15| MEE NE25HA 2.

Amazon Linux €& &
Z|4Al Amazon Linux AMI7F HIEZE! 1 2212 dro it Amazon SNSE AF35H04d 2S5 & 4 &L Ct.

AL20230{| M L2 T50f CHst XEAEH LI 2 AL2023 AFR MEHAOAM A Ci0|E L2l ey 3t X
StMI2.

(® Note

Amazon Linux AMI= 2023'H 122 3120 X|H0| BREFSMH, 2024H 12 1L R E EoF
HOIELt HO 82 B X| et&LICH Amazon Linux AMI X[ B2 L x| 2 X|24oi| CHEt
XEMIEH LI8 2 €21 AHAIE Update on Amazon Linux AMI end-of-lifeE & Z 5t M| 2. Of
0| E AL20232 2 YIB|0|=E5tE W0 E&LICH O T2 2028 AN K| & 7| X3S
2 ErLic.

r

M|k
L]

;

i

T

Amazon Linux ¢ 2l 1 535le4H™

1. https://console.aws.amazon.com/sns/v3/home0i A Amazon SNS 2& 2 iL|C}.

=
2. R Fe M 230l 2IME OIS SR(HEILIOL S2)2 HEELICH TSEH2ESNS &
2ol MM 2ITg Mesyof BhLict
3. M HoIM TSI TS Mae ML
4. = MM oist AxtollM ch2at Zol £ LICH

o

[Amazon Linux 2] &X| ARN2| A<, CtS Amazon 2|AA O|E(ARN)S SAHEFLIC

arn:aws:sns:us-east-1:137112412989:amazon-linux-2-ami-updates.

b. [Amazon Linux] &X| ARN2| Z<, CI= Amazon 2|4 A O|F(ARN)S SAHELC
arn:aws:sns:us-east-1:137112412989:amazon-linux-ami-updates.

c. ZEEZ0|M Oo|HYS H=ELICH

d. Y=EOlE &2 g2 o|HY =
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https://docs.aws.amazon.com/linux/al2023/ug/receive-update-notification.html
https://aws.amazon.com/blogs/aws/update-on-amazon-linux-ami-end-of-life/
https://console.aws.amazon.com/sns/v3/home
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5. "AWS 2B - 75 A% 2Ql0jats KIS0l 2ol ojHYUS Wi L olHYS WD PE &

Amazon Linux € 2l& 75 al|Al|5te{H™

1. https://console.aws.amazon.com/sns/v3/home0| A Amazon

2. W B2 B D20 2IMS 01T BRI 222 MBI
xg Abg 3ok BrLiC

(0)]
Z
wn
rH
78
mjo
- I2

3. EHMEFAMFASS HEstD ST F52 HEE £ 5, 75 AKE M=FLICH

4. EHQIHAIXIZE LIEFLER AR E MEHEFLICE

Amazon Linux AMI SNS H|A|X| & 4]

SNS MIAIX[e| A7|0tE CHEa Z&LCH

"description": "Validates output from AMI Release SNS message",
"type": "object",
"properties": {
"vi': {
"type": "object",
"properties": {
"ReleaseVersion": {
"description": "Major release (ex. 2018.03)",
"type": "string"
.
"ImageVersion": {
"description": "Full release (ex. 2018.03.0.20180412)",
"type": "string"

1,

"ReleaseNotes": {
"description": "Human-readable string with extra information",
Iltypell: Ilstringll

1,

"Regions": {
"type": "object",
"description": "Each key will be a region name (ex. us-east-1)"
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"additionalProperties": {
"type": "array",
"items": {
"type": "object",
"properties": {
"Name": {
"description": "AMI Name (ex. amzn-ami-
hvm-2018.03.0.20180412-x86_64-gp2)",
"type": "string"

.
"Imageld": {
"description": "AMI Name (ex.ami-467ca739)",
"type": "string"
}
},
"required": [
"Name",
"ImageId"
]

},

"required": [
"ReleaseVersion",
"ImageVersion",
"ReleaseNotes",
"Regions"

},
"required": [
IIV1II

:I:

Amazon Linux 2& 2= d0/A 7H4 Ao 2 Al

2zfojA 7He L HAEE 28 Amazon Linux 2 7 HAI(VM) 0|0|X|E AFEEFLICH Amazon
OlMEe XIRIE|= 7HASE ZEHE Z2HZtof CHEH A2 CHE Amazon Linux 2 VM O|0|X|& N2 &HL|ct.
Amazon Linux 2 virtual machine images(Amazon Linux 2 7t4 4! 0|0|X|) HO|X|HlM X|HEl= &

o AN
2E =52 2+ sl
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R|2EE 7H4 8t ZHE 5 stLtoll A Amazon Linux 2 7HY D{4l O|OIX|E ALg 5t24H ChE 2 4+ H 3t
M.

« 1EHA|: seed.iso £ &l 0|0|X| £H|
« 2EHA: Amazon Linux 2 VM O|0|X| CRE2E
o 3CHAH|: f VM EEl &l o474

1EHH|: seed.iso £ E! 0|0O|X| &H]|

seed.iso F& olO0|X|ol= HERIZ 74, ZAE 0|F, AAEX} Cl0|Ee Zo| M VME F&stE O
ettt &7 Fd dE7t ZEE|o] A&LICH

(® Note
seed.iso 28 o|O|X|o= VME 285t O 28t 74 HE o Z&ELICEH Amazon

E —
Linux 2 28 MA| ot 22 Z s x| &Lt

S

4
Hl

seed.iso F& O|0/X|E Ydstcd® 20 22 74 ot F 717t EELICH
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+ meta-data - O] Itoi= vMod| CHEH
« user-data- O| AWM= AR AHEHE 5D sHE HHe| &5, 7| Io4, HMA HIFAHALIE
|

2 X|™HEtLC 7|2X 22 Amazon Linux 2 VM O|0|X|= ec2-user AF2 A} A& MAISHL|C}
user-data 78 IUS AIE5101 7|E AR AMe &S E MAELICH

seed.iso REI C|ATE MM5le{H

1. seedconfigéte= M| E2EHE BHE1 O] ECE O|SErLICEH
2. meta-data 7t IS MAELICH

a. meta-datacle O|E2 MER IS
b. ¥t HEZIE AH235t0i meta-data

ra
e mn
r
_ITI_

—rTi
o
e
Kl
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i)
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Ph
N
o
r
[ul

local-hostname: vm_hostname

# eth® is the default network interface enabled in the image. You can configure
static network settings with an entry like the following.

network-interfaces: |
auto etho
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iface eth® inet static
address 192.168.1.10
network 192.168.1.0
netmask 255.255.255.0
broadcast 192.168.1.255
gateway 192.168.1.254

vm_hostname2 MESt VM EAE O|ECZ Uit Eoo et WERXT MME AL
Ct.

(@]
3
D
+
Q)
o
Q)
+
Q)
4
>.
_l":l
o
Ral
0
9'|_|
El
no
i
[w
_ITI_

VM ZAE O|E(meta-data)2 XI""%}" 7|2 HE23 2E{H 0|A(amazonlinux.onprem)
E FM3IH, 28t HERT CIHO|AL| HM |P FAE X|HStE etho 78 IOl of = ME

or [H,
Seed.iso I} FZFHM 2.

3. user-data 7+ IS MMELICE.

#cloud-config
#vim:syntax=yaml
users:
# A user by the name ‘ec2-user’ is created in the image by default.
- default
chpasswd:
list: |
ec2-user:plain_text_password
# In the above line, do not add any spaces after 'ec2-user:'

plain_text_passwordE 7|2 ec2-user AFE X HH S CHsl AMEHSH b5 2 HFELICH.

c. (MEHAEH 7|EXM2 2 cloud-init2 VMO| 2 &IE! mioict HERZ MHE ME&tLIcH £E&
Z [HOtCt cloud-init0| HIER| T MHEE MSHX| &t X} H| 28 5ol MEE UERXI A
M2 fXlstz{H &2 FI7HELc

00

# NOTE: Cloud-init applies network settings on every boot by default. To retain
network settings
# from first boot, add the following ‘write_files’ section:
write_files:
- path: /etc/cloud/cloud.cfg.d/80_disable_network_after_firstboot.cfg
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content: |
# Disable network configuration after first boot
network:
config: disabled

d. user-data 7+ IS K&t E&LICH

FI AR AMEE MMt O] Ao HMHA HIFALIE, €3 2 7| Ho{E XHE = &L
Ct. X|HElE HEo]| CHSE REMIEH LHE S 2 E T 0M EQISHMS. F7F AISKIE M &H M5t
1 7|8 user-data AFEAF AHO| AFAL XY &S5 & X|HSHE ec2-user IO o= ME

Seed.iso I} A& FHXSIAI2.

T

ol

4. seed.iso L meta-data 7+ MUS AFE 350 user-data £ & O|0|X|E M- LIC

Linux2| B genisoimage2t &2 =T & A& LICH seedconfig EHE 0|&§35l04 LIS B
£ AlsishL|C}.
=2 =20OH-d

$ genisoimage -output seed.iso -volid cidata -joliet -rock user-data meta-data

macOSQ| A2 hdiutildt Z2 =7 & ABELICH seedconfig EEHMM 8t =& {2 0|5 35+04
A

o
Chts &S et

1jo

$ hdiutil makehybrid -o seed.iso -hfs -joliet -iso -default-volume-name cidata
seedconfig/

2CHH|: Amazon Linux 2 VM O|0|X| CIEE

SHE Z+ztol| s MZ CHE Amazon Linux 2 VM O|0|X|& XM &SE
mazon Linux 2 virtual machine images(Amazon Linux 2 7H&

AmazondlHE X|HE|= 7Hast
= A
SHEZ o CHst 2HFE VM O|O|X|E CIREZEE £ l&LCh

LICE X|HElE E3E 5
&l o|O|x]) H O] x|of| A A=A

3EHA:: A VM EEl 2l 47

M VME 285104 0ol ¢4Z5tE{™ seed.iso F& O|O|X|(1E A0 A M dE)2H Amazon Linux 2 VM

O|OIXI2EAMM Ct2 2 =%) 7t {o{oF gfL|ct MEHEH vM EEHEof et BHA|7F E 2t &L Ct
VMware vSphere

VMware2 VM 0|0|X|= OVF @4lo 2 ANZEL|Ct
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VMware vSphere & At&3t04 VME £ &5tEq

1.

2

seed.iso ItU0f| CHEH M| DIO|EHAEO{E MAMSt7HLt O] TS 7|&E O|o|E AE0{o F7¢
gruict.

OVF B&2/ BHZ3}E] ol Xl VME AlStatx] eharLict.

Navigator(Ef 47| oA M 7H4 HAIS OFRA 2EF H
EHEFLICE.

Xl

= A-l

—

e

o=z Z2lstn MY

rm
mo

Virtual Hardware(7 4 5t = 9f0{) 104 A New device(A C|HFO|A )0l CHEH CD/DVD Drive(CD/
DVD EZI0|E)& MEEt Ctg FIHE ME{giLct

New CD/DVD Drive(AM CD/DVD E20|E)0| X Datastore I1SO File(Q|O|E{ £E041SO T2
MEHSHL|C} seed.iso IFQS =75t O|O|E| AE 0|2 MEHSIT seed. iso TS &Ho} A
=it C}g Holg M=ierLicy

M DC/DVD ECIO|E0M HAZ S MBS CHS & l8 MEfELICH

ClO|E] AE0{& vMIt A8 Foil= VME REE + 2{0{0F &LICH

KVM virt-manager

KVME At&3tod VME &5t

1.
2.

Create new VM(M| VM BHE7|) OFHALE JLCt.

1EtA|0| A Import existing disk image(7|& C|A 3 0|0O|X| 7t 7()&E MEIFFLICH.

=

2CEHA0lH VM O|O|X|E Zot MEASFLICEH OS R&(0S type) & T (Version)0d| A Linux &
Red Hat Enterprise Linux 7.02 2tz MEigL|C

A M AHEE RAM EF 1t CPU =& X[HELICH.

ATHAMH A VM2| O|& & @245t 11 Customize configuration before install(A x| Z104| T2 Al
EXt xX|H)S H=HE CHS ot e S MEfErLct

VME| T’ E 0l A Add Hardware(St=9|0] F£7HE MEHEFLIC

Add New Virtual Hardware(M 7t&f st=E90{ F71) FolM AEE[X|E MEHELICY.

A EB[X| 74404 M Select or create custom storage(AF&AH K| AEE[X| M

MERBLICE C|HFO|A &0 A CDROM device(CDROM LC|HFO|A)E MEHEFLICEH B2,

Browse Local(Z2Z 3ot 2 7|)E MEYSH OIS seed.iso IS Bto} MEHELICE [0S &
2/5FL|Ct.

Begin Installation(& x| A|Zf)2 MEHEHLIC
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Oracle VirtualBox

Oracle VirtualBox& AI&3t0{ VM2 £ &l5i24H

1.
2.

Oracle VirtualBoxE &1 MZ HE7|(New)E MEIEILICE
O|Z(Name)oll 7H&F HAlo] 27| 42 0|22 l2istT R8(Type) L BT (Version)oll M 22t
Linux2}t Red Hat(64H|E)(Red Hat (64-bit))= AMEHEFL|C}. [Continue]& MBS LTt

0

HZ 2| 27|(Memory size)oll 7t& Halo| €& & HIZ 2l &S X|Het TS A& (Continue)2
MEASHL|Ct

>
El

§t= C|A 3 (Hard disk)ol| M Z[&E 7t4 StE C|A 3 It Y AFE(Use an existing virtual hard disk
file)2 ME4St D VM O|0O[X|E ¢4 Ctg 4 4(Create)2 MEHELIC.
I.

VME AlEet7| Mol 7ty Hale| 7ty &St E2t0|E0] seed.iso THUES Z=sloF B LICH

o

a. MVME MEstn d™E MEfS Ohg 2 E2(X|E MEELICH

b. AEZ|X|C|HO|A(Storage Devices) S5 9| ZAE E24: IDE(Controller: IDE) OF2H0i| A El
(Empty) e =E2t0|EE MEHEHLICY.

Ho| &M MMM 3ot2E 7| HE 2 MBSt 1 Choose Virtual Optical Disk
=2 A in

File(7tAr Z&t C| I MEH) S MEHSE OIS seed. iso TS MEAEfLICH ¢l
(OK)% AI—-lE—II.Igl'Ozl I|:|_7o=| Al.éol'% x—]‘%gl'__ﬂ_ Aégl% EFngtl_

o &8 E210|E0] seed.iso OIS FII8H Foll= VME BEE = JU&LICH

Microsoft Hyper-V

Microsoft Hyper-V& VM O|0|X|= zip Tt AU E L FELICE 0| zip Tt ol LIE S FE5HoF &LICt.

Microsoft Hyper-VE At&3dt0{ vME £ &5tz

1.

2
3.
4

M 7+4& HFE| OFAb(New Virtual Machine Wizard)& 3LICt.
MICHE ME45tEHE HIAIX|7F EA|E|TH Generation 1(1AICH) S MEHELICH
HERZ o{HEIE F85tetE HAIX|I7F EAIZ|H ¢440f QIR E

7t StE ClA3 E 4Z45EE HIAIX|Z7F EAIZ|H Use an existing virtual hard disk(7|& 7+
StE ClA3 AHE)E MEistT RotE 7|8 MEiE CHE VM O|0|X|E Ztot MEfgLCt OtElE
MEdSto VME gL

MVME O0IRA QEFR I:HEOE 22|51 M- *._‘"E—'.*%*l—lEP. M % O| IDE Controller

MEdErLICH

DVD =Zt0|E20{|M o|O|X| It U E MEYSE CHZ seed.iso THUE Zot MEHRFLICH
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VMO| £ ElEl £0i user-data 7+ ool Ho|El AFEXI H™H & SILIE AI238H 22218 L|CH XS
2218 & VMO|A seed.iso &l O|O|X|E A4 SHAE £ U&LICH
Amazon Linux 22| 744 2l0|2 i %
Amazon Linux 22| 7{d 2}0|E T{X|E Al 5IH A& S o EZ2|7H|o|MHE AEEISHHLE SEHSHR| o
T M B0 Linux Aol 2ot 3904 U B2 B A8 M2 + YA 018 B3 MulA 2
OHEE'—|71|0|/‘._=i 7HEME St SAl0 CIZEIE %A MEIZE OHHSHAH S XIE = U&LICH

AL2023& 744 2to|e mlix|oi CHEt XEMIEH LIE S AL2023 A MHEAMOIA AL2023 7' 2to|= o

*E Fx5HML.

AWSE Amazon Linux 201 CH3H CHS 1k 22 27tX| el 74 2to|2 mx|E EE2|AF Lo

O[O E - Linux2| CVE(Common Vulnerabilities and Exposures)0l CH8t 4G O|E 7t Z & E[04

LICt. o2t YHIO|E= YEHH O 2 Amazon Linux 20t H1 S5 2 AI85t01 5L EE= O

QLE SZ0| 74 EILICt CHIH 38 F Y™ 5= AlAE(Common Vulnerability Scoring System)
M7 o|&of oHEELICH Z<ol et CVEZL 2 E|7| ™o AWSOIA FCIOIEE MBE = US
LICt ol2{et B9 1 =8 mX|E =z erLct

« I+ -CVES} HUE[X| 22 SR HO & eHHY EXof CHEt =8 Atgo| Z & ko] U&L
Ct.

M 30 HL
0 m> F-?-

AWSE ZZA F |
2to

CH 3708 &2t Amazon Linux 2 7= BHZ0i| CHEF 744 2ho|E mx|E NS LICt.
IME = AHL |2 %

|1 A& Bfopdd 2[4 HE HES 2 Mool E38HoF & LICt.

Amazon Linux 2 7{'d 2}0|E T x|= 7|& Amazon Linux 2 2|Z X|E 2|0 M MEE RPM IH{F|X|2 A}
8 = e, x|z 7IEyum HIEZE AP%?PO# N QUAEIAO| MX|5H7HLE AWS Systems
Managerg At&3t0o4 #2|d QIAEA JFof MX(IE = &Lt

Amazon Linux 22| 744 2to|E mix|= F£7} H| ¢i0| MIZSEILICt.

=5y
. KIBEE TH U MNHE
. 74 2ol TH&| Bred

. HEH ALS

+ FAQ

!
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https://docs.aws.amazon.com/linux/al2023/ug/live-patching.html
https://docs.aws.amazon.com/linux/al2023/ug/live-patching.html
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KHxlE #d HAMAM =

7449 2}0o|2 I %|= Amazon Linux 28 A83t= Amazon EC2 QIAEIA Ql 2 mpj|O|A 7HAF T A0 AM
X|4ELIC

Amazon Linux 20X 7{'d 2tO|E T X|E AIE3IE{™H LIS 2 AFR5

o i

Of ghL|ct.

+ x86_64 OFF7|BIXO| HED T 4.14 EE= 5.10
« ARM64 OFF|ElIR{O| 7 BT 5.10

MM 27 A

oo

Amazon Linux ZIZX|E2|o|M I{F7|X|E C}2 2 =5t248 Amazon Elastic Compute Cloud7} AMH|A
2 Amazon S3 HZ!0f| A M[AE == 2{0{oF & LICH 2tZE 0| A Amazon S3& Amazon Virtual Private
Cloud(VPC) AIEZQIEE M85t B VPC A= ZQIE HAHo| e HEZ] HZIof CHEF HHAE
& &35t= x| =elstof g LCt.

O| EoiMeE 74 etole WX|E /s EC27F HMASHOF & = = ZF Amazon S3 B{Z0f| CHEH A
grLICt.

S3 HZ! ARN HE

arn:aws:s3:::packages.region.amazonaw

; I 7 5|
s.com/* Amazon Linux AMI IH{Z|X|7} Z & &l Amazon

S3 HZ!

arn:aws:s3:::repo.region.amazonaws.com/* )
Amazon Linux AMI 2|2 X|E2|7| Z& &

Amazon S3 H{Z!

arn:aws:s3:::amazonlinux.region.amazonaw

i I T 5 5|
s.com/* Amazon Linux 2 2|Z X|E 2|7} Z£&E Amazon

S3 B!

arn:aws:s3:::amazonlinux-2-repos-region/* _
Amazon Linux 2 Z|ZX|E 2|7} Z&E Amazon

S3 HZ!
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Cts EX2 = 2/oj| &5 ot O|HIE|E|Q 2|AA0f CHEF HMAE MBtstT 7L 2to|E Tix|of| R Et
Amazon S3 HHZ!0l| CHEF HM|AE XSt W8 2o{FELICH region, principal-org-id
resource-org-idg& g =& 9| tS 2 HiELICH.

"Version": "2012-10-17",
"Statement": [

{

"Sid": "AllowRequestsByOrgsIdentitiesToOrgsResources",

"Effect": "Allow",

"Principal": {

"AWS'" A

b

"Action": "*",

"Resource": "*",

"Condition": {

"StringEquals": {
"aws:PrincipalOrgID": "principal-org-id",
"aws:ResourceOrgID": "resource-org-id"
}
}
},
{

"Sid": "AllowAccessToAmazonLinuxAMIRepositories",

"Effect": "Allow",

"Principal": {

"AWS'" A

},

"Action": [
"s3:GetObject"

1,

"Resource": [
"arn:aws:s3:::packages.region.amazonaws.com/*",
"arn:aws:s3:::repo.region.amazonaws.com/*",
"arn:aws:s3:::amazonlinux.region.amazonaws.com/*",
"arn:aws:s3:::amazonlinux-2-repos-region/*"

]

}
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714 2tolE mR[ &

QUAHA XA o] BHES ALE S0 7HE QAR AMM 74 20| HXIE AISSHES HHstn A
2% £ Ql&LICt = AWS Systems ManagerE ArEsto 2™ QARA JF0M 5’-|'—E" cto| & i

Che MMolME RS S A85tod 7 QAT AolM 7 2l0l2 HXIE HAIBI6tT AFBSHE ¥

F

[o][]
rr

r.e
o
o
0

S QARA OF0|M 7 2t0|2 TX|E ALSSIE S A5t ALSste Eidof CHer REAEH LY
AWS Systems Manager AtE B A0 A Amazon Linux 2 A0|M 74 2lol= x| Al

74 2tolE mix| &=t

WII

71 20|E THX|= Amazon Linux 20{A 7|2 X o 2 H|&Ad5tE|0] QIS LICH BFo|E THX|E AFR35HES
™M 744 2I0|E IR yum E42 Q1€ MX[5tD 2I0|E W R| 7SS & dstshof g LICt
ZaexHd

744 2to|E D k|E binutils7t ZREILICE binutils7} Ax|5HX| &t2 AR CIS HS AL 504
M RIEFLIC

$ sudo yum install binutils
7{d 2to|2 x| E & M5} stedT
1. 74 2lo|2 m{x|= C}2 Amazon Linux 2 7{g H{Zoi| M EL|C}.

« x86_64 OFF7|EIX{O| HL HM 4.14 EE= 5.10
« ARM64 OFZ7|ElR{2| 7{d B{T1 5.10
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https://docs.aws.amazon.com/systems-manager/latest/userguide/kernel-live-patching.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/kernel-live-patching.html
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7 HTE Helsied™ Chs P S AL

2. X|HElE 7HE HEE olO0| A8st= B ol EAE AUELICH XI#ElE 7HE HTE A8 6K
Y= B2 O3 BHS st 7HdE z[¢ HTHo = UO|0|Estn AAHAE MHEEELICH

$ sudo yum install -y kernel

$ sudo reboot

3. 714 2to|2 IR yum E241QlE MRIELICH

$ sudo yum install -y yum-plugin-kernel-livepatch

4. 74 E2}o|E XIS yum E2{O21E EEstELC.
$ sudo yum kernel-livepatch enable -y

et ol BEE2 FIE ElZX[EE[0M £[& HEQ| 74 2Ol THX| RPME

M
=
5. 7{d 2tol= |8 yum E2{1010| MBx o2 M|EIUEX| HolshHH Che BHS MHFL

CH.
$ rpm -ga | grep kernel-livepatch

714 2to|E2 R|E & dststH gl 7{d 2to|E mX| RPMO| AtS 22 MEELICH 74 2tol=2
X7t 8B HMo 2 SMetEl 3¢ 7| 8l 74 2t0|E x| RPME Z & ét= S 50| LIEtHLICH
d&Lct

yum-plugin-kernel-livepatch-1.0-0.11.amzn2.noarch
kernel-livepatch-5.10.102-99.473-1.0-0.amzn2.x86_64

6. kpatch I{7|X|& AX|ELICH.

$ sudo yum install -y kpatch-runtime

7. kpatch AMH|AZ} ool HX[E < YdO|EELICH
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0o
1z
0%
x

$ sudo yum update kpatch-runtime

8. kpatch MH|AE AIZEILICEH O] MH|AZ =T[5t E= RE Al ZE 7 El0|E TX|E 2=

= A&LIch

ok

$ sudo systemctl enable kpatch.service

9. Amazon Linux 2 Extras Library2| 7{'d 2 0|2 x| FHNE AtEELICt. O] &A= 7{'4 2tolg
o x| 7} & zlo] YU&L|Ct.

$ sudo amazon-linux-extras enable livepatch

A& 7hser 74 ElolE x| 27|

Amazon Linux 22t & 212 Amazon Linux 2ot MIE{oi] AA|ELICH 744 2to|E i x|oi CHEF L RIS

Z &3t Amazon Linux 2 20+ 2r2lof| CHEF XEAI8H LI 2 Amazon Linux 20 MEE &AM, 74
2tO|E IHX|0fl= ALASLIVEPATCHENHE ™S A7 8 &LICH Amazon Linux 2¢ ME{ofl= HIE sHZE
st= 71'd 2to|E miX[7} LIEEIX| et == A& L

oo

BEES A8stod W U CVES BEE ALS 7hSEH 74 B0l IR & & & + U&LICH

et ghHE A8 7hsE ZE 744 Elo|E TR E LEstedH

r

Loaded plugins: extras_suggestions, kernel-livepatch, langpacks, priorities, update-
motd

ALAS2LIVEPATCH-2020-002 important/Sec. kernel-
livepatch-5.10.102-99.473-1.0-3.amzn2.x86_64

ALAS2LIVEPATCH-2020-005 medium/Sec. kernel-livepatch-5.10.102-99.473-1.0-4.amzn2.x86_64
updateinfo list done

CVESt T E AL 7t58 2E 74 clo|E i X|E LtFsted™
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$ yum updateinfo list cves

Ct

0jo
rlo

E39| of UL

Loaded plugins: extras_suggestions, kernel-livepatch, langpacks, priorities, update-
motdamzn2-core/2/x86_64 | 2.4 kB 00:00:00

CVE-2019-15918 important/Sec. kernel-livepatch-5.10.102-99.473-1.0-3.amzn2.x86_64
CVE-2019-20096 important/Sec. kernel-livepatch-5.10.102-99.473-1.0-3.amzn2.x86_64
CVE-2020-8648 medium/Sec. kernel-livepatch-5.10.102-99.473-1.0-4.amzn2.x86_64
updateinfo list done

714 cto|2 x| ME

yum 7 |X| E2|XHE A3t H7[AQl AO|0|EE M3t At 22 L4z 74 2to|2 IR
Mg LICH 7 2tol2 IR|& yum S22l AHEstH M8 74 ctol2 mx[7} 22| =[0d XY

=
=
FEg eIt elsLch

® Tip
HEE Z|A MEIZ oG A R XISIES 7L 2HOo|E X2 AF&35H0 H7 1™ Ao E
sl 40| E&LICE.

3 744 2to|2 IR HMEstHL E7| 2o AHo|ES &M A8 7HSE 7L Bto|E WRIE M
St 5 MEE = &L

S& 71 2to|= mR|E HME5HEH

1. A8 I7tseh 74 2to|E mA| 27[of| MBE BE & stLtE AL835t0{ 7 2H0|E A| HHS

7t LCh.

2. Amazon Linux 2 7ol 74 2t0|E T{X|E XS L|C}.
$ sudo yum install kernel-livepatch-kernel_version.x86_64

Ol S04, CtS BZE2 Amazon Linux 2 '€ T 5.10.102-99.4730{ 714 2t0o[2 WX|E X

$ sudo yum install kernel-livepatch-5.10.102-99.473-1.0-4.amzn2.x86_64

714 2tol2 mR| 335



Amazon Elastic Compute Cloud Linux QIAEAS AHE MH

H7| 2ot Hoo|ELt &M AHE 7tSE 74 2to|E TR E HEstedT

T

$ sudo yum update --security

HI -8 Z&E2HE --security SME MEFAM 2.

/A Important

I.

Bl

rok
o

7Hi BITIE 71 2ol 13I8 Mg Fol clol=slx eton plasia
ollgt A HE 22 O]

|L|C
« Amazon Linux 2 e 3712 SoF 7{d 2lo|E mix|E er&L|Ct 370 o] Aot o=
e 7 HEHo Ciet Mz 2 7 2tol2 mx[7t E2lAE|X]| F&LICH 3712 =0l A&
714 cto|2 mR|E Zoed{H QIAHAE MR LS50 M HE HTS 2 Tetsior &fLICE 1
o™ CHE 3712 S¢f 7 2to|E i x[7} A& = MFELICH 7H'E HEo Chgh X2 7|2+ 2
201524 yum kernel-livepatch supportedE A&ELIC

od

L _I_

HMgE 7d elol2 mx| E7]

Mdx|E 714 2tol2 IR|E EeiH

Ol BE2 =Ek|1 MX[E 2o UO|o|E 714 2lo|E Ix| S5 BrErefLIch S22 oAl 3L

Loaded patch modules:
livepatch_cifs_lease_buffer_len [enabled]
livepatch_CVE_2019_ 20096 [enabled]
livepatch_CVE_2020_8648 [enabled]

Installed patch modules:

livepatch_cifs_lease_buffer_len (5.10.102-99.473.amzn2.x86_64)
livepatch_CVE_2019_20096 (5.10.102-99.473.amzn2.x86_64)
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livepatch_CVE_2020_8648 (5.10.102-99.473.amzn2.x86_64)

(@ Note
thed 74 2to|E mix[oi o424 7He| 2to|E mX|7} Z 8 k|o] dX[E & U&LICH

714 2tol= mH x| H|
714 2to|E IR|E O Ol MEE ER7I e B HNMEX| HIZE s = A&LICH

7{d 2to|2 i x|E H|EH35ts6iedH

1. X% 7i4 2tole mix|e| RPM I{Z|X|E MI7HELICH.

$ sudo yum kernel-livepatch disable

2. 74 2lo|E W X|E yum &1 N|7HEfLICh

$ sudo yum remove yum-plugin-kernel-livepatch

3. QUAEAE MEEELICH

$ sudo reboot

HBH AFE
714 2to|E mix|ol= ChExt Z2 AE AFF ol [U&LICH
- 7 2to|E TIHX|E M Este S¢ 2|c HX ZEE A™ASHHLE, 12 CIHZ =F(0dl: SystemTap,

kprobes 2! eBPF 7|8t =) AFE3H7{LE, 744 2lO|E T x| QIZE}0| AR Z|= ftrace &3 mof|

MM AT 4 I&LICH

FAQ

Amazon Linux 2& 7{'d 2to|E mfx|oi CHEt At F E= EE2 Amazon Linux 2 7'E 2H0|E I x|
FAQE HZ3HMIR.
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AEX XS 7H4

Amazon EC2 QIAE A0l AHSA XIE 70| WY B9 7HE M3t AMIE AL 5tod AlBHet & 5
o QIABIAO A AL R RIT g T Ys D, REZCHE UHOIE 50 A S XIHELICE O
2 AL AMIOIA AHSSHE 7HSH R0l mat CHE LITH ARMIEH LIS Linux AV 71448 S5 4

SERSEIVT=Y

ot
!

=3}
. HVM AMIs(GRUB)
- AMIs 7} AH8HPV-GRUB)

HVM AMIs(GRUB)

HVM QIAEA 282 AN 22|M ClA3 Q9 WXEH FZELICH B8 T2 MAE= C|A3 THE[MHO| M
ME|D RERHIF Qe Ho] HIE (bare metal) 2Q ®A|o| £ & T2 MAL}F H|RSHH, $A X|HEE=
2 E Linux HIZEE A8 E = U&LICH 71HE Lt ol EEZHE= GRUB = GRUB2!LICEH

JlExo 2 GRUBE F7H5iQl R XIS WAAIZ|X| 87| /o QIAHA Z&of EHE TS X
Of&LICH REMIEH LIS S QIABIA E4 521 MM HZSHMR. ASX XIE e Malsts Be

GRUB £3 & At8st= 5 ddstioF &LiCt

CHA 98 XIRE TRE UX|E M 7S BlAEE o oM LS ASsHe 2ol HEELI
GRUBS M 7{:10f ZHol7h wayst B9 CHE 7l 0|8 CHAMIStO] ASE 4 UBLICH CHA o]
UoT A HL0| gl Lo QAHAT REIE 4 L

Amazon Linux& 2il7{A| GRUBMME /boot/grub/menu.lstE AL&3HH, Amazon Linux 2&
GRUB2U|ME /etc/default/grubE AFSELICIH RFEZHMAM 7|2 7{'E2 UO[0|ESHE 2E o
CHet REMIEE LHE2 2 Y Linux HHZEHo| MEME & X 5HM 2.

AMIs Bt 7} & 3LH(PV-GRUB)

T

V(EH7HAEL 714 SHE AFE SHE Amazon Machine Image= £ & IHH0lM PV-GRUBEH=E A|AEIE
gLk PV-GRUBE GNU GRUB 0.979| THX| XS M#stE 8ot 45 REZ QLT QIAF
Als#5tH PV-GRUB7} £ & IV g M35t D 0|0|x|2l menu.1st THUof X|HE Hde eIz

LICH.

n 1> =
oo M oo

PV-GRUBE= E& grub.conf EE= menu.lst BHE O|aHE = Ao et EE Z[4 X|| Linux
HHZE o S AL E 4= & LICH Ubuntu 10.04 LTS, Oracle Enterprise Linux, CentOS 5.x S O|&

AR HS 7 338
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HEZ 2 S8t "ec2" EEE "xen" 74 T 7|X|E ERZ ot X[BH, M HIZE2 LR et ECI0|HE 7|2
7id WZ|x|of| & stn A&LICH

CHE 22| PV(EH7HA S AMIE PV-GRUB AKIE 7|2Mo 2 A8 32 2 (Amazon EC2 Launch Wizard

Start HF0M M3 El= 2 & PV Linux AMI £ &), AF8E CIHE 7{H0| AL AtS| HHZ Et ot S &=

ZoatH QAHAM ST S AL SH7| o WE ol TS ¥ Wk SALIC AAH A0

MASR XIS 72 Asists 240l wile ists T 7hs 2HE AMIZ AlSstod, QAT Aof
A

b
M AR R HDe Ao s, menu.1lst THYS £X5tE ZdL|Ct.

=1L HA K-

AMI2S| 7{'4 O|O|X|7} PV-GRUB AKIRIX| &2l == Q& LICt CtF describe-images BHE(EHE 714
O|0|X| ID2 CHAM)S A%l5t0d Name ZETJ} pv-grubZ A|EHsH=X| &QlgtL|C}.

aws ec2 describe-images --filters Name=image-id,Values=aki-880531cd

St

- PV-GRUBZ2| A8t AME}

HE7} A8 AMISCHE] GRUB A4
Amazon PV-GRUB 7{'& 0|0|X| ID
« PV-GRUB ¥CI0O|E

PV-GRUBS| ANt AMEt
PV-GRUBO{|= CI21t &2 WM& AHEO| Q& LICE.
« 64H|E K™ 2| PV-GRUBS AI23lA 32HIE 7S AdE == oM, 32HIE T 2| PV-GRUB
£ AM83HM 64H|E HES AYE =T Q&L
« PV-GRUB AKIE AM2%E I ARI(Amazon EC|A 3 0O|0|X)E X|HE 4 giaL|ch
o]

. AWSQ(E) PV-GRUBO| EXT2, EXT3, EXT4, JFS, XFS, ReiserFS S2| I} A|AE zoin} &= 8t
2 HAESD ASYALICH I 40| 1t AIAR ZHS PV-GRUBOIAM B S8HX] 9
Ct.

« PV-GRUB® gzip, bzip2, Izo, xz & F ZZE MM S FE 7Hd2 RFEAZH = JU&Lct

« Cluster AMI= &8 HYM(SER0] 7Hef HAhE AF&317| IZE 0| PV-GRUBZ X|H5HX| &t
O|8 HR= K| A&LICH PV(EHHA S QIARAE PV-GRUBZ AFESHAM £ &5 K|, HVM
RQIAEHA EES AN CIATXMEH FZEH I B8 #H2 otE|M Me|El clazet RFERECI U
= o] HIE (bare metal) 2 AMA|Q| £ & T T SAFELICEH
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« PV-GRUB H{Z%1 1.03 2! 1 0|5} H{A2 GPT IIE|MHEE X|6HX| &2 MBR THE|MEBH x| 248
LICH

LS

LVM(Logical Volume Manager)E A& 7|&

« Amazon Elastic Block Store(Amazon EBS) = &2 =2
2 Ee = L &7 20| ZFo{X|H LVMRE =

21 Z2, LVM IR 9| 7iEXQl R E mHE|M

25 B ES MAE 4 201 B

HE7}AFSE AMIsCHSH GRUB +4

PV-GRUBE £&/5t24% 0/0/X| Lo GRUB menu. 1st T+o| ZxHsHof BfLICt. O] Tho| 745 et
0l 2|x|&= /boot/grub/menu.1lst IL|CH.

CtS2 PV-GRUB AKIZ AMIE 22l5t= 2o CiEt menu.1st 74 o] of IL|Ct. Of of

0 A= Amazon Linux 2018.03(0| AMIoi| CHEF &2 7{'d) 7't Vanilla Linux 4.16.4(https:/
www.kernel.org/0l M MB El= Vanilla Linux 7{'22| 2| &l ) 7' S0l MEHE = JU&LICtH
Vanilla &= 2 siE AMI0] CHEr #Hel & F oM SAE J0|MH, kernel ¥ initrd d2= M fIX[2
AClo|EEILICH default 0 ZlZtOIEE $EEH7+ 2745t A Hml 5 (0| AR = Vanila E3)2

HZ5H St fallback 1 oi2t0EE A &5 220 EXM7t UeE G REEHIII F HR &5
2= 5FAH gt

default 0
fallback 1
timeout 0
hiddenmenu

title Vanilla Linux 4.16.4
root (hd0@)

kernel /boot/vmlinuz-4.16.4 root=LABEL=/ console=hvc0
initrd /boot/initrd.img-4.16.4

title Amazon Linux 2018.03 (4.14.26-46.32.amznl.x86_64)
root (hdo)

kernel /boot/vmlinuz-4.14.26-46.32.amznl.x86_64 root=LABEL=/ console=hvc@®
initrd /boot/initramfs-4.14.26-46.32.amznl.x86_64.1img

menu.lst TFLUO|M CHA| HEE XI™H
Zdo| HEELICH PV-GRUB2 M 7
&LICH CHAl| {0l Qle B= °|*._‘|AE M FHg

oF M S EHAEY W CHA| LS A8 dte
det F2 CHE 7= o|E CHAsto A8 E + 2
=12
=

g = gle R0z R#E2E = J&LIcH

1

PV-GRUB®2 menu.1lst& & 7| ?lsll Ct& {IXIE AAEfLICHEL 748t B9 1 Olst Z=2= AM o &),

AMIs 27} 5HPV-GRUB) 340
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* (hd@)/boot/grub

* (hd0,0)/boot/grub

* (hd0,0)/grub

* (hd0,1)/boot/grub

« (hd@,1)/grub

« (hd0@,2)/boot/grub

« (hd0@,2)/grub

« (hd0@,3)/boot/grub

« (hd@,3)/grub

PV-GRUB 1.03 0|3t HHHE ol S E0ilM & 2702| 2| x|TF HA§L|C},
Amazon PV-GRUB 7{'2 0|0O|X| ID

PV-GRUB AKI= Ot Ao} Ef B (ALZL 2|8 A elEt 2 & Amazon EC2 E|T0IM &S & L|Ct 32H]
E 2 p4H|E Q| F o} 7|EIR{ R0 CHEF AKIZE EXHEFLICE 7HE %[419] AMIE 7|EX S 2 PV-GRUB
AKIE AtSEfLCt

2 E PV-GRUB HHHO| 2 E QIAEA I etk A2 ofL|7| WEod, XL PV-GRUB AKI2|
Z M HEE A8 38HE Z30| HEELICH CHS describe-images B2 AFE 3104 Al 2|Zdoi CHE PV-
GRUB AKI S &2 7txX{SLIC}.

aws ec2 describe-images --owners amazon --filters Name=name,Values=pv-grub-*.gz

PV-GRUBE ap-southeast-2 ZIT0MEF ME /= AKIQLICH AF XL T 20l SAFE AMI
7t s 2l AL 7HS 8 PV-GRUBL| HTE A& SH=X|E & QlsHoF & LCt.

CtE2 2 2|Tod| CHE 247 AKI IDRILICE hd0 AKIE AFESIM M| AMIE S5 & + U&LICH

(® Note

hd00 AKI7} O|H0]| MSE[AE 2|Fe| B O|™ T nto| S &2 2laH hd00 AKIZE A< 8
M A3 U&LICH
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ap-northeast-1, Asia Pacific (Tokyo)

o|O|X| ID o|O|X| O|&
aki-f975a998 pv-grub-hd@_1.05-1386.9z
aki-7077abl1l pv-grub-hd@_1.05-x86_64.9z

ap-southeast-1, Asia Pacific (Singapore) Region

o|0|X| ID o|0O|X| o|&
aki-17a40074 pv-grub-hd0@_1.05-1386.gz
aki-73a50110 pv-grub-hd@_1.05-x86_64.g9z

ap-southeast-2, Asia Pacific (Sydney)

ol|Olx[ID o|O|x| ol&
aki-ba5665d9 pv-grub-hd@_1.05-1386.9z
aki-66506305 pv-grub-hd@_1.05-x86_64.9gz

eu-central-1, Europe (Frankfurt)

olO|X| ID o|O|X| ol&
aki-1419e57b pv-grub-hd@_1.05-1386.9z
aki-931fe3fc pv-grub-hd@_1.05-x86_64.9z

eu-west-1, Europe (Ireland)
olO|x| 1D o|O|x| ol&

aki-1c9fd86f pv-grub-hd@_1.05-1386.9z
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o|O|X| ID o|O|x| o|&

aki-dc9ed9af

sa-east-1, South America (Sao Paulo)
olO|x| 1D o|O|x| ol&
aki-7cd34110

aki-912fbcfd

us-east-1, US East (N. Virginia)
o|O|X| ID o|O|x| o|&
aki-04206613

aki-5c21674b

us-gov-west-1, AWS GovCloud(DO|=-A5F)
o|d|x| ID o|O|x| ol&
aki-5ee9573f

aki-9ee55bff

us-west-1, US West (N. California)
o|O|X| ID o|O|X| O|&
aki-43cf8123

aki-59cc8239

pv-grub-hdo_1.

pv-grub-hdo_1.

pv-grub-hdo_1.

pv-grub-hdo_1.

pv-grub-hdo_1.

pv-grub-hdo_1.

pv-grub-hdo_1.

pv-grub-hdo_1.

pv-grub-hdo_1.

05-x86_64.gz

05-1386.9z

05-x86_64.9gz

05-1386.9z

05-x86_64.9z

05-1386.9z

05-x86_64.9gz

05-1386.9z

05-x86_64.9z
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us-west-2, US West (Oregon)

O[O|X| ID o|O|x| o|&
aki-7a69931a pv-grub-hd@_1.05-1386.9z
aki-70cb0el0 pv-grub-hd@_1.05-x86_64.9z

PV-GRUB YHI0|E

S o $EE|= A2 ot 7| &0, AXILE PV-GRUB AKIS|
ZA HEE AFE5HE Zdo| HEEILICH =38 PV-GRUB2| O|F HHFO| 2 E 2|HoIM AFE 7ts8H A
2 olLI2E, 0| HTE AE5tE AMIE SHE HT 2 XIH5HX| b= EITe R SAE 4= 74
O|0|X|E UCIO|EE K| AMIOIA] ARE QIAEIAE HEIA|Z £ Ql4

—_—= = T HA|=||—||-_—|' L_-I'o x-{KI'E M‘%%H
PV-GRUBZQ| QIAEIA HAE &0l5t T EQdt 2 AUO|0|EE 5HMI2.

2 E PV-GRUB H{™0| EE QIAEA
LiC

PV-GRUB E{% 20l thi

=

1. QIAEAO CHE 7L IDE 3&LICH

P

aws ec2 describe-instance-attribute --instance-id instance_id --attribute kernel --
region region

"Instanceld": "instance_id",
"KernellId": "aki-70cb0elQ"

o| QA A CHEt 7D IDE aki-70cb0e10QlL]Ct.
2. 6HI:C'> 'I = IDol H'Ix'l g_‘?'_% EI‘OI?:II-L—IEI'.

— L=

aws ec2 describe-images --image-ids aki-70cb0el® --region region

"Images": [
{

"VirtualizationType": "paravirtual",
"Name": "pv-grub-hd@_1.05-x86_64.g9z",

"Description": "PV-GRUB release 1.05, 64-bit"

AMIs EF7HAH8HPV-GRUB) 344



Amazon Elastic Compute Cloud Linux QIAEAZ AL MEM

}

07| 7{d o|0|X|= PV-GRUB 1.05%ILICH AF2 o] PV-GRUB E{Z10| %| Al B{Z10| ot AR
(Amazon PV-GRUB 7{'d O|O|X| IDOIM &Ql 7t5), Tt MAE AL&35t0{ 0|E MO0l E35HoF &
L|Ct.

PV-GRUB HZ C|0|E &Y

74
o

CIAEIA T} PV-GRUBZ| O|F HEIZ2 A5t

rr
40
(@]

|& e = HH|0|EsH oF ELC.

bt

1. Amazon PV-GRUB 7{'d O|O|X[ IDOI|A] 211 & ZZ M|A ot 7|Ex{of CHE Z| 4l PV-GRUB AKIE
EHQIgrLCH.

2. QUABIAE FEELICH Ar8st Qe 714 O|0IXIE +HdtedH QAHAE SHE L7t QU
&LCt.

aws ec2 stop-instances --instance-ids instance_id --region region

3. QIAEAO CHEH AFR E|= 744 o|0|X|E £X &L}

aws ec2 modify-instance-attribute --instance-id instance_id --kernel kernel_id --
region region

aws ec2 start-instances --instance-ids instance_id --region region

Amazon Linux 2 MATE A3 & 42 7

VMATE CIASE $728 Ch3 MBI 870 AMIo) AFE Adx| 2 AFE TAEILICH

".NET Core x.x, Mono x.xx, PowerShell x.x, and MATE DE pre-installed to run
your .NET applications on Amazon Linux 2 with Long Term Support (LTS)."

O| 242 BHEES 242 AE5tHM Amazon Linux 2 QIATAE Z2|E £ U= FExel Jelg

A& R QIE{H|0|AE BB LICH QIE{HO|A0E of0|Z, &, £ 28, EC, 1 5H04 U uiE &t
53 Ze a8 B#o| ASELICH 71E B GUI 7l TTE AL shod Yuhaiol stolg SuE

MATE QAT & o142 #4

0%
w
N
[$)]


https://mate-desktop.org/
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& UBLICH 8 S0f AZEY0] £+ U M7, HHI0IE M, THY T4, T2 A W AAH
AEf ZUIEIYE SI3t £ 77 Lo

/A Important
xrdp= AMIO| HEZ M2 ElE A HIAIE AZEQo{QLICH 7|2XMO 2 xrdpe AHA|
MHEE TLS QIZEME Al25lod YA OIATE MME 25 358LIct AWS 2! xrdp ZEIRHE
Z2HM BF0|M RHA MEE QIBEME AE S| efotok BhLCH CHAl A3 CA(RIE 712
oM QB ME 7txet QAR AN EXIEFLICH TLS Fdof CHEF AtAMIEH LHE 2 xxrdp wiki2l
TLS 2ot HE S HZESAMR.

(@ Note
xrdp CH&I VNC(7HA HIEQ|T HAFE!) MHIAE AS5tEdE B2 Amazon Linux 22 AlSH
Amazon EC2 RQIAEA 0| GUIE AEX|stcdT 047 aliok B LI7H? AWS X|A] ME| EME &
Z5HMI2.

A =

Ol &Fol ZAIE HHS A&5E{™ AWS Command Line Interface(AWS CLI) EE= AWS Tools for
Windows PowerShell§& Ax|5t1 AWS Z2 0t S 78 LIC}.

M

1. AWS CLI M%| - RtMIEt LI AWS Command Line Interface AF2 ME A0 AWS CLI A4 x| &
TN I AEE BESM2

2. Tools for Windows PowerShell x| - XtA|8t LIE 2 AWS Tools for Windows PowerShell AFZ A

Mol A AWS Tools for Windows PowerShell x| & 28 At74 ZHE X SHM 2.

RDP 244 714

CHS EHAIo et 22 AFE|M MATE HIAZE 48 A™5HE Amazon Linux 2 QIAE AT K| o
Aste Y7 HASE T2 E2(RDP) HZAS MMELICH

1. AMI O|E0{ MATEZ} Z & E Amazon Linux 22 AMIC| IDE 7}X it 24 HHZE =0
describe-images BEE AIEE = U&LICH BHEE 7 & HXISHK| 882 B AWS CloudShell
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https://github.com/neutrinolabs/xrdp/wiki/TLS-security-layer
https://repost.aws/knowledge-center/ec2-linux-2-install-gui
https://repost.aws/knowledge-center/ec2-linux-2-install-gui
https://docs.aws.amazon.com/cli/latest/userguide/cli-chap-getting-set-up.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-configure-quickstart.html
https://docs.aws.amazon.com/powershell/latest/userguide/pstools-getting-set-up.html
https://docs.aws.amazon.com/powershell/latest/userguide/shared-credentials-in-aws-powershell.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/describe-images.html
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MMM 2l Ctg HelE 8" = A& LT CloudShellof M & MIMS I"%PE abe
ME = AWS CloudShell2 A% 5178 R ZSHMIR. Amazon EC2 2&0|AM QIATAE
1 AMI A Fof MATEE 1235101 MATE Z & AMIE & £ U&LICEH MATEZL AFX AX[E
Amazon Linux 2 Quick Start7t Z444 ZAutofl Z A|ELICEH

r_fF_
M 0
2: I
Bl

aws ec2 describe-images --filters '"Name=name,Values=amzn2*MATE*" --query
"Images[*].[Imageld,Name,Description]"
[
[

"ami-0123example@abcl2",

"amzn2-x86_64-MATEDE_DOTNET-2020.12.04",

"_.NET Core 5.0, Mono 6.12, PowerShell 7.1, and MATE DE pre-installed to run
your .NET applications on Amazon Linux 2 with Long Term Support (LTS)."

1,
[
"ami-Q456example@def34",
"amzn2-x86_64-MATEDE_DOTNET-2020.04.14",
"Amazon Linux 2 with .Net Core, PowerShell, Mono, and MATE Desktop
Environment"
]

AF 31710l ZEHEH AMIE MEHEFLICE
2. O THAloll M #2 AMIZ EC2 QAEAE ARELICH ZE 33892 0| QlH2E TCP E2iTS
&8st S 2ot a5 S FEELICH 2o O & 8ol O XM LIS 2 vPCo| Eer O 58 &
ZotML. Ol IS ALE5tT RDP 2EI0[AEE A8 stod QIAREAO AZE + U&LICH
L

3. SSHE o|838f QAE AN HAZAFLICH
4, QlaEAo|lAxmEQo] Y HLE YO O|ESHAML.
[ec2-user ~]$ sudo yum update
UCIO|ETI 2R E|H QARAE ZHFEISI0{ UH|0|Eo| M |4 TH7|X| X ElO|EHE2|E A8 &
OIX|E =fQIEtLICt 7 YCO|E & 25k AR s BT

T1A0f CHA| 1251 Linux QIABIANM CHE BEE A=st0d ec2-userl| 3 & dYst
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https://docs.aws.amazon.com/cloudshell/latest/userguide/getting-started.html
https://docs.aws.amazon.com/vpc/latest/userguide/VPC_SecurityGroups.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/connect-linux-inst-ssh.html
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[ec2-user ~]$ sudo passwd ec2-user
6. CIEAMet 7|E AxIEfLICt

215Xt 7|7k olO| Qe B2 ChEx 20] /etc/xrdp/ CIFE{ 2|0 SAHEFLICH

rO

IE M - /etc/xrdp/cert.pem
7| - /etc/xrdp/key.pem

B Met 7|7t 9l B2 CS BYEE AE5I0{ /etc/xxdp CIHEE[0f HEEfLICEH

$ sudo openssl req -x509 -sha384 -newkey rsa:3072 -nodes -keyout /etc/xrdp/key.pem
-out /etc/xrdp/cert.pem -days 365

(® Note

O| BH2 365U 7 ABSME SGFLIC

ol
rot

7. CQIAEAC HAZAY HFE0IM RDP 22t0|UEE FLICHOH: Microsoft WindowsE A&i5t= &
FEOIM A OATE 21Z). AEX O|ELZ ec2-userE 2451 O EHA0l A A5 o
S E Y=gLc.

Amazon EC2 QAR AO0|M xxdpE H|E 3l 5t2{™

Linux QIARAOIM CHE 2| BH & StLIE A-5H0 UXIE xrdpE HIEMHEE £ JU&LICE CHE 9

HHE2 X1 ‘I HZ MATEE At85t= S3o| &2 FX| et&Lct

[ec2-user ~]$ sudo systemctl disable xrdp

[ec2-user ~]$ sudo systemctl stop xrdp

Amazon EC2 QIAEAON|M xxdpE & MH35tsiedH

xrdpE CtA| &d&lstod MATE HlA3 & 32 A& st= Amazon Linux 2 QAR A 0] AAsE{H
Linux I ABHANAM CHE | B & StLIE AldeLCh

[ec2-user ~]$ sudo systemctl enable xrdp
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[ec2-user ~]$ sudo systemctl start xrdp

Cts Y30/ AMI M L S Rol MSELUICH SLE 2 AWS E[HEE M FLICH

g OIS A oI 7|2 gEE
AMI EIMERE = =IO HE 50,000
2| 4l Zzto|d! AMI =LCh
o7l A 75, EF & &
|gtMEHE AMI 2 XS 9|
AMI7} Z&EL|C}
HE2! AMI 2MEE 2L X HE 5
2| AMI = LICHF RIS 2| &
22/ AMI 2 E.
AMI 28 2| LHlM AMIE 288 £ 1,000
A =l AEHE[(=E, ==
E+°|(OU) AE) =eluch =
Xl L= QU AMIE Z2R5t=
B EZE TE QUL HAH £
= getZFol ZEEIX| ot&L
C}.
gogre e o B2 AMIE dY85HHL SR!stede 42 Ch2 20| st ElLict
« S AMIEEZ EE HEZ AMI §E TS T8 B2 AIE5HK| of2 o|O|X|e| S8 FAE TEdst
M2

AM| gtk e
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https://console.aws.amazon.com/servicequotas/home M| A Service Quotas 2&2 JL|Ct.

1.

2.

FL|Ch

Mgy

oA AWS MHIAE
= 5 0{| - Amazon Elastic Compute Cloud(Amazon EC2)E& ME45}HL}

EFAH X}
=51 o

Ktol MH|£ O] &

Z4AH Al
== o

3.

s
—

~
Klo

« AMI

- HEE AMI
« AMI 3R

oju

~
Klo

no

-,

L
__o=._

Yoll A

stCH2F 7F HY{ 74
O O HA L-O

Change quota value(

Ct.

6.

| B0l CHAZE S M

EFA
[= R

HedH

7 &)Lt et

) of

ME{ A olA #HE

_C,’—I__l

)2 HZE E|™M Support Center case number(X|

cffoll #|o|A HE 7 ®AIELICH O] 7oA &

Quota requested(

M.

—
[Ile)

SME Bx

MO
= o
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https://console.aws.amazon.com/servicequotas/home
https://docs.aws.amazon.com/servicequotas/latest/userguide/request-quota-increase.html
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Amazon EC2 @IAEA

® Note
KM QIAEIA 34 AFF2 Amazon EC2 QIAEIA 23 JI0|EE2 XM L. 22 LIge
Amazon EC2 QIAEA REE HESM L.
Amazon EC2E& XME A5t B Al&StE{dH OIS MME XML
Amazon EC28F Fei0l7t2?
Amazon EC2 Al M™
X4 M: Amazon EC2 Linux QIAEIA A|Z}
IARIA - F7|
ZZ2EHM A2 Al&SH7| o Ch2 2 2oi EsHoF g LICt.
Q. L 27 AFEof 7FE st QIARA RS Foi07t2?
Amazon EC2& OfEC|AHo|MHE A&5t= Ol 228t CPU, HZ22|, AECIX| 2 HELKZD 8FS
MEdE = Q= CHYEF QIARA REE MSELICH AHMIE LI 2 QIARA 3 MME & X5

M<.

Q. LH 27 ArZof 7he MEsr 7ol M2 FUUHR?

[
g'l_l
o
|T
E
riOI-
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2
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_l_
|>
Ha
=2
r=
Mk
»u
mjo
rio
1y
|0
Hu
i
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ok
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r
=
N

AWS Systems ManagerE A2 32 Amazon EC2 QIAEIA O] M9l 5l0|EE|E &ZE 0| 2= 7O
A QIARIA U 7H HHAVM)(CHE B2HRE B3Rt VM Z8h) 742
g £ QI&LICH RHMIBH LI 2 AWS Systems Manager AtE MEAME &
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https://docs.aws.amazon.com/ec2/latest/instancetypes/instance-types.html
https://aws.amazon.com/ec2/instance-types/
https://docs.aws.amazon.com/systems-manager/latest/userguide/
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QIAEA T AMI

Amazon Machine Image(AMI)= AZEQ|o{ Fd0| Z|ME "HEZULCHH: 5

AL
El
o
__
K
L]
N
o

- /=3
M M, o Z 2|7/01A). AMIOI A QIAEIAE HIZ AlEHsHAl 4 Ql=D], 0] QIAEAE AMIQ| AR
2, 820 A™ElE 7HA MBHILICEH CHS aZla 2o, 8 AMIZ 042 QIAEIA S AlRHE &
A&LICH
Instance
Host computer
AMI
“”\'!'\‘
Launch instances \‘
of any type Instances

Host computer
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e

® Sizes

M5 m5.large |[m5.xlarge |m5.2xlarge |m5.4xlarge |
m5.8xlarge |m5.12xlarge |m5.16xlarge |[m5.24xlarge |
m5.metal

Mb5a m5a.large |mb5a.xlarge |mb5a.2xlarge |mb5a.4xlarge |
m5a.8xlarge |m5a.l2xlarge |[mb5a.l6xlarge |mb5a.24xla
rge

M5ad m5ad.large |m5ad.xlarge |mb5ad.2xlarge |mb5ad.4xlarge |
m5ad.8xlarge |m5ad.l2xlarge |m5ad.l6xlarge |m5ad.24xl
arge

M5d m5d.large |m5d.xlarge |m5d.2xlarge |m5d.4xlarge |
m5d.8xlarge |m5d.12xlarge |m5d.1l6xlarge |m5d.24xla
rge |m5d.metal

M5dn m5dn.large |m5dn.xlarge |m5dn.2xlarge |m5dn.4xlarge |
m5dn.8xlarge |m5dn.12xlarge |m5dn.l6xlarge |m5dn.24x1
arge |m5dn.metal

M5n m5n.large |m5n.xlarge |m5n.2xlarge |m5n.4xlarge |
m5n.8xlarge |m5n.l1l2xlarge |m5n.l6xlarge |mb5n.24xla
rge |m5n.metal

M5zn m5zn.large |m5zn.xlarge |m5zn.2xlarge |m5zn.3xlarge |
m5zn.6xlarge |m5zn.12xlarge |m5zn.metal

M6a m6a.large |m6a.xlarge |mba.2xlarge |m6a.4xlarge |
m6a.8xlarge |m6a.l2xlarge |mb6a.l6xlarge |mba.24xla
rge |m6a.32xlarge |m6a.48xlarge |mba.metal

M6g m6g.medium |még.large |m6g.xlarge |m6g.2xlarge |
m6g.4xlarge |m6g.8xlarge |mb6g.l2xlarge |m6g.l6xlarge
| m6g.metal
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® Sizes

M6gd m6gd.medium |m6gd.large |mb6gd.xlarge |m6gd.2xlarge |
m6gd.4xlarge |mé6gd.8xlarge |mégd.l2xlarge |m6gd.16xl
arge |mé6gd.metal

MGi m6i.large |m6i.xlarge |m6i.2xlarge |m6i.4xlarge |
m6i.8xlarge |m6i.l2xlarge |m6i.l6xlarge |mb6i.24xla
rge |m6i.32xlarge |m6i.metal

M6id m6id.large |m6id.xlarge |m6id.2xlarge |m6id.4xlarge |
m6id.8xlarge |m6id.l1l2xlarge |m6id.l6xlarge |m6id.24x1
arge |m6id.32xlarge |m6id.metal

M6idn m6idn.large |m6idn.xlarge |m6idn.2xlarge |m6idn.4xl
arge |m6idn.8xlarge |m6idn.l2xlarge |m6idn.l6xlarge |
m6idn.24xlarge |m6idn.32xlarge |m6idn.metal

MG6in m6in.large |m6éin.xlarge |m6in.2xlarge |m6in.4xlarge |
m6in.8xlarge |m6in.l12xlarge |m6in.l6xlarge |m6in.24x1
arge |m6in.32xlarge |m6in.metal

M7a m7a.medium |m7a.large |m7a.xlarge |m7a.2xlarge |
m7a.4xlarge |m7a.8xlarge |m7a.l2xlarge |m7a.l6xlarge
| m7a.24xlarge |m7a.32xlarge |m7a.48xlarge |m7a.metal
-48x1

M7g m7g.medium |m7g.large |m7g.xlarge |m7g.2xlarge |
m7g.4xlarge |m7g.8xlarge |m7g.12xlarge |m7g.l6xlarge
| m7g.metal

M7gd m7gd.medium |m7gd.large |m7gd.xlarge |m7gd.2xlarge |
m7gd.4xlarge |m7gd.8xlarge |m7gd.l12xlarge |[m7gd.l1l6xl
arge

M7i m7i.large |m7i.xlarge |m7i.2xlarge |m7i.4xlarge |

m71i.8xlarge |m7i.l2xlarge |m7i.l6xlarge |m7i.24xla
rge |m7i.48xlarge |m7i.metal-24x1 |m7i.metal-48x1
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M7i-flex

Mac1
Mac2
Mac2-m2

Mac2-
m2pro
T2

T3

T3a

Cha
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ﬂ
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Sizes

m7i-flex.large |m7i-flex.xlarge |m7i-flex.2xlarge |
m7i-flex.4xlarge |m7i-flex.8xlarge

macl.metal
mac2.metal
mac2-m2.metal

mac2-m2pro.metal

t2.nano | t2.micro|t2.small|t2.medium |t2.large |
t2.xlarge |t2.2xlarge

t3.nano | t3.micro|t3.small|t3.medium |t3.large |
t3.xlarge |t3.2xlarge

t3a.nano | t3a.micro |t3a.small |t3a.medium |t3a.large
| t3a.xlarge |t3a.2xlarge

t4g.nano | t4g.micro |t4g.small |t4g.medium | t4g.large
| t4g.xlarge |t4g.2xlarge

Sizes

c5.large | c5.xlarge |c5.2xlarge |c5.4xlarge |
c5.9xlarge |c5.12xlarge |c5.18xlarge |c5.24xlarge |
c5.metal

c5a.large |c5a.xlarge |cb5a.2xlarge |cbha.4xlarge |
c5a.8xlarge |c5a.12xlarge |c5a.l6xlarge |cb5a.24xla
rge
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Cbhad

C5d

C5n

Cba

Cé6gd

C6gn

C6i

Coid

Sizes

c5ad.large |c5ad.xlarge |cbad.2xlarge |cb5ad.4xlarge |
c5ad.8xlarge |cb5ad.12xlarge |c5ad.l6xlarge |c5ad.24xl
arge

c5d.large |c5d.xlarge |c5d.2xlarge |cb5d.4xlarge |
c5d.9xlarge |c5d.12xlarge |c5d.18xlarge |c5d.24xla
rge |c5d.metal

c5n.large |c5n.xlarge |c5n.2xlarge |cb5n.4xlarge |
c5n.9xlarge |c5n.18xlarge |c5n.metal

cba.large |cba.xlarge |c6ba.2xlarge |c6a.4xlarge |
cba.8xlarge |cba.l2xlarge |c6ba.l6bxlarge |cb6a.24xla
rge |c6a.32xlarge |c6a.48xlarge |c6ba.metal

c6g.medium |c6g.large |c6g.xlarge |c6g.2xlarge |
cbg.4xlarge |c6g.8xlarge |c6g.12xlarge |c6g.l6xlarge
| c6g.metal

cb6gd.medium |c6gd.large |c6gd.xlarge |c6gd.2xlarge |
cbgd.4xlarge |c6gd.8xlarge |c6gd.l2xlarge |cé6gd.16xl
arge |c6gd.metal

cégn.medium |c6gn.large |c6gn.xlarge |cégn.2xlarge |
cbgn.4xlarge |c6gn.8xlarge |cébgn.l2xlarge |c6bgn.16xl
arge

cbi.large |c6bi.xlarge |c6i.2xlarge |c6i.4xlarge |
c6i.8xlarge |c6i.12xlarge |c6i.l6bxlarge |c6i.24xla
rge |c6i.32xlarge |c6i.metal

cbid.large |c6id.xlarge |c6id.2xlarge |c6id.4xlarge |
c6id.8xlarge |c6id.12xlarge |c6id.l6xlarge |c6id.24x1l
arge |c6id.32xlarge |c6id.metal
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7 Sizes

C6in cbin.large |c6in.xlarge |c6in.2xlarge
c6in.8xlarge |c6in.l1l2xlarge |c6in.l6xlarge
arge |c6in.32xlarge |c6in.metal

C7a c7a.medium |c7a.large |c7a.xlarge
c7a.4xlarge |c7a.8xlarge |c7a.l2xlarge
| c7a.24xlarge |c7a.32xlarge |c7a.48xlarge
-48x1

C7g c7g.medium |c7g.large |c7g.xlarge
c7g.4xlarge |c7g.8xlarge |c7g.l1l2xlarge
| c7g.metal

C7gd c7gd.medium |c7gd.large |c7gd.xlarge
c7gd.4xlarge |c7gd.8xlarge |c7gd.12xlarge
arge

C7gn c7gn.medium |c7gn.large |c7gn.xlarge
c7gn.4xlarge |c7gn.8xlarge |c7gn.l1l2xlarge
arge

C7i c7i.large |c7i.xlarge |c7i.2xlarge

c7i.8xlarge |c7i.l12xlarge
rge |c7i.48xlarge |c7i.metal-24x1l

H 22| %[Z43}

0%

= Sizes

R5 r5.large | r5.xlarge |r5.2xlarge

r5.8xlarge |r5.12xlarge
r5.metal

| r5.16xlarge

| c7i.16xlarge

| c6in.4xlarge

| c7a.2xlarge |

| c7g.2xlarge |

| c7gd.2xlarg

| c7gn.2xlarg

| c7i.4xlarge |
| c7i.24x1a
| c7i.metal-48x1

| r5.4x1large |

| r5.24x1large

e

e

| c6in.24x1

| c7a.16xlarge
| c7a.metal

| c7g.16x1large

| c7gd.16x1

| c7gn.16x1
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= Sizes

R5a r5a.large |r5a.xlarge |rb5a.2xlarge |r5a.4xlarge

r5a.8xlarge |r5a.l12xlarge |r5a.l6xlarge |rb5a.24xla

rge

R5ad r5ad.large |r5ad.xlarge |r5ad.2xlarge |r5ad.4xlarge |

r5ad.8xlarge |r5ad.l1l2xlarge |r5ad.l6xlarge
arge

R5b r5b.large |r5b.xlarge |r5b.2xlarge |r5b.4xlarge

| r5ad.24x1

r5b.8xlarge |r5b.12xlarge |r5b.l16xlarge |r5b.24xla

rge |r5b.metal

R5d r5d.large |r5d.xlarge |r5d.2xlarge |zr5d.4xlarge

r5d.8xlarge |r5d.12xlarge |r5d.l1l6xlarge |r5d.24xla

rge |r5d.metal

R5dn r5dn.large |r5dn.xlarge |r5dn.2xlarge |r5dn.4xlarge |

r5dn.8xlarge |r5dn.12xlarge |zr5dn.l6xlarge
arge |r5dn.metal

R5n r5n.large |r5n.xlarge |r5n.2xlarge |zr5n.4xlarge

| £5dn.24x1

r5n.8xlarge |r5n.12xlarge |r5n.l6xlarge |r5n.24xla

rge |r5n.metal

R6a r6a.large |r6ba.xlarge |r6a.2xlarge |r6a.4xlarge

r6a.8xlarge |r6a.l2xlarge |r6a.l6xlarge |r6a.24xla

rge |r6a.32xlarge |r6a.48xlarge |r6ba.metal

R6g r6g.medium |r6g.large |r6g.xlarge |r6g.2xlarge

r6g.4xlarge |r6g.8xlarge |r6g.l2xlarge |r6g.l6xlarge

| r6g.metal

R6gd r6gd.medium |r6gd.large |r6gd.xlarge |r6gd.2xlarge |

r6gd.4xlarge | r6gd.8xlarge |r6gd.l2xlarge
arge |r6gd.metal

| r6gd.16x1

365



Amazon Elastic Compute Cloud

Linux 2l

0%

= Sizes

R6i r6i.large |r6i.xlarge |r6i.2xlarge |r6i.4xlarge |
r6i.8xlarge |r6i.l2xlarge |r6i.l6xlarge |r6i.24xla

rge |r6i.32xlarge |r6i.metal

R6idn r6idn.large |r6idn.xlarge |zr6idn.2xlarge |zr6idn.4x1l

arge |r6idn.8xlarge |r6idn.l2xlarge |r6idn.l6xlarge |

r6idn.24xlarge |r6idn.32xlarge |r6idn.metal

R6in r6in.large |r6in.xlarge |r6in.2xlarge |r6in.4xlarge |

r6in.8xlarge |r6in.l12xlarge |r6in.l6xlarge
arge |r6in.32xlarge |r6in.metal

| r6in.24x1

R6id r6id.large |r6id.xlarge |r6id.2xlarge |r6id.4xlarge |

r6id.8xlarge |r6id.l12xlarge |r6id.l6xlarge
arge |r6id.32xlarge |r6id.metal

| r6id.24x1

R7a r7a.medium |r7a.large |r7a.xlarge |r7a.2xlarge |
r7a.4xlarge |r7a.8xlarge |r7a.l12xlarge |r7a.l6xlarge

| r7a.24xlarge |r7a.32xlarge |r7a.48xlarge
-48x1

| r7a.metal

R7g r7g.medium |r7g.large |r7g.xlarge |r7g.2xlarge |
r/7g.4xlarge |r7g.8xlarge |r7g.l2xlarge |r7g.l6xlarge

| r7g.metal

R7gd r7gd.medium |r7gd.large |r7gd.xlarge |r7gd.2xlarge |

r7gd.4xlarge |r7gd.8xlarge |r7gd.l2xlarge
arge

| r7gd.16x1

R7i r7i.large |r7i.xlarge |r7i.2xlarge |r7i.4xlarge |

r7i.8xlarge |r7i.12xlarge |r7i.l6xlarge |r7i.24xla
rge |r7i.48xlarge |r7i.metal-24x1 |r7i.metal-48x1

R7iz r7iz.large |r7iz.xlarge |r7iz.2xlarge |r7iz.4xlarge |

r7iz.8xlarge |r7iz.12xlarge |r7iz.l6xlarge
arge |r7iz.metal-16x1 |r7iz.metal-32xl

| r7iz.32x1
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7 Sizes

U-3tb1 u-3tbl.56xlarge

U-6tb1 u-6tbl.56xlarge |u-6tbl.112xlarge |u-6tbl.metal
U-9tb1 u-9tbl.112xlarge |u-9tbl.metal

U-12tb1 u-12tbl.112xlarge |u-12tbl.metal
U-18tb1 u-18tbl.112xlarge |u-18tbl.metal
U-24tb1 u-24tbl.112xlarge |u-24tbl.metal
X1 x1l.16xlarge |x1.32xlarge

X2gd x2gd.medium | x2gd.large |x2gd.xlarge |x2gd.2xlarge |
x2gd.4xlarge |x2gd.8xlarge |x2gd.l2xlarge |x2gd.1l6xl
arge |x2gd.metal

X2idn x2idn.16xlarge |x2idn.24xlarge |x2idn.32xlarge |
x2idn.metal

X2iedn x2iedn.xlarge |x2iedn.2xlarge |x2iedn.4xlarge |
x2iedn.8xlarge |x2iedn.l6xlarge |x2iedn.24xlarge |
x2iedn.32xlarge |x2iedn.metal

X2iezn x2iezn.2xlarge |x2iezn.4xlarge |x2iezn.6xlarge |
x2iezn.8xlarge |x2iezn.12xlarge |x2iezn.metal

X1le xle.xlarge |xle.2xlarge |xle.4xlarge |xle.8xlarge |
xle.l6bxlarge |xle.32xlarge

z1d zld.large |zld.xlarge |zld.2xlarge |zld.3xlarge |
zld.6xlarge |zld.12xlarge |zld.metal
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D2 d2.xlarge |d2.2xlarge |d2.4xlarge |d2.8xlarge

D3 d3.xlarge |d3.2xlarge |d3.4xlarge |d3.8xlarge

D3en d3en.xlarge |d3en.2xlarge |d3en.4xlarge |d3en.6xla
rge |d3en.8xlarge |d3en.l1l2xlarge

H1 hl.2xlarge |hl.4xlarge |hl.8xlarge |hl.1l6xlarge

13 i3.large|i3.xlarge |i3.2xlarge |i3.4xlarge |
i3.8xlarge |i3.l1l6xlarge |i3.metal

I3en i3en.large |i3en.xlarge |i3en.2xlarge |i3en.3xlarge |
i3en.6xlarge |i3en.12xlarge |i3en.24xlarge |i3en.meta
1

l4g i4g.large |i4g.xlarge |i4g.2xlarge |1i4g.4xlarge |
i4g.8xlarge |i4g.l6xlarge

14i i4i.large |i4i.xlarge |i4i.2xlarge |i4i.4xlarge |
i4i.8xlarge |i4i.l2xlarge |i4i.l6xlarge |i4i.24xla
rge |i4i.32xlarge |i4i.metal

Im4gn im4gn.large |im4gn.xlarge |im4gn.2xlarge |im4gn.4xl
arge |im4gn.8xlarge |im4gn.l6xlarge

Is4gen is4gen.medium |is4gen.large |is4gen.xlarge |is4gen.2x

large |is4gen.4xlarge

o WP OlE|= HFEE

23 Sizes
DL1 dll.24xlarge

| is4gen.8xlarge
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DL2q dl2q.24xlarge

SharePoin fl.2xlarge |fl.4xlarge |fl.1l6xlarge
tS F1

G3 g3.4xlarge |g3.8xlarge |g3.16xlarge

G4ad g4ad.xlarge |g4ad.2xlarge |g4ad.4xlarge
rge |g4ad.l6xlarge

G4dn g4dn.xlarge |g4dn.2xlarge |g4dn.4xlarge

G5 g5.xlarge |g5.2xlarge |g5.4xlarge |g5.8xlarge

| g4ad.8x1a

| g4dn.8x1a
rge |g4dn.12xlarge |g4dn.l6xlarge |g4dn.metal

g5.12xlarge |g5.16xlarge |g5.24xlarge |g5.48xlarge

G5¢g g5g.xlarge |g5g.2xlarge |g5g.4xlarge |g5g.8xlarge

g5g.l6bxlarge |g5g.metal

Inf1 infl.xlarge |infl.2xlarge |infl.6xlarge
arge

Inf2 inf2.xlarge |inf2.8xlarge |inf2.24xlarge
arge

P2 p2.xlarge |p2.8xlarge |p2.16xlarge

P3 p3.2xlarge |p3.8xlarge |p3.l6xlarge

P3dn p3dn.24xlarge

P4d p4d.24xlarge

P4de p4de.24xlarge

P5 p5.48xlarge

Trn1 trnl.2xlarge |trnl.32xlarge

| infl.24x1

| inf2.48x1
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® Sizes

Trn1n trnln.32xlarge

VT1 vtl.3xlarge |vtl.6xlarge |vtl.24xlarge
1¥s dRY

7Y Sizes

Hpcba hpc6a.48xlarge
Hpc6id hpc6id.32xlarge

Hpc7a hpc7a.12xlarge |hpc7a.24xlarge |hpc7a.48xlarge |
hpc7a.96xlarge

Hpc7g hpc7g.4xlarge |hpc7g.8xlarge |hpc7g.l6xlarge

O|& M|CH @IAEIA

Amazon Web ServicesO| M= O M|CH QIARHA RP S J7|ESE OfEE/7|0|MHE &
A MIB0|=5tK| &f2 AASKHE I8l 0| MICH QIAEA RHES Xﬂ%ﬂl—lﬂ. il’é*o
0 34XH MICH QIARHA RES ALY WS HEFLUCH 2

A& K|ELICH ofiH 8t #4RH MICH QIAEA REOE HI0|ESH= Z'JOI 7‘—'.'2*?_ 7(|01| 8 REA|IEH
LI 2 0| MICH QIABAE FHZASHA

FO

Type Sizes

A1 al.medium |al.large]|al.xlarge |al.2xlarge |al.4xlarge |
al.metal

C1 cl.medium |cl.xlarge

C3 c3.large | c3.xlarge |c3.2xlarge |c3.4xlarge |c3.8xlarge

C4 c4.large | c4.xlarge |c4.2xlarge |c4.4xlarge |c4.8xlarge
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Type Sizes

G2 g2.2xlarge |g2.8xlarge

12 i2.xlarge |i2.2xlarge |i2.4xlarge |i2.8xlarge

M1 ml.small |ml.medium |ml.large|ml.xlarge

M2 m2.xlarge |m2.2xlarge |m2.4xlarge

M3 m3.medium |m3.large|m3.xlarge |m3.2xlarge

M4 m4.large | m4.xlarge |m4.2xlarge |m4.4xlarge |m4.l1l0xlarge |

m4.16xlarge
R3 r3.large | r3.xlarge |r3.2xlarge |r3.4xlarge |r3.8xlarge

R4 r4.large | r4.xlarge |r4.2xlarge |r4.4xlarge |r4.8xlarge |
r4.16x1large

T tl.micro

StEH o1 AL

g H™ AMEal E= J0o| EALICE W2 7|82 QAEA Z0|22 0] QIAEHA R3S HAES
2 S0 ZYslE Aol ZHHSHME ZBAMQLICH HE0| 2o s B A™ME UE o QUAEA
S8 HAY £ USLICH KIMEH LIB 2 QAEA 23 B4 CHE B XFHAAIL

ZZMM 7|5

CIEl Z2 MM 7|5

Olel = 2 MMM ABE|= Amazon EC2 QIAE A= CH21F ZHe 7|50| T8 E 4 QaLCH &2
EQAEA SYHUM LIS Z2AMM 7|15 EFE K|HSE A2 ofLCH Z QAEA 8o AH2E
£ QlE= 7|50 CHEt REMIEH LI 2 Amazon EC2 QIAEIA @32 XM

=t PN 371


https://docs.aws.amazon.com/ec2/latest/instancetypes/instance-types.html
https://aws.amazon.com/ec2/instance-types/
https://aws.amazon.com/ec2/instance-types/
https://aws.amazon.com/ec2/instance-types/
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e EtE QIARA

CHE 2 Nitro A& B0 TEE 7HABHE QAT AQILIC
. H8: A1|M5|M5a | M5ad | M5d | M5dn | M5n | M5zn | M6a | MBg | M6gd | M6i | M6id | M6idn |
M6in | M7a | M7g | M7gd | M7i | M7i-flex | T3 | T3a | T4g

. Z{FEl %|x43}: C5 | C5a | C5ad | C5d | C5n | C6a | CBg | C6gd | Cgn | C6i | C6id | C6in | C7a |
C7g | C7gd | C7gn | CT7i
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https://aws.amazon.com/ec2/nitro/
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. 22| #/X43}: R5 | R5a | R5ad | R5b | R5d | R5dn | R5n | R6a | R6g | Régd | R6i | R6idn | R6in |
R6id | R7a | R7g | R7gd | R7i | R7iz | U-3tb1 | U-6tb1 | U-9tb1 | U-12tb1 | U-18tb1 | U-24tb1 | X2gd |
X2idn | X2iedn | X2iezn | z1d

« AER|X| Z[X3}: D3 | D3en | 13en | 14g | 14i | Im4gn | Is4gen

. 7} ZFE: DL1 | DL2q | G4ad | G4dn | G5 | G5g | Inf1 | Inf2 | P3dn | P4d | P4de | P5 | Trn1 |
Trn1n | VT1

- 1848 HFE: Hpcba | Hpebid | Hpec7a | Hpe7g

[0 HIEF QIAEIA
CH= € Nitro A|AEI0| 2FE #o] HIE QIAEIARIL|CE.

- H&:al.metal [m5.metal | m5d.metal | m5dn.metal |m5n.metal |[m5zn.metal |
m6a.metal | m6g.metal | m6gd.metal | m6i.metal |m6id.metal |m6idn.metal |
m6in.metal |m7a.metal-48x1 | m7g.metal |m7i.metal-24x1 | m71i.metal-48x1 |
macl.metal |mac2.metal |mac2-m2.metal | mac2-m2pro.metal

- AFEY 2|3} c5.metal | c5d.metal | c5n.metal | c6a.metal | c6g.metal | c6gd.metal |
cbi.metal | c6id.metal | c6in.metal | c7a.metal-48x1l|c7g.metal|c7i.metal-24x1
| c7i.metal-48x1

- M22| ZX&}: r5.metal | t5b.metal | r5d.metal | r5dn.metal | r5n.metal | r6a.metal
| rt6g.metal | r6gd.metal | r6i.metal | rt6idn.metal | r6in.metal | r6id.metal |
r7a.metal-48x1l | r7g.metal | r7i.metal-24x]1 | r7i.metal-48x1l|r7iz.metal-16x1
| r7iz.metal-32x1 | u-6tbl.metal | u-9tbl.metal | u-12tbl.metal | u-18tbl.metal
| u-24tbl.metal | x2gd.metal | x2idn.metal | x2iedn.metal | x2iezn.metal |
z1ld.metal

« AE2|X| 2[A3}: i3.metal | i3en.metal | i4i.metal

- 7t% AFE: g4dn.metal | g5g.metal

XM G| ZotE 7|
KM LI 2 CFS HIC|2 2 & EFHMIL.

« AWS re:Invent 2017: The Amazon EC2 Nitro A|AE! o} 7|Ell %]
« AWS re:Invent 2017: Amazon EC2 H[0] H|EF QIAEIA
« AWS re:Invent 2019: Xt AICH Amazon EC2 Z'3}: Nitro A|AE! AlS EAd
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. UK QIAEIA 93 EBS A/M8} QIAHAZ AZH5HE Amazon EBS /0 18 88 Cf Bo| &
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/enhanced-networking-ena.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/sriov-networking.html
https://aws.amazon.com/ec2/faqs/#How_many_instances_can_I_run_in_Amazon_EC2
https://docs.aws.amazon.com/ec2/latest/instancetypes/instance-types.html
https://aws.amazon.com/ec2/instance-types/
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https://aws.amazon.com/ec2/instance-types/m5
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https://aws.amazon.com/ec2/instance-types/m6
https://aws.amazon.com/ec2/instance-types/m6i
https://aws.amazon.com/ec2/instance-types/m6i
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https://aws.amazon.com/ec2/instance-types/m7i
https://aws.amazon.com/ec2/instance-types/m7i
https://aws.amazon.com/ec2/instance-types/m7g
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https://aws.amazon.com/ec2/instance-types/m7a
https://aws.amazon.com/ec2/instance-types/t2/
https://aws.amazon.com/ec2/instance-types/t3/
https://aws.amazon.com/ec2/instance-types/t4/
https://aws.amazon.com/ec2/instance-types/t4/
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StES0] At

CHS2 H& QaEA

(VM)of &gE 22|
L|C}. Graviton QIAE

g stoflo] Aol @9 MTULITH 7HY Y HEl B AI(VCPU)E TH Al
CPUS| YR E LiEtdLiCt x86 QAEIA 0| P FoiT F T2l vCPUTH 28
20| 4 Fo{Z Lol vCPUTH U LICH

H

QA A El ¢ 7|# vCPU H 2 2|(GiB)
al.medium 1 2.00
al.large 2 4.00
al.xlarge 4 8.00
al.2xlarge 8 16.00
al.4xlarge 16 32.00
al.metal 16 32.00
m1.small 1 1.70
m1.medium 1 3.70
m1.large 2 7.50
m1.xlarge 4 15.00
m2.xlarge 2 17.10
m2.2xlarge 4 34.20
m2.4xlarge 8 68.40
m3.medium 1 3.75
m3.large 2 7.50
m3.xlarge 4 15.00

m3.2xlarge 8 30.00
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QIAEIA EQ
m4.large
m4.xlarge
m4.2xlarge
m4.4xlarge
m4.10xlarge
m4.16xlarge
mb5.large
mb5.xlarge
m5.2xlarge
mb5.4xlarge
m5.8xlarge
mb5.12xlarge
m5.16xlarge
mb5.24xlarge
mS.metal
mba.large
mba.xlarge
mba.2xlarge

mba.4xlarge

mba.8xlarge

7|2 vCPU
2

4

8

16

40

64

16
32
48
64
96

96

16

32

M2 2(GiB)
8.00
16.00
32.00
64.00
160.00
256.00
8.00
16.00
32.00
64.00
128.00
192.00
256.00
384.00
384.00
8.00
16.00
32.00
64.00

128.00
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QUAEIA B 7|2 vCPU H = 2/(GiB)

mba.12xlarge 48 192.00
mba.16xlarge 64 256.00
mba.24xlarge 96 384.00
mbad.large 2 8.00
mbad.xlarge 4 16.00
mbad.2xlarge 8 32.00
mbad.4xlarge 16 64.00
mb5ad.8xlarge 32 128.00
mbad.12xlarge 48 192.00
mbad.16xlarge 64 256.00
mbad.24xlarge 96 384.00
mbd.large 2 8.00
mbd.xlarge 4 16.00
mb5d.2xlarge 8 32.00
mb5d.4xlarge 16 64.00
mb&d.8xlarge 32 128.00
mb5d.12xlarge 48 192.00
mb5d.16xlarge 64 256.00
mb5d.24xlarge 96 384.00

m5d.metal 96 384.00
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QUARA Et Q] 7|2 vCPU H 2 2|(GiB)
mbdn.large 2 8.00
mbdn.xlarge 4 16.00
mbdn.2xlarge 8 32.00
mb&dn.4xlarge 16 64.00
m5dn.8xlarge 32 128.00
mb&dn.12xlarge 48 192.00
m5dn.16xlarge 64 256.00
mb5dn.24xlarge 96 384.00
mbdn.metal 96 384.00
mbn.large 2 8.00
mbn.xlarge 4 16.00
mbn.2xlarge 8 32.00
mbn.4xlarge 16 64.00
mSn.8xlarge 32 128.00
mbn.12xlarge 48 192.00
mbn.16xlarge 64 256.00
mbn.24xlarge 96 384.00
mb5n.metal 96 384.00
mbzn.large 2 8.00

mb5zn.xlarge 4 16.00

0T
0l

392



Amazon Elastic Compute Cloud Linux QIAEAZ AL MEM

QUARA Et Q] 7|2 vCPU H 2 2|(GiB)
mbzn.2xlarge 8 32.00
mSzn.3xlarge 12 48.00
mbzn.6xlarge 24 96.00
mb5zn.12xlarge 48 192.00
mbSzn.metal 48 192.00
mo6a.large 2 8.00
m6a.xlarge 4 16.00
m6a.2xlarge 8 32.00
m6a.4xlarge 16 64.00
m6a.8xlarge 32 128.00
m6a.12xlarge 48 192.00
m6a.16xlarge 64 256.00
m6a.24xlarge 96 384.00
m6a.32xlarge 128 512.00
m6a.48xlarge 192 768.00
m6a.metal 192 768.00
m6g.medium 1 4.00
m6g.large 2 8.00
m6g.xlarge 4 16.00

m6g.2xlarge 8 32.00
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QIAEIA EQ
m6g.4xlarge
m6g.8xlarge
m6g.12xlarge
m6g.16xlarge
m6g.metal
m6gd.medium
m6gd.large
m6gd.xlarge
mo6gd.2xlarge
m6gd.4xlarge
mo6gd.8xlarge
m6gd.12xlarge
m6gd.16xlarge
m6gd.metal
mo6i.large
m6i.xlarge
m6i.2xlarge
m6i.4xlarge
m6i.8xlarge

m6i.12xlarge

7|2 vCPU
16
32
48
64

64

16
32
48
64

64

16
32

48

M2 2(GiB)
64.00
128.00
192.00
256.00
256.00
4.00
8.00
16.00
32.00
64.00
128.00
192.00
256.00
256.00
8.00
16.00
32.00
64.00
128.00

192.00
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QIAEIA EQ
mo6i.16xlarge
mG6i.24xlarge
m6i.32xlarge
m6i.metal
m6id.large
mG6id.xlarge
m6id.2xlarge
m6id.4xlarge
mo6id.8xlarge
m6id.12xlarge
m6id.16xlarge
m6id.24xlarge
m6id.32xlarge
m6id.metal
m6idn.large
mo6idn.xlarge
m6idn.2xlarge
m6idn.4xlarge
m6idn.8xlarge

m6idn.12xlarge

7|2 vCPU
64

96

128

128

16
32
48
64
96
128

128

16
32

48

M2 2(GiB)
256.00
384.00
512.00
512.00
8.00
16.00
32.00
64.00
128.00
192.00
256.00
384.00
512.00
512.00
8.00
16.00
32.00
64.00
128.00

192.00
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m6idn.16xlarge
m6idn.24xlarge
m6idn.32xlarge
m6idn.metal
m6in.large
m6in.xlarge
m6in.2xlarge
m6in.4xlarge
m6in.8xlarge
m6in.12xlarge
m6in.16xlarge
m6in.24xlarge
m6in.32xlarge
m6in.metal
m7a.medium
m7a.large
m7a.xlarge
m7a.2xlarge

m7a.4xlarge

m7a.8xlarge

7|2 vCPU
64

96

128

128

16
32
48
64
96
128

128

16

32

M2 2(GiB)
256.00
384.00
512.00
512.00
8.00
16.00
32.00
64.00
128.00
192.00
256.00
384.00
512.00
512.00
4.00
8.00
16.00
32.00
64.00

128.00
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QIAEIA EQ
m7a.12xlarge
m7a.16xlarge
m7a.24xlarge
m7a.32xlarge
m7a.48xlarge
m7a.metal-48xl
m7g.medium
m7g.large
m7g.xlarge
m7g.2xlarge
m7g.4xlarge
m7g.8xlarge
m7g.12xlarge
m7g.16xlarge
m7g.metal
m7gd.medium
m7gd.large
m7gd.xlarge
m7gd.2xlarge

m7gd.4xlarge

7|2 vCPU
48

64

96

128

192

192

16
32
48
64

64

16

M2 2(GiB)
192.00
256.00
384.00
512.00
768.00
768.00
4.00
8.00
16.00
32.00
64.00
128.00
192.00
256.00
256.00
4.00
8.00
16.00
32.00

64.00
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QUARA Et Q] 7|2 vCPU H 2 2|(GiB)
m7gd.8xlarge 32 128.00
m7gd.12xlarge 48 192.00
m7gd.16xlarge 64 256.00
m7i.large 2 8.00
m7i.xlarge 4 16.00
m7i.2xlarge 8 32.00
m7i.4xlarge 16 64.00
m7i.8xlarge 32 128.00
m7i.12xlarge 48 192.00
m7i.16xlarge 64 256.00
m7i.24xlarge 96 384.00
m7i.48xlarge 192 768.00
m7i.metal-24xI 96 384.00
m7i.metal-48xI 192 768.00
m7i-flex.large 2 8.00
m7i-flex.xlarge 4 16.00
m7i-flex.2xlarge 8 32.00
m7i-flex.4xlarge 16 64.00
m7i-flex.8xlarge 32 128.00

mac1.metal 12 32.00
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QUARA Et Q] 7|2 vCPU H 2 2|(GiB)
mac2.metal 8 16.00
mac2-m2.metal 8 24.00
mac2-m2pro.metal 12 32.00
t1.micro 1 0.61
t2.nano 1 0.50
t2.micro 1 1.00
t2.small 1 2.00
t2.medium 2 4.00
t2.large 2 8.00
t2.xlarge 4 16.00
t2.2xlarge 8 32.00
t3.nano 2 0.50
t3.micro 2 1.00
t3.small 2 2.00
t3.medium 2 4.00
t3.large 2 8.00
t3.xlarge 4 16.00
t3.2xlarge 8 32.00
t3a.nano 2 0.50

t3a.micro 2 1.00
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Amazon Elastic Compute Cloud

Linux QIAEIAE Al MEM

QUARA Et Q] 7|2 vCPU H 2 2|(GiB)
t3a.small 2 2.00
t3a.medium 2 4.00
t3a.large 2 8.00
t3a.xlarge 4 16.00
t3a.2xlarge 8 32.00
t4g.nano 2 0.50
t4g.micro 2 1.00
t4g.small 2 2.00
t4g.medium 2 4.00
tdg.large 2 8.00
t4g.xlarge 4 16.00
t4g.2xlarge 8 32.00

T

HE QIAHAECIZS T2 MME AF2EHLC}.
AWS Graviton ZZ M| A

« AWS Graviton2: M6g, M6gd, T4g
« AWS Graviton3: M7g, M7gd

AMD I Z Al A

« AMD EPYC 7000 Al2|= Z 2 M| AM(AMD EPYC 7571): M5a, M5ad, T3a
- 3AM|CH AMD EPYC Z ZM|A(AMD EPYC 7R13): M6a
 4M|CH AMD EPYC Z ZM|A(AMD EPYC 9R14): M7a
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Amazon Elastic Compute Cloud Linux QIAEIAS Al MEHAM

= o

olel = 2 H|A]

- QIR N2 AFYE{E Z 2 MM (Haswell E5-2676 v3 EE= Broadwell E5-2686 v4): M4, T2

- QIR N2 AFYE{E Z 2 M| M (Skylake 8175M EE= Cascade Lake 8259CL): M5, M5d, T3
« 2MICH QI K2 AF|UE{E = Z M|A{(Cascade Lake 8259CL): M5n

« 2MICH Q1" M2 AHUBE = 2 M M(Cascade Lake 8252C): M5zn

. 3MICH QI K2 AFYURE = 2 M|A(Ice Lake 8375C): M6i, M6id

- 4MICH QIE X2 AFHU{E Z 2 M| M(Sapphire Rapids 8488C): M7i, M7i-flex

KEMIEE QIARIA R A2 Amazon EC2 CIAEIA 2% J710|EE FXFAML. 22 LIS Amazon
EC2 CIAEIA REE HEF AL

EBSOl Z|X3tE QIATA S AHE3HE Amazon EBS 1/02F RIABAO| CHE WEST 7to| HE g A
7.|°|.o;| EBS .....o.|| |:|.|3|.| olat |7.|| OASE M==2 X-||_|_o|' S OIAL_| |. ol HH O|A

& 910/ EBSOI| (M3t = UA 7|2 HdHEE[o] U&LICH XMIEH LIE 2 Amazon EBS Z[*E 214
EA MMg B EMS

T T L ©oO= T AAE

O

UR S QIATIA RHE Linuxol M ZRAHIM C MEf 2 P 4EHE Moid £ 2= 7158 MBS 8
o A

hatind =
Ch C YdEiE *7F JEIY M Zo{7} TSt M &S Mofst, P SEil= 02| ¥5(CPU F 1t
)2 Mo LICH RMIEH LHE 2 EC2 QIAR A0 CHEF Z2 MM HEf Ko EHE FHESHAAIR.

M7iflex IAHAL HAE, W22 W HEXD SAAE 28 UM MBsHH TS 4
Aolidg MHE £ o 7HE HIS £8XQ WHS MTELICH M7iflex YATAL OFF
2l4 A8 KB 504 40% © 7IF CPU A58 MZstH, Ol CHEE S HE a2 =of Cit
27 AES BEHTE MASSLIC YAZ ol o £2 450| LR HS M7iflex =

S ZD}h5104 24 Al7H SO 95%2] AlZtoll ] 2/cH 100% 2] CPUE MBE 4 /= 758 MZ

Y712 7122 RSHM2 2 ¢ E[eteE £2 CPUMSEE A= M7iflex UAHAS| F2 %[0 HA
E CPU i—IEI%FOI HElxo=z ZAae = &L

HESf=Z ds5

XHElE QIAEA R0 CHall F4E HIEXHZS SMs8stM X[ AlZtE £0|1 HIERI XIEHE
= ZH PPS(Packet Per Second) ds2 =% = UA&LICt CHE 22| o E EI5’1|0|/.‘_=| A =2 &
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Amazon Elastic Compute Cloud Linux QIAEAZ AL MEM

elg Mse | of
< %‘l!%* £ &Lich REAIEt LH%% nux01|k| %F AFEl HEQIZ ALS MM

QIAEIA EFQ HE3 &5 FHEUHESLZ 7l
al.medium + Z|CH 107|7HHIE ENA
al.large t Z|cH 107[7HH|E ENA
al.xlarge t Z|CH 107|7HH|E ENA
al.2xlarge t Z|CH 107|7HHIE ENA
al.sxlarge t Z|cH 107|7HHIE ENA
al.metal t Z|cH 107|7HHIE ENA
ml.small = INF=L=PN RS,
ml.medium L= INF=L=PN RS
ml.large HE INF=L=PN TS,
ml.xlarge =5 X|HEIX| et S
m2.xlarge HE X|HEIX]| &t &
m2.2xlarge = Xl x| et S
m2.4xlarge =5 X|HEX]| et S
m3 . medium 23 XIBEIX| %S
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Amazon Elastic Compute Cloud

Linux QIAEIAZ A2

QIAEIA EQ
m3.large
m3.xlarge
m3.2xlarge
m4.large
m4.xlarge
m4.2xlarge
m4 . 4xlarge
m4.10xlarge
m4.16xlarge
m5.large t
m5.xlarge T
m5.2xlarge ¢
m5.4xlarge ¢
m5.8xlarge
m5.12xlarge
m5.16xlarge
m5.24xlarge
m5.metal
m5a.large T

m5a.xlarge ¢

HESI M5

K HWF  HL HH  HF  H
oo Do om mo Do ofm

Hir
Olo

107|7HH|E
257|7HH|E
Z|cH 10717HHIE
Z|cH 107|7HH | E
Z|CH 107|7HH|E
Z|CH 10717HHIE
107|7HH|E
127|7HH|E
207|7HHIE
257|7HHIE
257|7HH|E
Z|CH 10717HHIE

Z|CH 107|7HHIE

SHEHEHZ 7Is

INF=LIPNR e

R HEIX| S
INF=L=PN R =)

intel 82599 VF

intel 82599 VF

intel 82599 VF

intel 82599 VF

intel 82599 VF

ENA
ENA

ENA

ENA
ENA
ENA
ENA
ENA
ENA
ENA
ENA
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Amazon Elastic Compute Cloud Linux QIAEAZ AL MEM

QUAA EQ HE®=Z 95 FHE HERXANEZ 7S
m5a.2xlarge t Z|CH 107|7HHIE ENA
m5a.4xlarge +t Z|CH 107|7HHIE ENA
m5a.8xlarge t z|cH 10717HHIE ENA
m5a.12xlarge 107|7HH|E ENA
m5a.16xlarge 127|7HH|E ENA
m5a.24xlarge 207|7HH|E ENA
m5ad.large t Z|CH 107|7HHIE ENA
m5ad.xlarge ¥ Z|cH 10717HHIE ENA
m5ad.2xlarge t Z|CH 107|7HHIE ENA
m5ad.4xlarge T Z|cH 10717HH|E ENA
m5ad.8xlarge t Z|CH 107|7HHIE ENA
m5ad.12xlarge 107|7HHIE ENA
m5ad.16xlarge 127|7HH|E ENA
m5ad.24xlarge 207|7HH|E ENA
m5d.large t Z|CH 107|7HHIE ENA
m5d.xlarge t Z|cH 107|7HHIE ENA
m5d.2xlarge t Z|CH 107|7HHIE ENA
m5d.4xlarge t Z|CH 107|7HHIE ENA
m5d.8xlarge 107|7HHIE ENA

m5d.12xlarge 127|7HH|E ENA
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Amazon Elastic Compute Cloud Linux QIAEAZ AL MEM

QUAA EQ HE®=Z 95 FHE HERXANEZ 7S
m5d.16x1large 207|7HH|E ENA
m5d.24x1large 257|7HH|E ENA
m5d.metal 257|7HH|E ENA
m5dn.large t Z|CH 257|7HHIE ENA
m5dn.xlarge ¥ Z|CH 257|7HHIE ENA
m5dn.2xlarge t Z|CH 257|7HHIE ENA
m5dn.4xlarge t Z|CH 257|7HHIE ENA
m5dn.8x1large 257|7tHIE ENA
m5dn.12xlarge 507|7tHIE ENA
m5dn.16xlarge 757|7HHIE ENA
m5dn.24xlarge 1007|7HHIE ENA | EFA
m5dn.metal 1007|7HH|E ENA | EFA
m5n.large t Z|CH 257|7HH|E ENA
m5n.xlarge t Z|CH 257|7HH|E ENA
m5n.2xlarge +t Z|CH 257|7HHIE ENA
m5n.4xlarge t Z|CH 257|7HH|E ENA
m5n.8xlarge 257|7HH|E ENA
m5n.12xlarge 507|7HH|E ENA
m5n.16xlarge 757|7HHIE ENA

m5n.24xlarge 1007|7HH|E ENA | EFA
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Amazon Elastic Compute Cloud

Linux QIAEIAZ A2

ek

QIAEIA EQ
m5n.metal
m5zn.large ¢
m5zn.xlarge T
m5zn.2xlarge ft
m5zn.3xlarge ¢
m5zn.6xlarge
m5zn.12xlarge
m5zn.metal
m6a.large T
m6a.xlarge ¢
m6a.2xlarge T
m6a.4xlarge T
m6a.8xlarge
m6a.l1l2xlarge
m6a.l6xlarge
m6a.24xlarge
m6a.32xlarge
m6a.48xlarge
m6a.metal

m6g.medium T

HER3I &s
1007|7HH|E

Z|CH 257|7HH|E
Z|CH 257|7HHIE
%|CH 257|7HHIE
Z|CH 257|7HH|E
507|7HH|E
1007|7HH|E
1007|7HH|E

%|CH 12.57|7HHIE
%|CH 12.57|7HHIE
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18.757|7tH|E
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ENA | EFA
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ENA | EFA
ENA | EFA
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ENA
ENA | EFA
ENA | EFA

ENA
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Amazon Elastic Compute Cloud

Linux QIAEIAE Al MEM
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m6g.xlarge ¢
m6g.2xlarge T
m6g.4xlarge T
m6g.8xlarge
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m6g.l6xlarge
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Z|CH 107|7HH|E
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207|7HH|E
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m6in.8xlarge
m6in.12xlarge
m6in.l6xlarge
m6in.24xlarge
m6in.32xlarge
m6in.metal
m7a.medium Tt
m7a.large T

m7a.xlarge ft

HERZ 8
Z|CH 507|7HH|E
507|7HHIE
757|7H|E
1007|7HHIE
1507|7HH|E
2007|7HH|E
2007|7HH|E
Z|CH 257|7HH|E
Z|CH 307|7HHIE
Z|CH 407|7HHIE
Z|cH 507|7HH|E
507|7HH|E
757|7HH|E
1007|7HH|E
1507|7HH|E
2007|7HH|E

2007|7HH|E

Z|CH 12.57|7HHIE
Z|CH 12.57|7}HHIE

Z|CH 12.57|7HH|E

FHE HESZ 75
ENA

ENA

ENA

ENA

ENA
ENA | EFA
ENA | EFA
ENA

ENA

ENA

ENA

ENA

ENA

ENA

ENA
ENA | EFA
ENA | EFA
ENA

ENA

ENA
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Amazon Elastic Compute Cloud

Linux QIAEIAE Al MEM

QIAEIA EQ
m7a.2xlarge T
m7a.4xlarge T
m7a.8xlarge
m7a.1l2xlarge
m7a.l6xlarge
m7a.24xlarge
m7a.32xlarge
m7a.48xlarge
m7a.metal-48x1
m7g.medium ¢
m7g.large T
m7g.xlarge T
m7g.2xlarge T
m7g.4xlarge T
m7g.8xlarge
m7g.12xlarge
m7g.1l6xlarge
m7g.metal
m7gd.medium T

m7gd.large T

HER3I &s
Z[CH 12.57|7HHIE
Z|CH 12.57|7HH|E
12.57|7tH|E
18.757|7HH|E
257|7HHIE
37.57|7HHIE
507|7HH|E
507|7HHIE
507|7HH|E

%|CH 12.57|7HHIE
Z|cH 12.57|7HHIE
Z|CH 12.57|7HH|E
Z|Ch 15717HHIE
Z|CH 157|7HH| E
157|7HH|E
22.57|7HHIE
307|7HHIE
307|7HH|E

%|CH 12.57|7HHIE

Z|CH 12.57|7HH|E

FHE HESZ 75
ENA
ENA
ENA
ENA
ENA
ENA
ENA
ENA | EFA
ENA | EFA
ENA
ENA
ENA
ENA
ENA
ENA
ENA
ENA | EFA
ENA | EFA
ENA

ENA
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Amazon Elastic Compute Cloud Linux QIAEAZ AL MEM

QUAA EQ HE®=Z 95 FHE HERXANEZ 7S
m7gd.xlarge t %|CH 12.57|7HH|E ENA
m7gd.2xlarge t Z|CH 157|7HH|E ENA
m7gd.4xlarge 1 Z|ch 15717HHIE ENA
m7gd.8xlarge 157|7HH|E ENA
m7gd.12xlarge 22.57|7tHIE ENA
m7gd.16xlarge 307|7HH|E ENA | EFA
m7i.large t Z|CH 12.57|7HHIE ENA
m7i.xlarge t Z|cH 12.57|7HHIE ENA
m7i.2xlarge t Z|CH 12.57|7HHIE ENA
m7i.4xlarge ¥ Z|ci 12.57|7HHIE ENA
m7i.8xlarge 12.57|7HHIE ENA
m7i.12xlarge 18.757|7HH|E ENA
m7i.16xlarge 257|7tHIE ENA
m7i.24xlarge 37.57|7HH|E ENA
m7i.48xlarge 507|7HH|E ENA | EFA
m7i.metal-24x1 37.57|7HH|E ENA
m7i.metal-48x1 507|7HH|E ENA | EFA
m7i-flex.large t Z|CH 12.57|7HHIE ENA
m7i-flex.xlarge ¥ Z|CH 12.57|7HHIE ENA

m7i-flex.2xlarge ¥ Z|CH 12.57|7HHIE ENA
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