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curl https://s3.amazonaws.com/aws-cloudwatch/downloads/latest/awslogs-agent-
setup.py -0

sudo python ./awslogs-agent-setup.py --region us-east-1
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curl https://s3.amazonaws.com/aws-cloudwatch/downloads/latest/awslogs-agent-
setup.py -0

curl https://s3.amazonaws.com/aws-cloudwatch/downloads/latest/
AgentDependencies.tar.gz -0

tar xvf AgentDependencies.tar.gz -C /tmp/

sudo python ./awslogs-agent-setup.py --region us-east-1 --dependency-path /tmp/
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[general]
state_file = /var/lib/awslogs/state/agent-state

[/var/log/messages]

file

= /var/log/messages

log_group_name = /var/log/messages
log_stream_name = {instance_id}
datetime_format = %b %d %H:%M:%S

CHS

[general]
state_file = /var/awslogs/state/agent-state

[/var/log/syslog]

file

= /var/log/syslog

log_group_name = /var/log/syslog
log_stream_name = {instance_id}

datetime_format
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"Version": "2012-10-17",
"Statement": [
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{
"Effect": "Allow",

"Action": [
"logs:CreatelLogGroup",
"logs:CreatelLogStream",
"logs:PutLogEvents",
"logs:DescribelLogStreams"

1,

"Resource": [
"arn:aws:logs:*:*:*"

"Effect": "Allow",

"Action": [
"s3:GetObject"

1,

"Resource": [
"arn:aws:s3:::myawsbucket/*"
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#!/bin/bash

curl https://s3.amazonaws.com/aws-cloudwatch/downloads/latest/awslogs-agent-
setup.py -0

chmod +x ./awslogs-agent-setup.py

./awslogs-agent-setup.py -n -r us-east-1 -c s3://DOC-EXAMPLE-BUCKET1/my-config-file
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"IsEnabled": true,
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1. JSON I oM CloudWatchLogs MME aH&LICH

"Id": "CloudWatchLogs",
"FullName":

"AWS.EC2.Windows.CloudWatch.CloudWatchLogsOutput, AWS.EC2.Windows.CloudwWatch",
"Parameters": {

"AccessKey": "",
"SecretKey": "",
"Region": "us-east-1",
"LogGroup": "Default-Log-Group",
"LogStream": "{instance_id}"
}
},
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1. JSON I} AM ApplicationEventLog MME R&L|CH

"Id": "ApplicationEventlLog",
"FullName":
"AWS.EC2.Windows.CloudWatch.EventLog.EventLogInputComponent, AWS.EC2.Windows.CloudWatch",
"Parameters": {
"LogName": "Application",
"Levels": "1"
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1. JSON I}U0{|M SecurityEventLog MME st& LI CH

"Id": "SecurityEventLog",
"FullName":
"AWS.EC2.Windows.CloudwWatch.EventLog.EventLogInputComponent, AWS.EC2.Windows.CloudWatch",
"Parameters": {
"LogName": "Security",
"Levels": "7"
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1. JSON It Y0M SystemEventLog MME Ar&LCH

"Id": "SystemEventLog",
"FullName":
"AWS.EC2.Windows.CloudWatch.EventLog.EventLogInputComponent, AWS.EC2.Windows.CloudWatch",
"Parameters": {
"LogName": "System",
"Levels": "7"
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1. JSON moM M MM FItEFLICH ZF MMofl= /8 Id7t {loqok gfLIC.

"Id": "Id-name",
"FullName":
"AWS.EC2.Windows.CloudWatch.EventLog.EventLogInputComponent, AWS.EC2.Windows.CloudWatch",
"Parameters": {
"LogName": "Log-name",
"Levels": "7"
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1. JSON It M ETW MM S Fr&LICH

"Id": "ETW",
"FullName":
"AWS.EC2.Windows.CloudWatch.EventLog.EventLogInputComponent, AWS.EC2.Windows.CloudWatch",
"Parameters": {
"LogName": "Microsoft-Windows-WinINet/Analytic",
"Levels": "7"

},
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"Id": "CustomlLogs",
"FullName":
"AWS.EC2.Windows.CloudWatch.CustomLog.CustomLogInputComponent, AWS.EC2.Windows.CloudWatch"
"Parameters": {
"LogDirectoryPath": "C:\\CustomLogs\\",
"TimestampFormat": "MM/dd/yyyy HH:mm:ss",
"Encoding": "UTF-8",

"Filtexr": "",
"CultureName": "en-US",
"TimeZoneKind": "Local",
"LineCount": "5"
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1. JSON I} U0 A IISLog MME A &LICH

"Id": "IISLogs",
"FullName":

"AWS.EC2.Windows.CloudWatch.CustomLog.CustomLogInputComponent, AWS.EC2.Windows.CloudWatch",
"Parameters": {
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"LogDirectoryPath": "C:\\inetpub\\logs\\LogFiles\\W3SvC1",
"TimestampFormat": "yyyy-MM-dd HH:mm:ss",
"Encoding": "UTF-8",

"Filter": "",
"CultureName": "en-US",
"TimeZoneKind": "UTC",
"LineCount": "5"

}I

2. LogDirectoryPathoOll 7H AlO|Eof CHal IS 22 & MEE EHE L& LICHO: C:
\inetpub\logs\LogFiles\W3SVCn).

® Note
W3C 21 Aok X|2EIL|CE IS, NCSA L AF2 X} X Al X|2IE| K| et& L Ct

3. TimestampFormatOl AFSE EIY
a

AEE QladstLCh X|MElE Zholl CHEF REMIEH LIgS
MSDNO| AFEAF K| fmp & AlZF 34 2 x

4. EncodingOil At8E T Ol
MSDNQ| 212 = ZeiA FA

£ 200l CHEr REMIEF LI 2

KU
ol
fjo
119
i
r
o
Tcz
C
_|
'I'I
Q
A
o
m

@ Note
Z Al O|F0|otL|zt I O|FE METHAIR.

5. (MEi AMEH) Filterol 21 O|E Q| HMFAIE Q2dstLIct 2 E oS ZLIE{2!stedH o mteto|
EHE 3o = ELICH X[E|= gfofl Ciet REAIEH L& 2 MSDN FileSystemWatcherFilter <43
=2 AT,

E

6. (MEH AFEH) CultureNameOf EFUARZ 7} J|E &= %*% Ql248tL|CH CultureNameO| &4

O 2 Windows QIABIAOIM #x) AHE 50! 2T} Ze 2= MY XI#ElEs
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8. (M AtE) LineCountoll 21 melg AHY o £ +& UHELICL & EoiIsz2a ot
Aol e HES MY SUFLICH 58 Y™stH =20 ot siHoM ME LIE O &S
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ATtA|: & | 04(Flow Control) 74

Z H|O|E{ & Alo| Flows Mo sHE CHafo| Rloqof BfLICH | 04 AAEAL X|H 2, ETW 2
2 A|AR] CloudWatch 218 LogsZ (CustomLogs, ETW,SystemEventLog),CloudWatchLogs
HiH2d™ Mol FIH5HAAIL. Flows

/A Warning
fEoHK| of2 EAE F7h6tH 50| At EFELICE 6§ S04, Cl&3 X[E BHHE FItetx|
OF QIABIAO| ClAZ Y e B9 £82| ZE B AIZF RFEFELICH

Z2 2O 0YUE F Ol o iAo 2 B = QI&LICH o & E0d, ofE (A 0|M
E3E CloudWatchLogs MMoi| Ho|El F JHe| CHE o2 HILHE{™ Flows Ao
ApplicationEventLog, (CloudWatchLogs,CloudWatchLogs2)& F7}&fLCH.

E§ Mo{g #Mst= WY
1. AWS.EC2.Windows.CloudWatch. json It 0| Flows AlME & LICEH

"Flows": {
"Flows": [
"PerformanceCounter,CloudWatch",
"(PerformanceCounter, PerformanceCounter2), CloudWatch2",
"(CustomLogs, ETW, SystemEventlLog),CloudWatchLogs",
"CustomLogs, CloudWatchLogs2",
"ApplicationEventLog, (CloudWatchLogs, CloudWatchLogs2)"

]
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}

2. FlowsOM U=2Eg Zf o|o|E] @AM ApplicationEventLog) & CHak(OA:
CloudwWatchlLogs)2 F7+&FLICt.
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5CHA[: JSON LHE M%

O|A| JSON md HElo| Bxt&LICt O|HE XMEsto{ CHE F ol HMAE HET|ol ot LIES S04
&LICt o]l Hxto| O|F EAHo|M o] It LiEOo| ER & ZLCh.
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Systems Manager Run Command& At&3t04 CloudWatch 212t0| &2 F457| Hoi| QIAEA
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Systems Manager A& B S A& 504 CloudWatch 21 &35t

Run CommandE& At&36tH QY Al QIARA S| T E BEI” = U&LICH Systems Manager & A,
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1. https://console.aws.amazon.com/ec2/0|A Amazon EC2 & & LI}
2. SSM Z&(https://console.aws.amazon.com/systems-manager/)2 &LIC}.
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3. EM H0o|AM Run Command& MEEFLICY,
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6. Target QIAEIAOC | 2 CloudWatch Logs2t S &g QARAE MENSIL|CE O S F0{AM QUAE
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CIAEAATI EOE EOZ MESIEE &35 ELICE CloudWatch
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ST 2 MH 2012 & *IE 2 MH 20082 A= Amazon EC2 QIAEIAJLI 28 2
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JSON 4 Thlolf 1% A& CloudWatch X|Estol Hi& e 218 HHLICH o g 8D
e RIBsHe Z2NAE 225t O 302 014 ZE 4 UALICH Ol S B v 223t &

g=2
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« 1Et7|: 21 &3} CloudWatch
« 2EHA|: M M CloudWatch
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1EHA|: 23 &3} CloudWatch

JSON 1t of &Eof| M IsEnabledE& "false"0il A "true"= HETLICH.

"IsEnabled": true,

2EHA|: M M CloudWatch

A4 EE 2™ 2338 0l 21 2E3 UYAHO|AE XIGELICH O/ A &tH QUARATL 2
1 H|0|E{E CloudWatch Logs2 & & = U&LICH SYUE 21 H|O|EE CHE |IXIZ ELiedH 1
23t ID (0d]: "CloudWatchLogs2" & CloudWatchLogs 3") 7 /= MlMS Z 75t 24 IDoi| CHaH CHE

(
XHdE FIHE = J&Lct
1 C|O|E{E LogsE M&sE & M™ 2 +4435+24™ CloudWatch
1. JSON m'UofA CloudWatchLogs MME A& L|CH
"Id": "CloudwatchLogs",

"FullName":
"AWS.EC2.Windows.CloudWatch.CloudWatchLogsOutput, AWS.EC2.Windows.CloudwWatch",
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https://s3.amazonaws.com/ec2-downloads-windows/CloudWatchConfig/AWS.EC2.Windows.CloudWatch.json
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"Parameters": {

"AccessKey": "",

"SecretKey": "",

"Region": "us-east-1",
"LogGroup": "Default-Log-Group",
"LogStream": "{instance_id}"

iy

2. AccessKey 2 SecretKey ZEE&= H|RIELICH IAM Q& E ALE35104 AtF SHS FHELICEH

3. Regiond| 21 O|0|EHE ELHZ{E= 22 Y=FLICHO: us-east-2).

4. LogGroupOl 21 I1&2°| 0|2 =& LICt. 0] O|F2 CloudWatch 2&£2| 21 I & 3lHol| £
AlElLCt

5. LogStreamd| CH& 23 AEZIE Q=4§LICt O] O|& 2 CloudWatch 2£9| 21 1§ > AE

2! StHof| T A|ELICE.

{instance_id}& M85t AR 7|Exoz2 21 AEZ| 0|E2 0| QIAEAQ| OIAEA DY

LICE.

Ot% EXstx| o= 23 2E® 0|&E XI'45tH CloudWatch Logs7t AtS2 2 0| & YEEL
Ch 2IE{E 2XAHY, 0|2] Ho|El ¥4 {instance_id}, {hostname} ! {ip_address}, =&
O|Eo| &2 AI83l0d 210 AER 0|2 Holg &= U&LCt.

3EHA|: T& 2 o olE] 74

O|HIE 21 O|0|E{, Windows& O|HE =X (ETW) HIO|E{ & 7|E} 21 H|0|E{E ZEaZ
CloudWatch 2 = Q& LICtH

Windows 22 =273 o|HE 21 d|0|E{E 232 ELH24{™ CloudWatch

1. JSON I} 0|AM ApplicationEventLog MME R&L|CH

"Id": "ApplicationEventLog",
"FullName":
"AWS.EC2.Windows.CloudWatch.EventLog.EventLogInputComponent, AWS.EC2.Windows.CloudWatch",
"Parameters": {
"LogName": "Application",
"Levels": "1"

[
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X|Egfuch o3 2t & stLHE XIgeE + U&Lich
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2. LevelsOlM Y28 HAIX|IQ &

« 1- 257 HAIX[EF d2EFL|CH

« 2-Z7210 HAIR|BF H=2 = E/L|Ct

« 4-HE HAIX[EF d2EFL|CH

2 M| TEstod F 7HX| old ol HIAIX| f¥e Z&E = JU&LICH o|E 501 2 32 XY

st @ F HIAIX|(21)2F B HIAIX|(2)7F R EELICE 2t 7€ XIH5tH @ F HAIX|(1), 10 o
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AlX|(2) Y MHE HAIX|(4)7F Y2 E=ElL|CE.

Hot 27 O|0|E{& CloudWatch LogsZ = LH2{™

1. JSON I}U0f|AM SecurityEventlLog MM Z&LICH

"Id": "SecurityEventLog",
"FullName":
"AWS.EC2.Windows.CloudWatch.EventLog.EventLogInputComponent, AWS.EC2.Windows.CloudWatch"
"Parameters": {
"LogName": "Security",
"Levels": "7"

}I

2. ZE HAXIE UEEstEdH Levelsol| 72 =IgfLct

AMAE O|HE 27 O|0|E{E CloudWatch LogsZ £ LHE{H

1. JSON IIU0fA SystemEventLog MME A& L|CH

"Id": "SystemEventLog",
"FullName":

"AWS.EC2.Windows.CloudWatch.EventLog.EventLogInputComponent, AWS.EC2.Windows.CloudWatch",

"Parameters": {
"LogName": "System",
"Levels": "7"

[u-}
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JSON mtUolM M MMg FItgtLct ZH Mol 18 1d7t Qlo{ok gLct,

"Id": "Id-name",
"FullName":
"AWS.EC2.Windows.CloudWatch.EventLog.EventLogInputComponent, AWS.EC2.Windows.CloudWatch",
"Parameters": {
"LogName": "Log-name",
"Levels": "7"

}I

Idol d2E8 219| 0|§2 == LICHO: windowsBackup).
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7ALIEE MSELICH 22 MME AlFstn SXIE + Us A 2Elxt7E 2 ETWE FMoigfLct Z
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1.

JSON T2 A ETW Al E BH&LICH

"Id": "ETW",
"FullName":
"AWS.EC2.Windows.CloudWatch.EventLog.EventLogInputComponent, AWS.EC2.Windows.CloudWatch",
"Parameters": {
"LogName": "Microsoft-Windows-WinINet/Analytic",
"Levels": "7"

},
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1. JSON I} 20| A CustomLogs AIME R&LICEH
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"Id": "CustomLogs",
"FullName":
"AWS.EC2.Windows.CloudWatch.CustomLog.CustomLogInputComponent, AWS.EC2.Windows.CloudWatch",
"Parameters": {
"LogDirectoryPath": "C:\\CustomLogs\\",
"TimestampFormat": "MM/dd/yyyy HH:mm:ss",
"Encoding": "UTF-8",

"Filter": "",
"CultureName": "en-US",
"TimeZoneKind": "Local",
"LineCount": "5"

+
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1. JSON I}Qof M IISLog AlMe Fr&Lch.

"Id": "IISLogs",
"FullName":

E EollISEa
2 =1|I:401|H x+ L= M &S 24

=
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=2, 23 ool TR XIES
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"AWS.EC2.Windows.CloudWatch.CustomLog.CustomLogInputComponent, AWS.EC2.Windows.CloudWatch",

"Parameters": {
"LogDirectoryPath": "C:\\inetpub\\logs\\LogFiles\\W3SvC1",
"TimestampFormat": "yyyy-MM-dd HH:mm:ss",
"Encoding": "UTF-8",

"Filter": "",
"CultureName": "en-US",
"TimeZoneKind": "UTC",
"LineCount": "5"

+

2. LogDirectoryPathoi 7H AlO|Eof CHal IS 22 E MEE ECE L& LICHO: C:
\inetpub\logs\LogFiles\W3SVCn).
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https://msdn.microsoft.com/en-us/library/8kb3ddd4(v=vs.110).aspx
http://msdn.microsoft.com/en-us/library/system.text.encoding.aspx
https://msdn.microsoft.com/en-us/library/system.io.filesystemwatcher.filter.aspx
https://msdn.microsoft.com/en-us/library/cc233982.aspx
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ClO|E{ @ AlQ| Flows AlMof s CHANO| Qlo{OF EFL|C}. 0 & S0 AF2A} X H 21, ETW 21

o 11—

A AE CloudWatch 218 LogsZ (CustomLogs, ETW, SystemEventLog),CloudWatchLogs
LH2{Td MM F=7+6HAAI2. Flows

Zt
|
al
=<
=L
4

/A Warning
RESHX| &2 HAE FItetH 50| RIEHELICH o & S0, C|&3 X|E BHE FI}6HK]
ok QIARAO| ClATY} il B2 582 2 BAH 7L RIEHELICH
2 2O 0UEs Frfoldel iy 2 = A&LICH o| & E04, oiZ 2|7 0|4
23 E CloudwWatchLogs AlMof | | = 7o CHef e 2 ELHE{™ Flows AMof

ApplicationEventLog, (CloudWatchLogs,CloudWatchlLogs2)& F7}grLC.
S & Mo{E 7Hste YWY

AWS .EC2.Windows.CloudWatch.json ZtUOIAM Flows AME A &L|CH

—

"Flows": {
"Flows": [
"PerformanceCounter,CloudwWatch",
"(PerformanceCounter, PerformanceCounter2), CloudWatch2",
"(CustomLogs, ETW, SystemEventlLog),CloudWatchLogs",
"CustomLogs, CloudWatchLogs2",
"ApplicationEventLog, (CloudWatchLogs, CloudWatchLogs2)"

}

2. FlowsOlM HZ2E=& ZF H|0|E{ @ Al(0d: ApplicationEventLog) & CH&H(O4:
CloudwWatchlLogs)2 F7+&FLICt.

-

O|A| JSON md HElo| Ext&LICt O|F BHAHM ArEstAH ElLICH

OflO|ME A|Zf

=2 A

PER MH 2012 EE= RIE 2 M 20082 A& 5= Amazon EC2 QIAEATL 20| 238 ™S
g = U E 5t24™M CloudWatch EC2Config MH|A (. EC2Config.exe) QIAEI A0 EC2Config 4.0
240{0F CHZ HRAIE AL E = UELICH O|T H{TI2| EC2Config AFE 0| CHEH REMIEH LIS 2
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Windows A A& CloudWatch Amazon EC2 A& HE A S| EC2Config 3.x EE= O[F HHEZ AFE
5o S R ZTFAMAIL.

EC2Config 4 xE AF&35t04 T+ 445t2{E CloudWatch

1. O ™MRIofM M TEIBH AWS.EC2.Windows.CloudWatch. json Zto| QIF S & QIgtL|C}.
BOM Q1= UTF-8 213 &0k x| EIL|C}H Windows Server 2008 - 2012 R2 QIAEIAO|M CIS &
Hofl obY e MEELICEH C:\Program Files\Amazon\SSM\Plugins\awsCloudWatch\.

2. Windows MH|A K[o{EE AtE57HLE CHE BHEE AL& 3104 SSM o 0| E
(AmazonSSMAgent .exe) & A|&St7{Lt CHA| A|ZFEFLICEH PowerShell

PS C:\> Restart-Service AmazonSSMAgent

SSM O[O|HE 7} CHA| ARt E|H T4 TUE AR5t S
CloudWatch 22 7/ Tt oM ot2t0|E{er M8 e HEE
A S HEdSH ok gFLCt, °._|AE._'|A01IA‘| CloudWatch S& 2 HI&
false ¥445t01 ¥E &2 XEFLICH

CIABAAE T MEHLICH
M Of|O|ME & CtA| A|2H504 H44
A I} 2 IsEnabled

btk £ A|Zf: Chef& AFE 3104 CloudWatch AWS OpsWorks Logs M|O|HEE
M x|gFLICEH

EFAL A|AR] & 2R E QlZpt AHS3F =7l Chef& AFE 5104 CloudWatch AWS OpsWorks Logs
HlO|MEE Mxlstn 21 AEZ Ct. Chefe AFE| AZEQ0{E MHx| & 7
5t7| 2IsH = FUE =ds5t7| fIE BAlD 22 "S5 AS

S LICH XtM[EF LIE 2 Chef& HZSHA

olziel Chef BIAIT| IFl= 2t EC2 QIAEAIAO|M SiLIC| 21 1S DLIE{ 26t B E Ho{SL|
ChBAI[E 20 2ECE A O|EE MBS 2O AER O|EQE QIAEAO| SAE O|EE A
S&tLCh o 7ol 2O U ZLERISIEAH o 20 18 2 23 AERIE MMSITE YAlx|
E g&stok gfLict

1EHA: AER X Bl AT &

SIZX|EEIE HE0] HAIIIE ME M. AWS OpsWorks Git & Subversiong X|2d 5t 7HLE Amazon
S30f ot7t0|EE XMEE = JU&LICH = 2|EX|EE|e] FZ= AWS OpsWorks AHE HEBAMO| =
S Z|ZX|E2[o|M AHEELICE ot oMl= 52| 0|&0| logset 7HY g LICE install.rb Bl Al
= 23 olo|MEE Mx&|ELICt CloudWatch =5 0fA| (-Cookbooks.zip) = CH2 2 E & 4= Ql&L|C}.

CloudWatchLogs
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https://docs.aws.amazon.com/AWSEC2/latest/WindowsGuide/send_logs_to_cwl_instances.html#ec2config-3x
https://docs.aws.amazon.com/AWSEC2/latest/WindowsGuide/send_logs_to_cwl_instances.html#ec2config-3x
http://www.getchef.com/chef/
https://docs.aws.amazon.com/opsworks/latest/userguide/workingcookbook-installingcustom-repo.html
https://docs.aws.amazon.com/opsworks/latest/userguide/workingcookbook-installingcustom-repo.html
https://s3.amazonaws.com/aws-cloudwatch/downloads/CloudWatchLogs-Cookbooks.zip
https://s3.amazonaws.com/aws-cloudwatch/downloads/CloudWatchLogs-Cookbooks.zip
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Ct2 I =7} =& El metadata.rbetE T}

#metadata.rb

name 'logs'
version '0.0.1"

CloudWatch 21 T4 m}Ql AfAd-

#config.rb

template "/tmp/cwlogs.cfg" do
cookbook "logs"
source "cwlogs.cfg.erb"
owner "root"
group "root"
mode 0644

end

CloudWatch Logs HIO|ME CIREE

# install.rb

=

ol
=

directory "/opt/aws/cloudwatch" do

recursive true
end

remote_file "/opt/aws/cloudwatch/awslogs-agent-setup.py" do

mo

SNk

source "https://s3.amazonaws.com/aws-cloudwatch/downloads/latest/awslogs-agent-

setup.py"
mode "@755"
end

execute "Install CloudWatch Logs agent" do
command "/opt/aws/cloudwatch/awslogs-agent-setup.py -n -r region -c /tmp/cwlogs.cfg"

not_if { system "pgrep -f aws-logs-agent-setup" }

end
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® Note

2o MM CtS 2l & StLEE regiong CHA|ELICE us-east-1, us-west-1, us-west-2,
ap-south-1, ap-northeast-2, ap-southeast-1, ap-southeast-2, ap-northeast-1, eu-central-1, eu-

west-1 EE= sa-east-1.

OO|ME MR|7F A B2 python-dev TF|X|7} ER|x(o] U=X]| FHRlotM . HRIx(o] UX|

2 B2 O3 BE2 MEE = oflo|TE MXIE
sudo apt-get -y install python-dev

ol BAILlE 7IZ 8 Thel 2ol Chefst 5442 x|
S MSHLICH OIS &40f CHEE XHMIE LHS S

[general]
# Path to the AWSLogs agent's state file.

Het7| 2lsl =0l 758 cwlogs.cfg.

CHAl Al SHMI 2.

(Q

CloudWatch Logs OIO|ME &I X ’ﬁ!/.‘j

Agent uses this file to maintain

# client side state across its executions.
state_file = /var/awslogs/state/agent-state

## Each log file is defined in its own section. The section name doesn't
## matter as long as its unique within this file.

#
#[kern.log]
#

## Path of log file for the agent to monitor and upload.

#

#file = /var/log/kern.log

#

## Name of the destination log group.
#

#log_group_name = kern.log

#

## Name of the destination log stream.
#

#log_stream_name = {instance_id}

#

## Format specifier for timestamp parsing.

#
#tdatetime_format = %b %d %H:%M:%S

tE AlE: CHE S AFE3H0] Ol 0|TEE A x[ELICH AWS OpsWorks

46



ofobE CloudWatch 21 AR 7o|=

#
#

[<%= node[:opsworks][:stack][:name] %>]
datetime_format = [%Y-%m-%d %H:%M:%S]
log_group_name = <%= node[:opsworks][:stack][:name].gsub(' ','_"') %>

file = <%= node[:cwlogs][:logfile] %>
log_stream_name = <%= node[:opsworks][:instance][:hostname] %>

ol d

efault.r -’—."—’8 ot (Iogs/attrlbutes/default.rb)01|78

default[:cwlogs][:logfile] = '/var/log/aws/opsworks/opsworks-agent.statistics.log'

2EHA|: AWS OpsWorks A EH A A

1. https://console.aws.amazon.com/opsworks/ 04| A AWS OpsWorks 2&2 LIt

2. OpsWorks CHA|E 20| A Add stack (AEH =7} 2 MEHSH0{ AWS OpsWorks 2B S MAMEFLICEH
3. Add stack(AEH —’?7%) 8l H0f| A Chef 11 stack(Chef 11 AEH) S MEHEFL|C}

4, AEHO|EO O|§S =T LICt

5. Use custom Chef Cookbooks(AtE At K| Chef S5 ALE)0i| A ol & MEAEFL|CH

6. Repository type(EIZX|EZ| FE)HM AEL 2|ZX|EE| RS MHELICH 22| oM E ALS

5= <0l Hitp Archive(Http OF7+0|E)& ME4EHL|C,
7. EIZX|EE| URLO O™ EAH M dEet S50l MY E EIZX|EEIE LT LICH 212 o

ME A3l BL0I= https://s3.amazonaws.com/aws-cloudwatch/downloads/
CloudWatchLogs-Cookbooks.zipE ®I23gtL|Ct.

8. Add stack(ABH F7HE MEAGHM ABS HMFLICH
3EHA|: IAM 23E &y

QIAEIAO| CloudWatch 218 AF&35t24H AWS OpsWorks QA AO|M AFESHE IAM AE S &
sfioF &t

1. https://console.aws.amazon.com/iam/0l A IAM 2& 2 dL|C}.
= A

2. EM F0|M PoliciesE& MEiEt F Create PolicyE =g LICt

B

i
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https://console.aws.amazon.com/opsworks/
https://console.aws.amazon.com/iam/

olotZE CloudWatch 21 MEX 7t0|E
3. M= MM 1| 0|X|2| Create Your Own Policy(XHA]| Z32H MAN)ofl A MEHS MEHSHL|CE AFS A} K|
M M= Mo CHEt REMIEH LH2 2 Linux QIAEIA & Amazon EC2 AHE AEMof|A Amazon

EC20] CHEF IAM HE S R EstMIR.

HE Ho|x|e| A o|Fof A o|F & LUHFLICH

D
02
12

H
E Aol S EXE Eoigd&Lch

=

(@)}
02
12

{
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"logs:CreatelLogGroup",
"logs:CreatelLogStream",
"logs:PutLogEvents",
"logs:DescribelLogStreams"

1,
"Resource": [
"arn:aws:logs:*:*:*"
]
}
]
}

6. MM MAS MEFAL.

7. EM F0|M RolesE MEHE I Z2EHE T 0l A Role Name2 2 AWS OpsWorks AEH0| A AFS
S QIAEIA o430 O|F S MUBLITH A= MBOIM Aol A EIE A2tS 32 4 U
LICHZ |82, aws-opsworks-ec2-role).

(® Note

E|O|E SlC(EE

& 9|
Policies(ZLZ 22| HH)E MENghLCY.

10. D24 22| Ao M oA 4T IAM HEE MBSt D YA A4S MEFLCH
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/iam-policies-for-amazon-ec2.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/iam-policies-for-amazon-ec2.html
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1. https://console.aws.amazon.com/opsworks/ HlAl AWS OpsWorks 2& & iLIC}H.
2. G oM QIARAE MEHSHCIS HBSSZE J7HA + QABHAE MEHFHLCY,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/Using_WorkingWithGroupsAndUsers.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/ManagingPolicies.html
https://console.aws.amazon.com/opsworks/
https://console.aws.amazon.com/opsworks/
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AWS OpsWorks A EC2 QIAEIAE A|Ef
EHATL 22! AEf 2 HFELICH

D 238 FMELICH CloudWatch . &H|7F £ 1A

6CtAl: 21 B 7|

OO|METH & Al A™E|H CloudWatch 2&0AM Mz ddEl 20 280 23 AERE &g

AMIEt HE = LogsE & E 23 O|0|E{ 27| CloudWatch 2 & Z3HAR.

CloudWatch 21 o|0|™ME AEE EH 115N 2.

CHS MiHE AF8310{ EC2 RQIAEIA 9| CloudWatch Logs MIO|TE AEHE ED5HAAIL.

1. EC2 QIAE A0 4ZAEILICt KM LI 2 Linux® Amazon EC2 AF2 AZE MO A QIAEI A0
HAZEE AHXSHMI2.
o414 Exlof I:H%F xwléf LI 2 Linux QIAEIAE Amazon EC2 AR MEA Q| QIAE A0 914

=3 oo

sudo service awslogsd status

3. /var/log/awslogs.log I+ 20| A CloudWatch Logs OIO|MESt #RE @F, A1 E= EA7E U=
x| &It MAI.
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-connect-to-instance-linux.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-connect-to-instance-linux.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/TroubleshootingInstancesConnecting.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/TroubleshootingInstancesConnecting.html
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Oo|MEE Al%tstcdH

1. EC2 QIAE A0 HAZAELICE KIAMIEH LI 2 Linux® Amazon EC2 AF2 ABE Mo QUIAEIAO|
A EXSHMIR.

KEMIEH LI 2 Linux QIAEIAE Amazon EC2 A2 AEHA{ Q| QIAE A O] ¢4

Amazon Linux 28 A™ 501 42 CtS HE S l=dghLct

sudo service awslogsd start

CloudWatch 21 00| EE =X|5tAA|2.

CHS HAHE M350 EC2 QIAEIA0| M CloudWatch Logs O|OIHEE SXIstMAI2.

1. EC2 QIAE A0 4ZAEILICt KM LI 2 Linux® Amazon EC2 A2 AZE MO A QIAEI A0
HAZEE AHXSHMI2.
o1 Exlof I:H%F xwléf LI 2 Linux QIAEIAE Amazon EC2 AR MEA Q| QIAE A0 ¢4

=
2. BEZEZEOAMCE FES LT LICH
sudo service awslogs stop
Amazon Linux 28 A& 521 B2 Ctg BHES UZELICH

sudo service awslogsd stop
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-connect-to-instance-linux.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-connect-to-instance-linux.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/TroubleshootingInstancesConnecting.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/TroubleshootingInstancesConnecting.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-connect-to-instance-linux.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-connect-to-instance-linux.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/TroubleshootingInstancesConnecting.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/TroubleshootingInstancesConnecting.html
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AWS CloudFormation AWS Z|AAE JSON Aoz MG T T2 H|XMLEE = &LICH 0] grg{ o]
e PAA ZHEME CHl CHQ 2 a2 gk 4= Q11 AWS AWS EIAAE o4 X[ &H EXNE £

ACH= HYLICH.
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AWS £ Al235t04 T2 H|X{=E AWS CloudFormationll{= Al2& AWS E|AAE MY PE =
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"WebServerLogGroup": {
"Type": "AWS::Logs::LogGroup",
"Properties": {
"RetentionInDays": 7

iy

"4Q4MetricFilter": {
"Type": "AWS::Logs::MetricFilter",
"Properties": {
"LogGroupName": {
"Ref": "WebServerLogGroup"
},
"FilterPattern": "[ip, identity, user_id, timestamp, request, status_code =
4Q4, size, ...]",
"MetricTransformations": [
{
"MetricValue": "1",
"MetricNamespace": "test/404s",
"MetricName": "test40Q4Count"

- =1 L=

LICt. AWS CloudFormation®Z ! of|M|ofl CHEF XHM|EH LIE 2 AWS CloudFormation AFHS A A
9| Amazon CloudWatch Logs BIZ 3! ALITIS HESHAMAIL. AIEFSHZ|0f CHEF REM[EF LIS 2 AWS
CloudFormation AF2 M A 2| AWS CloudFormationA|ZH5t7 |8 R ZSHMIL.

Che e 7|2 59 of&LICH B AFSshod B Cf B8 CloudWatch 21 HIZE ME 4 9
_|

-

2| AELE: AWS CloudFormation

52


https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/quickref-cloudwatchlogs.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/GettingStarted.html
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SDK2} &7 CloudWatch 21 A2 AWS

AWS A I E Qo] 74t

ME XS gLt

E (SDK) £ 22| A8 ElE oft{ Z=2 a2 Qlofoll AL8E £
SDKE 7HE AH7} H_%_%rf 210{Z o ZE|F0|ME &H FFE = UZF st APIL ZE

SDK MEM E=PN

AWS SDK for C++ AWS SDK for C++ ZE 0| K|
AWS CLI AWS CLI 2= of|x|

AWS SDK for Go AWS SDK for Go ZE 0iA
AWS SDK for Java AWS SDK for Java 2 E 0f/A
AWS SDK for JavaScript AWS SDK for JavaScript 2 E 0
AWS SDK for Kotlin AWS SDK for Kotlin 2= 0|
AWS SDK for .NET AWS SDK for NET ZE OfA|
AWS SDK for PHP AWS SDK for PHP Z E 0 A
AWS Tools for PowerShell PowerShell ZE OXE 2IEt &
AWS SDK for Python (Boto3) AWS SDK for Python (Boto3) ZE 0| A|
AWS SDK for Ruby AWS SDK for Ruby ZE 0iA
AWS SDK for Rust AWS SDK for Rust ZE 0iA
AWS SDK for SAP ABAP AWS SDK for SAP ABAP Z &=
AWS SDK for Swift AWS SDK for Swift 2= oA
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53


https://docs.aws.amazon.com/sdk-for-cpp
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/cpp
https://docs.aws.amazon.com/cli
https://docs.aws.amazon.com/code-library/latest/ug/cli_2_code_examples.html
https://docs.aws.amazon.com/sdk-for-go
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/gov2
https://docs.aws.amazon.com/sdk-for-java
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/javav2
https://docs.aws.amazon.com/sdk-for-javascript
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/javascriptv3
https://docs.aws.amazon.com/sdk-for-kotlin
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/kotlin
https://docs.aws.amazon.com/sdk-for-net
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/dotnetv3
https://docs.aws.amazon.com/sdk-for-php
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/php
https://docs.aws.amazon.com/powershell
https://docs.aws.amazon.com/code-library/latest/ug/powershell_4_code_examples.html
https://docs.aws.amazon.com/pythonsdk
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/python
https://docs.aws.amazon.com/sdk-for-ruby
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/ruby
https://docs.aws.amazon.com/sdk-for-rust
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/rustv1
https://docs.aws.amazon.com/sdk-for-sapabap
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/sap-abap
https://docs.aws.amazon.com/sdk-for-swift
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/swift
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27 QIAIO|EE E %t CloudWatch 21 H|0|E £

23tH Amazon CloudWatch Logs2| 21 CI|O|E{ & CHslE waleZ

HMstu EMe °'AL—|EF VYo EXol ECt 2EXM0|2 2Mo 2 TIMY = ULS #EIE
T™E = UAGLIcH EXM7F Y5 = B2 CloudWatch Logs InsightsE A 3t04 ZAHA 2121 Al
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CloudWatch Logs InsightsOll= 3 7+ K| ZHEFSHR|PE 2248 H-EE X8 steE STo| 2 A +5E # 2
1047} Z & E|o] Q& LICH CloudWatch Logs InsightsE A& SHE O] =20| &l MEZ #2|, @8 o
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@timestamp , @logStream , @message, edgelLocation , ednsClien
tSubnet , hostZoneld , protocol, queryName , queryTimestamp ,
queryType , resolverIp , responseCode ,version

@timestamp , @logStream , @message, @requestId , @duration,
@billedDuration , @type, @maxMemoryUsed , @memorySize

Lambda 21 &0 X-Ray £ ID7} & & Z2 exrayTraceld &
@xraySegmentId EET ZEELICH
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@timestamp , @ingestionTime , @logStream , @message, @log.

CloudWatch 21 QIAIO|EME & E 7|82 AF25104 JSON ZHEE LIEFHLICH o] MMl M E
7|82 AI235104 JSON EHEO| HAM|ASHE WHE E0oiF = JSON O|HIE ofMet ZE =Zto| L& &

01 A&LICH

of|Xl|: JSON O|HIE

"eventVersion"

"userIdentity":

: "1.0",
{

"type": "IAMUser",

"principal

arn < ar

Id": "EX_PRINCIPAL_ID",
n: aws: iam: : 123456789012: user/Alice",
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"accessKeyId": "EXAMPLE_KEY_ID",
"accountId": "123456789012",

"userName": "Alice"
.
"eventTime": "2014-03-06T21: 22: 547",
"eventSource": "ec2.amazonaws.com",
"eventName": "StartInstances",

"awsRegion": "us-east-2",
"sourceIPAddress": "192.0.2.255",
"userAgent": "ec2-api-toolsl.6.12.2",
"requestParameters": {
"instancesSet": {
"items": [
{

"instanceId": "i-abcdel23"

1,
"responseElements": {
"instancesSet": {

"items": [
{

"instanceId": "i-abcdel23",
"currentState": {
"code": 0,

"name": "pending"

.

"previousState": {
"code": 80,
"name": "stopped"

}

oAl JSON O|HE 0= 0|8 0| userIdentityZ X|HE Z4X|7
= O|&0| typeS 2 X|HE HE7t T E[of JaLct H £7|

userIdentity.type2 AFSELICEH
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display BE2 AIE

otof || Aol stLt EE= ofE] Vo] & HEE EAIY = U&LICH

display BE2 ALSAI7 |48 HERF E AR LICH #{2l0f 0424 display BHEO| Z&E B2, #

2| Zot= oFx|eh display BE0IM x|H

=
FZlc0F E AL C}.

EA
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I:I=I

oflA|: 3tLIC| EHE EA|

olgl ZE Z=ZI2 parse WHE AI& 510 emessage0i A CIO|E{E F&5t0{ FTEE Z

E loggingType 2 loggingMessageE dHst= FEI2| 0 E EoiELICtH HEl=
loggingTypeof CHE 20| ERRORQ! 2 E 21 O|HIEE BHEHSHLICEH displays 2| Aol A
loggingMessageO CHet 2B E A LICEH

fields @message

| parse @message "[*] *" as loggingType, loggingMessage
| filter loggingType = "ERROR"

| display loggingMessage

® Tip
2l displayE B HOF ALESHMI2. FHEI0M displayE F M 0|4 AFS & E<2, Al
Zotof= OHX|[2 e 2 AHS dlsplay FH|M X|HeF 2=0F E AELCEH

Zc
fields& A&3dto] 32| Aol & EEE EAIE = U&LICH

F2/0i| fields BHO| 0421 7§ £ & [0 U=Cll display BE2 Z&EIX| 2 d< 21t
of fields BWHEH X|HE 2E EEJH EAELICH

oAl: EH EE EA|

CtE oMo M= 207He] 21 O|HIEE ghetst D LHRAI= SR EAlSte RHEIE EoiELICt #HEl ZE
ol @timestamp & @messageOll CHEF ZEO| Z A|EILIC}.

fields @timestamp, @message
| sort @timestamp desc

| limit 20
L g2 w85t Helol AZE = Ue M 2EEE H45t7| IH fieldsHIM X[t CHFEE &
29} M-S AI83IE2{E B2 display CHAl fieldsE AFESHMI2.

Eot &7A fields BYE ME8tH 2O O|HE 2l HE A -8 AI8slE FEE TE
E sthe FEE 2

[
=S MAME £ Q&LICH o & £0d, fields ispresent as isResO|ME isRe
M, #2lo LHHX| EE0M FEE ZEE M8E = &Lt




ofobE CloudWatch 21 AR 7o|=

ofel 2= Z=ZI2 rangeO CHEF (0| 3000ELCH & 2 E 21 O[HEE Btetst= FE(o 02 E04E
= d0E 20712 21 o|HIER X{|$tetm 2 OfHI LRI Xt=9| @timestampE H&

|m
mw

fields @timestamp, @message
| filter (range>3000)

| sort @timestamp desc

| 1imit 20

oA: £ olgel =742 AHEE 20 o|HE &

Im
[IEl
n
o

7|9= and H orE AFE5t0{ E Ol =S

[
me
g

= A&LIcH

olgil I = =ZI2 rangeoi CHEH 2£0| 30002 CH 31 accountIdod CHEH 20| 1234567890129 5
gt 21 O|HIEE HHEtstE AE|el o & Eo{ELICH AEl= AE 20702 21 O|HIER M$tstn 2
3 O|HEE LHEIRI=2| etimestamp 2 M L|CH

fields @timestamp, @message

| filter (range>3000 and accountId=123456789012)
| sort @timestamp desc

| limit 20

A OISR in Fol ST HIUE SELIC in 87 ¥ UK not & Af—gg ¢ QLI
ing AtE5t0d EE7I EXtE0 UX[St= 21 O|HIEE PHEtst= AEIE dde = et EEE
2 =

St =
2tHs EXQolofoF ELICH & E04, OIS ZE X2 in2 AF83104 1logGroup EE7} 2t H$t
EXY example_group@! 21 O|HEE HtetstE #2|IE EoiFLICH

fields @timestamp, @message

e 70
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| filter logGroup in ["example_group"]

UE 2 'K|*|E = U&LCh Et A odt
.like Y not likeZ &} --IPC’Q% PAPNPN
NemsERE SHWLICH like 2 not 1ike®t

Mt Al dArRtet UX|AIZ|2{H RSt 5t 2
X0l = filter BHEE ArE 35101 51} EXIE S LXIA 7= LY

7192 2 like L not 1likeZE AF25t0d 612

Xt =~E A835t04 5t9 BAtEE LRIAIL = Q/J%LI

7|24, x|t oF 5t= 5t BRI

st A2 Al mEIS ngp £ ola
ChC

ArE e AR EC@
2 BoiF= 3= =Z

of: ot EAtE x|

CtS oMo M= f10i EF0{ ExceptionO| Z& & 2E O|HEE vtetefLICh M X 25 CH/AZEXE
gL

A Hm MM E 1ikeE AHEstod ot EXtEnt LRIAIZILICH

fields f1, f2, f3
| filter f1 like "Exception"

F Hm MM E 1ike X H B84 HEHE AMESI0d 512 EAEE LRIAIZLICH

fields f1, f2, 3
| filter f1 like /Exception/

Ml Hmf Kol ME @t ETAE AEstod 512 EXtEE LRIAIZLICH

fields f1, f2, f3
| filter f1 =~ /Exception/

of: A UEFIEE AME5H0d 512 EAHE UX|

M7 EHAOIM OHE 712(.)8 AUEIEZ AGstod 2
oflofl A 2= F10fl CHEF 2HOl Servicelog EAIUZ Alstshs WUkl &= wraterLIn

fields f1, f2, f3
| filter f1 like /Servicelog./

OFEIE 713 (. *) 5ol YE 7|5
(Greedy Quantifier)E A& 4

J&LICH o€ E04, OIS #2l= f1 2L0| ServicelLog EAIUZ Al
&reh $ 0k ofL|2}l ServicelLog BAtY . Zelotes Yx| &=2 gterghLct

zH 71
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fields f1, f2, 3
| filter f1 like /Servicelog.*/

CEot Z&Lch

rlo

7t

or
rob
oo

Uz &2

» ServicelogSampleApilLogGroup
« SampleApilLogGroupServicelog
olA: Lx| EFolM ot EAAE A 2

CtS oMol M= f10il B 01 ExceptionO| Z B E[X| &2 ZE =11 O|HIEE Btetst= #HEIE 2oiEL
Ct. o] Mo MHE CH/IAERHE FEELICH

fields f1, f2, f3
| filter f1 not like "Exception"

olAl: CH/AERIE FESHK| ot HHo = 59 EAE LR

CH/AEXE FE5HK| 8
XAZIedE st EXHLE Yol EP
EE2E

= o P EAYEE 1like X Ht EFHAIZ AL85H0] YX|AIZ = U&LICH &
= O|E{(?1)& U= LICt CF oAM= f10d Bto{ Exception
£ Ho{ELICt.

HTJ
2
£
Im
i
e
o
Q'I_l
rir
|
o
mlm

£ = exceptionO| Z &

fields f1, f2, f3
| filter f1 like /(?i)Exception/

IH &

T

dL|Ct. patternOIE MB350 MEZ22 FMIE Tl
L} H20| Bto| E= 21 2218 Aludsh 4~ ol |
o| I{HS ’;‘J.l_ FIIZ2 BMEtE O AR E = e
I.

E 1
SRR E HI%E*L—II:L REMIE MRS HE 242 At

x
kO

O| pattern BHE2 LRI IEHS XSS 2 AIHFIEE 0| BHEZ AlE X|H2E AHE 504 EILE
AMstn FAye Hit patterng Z& 504 o M5
A ZEE #Helol M miE

OEO
0L
[

Al
. filter, parse £&= sort
2 AEE = JU&LICH

72
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& EHYE

i

pattern BH0|= @message EE, parse BHE ALE5t0{ MMF FEE LE E= Lt 04
O EXtYE g+ E ArE5to =EHE -.'_-XPOE*J"—P Z2 ol W Lot

e B

T
il

pattern Y2 CIF £30| YdELICH.

- @pattern: 21 O[HIE ZIE 7tof BtEE|= SR BHIAE —_rLZF_%!L—IEL 52*4 ID EE= EUABIZ O}
Z0| & Lo MZ CHE EEE <*>2 EA|IELICE ol
msE 21 EHIAIxI [INFO] Request time: 327 msZ2 ’é.*XH4

P Al E D EH D YRS XIHEI 2O O8e

Z|Ztol Q= 21 o|HIES| HiEto| T U B eratio= 0.50=

Request time: <*>

£0 A._‘"E—”.?_F E:L ==l
H2kgtL|C}.

+ @sampleCount: M3t 7|7+ B! ATl THEDL URIsHE XIHE 21 2180| 23 0|HIEQ| £l
=3

filter @message like /ERROR/
| pattern e@message

pattern B2 parse & sort B} & ALE = U&LICH

filter @message like /ERROR/

| parse @message 'Failed to do: *' as cause
| pattern cause

| sort @sampleCount asc

El
2
rm
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ofobE CloudWatch 21 AR 7o|=

DIFF
QYEE 7|zt YHE =1 o|HEE Zo|7t Z2 o|x 7[ztel 21 o[HEQL H|m g LICt o= A s5tH
FHE dmED §4 210 o|HEJ M2 2 JeUX| &olg & AU&LICH

diffBZol +HAHE F7hstod HImstEiE 7122 RIS AAIL.

diff3dxf MEHEE AlZH Qo] 21 O[HIEE HIZ 0| AlZt Hele| 21 O|HE S} H|wFL|CH.

. diff previousDay®Xi AM=Et A7 Helo| 21 O|HES M 22 AlZte] 211 o|HES bl
grict
= .

« diff previousWeek®dXH MEHEH A|ZF HR|o| 2T O|HIEE X[t F Z2 Al7te| 21 O|HIES}
H| &t

« diff previousMonth®i Al MEHEH A[Zt #iQ|0| 20 O|HIEE ™ Z2 AlZte| 21 O|HIEQ} H
Tl

KMet HE = O[T AlZh (et HI (dif) & FZshMR.

parse

parseE AI&sloi 21 E
LICt parseE 2t =

=
20l CHE REM[EH LB 2 2 RSt AR, XRE= ErA 7 E

Olg FE ZZ2 =& Jof| WHSIEI JSON 2 O|HIEE 72 BAMst= WHE EoiE LY.

{'fieldsA': 'logs', 'fieldsB': [{'fA': 'al'}, {'fA': 'a2'}]}

=
fjo
)

Olg FE ZZ2 FEE ZE f1d X arrayE MH357| 95 fieldsA & fieldsBoi CHE
= dualol 28 E #HEIE Eo{F Lt

parse @message "'fieldsA': '*', 'fieldsB': ['*']" as fld, array

DIFF 74
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M7t AT parse2(E) A A8t B2 OIFO0| X|HE LA IES MESIo WEHSE EEo
HxE = U&LICH FE2 parse @message (?<Name>pattern).lL|C}.
CIS odlolME VPC 58 20| X 21E S AFHE35104 NetworkInterface(Ol) 2= Ol 2| ZEof

HEE £Z Sof| WHSI=EIL|C $4x 2E2EE ESHAIZ AF25101 S E JSON
K| X| et &LICt 2007) O|5tel 21 o|HIE ZE=& xZ&SE JSON
Meh £ Ql&LICH SXHEIJSONZEEE IR E

ATt URISHES A2lo| HT Al HAIS KIRHOF BLICH

Iy
Il
=
[
w
@)
Z
fu
L
o
=

glob E?44IZ A& 60§ 21 L E @messageOA] ZE @user, @method 2! @latencyE FE5}
et i xEol cHet B X[ Alzt2 ghetghct

parse @message "user=*, method:*, latency := *" as @user,
@method, @latency | stats avg(elatency) by e@method,
@user

MAlE AH835H0{ 21 ZE @message0iA ZE @user2, emethod2 2! @latency2& FZ5}
T @method2 2! @user22| T3 7Hyd =&hof CHst W X[ AlZtS whetghLct

parse @message /user=(?<user2>.*?), method:(?<method2>.*?),
latency := (?<latency2>.*?)/ | stats avg(latency2) by e@method2,
@user2

loggingTime, loggingType 2! loggingMessage Z=E F=Z3l1 ERROR EE= INFO &
Aol EE OHIEE 7|55t S ZE{E CHS ERROR EAHP0|
&l loggingMessage %! loggingType Z =0t EA|ELICEH

FIELDS @message
| PARSE @message "* [*] *" as loggingTime, loggingType, loggingMessage
| FILTER loggingType IN ["ERROR", "INFO0"]

parse 75



olotZE CloudWatch 21 b 7tol=
| DISPLAY loggingMessage, loggingType = "ERROR" as isError

X124

o=

sortE AI&5tod X|HE EEof 21 o|HE FLiCH,

HE g
Ol limit HHI BT AL 5104 4 NIW =

LEM=LR YHote 42 Chs =27t ArSELICh

« ZA7FOob R E 20| EE =AF 2LECH ool SLICH kb 2f2 AtE
E EXte| g2 2&stx| ek&LcH
« IAZ AlEst= ZAH7F ot gfel 39 A F 20| X Hl E'l—IEP E% IN
LEAM=o R YHELICH OHE EXALEELD B2 X3+ 2 AlEste
£ =22 JHELIDH F el A RE0| o LiHZ| gfe TrL—IiE =ME 7IERR
Lot
- M EXVL S Yot OhE EX7E A & Melst AFIE of
oz YWRELICH o] 32 fle| =2|et HlxstH YEELULCH & ’Si I
2 U2 LEM=c 2 YEELICH J8H MY EX Fo MR T2
Sz JEELCE F 2ol it R#E0| 2o/ LIHX| el RLIZE =

I:

& &0, CIS2 LERI=2 = Y->E Aol

i >>>5>>>5>>>>>>>>>>>>>>>>>>>>>>>>>> gorted by unicode order
#
*%04

Q# >>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>> Alphanumeric starting with numbers

5A

111A >>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>  Starts with more digits than 5A,

to be later than 5A
2345

@ >>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>> 2345 is compared with @ in the unicode order,

@_

A >>>>>>5555555555>5>>>>>>>>>>>>>>>> \/glues starting with letters

A9876Fghi

al2345hfh

0 SSOSSS5555555555555555>5>5>5>5>5>5>5>>> Numbe]: Values
01

1

RLEAE(asc) E= LHEAtE(desc) 22 EAIE

4 [=|
StRINVH #2|E dde = AU&Lich

A Mol Chet AHMIE ISR RUIE 2 S22 XA,

02!
e
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ofobE CloudWatch 21 AR 7o|=

2

HEIXI=c 2 HH

L
ol
-
u]
TN
>
.
1]
L
N
n
-

= 3 groH Lo

L

m>

0& £04{ Amazon VPC 58§ 20| CHEt CIS FEl= ZAE HEto| 42| 1570 2! ME&S &
Ct.

stats sum(packets) as packetsTransferred by srcAddr, dstAddr
| sort packetsTransferred desc
| 1limit 15

stats

M PP RAEQ Z2 2 O|O|EQ| A|HEE 4
-’F 2{&LICt. CloudWatch Logs
|of| CHEF AlZt3HE AdefLich

statsE AFE5t0{ HCHYE X E, H2MYE A E
grLict. o|= A 5t 23 olo|E{od| A ZH
Insights= 8l stats &2t dtLt 0|4

e
il
I
+
mfn
Pal
0l
Q'I_l
FIF fl
?E

o€ £01, Route 53 21 1 E 9| C}S 2= AlZIE Route 53 B|ZEQ| Ex E 3| REHUE HoiF
= AlZtstE ghetgtoct.

stats count(*) by queryType, bin(1lh)

ma

olz{gt el 25 2r

- At
o=
g O &8&ste 8 MY A

=

£ MNY £ AUBLICH H27kbin() H4E A8 stod B=WR olo|E
9 5 o RE

A
« AAY HIOIE] AlZtE

o ZicHiz2 O ESIE 21 O|o|E AlZHS}
o CHQl Z|0JM 048] EH T2 AR

o stats@} S A2 E &£

AlAE lolE AlZEt
AMAHLE AlZtzte Chant 22 592 71T #H2lol A8 E + A&

- Helo A &7t stut o4 ZEElo] U&LIC RHAIEH HE = Aggregation Functions in the
Stats Command AME & XM L.

stats 77
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« 2|7k bin() &+ & A8stod EE stLEE 7|E2 = HO|HE O &EHELICH

Olzd3t REls ME AE, &M QA AHE, YO AE L uto| HES WNY 4 AL

of| A

A k& M= the section called “AH&A: AlAE AlZtEHE ddstE FE| e MME ARt 2.

CHS 2 AlAIYE Azt A8 E = A= FHEl oM LICH

che #2ls 520t A4 cole| RIS} #7 myfieldl HEo| B Ztol Chet AlZEHE MAIE
LIk 2t clole| ZRIEE o|F 52 S0t MAEl 210 myfieldl 2 BEe TAE ZeLch

stats avg(myfieldl) by bin(5m)

S #Ele 520ttt Y& ClolE ZRIES &7 ofe HEE 7|22 = Al 2fe| AlZEE 4dFL
Ch. 2217l A &f+E& Z&stn ({1 283 EER bin()E AE57| HE ol AlZf3t7t dE L Ct.

stats avg(myfieldl), min(myfield2), max(myfield3) by bin(5m)

235 HEE TAHSHK|E bin() T E AFESSIX| &t FHele Yol RIEE MME &+ U&LICH
agdLt O|2HEt el MY AE = M U XEE HME £ gl&LIct o|xHEr #Hel 3o cist
KEMIEH LI 2 the section called “EEBEZ JE3tEl 21 H|0|E{ A|Zs MME & XML

stats &8t otLt Ol o A &f+E A8 ste F2lol CHsl 2o At EE HEE + U&LICH XAl

8t M2 = Aggregation Functions in the Stats Command MM& & X 5HML.

AlZtstE EedM 2|8 A#EILICH 33 CHS Visualization(AlZH s} RS MEHS D Line(ME) 9|
Stat 2 & MEASH CFZ Bar(YCH)E ME{RILICH 2o At EO| M= AZ3E7F 2[CH 10070 HCHE X EHE
L|CH
of| &

™A Xt& ME the section called “At&M: 23 ZIEZ OF35HE A|[Z4SHE MMG= #E| AR MME
HZTSIM L. CIS BEtol= ZE AlZgtol CHet o B2 oAl #2|7F =& |0 &Lt

stats 78
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CHE VPC 58§ 21 F|E|l= &4 tHy 401 CHsll MM TS E B HOIE =& H &L

stats avg(bytes) by dstAddr

P 2ok ghol Chsll £ ol& el Tzt etEl AIEE YdEE T J&LICH oE S0{ LS VPC 58
23 FEle 4 oy FL0 ois AT MSE B2 & %[0 HHO|E =8 H&LTH

stats avg(bytes), max(bytes) by dstAddr
Cl2 2 2le A2l 880 cHs Amazon Route 53 2| 21 £2 3t&LCH

stats count(*) by queryType

Y 2{2[olM ofe] SH BE ALS

Fd #{2[ol 2| & 712 stats BHE ALY =+ USLICH o[F A st & Hmf ElA| 2| Z=2{oi| CHsH
(=3 ol

C}
—
FIEHAE e + U&LICH

FIELDS strlen(e@message) AS message_length
| STATS sum(message_length)/1024/1024 as logs_mb BY bin(5m)
| STATS max(logs_mb) AS peak_ingest_mb,

min(logs_mb) AS min_ingest_mb,

avg(logs_mb) AS avg_ingest_mb

of: 0424 S WS CHE &4 (Filter, fields, bin)2 7%

Ered #2[0lAM F 72| stats BHBE O
of Ch2 Hele MMM TREHIP T4
IP =48 LEIYE Chg, OhX[H2 2 8

STATS count_distinct(client_ip) AS session_ips,
count(*) AS requests BY session_id, client_platform
| FILTER session_ips > 1
| STATS count(*) AS multiple_ip_sessions,
sum(requests) / count(*) AS avg_session_requests BY client_platform

stats 79
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03] stats H2 AI25104 Z2|0IAM bin L dateceil EFE AI2E £ A &LICE o2 Sof{CI=
2l HAH HAIRIE SE EECE AESICIS sE ESS2 102 EE2Z HASt D Z4 108 25 LY

o |1, 2[xX A B Eci=E 2E&FS AHLrefLICH

FIELDS strlen(e@message) AS message_length
| STATS sum(message_length) / 1024 / 1024 AS logs_mb BY BIN(5m) as @t
| STATS max(logs_mb) AS peak_ingest_mb,

min(logs_mb) AS min_ingest_mb,

avg(logs_mb) AS avg_ingest_mb BY dateceil(et, 10m)

ozt

T S AEF ALY
#Helg z/cf & 719] stats BEE ASE & J&LICH Ol ¢ T2 HEE &+ Q&L

sort FFE limit WHE A5t &

8% 0| BH2 F MM stats BH F{of LIEILIOF B LICH & &
M stats HE Aol U= 2 #Hele & | &

ot x| ef&LCt.

Fol

2o = 7Hel stats BHO| U= B X B stats A7 222 WA K| 22| YT Auit &
A= et &LCH.

Bt 2I2lo] F Ml stats WM E 5 M stats W0l Ho|E Zegk #xE £ QaLch of
£ E0f % MMl stats &7 £0I|E @message ZHEE A28 £+ Qe Z OIS FElE

FIELDS @message

| STATS SUM(Fault) by Operation

# You can only reference 'SUM(Fault)  or Operation at this point

| STATS MAX(strlen(@message)) AS MaxMessageSize # Invalid reference to @message

XM Bl stats WA o|F 0o xSl 2

rin

ZicE & Hm stats B2 A] XHo|aH{of gFL|Ct.

STATS sum(x) as sum_x by y, z
| STATS max(sum_x) as max_x by z
# You can only reference "max(sum_x) , max_x or z at this point

/A Important
bin &+ £ &4 etimestamp EEE SA|H2Z AIELICH &, &} Hm stats HHS Al
835104 timestamp EEE ™Il
QiaLIC o8 Soi ohe MEls 28k e

stats 80
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FIELDS strlen(@message) AS message_length
| STATS sum(message_length) AS ingested_bytes BY @logStream
| STATS avg(ingested_bytes) BY bin(5m) # Invalid reference to @timestamp field

CHAI &4 BHmlf stats BRIOM etimestamp HEE HO|5tH CHS o2t ZHo| = EHmy
stats BHOIM dateceildt &7H HEE ASE = JU&LICH.

FIELDS strlen(emessage) AS message_length

| STATS sum(message_length) AS ingested_bytes, max(@timestamp) as @t BY
@logStream

| STATS avg(ingested_bytes) BY dateceil(@t, 5m)

stats@t B AFSE & =
CloudWatch Logs Insights= &7 &7 & =2t 4| HIEAH &+E 25 X[HELCt.

statsaggregation & =& stats BHO0IM ALE5tD CHE &9 Qe E ASELICEH

EEs A0 A MY

avg(fieldName: number XEE 2EQo| Zf WLt

NumericlLogField)

count() number 23 O|HEE AAELICH count()(E

' Ecount(*))E #HElolM BtEtstE OHIE £

coun’F(fleldName: £ 2% M count(fieldName) 2 X|&st

LeglFlere) T 0|20| ZEHE IS 22 TF AMEL
Ct.

count_distinct(fie number Zoof cHelf o8t 2ol 78 phEteLch &

1dName: LogField) Eo|siC|dElE|7t f® =2 d* (1 RE gtol
ool & E|o YUS) count_distinct 7} gt
gtote 22 ZAPRILICE.

max(fieldName: LogFieldV F2|E 230l o] 21 E=of CHEF =[5HZF
LogField) alue L|C}.

stats



OtOFHE CloudWatch 21

oo

A
T

min(fieldName:
LogField)

pct(fieldName:
LogFieldValue,

percent: number)

stddev(fieldName:
NumericLogField)

sum(fieldName:
NumericLogField)

S HIEA g

HIEHA &+E stats B

skEA
g

earliest(fieldName:
LogField)

latest(fieldName:
LogField)

sortsFirst(fieldNa
me: LogField)

sortsLast(fieldName:

LogField)

H2I0| M AF2

LogFieldV
alue

LogFieldV
alue

number

number

ot CHE

LogField

LogField

LogField

Ad
=

0%

72|18 230iA o] 21 Te=of| chE
LICH.

rol

T

72 ?|== ClO|EH MEO|M gtol A x|

£ LIEtRLICE o & &0, pct(@duration,

95)= @duration 2|z & 95HMET} O] gt
<10 5HME= o| Zt2Ct & @duration

Ct.

22|E 230|M Al EFUABIZ 7} Ql= 23
O[HIEO|A fieldName 2| Zt2 gHatefLICH

ZI2|E 230 7% | MHZAE fieldName
o| 7t gretghLct.

HEIE 2O0M 7t =H H¥E
o| zte ukarstL|C}.

El fieldName

stats
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S s
limitE AEst0{ 2|0 Erete 27 O|HIE +& X|™HE &+ A&LICH
& E0{ CtE oMo ME 7t 2[2 2| 21 OHIE 2571Bt HrFetgfL|CH

fields @timestamp, e@message | sort e@timestamp desc | limit 25

dedup

dedup2 AI&35t04 X|Het HEQS| EH g2 7IEc 2 &5 ANE MAHELICH Skt of
A dedupE MEE = U&LICH dedupE AHE5t04 5 =
of chal stLtel 21 o|HEDL HhEtE|L|C} og] EEE X|XHGHH
Lol 21 o|HIEJ} BHetEl LIt
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| sort @timestamp desc
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+ Lambda 2210 CH3t 2|

« Amazon VPC 5§ 210 CHt He|
 Route 53 210] CiEt 22|

* CloudTrail 21 2|

« of CHEF # 2] Amazon API Gateway
« NAT A O|Ef]ofo CHEF 22|
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« ofO0IE& F 2l EventBridge
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fields @timestamp, e@message | sort e@timestamp desc | limit 25

Alzte L4t ol el = S 58 7HxSLich

filter @message like /Exception/
| stats count(*) as exceptionCount by bin(1lh)
| sort exceptionCount desc

ofl Qlof SHEFEIX| b= 21 O|HIE F5& 7tXMSLICH

fields @message | filter e@message not like /Exception/

server ZE9| Zt 1 Zfol CHEH 7} & 2|2 21 O|HIE J7IX{SLICI.

fields @timestamp, server, severity, message
| sort @timestamp asc
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| dedup server

Zt severity R0l CiEt sexrver EE=09| 2t 17 Ztol CHEt 7HE 212 21 O|HIEE 7S LICEH

fields @timestamp, server, severity, message

| sort @timestamp desc
| dedup server, severity

Lambda 2101 CHst 2|

ot Z2HIMIE HZ2El &S FHelg|ot

filter @type = "REPORT"
| stats max(@memorySize / 1000 / 1000) as provisonedMemoryMB,

min(e@maxMemoryUsed / 1000 / 1000) as smallestMemoryRequestMB,

avg(e@maxMemoryUsed / 1000 / 1000) as avgMemoryUsedMB,
max(@maxMemoryUsed / 1000 / 1000) as maxMemoryUsedMB,
provisonedMemoryMB - maxMemoryUsedMB as overProvisionedMB

X|od E1 A

filter @type = "REPORT" |
stats avg(eduration), max(@duration), min(@duration) by bin(5m)

fields @timestamp, @requestId, @message, @logStream
| filter @type = "REPORT" and @duration > 1000

| sort @timestamp desc

| dedup @requestId
| 1limit 20

Amazon VPC & 2 10] CHet 2

AE 7ol &2l 15702 ! & E H&LICH

ok

stats sum(packets) as packetsTransferred by srcAddr, dstAddr

| sort packetsTransferred desc
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| limit 15

KEE MEHo| ZAE0f CHal &2 1571 HIO|E &S H&LITH

filter isIpv4InSubnet(srcAddr, "192.0.2.0/24")

| stats sum(bytes) as bytesTransferred by dstAddr
| sort bytesTransferred desc
| limit 15

Clole M& Z2EEZ 2 UDP

AEste IP FAE RELICH

of

filter protocol=17 | stats count(*) by srcAddr

A 712t S

Jor

S dlZEE dUHE IP FAE F&LLCL

filter logStatus="SKIPDATA"

| stats count(*) by bin(lh) as t
| sort t

HERZ A4 EX ol =F0| ZI=5 2t 40| gt B BZ=E H&LCH

fields @timestamp, srcAddr, dstAddr, srcPort, dstPort, protocol, bytes

| filter logStream = 'vpc-flow-logs' and interfaceld = 'eni-0123456789abcdef0'’
| sort @timestamp desc

| dedup srcAddr, dstAddr, srcPort, dstPort, protocol
| 1limit 20

Route 53 210 CHst 22

AMZE BHIZEHEZE #2 &

o

H2 &Lt
stats count(*) by queryType, bin(1lh)
Q™ 7 7} BL2 DNS M 7| 107HE & &Lt

stats count(*) as numRequests by resolverlIp
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| sort numRequests desc
| 1limit 10

lstel THelE Bl=ZE =

ME7t DNS HE 2t=5tX| £t HQl &
filter responseCode="SERVFAIL" | stats count(*) by queryName

CloudTrail 211 32|
¥2 58 o,

Zt MH|A, O|HE & L AWS Z[Tof CHet 21 &

stats count(*) by eventSource, eventName, awsRegion

S X|El Amazon EC2 SAEE 34 LLCH

EX™ AWS X|H0M AIZH EEE S

filter (eventName="StartInstances" or eventName="StopInstances") and awsRegion="us-

east-2"

MEZ MAIEH IAM AL XFO| AWS k|23, ALK} 0|2, ARNS 3

filter eventName="CreateUser"
| fields awsRegion, requestParameters.userName, responseElements.user.arn

APl UpdateTrail

filter eventName="UpdateTrail" and ispresent(errorCode)
| stats count(*) by errorCode, errorMessage

g5 daLch

TLS 1.0 EE= 1.10]| AFS =

filter tlsDetails.tlsVersion in [ "TLSv1l", "TLSv1.1" ]
| stats count(*) as numOutdatedTlsCalls by userIdentity.accountId, recipientAccountlId,
tlsDetails.tlsVersion, tlsDetails.cipherSuite,

eventSource, eventName, awsRegion,
userAgent
| sort eventSource, eventName, awsRegion, tlsDetails.tlsVersion
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TLS HA 1.0 EE 1.12 AI28H MH|

filter tlsDetails.tlsVersion in [ "TLSv1l"

, "TLSv1.1" ]
| stats count(*) as numOutdatedTlsCalls by eventSource
| sort numOutdatedTlsCalls desc

oi CH&t #{ 2| Amazon API Gateway

OFx|2h 10702l 4XX @ F 3t 7|

fields @timestamp, status

ip, path, httpMethod
| filter status>=400 and status<=499

| sort @timestamp desc

| 1limit 10

HMA 2 OE0|M 7HE 224

AlSH
API Gateway

= O

E|&= Amazon APl Gateway 273 1078 AE#3HMI L. Amazon

fields @timestamp, status, ip, path, httpMethod, responselLatency
| sort responselLatency desc
| 1limit 10

HMA 2T OAE0M 7HE BLO| ABEl= API B2 S5 2 BHEH5tM2. Amazon API Gateway
stats count(*) as requestCount by path

| sort requestCount desc
| limit 10

Amazon AP| Gateway AAM|A 23 JF0i CHEt &

AR,
filter status=200
| stats avg(integrationLatency), max(integrationLatency),
min(integrationLatency) by bin(1m)
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ly.y.l)

and srcAddr like
, dstAddr

filter (dstAddr like 'x.x.x.x'
| stats sum(bytes) as bytesTransferred by srcAddr

| sort bytesTransferred desc
| limit 10

NAT HO|EQ0]|e] PIAEANM StlEl=
filter (dstAddr like 'x.x.x.x' and srcAddr like 'y.y.') or (srcAddr like 'xxX.XX.XX.xx'

and dstAddr like 'y.y.')

| stats sum(bytes) as bytesTransferred by srcAddr, dstAddr

| sort bytesTransferred desc

| limit 10
VPC QIAEIATI Q2E U LR RES 9I5H 7S AHE S4Ists QIE{H CHar 2 BHH
U2EE
filter (srcAddr like 'x.x.x.x' and dstAddr not like 'y.y.')
| stats sum(bytes) as bytesTransferred by srcAddr, dstAddr
| sort bytesTransferred desc
| 1limit 10
CIREES
'X.x.X.x' and srcAddr not like 'y.y.')
, dstAddr

filter (dstAddr like
| stats sum(bytes) as bytesTransferred by srcAddr

| sort bytesTransferred desc
| limit 10
105

NAT AHO|Ef]o|of CiEt #E|


https://aws.amazon.com/premiumsupport/knowledge-center/vpc-find-traffic-sources-nat-gateway/

OtOFHE CloudWatch 21

Apache ME 2104 CHEH 22

CloudWatch 21 QIAIO|EE AF236104 Apache M 218 2| £ AU &LICH CHS #2lofl chgt
XEMEt LIg2 AWS 2212t 2% 2 oto|za|o|4 E230{|M Logs InsightsE S8t Apache AMH]
CloudWatch 21 EF+=3IE & XRFHAAIL.

AL

o2t
ok o

Jal
o
mee i
0x

-I> §
K

H

IEE ZotM HMA 28 AEStD o EE(7H 0|42 /admin A= 0lAM EEH =
L.

r [0
1l

ul

mo

Joe O
-
nl?

fields @timestamp, remoteIP, request, status, filename| sort @timestamp desc
| filter filename="/var/www/html/admin"
| 1limit 20

B 2= '200'(d3)E Ar835t01 7| & m|o|X[ol| AMAE TR GET 2F +& F&Lch

fields @timestamp, remoteIP, method, status

| filter status="200" and referrer= http://34.250.27.141/ and method= "GET"
| stats count_distinct(remoteIP) as UniqueVisits
| 1limit 10

Apache MH|A7Z} CHA| A|ZHE SI~E F&LICEH

P

fields @timestamp, function, process, message

| filter message like "resuming normal operations"
| sort @timestamp desc

| 1limit 20

otOtE & F 2l EventBridge
OHE ME HE R8%EE 253+ EventBridge O|HIE £ 7t K27

fields @timestamp, @message

| stats count(*) as numberOfEvents by ‘detail-type’
| sort numberOfEvents desc
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parse @message "user=*, method:*, latency := *" as @user,
@method, @latency | stats avg(elatency) by e@method,
@user
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parse @message /user=(?<user2>.*?), method:(?<method2>.*?),
latency := (?<latency2>.*?)/ | stats avg(latency2) by emethod2,

@user2
loggingTime, loggingType 2! loggingMessage Z =& FZ3l1 ERROR == INFO &
Atdol ZehE oHEE 7|Set S TE{Z e CHS ERROR ZAH0| ZEHE O[HIE of| CH

3l loggingMessage 2! loggingType Z =0+ E A[EFLICEH

FIELDS @message
| PARSE @message "* [*] *" as loggingTime, loggingType, loggingMessage
| FILTER loggingType IN ["ERROR", "INFO0"]
| DISPLAY loggingMessage, loggingType = "ERROR" as isError
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1EHA: 4 AWS KMS key
CHS create-key WS AF8610{ KMS 7| A 4d:

aws kms create-key
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https://docs.aws.amazon.com/kms/latest/developerguide/symmetric-asymmetric.html
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"KeyMetadata": {
"Origin": "AWS_KMS",
"KeyId": "1234abcd-12ab-34cd-56ef-1234567890ab",
"Description": "",
"KeyManager": "CUSTOMER",
"Enabled": true,
"CustomerMasterKeySpec": "SYMMETRIC_DEFAULT",
"KeyUsage": "ENCRYPT_DECRYPT",
"KeyState": "Enabled",
"CreationDate": 1478910250.94,

"Arn": "arn:aws:kms:us-west-2:123456789012:key/6f815f63-e628-448c-8251-
e40ch0d29f59",

"AWSAccountId": "123456789012",
"EncryptionAlgorithms": [
"SYMMETRIC_DEFAULT"
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aws kms get-key-policy --key-id key-id --policy-name default --output text > ./
policy.json

BIAE HET|M policy.

json IS AT Ot B S StLIM F2 2 EZ2 EAE MPEE F
JHEfLict 71& 480 M dEE HE2 FEYLICH O[2E BB E2 Condition MME AHE 5104
AWS KMS 7|2| Eotg ZratgfLich RtMIE HE = AWS KMS 7| 3l f 55t ZEIAE S BRFAS.

2CHAl: KMS Z|of| CHeF HEH M


https://docs.aws.amazon.com/cli/latest/reference/kms/get-key-policy.html
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Of of&2| Condition Moo= AWS KMS 7| AAEE X|HE H'H 2| CloudWatch Logs Insights
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{
"Version": "2012-10-17",
"Id": "key-default-1",
"Statement": [
{
"Sid": "Enable IAM User Permissions",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::account_ID:root"

.
"Action": "kms:*",
"Resource": "*"

"Effect": "Allow",
"Principal": {
"Service": "logs.region.amazonaws.com

.

"Action": [
"kms:Encrypt*",
"kms:Decrypt*",
"kms:ReEncrypt*",
"kms:GenerateDataKey*",
"kms:Describe*"

1,

"Resource": "*",

"Condition": {
"ArnEquals": {

"aws:SourceArn": "arn:aws:logs:region:account_ID:query-result:*"

.
"StringEquals": {
"aws:SourceAccount": "Your_account_ID"
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https://docs.aws.amazon.com/cli/latest/reference/kms/put-key-policy.html

ofobE CloudWatch 21 AR 7o|=

aws kms put-key-policy --key-id key-id --policy-name default --policy file://
policy.json
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aws logs associate-kms-key --resource-identifier "arn:aws:logs:region:account-id:query-
result:*" --kms-key-id "key-arn"

427 AE el el AutoiAl 7| 232 sHiA|

2| Zotet 2 E KMS 7|9| ¢Z28 ZopdM CHF disassociate-kms-keyHE 2 AHS & LICH

aws logs disassociate-kms-key --resource-identifier "arn:aws:logs:region:account-
id:query-result:*"
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https://docs.aws.amazon.com/cli/latest/reference/logs/disassociate-kms-key.html
https://docs.aws.amazon.com/cli/latest/reference/logs/disassociate-kms-key.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/AnalyzingLogData.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/query_with_cloudwatch-metrics-insights.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/query_with_cloudwatch-metrics-insights.html
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https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AdministratorAccess.html
https://docs.aws.amazon.com/aws-managed-policy/latest/reference/CloudWatchLogsReadOnlyAccess.html
https://docs.aws.amazon.com/aws-managed-policy/latest/reference/CloudWatchLogsFullAccess.html
https://docs.aws.amazon.com/aws-managed-policy/latest/reference/ReadOnlyAccess.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/CWL_QuerySyntax.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/CWL_QuerySyntax.html
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# Find the 10 slowest requests

fields @timestamp, @message, @duration

| sort @duration desc

| limit 10

# This query retrieves the timestamp, message and duration fields from the logs and
sorts them in descending order by duration to find the 1@ slowest requests.
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Show top 20 slowest requests instead and display requestId as a column

Holo|EE HE|

CHE22 YOlo|EE AHE|o| M LIC FH0|EE 2|7t Lt27] Tof S Z0of UCIO|EE ZEZE
7t oA LIEtLE K] FQIELICH R2|7F 2Lt 2ei #HEI7H o{EH Yool EXIR= K]0l CHEt M
2 % _Jl\_ /\/\I:IL’|E|-

# Show top 20 slowest requests instead and display requestId as a column
fields @timestamp, @message, @requestId, @duration

| sort @duration desc

| 1limit 20

# This query modifies the original query by replacing the e@message field with the

@erequestId field and changing the limit from 10 to 20 to return the top 20 log events
by duration instead of the top 10.
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https://aws.amazon.com/service-terms/
https://aws.amazon.com/machine-learning/responsible-ai/policy/
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_ai-opt-out.html
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2023-01-01 19:00:01 [INFO] Calling DynamoDB to store for resource id 12342342k124-12345
2023-01-01 19:00:02 [INFO] Calling DynamoDB to store for resource id 324892398123-12345
2023-01-01 19:00:03 [INFO] Calling DynamoDB to store for resource id 3ff231242342-12345
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Anomaly_Detection.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Anomaly_Detection.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/AlarmThatSendsEmail.html#alarm-evaluation
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/AlarmThatSendsEmail.html#alarms-and-missing-data
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https://docs.aws.amazon.com/systems-manager/latest/userguide/OpsCenter-create-OpsItems-from-CloudWatch-Alarms.html
https://docs.aws.amazon.com/incident-manager/latest/userguide/incident-creation.html
https://docs.aws.amazon.com/incident-manager/latest/userguide/incident-creation.html
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- CtZ BHHE +=&5t24™ kms : CreateKey, kms: GetKeyPolicy X kms:PutKeyPolicy #&t0|
21040k B LT,
 O|et &FX|7|ofl 7| AZstHLE A B2 F Yol M= o 20 5£0| ZE = l&LICH
K

- & 7|0 CHEt CloudWatch 2 HMAE F|ASHHLE Q1 E KMS 7|2 A AISHH Logs2| &f 3t
El O[O|EE H o|ld AME & gi&LICH CloudWatch

1EHA: 7] M AWS KM

0))

CtZ create-key BHEE Ar&510 KMS 7| M4
aws kms create-key

O] H23o| £ stHo|= 7|9 7| ID2F Amazon E|AA O|F(ARN)O| ZEEILICH CIS2 o 241
C}.

"KeyMetadata": {
"Origin": "AWS_KMS",
"KeyId": "key-default-1",
"Description": "",
"KeyManager": "CUSTOMER",
"Enabled": true,
"CustomerMasterKeySpec": "SYMMETRIC_DEFAULT",
"KeyUsage": "ENCRYPT_DECRYPT",
"KeyState": "Enabled",
"CreationDate": 1478910250.94,
"Arn": "arn:aws:kms:us-west-2:123456789012:key/key-default-1",
"AWSAccountId": "123456789012",
"EncryptionAlgorithms": [
"SYMMETRIC_DEFAULT"
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https://docs.aws.amazon.com/kms/latest/developerguide/symmetric-asymmetric.html
https://docs.aws.amazon.com/cli/latest/reference/kms/create-key.html
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A MBS S20ig 4 BLICE Ol EAOIAIE CloudWatch 21 MHIA FH0IH 7] AL HEtg Fod
BHLICH Of AHIA ot Sl KMS 717 X{EHEl S Y AWS X|24of Qlofof FLICH

THE B2 WHE KMS 7] ALZ 2 RIZE AWS AHOIL} ol9] #2 S XI7|Z 8 &BHsHe Zi0| B4

MK CHE BHEE Ar& 601 KMS 7(|2] 7|2 EME XEELICH policy. json get-key-policy

aws kms get-key-policy --key-id key-id --policy-name default --output text > ./
policy.json

“AE BEII0IA policy. json IS U TS HE B siold 72 FU2 ENE g 2
FHEILICH 71E MM A HBS HEE TEE g

L . S
AWS KMS 7|9| 20ot2 Z&gfLIch RtM[eF HE = AWS KMS 7| &

o= H

Ol ofM[2] Condition MM MHE AWS KMS 7| AtEE X|HE HH22BF XM|Ehstx|2F 2 E O|4f &
Xloll At8E + A&LICH

"Version": "2012-10-17",
"Id": "key-default-1",
"Statement": [
{
"Sid": "Enable IAM User Permissions",
"Effect": "Allow",
"Principal": {

"AWS": "arn:aws:iam::Your_account_ID:root"
},
"Action": "kms:*",
"Resource": "*"
.
{

"Effect": "Allow",
"Principal": {
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https://docs.aws.amazon.com/cli/latest/reference/kms/get-key-policy.html

OtOFHE CloudWatch 21

AR 7H0|E

"Service": "logs.REGION.amazonaws.com"
I
"Action": [
"kms:Encrypt",
"kms:Decrypt",
"kms:GenerateDataKey*",
"kms:DescribeKey"

15
"Resource": "*",
"Condition": {

"ArnLike": {
"kms:EncryptionContext:aws:logs:arn":
"arn:aws:logs:REGION:Your_account_ID:anomaly-detector:*

}
}
I
{
"Effect": "Allow",
"Principal": {
"Service": "logs.REGION.amazonaws.com"
},
"Action": [
"kms:Encrypt",
"kms:Decrypt",
"kms:ReEncrypt*",
"kms:GenerateDataKey*",
"kms:DescribeKey"
1,
"Resource": "*",
"Condition": {
"ArnLike": {

"kms:EncryptionContext:aws-crypto-ec:aws:logs:arn":
"arn:aws:logs:REGION:Your_account_ID:anomaly-detector:*"

}

OFX|2F 2 2 CHR put-key-policyBHE AFE 5104 UO|O|EEl HAME FIIEHLICH

aws kms put-key-policy --key-id key-id --policy-name default --policy file://

policy.json
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https://docs.aws.amazon.com/cli/latest/reference/kms/put-key-policy.html
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https://console.aws.amazon.com/cloudwatch/

ofobE CloudWatch 21 AR 7o|=

« CloudWatch 00| E - && CloudWatch 0|0|ME= X[EQt EOE 25 Logs0 CloudWatch 2
d = UA&LICH CloudWatch 0 0|TME MAX| & ALE 0l CHEF XEA[EH LIE 2 Amazon AHE HEAM 9|
CloudWatch M|O|ME & A& 3504 Amazon EC2 QIAEIA Sl REfOlA MHOM X E L 23 5
g X5t A2, CloudWatch

« AWS CLI—21 O|HIEE Logs0ll Y& put-log-events 2 E & LICt. CloudWatch

- 22 &4 — PutLogEventsAPIE AFESIH Z2 02 HA|lo2 27 O|HE HfX|E 20|
Y=g = JU&LICE CloudWatch

LogsZ M&E 21 O|o|E 27| CloudWatch

Logs MIO|MET} LogsZ2 & T LI 2 stream-by-stream 7|£2 2 CloudWatch 21 C|0|E{E £
AJEE £ Ql&LICt CloudWatch & Q18 21 Cf|o|E{oll CHal AlZH HRIE X|™HE £ &Lt

271 O|0|EHE HeiH

1. https://console.aws.amazon.com/cloudwatch/ 0lA CloudWatch &2 iL|C}.
2. EHMEMEIDOES MEHELICE
3. REIIE80MAERE &Rl 20 O8S MEFLICH
4. 200§ FS50MEds 20 2§29 ol MHEAELICH
5. EOAER SE0|MEEs 20 AEZIO| 0|§E MEIELICH
6. EICIO|Ee] EAl YHE HASIZ{H OIS & stLHE & LICH
- U 2T O/HEE HFS5lc{H ST 21 O|HE Jof U= S EE MEfELCH
« EI0/HE SEMEE ZEI0|HEE &5 0| Uit HIAE HTISRE HEdH EHA
EE MEASLICH

Live Tail& AFE35104 7He| AA|ZIe 2 211 B 7|

CloudWatch Logs Live Tail2 AFE85IH £ 2lElE Ml 21 O|HE S| AEE|Y SE 2 £ Q1504 QIAIE

EE A& A = A&LICL 22 208 Ho| MAZteZ E1 HEIZS T ZX EAFE = 9

23 Mol B7| 132


https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/Install-CloudWatch-Agent.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/Install-CloudWatch-Agent.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/Install-CloudWatch-Agent.html
https://docs.aws.amazon.com/cli/latest/reference/logs/put-log-events.html
https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_PutLogEvents.html
https://console.aws.amazon.com/cloudwatch/
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https://aws.amazon.com/cloudwatch/pricing/
https://aws.amazon.com/cloudwatch/pricing/
https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_StartLiveTail.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/example_cloudwatch-logs_StartLiveTail_section.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/example_cloudwatch-logs_StartLiveTail_section.html
https://console.aws.amazon.com/cloudwatch/
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/FilterAndPatternSyntax.html
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aws logs filter-log-events --log-group-name my-group [--log-stream-
names LIST_OF_STREAMS_TO_SEARCH] [--filter-pattern VALID_METRIC_FILTER_PATTERN]
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch-Unified-Cross-Account.html
https://console.aws.amazon.com/cloudwatch/
https://console.aws.amazon.com/cloudwatch/
https://docs.aws.amazon.com/cli/latest/reference/logs/filter-log-events.html
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aws logs filter-log-events --log-group-name my-group [--log-stream-
names LIST_OF_STREAMS_TO_SEARCH] [--start-time 1482197400000] [--end-
time 1482217558365] [--filter-pattern VALID METRIC_FILTER _PATTERN]
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https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_UntagLogGroup.html
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aws kms create-key
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"KeyMetadata": {

"Origin": "AWS_KMS",

"KeyId": "1234abcd-12ab-34cd-56ef-1234567890ab",

"Description": ""
"KeyManager":
"Enabled":
"CustomerMasterKeySpec":
"KeyUsage":
"KeyState":
"CreationDate":

"CUSTOMER",

true,

"SYMMETRIC_DEFAULT",
"ENCRYPT_DECRYPT",

"Enabled",

1478910250.94,

"Arn": "arn:aws:kms:us-west-2:123456789012:key/6f815f63-

e4@cb@d29f59",
"AWSAccountId": "123456789012",
"EncryptionAlgorithms": [
"SYMMETRIC_DEFAULT"
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https://docs.aws.amazon.com/cli/latest/reference/kms/create-key.html
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aws kms get-key-policy --key-id key-id --policy-name default --output text > ./
policy.json
HAE HE7|0|M policy.j
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O| of|A|2] Condition MMoMe= 7|18 B 21 J& ARN2Z X|§tefL|Ct.

{
"Version": "2012-10-17",
"Id": "key-default-1",
"Statement": [

{
"Sid": "Enable IAM User Permissions",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::Your_account_ID:root"
},
"Action": "kms:*",
"Resource": "*"
I
{

"Effect": "Allow",
"Principal": {
"Sexvice": "logs.region.amazonaws.com"
},
"Action": [
"kms:Encrypt*",
"kms :Decrypt*",
"kms :ReEncrypt*",
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https://docs.aws.amazon.com/cli/latest/reference/kms/get-key-policy.html
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"kms : GenerateDataKey*",

"kms :Describe*"
1,
"Resource": "*",
"Condition": {

"ArnEquals": {

"kms:EncryptionContext:aws:logs:arn": "arn:aws:logs:region:account-
id:log-gxoup:log-group-name"

}

O| ||| Condition MMHMH= AWS KMS 7| AtE2 X|HE AHSZE MEHstX|gt 2EE 2O I8
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"Version": "2012-10-17",
"Id": "key-default-1",
"Statement": [

{
"Sid": "Enable IAM User Permissions",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::Your_account_ID:root"
.
"Action": "kms:*",
"Resource": "*"
},
{

"Effect": "Allow",
"Principal": {
"Sexvice": "logs.region.amazonaws.com"
}I
"Action": [
"kms :Encrypt*",
"kms :Decrypt*",
"kms :ReEncrypt*",
"kms : GenerateDataKey*",
"kms :Describe*"

1,

"Resource": "*",
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"Condition": {
"ArnLike": {
"kms:EncryptionContext:aws:logs:arn": "arn:aws:logs:region:account-

id:*"
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aws kms put-key-policy --key-id key-id --policy-name default --policy file://
policy.json
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aws logs create-log-group --log-group-name my-log-group --kms-key-id "key-arn"
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https://docs.aws.amazon.com/cli/latest/reference/kms/put-key-policy.html
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https://docs.aws.amazon.com/cli/latest/reference/logs/create-log-group.html
https://docs.aws.amazon.com/cli/latest/reference/logs/associate-kms-key.html
https://docs.aws.amazon.com/cli/latest/reference/logs/disassociate-kms-key.html
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aws logs disassociate-kms-key --log-group-name my-log-group
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"kmsKeyId": "arn:aws:kms:us-west-2:123456789012:key/01234567-89ab-
cdef-0123-456789abcdef"

3. L3 BHEES LU™stod M 7]2] HEE policy. json Tt KEELICEH

aws kms get-key-policy --key-id new-key-id --policy-name default --output text > ./
policy.json
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https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#encrypt_context
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
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"Version": "2012-10-17",
"Id": "key-default-1",
"Statement": [

{
"Sid": "Enable IAM User Permissions",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam: :ACCOUNT-ID:root"
},
"Action": "kms:*",
"Resource": "*"
I
{

"Effect": "Allow",
"Principal": {

"Service": "logs.region.amazonaws.com"
},
"Action": [
"kms:Encrypt*",
"kms:Decrypt*",
"kms:ReEncrypt*",
"kms:GenerateDataKey*",
"kms:Describe*"
1,
"Resource": "*",
"Condition": {

"ArnLike": {
"kms:EncryptionContext:aws:logs:arn":
"arn:aws:1logs:REGION:ACCOUNT-ID:1log-
group:L0G-GROUP-NAME"
}
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aws kms put-key-policy --key-id new-key-ARN --policy-name
policy.json
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default --policy file://
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aws logs associate-kms-key --log-group-name my-log-group --kms-key-id new-key-ARN
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aws kms get-key-policy --key-id old-key-ARN --policy-name default --output text
> ./policy.json

8. HAE HETI|IE AHE5L04 policy.jsonE @I Action SF0|A kms:Decrypt*E X|2|FH 2
E 42 Mg

)

"Version": "2012-10-17",

"Id": "key-default-1",

"Statement": [

{
"Sid": "Enable IAM User Permissions",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::Your_account_ID:root"

},
"Action": "kms:*",
"Resource": "*"

"Effect": "Allow",
"Principal": {
"Service": "logs.region.amazonaws.com"

3,

"Action": [
"kms:Decrypt*"

1,

"Resource": "*"
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aws kms put-key-policy --key-id old-key-ARN --policy-name default --policy file://
policy.json
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« Name(O|&) - & O|& &LICt.

"Name": "CloudWatchLogs-PersonalInformation-Protection",
"Description": "Protect basic types of sensitive data",
"Version": "2021-06-01",

"Statement": [

« Sid(ME AHY) - BHEE AERHLICH

- Dataldentifier— CloudWatch Logs7 AZH3l|of 5t= 21z 8t CI|O|E{. O|2{&t LIO|E 2= O|&, &

= M3tfHE T &L
X

I
P

x| (ZtA} = Al RI74). CloudWatch 2 1= RIZt ClO|E|E Y7dste ola{st &t

-

{
"Statement": [
{
"Sid": "audit-policy",
"Dataldentifier": [
"arn:aws:dataprotection::aws:data-identifier/Address"
1,
"Operation": {
"Audit": {
"FindingsDestination": {3}
}
}
b
Hlole 25 H& olaf
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M BEE2 OS2 ol 23 %Y & stLE d™EgfL o

Audit- 222 SEHetX| ot 0 X|E 2 Ant ETME WEHLICH Ux|HE EXL2 Logs7t
CloudWatch AWS/Logs L&A H 0|A 0] H AlStH= LogEventsWithFindingsH E 212 &7 AIZLICEH
CloudWatch i@ X|EE AI&35t0o{ BEE e = JU&LICH

At 2uMol s ZAL 2 ETME #

[
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tMl2.

2
[e]l]

Logs7t E L= HE=|ol CHet AtA[EH LHE 2 & CloudWatch & Z 5t & A|2. CloudWatch

CloudWatch HHEZ2I2 A88t ZL|EE
* De-identify -2Z2 S &THetX| o1 528 CIO|E{E ntAZELICH

CIOIE EZ EME HE8t7LE AtE5t= O HR2EH |

>
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23 aF0| it ClolEH 2% YHE AA8ste{ ChS Zof Lot /ls £ TEHo| Qlofof gLch H
22 A™ MA clolH 23 Au B 21 J50o| M8 &l= olole 23 HAof wat chE LI

L

AM =& do|e E= Aol et HEt

(® Note
Lambda & < LHO| A O|24Et % g +-st= B Lambda &l AF & #et Aol ChE H
et Z & x[o{oF gLt

Operation IAM T8t Z 2 Resource
ZrAFCHA Ol @i= HIOIE{ 2% logs:PutAccountPol *
A Mo icy
logs:PutDataProtec *
tionPolicy

CloudWatch 21 & ZtAt CHa  logs:PutAccountPol *
O Mot OlolH E5 HHME  icy
MM L.
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Operation IAM TEh 2 Resource
logs:PutDataProtec *
tionPolicy
logs:CreatelLogDeli *
very
logs:PutResourcePo *
licy
logs:DescribeResou *
rcePolicies
logs:DescribelogGr *
oups

Firechose& Z Al CHA OS2 4 logs:PutAccountPol *

ot Clo|H 25 XM BHEM  icy

2
logs:PutDataProtec *
tionPolicy
logs:CreatelogDeli *
very
firehose:TagDelive arn:aws:logs:::del
ryStream iverystre

am/ YOUR_DELI
VERY_STREAM

Amazon S35 ZHAl CHAle 2 logs:PutAccountPol *

ANE3to{HOIEH EE MM M icy

Ad

o
logs:PutDataProtec *
tionPolicy
logs:CreatelLogDeli *
very
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Operation IAM TEh 2 Resource

s3:GetBucketPolicy arn:aws:s
3::: YOUR_BUCKET

s3:PutBucketPolicy arn:aws:s
3::: YOUR_BUCKET

AEE 23 380 otaZ logs :Unmask arn:aws:logs:::log-
El 21 o|HE ntAZ SHA group:*
ZIZ Io|E E5 EX H7| logs:GetDataProtec *
tionPolicy
OB E5 & AR logs:DeleteAccount *
Policy
logs:DeleteDataPro *
tectionPolicy

HOlE E5 ZAt 2071 O|0| CHY O 2 MEET = B2, SUS NS E 208 MMEst= Ot E
MA0o|= logs:PutDataProtectionPolicy & logs:CreatelLogDelivery H8HDF QlofH EL|
Ct.

Etel 273 a3 &0 CHer C|o|E| B

ol

Mo T Mt

® Note

Lambda &%= LH{o{ A O|2{&F &
st Z &tx|oqoF &LCt.

mo

Tdst= 2 Lambda &l A L e FAH| Chs H

Operation IAM T8t E 2 Resource

ZALCHAO| Q= CIOIE{ E5 logs:PutDataProtec arn:aws:logs:::log

oA M tionPolicy -group: YOUR_LOG_
GROUP :*
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Operation

CloudWatch 21
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of Cllo|E{ E& HAZ BtEA|

(@)

-

Amazon S3E ZAICHA S =2
ALE35t04 |O|E{ EZ A 4
Ad
o

ok

H
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IAM HEt T

logs:PutDataProtec
tionPolicy

logs:CreatelLogDeli
very

logs:PutResourcePo
licy

logs:DescribeResou
rcePolicies

logs:DescribelogGr
oups

logs:PutDataProtec
tionPolicy

logs:CreatelLogDeli
very

firehose:TagDelive
ryStream

logs:PutDataProtec
tionPolicy

logs:CreatelLogDeli
very

s3:GetBucketPolicy

s3:PutBucketPolicy

Resource

arn:aws:logs:::1log
-group: YOUR_LOG_
GROUP :*

arn:aws:logs:::1log
-group: YOUR_LOG_
GROUP :*

arn:aws:logs:::del
iverystre

am/ YOUR_DELI
VERY_STREAM

arn:aws:logs:::1log
-group: YOUR_LOG_
GROUP :*

arn:aws:s
3::: YOUR_BUCKET

arn:aws:s
3::: YOUR_BUCKET

FIAM et

158



otOHE CloudWatch 21 ANEX}7lo|l=
Operation IAM TEh 2 Resource
OtAZE 23 O|HE oA 3 logs:Unmask arn:aws:logs:::log
SHA -group: YOUR_LOG_
GROUP :*
|Z Clo|lEe 23 H3 27| logs:GetDataProtec arn:aws:logs:::log
tionPolicy -group: YOUR_LOG_
GROUP :*
COolE E& XA AKX logs:DeleteDataPro arn:aws:logs:::log
tectionPolicy -group: YOUR_LOG_
GROUP :*
CloIEH 23 ZAt 237t o|0| CHE S 2 ME X1 U= B2, st o2 208 M&ste CHE
MA0o||l= logs:PutDataProtectionPolicy %! logs:CreatelLogDelivery ®&H3F QIO ElL|
Ct.
ME ClolEf B3 T
CtE ME SHE AE5IH AERE M 7tX| 82| ZA Ty Z5of ZAH 2O E MEE = U=
OlE E3 HAZ M, &2l U AXg = A&LICH ArEXt= 0tAIE[X]| §I2 HIO|HE E = &L
C}.
{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "YOUR_SID_1",
"Effect": "Allow",
"Action": [
"logs:CreatelLogDelivery",
"logs:PutResourcePolicy",
"logs:DescribelogGroups",
"logs:DescribeResourcePolicies"
1,
"Resource": "*"
},
{
"Sid": "YOUR_SID_2",
CIOIE] £ BAlg MasL AR otE O Z2 3 IAM H 159
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"Effect": "Allow",

"Action": [
"logs:GetDataProtectionPolicy",
"logs:DeleteDataProtectionPolicy",
"logs:PutDataProtectionPolicy",
"s3:PutBucketPolicy",
"firehose:TagDeliveryStream",
"s3:GetBucketPolicy"

1,

"Resource": [
"arn:aws:firehose:::deliverystream/YOUR_DELIVERY_STREAM",
"arn:aws:s3:::YOUR_BUCKET",
"arn:aws:logs:::log-group:YOUR_LOG_GROUP:*"

CloudWatch 211 2& = AWS CLI BHES AI85tod A Ll 2 € 23 O &9 21z Cl|lo|eHE ot
AZS=HOEH ES HMZ2 OtE = J&LCL Ol A 2O 280 &F dMHsi= 20 08 2F
o ¥&E Ol|ELICt
/A Important
e OOIEHzE 20 a8 =&E W ZX|=[2 otAZ XME|ELICH ol £ HME A
HMotH Y Azt o|™oll 23 O Eol £ E 23 o|HEE OtAZ XME|ZIX| et &L|Ch
S|
. Zh
- =
« AWS CLI
P
- =
ZE£2 ME5to HY A Ho|E E5 HH M4
1. https://console.aws.amazon.com/cloudwatch/ 0{| A CloudWatch 2& & jLIC}.
H AH A4 160
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https://console.aws.amazon.com/cloudwatch/

OfOtE CloudWatch 21 AR 7H0|E
2. B HOIM MEE MBI S8 sHE 2ol 2Lt
3. 219 Mg
4. g MU
5. 2 Clole] AlgRel B9 BE 21 180 thaf Z AT DbAZSIEIE HlOlE R 8 M
FLICH M= Axjol YA stod Bloke AERIE B2 & ULt
27 Hlole] W BIELIASH BT COIE| AlMXIEr Mests 20| F&LICH 044 RHO HlolE

e
FEE

E MEfsttd QEHO| HhAESS

258 5 = Hlo|E ol CHer RtM[Et 82 258 = /= CIO|E &8 AME HZotA
2.

6. (M= ALE) AR X|E O|O|E AlEXLE ALEstod CHE f& 2| OIO|E{E Z Atst T OtAZ stedH

ArERH X1E Hlo|H AlExt FIHE MEighL|CH O3 EP% 71 O|HIEO|M sliE R 2| CIO|EE

AMst=E O AHS E ClolEe &2l ol i E3AIS UHTLICH RtME BE= ALSA X
CO|E{ ARt E HZotM L.
e olo|e 25 HAol= zICH 10742 ArE A X SOl AEXt7F 2ot E & U&LICH ALEAt
X OlolE] AERHE Helste 2 E E3AI2 200K 0|5t0{0F & LIC.

7. (ME]ALE) HAF ZOHE TEY MH|AE StLE Of&f MR LICE Ol2{8F MH[|A0 ZHAF EARE E
LHX| 7|2 MEisiC et MBS S E OOl R 2 05| otAZ Me|EuCh.

8. Activate data protection(Cl|O|E{ £& &3S MEHELICt

AWS CLI

£ AWS CLI At&3t0{ Cl|o|E 23 YAg BrESedH

BIAE MEJ|E AF835+04 DataProtectionPolicy. json H2 mlg MAELICH HM 22

aws logs put-account-policy \

--policy-name TEST_POLICY --policy-type "DATA_PROTECTION_POLICY" \
--policy-document file://policy.json \

--scope "ALL" \

--region us-west-2

A8 A HlolH 23 A 4 161
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AWS CLI FEi= API 42 (8t Clo|Ef 22 HA 78

o T

AWS CLI & == API 2dof ALEE JSON C|O|E E= HAlg MAME = Aol &= 702l JSON
EZ20| Z£&z|o{0F &FLC}.

o« XA Ei EEL2 Dataldentifer HQED Audit HA40] 5
LICt. Dataldentifer HIQ¥2 OIAZ XElstEd= 52 F HIOIE R8E LIYELICH AFR 7t
SMof Cist REMEH LB E5 8 += Qe HIO|IE {8 MME 3 XSHM 2.

£2% O|0|E| 8018 H o2 Audit HMO| U= Operation £440| RELIct 0

= =]
Audit HMof= FindingsDestination Z4&|7¢ X & T[0{0F &L|CH MEHXMOZ O]
FindingsDestination Z{X|& Al&35t0] Z At 21t EME 2 StLt o|&o| CHY & LIGE =
U&LICE 23 &, Amazon Data Firehose AE 2!, S3 HZ!Dt Z2 CHA 2 X|Hete B T2 5

MX|= oldl RSOk ELICE ZAH Aot BT Aol o= A 20t ETME HZshML.

- = | 252 Dataldentifer YD Deidentify HMO| Q= Operation 582 25 X &
atfok #FLIC}. Dataldentifer B2 T2o| 5 #im £ S0l Q= Dataldentifer BT Tet 35|

YU X|sH oF B LICt.

1 O -

Deidentify 40| Q= Operation £42 4K 2 CIO|E{E OtAZ MEISIH Y S482

"MaskConfig": {} Z4AE =Z&slloF EfLICE. "MaskConfig": {3} ZixllE H|of QlofoF &fL]C}.
CI22 22l Olo|E AEXIEE AFE5HE CllO|E £33 29| o RILIC} o] HA2 o|HY FAQ O/=
2HHHSE S otAZFLICH

A-EXt X CloE MEXRE X[ st= Aol CiEh RHMIE LI 2 & HZsHAAIQOIOIE 25 S
oM ALE X X ClIO|E AlEX ME

"Name": "data-protection-policy",
"Description": "test description",
"Version": "2021-06-01",
"Statement": [{

"Sid": "audit-policy",

"Dataldentifier": [
"arn:aws:dataprotection::aws:data-identifier/EmailAddress",
"arn:aws:dataprotection::aws:data-identifier/DriversLicense-US"

1,

"Operation": {

"Audit": {
"FindingsDestination": {

A A Cllo|e| ES A A

o1 oo
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AR 7H0|E

"Sid": "redact-policy",

"CloudWatchLogs": {
"LogGroup":

"Firehose": {
"DeliveryStream": "EXISTING_STREAM_IN_YOUR_ACCOUNT"

IIS3II :
"Bucket":

"EXISTING_BUCKET"

"EXISTING_LOG_GROUP_IN_YOUR_ACCOUNT,"

"arn:aws:dataprotection::aws:data-identifier/EmailAddress",
"arn:aws:dataprotection::aws:data-identifier/DriversLicense-US"

iy
iy
}
}
}
}
iy
{
"Dataldentifier":
iF
"Operation": {
"Deidentify": {
}
}
}

S 23 JF0| CHst ool E=

CloudWatch 21 &

2 BFE = U&Lich

v ]
=
=

A
=
ol
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- =

g

« AWS CLI

CcC
i

"MaskConfig": {3}

O a0 stLbel flo|E| B
ZEAHE = Ql&LCH Z O|o|

= AWS CLI B3
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B 23 5o gt dlolE 2=

A4RH AHAA
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242 MSsHo{ ClOlE] 22 HMS MadsH

1. https://console.aws.amazon.com/cloudwatch/ 04| A CloudWatch 2& & jLIC}.

2% M EM 2O, 20 OFS MEigLIC
23 IE9 ol MEiFLICH
reate data protection policy(ClIO|E{ E% & )& MEfgrL|CH

o
Atel 32 ol 21 aFo|M ZAst T otaZsted= CIO|E 88 MEHELICH

by
=
2jstod Hets AERE HE & UA&LICHL

2

3

4. Actions(®%d), C

5. 2| HlolE 4
MEH AFXtOl| 2

23 40| & H|=RL|A
g M5 QEO| YR £+ ALt

22| Cllo|E AEXtE A 850 E5E o U= HIO|E fof CHEH RtAIEH LIB2 2 HZ

ol

FH&Al

6. (M= ALY AFER X ClIO|E] AERE AFEstod CHE %5' O| H|O|HE & Atst OrAZ sHE{H
AEX X8 ClIO|E] AER} F=7HE MEFLICH O™ EP% O|HIEO|M aliiE RS2l CIOIHE
HMsHE Ol AHEE CIo|H fE2l ol H R84S & E.*L—IEP KEMIEH QEE AER X
Cilo[Ef MEXE A EstML.

|’ Ci|O|E] AR} 7F 28HE = UELICH AFS X}

Tl olole 23 HHol= 2|ch X
|t 2 200X} Ofsto{0F BfL|Ct.

X|E HiolE 4

7. (ME)AREH ZAF ZTHE HSE MulA A MEHBHLICH OJR{EH MHIAO] ZHA ZIHE &
| 94712 MEisiCiatE Meiet Z 28 CloE S8 ofss| ohaZ Mg

AWS CLI

T

N

£ AWS CLI AtE5t0{ H|O|EH 2% YA S BFESe{H

1. BIAE HZETJ|E Ar83t0{ DataProtectionPolicy. json B melg MMgL|Ct M2 2 E
ol CHEF RtMIEH L8 2 CF S MME HZstM2.

2. O3 BES LUHFLICH
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https://console.aws.amazon.com/cloudwatch/

ofobE CloudWatch 21 AR 7o|=

aws logs put-data-protection-policy --log-group-identifier "my-log-group" --policy-
document file:///Path/DataProtectionPolicy.json --region us-west-2

AWS CLI E£= API 5rdS 9t HIOJE 22 EM T2

AWS CLI B33 EE= API 21240i| AF2E JSON HIO|E{ E5 MRS MAIS = MEHoi| & 7He| JSON
E 20| £ & &|o{0of EL|C}t.

« M E52 Dataldentifer HHED Audit MOl Q= Operation 82 25 Z&aloF &
LICt DataIdentifer @2 OtAZ ME[StEiE SR CIOIH REES LIS LICH A8 7Hs5E
SMoi| cHet XtMEH LH8 2 E5 8 = Q= CIO|E /3 MME B ESHA .

S8 HIo|H 8018 o4 Audit AMO| )= Operation £40| EgLCt O]

Audit HMoi= FindingsDestination Z4&i|7} Z & E[0{0F §L|CH MEHXMOZ O]
FindingsDestination Z{X|& At&35t0{ Z At 21t 2 ME B StLt O|&o| CH& S LIGE =
A&LICt 23 O&, Amazon Data Firehose AE &, S3 H{Z!1 Zr2 &2 x|Hste d T =
M|z olo] ExHSHoF BLICH ZAH At B Mol o= ZAH Zut ETME FHESHAMR.

- 5 Hm| ES2 Dataldentifer HIYD Deidentify HMO| Q= Operation 82 25 Z§
&0k BrLIC}. DataIdentifer HIQ S XAHo| & tml| 220 )= Dataldentifer HIQ D} X235
UX|5HOk & LICt,

Deidentify HMO| Q= Operation £82 AKX 2 C|O|EHE OtAZ ®ElstH Y &2
"MaskConfig": {3} ZiX|E Z& 3ok &LICt. "MaskConfig": {3} Zixl= H|oq Qlo{oF & LICE

CIE2 olHY F42 O/F 2HHS

o
ol
mo
o
>
0N
L]
Q'I_l
rr
[l
fe)
m
Fol
02
12
10
2
°
-
[u]

"Name": "data-protection-policy",
"Description": "test description",
"Version": "2021-06-01",
"Statement": [{

"Sid": "audit-policy",

"Dataldentifier": [
"arn:aws:dataprotection::aws:data-identifier/EmailAddress",
"arn:aws:dataprotection::aws:data-identifier/DriversLicense-US"

1,

"Operation": {

"Audit": {
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"FindingsDestination": {
"CloudwWatchLogs": {
"LogGroup": "EXISTING_LOG_GROUP_IN_YOUR_ACCOUNT,"
.
"Firehose": {
"DeliveryStream": "EXISTING_STREAM_IN_YOUR_ACCOUNT"

},
"s3": {
"Bucket": "EXISTING_BUCKET"
}
}
}
}

.

{

"Sid": "redact-policy",

"Dataldentifier": [
"arn:aws:dataprotection::aws:data-identifier/EmailAddress",
"arn:aws:dataprotection::aws:data-identifier/DriversLicense-US"

1,

"Operation": {

"Deidentify": {
"MaskConfig": {3}
}
}
}

OrA&Z *Me|=[X] 82 HIolH 27

-

OtAZ XMElElX| f2 OI0|E{E Ee{H AFE XAl logs :Unmask T8t
UE MR CIST 22 YHo = ntAZ XMEIZIXK| 2 HIOIEHE

M ror
1
E|$
C 2
[nl

« 23 AEZ|0|M O|HEE 2 = Display(EAl), Unmask(OtA 3 SHA)E MEHEHLICE
424 St

El CloudWatch 21 QIAIOIE FZ|E AIE35HM|2. CFHS of| A 3

« unmask (@message) H&0| L& =
O|HIE 207HE OtAZ XMEIEIX| §f2 HEHE EAIRLICE.

E|'— AEE|O| 7|.7<I- x|:L 27

fields @timestamp, @message, unmask(@message)
| sort @timestamp desc
| limit 20
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CloudWatch Logs Insights B230{| CHet XtA[EF LIE2 & & ESHAA|RCloudWatch 211 2IAIO[E
HE| A=,
« unmaskOH7H B4} &7 GetLogEventsor FilterLogEvents@idtE AFE3EIAAIL.

CloudWatchLogsFullAccess™20f|= logs:Unmask #&H0| Z&ELICH AFEX
= AE XA 1logs :Unmask 0452 i AFS KO H AFEXF X1 IAM HAE 44
Ct. CloudWatchLogsFullAccess AtA|EH LIS 2 ALSXHE E)0i|AH Tl F7HE FHEFHAMR.

ZEAF 2o E A

Logs, Amazon S3 == Firehose0l| Z Al 21 AME Z4J5t T 5 CloudWatch CloudWatch 211 H|O|E
H3E ZA MAMe MASHE 42, olpdt Aot B ME CFS 0dl9t RAMEHLICH CloudWatch 2 1= &l
8t CIo|E{7t =&t El 24t 21 O|HIEof CHal stLtel Aot 2T ME ZAFLCH

mY rir

"auditTimestamp": "2023-01-23T21:11:20Z",

"resourceArn": "arn:aws:logs:us-west-2:111122223333:1log-group:/aws/lambda/
MyLogGroup:*",

"dataldentifiers": [

{
"name": "EmailAddress",
"count": 2,
"detections": [
{
"start": 13,
"end": 26
},
{
"start": 30,
"end": 43
}
]
}
]
}
HEIMo| HEE= S0 Z&LCt
« resourceArn ZEE S8 HO|E{7t YZHE 20 OEE EAIELCH
« dataldentifiers ZiXM= ZA 52 ¢t OIOIE & & stLtol CHEt Aut HEE EA[ELICH
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https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_GetLogEvents.html
https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_FilterLogEvents.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users_change-permissions.html#users_change_permissions-add-console
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https://docs.aws.amazon.com/AmazonS3/latest/userguide/serv-side-encryption.html
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arn:aws:dataprotection:
arn:aws:dataprotection::
arn:aws:dataprotection:

arn:aws:dataprotection::

ClHOf& AR}
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aws:data-identifier/PgpPrivateKey

aws:data-identifier/PuttyPrivateKey
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A account code, account number, accountno# , accountnumber# ,

bban, code bancaire, compte bancaire, customer account id,
customer account number, customer bank account id, iban
numéro de compte

I
©

= account code, account number, accountno# , accountnumber# |,
bankleitzahl , bban, customer account id, customer account
number, customer bank account id, geheimzahl , iban, kartennum
mer , kontonummer , kreditkartennummer , sepa

O|ErZ|o} account code, account number, accountno# , accountnumber# |,
bban, codice bancario, conto bancario, customer account id,
customer account number, customer bank account id, iban
numero di conto

AT 2 account code, account number, accountno# , accountnumber# |,
bban, cddigo cuenta, cddigo cuenta bancaria, cuenta cliente
id, customer account ID, customer account number, customer
bank account id, iban, nimero cuenta bancaria cliente, numero
cuenta cliente

2
A

account code, account number, accountno# , accountnumber# |,
bban, customer account ID, customer account number, customer
bank account id, iban, sepa

0l= bank account, bank acct, checking account, checking acct,
deposit account, deposit acct, savings account, savings acct,
chequing account, chequing acct

CloudWatch 418 71 W3 7|20 B7H HlAEE 9la ofotst Cha Dl 2 AlRlaE 210f 7|25
x| gbeLich

122000000000003, 2222405343248877, 2222990905257051, 2223007648726984,
2223577120017656,

30569309025904, 34343434343434, 3528000700000000, 3530111333300000, 3566002020360505,
36148900647913,
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- Zt Clo|E E= HHof 2ICH 107H2] AL Xt X CIO|Ef AR 7} X[ ELICH.
- MEXt XY HIO|E AlHXt o|& 2| 2|cH Z0l= 128KHULICH TS 2X7F K| ELICH
o B=xXl: (a-zA-Z0-9)
e 715 ()
- RegEx2| %|Cf Z0|= 200t LICt Chg X7 X[ E LICH
« Y=t (a-zA-Z0-9)
s ZlECU1EIE@ T )
* RegEx Ol EXE ("N ['$" " [T LTI T IW ™+

)
« AEXF XY Ho|H AlERtE #E|E CloE AlEXtet SYUE 01§ 2 SRE + i&LICh

« ALSXF XI% CIOIE AlERHE HS £ 7 ClolE 25 A £ 27 18 +F Hloje 23 Ao
MR8 4 Lok 2215 HIole] AlgRtet DHEIRIZ, AR £F a0l HolE ASXt XIH

CIOIH AExts 23 3 & +& Mol Ho|& AEX X|H Clo|E AEXtet 2f7H X SELICH

il
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ZE0M ALERE X CIOIH AER AFS

CloudWatch 2& & AI&35t04 ClIO|E 2% M2 g BrEHL HEE mf AL Xt X|H Clo|E ARt

2 XM ClolE Ajwxtol OB M7 EFHAIR Q295w ELICH o8 S0 0|82 st
Employee_ID EmployeeID-\d{9} &1 E3Alo2 2dg = U&LICt O] W EFAI2 21 0]
HEZ Efx|st T Foil 9702 =X}7F Qe 21 O|HIEE & X5t EmployeeID- OFAZIEFLICH oflA:
EmployeeID-123456789

POI'

CilolEl 2% HHol| M AFE X} XIS Ci| OB AJEXH ALS

Z2 ClolE 25 MMe

AWS CLI EE= AWS APIE AI235104 AF2 A X|A O|0|E{ AlEEXIE
Holst= O AFH8 =l= JSON H2Hof Cilo|E{ ARl ol M &

E{ 25 HA2 3AE X2 IDE Z&sts 21 o|HEE EX|st OtAaZ Lot

1. OlO|E{ 23 = Lol Configuration E52 HMFLICtH
2. Ar&XF XY Ol|o|E A|2d%tof NameS =AELICH 0 & S01 EmployeeIdL|Ct.

3. AMEX XI’H Cllo|E| AKX Regex2 &2IELICE 0 & =01 EmployeeID-\d{9}&lLICt. O]
E A2 £l 9Xt2| A7t EmployeeID- Z&E 21 O|HIEQF UX|FLICH EmployeelID-
Ol AM: EmployeeID-123456789
4. MM MM CtS AHEXE X[ OO A|HEAE HESHAML.

"Name": "example_data_protection_policy",
"Description": "Example data protection policy with custom data identifiers",
"Version": "2021-06-01",
"Configuration": {
"CustomDataldentifier": [
{"Name": "EmployeeId", "Regex": "EmployeeId-\\d{9}"}
]
b
"Statement": [
{
"Sid": "audit-policy",
"Dataldentifier": [

"EmployeeId"
1,
"Operation": {
"Audit": {
"FindingsDestination": {
"s3": {

"Bucket": "EXISTING_BUCKET"
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}
}
}
}
},
{
"Sid": "redact-policy",
"Dataldentifier": [
"EmployeeId"
1,
"Operation": {
"Deidentify": {
"MaskConfig": {
}
}
}
}

}

5. (MEH AFEH) EQof 2t AFS X X|E O|O|E| AlHRtE Configuration 220 Hl& F7hELICH
Cllole 25 HA2 34l =|CH 107H2] AFE A} X|E Cl|O|E{ AlEEXIE X[ g L|Ct.
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ZIE|E AI235l0{ 21 O|HIE A K| E AA

E ZEE 5tLt ol MM5lod 2O 2 E0{2E CloudWatch 211 CI|O|E{E AMSt T ZE|>JE &
&LICH X|E ZE{E CloudWatch LogsZ M&E/E 21 0|0 3 8042 mEiS XHo|ghL|
oudWatch 2= O|2{8t X|& ZEE AHE5t0{ 2O CIOIEE I 2 EAlSHHUY BEE A
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(@ Note
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&= ZIE{9| XI0|H - CloudWatch Logs Insights #E]
ZE{= YX|5t= CloudWatch 2 & &2 W{otct X|E EE ol X|HE <At 2440 F7H&
Mol M Logs Insights 22+ CHELICE XHMISH HE = X|E ZEol| CHet X[E 2t 248
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o2k

Amazon CloudWatch Logs Insights #{Z2| 210{& AI&3l0o1 21 2 &S FElst= 2o chet
RIS LI 2 € & =354 Al2CloudWatch 211 QIAO|E FE| 2 &.

et ZE THE o x|

XE ZEQ 75 ZH Y ZE 20 O[HEN M8 £ U= et T iiE F20 cHEt RXhAl
L8 2 X E ZE, 5 ZF 2 ZE 23 oHES| ZE IE 22 XS M. 0{7|o]
CHS ol AM7F & E[o] A& LICt

1 O|HEMM LISt S0 AM
- JSON 211 O[HE0|M Yx|5te= Erof A4
- ZWoz FTRE 2T OHENM Uxlsts 80 M

—

ogsZ CloudWatch E0{2= 21 O|0|E{E ZAM I TEstD, HE—JE =2

&35+, O/o|E| ZRIE E CloudWatch Logs X|EZ #HEHe 4~ Ql&aL|Ch
2 HIo|Eo| M AAME oot THEIS HolgLIct X|E HEls 2O
of &g E 2E ZElE 23 AEZo| M ELICH

X E HEE AHE5tH
7 O|O|E{of| A X|E mHEtS
CloudWatch LogsZ &
JE0 g0l &, 201

Ir

o T

X E EEQ UX|5tE 047 AME|MH X|E Ji7F RIHE A 202 SIHELICEH o & E01 X E
ZIE|E MASto{ 21 O|HIE 0| A ERROREIE EHo{o] 7H4LE H|AME £ Q& LICH.

XEO SHER L RHE & £+ U&LICH o & E0{ 21 O|HE L ERROREHE EHo{2| 7H
£ H|{HEHE XK ZEE e s B2, ErrorCodedtE A E K|S0 Bt0{ ERRORE X &5t &
EIJO0HE £E ZAISlD E1EIQF IEE J|Z0 2 H0|EHE ZEAE 4 &LCt.
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CloudWatch & FF= AWS CLIZ AF235l0{ JSON & Ztioz TEEI 27 o|HE 7| MMsteE X|E
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/APIReference/API_MetricDatum.html

ofobE CloudWatch 21 AR 7o|=

« Amazon CloudWatch AF2 MREAM Q| x|

« 0f: Amazon CloudWatch Logs A& A0l Apache 20| EEE FESIT AHHS gL
ch.
/A Important
A= AR XIE X B} SUE 2FE +=ESHE ¢Lo| ZEE[o] U&LICH o 7[X| &2
LE0| HFE|E A YX|5l2{™ IPAddress EEE requestIDME =2 7iC|HEIE| ZEE
Ao 2 X|XHSHX| OtM L.
27 0|HEOM X|EE FEtH ASA X|H X|Fof CHEF 20| WFELICH A2 £2
LFO0| Bitk|l= RAE YWX[et7| s L™ AlZh Lo X8t Rt#dod| CHall 10007H2| CHE O|F/
282 MEste 49 AmazonO| X|E ZEHE AME SX[|E = JU&LIC
old RFE deiFe X BEE Mg = JUSLIch RHMle 82 od AwS 2F ELIE
g 9lst AN BE MWHS AIFHAAL
JSON 21 O|HIEO|M X[EZ RH3 H Al
CtZ ofixol= JSON X[ E EHE{o|M AHHE X|Hstes WHE MdEse TE TZH0| ZEE|0] JUEL
ct.
Example: JSON log event
{
"eventType": "UpdateTrail",
"sourceIPAddress": "111.111.111.111",
"arrayKey": [
"value",
"another value"
1,
"objectList": [
{Ilnamell: Ilall’
"id": 1
},
{Ilnamell: Ilbll’
"id": 2
}
]
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/cloudwatch_concepts.html#Dimension
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/ExtractBytesExample.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/ExtractBytesExample.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/monitor_estimated_charges_with_cloudwatch.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/monitor_estimated_charges_with_cloudwatch.html
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}

(® Note

of|Xl| JSON 21 O|HIEZ o] X|E ZE|E HAESE B, ofxl| JSON 21 E § £0f
l=35HoF &LICH

Example: Metric filter

ZIE{= JSON 21 O|HIEN| &4 eventType & "sourceIPAddress" 7t Z & E mioict x|
S7HAIZL

B XA
mu A

{ $.eventType = "*" && $.sourceIPAddress != 123.123.* }

JSON X|E EEE My M X|E ZEof U= ofH SEE AR X|HY = JUELICL HE E
0{, eventType2 A2 MH52{™ LSS AFSELICH
"eventType" : $.eventType
of|X| X|ZEoi= O[&0| "eventType" @l At &0| ZE E[0{ JU1, M| 21 O|HIE S| AFH Zt2
"UpdateTrail" L|C}.
o2 FRE 23 O/HEOM X|EE Xt HA|
CtE oxlol= SHe 2 T2 X|E LEoM A E XM5te YHS dBse I = ZZ40| T E|

o1 A& LICH.

Example: Space-delimited log event

127.0.0.1 Prod frank [10/0ct/2000:13:25:15 -0700] "GET /index.html HTTP/1.0" 404
1534
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Example: Metric filter

[ip, server, username, timestamp, request, status_code, bytes > 1000]

XIE el Yoz TEE 21 o/HE HEjof XINE UErt ZHE B9 XEE E7HAIZLY
Ch. o8 Sof X|E TE(s S¥oz TEE 23 O/WE HXolM oS L= X 2he AL

{
"$bytes": "1534",
"$status_code": "40Q4",
"$request": "GET /index.html HTTP/1.0",
"$timestamp": "10/0ct/2000:13:25:15 -0700",
"$username": "frank",
"$server": "Prod",
"$ip": "127.0.0.1"
}
Zwoz TEE X|E LEE 44E o X|E L] 2t ol 44T o2 RITE 4 el
Ct. 0 & E01, server2 Ao E HH5tE{H CIS2 AFSELICH

"server" : $server

oA X| & EE{ol= 0[&0| server@! At#0| U1, oM 23 O|HIE O R} ZL2 "Prod" LICH

Example: Match terms with AND (&&) and OR (||)

=2 AR AND('&&') 2 OR(|[NE AF85l0d T2 T gtete Soz T EE X|E ZEE M4
g £+ U&LICH CHE X E ZE|E O|HE S| 3 #Hm EHo{7 WARNS Z &35t ZE &P EAA =
= ERROR?Q! 21 o|HIEE Ht&t5tL|C}.
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[w1=ERROR || w1=%WARN%, w2]

23 O|HE S| Zt= ALE3t0d X|E 2f &7t

27 O[HENAM &2 =&t 2tE HAlstE XE HEE ddE & J&LICH o Mol MrtoM= C
2 oAl X| & ZE{E AFE5t04 JSON =21 O|HIE o] A} g2 X|ZEO| HAlstE E&E o ELICH

{ $.latency = * } metricValue: $.latency

27 olHEo. ZtE HAlste x|&x EH dd

T
[l

1. https://console.aws.amazon.com/cloudwatch/ 04| A CloudWatch &2

o 2I= EtA ol A EJ(LOQS)% MEfS Ch S, 23 J28(Log groups)S MEHEFLICEH
Ct.

3. EOO82 MHEIGHLE MdEL

21 IS ddste Yol et XHAISH LI 2 Amazon Logs AHE AH M2l CloudWatch
LogsOl A CloudWatch 21 118 MAS 2 ZSHAAIR

2 A(Actions)2 EHEH = X[E EH 44(Create metric filter)S =4 g LICt
ZIE D (Filter Pattern)oll { $.latency = * }& 25t T ChS(Next)= ME{ELIC

X|E Zt(Metric Value)oll $.1atencyS

FH

0| & (Metric Name)0ll myMetric2 QI23&fL|C}.
o

2|24 8fLCH.
(@)

© N o O &
>

(MY AME) 7|2 2k (Default Value)oll 02 235t T Ok (Next)2 MEHEHLICH

ini
>
e
il
ol

Zrol 0@l Aoz 7|22t X|Hst= Aol E&LICE 7|22t MYHSIH HIOIE-IE
Al CloudWatch E 15t X|E7F 285 RlAE|= 742 CloudWatch 2 X|&H 4=
CloudWatch 1£0}Ct X|E 2t ElAHstD 2 &hLct.

0
o>
r
n

9. X|E ZH M(Create metric filter)

mjo
x
ud
o
r
[ul

oAl X|ZE ZE{7} of Al JSON 21 O|HIEQ| 801 "latency" e Yx|5tD ==&t 2t 50
myMetricOll Al A& LIt

jo
Ral
=3

{
"latency": 50,
"requestType": "GET"
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EE stLt ol4 =gt 2t 21 o|HEE & &0 @Al0| x| E|ofok g LICH & HIE 2 Log
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7. Next(Ct®)E M=t X|E EEQ| o|§S =gLct
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2 UBILICH AT O|AT} OF R Q= B Create new(AMZ )71 MEAE|=X]| & QI5IMI2.

9. X|ZE O|§0| M X|Z£2| 0| S LUHE LI

x

o

A
=]
151
m
0z
0x

219


https://console.aws.amazon.com/cloudwatch/

ofobE CloudWatch 21 AR 7o|=

10. HE= EE7t EEfof = YAlE Alttste < X|&E 2holl 12 LU= LICH o= A
otH 7| & stLtE X ot Zt =1 o|HEo CHsll HIE={0| 14 Z7HELICH
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e EZ(0: $size)2 L2IeLICt O|FAH 5t™H size HEVF X8 E 2E 21 O[HEO] CHEH
size WEO| x| ZtBEM X|E7t 7t LCH

1. (M= ALE) EFRI0IM ROl €YY EFIE MEELICH BRI XI™s x| 8 32 HRle

12. (M= A x|z ol CHEr Ml 742l xHpdodl Tl 2f2F ol EE S URFLICH XIE EE7F ddst
£ KE| AHE T ots B2 ol |70l CHE 7|24 €T + H&LITH

(® Note
AtPd2 JSON & 3oz FEE X|E EEoi|Meh X|HE LT

13. X|& HE dds =Lt dHE X2 HEE M ZolM 3E & UA&LICH Logs(EIL)E M

=4%h = Log groups(21 I&)& MEELICL X|£ HEIE 448 210 2 F59| o|F2 MHEE Cf

S Metric filters(X| & ZE]) B2 MEEHLICH
ofAl: 21 o|HE £ ALt
7H8 ¢t fREel 20 o|HIE ELIEEE YdstE 23 o[HES| £ & ZlitstE WU 2E O
HIE S| =& RXISI7HLE "StEH|E" AELU DLIEE Ydet7LL =3 X|E EHE 88 A&st7|
Qe AbhE HE = UASLICH

CHE CLI o Ao A= MyAppAccessCount 2t= HIE=S EHEE 211 & MyApp /access.log 0| X &5}
04 W A 0| A0{ EventCount IJ1|EE—'l§ MAdEFLIC} CloudWatch MyNamespace O| ZE{E ZE 2
1 o|HE ZHEIXet UXIGtH X|EE 1" 2|25 /0] U&LICH

2&£ AE35t0{ HEZ| ZEE{E BHE248 CloudWatch
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7. XIE M2 HEO| X|E H YA O|A MyNameSpaceS 238tL|Ct.
8. X|E O|So0i MyAppEventCountZ /238fL|C}.
9. X|E Zto|1QIx| &QlgtL|ct ol 2E 21 o[HE CHal 771 1 BItet =S XI-HghLict.

10. 7|2Zfol 02 L™t CHSS MEELICE 7|22t 2 XIHE 32 23 o[HIE T} ¢ dstK]
7|zl = diolE7t En k= = M 2 Ci|olE{7F EX st X efot X| 27t EX & KIE WE

= UA&LIcH
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11. K| E ZIE{ MAIS MEHSH |C}

g Ar8stod HER ZHE Br=c{™H AWS CLI

W ZEZ M CHE BYS AYELIC

aws logs put-metric-filter \
--log-group-name MyApp/access.log \
--filter-name EventCount \
--filter-pattern " " \
--metric-transformations \
metxricName=MyAppEventCount, metricNamespace=MyNamespace,metricValue=1,defaultValue=0

|[HE C|O|E{E HAH5I04 O] MER2 HAME HAE
£ 2151 oF MyAppAccessEventCount & L|LC}.

ok

7 A&LICH X|ZEof| HAIE SO ZRIE

i H1
rn
(@]

£ A&3tod o|HE H|O|EE HAlStEd™ AWS CLI

BH ITETENMCIS HA

o
1>
0%

9'I_I
C
o

aws logs put-log-events \
--log-group-name MyApp/access.log --log-stream-name TestStreaml \
--log-events \
timestamp=1394793518000, message="Test event 1" \
timestamp=1394793518000, message="Test event 2" \
timestamp=1394793528000, message="This message also contains an Error"
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/viewing_metrics_with_cloudwatch.html
https://console.aws.amazon.com/cloudwatch/
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aws logs put-metric-filter \
--log-group-name MyApp/message.log \
--filter-name MyAppErrorCount \
--filter-pattern 'Error' \
--metric-transformations \
metricName=ExrrorCount,metricNamespace=MyNamespace,metricValue=1,defaultValue=0

HAIX|O "Error"2hi= Ero{7t Z 3 El O|HIEE HRi50{ Ol MZ2R2 HHME HAEE & U&LICH
£ AM83tod O|HEE H|AlstEd® AWS CLI

FHZFZENAMCHE BES JAELICH HE2 CHAEKE FESICHE ™2 RfolotMe.

aws logs put-log-events \
--log-group-name MyApp/access.log --log-stream-name TestStreaml \
--log-events \
timestamp=1394793518000, message="This message contains an Exror" \
timestamp=1394793528000, message="This message also contains an Error"
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127.0.0.1 - frank [10/0ct/2000:13:55:36 -0700] "GET /apache_pb.gif HTTP/1.0" 404 2326
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aws logs put-metric-filter \
--log-group-name MyApp/access.log \
--filter-name HTTP4Q4Errors \
--filter-pattern '[ip, id, user, timestamp, request, status_code=404, size]' \
--metric-transformations \
metricName=ApacheNotFoundErroxCount,metricNamespace=MyNamespace,metricValue=1

Ol (Mo |IB/LEZ CIE S, 23 E, —E—XP" 404 Z 2 2lEE 22X AL EARAESLICH THE 2
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https://console.aws.amazon.com/cloudwatch/
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describe-metric-filters BB E AtE5t0{ X|E HE{7} M HE|R=X| &ele = /J&LCt CtEot AL
£2] 3lHO| EA|E[o{oF EFLICt,
aws logs describe-metric-filters --log-group-name MyApp/access.log
{
"metricFilters": [
{
"filterName": "HTTP4Q4Errors",
"metricTransformations": [
{
"metricValue": "1",
"metricNamespace": "MyNamespace",
"metricName": "ApacheNotFoundErrorCount"
}
1,
"creationTime": 1399277571078,
"filterPattern": "[ip, id, user, timestamp, request, status_code=404,
sizel"
}
]
}

oz HIX| oHEE AXE +~ A&LICH

aws logs put-log-events \
--log-group-name MyApp/access.log --log-stream-name hostname \

--log-events \
timestamp=1394793518000, message="127.0.0.1 - bob [10/0ct/2000:13:55:36 -0700] \"GET /

apache_pb.gif HTTP/1.0\" 404 2326" \
timestamp=1394793528000, message="127.0.0.1 - bob [10/0ct/2000:13:55:36 -0700] \"GET /

apache_pb2.gif HTTP/1.0\" 200 2326"
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aws logs put-metric-filter \
--log-group-name MyApp/access.log \
--filter-name HTTP4xxErrors \
--filter-pattern '[ip, id, user, timestamp, request, status_code=4*, size]' \
--metric-transformations \
metricName=HTTP4xxErrors,metricNamespace=MyNamespace,metricValue=1,defaultValue=0
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https://console.aws.amazon.com/cloudwatch/
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127.0.0.1 - - [24/Sep/2013:11:49:52 -0700] "GET /index.html HTTP/1.1" 404 287
127.0.0.1 - - [24/Sep/2013:11:49:52 -0700] "GET /index.html HTTP/1.1" 404 287
127.0.0.1 - - [24/Sep/2013:11:50:51 -0700] "GET /~test/ HTTP/1.1" 200 3

127.0.0.1 - - [24/Sep/2013:11:50:51 -0700] "GET /favicon.ico HTTP/1.1" 404 308
127.0.0.1 - - [24/Sep/2013:11:50:51 -0700] "GET /favicon.ico HTTP/1.1" 404 308
127.0.0.1 - - [24/Sep/2013:11:51:34 -0700] "GET /~test/index.html HTTP/1.1" 200 3
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aws logs put-metric-filter \

--log-group-name MyApp/access.log \

--filter-name BytesTransferred \

--filter-pattern '[ip, id, user, timestamp, request, status_code, size]' \
--metric-transformations \

metricName=BytesTransferred, metricNamespace=MyNamespace,metricValue="'$size’

aws logs put-metric-filter \

--log-group-name MyApp/access.log \

--filter-name BytesTransferred \

--filter-pattern '[ip, id, user, timestamp, request, status_code, size]' \
--metric-transformations \

metricName=BytesTransferred, metricNamespace=MyNamespace,metricValue='$size',unit=Bytes,dimensic

$ip}}’

(® Note
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aws logs put-metric-filter \

--log-group-name my-log-group-name \

--filter-name my-filter-name \

--filter-pattern 'my-filter-pattern' \

--metric-transformations \
metxricName=my-metric-name,metricNamespace=my-metric-namespace,metricValue=my-
token,unit=unit,dimensions='{dimensionl=$dim,dimension2=$dim2,dim3=$dim3}"

put-log-event ZE0i|AM C+Z CIO|EE A& 38to{ O #EIE EHIAEE £ Q&LICH OIT ofA|ol M 2L
EE 722 KA K| SEACHH M=z CHE = 712l x| &2 7F ' dEL|ct

127.0.0.1 - - [24/Sep/2013:11:49:52 -0700] "GET /index.html HTTP/1.1" 404 287
127.0.0.1 - - [24/Sep/2013:11:49:52 -0700] "GET /index.html HTTP/1.1" 404 287
127.0.0.1 - - [24/Sep/2013:11:50:51 -0700] "GET /~test/ HTTP/1.1" 200 3
127.0.0.1 - - [24/Sep/2013:11:50:51 -0700] "GET /favicon.ico HTTP/1.1" 404 308
127.0.0.1 - - [24/Sep/2013:11:50:51 -0700] "GET /favicon.ico HTTP/1.1" 404 308
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127.0.0.1 - - [24/Sep/2013:11:51:34 -0700] "GET /~test/index.html HTTP/1.1" 200 3

RIE TE L
EI 380 &8 ZE X|E EHE UEE = JU&LICH
CloudWatch & & At&3dt0od X| & EEE LI EstedH

1. https://console.aws.amazon.com/cloudwatch/ 0l A CloudWatch 2&& iL|C}.
2. EMEOMEIOES MEELICH
E:

=]
o x|& EE Lol EHE =& ME=iFrL|Ct

= =
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27 & > Filters for(E2E CH4) 3tEol aid 20 250 detEl 2 & X[&E HES0| LIEEL
Ct

"metricFilters": [

{
"filterName": "HTTP4@4Errors",

"metricTransformations": [
{
"metricValue": "1",
"metricNamespace": "MyNamespace",
"metricName": "ApacheNotFoundErrorCount"

1z
"creationTime": 1399277571078,
"filterPattern": "[ip, id, user, timestamp, request, status_code=404,

size]l"
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1. https://console.aws.amazon.com/cloudwatch/ 04 CloudWatch 2& & dL|Ct
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aws logs delete-metric-filter --log-group-name MyApp/access.log \
--filter-name MyFilterName
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/CWL_OpenSearch_Stream.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/CWL_OpenSearch_Stream.html
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log_group_name
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/FilterAndPatternSyntax.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cw_send_ct_events.html
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Kinesis Data Streams0i| CHEt +5 EEE 44524 H

$ C:\> aws kinesis create-stream --stream-name "RootAccess" --shard-count 1

2lo| g4 &Ei7t 2 W K| Z|chEILICh(1~28 HE & R). CHZ Kinesis Data Streams A3-
HE AL835tod &g £ Ql&LICH StreamDescription StreamStatus& 43, EE8t LIS E
Aol ER3t2 2 StreamDescription.streamArn Z{2 7|88 FAAIL.

aws kinesis describe-stream --stream-name "RootAccess"
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otOHE CloudWatch 21 MEXL7tol=
"StreamDescription": {
"StreamStatus": "ACTIVE",
"StreamName": "RootAccess",
"StreamARN": "arn:aws:kinesis:us-east-1:123456789012:stream/RootAccess",
"Shards": [
{
"ShardId": "shardId-000000000000",
"HashKeyRange": {
"EndingHashKey": "340282366920938463463374607431768211455",
"StartingHashKey": "0@"
},
"SequenceNumberRange": {
"StartingSequenceNumber":
"49551135218688818456679503831981458784591352702181572610"
}
}
]
}
}
3.

AEZl0f HI0|E{E €2 £ U= CloudWatch Logs HEHE H 045t IAM U& 2 Hd5tAAI2. T
M AE G2 ot 2 MM oF & LICHO: ~/TrustPolicyForCWL-Kinesis. json). IAE
HET|E ArE510{ 0] HME MM, IAM E£2 AH835t0 Hag M5 oA L.

HHoll= %%El CHEIR 2ot EXME WX|stE Ol ==0| &= aws:SourceArn 22H =7
e AELICH ZtMEH L8 2 ESE CHEIXL HX| MM E B XML,

ook
m
o
—_—r
I

{
"Statement": {
"Effect": "Allow",
"Principal": { "Service": "logs.amazonaws.com" },
"Action": "sts:AssumeRole",
"Condition": {
"StringlLike": { "aws:SourceArn": "arn:aws:logs:region:123456789012:*" }
}
}
}

create-role BEE AtE 504 &2 YA mt S X[HshE IAM g dEEfLICH o|F BHA oA
| bt

LR 4 27| HEo
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aws iam create-role --role-name ClWLtoKinesisRole --assume-xole-policy-document
file://~/TrustPolicyForCWL-Kinesis.json

Cl22 £249| of M QLICt.

{
"Role": {
"AssumeRolePolicyDocument": {
"Statement": {
"Action": "sts:AssumeRole",
"Effect": "Allow",
"Principal": {
"Service": "logs.amazonaws.com"
3,
"Condition": {
"StringLike": {
"aws:SourceArn": { "arn:aws:logs:region:123456789012:*" }
}
}
}
b
"RoleId": "AAOIIAH45QGAB4HC5F431",
"CreateDate": "2015-05-29T13:46:29.431Z",
"RoleName": "CWLtoKinesisRole",
"Path": "/",
"Arn": "arn:aws:iam::123456789012:role/CWLtoKinesisRole"
}
}

5. 3 HAMS M504 CloudWatch 217+ HIBOIM 88 £ Q)= 2Hdg HolstMIR. BiX] H
&t Mg o2 MABLICHO: ~/PermissionsForCWL-Kinesis. json). IAE HETJ|E
Ar&3tod O] g MMSIML. IAM 2&2 Ar&5to{ HAZ M5HX| OtM L.

{
"Statement": [
{
"Effect": "Allow",
"Action": "kinesis:PutRecord",
"Resource": "arn:aws:kinesis:region:123456789012:stream/RootAccess"
}
]
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}

e

tof Heh YA E Aol AZFf LI

[e]l]
ror

CHS put-role-policy B-EE AL

aws iam put-role-policy --role-name CWLtoKinesisRole --policy-name Permissions-
Policy-For-CWL --policy-document file://~/PermissionsForCWL-Kinesis.json

AE 0| Active & EF7I =l IAM S 2 ' d8t ¥ CloudWatch Logs 75 ZE{E dde = A&
LICH O HA 5 ZEE Ao 2 MEift 20 250 AERICZ 2O C|0|HE 0|8
7| AlEFEFLICE

aws logs put-subscription-filter \
--log-group-name "CloudTrail/logs" \
--filter-name "RootAccess" \
--filter-pattern "{$.userIdentity.type = Root}" \
--destination-arn "arn:aws:kinesis:region:123456789012:stream/RootAccess" \
--role-arn "arn:aws:iam::123456789012:r0le/CWLtoKinesisRole"

-

0.:"1 r_>||_ J|'”

ok
{5 Mo

M7%StH CloudWatch Logs= ZE{ IfE N UX[t= ZE =4 EJ O|HEE AEE

Ct. Kinesis Data Streams AF= BHSALE & 2 5t 1 Kinesis Data Streams get-records
&l 22 Kinesis Data Streams E|ZE& 7t X{2t A Ol 20| =™ [T AU=X[ &

1L 131

o
==

2 A
=
L|
=2
o

o 2= I M

o of

aws kinesis get-shard-iterator --stream-name RootAccess --shard-id
shardId-000000000000 --shard-iterator-type TRIM_HORIZON

"ShardIterator":

"AAAAAAAAAAFGU/
kLvNggvndHq2UIFOw5PZc6F@1s3e3afsSscRM701SbjIefg2ub@7nkly6CDxYR1IUOGHINP4m4NFUetzfL
+wev+e2P4djIg4L9wmXKvQYoE+rMUiFq
+p4Cn3IgvqOb5dRAQYyybNdRcdzvnC35KQANoHzzahKdRGb9v4scv+3vaq+f+0IK8zM5My8ID
+g6rMo7UKWeI4+IWiK20ShQuP"

}

aws kinesis get-records --limit 10 --shard-iterator "AAAAAAAAAAFGU/
kLvNggvndHq2UIFOw5PZc6F@1s3e3afsSscRM70]1SbjIefg2ub@7nkly6CDxYR1UoGHINP4m4NFUetzfL
+wev+e2P4djIg4L9wmXKvQYoE+xMUiFq
+p4Cn3Igvq0b5dRAOYybNdRcdzvnC35KQANoHzzahKdRGbI9v4scv+3vaq+f+0IK8zM5My8ID
+g6rMo7UKWeI4+IWiK20ShOQuP"
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otO+E CloudWatch 21 AEX
0| & 9 Rl Bt 5H0F Kinesis Data Streams7} Cl|O|E{ BtEHE A|ZHE &= Ql&LICH
HlZE o{di[o|olM 8E 2 &g = U&LICH Kinesis Data Streams B2 =2| Cl|O|E £42
base64 2 SE| T gzip A2 AFELICE CHF Unix BES AHE5t0{ BHE0M HAI O
O|HHE HEE += JU&LCt
echo -n "<Content of Data>" | base64 -d | zcat
Cl2E 2 &= sl|A|El base64 CI|O|EH= CHE + 7t2I JSONS 2 ZEBHEIL|CY,
{
"owner": "111111111111"
"logGroup": "CloudTrail/logs",
"logStream": "111111111111 CloudTrail/logs_us-east-1"
subscriptionFilters": [
"Destination"
1,
"messageType": "DATA_MESSAGE"
"logEvents": [
{
"id": "31953106606966983378809025079804211143289615424298221568"
"timestamp": 1432826855000,
message": "{\"eventVersion\":\"1.03\",\"userIdentity\":{\"type\"
\"Root\"}"
b
{
"id": "31953106606966983378809025079804211143289615424298221569"
"timestamp": 1432826855000,
message": "{\"eventVersion\":\"1.03\",\"userIdentity\":{\"type\"
\"Root\"}"
b
{
"id": "31953106606966983378809025079804211143289615424298221570"
"timestamp": 1432826855000,
message": "{\"eventVersion\":\"1.03\",\"userIdentity\":{\"type\"
\"Root\"}"
}
]
}
flol diolH #FXM 7| 24 & ChS0 Z &Lt
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owner

z|Z= 23 Ho|E{e] AWS A HE ID.

logGroup

HE 23 olo|EHel 21 O & o|§LICt.

logStream

¢l2 27 dlo|E{e] 21 AEZ| 0|2 QL.

subscriptionFilters

#E 23 ololET YxIE 75 TE| 0|F S=ULch
messageType

ClO|E{ HIA|X|= "DATA_MESSAGE" 82 AFSELICE 7IE CloudWatch 2104
“CONTROL_MESSAGE” &8 9| Kinesis Data Streams BIZEE€ LHEE &= =0, Ol £

=2 T AAL
CHASOIl TEFEH 4 QU= %] 2 QI5ty| QI8 ZQlLich

- A -
logEvents
23 O|HE 2|2 E o{dlol| HEfZ EFEl= AN 23 HIo|EHULICE "ID" SH82 EE 2O
O|HES| 1} AEXILICH.

of 2: CtZ

|0

Zs5teE 5 ZE{ AWS Lambda

O] of Alof A= AWS Lambda & +0{ CloudWatch 21 C|0|E{1E ELHE Logs *5 ZE{E TS0 &
A&,

@® Note
Lambda &+ & M5t 7| ol MAHE 27 H|0|E{e] E&8 AHXELICH ol 282 XM2IE
e £ Mo ELICH 40l 280| SE25HX| &S B0 21 AEZIM ES
40| e MSHLICH AWS Lambda A|8Hod| CHEF AEM|EH LI 2 Lambda AMEHE & R SHAIL
Lambda0i CHEF 5 ZE{E MA5ie{™
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https://docs.aws.amazon.com/lambda/latest/dg/limits.html
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3.
4.

Lambda A& 24& 0| M

225 A IAM 4E MY (A™ A
=
=

var zlib = require('zlib');

exports.handler = function(input, context) {
var payload = Buffer.from(input.awslogs.data, 'base64');
zlib.gunzip(payload, function(e, result) {

if (e) {
context.fail(e);
} else {

result = JSON.parse(result.toString());
console.log("Event Data:", JSON.stringify(result, null, 2));
context.succeed();

1)
1Y

helloWorld.js Tt S &35l helloWorld.zip2te OIE 22 XMEELICH

A0l 2 EHAOIM HHEF Lambda A& dg el Ao O & A& 3tMIR.

o
mjo

aws lambda create-function \
--function-name helloworld \
--zip-file fileb://file-path/helloWorld.zip \
--role lambda-execution-role-arn \
--handler helloWorld.handler \
--runtime nodejsl2.x
CloudWatch LogsOi| =& Al e HEtE F0o{5t &AL, OIS AE35to{ Rt 2| E AR AH
£ KA A™He =, Rig| EARF 288 A2lE H

aws lambda add-permission \
--function-name "helloworld" \
--statement-id "helloworld" \
--principal "logs.amazonaws.com" \
--action "lambda:InvokeFunction" \
--source-arn "arn:aws:logs:region:123456789123:1og-group:TestLambda:*" \
--source-account "123456789012"

2 AM835t0 715 EHEE W/H5t0d X2l ZAIR AEE AW AHSZE, Al EAIRF 28
2 xg|g 21 289 HhELCt
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https://docs.aws.amazon.com/lambda/latest/dg/walkthrough-custom-events-create-test-function.html

ototE

CloudWatch 21 INT=IY A To] =]

aws logs put-subscription-filter \
--log-group-name myLogGroup \
--filter-name demo \
--filter-pattern "" \
--destination-arn arn:aws:lambda:region:123456789123:function:helloworld

(M=4 AL MEB 21 O|HIES AR50 BIAEBILICH B BT E0|M O+ BB Mol
TEE AEROR 7T 21 HAIXIE 29U

Lambda & 42| £242 2 {™ /aws/lambda/helloworld0fl £240| E A|E|= Lambda &4 Ef A

aws logs put-log-events --log-group-name myLogGroup --log-stream-name streaml --
log-events "[{\"timestamp\":<CURRENT TIMESTAMP MILLIS> , \"message\": \"Simple
Lambda Test\"}]"

Lambda O{Zi| 0| SE 2 &ele &= /& LICH Lambda 2|2 E 2| H|0|E £42 base64 =
2|1 gzip A2 S FELICH LambdaZl =415t AKX HO|ZE= { "awslogs":
{"data": "BASE64ENCODED_GZIP_COMPRESSED_DATA"} } &Alg WELICH CHS Unix &

HE M85t BHEAM A HIO|EE HEE = J&LiCh

echo -n "<BASE64ENCODED_GZIP_COMPRESSED_DATA>" | base64 -d | zcat

ClZ W &5 SHRIE base64 CIOIEIE T+ TS 71 JSONSE EHE LT

"owner": "123456789012",
"logGroup": "CloudTrail",
"logStream": "123456789012_CloudTrail_us-east-1",
"subscriptionFilters": [
"Destination”
1,
"messageType": "DATA_MESSAGE",
"logEvents": [
{
"id": "31953106606966983378809025079804211143289615424298221568",
"timestamp": 1432826855000,
"message": "{\"eventVersion\":\"1.03\",\"userIdentity\":{\"type\":
\"Root\"}"
.
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{
"id": "31953106606966983378809025079804211143289615424298221569",
"timestamp": 1432826855000,
"message": "{\"eventVersion\":\"1.03\",\"userIdentity\":{\"type\":
\"Root\"}"
I
{
"id": "31953106606966983378809025079804211143289615424298221570",
"timestamp": 1432826855000,
"message": "{\"eventVersion\":\"1.03\",\"userIdentity\":{\"type\":
\"Root\"}"
}

2o LlolH #Z0iM 7| A= OS5 Z&LICH
owner

& 21 olo|E{el AWS HH ID.

logGroup
22 23 ololE{el 21 18 ol&Lich
logStream
22 2 Hlolefel 21 AER olguich.
subscriptionFilters
22 23 ofo|E{Tt YxIEt 75 TE| 0|8 S= LI
messageType
o|O|E] HIA|X|= "DATA_MESSAGE" R& & AL {2 CloudWatch LogsE F2 Cf

Ato]| EEHer = Q=X #Ql5t7| 8 “CONTROL._MESSAGE” 82| Lambda BHIZEE LHIE

& 4 QlgsLict,

logEvents

23 0HE B|ZE o{t)|o| HENZ E3T|E AN 213 H|O|EHULICE "ID"SHE2 ZE 20
O|HES| & AlRIQIL|CE.
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0{ M| 3: Amazon Data FirehoseE Al2% 15 Z/EH

O| (Al = HolEl EE{QF Ux|steE =4 21 O|HIEE Amazon Data Firehose & AEZIO 2
ELH= CloudWatch Logs 52 MM &LICt CloudWatch Logs0llA Amazon Data Firehose2 & El
Clo|E{= olO| gzip Bl 6 & Fo 2 & §E|°1'QE§ Firehose & AEZ Lo YFHS AISE 2
7t @& Lt O™ CHS Firehosel| &% SliA| 7|52 AFE35t0od 20| &2 XSS 2 sHME =
&LICH RIMEH LIS 2O & AF23510q Kinesis Data CloudWatch FirehoseOll A 7|& & Z3HAAIL
(@ Note
Firehose AEZE BtE7| Mol 442 21 |o|E 2] &2 HASHM L. ol 2 &S XElF =
A= Firehose AEZE BHE0{0fF ELICH AERO| 2EE2 XEIE = e dR0le 20 AE
2o HE 344 0| Y AELICE Firehose AE 2 & A|EHol| CHEt AHAIEH LI 2 Amazon G|
O|E{ Firehose Cl|O|E{ AMIEtE & ESHAAI2.

Firehose& 75 ZEE QrEt{™

1. Amazon Simple Storage Service(S3) HZ!E HMELICt. CloudWatch E18 22 §He[ BHE H
Zg M83st= WOl E&UCt OBqLt 7|1&E HAE M85t Ao 2HAHE HUHE £ JU&LICH

jul
0jo
2
I
ru|o
oT.
ol

tod Rt2| AR} 2|HE AL8 St 1At ot B2 = HiELICH

aws s3api create-bucket --bucket my-bucket --create-bucket-configuration
LocationConstraint=region

"Location": "/my-bucket"

}

2. Amazon Data Firehose0| Amazon S3 B{Z!0{ Cl|O|E{E Eg £+ Y= HES B0o{5tE IAM YE S
gLt

M HAE HET|E AHE6t0{ &2 WS OIS0 242 ~/TrustPolicyForFirehose. json
nU=2 MMerL|ct
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https://docs.aws.amazon.com/firehose/latest/dev/writing-with-cloudwatch-logs.html
https://docs.aws.amazon.com/firehose/latest/dev/limits.html
https://docs.aws.amazon.com/firehose/latest/dev/limits.html
https://docs.aws.amazon.com/firehose/latest/dev/controlling-access.html
https://docs.aws.amazon.com/firehose/latest/dev/controlling-access.html

ofobE CloudWatch 21 AR 7o|=

{
"Statement": {
"Effect": "Allow",
"Principal": { "Service": "firehose.amazonaws.com" },
"Action": "sts:AssumeRole"
}
}

3. create-role HE AIE35104 A E| M U S X|H5t= IAM A8 S HMEL|CE o|F EFAHM
ZIQsh = QI7| 20 EtEHEl Role.Arn 22 Zo{ELLCt.

aws iam create-role \
--role-name FirehosetoS3Role \
--assume-xrole-policy-document file://~/TrustPolicyForFirehose.json

{
"Role": {
"AssumeRolePolicyDocument": {
"Statement": {
"Action": "sts:AssumeRole",
"Effect": "Allow",
"Principal": {
"Service": "firehose.amazonaws.com"
}
}

b

"RoleId": "AAOIIAH45@GAB4HC5F431",

"CreateDate": "2015-05-29T13:46:29.431Z",

"RoleName": "FirehosetoS3Role",

"Path": "/",

"Arn": "arn:aws:iam::123456789012:role/FirehosetoS3Role"

}
}
4. B WS OHS0] Firchose7t HIHOIM +8E 4+ i TS HolstML. MK HAE HEY|
£ AI835to{ Het MEES ~/PermissionsForFirehose.json IFUZ MM3HL|CT

~

"Statement": [

{
"Effect": "Allow",
"Action": [

Oi|lA| 3: Amazon Data FirehoseZE At 8t 75 ZE] 244
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"s3:AbortMultipartUpload",
"s3:GetBucketLocation",
"s3:GetObject",
"s3:ListBucket",
"s3:ListBucketMultipartUploads",
"s3:PutObject" 1,

"Resource": [
"arn:aws:s3:::my-bucket",
"arn:aws:s3:::my-bucket/*" ]

5. CIZ put-role-policy BHE0{E A& 5to Het W E dghof AZgLct

aws iam put-role-policy --role-name FirehosetoS3Role --policy-name Permissions-
Policy-For-Firehose --policy-document file://~/PermissionsForFirehose.json

6. CHSIt ZH0| CHe Firehose & AE R ‘Y4504 RoLearn & BucketARNS| EB0|AEH 2t E
AMABE o35t Ol 4iF ! ARNS 2 CHA|BHL|C}.

aws firehose create-delivery-stream \
--delivery-stream-name 'my-delivery-stream' \
--s3-destination-configuration \
'{"RoleARN"' "arn:aws:iam: :123456789012:role/FirehosetoS3Role", "BucketARN":
"arn:aws:s3:::my-bucket"}'

£ T2 Firehosee & E Amazon S3 ZH&|0dl CH3H YYYY/MM/DD/HH UTC A|ZE EAIO| MFALE
ANSoZ AFSEILICH AlZH EA HFAF Qo] F71E £ CHE HFAE XIHE = U&LcH &4
A2 B HFAME Amazon S3 HZI0IM Rt 2| EAIRIZ EAIELICH

7. AEZO| M Mef7t E WI7HX] ZICHRILICHEE B A R). Firehose describe-delivery-stream 3 &
golgh 4~ Q&LICE DeliveryStreamDescription DeliveryStreamStatusZ 4. S8t C}

154 A2 DeliveryStreamDescription. DeliveryStreamARN Z} (0| % B0l 8.

aws firehose describe-delivery-stream --delivery-stream-name "my-delivery-stream"
{
"DeliveryStreamDescription": {
"HasMoreDestinations": false,
"VersionId": "1",
"CreateTimestamp": 1446075815.822,
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"DeliveryStreamARN": "arn:aws:firehose:us-
east-1:123456789012:deliverystream/my-delivery-stream",
"DeliveryStreamStatus": "ACTIVE",

"DeliveryStreamName": "my-delivery-stream",
"Destinations": [
{

"DestinationId": "destinationId-000000000001",
"S3DestinationDescription": {
"CompressionFormat": "UNCOMPRESSED",
"EncryptionConfiguration": {
"NoEncryptionConfig": "NoEncryption"
I
"RoleARN": "delivery-stream-role",
"BucketARN": "arn:aws:s3:::my-bucket",
"BufferingHints": {
"IntervalInSeconds": 300,
"SizeInMBs": 5

Firehose T1& AE2l0f H|0|E{E E& & = CloudWatch Logs &S £045t= IAM &S Ot
NEES
o

EME. HX EIAE HET|IE AE501 AZE HAME ~/TrustPolicyForCWL. json ZI+UZE

o

!

Hot 2X|E & Xx|5le O E20| E|= aws:SourceArn 228 X
B |0 UELICH AHMIE LB 2 ESE CHE|AF 2R MME XM L.

"Statement": {
"Effect": "Allow",
"Principal": { "Service": "logs.amazonaws.com" },
"Action": "sts:AssumeRole",
"Condition": {
"StringLike": {
"aws:SourceArn": "arn:aws:logs:region:123456789012:*"
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OtOFHE CloudWatch 21

}

AR 7H0|E

9. create-role BEE AL&st0] ME| M TtAS X|HstE IAM H& 2 YJRfLIC 0|F EA0M
Q5 2 Q17| 2 0] EFHEHEI Role A

[

aws iam create-role \

--role-name CWLtoKinesisFirehoseRole \

--assume-role-policy-document file://~/TrustPolicyForCWL.json

"Role": {
"AssumeRolePolicyDocument": {
"Statement": {
"Action": "sts:AssumeRole",
"Effect": "Allow",
"Principal": {
"Service": "logs.amazonaws.com"
b
"Condition": {
"StringlLike": {

aws:SourceArn": "arn:aws:logs:region:123456789012:*"

},
"RoleId": "AAOIIAH450GAB4HC5F431",

"CreateDate": "2015-05-29T13:46:29.43172",

"RoleName": "CWLtoKinesisFirehoseRole",
IlPathll: II/II’

"Arn": "arn:aws:iam: :123456789012:role/CWLtoKinesisFirehoseRole"

o

A AI5H0d CloudWatch 2271 HHo|M &g £ Qe 242 HolstM|e. HX] &l
7|18 Ar&3stod Het WAE IR MAderL|CHod: ~/PermissionsForCWL. json).

"Statement": [
{
"Effect":"Allow",

"Action":["firehose:PutRecord"],
"Resource": [

Oi|lA| 3: Amazon Data FirehoseZE At 8t 75 ZE]
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OtOFHE CloudWatch 21

arn:aws:firehose:region:account-id:deliverystream/delivery-stream-

name"]

}

FEME Aot A4 L

#

11. C}Z put-role-policy WS AL 3504

rol

aws iam put-role-policy --role-name CWLtoKinesisFirehoseRole --policy-
name Permissions-Policy-For-CWL --policy-document file://~/PermissionsForCWL. json

12. Amazon Data Firehose M4 AEZ|0| A AFEf7} £l 11 IAM d8h2 MAISH & CloudWatch 21
75 ZIEE MME £~ U&LICH 5 ZEEls MEiSt 2 &0 M Amazon Data Firehose &
2

AERIOZO| MAIZF 2O CIOIH 58

aws logs put-subscription-filter \
--log-group-name "CloudTrail" \
--filter-name "Destination" \

--filter-pattern "{$.userIdentity.type = Root}" \
--destination-arn "arn:aws:firehose:region:123456789012:deliverystream/my-

delivery-stream" \
--role-arn "arn:aws:iam::123456789012:role/CWLtoKinesisFirehoseRole"

=E
=

L

13. 5 ZE{E MH35HH CloudWatch LogsE EE| mEH LUx|5t=

Amazon Data Firehose T1& AEZ o2 MEELICH. Amazon Data Flrehose E%
ClO|E{7F Amazon S30{| Z AIE|Z| AlZFEFLICH S&8
A& LCE.

O|HE

AEZlof MH
E At HH ZHHEE 71822 AlZHO| X|L}
T Lt Amazon S3 H{Z!2 & Ql5t0o4 Cl|O|E{E &l 4=

aws s3api list-objects --bucket 'my-bucket' --prefix 'firehose/'

{

"Contents": [

{
"LastModified": "2015-10-29T00:01:25.000Z",

"ETag": "\"al4s589f8897f4089d3264d9e2d1f1610\"",

"StorageClass": "STANDARD",

"Key": "firehose/2015/10/29/00/my-delivery-stream-2015-10-29-00-01-21-
al88030a-62d2-49e6-b7c2-b11fla7ba250",

"Owner": {
"DisplayName": "cloudwatch-logs",

"ID": "lec9cf700ef6be062b19584e0b7d84ecc19237f87b5"

},
"Size": 593
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iy
{

"LastModified": "2015-10-29T00:35:41.000Z",
"ETag": "\"a7035b65872bb2161388ffb63ddlaec5\"",
"StorageClass": "STANDARD",
"Key": "firehose/2015/10/29/00/my-delivery-
stream-2015-10-29-00-35-40-7cc92023-7e66-49bc-9fd4-fc9819cc8ed3",

"Owner": {

"DisplayName": "cloudwatch-logs",

"ID": "lec9cf700ef6bed62b19584e@b7d84eccl19237f87b6"

iy
"Size": 5752

aws s3api get-object --bucket 'my-bucket' --key 'firehose/2015/10/29/00/my-
delivery-stream-2015-10-29-00-01-21-a188030a-62d2-49e6-b7c2-b11fla7ba250’'
testfile.gz

{
"AcceptRanges": "bytes",
"ContentType": "application/octet-stream",
"LastModified": "Thu, 29 Oct 2015 00:07:06 GMT",
"ContentLength": 593,
"Metadata": {}

}

Amazon S3 Z{#| 2| C|O|E{ = gzip EAI2 2 Y FELICE CHS Unix BB E AHE5H0{ BHE 0 A
HAIOIOIEE HEE + U&LICH

zcat testfile.gz
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/A Important
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OtOFHE CloudWatch 21
Z &Lt o] 2o CHEt RtMIEH LIt AMlg 20 O & Aol CHet AtAlEF LIS 2 & X
FAAIR. 2 R ghK|

o

AHEO| 21 15 5t 2EgS Z&Se HAYH & 75 HWME MYE £+ AELICH HH 715 Hag
Kinesis Data Streams, Lambda = Firehose2} &7 Al £ l&LIC
=AM MHIAZ MEE|E Z20F baseb4Z QUATE| T gzip A Z A FELICH

® Note
HHEol ZE 5 TE| UM 552 22{™H describe-account-policies BZ0{E Of7HEH
= 7+ﬂ+ EH7H AHE3HAAI2. SUBSCRIPTION_FILTER_POLICY --policy-type AFAIEH LY
2 describe-account-policies] 2 & X3t M A|2.

ol Al
« O Al 1: Kinesis Data StreamsOi CHgt +5 Z/E]

« 0 2. CI2 S X&5t= 5 ZE{ AWS Lambda

« Of| X 3: Amazon Data FirehoseZE A2 75 Z/EH

oAl 1: Kinesis Data StreamsOil CHEF 71 5 ZE]

AHE & 75 A 7 AL E Kinesis Data Streams Cl|O|E{ AE S 445t 7| Tol| &2 23

o T - =L

CIOIE{e] &2 AMSHAAIR. O| BEE XEIst7|0 ZSES AEZ AERIE MMSl ok ELICH AEE
o AFE7I S 25IX| o AEZ0| HE SHAO| HMELICH AER 28 XMEHof CHEE REMEH LHE2
Kinesis Data Streams A Mol &2 2l X|gF2 A AIL.

/A Warning
02 21 180 21 O[HET} T o2 M E7| 2ol HS %dgm 2 gt 21810] 2l
Ch AMgtE ZotE 2 zI0H 24A|7F SeF RHA|ElLICH 24 AZHo| X|L
LTk
Metel e 2tstshed® ot

0]
m

FA|

%

SHM2.

A
e

jn

. 7<|£E Kinesis Data StreamsZ CloudWatch 2 LIE{2IE £ QI&LICI O|E E5| AREE
2 Algdstn Jof et 282 ZHE = U&LUCh o|E §04, DeliveryThrottling X|&
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https://docs.aws.amazon.com/cli/latest/reference/logs/describe-account-policies.html
https://docs.aws.amazon.com/streams/latest/dev/service-sizes-and-limits.html

OtOFHE CloudWatch 21

At

X

F7tol=

£ 3= i4o2 o

+8 FHBLICH KA

 Kinesis Data Streams2| A
TR ET = FAE M SAIKHIZ

E2|of Cisll 2C|ME 8F ZEE ASELICH 2CIWHE 2E
EE +S&LICHL XME LIE2 2C|ME 2

HE MEE M 27t E= 34450| 2 Met CloudWatch 21 O[HIE
gt M2 = CloudWatch HEEE A8t ZLIEHEE HX5HAM L.

Ir

n T

E MZTSAAL.

+ Kinesis Data Streams2| AE &l 2F 1} 2 X|5IE= 5 CloudWatch 21 75 ZE EE A
SHotAA|2. AEE HF B2 OI0|EHE ™E5te 82 EE 37|18 £0|7LI EE 7|&2

ZYslor & & A&Lict

CIS ool ME HAEH =& 5 HME A8 35109 Kinesis Data Streams2| AEZ0| 2 E 211 O|HEE
MetstL|ct ZE e 2E 213 o|HIEE BIAEQ} Test Y x|A|Z|1 Kinesis Data Streams2| &
EE:,QE x-|l:|-ol-|_|[_—_|.

Kinesis Data StreamsO0i| CH&t A™H =& 5 HAM S MM 2{H

N

$ C:\> aws kinesis create-stream —stream-name "TestStream" —shard-count 1

aws kinesis describe-stream --stream-name "TestStream"

CHS

rlo
=)
[[h]
i
A
ful

"StreamDescription": {
"StreamStatus": "ACTIVE",
"StreamName": "TestStream",

AEZO| 2dstE K| E 2 HE 7|C2| M A2, describe-stream BHEE AFE5t0{ & Q
AEZO| g 4EfRIX| 2Rl = Q& LICH StreamDescription StreamStatus< .

"StreamARN": "arn:aws:kinesis:region:123456789012:stream/TestStream",

"Shards": [
{
"ShardId": "shardId-000000000000",
"HashKeyRange": {
"EndingHashKey": "EXAMPLE8463463374607431768211455",
"StartingHashKey": "0@"
3,

2lstE

4

0| Al 1: Kinesis Data Streamsoi| Ciet 75 ZE]
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https://docs.aws.amazon.com/streams/latest/dev/how-do-i-size-a-stream.html#ondemandmode
https://docs.aws.amazon.com/streams/latest/dev/how-do-i-size-a-stream.html#ondemandmode
https://docs.aws.amazon.com/cli/latest/reference/kinesis/describe-stream.html

ofobE CloudWatch 21 AR 7o|=

"SequenceNumberRange": {
"StartingSequenceNumber":
"EXAMPLE688818456679503831981458784591352702181572610"

3. AEGR0|Ho|EHE €8 =+ = HEH2 CloudWatch Logs (21) ofl 2043t IAM &2 Mdst
[m] X

M. HA AE M2 o2 ddatof & LIch0d: ~/TrustPolicyForCWL-Kinesis. json).
SAE HET|IE ALB5l0d o] HAS MMEHAMIR.

O 20| El& aws:SourceArn 228 =7

ol Yoz ESE tHElAH 2o EXME Y Xlst
=z S CiE|At S X MME &xstM.

g z[o] [U&LICH REAM[EH LHE 2

FM

{
"Statement": {

"Effect": "Allow",

"Principal": { "Service": "logs.amazonaws.com" },

"Action": "sts:AssumeRole",

"Condition": {

"StringlLike": { "aws:SourceArn": "arn:aws:logs:region:123456789012:*" }
}
}

}

4. create-role WY E AFR35H04 AMZ| MM oS X|HSHE IAM HE S MMELICH O|F EHAlo A
ZRE £ Q7| 20 BH&tEl Role.Arn 2t 2 Xo{EL|LC}.

aws iam create-role --role-name ClWLtoKinesisRole --assume-role-policy-document
file://~/TrustPolicyFoxrCWL-Kinesis. json

Cl22 £249| of A QLCt.

"Role": {
"AssumeRolePolicyDocument": {
"Statement": {
"Action": "sts:AssumeRole",
"Effect": "Allow",
"Principal": {

0| Al 1: Kinesis Data Streamsoi| Ciet 75 ZE] 252
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"Service": "logs.amazonaws.com"
.
"Condition": {
"StringLike": {
"aws:SourceArn": { "arn:aws:logs:region:123456789012:*" }

+
"RoleId": "EXAMPLE450GAB4HC5F431",

"CreateDate": "2023-05-29T13:46:29.4317",

"RoleName": "CWLtoKinesisRole",
"Path": "/",
"Arn": "arn:aws:iam::123456789012:r0le/CWLtoKinesisRole"
}
}
TEt HAM S Md3t04 CloudWatch 237t A™Ho|M &E = U= HUS HolstM . T H
g HME 2 MMELICHO!: ~/PermissionsForCWL-Kinesis. json). IAE HEJ|E
A835t0{ O] YAME MMM L. IAM 2£ 8 AI83504 BHEX| OtMIR.
{
"Statement": [
{
"Effect": "Allow",
"Action": "kinesis:PutRecord",
"Resource": "arn:aws:kinesis:region:123456789012:stream/TestStream"
}
]
}

aws iam put-role-policy --role-name ClWLtoKinesisRole --policy-name Permissions-
Policy-For-CWL --policy-document file://~/PermissionsForCWL-Kinesis.json

m

210 Active & Ef7} £|T0 1AM Q&S M4E F0i= CloudWatch 21 75 ZE HAMS
UELICH Y2 AERIOZO| MA|ZF 2O C|0IEf E&2 S A| AZRELICE O] oAl =
O| LogGroupToExcludel 2! LogGroupToExclude2 21 21 O & L{o| O|HEE X 2|5t

o EXYE ZEStE ZE 23 O|HIETJ| ERROR AEE|YELICE

K o |
°='-ﬂ|'" 1>

aws logs put-account-policy \
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https://docs.aws.amazon.com/cli/latest/reference/iam/put-role-policy.html

ototE

CloudWatch 21 INT=IY A To] =]

--policy-name "ExamplePolicy" \

--policy-type "SUBSCRIPTION_FILTER_POLICY" \

--policy-document '{"RoleArn":"arn:aws:iam::123456789012:role/
CWLtoKinesisRole", "DestinationArn":"arn:aws:kinesis:region:123456789012:stream/
TestStream", "FilterPattern": "Test", "Distribution": "Random"}' \

--selection-criteria 'LogGroupName NOT IN ["LogGroupToExcludel",

"LogGroupToExclude2"]"' \

——Scope ||ALL||
T= ZHE MY CloudWatch Logs= ZE{ T{EH 2 MBS 7|21 UX|et= 2 =4l 21 0|
HEE AEZo| MEELCH
Ol selection-criteria HE&= ME) AL O|X|EF 5 EHEHM T 2O M7HE L2 =
=21 182 Nt dl 28 LIct o] 2X|et Melg 20 128 ZXol st XFA|IEH LY
222 2 AZXFAAILED A7 Y| $HX X|HElE AAKI= NOT INEQIL|Clselection-
criteria.

Kinesis Data Streams AFE O|E{Z|O|E{& Al &3l 11 Kinesis Data Streams HEE AIE35
Kinesis get-records CO|E{ AER HZEE 7K™ 21 O|HIES| 58 &Qlg £ Q&L
Ct.

aws kinesis get-shard-iterator --stream-name TestStream --shard-id
shardId-000000000000 --shard-iterator-type TRIM_HORIZON

"ShardIterator":

"AAAAAAAAAAFGU/
kLvNggvndHq2UIFOw5PZc6F@1s3e3afsSscRM701SbjIefg2ub@7nkly6CDxYR1IUoGHINP4m4NFUetzfL
+twev+e2P4djIg4L9wmXKvQYoE+rMUiFq
+p4Cn3IgvqOb5dRAQYyybNdRcdzvnC35KQANoHzzahKdRGbOv4scv+3vaq+f+0IK8zM5My81ID
+g6rMo7UKWeI4+IWiK20ShQuP"

}

aws kinesis get-records --limit 10 --shard-iterator "AAAAAAAAAAFGU/
kLvNggvndHq2UIFOw5PZc6F@1s3e3afsSscRM70]1SbjIefg2ub@7nk1ly6CDxYR1UoGHINP4m&NFUetzfL
+wev+e2P4djIg4L9wmXKvQYoE+xMUiFq
+p4Cn3Igvq0b5dRAOYybNdRcdzvnC35KQANoHzzahKdRGbI9v4scv+3vaq+f+0IK8zM5My8ID
+g6rMo7UKWeI4+IWiK20ShQuP"

of Al 1: Kinesis Data Streamso0i| CiEt 715 ZE 554
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A o
_I__I|:_ I\I\I

i
rx
_}9[
[e][]

Kinesis Data Streams7} Ci|O|E{ FZ7] A|ZHSEZ| Zof| O] HE S S HH AL 3l o

LICE.

o
>

Ql& LIC. Kinesis Data Streams HlZE2| C|O|Ef &M

2= ool M SEFS EHolst £ ©
Ao 2 AFEILICH OFS Unix BB 2 ALE5t0{ BHEE 0l M ®HA| O

=
base64E I gzip A2
O|HHE HEE += JU&LCt

echo -n "<Content of Data>" | base64 -d | zcat

Cl2Y A &= X El base64 CIOIEE CHE FX2E 7HE JSON2 2 EZHFELICH

{
"messageType": "DATA_MESSAGE",
"owner": "123456789012",
"logGroup": "Examplel",
"logStream": "logStreaml",
"subscriptionFilters": [
"ExamplePolicy"
1,
"logEvents": [
{
"id": "31953106606966983378809025079804211143289615424298221568",
"timestamp": 1432826855000,
"message": "{\"eventVersion\":\"1.03\",\"userIdentity\":{\"type\":
\"Root\"}"
b
{
"id": "31953106606966983378809025079804211143289615424298221569",
"timestamp": 1432826855000,
"message": "{\"eventVersion\":\"1.03\",\"userIdentity\":{\"type\":
\"Root\"}"
b
{
"id": "31953106606966983378809025079804211143289615424298221570",
"timestamp": 1432826855000,
"message": "{\"eventVersion\":\"1.03\",\"userIdentity\":{\"type\":
\"Root\"}"
}
1,
"policylLevel": "ACCOUNT_LEVEL_POLICY"
}
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olE £ Xo| F2 R4 & Ot &L CH

messageType

O|o|E{ HIA|X|= "DATA_MESSAGE" 8 & A &LICt. 7}& CloudWatch 2 10| A
“CONTROL_MESSAGE” £% 2| Kinesis Data Streams B|ZEE L2 £ l=d|, ol F

CHAMOI ZEFEH 4 QU= x| 2QI5H7| I8t ZlLict,

owner

HE 23 Hlo|E{e] AWS A ID.
logGroup

¢l 21 d|o|E{e] 21 O & o|§lLch.
logStream

22 23 0jo[E{e] 21 AEZ 0|SYLICh
subscriptionFilters

22 21 ololE{n YxlE 7= ZEf 0|8 S=ULich
logEvents

23 0|HE B3 E o{dfo| HENZ E3C|E AN 23 -|o|EULICE "ID" S22 2EE 20
O|HEOS| IR AlEEXIQILICE.

LR
HM0| AJ#E +Z. “ACCOUNT LEVEL POLICY"= H& +Z0| 7= LE| HMg

policylLevel 28 ZdLICt

o 2: CIS2 T &5t +5 ZE AWS Lambda
0| ol Alol A= £H20l| CloudWatch 271 HIO|E{E HLHE Logs HE 4% 75 LE| M2 AYAISHL|

Ct. AWS Lambda

/A Warning

Lambda &f +& d4st7| ™ol dde =1 Cl|o|Ee]l =52 AMELICH Ol 282 MElE =

AU T8 MYsloF ELICH &It EE2 MEIF = e 89 23 AEZ0| MEHELICEH
BEEREIJIJEFEEAMED I8 YR 21 o|HEV CHacE MEE|7| 20 HE 3

of 2. Ct2& Z&sts +5 EHE AWS Lambda 256



oto}E CloudWatch 21
Ao| drAist 23 0| I&LICH AWS Lambda A|8tol| CHE REA|IEH LI 2 Lambda A|EHE & X

o=

St 2.

Lambdaoil CHEt HH =& 75 EE HH

£ MMEIAIA|2. AWS Lambda

P
T o o

—
oo

Lambda A3 24& 0|
2.2 IAM 4E Md(AlE

= O
2. O3 2H==Z HAE HEY|

var z1lib = require('zlib');
= function(input, context) {

exports.handler =
var payload = Buffer.from(input.awslogs.data,

zlib.gunzip(payload, function(e, result) {

'baseb4');

if (e) {
context.fail(e);

} else {
result = JSON.parse(result.toString());

console.log("Event Data:", JSON.stringify(result, null, 2));

context.succeed();

1)
;
3. helloWorld.js T}2E &30 helloWorld.zip2t= O|IE 22 XA ELICH.
4. 8ol 3 EhAH0 M B Lambda A8 2480l A0l= CHS WHE2 AF8SHAIR.

aws lambda create-function \
--function-name helloworld \
--zip-file fileb://file-path/helloWorld.zip \
--role lambda-execution-role-arn \
--handler helloWorld.handler \
--runtime nodejs18.x

3 HoistAAIL. CHE BTOIE AR stod B0l ED

aws lambda add-permission \
--function-name "helloworld" \
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https://docs.aws.amazon.com/lambda/latest/dg/limits.html
https://docs.aws.amazon.com/lambda/latest/dg/walkthrough-custom-events-create-test-function.html

OfOtE CloudWatch 21 AR 7H0|E

--statement-id "helloworld" \

--principal "logs.amazonaws.com" \

--action "lambda:InvokeFunction" \

--source-arn "arn:aws:logs:region:123456789012:1og-group:*" \
--source-account "123456789012"

2 CHX||ErL|Ct. o] oAl E O|E0| L Q21 O 21 O|HEE N Q|51 &
EXEo| & E 2 E 21 O|HIETL ERROR 2E2|YUELICH LogGroupToExcludel
LogGroupToExclude2

6. CtS BH0IE AIB5t0od A &2 715 EE YME ddstn Ri2| AR AEE KHA
HE2
I.

aws logs put-account-policy \

--policy-name "ExamplePolicylLambda" \

--policy-type "SUBSCRIPTION_FILTER_POLICY" \

--policy-document
"{"DestinationArn":"arn:aws:lambda:region:123456789012:function:helloWorld",
"FilterPattern": "Test", "Distribution": "Random"}' \

--selection-criteria 'LogGroupName NOT IN ["LogGroupToExcludel",
"LogGroupToExclude2"]' \

--scope "ALL"
T = EEE HStH CloudWatch Logs= ZE{ {E & ME 7|Z3 LX[et= ZE =4l 21 0]
HEE AEZ|of MEghL|Ct.
O| selection-criteria EE& ME AL O[|X|EF 5 EEOM F8t 21 AFHE 2oL £
ol | 28L|Ct. o] EAXMIet XMelg 20 a8 ZAZol| cheh REAMIEH LY

S
£ 21388 Melste o
=

L=
=
3
g AZstAAIRED A7

HEX|, 34RH K| HE[E AARIE NOT IN#QlL|Clselection-

7. (MEAAIE) MEZE 23 0|HEE ASSO{HAERLICH HE ZFEZEMCHS BHES ARG
ITEE AERICR 7HEHSE 2 HIAIXK|E EL|Ct
Lambda & 49| £232 HE 4 /aws/lambda/helloworld0i| £210| E A|E|= Lambda &4+ & EHM

aws logs put-log-events --log-group-name Examplel --log-stream-name logStreaml --
log-events "[{\"timestamp\":CURRENT TIMESTAMP MILLIS , \"message\": \"Simple Lambda
Test\"}]"

Lambda O{Zi| 0|l SE 2 &ele = /& LICH Lambda 2|2 E2| H|0|E £ 2 base64=
QAYE|T gzip HAloZ AFEILICH LambdaZl =215t AX HO|ZEE { "awslogs":
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{"data": "BASE64ENCODED_GZIP_COMPRESSED_DATA"} } @Al wWELICt CHS Unix &
HE AME5t0od BHEAM A HIO|EE HEE =+ J&LICt
echo -n "<BASEG64ENCODED_GZIP_COMPRESSED_DATA>" | base64 -d | zcat
Cl2Y & &S SHAIE base6s HIO|E{= ChE XS 7HE JSONS 2 EEHE LICH
{
"messageType": "DATA_MESSAGE",
"owner": "123456789012",
"logGroup": "Examplel",
"logStream": "logStreaml",
"subscriptionFilters":

: [
"ExamplePolicylLambda"
1,

"logEvents": [
{
"id": "31953106606966983378809025079804211143289615424298221568",
"timestamp": 1432826855000,
"message": "{\"eventVersion\":\"1.03\",\"userIdentity\":{\"type\"
\"Root\"}"
b
{
"id": "31953106606966983378809025079804211143289615424298221569",
"timestamp": 1432826855000,
"message": "{\"eventVersion\":\"1.03\",\"userIdentity\":{\"type\"
\"Root\"}"
b
{
"id":
"timestamp": 1432826855000,
\"Root\"}"

}

"31953106606966983378809025079804211143289615424298221570",
1,

"message": "{\"eventVersion\":\"1.03\",\"userIdentity\":{\"type\"

"policylLevel": "ACCOUNT_LEVEL_POLICY"

of 2:Cctge =%
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® Note
AE =& 75 EEHE Ch |
O MHE Qs =8 2F0| 7t = /e "e WXIsHr| et ZLct. of EA|oi| cH
2 X
=

REMIEE LI 2

CIOIE #+xo| F2 4= Ct1 Z&LCH
messageType

O|O|E{ HIA|X|= "DATA_MESSAGE" &2 AFE&LICt. 7}& CloudWatch 2104 A
“CONTROL_MESSAGE” & 9| Kinesis Data Streams HIZEE LWEH £ =0, ol 2

CHoll 2 e = A=X| #elst 7| g ZLICh.
owner

= 21 o|o|E{2| AWS HE ID.

logGroup

e 2aHo|Eel 21 1§ o|l§LCt.
logStream

HE ZaHo|Ee 21 AEZ O|ELCH.
subscriptionFilters

12 27 Clo|ET YxlF TS TE| 0/ SHULIC

logEvents
23 0|HE B[ZE= o{d|0| HElZ EdE|s= AX 23 C|o|EHYULICE "ID" S8 2 EE 2O
OHES| 1R AEXIL|CH

#0| AI#E £, “ACCOUNT_LEVEL POLICY"E AE £&0| 75 e Mue

policylLevel @& ZdLICt

[
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od X 3: Amazon Data FirehoseE Al28t 75 Z/EH

O| oAl HE HolEl ZE{Qt Yx|steE =4l CloudWatch 21 O|HIEE Amazon Data Firehose T1&
AEZOE BEUE Logs H'E =&2| 75 EE HHME M ELICt CloudWatch Logs0il A Amazon
Data Firehose2 ™&E H|O|E{= 0|0| gzip Bll'd 6 YF2 2 L FE|R S22 Firehose ME AEE! LY
M AEFS AIE ER 7t aLIch O™ ChS Firehosell &% SHiA| 7|s2 A5t 29| ¢FE
s SHAE = A&LICH XtM[EF &2 2O E AFE 504 Kinesis Data CloudWatch Firehoseof|

o= =L
MIIE HRSHAAR

/A Warning

Firehose AE 22 ot

22 BHE7| Mol WME 21 Ho|Ee &2 HUStMR. ol 2
2= Firehose 2E 2RI Z
FA

ofok gfLICt AEZ0| E5E HEIE T Ae

AR T = =Ea=

oM E= 2y 0l |

=
O|E{ Firehose Ci|O|E] &|| &t

=

=
T HATC o‘cl>‘0'"

=2

=

Firehose& 75 ZEE DHEE2{H

oudWatch 21292 EHF| 0= 1

1. Amazon Simple Storage Service(S3) HHZ!S M E&FLICt. CI
HZIE AF835lD Ao 2B AIZ ALE & U&LICH

AE A&t Wol E&LICH U 7|&
CHS B> S Adstod Xt Z AR 2|TME AFE st At st 21z HiELCH

aws s3api create-bucket --bucket my-bucket --create-bucket-configuration
LocationConstraint=region

CtE2 of 33t
"Location": "/my-bucket"

}

2. Amazon Data Firehose0l Amazon S3 HHZ!0f| L|O|E{E & + U= TEE Foists IAM LES
HdELICt.
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https://docs.aws.amazon.com/firehose/latest/dev/writing-with-cloudwatch-logs.html
https://docs.aws.amazon.com/firehose/latest/dev/writing-with-cloudwatch-logs.html
https://docs.aws.amazon.com/firehose/latest/dev/limits.html
https://docs.aws.amazon.com/firehose/latest/dev/limits.html
https://docs.aws.amazon.com/firehose/latest/dev/controlling-access.html
https://docs.aws.amazon.com/firehose/latest/dev/controlling-access.html
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3.

M HAE HET|E AE6t0{ A2 WS CtS3 242 ~/TrustPolicyForFirehose. json
o= MR

{
"Statement": {
"Effect": "Allow",
"Principal": { "Service": "firehose.amazonaws.com" },
"Action": "sts:AssumeRole"
}
}

create-role BB S AtE 50 &2 YA mt S X[HshE IAM 2 dEEfLICH olF BHAH oA
H = A

o | =
LZLRstE 2 HHEt=El Role.Arn 2 7|28 SAAIL.

aws iam create-role \
--role-name FirehosetoS3Role \
--assume-role-policy-document file://~/TrustPolicyForFirehose.json

{
"Role": {
"AssumeRolePolicyDocument": {
"Statement": {
"Action": "sts:AssumeRole",
"Effect": "Allow",
"Principal": {
"Service": "firehose.amazonaws.com"
}
}
1,
"RoleId": "EXAMPLES5QGAB4HC5F431",
"CreateDate": "2023-05-29T13:46:29.431Z",
"RoleName": "FirehosetoS3Role",
"Path": "/",
"Arn": "arn:aws:iam::123456789012:role/FirehosetoS3Role"
}
}
Tt MM E BHE04 Firehose7t HHUM +&E = U= S HolstH. HA HIAE HET|
E A83to{ et HAME ~/PermissionsForFirehose.json It Z MM EFL|Ct.
{

"Statement": [
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{

"Effect": "Allow",

"Action": [
"s3:AbortMultipartUpload",
"s3:GetBucketLocation",
"s3:GetObject",
"s3:ListBucket",
"s3:ListBucketMultipartUploads",
"s3:PutObject" 1],

"Resource": [
"arn:aws:s3:::my-bucket",
"arn:aws:s3:::my-bucket/*" ]

CtZ put-role-policy BE0{E AFE5to{ HEt HAMZ Agof AZ@gLIct.

— = !

aws iam put-role-policy --role-name FirehosetoS3Role --policy-name Permissions-
Policy-For-Firehose --policy-document file://~/PermissionsForFirehose.json

P

AH
S

M

0% o

O| CH4 Firehose T1& AE |2 445104 RoLearn & BucketARNS| ZF|0|AEC] S
& 2 HZ! ARN2 2 CHA|ELICH

=
12 my

aws firehose create-delivery-stream \

--delivery-stream-name 'my-delivery-stream' \
--s3-destination-configuration \

'{"RoleARN"- "arn:aws:iam: :123456789012:role/FirehosetoS3Role", "BucketARN":
"arn:aws:s3:::my-bucket"}'

Firehose= &=l Amazon S3 ZHA{|0odl CHSH YYYY/MM/DD/HH UTC A|ZH &HAIO| ZSFALE KI5
2 ASELICH AlZE EA HFA Qof FIIHE E CHE HFAE XIHE = J&UCH £2iAl() 2
2Lt MSF A= Amazon S3 HZI A RE2| EA|RFE EA|ELICE

2= Ql&LIC}. DeliveryStreamDescription DeliveryStreamStatusZ 4. EE8F CH2
D

eliveryStreamDescription. DeliveryStreamARN 2} (0|& EtAH[0l M E 2 §h):

[ = = |

EZo| #-stE WK E 2 HE 7|Ct2| M AIL. Firehose describe-delivery-streamB &2 At
]

fjo

aws firehose describe-delivery-stream --delivery-stream-name "my-delivery-stream"

{

"DeliveryStreamDescription": {

oflxl 3
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"HasMoreDestinations": false,

"VersionId": "1",
"CreateTimestamp": 1446075815.822,
"DeliveryStreamARN": "arn:aws:firehose:us-

east-1:123456789012:deliverystream/my-delivery-stream",

"DeliveryStreamStatus": "ACTIVE",

"DeliveryStreamName": "my-delivery-stream",
"Destinations": [
{

"DestinationId": "destinationId-000000000001",
"S3DestinationDescription": {
"CompressionFormat": "UNCOMPRESSED",
"EncryptionConfiguration": {
"NoEncryptionConfig": "NoEncryption"
},
"RoleARN": "delivery-stream-role",
"BucketARN": "arn:aws:s3:::my-bucket",
"BufferingHints": {
"IntervalInSeconds": 300,
"SizeInMBs": 5

}
}
}
]
}
Firehose T1& AE 20 O|0|E{E €2 & /= CloudWatch Logs HEtE F0{5tE= IAM g2 ot
EHNE. HX EAE HET|E AE501 AZ[ HAME ~/TrustPolicyForCWL. json I+UE 4
3I-|__||:|.

[

Hot BME & X|5tE Ol 20| El= aws:SourceArn 22 X
gre|o] U&LICH RHMIEH LI 2 ESE CHEIAF x| MME &X5HM 2.

"Statement": {
"Effect": "Allow",
"Principal": { "Service": "logs.amazonaws.com" },
"Action": "sts:AssumeRole",
"Condition": {
"StringlLike": {

"aws:SourceArn": "arn:aws:logs:region:123456789012:*"

264
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}

AR 7H0|E

9. create-role HHE AFE35l04 A2 M2 ml e X[HSE IAM [ S MEELICH o|F EHAlof A
ZIeslE 2 HHEHEl Role.Arn 2t S 7|

aws iam create-role \
--role-name CWLtoKinesisFirehoseRole \
--assume-role-policy-document file://~/TrustPolicyForCWL. json

{
"Role": {
"AssumeRolePolicyDocument": {
"Statement": {
"Action": "sts:AssumeRole",
"Effect": "Allow",
"Principal": {
"Service": "logs.amazonaws.com"
b
"Condition": {
"StringlLike": {
"aws:SourceArn": "arn:aws:logs:region:123456789012:*"
}
}
}
},
"RoleId": "AAOIIAH450GAB4HC5F431",
"CreateDate": "2015-05-29T13:46:29.431Z",
"RoleName": "CWLtoKinesisFirehoseRole",
"Path": "/",
"Arn": "arn:aws:iam: :123456789012:role/CWLtoKinesisFirehoseRole"
}
}

10. HEt HAME M504 CloudWatch 227} A Ho M £&8E = s HdE HolstdA|le. HY
El A
—|_

o |
E HE7|E M83tof et WAME mUR MdehL|Chod: ~/PermissionsForCWL. json).

=

"Statement": [

{
"Effect":"Allow",
"Action":["firehose:PutRecord"],
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"Resource": [
"arn:aws:firehose:region:account-id:deliverystream/delivery-stream-

name"]
}
]
}
Ct= put-role-policy BEE At&5to{ HEt HAME Agn AZ@=LICt

aws iam put-role-policy --role-name CWLtoKinesisFirehoseRole --policy-
name Permissions-Policy-For-CWL --policy-document file://~/PermissionsForCWL. json

12. Amazon Data Firehose T1& AEZ|0| &/ HEH7} E|1 IAM &S MAIs —?— 1|" CloudWatch
Logs HE =& 75 TE| YHME Me = AU&LICH o] HH2 MEdst 27 T &0 A Amazon
Data Firehose & AEZICZ 0| MA|ZF ZI CIO|E &8 S A| A& Eﬂ-—lEP.

aws logs put-account-policy \
--policy-name "ExamplePolicyFirehose" \
--policy-type "SUBSCRIPTION_FILTER_POLICY" \
--policy-document '{"RoleArn":"arn:aws:iam::123456789012:role/

CWLtoKinesisFirehoseRole", "DestinationArn":"arn:aws:firehose:us-
east-1:123456789012:deliverystream/delivery-stream-name", "FilterPattern": "Test",
"Distribution": "Random"}' \

--selection-criteria 'LogGroupName NOT IN ["LogGroupToExcludel",
"LogGroupToExclude2"]"' \
--scope "ALL"

13. 7+5 ZEE M™ 3™ CloudWatch Logs= Z/E i
Data Firehose M& AEZ|O 2 ™ME§HLICE.

i

i el =4l 273 o|HEE Amazon

i-
ol
rr

o O

| selection-criteria ZE&= MEY ALEO|X|B 5 ZEOAM 8 20 MFHE L2 =
=20 0=E2 Melste ol 2938t ct ol 22X Mgt 20 2= ZAXof cHet KFAl|sH LY
o

>

B2 2 HZTSMAMED A7 YK A X|HEl= HALKF= NOT INEIL|Ctselection-
criteria.

[0

Amazon Data Firehose T1& AEZlof| M E AlZt HIH ZHEE 7|22 2 O|0|E{7F Amazon S30
EAIZ|7] AIEEHLICH S88 AlZHo| XLt LEH Amazon S3 HHZ!E & Ql5tod C|O|E{E & olE

= A& LI

aws s3api list-objects --bucket 'my-bucket' --prefix 'firehose/’'

{

"Contents": [
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{

"LastModified": "2023-10-29T00:01:25.000Z",

"ETag": "\"al4a589f8897f4089d3264d9e2d1f1610\"",

"StorageClass": "STANDARD",

"Key": "firehose/2015/10/29/00/my-delivery-stream-2015-10-29-00-01-21-

al88030a-62d2-49e6-b7c2-b1l1fla7ba250",

iy
{

"Owner": {
"DisplayName": "cloudwatch-logs",
"ID": "lec9cf700ef6be062b19584e@b7d84eccl19237f87b5"

},
"Size": 593

"LastModified": "2015-10-29T00:35:41.000Z",

"ETag": "\"a7035b65872bb2161388ffb63ddlaec5\"",

"StorageClass": "STANDARD",

"Key": "firehose/2023/10/29/00/my-delivery-stream-2023-10-29-00-35-40-

EXAMPLE-7e66-49bc-9fd4-fc9819cc8ed3",

"Owner": {
"DisplayName": "cloudwatch-logs",
"ID": "EXAMPLE6be062b19584e0b7d84eccl19237f87b6"

},
"Size": 5752

aws s3api get-object --bucket 'my-bucket' --key 'firehose/2023/10/29/00/my-
delivery-stream-2023-10-29-00-01-21-a188030a-62d2-49e6-b7c2-b11fla7ba250"
testfile.gz

"AcceptRanges": "bytes",

"ContentType": "application/octet-stream",
"LastModified": "Thu, 29 Oct 2023 00:07:06 GMT",
"ContentLength": 593,

"Metadata": {}

Amazon S3 Z4x] 9| G O|E{E gzip HAIS 2 EELICH CH Unix BHE L8510 HRZ0HlA

Al HlO|E

HEE & J&Lch
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zcat testfile.gz

AR 7t x| 7 7S

CHE AWS A& Q| AR X9} 81218104 Amazon Kinesis EE & Amazon Data Firehose 2E & (A& Z¢
HolE 3RetD &) o Z2 AWS 2|AA0M AKXl 2 O|HEE 418 £ U&LICH 0§ S0

=2 E1& Al Kinesis Data Streams EE = Firehose 2AE 210 A 0| 21 O|HE H|0|E{E 2lo{ AF2 A} K|
Ml Y EME Y = JAsLITH AR X[H MEl= &5| Chrol HHo|H CIO[HE 38 AHE
2 2AME I RSFLC

o= Eo.l 7|o-|o| AME Hot 722 AlA|ZF &IQ] E|-x|

T
2
0x

o9
ofn
=)
D 2
ok
i
2
_F.”_
Z i
El
1z
9.'—'

y O
_".“_
ok [y
i
>
L
T
o0
rE I
|m
i
o
n
lo
>
>

=
1 AlAgIol ClOJElE 2 +

(@ Note

23 IS0 Oy Z£2 AWS X[of Rlofok BfLICE ot X|2F CH&f O] 7HE|Z = AWS E|A AT}
CHE X[ol /(g = J&LICH ChE Mol ool HE RE XI¥E 2|[AAT1 0/F SF (HXRIY
of §7) ol M H-ELICE.

By

« Kinesis Data Streams& AIE8t AYG 2t X[F 2t EO CI0|H S &
* FirehoseE ALt A Zt X[F 2t EO HIOIE{ S &

« Kinesis Data StreamsE ALE 8t AH 7t EIH AY =& 15

=
» FirehoseE AIE3I A AE X[H ALY =& 7=

DA AN 7SS MUY I B Y AN EE XS WAKE XIWY 4 UBLICH XS XIYSHE B
2 ol WAHE S £Xol BE AFIM AR AR 208 B 4 YLt
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+ 2O OI0|E] WKL - SAXZEE Y HEE 7hx XIHE CH4 22 CloudWatch 21 O[HIE
£ M&E FHI7 EIUS S Logsoll ZRILICH o Mol LiHX| R EAMO| MitolME 211 Clo/H
at AIRF7E 7HA AWS HIE B3 11111111112 EAIELICH

3t Z X Lol o] A Bt £AK AMHoZ 28 HuUlg{™ siie ZE o] ZE HZX A £ AR
AHoR ZOE EH £+ Qe HEHE Fodste HAME OHE = UELICH ZF 2 AKX AHZ ol CHsH &

To| 75 EHE dYsfok &LICt

« 21 O|0|E{ £=AIX} - Kinesis Data Streams AEZ|S ﬂ*%iPﬁPE CHA S MYt AR 2D
CIO|E{E g 7|E B8tCHe ZdE CloudWatch Logsoll 2 2ILICH & CHS £ AIXHE O CHArol| CHEt
HEE AR SRELICE o] MMo| LIHX| B2 MRIoHdeE 2 CIo|E] AKX 7H4

AWS 7% 135 9999999999 E A|EILIC}.

A 7t A RIZRE| 27 O[HIES 7| AISHHE{E 21 ClO|E 4 &K BI%] 21 CHAH S M43t
LIk CloudWatch 2t CHAHS CHEIH 22 7| R 42 O|F0{xf Q& LICH

7= I|Eo| LA S 2 AF835lE{E AWS ElAA 9| Amazon ElA A O|& (ARN)

MEdst AEZ|of HIO|E{E & |:4| Z| @ 8t M2 CloudWatch 210{ £045t= AWS Identity and

Access Management (IAM) &3

moI' rlr

U K A 2

Ciefoll 7] #Heto| I8 E ALERE M MEElE IAM X 2M(JSON B4, IAM G EHE Ab
&3l &) LCt.
(® Note
BIO83 g2 22 AWS X|Aoi| Rlo{of BrLCE. shX|2H CHef O] 7t2|7]= AWS Bl s
CHE 2ido fIxlg = &L Chs AMof ool ME ZE 2™ 2 Ela47t 0= 8%
(HX|L|oF S F)0llM d-gELICt,

|
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- M IARAY TS MY

« ZI& A AEH TS HOlolE

Mzt AE 5 dH

olz{8h Mol ChAof et M At AY 20 FE& AL
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(=]
« 2EHA (ZEE A 85tE BB IAM 8 MY
_|

o 3CHAH!: WX A

N
M
X
-1
i
e
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0z

+ HEFR) Al CHAF B

/A Important
O] ite| & EBHE 21 olofE = &IXH HHol M st oF Bf LCt.

Of ofofl A 21 0B = &Rt HZH 2| A ID= 999999999999Q! EhEd, 271 Ci|O|F & &IX} AWS A
M ID= 111111111111 L ch AWS

0| oflM|of M= RecipientStream 2H= Kinesis Data Streams AE 22 Al25l0{ CHAMS MMt
CloudWatch Logs7t 017[04| CIIO|EHE £ &= JUT T dt= G&h2 Mot

CH2bo| A4 E|H CloudWatch Logs= =4I A g CHAlSto{ CHAfof HIAE DﬂAIxIE
ol 5 ZE{7} &3l =T CloudWatch LogsE HE HX & CHAlSHod CHAM o 22 o[l
Ct.

LIC LIS
L=

m||]| [[:.:

HA
oSS

CHe

fjo
>.
L
ol

h24H

1. X HHol M Kinesis Data StreamsOi| CHA AE RIS MMELICH HE ZETENM CHST
Zro| U=t
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aws kinesis create-stream --stream-name "RecipientStream" --shard-count 1

EZIo| ZM AEf7| 2 w7 X| ZICHRILIC} aws kinesis descripbe-stream & & A& 5foq &0l
(o] k=)
—

£ Q)& LICH StreamDescription StreamStatus<43. EE 8 StreamDescription.StreamArn Zf
LIZ o 230 MEE22 7|55l CloudWatch F &AL,

w [

aws kinesis describe-stream --stream-name "RecipientStream"
{
"StreamDescription": {
"StreamStatus": "ACTIVE",
"StreamName": "RecipientStream",
"StreamARN": "arn:aws:kinesis:us-east-1:999999999999:stream/RecipientStream",
"Shards": [
{
"ShardId": "shardId-000000000000",
"HashKeyRange": {
"EndingHashKey": "34028236692093846346337460743176EXAMPLE",
"StartingHashKey": "0@"
1,
"SequenceNumberRange": {
"StartingSequenceNumber":
"4955113521868881845667950383198145878459135270218EXAMPLE"

}

[u-}

AEZ0| M MEi7 E W7 K| 1~28 HT J|ctedok & £ Ql&LCh.
3. CloudWatch Logs0ll AE Z|0i| CI|O|HE €2 = U= HEtE Ro{st= IAM HE 2 Y5t T
X{ ~/ TrustPolicyFor cwl.json Tt ol AlZ| HAM S MM of gfLICH BIAE MEIT|E AHE5H0q O]

o
M I U M IAM 222 A8 X DMl

0| AL sourceAccountIdE X|ZSlod &S
aws:SourceArn 22 XH HHEAE 7|18 T &retLCt &
TE2E= 32 AAARN ZEof CHA ARNZ EE=
Il S E0|M +TE AXM &4 ARNSE A5l oF LCH RISt HE= ESE CElxt 8

SEC RS
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"Statement": {
"Effect": "Allow",
"Principal": {
"Service": "logs.amazonaws.com"
},
"Condition": {
"StringlLike": {
"aws:SourceArn": [
"arn:aws:logs:region:sourceAccountId:*",
"arn:aws:logs:region:recipientAccountId:*"

}I

"Action": "sts:AssumeRole"

4. aws iam create-role @HEE AF235l0{ A M2 Il U X[HSI= IAM JE S MAEL|CH BHEHE
Role.Arn 22 L+&0i LogsOl = MEEEE 7|8l FAA|L. CloudWatch

aws iam create-role \
--role-name CWLtoKinesisRole \
--assume-role-policy-document file://~/TrustPolicyFoxCWL.json

"Role": {
"AssumeRolePolicyDocument": {
"Statement": {

"Action": "sts:AssumeRole",

"Effect": "Allow",

"Condition": {

"StringlLike": {
"aws:SourceArn": [

"arn:aws:logs:region:sourceAccountId:*",
"arn:aws:logs:region:recipientAccountId:*"

3,
"Principal": {
"Service": "logs.amazonaws.com"

+
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"RoleId": "AAOIIAH450GAB4HC5F431",
"CreateDate": "2015-05-29T13:46:29.43172",

"RoleName": "CWLtoKinesisRole",
IlPathll: II/II,
"Arn": "arn:aws:iam::999999999999:role/CWLtoKinesisRole"
}
}
5. &t YA MH3t0d CloudWatch 227 Aol M &8 £~ e ZHdS HolsthR. HA &
AE HET7|E ME35H0{ ~/ PermissionsFor cwl.json Ttoi| &t HAS MAIHL|CtH
{
"Statement": [
{
"Effect": "Allow",
"Action": "kinesis:PutRecord",
"Resource": "arn:aws:kinesis:region:999999999999:stream/RecipientStream"
}
]
}
6. awsiam BHS AL&35t0{ HEt HAE ghol 2T LICE. put-role-policy

aws iam put-role-policy \
--role-name CWLtoKinesisRole \
--policy-name Permissions-Policy-For-CWL \
--policy-document file://~/PermissionsFoxrCWL.json

a. O|EHAHE s AMA HAO| CHaof ¢dZAElE A2 ofL, CHa Mg 2t235H7| {8t
T EHH & 3 Hul BHA|E 2t2 8 24 #lL|Ch H| 0|2 =0 DestinationArnEHEHE = LIE S

aws logs put-destination \
--destination-name "testDestination" \
--target-arn "arn:aws:kinesis:region:999999999999:stream/RecipientStream" \
--role-arn "arn:aws:iam::999999999999:role/CWLtoKinesisRole"

"DestinationName" : "testDestination",
"RoleArn" : "arn:aws:iam::999999999999:ro0le/CWLtoKinesisRole",
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"DestinationArn" : "arn:aws:logs:us-
east-1:999999999999:destination:testDestination",
"TargetArn" : "arn:aws:kinesis:us-east-1:999999999999:stream/RecipientStream"

[

b. 7aEHE 2= £ 21 HOIE =X} AEAM AMA HAMS Chefar AFefLICH o] A
2 E: PutSubscriptionFilter 242 X|&5t1 & &IXF A 2ol CHafof| HMAE = /U= THet
2 FoqslioF gLct.

MM 208 HUiE AWS AHo| HEte SofErLich Mol of A stLbE XY
IO, i BHAIR AIB0| ZE|0| RAHOI B WM s xHo £ IDE XMWY 4
Q& LICh Ol H st T sLtgh MAd5tod 8F 2 X o] of2] Aol ol CHY AHez 2OE
BEUEE & = d&LC
BEIAE HE|7|E AF8504 0|&0| ~/AccessPolicy.jsonO|ZL C}S HM B & 5ILIE =
Bhet mlg MABLICH
O| A vl of| | 422 ID7} 0-12345678902] XElo| HE | Z 0| A AEHez 208
EUHESE HASFLIC
{
"Version" : "2012-10-17",
"Statement" : [
{
IlSidll : IIII’
"Effect" : "Allow",
"Principal" : "*",
"Action" : "logs:PutSubscriptionFilter",
"Resource"

"arn:aws:logs:region:999999999999:destination:testDestination",
"Condition": {
"StringEquals" : {
"aws:PrincipalOrgID" : ["0-1234567890"]

CHS ool ME 23 HIo|E] Y AR A& (111111111111)MB 23 HI0|E{ £AIKF HAEHe 2
238 B S S{SFLich

Kinesis Data Streams& At H™H 7t x| zt 21 O|0IH 3% 274



otOhE CloudWatch 21 AR 7Ho|=

{
"Version" : "2012-10-17",
"Statement" : [
{
"Sid" . "",
"Effect" : "Allow",
"Principal" : {
"AwS" : "111111111111"
.
"Action" : "logs:PutSubscriptionFilter",
"Resource"
"arn:aws:logs:region:999999999999:destination:testDestination"
}
]
}

c. O EFAolM dg8h YA E Chedof A= Lot

aws logs put-destination-policy \
--destination-name "testDestination" \
--access-policy file://~/AccessPolicy.json

# A## #A# #### ID# 1111111111# AWS ### #### ARN arn:aws:logs: #
#:9999999999909 : ### : #######H ##H # PutSubscriptionFilter# ####. CHE At
X171 o]l SMX|E MCHZE TSHE ZAedD AT st HEELIC} PutSubscriptionFilter

YAol CHEF AL A HETS| R EEE AAFSIEIH IAM ALE HB M| HA ZHALZ| AL

| o
22 HxsML.

d48 F2, 111111111111 71|’<*01| k= i@% §oist= CHal o] 40| BHAHIE & LIC J2F K|
DICHH 4B A 7= EE & BHZ Husoiz gutt
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AR 7H0|E
O| o] EHA|= IAM Ag S AIELICH IAM Ag 2 dgstH L alxt AHo| +4KE ez 7
S EE ddg Heto| UeX| 047 & 7Hd st B E CloudWatch = & LICH

2 MRE Aol Rlo{of st 5 EHE{0A] 0]

gt AMKE AHZ oA o] MMo| EHA|IE £&lshL|Ct e gl
i8tL|Ct. O] oMol A AR A& 2 1111111111110 C}

= |
45l o| ARNS X|H
AWS OrganizationsE A&35t04 Wit AH 23 F50f 2 IAM HE M

1. /TrustPolicyForCWLSubscriptionFilter.json 0| C}S EB{AE Mg MM
Ct BIAE HET|E AH835t04 O MM m 2 st IAM 2£2 AFE5HX| OHMI2

el

L

=2 OO — = -

"Statement": {
"Effect": "Allow",

"Principal": { "Service": "logs.amazonaws.com" },
"Action": "sts:AssumeRole"

}

2. O| HMZ AIS5tE IAM A2 MMghL|CH BHof olal dhetle
io| SIEEo ZestE2 HEsl SLict o] odX|oA MAstE 2dgto

24gto
CWLtoSubscriptionFilterRoleS A2 &rL|C}.

nZf2 ol H

=3
O|lEo=

m>|

rr

aws iam create-role \

--role-name CWLtoSubscriptionFilterRole \
--assume-role-policy-document file://~/
TrustPolicyForCWLSubscriptionFilter.json
P M2 S MAIE104 CloudWatch Logs7F A& 0l M +3tiEt

o=

3. o

rok

4>
20
rr
bl
°
jo
2
lo
g'l_l
>
>
to

a. B HAE HEIIE AS5H0f ChS HE HAME 0IBO| ~/

[ ==y S N

PermissionsForCWLSubscriptionFilter.json®l ItUZ MAdgL|Ct

"Statement": [
{
"Effect": "Allow",
"Action": "logs:PutLogEvents",

"Resource": "arn:aws:logs:region:111111111111:1o0g-
group:LogGroupOnWhichSubscriptionFilterIsCreated:*"
}
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aws iam put-role-policy
--role-name CWLtoSubscriptionFilterRole
--policy-name Permissions-Policy-For-CWL-Subscription-filter
--policy-document file://~/PermissionsForCWLSubscriptionFilter.json
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aws sts get-caller-identity

Ol BE2 Ct31 Hixet £32 Breteuch

{

"UserId": "User ID",

"Account": "sending account id",

"Arn": "arn:aws:sending account id:role/user:RoleName/UserName"

}
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2 EAE E 7|58 FAHAIR. RoleNameUserName
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& AGol 2a2l5t1 AWS Management Console 1EH 7|0 M 21248+ HZEo| E2dof HHetEl
IAM & = IAM A SRtz HAZAE YME HMErL|CH
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logs:PutSubscriptionFilterE Z£E £ U= BAIX HetE MBst=X] EQIstMIR. CF

S B ol WY WS 2o FLC

—_O =L

Che MMS B AWS HIH Ao 2B BE T4 2laso] 75 TEIE A4 & ol Hite
M3 gct 123456789012
{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "Allow subscription filters on any resource in one specific
account",
"Effect": "Allow",
"Action": "logs:PutSubscriptionFilter",
"Resource": [
"arn:aws:logs:*:*:log-group:*",
"arn:aws:logs:*:123456789012:destination:*"
]
}
]
}
CHE A2 BHU AWS A, AE2 2 0|F0| X|HE EY o4 2lAL0iE 7= EHEE BHE =
sampleDestination QU= TEHE MB & LICH123456789012.
{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "Allow subscription filters on one specific resource in one

specific account",
"Effect": "Allow",
"Action": "logs:PutSubscriptionFilter",

"Resource": [
"arn:aws:logs:*:*:log-group:*",
"arn:aws:logs:*:123456789012:destination:sampleDestination”

278

Kinesis Data Streams& At H™H 7t x| zt 21 O|0IH 3%



OtOFHE CloudWatch 21

A& 7H0l=
]
}
ATHA|: 75 EE{ dd
CHah 2 Mddst L 2 ool AR AHHolMH CHE AWS HH0o| 21 O|HEE SEt iy e =2
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M =Zof 75 EE{of CiEt

& M0l M3 IAM 4% ol ARNE M S810F
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CHE oAl E FE Ao 7= TEE MAMEHLCH 0] ZE{= AWS CloudTrail O|HE 7} T3 = 2
OO0 AEE B2 “RE"AWS A1 SHOZ J7|18E EE &80| o|™o BHE CHE o2 MEHEL
LIC}.
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Ch s CHAF 2 ™ol2te AERIS ZEstE

RecipientStream

CIS MMo| LIHX| EHAI0| A= AWS CloudTrail A2 M A 2| CloudWatch 212 CloudTrail O[H
E Hf7|o| X[EHE MED o|HIEY 23 El 23 OFS BHERUCID 7H°EELCt. CloudTrail Of BHA|
oAM= ol 23 2&9| 0|§0]| CloudTrail/logs2ta 7HEErLICY.
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aws logs put-subscription-filter \
--log-group-name "CloudTrail/logs" \
--filter-name "RecipientStream" \
--filter-pattern "{$.userIdentity.type = Root}" \
--destination-arn "arn:aws:logs:region:999999999999:destination:testDestination"

EI 50 CHY2 22 AWS X[of Rloqot °*L_I Ct. tX|2H CHAM2 CHE X[of Q
Streams AEZ/0} ZH2 AWS 2| AAE 71212 £ &L,

= Kinesis Data
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El ol AER|OZ MEELIC RecipientStream CHA AR A= aws kinesis &2 Al
inesis Data Streams AFEE 7}X{ 211 aws kinesis get-records get-shard-iterator @& A& 5t

Kinesis ClO|E{ AE R BIZEE 7IXQtM O|2{E EX7t &5t =X| &elg = l&LCt

5to
04
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o

aws kinesis get-shard-iterator \
--stream-name RecipientStream \
--shard-id shardId-000000000000 \
--shard-iterator-type TRIM_HORIZON

"ShardIterator":
"AAAAAAAAAAFGU/
kLvNggvndHq2UIFOw5PZc6F@1s3e3afsSscRM701SbjIefg2ub@7nkly6CDxYR1UoGHINP4m4ANFUetzfL+wev

+e2P4djJg4L9wmXKvQYoE+rMUiFq+p4Cn3IgvqOb5dRAQYybNdRcdzvnC35KQANoHZzzahKdRGb9v4scv+3vaq+f
+0IK8zM5My8ID+g6rMo7UKWeI4+IWiKEXAMPLE"

}

aws kinesis get-records \
--limit 10 \
--shard-iterator
"AAAAAAAAAAFGU/

kLvNggvndHq2UIFOw5PZc6F@1s3e3afsSscRM70]1SbjIefg2ub@7nkly6CDxYR1UoGHINP4m4NFUetzfL+wev

+e2P4djI1g4L9wmXKvQYoE+xMUiFq+p4Cn3IgvqOb5dRAOyybNdRcdzvnC35KQANoHzzahKdRGb9v4scv+3vaq+f
+0IK8zM5My8ID+g6rMo7UKWeI4&+IWiKEXAMPLE"

(® Note

get-records B&do{ gt
A& LICH

rm

F2 & xtai| 255l of Kinesis Data Streams7t Cl|O|E] BF&HE A|&HE £

Kinesis Data Streams Zl|Z = 0{Z|O|0|M SH 2 & Q& &+ U &LICH. Kinesis Data Streams 2|2 E 2|
CIO|E £82 gzip HAICE AFE S base64Z QI ELICE CHS Unix BES A8 5to] He
oA &A| CIlO|E{1E HEE £ &Lt

AN H

echo -n "<Content of Data>" | base64 -d | zcat

Cl2E 2 or= 3HX|El base64 CIO|E{= O X E 7+7 JSONSZ ZOHE/L|C}
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"owner": "111111111111",
"logGroup": "CloudTrail/logs",

"logStream": "111111111111_CloudTrail/logs_us-east-1",

"subscriptionFilters": [
"RecipientStream"
1,
"messageType": "DATA_MESSAGE",
"logEvents": [
{

"id": "3195310660696698337880902507980421114328961542429EXAMPLE",

"timestamp": 1432826855000,

"message": "{\"eventVersion\":\"1.03\",\"userIdentity\":{\"type\"

\"}"

"id": "3195310660696698337880902507980421114328961542429EXAMPLE",

"timestamp": 1432826855000,

"message": "{\"eventVersion\":\"1.03\",\"userIdentity\":{\"type\"

\"}"

"id": "3195310660696698337880902507980421114328961542429EXAMPLE",

"timestamp": 1432826855000,

"message": "{\"eventVersion\":\"1.03\",\"userIdentity\":{\"type\"

\"}"

O| CIOIEf X0l 7| A= Ct=21 Z&LCt
owner

212 AWS 21 O|o|E{e] HH ID.

logGroup

& 27 M|0|E{e| 2 O & 0|E]LC}.

logStream

2= 27 0|0|Ee| 2 AEE] 0|E L},

:\"Root

:\"Root

:\"Root
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subscriptionFilters

M

12 27 Clo|EIT YxlE TS TE 0/F SR

messageType
o0& HIA|X|= 'DATA_MESSAGE' 8&8& A& & LICH 7tE CloudWatch 210 A

“CONTROL_MESSAGE” £% 92| Kinesis Data Streams B|ZEE W2 £ Ql=0|, ol= T2 CH4

of =EE = A=K| Felst7| 218 AL

logEvents

ARE CHY M HE ALSALS| HEHHAE F7t E= HM7H5Hok 5t & o 2HE &= &Lt
M HAMA HAD 74 CHaof put-destination-policy @EE AL E = JU&LICH CHS of
HMolME o|™ofl =748 AR 1111111111110| £742Ql 21 H|o|E| M& g SEstn AH™
2222222222227} & dsIEL|Ct.

1. #XH CHA TestDestination 2t H1ZAE HAME 7K1 CtS A2 7|53l SLICH AccessPolicy

aws logs describe-destinations \
--destination-name-prefix "testDestination"

{
"Destinations": [
{

"DestinationName": "testDestination",
"RoleArn": "arn:aws:iam::999999999999:role/CWLtoKinesisRole",
"DestinationArn":

"arn:aws:logs:region:999999999999:destination:testDestination",
"TargetArn": "arn:aws:kinesis:region:999999999999:stream/RecipientStream",

"AccessPolicy": "{\"Version\": \"2012-10-17\", \"Statement\":
CON"Sid\": \"\", \"Effect\": \"Allow\", \"Principal\": {\"AWS\":
\"111111221111\"}, \"Action\": \"logs:PutSubscriptionFilter\", \"Resource\":
\"arn:aws:logs:region:999999999999:destination:testDestination\"}] }"

}
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2. A& 1111111111110| SEE|T A& 2222222222227 & EHSIEIQIS S HHESHES o] HAME A
CIlO|E&L|Ct. o] H2HE ~/ NewAccessPolicy .json IF0f| HO AAIL,

{
"Version" : "2012-10-17",
"Statement" : [
{
"Sid" . "",
"Effect" : "Allow",
"Principal" : {
"AWS" @ "222222222222"
.
"Action" : "logs:PutSubscriptionFilter",
"Resource" : "arn:aws:logs:region:999999999999:destination:testDestination"
}
]
}

3. NewAccessPolicy.json It ol & o|El 222 CH4 ol PutDestinationPolicy1Z23524™H £ &5t &l Al
o

—r .

aws logs put-destination-policy \
--destination-name "testDestination" \
--access-policy file://~/NewAccessPolicy.json

Ol st AH ID 1111111111110]H 22 o|HE 7} H|EH&tE LIt AHE ID
2222222222220 | M Lt 21 O|HE &= H|Td 222222222222 o A7 X7t 75 EHEE st
LT O SA| 2= o[Sst7| ARFELICH

M

7|& nxt AE TS YOo|E
=M Oy 7 "o
2lo| 2 E AHHo
St

| S5 YAIR AROE HEHS Loists DA AY 23 50| 1 CHY AFOl £
| CHE M A HEHS Roi3tT S 0] 752 Yn0[Est2{E B2 ol MM BHE It
=H

« 1EHA: 5 ZE HOH|0|E

« 2EHA: 71E CHE A& E2 AO0[E
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= Ue IAM L& 0| FILE|UR&LICE

mk 2 ox

A AE 7= HEtol sl % IDE AHEst= S YH|0|Esteis ZE AR AHol CiaiMHE o] A
10| EHA|E WELICH

zx Kl

O MMo| oMM 5 7He] 111111111111 A 2222222222222 HXL 999999999999 7|Zi0f
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## Existing Subscription Filter parameter values
\ --log-group-name "my-log-group-name"
\ --filter-name "RecipientStream"
\ --filter-pattern "{$.userIdentity.type = Root}"
\ --destination-arn "arn:aws:logs:region:999999999999:destination:testDestination"

0424

SEs U=ELict

0jo
jo

A2 ot

rr

2/ 75 ZH hetole gkE 3otok ot

aws logs describe-subscription-filters
\ --log-group-name "my-log-group-name"

WA AE 23 HEtof CHet =& ID AFEE AlESIES 75 EE UOo|IE

-

~/TrustPolicyForCWL.json Ito| CtS ET{AE HMS MMHELICH HAE HET|E AE
N

oto o A mtU S st IABM Z2&£2 A8

"Statement": {
"Effect": "Allow",
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"Principal": { "Service": "logs.amazonaws.com" },
"Action": "sts:AssumeRole"
}
}
2. O| HMZ AEstE IAM &2 eIt BHEol ofal| Btete|l= Arn g2t2| Arn 22
O] Hxtel R R0 H23st=22 HIE5H SLICH O Mo Mst= HE | OIF2EE
CWLtoSubscriptionFilterRole2 AFEELICH

aws iam create-role
\ --role-name CWLtoSubscriptionFilterRole
\ --assume-role-policy-document file://~/TrustPolicyForCWL. json

3. HEH HHMZ WSt CloudWatch 227t AHAM e = U= HUS HolstMA2.

a. TN HEHAE HET|E AEstod g Het YAME 0|F0l /

PermissionsForCWLSubscriptionFilter.json®l ItUZ MgL|Ct

"Statement": [
{
"Effect": "Allow",
"Action": "logs:PutLogEvents",
"Resource": "arn:aws:logs:region:111111111111:lo0g-
group:LogGroupOnWhichSubscriptionFilterIsCreated:*"

}
]
}
b. Cts BBS LUZsto &= HGeh Het HHS 2T A oA A HEF Agfol AZGFLICH

aws iam put-role-policy
--role-name CWLtoSubscriptionFilterRole
--policy-name Permissions-Policy-For-CWL-Subscription-filter
--policy-document file://~/PermissionsForCWLSubscriptionFilter.json

o424
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elisto] 15 TEIE Yo|o|EFLICH

aws logs put-subscription-filter
\ --log-group-name "my-log-group-name"
\ --filter-name "RecipientStream"
\ --filter-pattern "{$.userIdentity.type = Root}"
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\ --destination-arn
"arn:aws:logs:region:999999999999:destination:testDestination”
\ --role-arn "arn:aws:iam::111111111111:xo0le/CWLtoSubscriptionFilterRole"

2CHA|: 7|& CHA HMA A AH|0|E

2 AR AHoM 75 EHEE YOlo|ER &, 41K Aol M CHe AMA S AO|0|E
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&Lt

wt
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CHS oMo AR AEH 2 9999999999990|0H CHANO| O|E 2 testDestination®LILC}.

AUCI0|EE E5 ID7} 0-12345678902! ZElo| BE HHo| 241K HHoR 2OE Byl 4 Qe
C}. 75 WE7H MAE ARoto| MRIE 24K ARl 218 EdLc

TR AE e cH HMA HAE Ho[o[Esto] HEro| CHEF 2% ID AHE

1. SR A HAE HET|E AR50 ChS LIS E & # ~/AccessPolicy. json YU
I.

gLt
{
"Version" : "2012-10-17",
"Statement" : [
{
"Sid" . "",
"Effect" : "Allow",
"Principal" : "*",
"Action" : "logs:PutSubscriptionFilter",
"Resource" :

"arn:aws:logs:region:999999999999:destination:testDestination",
"Condition": {
"StringEquals" : {
"aws:PrincipalOrgID" : ["0-1234567890"]

}
}
}
]
}

2. O BEE U™siod &= Y8 YHE 71 ool AZELICH 5 AWS HH IDE LiYst

£ HMA HH A =% IDE HMA HHME AISSES e S YUO|O|ESE™ force TtetOl
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J> ok

aws logs put-destination-policy
\ --destination-name "testDestination"
\ --access-policy file://~/AccessPolicy.json
\ --force

FirehoseE AI8t HA™ 7t X|¥ 7t 21 0| 2 &
HEoIM 21 Clo|E|E Z2R5tE{H 21 ol Y AIKF L £ AIRFE MEsHoF &hLict.
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& E FH|7F EIAUS S Logsoll LEILICH 0] A0
MREZE 7t AWS A #HE 11111111112 EAIEL
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« 27 O|0|E{ £ AlX} - Kinesis Data Streams AEZ|2 H&35t6t= CHAS MAEStT £AIXKI7I 22
CIOIE{E ¥ 7|8 HEtChE ZWE CloudWatch Logsoll & 2ILICH a3 ChE £ AIXt= 0| CHAbod| CHst
HEE gAlRtet SRELICH o] MMo| LHHX| 2 20|Me| MRtolMeE 21 OolE = &IXE7t 7hHef
AWS H™H 815 22222222222 I A|EL|C}H

Of M449| ol Alof M= Amazon S3 AEE|X|2F B7A| Firehose T1& A E RIS AFSELICH CHE MY
© 2 Firehose & 2ERIE Y £ UELICH XHMIEF LIE2 Firehose T1& 2EE dHEE &=
StAAIR.

(® Note

23 O50 Oy Z2 AWS X[Hofl Rlofof BfLICH ot X|2F CH&f o] 7tE|Z|E AWS ElAaAE
CHE 2ol fIR[E = A&LICH
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/A Important
CtE EAHIE 2 25H7| ol HMA HHME ALESHOF Firehose7t Amazon S3 HHZ!0f| M| A&
£ l&LICH REMIEH LI 2 Amazon Data Firehose 7Hef A} OFLHA{ 2| SHA|A K02 & X514
Al
Ol MM(1EA el RE CHAHl= 21 OI0|Ef £ AIKH HI&doll A &8sl oF &hLict.
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1. Amazon S3 HZ! M Ad:

aws s3api create-bucket --bucket firehose-test-bucketl --create-bucket-

configuration LocationConstraint=us-east-1

2. ClIOIEE M3l &
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https://docs.aws.amazon.com/firehose/latest/dev/controlling-access.html#using-iam-s3
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{ "Statement": { "Effect": "Allow", "Principal": { "Service":
"firehose.amazonaws.com" }, "Action": "sts:AssumeRole", "Condition":
{ "StringEquals": { "sts:Externalld":"222222222222" } } } }

rok
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ot
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A4 AI510] HF T AHA

b. 1AM & RS 2= et AE HA o

aws iam create-role \
--role-name FirehosetoS3Role \
--assume-role-policy-document file://~/TrustPolicyForFirehose.json

c. Ol FHo| E¥2 O3 HIRELICH 9E o|F ot & ARNE 7|Ssll SLICH

Ojo

"Role": {
"Path": "/",
"RoleName": "FirehosetoS3Role",
"RoleId": "AROAR3BXASEKW7K635M53",
"Arn": "arn:aws:iam::222222222222:role/FirehosetoS3Role",
"CreateDate": "2021-02-02T07:53:10+00:00",
"AssumeRolePolicyDocument": {
"Statement": {
"Effect": "Allow",
"Principal": {
"Service": "firehose.amazonaws.com"
},
"Action": "sts:AssumeRole",
"Condition": {
"StringEquals": {
"sts:ExternalId": "222222222222"

[
[

3. T YA E BFS0] Firehose7t AIH0IM &g + Us HUS HolstM2.

o

PermissionsForFirehose.json®! TtUZ MMFHLICEH AFE Abed|ofl 2t O] ZHof| &t
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{
"Statement": [{

"Effect": "Allow",

"Action": [
"s3:PutObject",
"s3:PutObjectAcl",
"s3:ListBucket"

1,

"Resource": [
"arn:aws:s3:::firehose-test-bucketl",
"arn:aws:s3:::firehose-test-bucketl/*"

]

1]
}
b. CtE BYHES U=i5to YZ et Hek HEES IAM Agol| AZELICH.

aws iam put-role-policy --role-name FirehosetoS3Role --policy-name
Permissions-Policy-For-Firehose-To-S3 --policy-document file://~/
PermissionsForFirehose. json

4. Ctg BY0{E =235t0{ Firehose & AEZIE MMELICH my-role-arny & my-bucket-
arnbdfZoi| St= SHIE 22 E H T AAIR

aws firehose create-delivery-stream \
--delivery-stream-name 'my-delivery-stream' \
--s3-destination-configuration \
'"{"RoleARN": "arn:aws:iam::222222222222:role/FirehosetoS3Role", "BucketARN":
"arn:aws:s3:::firehose-test-bucketl"}"'

S
[ib]
i
i
r
o

CtE2a 2

"DeliveryStreamARN": "arn:aws:firehose:us-east-1:222222222222:deliverystream/
my-delivery-stream"

}
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O] Mite| ZE BHE =1 ClofE £ &IXH AlHoil M st oF BfLCH.

CH& o MS |2 CloudWatch Logs= ==& A'HE Ci&lsto] CHa ol BEIAE HAIX|E EHLICH LIS
of #5 EE{7t 482t x|H CloudWatch Logs= & #A/HE Cidlsto{ Cigol 2 o[HEE =L
Ct.

CH& 2 Mdsted™
1. OolM 1EHA: Firehose & AE 2| M4 OHE Firehose AE 20| s W77HX| ZICI2IM L. CF
2 HHO0{E AI835lod &QolE £ Q&LIC} StreamDescription StreamStatusZ 4.

aws firehose describe-delivery-stream --delivery-stream-name "my-delivery-stream"

CESt 7128l A Al DeliveryStreamDescription. DeliveryStreamARN Zt&IL|C}. O|F B0l
At8atiok 5t7| IHE LICt o] HHEo| ME &£3:

{
"DeliveryStreamDescription": {
"DeliveryStreamName": "my-delivery-stream",
"DeliveryStreamARN": "arn:aws:firehose:us-

east-1:222222222222:deliverystream/my-delivery-stream",
"DeliveryStreamStatus": "ACTIVE",
"DeliveryStreamEncryptionConfiguration": {
"Status": "DISABLED"

b
"DeliveryStreamType": "DirectPut",
"VersionId": "1",

"CreateTimestamp": "2021-02-01T23:59:15.567000-08:00",
"Destinations": [
{
"DestinationId": "destinationId-000000000001",
"S3DestinationDescription": {
"RoleARN": "arn:aws:iam::222222222222:role/FirehosetoS3Role"
"BucketARN": "arn:aws:s3:::firehose-test-bucketl",
"BufferingHints": {
"SizeInMBs": 5,
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"IntervalInSeconds": 300
1,
"CompressionFormat": "UNCOMPRESSED",
"EncryptionConfiguration": {
"NoEncryptionConfig": "NoEncryption"
1,
"CloudWatchLoggingOptions": {
"Enabled": false

.
"ExtendedS3DestinationDescription": {
"RoleARN": "arn:aws:iam::222222222222:role/FirehosetoS3Role",
"BucketARN": "arn:aws:s3:::firehose-test-bucketl",
"BufferingHints": {
"SizeInMBs": 5,
"IntervalInSeconds": 300
},
"CompressionFormat": "UNCOMPRESSED",
"EncryptionConfiguration": {
"NoEncryptionConfig": "NoEncryption"
},
"CloudWatchLoggingOptions": {
"Enabled": false

},
"S3BackupMode": "Disabled"
}
}
1,
"HasMoreDestinations": false
}
}
& AEZO| 2d AEN7F E K| 1~28 HE 7|Ct2doF & 5 JU&LICt.

2. ™M& AERO| #d3E|™ Firehose AEZ0] LIO|EHE &2 HEHE CloudWatch Logs0il 5045t
= IAM &2 MAgHLICH HX] TrustPolicyFor~/ cwl.json It ol A1 2| S MASHok ghuiCt
BIAE TWET|E AI83t0{ o] HAg MMEM L. CloudWatch 21 A= ZQIEof CHEH XEAIEH LY
2 Amazon CloudWatch Logs YEZQIE L &S R X5 AAL.

SE 2R Het EXE Yrlsts ol 280l Sl
d F50|M A4 A IDE ofE
740l Z&LICH $4 $H0lME A4 ARNE &

0| AL sourceAccountIdE X|Zst04
aws :SourceArn 22 ZH HEHAE 7|
DEE B AA ARN Z=of CHA ARNS

L FM
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https://docs.aws.amazon.com/general/latest/gr/cwl_region.html
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H S E0M =EIBH AX| AA ARNSZ MAHEHoF BLICH RIMISH HEE & CHE|At © XS
SE IS
{
"Statement": {
"Effect": "Allow",
"Principal": {
"Service": "logs.region.amazonaws.com"
1,
"Action": "sts:AssumeRole",
"Condition": {
"StringLike": {
"aws:SourceArn": [
"arn:aws:logs:region:sourceAccountId:*",
"arn:aws:logs:region:recipientAccountId:*"
]
}
}
}
}
3. awsiam create-role BHE AtE510] IAM HE 2 Mdall &2 BHE A= HA ntdg X[-EELc

aws iam create-role \

--role-name CWLtoKinesisFirehoseRole \
--assume-xole-policy-document file://~/TrustPolicyForCWL.json

CtE2 &3 HEULICH o|F HHOIM ArE38H{oF st=22 EteHEl Role.Arn gf2 HZ235H SLIC.
{
"Role": {
"Path": "/",
"RoleName": "CWLtoKinesisFirehoseRole",
"RoleId": "AROAR3BXASEKYJYWF243H",
"Arn": "arn:aws:iam::222222222222:role/CWLtoKinesisFirehoseRole",
"CreateDate": "2021-02-02T08:10:43+00:00",
"AssumeRolePolicyDocument": {
"Statement": {
"Effect": "Allow",
"Principal": {
"Service": "logs.region.amazonaws.com"
.
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"Action": "sts:AssumeRole",
"Condition": {
"StringlLike": {
"aws:SourceArn": [
"arn:aws:logs:region:sourceAccountId:*",
"arn:aws:logs:region:recipientAccountId:*"

]
}
}
}
}
}
}
4. THFH HMZ M445t0{ CloudWatch 227+ H ™o M =& = U= =2 HOlstMAIL. MK
BIAE MET|E AH83H0{ ~/ PermissionsFor cwl.json Ttlof| HEt H2g MAELIC
{
"Statement": [
{
"Effect":"Allow",
"Action":["firehose:*"],
"Resource":["arn:aws:firehose:region:222222222222:*"]
}
]
}
5 L= BHE =dstod et WM E Jehol @=L C.

aws iam put-role-policy --role-name CWLtoKinesisFirehoseRole --policy-name
Permissions-Policy-For-CWL --policy-document file://~/PermissionsForCWL.json

6. Firehose & AEZIO| &4 AEf7I |10 IAM & MMHEH £ Logs CHA S MAE &= &LCt.

[ |
CloudWatch

a. O|EHE +Ctn AMA HAo| CHeofl HAEE A2 oL, CiY dEE 2 =57 2
| 8O

aws logs put-destination \

--destination-name "testFirehoseDestination" \
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--target-arn "arn:aws:firehose:us-east-1:222222222222:delivexystream/my-

delivery-stream" \
--role-arn "arn:aws:iam::222222222222:role/CWLtoKinesisFirehoseRole"

"destination": {
"destinationName": "testFirehoseDestination",
"targetArn": "arn:aws:firehose:us-east-1:222222222222:deliverystream/

my-delivery-stream",
"roleArn": "arn:aws:iam::222222222222:role/CWLtoKinesisFirehoseRole",

"arn": "arn:aws:logs:us-
east-1:222222222222:destination:testFirehoseDestination"}

FAE 2t28 £ 23 C|0|E = AIKF H|78(222222222222)04| A HMA HAHS CHAM D}

O] HAMZ Ar&stH 21 oIo|& Y AR A (111111111111)0] 22 HIO|E{ = 4IX}
H’E(222222222222) 0| CHE Of| MM AE = AU&LICH HAE HET|E AL 504 ~/
|

AccessPolicy .json Ttoj| o] HAZ g = U&LICt.

{
"Version" : "2012-10-17",
"Statement" : [
{
"Sid" . """,
"Effect" : "Allow",
"Principal" : {
"AWS" . "111111111111"
b
"Action" : "logs:PutSubscriptionFilter",
"Resource" : "arn:aws:logs:us-
east-1:222222222222:destination:testFirehoseDestination"
}
]
}

c. O|ZH 5t CHabof CHEH 27| HM|A HEHS 7HE MRS Holste HAo| Mgt ol
M CHa o HMASHT| 8 logs: PutSubscriptionFilter 242 X[ sHoF gLICH mxt A
A& Xt= O] PutSubscriptionFilter2f 42 AI&36t0d SMX|2 23 O[HEE M&ELICH

aws logs put-destination-policy \
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--destination-name "testFirehoseDestination" \
--access-policy file://~/AccessPolicy.json

3CHA|: mAF A& CHabol CHEH IAM Mt FIoHAS

AWS IRt HS M2 Tyt 2Elof 2 H A 7t 2lAA (of: 75 LEQ| iAo 2 A ElE Kinesis
irehose AE Zl) 0ff HA|ASIE{HE ™S HTHol| Al™E 7+ CHef 2lAA0] CHEF BAIX HMAE X

EEF
S5t= ID 7|8k FAof Rlofok BrLICh HA Bt ZXof ChEr REM|EH LI82 WAt A8 BM Bt =
g BZxstMlR
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"UserId": "User ID",
"Account": "sending account id",
"Arn": "arn:aws:sending account id:role/user:RoleName/UserName"

2 EAE UE 7158 FHAIL. RoleNameUserName
S Management Console 1EHH|0f A 1235t 40| E=d0f HiEHEl
IAM ALERIE AZE HAg AMEL|Ct
3. O] ¥g = AEXtolA AT HAo| mAH A CHat 2laA0M
logs:PutSubscriptionFilterE Z&E = U= BA|IA HEtS MSst=x| &QlstM . T

% — = —
2 M ofl= HE HEE 2o FLCH

S YM2 HU AWS AE A8z EE Of
SErLch 123456789012
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{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "Allow subscription filters on any resource in one specific
account",
"Effect": "Allow",
"Action": "logs:PutSubscriptionFilter",
"Resource": [
"arn:aws:logs:*:*:log-group:*",
"arn:aws:logs:*:123456789012:destination:*"
]
}
]
}
Che BAe T AWS IS, AIHO R 0[5 0| XIHE S iy BlaLolat 75 TEIS OIS
sampleDestination A= H™EtE NI ELICI123456789012.
{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "Allow subscription filters on one specific resource in one

specific account",
"Effect": "Allow",
"Action": "logs:PutSubscriptionFilter",
"Resource": [
"arn:aws:logs:*:*:log-group:*",
"arn:aws:logs:*:123456789012:destination:sampleDestination”

ATHA: TS TE] M4

ol oo MHE 1111111111112 Sl Aoz MEHEIM L. O|X Sl Ao 1S ZE|E Mgt
LICt. O of| Alol| A= EE{7F AWS CloudTrail O|HIEZt 2t El 23 JF3 HAE[0{ 'R E' AWS
AH ZHoZ J|EE ZE #50| o|™of BHE CHa o2 MEELICH AWS CloudTrail O|HIEE
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aws logs put-subscription-filter \
--log-group-name "aws-cloudtrail-logs-111111111111-300a971e" \
--filter-name "firehose_test" \
--filter-pattern "{$.userIdentity.type = AssumedRole}" \
--destination-arn "arn:aws:logs:us-
east-1:222222222222:destination:testFirehoseDestination”

23 350 cd2 22 AWS X|dofl {ofoF gfLICt 3t X|BF CHAFE CHE X|240]l Q= Firehose AE
2 Z2 AWS 2|AAE 72— £ Q&L

EJOHIE & A3

T5 ZIE{& BHE™ CloudWatch LogsE LHe i Ux[Ste 2 4l 21 o|HIEE Firehose T

& AER|IOZ MEFILICE Firehose & AE R0 MHE AlZt HIH ZH4E 7|82 2 Amazon S3 H
Zloj dolE{7t EAIZ|Z| AlZHELICEH S88 AlZho| XLt LHH Amazon S3 H{Z) S =250 Cl|o|H
E =olg = lgLich S &elstzd™ s HE S =g

aws s3api list-objects --bucket 'firehose-test-bucketl'

siie P2 ChE ot HixotH EHELICH

"Contents": [
{

"Key": "2021/02/02/08/my-delivery-
stream-1-2021-02-02-08-55-24-5e6dc317-071b-45ba-a9d3-4805ba39c2ba",
"LastModified": "2021-02-02T09:00:26+00:00",

"ETag": "\"EXAMPLEa817fb88fc770b81c8f990d\"",

"Size": 198,
"StorageClass": "STANDARD",
"Owner": {
"DisplayName": "firehose+2test",

"ID": "EXAMPLE27fd05889c665d2636218451970ef79400e3d2aecca3adb1930042e0"
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/send-cloudtrail-events-to-cloudwatch-logs.html
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olotZE CloudWatch 21 MEX 7t0|E
}
]
}
CHE T 24510l HIIOIA B B ZAE + UALICH O TOIM ¥ ZHOE keyol 2t
2 HhELICH

aws s3api get-object --bucket 'firehose-test-bucketl' --key '2021/02/02/08/my-delivery-
stream-1-2021-02-02-08-55-24-5e6dc317-071b-45ba-a9d3-4805ba39c2ba'’ testfile.gz

Amazon S3 Z4X|9| HIO|E{E gzip HAIC 2 LS ELICH O S WY & siLIE A8 5o BYEE M 2
Al CIOIEE HEE = A&LICH

Linux:

zcat testfile.gz

macOS:

zcat <testfile.gz

RELY) Al CHY R4l £

Ret Ao 2O Y AXE F7F E= XM 7H5H0F St &0l e = AU&ELICH Af AHAMA A
&35t CHA ol A PutDestinationPolicy 2 42 A& & &= Q& LICt CHS oMol = ool F7t
H%211111111111110| 722l 21 O|0o|E| A4S STH5tT 7|3 3333333333330 EFAd5HE]

LICF.

I_I

F-".E ﬂlIO F>

I

&K CHAF TestDestination If Q1ZAE M2 71X 21 CH2 AFEE 7|50 ELICH AccessPolicy

—

aws logs describe-destinations \
--destination-name-prefix "testFirehoseDestination"

"destinations": [

{

"destinationName": "testFirehoseDestination",
"targetArn": "arn:aws:firehose:us-east-1:222222222222:deliverystream/

my-delivery-stream",
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F7tol=

"roleArn": "arn:aws:iam:: 222222222222:role/CWLtoKinesisFirehoseRole",
"accessPolicy": "{\n \"Version\" : \"2012-10-17\",\n \"Statement

\" : [\n {\n \"Sid\" : \"\",\n \"Effect\" : \"Allow\",\n
\"Principal\" : {\n \"AWS\" : \"111111111111 \"\n },\n \"Action
\" : \"logs:PutSubscriptionFilter\",\n \"Resource\" : \"arn:aws:logs:us-

east-1:222222222222:destination:testFirehoseDestination\"\n IN\n  I\n}\n\n",

arn": "arn:aws:logs:us-east-1:
222222222222 :destination:testFirehoseDestination",
"creationTime": 1612256124430

2. AE 1111111111110| SEE|1 |5 3333333333330| S} EIRS 2 BHPSHE S O
Hlo|EgLIC} O] HAHE ~/ NewAccessPolicy .json IF0i Ho &AL,

{
"Version" : "2012-10-17",
"Statement" : [
{
"Sid" . "",
"Effect" : "Allow",
"Principal" : {
"AWS" : "333333333333 "
},
"Action" : "logs:PutSubscriptionFilter",
"Resource" : "arn:aws:logs:us-
east-1:222222222222:destination:testFirehoseDestination"
}
]
}

3. LC}Z HYE NewAccessPolicyAb 235104 json THol| ZHo|El H2ig CHabol edZAEL|Ct.

aws logs put-destination-policy \
--destination-name "testFirehoseDestination" \

--access-policy file://~/NewAccessPolicy.json

ol 3t HAHE ID 1111111111110l 22 o|HE 7} H|ZE HstELICH AE ID

3333333333330{|A L2 21 O|HE = H™H 3333333333332 &ARA7t 5 EHEE dHstn

LHH O A g2 2 0|Sst7| AlEFE LI
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MIDE 1111111111110 ck AWS

O] of Mo HE RecipientStream ZH= Kinesis Data Streams 2E 22 AF235t0{ CHA S M M5t
CloudWatch Logs7t 017[04| CIIO|HE £ &= JUEF st= g2 Mgghct

Kinesis Data Streams& A&t HH 7t 2| AH =& 715 302



ofobE CloudWatch 21 AR 7o|=

CH& o| M A E|P CloudWatch Logs= =& A E CHAlSto] CHetoll ElAE HIAIXIE E.:'.* Lich LtS
o +5 ZE{7I #43tE|™ CloudWatch Logs= & HAE2 CHAl5to{ CHA O 23 O|HEE EHL

{| A Kinesis Data StreamsO0i| CHA AEZIS MASH Ot HH T E T E|A CI2T

aws kinesis create-stream --stream-name "RecipientStream" --shard-count 1

EZo| M AEi7t 2 w7t x| Z|c2ILIC}. aws kinesis descripbe-stream B S A& 5104 & QI
2= Ql&LIC} StreamDescription StreamStatus% . =8t StreamDescription.StreamArn Zf
IS0 210 MEE|2 2 7|S3H CloudWatch A A|2.

=]
=]
[

aws kinesis describe-stream --stream-name "RecipientStream"
{
"StreamDescription": {
"StreamStatus": "ACTIVE",
"StreamName": "RecipientStream",
"StreamARN": "arn:aws:kinesis:us-east-1:999999999999:stream/RecipientStream”,
"Shards": [
{
"ShardId": "shardId-000000000000",
"HashKeyRange": {
"EndingHashKey": "34028236692093846346337460743176EXAMPLE",
"StartingHashKey": "0@"
b
"SequenceNumberRange": {
"StartingSequenceNumber":
"4955113521868881845667950383198145878459135270218EXAMPLE"

}

[}

AEZ0| 28 4Ef7t E WXl 1~28 Hx 7|ctedoF & = U&Lch

3. CloudWatch Logsoll AE2l0f CI|IO|E{E E2 += = HES Foiste IAM Q&2 MHFM. ™
X{ ~/ TrustPolicyFor cwl.json Tt Uoi| AlZ| HAM S MHMsHof gfLICt BAE HET|E AHE5H0q 0]
| OFA]

M I U MG T IAM 222 A8HX

Kinesis Data StreamsE At&8t A™Y 7t 2| AYH =& 75 303



OtOFHE CloudWatch 21

0| M& 2 sourceAccountIdE X|X&tof &

aws:SourceArn 22 X HHAE 7|2 T EELICH A HMH = A

PDE= B2 AA ARN ZEof CHY ARNS E& 0| E4LICH &4 SE0ME A& ARNE A
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] 220 = EE AX AL ARNS 2 - s{oF B LICH RtME HE = ESE CHE[AL T XIS

—
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"Statement": {
"Effect": "Allow",
"Principal": {
"Service": "logs.amazonaws.com"
},
"Condition": {
"StringLike": {
"aws:SourceArn": [
"arn:aws:logs:region:sourceAccountId:*",
"arn:aws:logs:region:recipientAccountId:*"

}I

"Action": "sts:AssumeRole"

T

4. aws iam create-role @E S A& 5104 AME| HAM DU E X|H5t= IAM HEg S MMEL|CH BHetE

Role.Arn Zf2 L}E0 Logstl = ME |22 7[F8l F4&A|2. CloudWatch

HA L—

aws iam create-role \
--role-name CWLtoKinesisRole \
--assume-role-policy-document file://~/TrustPolicyFoxCWL.json

"Role": {
"AssumeRolePolicyDocument": {
"Statement": {

"Action": "sts:AssumeRole",

"Effect": "Allow",

"Condition": {

"StringLike": {
"aws:SourceArn": [
"arn:aws:logs:region:sourceAccountId:*",

Kinesis Data StreamsE AF&&t AE 7t 2IH AH =& 75 304
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"arn:aws:logs:region:recipientAccountId:*"

I
"Principal": {
"Service": "logs.amazonaws.com"

},

"RoleId": "AAOIIAH450GAB4HC5F431",

"CreateDate": "2023-05-29T13:46:29.4317",

"RoleName": "CWLtoKinesisRole",

"Path": "/",

"Arn": "arn:aws:iam::999999999999:r0le/CWLtoKinesisRole"

[

5. Tt WHME 44450 CloudWatch 2271 AH|AM =dE = /U= HUS HolstMe. HX B
AE HEI7|E AHE35H0d ~/ PermissionsFor cwl.json THof| HEH HAHS MAIshL|C}

{
"Statement": [
{
"Effect": "Allow",
"Action": "kinesis:PutRecord",
"Resource": "arn:aws:kinesis:region:999999999999:stream/RecipientStream"
}
]
}

6. awsiam BHEES AI&35o4 HEH HAZ dgof i

|]:0II

FLIC}. put-role-policy

aws iam put-role-policy \
--role-name CWLtoKinesisRole \
--policy-name Permissions-Policy-Fox-CWL \
--policy-document file://~/PermissionsForCWL.json

7. AERO| &Y HdEf7F £l IAM AE 2 MASEH & CloudWatch 21 CHa 2 M = J&Lch

a 0| CHHE s AMA HHOo| Clefofl AEE= A2 otLI, CHA Mg 2t=5t7| ||t
CtA = & Huf A2 2t2 5 74 #ol L |Ct. I 0|2 =0 DestinationArnEHEHE|= LIRS
| i FHAIR.
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aws logs put-destination \
--destination-name "testDestination" \
--target-arn "arn:aws:kinesis:region:999999999999:stream/RecipientStream" \
--role-arn "arn:aws:iam: :999999999999:role/CWLtoKinesisRole"

{
"DestinationName" : "testDestination",
"RoleArn" : "arn:aws:iam::999999999999:role/CWLtoKinesisRole",
"DestinationArn" : "arn:aws:logs:us-
east-1:999999999999:destination:testDestination",
"TargetArn" : "arn:aws:kinesis:us-east-1:999999999999:stream/RecipientStream"
}
b. 7atHE 2238 & 271 |0|E{ £ 4K} 7

M HMA HES CHef ot o487 L Ct o &
2 2. PutSubscriptionFilter 242 X|Z5t 1 & AR H|Zd0d| CHAOf] HAM|AF
= Foq{afof &Lct.

M2 208 BUE AWS AHol e RofELICH Mol M ol AN SR XIHE &
QUOM, FE= SR A0l ZElO] TAIOI B HML ST TElo| TX IDE RN 4
UELICH O|F H| ot 2 5tLIEH 24d5lod BF Z=%]o] of] H|HO| o| CHY AI™He 2 2O &
HUHES 8+ AaLc
BHIAE HWE|J|E AFE3104 0|§0| ~/AccessPolicy.jsonO|ZL CIS HM B F 5ILIE =
et oS gLt
O & 1 od| | A2 ID7} 0-123456789021 ZXo| ZE HH™O| 4kt AHe2 Z2OE
HIUES S F L
{
"Version" : "2012-10-17",
"Statement" : [
{
"Sid" : "",
"Effect" : "Allow",
"Principal" : "*",

"Action" : ["logs:PutSubscriptionFilter","logs:PutAccountPolicy"],
"Resource"
"arn:aws:logs:region:999999999999:destination:testDestination",
"Condition": {
"StringEquals" : {
"aws:PrincipalOrgID" : ["0-1234567890"]

Kinesis Data StreamsE At&8t A™Y 7t 2| AYH =& 75 306



otOhE CloudWatch 21 AR 7Ho|=

CIS odlolME 22 Hlo|Ef 2 AR A& (111111111111)MBF 23 HIOo|E| £ AKX HEHe 2
20E BEHES S{SELch.

{
"Version" : "2012-10-17",
"Statement" : [
{
"Sid" o "",
"Effect" : "Allow",
"Principal" : {
"AwS"™ . "111111111111"
.
"Action" : ["logs:PutSubscriptionFilter", "logs:PutAccountPolicy"],
"Resource" :
"arn:aws:logs:region:999999999999:destination:testDestination"
}
]
}

c. O EtAolM dg8h EAE cedof g7 Lict

o _=

aws logs put-destination-policy \
--destination-name "testDestination" \
--access-policy file://~/AccessPolicy.json

# #AA HA# A##EA ID# 1111111111# AWS ### #### ARN arn:aws:logs: #
#:9999999999909 : ##H# : ####### ### # PutSubscriptionFilter# ####. CHE Al
X7t ol SMX|IE 4UIE TSHE Zdedn Al et HF EL|Ct PutSubscriptionFilter

YAol CHEr AL A HETS| R 28 S AASIEIH IAM ALE HB M| HA ZHALZ| AL

o o 1 =

g nixe™ wR A HetE AF25H7] AWS Organizations 2/ AFEsHE A< CHS BHAHIE [
EMR. 2EAH: (EEE Ar835t= ZH T IAM 238 M4 Organizations& AF&3st= CHAI CHE AIH
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https://docs.aws.amazon.com/IAM/latest/UserGuide/policies_policy-validator.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/policies_policy-validator.html
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O MMM 111111111111 HI™HO| &8t =20 HEHE F0{5t= UM A HME A8 a2
e B2, 111111111111 AEoll 2 HEFE Foiste Cidl o] Mo BHAHE WELIcH 2K
OICHH 3EHA!: A +#Eo| 75 TH YA 4 BAHZ d{Fo{x Eulc

Of Mol ChAl= IAM &S MAFLICH IAM HEH S MAESHH Y AR HIHol| 4IRS Moz 7
S EEE ddg Heto| U=X| 48 E 715t HEE CloudWatch == A &LICH

-T
(o]
L
o)
i

dh X AHol M of Mdo| EHHAIE g LII: A2 X Aol {o{of ot = EE{0A O]
g o] ARNE X|ZELICE o] oMol & MR AE2 111111111111 L

AWS Organizations& AF&35t04 Wit HH 21 750 23 IAM & 44

1. /TrustPolicyForCWLSubscriptionFilter.json ZIt0i C}S EEAE =Y
O} BlAE HE7|2 ALR 5104 0] MM [1US MASI T, IAM 222 AFR 3R] OIH2

ffo
>
£
z
Q'I_l
r

{
"Statement": {
"Effect": "Allow",
"Principal": { "Service": "logs.amazonaws.com" },
"Action": "sts:AssumeRole"
}
}

2. O| HHMZ AE5tE IAM g2 et HEol ols BHetEl= Arn 212
ol 2o Zesta 2 HZsH SLCt O] MMM MAdsH= 2 %E | o|%9§E
CWLtoSubscriptionFilterRoleS AFSEFLICH.

aws iam create-role \
--role-name CWLtoSubscriptionFilterRole \
--assume-role-policy-document file://~/
TrustPolicyForCWLSubscriptionFilter.json

3. HEH YHMZ M5t CloudWatch Logs7t HIHoM & = = EHUE Holst A2,

a. ':'"H HAE HETIE ASStod EP° ‘E?_F SRR OIEOI ~/
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"Statement": [
{
"Effect": "Allow",
"Action": "logs:PutLogEvents",
"Resource": "arn:aws:logs:region:111111111111:lo0g-
group:LogGroupOnWhichSubscriptionFilterIsCreated:*"

}
]
}
b. Cts BBS LUZsto &= HGEh Mt HHS 2B A oA & dEF Agfoll AAFLICH

aws iam put-role-policy
--role-name CWLtoSubscriptionFilterRole
--policy-name Permissions-Policy-For-CWL-Subscription-filter
--policy-document file://~/PermissionsForCWLSubscriptionFilter.json

HUS O 3EA: AE &0l 75 EH S 48 BAZ go{ZLch

5]

3L AR £ F0 TS e B My

CHaM S Mddst L 2 ool = AlXE AH-HolMH CHE AWS HH0| 21 O|HEE SEt iy ez
MEE 4+ AT E CHA ARN(arn:aws:logs:us-east-1:999999999999:destination:testDestination) & O|
EN SR = Y&LICH 2™ o2{8t CtE ™ME HA™ AL Xt= o| CHeof aligEl= 21 a8 oY
gt 75 EEE MYELICH O A 75 el MA[e2 MEst 20 J80M XHE AERCR
2 O|o|HE 0|8 AIZ|Z] AlEFEFLICE
(® Note
M| =20l 5 LE{of CHEE HEHE Roiste 42 28 A (REE A8st= Z<0dEhH IAM
o458t Mo A M43t IAM 2418 O ARNES AtE ok EfLict

CtZ A= EUe A™H HE &2 75 EE HAME phELICH ZEs Y alxt
111111111111 AE0t A4 E[o] EE L MEd 7|E UX[t= ZE 21 O[HETL O|Tof BHE CHe
o2 MEELICH T CHE 2 “Bte AEEE ZHE 3 LICE RecipientStream
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Ol selection-criteria E=& ME| AL O[X[EH 1= EE{0M F&t 2O XHE L2 Z = UE
23 a5 Melste o SELICH o]l EXMet Melgd 20 OF A™o| thEr RiME i8S & &=
1

0
SHMAIRZ 0 A WX $R X|HEl= HMK= NOT INEQL|Clselection-criteria.

aws logs put-account-policy \

--policy-name "CrossAccountStreamsExamplePolicy" \

--policy-type "SUBSCRIPTION_FILTER_POLICY" \

--policy-document
'{"DestinationArn":"arn:aws:logs:region:999999999999:destination:testDestination”,
"FilterPattexrn": "", "Distribution": "Random"}' \

--selection-criteria 'LogGroupName NOT IN ["LogGroupToExcludel",
"LogGroupToExclude2"]"' \

--scope "ALL"
SFARE Aol 20 a0 CHa o] 22 AWS X[doi| Q{ofok BfLICH 3HXIBH CHA 2 CHE X0l /U=
Kinesis Data Streams 2EZ{1} Z2 AWS Z|AAE 7I2|1ZH = JU&LICH
EJOME & HE
AY =& 75 ZEf M S BHEH CloudWatch Logs= EE IHE & MEH 7|ZE0t UR|SHE ZE +
M =z7 o|HEE CHy AEE] Lol HestE AER "o MHELICH RecipientStream CH& AR A}
D424
o o

I
I

= aws kinesis 2 AF&35t0q KlneS|s Data Streams Al 7IX 211 aws kinesis get-records get-
shard-iterator BE 2 A&5t0 L= Kinesis HIO|E| AER HZEE 7tX{QtA 0|28 2X7t &5t

EX| &#elg + &Lt

aws kinesis get-shard-iterator \
--stream-name RecipientStream \
--shard-id shardId-000000000000 \
--shard-iterator-type TRIM_HORIZON

"ShardIterator":

"AAAAAAAAAAFGU/
kLvNggvndHq2UIFOw5PZc6F@1s3e3afsSscRM701SbjIefg2ub@7nkly6CDxYR1IUOGHINP4m4NFUetzfL+wev
+e2P4djIg4L9wmXKvQYoE+rMUiFg+p4Cn3IgvqOb5dRAQYyybNdRcdzvnC35KQANoHZzzahKdRGb9v4scv+3vaq+f
+0IK8zM5My8ID+g6rMo7UKWeI4+IWiKEXAMPLE™
}

aws kinesis get-records \
--limit 10 \
--shaxrd-iterator
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"AAAAAAAAAAFGU/
kLvNggvndHq2UIFOw5PZc6F@1s3e3afsSscRM70]1SbjIefg2ub@7nkly6CDxYR1UoGHINP4m4&NFUetzfL+wev
+e2P4djIg4L9wmXKvQYoE+xMUiFq+p4Cn3IgvqOb5dRAOyybNdRcdzvnC35KQANoHzzahKdRGb9v4scv+3vaq+f

+0IK8zM5My8ID+g6rMo7UKWeI4+IWiKEXAMPLE"

@ Note
Kinesis Data Streams7} CIO|E{ & Bt&t5t7| A|ZE5HT7| T0i get-records BEES & B CHA|
AldsHoF & = A&LICt.

|C}. Kinesis Data Streams &i| 2. E 9]

Kinesis Data Streams Bi|Z = o{Z|0|0|MH SEE EE &= US
2 QIaZEL|Ct CF2 Unix B2 AF25tod HHEE

HIO|E| 42 gzip HAlo 2 A =E LIS basebs
oM HAICIOIEHE HEE = JU&LIC

n "<Content of Data>" | base64 -d | zcat
ZE 7t JSONe =2 ZBHEL|CE

echo -

al of = K| =l baseb4 OIO|E{E= CFE T

Cl2E & oSF

{
"owner": "111111111111",
"logGroup": "CloudTrail/logs",

"logStream": "111111111111 CloudTrail/logs_us-east-1"

L

"subscriptionFilters":
"RecipientStream
1,
"messageType": "DATA_MESSAGE",
"logEvents": [
{
"id": "3195310660696698337880902507980421114328961542429EXAMPLE"
"timestamp": 1432826855000,
"message": "{\"eventVersion\":\"1.03\",\"userIdentity\":{\"type\":\"Root
\"}"
I
{
"id": "3195310660696698337880902507980421114328961542429EXAMPLE"
"timestamp": 1432826855000,
"message": "{\"eventVersion\":\"1.03\",\"userIdentity\":{\"type\":\"Root
\"}"
I
{
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"id": "3195310660696698337880902507980421114328961542429EXAMPLE",

"timestamp": 1432826855000,

"message": "{\"eventVersion\":\"1.03\",\"userIdentity\":{\"type\":\"Root
\II}II

ClIOIE X9 2 A= Ct21 Z&LCH
messageType

CllolE{ MIAIX|= "DATA_MESSAGE" f&82 AFS & LICt 7t CloudWatch 2104 M

“CONTROL_MESSAGE” £% 2| Kinesis Data Streams B|ZEE W2 £ Ql=0|, ol= T2 CH4

of TEE 4 Q=X EQlsty| SI3 HLich
owner

& 23 Hlo|E{e] AWS A H ID.
logGroup

& 23 do|E{el 21 1§ o|§Lct
logStream

=2 27 0O|Ee 2O AE

o
o
o
I°
r
o

subscriptionFilters

E =23 O|o|Ez LR(|EF 7= EE 0|§ SHULICH

logEvents
23 O|HE 2|2 E of2fo] WEHZ EFE|= AN 23 dIO|EL|CE "ID" &2 ZE 21 o[l
= 0| 1R AlgxtLct

oM 4 E

12
mjo

HHMO| AME =F. “ACCOUNT_LEVEL_POLICY’'E HIH =&2| 75 TH
policylLevel 28 ZILICt

AR OOl 2R AL Rl HEHAIS %7} Ei HMHsHof st ArEol ZlmE 4 QlarLich

A ]
M HMA 2T &7 CHaofl put-destination-policy @HEE A

0fo
e
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=rC}

MollME olTol| FItet A=l 1111111111110] FI7HAQl 21 H|o|H T&E SE
2222222222227t &/&stE LCt.

ol

to AH

1. TR CHe TestDestination It AAAE HME 71X CFZ A E 7|56 SLICH AccessPolicy

—

aws logs describe-destinations \
--destination-name-prefix "testDestination"

{
"Destinations": [
{

"DestinationName": "testDestination",
"RoleArn": "arn:aws:iam::999999999999:role/CWLtoKinesisRole",
"DestinationArn":

"arn:aws:logs:region:999999999999:destination:testDestination",
"TargetArn": "arn:aws:kinesis:region:999999999999:stream/RecipientStream",

"AccessPolicy": "{\"Version\": \"2012-10-17\", \"Statement\":
CON"Sid\": \"\", \"Effect\": \"Allow\", \"Principall\": {\"AWS\":
\"111111221111\"}, \"Action\": \"logs:PutSubscriptionFilter\", \"Resource\":
\"arn:aws:logs:region:999999999999:destination:testDestination\"}] }"

}
]
}
2. A8 1111111111110| SEE[D A 2222222222227t EHE LRSS BHHSIE S o HWAMS A
Clo|EgfLCt. o] H&E ~/ NewAccessPolicy .json I 0l 'Ho AA|2.
{
"Version" : "2012-10-17",
"Statement" : [
{
"Sid" . "",
"Effect" : "Allow",
"Principal" : {
"AWS" @ "222222222222"
1,
"Action" : ["logs:PutSubscriptionFilter", "logs:PutAccountPolicy"],
"Resource" : "arn:aws:logs:region:999999999999:destination:testDestination"
}
]
}
313
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3. NewAccessPolicy.json I 0] & o|El A Z 40 PutDestinationPolicy@1Z235t248d S &5t Al A
o

o —

aws logs put-destination-policy \
--destination-name "testDestination" \
--access-policy file://~/NewAccessPolicy.json

Ol 5t AH ID 1111111111110 23 O|HE 7} H|E H&tE LIt AHE ID
2222222222220 M Lt 21 O|HE = H|™d 222222222222 o Af K7t 75 EHEE M5t
LtE O SA| Ol ez o|Sst7| ARFELICH

7|& Wit AE 7= YHI0IE

R CHA AIROl S5 2 AIXE AR HEHS Hodsts LAl AT 21 750| T ChY ARl =
xlo| DE AFO| CHEt HMA HEHS $o4o+5§ ol 752 YrlolEstEis ZS of Mol BAE
={il=3

=5

- 1EHAH: 75 ZE HMolE

« 2EHA| 7|E CHY M4 A UCI0|E

184 75 E2E Hoo|E

(® Note
O| EtAl= AWS MH|AMMH 22 & H5to] LIFE MH|AMM MEE 230 CHEE w R A™H
TFEofgt ZestLct siY 21 18 & st MME 22 2stX| ot 49 2B
Mo 2

4402 THLE + AUsLTH

|

71 CH4F HMIA B Anjol=

ol ety Adez 238 Bl 2E YAX AYEL 75 EEE Yolo|EsfoF & LICE. Of
CIO|Eo|= & AIRE AHol = alxt AHo| 23 & & & HEtol /Ict 7HEst 1 CloudWatch AS

= AE 1AM FEo| FIHx|R& LI

mk 2 oN

Wit AYE F5 HEro Cial 2% IDE AFESHE S UH0|EstEdis ZE &Rt A™Ho| tiai e of M|
Mol BtA|IE WELICH
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CloudWatch 21
| MM 5 7H2] 111111111111 A 2 222222222222 HZAEE 999999999999 | &0
L 2Ccts &L

ofntE
lgLICH 7|1& 75 EE g2 O

ol e
238 Masty| Qs MAE 7= ZEE o0l 7|
=

## Existing Subscription Filter parameter values
arn:aws:logs:region:999999999999:destination:testDestination

{
"DestinationArn":
"FilterPattern": "{$.userIdentity.type = Root}"
"Distribution": "Random"

}
M 7= ZE| m2t0|E 22 &otok st= 42 Che BYES =Lt
aws logs describe-account-policies \
--policy-type "SUBSCRIPTION_FILTER_POLICY" \
--policy-name "CrossAccountStreamsExamplePolicy
T2 75 TE Yool
AE7|E AL S

WA H™ 23 Mol CiEH == D AFE S AR

ZE2 ME

~/TrustPolicyForCWL.json ItU0{| CtS EHAE H
stX| oM.

—

°|.o;| o| X-Ix_ll-l _u_|.o|<E> AHA—|O|._I_ IAM

{
"Statement": {

"Effect": "Allow",
"Principal": { "Service": "logs.amazonaws.com" },
"Action": "sts:AssumeRole"
}
}
2. Ol HME AIE5te IAM et 2 Mgt HHFol| ofalf BHEtE|l= Arn 22| Arn 22
O| ™Mxto| IR E0| ER5t=2 2 HZ35H SLICt O] HMolq MMst= G- O|FEE
CWLtoSubscriptionFilterRole2 At EFLICE

aws iam create-role
\ --role-name CWLtoSubscriptionFilterRole
\ --assume-role-policy-document file://~/TrustPolicyForCWL. json

A 245104 CloudWatch 227+ Aol M $&E 2 Q)

A2
==

o
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[ = [y S N

a. X HEHAE HET|E AEstod CHE Het YA 0|F0l /

PermissionsForCWLSubscriptionFilter.json®@! TtUZ MM EFLICEH

"Statement": [
{
"Effect": "Allow",

"Action": "logs:PutLogEvents",

"Resource": "arn:aws:logs:region:111111111111:l0g-
group:LogGroupOnWhichSubscriptionFilterIsCreated:*"

}
]
}
b. CtS BHFS U=sto &= A&E

B SRS 2THA|0 M MadEt Aol (iZBrLICE

aws iam put-role-policy
--role-name CWLtoSubscriptionFilterRole
--policy-name Permissions-Policy-For-CWL-Subscription-filter
--policy-document file://~/PermissionsForCWLSubscriptionFilter.json

4. CO2 BEE Ud™stod 15

M

Ef M2 g o|o|EFLICE.

aws logs put-account-policy \

--policy-name "CrossAccountStreamsExamplePolicy" \
--policy-type "SUBSCRIPTION_FILTER_POLICY" \
--policy-document

'{"DestinationArn":"arn:aws:logs:region:999999999999:destination:testDestination”,
"FilterPattern": "{$.userIdentity.type = Root}", "Distribution": "Random"}' \

--selection-criteria 'LogGroupName NOT IN ["LogGroupToExcludel",
"LogGroupToExclude2"]' \

--scope "ALL"

2EHA|: 7| o HMA HA AO|o|E

DE WAR AHIM TS TEIE UOOIEF F, &K AHOIM CH HAHA HAS olols
UBLICH

- =

ok

A
e

CHS oMo = AIRF AE 2 9999999999990|0H CHANO| O|E 2 testDestination®LLC}.
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O|I0|EE E4ll ID7} 0-12345678902] XEIo| B E HXHo| £AIK HXHez 208 B £+ Q&L
Ch 75 EE{7} dEE AYEto| X2 4R A-Eo| 238 2Lt

= 14—k

AR AHH e ci HMA HHME Ho|o|Estod HEFH| CHEH ZX] ID AL

—

1. FARAEHM BIAE HET|E AE6104 O LI 2 E &8t ~/AccessPolicy. json IS
AH A4S}

{
"Version" : "2012-10-17",
"Statement" : [
{
"Sid" . "",
"Effect" : "Allow",
"Principal" : "*",

"Action" : ["logs:PutSubscriptionFilter", "logs:PutAccountPolicy"],
"Resource" :

"arn:aws:logs:region:999999999999:destination:testDestination",
"Condition": {
"StringEquals" : {
"aws:PrincipalOrgID" : ["0-1234567890"]

}
}
}
]
}

2. CI2 BBS L=stod Y= Adgst YME 7| & ool AZAFLICH £ AWS AHH IDE LHdst
£ AMA HH Al =X IDE HMA HHME AESHESE Ue 2 Yo|o|EstE{H force mHEHD|
EIE Z e AIZLIC

/A Warning

off LI&E AWS MH|A0M MEE 2a2 HdstsE E< Ol BAIE +&3t7| Toll Hx
of dEE 2 2= AR AFo| 7= LEIE LH|O|ESHoF BrLICE. AWS AH|A0f A
2 -5 1EHA: 75 ZE Ydo|E

aws logs put-destination-policy
\ --destination-name "testDestination"
\ --access-policy file://~/AccessPolicy.json
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\ --force

FirechoseE A28t it A™E |G AXME £& 325
Ao 21 H|0|E{E 2R)s5tcd{H 2 O|O|E] Y AIXRF &l =AXME M6 ofF gFLCt.

« 2 H0|H gAlXt - AR 2RE Oy HEE 21 X|HE Y 22 CloudWatch 271 O|HEE
HEE EHI7L ZIE S Logsoll &E{L|ct. of Mol LIHX| f 20 o] HitollM= 21 C|of[H &

AREZE 7HA AWS HE #HE 11111111112 EAIELCH

« 27 O|0|E{ £=lX} - Kinesis Data Streams AEZIE H&35tsl= A S *E“é;'%}ﬂ MRV 2O
CIOIEE & 7|8 §EtCle R 2 CloudWatch LogsOll & 2ILICH I3 CHS 41X 0| CHAboll CHEt
HEE drAXtet SRELCH ol MMO| LIHX| 220 Me| MRtol e 2 HIo|E = AIKHIt 7t

AWS H™E #H5 2222222222 = E A|E LICH.

O| MMo| of Al M= Amazon S3 AEE|X|2t &7H Firehose & AERIZ ALSELICH CHESH M
O Z Firehose & 2EEE Y =& JU&LICH XtMIEF LI 2 Firehose & AEE HdEE &x
SHAAIR.

(® Note

23 B CHAE 22 AWS XI0f 0{oF BLICE 32 CHA O 7HEl7IE AWS BlaAE
| X

CHe 2o £
SUst AY W K| 7+ Ms AEof CHEt Firehose 75 ZEI7} X|4ELICH

|

« 1EtA|: Firehose M& AEZ| MM

.« 2EH: ChA M

. ST S 2 F 0| TS TE| B MY
. 23 0ME 55 H5

« BHER Al CHA BIEHA 27
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https://docs.aws.amazon.com/firehose/latest/dev/basic-create.html
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1CHH|: Firehose & AE 2| Al

/A Important
CtE EHE 2t25t7| Tof| AMA HE S ALS5HOF Firehose7t Amazon S3 H{Z/0f| M| AE
& AU&LICH REMIEH LHE 2 Amazon Data Firehose 7HE Rt QFLHA 2| HAM|A K[o{E & Z 54
Al2.
Ol MM(1EHA) | RE BHAlE 23 CIOIE] 4 AIRF AIB0l A £33 of BHLict.
0|2 SR(HRILIOL 2527t 2 ME Ho ALRELICH 0| EIM2 HiZof MEs 2lxez

-1 O

HHE LICH

o
=
min
A
2

CHA o2 A2 E Firehose A& AEE]
1. Amazon S3 H{Z! M Ad:

aws s3api create-bucket --bucket firehose-test-bucketl --create-bucket-
configuration LocationConstraint=us-east-1

2. O|O|E{E 3o E2 £ U= HEHE Firehosedl £045E IAM &2 MAISHL|CH.

a. TN EAE HET|E AM835t0] 412 HME ~/TrustPolicyForFirehose.json T2
MAgrLICH

{ "Statement": { "Effect": "Allow", "Principal": { "Service":
"firehose.amazonaws.com" }, "Action": "sts:AssumeRole", "Condition":
{ "StringEquals": { "sts:Externalld":"222222222222" } } } }

ggfuct.
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o
A

b. 1AM HEE ddsto &= A ¢l H

aws iam create-role \
--role-name FirehosetoS3Role \
--assume-role-policy-document file://~/TrustPolicyForFirehose.json

c. O| BHO| &2 CtS 1 HILELICH & O|§1 & ARN2 7|F 3l SLICt.
{
"Role": {
IlPathll: II/II’
"RoleName": "FirehosetoS3Role",

"RoleId": "AROAR3BXASEKW7K635M53",
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"Arn": "arn:aws:iam::222222222222:role/FirehosetoS3Role",
"CreateDate": "2021-02-02T07:53:10+00:00",
"AssumeRolePolicyDocument": {
"Statement": {
"Effect": "Allow",
"Principal": {
"Service": "firehose.amazonaws.com"
.
"Action": "sts:AssumeRole",
"Condition": {
"StringEquals": {
"sts:Externalld": "222222222222"
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3. Het YAME BHE0q Firehose7t G0 M =3

ok
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a. HX{HAE HETJ|E AME3t0o{ Ctg Mt ¥AMZ 0|§0| ~/
PermissionsForFirehose.json®@! Tt MM FL|CE AL Abadlofl 2k O mpod| T8t
2 O F7tslok g == A&LICH
{
"Statement": [{
"Effect": "Allow",
"Action": [
"s3:PutObject",
"s3:PutObjectAcl",
"s3:ListBucket"
1,
"Resource": [
"arn:aws:s3:::firehose-test-bucketl",
"arn:aws:s3:::firehose-test-bucketl/*"
]
1]
}
b. Ot BAPE Y=sto &z Hsh Het HAMS IAM ghol| edAFLCt
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aws iam put-role-policy --role-name FirehosetoS3Role --policy-name
Permissions-Policy-For-Firehose-To-S3 --policy-document file://~/
PermissionsForFirehose. json

4. Ctg BYO0{E =235t0{ Firehose & AEEIE MMHELICH my-role-arn & my-bucket-
arndiZof &= SHIE 2= HIRMHAIR

aws firehose create-delivery-stream \
--delivery-stream-name 'my-delivery-stream' \
--s3-destination-configuration \

'{"RoleARN": "arn:aws:iam::222222222222:role/FirehosetoS3Role", "BucketARN":
"arn:aws:s3:::firehose-test-bucketl"}"'

"DeliveryStreamARN": "arn:aws:firehose:us-east-1:222222222222:deliverystream/
my-delivery-stream"

}
2EHA|: CHeh A
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ol Hxto| 2 E BHHlE 21 Oo|H == &R A'Hol| M +~=sHoF & L|Ct.
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aws firehose describe-delivery-stream --delivery-stream-name "my-delivery-stream"
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LEdt, 7158l T4 AL DeliveryStreamDescription. DeliveryStreamARN zf &L|Ct. O|F EH7|0d| A
Ab235HoF 57| N2 QLICH 0] Hado| MZ a4

{
"DeliveryStreamDescription": {
"DeliveryStreamName": "my-delivery-stream",
"DeliveryStreamARN": "arn:aws:firehose:us-

east-1:222222222222:deliverystream/my-delivery-stream",
"DeliveryStreamStatus": "ACTIVE",
"DeliveryStreamEncryptionConfiguration": {
"Status": "DISABLED"

3,
"DeliveryStreamType": "DirectPut",
"VersionId": "1",

"CreateTimestamp": "2021-02-01T23:59:15.567000-08:00",
"Destinations": [
{
"DestinationId": "destinationId-000000000001",
"S3DestinationDescription": {
"RoleARN": "arn:aws:iam::222222222222:role/FirehosetoS3Role",
"BucketARN": "arn:aws:s3:::firehose-test-bucketl",
"BufferingHints": {
"SizeInMBs": 5,
"IntervalInSeconds": 300
1,
"CompressionFormat": "UNCOMPRESSED",
"EncryptionConfiguration": {
"NoEncryptionConfig": "NoEncryption"
1,
"CloudWatchLoggingOptions": {
"Enabled": false

+

"ExtendedS3DestinationDescription": {

"RoleARN": "arn:aws:iam::222222222222:role/FirehosetoS3Role",
"BucketARN": "arn:aws:s3:::firehose-test-bucketl",
"BufferingHints": {

"SizeInMBs": 5,

"IntervalInSeconds": 300
.
"CompressionFormat": "UNCOMPRESSED",
"EncryptionConfiguration": {
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"NoEncryptionConfig": "NoEncryption"
1,
"CloudWatchLoggingOptions": {

"Enabled": false

iy
"S3BackupMode": "Disabled"
}
}
iF
"HasMoreDestinations": false
}
}
M& AERO| 2 &Ef7 E WK 1~28 Hk 7[Cte{oF & &= &Lt
M& AEZ0| #4451 E|™ Firehose 2E 2]0f CI|O[E{E 'H& H8H2 CloudWatch Logsoil £ 045t
£ IAM gte MAEFL|CH HX] TrustPolicyFor~/ cwl.json THof| A2 HAHS MAISHoF EL|Ch.
BAE HET|E AHE35H04 Of ’8"‘—'12 MMM L. CloudWatch 21 A= ZQIE of CHEH XEAISH LY
£ 2 Amazon CloudWatch Logs QIEZQIE Ll 8= g XX FHAAIL.

Ol B2 sourceAccountIdE X|Hsto{ ESE At £t EXME Y X|5t=E Ol =20 &=

aws:SourceArn 228 X7H HEHAE 7|8 ZatgrL|ch & | S0 AA A& IDE ot &
D25 B2 AA ARN ZEof CHA ARNS = 20| ESLICH &4 3 Z0MHE AA ARNS &
| S E0|M =& AN &4 ARNSZ dHs{oF g LICt RHM[E HE = ESE T2kt & X2

T ==
SESVESR

"Statement": {
"Effect": "Allow",
"Principal": {
"Service": "logs.amazonaws.com"
1,
"Action": "sts:AssumeRole",
"Condition": {
"StringlLike": {
"aws:SourceArn": [
"arn:aws:logs:region:sourceAccountId:*",
"arn:aws:logs:region:recipientAccountId:*"
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}

3. awsiam create-role HE AL2510{ IAM A& S MM &2 OHE AME| "M g X[HELICH

aws iam create-role \
--role-name CWLtoKinesisFirehoseRole \
--assume-role-policy-document file://~/TrustPolicyFoxCWL.json

Cte2 £33 MELIct o|F HAHAIM ALSsHoF st=2 2 HHEHEl Role.Arn 22 HIZ3H SLICH
{
"Role": {
"Path": "/",
"RoleName": "CWLtoKinesisFirehoseRole",
"RoleId": "AROAR3BXASEKYJYWF243H",
"Arn": "arn:aws:iam::222222222222:role/CWLtoKinesisFirehoseRole",
"CreateDate": "2023-02-02T08:10:43+00:00",
"AssumeRolePolicyDocument": {
"Statement": {
"Effect": "Allow",
"Principal": {
"Service": "logs.amazonaws.com"
3,
"Action": "sts:AssumeRole",
"Condition": {
"StringlLike": {

"aws:SourceArn": [
"arn:aws:logs:region:sourceAccountId:*",
"arn:aws:logs:region:recipientAccountId:*"

]

}
}
}
}
}
}
4. 8RS M504 CloudWatch 217 AIBOIM 88 4 i U2 HOlSHAAIR. HX
EIAE HETJ|E A8 3104 ~/ PermissionsFor cwl.json Ttlofl #HE Hag MHghL|ct.
{

"Statement": [
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{
"Effect":"Allow",
"Action":["firehose:*"],
"Resource":["arn:aws:firehose:region:222222222222:*"]

}

]
}
5. C}2 BYE U=stod Het HAMZ Aghol| AZELICE

aws iam put-role-policy --role-name CWLtoKinesisFirehoseRole --policy-name
Permissions-Policy-For-CWL --policy-document file://~/PermissionsForCWL. json

6. Firehose T& AEZIO| 24 MEN7F T/ IAM A& S M8t & Logs CHAS MAE £ Ql&LCt.
CloudWatch

| OO =2 -
St & BHAH & 3 Bl BHAY #elL|C I o|Z=0f| A BFEHEl Af CHAF o] ARN O|F EHA|of|
XM destination.arn@ 2 Al2E 70|22 M2 8l SLCt.

a. Ol EHHE 4t HAA HHo| Chyoll AAxE W2 otL|H, CHe dEE 2tzst7] £
Ol H

aws logs put-destination \

--destination-name "testFirehoseDestination" \
--target-arn "arn:aws:firehose:us-east-1:222222222222:delivexystream/my-
delivery-stream" \

--role-arn "arn:aws:iam::222222222222:role/CWLtoKinesisFirehoseRole"

"destination": {
"destinationName": "testFirehoseDestination",
"targetArn": "arn:aws:firehose:us-east-1:222222222222:deliverystream/
my-delivery-stream",
"roleArn": "arn:aws:iam::222222222222:role/CWLtoKinesisFirehoseRole",
" "arn:aws:logs:us-
east-1:222222222222:destination:testFirehoseDestination"}

arn :

}

b. O|MEAHE 228 F 21 Cl|0|E =4I} HT(222222222222)04| A HAM|A HAS CHa ot
HAZAErLICE ol HAMES A8 5HH 21 O|0|Ef & AR} 74I7H(111111111111)o| 23 dole £
AMRF A% (222222222222) 8o CHANO| HMAE £ Q&LICH HIAE TE|J|E AI25109 O]
Mg ol g = U&LICH ~/AccessPolicy. json
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{
"Version" : "2012-10-17",
"Statement" : [
{
"Sid" . "",
"Effect" : "Allow",
"Principal" : {
"AwS" : "111111111111"
.
"Action" : ["logs:PutSubscriptionFilter", "logs:PutAccountPolicy"],
"Resource" : "arn:aws:logs:us-
east-1:222222222222:destination:testFirehoseDestination”
}
]
}

c. O|=H 5t Hé, {| CH&H AL 7| HM|A FHBHS 7} R AFRES X o|sl= XIRHQ| AHAd
EILICH o] HA2 CHeafof HAMASET -r|°|' logs:PutSubscriptionFilter
2l ]ogs: PutAccountPollcy 2dg x|-Eshok gfLich wit AE AL A=

PutSubscriptionFilter & PutAccountPolicy S AI&3l0{ FXX|Z 27 O|Hl
EE MEELICH

aws logs put-destination-policy \
--destination-name "testFirehoseDestination" \
--access-policy file://~/AccessPolicy.json

SEHA: A £ EO| TS TE HA MY

o o M= 1111111111112 SA& HHo 2 THESHM L. OlM ELi= A™o AN &2 +5 EH
MM MM EZIELICH Ol MM ZElE S 7ol 20 22 Mot RE 21 OE9| EAtY
2 ERROR Z &5t 2 &= 21 O|HEJ} O|F0] Bt= CHAM o2 MEE|EE hL|C}.

aws logs put-account-policy \
--policy-name "CrossAccountFirehoseExamplePolicy" \
--policy-type "SUBSCRIPTION_FILTER_POLICY" \
--policy-document '{"DestinationArn":"arn:aws:logs:us-
east-1:222222222222:destination:testFirehoseDestination", "FilterPattern":
"{$.userIdentity.type = AssumedRole}", "Distribution": "Random"}' \
--selection-criteria 'LogGroupName NOT IN ["LogGroupToExcludel",
"LogGroupToExclude2"]"' \
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--scope "ALL"

AWS X|qof Rlofof BFL|Ct stX|BF CH&f 2 CHE X0 /e

Bl AEel 2z a8 ool &2
£ 7t2ld = &Lt

o =
Firehose 2E 21 Z2 AWS Z|AA

2O 0HE 58 AS

m
=

> |m \

E£AMETJOHE
Hi{ Zt7dE 7|dto 2
Amazon S3 HZ!g #

T = ZE{E BHE™ CloudWatch LogsE ZE{ I{E 2
£ Firehose M& AEZ|lo 2 MEgtL|Ct Firehose ™
Amazon S3 HZ!O|| CIO|E7F EAIE|Z| AlZHELICH S8
215104 C|O|E{E = QIE &= U&LICH HAIS =Felste{™ Ot

)||

I op rx

2K
I e
Ao

gl
C e R

E

- > 0r

0
ko

S

P

g N OU [y
o 22

mo > M
T

Io
il
ot

Il
o8

0

aws s3api list-objects --bucket 'firehose-test-bucketl'

He BF2 ChE ot Hiz st Al E=E LI

ol

"Contents": [
{

"Key": "2021/02/02/08/my-delivery-
stream-1-2021-02-02-08-55-24-5e6dc317-071b-45ba-a9d3-4805ba39c2ba",
"LastModified": "2023-02-02T09:00:26+00:00",

"ETag": "\"EXAMPLEa817fb88fc770b81c8f990d\"",

"Size": 198,
"StorageClass": "STANDARD",
"Owner": {
"DisplayName": "firehose+2test",
"ID": "EXAMPLE27fd05889c665d2636218451970ef79400e3d2aecca3adbl1930042e0"
}
}
]
}
Ct2 BB S U5t HIIMM & A E M = UELICH o[ BHM &2 222 key2| 2t
2 dHiELct

aws s3api get-object --bucket 'firehose-test-bucketl' --key '2021/02/02/08/my-delivery-
stream-1-2021-02-02-08-55-24-5e6dc317-071b-45ba-a9d3-4805ba39c2ba' testfile.gz

ILEE AtEsho BEE A &

ol

Amazon S3 ZHA|Q| Cl|IO|E{= gzip HAICE SFELICH OIS BHE S
A CIOIEE AEE = /AU &LCh.
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Linux:

zcat testfile.gz

macOS:

zcat <testfile.gz

E—IEl.OI A| EHAI- HIY .|)é! ¢78I

ARSCHAOIM 20 YAKIE F7} E= HM7H5HoF 3t HE o 2HE &~ QU&LICH AH HMIA H
M1} &7 S X| 9| PutDestinationPolicyX! PutAccountPolicy S AL & 4= &L|Ct C}

oMo M= o|Xof F=7FeF A&QI1111111111110| 71801 21 |0l Ma&S FHstn AN
3333333333330| & A5tE|L|C}.

1. X CH4 TestDestination It Q1ZAE! WA E 7HX 21 O AHEE 7|58l SLICH AccessPolicy

aws logs describe-destinations \
--destination-name-prefix "testFirehoseDestination"

dtehEl ClolBE Chet 242 &+ A&LICH

"destinations": [

{

"destinationName": "testFirehoseDestination",

"targetArn": "arn:aws:firehose:us-east-1:222222222222:deliverystream/
my-delivery-stream",

"roleArn": "arn:aws:iam:: 222222222222:role/CWLtoKinesisFirehoseRole",

"accessPolicy": "{\n \"Version\" : \"2012-10-17\",\n \'"Statement

\" : [\n {\n \"Sid\" : \"\",\n \"Effect\" : \"Allow\",\n
\"Principal\" : {\n \"AWS\" : \"111111111111 \"\n },\n \"Action
\" : \"logs:PutSubscriptionFilter\",\n \"Resource\" : \"arn:aws:logs:us-

east-1:222222222222:destination:testFirehoseDestination\"\n N\n J\n}\n\n",
"arn": "arn:aws:logs:us-east-1:
222222222222 :destination:testFirehoseDestination”,
"creationTime": 1612256124430
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2. AHE1111111111110] SEE|1 7| 3333333333330 & MSIEURSS UGS E o] HAME A
Clo|E&fLIC} ~/ NewAccessPolicy .json IF0| CHS M S Q248 |C}.
{
"Version" : "2012-10-17",
"Statement" : [
{
"Sid" . "",
"Effect" : "Allow",
"Principal" : {
"AWS" : '"333333333333 "
.
"Action" : ["logs:PutSubscriptionFilter", "logs:PutAccountPolicy"],
"Resource" : "arn:aws:logs:us-
east-1:222222222222:destination:testFirehoseDestination”
}
]
}
3. L[} BHE NewAccessPolicyAb& 35104 json TR0l HO|El H2ig Ciabol AT LICt

aws logs put-destination-policy \
--destination-name "testFirehoseDestination" \

--access-policy file://~/NewAccessPolicy.json
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