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AWS Certificate Managergh 2101727

AWS Certificate Manager (ACM)= AWS & AIO|E 2} OfZE|70|ME E55l= HER 2 EEFOHJ
SSL/TLS X.509 15 A2} 7|E MM, K& & AAS = S2-EE MaElg L ch ACMOM &7 2= 35HH
=]

Lt ME DIE| QIEME ACM ZE[ Al A”RICE 7IX{2= Yo 2 S8 AWS AfH|A0f CHE QIS ME
M3 =+ A&LICt ACM 2B Me B THIQl 0|F, ot E =M@l 0|F, 2tYEstE EHQI E=
olzfet mHIRIel &2 E5 & &= U&LICEH ACM FLETFIE QB M= Hote BHE ol 5t ZH RIS
258 = A&LICH R PKIS| 0= ZOoMLE AFEE = AWS Private CA UL 0| AHHEE ACM
RIEME LWEH =& JU&LICE
(® Note
ACME =2133 2 Mo} 7 At 57| &8t Zd0| ob=lL|Ct. Amazon EC2 QIAEIA | £2]
Alglisd HOF MHHE MASie{e AR CI2 EE 2|0 X|& 0] /& L|CH. Amazon Linux 2023
0f| A SSL/TLS #4.
=S|

. XHEIE 2|1

. 0f CHBF 2 2 AWS Certificate Manager

« AWS Certificate Manager 7i'H

o LH 27 APl M8 AWS QIS M MHIAE AL

CIZQIENAM IPv4 2 IPv6E X|&EFL|CH ACMO] CHst 2|ME 7t242 AWS bt
[m]

= =
AZXOAWS 2| LU A=ZQIE EE= AWS 2| EE 2 ZT5HMI.

Me 2I™dd 2lAaAQlLcH E o|4 o] AWS E|HoM SUsH FQRDN(E 7 SHE |
B) & E FQDNs ZIgtoll CH3H Elastic Load Balancingdt &7 °|"A‘I§ A&3ted™ Z- 2|Tof| cHEr 2l
BEME RHESHLE 7HXetof g LIC ACMOIAM M3 sts QB MLl E< 2 2|0l CHet QIS Mol &
CH Q! O|F S CtA| ABsHOF & LCt. 2| 7t QIZBMHE S At = gLt

>
@
Z
0|>|

|_

Amazon CloudFrontoll Al ACM QB ME AtEstE{™ 0|7 SE(HXILot S7) 2ITM QIBAME 2
H5t7HLE 7kx{2koF B LICE. CloudFront HHZQF @12 E|= O] 2|2 ACM 215 M= sHE Hi=Z ol CHaH
TEE 2 E X|2[™ x[of B=Z EL|ct

XHElE 2T 7% 1.01


https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/SSL-on-amazon-linux-2023.html
https://docs.aws.amazon.com/general/latest/gr/rande.html#acm_region
https://aws.amazon.com/about-aws/global-infrastructure/regional-product-services/

AWS QIE A 22| R} MEX 7t0|E

oil CHEt 2= AWS Certificate Manager

ZE|5H= SSL/TLS CIEMoll= =71 20| B E| K| et&L|CH AWS Certificate Manager. & AlO|E
A
O O -

= oE2|Fo|ME M-S el MAsH AWS E|AA0| CHSHA B H|E S RIEEFLICE %A ACM
2= HE = AWS ¥ AFO|E o] AWS Certificate Manager AH|A 2 uﬂOIXI% XML

AWS Certificate Manager 7i'd

o] MMoi e A2 5HE 700l CHe o2 MEBELICH AWS Certificate Manager.
ESS|

- ACM QIE A

« ACM FE CA

. OIEM ECEAM 22

* Domain Name System(DNS)

» Secure Sockets Layer(SSL)
o EHOFHTTPS
« SSL M QIS5 A

- OiE 71 &35

>
Ll

0]
il

#HZ11.02


https://aws.amazon.com/certificate-manager/pricing/

AWS 91 A 2H2IR} A8 FHolE
-~
ACM 215 M

ACME X.509 HHH 3 QIBME HEeLICH Zf S ME 13712 (395Y) S * &5t CHS &&0| &2
Lo

7|2 ANef - 2B M| FX|7t 215 7|2HCA)RUX| 042 E X|-FELIct.

® = (=]

. 71a 7] AR - QIE Mol MEBHE O AL EIS Zatol! Flof T st HER] 7|8 AlEg &
&L|Ct.

. FA 7| AR - B HEE St ZHE ASME AEE £ AaLic

« FIME - ABEMo ZEE I S
e 7 ALS - 71 A8 & E ol XIGE ol FItstod HEER] 71§ AL8E + /UE ot 0|9 &

o
£ X|YgLict

ok

H1 4

/A Important
2025'A 6 11LUFE ¢ AlO|E OIEHOH CHet M 2Bt 2 ri i %7 o o4& "TLS

¢ Z2to|HE QIB"(clientAuth) &% 7| AFE(EKU)2 2 ole% &= AWS Certificate
Manager 5t X| &t & LICtH

« CRL HIZ X|H - CRL HEE ¥E =+ U= IRIE KIEELICH

ACMOIAM L ZE QB M| At A E = CHF o2t FAFRTLICH

Certificate:
Data:
Version: 3 (0x2)
Serial Number:
f2:16:ad:85:d8:42:d1:8a:3f:33:fa:cc:c8:50:a8:9e
Signature Algorithm: sha256WithRSAEncryption
Issuer: O=Example CA
Validity
Not Before: Jan 30 18:46:53 2018 GMT
Not After : Jan 31 19:46:53 2018 GMT
Subject: C=US, ST=VA, L=Herndon, 0O=Amazon, OU=AWS, CN=example.com
Subject Public Key Info:
Public Key Algorithm: rsaEncryption
Public-Key: (2048 bit)
Modulus:
00:ba:a6:8a:2a:91:0b:63:e8:08:de:ca:e7:59:a4:

ACM CI& M HZ1.03
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69:
e3:
az2:
43
08:
03:
b5:
ak:
05:
bc:
68:
02:
5a:
59:
40:
e2:
08:

4e:
94:
ca
20:
26:
96:
b6:
77:
Ch:
32:
09:
3.
15:
25:
6d:
bf:
73

Exponent:
X509v3 extensions:
X509v3 Basic Constraints:
CA:FALSE
X509v3 Authority Key Identifier:
keyid:84:8C:AC:03:A2:38:D9:B6:81:7C:DF:F1:95:C3:28:31:D5:F7:88:42
X509v3 Subject Key Identifier:

97:06:15:F1:EA:EC:07:83:4C:19:A9:2F:AF:BA:BB:FC:B2:3B:55:D8

e9:
of:

:0a:

ef:
73:
6d:
36:
96:
56:
7.
75:
3e:
68:
e0:
3a
c9:

655

ea
a6:
b2:
2c:
f8:
d5:
86:
3f:
az2:
50:
19:
01:
75:
37:

:55:

b7:

37

:26:

85:
dd:
07:
ab6:
3f:
7c:
cO:
44
6a
4b:
83:
42:
8e:
36:
fe:

04
41:
7f:
5a
d7:
ff:
36:
96:
72:

:e9:

ac:
8d:
3e:
af:
8e:
22:

d5:
6b:
cO:

ieh:

22:
18:
65:
e2:
6f:
42:
c6:
16:
f0o:
6a
60:
9e:

(0x10001)

X509v3 Key Usage: critical
Digital Signature, Key Encipherment
X509v3 Extended Key Usage:
TLS Web Server Authentication
X509v3 CRL Distribution Points:
Full Name:
URI:http://example.com/crl

31:
8e:
57:
1f:
c2:
a6:
6f:
02:
8a
f5:
33:
f6:
od:

:6d:

5b:
2a

54:
as:
53:
di:
4f
ob:
2e:
94

:8a:

4.
90:
40:
54:
99:
dé6:

:f6:

f5:
cl:
0b:
25:
4f
36:
82:
64:
al:
1lc:
97:
39:
16:
Qa
od:
3.

Signature Algorithm: sha256WithRSAEncryption

69:
69:
8d:
76:
cb:
di:
e9:
17:
94:

8a

03:
60:
f0o:
3c:
6d:
b0:
3c:
da:
27:
:6e:

15:
a7:
8f:
9d:
cd:
7e:
41:
80:
62:

6a

Qc:
33:
b5:
da:
do:

ba

2f:
41:
84:
:9d:

4a

fb:

df:
35:
e2:
:80:
15:
15:
ds:
ad:

a9:
fh4:
78:
a2:
2f:
99:
a7’:
75:
98:
b8:

S9a

39:
74
al:
e2:
16:

53:
ed:
6f:
76:

a3:
88:
5b:
1f:
26:
:5f:
78:
c3:
90:
7b:

S9a

30:
c6:
02:
29:
19:
dd:
4d:
da:
le:

63:
b6:
18:
11:
cd:
92:
33:
b5:
9c:
:5f:

b2:
b6:
72:
67:
f7:
b0:
45:
e3:
e0:
di:

d4:
b8:
65:
80:
26:
bb:
17:
48:
0b:
a5:

fa

fb:
ab:
bb:
29:
c5:
Qc:
3e:
8d:

4f:

cc:
32:
53:
b9:
dc:
32:
f2:
b5:
:94:
do:

ec:
c8:
of :
24
86:
c5:
73:
f0:
f3:
9a
8c:
21:
ed:

:8d:

b4:
42

:7a

8f:
c2:
af:
fe:
81:
dd:
f1:
od:
cc:
b7:

cb:
cO:
bs4:
4a
72:
4f:
1f:
3a
ee

od:
be:
9a
7d:
06:
bb:

48:
ao:
2f:
c9:
40:
68:
45:
86:
9c:
07:

be:
3f:
70:

:81:

Qe:
78:
c7/:

:df:
134
74

dl:
1la

78:

as:
94

3a

as:
98:

42:
3b:
69:
6b:
da:
ee:
f8:

af:
1lc:
78:
ab:
11:
bc:
95:
e0:
47:
1d:
eb:

272
:8f:

94:
of:
ac:
3e:

27:
ac:
d5:
d5:
95:
51:
85:
76:
14:
e5:
8a:
d8:
ec:
ea:
ab:
b7:

46:
c6:

143

52:
e3:
08:
e7:
7d:
3a:
1lc:

ACM 215 A
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03:5:32:90:8c:bc:76:c9:96:f0:4a:31:65:60:d8:10:fc:36:
44:8a:cl:fb:9c:33:75:fe:a6:08:d3:89:81:b0:6f:c3:04:0b:
a3:04:al1:d1:1c:46:57:41:08:40:b1:38:f9:57:62:97:10:42:
8e:f3:a7:a8:77:26:71:74:c2:0a:5b:9e:cc:d5:2c:c5:27:c3:
12:b9:35:d5

ACM FE CA

ACMOIAM &2 E S2

P
Ok
K
m
m
o
ol

ME CH2 Amazon £ E CAMM E0t Q152 F&8hL|Ct.

R 0l gE5t dnelF

CN=Amazon Root CA 1,0=Amazon,C=US 2048H|E RSA (RSA_2048)

CN=Amazon Root CA 2,0=Amazon,C=US 4096H|E RSA (RSA_4096)

CN=Amazon Root CA 3,0=Amazon,C=US Et3 2t J4 256H|E (EC_prime256vl )

CN=Amazon Root CA 4,0=Amazon,C=US Eb7 T2t F44 384H|E (EC_secp384rl )
ACMO{| A &2 El 215 Mod| CiEt 2ot @1F o] 7|2 £ E &= CN=Amazon Root CA 1,0=Amazon,C=US

2 2048H|E RSA E02t2 MSELICH LIS ALS %* = UL T J|El RET} ol|2fE|o] J&LICH BE
£ E &= Starfield Services Root Certificate Authority 215 A0 A Xt MEELICE.

2l

KEAIEE LI 2 Amazon Trust ServicesE 2 Rt A|2.

3t 7|0l M= CtE X2 88 o 2 BEE F|1E ALE5to 2
7| & stLiE HEZ! 7|0|H YHIX o 2 X.509 v3 2IE Ao M2 E
FAo 2 XEELICH X.509 QIBEME AFERH AFE &= ¢t
HEg 7|2 "ielgl gLt

ACM £ E CA HZX1.05


https://www.amazontrust.com/repository/
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ACM QB ME & MOIEL| XHH BY A =2 MF HEE elEMol| ZefE HEE| 7|2 HiITet=
X.509 SSL/TLS 215 MHULICH. ACM2 AWS KMS key

=
=
3t Lig2 oI5 M Zetolyl 7| Hot TS R SHAIAIR.

o1& 7|a

OIF 7IBH(CA)R CIXIY QIZME YHishs BHHIQLIC 4eMo = Jha Yetsiel g3l CIxIH ol
SISO X509 EEE 7|80 @ BLICH CAE QB M FHQ| A4 BHS =olstn T K12 5
2 QIE Mol ZEE HE2 Fl9 HHITsHe MBE CIXIT QIS ME LHELICH CAE YtHo 2 Ol
5 FAE Belg

Al+Z L= 3£ E CAMM 2 E|E SSL/TLS IS ME WX|5H7| @I 25 EEfAoMHE EH 2l
HF 1 5| o)

off chsll =& 32 ¢ 2IEM FHE 20| 7|SFaloF gLIct =M@l olFo| 7ISELICH =
etol2l 7|E 7ISEX| ei&LICH 2ZEX| gt B MHE ditMez HEtRXolM L7 E HEFL
ct

238 DLIEZstod THIQI0] CHSH 517k QB M LTEISX| HOIE 4 ALICH QIBM ZAT

—
242 MHIAE A8stod 208 ™MAY + U&LICH

Amazon CA= T HQlof| CHal B7HM S Z AE[E = Qe SSL/TLS QIS ME &
O|Mo| B EHM 21 M| QI5EMHE NME¢erL|ct. olz{8t MHE

A0i Frtetn MBE AEM EHY

|>
L

= 2
SXMoll ZEAZ7|2 B Mo MBS CFE ALE ROl H ABME L2 LICH EFHARYZ = J[EH X 509
2ok #H ZetEuc

X509v3 extensions:

CT Precertificate SCTs:
Signed Certificate Timestamp:
Version 1 v1(0)
Log ID : BB:D9:DF:...8E:1E:D1:85
Timestamp : Apr 24 23:43:15.598 2018 GMT
Extensions: none
Signature : ecdsa-with-SHA256
30:45:02:...18:CB:79:2F
Signed Certificate Timestamp:
Version : v1(0)

H™1.06

ro
ol
\J
]


https://crt.sh/

AWS Q15 A #E|X MEX 7t0|E

Log ID : 87:75:BF:...A0:83:0F

Timestamp : Apr 24 23:43:15.565 2018 GMT

Extensions: none

Signature : ecdsa-with-SHA256
30:45:02:...29:8F:6C

Domain Name System(DNS)

Domain Name System(DNS)% °._ E{o|Lt Z2o|H! HER{3 o HdZEE H 2 J[E 2[AA

of CHer HS = EA HH AAEIQL|CE DNSE aws.amazon.comz} Z2 HIAE THQI 0|ES
111.122.133.144 SHEHO xXP PRI T2 EE) FAE HES= ol F2 AFSELCH ot X[ 7
5t =HIQle| DNS CIO|E{H|0|A = CHE SHo| 0|8 E = U= H2 7|52 ER5tDI USLICH 6l E
E0{ Ar&Xt= CNAME 7|2 At83HH ACMO|| QIBME @FE W =HQ! o|Fol CHet AR ™oLt
Mo{ Met2 USE &= U&LICH RFMIEH LHE 2 AWS Certificate Manager DNS 745 B2 &= 5H4
Al2.

Tl ol&

T HQ! O|& & Domain Name System(DNS)0i| 2|3l IP A2 #HEHE 4= = www. example.com &
2 HAE BEXAGULICH QIEHAE 28t ARFE HEXHIo = HAE O|EECH=E IP FATHAS
Euict EHel o|§2 ntEER T2 &= 7HE tlo|EE T ELICH.

TLD

QEZ Toj A= Ho|ES TLD(ZIAR =HIQh)2tn &Lt YOI o2& . com, .net & .edu”}
LI 8 Y 27kl SSE TLDE 27t 0l82l %0{2 27t T=atn T BLICH oS §H Y
= 0| AL .uk, HAlote] AL .ru, Jg|n ZEAS Foes . frluch 37 ZAEE AF85tE 4
o

o

o
35t 7| 2/t TLDO| CHEr 24t =& HE FXR7t F7HELICEH o|E EH

| S AlH
co.uk TLDE Y39 48 7| LIetHL|Ct
Apex T=H?!
apex THQl O|&2 2|42 =HQI2 Z&5tn &EELICH F7 ZEE Z&dt= TH QI 0§ <
apex THICI2 Q= B2, SEE /iAol fE S AlHst= ZE2} Bllo|lE82 Z&ELICH apex =2
2 59 THQlE Z &S| & LICHERS BHEF & X). www. example . comOil M apex THIQIQ| 0|8

Domain Name System(DNS) H&1.07
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2 example.com®IL|Ct www.example.co.ukOlA apex =H 22| O|&2 example.co.ukLICt
apex CHAl0l| RF& AF2 E|= 11 9| O|& 2 2 = base, root, root apex EE = zone apex?t U&LICEH

H =2

][]

52l =Ml O|E2 apex =H|Q! O|F <ol EcM OIEEE ME zhol| FEELICH 71 gitxo
MEE|E 5t ZHIQ! O|&2 wwwX|EBH, OFF O|FOIL AFSE &= U&Lct 59 TH Q! Ol o
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| TZHo|| Al 2|=

5
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https://docs.aws.amazon.com/acm/latest/userguide/acm-conditions.html
https://docs.aws.amazon.com/acm/latest/userguide/acm-concepts.html#concept-ca
https://www.amazontrust.com/repository/
https://www.amazontrust.com/repository/
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THel H&(DV)

ACM 1B ME HQI ABE(0f THQI OIEE AEELICH ACM QBME QMY I XIHE 2E
THQlo| 249 H £ MoiE ZEsHof HLICH OlHIY Ei DNSE A8 stod ARHE HEY 4

A&LICH REAIBH LI 2 AWS Certificate Manager O|H & Z4E 2! AWS Certificate Manager DN

HE MMS AT,

HTTP &

w

Ol

ACME CloudFrontoi M A2 E H{EZ!/ TLS QISMHE UZE M THQ AR H &S I8 HTTP
A& g K|etLct ol HAME = HTTP EIC|2ME AR50 EHIQ AR ﬂ% Z3H5t 1 DNS A&
I SASH XS ZAAIZ2 K2 ELICH HTTP Z& 2 $4&l CloudFront HIE E|HE 7|52 S8 ABH Al

-

HTTP A5 2 95 ACM2 RedirectFrom URLZ} RedirectTo URLE MEEfLIC = mHIQ! Ao
E ARedirectFromdtzdHoIM 2 2lC|ZMRedirectToS A5 0F & LICH RedirectFrom
URLOIE ABE THQlo] & pted = 1R8 A5 EZ0| Z#E CloudFront Q1 Z2t2| ACM
KXo & %|Z& RedirectTo 7tZI1ZLICE.

oM &2
CtE MH|A0|M 2tElstE ACML| 218 M= ManagedBy EE9| MH|A IDE Eo{ELICEH
CloudFrontl M HTTP A5 AI25teE QIS ML A2 0| ZE0f "CLOUDFRONT"7F EA|

ELct o|z{gt 215 M= CloudFrontE SSHAEF A E £ /U &LICH ManagedBy EE=
DescribeCertificate 2! ListCertificates APIs2t ACM 2£ 2| QIS M QIHIEZ| 2! M8 ME m 0| X|o]
E AIELICE.

ManagedBy EE= "Can be used with" &3} & & HEIILIC}. CloudFront #2(& Q& A2
B2 CHE AWS MHIAE Sall M AH8FE F7HE & gl&LICH CloudFront APIE Salf ol2dgt 2l
EME O &2 Z|AAEF AFRE £ Ql&aLCH

37t 2 FE CA LA

Amazon2 EF2{0l QIF A 1L 38 RX|5t7| S5 o1 910 7 CAE BEHE £
of Al Q&2 Fx| L&LIch KFME LIRS “Amazon0l ] S5 7t Q15 7|

AmazonO| £ E CAE SttstH #HZE0| 2t PHE Wl o|F0o{Z&ILICt. Amazon2 , AWS Health
DashboardO|H & &! 7|& A &-2|Xtoi| CHEt I|—?|;% Z 550 AIR 7S 3t D E 2 AR50
AWS 12404 AH| 2ILICt.
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https://aws.amazon.com/blogs/security/amazon-introduces-dynamic-intermediate-certificate-authorities/
https://aws.amazon.com/blogs/security/amazon-introduces-dynamic-intermediate-certificate-authorities/
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7

http://ocsp.*.amazontrust.com
« CRL

HE()E StLt Ol4 o] WxALE LIEtLNTD, ESE(?) s Y YxA EXHE LIEFUNM, sHAl Ot3#)

rlo

gdo2|EM 7| 37|18 XI'HsHoF & LICH ACM2 CHE&1t 22 RSA & ECDSA H=E| 7|

£

&2 X|HELC.

- RSA 1024H|E(RSA_1024)

* RSA 2048H|E(RSA_2048)*

+ RSA 3072H|E(RSA_3072)

+ RSA 4096H|E(RSA_4096)

« ECDSA 256H|E(EC_prime256v1)*
« ECDSA 384H|E(EC_secp384rl)*
- ECDSA 521H|E(EC_secp521rl)
ACME HE()2 EAIE YI2IES MB350 M QEAE 28T 4 2aLch 12 YnaEe
7t 2 QB Aol gk sHEELICH.

(® Note

AWS Private CA CAM|M MEEH Z2t0|8! PKI 215 M| B MY &1 2[& I UE|(RSA
IF= ECDSA)7F CAS| 2ot 7| & 11 2|F i 2|t LUx|sHok BhL|Ct.
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2 AIBH AFE {7 1.0 20



AWS Q1B A EE|x}

AEXt7tol=

ECDSA 7|= RAIet E0Fo| RSA 7|2 C 21 HFE 22 40| 5F|o{LtX|EF 2 & HERF Z2t0|
RIET7} ECDSAE X5t A2 otELIct NISTOM =™ EI0] 2= RSA 7| 2 7|(H|E)2F ECDSA
7| 37|18 H|135to] S8 2ot T E M= Lct
gdrg|ED 7o 2ot Hlw
EIRl 2l RSA 7| 37| ECDSA 7| 27|
128 3072 256
192 7680 384
256 15360 521
HotZE =29 o2 &5 3HE SHAlote Ol ERE &5 ot 2t# 0| U&LICH & &0 3072
HIE RSA 7|9} 256H|E ECDSA 7|& 25 2'#3]| o|sto| =502 ZHMo| 7HsELICH
o2& MEfof 20| ZRstH AWS 221 HAIE ol ECDSA IEME HWotst o A2 sHE
a2 2t X 52 AWS Certificate Manager.
/A Important
S MHIAE ElAA0 CHal X[HEl=E goel&n 7] 7] HEFLICE X2 2B A
E IAMOE 71X EX| ACMLZ 7K =X|of et St RLct RHAMIE LS ZF AMH|
A0 MEAME HESA2.
+ Elastic Load Balancing2| < Application Load Balancerg 2?8t HTTPS E|AL{E & X
StMI2.
+ CloudFronte| A2 X|MElE SSLTLS Z2EE 2 A S E HEFAML.
el Al 2 Hfa
ACM2 ACM 2B Mol A4l gl EEHIK =g grelguct RS A2 #E AL FAEA
LI FRE QIS ME I8t 7tE FX|E YXlst= ol ==20| ELICH XEMIEH LI 2 oM 22| ¢1E
M Z4 Al AWS Certificate Manager EH g R RFHAIAR

odg{ ZHQ! o|&

Z ACM 2I& Aol= FQDN(E 1 2HE =2l 01F)0] 3tLt ole Z &
g ZEY 4 AsLIch oI E Soiol ChEt B Mol = EEHE www.

Tlo{ok 3t &7t Ol&

example.com & /U&
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https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-57pt1r5.pdf
https://aws.amazon.com/blogs/security/how-to-evaluate-and-use-ecdsa-certificates-in-aws-certificate-manager/
https://aws.amazon.com/blogs/security/how-to-evaluate-and-use-ecdsa-certificates-in-aws-certificate-manager/
https://docs.aws.amazon.com/acm/latest/userguide/acm-services.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/application/create-https-listener.html
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/secure-connections-supported-viewer-protocols-ciphers.html
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L|Chwww . example.net. O|= #|0{ =HIQl(zone apex =& naked T M@)ol = M ELICI
www.example.com QIEMHE Q%1 example.com Z& & £ Q&LICH RFMEH LI AWS

Certificate Manager HE 2! QIS M B2 A EFAAL

FLzE

ZMstE =HQl o|Fofl CHEt CHE Punycode 7 At&E SF5Hof & LICH https://www.icann.org/
resources/pages/idn-2012-02-25-en

1. ‘<character><character>--’ NEIS 2 A|%5t= Z Q! O|& 2 ‘xn--'1F ¥/ X|3HoF & LICT.
el = 0

2. ‘xn--2 2 AlE5lE EH|Q! 0|15
Punycode 04Xl

CHelol& £ & o1& Note

1IN

I **

example.com i SHE v ‘<character><character>--'2 A|% 5} K|
At At oI=
oie oie
HA HA
a--exampl ks g v ‘<character><character>--'2 A|Z} 5} X|
e.com At N =
oie oie
HA O HA O
abc--exam UL g v ‘<character><character>--"2 A|&} 5t K|
ple.com Ate Ate =
oie oie
HA HA
xn—xyz.com  Of of] v RE& Ot=0{ =HQl O|F(fff.come 2
2ol)
Xn--examp o ol  x R &8 Ct30o{ =M@l O|F 0| ot
le.com 2
ab--examp OfL| ofLl  x ‘xn--"S 2 A|Z5H0F B
le.com 2 2

RrES I

ACM CIZEME 1371 (395Y) 59 & &LICt.
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https://datatracker.ietf.org/doc/html/rfc3492
https://www.icann.org/resources/pages/idn-2012-02-25-en
https://www.icann.org/resources/pages/idn-2012-02-25-en
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tUEFtE O|F

ACME AtEstH £ @l O
9"5 ol_lsA-lE %ogal- ‘JI\‘ S\)/\I
o
=

1mages . example .com

of HE(*)7t SUE THIQICl 042 ALOIEE ESste U=

= P

[ ]

&LICH 0o & E0{ *.example.com www.example.com &
=

—

St

ot

YSstE QUMM BE(*)= THQI 0|F2] B 21Z50f lofok st tiLtol 5t9) T
ol 4

=0t 23 l{of ELICH o€ £04,& login.example.com Z& *.example.com &
Stest.example.comstX|Bt= E55HX| i &L|CHtest.login.example.com. £8t=
Hlo4 EE= M T HIQI()O] otil 52 EHIQIBt *  example.com E& & L|Clexample. com.
example.com 2 Z+2 of2{ =M@l O|& 2 X|'J5t0od Ho{ =Mt sHE 5t =M@l =5 of CH

gt QAIBME QLEE = U&LICH .example. com.

/A Important
CloudFront& At&35t= B HTTP A& 2t
EJlE QI Mo B2 0

=
o

X|&st=22 DNS &

B ME X|Hstx| ef&LIC 2kl

E7tE
52 Aot BLICH RS 2B M B2

AWS Certificate Managerol A HE2 QIS 2™

ACM £ AWS CLIEE APIOI M AWS Certificate Manager THE 2 QIS M E Q& £ U&LICH 0]
o{et QIS ME SEEIQ &7 AWS MH[A AL SH7ALE /R0 A8 E = UL S LHE &= A& Ct
AWS 2L

O2 252 HER AEMA HELHZ| 7t HER! Q15 A2 Ato|-e MHELICH

HER QIBAM

Elastic Load Balancing, Amazon CloudFront 2! Amazon AP| Gateway2} AWS MH|A ZH2 SEet

7 ACM TE2! Q1Z ME AFELICH AHAIEH LI 2 ACMO|l S8HEI MH|A EHdg EHESHAA|

o

—r .

(® Note
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L2 L7 | 7Hs 8t T2 QIS A

LHELHZ| 7tset HER QB M= SEOIM 25 AWS MH|A §tH IFME AEE = UE
=
=

LIC AWS 221 E. KEAIBH LI 2 AWS Certificate Manager LIE LH7| 7158 1

ACMO| S E MHIA MM FXRSHMR. HEE| QB A

st WELT| 7ts& EdEtsifor gLt

£ LHELHE{E M ACM HE

CtE dMoMHeE HEZIACM QUBME 23, LWEU7| & FAsts WS dEELC
=X

- ZE£E2 NS5 HEE JABEMH LF

« CLIE ALE5l0d HEEI IBMH RF

+ AWS Certificate Manager LHE LH{7| 7t S8 HE=] 215 M

+ AWS Certificate Manager IHE 2| Q15 A LIE LK 7|

« AWS Certificate Manager IHE 2| Q15 M F[A

s il oHE 74

ASM 2 A

1. AWS Management Console0ll 21215 11 https://console.aws.amazon.com/acm/home ACM &

£& YGLich

RIBM &S MElgLICE
2. 02! O|F(Domain names) Mo =H|Q! O|F S U=dgfLct

www . example.com Z2 FQDN(Fully Qualified Domain Name)O|L} example.com Z & H|0

= apex THIQ!I O|E2 AL E = USLICH T RIB0M HE(*)E AUEIIER M85 S
st ZH Q! LHoil M 04E-| MO|IE 0|2 E5& =& /U&LICt o & £01 *.example.com2

corp.example.com 2! images.example.com2 23 &L|Ct QA UETFIE O|F2 M5 EES}
ACM 1B Mol FA| CHA| O|F & & ol EAIELICH

AUETIE AIBME 2EY M HE(*)= Tl o|F 2| M 2150 2tok ot otLtel ot =
I

=
A= =3 A OlA
Hel =Fo 258 = U&L

Ct. o & £04 *.example.com login.example.com &

2 oI5 M 2F BT 1.024


https://console.aws.amazon.com/acm/home

AWS 21 A 2E[X}

gt £~ QIX|2 test.login.example.com2 E5 & £ g}

test.example.com2 £3

Ct. £t * . example.com2 example.com®| 52 TH|QIBt E S5t H|04 &£
(example.com)2 EE5tX| TELICH & ZFE ESs2{H OIS HHE HXSHAML.
® Note
RFC 528001 [z}, o] Ao 2dstE = MRl ol (YLt 0|§)e| Zole ntEEE =&
5t0{ 64 SENXH2 Zotg = Qi&LICH oS HAMM EX0| AL A7t XSt 28 =4

CH&| O|&(SAN)2| Zol= =|CH 2535811t

. CIE O|E S F7l5t24T 0] QIB Mo CHE 0I5 F7I2 M5t D HAE Axtof 0|22
QI2dgrLict. o|F A 5t Hio] & apex THIQ!(0Hl: example. com)t 52| = H|QI(o4:
* example.com)S E335= O R8&LICH.
3. ACMLHELH7| 7ts HEZ! QIS AE MAsteiH L2 LH7| B4l SMe MeistLich QI A

|F oM AL E = AU&LICHAWS 2EHRE. REAEF LIS 2 AWS

o| =eto|! 7|of HAM|ASHO] & S8 = US
Certificate Manager LHE 7| 7tS8F H{E 2| QIS M HHS FXSMAIL.
4. 43 W (validation method) MM A 0] [t2t DNS AS - H&H(DNS validation -

|== N
recommended) &£ = O|H| 745 (Email validation)= AME4E} |—||-_—|'

(® Note
A2 X DNS &4 ddg Wi £ ot olHY A
g HAELICH DNS A5 2 oY ABof HIdH Chst o|™
= o

Manager DNS S 2(8) & X 5tA

HES AB3E X
=

AWS Certificate

ACM2 2IEM 2 Al IZME &Zst7| ™ol #AZF THIQI OI& 2 AfatHLE 2E|l HEte B

fotn A=K AEELICH O|HY HE E2 DNS 452 AH8E & JU&LICH

a. OlHY A& MEistH ACM2 T2l 0| ZEo XIHE THRISE HAB olHYe HS
LCH AE THQE XI™sH ACMO| CHAl Y HE EHQISE O|HYE T&ELICH O
HY ASof chdt REM|ISH LI 2 AWS Certificate Manager O|H Y HEE & ZX5HAAIL

b. DNS HZ = MEASIH AL A= ALS XL DNS 23 S I3 ACMO| X3 E CNAME 715
£ F7tst7|2 ot ElLICE. DNS ASof cHet XkMIEF LI& 2 AWS Certificate Manager DNS
HE HHE HZsMR.

5. 7| 4D2F MMM d1EES MEELICH
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https://datatracker.ietf.org/doc/html/rfc5280
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6. EiZ HO|X|M MES At = QIS MO EfOE X|HE &= U&LICH E{ 2= AWS 2[AAE AlH
St Fd5t7| e HIEtE|OlE & & st 7[-2f Ho{/LICH ACM Ef T mEt0|E S5t 4o
CHEH X|&I2 AWS Certificate Manager 2|AA EfT X[ Al

II

= QB Aol {2 E FTtst= G
M HxstMle

Ei1 F7+E OFR|IH R (Request)S ME4EHLICH

L
7. QYOI MElEH ZE0|M IBMH E52= Sotvtn, of7|ol M QB Aol YE7F EAIELICH

2 Al EX 2 FAol Lot A= ol &2l stitoll olsh MuistX| f= B QB ME
Hto™ AE 2 F{(Pending validation) & Ef0fl £0{ZL|Ct. ACMO| 72A[ZF S¢F 215 M 9|

dEE 8oz AT OE Alzho| ZatELICH QB Mol MTl(Failed) E= HE AlZh
1t(Validation timed out) & Ei7} EAIEl= 22 REE AX5tD DNS 23 = O|HY A
E ZME #=H& O3 ChAl AIZstMIR. B0 d3 & dRols QUEA7I YZ 22 4Efol S0

CLIE AI235t0{ HHEZI 2IEM o™

request-certificate BWES ALE 510§ BHE0|MH M| IHE 2 ACM B ME 2F
S 4484 7t Bt 212 DNSQt o|HI Y L|ct 7| g El&of CHal M= 7hs8H 22 R SA_2048(u+E+EIIE4
7t BAMo 2 MBS EIX| §f2 B2 7|24k), EC_prime256v1 & EC_secp384r1 L|Ct.

-

aws acm request-certificate \

--domain-name www.example.com \

--key-algorithm EC_Prime256v1 \

--validation-method DNS \

--idempotency-token 1234 \

--options CertificateTransparencylLoggingPreference=DISABLED, Export=ENABLED

Ol BHES M & 215 M2 Amazon 2|£A O|F(ARN)S &4 LC.

"CertificateArn": "arn:aws:acm:Region:444455556666:certificate/certificate_ID"

HEZ QIEM 2F % 1.0 26
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https://docs.aws.amazon.com/acm/latest/userguide/troubleshooting-cert-requests.html#troubleshooting-failed
https://docs.aws.amazon.com/acm/latest/userguide/dns-validation.html
https://docs.aws.amazon.com/acm/latest/userguide/email-validation.html
https://docs.aws.amazon.com/cli/latest/reference/acm/request-certificate.html
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AWS Certificate Manager LHELH7| 7t 58t TH{E 2] IS A

AWS Certificate Manager LIELH7| 7t S8 HEZ| QIZME AFE3SIH Amazon EC2 QIAE A Z4E| 0|
{2 2z 0A SAEE Z§5104 0{C|AIL} SSL/TLS QIEAE Z2H|X Y, B2 L HIZE £ UL
LICt. O] 7|S2 ACMOi| A &t é HEZ QISAME E¢ 0|42 R &% AWS MH|ASIEZ TR Ql=
EHIM CIBMHE S EF A0 Z Mo{ge = U&LICH

0|&

Ct22 ACM LUELHZ| 7ts HEZ| QIE A2l 0|2 7terstH dFEeLIct

o ZtASEI QB M &2l ACME AL830{ 2 E 2lAA0 QB ME S 0iM 22|'r LI

- CIHHE QIS M 22 O B2 AlZt LHoll RIZ Mol HM|A ST AFEHL|CH

« XS WL ACM2 QM WAE RSS2 ﬂEloh_ A °._|5A-I% HEZE ZH[7I £|™ g2{ELICt

- HI8 28 Qe K| gfct
- RQIB HiE: EFE SSL/TLS O"‘A‘IS XI%3PE MH E= ol E E|91IOM_ 1 2IZEME AFSEL
Ct.

F ACM LHELHZ| 7t H{E2] QIE Mol 2t 5 WAlg 75 A AHELICH
1. THQIe| ACME Sall LIEH 4= U QUSME @ ™-HELICH
2. DNS EE= O|HY HE 2 Ar8350d M2l AR TS AEFLIC
3. 25 M, =ztoldl 7| &l eIE M AQlE LHELCT.
4. M| == OHEEIﬂIOIA_ | 215 MHE HHEZFFLICH
5. ACM2 dAlg Eelstn M USME AIEE = US M LElS EHLICH
Hot e AtE

CHE2 ACM LHELHZ| 7ts HEE! QIS ME AHEE o] 2ot 1] AFEJLct. XHMIEH Li&2 of Ol
O|E|{ 2% AWS Certificate Manager EHH42 X5 AA|2.

Hot AEE|XK] W HMA K|0{E ALEstod LHIEH ZEtolS! 7|& EZ & LIC
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- 7| £240| o|alEl= B2 ACML| SHX| 7|5& AHEELCL.

- AUEQIBSME iz e M MAEE 7| WA HAE T

. ACME 11742 $0ll QIEME ZAIFLICL ACME B2 2% 60 Tol B2 E|T = MHE S
g ZuErLct

. LI QIF Mol tiE T2 MAE EElshof SLIC

23

M8t N2 7| S 3 HE 2 SSLTLS @B Molls %7k 2 30| RIHEILICH AWS Certificate

Manager. |4l ACM 22 HE= AWS & AIO|E S| AWS Certlflcate Manager MH|A 2= HO[X|&
SEXC RS

D e AR

AWS Certificate Manager IHEZ! QIS A LHELH 7|

CH2 MxlolA=E ACM 240 ACM HEZ! QIZME LHIE L E W2
certificate AWS CLI ExportCertificate APl 22 AFEE = &LICt

(® Note
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https://aws.amazon.com/certificate-manager/pricing/
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/acm/export-certificate.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/acm/export-certificate.html
https://docs.aws.amazon.com/acm/latest/APIReference/API_ExportCertificate.html
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o
>

F7tol=

22 QIS A LHELZI(Z2)

1. of 212l AWS Management Console 5t11 https://console.aws.amazon.com/acm/ ACM Z2& 2
FLICt.

2. QIBA LIPS MeistD L2 Q1B Aol &Qlgtg MEfghLCt

«  E=QBAME MEY &+ AELICEH B M HMF HE Ho|X[o|M LHELHZ|E MEHEFLICE
X

(® Note
ACM Z2&0|M .pem 2IEM HUS LHEH &= AU&LICH pem THUS ppket 22 CHE 1t
QU Ao R HEHE 4 QIALICEH XHMIE LI 20| re:Post EME EHZEFHMLR.

HE2 eIE M LHE LY Z|(AWS CLI)

export-certificate AWS CLI E™& &= ExportCertlflcate AP| o2 AR50 HEE! OIS A9}

Zgloldl 7|1E LHEL|Ct e A sts R
Ab235t0d mhelol| &5 2 X{&E CHS

HIEo XMAEEX| oM g5 5 @ladst

LS —

@ Note
371 Z3E LUe ¥ SAXE BLIX| fotot BLICH CHR T e 23 miels Helg &

%L—I Ct.

$ file -k passphrase.txt
passphrase.txt: ASCII text, with no line terminators

CHS dldlE BY £32 jg= 1to|Estod PEM S4 X|HE ME&Lch

[Windows/Linux]$ aws acm export-certificate \
--certificate-arn arn:aws:acm:us-east-1:111122223333:certificate/certificate_ID \
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https://console.aws.amazon.com/acm/
https://repost.aws/knowledge-center/ec2-ppk-pem-conversion
https://docs.aws.amazon.com/cli/latest/reference/acm/export-certificate.html
https://docs.aws.amazon.com/acm/latest/APIReference/API_ExportCertificate.html
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0|7d2 baseb4 2 QAT E PEM A QIS ME &35t H, CI =

--passphrase fileb://path-to-passphrase-file \

| g -t ""\(.Certificate)\(.CertificateChain)\(.PrivateKey)"'

H

Zgto|dl 7| Z&rshL|Ct.

=2

MIIDTDCCAjSgAwIBAgIRANWUFpqAl16g3IwStE3vVpTwwDQYIKoZIhvcNAQELBQAwW
EzERMA8GA1UECgwIdHIvbGIsb2wwHhcNMTkwNzESMTYXNTU1WhcNMjAwODESMT cx
NTU1WjAXMRUwWEwYDVQQDDAXx3d3cuc3B1ZHMuaW8wggEiMAQOGCSqGSIb3DQEBAQUA

8UNFQVNoo1VtICL4cwWOdLOkxpwkkKWtcEkQUHE1v5Vn6HpbfFmxkdPEasoDhthH
FFWIf4/+V01lbDLgjU4HgtmV4IIDtqM9rG0Z42eFYmmc3eQ00GmigBBwwXp3j6hoi
74YM+igvtILnbYkPYhY9qz8h71HUmannS8j6YxmtpPY=

MIIC8zCCAdugAwIBAgIRAM/jQ/6h2/MI1INYWX3dDaZswDQYIKoZIhvcNAQELBQAw
EzERMA8GA1UECgwIdHIvbG9sb2wwHhcNMTkwNjESMTKk@ONTE2WhcNMjkwNjESMjAQ
NTE2WjATMREwDwYDVQQKDAh@®cm9sb2xvbDCCASIwDQYIKoZIhvcNAQEBBQADggEP

j2PAOViqIXjwr08Zo/rTy/8m6LAsmm3LVVYKLyPd1+KB6M/+H9321/Bs8ERqqga/
61FM6iw2IHtkW+q4WexvQSoqRXFhCZWbWPZTUpBS@d4,/Y5q9253iILRa/IQ0d4UL
tWZyqJ2rj2RL+h7CE71XIAM//0HGCcDDPaQBFD2DTisB/+ppGeDuB

MIIFKzBVBgkghkiG9w@BBQOwSDANBgkghkiG9w@BBQwwGgQUMrZb7kZ18nTZg7aB
1zmaQh4vwloCAggAMBOGCWCGSAF1AWQBKgQQDViroIHStQgNOjR6NTUNUuwSCBNAN
JIM4SG202YPUiddWeWmX/RKGg31IdE+A@WLTPskNCACAHqdhOSgBwt65qUTZe3gBt

ZGipF/DobHDMkpwiaRR5sz6nG4wcki@ryYjAQrdGsR6EVVUUXADkrnrrxuHTWIjF1
wEuqyd8X/ApkQsYFX/nhepOEIGWf8Xu@nrjQo77/evhG@sHXborGzgCIwKuimPVy
Fs5kw5mvEoe5DAe31rSKsSUJ1tM4Rag]j2WH+BCO4SZWNH8kxfOC1E/GSLBCixv3v
+Lwq38CEJRQILdpta8NcLKnFBwmmVs90V/VXzNuHYg==

rin

72 THol T OlF oMol >BIC|HMS F7tsto ChS TS M

$ aws acm export-certificate \
--certificate-arn arn:aws:acm:us-east-1:111122223333:certificate/certificate_ID \

--passphrase fileb://path-to-passphrase-file \
| 3g -t '""\(.Certificate)\(.CertificateChain)\(.PrivateKey)"' \
> /tmp/export.txt
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https://www.amazontrust.com/repository/sa-1.3.pdf
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2. QIEAMLIUS MEHS T | ASIE S QIS A Q| EQlZtS MEHSH|C}
27} Atlg M Ohg FIAE MBI
4. EA|AO|SE XMZstTE /2438t revokel}l2 £ AZ MEHFHOF 5= CHEF AMKFZ} LEEFSEL|CH
/A Warning

RAUBEM7t FAZH UBSMHE MAEE = &LICH QUBM FAs SFHULICH

ro

=M %|A(AWS CLI)

PI Ztod2 AFZ5H04 ACM HE

revoke-certificate AWS CLI B3 L= RevokeCertificate API &
HE SE510{ QIS S| ARNE 4

2= Z2t0|H! QIS MHE FAFLICH list-certificates B
AME 2~ Q&LICEH

$ aws acm revoke-certificate \
--certificate-arn arn:aws:acm:us-
east-1:111122223333:certificate/12345678-1234-1234-1234 \
--revocation-reason "UNSPECIFIED"

/A Warning

ABEM7t FAZH UBSMHE MAEE =+ &LICH AUBS M FlAs SFHYULICH

AWS Certificate Manager LHE LH7| 7Hs 8 T{E 2] 215 A2t Amazon EventBridgeE At&35104 AtS Q!
M AL o|HEE FgE = /&L

1. Q&M AAE 2LIE{RIS T = Amazon EventBridge O[HIEE M gLIC} XIMIEH LI 2 ACM

ovL=

0i| CHE Amazon EventBridge X|&& & E5HAIL.

HEZ QBN 2 BT 1.032


https://docs.aws.amazon.com/cli/latest/reference/acm-pca/revoke-certificate.html
https://docs.aws.amazon.com/acm/latest/APIReference/API_RevokeCertificate.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/acm/list-certificates.html
https://docs.aws.amazon.com/acm/latest/userguide/cloudwatch-events.html
https://docs.aws.amazon.com/acm/latest/userguide/cloudwatch-events.html
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2. ZHAIA|CIZSMHIZE &E|5t= AFSEHE MAIEHLICH REMIEH LIRS ACMO| A Amazon
EventBridge 2 24 A|%f HHHE FXSHAAIL.

AL = HiE AMTHE 22T S EventBridge O|HIEE FA4EHLICtH

o

= RenewCertificate API & AFE35t0{ ACM IH{EE! & ZZjo|8! 2l
SME A AWS CLIE &= Ql&LICt O|Fof| LHE IH Q15 M BF ZHAIE 4= Ql&LCt.
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/A Important
ACM LHELHZ| 7t HEE IBME ALlstH F7t @F0| RaHEL|Ct &
= AWS 2| AFO|E o] AWS Certificate Manager A‘IHl_ L= HOIX|E HESMLR.

B M dL(EE)

CHe EAFOIME ACM HE 2| £ Zato|Yl QIBME ZRIZ ZAlshs ¥ ehigLIc

1. ol 212! AWS Management Console 511 https://console.aws.amazon.com/acm/ ACM 2& 2
QLct

2. QUBAM LIEE MEistn dilsieds Bl Felgts MEELICH

= QBME MEHE £ J&LICH Q1B M MF EE mo|x|oMq dilS MEHEFLICEH
2248t renewC}tS A4S ME=sH{ol ot= CHEE & AFIF LIEHELICEH

R1E M A LI(AWS CLI)

renew-certificate AWS CLI B3 L= RenewCertificate APl 12 Al235t04 ACM TH{EZ!
Zpto|el QIZBME ZAAISLICH list-certificates WHE $E5104 QIS5 A2l ARNS ZHAH

| -
:
T U&LICH renew-certificate HHE2 SE2 Bttt x| &£ &LICtH

w7

$ aws acm renew-certificate \
--certificate-arn arn:aws:acm:us-
east-1:111122223333:certificate/12345678-1234-1234-1234-123456789012
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https://docs.aws.amazon.com/acm/latest/APIReference/API_RenewCertificate.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/acm/renew-certificate.html
https://aws.amazon.com/certificate-manager/pricing/
https://console.aws.amazon.com/acm/
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/acm/renew-certificate.html
https://docs.aws.amazon.com/acm/latest/APIReference/API_RenewCertificate.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/acm/list-certificates.html
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AWS Certificate Manager IH=2] 1S A0 Ciet THIQI AR H HS

Amazon 215 7|2(CA)O| AtO|Eof CHEt QIS ME =524 TX AWS Certificate Manager (ACM)
Ol 2o x|det 2E EHIQ! 0|E 2 £ RStHL HMogtS ZFslo Lt QLEME ¥ M =0
2l O|& A|AEI(DNS) AZ, O|HY ZBS == HTTP ZHE2 AI835t0{ AR HS SHSITSF MEE

= © o0
A& Lt

=
S

® Note

HB2 ACMOIM T8 BHMOZ MZE 4 2= B Molgt B EILICH ACME 7HX
2 QM EE Zatolyl C 15 5%] ©

—_
=L A CHall =@ AR HE ASSHK| of&LICH
ACME Amazon VPC ZEl0|H! S AElQJod cr= J|EF HIZ7H EHIQIS| E|AAE HBE £
QAELICH REM|E LHE2 218 M AS 24| s B XA AR,

CHEot 22 0|RZ olHY HE S SEDNS A5 2 Ar8ste 20| E&LICH
=

Amazon Route 53 AI&3l0{ I{E 2| DNS | ZEE &2l

O|EE + A&LICH

« ACM2 QIZME o}lE! Al2 0|1 DNS BllZ E7} EXi5HE S DNSO|A & Qlst QIS ME KIS0 2

- O|HY AS AUBME At85tEd™H TH R £ RAto| &
retLCt olg{Eh &2 =2l

o= Tl ARA7 22501 & &lA

£|0+ QAQLIEL LIYE 2 E THQI0| ASEIH ACM2 SUSH ARN A2 30 ZHAIE

glct

ZHQ10] DNS CIOIEIHIOIAE HEIE 4 9= B9 THAl OlHY B S ALS3HOF BLICH

HTTP &2 CloudFrontoil A A E[= QB Mo| ArEE =+ &LICH O] HIM== HTTP 2lC|ElEE
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https://docs.aws.amazon.com/vpc/latest/userguide/vpc-dns.html#vpc-private-hosted-zones
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« AWS Certificate Manager DNS A&

- AWS Certificate Manager O|H Y A&

« AWS Certificate Manager HTTP A&

AWS Certificate Manager DNS A&

T HQl Ol AAR(DNS)2 HERZo AZEl= 2|AAE 28 CIHEE| MH|AILICH DNS SZAt

—

£ CHelE Holste ellZE7H & E Co|EHHI0|A & R K| 2rE[ELICH DNS HAE S MEistEH ACM
2 o| H|o|E{H[o]A0i F7}slofF 5h= StLt 0|4 o] CNAME B2 =& NS ELICH Ol BZ=0l= AFE
A7t MRS SHEE Fste AE S st n/et 71-2f ®o{7t £ E[o] /I&LICH

® Note
ol HSE B3 2l ME B
i&LICH DNS A& A 0
cxeiEsiag

o€ E™M &7} 0|E0| www.example.com®@! example.com ZHIQI0] CHEH QIBMHE QLHE B
ACM2 CNAME B2 E F IHE XSS 2 e LCh AKX ZH QI U HHESE S5 MYE
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Ext 7tol=
HAAE AWS MH|A0M QB ME M7 7LE CNAME BIZEE& AX|5tod kt& dAlg SXE = U
&LICH Route 530| DNS 22 At7} ot ZAR0f= Z 2 RIofAH ¢d2Hsto] B|ZEE AtX|6t= we o

OFE M. Route 530| 22 X2 ZZL Route 53 7 Al 7I0|E0AM E|AA BZE ME AXE & XS

Me. z2[d B M A alol cHet ARMIEH LHE =2 ol A 22l 215 M A&l AWS Certificate Manager A4
HESMLR.
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(® Note

DNS Td0il A1 571 0|4 2| CNAME StLt2 e4ZE|of RSP CNAME = lo| AmjgfLict o ZI

Aelo]l Hedt 32 o|HY HAEE Ar8stE Wo| E4LICH

ACMO]| CH8t CNAME |2 E Qo] 25 Hf Al

(@ Note
0| 442 Route 532 DNS B2 X2 AF& 3R] ot T 2ol A M ELICh.

Route 532 DNS 32Xtz A&stX| &b = B9, ACMOIA XMFst= CNAME &2
AMOIEE Sall 3ZXto| Clo|E{H|o|Aa0 =522 2I=38lof & LICt. CNAME E1|_=.'_
L&, S5 UAE HEHIO|E S| ZAE|0|L] S CtYst 8= 2 AFEE LICH ACMe| A< ol dIZEE
S50 E7| THQI ASTH 20| Tl X|& X0 KIS QIS A AIS &35 & ola| |r}.

L= T O=2 T ArE

CIS Elo|20l= 670 =0[2! O|&0f CHEt CNAME HIZE Q| oM 7} LIt l&LICH ZF HZEQ 8=
(@]

E O|§-tlZE gt "Ho{z ZHQ!l 0|§ AR TS Q&8s HEg S &uct
Ol oM %45 2742 BIZ = O|&-TIZE g Ho{z SLUFLICE Ol=2 22 ALEFIE T
Ql* .example.com®| B ACMOA A5t -E- tFol 7|& =oelRlol cHal M= =X S U5t
= x| o |0

Ct= A2 Eo{&ELICtexample.com. 11
H2 chEuct

OSH Y ZE 0|F X BZE Zf "ols Z =HQl ol

CNAME HZE of

CHel ol dlZE ol Gl =y M
*.example.com _x1.example.com. _x2.acm-validations.a ldentical
WS.
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https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/resource-record-sets-deleting.html
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THQl ol dZE 0| IZE 2 =k
example.com _x1.example.com. _x2.acm-validations.a
WS.
www.example.com _X3.www.exam _x4.acm-validations.a 1%
ple.com. ws.
host.example.com _x5.host.exa _x6.acm-validations.a 1%
mple.com. wSs.
subdomain.example. _x7.subdomai _x8.acm-validations.a 1%
com n.example.com. ws.
host.subdomain.exa _x9.host.sub _x10.acm-vali ks
mple.com domain.example.com. dations.aws.

HE() CHS0l 2= xN 2f2 ACMO| &gt ZI EXrdLIct ol & SH oS Z&Lch

_3639ac514e785e898d2646601fa951d5.example. com.

Olol= Atz HYE BZE o|F € E0oiELICH HEE B E g2 Chant 22 4 &+ A&Lich

_98d2646601fa951d53639ac514e785e8.acm-validation.aws.

2| o= S et DNS il Z =of cHet AuklL|ch.

(® Note
DNS &=
ZStM L.

Rt 9ol WE0| 22 CNAME #2 XI5tK| of2 2 DNS ZHZ 28 siZ2e &

CIZAME 235l DNS A3 2 K|35, ACMO| CNAME MEE ¢} 2 gAlo 2 X|Z&hct.
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example. _a79865eb4cd1a6ab990a45779b  CNAME

a0 460b96.example.com. _424c7224e9b0146f9a8808af95

5727d0.acm-validations.aws.
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oF l245foF gLCt ol #El2 X &1 THQl o|F0| =& E B2 E O|F(0dl: .example. com)S
o5t Chaa 2ol E =+ A&LICH

0| 3« d&0| AmigLIch et SZxtol X= U2 RS S 0I2| = elshok gLt

® Note
O Mol A= o|O| atLt o|&f 2| QIBME HERT QIS MHE Hdet AWS 2|0l M ZHstn
RICkT 7HELICH 242 PedD sHECl A3 ALS sEol CiAl EAIEHL 248 HExo
2 GX|e S50 S M7t EAZIX| i B2, SHIE EIME XIBHeX| HAF Lo

1. https://console.aws.amazon.com/acm/0il A ACM 2£& & Lt

coel AfH = H% 1.0 38
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AWS QIZ A 2 2|xt ARt

7t0|E

2. 2BM FE0AM ZAS EF S(Pending validation) 4 E{Q!I 4 35t2{= 215 A ID(Certificate ID)S
O

M

SHEfLICE 22{™ IS5 Mo cHet M|F HE mo|X[7} F&EILICH

3. ZHQ!/(Domains) MMM L5 F HAt & StLHE 2t = ELICH

0

b.

—~

ME4 AFE) Route 532 S & LICEH

ZHo St A &d HEHS| Route 5301 2| 2= 24J(Create record in Route 53) H
EAIEL

E
=

« Route 532 DNS 22 A2 AFEFLLCE.
« Route 530 A S AEIEH o] CHEH Ar7| HEHO| Ql&LICH

- FQDNO| o} ABE|X| 8Lt &LICH.

® Note

AN 2 Route 532 A3t UX|PF Route 530 BHIZE MAI0| F2HE|7{Lt HIE
MelEl A2 MME XM L2ACM 240 M ‘Route 530 HIZE M4 H{E 0| LIE}
LIX| & S.

Route 530{ A B2 = Mg MEIS O3 B2 MAS MENSHLICH Q1B M AEH(Certificate

status) H O|X|7} DNS B2 =7} ‘4dEl(Successfully created DNS records)O|2t L EA|E|l=
Vel HiLA2F =7A DEILICH

M 1B Mol &Ei7t =|CH 302 St A& A8 EF S(Pending validation)2 2 ZAE 5= QU
&LC},

® Tip
ACMO| Route 530 M BHIZEE AISO2 MAMGEE T2 ghAlo 2 QX E
ei&L|Ch 22{L} Route 53 DNS C|O|E{H|0|A 0] HZEE AMAI5H7| 251 Route 53
0l AWS CLI == APIE 2 E£E & U&LICH Route 53 B|Z E M Eo CHE AFAM|IEH LY
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g2 olis HIE ME B XS HESHMR.
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https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/rrsets-working-with.html
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- =0 2l(Domains) M440f EA|El CNAME 74 QA E SAHELICE 0| HE & DNS Ci|O|H
Hlo|A0| =522 FI}8Hok ghLCt,

« = CSVE WHELHZ|(Export to CSV)E MEHEFLICH ZA0t mpfo| & E DNS G| O[E{H| O]
A0 =522 F7ts6HoF gLCH

/A Important

HZE BEXNE Yx|5t2{™ DNS SZAte| Clo|E{H|o|A0| HEE F7+5t7| Toll ACM
of CHEF CNAME B|ZEQ| 5 HHAIE HAEFHA|R. 2X|71 2t M5tH DNS 25 24
S Mg EESHMIR.

P

ACMO| AL2XIE 2|5 CNAME Zf2 MAst A|IZo 2 2E| 72A1Z LHol =09l O|E2 HBE = Qe
A2, ACM2 215 M HEE [HS AlZh Z1}(Validation timed out)] 2 ¥4 Z g LIC}. 0|E-|?_F Zot7} gl
LS 2 DNS 782 83Mo 2 UO|0|ESHX| it 7| 2 LCt

st= 71 2 0|f = ACMO| MM
o| EX|E s{Z25t2{%d CNAME X

&t
%

=2
122 dEs & M QB ME 2FsHof gLt
AWS Certificate Manager O|HIY A5

Amazon @& 7|#(CA)O| AtO|Eof CHEt QIS ME Y =6tE{T HX| AWS Certificate Manager (ACM)
oM o] x| det ZE EHIQE &R5HHLE Mo{st=X| & lsiok & LICt O|HIY £2 DNSE ALS
§tod ol = JU&Lct o] FxoM= o|HY AEo cia A ELIct.

OlHIY AB AL8 Al EX|71 st oMY HE =X sl 2 HHede BESAL.

olHY HE =5 4

ACM2 Zf =H|Qlol| CHal CtS 5712 38 AAHE! O|HYZE AZS O|HY HIAIXIE M&ELICH E= oy
Al ZHIRloAM o248t o|HIYE sAlstEdis B2 +H ZHIQIS ?:'% _'.:_IH|°|EE XNEE = UE
LICt z[4 B AO|E FAMK|S 2E 5t EHQI0| R&5HH, O|HY FLO EHRISE @ Flof T

OJAF2 AL ElL|C} 0 & S04, example.co ubdomain.example.co | AZ EHRle 2 x|™Mst=

o
m su
AL admin@example.com2Z O|HYUE g2 £ U&LICH.

« administrator@sliE_ZH2l_0|E
* hostmaster@3sie_TMH2l_0|&.
« postmaster@siiE_TMH Q! 0|
- webmaster@slE_ZHIQl_0O|E
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https://aws.amazon.com/blogs/security/aws-certificate-manager-will-discontinue-whois-lookup-for-email-validated-certificates/
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Greetings from Amazon Web Services,
We received a request to issue an SSL/TLS certificate for requested_domain.
Verify that the following domain, AWS account ID, and certificate identifier

correspond
to a request from you or someone in your organization.
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Domain: fgdn

AWS account ID: account_id

AWS Region name: region_name

Certificate Identifier: certificate_identifier

To approve this request, go to Amazon Certificate Approvals
(https://region_name.acm-certificates.amazon.com/approvals?
code=validation_code&context=validation_context)

and follow the instructions on the page.

This email is intended solely for authorized individuals for fgdn. To express any
concerns

about this email or if this email has reached you in error, forward it along with a
brief

explanation of your concern to validation-questions@amazon.com.

Sincerely,
Amazon Web Services

Greetings from Amazon Web Services,

We received a request to issue an SSL/TLS certificate for requested _domain.
This email is a request to validate ownership of the domain in order to renew
the existing, currently in use, certificate. Certificates have defined
validity periods and email validated certificates, like this one, require you
to re-validate for the certificate to renew.

Verify that the following domain, AWS account ID, and certificate identifier
correspond to a request from you or someone in your organization.

Domain: fqgdn

AWS account ID: account_id

AWS Region name: region_name

Certificate Identifier: certificate_identifier

To approve this request, go to Amazon Certificate Approvals at
https://region_name.acm-certificates.amazon.com/approvals?code=
$validation_code&context=$validation_context

and follow the instructions on the page.
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This email is intended solely for authorized individuals for fgdn. You can see
more about how AWS Certificate Manager validation works here -
https://docs.aws.amazon.com/acm/latest/userguide/email-validation.html.

To express any concerns about this email or if this email has reached you in
error, forward it along with a brief explanation of your concern to
validation-questions@amazon.com.

Sincerely,
Amazon Web Services

Amazon Web Services, Inc. is a subsidiary of Amazon.com, Inc. Amazon.com is a
registered trademark of Amazon.com, Inc.

This message produced and distributed by Amazon Web Services, Inc.,
410 Terry Ave. North, Seattle, WA 98109-5210.

(c)2015-2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
Our privacy policy is posted at https://aws.amazon.com/privacy
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3. U 7|2 ME HE MMM eI5 7|2 HIFE MEIStD ALS 7ts8h ZEto|Y! CAs B StLEE
MERSILICH CHE HHoM CAE S&eF B2 ARN 2ol A/ MEJF EAELICH

ikl
o
O
E

TR
1A
m
P

M
L]
Ol
@ —

"
i
rir
Ral
o

Ral
L]
Ol

4. E M2l 0|F(Domain names) MMof| A EHQ! O|F S LU=ELICH www.example.com €2
FQDN(Fully Qualified Domain Name)O|L} example.com Z2 H|0{ EE& apex TH Q! 0|&

AEE = UELICH T RIZ oM HE(*)E ALUEFIER MAESto{ SUE TH Q! Lo A 04E-|
AMOIE O|E2 E5 & =& /U&LICH o E £0{ *.example.com corp.example.com &
images.example.com2 ES&LICH A UEFIE O|F2 AT EEQ ACM QB M| 4| CHA|
O|F & &of ZAIELICE

Z2to[Hl AIBM 2F H% 1.0 53
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AWS 21 A 2E[X}

® Note
AUEFIE QUBME QEE M WE(*)= THIQ o|F2| T 2
StLol 5HR EHIQI &0 ES 8 = UELICH o8 S0 *,
login.example.com 2! test.example.com=2 258 £ Q
test.login.example.com2 23 & = Qi&LICt EBH *,
example.com?| 5t T HQIPt 25511 Ho{ E=
StX| ZEfLICH & 25 E E55te{H OIS BAHE ’E*.’Fjwli?.

|Z
S

.example. com)% st O

s8I
7| ¢IEIE MMM YTEES 4

{EH S}

MEHEEL|CH

XS
[= =]

XHHI?_F LHE2

AN OlA
18 = U&

.J"A-Ioil = E= NS

_ I_ |

Ei THIOIXIOH
M35t7| TI
A-|01| ElOE

0II r>~

5o

ol cHet

rOl'J

& Z7H(Add another name to this certificate) & MEH5t 1
|EP o|E"71| 5™ o] EE= apex T MH|Q!(0d: example.com)t 5t =

AWS EE:L HAIE

20| 2tof 5t
example.com2
K| Bt

ample com=

BAE

Xt
M 21(odl:

oA ECDSA QIS ME

L|C}. Ef2= AWS 2|4
t mo{IL|Ct ACM Bl miEt0|E S 8§12
8t X|&l2 AWS Certificate Manager 2|4 A E|T X|

Algd

AN
=== =

|.AHA-|
S o

x4 Al
(= |

o o
o2k oM

Z5tMIL.

0§

T x

Ct Ole{8F HErE A8 st

Ch ZEAMIEH LHE 2 ACMOIAM AH[A 44

-

o IO O Mo

4> 12 10

T

MEHSE

—

I[

23 (Request)Z

Juooz I
|0 HI

HU M

i > z

X MM
mn Hd

£l T8t (Certificate renewal permissions) AM0{| A Q1B M A4l HEH| CHEF SXIE
o4 MEYBH CAZ MBE Zito|8! PKI QIS ME

INESE==]

2
HalE
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AWS 21 A 2E[X}

AR} 710|1E
ZzZto|8l 2B M F(CLI)
request-certificate B2 A& 3504 ACMOIA ZEI0[8! QIS ME QI ELICEH
(@ Note
CA7} MESH ZEtO[H! PKI QIBMHE Q& I AWS Private CAX|HE MYB 21 2|& mHUE|

4L O
(RSA EE= ECDSA)= CA H|Y 7|o| & 2|&F T 2|et x|S0k &FL|Ct.

aws acm request-certificate \
--domain-name www.example.com \
--idempotency-token 12563 \

--certificate-authority-arn arn:aws:acm-pca:Region:444455556666:\
certificate-authority/CA_ID

Ol HH2 M At Q1B A2] Amazon 2|4 A O|F(ARN)S £ &LCH
"CertificateArn": "arn:aws:acm:Region:444455556666:certificate/certificate_ID"

iR 20| H2 ACME B8 CAB X2 AL E M) MHIA A7 A (SLR)S ANl (S22 A
Ch. SLR2 Y S8t 215 AEIE| QIBME RS2 AAE = QT FHLICH SLRO| UE=X| 2 Ql5tE
™ LS BBE AEsto] IAME #{2|stH E LT

=
(=)

aws iam get-role --role-name AWSServiceRoleForCertificateManager

SLRO| Rlef FH £2{0| CtSnt 20| LIEFELICH.

"Role":{

"Path":"/aws-service-role/acm.amazonaws.com/",

"RoleName":"AWSServiceRoleForCertificateManager",

"RoleId":"AAAAAAAQQQQ0@0BBBBBBB",

"Arn":"arn:aws:iam::{account_no}:role/aws-service-role/acm.amazonaws.com/
AwWSServiceRoleForCertificateManager",

"CreateDate":"2020-08-01T23:10:41Z2",

"AssumeRolePolicyDocument": {

Z2to[Hl AIBM 2F H% 1.0 55
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AR 7H0|E

"Version":"2012-10-17",
"Statement": [

{
"Effect":"Allow",
"Principal":{
"Service":"acm.amazonaws.com"
},
"Action":"sts:AssumeRole"
}

}I

"Description":"SLR for ACM Service for accessing

"MaxSessionDuration":3600,
"RolelLastUsed":{
"LastUsedDate":"2020-08-01T23:11:042",

"Region":"ap-southeast-1"

00
mo

SES

[o][]

SLRO| @128 ACMO A AH|A 947 45 A

AWS Certificate Manager Z 2} 0|t

ZZtolH! PKI Bt E 9|
A&LICH LHEHH ot o= QIS A
Mot A KZEsHok gLk of CHEt REMIEH LIS

ofC|ol| MLt AH2EF 4~ AWS Private CA
RIS M Aol Ul ¢

LMl 2.

UM LZet QIBME LHEL =
2 8tEl Zetol8! 7|7t Z & ELCt o
2 AWS Private Certificate Authority AFHE AHAME AWS

cross-account Private CA",

IS M LHIE LK

AN

Private CAZI Z35HAMIR2.

MUELIZ|(E£)

M UIELHZ|(CLI)

=otE 7IHE & H 80

UBM LHE LT

H% 1.0 56
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AWS Q15 A #E|X MEX 7t0|E

zztols! eIEAM LHIELHZ|(EE)

1. AWS Management Console0ll 21 QI35+ 11 https://console.aws.amazon.com/acm/home ACM &
&2 Y.

2. Certificate ManagerE MEf&rL|C}.
3. LHELHEA= Q1B Aol B3 & MEISHAIR.
4. LHELHZ|E MEHELICE
5. Zptol®! 7|of &= & =5t SlgtLCt.
® Note
ASEMNEM# $E=%E MSt ZE ASCIH 2AHE AIEE &= JU&LICH

PEM Q3T MMg MEHFFL|CE
7. QBM, ABM AR U LE3E FIE HEZEo SASHHLE ZHZol Cia THUZ LHELHZ|E A=

g = Aauct
8. YEE MEAFLICt

zgtol8l RIZ M LHELHZ|(CLI)

export-certificate WHEE AFE 35101 AFE QIB M2t Z2to|8! 7|& LHE Lt BHEE A I F3E
g Fatiof &LICt 2ot ZEtettd™ ot WETIE AMESHod T o 0*35 MY CHE s M3
|.

oto A EE NS ELICH O|EAH ot 27t BH BlZ =0l MR e 258 Mg M CHE

AEO|l A5 E Z &+ &L

(® Note

A7t ZetE ntde  SEXZ BLEX| efotok FLICH CHSX 242 &% oS &g +

A& LICH

$ file -k passphrase.txt
passphrase.txt: ASCII text, with no line terminators

S dldlE BY £32 jg= 10| Estod PEM B4 X|dE ME & LICH

[Windows/Linux]
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$ aws acm export-certificate \
--certificate-arn arn:aws:acm:Region:444455556666:certificate/certificate_ID \
--passphrase fileb://path-to-passphrase-file \
| jg -r '"\(.Certificate)\(.CertificateChain)\(.PrivateKey)"'

01742 base642 QIZTE, PEM B4l QIBME £2I5tH, T+ B HE ollofM2t 20| Q1B M QI

MIIDTDCCAjSgAwIBAgIRANWUFpqAl16g3IwStE3vVpTwwDQYJIKoZIhvcNAQELBQAwW
EzERMA8GA1UECgwIdHIvbGIsb2wwHhcNMTkwNzESMTYXNTU1WhcNMjAwODESMT cx
NTU1WjAXMRUwEwYDVQQDDAXx3d3cuc3B1ZHMuaW8wggEiMAOGCSqGSIb3DQEBAQUA

8UNFQVNoo1VtICL4cwWOdLOkxpwkkKWtcEkQUHE1v5Vn6HpbfFmxkdPEasoDhthH
FFWIf4/+V0O1lbDLgjU4HgtmV4IIDtqM9rG0Z42eFYmmc3eQ00GmigBBwwXp3j6hoi
74YM+igvtILnbYkPYhY9qz8h71HUmannS8j6YxmtpPY=

MIIC8zCCAdugAwIBAgIRAM/jQ/6h2/MI1INYWX3dDaZswDQYIKoZIhvcNAQELBQAw
EzERMA8GAL1UECgwIdHIvbGIsb2wwHhcNMTkwNjESMTKk@ONTE2WhcNMjkwNjESMjAQ
NTE2WjATMREwDwYDVQQKDAh®cm9sb2xvbDCCASIwDQYIKoZIhvcNAQEBBQADggEP

j2PAOVigIXjwr08Zo/rTy/8m6LAsmm3LVVYKLyPd1+KB6M/+H9321/Bs8ERqqga/
61FM6iw2IHtkW+q4WexvQSoqRXFhCZWbWPZTUpBS@d4,/Y5q9253iILRa/IQ0d4UL
tWZyqJ2rj2RL+h7CE71XIAM//0HGCDDPaQBFD2DTisB/+ppGeDuB

MIIFKzBVBgkghkiG9w@BBQOwSDANBgkghkiGO9w@BBQwwGgQUMrZb7kZ318nTZg7aB
1zmaQh4vwloCAggAMBOGCWCGSAF1AWQBKgQQDViroIHStQgNOjR6NTUNUwSCBNAN
JIM4SG202YPUiddWeWmX/RKGg31IdE+A@WLTPskNCdCAHqdhOSqBwt65qUTZe3gBt

ZGipF/DobHDMkpwiaRR5sz6nG4wcki@ryYjAQrdGsR6EVVUUXADkrnrrxuHTW]jF1
wEuqyd8X/ApkQsYFX/nhepOEIGWf8Xu@nrjQo77/evhGOsHXborGzgCIwKuimPVy
Fs5kw5mvEoe5DAe3rSKsSUJ1tM4Rag]j2WH+BCO4SZWNH8kxfOCLE/GSLBCixv3v
+Lwq38CEJRQILdpta8NcLKnFBwmmVs90V/VXzNuHYg==

=2

rin

g mrdol E=3st24E O[T oMol >2|C|*ME FTteto TS S Y eI

$ aws acm export-certificate \
--certificate-arn arn:aws:acm:Region:444455556666:cextificate/certificate_ID \
--passphrase fileb://path-to-passphrase-file \
| 39 -r '"\(.Certificate)\(.CertificateChain)\(.PrivateKey)"' \
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> /tmp/export. txt

2 &M 7k 27| AWS Certificate Manager

AWS Certificate Manager (ACM)0| A XM &35HE SSL/TLS QIS ME 2H5tE X Qo /R0 ¥=2
RIBME 7tM 2 + JU&LICt AWS. ME THE| @IF 7|2#(CA)2| 1F A7t ol0| U7HLE ACMAIM W=
5t QAIBME SZE|X| b= ofEC|FH0|IME QT AHE 0| e B2l o|F A & £ U&LICH.

K2 QB ME ACMIt SEE ZEAWS AH|AF E7A MAEE = A&LICH 712 215 MHE ACM
oM ASet OI"A-IQP S YstH HSsX|BF, ACMUIME 72 B Mol CHet 2 el dAIS XSst

K2 AUBME HUSEAH QUM USRN2FREH M LUBME FSE CHE =522 ACMOI| CHA| 7F
M2 ™ ELICH o] Y2 eIE Al ¢4 L Amazon ElAA O|F(ARN)S EZEFLICH E= 275 M
ER AUBME 71X = J&LIct THIQl olF o] 22 of2d 72| B ME 7HME + UKX|EF 0| B2
gt gHoil 7tx4etof & LCt.
/A Important
[H2tM 7t 2 Q1B M| Btz dmE ZLIE{@sto] Bt E|7| o|™of WalstsE A2 nzo| &
LULCt 7t B A7t Bt=E [ Amazon CloudWatch EventsE At&3t01 22 2
EM O| AT E 7hA8HE == QJU&LICH REMEF LI 2 Amazon EventBridge AL EHHEE &

AR,

7tX2 CIBEME X & 3St0{ ACML| 2 E I ME 2|y 2laA]LICh o{2] AWS Z2|T 0| A Elastic
Load Balancing 2E YHME Sl SUS LISMHE AE5tEiH QLB AMHE Ar8stede 2 eIz 2l
B ME 7tx42toF & LICH. Amazon CloudFrontof A €l = SE(HX|LoL £8) 2]
Mo 2 QIS ME 7tXQtof BFL|CH AFMIEF LI 2 X|BHE= 21T HHS FXsHMAIL.

ACM2Z QIEME 7t widol Chet KtMIE LIS CHe FHE RHESMR. QIBME 7S I
SxI7} 2R Q1B A 71512 7| EXIE HE AL,

|
* ACM QIBME 7tX27| fI8r A =
- HMHE ABM A 71 8A

« 2IBM 7K 7|

7HM2 8 M 7% 1.0 59
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AWS Q15 A #E|X MEX 7t0|E

o CIBMCIA| 7} 7|

ACM QB ME 7HM27| {8t AP =27

KA MBE SSLTLS QIS ME ACMLE 7tX{22{H s QB Met Zeto|H! 7|8 25 AN S3Hof &
LICk. HIAWS 215 7|2HCA)MlM MBSt QIZME 7tx{edm QIZ Mo Zztoldl 7|9 HER| 7|z =
gatiok gLICH QB MeE o] FAo| dHEE ZE 7|&S SFaHoF gLict.

DE JIM2 ela Mol sl 55t dng|En 7| 27|18 RIHsHoF Lct ACM2 S 1 EES
XHELCHE = 2H2 API O|F).

fo

« RSA 1024H|E(RSA_1024)

« RSA 2048H|E(RSA_2048)

« RSA 3072H|E(RSA_3072)

« RSA 4096H|E(RSA_4096)

« ECDSA 256H|E(EC_prime256v1)
ECDSA 384H|E(EC_secp384r1)
ECDSA 521H|E(EC_secp521rl)

L5 OhE F7F 2F ME Rol5HMIR.

« ACM S&f AMH|AO0ME BlAAQLS| 4Z0| X|#HElE &E|EY 7| 37(0 8 FLICE HE =
01 CloudFront= 1024H|E RSA, 2048H|E RSA, 3072H|E RSA, 4096H|E RSA 2! Elliptic Prime
Curve 256H|E 7|2t X| 948t = HHH Application Load Balancer= ACMUIAM At = Qe RE &
DE2ES XU RME HE2 AH8 21 AMH|AS MBME HZESHML.

. OIZ M= SSL/TLS X.509 A 3 0._§A-|o4o|= grLict elE Moll= HER] 7|, & ALO|E 2| FQDN(H
TEHE ZHQI 0|8) EEE IP T4 I g2 J|gtol cist HEJF & |o{ok &LCH.

- QIBME AR AR ZEt0|H! 7|2 RHA| MBE|ALE & Z5HE CASl ZEI0|H! 7|2 MBE
A& LICt 5KB(5,1208t0|E)E Z1t5tX| ot 1 &= 3tE|X| f2 ZEto|H! 7|18 MBS sHok gLict.

« CIEM7I CAMIM MBE|1 QIS M A MB357|2 MENSH B2, ®QI2 PEMZ QA T|o{of
g L|Ct.

« ABME 7HM2E AlMol fE8HoF °*LIEP FE 72Ol AIFEZ| M EE B E Z0s 25
ME 7tX& =+ Ql&LICH NotBefore QIS AM EHEOE /E 7(2H AR W 7F LB E|0{ Qe
NotAfter E=o0l= & W7t EE*EIN A&LICH

A = H% 1.0 60
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- ZE EF ABM RE(RIBM, ZEHO|H! 7| & Q1B M X Q)= PEM Q12 E |oqof EFLICt DER ¢!
AYEXNZRE YEESH QR 7 YAFLICH RMEH HEQ X[E2 7HX2 Q1B A 2 7] A MM
g2 XM

« QB ME ALCEA| 7HX{27()e [ ool 7tX42 Q1B AMoi|l KeyUsage == ExtendedKeyUsage
0| e 42 olz{st &2 FIHE = elguch

>

WS CloudFormation & ACM2 2 2B M 71X 7|E X|HSHX| et&LCt.

ACMOIM = QIBA, QBM MR X ZEto|H 7|(ReE E)E B2 Jtxqetok 51, &
PEM Ao Z QlFYaloF B LICH PEM2 Privacy Enhanced Mail2| 2FAFULICH PEM & A2 &3] 2l
1 71§ EAlstE Ol AASELICH PEM 84| mt o] Ul &5 K=

@ Note
AWS = PEM It == V(B QIS M HAE
2 oMo ZHEHSE Ehed E I =
A HEHEE 7| F5)E &S0k 5t B OpenSSLt 22 F&8 2
A8 = A&LICH

CHE MMM E 7t E el E4Alg HEodELICH 718 247t B Itz KNS ElE E¢, HAE

HR7IE Ar8stod 37le = FE 8 LICH PEM Ito| EXHE X Tist
2 & 20l F7tg8 B2 28X, UBAM #el == =Eto|8 7|7t RE6HK| gL &LICt

Example 1. PEM2Z 1A ZE QIF A

ally

15 M &Mlofl= & 7 o4 9| RIE M7t & E|o] U&LICH A E HET|, Windows2| copy BHE =
Linux cat B ALE3510{ 042 Q1B M TUE StLIS| MRS 2 HAZAE = JU&LICH B M7t &

= =
2to| O] QIBME QAUBSIES AUBSME =AUz AZsHoF FLICH AHE QIBME 7HHE 29 7

"‘r

S rO

ro

=
S

x

EE &1 1.0 61
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E QB ME Obx[afol SAELICE CHE o Ale] Boi= Al 7He| 2I& A7 Z & Elo] UX|EF, AHEX0]
(et Q15 A A[Qlol| ZehEl Q15 M7F 220} BEAHLE ME &+ U&LICh

/A Important
ABSME EM MU 2 SASHR| DA AIL.

Example 3. PEM QI3 & Z20[H! 7|

X509 HIH 3 Q1B Mol T2 2 7| TaIF0| AL EILICH X500 1M T ABM 238 M
M Zatoly-TE S| 7| Hois g*osrf Gl 8% ¢TEE U7l HIE 278 XIWFLIC HES
7l ABM EE 230 YLiCh HZE Zatold 7|8 HIUZ KIS0 FLICH ABME 7Hxig

—_ =
i Zztold! 7|1€ XIFELICE o] 7|= &3 3tE|X| &f2 Zd0[|0o{oF & LIC} CIS o= RSA Z2t0|H! 7|
£ Ho{ ELICI

ChE ol PEM2 =z Q3G E Bt FM Zeto|8! 7|8 Eof ELICH 0| 7[of & Aol k2t mtE2tO|
Bl 50| ZT&E|X| 2 = U&LICH mtetd|e 50| 28 E §2 ACM2 O mtet0E 258 7t
M7 Z2MA ol i 71§ ALEst7| Tof X1I7-I°*L—IEP

Base64-encoded private key

OI= A &34l T 1.0 62
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IEM 7tM27

, E= ACM APIE AFE35104 2|20 &S5t Q1B AM(F AWS CLI, EtAF A Z| MHIA SZXH7HAMS
5l= 218 M) AWS Management ConsoleE ACMRZ 7K = Q&LICH S FAoMHE AWS
Management Console & At&5t= Y E E0{ELICH AWS CLI. HAWS & ZXEFE QS MHE A
= MAl=0| 7t0|=29| H|E Elo{HLICt.

/A Important

MEfSH ME LT E|E2 ACM QIBME 71X 27| 18 A 274 SSalok gfLCH

=
- NtMRTI(ZE)
« 7IX27|(AWS CLI)

It 7|(2E)

CHS ol Mol A= AWS Management Consoleg AF&35104 QIS ME 7IX2

rr
0%
It
o
HL
A
N
-
ful

1. https://console.aws.amazon.com/acm/home0|A ACM E&& YLICt ACME XS AIE835te &
< AWS Certificate Manager HEZ|2 & &0t 1 of2lol U= AlZHst7| HE S MEISHHIR

2. [Import a certificate]2 MEHELIC}.

3. LSS &L

a. [Certificate body]olA PEM QIZEE QIS MHE E0{gdo] 7kX4ZLICH ----- BEGIN
CERTIFICATE----- OF AZStD ----- END CERTIFICATE----- O Z ZL}of ghLct.

b. [215A ZE}0|8! F|(Certificate private key)]0ll 215 A2 & E5HE|X| ot 2 PEM QIR T &4
zgtole!l 7|1& gof E&Lch ----- BEGIN PRIVATE KEY----- OF A5t ----- END
PRIVATE KEY----- O Z ELIoF gLC}.

c. (MEH ALE) [Certificate chain]01| PEM CIZLEl QIZ M MOIS Eo{d&LICt.

4. (M AE) THKIR QB Mol i1 F7b5HEIH EJ 18 MBI Ef 1 AWS ElaA0] BT
5= 2lol= elLIC. 21 Bl ALK} Hels e 719t MetT o2 THEUC, HaE A8
of BlAAE TASTALEAWS HIS S FXE £ et

ro
0l

M 7tK2 7] 7™ 1.0 63
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5. 7IMQ7|E MEigrLich

7tX{2 7|(AWS CLI)

CHZ oMol A= AWS Command Line Interface (AWS CLI)E AF&35104 QIBAE 7K
04 ELICt. o] od|Alof M= CHE3t ZHo| ZHEEELICE.

=
ol

rr

HIHo
o H

mjo

« PEM Q12 Y E Q2B M7} Certificate.pemOl|2tE T ol K{ZE[o{ QlC}
« PEM QIZLE QIS M X 2l0| CertificateChain.pemOl2tE mof X{E =04 QUL
- PEM QIZHE HIZE3} ZE2I0[8! 7|7} PrivateKey.pemO|2t= moi| X% £|oq QlC}.

CHS oAl ALEsted™ Tho| OlF

2 7D TR B B2 0/0fA] YIFLICE O+ OAlIE 7tS
M8 £0iFE BHHED 27} 30| ZEE/0] 2

$ aws acm import-certificate --certificate fileb://Certificate.pem \
--certificate-chain fileb://CertificateChain.pem \
--private-key fileb://PrivateKey.pem

L

import-certificate 0| 43Ho =z A
(ARN)O| gretEL|Ct.

02

L

rr

A2 712 2B5 M| Amazon ElAA O|E

CIE M CHA| 7t 7|

RIS ME 7tx{et CtE AWS MH|A QL 4748 A el RIS Ml AWS MH|A S RX[SHHA B
RE|7| ™of| siE QB ME CHA| 72 = JU&LIch ACMt S&HE AWS MH|A0] CHEE XEAMIEE LIS
e MMg HZEstMQACMO SEE MH|A.

CISME CIA| 7tMe{dH =2 ct21t &L ch

- THQIol§E F7I H MAHE + J&LICH
« AUBMOIM ZE =Rl Ol E MHE —1‘— H&LCH

« 7l ME EHEO| el 7HX 2 B Mol U= F2, M HT dtE Fote = URIB 7|E 22 MAHE =

H&LICH
- HT 7| AS HEO| el IR B Aol s B, M &HE s FHE + URIE TIE U2 MAH
g+ &L

A
0
I8 U 37/ WHE 4 saL

A

« QUIBME CHA| 7HXE = 2lAA B I8 ME8E =+ gl&LIch

RIS M CHA| 7tX4 27| 7% 1.0 64
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« CHAl 7FX427|(AWS CLI)

CHAl I 7|(&
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CtZ ol Mo A= AWS Management Console2 At&3104 QIS ME CHA| 7t X E WS 2o
Ct.

I
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1. https://console.aws.amazon.Com/acm/home(HIH ACM Z2&2 Lt
2. CHAI7IME QIBME &

3. QUBMoME HE F
OIZ M= MEHSH

3|. 7.| |_|. 2I-7EI- st |_| |_—_|.

1 [Reimport certificate] HE = MEAEFLICE. O|F ol &fQlEts M=
2, [ZFY(Actions)] HI oM [21E M CA| 742 7|(Reimport certificate)]

Oﬁ mjo F

504 A EH B
g MEdgtLct.
4. [RIB M EE(Certificate body)]0ll PEM2Z QA EE %|5 AEE| QB MHE Eoid&LICE
5. [Certificate private key]0l| 1E5 2| HE 2! 7|et HAE A S E|X| 22 PEM 12 Z 20|t

7|& o{g&LIct

6. (MEH ALE [Certificate chain]oll PEM QIR EE QIS M ®|Ql2 Eoid&L P. IS M Al =2
£ 7t 4Z QS 7[gtof CHEt Stk o|4 ol I M U RE QIE M7t ZRELICH 7HK 2 218 M

off k& MEHEO| £lof = E2, 218 M AMelE M3B5tR| 2fote ELICt
7. Ql&EAMoi cist HEE HESILICH 277 912™ [Reimport]E 22! LICH
CHAl 7FX4 2 7|(AWS CLI)

CHS od|Mlol A= AWS Command Line Interface (AWS CLI)S AFE3104 Q15 ME CHA| 71X & e
2 204 ELCt. o] of| Aol M= ChZat 20| ZHEELICH.

- PEM Q12 Y E Q2B AM7} Certificate.pemO|2tE Tl X{Z |0 QlC}

« PEM QIFYE QIZ M #|20| CertificateChain.pemO|ZtE T of A& |0 QlC}.
- PEM QIR E HIZZ3F Z20|Y! 7|7} PrivateKey.pemO|2ts I oi| X{Z& E[0] QIC}.
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® Note
RIEME CHA| 7tX{2E4H 15 A ARNE X|&d&f{of gFLICt.

$ aws acm import-certificate --certificate fileb://Certificate.pem \
--certificate-chain fileb://CertificateChain.pem \
--private-key fileb://PrivateKey.pem \
--certificate-

arn arn:aws:acm:region:123456789012:certificate/12345678-1234-1234-1234-12345678901

import-certificate BHO| d3Ho R AMAE[= B2 215 M| Amazon E[2AA O|F(ARN)O] &
ghEich

oM &t2lst= 2B M LI AWS Certificate Manager

ACM =’§ E._E% A+&3t0{ ACMOIM &tEISHE B ME LI AWS CLI & == J&LICH 2&0ME
CH 5007H2] RIZME L8t CLIGIAE =ICH 1,0007H2] QIZME LIPS 4= Q&L

1. https://console.aws.amazon.com/acm/0l|A ACM £ & LC}.
2. CIBEM S5 HEE HAEFLICH QB Ao Ho|X| HEE AF83104 042] H|O|X|Q| RIE M

AE% k-2 |X|2
A ABME ABMER 7|IEMeZ EALE OFS Lol JE HE StLHY

- ZHQlolE - 2B e HrtztE =M el 0| (FQDN)LCH

Z
o
- 98 -25AMe fELICE 7ts8t 2k Amazon & (Amazon Issued) | Z2+0|8!(Private) | 7H42
(Imported)
« MEf- QB AM MENQLICH 7Hs$t 2t BB EF F(Pending validation) | & 2 El(Issued) | HIE 4
(Inactive) | Bt = El(Expired) | F|AEl(Revoked) | &1l(Failed) | A& AlZF Z1}(Validation timed out)

o AL SLIT? - ACM 2B M7t Elastic Load Balancing &= = CloudFront2t 22 AWS MH[A QL &
o= MZAL|0] U= K| IR ULICH Zf2 otLIL(No) E= odl(Yes) == U&LICEH
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o HMXH -_QBM TR TL 7IHHRIH ACMOIM QIBME RSS2 AAME = JUeX| 048, 7t
stt 4t MZ4(Eligible) | %A (Ineligible) At &2 0| 22|35 @I A ALl AWS Certificate

x4 74
Manager AME EZ=5HAM L.

Z& o 2EZ o] MY olo|Z2E MEYSHH Ho|X|of| EAIZl= QIBM =& AR X|Hstn 4 2

RO| E HiE SEE KIMHSIH F7 HE WEE EAE = U&LICH OIS 22 MEY HEE AS

g = gLt

« &7 ZHIQl 0|& - QB Mol =& El stLt o] o =M@l O|F(F | CHA| o &) LCH.

- 2% AlZH-ACMO| QIBME Q& AlztLCt.

o g3 AIZH- QB M7} 22 E AlZHRILICE O] HE E AmazonOAM 28 QIS MOBH ALSE £ Qlo
H 7tX2 QB Moz AHSE = ei&LIch

 CtZ o|™of| MEEIX| &b & — O] Azt O|Tol|l= QB M7 R ESHX| L& LICH

- CIZ o|F o MEEIX| 2fE — 0| Azt O|Foll= QBEM7I RESHX| §E&LICH

« K| AlZh-SX|E QLB MO B2 SHX| AlztL|ct

« Name Eia — aliF Ei27t /= B ol RIS Mol CHEt Ef 12| Z2F2 NameO|2t 1 & LICH

* Renewal status(Z&! 2El) - QHEI QIS M A4l HEHRULICH ol EEE= AAIg EE F=of
o EA|Z[0H gtol }U&LICH 7hsEt itk Pendlng automatic renewal(At& A&l 25) | Pending

validation(d%& 2 /) | Success

0%
oH
M
o)
c
-
2
mz
£

® Note
OIZ M ME| HZO| A THs Bt HE7} ElE ol A0 & AlZtol A2F 4 &Lt B}
4B 2 72412 20l QIEM 28 AlZto| ATEISE S RE WE £ AA T2 A
A& CHA| gh=sf{oF B LICt

| O|X| 2 7|(Page size) 7|2 &2 Z £ H|O|X|o|M EretE|= Q1B M =& XIEELICH.

A& 7ts8 Q1B M ME HEof CHE XEMIEH LI 2 AWS Certificate Manager 215 A M5 HE 27|
MME HZSMR

E A835tod QIZAME LtYsted™ AWS CLI

list-certificates WHS AL 35t04 CFS 0|2t Z 0| ACM #E2|E IS ME LI d& L.

$ aws acm list-certificates --max-items 10
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Ol BF2 Ct51 RAE YEE Bretefich

"CertificateSummarylList": [
{
"CertificateArn":
"arn:aws:acm:Region:444455556666:certificate/certificate_ID",
"DomainName": "example.com"
"SubjectAlternativeNameSummaries": [
"example.com",
"other.example.com"
1,
"HasAdditionalSubjectAlternativeNames": false,
"Status": "ISSUED",
"Type": "IMPORTED",
"KeyAlgorithm": "RSA-2048",
"KeyUsages": [
"DIGITAL_SIGNATURE",
"KEY_ENCIPHERMENT"
1,
"ExtendedKeyUsages": [
"NONE"
1,
"InUse": false,
"RenewalEligibility": "INELIGIBLE",
"NotBefore": "2022-06-14T23:42:49+00:00",
"NotAfter": "2032-06-11T23:42:49+00:00",
"CreatedAt": "2022-08-25T19:28:05.531000+00:00",
"ImportedAt": "2022-08-25T19:28:05.544000+00:00"

.|
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[0

2 keyTypes7t RSA_1024 £= RSA_20480|11 3tLt o4& o] X|HE ZH[QI0] /U= QIS AEt
Qo] gle RIEALL CHE LT E|E E= HIE 3 7|8 ME5te= 215 A2t Z 0| A|oqst
ME E24™ CtS 0dlet 20| --includes OH7HEHSE M S ErLICH oet0lEE AF&5t0q
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$ aws acm list-certificates --max-items 10 --includes keyTypes=RSA_4096
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AWS Certificate Manager /5 M MIE HE E7|
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CM 2& E=E ALE35t0{ QIE Mo CHEt REMIEH HIEIH|OIEE LIE AWS CLI

2L M UABEM MF HEE EBdH

-

https://console.aws.amazon.com/acm/0lA{ ACM 2&2 &1 QIEME EAFLICH QEZ AH
O| H|O|X| HEE AI&35t0{ 0] H|O|X|2] QIS ME B ME = %
2. LIPE QB Mo cHet RtAMIEH HIEIC|O|EHE EAlSIE{H @I M IDE MEiELICH CHE MEE &
Alst= H O|X[7F A&ILICt
- 218
A

AEXL - QIS Mol 167142 El 32HI0|E 115 AldxtlL|Ct.

x

&Ef

« ARN-arn:aws:acm:Region:444455556666:certificate/certificate_ID &4
9| Amazon ZlAA O|E(ARN)LICEH

- 8 -ACM IEAMo| el HFE AlEeELICH 7tsEt 22 [Amazon 4= (Amazon Issued)]
| [Z2}0|8(Private)] | [7FX4&(Imported)] &ILICH AFAIBH LI 2 AWS Certificate Manager IH
£ 2| 21E M, AWS Certificate Managerl A Z2l0|H QIBM P E= 2 QIEM 71X 27|
AWS Certificate Manager MM & R X 5HAIL.

- MEf- QIE MO HEHRLICE 7tsEt 2t A E R/ T (Pending validation) | 2= E(Issued)
| HIZ H(Inactive) | Bt = E(Expired) | £ A El(Revoked) | ATl(Failed) | A& AlZh =1t
(Validation timed out)

« N2 HEf - QUBEME QESHHLE 7t2 Emt & AlZhIL|CE

- el

- Tl -eIEMe| HrstEl =M Q! O|&(FQDN) Lt
- HEf- THQ HAE MEiLCH JtsE
(Revoked) | &T{(Failed) | 23S Al

—_

Zk: @8 EF & (Pending validation) | £ A E
Ik(Validation timed out) | 33 (Success)
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I-)|| rok

- ME
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A
O
. AL BULIT? - ABMILAWS S M|A0l HZE|0f QK| 4R E LEEHHLICH TH5 8
2t 2 [0d(Yes) | [OFLIR (No) &ILICH.

- T2l 0|& - 2B M2l 3 M FQDN(Fully Qualified Domain Name) &/ L|C}.
. Z2[E - ACM2 2 AWS 2B ME ErE|st= MHIAE A ELCt.
« F7I O|§ &= -QBM7I &8 THQ o|Fo| =ILCt.

o

|I24EHS - 16HIOIE 16 R8I 2 Fl QIS AMo| elededis el |rt
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- HEE| 7| HE - 7| H0{E Mdt =5 dnEELC.
OlE Mol M

(ml]

o

« Can be used with(CHZ0i| AFR 7
RIEME KIg Lt

- B LuEE - st= ol M8E &E 35t T EELCH

« OIS o|THol HEEIX| = - 215
« OIS o|=0l HEE|X| S - QlEAel Btz Imt A AlZhL|ct

« Renewal eligibility(&i & XtZ) - 7} S8t Z4: Eligible Ineligible(% 2123

e(X7) |
eld 213 MM A4l AWS Certificate Manager Al/ME &= 5HM|2.

* Renewal status(di &l &EHf) - QHE QS M Al SEfLICH ol E== A
202 EA|E|H kol U&LICt 7+s 8t 2L Pending automatic renewal(X}
Pending validation(d%& 25) | Success(3) | Failure(4&!TH)

® Note

QIZ A AE HZO| AL 7%%_ MEf7} £l o 2Icd % Alztol 22
H 2t 20l Q1B M 2% AlZHo| BBEIDZ X

£ CHAl tl._F%3H0|= gfLCH.

« CA- M CAL| ARN

- Ej1
« Key(Zl)
- o
- A& MHE -5t 42 7tsd g2 o2 et
- dE ER 5-4380| LEEUNCH B E|X| LA ELIC
- AS AZH =0 - QHEI AB0| A7t ZOEIRXID QES HEE + QAL
- 915 - 2IE M7t ZEto|8! PKIS O|HLE AHA| MEE[0 Rlo1 HBEO| ER3EHK]

E Ar8stod B M MF SEE Eed® AWS CLI

I
20
m>
C
[ul

I

Ht1 CCc =
TE'l EI-I=I =

l:t,; 5' =i E*OIOI describe-certificate AWS CLI & M-&35t04 QIZEM M2 HEE FAIBIL|C

NE HE 27
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$ aws acm describe-certificate --certificate-arn
arn:aws:acm:Region:444455556666:certificate/certificate_ID

Ji=E

Ct

Ojo

 FAtet HEE BrErErLICE

rlo

"Certificate": {
"CertificateArn": "arn:aws:acm:Region:444455556666:certificate/certificate_ID",
"Status": "EXPIRED",
"Options": {
"CertificateTransparencylLoggingPreference": "ENABLED"
I
"SubjectAlternativeNames": [
"example.com",
"www.example.com"
1,
"DomainName": '"gregpe.com",
"NotBefore": 1450137600.0,
"RenewalEligibility": "INELIGIBLE",
"NotAfter": 1484481600.0,
"KeyAlgorithm": "RSA-2048",
"InUseBy": [
"arn:aws:cloudfront::account:distribution/E12KXPQHVLSYVC"
1,
"SignatureAlgorithm": "SHA256WITHRSA",
"CreatedAt": 1450212224.0,
"IssuedAt": 1450212292.0,
"KeyUsages": [

{
"Name": "DIGITAL_SIGNATURE"
},
{
"Name": "KEY_ENCIPHERMENT"
}
1,
"Serial": "07:71:71:f4:6b:e7:bf:63:87:e6:ad:3c:b2:0f:d0o:5b",
"Issuer": "Amazon",

"Type": "AMAZON_ISSUED",
"ExtendedKeyUsages": [
{
"0ID": "1.3.6.1.5.5.7.3.1",
"Name": "TLS_WEB_SERVER_AUTHENTICATION"
1,
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{
"0ID": "1.3.6.1.5.5.7.3.2",
"Name": "TLS_WEB_CLIENT_AUTHENTICATION"
}
1,
"DomainValidationOptions": [
{
"ValidationEmails": [
"hostmaster@example.com",
"admin@example.com",
"postmaster@example.com",
"webmaster@example.com",
"administrator@example.com"
1,
"ValidationDomain": "example.com",
"DomainName": "example.com"
},
{
"ValidationEmails": [
"hostmaster@example.com",
"admin@example.com",
"postmaster@example.com",
"webmaster@example.com",
"administrator@example.com"
1,
"ValidationDomain": "www.example.com",
"DomainName": "www.example.com"
}
1,
"Subject": "CN=example.com"
}
}
oM & 2lst= 218 M A K| AWS Certificate Manager
ACM 2& E= AWS CLI & AL85t04 QIS ME AXE = U&LICH EIZ &fF= o ehEl
LiCH IS ME AXE & Al ¢ S50 EAIE = U&LICH

7% 1.072



AWS 21 A 2E[X}

/A Important

ro
O
>
i

>
x
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StE{H HX] Q1B M 22 M7stjof & LCt o] 2 HAAE MH|AM CHEF 2£&£ E£=C
E A835tod ==Lt

« Private Certificate Authority(CA)0lA 2 Z 8t QIS ME A XIS CA0| F&EE FX| t&L
Ck. CA7F & A|E W77k X CAol| CHEF Q0] A& HFELICH XHMIEH HE = AWS Private
Certificate Authority A& AH M Q| Private CA AIH|E &AM L.

tod Q1B M E ArAlstEdH

INES

r
>
fjo
ol

https://console.aws.amazon.com/acm/0l| A ACM £ & LC}.

—

=
[——}
EM S50 ACM 2B M| #FlEtE MEfst 1 At M|(Delete) & ME{ELICH.

2.
@ Note
SEg Y Wyl mel ¥ UE ABMIF BA EAEX 22 4 Lok 2ER
ol AeM Mztsg 22sto £ ME MY 4 st 22% 4o mo/x| M3 E
AHE3tod oft HO|X|e] RIS ME BHME = AU&LIC

£ A835t0{ 25 ME AFX|5HE{™ AWS CLI

Ct2 Ha30l ZHo|, delete-certificate 2 AF2 35104 QIS AME AMA||EHLICEH

$ aws acm delete-certificate --certificate-arn
arn:aws:acm:Region:444455556666:cexrtificate/certificate_ID
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oA 2| 2IE A A4l AWS Certificate Manager

ACME Amazon %2 SSL/TLS @15 Moil ChEt BHEl3 2412 MBELICH 5, ACMO| QIS ME RIS2
2 ZAIDNS ZES AS3HE Z9)8t7iLt R AIHO0I 2™ olHY ¢S 2Lt olais A
Hlas HE2 2 Z3tol% ACM @IF A 2ol chal MBELICH

r

RIZ M= ChE e Aol el &tS ALlo| 7hs L.

Elastic Load Balancing EE= CloudFront2} Z2 CHE AWS MH|A QL @1AE B2 Xt 0| /li&LICt
HZ L OrX[H o2 ALAE O|F LHELHE B2 XA 0| /l&LCt.

ACM RequestCertificate APIE 2% &350 Z2}0|8! IBME WZ et CHF, CHE AWS AH|A 2}
AL HLE LHEH B2 XtZ0| QU&LC.

- HE|E2&2 Sl ¢Z 8 CHS CHE AWS AHIAZ LHELHHLE CHE MH|AQF @448 Zetold! 215
M@l A< xtZ30| U&LICH.

AWS Private CA IssueCertificate APIE 2 S &35t0{ Z2}0|8! QIBSME YZst B2 AHE0| Qs
L|C}.
M2 82 AHE0| el&a Lot
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DNSE ZAZSE =i|Qlo| ZH Al

« QB M= TR AWS AH|AO0A AHE S LIC.
« ACMOIM MB3teE 2 E &4 DNS CNAME il Z=(Z 17 | CHA| ol ol CH3H stLk) 7 =&Y
5tH 3 & DNSE Sall HMAaE = U&LCH

=2 T ArHE

Ol2{8t Z710| SFELIH ACM2 EHQ! 0|F 2 ABE + UBSME dAlgLCH

ACME Al Zo| EHOIE Atso2 HAEE 4 Qi A2 AWS Health O|H E 2} Amazon
EventBridge O|HIEE & & LICt O|g{5t O|HEE= Dt2 2l 452 30, 15, 74, 32! 2 1 ©Mof| ™
SELICH RME LI8 2 ACMA CHEt Amazon EventBridge X|¢ B _4% EZSMAIRL.

olHYzZ2 HAE = EH|Qlo] CHEF Z Al

ACM QIE M= 137H94(395°') oF R ELICH ABME dilstedH = =
LICH ACME Bt 45% Mol =0l AZE O|HY FA2 AL L3S TS| AFELICH o] &
ol EHQ £RAIE BLE 2l6h 2 UEL

AEE|H ACM2 SYeF ARN ALE 5o AAlE 2

ACM2 Al o EHelS RS2 AEE &= gl 42 AWS Health O|HIE QI Amazon
EventBridge O|HEE ™&FLICH o248t O|HEE Bt 45¢, 302, 15, 7L, 3 2 1 Fof| ™
SELCH XS LI 2 ACMO| CHEF Amazon EventBridge K| 3 EHH 2 & Z3HAAL.

AE o|HY HIAIX|of CHEH REMIBH LI 2 AWS Certificate Manager O|H & 745 MME 2 ZEHAM2.

AE ool == a2 HAlo2 St WS dotEE{™ AWS Certificate Manager O|HI Y &

o
S AtSE e HEstMe.

Hd5 Oo|HY "TIS

SME e mf THQlol CHEt o|HIY HBE S 48t F( 2 ZAWS Certificate Manager O|H| & 7
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. QIZAO WAl MENTH HB 27 B B QB M| BAl AEHS 2HolsHs wioll CHEH AL LY
82 QIEAO| Al e 2Ol EHIg BEFHMER

- ACMO QIZ A Z Aol Chah T& 3 2 THQl 75 olHY HAIXIE 2| RHHL &S £ gl
740
oT

Q1B M QA0 el TAIBH W Ol 2 THQIe 2 S olHYS ELHE{H ACM API AWS CLIEE

AWS SDKO{ M ResendValidationEmail 22 AFEE = U&LICH SDKs ACM2 X|HE H5 =0¢)
O Z o|HYE MEELICH X|HE|= 2| AWS CLI M E AF2510{ HEFSR K| AWS CloudShell 01 A
off HMIAE &= A&LICE

ACMO| =M@l AE O|H Y HAIXIE AHESSES 2HsIAH(E D)

1. https://console.aws.amazon.com/acm/home AWS Certificate Manager 2 &2 JLICt.
2. HBO0|EHRE 2B ML QB M IDE MEEfLICH

3. A3 o|HY MTE(Resend validation email)=2 MEHELICE

ACMO| =H|el ZHE O|HY(ACM API)E RISt E R 5te{H

ACM API0| A ResendValidationEmail 22 AFEEHLICH O|i 2IZ M2l ARN, =5 HS0| ZE &t
Hel =Hel HE olHYdE +Alsttdis =HQIS ME R LICH TS oflol M= AWS CLIoAM O] &
Tt GHS 2oiELICL o] ofol= olalistr| €= 5 & Hi&E ol & E|o{ U &LICH
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$ aws acm resend-validation-email \
--certificate-arn arn:aws:acm:region:account:certificate/certificate_ID \
--domain subdomain.example.com \
--validation-domain example.com
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https://docs.aws.amazon.com/acm/latest/APIReference/API_ResendValidationEmail.html
https://console.aws.amazon.com/acm/home
https://docs.aws.amazon.com/acm/latest/APIReference/API_ResendValidationEmail.html
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ACM2 44l 5o M2 XAISe2 HAEE = Qe B AWS Health O|HIEQ} Amazon
EventBridge O|HEE M&E L—|Ef Olg{8t O|HIE= BFE A 45 30, 154,
SE L AHMIE LI 2 ACMO]| CHEF Amazon EventBridge K| B2 & Z3HAA|L.
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x|o| 2EIxet Ax|st=X| &gt

oM Z2tolH! 215 A Al AWS Certificate Manager

ol Z=2}0|E! CA7F MEEH ACM 215 M AWS Private CA = Z 2|8 ZAlo| 7t s&tLIct Zxe 2
AlZgr = Ql= ACM Q1B Mt B 2| Z2to|E! PKIO| CHEE @IZ Moll= HAE 0| ER5HK| et&Lict Ef
AE = ZE[R7F 220|HE EBHAE AE 00 2MAHE FE CAQUSMHE Mx[E  AHEELICEH
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- QIZM7I ACM S MH|ASL AAE AR M 2IB M
LICt.

J

F 27+ 17 5] 90| OIF QB ME CHIE

- QIZM7I ACM S& MH|AQL HALX| §f2 A2 AAE CISME LHEWW T EX|ete T2 20|
QErLICE ozt Y2 =522 - SHHLE ChEt 20| AWS Health, Amazon EventBridge &
AWS LambdaE AtE5t0 =& = UA&LICH RHAM[EH LIS AAIE QIE M LHELHZ| XS5 MM
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https://docs.aws.amazon.com/acm/latest/APIReference/API-RequestCertificate.html
https://docs.aws.amazon.com/acm/latest/APIReference/API_IssueCertificate.html
https://docs.aws.amazon.com/acm/latest/APIReference/API_RenewCertificate.html
https://docs.aws.amazon.com/acm/latest/userguide/acm-services.html
https://docs.aws.amazon.com/acm/latest/userguide/acm-services.html
https://docs.aws.amazon.com/health/latest/ug/
https://docs.aws.amazon.com/eventbridge/latest/userguide/
https://docs.aws.amazon.com/lambda/latest/dg/getting-started.html

AWS 21 A 2E[X}

AUE IS M LI LT | XSS}

AR 7H0|E

CHe AL ME ACMO| Q1B ME ZAIE I ZEto|%! PKI Q1B Mol LIELHYIE RHS 8t okl &
418 AIBELICE O] oFIOIATE 913Kk S Zatols 7Ier ACMOIA LLZALICE. LSt Sofls
QI A& CHA ClHO|20f A&|5Hok BrLICH
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1 &3t04 QIS M LHELHZ| Xt S &

1. AWS Lambda 7H&t &} SLHA | K&toil 2 ACM LHELHZ| APIE EZ&35H= Lambda &+ MM
St gLt
a. Lambda &+& MMEELIC
b. & =0l CHal Lambda &/ 2der 2 M5t Ofg A= H™ME FIHELCH HA2 ACM API
9| ExportCertificate 22 S E5t0{ ol =0 HAE CIEM L ZEI0|E! 7|8 AAME
= U= HetE 2oigct.
JSON
{
"Version":"2012-10-17",
"Statement":[
{
"Effect":"Allow",
"Action":"acm:ExportCertificate"”,
"Resource":"*"
}
]
}
2.

Amazon EventBridge | 312
% Lambda &+& SEFLICH AC
Ct. olzdet Y=ol CHEr RtAIEH LHE
Mg EESHAMIR.

M+d5t04 ACM &fElf O|HIEE =415t Lambda & 7+ Z K| &
CM2 QB M A4IE A= g miotct AWS Health O[HIEOf #5L
2 Personal Health Dashboard(PHD)E A& 35104 &FEH =t 2l

CtS O|HIE THEE FII5t04 &2 #+ 8 LICH
{
"source":[
"aws.health"
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https://docs.aws.amazon.com/lambda/latest/dg/getting-started-create-function.html
https://docs.aws.amazon.com/lambda/latest/dg/lambda-intro-execution-role.html
https://docs.aws.amazon.com/acm/latest/APIReference/API_ExportCertificate.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-create-rule.html
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1,
"detail-type":[
"AWS Health Event"

1,
"detail":{
"service":[
"ACM"
1,
"eventTypeCategory": [
"scheduledChange"
1,
"eventTypeCode": [
"AWS_ACM_RENEWAL_STATE_CHANGE"
]
},

"resources":[
"arn:aws:acm:region:account:certificate/certificate_ID"

ACM AP| EE=E ALE50{ ACM ZHE[- AL 3 E20| FHE =522 HAE AWSCLI & =
&Lt OIE*HI st QIS A7t gtz ™ ACMO]| 2lsll RIS = HAE|=X| HlE + /&Lt

(@ Note

AWS Private CAO|M & Z25tT0 LHEHH QIS Mol AR HIAEE £~ QU&LICH

ofziofl MHEE API E EE= CLI HHE AL 5t ACMO| OI*H PAR I% Al ghLCH ZAlo] MES
ir O

M ACM 2| 2€ E= API E320f ZAIE QI

E3F MH|A S 4ZAEl 742 A} Q15 M7} HIE £/ Amazon CIoudWatCh Eventsoﬂ A4l O|HIET}
AE|LICH ZAlo] Almjste ACMO| S R-E BHetal T 57 =xIE FMeHEHLICH (0] HE £ describe-
certificate WHE A8301 & = US) S& MHIAE S5 QIE M7 HHEZEZ|X| 22 B0z 1B M
E HEWT 2lAaA0 =502 Mx|sHoF FLICt.
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https://docs.aws.amazon.com/acm/latest/userguide/acm-services.html
https://docs.aws.amazon.com/cli/latest/reference/acm/describe-certificate.html
https://docs.aws.amazon.com/cli/latest/reference/acm/describe-certificate.html
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/A Important

ACM2Z AWS Private CA QIZAE A &I5tEdH HX ACM AH|A Eot Erof7 HEte &
Ofsf{oF grLiCt RhAIEH LI 2 ACMOI| IS A A&l HEr SE 8 B ESHAMR.

Q15 M ZAIAWS CLI)S £52 2 E|AE5t24H

1. renew-certificate WEE AFE50{ LHEH AL QIS MHE A AIELICEH

aws acm renew-certificate \
--certificate-arn arn:aws:acm:region:account:certificate/certificate_ID

2. 3% ChS describe-certificate BHEE AFE 504 QB A Al MF HETH LCI0|EEIAEX] &
QIghLIcH,

aws acm describe-certificate \
--certificate-arn arn:aws:acm:region:account:certificate/certificate_ID
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=
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So=Z |

|>

E 5t 2{H(ACM API)

1

«  RenewCertificate 282 ELH0{ ZAAIE AtM QIS5 O ARNS R|HELICH O™ CHS
DescribeCertificate 22 AF& 35104 QIS M| A4l M8 HE 7} OO EE|RA=X] = lEhLCt.
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Jlob

RIS ME ALlstEiD 5tH ACM2 QIS M MF HEo A4l 4 ME ZEE MSE
Certificate Manager &, ACM APl AWS CLI, ==& At&3t0§ ACM QIE M| ALl 4EFE AWS
Health Dashboard = Q1&g <+ QJQHEP =& AWS CLIEEE= ACM APIE At835tE A< 44l &Efol=
of2Hol| LIFEl | 7t x| 7ts8t & EH 2 & stLt7t U2 &= UELICEH AWS Health DashboardE AHE 5t
= 820|T H|x e gfo| EAIELICE

AE WA HE

ACMO| 2IZ Mo =2l O]
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S TOQlo WA g AE =
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https://docs.aws.amazon.com/privateca/latest/userguide/assign-permissions.html#PcaPermissions
https://docs.aws.amazon.com/cli/latest/reference/acm/renew-certificate.html
https://docs.aws.amazon.com/cli/latest/reference/acm/describe-certificate.html
https://docs.aws.amazon.com/acm/latest/APIReference/API_RenewCertificate.html
https://docs.aws.amazon.com/acm/latest/APIReference/API_DescribeCertificate.html
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a5 2R
ACMO| @B Kol Al 5tLt |4t o] QI 0|82 AHEE ABH + elaLich A8RIL ol £
MOl O|ES ZASaHoF BLICh I X| Sto™ QIEM7E AAITIX| eb&LICH ST QF Mol 2z
SE{ OlHY AB S AR B R0l ACMO| OlHIUS SHobM 3T olHiYel 23S mat HES
+SLICI. DNS A5 2 A8t B20l=DNS HIZE7} EMED IS M7 AFR A EE XK
=X| =elghLct

Success
CIEMO| 2 E T2l O|F0| HEE[0{ ACMO| LIBEME AHAMRMESLICH FIF ZX|7F ER36HK| &
&L|Ct

Failed

\5

B M7t B2 E|7] Mo shLt | =H[Q! o|F 0| ABE|X| 2fot ACMO| 2IZEME ALletx| =

o4
H&ELICH M CISMHE 2Fg + JA&Lich

Q15 M7} Elastic Load Balancing EE &= CIoudFront ot Z2 CHE AWS MH|AQL AZE[0] UL &5

Z7Lt O o 2 AAE O|F LHEH B QIS ME AAE £ Q&LCH.
@ Note

A4l AEf HAE0| AFR P%?J AEfTF E|= O 2l 2 AZHO| AL E == /JU&LICH =X 71 2
Bt AR, 72A|7F Fof AAl 2F AlZHo] BB 2 MESRE A4 Z2MAE CHA| EH=5Hof
ghLich X siZof EH?_F _L%%I-% AIEM 2 BX g MME &AXFAM2.
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- dE =01 (2E)

. AEH =21 (API)

. AEH 20l (CLI)

« Personal Health Dashboard(PHD)E Al-&35t0{ AE} &0l

AEf ERl(EE)

CtZ ™At M= ACM 2£2 AE5t0{ ACM 2IE Mol A4l MEHE = Ql5t= WS AHFLICH

1. https://console.aws.amazon.com/acm/home AWS Certificate Manager 2£ & iLIC}.
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https://console.aws.amazon.com/acm/home
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2. QIBEME MM HE HPE seIELI

3. Details(MI§® HE) MMoiA Renewal Status
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A Ef &0l (API)

DescribeCertificate 242 AF235104 A EE & Qlst= WHE EodF = Java MMl QS A B
£ XM 2.
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FEH 21 (CLI)
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I
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Q'I_l

g oflof = AWS Command Line Interface (AWS CLI)E AF&304 ACM Q1S A Z Al AEY
aredg 2od ELC

nr L

$ aws acm describe-certificate \
--certificate-arn arn:aws:acm:region:account:certificate/certificate_ID

SEH 0| M RenewalStatus ZE
ACMO| O] @1& Aod| cHEt 2|3 ZH Al

o| Zt€ *oq ELICt. RenewalStatus ZEJ} EA|L|X| St B
T2 MAE AZESHR| f2 Aluct

Personal Health Dashboard(PHD)E AF235l0{ AEff & QI

>~.|.

2 otz 60Y o ACM 2IB A E XPEOE Z:I>'IA|_I|=| LIEP ACMO| QIZEME R0 2 ZHAIE £

32 OFE AWS Health Dashboard & 452, 30, 15, 72, 3 2/ 12 7Zt74do 2 QIZ A ZAl o| Gl
of2120f M&6l04 ZXIE F|slof &2 L2lL|Ct AWS Health Dashboard = AWS Health AMH|A
UL Q!
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LICt MHO| 25X toM, HHMAM QISE AFZXIH 3L 2 &= &Lich RFAMIEH LY
S Health AH& MAEME & X 31Al
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(® Note
ACME PHD Et2t0lo] Bl o[ HIEof 945 Al o] HE 22lg 7|S#Lich 2 2
Ol 438 m7tx| oI LB S HojgsL|Ch.
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AWS Health Dashboard At Eft:

1. AWS Health Dashboard 0fl 23 218 L|C}. https://phd.aws.amazon.com/phd/home

2. [Eventlog]& MEHFILICE.
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https://docs.aws.amazon.com/acm/latest/APIReference/API_DescribeCertificate.html
https://aws.amazon.com/cli/
https://docs.aws.amazon.com/health/latest/ug/
https://phd.aws.amazon.com/phd/home#/
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3. [Filter by tags or attributes]0l| A [Service]& M= L|C}.
[Certificate Manager]E& ME{ErL|C}

Mg =L

[Event category]H|A{ [Scheduled Change]& EHE LT,

MES MEELICH

N o g &

Personal Health Dashboard(PHD)Z At&3t04 AHEf & QI 7% 1.0 84
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AWS Certificate Manager 2|44 Ej1 X|H

E{ 1= ACM QIS Mo &2 e = = dlo|ELct Z Efa= 7o A= FEELICH AWS
Certificate Manager &, AWS Command Line Interface (AWS CLI) 2= ACM APIE A& 3104 ACM
RUIEMof Chigt Ef2E &7t QI E= MAHY = U&LICH ACM 2&0i| EAE EIOE MEIE = UE

LICF.

LT ANEE EFst= AR XHEOE MMHE 5= JU&LICH o| & £0{ 042{ ACM 1B M|
Environment = Prod == Environment = Beta Ef1E X|X5t04 ZH ACM RIS M7t AFRE|E
g AMYEE = U&LICH OIS S80= CHE A8 A X[ Ef20il CHEF B 7LX] 0 A7} LEQF Q&L

CH.
* Admin = Alice
* Purpose = Website

* Protocol = TLS

 Registrar = Route53

CHE AWS ZlaAE BT X|HE KIELICH et SYet el 8 O E 2laA0
AAO[ BT R E LHEHE = /U&LICH 0 & S04, Website = example.comit Z& E
RIZM, 2= WM L example.com 2 ALO|EO| AFR E|E= V(B 2lAA0 gEE £ QlaLCt

\ mg'l_-
0

Q'I_l
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e EfjT 2|

El2 A|EH
ACM QIS M EfT0| ML= 7|8 AMEt2 Ct2nF Z &Lt

« ACM 1B AE =|CH BT = 5070 LT

. E1 7|9 2| Zlo|= 127AFQIL|C}.

- Ef Z2to| x| Zo|= 255K Lt

- Ef 7|9} 22 CHAEKIE FEELICH

« aws: MFA= AWS ALE 2 2[5 0dl2f ko] U&LICE 717t 2 Al&ste EjOE FoH, HE E= &
Mg = gigLCtaws:. aws: 2 A|ESt= Ef &= tags-per-resource &2 &0l L& E|X| oE&LICH
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- B3 X|E &7[0HE 0421 MH[ASE BlAA0M A StEis B2, MHIADMD S{& &= X0l CHE
Metol CHE = A0l RelHAAL. ST MH|AO CHet EME R Z AR,

« ACM 215 M EiZ2&= AWS Management Console®| ElAA & L ENT HEIZ MM AL E = Q&
L|Ct.

AWS BT K| 7 Eof CHet UM LI 2 AWS 2|44 Bf T X|HE X shMR.

, S Certificate Manager APIE At&3t04 Ef1& F7F AWS Command Line
Interface, W& I & XE = AU &LICH.

AWS Management Console & Ar&36t0{ Bl E F7I, &M E= WEE = A&LICH Lol Ef2E =
Alg =& &L

EN =7}
CH2 ™xtof 2t ACM 24 S AFE 504 EHE FIHELICH.
Ei2E Q15 Mol FII5tEAH(ES)

1. o 232l AWS Management Console St11 https://console.aws.amazon.com/acm/home AWS
Certificate Manager 2£ & jLIC}.

EiE XIME QIEM Yol Qs YRS Mg
ME B2 &0l M [Tags]7h LiEFL WH7HX| o2 A3 B8t
[Edit] 2 [Add Tag]E MEdgtLCH.

B0 7|9t 2t S U=ELICH

2

XM%E(Save)2 MEHEFLICE.

ENT AFA|

CHS ARtol 2t ACM 2&E AF8stod & AfA|ELICH
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https://aws.amazon.com/blogs/aws/resource-groups-and-tagging/
https://docs.aws.amazon.com/general/latest/gr/aws_tagging.html
https://console.aws.amazon.com/acm/home
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EIOE AXsieAH (2 &)

1. o 232l AWS Management Console 5t11 https://console.aws.amazon.com/acm/home AWS
Certificate Manager 2& & LIC}.

émléﬁf B 7t Z&E QIS Ho| M EE MEYELICEH

20l A [Tags]7F LIEFS D74 K| of2H2 A3 28t C}

o gk~ w N
L

N

off 2221 AWS Management Console 3t 11 https://console.aws.amazon.com/acm/home AWS
Certificate Manager 2& & 3LC}.

2. HEStHE B Fol statrE MEfELICH

3. M= HE oM [Tags]7t LIEHY W7t K| ol2 2 A3 E8fLCH
4. HES ME{ELICH

5. HEsteds Blael 7| EE &2 +EELICH

6. X% (Save)2 MEAFILIC

o30{ Ej2 EA|
CHS Mxtof 2k ACM 2£ 2| Wof Ef2 & EAIFLICEH

doil Bl E EAlstE{H(E

g

)

1. o 232! AWS Management Console 511 https://console.aws.amazon.com/acm/home AWS
Certificate Manager 2& & LC}.

2. Z& MO QE=xo| 7|0 2 o}0o|=

) - 71—
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https://console.aws.amazon.com/acm/home
https://console.aws.amazon.com/acm/home
https://console.aws.amazon.com/acm/home
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EH E2|(API)

AWS CLIE AtE35t0{ i1 & F7I, LY A AfXsts EHE LotEE{H OIS =X E HXsHaA
» add-tags-to-certificate

* list-tags-for-certificate

* remove-tags-from-certificate

Ei1 Z2I(ACM API)

APIE AL85t0 EHIE %7}, Lt L AlRIsHe W Yol adm of e FHIE A XA

+ AddTagsToCertificate

+ ListTagsForCertificate

* RemoveTagsFromCertificate

Ef ZEl(API) B 1.0 88


https://docs.aws.amazon.com/cli/latest/reference/acm/add-tags-to-certificate.html
https://docs.aws.amazon.com/cli/latest/reference/acm/list-tags-for-certificate.html
https://docs.aws.amazon.com/cli/latest/reference/acm/remove-tags-from-certificate.html
https://docs.aws.amazon.com/acm/latest/APIReference/API_AddTagsToCertificate.html
https://docs.aws.amazon.com/acm/latest/APIReference/API_ListTagsForCertificate.html
https://docs.aws.amazon.com/acm/latest/APIReference/API_RemoveTagsFromCertificate.html
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ACMO| S&El MH[A

AWS Certificate Manager &= M B2 AWS MH[AE X[ LICE AWS 7|8 B AFO|E E= OfZ
2|7 0] Mol ACM @B M EE= Z2t0[5! AWS Private CA IS ME 21 A 8

® Note
Nitro Enclave0ll 21Z2E! Amazon EC2 QAR A0 IHE2! ACM QIS ME MR|E £ AUSL
Ct. 2 & Amazon EC2 QIAFAMM AISE HEE]| QISME LHEH == JU&LICEH Nitro
Enclaveo] ¢ 7E='EIXI o2 Amazon EC2 QIAEAOM SEAE & MHE HHEst= WHdod| ol
8t REMIBH LI RH& M: Amazon Linux 204 LAMP 2 M Ax| ==& A& M: Amazon Linux

AMIE AL o+04 LAMP & M Mx|2 &ZESHMS.

ACM /& M& CHE MH|20i| A K| ELICH
Elastic Load Balancing

Elastic Load Balancing2 ==&! o Z2[7|0|M Ee{EE 0] Amazon EC2 QIAEI A XIS
APRFLICH B HIH Y QIARAE Mt HIH A QUARAT SIS WX ECfEHE %
Ct.
HH

— o
EAA 2 CIA| 2t &I EFLICE Elastic Load Balancing2 =4AI%|= ECiE0| &F @™ X2l 8FE &t
SoE ZEELICH 2= W aof CHE XEAIEH LI 2 Elastic Load Balancing AHE B ME X

O H
SHMI2.
QlHtXo 2 SSL/TLSE Sl 2ot 2EIXE XN|Z6t2{HH SSL/TLS QIS AME ZE WH A E &= ol
E Amazon EC2 QIAE A0 A x|5H0F & LICH. ACM2 Elastic Load Balancingdt S&fk|0{ 2= &
HAMO| Q1B ME HHEELICE REME LHE 2 Application Load Balancer 24 & & Z3IM 2.
Amazon CloudFront
MY

Amazon CloudFront= x| Z7{|0|Me| T MH HELIZE Sai 2BIXE M3stoi 8 &
2 BEIXE %|E AMN2K0|H  wa| BlEstE2 K| 5= 2 MH|AQILICH CloudFront2S £35H

Mu|AStE 2HAE 2T ALER7F QESH K| AlZHo| 7HE 22 K| 2A0|M2 2 Bt EE
Lich 01E S3f 210l M502 EHAI MSELICH ZHXT} olo] WX| ZA/0|Mo] 2l B
ofli= CloudFront7t B2 FEBHLICH ZRIZ7}E #4&H S| 27|0|4Mof
FHIX MEOZ A Amazon S3 HZ! £ 8 MM E2EIXE
8t XFMIBH LI 2 Amazon CloudFront JHEr At 70| EE & E5HAIL.

A= Q= CloudFrontE 2|

.I
AT—
HMSHL|CH CloudFrontod| CH
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-lamp-amazon-linux-2.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/install-LAMP.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/install-LAMP.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/userguide/
https://docs.aws.amazon.com/elasticloadbalancing/latest/application/create-application-load-balancer.html
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/
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SSL/TLSE &6l 2¢F 2EEIxE N3 5t24H SSL/TLS 215 ME CloudFront HE CE= HHOllE ZE
= AA0] A"7<|0H0|= gfL|Ct. ACM2 CloudFronte} S8 t|0{ CloudFront HiEZ 0l ACM 215 MHE Hi
EZSFL|C RIMIEH LI SSL/TLS QIE A ehy| CHE & X 5HAAL.

I'HJ

(@ Note

CloudFrontoil Al ACM Q15 ME AL&5tE{Rd 0|2 SR(HX|LIOF 2 &8) 2I™olM A5 ME
QA HLE 7hx4QtoF BHLICH.

Amazon Cognito

Amazon Cognito= ¥ 2! ZHIY o Z2|#|o|Mof CHEt 215, Het Hod U AL X 222 MESE
LICt AME A= A2 AWS HH 8o 2 XY 230151 7L} Facebook, Amazon, Google &
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https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/cnames-and-https-procedures.html#cnames-and-https-getting-certificates
https://docs.aws.amazon.com/cognito/latest/developerguide/
https://docs.aws.amazon.com/cognito/latest/developerguide/
https://docs.aws.amazon.com/elasticbeanstalk/latest/dg/
https://docs.aws.amazon.com/elasticbeanstalk/latest/dg/configuring-https-elb.html
https://docs.aws.amazon.com/apprunner/latest/dg/
https://docs.aws.amazon.com/apprunner/latest/dg/
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https://docs.aws.amazon.com/apprunner/latest/dg/manage-custom-domains.html
https://docs.aws.amazon.com/apprunner/latest/dg/manage-custom-domains.html
https://docs.aws.amazon.com/apigateway/latest/developerguide/how-to-custom-domains.html
https://docs.aws.amazon.com/apigateway/latest/developerguide/
https://docs.aws.amazon.com/apigateway/latest/developerguide/
https://docs.aws.amazon.com/enclaves/latest/user/nitro-enclave-refapp.html
https://docs.aws.amazon.com/enclaves/latest/user/nitro-enclave-refapp.html
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-certificatemanager-certificate.html
https://docs.aws.amazon.com/acm/latest/userguide/acm-limits.html
https://docs.aws.amazon.com/acm/latest/userguide/acm-bestpractices.html#best-practices-cloudformation
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/troubleshooting.html#troubleshooting-resource-did-not-stabilize
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/troubleshooting.html#troubleshooting-resource-did-not-stabilize
https://docs.aws.amazon.com/amplify/latest/userguide/welcome.html
https://docs.aws.amazon.com/opensearch-service/latest/developerguide/
https://docs.aws.amazon.com/opensearch-service/latest/developerguide/

AWS Q15 A #E|X MEX 7t0|E

MEX XH E0Ql 2 A= ZQIEE Z 5= OpenSearch Service 2E{AEE M4 E I ACMS
A& 3to4 ¢1Z2E Application Load Balancerg &AMt &7 Z2H|IXMIE = UE&

AWS Network Firewall

AWS Network Firewall = 2 & Amazon Virtual Private Cloud(VPCs. Network Firewall0i] &t XtAl|
&t LI 2 AWS Network Firewall 7HEF R OHLHMHE FHESHAHIR.

w

Network Firewall 23t232 TLS HALE ?/5H ACMIt S & ElLICt Network Firewall &340 A TLS
AME A5t 4% Wl g S1t5t= SSL/TLS E2fE 9 °*§_ s LU KL E3HE s ACM

IZEME Fd3HoF ErLICH Network Firewall TLS 7.=1A+§ 28 ACMI} 2t S3H= & Afofl CHER RHA
8t LI 2 AWS Network Firewall 7Hef X} OFLHM Q| TLS ZAt -_rL F &7 SSL/TLS QIS ME AR
57| Rt 27 AE S FHESAMR.

0

H% 1.0 93


https://docs.aws.amazon.com/opensearch-service/latest/developerguide/customendpoint.html
https://docs.aws.amazon.com/network-firewall/latest/developerguide/
https://docs.aws.amazon.com/network-firewall/latest/developerguide/tls-inspection-certificate-requirements.html
https://docs.aws.amazon.com/network-firewall/latest/developerguide/tls-inspection-certificate-requirements.html
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https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/programs/
https://aws.amazon.com/compliance/programs/
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/shared-responsibility-model/
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https://aws.amazon.com/compliance/data-privacy-faq/
https://aws.amazon.com/blogs/security/the-aws-shared-responsibility-model-and-gdpr/
https://aws.amazon.com/blogs/security/the-aws-shared-responsibility-model-and-gdpr/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-trails.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-trails.html
https://aws.amazon.com/compliance/fips/
https://aws.amazon.com/compliance/fips/
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https://docs.aws.amazon.com/signin/latest/userguide/how-to-sign-in.html
https://docs.aws.amazon.com/signin/latest/userguide/how-to-sign-in.html
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https://docs.aws.amazon.com/service-authorization/latest/reference/list_awscertificatemanager.html#awscertificatemanager-resources-for-iam-policies
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awscertificatemanager.html#awscertificatemanager-resources-for-iam-policies
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awscertificatemanager.html#awscertificatemanager-actions-as-permissions
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awscertificatemanager.html#awscertificatemanager-actions-as-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition_operators.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_variables.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awscertificatemanager.html#awscertificatemanager-policy-keys
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awscertificatemanager.html#awscertificatemanager-actions-as-permissions
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awscertificatemanager.html#awscertificatemanager-actions-as-permissions
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction_attribute-based-access-control.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/tutorial_attribute-based-access-control.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_forward_access_sessions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awscertificatemanager.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-validation.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-validation.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa_configure-api-require.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users_change-permissions.html#users_change_permissions-add-console
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{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"
1,
"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]
1,
{
"Sid": "NavigateInConsole",
"Effect": "Allow",
"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"
1,
"Resource": "*"
}
]
}
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JSON
{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "acm:ListCertificates",
"Resource": "*"
}
]
}
(® Note
ACM Q!5 ME Elastic Load Balancing 2! CloudFront 201 EA|5l24™ 0| HEto| 2R EfL|
Ct.
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JSON

"Version": "2012-10-17",
"Statement": [

{
"Sid": "DenyACMCertificateRequest",

"Effect": "Deny",
"Action": [
"acm:RequestCertificate"

1,

"Resource": [

g

1,
"Condition": {
"StringEquals": {

T
>
bl

FR4EH of | 7% 1.0 112

Pl
b
0l
02

7

I'
0
il



AWS 21 A 2E[X}

"acm:Expoxt": "ENABLED"

}
}
}
]
}
QIZ M 2N

"Version": "2012-10-17",

"Statement": {
"Effect": "Allow",
"Action": "acm:GetCextificate",

"Resource": "arn:aws:acm:us-
east-1:123456789012:cextificate/certificate_ID"

}

CIBEM 7tX{27|

Ol

"Version": "2012-10-17",

"Statement": {
"Effect": "Allow",
"Action": "acm:ImportCertificate",

"Resource'": "arn:aws:acm:us-
east-1:123456789012:cextificate/certificate_ID"

}
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JSON

"Version": "2012-10-17",

"Statement": {
"Effect":
"Action":

"Allow",

"acm:DeleteCextificate",

"Resource'": "arn:aws:acm:us-

east-1:123456789012:cextificate/certificate_ID"
}
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements.html#AvailableKeys
https://docs.aws.amazon.com/acm/latest/APIReference/API_AddTagsToCertificate.html
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ate/*
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ate/ certificate_ID
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https://docs.aws.amazon.com/acm/latest/APIReference/API_DeleteCertificate.html
https://docs.aws.amazon.com/acm/latest/APIReference/API_DescribeCertificate.html
https://docs.aws.amazon.com/acm/latest/APIReference/API_ExportCertificate.html
https://docs.aws.amazon.com/acm/latest/APIReference/API_GetAccountConfiguration.html
https://docs.aws.amazon.com/acm/latest/APIReference/API_GetCertificate.html
https://docs.aws.amazon.com/acm/latest/APIReference/API_ImportCertificate.html
https://docs.aws.amazon.com/acm/latest/APIReference/API_ListCertificates.html
https://docs.aws.amazon.com/acm/latest/APIReference/API_ListTagsForCertificate.html
https://docs.aws.amazon.com/acm/latest/APIReference/API_PutAccountConfiguration.html
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UpdateCertificateOptions
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ate/ certificate_ID
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cm: region:account:certific
ate/ certificate_ID
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https://docs.aws.amazon.com/acm/latest/APIReference/API_RemoveTagsFromCertificate.html
https://docs.aws.amazon.com/acm/latest/APIReference/API_RequestCertificate.html
https://docs.aws.amazon.com/acm/latest/APIReference/API_ResendValidationEmail.html
https://docs.aws.amazon.com/acm/latest/APIReference/API_UpdateCertificateOptions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#customer-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
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https://console.aws.amazon.com/iam/home#policies/arn:aws:iam::aws:policy/AWSCertificateManagerReadOnly
https://console.aws.amazon.com/iam/home#policies/arn:aws:iam::aws:policy/AWSCertificateManagerReadOnly
https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AWSCertificateManagerReadOnly.html
https://console.aws.amazon.com/iam/home#policies/arn:aws:iam::aws:policy/AWSCertificateManagerFullAccess
https://console.aws.amazon.com/iam/home#policies/arn:aws:iam::aws:policy/AWSCertificateManagerFullAccess
https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AWSCertificateManagerFullAccess.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/acm/latest/APIReference/API_RequestCertificate.html
https://docs.aws.amazon.com/acm/latest/userguide/domain-ownership-validation.html
https://docs.aws.amazon.com/acm/latest/APIReference/API_RequestCertificate.html
https://docs.aws.amazon.com/acm/latest/userguide/acm-concepts.html#concept-dn
https://docs.aws.amazon.com/acm/latest/userguide/acm-concepts.html#concept-dn
https://docs.aws.amazon.com/acm/latest/APIReference/API_RequestCertificate.html
https://docs.aws.amazon.com/acm/latest/userguide/acm-certificate.html#algorithms
https://docs.aws.amazon.com/acm/latest/userguide/acm-certificate.html#algorithms
https://docs.aws.amazon.com/acm/latest/APIReference/API_RequestCertificate.html
https://docs.aws.amazon.com/acm/latest/userguide/acm-concepts.html#concept-transparency
https://docs.aws.amazon.com/acm/latest/userguide/acm-concepts.html#concept-transparency
https://docs.aws.amazon.com/acm/latest/APIReference/API_RequestCertificate.html
https://docs.aws.amazon.com/acm/latest/userguide/acm-concepts.html#concept-ca
https://docs.aws.amazon.com/acm/latest/userguide/acm-concepts.html#concept-ca
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JSON

"Version":"2012-10-17",
"Statement": {
"Effect":"Deny",
"Action":"acm:RequestCertificate",
"Resource":"*",
"Condition":{
"StringLike" : {
"acm:ValidationMethod" :"EMAIL"
}I
"ArnNotLike": {
"aws:PrincipalAxrn": [ "arn:aws:iam::123456789012:role/
AllowedEmailValidation"]
}

0 2: QU= FIE Z Q) B K|

ro

S SX2 ot UErtE H QIS AF8stE M ACM Q1B 2™ HF ELICH

0jo
ro

JSON

"Version":"2012-10-17",

"Statement":{
"Effect":"Deny",
"Action":"acm:RequestCextificate",
"Resource":"*",
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"Condition": {
"ForAnyValue:StringLike": {
"acm:DomainNames": [
ll${*}.*ll
]
}
}
}
}
o 3: QI M =l A|Et
CtZ HA2 * amazonaws.com(2)E SEE|X| et= THIQlol CHEF A ACM CIB M REE HEEL

ct
JSON
{
"Version":"2012-10-17",
"Statement": {
"Effect":"Deny",
"Action":"acm:RequestCexrtificate",
"Resource":"*",
"Condition": {
"ForAnyValue:StringNotLike": {
"acm:DomainNames": ["*.amazonaws
}
}
}
}
MMS 53 59 THQISE XJt2 Kstg
2 el o|§xt exlete 2B HSELICH

.com"]

P QgLCH o] WM 2 E TH Qo] 5Lt of&f el =

7% 1.0 120



AWS Q15 A #E|X MEX 7t0|E

JSON

"Version":"2012-10-17",
"Statement":{
"Effect":"Deny",
"Action":"acm:RequestCertificate",
"Resource":"*",
"Condition": {
"ForAllValues:StringNotLike": {
"acm:DomainNames": ["support.amazonaws.com",
"developer.amazonaws.com"]

}

ofl 4: 7| &1 2|& N Tt

CtZ HAM2 StringNotLike 274 7|& Al&30 ECDSA 384H|E(EC_secp384rl) 7| dEIFES
2 QFE IEMEF S FLCt

JSON

"Version":"2012-10-17",

"Statement":{

"Effect":"Deny",
"Action":"acm:RequestCertificate",
"Resource":"*",

"Condition":{

"StringNotLike" : {
"acm:KeyAlgorithm":"EC_secp384rl"
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EME RHsK| ot =5 ofEfLIch
JSON
{
"Version":"2012-10-17",
"Statement": {
"Effect":"Deny",
"Action":"acm:RequestCertificate"”,
"Resource":"*",
"Condition":{
"StringLike" : {
"acm:KeyAlgorithm" :"RSA*"
}
}
}
}

of 5: @15 7|& A&t

Che HMe XBE A ©1F 7I(PCA) ARNS AIBEH ALM Q1B M 2
JSON
{

"Version":"2012-10-17",
"Statement":{
"Effect":"Deny",
"Action":"acm:RequestCertificate",
"Resource":"*",
"Condition":{
"StringNotLike": {
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"acm:CextificateAuthority":" arn:aws:acm-
pca:region:account:certificate-authority/CA_ID"
}
}
}

}
O| M™M2 acm:CertificateAuthority ZZE AF&35t01 Amazon Trust ServiceOl| A 2 &3t Z7H
Moz Al

)
IZ|E +~ A= S Mol CiEh 2EE 5{SFLICH 215 7|2 ARNS D5t H falseOl(7h)
=
=)

—
M s Yx|gLch

JSON
{
"Version":"2012-10-17",
"Statement":{
"Effect":"Deny",
"Action":"acm:RequestCexrtificate",
"Resource":"*",
"Condition":{
"Null" : {
"acm:CextificateAuthority":"false"
}
}
}
}
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https://docs.aws.amazon.com/IAM/latest/UserGuide/troubleshoot_roles.html#troubleshoot_roles_new-role-appeared
https://docs.aws.amazon.com/IAM/latest/APIReference/API_CreateServiceLinkedRole.html
https://docs.aws.amazon.com/cli/latest/reference/iam/create-service-linked-role.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#create-service-linked-role
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#edit-service-linked-role
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#edit-service-linked-role
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#delete-service-linked-role
https://docs.aws.amazon.com/general/latest/gr/rande.html
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AWS Certificate Manager At & 2! HM|A EX| 5HE

CHe SIS AL 5104 ACM U IAMOA L AE 4 = TSRl 2HIE FITHtT 2 HE 4 UL

WS A ofl HM|AsHES 5{E st A&LICH

g e HEto| Qitte 277 AW, 2UE sAE = JUTSE HAS Hoo|Esf of &LCt.
CH2o| oMl 2 F = mateojackson IAM AL X}7F 2& S ALE5H04 7HA my-example-widget E2l4A

o
A0 CHet M HEE Eed1 6t KIBH 7HA acm: GetWidget T80 Q1S f ghAighL|Ct.

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
acm:GetWidget on resource: my-example-widget

O] B2, acm: GetWidget 2 A&3t0{ my-example-widget BlAA0 HMAE = UL F

1A
mateojackson AFEXI M E A 0| EsHoF & LICt

T 20| 2R3t B2 AWS EEIXtoH 2olstMR. 2ElRle 22l Xt ZHE MSE AR LCH

CIS oA 27 = 1A
ME 2335tedn st

M AFE X7 2£2 A8 504 2 & ZE|XH7F DENY(2)ER et SMHe Sall 218
= 40 grAgtct.

User: arn:aws:sts::account::ID: is not authorized to perform: acm:RequestCertificate
on resource: arn:aws:acm:region:account:certificate/*
with an explicit deny in a service control policy
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
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- Transport Layer Security(TLS) TLS 1.2 E$0|0H TLS 1.32 M LICH
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://aws.amazon.com/about-aws/global-infrastructure/
https://aws.amazon.com/security/
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/infrastructure-protection.html
https://docs.aws.amazon.com/STS/latest/APIReference/welcome.html
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https://docs.aws.amazon.com/cli/latest/userguide/cli-configure-sso.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-configure-sso.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-configure-sso.html
https://docs.aws.amazon.com/sdkref/latest/guide/access-sso.html
https://docs.aws.amazon.com/sdkref/latest/guide/access-sso.html
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https://docs.aws.amazon.com/cli/latest/userguide/cli-authentication-user.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_access-keys.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_access-keys.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_access-keys.html
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https://docs.aws.amazon.com/vpc/latest/privatelink/create-interface-endpoint.html#considerations-interface-endpoints
https://www.amazontrust.com/repository/
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https://docs.aws.amazon.com/vpc/latest/privatelink/create-interface-endpoint.html#create-interface-endpoint-aws
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https://docs.aws.amazon.com/general/latest/gr/acm.html
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AWS Q15 A #E|X MEX 7t0|E

"Statement": [
{

"Principal": "*",

"Effect": "Allow",

"Action": [
"acm:ListCertificates",
"acm:DescribeCertificate",

1,

"Resource":"*"
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https://docs.aws.amazon.com/kms/latest/developerguide/grants.html
https://docs.aws.amazon.com/kms/latest/developerguide/grants.html
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Xt 7tole
HHEY kms:CreateGrant AF2 2 XEtste JELCH MESHE Mo{E 5te B2
kms:EncryptionContext 271 7|& At&3t01 & QB MZE kms:CreateGrantE At = U&L
Ct. arn:aws:acm2 7|2 X5t MEHE ARNS| gt X[HELICE O 2 oAl Moz §E 21&
Mol At8E FXISHKIEHCHE 1B Me S{SE LI
JSON
{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "VisualEditox0",
"Effect": "Deny",
"Action": "kms:CreateGrant",
"Resource": "*",
"Condition": {
"StringEquals": {
"kms:EncryptionContext:aws:acm:arn": "arn:aws:acm:us-
east-1:111122223333:cextificate/b26def74-1234-4321-9876-951d4c07b197"
}
}
}
]
}

AWS CloudFormation

£ AWS CloudFormation At& 35101 At&3tEd= AWS BIAAE £
&LICt. AWS CloudFormation 1 CHE &= 0|28t 2[AAE =
CloudFormation = Elastic Load Balancing, Amazon CloudFront, Amazon API Ga tewayQP Z 0| ACM
oM Xt ElAAE Z2HIMIEY = J&LIcH RIME LI 2 ACMO| S El MH[A EFRg X
StAAIR.

AWS CloudFormation & At&3t0{ 0424 EI|AE B E 2 W2 4Mst 1 AXste 4 2 2Z&o o
S HEO| ACM QB ME MMSIX| b= W0l E&LICH O 5tHd QB M 2ol WEH =Est
A oot RtME LSS B2 B2 FERSHAUAL. CHAM EIAEE fla 4852 ZE T H el 0]
ES ZE5lE AU=EFE CIBME MEELCt 0 & £0{ <version>.service.example.comi}
Z2 ™ HEol et Met Eetxl= =@l o|Fol CH ACM QIS ME Bt Mo 2 MME F2
<*> service.example.comoOi Cit Bt otel=stE QIS ME CHAl MM,
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https://docs.aws.amazon.com/kms/latest/developerguide/conditions-kms.html#conditions-kms-encryption-context

AWS 21 A 2E[X} AEXt7tol=

/A Important
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https://docs.aws.amazon.com/cli/latest/reference/acm/request-certificate.html
https://docs.aws.amazon.com/acm/latest/APIReference/API_RequestCertificate.html
https://docs.aws.amazon.com/cli/latest/reference/acm/update-certificate-options.html
https://docs.aws.amazon.com/acm/latest/APIReference/API_UpdateCertificateOptions.html
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04| X0 M= request-certificate BWEE ALE 50 A LIS ME e Ml QIS M FBEES H|FHE
312 2o ELC.

|.2
[ |
=l —
o=
aws acm request-certificate \

--domain-name www.example.com \

--validation-method DNS \
--options CertificateTransparencylLoggingPreference=DISABLED \

elo] FHE2 M QB A2 ARNE E3FLICH

{
"CertificateArn": "arn:aws:acm:region:account:certificate/certificate_ID"
}
CIZE M7} o0l U1 QIBME ZAIE I QIS M7} 2ZZE|X| T & dl2dE B update-certificate-
options BB E ALSELICt Ol BB LS BHetstx| Eii...‘L—IEL

aws acm update-certificate-options \

--certificate-arn arn:aws:acm:region:account:\
certificate/certificate_ID \

--options CertificateTransparencylLoggingPreference=DISABLED

747| AWS CloudTrail

ACM AL S A|EH5t7| oi CloudTrail 222 & A3t LICH CloudTrail2 AFS 35T AWS #E| 2&,
AWS SDKs, AWS Command Line Interface2! 42| =& Amazon Web ServicesE %5H TEE AWS
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https://docs.aws.amazon.com/cli/latest/reference/acm/request-certificate.html
https://docs.aws.amazon.com/cli/latest/reference/acm/update-certificate-options.html
https://docs.aws.amazon.com/cli/latest/reference/acm/update-certificate-options.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
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https://docs.aws.amazon.com/eventbridge/latest/userguide/
https://docs.aws.amazon.com/eventbridge/latest/userguide/what-is-amazon-eventbridge.html
https://docs.aws.amazon.com/acm/latest/APIReference/API_PutAccountConfiguration.html
https://docs.aws.amazon.com/acm/latest/userguide/import-reimport.html#reimport-certificate-api

AWS Q15 A #E|X MEX 7t0|E

M. = O|HIEE AI835t0{ QIBME ACMLE CHA| 7I MR E S| AHSSHE MUY = JU&LICH &

AE%t AtS3Ete| 0= EHRE AWS Lambda®t =6t A| 2 ACMOi| A Amazon EventBridge = Zf @4 A|Z
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ACM 215 M Btz 24t O|HE= Chs1t 242 2 & A &L

"version": "Q@",
"id": "id",
"detail-type": "ACM Certificate Approaching Expiration",
"source": "aws.acm",
"account": "account",
"time": "2020-09-30T06:51:082",
"region": "region",
"resources": [
"arn:aws:acm:region:account:certificate/certificate_ID"
1,
"detail": {
"DaysToExpiry": 31,
"CommonName": "example.com"

ACM QIE A Btz O|HE

(® Note
M2 QIS Aol CisiM=E Q15 M BFz O|HIEE A8 E + gi&LCh

D42 o| o|HIEo] CHalf =&l CHZ[8tod Aol M ACMOIM e =ZE HER] EE= ZEtol8! QIZ A7 Bt
zEH ABS HE + U&LICH

{
"version": "Q",
"id": "id",
"detail-type": "ACM Certificate Expired",
"source": "aws.acm",
"account": "account",
"time": "2019-12-22T18:43:487",
"region": "region",

X|HE|= oHIE 7 1.0 140
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"resources": [

"arn:aws:acm:region:account:certificate/certificate_ID"

1,

"detail": {
"CertificateType" : "AMAZON_ISSUED" | "PRIVATE",
"CommonName": "example.com",
"DomainValidationMethod" : "EMAIL"™ | "DNS",
"CertificateCreatedDate" : "2018-12-22T18:43:487",
"CertificateExpirationDate" : "2019-12-22T18:43:48Z",
"InUse" : TRUE | FALSE,
"Exported" : TRUE | FALSE

}

nZi2 o| o|HEo CHal =&l CH7|5lof &ElE HEE E= Z2I0|8! QIS ME AMAEE &H|7t £|H &
2E WE = JUELICH OHEE 23, B4 U 7IXR7|E s&st= Ao AAIELCH Z2to|8! 2l
SMol B2 LT A8 7tSE &EN7L E|H 0| QIBME SAEN HHZ 7| fISiA= 04713 T2l &=
X7t HEct
ACM QIEM At 715 O|HE = Ct S0t 242 X E # &Lt
{
"version": "Q@",
"id": "id",
"detail-type": "ACM Certificate Available",
"source": "aws.acm",
"account": "account",
"time": "2019-12-22T18:43:487",
"region": "region",
"resources": [
"arn:aws:acm:region:account:certificate/certificate_ID"
1,
"detail": {
“Action” : "ISSUANCE" | "RENEWAL" | "IMPORT" | "REIMPORT",
"CertificateType" : "AMAZON_ISSUED" | "PRIVATE" | "IMPORTED",
"CommonName": "example.com",
"DomainValidationMethod" : "EMAIL" | "DNS",
"CertificateCreatedDate" : "2019-12-22T18:43:487",
"CertificateExpirationDate" : "2019-12-22T18:43:48Z",

"DaysToExpiry" : 395,
"InUse" : TRUE | FALSE,

X|HE|= oHIE 7 1.0 141



AWS Q15 A #E|X MEX 7t0|E

"Exported" : TRUE | FALSE

ACM QIS M A&l 5 Ee O[HE

(® Note

Jtr2 IS Mol ChatiMd= B Ail 2 EHa O|HIEE MEE + Qi&LICH

1742 o o=l CHaH 44l CH7|5t04 QB ME AT 4 2l MEN7} EI7| Toll D20 XIS 2
Slok & M L2l We &= UELICH 0| E0{ 20| ACMAUIM QIBMHE HAISHR| 255 St
CAACIZEE F7I5tH ACM2 BHE 452 Toi| Rt5 A 4lo| Aufe Z< 0| O|HEE AA[ELICH 1
ZHo| ZX|E F5tx| ef2™ ACM2 30, 15¢, 3 & 1oi EE= 20| ZX|E F|5tHLE, B M 7L
Dt E[7HLE, Q1B Mol Al RtZF0| AtetE W7 R| F7HE Aelg AEELICH ol2{8 28 A&l Ao
CHSH O|HIE 7t HA|EILICH
ACM Q1B M A =td EHR o|HE S| X &= Ch21t Z&LCt
{

"version": "Q",

Ilidll: Ilidll’

"detail-type": "ACM Certificate Renewal Action Required",

"source": "aws.acm",

"account": "account",

"time": "2019-12-22T18:43:487",

"region": "region",

"resources": [
"arn:aws:acm:region:account:certificate/certificate_ID"

1,
"detail": {

"CertificateType" : "AMAZON_ISSUED" | "PRIVATE",

"CommonName": "example.com",

"DomainValidationMethod" : "EMAIL" | "DNS",

"RenewalStatusReason" : "CAA_ERROR" | "PENDING_DOMAIN_VALIDATION" |
"NO_AVAILABLE_CONTACTS" | "ADDITIONAL_VERIFICATION_REQUIRED" | "DOMAIN_NOT_ALLOWED"
| "INVALID_PUBLIC_DOMAIN" | "DOMAIN_VALIDATION_DENIED" | "PCA_LIMIT_EXCEEDED"
| "PCA_INVALID_ARN" | "PCA_INVALID_STATE" | "PCA_REQUEST_FAILED" |
"PCA_NAME_CONSTRAINTS_VALIDATION" | "PCA_RESOURCE_NOT_FOUND" | "PCA_INVALID_ARGS" |
"PCA_INVALID_DURATION" | "PCA_ACCESS_DENIED" | "SLR_NOT_FOUND"™ | "OTHER",

"DaysToExpiry": 30,

X|HE|= oHIE 7 1.0 142



AWS 21 A 2E[X}

ALEXl 710|=
"CertificateExpirationDate" "2019-12-22T18:43:487",
"InUse" : TRUE | FALSE,
"Exported" : TRUE | FALSE
}
}
ACM IB M FAE O[HE
TS AR ACMO| Y28 HE! e Zato|! QB AT FALIHO| O[HES 24l Ch7|5H04
U2lg urg 4 AUsLch
® Note
LHE L QIS MBE FAE = UELICH 7HK2 IBME F4 QUBMHE S5 FLE = algL
C.
ACM Certificate Revoked O|HIES| X = Ct51t Z&L|Ct
{
"version": "Q",
Ilidll: Ilidll’
"detail-type": "ACM Certificate Revoked",
"source": "aws.acm",
"account": "account",
"time": "2019-12-22T18:43:48Z",
"region": "region",
"resources": [
"arn:aws:acm:region:account:certificate/certificate_ID"
1,
"detail": {
"CertificateType" "AMAZON_ISSUED" | "PRIVATE",
"CommonName": "example.com",
"CertificateExpirationDate" "2019-12-22T18:43:487",
"Exportable": TRUE | FALSE
}
}
ACM 21& M HH|0|E OfH
172 AHRol A ACMO| &8t HE2| EE ooy Q1B A7t YEI0|EEIHO| OJHES 441 Cf7|
oto YRS g = USLICH
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ACM 215 M AC|o|E o|HIES| X = ClS4 Z&LCtH
{
"version": "Q",
"id": "id",
"detail-type": "ACM Certificate Updated",
"source": "aws.acm",
"account": "account",
"time": "2019-12-22T18:43:487",
"region": "region",

resources": [
"arn:aws:acm:region:account:certificate/certificate_ID"

1,

"detail": {
"Action" : "ISSUANCE" | "RENEWAL" | "IMPORT" | "REIMPORT",
"CertificateType" : "AMAZON_ISSUED" | "PRIVATE" | "IMPORTED",
"CommonName": "example.com",
"DomainValidationMethod" : "EMAIL"™ | "DNS",
"CertificateCreatedDate" : "2018-12-22T18:43:4872",
"CertificateExpirationDate" : "2019-12-22T18:43:48Z",

"DaysToExpiry" : 395,
"InUse" : TRUE | FALSE,
"Exported" : TRUE | FALSE
"Exportable" : TRUE | FALSE

AWS A E| OlHE
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ol 22l 21E M A4l AWS Certificate Manager MM XML,
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2l(olHY HE AUBMe BR)st7H{Lt LR E sHAst= W ol0l" = U&LIch Z OI |IEoi|= Ct
2 & 5tLto| O|HIE I =7t TR ELICH I E= ZEEUM MAEE = e HEE EELICH
« AWS_ACM_RENEWAL_STATE_CHANGE(R!E M7t BAIE|R7ALE, BFR2E[JIHLE, 2 BtEElE B2)

» CAA_CHECK_FAILURE(CAA ZA} Alm)
- AWS_ACM_RENEWAL_FAILURE(Z2}0[%! CAMIM MEEt Q!

0|>|
x
o
ox
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MEf OlHES| 1 X = CtS1 Z &Lt o] oflofl A= AWS_ACM_RENEWAL_STATE_CHANGE O|HIE 7}
MMEE|A&LICE.

{
"source":[
"aws.health"
1,
"detail-type":[
"AWS Health Event"
1,
"detail":{
"service":[
"ACM"
1,
"eventTypeCategory":[
"scheduledChange"
1,
"eventTypeCode": [
"AWS_ACM_RENEWAL_STATE_CHANGE"
]
}
}

ACMO{| A Amazon EventBridge2 =4 A|%

[e]]]

Hl |8t©S 2 Amazon EventBridge T+ 22 45t Amazon EventBridge 2&2 A& 35t
o O|HIE7 ZX|E [l =™E[= 2US FHE &= JU&LICt 0| MMof A= Amazon EventBridge %!
2 = ME M E MSELICH

« Amazon SNSE AlE75t04 O|HIEN| SE
= =
= o

« Lambda & +E Al235t0{ O|HIEO| &

Amazon SNSE Al235t04 O|HIEO| &

ME ACMO| ¢Ef O|HEE Mg mintc HAE &

| A 3
ot= WS 2o ELICH

o

2 MESIEE Amazon SNSE T4

Sore TAMsEE O MAE 2EIAS.
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to s EE|7{stedH

o

Amazon EventBridge 212 MM

1. Amazon EventBridge Tt &2 AMELICH RtMIBH LIE 2 O[HIE0of & 5t= Amazon EventBridge
TE MEE HXSML.

a. Amazon EventBridge & & (https://console.aws.amazon.com/events/)0{| A Events(O|HIE) >
Rules(T+2!) HO|X|2 0|&35t04 Create rule(T+&! M) MEHFHLICH

b. [TFE 4d(Create rule)] HO|X|0{| A [O|HIE THEd(Event Pattern)|S ME4ELICEH

c. [MHIA O|F(Service Name)]2l M0l M [4El(Health)]E MEHELIC}.

d. [O|HE RY(Event Type)ol M [§7H &EH O|HIE(Specific Health events)| & AMEH g L|CE.

e. [S7X MHIA(Specific service(s))|2 AMEHS T M0l A [ACM]S ME4EFLICE.

f. [ olHIE R H=(Specific event type category(s))]& =435t [accountNotification] =
MEdgfLICH

g. [OIHE E(Any event type code)] & MEHEHLICY.

> ol

_IQI_
h. [2E ZIAA(Any resource)]S AMEHEHLICE.

i. [OIHE mE O|2[2 7|(Event pattern preview)] &I 7|04 M O[HEO|M M4 El JSON IEIS
E0{ Z&Lct o] oo M= AWS A EH OHIE MAdo| THE S AFSELICH

{
"source":[
"aws.health"
1,
"detail-type":[
"AWS Health Event"
1,
"detail":{
"service":[
"ACM"
1,
"eventTypeCategory": [
"scheduledChange"
1,
"eventTypeCode": [
"AWS_ACM_RENEWAL_STATE_CHANGE"
]
}
}
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2. HYs FIELCHL

Al FO| O|HEE S A| AIEE
& Qe Chst HHI/\ F0i| A MEHSEZLE, Lambda & AF2 o+04 O|HEE AR} XIHE Al
I MEE £ QUELICH AWS Lambda 2| 7131 0= Lambda & +E AIE35t04 O|HIEO| &
Cr MME EHXEHAI2.

Lambda & +& Ar&sto{ O|HEO| SE

O| MxtoM=E AF&35H0{ Amazon EventBridgeH| A AWS Lambda <= 4! CH7 |31, Amazon Simple
Notification Service(SNS)Z & &2 4435t AWS Security Hub, 21 E 7| A|5t0o4 B 2[Rt} £ 0ot &
of 7tAIEE MBS st= Y g EoiELch

Lambda &+ 2! IAM &2 M3 stE{H

X1 AWS Identity and Access Management (IAM) 23 &
{O|8fL|Ct O E ot B AL E S8 RASHH &=+ 0

ArZRH01|H Fo{E HEHE MEHE = U&LICH CHEE 2] AWS A 42 APRXP 74|
otX| &f= Aol E&LICH S35 2HEIRF AEME A™

> St mo rg
0>|

0 ofl

https://console.aws.amazon.com/iam/0l A IAM £ & LC}.
2. JSON E& HE|7|& AL&35t0q of2f EE2/of Ho|El HAMZ Mgt AHA| 2| 2 AwS H™E
M HEE MSELICH RHAIEH LI 2 JSON Eiof A HAH MMH S &AM L.

JSON

"Version": "2012-10-17",
"Statement": [

{

"Sid": "LambdaCertificateExpiryPolicyl"”,

"Effect": "Allow",

"Action": "logs:CreatelLogGroup",

"Resource": "arn:aws:logs:us-east-1:123456789012:*"
}I
{

"Sid": "LambdaCertificateExpiryPolicy2",
"Effect": "Allow",
"Action": [

"logs:CreateLogStream",
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"logs:PutLogEvents"
]I
"Resource": [
"arn:aws:logs:us-east-1:123456789012:10g-group:/aws/lambda/
handle-expiring-certificates:*"

1

"Sid": "LambdaCertificateExpiryPolicy3",

"Effect": "Allow",

"Action": [
"acm:DescribeCertificate”,
"acm:GetCertificate",
"acm:ListCexrtificates",
"acm:ListTagsFoxCertificate"

1,

"Resource": "*"

"Sid": "LambdaCertificateExpiryPolicy4",
"Effect": "Allow",

"Action": "SNS:Publish",

"Resource": "*"

"Sid": "LambdaCertificateExpiryPolicy5",

"Effect": "Allow",

"Action": [
"SecurityHub:BatchImportFindings",
"SecurityHub:BatchUpdateFindings",
"SecurityHub:DescribeHub"

1,

"Resource": "*"

"Sid": "LambdaCertificateExpiryPolicyé6",
"Effect": "Allow",

"Action": "cloudwatch:ListMetrics",
"Resource": "*"
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3.

| =

IAM & & 435104 017[0l| M| BHE HAZRLICH IAM & 4 & 83 Aol Cigt ZhMeh LY
22 AWS MH|A0 CHEF 248 MM(ES

= M~

https://console.aws.amazon.com/lambda

S
Lambda &£ MAMSHLICH AFMIEH LIRS 242 Lambda &4 MA2 #X5HMR. CI2 CHAIE
2tZELICH

a. [E+ M4 (Create function)] H O|X|0| A [MZ Z4d(Author from scratch)] &M ME4SI04 &

o o
=& Mggct.
b. ‘handle-expiring-certificates’?t &2 O|& & [& 4 O|&(Function name)] E=0f X|&gfL|Ct.
c. [HEI(Runtime)] S5 0{A Python 3.8 ME4ErLICE.

gt 8473 (Change default execution role)]2 MES T [7|&E HE AL (Use an
existing role)]=2 MEHELICE

e. [7|& & (Existing role)] S5 0M A et et S MENFLICH

f. Ee dds MEiELT
g [&= (Function code)] of2i{ol Ct& ZEE & JgfLCt

# Copyright 2021 Amazon.com, Inc. or its affiliates. All Rights Reserved.
# SPDX-License-Identifier: MIT-0

#

# Permission is hereby granted, free of charge, to any person obtaining a copy
of this

# software and associated documentation files (the "Software"), to deal in the
Software

# without restriction, including without limitation the rights to use, copy,
modify,

# merge, publish, distribute, sublicense, and/or sell copies of the Software,
and to

# permit persons to whom the Software is furnished to do so.

#

# THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND, EXPRESS OR
IMPLIED,

# INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY, FITNESS FOR A
# PARTICULAR PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL THE AUTHORS OR

COPYRIGHT
# HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER IN AN
ACTION
# OF CONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN CONNECTION WITH
THE

# SOFTWARE OR THE USE OR OTHER DEALINGS IN THE SOFTWARE.
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import json
import boto3

import os

from datetime import datetime, timedelta, timezone
B oo o oo o e mmmmmo -

# setup global data

B oo o oo o e mmmmmo -

utc = timezone.utc
# make today timezone aware
today = datetime.now().replace(tzinfo=utc)
# set up time window for alert - default to 45 if its missing
if os.environ.get('EXPIRY_DAYS') is None:
expiry_days = 45
else:
expiry_days = int(os.environ['EXPIRY_DAYS'])
expiry_window = today + timedelta(days = expiry_days)
def lambda_handler(event, context):
# if this is coming from the ACM event, its for a single certificate

if (event['detail-type'] == "ACM Certificate Approaching Expiration"):
response = handle_single_cert(event, context.invoked_function_arn)
return {

'statusCode': 200,
'body': response
}
def handle_single_cert(event, context_arn):
cert_client = boto3.client('acm')
cert_details =
cert_client.describe_certificate(CertificateArn=event['resources'][0])
result = 'The following certificate is expiring within ' + str(expiry_days)
+ ' days: + cert_details['Certificate']['DomainName’]
# check the expiry window before logging to Security Hub and sending an SNS
if cert_details['Certificate']['NotAfter'] < expiry_window:
# This call is the text going into the SNS notification
result = result + ' (' + cert_details['Certificate']['CertificateArn’]

# this call is publishing to SH
result = result + ' - ' + log_finding_to_sh(event, cert_details,
context_arn)
# if there's an SNS topic, publish a notification to it
if os.environ.get('SNS_TOPIC_ARN') is None:
response = result
else:
sns_client = boto3.client('sns')
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response = sns_client.publish(TopicArn=os.environ['SNS_TOPIC_ARN'],
Message=result, Subject='Certificate Expiration Notification')
return result
def log_finding_to_sh(event, cert_details, context_arn):
# setup for security hub
sh_region = get_sh_region(event['region'])
sh_hub_arn = "arn:aws:securityhub:{@}:{1}:hub/default".format(sh_region,
event['account'])
sh_product_arn = "arn:aws:securityhub:{0}:{1}:product/{1}/
default".format(sh_region, event['account'])
# check if security hub is enabled, and if the hub arn exists
sh_client = boto3.client('securityhub', region_name = sh_region)
try:
sh_enabled = sh_client.describe_hub(HubArn = sh_hub_azrn)
# the previous command throws an error indicating the hub doesn't exist or
lambda doesn't have rights to it so we'll stop attempting to use it
except Exception as error:
sh_enabled = None
print ('Default Security Hub product doesn\'t exist')
response = 'Security Hub disabled'
# This is used to generate the URL to the cert in the Security Hub Findings
to link directly to it
cert_id = right(cert_details['Certificate']['CertificateArn'], 36)
if sh_enabled:
# set up a new findings list
new_findings = []
# add expiring certificate to the new findings list
new_findings.append({
"SchemaVersion": "2018-10-08",
"Id": cert_id,
"ProductArn": sh_product_arn,
"GeneratorId": context_arn,
"AwsAccountId": event['account'],
"Types": [
"Software and Configuration Checks/AWS Config Analysis"
1,
"CreatedAt": event['time'],
"UpdatedAt": event['time'],
"Severity": {
"Original": '89.0',
"Label": 'HIGH'

.
"Title": 'Certificate expiration’,
"Description": 'cert expiry',
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'Remediation': {
'Recommendation': {
'Text': 'A new certificate for ' +
cert_details['Certificate']['DomainName'] + ' should be imported to replace
the existing imported certificate before expiration’,

'Url': "https://console.aws.amazon.com/acm/home?region=" +
event['region'] + "#/?id=" + cert_id
}
},
'Resources': [
{
'Id': event['id'],
'Type': 'ACM Certificate’,
'Partition': 'aws',
'Region': event['region']
}
1,

'"Compliance': {'Status': 'WARNING'}
b
# push any new findings to security hub
if new_findings:
try:
response =
sh_client.batch_import_findings(Findings=new_findings)
if response['FailedCount'] > 0:
print("Failed to import {}
findings".format(response['FailedCount']))
except Exception as error:
print("Error: ", error)
raise
return json.dumps(response)
# function to setup the sh region
def get_sh_region(event_region):
# security hub findings may need to go to a different region so set that
here
if os.environ.get('SECURITY_HUB_REGION') is None:
sh_region_local = event_region
else:
sh_region_local = os.environ['SECURITY_HUB_REGION']
return sh_region_local
# quick function to trim off right side of a string
def right(value, count):
# To get right part of string, use negative first index in slice.
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return value[-count:]

h. [B4 B=(Environment variables)]0i| A [H & (Edit)]|2 MEiStD MEIMOZ Ot H4E F7t

ghct

« (MEH AFEH EXPIRY_DAYS
PISM BIE LS ELH7| M| Bl=E Et ()2 XIHELICH o] & 2| 7|22t 452 0]
X|EF M8 XY 2t2 RIHE = gt

« (MEH AFEH) SNS_TOPIC_ARN

Amazon SNS2| ARNZ X[ & LICt. arn:aws:sns:<region>:<account-
number>:<topic-name> @A 2 XX ARNS A3 ELiCt

« (ME] AL®) SECURITY_HUB_REGION
CHE 217 AWS Security Hub 0l ME X|EHELICH O] 2t XIEstX| fo™ A Sl

Lambda & 2| 2|M0| AFEEILICH &7t o] 2™ AdEl= B9 2E QIS HA|
X|7} Bt 2|™ Q| Security HubZ S EIE 5 stE Zd0| E&LICH

i. [7|2 ™ (Basic settings)]0ll M [AEt AlZH(Timeout)|2 30= 2 AHFLICH

j. HO|X| &Etoll M [HHZ(Deploy)] & MEHEILICE

Ct

0|0

Mt

o
A

'S er=stod O] &Ml AL S AIRHEHLIC

Otz Ol S EIS XS5t

ol

O| o0l A= Amazon EventBridgeE S5l O|HIET} W dst= =7t B2 El= 2t 215 A0tCt oH—P 9| o]
HYE MIELch 7IBMo 2 ACM2 HHEY0[ 452 O[5t E H2 QB Mol CHaH Y O|HEE 2

AlZLct. (0] 7122 ACM API2| PutAccountConfiguration 2 dS At&5t0o] ALS At x| & -’F A& L
Ct) ol2{t Zt o|HE= CtSot Z2 Lol AiSsHE s E27HE LT

ACM raises Amazon EventBridge event #
>>>>>>> events

Event matches Amazon EventBridge rule #
Rule calls Lambda function #

Function sends SNS email and logs a Finding in Security
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AWS Q1B A EE|x} ARt 7H0l=
1. Lambda &+& ddstm Her2 FEHELICH (0|0] 2= F - Lambda &+ & IAM &2 Aot
£ FHxX).
2. 222 EuU= ol ArE & Lambda & 2| & SNS =M LICH RtAIEH L& 2 Amazon SNS F
AN dde HEStAL.
3. BHAIRI= CHALKRIZF M2 SNS =ANIE £ S5tE 2 AAshLC REMIEH LI Amazon SNS F
Mol 75 dEE HZstM L.
4. Lambda &4 8 E2|7{35= Amazon EventBridge T+2/2 MMEILICH AHMIEH LIS 2 O|HEN &
E} 5= Amazon EventBridge T#2] A2 2 XFIMI2.
Amazon EventBridge 2 & (https://console.aws.amazon.com/events/)0ll A Events(O|HIE) >
Rules(T+%!) HO|X|2 0|&3t0q Create ruIe(-ﬁ"i! M2 MEFLICE [MH[A O|&(Service
Name)], [O|HIE & (Event Type)] & [Lambda & <=(Lambda function)]& X|"&&L|C}. [O|HIE TH
& O|2| 2 7|(Event Pattern preview)] HE 7|0l CIS ZEE 204 E&LICtH
{
"source": [
"aws.acm"
1,
"detail-type": [
"ACM Certificate Approaching Expiration"
]
}
Lambda =411} Z2 O|HIETJ} [MZ O|HE E A|(Show sample event(s))] OF2Hol| E A|EL|CH
{
"version": "0Q",
"id": "9c95e8e4-96a4-ef3f-b739-b6aa5b193afb",
"detail-type": "ACM Certificate Approaching Expiration",
"source": "aws.acm",
"account": "123456789012",
"time": "2020-09-30T06:51:087",
"region": "us-east-1",
"resources": [
"arn:aws:acm:us-east-1:123456789012:certificate/61f50cd4-45b9-4259-b049-
d@a53682fasb"
1,
"detail": {
"DaysToExpiry": 31,
"CommonName": "My Awesome Service"
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}
}

HelstedH

T80l E= OhE o 70| H o]l ERsHX| gf2 32, 2ot ExM L o7 gi2 &5 2= ¢4y
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£ dxlet7| fls 2E Edo[&E M7Hst= 20| E&LICH

e |AM X41%H Ol o945}

o 1 =< 12

« Lambda &=

CloudWatch Events 1+%

Lambda®}t 214 El CloudWatch Logs
SNS A

0 M CloudTrail A& AWS Certificate Manager

0II

AWS Certificate Manager & ACMOI| A A& Xt AWS CloudTrail, @& E£= AMH|AT7F =35 ZFdoi| CH
8t B|ZEE MBS 3st= AWS MH[AQF S&FELICE CloudTrail2 AWS A™HOM 7|EMHo 2 &35
04 U&LICE. CloudTrail2 ACM 2£ 2| 1 API 2fo] CHEF 2 E S &S H|Z 5104 ACMO]| CHEH
APl ZE2 O|HER ZH&X{ELICt ETiYE F M5t ACMO|| CHEt O|HEE E.%:.?_ CloudTrail O|HIE
£ X|&X2 2 Amazon S3 HZlo]| HHZ & LICH EBYE FM5tX| §f2 F< 0| CloudTrail
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gy e s

CloudTrailol| M &gt HEE AFE50{ ACMO| = E 2F, 20| ==l IP )
g, 20| +HE Azt A FIHMF HEE &g + QJ&LIcH XME B2 CIoudTra|I O|HE 7
Soz o[HE E7|& HZstMR. X|#HEl= OlHE & 350| ACMO|A & ste EZ
S 9| CHE AWS AH|A OHIEQF &7 CloudTrai of 7ISELIcH AWS A 01IA-| _._IAI OHEE

ol AN QI 22 EE £ AsLICH

o Im
iz
Imo

= Jeo
=/

r

LSt CloudTrail 220 =& El O|HE HO|EE FIIE EAM5tTD T XIE FSIES CHE AWS AMH|
AE FAHEE = U&LICH

CloudTrailoi| CHEF REMIEH LI 2 CHE MEME B XRSHMIR.

« AWS CloudTrail Al AZEA.
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« 034 BT E 82 E CloudTrail 21 I} 87| &l o4 AH S 22 E CloudTrail 21 mt& 27|

A
+ CloudTrail 2Z0{A X| == ACM API ¢
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- QEO|AWS HH RE MR EE= AWS Identity and Access Management (IAM) At Xt Xt23 B5H
S Z O|FO{H=X| ofF LIC

« AE £& ool AFEXI0| CHEF Al 22t 215 S A8 50 20| Y EIR=K] 045,
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Mol i F7H(AddTagsToCertificate)
M A A|(DeleteCertificate)

M 4 (DescribeCertificate)

M LHE L} 7 |(ExportCertificate)

M 7K 2 7|(ImportCertificate)

M LI4(ListCertificates)

o

o
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« QB MO| EiT Lt¥(ListTagsForCertificate)
« 2B MM Ef M 7{(RemoveTagsFromCertificate)
« 0185 M 2% (RequestCertificate)
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M AM(GetCertificate)
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/getting_notifications_top_level.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/receive-cloudtrail-log-files-from-multiple-regions.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-receive-logs-from-multiple-accounts.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-event-reference-user-identity.html
https://docs.aws.amazon.com/acm/latest/APIReference/API_AddTagsToCertificate.html
https://docs.aws.amazon.com/acm/latest/APIReference/API_DeleteCertificate.html
https://docs.aws.amazon.com/acm/latest/APIReference/API_DescribeCertificate.html
https://docs.aws.amazon.com/acm/latest/APIReference/API_ExportCertificate.html
https://docs.aws.amazon.com/acm/latest/APIReference/API_ImportCertificate.html
https://docs.aws.amazon.com/acm/latest/APIReference/API_ListCertificates.html
https://docs.aws.amazon.com/acm/latest/APIReference/API_ListTagsForCertificate.html
https://docs.aws.amazon.com/acm/latest/APIReference/API_RemoveTagsFromCertificate.html
https://docs.aws.amazon.com/acm/latest/APIReference/API_RequestCertificate.html
https://docs.aws.amazon.com/acm/latest/APIReference/API_ResendValidationEmail.html
https://docs.aws.amazon.com/acm/latest/APIReference/API_GetCertificate.html

AWS 21 A 2E[X}

AR 7H0|E

QIS Mol Ef 2 F7HAddTagsToCertificate)

CH2 CloudTrail 0fl0i A= AddTagsToCertificate AP101| CH8t & 0| 2T E Eof FLIC}.

r

"Records": [
{
"eventVersion":"1.04",
"userIdentity":{
"type":"IAMUser",
"principalId":"AIDACKCEVSQ6C2EXAMPLE",
"arn":"arn:aws:iam: :123456789012:user/Alice",
"accountId":"123456789012",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"userName":"Alice"
1,
"eventTime":"2016-04-06T13:53:53Z2",
"eventSource":"acm.amazonaws.com",
"eventName":"AddTagsToCertificate",
"awsRegion":"us-east-1",
"sourceIPAddress":"192.0.2.0",
"userAgent":"aws-cli/1.10.16",
"requestParameters":{
"tags":[
{
"value":"Alice",
"key":"Admin"

1,
"certificateArn":"arn:aws:acm:us-east-1:123456789012
fedcbha98-7654-3210-fedc-ba9876543210"
1,
"responseElements'":null,
"requestID":"fedcba98-7654-3210-fedc-ba9876543210",
"eventID":"fedcbha98-7654-3210-fedc-ba9876543210",
"eventType":"AwsApiCall",
"recipientAccountId":"123456789012"

:certificate/

7 1.0 157


https://docs.aws.amazon.com/acm/latest/APIReference/API_AddTagsToCertificate.html
https://docs.aws.amazon.com/acm/latest/APIReference/API_AddTagsToCertificate.html

AWS 21 A 2E[X}

AR 7H0|E

Q1E M & A|(DeleteCertificate)

CH2 CloudTrail 0|0l A= DeleteCertificate API0O]| CHEt

r

"Records": [
{
"eventVersion":"1.04",
"userIdentity":{
"type":"IAMUser",
"principalId":"AIDACKCEVSQ6C2EXAMPLE",

arn":"arn:aws:iam::123456789012:user/Alice",
"accountId":"123456789012",

"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"userName":"Alice"

+

"eventTime":"2016-03-18T00:00:26Z2",
"eventSource":"acm.amazonaws.com",
"eventName":"DeleteCertificate",
"awsRegion":"us-east-1",
"sourceIPAddress":"192.0.2.0",
"userAgent":"aws-cli/1.9.15",
"requestParameters":{
"certificateArn":"arn:aws:acm:us-east-1:123456789012:certificate/
fedcha98-7654-3210-fedc-ba9876543210"
},

"responseElements":null,

"requestID":"01234567-89ab-cdef-0123-456789abcdef",

"eventID":"01234567-89ab-cdef-0123-456789abcdef",
"eventType":"AwsApiCall",

"recipientAccountId":"123456789012"

R1E M MH(DescribeCertificate)

C}2 CloudTrail 040l A= DescribeCertificate API0{| CHEF £ & 90| A E Eo{ FLI|C}.
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® Note

X|&st ACM QIS Mof CHEF HE 7} DescribeCertificate 230] CHEF CloudTrail 210
EA|E|XR| et&LICH &£ AWS Command Line Interface, EE£ DescribeCertificate APIE A2
5104 Q1B Mof| Cist HEE 2 &= U&LICH

"Records": [
{

"eventVersion":"1.04",

"userIdentity":{
"type":"IAMUser",
"principalId":"AIDACKCEVSQ6C2EXAMPLE",
"arn":"arn:aws:iam::123456789012:user/Alice",
"accountId":"123456789012",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"userName":"Alice"

iy
"eventTime":"2016-03-18T00:00:427",
"eventSource":"acm.amazonaws.com",

"eventName":"DescribeCertificate",
"awsRegion":"us-east-1",
"sourceIPAddress":"192.0.2.0",
"userAgent":"aws-cli/1.9.15",

"requestParameters":{

"certificateArn":"arn:aws:acm:us-east-1:123456789012:certificate/

fedcba98-7654-3210-fedc-ba9876543210"

.

"responseElements":null,

"requestID":"fedcba98-7654-3210-fedc-ba9876543210",

"eventID":"fedcba98-7654-3210-fedc-ba9876543210",

"eventType":"AwsApiCall",

"recipientAccountId":"123456789012"

Q1E M LHE LHZ|(ExportCertificate)

CHZ CloudTrail 0l0{ M= ExportCertificate APIO{| CHEt =& 2| At E 2o FLIC}.

I
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"Records": [
{

"version":"Q",
"id":"Q1234567-89ab-cdef-0123-456789abcdef",
"detail-type":"AWS API Call via CloudTrail",
"source":"aws.acm",
"account":"123456789012",
"time":"2018-05-24T15:28:11Z2",
"region":"us-east-1",
"resources":[

1,
"detail":{
"eventVersion":"1.04",
"userIdentity":{
"type":"Root",
"principalld":"123456789012",
"arn":"arn:aws:iam::123456789012:user/Alice",
"accountId":"123456789012",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"userName":"Alice"

1,
"eventTime":"2018-05-24T15:28:117",

"eventSource":"acm.amazonaws.com",
"eventName":"ExportCertificate",
"awsRegion":"us-east-1",

"sourceIPAddress":"192.0.2.0",

"userAgent":"aws-cli/1.15.4 Python/2.7.9 Windows/8 botocore/1.10.4",

"requestParameters":{
"certificateArn":"arn:aws:acm:us-
east-1:123456789012:certificate/12345678-1234-1234-1234-123456789012",
"passphrase": "HIDDEN_DUE_TO_SECURITY_REASONS"
1,
"responseElements": {
"certificateChain":

"privateKey":"xExkxxkxKAN
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"certificate":

————— END CERTIFICATE-----",
"privateKey": "HIDDEN_DUE_TO_SECURITY_REASONS"
I
"requestID":"01234567-89ab-cdef-0123-456789abcdef",
"eventID":"fedcbha98-7654-3210-fedc-ba9876543210",
"readOnly": false,
"eventType":"AwsApiCall"
"managementEvent": true,
"recipientAccountId": "123456789012",
"eventCategory": "Management",
"tlsDetails": {
"tlsVersion": "TLSv1.3",
"cipherSuite": "TLS_AES_128_GCM_SHA256",
"clientProvidedHostHeader": "acm.us-east-1.amazonaws.com"

iy

"sessionCredentialFromConsole": "true"

I M 7FX 2 7|(ImportCertificate)

CtZ odlol M= ACM ImportCertificate APl 240l CHEt £ & & 7|5 5t= CloudTrail 21 &35 & E 0]
ZLct.

"eventVersion":"1.04",

"userIdentity":{
"type":"IAMUser",
"principalId":"AIDACKCEVSQ6C2EXAMPLE",
"arn":"arn:aws:iam::111122223333:user/Alice",
"accountId":"111122223333",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"userName":"Alice"

},
"eventTime":"2016-10-04T16:01:30Z",
"eventSource":"acm.amazonaws.com",
"eventName":"ImportCertificate",
"awsRegion":"ap-southeast-2",
"sourceIPAddress":"54.240.193.129",

"userAgent":"Coral/Netty",
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"requestParameters":{
"privateKey":{

iy

"hb": [
"byte",
"byte",
"byte",

15
"offset":0,

"isReadOnly":false,
"bigEndian":true,
"nativeByteOrder":false,
"mark":-1,

"position":0,
"limit":1674,
"capacity":1674,
"address":0

"certificateChain":{

}I

"hb": [
"byte",
"byte",
"byte",

1,

"offset":0,
"isReadOnly":false,
"bigEndian":true,
"nativeByteOrder":false,
"mark":-1,

"position":0,
"limit":2105,
"capacity":2105,
"address":0

"certificate":{

"hb": [
"byte",
"byte",
"byte",

15
"offset":0,

"isReadOnly":false,
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"bigEndian":true,
"nativeByteOrder":false,
"mark":-1,

"position":0,
"limit":2503,
"capacity":2503,
"address":0

}I

"responseElements":{
"certificateArn":"arn:aws:acm:ap-
southeast-2:111122223333:certificate/01234567-89ab-cdef-0123-456789abcdef"
1,
"requestID":"01234567-89ab-cdef-0123-456789abcdef",
"eventID":"01234567-89ab-cdef-0123-456789abcdef",
"eventType":"AwsApiCall",

"recipientAccountId":"111122223333"

QIE M LIQ(ListCertificates)

rok

FEEo| ANE Hoi FLICH

CH= CloudTrail 0|0 M= ListCertificates AP104| CH

(® Note

ACM @8 M7} ListCertificates &40l CHEl CloudTrail 210 EA|ZX| f&
AWS Command Line Interface, EE £ ListCertificates APIE Al23510{ QIS SE2

L|ch.

"Records": [
{

"eventVersion":"1.04",

"userIdentity":{
"type":"IAMUser",
"principalId":"AIDACKCEVSQ6C2EXAMPLE",
"arn":"arn:aws:iam: :123456789012:user/Alice",
"accountId":"123456789012",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"userName":"Alice"
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"eventTime":"2016-03-18T00:00:43Z7",
"eventSource":"acm.amazonaws.com",
"eventName":"ListCertificates",
"awsRegion":"us-east-1",
"sourceIPAddress":"192.0.2.0",
"userAgent":"aws-cli/1.9.15",
"requestParameters":{

"maxItems":1000,

"certificateStatuses":[

"ISSUED"

I

"responseElements":null,
"requestID":"74c99844-ec9c-11e5-ac34-dlesdfelallb”,
"eventID":"cdfel®51-88aa-4aa3-8c33-a325270bff21",
"eventType":"AwsApiCall",
"recipientAccountId":"123456789012"

QIE Mol Ef L}(ListTagsForCertificate)

CHZ CloudTrail 004 M= ListTagsForCertificate AP101| CHEF £ & 0| Z1tE 204 FLIC}.

(® Note

ListTagsForCertificate &4of CiEt CloudTrail 2101 Ef2 7t EAIZ|X| et &LICH 2
£, AWS Command Line Interface St £ ListTagsForCertificate APIE AIE35I0{ Ejl1 582 =

= A& LI

"Records": [
{

"eventVersion":"1.04",

"userIdentity":{
"type":"IAMUser",
"principalId":"AIDACKCEVSQ6C2EXAMPLE",
"arn":"arn:aws:iam: :123456789012:user/Alice",
"accountId":"123456789012",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
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"userName":"Alice"
I
"eventTime":"2016-04-06T13:30:117",
"eventSource":"acm.amazonaws.com",
"eventName":"ListTagsForCertificate",
"awsRegion":"us-east-1",
"sourceIPAddress":"192.0.2.0",
"userAgent":"aws-cli/1.10.16",
"requestParameters":{
"certificateArn":"arn:aws:acm:us-
east-1:123456789012:certificate/12345678-1234-1234-1234-123456789012"
I
"responseElements":null,
"requestID":"b010767f-fbfb-11e5-b596-79e9a97a2544",
"eventID":"32181be6-a4a0-48d3-8014-c0d972b5163b",
"eventType":"AwsApiCall",
"recipientAccountId":"123456789012"

ol
—

Ol

Mol M Ef 2 X|7H(RemoveTagsFromCertificate)

CHZ CloudTrail 04104 M= RemoveTagsFromCertificate API0Y| CHEF £ & 9| AN E Eo{ FLIC}

r

"Records": [
{

"eventVersion":"1.04",

"userIdentity":{
"type":"IAMUser",
"principalId":"AIDACKCEVSQ6C2EXAMPLE",
"arn":"arn:aws:iam: :123456789012:user/Alice",
"accountId":"123456789012",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"userName":"Alice"

+
"eventTime":"2016-04-06T14:10:017",

"eventSource":"acm.amazonaws.com",
"eventName":"RemoveTagsFromCertificate",
"awsRegion":"us-east-1",
"sourceIPAddress":"192.0.2.0",

"userAgent":"aws-cli/1.10.16",
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"requestParameters":{
"certificateArn":"arn:aws:acm:us-
east-1:123456789012:certificate/12345678-1234-1234-1234-123456789012",
"tags":[
{
"value":"Bob",
"key":"Admin"

iy
"responsekElements":null,
"requestID":"40ded461-fc@l-11e5-a747-85804766d6c9",

"eventID":"QOcfal42e-ef74-4b21-9515-47197780c424",
"eventType":"AwsApiCall",

"recipientAccountId":"123456789012"

R1E M 2 (RequestCertificate)

CHZ CloudTrail 0l0i M= RequestCertificate APIO|| CHEt £ & 9| AN E E o4 FL|CH.

"Records": [
{

"eventVersion":"1.04",

"userIdentity":{
"type":"IAMUser",
"principalId":"AIDACKCEVSQ6C2EXAMPLE",
"arn":"arn:aws:iam: :123456789012:user/Alice",
"accountId":"123456789012",

"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"userName":"Alice"

},
"eventTime":"2016-03-18T00:00:49Z2",
"eventSource":"acm.amazonaws.com",
"eventName":"RequestCertificate",
"awsRegion":"us-east-1",
"sourceIPAddress":"192.0.2.0",
"userAgent":"aws-cli/1.9.15",
"requestParameters":{
"domainName":"example.com",
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"validationMethod": "DNS",
"idempotencyToken":"8186023d89681c3ad5",
"options": {
"export": "ENABLED"

},

"keyAlgorithm": "RSA_2048"

},

"responseElements":{

"certificateArn":"arn:aws:acm:us-

east-1:123456789012:certificate/12345678-1234-1234-1234-123456789012"
+

"requestID":"77dacef3-ec9c-1le5-ac34-dle4sdfelallb”,
"eventID":"a4954cdb-8f38-44c7-8927-a38ad4be3ac8",
"eventType":"AwsApiCall",

"tlsDetails": {

"tlsVersion": "TLSv1.3",

"cipherSuite": "TLS_AES_128_GCM_SHA256",

"clientProvidedHostHeader": "acm.us-east-1.amazonaws.com"
I

"recipientAccountId":"123456789012"

ANEM F2

(RevokeCertificate)

Ct2 CloudTrail 04 A|= RevokeCertificate AP104| CH

St EZE'S 74

r

"eventVersion": "1.11",
"userIdentity": {
"type": "AssumedRole",
"principalId":

"AIDACKCEVSQ6C2EXAMPLE :Role-Session-Name",
"arn":

arn:aws:sts::111122223333:assumed-role/Role-Name/Role-Session-Name"
"accountId": "123456789012",

"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {

"sessionIssuer": {
Iltypell: IlRolell’
"principalId": "AIDACKCEVSQ6C2EXAMPLE",

"arn": "arn:aws:iam::123456789012:role/Admin",
"accountId": "123456789012",
"userName": "Admin"
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iy
"attributes": {

"creationDate": "2016-01-01T19:35:527",
"mfaAuthenticated": "false"

}
}
},
"eventTime":"2016-01-01T21:11:452",
"eventSource": "acm.amazonaws.com",
"eventName": "RevokeCertificate",
"awsRegion": "us-east-1",

"sourceIPAddress": "192.0.2.0",
"userAgent": "Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:128.0) Gecko/20100101
Firefox/128.0",
"requestParameters": {
"certificateArn": "arn:aws:acm:us-
east-1:123456789012:certificate/12345678-1234-1234-1234-123456789012",
"revocationReason": "UNSPECIFIED"

I
"responseElements": {
"certificateArn": "arn:aws:acm:us-
east-1:123456789012:certificate/12345678-1234-1234-1234-123456789012"

},
"requestID": "@1234567-89ab-cdef-0123-456789abcdef",
"eventID": "01234567-89ab-cdef-0123-456789%9abcdef",
"readOnly": false,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "123456789012",
"eventCategory": "Management",
"tlsDetails": {
"tlsVersion": "TLSv1.3",
"cipherSuite": "TLS_AES_128_GCM_SHA256",
"clientProvidedHostHeader": "acm.us-east-1.amazonaws.com"
},

"sessionCredentialFromConsole": "true"

AS O|HIY AT & (ResendValidationEmail)

CH2 CloudTrail 0d0{ A= ResendValidationEmail APIO|| CHet & 0| ZAntE Hoi Fu|ct.

~
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"Records": [
{
"eventVersion":"1.04",
"userIdentity":{
"type":"IAMUser",
"principalId":"AIDACKCEVSQ6C2EXAMPLE",
"arn":"arn:aws:iam: :123456789012:user/Alice",
"accountId":"123456789012",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"userName":"Alice"
},
"eventTime":"2016-03-17T23:58:2572",
"eventSource":"acm.amazonaws.com",
"eventName":"ResendValidationEmail",
"awsRegion":"us-east-1",
"sourceIPAddress":"192.0.2.0",
"userAgent":"aws-cli/1.9.15",
"requestParameters":{
"domain":"example.com",
"certificateArn":"arn:aws:acm:us-
east-1:123456789012:certificate/12345678-1234-1234-1234-123456789012",
"validationDomain":"example.com"
},
"responseElements":null,
"requestID":"23760b88-ec9c-11e5-b6f4-cb861a6f0a28",
"eventID":"41cl1b0@6-ca9l-4clc-8c6l-af349ea8bab8",
"eventType":"AwsApiCall",
"recipientAccountId":"123456789012"

C1E M AA(GetCertificate)

Ct2 CloudTrail 0d0l M= GetCertificate APIO|| CHEt & 0| ZE Hoi FL|Ct.

"Records": [
{
"eventVersion":"1.04",
"userIdentity":{
"type":"IAMUser",
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"principalId":"AIDACKCEVSQ6C2EXAMPLE",
"arn":"arn:aws:iam::123456789012:user/Alice",
"accountId":"123456789012",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"userName":"Alice"
I
"eventTime":"2016-03-18T00:00:417",
"eventSource":"acm.amazonaws.com",
"eventName":"GetCertificate",
"awsRegion":"us-east-1",
"sourceIPAddress":"192.0.2.0",
"userAgent":"aws-cli/1.9.15",
"requestParameters":{
"certificateArn":"arn:aws:acm:us-
east-1:123456789012:certificate/12345678-1234-1234-1234-123456789012"
I

"responseElements": {
'certificateChain":

I
"requestID":"744dd891-ec9c-11le5-ac34-dle4sdfelallb”,
"eventID":"7aa4f909-00dd-478a-9a00-b2709bcad2bb",
"eventType":"AwsApiCall",
"recipientAccountId":"123456789012"
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CHS o|ol M= Alice2t= IAM AFXEQ| CreatelLoadBalancer & 5 &
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"eventVersion":"1.03",
"userIdentity":{
"type":"IAMUser",
"principalId":"AIDACKCEVSQ6C2EXAMPLE",
"arn":"arn:aws:iam::111122223333:user/Alice",
"accountId":"111122223333",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"userName":"Alice"
1,
"eventTime":"2016-01-01T21:10:36Z2",
"eventSource":"elasticloadbalancing.amazonaws.com",
"eventName":"CreatelLoadBalancer",
"awsRegion":"us-east-1",
"sourceIPAddress'":"192.0.2.0/24",
"userAgent":"aws-cli/1.9.15",
"requestParameters":{
"availabilityZones":[
"us-east-1b"

]I
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"loadBalancerName":"LinuxTest",
"listeners":[
{
"sSLCertificateId":"arn:aws:acm:us-
east-1:111122223333:certificate/12345678-1234-1234-1234-123456789012",

"protocol":"HTTPS",
"loadBalancerPort":443,
"instanceProtocol":"HTTP",
"instancePort":80

.
"responseElements": {

"dNSName" :"LinuxTest-1234567890.us-east-1.elb.amazonaws.com"
},
"requestID":"19669c3b-b@cc-11e5-85b2-57397210a2e5",
"eventID":"5d6c00c9-a9b8-46ef-9f3b-4589f5beb63f7",
"eventType":"AwsApiCall",
"recipientAccountId":"111122223333"

2E HHME AI23510{ Amazon EC2 QIAEIA 55

Amazon Elastic Compute Cloud(Amazon EC2) QIAEIAON|M ¢l ALO|E == O EE|FO|ME =2

=

HIXM'dste 49 2C WHMOM T QIAHAE QIAISHOF & LIC O|= Elastic Load Balancing
A H 5t

_=.'__4\_ l:l:'—

= AWS Command Line InterfaceE S8l =&& £ A &LICH OIS oKl AWS HH

1234567890122] LinuxTestet= 2 E WA 0| RegisterInstancesWithLoadBalancer CH
£g 2oisLct.
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"eventVersion":"1.03",
"userIdentity":{
"type":"IAMUser",
"principalId":"AIDACKCEVSQ6C2EXAMPLE",
"arn":"arn:aws:iam: :123456789012:user/ALice",
"accountId":"123456789012",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"userName":"Alice",
"sessionContext":{
"attributes":{
"mfaAuthenticated":"false",
"creationDate":"2016-01-01T19:35:52Z2"
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}I

"invokedBy":"signin.amazonaws.com"

},
"eventTime":"2016-01-01T21:11:452",
"eventSource":"elasticloadbalancing.amazonaws.com",
"eventName":"RegisterInstancesWithLoadBalancer",
"awsRegion":"us-east-1",
"sourceIPAddress":"192.0.2.0/24",
"userAgent":"signin.amazonaws.com",
"requestParameters":{
"loadBalancerName":"LinuxTest",
"instances":[

{
"instanceId":"i-c67f4e78"

}I

"responseElements":{
"instances": [

{
"instancelId":"i-c67f4e78"

iy
"requestID":"438b07dc-b@cc-11e5-8afb-cda7ba®20551",

"eventID":"9f284cab-cbe5-42a1-8251-4f0e6b5739d6",
"eventType":"AwsApiCall",
"recipientAccountId":"123456789012"
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"Records": [
{
"eventVersion":"1.03",
"userIdentity":{
"type":"IAMUser",
"principalId":"AIDACKCEVSQ6C2EXAMPLE",
"arn":"arn:aws:iam::111122223333:user/acm",
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"accountId":"111122223333",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",

"userName" :"acm

iy
"eventTime":"2016-01-05T18:36:297",

"eventSource":"kms.amazonaws.com",

"eventName":"Encrypt",

"awsRegion":"us-east-1",

"sourceIPAddress":"AWS Internal",

"userAgent":"aws-internal",

"requestParameters":{
"keyId":"arn:aws:kms:us-east-1:123456789012:alias/aws/acm",
"encryptionContext":{

"aws:acm:arn":"arn:aws:acm:us-
east-1:123456789012:certificate/12345678-1234-1234-1234-123456789012"

}
}I

"responseElements":null,
"requestID":"3c417351-b3db-11e5-9a24-7d9457362fcc",

"eventID":"1794fe70-796a-45f5-811b-6584948f24ac",

"readOnly":true,
"resources":[

{

"ARN" :"arn:aws:kms:us-
east-1:123456789012:key/87654321-4321-4321-4321-210987654321",
"accountId":"123456789012"

1,

"eventType":"AwsServiceEvent",
"recipientAccountId":"123456789012"
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"eventVersion":"1.03",
"userIdentity":{
"type":"AssumedRole",
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"principalId":"AIDACKCEVSQ6C2EXAMPLE:1aba@dc8b3a728d6998c234a99178eff",
"arn":"arn:aws:sts::111122223333:assumed-role/
DecryptACMCertificate/1aba@dc8b3a728d6998c234a99178eff",
"accountId":"111122223333",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"attributes":{
"mfaAuthenticated":"false",
"creationDate":"2016-01-01T7T21:13:28Z"
I
"sessionIssuer":{
"type":"Role",
"principallId":"APKAEIBAERJR2EXAMPLE",
"arn":"arn:aws:iam::111122223333:ro0le/DecryptACMCertificate",
"accountId":"111122223333",
"userName":"DecryptACMCertificate"

},
"eventTime":"2016-01-01T721:13:282",
"eventSource":"kms.amazonaws.com",
"eventName":"Decrypt",
"awsRegion":"us-east-1",
"sourceIPAddress":"AWS Internal",
"userAgent":"aws-internal/3",
"requestParameters":{
"encryptionContext":{
"aws:elasticloadbalancing:arn":"arn:aws:elasticloadbalancing:us-
east-1:123456789012:1oadbalancer/LinuxTest",
"aws:acm:arn":"arn:aws:acm:us-
east-1:123456789012:certificate/87654321-4321-4321-4321-210987654321"
}
},
"responseElements":null,
"requestID":"809a70ff-b@cc-11e5-8f42-c7fdflcb6eba",
"eventID":"7f89f7a7-baff-4802-8a88-851488607fb9",
"readOnly":true,
"resources":[
{
"ARN":"arn:aws:kms:us-
east-1:123456789012:key/12345678-1234-1234-1234-123456789012",
"accountId":"123456789012"

1,
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"eventType":"AwsServiceEvent",
"recipientAccountId":"123456789012"
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package com.amazonaws.samples;

import java.io.IOException;
import java.nio.ByteBuffer;
import java.nio.charset.StandardCharsets;
import java.nio.file.Files;
import java.nio.file.Paths;
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import com.amazonaws.auth.AWSStaticCredentialsProvider;
import com.amazonaws.auth.BasicAWSCredentials;
import com.amazonaws.regions.Regions;

import com.amazonaws.services.certificatemanager.AWSCertificateManager;

import com.amazonaws.services.certificatemanager.AWSCertificateManagerClientBuilder;

import com.amazonaws.services.certificatemanager.model.ImportCertificateRequest;
import com.amazonaws.services.certificatemanager.model.ImportCertificateResult;
/**

* This sample demonstrates how to use the ImportCertificate function in the AWS

Certificate Manager

*

*

*

*

*

*

*

*

*

service.

Input parameters:

Accesskey - AWS access key
SecretKey - AWS secret key

CertificateArn - Use to reimport a certificate (not included in this example).

region - AWS region

Certificate - PEM file that contains the certificate to import. Ex: /data/certs/
servercert.pem

CertificateChain - The certificate chain, not including the end-entity

certificate.
PrivateKey - The private key that matches the public key in the certificate.

*

*

*

*

*

*/

OQutput parameter:

CertificcateArn - The ARN of the imported certificate.

public class AWSCertificateManagerSample {

public static void main(String[] args) throws IOException {

String accessKey = "";

String secretKey = "";

String certificateArn = null;

Regions region = Regions.DEFAULT_REGION;

String serverCertFilePath = "";
String privateKeyFilePath = "";
String caCertFilePath = "";

ImportCertificateRequest req = new ImportCertificateRequest()
.withCertificate(getCertContent(serverCertFilePath))
.withPrivateKey(getCertContent(privateKeyFilePath))

.withCertificateChain(getCertContent(caCertFilePath)).withCertificateArn(certificateArn);

AddTagsToCertificate
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AwWSCertificateManager client =
AwWSCertificateManagerClientBuilder.standard().withRegion(region)
.withCredentials(new AWSStaticCredentialsProvider(new
BasicAWSCredentials(accessKey, secretKey)))
.build();
ImportCertificateResult result = client.importCertificate(req);

System.out.println(result.getCertificateArn());

List<Tag> expectedTags =
ImmutablelList.of(Tag.builder().withKey("key").withValue("value").build());

AddTagsToCertificateRequest addTagsToCertificateRequest =
AddTagsToCertificateRequest.builder()
.withCertificateArn(result.getCertificateArn())
.withTags(tags)
.build();

client.addTagsToCertificate(addTagsToCertificateRequest);
}

private static ByteBuffer getCertContent(String filePath) throws IOException {
String fileContent = new String(Files.readAllBytes(Paths.get(filePath)));
return StandardCharsets.UTF_8.encode(fileContent);

[}
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package com.amazonaws.samples;

import com.amazonaws.services.certificatemanager.AWSCertificateManagerClientBuilder;
import com.amazonaws.services.certificatemanager.AWSCertificateManager;

import com.amazonaws.services.certificatemanager.model.DeleteCertificateRequest;
import com.amazonaws.services.certificatemanager.model.DeleteCertificateResult;

import com.amazonaws.auth.profile.ProfileCredentialsProvider;
import com.amazonaws.auth.AWSStaticCredentialsProvider;
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import com.amazonaws.auth.AWSCredentials;
import com.amazonaws.regions.Regions;

import com.amazonaws.services.certificatemanager.model.InvalidArnException;
import com.amazonaws.services.certificatemanager.model.ResourceInUseException;
import com.amazonaws.services.certificatemanager.model.ResourceNotFoundException;
import com.amazonaws.AmazonClientException;

/**

* This sample demonstrates how to use the DeleteCertificate function in the AWS
Certificate

* Manager service.

*

* Input parameter:

*

*

*/

CertificateArn - The ARN of the certificate to delete.

public class AWSCertificateManagerExample {

public static void main(String[] args) throws Exception{

// Retrieve your credentials from the C:\Users\name\.aws\credentials file in

Windows

ex);

// or the ~/.aws/credentials file in Linux.
AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider().getCredentials();
}
catch (Exception ex) {
throw new AmazonClientException("Cannot load the credentials from file.",

// Create a client.

AWSCertificateManager client = AWSCertificateManagerClientBuilder.standard()
.withRegion(Regions.US_EAST_1)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Create a request object and specify the ARN of the certificate to delete.
DeleteCertificateRequest req = new DeleteCertificateRequest();
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req.setCertificateArn("arn:aws:acm:region:account:certificate/
12345678-1234-1234-1234-123456789012");

// Delete the specified certificate.

DeleteCertificateResult result null;

try {
result

client.deleteCertificate(req);

}

catch (InvalidArnException ex)

{

throw ex;

}

catch (ResourceInUseException ex)

{

throw ex;

}

catch (ResourceNotFoundException ex)

{

throw ex;

// Display the result.
System.out.println(result);

JEJEREL:
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import
import
import
import

import
import
import
import
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€ Ccom.amazonaws. samples;

com.amazonaws.services.certificatemanager
certificatemanager
.certificatemanager

certificatemanager

COm.amazonaws.services.

com.amazonaws.services

COm.amazonaws.services.

com.amazonaws.

com.amazonaws.

com.amazonaws.auth.AWSCredentials;

com.amazonaws.regions.Regions;

.AWSCertificateManagerClientBuilder;
.AWSCertificateManager;
.model.DescribeCertificateRequest;
.model.DescribeCertificateResult;

auth.profile.ProfileCredentialsProvider;
auth.AwWSStaticCredentialsProvider;
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import com.amazonaws.services.certificatemanager.model.InvalidArnException;
import com.amazonaws.services.certificatemanager.model.ResourceNotFoundException;
import com.amazonaws.AmazonClientException;

/**

* This sample demonstrates how to use the DescribeCertificate function in the AWS
Certificate
* Manager service.

*

* Input parameter:

CertificateArn - The ARN of the certificate to be described.

* Qutput parameter:

*

*/

Certificate information

public class AWSCertificateManagerExample {

public static void main(String[] args) throws Exception{

// Retrieve your credentials from the C:\Users\name\.aws\credentials file in

Windows

ex);

// or the ~/.aws/credentials file in Linux.
AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider().getCredentials();
}
catch (Exception ex) {
throw new AmazonClientException("Cannot load the credentials from file.",

// Create a client.

AWSCertificateManager client = AWSCertificateManagerClientBuilder.standard()
.withRegion(Regions.US_EAST_1)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Create a request object and set the ARN of the certificate to be described.
DescribeCertificateRequest req = new DescribeCertificateRequest();
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req.setCertificateArn("arn:aws:acm:region:account:certificate/
12345678-1234-1234-1234-123456789012");

DescribeCertificateResult result = null;

try{
result = client.describeCertificate(req);

}
catch (InvalidArnException ex)
{
throw ex;
}
catch (ResourceNotFoundException ex)
{
throw ex;
}

// Display the certificate information.
System.out.println(result);

Ol BEO| M2 AT 2| ofxlolE ChE1t HIixet HE7F 2340l ZAIELICH

Certificate: {
CertificateArn:
arn:aws:acm:region:account:certificate/12345678-1234-1234-1234-123456789012,
DomainName: www.example.com,
SubjectAlternativeNames: [www.example.com],
DomainValidationOptions: [{
DomainName: www.example.com,
1,
Serial: 10: 0a,
Subject: C=US,
ST=WA,
L=Seattle,
O=ExampleCompany,
OU=sales,
CN=www.example.com,
Issuer: ExampleCompany,
ImportedAt: FriOct@608: 17: 39PDT2017,
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Status: ISSUED,

NotBefore: ThuOct@510@: 14: 32PDT2017,
NotAfter: SunOct0310: 14: 32PDT2027,
KeyAlgorithm: RSA-2048,
SignatureAlgorithm: SHA256WITHRSA,
InUseBy: [1,

Type: IMPORTED,
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package com.amazonaws.samples;

import com.amazonaws.AmazonClientException;

import com.amazonaws.auth.profile.ProfileCredentialsProvider;
import com.amazonaws.auth.AWSStaticCredentialsProvider;
import com.amazonaws.auth.AWSCredentials;

import com.amazonaws.regions.Regions;

import com.amazonaws.services.certificatemanager.AWSCertificateManagerClientBuilder;
import com.amazonaws.services.certificatemanager.AWSCertificateManager;

import com.amazonaws.services.certificatemanager.model.ExportCertificateRequest;
import com.amazonaws.services.certificatemanager.model.ExportCertificateResult;

import com.amazonaws.services.certificatemanager.model.InvalidArnException;
import com.amazonaws.services.certificatemanager.model.InvalidTagException;
import com.amazonaws.services.certificatemanager.model.ResourceNotFoundException;

import java.io.FileNotFoundException;
import java.io.IOException;

import java.io.RandomAccessFile;
import java.nio.ByteBuffer;

import java.nio.channels.FileChannel;
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public class ExportCertificate {
public static void main(String[] args) throws Exception {

// Retrieve your credentials from the C:\Users\name\.aws\credentials file in
Windows
// or the ~/.aws/credentials in Linux.
AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider().getCredentials();
}
catch (Exception ex) {
throw new AmazonClientException("Cannot load your credentials from file.",
ex);

// Create a client.

AwWSCertificateManager client = AWSCertificateManagerClientBuilder.standard()
.withRegion(Regions.your_region)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Initialize a file descriptor for the passphrase file.
RandomAccessFile file_passphrase = null;

// Initialize a buffer for the passphrase.
ByteBuffer buf_passphrase = null;

// Create a file stream for reading the private key passphrase.

try {
file_passphrase = new RandomAccessFile("C:\\Temp\\password.txt", "zx");

}

catch (IllegalArgumentException ex) {
throw ex;

}

catch (SecurityException ex) {
throw ex;

}

catch (FileNotFoundException ex) {
throw ex;

}

// Create a channel to map the file.
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FileChannel channel_passphrase = file_passphrase.getChannel();

// Map the file to the buffer.
try {
buf_passphrase = channel_passphrase.map(FileChannel.MapMode.READ_ONLY, 0,
channel_passphrase.size());

// Clean up after the file is mapped.
channel_passphrase.close();
file_passphrase.close();

}
catch (IOException ex)
{
throw ex;
}

// Create a request object.
ExportCertificateRequest req = new ExportCertificateRequest();

// Set the certificate ARN.
req.withCertificateArn("arn:aws:acm:region:account:"
+"certificate/M12345678-1234-1234-1234-123456789012");

// Set the passphrase.
req.withPassphrase(buf_passphrase);

// Export the certificate.
ExportCertificateResult result = null;

try {
result = client.exportCertificate(req);
}
catch(InvalidArnException ex)
{
throw ex;
}
catch (InvalidTagException ex)
{
throw ex;
}
catch (ResourceNotFoundException ex)
{
throw ex;
}
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// Clear the buffer.
buf_passphrase.clear();

// Display the certificate and certificate chain.

String certificate =

result.getCertificate();

System.out.println(certificate);

String certificate_chain =

result.getCertificateChain();

System.out.println(certificate_chain);

// This example retrieves but does not display the private key.
String private_key = result.getPrivateKey();

QIZM 3 QIB M HQl 74
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package com.amazonaws.samples;

import
import
import
import
import

import
import
import

import
import
import
import

/**

com.
com.
com.
com.
com.

com.
com.
com.

com.
com.
com.
com.

amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.

amazonaws.
amazonaws.

amazonaws

amazonaws.
amazonaws.
amazonaws.
amazonaws.

regions.Regions;

services.certificatemanager
.certificatemanager
certificatemanager
certificatemanager

.AWSCertificateManagerClientBuilder;
.AwWSCertificateManager;
.model.GetCertificateRequest;
.model.GetCertificateResult;

services
services.
services.

auth.profile.ProfileCredentialsProvider;
auth.AwWSStaticCredentialsProvider;

.auth.AWSCredentials;

services.certificatemanager.model.InvalidArnException;
services.certificatemanager.model.ResourceNotFoundException;
services.certificatemanager.model.RequestInProgressException;
AmazonClientException;

* This sample demonstrates how to use the GetCertificate function in the AWS
Certificate
* Manager service.

*

* Input parameter:

GetCertificate
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*

CertificateArn - The ARN of the certificate to retrieve.

* Qutput parameters:
& Certificate - A base64-encoded certificate in PEM format.

& CertificateChain - The base64-encoded certificate chain in PEM format.
*

*/
public class AWSCertificateManagerExample {
public static void main(String[] args) throws Exception{

// Retrieve your credentials from the C:\Users\name\.aws\credentials file in
Windows
// or the ~/.aws/credentials file in Linux.
AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider().getCredentials();
}
catch (Exception ex) {
throw new AmazonClientException("Cannot load the credentials from the
credential profiles file.", ex);

}

// Create a client.

AWSCertificateManager client = AWSCertificateManagerClientBuilder.standard()
.withRegion(Regions.US_EAST_1)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Create a request object and set the ARN of the certificate to be described.
GetCertificateRequest req = new GetCertificateRequest();

req.setCertificateArn("arn:aws:acm:region:account:certificate/
12345678-1234-1234-1234-123456789012");

// Retrieve the certificate and certificate chain.
// If you recently requested the certificate, loop until it has been created.
GetCertificateResult result = null;
long totalTimeout = 1200001;
long timeSlept = 01;
long sleepInterval = 100001;
while (result == null && timeSlept < totalTimeout) {
try {
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result = client.getCertificate(req);

}

catch (RequestInProgressException ex) {
Thread.sleep(sleepInterval);

}
catch (ResourceNotFoundException ex)
{
throw ex;
}
catch (InvalidArnException ex)
{
throw ex;
}

timeSlept += sleeplnterval;

// Display the certificate information.
System.out.println(result);

{Certificate: ----- BEGIN CERTIFICATE-----
base64-encoded certificate

CIEM 7K 7]
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package com.amazonaws.samples;

import com.amazonaws.services.certificatemanager.AWSCertificateManagerClientBuilder;
import com.amazonaws.services.certificatemanager.AWSCertificateManager;

import com.amazonaws.auth.profile.ProfileCredentialsProvider;
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import
import
import

import
import
import
import
import
import
import

import
import

import

/**

com.
com.
com.

com.
com.
com.
com.
com.

amazonaws.
amazonaws.
amazonaws.

amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.

auth.AwWSStaticCredentialsProvider;
auth.AWSCredentials;
regions.Regions;

services

services.
services.

.certificatemanager.
services.certificatemanager.
certificatemanager.

certificatemanager.

AmazonClientException;
java.io.FileNotFoundException;
java.io.IOException;

java.io.RandomAccessFile;
java.nio.ByteBuffer;
java.nio.channels.FileChannel;

model.ImportCertificateRequest;
model.ImportCertificateResult;
model.LimitExceededException;
model .ResourceNotFoundException;

* This sample demonstrates how to use the ImportCertificate function in the AWS

Certificate Manager

* service.

*

* Input parameters:
& Certificate - PEM file that contains the certificate to import.

& CertificateArn - Use to reimport a certificate (not included in this example).
ks CertificateChain - The certificate chain, not including the end-entity
certificate.

ks PrivateKey - The private key that matches the public key in the certificate.

*

* Qutput parameter:
& CertificcateArn - The ARN of the imported certificate.

*

*/

public class AWSCertificateManagerSample {

public static void main(String[] args) throws Exception {

// Retrieve your credentials from the C:\Users\name\.aws\credentials file in
Windows

// or the ~/.aws/credentials file in Linux.

AWSCredentials credentials = null;

try

}

{

credentials

= new ProfileCredentialsProvider().getCredentials();

catch (Exception ex) {
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throw new AmazonClientException(
"Cannot load the credentials from file.", ex);

// Create a client.

AWSCertificateManager client = AWSCertificateManagerClientBuilder.standard()
.withRegion(Regions.US_EAST_1)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Initialize the file descriptors.
RandomAccessFile file_certificate = null;
RandomAccessFile file_chain = null;
RandomAccessFile file_key = null;

// Initialize the buffers.
ByteBuffer buf_certificate = null;
ByteBuffer buf_chain = null;
ByteBuffer buf_key = null;

// Create the file streams for reading.

try {
file_certificate = new RandomAccessFile("C:\\Temp\\certificate.pem", "x");
file_chain = new RandomAccessFile("C:\\Temp\\chain.pem", "t");
file_key = new RandomAccessFile("C:\\Temp\\private_key.pem", "xr");

}

catch (IllegalArgumentException ex) {
throw ex;

}

catch (SecurityException ex) {
throw ex;

}

catch (FileNotFoundException ex) {
throw ex;

}

// Create channels for mapping the files.

FileChannel channel_certificate = file_certificate.getChannel();
FileChannel channel_chain = file_chain.getChannel();

FileChannel channel_key = file_key.getChannel();

// Map the files to buffers.
try {
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buf_certificate = channel_certificate.map(FileChannel.MapMode.READ_ONLY, O,
channel_certificate.size());

buf_chain = channel_chain.map(FileChannel.MapMode.READ_ONLY, O,
channel_chain.size());

buf_key = channel_key.map(FileChannel.MapMode.READ_ONLY, 0,
channel_key.size());

// The files have been mapped, so clean up.
channel_certificate.close();
channel_chain.close();

channel_key.close();
file_certificate.close();
file_chain.close();

file_key.close();

}
catch (IOException ex)
{
throw ex;
}

// Create a request object and set the parameters.
ImportCertificateRequest req = new ImportCertificateRequest();
req.setCertificate(buf_certificate);
req.setCertificateChain(buf_chain);
req.setPrivateKey(buf_key);

// Import the certificate.
ImportCertificateResult result = null;
try {

result = client.importCertificate(req);

}
catch(LimitExceededException ex)
{
throw ex;
}
catch (ResourceNotFoundException ex)
{
throw ex;
}

// Clear the buffers.
buf_certificate.clear();
buf_chain.clear();
buf_key.clear();
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// Retrieve and display the certificate ARN.
String arn = result.getCertificateArn();
System.out.println(azn);

IS M LI
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package com.amazonaws.samples;

import com.amazonaws.services.certificatemanager.AWSCertificateManagerClientBuilder;
import com.amazonaws.services.certificatemanager.AWSCertificateManager;

import com.amazonaws.services.certificatemanager.model.ListCertificatesRequest;
import com.amazonaws.services.certificatemanager.model.ListCertificatesResult;

import com.amazonaws.auth.profile.ProfileCredentialsProvider;
import com.amazonaws.auth.AWSStaticCredentialsProvider;
import com.amazonaws.auth.AWSCredentials;

import com.amazonaws.regions.Regions;

import com.amazonaws.AmazonClientException;

import java.util.Arrays;
import java.util.List;

/**
* This sample demonstrates how to use the ListCertificates function in the AWS
Certificate
* Manager service.
*
* Input parameters:
ks CertificateStatuses - An array of strings that contains the statuses to use for
filtering.
& MaxItems - The maximum number of certificates to return in the response.
& NextToken - Use when paginating results.
*
* Qutput parameters:
& CertificateSummarylList - A list of certificates.
& NextToken - Use to show additional results when paginating a truncated list.
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*/

public class AWSCertificateManagerExample {
public static void main(String[] args) throws Exception{

// Retrieve your credentials from the C:\Users\name\.aws\credentials file in
Windows
// or the ~/.aws/credentials file in Linux.
AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider().getCredentials();
}
catch (Exception ex) {
throw new AmazonClientException("Cannot load the credentials from file.",
ex);

// Create a client.

AWSCertificateManager client = AWSCertificateManagerClientBuilder.standard()
.withRegion(Regions.US_EAST_1)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Create a request object and set the parameters.

ListCertificatesRequest req = new ListCertificatesRequest();

List<String> Statuses = Arrays.asList("ISSUED", "EXPIRED", "PENDING_VALIDATION",
"FAILED");

req.setCertificateStatuses(Statuses);

req.setMaxItems(10);

// Retrieve the list of certificates.
ListCertificatesResult result = null;

try {
result = client.listCertificates(req);

}
catch (Exception ex)
{
throw ex;
}

// Display the certificate list.
System.out.println(result);

ListCertificates H7 1.0 194



AWS Q15 A #E|X MEX 7t0|E

}
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CertificateSummaryList: [{
CertificateArn:
arn:aws:acm:region:account:certificate/12345678-1234-1234-1234-123456789012,
DomainName: www.examplel.com
},
{

CertificateArn:
arn:aws:acm:region:account:certificate/12345678-1234-1234-1234-123456789012,
DomainName: www.example2.com
},
{

CertificateArn:
arn:aws:acm:region:account:certificate/12345678-1234-1234-1234-123456789012,
DomainName: www.example3.com

]
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package com.amazonaws.samples;
import com.amazonaws.AmazonClientException;

import com.amazonaws.auth.profile.ProfileCredentialsProvider;
import com.amazonaws.auth.AWSStaticCredentialsProvider;
import com.amazonaws.auth.AWSCredentials;

import com.amazonaws.regions.Regions;

import com.amazonaws.services.certificatemanager.AWSCertificateManagerClientBuilder;
import com.amazonaws.services.certificatemanager.AWSCertificateManager;
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import
import

import
import
import

import
import
import
import
import

public

com.
com.

com.
com.
com.

amazonaws.
amazonaws.

amazonaws.
amazonaws.
amazonaws.

services.
services.

services.
services.
services.

certificatemanager.
certificatemanager.

certificatemanager.
certificatemanager.
certificatemanager.

java.io.FileNotFoundException;
.i0.I0Exception;
.io.RandomAccessFile;
.nio.ByteBuffer;
.nio.channels.FileChannel;

java
java
java
java

class RenewCertificate {

model.RenewCertificateRequest;
model .RenewCertificateResult;

model.InvalidArnException;
model.ResourceNotFoundException;
model.ValidationException;

public static void main(String[] args) throws Exception {

Windo

// Retrieve your credentials from the C:\Users\name\.aws\credentials file in

WS

// or the ~/.aws/credentials in Linux.
AWSCredentials credentials = null;

try {

credentials

}

= new ProfileCredentialsProvider().getCredentials();

catch (Exception ex) {
throw new AmazonClientException("Cannot load your credentials from file.",

ex);

}

// Create a client.

AwWSCertificateManager client = AWSCertificateManagerClientBuilder.standard()
.withRegion(Regions.your_region)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Create a request object and specify the ARN of the certificate to renew.

RenewCertificateRequest req = new RenewCertificateRequest();

req.withCertificateArn("arn:aws:acm:region:account:"

+"certificate/M12345678-1234-1234-1234-123456789012");
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// Renew the certificate.

RenewCertificateResult result =

null;

client.renewCertificate(req);

catch(InvalidArnException ex)

catch (ResourceNotFoundException ex)

catch (ValidationException ex)

try {

result =
}
{

throw ex;
}
{

throw ex;
}
{

throw ex;
}

// Display the result.
System.out.println(result);

QIS Ef LIS
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package com.amazonaws.samples;

import
import
import
import

import
import
import

import
import
import
import

com.
com.
com.
com.

com.
com.
com.

com.
com.
com.
com.

Hro AI8HE

amazonaws.
amazonaws.
amazonaws.
amazonaws.

amazonaws.
amazonaws.
.AmazonClientException;

amazonaws

amazonaws.
amazonaws.
amazonaws.
amazonaws.

services.
.certificatemanager.
services.

services

services.

services.
services.

certificatemanager.

certificatemanager.
certificatemanager.

certificatemanager.
certificatemanager.

auth.AWSCredentials;
auth.profile.ProfileCredentialsProvider;
auth.AwWSStaticCredentialsProvider;

regions.Regions;

HoiELICH

AWSCertificateManagerClientBuilder;
AwSCertificateManager;
model.ListTagsForCertificateRequest;
model.ListTagsForCertificateResult;

model.InvalidArnException;
model .ResourceNotFoundException;

ListTagsForCertificate
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/**
* This sample demonstrates how to use the ListTagsForCertificate function in the AWS
Certificate
* Manager service.
*
* Input parameter:

& CertificateArn - The ARN of the certificate whose tags you want to list.
*

*/
public class AWSCertificateManagerExample {
public static void main(String[] args) throws Exception{

// Retrieve your credentials from the C:\Users\name\.aws\credentials file in
Windows
// or the ~/.aws/credentials file in Linux.
AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider().getCredentials();
}
catch (Exception ex) {
throw new AmazonClientException("Cannot load your credentials from file.",
ex);

// Create a client.

AwWSCertificateManager client = AWSCertificateManagerClientBuilder.standard()
.withRegion(Regions.US_EAST_1)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Create a request object and specify the ARN of the certificate.
ListTagsForCertificateRequest req = new ListTagsForCertificateRequest();

req.setCertificateArn("arn:aws:acm:region:account:certificate/
12345678-1234-1234-1234-123456789012");

// Create a result object.
ListTagsForCertificateResult result = null;

try {
result = client.listTagsForCertificate(req);
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catch(InvalidArnException ex) {
throw ex;

}

catch(ResourceNotFoundException ex) {
throw ex;

// Display the result.
System.out.println(result);
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{Tags:

[{Key: Purpose,Value: Test}, {Key: Short_Name,Value: My_Cert}]}
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CHS oMol A= RemoveTagsFromCertificate & 42| AF2¥ 2 Eo{FLICH

package com.amazonaws.samples;

import com.amazonaws.services.certificatemanager.
import com.amazonaws.services.certificatemanager.

import

com.amazonaws.services.certificatemanager.model.
import com.
import com.

import
import
import
import

import
import
import
import

import

com.
com.
com.
com.

com.
com.
com.
com.

amazonaws.
amazonaws.

amazonaws.
amazonaws.
amazonaws.
amazonaws.

amazonaws.
amazonaws.
amazonaws.
amazonaws.

services.
services.

services.
services.
services.

AmazonCl

ientException;

certificatemanager.
certificatemanager.

certificatemanager.
certificatemanager.
certificatemanager.

AWSCertificateManagerClientBuilder;
AWSCertificateManager;

RemoveTagsFromCertificateRequest;
model.RemoveTagsFromCertificateResult;
model.Tag;

model.InvalidArnException;
model.InvalidTagException;
model .ResourceNotFoundException;

auth.profile.ProfileCredentialsProvider;
auth.AwWSStaticCredentialsProvider;

auth.AwWS
regions.

java.util.Arraylist;

Credentials;
Regions;

RemoveTagsFromCertificate
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/**

* This sample demonstrates how to use the RemoveTagsFromCertificate function in the

AWS

Certificate

* Manager service.

*

* Input parameters:

*

CertificateArn - The ARN of the certificate from which you want to remove one or

more tags.

*

*

*/

Tags - A collection of key-value pairs that specify which tags to remove.

public class AWSCertificateManagerExample {

public static void main(String[] args) throws Exception {

// Retrieve your credentials from the C:\Users\name\.aws\credentials file in

Windows

ex);

// or the ~/.aws/credentials file in Linux.
AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider().getCredentials();
}
catch (Exception ex) {
throw new AmazonClientException("Cannot load your credentials from file.",

// Create a client.

AWSCertificateManager client = AWSCertificateManagerClientBuilder.standard()
.withRegion(Regions.US_EAST_1)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Specify the tags to remove.
Tag tagl = new Tag();
tagl.setKey("Short_Name");
tagl.setValue("My_Cert");

Tag tag2 = new Tag()
.withKey("Purpose")
.withValue("Test");

// Add the tags to a collection.
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ArraylList<Tag> tags = new ArraylList<Tag>();
tags.add(tagl);
tags.add(tag2);

// Create a request object.
RemoveTagsFromCertificateRequest req = new RemoveTagsFromCertificateRequest();

req.setCertificateArn("arn:aws:acm:region:account:certificate/
12345678-1234-1234-1234-123456789012");
req.setTags(tags);

// Create a result object.
RemoveTagsFromCertificateResult result = null;

try {
result = client.removeTagsFromCertificate(req);

}
catch(InvalidArnException ex)
{

throw ex;
}
catch(InvalidTagException ex)
{

throw ex;
}
catch(ResourceNotFoundException ex)
{

throw ex;
}

// Display the result.
System.out.println(result);

QIZ M 2
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package com.amazonaws.samples;

import com.amazonaws.services.certificatemanager.AWSCertificateManagerClientBuilder;
import com.amazonaws.services.certificatemanager.AWSCertificateManager;
import com.amazonaws.services.certificatemanager.model.RequestCertificateRequest;
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import com.amazonaws.services.certificatemanager.model.RequestCertificateResult;

import
com.amazonaws.services.certificatemanager.model.InvalidDomainValidationOptionsException;
import com.amazonaws.services.certificatemanager.model.LimitExceededException;

import com.amazonaws.AmazonClientException;

import com.amazonaws.auth.profile.ProfileCredentialsProvider;
import com.amazonaws.auth.AWSStaticCredentialsProvider;
import com.amazonaws.auth.AWSCredentials;

import com.amazonaws.regions.Regions;

import java.util.Arraylist;

/**

* This sample demonstrates how to use the RequestCertificate function in the AWS
Certificate

*

*

*

*

*

*

*

Manager service.

Input parameters:

DomainName - FQDN of your site.

DomainValidationOptions - Domain name for email validation.

IdempotencyToken - Distinguishes between calls to RequestCertificate.
SubjectAlternativeNames - Additional FQDNs for the subject alternative names

extension.

*

*

*

*

*/

OQutput parameter:

Certificate ARN - The Amazon Resource Name (ARN) of the certificate you requested.

public class AWSCertificateManagerExample {

public static void main(String[] args) {

// Retrieve your credentials from the C:\Users\name\.aws\credentials file in

Windows

// or the ~/.aws/credentials file in Linux.
AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider().getCredentials();

}

catch (Exception ex) {

RequestCertificate 7% 1.0 202



AWS Q15 A #E|X MEX 7t0|E

throw new AmazonClientException("Cannot load your credentials from file.",
ex);

// Create a client.

AWSCertificateManager client = AWSCertificateManagerClientBuilder.standard()
.withRegion(Regions.US_EAST_1)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Specify a SAN.
Arraylist<String> san = new ArraylList<String>();
san.add("www.example.com");

// Create a request object and set the input parameters.
RequestCertificateRequest req = new RequestCertificateRequest();
req.setDomainName("example.com");
req.setIdempotencyToken("1Aq25pTy");
req.setSubjectAlternativeNames(san);

// Create a result object and display the certificate ARN.
RequestCertificateResult result = null;

try {
result = client.requestCertificate(req);

}

catch(InvalidDomainValidationOptionsException ex)

{

throw ex;

}

catch(LimitExceededException ex)

{

throw ex;

// Display the ARN.
System.out.println(result);

e X0l M CHEh Hixe LIS S LICH
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{CertificateArn:
arn:aws:acm:region:account:certificate/12345678-1234-1234-1234-123456789012}%
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package com.amazonaws.samples;

import
import
import
import

import

com.amazonaws.services.certificatemanager.model.
certificatemanager.
certificatemanager.
certificatemanager.

import
import
import
import

import
import
import
import

/**

com.
com.
com.
com.

com.
com.
com.
com.

com.
com.
com.
com.

g+E MEste

amazonaws.
amazonaws.
amazonaws.
amazonaws.

amazonaws.
amazonaws.
amazonaws.
amazonaws.

amazonaws.
amazonaws.
.auth.AWSCredentials;

amazonaws

amazonaws.

services.
services.
.certificatemanager.
services.

services

services.
services.
services.

certificatemanager.
certificatemanager.

certificatemanager.

AmazonClientException;

AWSCertificateManagerClientBuilder;
AWSCertificateManager;
model.ResendValidationEmailRequest;
model.ResendValidationEmailResult;

InvalidDomainValidationOptionsException;
model .ResourceNotFoundException;
model.InvalidStateException;
model.InvalidArnException;

auth.profile.ProfileCredentialsProvider;
auth.AwWSStaticCredentialsProvider;

regions.Regions;

* This sample demonstrates how to use the ResendValidationEmail function in the AWS
Certificate
* Manager service.

*

* Input parameters:
& CertificateArn - Amazon Resource Name (ARN) of the certificate request.
& Domain - FQDN in the certificate request.
& ValidationDomain - The base validation domain that is used to send email.

*

*/

public class AWSCertificateManagerExample {

public static void main(String[] args) {

ResendValidationEmail
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// Retrieve your credentials from the C:\Users\name\.aws\credentials file in
Windows
// or the ~/.aws/credentials file in Linux.
AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider().getCredentials();
}
catch (Exception ex) {
throw new AmazonClientException("Cannot load your credentials from file.",
ex);

// Create a client.

AWSCertificateManager client = AWSCertificateManagerClientBuilder.standard()
.withRegion(Regions.US_EAST_1)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Create a request object and set the input parameters.
ResendValidationEmailRequest req = new ResendValidationEmailRequest();

req.setCertificateArn("arn:aws:acm:region:account:certificate/
12345678-1234-1234-1234-123456789012");
req.setDomain("gregpe.io");
req.setValidationDomain("gregpe.io");

// Create a result object.
ResendValidationEmailResult result = null;
try {

result = client.resendValidationEmail(req);

}
catch(ResourceNotFoundException ex)
{
throw ex;
}
catch (InvalidStateException ex)
{
throw ex;
}
catch (InvalidArnException ex)
{
throw ex;
}

catch (InvalidDomainValidationOptionsException ex)
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{

throw ex;

// Display the result.
System.out.println(result.toString());
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https://docs.aws.amazon.com/acm/latest/userguide/import-certificate-prerequisites.html
https://docs.aws.amazon.com/acm/latest/userguide/import-certificate-format.html
https://www.openssl.org/docs/manmaster/man1/openssl-verify.html
https://docs.aws.amazon.com/acm/latest/userguide/acm-services.html
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