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Q Developer account details

Enabled Amazon Q Developer features
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Amazon Q code transformation Amazon Q assistant Amazon Q feature dev AWS console mobile application
Amazon Q task assistance Amazon Q troubleshooting Pull request comment summary AWS chatbot in Slack and Teams
Amazon Q completions Amazon Q actions

Amazon Q feature dev
Amazon Q conversations
Amazon Q analysis

Include suggestions with code references Encryption key Region
True Default AWS managed key US East (N. Virginia)
Start URL

Give this URL to your users. This is required for them to access Amazon Q Developer in their IDEs. Learn more [F]

https://b-5632de3745.awsapps.com/start

Member account settings

Q Developer managed application and settings profile

To share Q Developer Settings Profile set in the Management account with your Member accounts, ensure this is turned on.

On (default)

Tag . G

A tag is a label that you assign to an AWS resource. Each tag consists of a key and an optional value. You can use tags to search and
filter your resources or track your AWS costs.
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[3] Troubleshoot instances with failed status checks - Amazon
Elastic Compute Cloud [£

25

Thank you for your feedback. If you need further assistance
related to this issue, you may contact support.

Create a support case
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Sure, I've drafted the following support case for you. Review details and make
required changes before continuing. | will also add our recent conversation to
the case description once submitted.

Support Level Enterprise Support Change [

Description The customer is unable to connect to their instance
after a recent deployment. They have tried restarting
the instance and generating new key pairs but are still
unable to connect. No other changes were made to the
network configuration. The issue is problematic and the
customer would like to chat with suppert.

Case type Technical

Service Elastic Compute Cloud (EC2 - Linux)
Category Instance Issue

Severity General guidance

Additional Contacts MNone

Attachments
é m Attach Files _jl

You can attach up to 3 files, Each file can be up to 5 ME.

(" cancel ) (" edit ) @ Submit
M, o -
X| &Qlst £ NE2 MENSI0o] X[ ALBIE MASFLICH AFYIE

AAI2. FHO|A ME Mo et AA|ZH K|

= =4 5t
SEHHESZRE MY, o|HY E= T3 S3HE RYE + JU&LICh

a.

o 2t
B oom
1o

MM BtE2 2 Qs HO|X|E MZ ILX|HL, CHE 242 0|85t HLE, 2£0|M 220t R5HH
CH3t7t S =2 ELCH.

A i 2148574t HOIXIE LM 25 0] 8i0f 28
Lich xI94 M0l TYEIE SO MY Hde Hof T Hol

32

R Abell dd



Amazon Q 7H&t &t INE=IN L]

b. OIHY — &E oA olHU HAIXIE ELHZ7[= MEfstH X|2 HER7F &5 AL E
=1 o]

o =

OlHY =42 AHE S Aot AWS A H.
_|
=

(@]
2
foh
0z
o
rio
=3
~
2
mu
\
(mi}

0| A Amazon Q 7HEr X2} ZHEISHZ| AWS Chatbot

2 74 & Slack HIA|E E34F Microsoft Teams X 0141 Amazon Q Developer2t Z{2E = AWS
ChatbotQ!&LICE. Amazon Q AWS Chatbot in2 £ M &, EXl i3, CIS THA AlHEE I8t 2
Atedlof CHet A2 ol EfHsl =&ILict

Z AWS Chatbot0|0| T+ 4=l Microsoft Teams EE = Slack XH'H0{l Amazon Q& F 71624 CHS BHA|
E =S A|2. AWS Chatbot RHEM HE S E MG T AFEXE7F Amazon QE AFEE = QA
t248 AWS Chatbot 22| Xt OHLH A 2| A|ZHSl 7| Microsoft Teams 2! Slack A|&f5H7|E 2R SHAAIL.

18 HIAIXIZ ZEAIE|H MEHE E U™st T MES MEEL

AME RH=Zoll Amazon Q F7t

2 0|0] A=l Microsoft Teams EE= Slack ®H'20ll Amazo

g F7+g &= AWS Chatbot!&L|Ct. ™

n
X1 AWS Identity and Access Management (IAM) 23& M2 4| 0| E 3509 AmazonQFullAccess £ 2
Ct

o HAS THAIZICHS M A JtEBYR Fohe

oo
ox
12
jo
i
N
o
r
ful

1. 1AM 23&0fl AmazonQFullAccess &2

a. 0 AWS Management Console 21 2I5t1 IAM 2&2 L|ct.
b. 1AM Z2£2| BM FHoM g S MEfgLCt
c. ™Y AFololFS MEFLICE
d. M Mol M HE 7 2 B 0HS My
(o]

e. AmazonQFullAccessZdAof I29gtL|C}.

f.  FullAccessAmazonQES MEHSHL|C}.

33


https://docs.aws.amazon.com/chatbot/latest/adminguide/teams-setup.html
https://docs.aws.amazon.com/chatbot/latest/adminguide/slack-setup.html
https://docs.aws.amazon.com/chatbot/latest/adminguide/teams-setup.html
https://console.aws.amazon.com/iam

Amazon Q 7H&t &t MNEX 70|=

g. TetFILE MEELICH

2. *'=2 AmazonQFullAccess 7t=i| o 22/ &2 F 7}

AWS Chatbot &
—+ME Zeto|ed

TAE AdS ML

o o

=Y M) 2 MEfgLCH
AmazonQFullAccessZAAof Q248 |Ct.

| |
FullAccessAmazonQE MEHEFL|CI.
MEE MEIEHLICEH

= ® o 0

Q@

M=o M Amazon QO EE6}7]

S | 2 Q1524 Amazon QO 25t AAIL. £ eaws 25T 22 2FAM L. of
E Eof{Ot31 Zo| =g £ U&LICH eaws what is fargate?

Ch22 7+ E Mo Amazon Qo 228 = e & 71X AE 2| of &Lt

* @aws how do I troubleshoot lambda concurrency issues?
« @aws what are the best practices for securing S3 buckets?

* @aws what is the maximum zipped file size for a lambda?

Mol A Amazon Qoll EE35}7]


https://console.aws.amazon.com/chatbot

Amazon Q 7H&t &t MNEX 70|=

DEO{ A Amazon Q 7HE R AFE 57

S& 7HY 23 (IDE) ol Amazon Q Developerg AM&35t0{ AT EQ|of JHY 7 ALEHol CHH AWS
grot2 1 XS L4 A2, IDEOIA Amazon QE CH21 2 752 Z&ELICH

- UE FHO| 2t HEo Z5t7| Aws

- AZEQof JHe U I=0of #E YAl EEof H5hT

- ZEHY

» IE 2lof BT Yol E

- M Z= JIs M

- FCO| Hot F oY HA

« FE AL MY BHER FE FMG

Amazon QE ¢4l 0| A &% Visual Studio Code ! Z2{QI0 2 AI2E £ JetBrains Q& LICH
Amazon Q2| QIZtel XM|et2 AWS =7 F|IE0M FIIE ALEE &= U&LICH Visual Studio IDEO]|
Amazon QE Mx|5tE4H 2 EXSHAA|ILJUDEN| Amazon Q 7HErAF &2 =2 24 = Z {101 A
xl.

A

* IDEOX| Amazon Q WA & Z2 a8 = S22 MX|

« Amazon Q 7HEf X}l F =0 CHSH RHE!SH7|
« Amazon Q 7JHYAHE S&t QI2He! A|oF Mo

« E AL83104 2104 T 4221 0|= Amazon Q Developer Agent for code transformation

E AM835t0{ AZE 9]0 7HE Amazon Q Developer Agent for software development
Amazon QE I E AZHELT|

IDEO| M Amazon Q 7HEF R} 71 X[ 245t @104

IDEOI Amazon Q 7HY A & & =203l £ = Z5{19Q] MK
S & 7 23 (IDE) ol Amazon Q DeveloperE & 5ici™ CHE HAHE 225 AI2. Amazon Q
T £ {00l dR[E = IAMID HE £ & Sl & st & Al2. AWS Builder IDEH IDZE Q!

S5t AWS H™ 10| Amazon QE F 22 A& £ &LCt.

AlZH5E{™ IDE Amazon Q & Z2 I3 or= Zp{OQI2 CIREESHAAIL.

otobE Q x| 35



Amazon Q 7H&t &t MNEX 70|=

+ Amazon Q in C}2 £ E Visual Studio Code
« JetBrainsIDEO| A Amazon QE CIR2EESHAI2
+ Visual Studio& AWS £Z!0|A-{ Amazon QE CIREEFHMIR

EHA

« TAN =A: X|HE[= IDE HA A=Y

« Amazon Q 7H“*XP Z=E St els

« E A83to{ @15 817| AWS Builder ID

- HFEY ARLC|Q0 21535}7|
Z&0| M IAM 20t =X AFHE AWS

- 3T BEol Cigt olsi AWS

MM =4: x| El= IDE HH 1=

Amazon Q= 0| A &% Visual Studio Code L! E{1QI12 2 A& £ JetBrains 'S LICH. Amazon
QE Visual Studio AWS EZI0|MHE AFSE = I&LICH

+ Amazon QO{| A Visual Studio Code X|¥5tE X4 HT2 1.85.01LIC}.
+ Amazon QMM X| 5= JetBrains IDEL| Z|4A HM (IntelliJ! Z & PyCharm) £ 232.11LICt.
JetBrainstH™ 232, 233 2! 241 X[ ELICE.

« Amazon Q0| M Visual Studio X|&H3tE A HTS 1.68LICH.

Amazon Q Xt =2 E S8t 215

Ol ARE AlEfst7| ™ol 22|RtHE CFHE AA& S 2 F040k ErLICH

Amazon Q Developer Pro0i| At4 ZHE 55 & CFE HHE 2t=2510 QIS A AL,

1. Amazon QIDE && Z 278 r = Z{3Q12 AF2 A} Visual Studio Code EE= JetBrains IDEO]|
MRIGHAAIL.

K|HE|E IDE HE AMEd 36


https://marketplace.visualstudio.com/items?itemName=AmazonWebServices.amazon-q-vscode
https://plugins.jetbrains.com/plugin/24267-amazon-q/
https://marketplace.visualstudio.com/items?itemName=AmazonWebServices.AWSToolkitforVisualStudio2022

Amazon Q 7H&t &t MNEX 70|=

« Amazon Q in C}2 £ E Visual Studio Code
« JetBrainsIDEO|A{ Amazon QE CIREESHMIL

ro
oA
Q'I_l
>
>
to

2. IDEQ| AtO|EHI0I M Amazon Q OFO|2 2 MEiFHLICEH

3. Pro 2tO|MAS EA AL S MEHFLICH

4. TE|Xt7F Amazon Q F5 Z£0AM B2 AlEF URLE =g LICt

5. EEZ|Xt7FIAM ID ME] HH CIABAE MM X|E =St A|2. AWS 2|
6. HASS MEfSILICH ZHATL ¥ HERKE MEFELICH

7.

8.

Helxie| x|=lof k2t IAM ID ME{E S5
IDEOI| A Amazon QE AFE35t7| A|EH

Hitolls & ID7H 225K b& LIt ot X ] IDoi| 7Hdst x| &t 2 B2 =232l ol M

on

=2
=

21212 AF2 X} Visual Studio Code EE= JetBrains IDEO]|

IR
rr
MK

1. Amazon Q IDE &% == 724
MR|SHAAI.
« Amazon Q in C}2 £ E Visual Studio Code
« JetBrainsIDEO|A{ Amazon QE CIRXEESHMIL
2. IDEOIAM Amazon Q OtO|2 & MEHSLICT.

VS Code ! JetBrains 0|AH= 0}0|20]| 7|2XMo =2 QIE{H 0|A S0 U&LICE
=2etx{o| x|&lof el &l IDE Q1B FHMI 2.
IDEO{| A Amazon QE AI&35H7| A|ZSHAAIL.

Rl

ok
=

=
I
>

EC|20] 215517

x

X X|El2 Visual StudioZ AWS EZ! MHME 2 XFHAAI2.

=
[

k>

oA IAM E0F =X AFE AWS

N
1
|.|'|
20

Arg AWSHEH A [} IAM RH22 S HE AFE3510d ZE MH|IAE 2£0| 2a9l5H= O 0'2
&L|CH AWS 3 X|2F Amazon Q DeveloperE IDEM|A IAM _I=l_0,_k FHZE A HLE IAM
A8E i glgLch IAMID ME{ = U ID2| 242 BB 2 QIS stof BLict

m&l-
_l_
ot
s

2 ID AFS 37


https://marketplace.visualstudio.com/items?itemName=AmazonWebServices.amazon-q-vscode
https://plugins.jetbrains.com/plugin/24267-amazon-q/
https://docs.aws.amazon.com/singlesignon/latest/userguide/account-instances-identity-center.html
https://marketplace.visualstudio.com/items?itemName=AmazonWebServices.amazon-q-vscode
https://plugins.jetbrains.com/plugin/24267-amazon-q/
https://docs.aws.amazon.com/toolkit-for-visual-studio/latest/user-guide/connect.html

Amazon Q 7H&t &t MNEX 70|=

AT Ao cHEr o|s AWS

A ZEQ0{E e 5t= F< Amazon Q Developer ProE ot
Developer ProE 7155t H|F U ARC[22| Amazon Q &% &
JetBrains IDES| £2{1 22 &35l Amazon QE At&3st= ALCt
2 oiE M ztdo| U&LICH.

0l
|1
rir
5
<_ T
0
>
3
o
N
o)
=)
[®)

74
o
to

SHX|EHAWS By IEE & YstH 2 = U= CE
Lambda QIE{H|O|AAM R I EE EAMEH £ Q&L CH

MetE A8 e &+ &Lt
IE Mets gdste + e 82 et &L

. OfOFE SageMaker ARLC|2 A
» JupyterLab
Amazon EMR Studio

 AWS Glue Studio
« AWS Lambda
« AWS Cloud9

AWS Z& L 3T #F0M ZE XetE &d3tsted™ 2elAtot AL Kol A 2 & s Hel2 e sliok
%I-L_||:|.
= .

5 71 84 (IDE) 0l Amazon Q Developer@t &3 =

XS Lo MAI2. Amazon QE T Y JHE L FE AL|HES MUEstD, I U EHQ HAESE M
&t ZEEZHERE HIRE IEE IME £

|

« IDEOIM Amazon Q ¢

« oAl FXM S EE

« Amazon QO| CHE 221 EX B

+ Amazon Q JHXieto| FE MY & AH|0|E

AWS Z G &-Zoi cist olaH 38



Amazon Q 7H&t &t MNEX 70|=

IDEO| A1 Amazon Q EF¢d

IDEL| Amazon Q A& Dol A Amazon QO ZEst1, IEE UOO|ESID, & HHEOZE XS
AlZHEE &= Ql&LICH AEE sl24H IDEL| B M E A|Z0{AM Amazon Q O}O|2 8 MEHGAA|Q. HIAE
(o]

EAEN EHES UHE & J&LICH

Io

Amazon QO 2235t Amazon QE ZZ2 e Ho{et mt ZZE :Z 8604 IDEX| ¥q YUes $HAY
g HEIAEZ AFSEHLICEH

Amazon Q2| &0 I =7 ZFE AR, HAM %[0l &S MENG0{ A EE SAFSHALE Zhof &
M &elE = U&LICH Amazon QE %EOH SHE AAof CHEH CIEIQI &I E Z&E &= U&LICH &
A SES HE{H O SHEH S| AA MME EHEFEHLCE

Amazon Q= X|HE! MM LI M CHEte| HAEIAEE R X|5t0d &% HES HI%EH—IEP MM LILY &
& AERE 5L O] AR L EHHHg A X E £ Q&LICH I M A B2 €04 Amazon Qe MZ
CHSIE A|ZHEF £~ Q& LCh. 8 HHofl ZICH 107H2| B ¥ &+ A&LICH Amazon QE 0424 CHSlof| A 24
EIAEE HatstK| et&Lct

e HA

#E m{dol Cl 2 HW S 2245104 Amazon Q 7|S50d YA AE £ & L|Ct.

/transform- 0| BHE AtEsto] A Z2HMEC| I
HE 772 HEstAR.

0 HHE UlolEst &AL, RHAIEH E

e

Mt 82 & & EsHAAIR722.

* /clear- X CHE & X|Rc{H 0] BHES AEstMA2. 2™ AME mido M o[ CHatIt 25 X
74E|1 Amazon Q7 O CH3toq| CHsH 71X Qs HARAET C

P
« /help- O| HHE AL2510{ Amazon Q7 £&8E £ U= Ut 8 +~ ie Yo 71, oA

A
AR A HE BHE = + U&sLIch

oAl =H 2 A=
IDE LHO{ A Amazon Q= ZEE ddste X Qo AZEQ|o{ JHEof CHEF AWS AMHIA EEZ0l| &
g & A&LICH Amazon Q= CHE FA| <t 2tzdE =0l &ste ol §5| RS & LI

« AWS MH|A MEH AWS, A8t L B ALE|E Z &8 7|8t
« T2 @10 & L oHESIFHIO|M THE S E &S Ut AZ E Qo] THE THH

IDEOIA Amazon Q ¢4 39



AR 7H0|E

Amazon Q 7HgFx}

X0
wr
u
™
o
ol
HH
ol
20

L{77k2

F

=

1Ok &

5]

Al

MEfstE{H 0

=

c

t24H 04

5]

oM CIHZ

74
=

2

ted 22X

i
[

IDEO{| A Amazon QE %|C

22
« AWSO{ H{Z 57| 20f Lambda &%

Ct

H| stiok

o

2|71|0[M AWS Lambda B EE 2|3 Amazon EC2

s
=

Of

L{77k2

F

__OH—

E

3 oo

E|AE 70|
04 Amazon QO A
AMOd Ol o4
= O

L 27 React

|.

—

©

©

I L|7+? TypeScript

HOF

5]

Al

ey

0{2 OlO|Z2 2 At E

ste4H o]
Ac =)ol ol

PNPS|
(=

>~

E
=0

k=]
=

A
(ML

.l

OH
=

[

Amazon Q2| CH
Amazon Q 7HEfXIete| Z E

o
0
o
ol

2c gtel

74 (IDE) M S5

—

H} 5
24T Amazon QO

Amazon Q Developer= S & 7

Ct ZEE YHolE

©

LICE.

il
0%

<+
Toll

LICE.

7

LH

S0 M

5t
o

« CIHEZ — 042 THM A

40

— I ClHa

4

X
o

A
e




Amazon Q 7H&t &t MNEX 70|=

Amazon Q= I L& _|_LH7|

Amazon QUM ZEE HHSHHLE HCI0|ESHE{H ChE BHE 2tESHMAIR.

2. ZTZ EMEZEE OIRAL QEZ HELZ 2&|sto] ZHHAE ¥E YLICE Amazon QE MH
B ChS (M), [2IMER)], (58], (2MsH FE [ZEZER HUJ|] & MEgLc

Amazon Q 7He X E S8k 2122l Aot A A

Amazon Q= AR FE FME MIE + AUELICH ZEE YT [ Amazon Q= 7|E ZE
A HTS TR Aot r%ez dYeLch A ES M ZEE B E FAFE 2T BEfQ

Amazon Q & Z=I3E CI22EotH °._|EP°._| X erol KPEOE gYstELICE AlEfsiei™ 2 E &

gtolEa{g|, M8 ¢ 2|E 7| U AE{Zeto|X = AEQo] CHaH
Amazon Q7 M/ E3t= XMotS AP A XIHE = UE&LICH Mot2 AR X5t ghedod CHE RhA|

282 S AxsHHAI. XMeF HAEOO[E

IR
rot
>
|H
[m
r )
2

Ly
Iz
om
1o
=
I

=
« Amazon QE S8t Aot LAl ZX|5H7|
« Amazon Q ZE 2 AU F

QlEtol Aok A4 41



Amazon Q 7H&t &t MNEX 70|=

Amazon QE St Mgt LAl BX|5H7|

IDEE MEHS}04 Amazon QOIAM QIEIQl Z E Ao

Visual Studio Code
1. OoflA VS Code IDE % stEto| T+ 44
Amazon Q 24 EA|E0| IDE &

O =H|H
2. XS Mot A K| E= XS ML RIIHE M=EF LI

CHE O|0|X|= 2] Amazon Q 2] EA|EZE E04{ELICHVS Code.

Amazon Q

Il Pause Auto-Suggestions Currently RUNNING

> Select Customization 1 new available
¢</> Open Code Reference Log
<¥ Try inline suggestion examples

Il Pause Auto-Scans RUNNING
&> Run Project Scan
[ Open Chat Panel

b Send Feedback
§7 Connect with us on Github

E] View Documentation

'{E} Open Settings
I— Sign Out Connected with IAM Identity Center

JetBrains

=

I=I=I
nH_
2
x
>
3
Q
N
o
-]
O
i
r
4
I
T
[ul

1. Ol JetBrains IDE % 5tCHo| AMEH

2.

CHZ o|0|X|= 2] Amazon Q & EA|EE E0{EL|CHJetBrains.

42

Her LAl x|



AR 7H0|E

Amazon Q 7HgFx}

Amazon Q

00 Pause Auto-Suggestions
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? View Documentation

£33 Open Settings
Sign out

Visual Studio

1. &

43

Her LAl x|



Amazon Q 7H&t &t MNEX 70|=

- fald B

— Generate Code Suggestions Alt+C

Pause Auto-5Suggestions
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Open Code Reference Log
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. Client Getting Started
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3. EECI2 M0 Amazon Q 2 E X|etE MEHSHL|CE.
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1. SageMaker ARLC|2 2£9| & 5tEH0| A Amazon QE ME4EFLICEH
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1. AWS Glue 2FLC|I2 ES 2£9| & 5t Amazon QE ME4EFLICE.
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basics > boto-whisper-demo.py
import
from boto3.session import
import
from botocore.exceptions import
import
import

017|M 7 Rh=

Amazon Q& & 8 F7H REGION Of| &5t 1 20| us-east-1 7272l O]
2ol 8 Ao

basics > boto-whisper-demo.py > ...

logging.basicConfig(level=1logging.INFO)

session = Session()

15 DEFAULT

N W W W WA T LW

07|0 M FHE A= AFE RFQF Amazon S3 2! DynamoDB 7to| MME oi ZEE &Y
Ct.
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AWS API2} SDKO{ 2!=38t Amazon Q= SHt

logging.basicConfig(level=1ogging.INFO)
session = Session()

DEFAULT_REGION = 'us-east-1'
TEST_BUCKET_NAME = 'my-test-bucket' #Str(int(time.time()))
TEST _TABLE_NAME = 'my-test-table' g”str(int(time.time()))

Rt Bzl . 5t X|2t Amazon Q= O|2{&t
bt

) =

H
BO 2 try/excep

O] At20l| =S5t AA|2. TEST_BUCKET_NAME, which is a constant declared earlier

in the same file.

s3_client = session.client('s3', region_name=us—east-1)
dynamodb_client = session.client('dynamodb’, regiun_name=g§—east—1}

A L

23 def create_s3_bucket|

Amazon Q ZE
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ef create_dynamod
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s TestBotoWhisper{unittest.TestCase):
de

e

Amazon Q= A 1% 7|18 7|ls€ M3 ELICt

basics » boto-whisper-demo.py > ...

def test_create_dynamodb_table(self):

create_dynamodb_table('my-test-table"')
client = boto3.client('dynamodb', region_name='us-east-1")

response = client. llst _tables()
self.assertIndtmo= : respanse [ 'TableNames'])

J

718 7|15 AM=2sghuct.
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" main():

create_s3_bucket(TEST_BUCKET_NAME, region=DEFAULT_REGION)

create_dynamodb_table(TEST_TABLE_NAME, region=DEFAULT_REGION)

obxlato 2 JjerRHE 20| £ HE SUs IDEC) B0l olA EHY EIAEE ASELICH
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boto-whisper-demo.py X

basics > % boto-whisper-demo.py > ...

def test_create_dynamodb_table(self):
create_dynamodb_table( 'my-test-table')
client = boto3.client('dynamodb', region_name='us-east-1')
response = client.list_tables()
self.assertIn('my-test-table', response['TableNames'])

f main():
create_s3_bucket (TEST_BUCKET_NAME, region=DEFAULT_REGION)
create_dynamodb_table(TEST_TABLE_NAME, region=DEFAULT_REGION)

if __name__ == '_main__"':
main()

PROBLEMS ["@= OQUTPUT  DEBUG CONSOLE  TERMINAL - zsh - basics

e Bl s " = % python -m @nittest boto-whisper-demo.pyli

AWS I BZ0M elztel xier dd

EtAF IDE 2|0 = Amazon Q Developer= At 2 & M33t= AWS MH|A LHo| A @12l x| et

= ddg + JaLich

CtS MMoME=E S8 AWS MH|A LHo| M Amazon Q @12+e! 2 E A
Ct.

AWS 2 Fol Ml A ek




Amazon Q 7H&t &t MNEX 70|=

® Note
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« Amazon Q 7HE At of & 7H ArESH7| AWS Cloud9

« Amazon Q JHLRHE CHE MH[ALL BT ME

otOrE Q C|H Z e} otOFE SageMaker ARLC|L AHE 37

O| 0| X|0f = Amazon SageMaker AFLC|2& Amazon Q

£ Moo g3t wHsS MEEL
Ct. M3t/ Amazon QE ZEE & ’és'%a M AHSS2 IEE FHE = U&LICH
@ Note

Python2 Amazon Q7 SageMaker AR LC|0|M X|¢Hote= et Z2 a2 Y 1oLt

1. Amazon SageMaker At @ F AtetE AAELICH
ANEE et A 7 AtE o= AWS HIE e L #E| A8 X 4440| SageMaker Z & EL|Ct,
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Amazon SageMaker StudioE Al&35t2{™H SageMaker 2& K= CLIE A& 3101 Amazon
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3. Amazon Q &1 H8tE SageMaker &3 ef&tof F7}gHL|C}.
[} FRSS Tashs IAM B2 MNEHAAS. T3 0HS ST HMS AFSR Z2 L 4
EI A8 o4 (JAM) EE= F B E8H (IAM Identity Center) Off Q1Z38HL|CH,
@ Note
codewhisperer™5 A= Amazon Q Developer®t & El MHH|A Q| 7|& O|F LICH &t
Mgt HE = Amazon Q 7HE AL Ol B4 - HE Ale L2 &AM
{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "AmazonQDeveloperPermissions",
"Effect": "Allow",
"Action": ["codewhisperer:GenerateRecommendations"],
"Resource": "*"
}
]
}
AtMIEt LHE 2 IAM AHE B AMO| IAM B2 8 1AM A4 EF HEt F7F 2 MAHE H=sH
A2,
4. SageMaker AR LC|2 THQRI0IM Amazon Q &% T2 IS & MshehLct
Hx{ S L|Ct O3 CHS SageMaker StudioQ| A|AE| E{O|'E (0|0O|X| E{OE oF'=) olAf C}S
BHS A=AELICH
AWS 2 @0 Mol At

53


https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_manage-attach-detach.html

Amazon Q 7H&t &t MNEX 70|=

Launcher

Motebsaks and compute r

Open code consale {pen image terminal

stilities and files

* Pythan file

conda activate studio

pip install amazon-codewhisperer-jupyterlab-ext~=1.0

jupyter server extension enable amazon_codewhisperer_jupyterlab_ext
conda deactivate

restart-jupyter-server

Of EtA|et Ct& THH|ol| CHEt XWl?_ LH& 2 Amazon SageMaker 7H&t At OFLHA{ 2| Amazon
SageMaker Studio X AIS 2 EHZEFAAIL.
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pip show jupyterlab
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# JupyterLab 4
pip install amazon-q-developer-jupyterlab-ext
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# JupyterLab 3
pip install amazon-q-developer-jupyterlab-ext~=1.0

jupyter server extension enable amazon-g-developer-jupyterlab-ext
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Lambda

Lambda®2| Amazon QE ZE XX E x|
B X7 & E I E FNOHS MEFE

SageMaker Studio

Amazon Q= SageMaker StudioOl|A HE{ZEIO|= =ZFo| X7t Z&El T E MHE SEOHR 5t
£ W& X|Hstx| ek&Lct

JupyterLab
Amazon Q= AE{ZEt0|= +=Fo| A x7I X El FE MOt FEOIRE KIHsHX| L& LICH.
JupyterLab

AWS Glue Studio Notebook
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Amazon Q= AWS Glue AR L[R2 = ES0|AM &
otX| ek& Lt

AL 0flAl
Amazon Q= CHSH A|LIZ|Q 0| IEE R|OHEH 4 QUALICH MEfst T2 a4 o2 I 2 &Hy
& [ o £20| E=X| O|aH5t2{H O} 2E M2 R EsHAAIR

=X

« Amazon Q 7HEIRIE AFRSl04 3 & I = 24

Ok) 0l0

« Amazon Q 7HRIE A}

. EE 2ME 2|8 Amazon Q FHE R} A

« Amazon Q DeveloperE AI83501 54

« Amazon Q W A& AL 5104 line-by-line & ALg = Q1517 |

Amazon Q JHLXHE AF835t0{ & & FE -

ol Z=E U™etT| AIZSHH Amazon Q7 HAH & 0| E4g T[Bte 2 XetE TLCH.
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Amazon Q 7HgFx}

C++

JavaScript

0| ol XM|ofl A Amazon QE 7HEFRF7F Al

TypeScript
Of o Alol| M= AFEAF7 A HES 236t Amazon Q7F A0 &4 M3 El= ZEE A

of
il

LICH

FE oA



Amazon Q 7H&t &t MNEX 70|=

index.ts b4

import-{-S3Client -} from- "@aws-sdk/client-s3";

=.new-S3Client({});

X

C#

o| oMol A Amazon QE FAE 7|tz

Shell
otz o|O0|X|0d M Amazon Q=

access_Key_response
access_Key_responses fuser_name

${?} =@

$user_name

IE oA
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Java

245t 7| A|ZHSHH Amazon Q7F S&H &

otz Java KiAo M AHEXt= 7|E EeHA0 EAE publicS

2/230] [2F Amazon QE 7|& HMES| ME| CHEk &ehS et

Preview

Go PRun Tools Window Support

E= example.java o @

public class Main {

}

Python

O| oM 0of Al Amazon Q= 7HEREQ| 2|74 HIE
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Amazon Q WL XFE A& 35104 A &+ 44

Amazon Q= ALE X}t B e M

Amazon Q| A &f = MEE A|etghLct. Aot
HEOR 0|SA|I7{ MetE gLct. Mt Atolol F7+ M
o] izt 21 E > g LCH

E MMdE £ laLich MHEE obx|H
Amazon Q7} RIS 22 HME &9l S
OolLt Z = £ U=SIHEIT Amazon QE

@)

C++

JavaScript
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B index.js x Environment Var Preferences

* AWS Lambda handler

* Exports a single function that takes the "operand" property from the event
* 1input, squares it, and returns it.

1

1
2
3
4
]
6
7
8
9
L

=

Ct= o|O|x|ol A AF2 AH= Amazon S30A T2 217
Amazon QE O| read_from_s3 HIAMEQ| MA| 784S A|et&tL|Ct.

def read_from_s3(bucket, key):

import boto3
53 = boto3d.client("s3")
ob] = s3.get_object(Bucket=bucket, Key=key)
return obj['Body'].read().decode("utf-8")

(® Note

0|7 oflQF Z 0] Amazon QUM AM|Cte| YR 2 import AEE Z&stE 7t UELICH
+SOZ 0|24t import B2 It MO Z

I CHE o 2, Ct2 o|O|X|oi A= AP RI7L &F4 MEE shdsia Lt 22{™ Amazon Q= Of
quicksort HMEQ| MA| T3S AeHEFLICEH

def qguicksort(a):

if len{a) <=1
return a
else:
pivot = a[@]
less = [1 for 1 in a[l:] if 1 <= pivot]
greater = [1 for 1 in a[l1:] if 1 > pivot]
return quicksort{less) + [pivot] + quicksort(greater)

IE oA 80
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Amazon Q= M|t Al 0| I = ALIZIE DedgtL(C CHS O[O X[0d| A O|F of|A| 2| AFEAf= 2{of
A= quicksortof CHEH AMQHE! 7232 FEMELICEH O OIS AFSXt= YEHAHR! sort HIME
of CHEt &+ MBS R MHEILICH 28{H Amazon QE O|0| ZHE LIS 7|8t o2 32 A|oHE
L|Ct.
def guicksort(a):
1f len(a) <= 1:
return a
else:
pivot = a[0@]
less = [1 for 1 in a[l:] 1f 1 <= pivot]
greater = [1 for 1 1n a[l:] 1f 1 > pivot]
return quicksort(less) + [pivot] + quicksort(greater)

def sort(a):

return quicksort(a)

Ct2 o|O|R|IM At At FAIE BHAFELICH 28{™H Amazon Q= 0| 2|742 HIEf O 2 &4 M
B2 A eHehct.

# Binary search function

def binary_search(arr, 1, r, x):

CtZ olOlX[ol M O of|M| el AHERt= AMeHE! Bf = MEE F=EF&LICH 22{™H Amazon QO A
binary_search &2o| 218t T3 #|ote = AU &LICH.
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# Binary search function
def binary_search(arr, 1, r, x):

while 1 == r:

mid =1 + (r - 1) /f 2

if arr[mid] == x:
return m1d

elif arr[mid] < x:
L=mid+ 1

else:
r=md -1

Java

2 220l Amazon Q7F #4E Kot D g4 8 MAsHE M| TRHAE OHLisHE Hol
ofi 7} Liot QlgrLich.

1. CF2 M MHE AF X7} o748 Ql2d8tL|Ct Amazon QE &4 ME 2 A|etehLCt

2. ot2H o|O|x|oll A AF AF= Amazon Q2| A|otE 4251 7| o
ClS £01M Amazon QE 2|7HE 7|HIS 2 X|otE MAErL|Ct

m

= 220 dBS UL
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Go FRun Tools Window Support Praview . Run

example.java

public class Main {

public static int add{int a, int

C#

CHS o X0l A Amazon Q= TA| & +~& HEFLICH

TypeScript

83
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[string} fileName

opara ring} -bucketName

X

Python
Amazon QE AFERI7t B et MEE T[22 A & e + &Lt dEE otx|H
Amazon QoM & MEE MeFefLIcH XMeHE +Ef6t8 Amazon Q7t S22 FHME &+2| Tt
2 FELE 0|SA|7{ M[ehE EfLICH XMk Atolo| &7+ MBo|Lt ZE £ LU™StEEHT Amazon
L

QE |2{o] ek e|ME gL

CHS oMM Amazon QE A &f =2 Y EFI HIAEE 25 S EFLICH

CHS =50i= Amazon Q7t & +& M|etstn &8 ddste oA Z=MAE ehlisteE Lo

o7t LEet A& LICH

1. otel olOlx|ollE AFEXHTL 274 E AR ELICH HE ool /= &+ AHBE2 Amazon QOi|lAM
Meret Lot
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IJ

demo | src © main ; java / com ; example | demo

HelloResource.java

com.example . demo

2. ofelf o|O|X|oll M AP RHE &4 Mol CHEF Amazon Q AMoHE s=EFsi&LICH AMote +~2H5tH
AM7t XSS 2 2217112 Amazon QUM & = 220 CHEF ME22 XNet2 &L

IJ

demo ' src ¢ main  java ' com  example | demo Main g add
HelloResource.java

com.example . demo

3. ofeh olO|x|of M At A= Amazon Q2| M[etE Ef6t7| ™o &f+ EE0| S L= efLich
CHS £0lA Amazon Q= 2|74 LIEE 7[He 2 M XetE d8Ri&LIct
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AR 7H0|E

Main - LY add

java ' com  example ' demo

demo  src - main

HelloResource.java

add(

Inzert Code

-

EE 2AME 2|8t Amazon Q 7RI AFR

2 if/for/while/try ZE E8§2 Hd5t= Ol AFSELICH
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C

C++

Java

otel GlAloM = AL ALTL if BEE L MBS UHELICH dBEE S| EE2 Amazon QOllA A|et
gF LIS LCH
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Go Hun Tools Window Support Preview . Run

example.java o

public class Main {

C#

TypeScript
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AWS Toolkit for JetBrains

otzh o|O|X|oM ALE A= if Tzl MBS UMRMELICH dFMel E=22 Amazon QOf|l A A[¢t
8t System.out.println("negative"); LIS ILIC}.

L

demo ; src ¢ main ¢ java ¢ com  example | demo Main

HelloResource,java

Python

O| oMol Amazon Qe ZAHIAEE J|dto2 I & 288 HYELICH
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Amazon Q Developerg AtE75t0§ SAEZ, JSDoc & AtHtS 2+

Amazon Q= ZE oM EME ddst7Lt 2tdste &S & & A&LICH

C++

Javascript

o| ofM|ofl A Amazon QE 7|&E & 4E J|Hto 2 JSDoc It2tO|E{E ®HSL|C}.
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import - {PutObjectCommand, -S3Client}- from- "@laws-sdk/client-s3";

st-client-=.new.-S3Client({});

X
L-const -putObject-=-2
const-params: = {
Bucket: bucketName,
Key: - key,
Body: - body,

1c- {bucketName, - key, - body) -= - {

};
return-client.send(new-PutObjectCommand(params));
C#
O| of&0l| M Amazon Q= 7IE &+E 7|82 2 JSDoc It2tO|E{E RS LCH.
Java

CFH2 2 Oracle # AIO|E Q| oMol =HE! o [L|CF.

ofzl o|O|X|o M AAERI7I SAERE UARMELICEH Amazon QE SAERE 2Estes EE

orsi& L|C}.

- AAH

FE oA


https://www.oracle.com/technical-resources/articles/java/javadoc-tool.html

Amazon Q 7H&t &t MNEX 70|=

Id

Main Add Configuration...

demo © src ¢ main ¢ java ¢ com  example | demo

HelloResource.java

com.example.demo

CFH2 2 Oracle # AIO|E Q| oMo =HE! o JL|Ct.

otz Java O A|0f M A& Rt = docstringE 23gfLICE. Amazon Qe SAEZE AMElste g8

M erefLct.

1= PN|


https://www.oracle.com/technical-resources/articles/java/javadoc-tool.html

Amazon Q 7Hgt &}
Go PRun Tools Window Support

example.java ® Preferences

public class Main {

S

@param url an absolute URL giving the base location of the image
* @param name the location of the image, relative to the url argument
* @return the image at the specified URL
* @see Image
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Amazon Q JHYXHE AF& 310 line-by-line & ALE & Q1517 |

A& Atedlof 2t Amazon Qe HE AHE SHLEE HA
B Amazon QE 04%15] line-by-line H&E ALE S MEBE 4+ U

Go and GolLand

O] of Alod AHE Amazon Q7F line-by-line HE A& S XS &LICH

CHS 2 line-by-line WY A 9| EE CHE O A|LICE OfHol= Bl BAEE AL A LiCh

C++ and CLion

O] of Alod AHE Amazon Q7} line-by-line HE A& S XS &LICH
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AR 7H0|E

nt: :ClientConfiguration &clientConfig) A

L

Ct= o|0|X|od A ZHE Amazon CloudWatch Logs 1 E01 HIAIX|E HAlStD AlCleE LIl A
CH2 2 RS LICE olz8t 4& 0l Amazon QE CHS O|0|X|2F ZH0| & Himl| THE AHE0f| ATt

A
ZCto|ME X7(3 Z=EE Mete + U&Lich

# Publish a message to a CloudWatch Logs Group

client = boto3.client( " logs')

SHX|BF AFE XL AL EHM line-by-line FHE & 5HH Amazon Q= 0|0| 2HEE LIES 7[gt e 2
A&EsiM ZE 2tRlE MeHeLCh.
# Publish a message to a CloudWatch Logs Group

client = boto3.client('logs')
response = client.put_log_events(

logGroupName="YPCFlowLogs® ,

® Note

| oMol M= VPCFlowLogs= SHIE &= 20| otd == A&LICt. Amazon QOf| A |2t
Sto =2 Eeof et 49| 0§ dtFoF &LIct

Amazon Q= Z= CHZ 0|0|x|e+ Zro| TIA| =
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# Publish a message to a CloudWatch Logs Group
client = botod.client{"'logs')
response = client.put_log_events(
logGroupName="VPCFlowLogs ',
logStreamName="VPCFlowlLogs ',
logEvents=
{
"timestamp ' : int{round{time.time() * 108)),
'message”’ : json.dumps(event)

)

Ko recommendations

O| of| A0 M Amazon QE
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E AE35H0{ 2104 ™ 3 2|0|= Amazon Q Developer Agent for
code transformation

o] I = 10 HME HIZ Y ani0|=& Amazon Q Developer Agent for code transformation &=
o

Q& LICH ZELE oM JetBrains f4&t5t 1 T E2XME L= MA| 2] 27H2 of| A ¥d&Her 4= Visual
Studio Code 4 &LILC}.

Amazon QE HX| AA Qo HMOZ FIEE YEST FIEE HESE O 2 st HEJE0{ UeE
K| &lgrLICt Amazon QUM ZEE H3HMo R HE s o= S8 7HE 248 (IDE) oM #HE AHE
2 =elstn =2tgrLct. XHMI8H 22 &= Amazon Q Developer Agent for code transformation & & &
Alg FHESML.

#4Z Amazon Q= Java 8 &l Java 11 ZEE Java 17 ZEZ YO O|EE £+ JU&LICH
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=X

o 1EHA MM =

« 2BHA: ZE2EME 71/
E

« 3EAH: F

« Amazon Q Developer Agent for code transformation £ & 2 A

- ztzd x| 312 Amazon Q Developer Agent for code transformation

1EA: AP =2

AT WE RS AIESEY| TOl CHE AT 2T MBS 558X 2O AAIR.

« IEMEE Java8 EEE Java 11 T2MEE J|Hto 2 & L|C} Maven

il
1
20
I
g

« MavenIDEOIA & AIE5l0d ZEMEE MI X0

Agent for code transformationMaven2.82 K|35}

= ICt. Amazon Q Developer
2t Maven 3.9.5 O|&' 2 AtE5t= Z0| E&LICH
H

Rall Il
s

E AA JDK=E ZHHM AI2E 4 QoM AA FEQ| HAMQILICH o & S0{ AtHI 8 ZEE
Hetsle 49 24 JDK Mx|= JDK 80|0{0F & L|C},
ME = 558 O|LHof| Y=FL|Ct.

2
- ZIZMEJ| Z2HIZ2H FHEIUH 2HE JDK HHO| XIHEIRFELICH RIME HEE 2BHA: =2
ME

- z2HMEOE JHA AME Z2EIRE (VPC) EE 2ZH0|A HEQZE HIZS AME HELQF 2| 2|4
HMAE HRTL IGLICH & S0 ZEMEof LE2|3 2| CIO|E{H|O|AN Q= B
EHAE7} Z3E A2 HEto| oot

>

- ZEMEE Java ZEMEO|AM Java 0|2|2] 101§ WF7|&5t= E2{al8 AM&SHX| et&LICt of
E E0{ ZZHMEO|M Java 2A FE 2|0f ZEEQE JavaScript ZEE A& 5= O frontend-

maven-pluging At&3st= 32 eto| Auigict

- ZZMEE= oY S&HY HH HRIE ME3tX| ef&LICH pom.xml K& S04 pom. xml It oi|
Ol Z& k|0 <version>[1.0.0, )</version> U= ZL HEO| AFLICH RtA[E LIS
Apache Maven ZZME MHBEMO| T HY| ALY S A TFHAAL.

=

« Z2Z HEXIME Amazon Q7 ZEE HHEHS 5
&LICH XKtMIEH LH2 2 O|0|E{ ZAH 0| A Amazon S3 E{Z/0]| CHEF HAM|A {22 B XFHAAIL.
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https://github.com/eirslett/frontend-maven-plugin
https://github.com/eirslett/frontend-maven-plugin
https://maven.apache.org/enforcer/enforcer-rules/versionRanges.html
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2CHA: ZEME 74

Z2MEE F/ds5iciH ALE S IDEO]| CiEt ChE HEE ALEstHl2.

ol

M Z2MEE T3 A A|2. JetBrains

Of|M JetBrains Z2MEE ZAMFI{H ZZ2ME X MMM Z2ME 9| JDK HAES X[ 5HAIA|
Q. KtAMIEH LI S IntelliJ IDEA MEA0IAM T2 MEO| JDK M 42 2 X5t T Maven ZEME 7
29| JDK HM HE X|E 2 [MEAAL.

M Z2HMEZ FHstAAI2. VS Code

M Z2ZME £ VS Code 7'dstedt Z2MEof CH50] 28 k|o{of Bf L.

. Z2ME RE Z0 Q= pom.xml T+

- Z2ME C|HEZ|0l U= . java THA

2™ E o Maven i A& T+ (mvnwfor macOS E £ mvnw. cmd forWindows) O] Z & Z|o{ Q/CHH
g ool Z2EMEO| REO JU=X| EHSAMKR. Amazon Q= EHIHE AL S22 CHE Maven 7

o =
2 Zestx| ei&Lch

MavenZiiITHE AL&35HX| ot= A MXIGHAAI2. Maven XM LHE & Apache Maven Apache
Maven dEAMO| MX|E FHESHAAIL.

MX| Maven & PATH B400fl FE7FEMLICH REM[EH LI 2 Java runtime B4+ T JRE7} Ol JDKE
7t2l7{oF &2 H =5 AI2LH PATH AE0f Maven% Z75ked™ o= 7| sHoF &L77k?. FA40| 24t
E AMBMSIAMAI2. mvn -v E20|= AF2 Maven Q| HA DI JDK B2 E 7t2|7|=

FEE HHESH 7| Mo ME Z2MEE 9HE5104 IDEVH MOZE MHEEIREX| HAES E= 70| £
2

= C

=

IS 2 ZE gHetol MEdt ME GitHub Z2MEQIL|CH. hitps:/github.com/dhasani23/QCT-

L|C}.
sample-app.
IDE MBS EAESEM ME Z2MES (2250 52 E1 T IDEC| He S THAIE &
al o MEZ RIx{| B3}

ZoMAL MetE HE LI A HE @2 = + U MEE XY HEd EH|7FE A
2iL|ct #HEro| Aufst™ IDEVF MO 2 FEE[X] i 2 =

ME 74 3 2 25 HZ HE AR,

2B Z2ME 2 98


https://www.jetbrains.com/help/idea/maven-support.html#change_jdk
https://maven.apache.org/install.html
https://github.com/dhasani23/QCT-sample-app
https://github.com/dhasani23/QCT-sample-app
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@® Note
Z2HE HC AlZto| 5588 ZatstLE Z2ME YE olE|[MEJL 1GBE Z1t5ts H
2to| AlmiELich We Azt & WE ofE|HE I 7| ZHof CHE R MIEH LHE 2 2 B ARSHAA|
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#H4E0| A|ZFE|7| Tof| IDEO|M CHE X2 Z oS5t B48to| Aluist o ChA| A|ZFSHOoF &FLCt.

2 IDEO| = CHS BHAIE &t25HMIR.

A ZZME FE ZEO| Ao| HAME Yariol=5tE{H aHE =
JetBrains
1. Yad|o|=E3stedE R ES L|CHetBrains. IDEVAM Z2MEE MZaxoZ HEsEX| &0l
StMI2.
18FLICt

MEE M

BSOS YE|l= Amazon Q A& /transform IH'Z0i 2134
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2. Amazon Q 21 E MEHS!
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5 SFo A
I-:zI-E%_'_OI
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gt C} 2 TransformS
£ AIZHEHLICH e M8 HE oM T &%

5. EEO| EE|H Z2MEE UO|0|EFH 7| o Yaso|=E ZEE =2l
JCE Hp{Hd B8t N8 HE Bio 2 0|58t CFS View diff & ME4SHL|C} LIELLE DX &
2 3olM IS MEHGI0] AA FEQ AaBo|lEE ZEJ ZEE diff 27|18 L|CH

6. Amazon QUM HEE LI 2 M &35t24HM View diff % _54'6+01 x| M &2 Yuch
O|EE med2 B5F MESI D [&2l] & MBS0 = EE AMAt2|o M Lol E—LICt

7. I AUado|= giedof CHet M5 HEQF NMIOHE CH2 THAIE Ee{™ vd8t M2 ME EHoi M
HEt ook HY|E MEHEHLICH

Visual Studio Code
1. YIoO|EStEdE Z2ME § MEE d33™o
2 YSHEX| HOIsMR
2. Amazon Q 21 E MEHSH OIS HE|= Amazon Q AE! /transform {0l &l2d&tL|C}.

3. |IDE &tEto| A Zrof M 418l o|=5ted

t2tE HIAIRIZE ZA|

4. Amazon QO AA T E
ELCH AA FETF AEE HHE MEISH CFHE HYo| M TransformE AE45H0{ A& TSt

A2,
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5. MAIX|7} EAIE|H JDKS| JAVA_HOME Z2E Q2dgfLICt XIMSH LIRS Z2ME M
VS Code EXSIAAIL.

6. Amazon Q7t HA&IE AIRTELICH #HEF 5 BoM T & &2 2 = U&LIch

=
7. HEo| 2tz EH MeE #HE AL Bio| FRILICH Z2HMEE o
C o

o o
T I E =olsti{m KNehEl B3 AE CHR Lo
dasol=E =7 ZEE diff F7F FEILICH
8. Amazon QOIM #HZAE LIS EH5t2{™M MQHEl A A BO 2 0|S5to] =22 MEiFL
Ct.
9. FILEJto{EAH YIBo|=EEIRI=X| RtM|6] dotE 1 CHg EHAE A eHstE{T Transformation
HubOllM 27| & 7|E} 2] Z2UE HES MEfE OIS el LoF E A & MEHFLICH

IEE HEsy| fldl 2 ZEMES| I E o HEE Yado|=Este= O ArE 5t e A =2
Amazon Q Developer Agent for code transformation A gfLICt. I EE BHEst ol HE L8
7‘*01| AEE = JLE Het o ot 1w 7t MBS ELCH ot E MMoi M=

Hot= ol CHEr REMIEH LHE S MISELICH.
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. Q7| e glolEE{E| & ZH|UXIE Java 171 &L= HAMOZE af0|E5HAAI2. 047]0]
Eazal A2 BE Junit, JakartaEE, Mockito, Hibernate %! Log4jE AFE 7+s 8t %4l H|O|X
HHo = °*|3|0|E 5t= 20| ZaHELIct

« Java 17 HE Atgol et o ol AFBEIX| 2t 2= 74 248 AUO|0|ESHAAIL.

HEt @of HE A HE AY M8

HEto| 22 [T Amazon QE HA ZZMEJF U O|EEIREX| 4F E LIEILE 2[5 HE9| ¥
EHE L Esto] 8 ALgol CHEt M HETH 3 & HE @2 MIELICH £t deE 23 98
21 Amazon Q7t Y 8|0|=EE HHO|M ZEE LUE6HK| R6t7| B 2ME mtat e + &Lt
BEh Q oFoll= BB A=A X|QHEH #4E A& Amazon Q7F ZE YIB0|EE 25 2|5 He R
M HE A zhol xtol™, 2|1 e Aol QIR FIHHE Mol FItE ZEHELICH

HEt @ofg HEFH F Amazon QUM AMetstE #HE LIS Tt ﬂol EIlo|M &olg = A&LICH
Amazon QUM M|QtstE ZE HAR HAS +2517| ZZME ol I FX|

24 EX| 312 Amazon Q Developer Agent for code transformation

ChE SE = oM gdsts derXel 2X & siidste ol =&0| E &= JU&LICH Amazon Q
Developer Agent for code transformation
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. IZME 37| Z0]|7|
« IDEOIM ZEA| MHE A HELICE

« Amazon S30{ CH8F HMA 5

FEE HEHstY| /s Amazon Qe A4 FE ZRME FHY U HE 208 ZESE ZEME of
E[HES SELICH Het Aol 2|0 Z2ME ofE[HE 37|= 2GBYLILH Z2HME ofE[HE 3
719t HRAEl Q7T L YSHH Z2ME 37|18 FO0[HL H H2 Z2MEE M Htof FLch 2=
HE 2I0|M Z2HME ofE[HE Mol 37|18 £ & USLICH AMEt B2 = ZE HE 270 A
M|A5HE{TH 07| &of 5tLIR?MIMEE HESHAAIL.

E #H2tst7| 2/ Amazon Q= ZEHME ofE[HEE MH|A AR 2| Amazon S3 HZ!o| HEEE
.YHE2E ZZMAS| UEO|= SSL EEE TLS 215 ME AFE 35104 Amazon S32 IDE ZHofl 4l

ZEELICH ZEA MHE M85t B2 ZEA| MH|M A& St= SSL EE= TLS
2= QlofoF guct 2= K| &£2™ Amazon QUM ZE2EMEE U2 =& 5= Q& LICE.
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o oX I1 |n

2z ok

ZEANEE QBA HHE 277 W lsteE F2 QUBAME MRS =S IDE £= 238 MAE +d
St7{L} CHE ZEA| dHE Ho|O|EsHoF & = AU&LICH

(® Note
ZRO| ZBA| MH &= Y3HHE ArEotes FR0 T QS At 2 o
AQgLct Cfs Hil8 223510 QIS MHE 74 S
ZH2|Xtoi| A 22504 IDE0I M Amazon S32t A& = JU=X| RIS AMAIL. RHME HE=
Amazon S30i| CiEt AHMA 5182 R =M.

oM QB ME T3 AIL. JetBrains

ZEA MHOM AF&St= SSL = TLS 2185 AME AZ|5t=F JetBrains IDE Java THEHR! #3 (JRE)
2 74524 SSL EE= TLS @215 ME JREQ| cacerts ItZ 7}7(49}0# gFL.II:I- O| cacerts male
HTTPS & SSL1 Z2 Eot HdAE 28t AEe = U= RE QISME Z&35le IHO|H JREL| E
oF ol UL QLT QIZBME 7HME{H CH S MXtE _EéréAlo
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® Note

A2 Qo 2ot AZ0 EM7E Y lE = QU22ZE cacerts THUS 57| To| 2 sH

1. JREO| U= cacerts Lo B2 E AMSHAAIR. JetBrainsIDE2 & 71 MS &= LIS JRES|
cacerts Il A2 = 29 M Al 2 AL SQ! JetBrains IDE B{To]| 2}t CHELICT.

Cl22 2drE0l 22 XM 2| cacerts I ZZE o MULICH 2Y AMAE MEISIH oiAE 2
= U&Lch
(@ Note

<JetBrains Installation Folder>JetBrainsX|Z0| Mx|E C|HERE LIEFAL]
Cl. o| CIHIEE|E YitMoz MR ZZMA Sof MEdEL|CEH
0| jbr ZC{E JetBrains IDEQ} 74 HEZ M IBElE JREE LIEHNH, IDESF EH7H AHR
SIS H&ESHE JRES| EH HHQILICH JetBrains

Windows

WindowsO0i| A %x|El JetBrains IDELQ| cacerts It ZZ&= CtSut Z &Lt
<JetBrains Installation Folder>\jbr\bin\cacerts

0| & 04 Windows& JetBrains IDEE 7|2 QIx|o dx[et B BE2= S0 22 = U&l
CH.

C:\Program Files\JetBrains\jbr\bin\cacerts
macOS

macOSof| Ax|El JetBrains IDEL| cacerts ItY A2 = CtS1t Z&LCt.

/Applications/JetBrains Toolbox/<version>/JetBrains Toolbox.app/Contents/jbr/
Contents/Home/lib/security/cacerts
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0E £04{ mac0Se| 7|& x|l JetBrains IDEE Mx|$t R B2 LIS 22 £+ U&L
Ct.

/Applications/JetBrains Toolbox/2022.3.4/JetBrains Toolbox.app/Contents/jbr/
Contents/Home/lib/security/cacerts

Linux

Linuxol| & %|El JetBrains IDEQ| cacerts I}t Z=2 = Ct=21t Z+&LCH

2. cacertsIYUE 7tX{QE O] 2R QAIBEME AYSUAIR. QIS T2 Mo =2
.cer.crt, E= .der Y HYRE JHELICE ofH ABSME FIIeloF SHEX & 222 H

HE |3 atz|ktol|H 2olstM| L.

3. QIBAME cacerts 7|AE0{2 7tX{ZLICt Java keytool HHEOZ 0| S s~&E = Q&L
Ct.
a. WHIZFEZEE AT OIS BHS d™guch

keytool -import -alias <alias> -file <certificate_file> -keystore
<path_to_cacerts>

b. 2 =I—c|’—<a11as> tMeE 15 M2l 0|§E F7teto LB e + U&LICH Ol SM2

c. 9 BR<certificate_file>, 7tX b= QB M B2 E X|HTIAAIL. QIE A7t S0
le.cer,.crt, EEE .der Ut o| A2 040 EFL|LC}.

d. ol <path_to_cacerts> Z 1EtH0IAM K&t cacerts 7|IAE0{ Il HZE X|HE
LICt @IBME 7tMede mhdu|ct.

0 & &0{ Windows0i| M IntelliJ IDEA HHEZ M3 El= JREL| cacerts 7| & A0{ 0|0 X|
HEl my_certificate.cer QIEME 7121 QB M| BEE X|Msleie B s €2
myalias BHEE ASE = U&LCt

keytool -import -alias myalias -file my_certificate.cer -keystore "C:\Program Files
\JetBrains\IntelliJ IDEA 2022.3.2\jbr\bin\cacerts"
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4. JIM7| Z2MA S0 F|AE0 &5 E Qadstet= HAIX|7F EAIEILICH cacertsZ|AE0{9]
HS = 2

7|2 H|2HE = Lt changeit
5. BHES AAe T AUBME MEISIEIE HAIXIZE ZAIELICEH QUBMHE MEIE = U= &2l
NHMHR7|E 2t st & =g L Chyes.

3
6. JRE 2|0l IDE AtA|of| QIS ME F7I6HoF & == QU&LICH REM[EH LI 2 JetBrains A A 2|
MH{ QIS ME BX5 ()

oM QIBME TSI A|2. Visual Studio Code

(® Note

CH=2 M E £ Visual Studio Code macOS on2 E8t T E A| 24 sl 202t sHEEIL|CT.

Al MEHOIM A8 3HE SSL EE= TLS @15 ME Visual Studio Code AME|SHEE FA45H2{H Cf
Al AEE T80k gLict

0jo

71X elol B ME FIHELICH

E A MHOIM AFE5HE RIB AE macOS ZIAQlofl F7tsHok gfLIct. 7|
Feof CHEt REMIEE L& 2 ZIA|el M2 AHE BB MLl Macg Z|AQl M2 2
zl's

7|.§ P .~ o|.AIA|O

oF x| 27}stx] £
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Mac CAVSCode & T2 1S AIS
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1. VS CodeE % mac-ca-vscode H0{M & AMST HX|IE MEEHL|CE.

2. VS Code= CHA| A|ZfEFLICH

ZEA0| XA FEEES ChE Y E YOlo|ESHMAIL. VS Code

2. ?:'.'*—'|*ZE°-01| prox
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https://www.jetbrains.com/help/idea/settings-tools-server-certificates.html
https://www.jetbrains.com/help/idea/settings-tools-server-certificates.html
https://support.apple.com/guide/keychain-access/add-certificates-to-a-keychain-kyca2431/mac
https://support.apple.com/guide/keychain-access/add-certificates-to-a-keychain-kyca2431/mac
https://marketplace.visualstudio.com/items?itemName=linhmtran168.mac-ca-vscode
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3. HTTP: ZEA| Z=0f ZEA|URLE F7+ELICH.
7

= =]
Hitp: T= A| 4745 SSLE M £|ASHAAIL.
|:| —

o o k&

Http: Proxy Support = &L
= 0

MY AM Zof & =d8LICthttp.experimental.systemCertificatesV2. Hitp» A S:

= T
NAEH 15 M V28 Meygtiict.

Amazon S301| CHEF HMA 5

#Hegk S0l = MH|A AR 2] Amazon S3 HHZ!0| ZEE& Amazon Q Developer Agent for code
transformation 42 =& LICH HIE Q3 EE= Z%|0| Amazon S30]| CHSF HMAE FHFIX| 2 ER
Amazon Q= ZZHMEE UZCE £ &LICH

Amazon QUM Z2MEE
o Ze 7lE HEXHT #4

Amazon Q7} Z2MEE

Mgt MEE Amazon Q 2lAA9| O

UZCE £ JYEE 5t2{H ZSA| 74 L OOl &4 Y X| (DLP) HA
Amazon S30| CHEF BMIAE FHESIE=E 7|0 Qlo{oF &hL|Ct.
= Amazon 83 HZ!E 38 SEol F7IsoF & == U&LICH &I

E HH8tste 392, DLP M e = JIE HEQIT T 247} Amazon S3 HZI2 &
9 dr M50 Y27t Amie = QELICH HEIE S8 S50 F7I5HK|
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mazon QUM YZEE £+ U E AHD TZME E HESof & £+ U&LCt

2 JetBrains 2! Visual Studio Code IDEOM|A LIEFE &= U= Maven 7+ EXMQLICH EXME A
Ol 0475 Maven 2§57t HOICtH Z2MEo| 2X|7t /8 4 AUSLICL 27 20| HHE A
o ZZME & EX|E LS LIS ZTZMEE CHA| BHEHS] EXM 2.
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ok FIF mlo
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ok

3t E[o] =X E2lstM 2. Maven HH2 =2 O|Sstod E2{1218 ME{ELICH Maven&2{1¢!

= O —
£ Maven M504 MEHEFL|CH & A8t HHEO| 2 0|H & dstst =5 MEYSHM 2 Maven.
0| Maven 7+ & O|O|ESIAIA|2. Visual Studio Code
Maven@& EX|Z VS Code I8l #4&t0| AulistE AR 2F 27t T E HAE 10| AH Bfoi| A
wZL|ct 20| MEE A235t01 EXNE sl 2SI AMAIL.
CIE SM 3 5tLIE A EX| &SI MAI2

- IRMEO|ZZME R E ZE[H0] Maven ciI{7} Z & |0 A&LICH

« Amazon QO|A Maven X|&5t= HE2 CIS AIO|EN|M AR E &= U&LICH PATH

KtMet HE = L PATH MZ0fl MavenES 715247 02 A| sifoF S L77H?MMEE R ERSHAAL.

L PATH M| Z0il Maveng F7}st242 o{=EA| si{ok & LI7t?

EiI{Z VS Code AI235IX| &t I EE 851243 Maven B{I{ZE Maven A x|5t04 Bd4=0i F7}5Hof
grLICt PATH

o|0| MICHZ Maven ME|EIRAEX| &0lstEdH Q8o Ml OS mvn -v E{O|'d0l|A A&5tAMIL. Visual
Studio Code A& &2l Maven HHZ1} 74 £330 T AIE ZdL|Ct.

=50 Maven F7}5t2{H AL 52 AFE Q| X[EZ2 [HEAMAIL. PATH
macOS
MavenPATHmacOSO| F7}35t2{H CIS EHHE 225 A|2.

1. Maven x| C|HE{Z| £ = Maven %8t E{E Fto} i 2}
2. MEAFF HET|0M Aol 78 TS FLCt %[4l macOS HTS| A2 7[&# M2 zsh 0|1 7|
2 7 o2 of U&LICH ~/. zshrc

T Ot stEtof ChS £ F7HEfLICE ol M2_HOME 7t 1EHAHIAM X{&st B2 2 MBI s
C}.

export M2_HOME="your Maven installation directory"
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mo

export PATH = "${M2_HOME}/bin:${PATH}"

2E OS EHO|d &2 © 1 2 E Visual Studio Code QIAEIAE S=gHL|Ct

MavenF 7 == X] & Qlste{™ M OS E{0I'dE Y1 Ch3 BHEE At AI2PATH.
mvn -v

A B2l Maven T 74 £240| EAIE AULICH

MavenZ 212 & QIst £ C}A| A|ZH5HAMI R Visual Studio Code. ZAFE{S CHA| A|ZHsHoF & =2
AU&LICH M Visual Studio Code E{0|dE €11 Cg BWHS AAELICH

mvn -v
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a. WindowstHES ME45t0 HM &2 iLct.
b. Edit environment variables for your account®l23idtm MEHEFL|C}
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7|& Maven B2 &5 1HAHM MY e ZEE HIPHU BE2EE M S22 FIHELICH
CHS \bin ot ZHo| A= Z0of HO|At= F7HErLcH

C:\Users\yourusername\Downloads\apache-maven-3.9.6-bin\apache-maven-3.9.6\bin

mvn -v

A8 01 Maven AT} &7 &240| EA|E Z4QlL]|ct
5582 Z0f gdeto| AlufEt o= FURIIIL?
555 o0f = g 20| Mt T E WE A|ZHO| e AlZh A|BHS ZatE 4= QI&LICH $HKf =2
= &b A|ZH M|BH2 552 @)L ct
2 Y A|Zt0| 555 0|4 HARICHH Z2ME HE A2t £0{ IEE HESINQ. 2L YUEJL Z
C HE2 A28 e BErt i2ctH of 2 oM Amist AL o 28] 22 4 = &0l ZENME
of QEX| ERISHAR. &7| As E|AE FH0|A= HIEASISH M. =8t 2ot IDE #7301t QIE{Y!
oM At E £ Qi e|¢¢o+| HAU|ASIE = AT 0 EFRIOIR S AIR35HE W DE{sh EMKR
HetE IEE CIRECE = Qe O|fes FURIIIR?

Heto| 22 E F IE
M EAEZE @F0f sHE

|

. IZME 37| E0]|7|

« 24A|Zt O|LHo| ZEE CIRELE5HAA2.

. IDEOIM Z2A| M2 TasHC

« JetBrainsZE A| M™H|M A UEFIE 2} A| 7
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Z2HME 37| &£0|7]

B42t0| 2F 2 E[T Amazon Q= YIB0|=EE ZET7 & E Xto| U #HZE AtEol Chet HET7F Z & E
BEt @oF0| L& E £33 olE[HEE MMFLICt IDEO|M £3 otE|HEE CIREE52{™ £33 ot E]
WEJ} 1GB 0|5t040F g LICt.

£ olE|HEJ} AMetS X6t B2 YAMO|=EE ZEL #HE QAS CIREZEE £ giaLch.
£ ofE|HE 7} HXIX| AL E 22 Z2MEE HYEM EML. 2X7t XISEIH ZoletML. AWS
Support Amazon QOi| Z2|st= & of CHet XEAMIEH L& 2 AWS Support 2 & Z 5t & A[2Amazon Q
WU RHE AFE 50 AMEISHZ| AWS Support.

IDEOIM ZSA| dHS FIELICH

MH[A £ 2| Amazon S3 HZA!0|M ¥ 28|0|=& ZEE Amazon Q Developer Agent for code
transformation C}R2 2E&L|CH CIR2EE T2 M| A Q| UR0|E SSL EEE TLS QIS ME AIE560d
Amazon S32} IDE Z}Hoi| %*._'2 MMSIE &do| ZEELICH ZEA| MEHE AIR5HE B ZEA| M
HOIM AHE5tE SSL EE= TLS QUEME AE[E &= 2{0o{oF gLICt I X| 2™ Amazon QM =

EMEE Mz =8 £ s L|Ct.

AEE CREZLEsIt{H ABAME LZ =S IDEE 75t 7L CHE Z5A| S Yo|EsloF &
T UAELICH ZFA| 47 HHo|Eof CHEE RtAM|EH LI 2 & HZStAMA|IQUDENM ZSEA| HdHE 7
SELCE.

JetBrainsZTEA| Mo 2L E=EFE 2R A 7H

JetBrainsIDEO A ZHA| 4 E 78t 42 YOolo|l=E8 ZEECREEY M OIS 277 EAE

= A&LICH

software.amazon.awssdk.core.exception.SdkClientException:
Unable to execute HTTP request: Dangling meta character '*' near index 0

Ol= IDE ZEA| MHO| ZEA| QIZ ZEO ALUEFIE EXL () 7t A7 HELY = USLICH
0| A& 3= Java SDKE O] HE0f| UEFHE 21248 Amazon Q Developer Agent for code
transformation X| 243t X| et & LICt.
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Ct2 2 E8t2{™ No proxy for EE0|AM A LEFIEE 25 M7Het CHS IDEE CHA| A[ZFSHY
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AIA|2. JetBrains IDEOAM ZEA| MM E UO|O|ESIE{T MEMO| HTTP ZSA|IE & ZI5HAAIR
JetBrains

IC HE 2 0] UM ASE{T o= AH| sHOF 5HLR?
HM|A 232! JetBrains

JetBrains 21 I} 2lof| MM ASHE &0l CHEE XEA| S LHE 2 JetBrains A AMOIAM IDE 21 upl 5F
7€ HESHAAIL.

in0lM LHEH 238 3o 2{M™ IDE Amazon Q Developer Agent for code transformation 2 104 A
JetBrains Ct & EAIEE AMSHAAIL.

software.aws.toolkits.jetbrains.services.codemodernizer

I BHE 20 | EAMYEZE AIRELICH oM MAHE 23 Run B0l Maven EA|Z|H 21 1=
MZoi Ol ERIE0| EAIELICEH

HM|A 23 232! Visual Studio Code

Amazon Q Developer Agent for code transformationin0lA VS Code LHEHH 238 #of{H OIS &

HE tESAAIL.

1. /% BM EAE0M E7(8 MEHEHCIS BE HEEE MEFLICH

2. L}EFLF= E2 Amazon Q: View Logs EHEIEO|AM AMSAAIL.

3. IDEIM 27} FEILICH 21 It YUE CodeTransformation AMSIE{H CMD + FEEE E A
st&lAl@Control + F.

ZACE e 23021 VS Code MF A= 7F E&LICCodeTransformation:. CH2 2 Maven SAF &

EM QF 2 Qs MAMEI 239| 0 IL|Ct. VS Code

2024-02-12 11:29:16 [ERROR]: CodeTransformation: Error in running Maven copy-
dependencies command mvn = /bin/sh: mvn: command not found
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https://www.jetbrains.com/help/idea/settings-http-proxy.html
https://intellij-support.jetbrains.com/hc/en-us/articles/207241085-Locating-IDE-log-files
https://intellij-support.jetbrains.com/hc/en-us/articles/207241085-Locating-IDE-log-files
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oA 2T IDE F2A|R. Visual Studio Code

VS CodeOi|A{ B4+ Q4 IDE A of{M HHE 5{EZ 0|535t0{ 2] AEf EA| (AlAH]) otO|2 S MEHE!
L|Ct.

E AF830{ A X E 2|04 7He Amazon Q Developer Agent for

software development

SE e B E (IDE) oM 2 E 7|52 /st AL Z2ENMES| IEE ¥HE5t= Ol == 0| E Amazon
Q Developer Agent for software development &= U&LICH 7 steds 7|5 HHSHEH Amazon Q_
HM Z2ENMEO| HEIAEE AI85t0{ 713 H &S ddstn & M3 ls I EE M836t0{ 7|5
T3dgtLICH Amazon QE AWS ZZ2ME = XbA| ofZ2|FolME £ SslE Ol E 20| E £ %!QLI
Ct.

M MER Z2MEE AlFst7Lt IDEO| ¥Ed s Z2EME|M HYE +~ UGLICH 7|IE Z=2
MEOM e st= B9 Amazon Qe ¢ 37t RFE0| QY= ZE IS ZHEHIAER 5tod 7=
2 Jigstln I =2 MAgh|Ct

AESlE{H M ZE2EME FE= J|E ZEMEEZE Q@1 Amazon Q AME! /dev Ii=H0d
Amazon Q2 &5 &304 7|50l CHeh 78 Al&Eln M| ZEE e e
C}.

|
- CISS ME85104 7|52 MU MAIL. /dev
- 2 At

« oA =

- ztzd x| 312 Amazon Q Developer Agent for software development

CHE S A83t04 7|52 TSt AL, /dev
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3

HEfRt TR E KSstHLE MR HEE FIHE =+
EE A&stod 713 H &l g MELICH

CHE2 Amazon QOi| 1338 RYEE + Ue I = #HZ o of ALICH

Create a new REST API endpoint /api/authenticate to handle user
authentication. This endpoint should accept POST requests with user
credentials and return a JWT token upon successful authentication.
Additionally, update the user management system to integrate with the
new authentication endpoint and enforce authentication for relevant API
endpoints.
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# Getting started Automated checks

T Help &support @ Shell integrations

Features

. Enable accessibility x
= CLI Completions

=
=‘E Chat
Still having issues?
=
.+ [ranslate
1. Run g doctor toautomatically debug
B- Inline
2. Run g issue to create an auto-populated issue
Settings You can also check out the following:
@ Keybindings User manual =

& Integrations

%t Preferences

B
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[ X ] CodeWhisperer

# Getting started

’=m CLI Completions

0 Help & support ©» IDE-style autocomplete for 500+ CLIs. Learn more

Features

Popular
“ CLI Completions X X .
O Automatically insert space for subcommands/options that take arguments

Translation Autocomplete will insert a space after you select a suggestion that contains a mandatory
E
I argument.
B> GhostText (e.g. selecting git clone)
X

i Theme
Settings
. X 5
Keybindings system
D Integrations
General
& Preferences Allow Instant Execute After Space

Immediately execute commands after pressing [space].

Always suggest the current token
Always add the current entered token as a suggestion at the top of the list

Dangerous
If true, users will be able to immediately run suggestions that completion specs have marked as
"dangerous" rather than having to hit [enter] twice.

(e.g. rm —-rf)

Disable CLls
A comma separated list of CLI tools that CodeWhisperer should not autocomplete on.

SSHE AFZ 8t 7] AIARIOIM CLI RIS 2H4 AR

BHEE Amazon QE EZHo| Mdx|5tH 2ZH &3 29| 7|ZE E{0|Hoi 5007H 0|4 2| CLI ==+oil CHEr X}
S gt 7150 27HEILICH SSH S &S S 48te #Z4 AIARIOIME CLI XHS 2Hdof AMAE 4
OIAL_||_-_|.

AA EH

SSH S H45hst2{T CHS HUS AYstol 27 SSH S B2 TASSHAAIL.

$ g integrations install ssh
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« Amazon Q CLI= glibc 2.34 O| &2 AL ELICH 2021'H O|F EAIE CHE 22| £ Linux HiZ Eof

- HEZH SEE, of0lE 25 A 20232| %Al HHEZ T O| 64H|E 0| A Amazon Q CLIE K| &L
Ct.

- EtAt E[EZX|EEIE R #EISHK| AWS 47| 2o (& HAQ| Q CLIZL Z&k|of ictn EFE

4o
= 9i&Lich

otOrE Q CLI Mx%|

1. CIS &Y & stLIZ x| ot 2 CtRE2EgLCH
Linux x86-64

$ curl --proto '=https' --tlsvl.2 -sSf "https://desktop-release.codewhisperer.us-
east-1.amazonaws.com/latest/q-x86_64-1inux.zip" -o "qg.zip"

2|52 ARM (aarch64)

$ curl --proto '=https' --tlsvl.2 -sSf "https://desktop-release.codewhisperer.us-
east-1.amazonaws.com/latest/q-aarch64-1linux.zip" -o "q.zip"

2. (M M) CHREEE zip THUo| T2 ¢l

Q| A M Amazon Q CLI Mx| Z213 W7 |X| zip2 S22 CIRECSIEE MEISH A
ChS EFAHlOl 2} GnuPG T8 AFS5H04 AT &I 4 9

Amazon Q CLI x| ZZ2 33 1§7|X|.zip I LS PGP MHEE AF&35l0o{ &S 2 MY ELICH ot
O &4 E|HLF HE x| o] &olo| MIisiH Mx|E TI™aiHe o 'Lt

a. I7|X| Z2|XtE AHE35L0] gpg BHE CI2E st AR LICH GnuPGO| CHEH REAIEH LY
2 GnuPG & AIO|EE EZstAA2.

ot

b. H=Z 7| ot

fjo
N

ciE E|

m
|>
m
_|"'_1
e
mo
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mn
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n
mjo
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Amazon Q 7H&t &t MNEX 70|=

C.

mDMEZig6@ORYJKwYBBAHaRw8BAQdAyY/+G@O5U5/EQA72W1cD4WkYn5SInri8pc4Z6D
BKNNGOm@JEFtYXpvbiBRIENMSSBUZWFtIDxxLWNsaUBhbWF6b24uY29tPoiZBBMW
CgBBFiEEmVYEF+gnQskUPgPsUNx67jcIMVmcFAmMYoOtECGwWMFCQPCZwAFCwkIBwIC
IgIGFQoJCAsCBBYCAWECHgcCF4AACgkQUNX67jcIMVmef5QD/QWWEGG/cOnbDnp68
SIXuFkwiNwlH2rPw9ZRIQMnTASQOA/OV6ZsGB4k0Oy1Bfc7CNfzRFGtovdBBgHQA6P
zQ/PNscGuDgEZig6@RIKKwYBBAGXVQEFAQEHQC4qleONMBCq3+wIwbZSr@vbuRba
D1xr4wUPn4Avn4AnAwEIB4h+BBgWCgAmFiEEmMVYEF+gnQskUPgPsUNXx6jcIMVmcF
AmYoOtECGwwFCQPCZwAACgkQUNx67jcIMVmchMgEA613RveCMOYHAGQaSFMkguoAo
vK6FgOkDawgP@ONPIP20A/jIAO04gsAntuQgMOsPunEdDeji2t+AhV02+DQIsXZpoB
=f8yY

rok

b

1l

CtE BHE ALE510 Amazon Q CLI HEE! 7|& 7M1, 4 2 7|o| ot o|§ 2

2 public-key-file-name CH&I|ELIC}.

$ gpg --import public-key-file-name

gpg: directory '/home/username/.gnupg' created

gpg: keybox '/home/username/.gnupg/pubring.kbx' created

gpg: /home/username/.gnupg/trustdb.gpg: trustdb created

gpg: key 5@DC7A8DC24C5667: public key "Amazon Q CLI Team <qg-cli@amazon.com>"
imported

gpg: Total number processed: 1

gpg: imported: 1

Ct2 2 =8t 7| X|2] Amazon Q CLI ME I UES CHR2EESHAMA|R. O] T2 ST .zip THY
u A2 2 o|§0o| SUSHX|B =& R =sigL|ct O oAM= Y S X CIRE 2|0
q.zip.sigtte= THUE KEELICH

Linux x86-64

0424
[ Ne)

A-&stedH ot

0o
iz
mjo

AEtAA2

[e]l]

Amazon Q CLIS| %| Al T

jo

=2
=

$ curl --proto '=https' --tlsvl.2 -sSf "https://desktop-
release.codewhisperer.us-east-1.amazonaws.com/latest/q-x86_64-1linux.zip.sig" -o

"q.zip.sig"

Amazon Q CLIS| EH HTMHE A HXE BHH

3 2 HAAI2. O o A0l A BHF
1.1.08] BEE /1.1.0/g-linux-x86_64.zip.sig7t =/0o{ CtS 1}

¢2 BP0 dgELch

SSHE
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Amazon Q 7H&t &t MNEX 70|=

g curl --proto '=https' --tlsvl.2 -sSf "https://desktop-
release.codewhisperer.us-east-1.amazonaws.com/1.1.0/q-x86_64-1linux.zip.sig" -o

"q.zip.sig"

2|54 ARM (aarch64)

FAAIL,

o
[e][]

Amazon Q CLIS| Z[& HHE A EstE{HCHE BE =52 M8

$ curl --proto '=https' --tlsvl.2 -sSf "https://desktop-
release.codewhisperer.us-east-1.amazonaws.com/latest/g-aarch64-1inux.zip.sig" -
o "q.zip.sig"

Amazon Q CLIS| E™E HMME Z|A HME HAM BHE 2 HF R AA|L. O] of| M0 A BT
1.1.08] ZZE /1.1.0/g-linux-aarch64.zip.sig7} T|of CtS1 Z+2 Hado| MAEL|CH

$ curl --proto '=https' --tlsvl.2 -sSf "https://desktop-
release.codewhisperer.us-east-1.amazonaws.com/1.1.0/q-aarch64-1linux.zip.sig" -o

"q.zip.sig"

Amazon Q CLIS| &7H HH0|MHE =& HTHE HT HEE HH A A|2. O of| Ko A HHT
1.1.08] ZZE /1.1.0/g-linux-aarch64.zip.sig7} T|o{ CtS1 Z+2 Hado| MAEL|CH

$ curl --proto '=https' --tlsvl.2 -sSf "https://desktop-
release.codewhisperer.us-east-1.amazonaws.com/1.1.0/q-aarch64-1linux.zip.sig" -o

"q.zip.sig"
e. CIHREE# sigUzip I OIS 25 gpg Wl Oh7H 4= TP stod MU folg

$ gpg --verify q.zip.sig q.zip

gpg: Signature made Wed 24 Apr 2024 12:08:49 AM UTC

gpg: using EDDSA key 9AF60417E82742C9143EQ3EC50DC7A8DC24C566
gpg: Good signature from "Amazon Q CLI Team <g-clieamazon.com>" [unknown]
gpg: WARNING: This key is not certified with a trusted signature!

gpg: There is no indication that the signature belongs to the owner.
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Amazon Q 7H&t &t MNEX 70|=

Primary key fingerprint: 9AF6 0417 E827 42C9 143E @3EC 50DC 7A8D C24C 5667

(® Note

ZAntolM A7t ol & = X|2F 2X7F ElX|= E&LICE Ol= 702l PGP 7| (/JE B<R)
o} HIZE PGP 7|2 Amazon Q ALO|Of A1Z| &|@10| 17| 2o whaishL|C}. REAlIEH
L& Web of trustE & = 5tM|2.

ZLICH Linux BHEZ O LHEEl &= A HHo| gls B¢ ol SS& EE
LICH CHS olldl BE2 m7|X|e] & 5& £ x| CI=E 2| ofzfol| g2t=

CIMEEIE dd7fuct

$ unzip q.zip

AR HE2 M2 0*2;‘—% Z g CIAE 2|0l Q& installO|EtE THAUS
2 2% ~/local/bin0l Ax|ELIC}.

$ ./q/install.sh

5. ssh 7d SEE LAIFLICH o|F A stedH X DA™ E sshd_config F7tst= 5 HE6HOF &L

Ct. AcceptEnv AllowStreamLocalForwarding sshd_config&lgig &l 5l24H:
$ sudo -e /etc/ssh/sshd_config
sshd_config& W&SIT LI 4 ot Zoi CtE2 F7HeLCH.

AcceptEnv Q_SET_PARENT
AllowStreamLocalForwarding yes

1, AR ¥ sshd ZZMAT CHA| A|ZF&tioF B LICH systemdE AtEstE 32 LSS A™E +
Py
=

oho| (g BRACHIE ChAl HZahof BLich 22915t m
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CHE Ml 2X7E A=X| #Hlstt{H Cha 2 A™SAL.

$ g doctor

ATl AT AL

e MEh A2 == SSHE Sall 24 AlAH| HAE ZEjolM Amazon Q CIAZ & Z2H0|ME
7t = E|H SSHOAM 27 HAIX|7H gtEXMo =z CIMECtE HeLICH of:

connect to /var/folders/tg/ulvx4xfmvgav@oxfaszfknaxiwmbsbr/T/cwrun/remote.sock port -2
failed: Connection refused

LF MHIAIXIE giol2{2d SSH MM E S =5t Amazon Q ClA3 & ZEI0|HPEE CHA| AZASHHLE CF
Al AlE st AA2.

F{EHE 21219 Amazon Q @I2}2l

elztel 136
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Amazon Q 2I2}2I AFE

71 Al=FskedE:

oII

Amazon Q CLIE Al

M EOId Mlde| el2tel 7S & HIg dststcdi™ Chs ¥ s A-ELIch

g inline disable

ol TS M EIOI MMOE Qe DIxIH 212l 7|5 7IE B0l FolMd Al FastELIC

jo

Amazon Q @Iz}l X|&t

A Ql2tel2 macOS 2| zsho| HEF X[ |1 Linux0| A= SSH S& & S3sHAE X[ ELICH

e

Qle}el 7|s2 zsh-autosuggestions & 2| AF& &&= =
X U&LICH zsh-autoshods7t Ax|E|0] U= B HHEE0|AM Amazon Q 2!
autoshodsE H|&d3}tsloF g L|C}.

XF240{0{| A{ bashZ 1245} 7|

OII

q translateBdHES AS5tH
=

ixf C|E{2|o| RE TS Amazon S3Z SAPQL Z42 xlodo] H
Wg Y 4 aLich 18 |

Amazon Q7 O|E SA| A 7tsEt M 3 E AL|E
b sh 128 Lo{HZ|7| $| Ltxiel 4
o)

|, E Ar8stod ot &4 F

El
Ol g translate WH2 SHIE
2 El=2|7], ot LHol M BRI
tar

)I’"

AlEfste{H Chs & ©

|
[
i
>
0%
[e][]
=
kO

 q translate prompt
s # prompt
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@ ® CodeWhisperer & X1

F2d8 M -> Translate2 0|S 3504 SHA|Ef L CHA| 7|s€ LA A|2.

ol

AmazonQ 3EE # HE

192
o

rII
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Amazon Q 7H&t &t MNEX 70|=

[ ] CodeWhisparer

.;ﬁ" Getting started

&3 Translation

0 Halp & support }— Translate natural language-to-bash. Just run (e |1 Learn more
Featunes
Settings
= CLI Complations o
(j Hashiag Substitution
= 5 Comments in the shell will be substituted with the "cw ai ' command.
= Translation
B GhosiTex
Sattings

2 Keybindings
&h |ntegrations

o Preerences

q doctorUErMQI EXME At +=HELICH CHF 22| 32 O ZXIE #F[stX| gtot ELICH

$ g doctor
# Everything looks good!

Amazon Q still not working? Run q issue to let us know!
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Amazon Q 7HgFx}

INT=IY A To] =]
£240| (0| £=41 Zrx| ofo™ OtLHof| et EXME HASIMIL. 2elE 2 S35HK| f2™M q issue
Astod HOE AMTSHML.

2z AFE2 CLI=F 2| 5t B, 4 A ¢l
Q 7 R= ol2{gh & 7|0HE A& stod A|et

—

J|E A HE

RS 7HLE 21 71045F24™ https://fig.io/docs 2 & & 54
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Amazon Q 7H&t &t MNEX 70|=

M ek HAE OOl E

Amazon Q AtEX} X 7|52 Ol2| 27| &0|H HEE + U&LCh

® Note
A AEXF X|H2 Amazon Q2| 2I2+21 FE A|etod| CHa M BH X|§ElLICE.

mazon Q Developer= 2| LHF ZI0|EEHE|, S g1 2[& 7| L A=z} 0

Am
ELsle A2 AZEQ o] JHES KIHE £+ 2

o

30
o>
r
A

Amazon Q AFE X} K| Amazon Q7F E|AIe] I EH|O|AE J|HICZE NIoHE MBE = ULEE 5
HIO|AZE ZEE OIO|E AAE 24Z435IH Amazon Q= E2EHIXE AR50 =&
= K|HE MSELCE

=H

« Amazon Q AHE Xt X|HE et A T ALY
« AEX XY EHET|

« AKX AMF|

« MAEX XM B 2 x[xS)

- 22 & EX HZE

- Amazon Q AHE Xt X|I™d 435t

- Amazon Q AHE X X' MHI0IE

« Amazon Q AFEAL |- AR 2 T8 F7¢

« Amazon Q AFE X} X AL

L

Amazon Q AFEA}L X[HE et A 27 AL

T

Amazon Q ALEX X 7|s2 DI2| 27| $0lH HEE + A&LICh

Amazon Q AHE X} X|E2 Amazon Q LA Z2 & J|Etez I RE|H Y 7SS AFSELICH
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Amazon Q 7H&t &t MNEX 70|=

Amazon Q AFE A} X|HE AL 3l2{™H HX ] Amazon Q Developer Pro x| ZZ MAE rh2tok gL
Ct. Amazon Q 7HEr Xt A% 047]0d= Amazon Q Developer Pro ZZZ0{ Amazon Q AF&A}F X|ofl CH

Bt M A HELE B0{5t2d= AFRAIE FIH6ste AT Z&ELICH
Amazon Q AFE X} X|HE AL E [HE Amazon Q ZE2[XH7F ZEH|O|AC| HMAE £~ e HEHS gt
OfOF B LICH. FEH|O|AE= Amazon S30| A& 3H7HLE Amazon S3& S8l XM&EE = U&LICH AWS

CodeConnections3t X|2F Amazon Q Developer Pro2| & A% Z 2 M|A 0] M= AWS Organizations
ZE2[Xt7F Amazon Q 2 E[XHoi|AH| SHE AMH[A0 CHEE M A HetE XS sHX| et&LICt

® Note
E O|O|E| GitHub AAE AR5t B EM E|ZX|ECE A2 NMEte £ QlaLch 7yt
AETF EE AS LML @4 BHET|E GitHub X 3HAAIR

—

(2t A Amazon Q AL A X|HE AFE5H7| 01 Amazon Q & E[A} F&of CfZ HEHE F7tsHok gL
CH.

® Note

codewhisperer®™5 A= Amazon Q Developer®t HeHEl MHH|A Q| 7|E O|F ILICH RHA|IE
HE= Amazon Q I A O|F B8 - HE ME QA4S B XML,

"Version": "2012-10-17",
"Statement": [{
"Effect": "Allow",
"Action": [
"sso-directory:DescribeUsers"
1,

"Resource": [

"y

"Effect": "Allow",

"Action": [
"codewhisperer:CreateCustomization",
"codewhisperer:DeleteCustomization",
"codewhisperer:ListCustomizations",

i
o
o

142


https://docs.aws.amazon.com/dtconsole/latest/userguide/connections-create-github.html

Amazon Q 7HgFx}

AR 7H0|E

"codewhisperer:UpdateCustomization",
"codewhisperer:GetCustomization",

"codewhisperer:ListCustomizationPermissions",
"codewhisperer:AssociateCustomizationPermission",
"codewhisperer:DisassociateCustomizationPermission"

1,

"Resource": [

i n

"Effect": "Allow",

"Action": [
"codeconnections:ListConnections",
"codeconnections:ListOwners",
"codeconnections:ListRepositories",
"codeconnections:GetConnection"

1,

"Resource": [

g n

"Effect": "Allow",

"Action": "codeconnections:UseConnection",

"Resource": "*",
"Condition": {
"ForAnyValue:StringEquals": {

"codeconnections:ProviderAction":

"GitPull",
"ListRepositories",
"ListOwners"

"Effect": "Allow",
"Action": [
"s3:GetObject*",
"s3:GetBucket*",
"s3:ListBucket*"
1,

"Resource": [

i

OfM
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"

® Note

Amazon Q Developer Pro& 2 £ et 253t 7|= AFE AL XIHH = AFS & LC.

JHs B 21Ol A4 RIRE ABSH0I AL R KBS MASHE 20| BRELICH HOlE] 248 FH|E
I B0l HEsHe HE0| ZBE A8 F7HSHMR. SEITHE, 1, 2O 2(ot, M5 22X S0l
ZEE FEE LML

OOl HEo= %A 2MB, Z|CH 20GBLo| AA FE 10| ZetE|o{of & L|CH X|HE|= 210{0d A .
ot £~o0i= A|Eto| QXS AR AF X0 M X|HStEd= 2 odo{oi| CHEH =4 107l o|Ato| mplg E &
sloF fL|Ct. ofOFE S3 IO|E{0A AA: BE AA FICJF R EJ} ot C|RHE|Z| LYo]| HX| £ = K|

SHOISHAAIQ. B, R E Blgol BE ntue R AIELIC

(@ Note
Amazon Q AtEX X|H2 ChF 2lo] X! ot SHAE K|HELICH
o XtHt (java)
+ JavaScript (.js, .jsx)
» T-O[M (.py)

 TypeScript (.ts, .tsx)

Amazon CloudWatch LogsH| AR XI5 Mol st HEE XMEE = JU&LICH RAAMEH B2
Amazon Logs2| AF& At X% a4 M| Al X|0]] HAM|A CloudWatch 2(8) HESHAMIL.

AN-SX X|E BHE7]

o

1
20
I
r
n

Amazon Q AEX X|H 7|52 0|2l 27| FolH HEE
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O| M40 ME Amazon Q= AL X X|HE Hdste YHE dFELICH

1. Amazon Q /At T2 HHE RIESIYAIL. 0{7|0]= IAM =
Amazon Q DeveloperE £9215l1, Amazon Q 7H Al 2£ 8 &MH35t6iE
Amazon Q 7 At 2&2 ¥LICt

215 B4 ol A

= oo
>

AKX X|& HO|X|7F L L|C}
AR XH BHEZ|E MEEHLICE

o gk w N

-y
AR RIT O1F U AT (M= AHE) 8 UFLICH

(® Note

WL XA =2 0| &= ol MBE ZF A& SHMIL. Amazon Q Developer ProE Al
2% HEto| Ye T E|o| 7HERHE VS CodedllM EEE AWS Z2{1Q1E JetBrains S3H 5l
= L RIE = = A&

H|O[E] &40 @44

Amazon Q MAEX X|H 7|s2 0|2l 27| SolH HEE + Q!

1
Z

b
r
_lj_

AEXt XIEE Wdsty| ol Z=H|o|AT7F ZFE CIO|E AA0 A5l ok g LICH O] 2t S +~~st
£ Y2 ololef HE 2| /Xlof et cHE LI

CIlO|E{ AA 7} Github EE£ Bitbucketol] U= AR £ AHE5H04 Cl|O|E{ A A0 edZ3HoF EFLICH GitLab
AWS CodeConnections 1& X| 2t S Amazon S3E AIE3I &AL,

XtA| S| CodeConnections Y OoFE 24 @4Z 0|2t F
AHEMOA

»Q

>
>
to

ULIN? & HZESHUAIL IHLX =7 2& ALS

E E3l ol|o|E|{ 2AA0] CodeConnections 91351240 CI=S M E M2 AMAIL.

1. AA ZSZKAH0| 420 & MEIEHLICH CodeConnections.
2. 7|2 48 M5t A 7|E A4 MElg MEISHLICH O3 CfS o4 ME] olgiel EELCHR20
ModZdg MEfshLICH
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https://docs.aws.amazon.com/dtconsole/latest/userguide/welcome-connections.html

Amazon Q 7H&t &t MNEX 70|=

Connection to source provider wi

Connection to Source pmr\.riﬂ&r nfa

Sounce proswider  infe

AWS CodeStar Connecting 0O Amazon 53 Buckot

Enter 55 LRI

Brownie 53 [#

Amazon S3E S35l CllO|E ®E0f ed435l2{HH CHS HXIE 2 4AAR

—r

1. AA BFXHo] cHEt ed 4o Amazon SIE M

L

SHEFLICH

2. Amazon S3 3l0tE7|E

— =

A{EHSH L| |:_|._

3. ZLEHo|ATE &0 UE HA E= EE=Z 0|S5to{ URIE 7|58l SLICH

Amazon S3 AF2 MHA Q| Amazon S3 H{Z! M4 A Gl Al G HA|A Ko 2

o
— =<
ZoHAARL.

A2 LS
A8 &

4. Amazon S3 URI &/230|2}E= dlo|g0| 8

rlo
H

ZlC 0 URLE E0{&LICt.

MEX XIHE ddst7| Mol El2 & F7HE & e 40| J&LICH

Ef 201 CHSH ARA|S| otE i AWS |44 EfT X AL

oo

>.
OE
x
(M
itd]
P
9'|_|
>
>
to
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https://docs.aws.amazon.com/AmazonS3/latest/userguide/creating-buckets-s3.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/access-control-best-practices.html.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/access-control-best-practices.html.html
https://docs.aws.amazon.com/tag-editor/latest/userguide/tagging.html?icmpid=docs_homepage_genref

Amazon Q 7HgFx}

flol HAE MHE = AISAF XY dds MEfEfLICH

Amazon Q AFEX} X|H2 2EHXE ALEst0{ Z o] JHU R AEHU = X|oHS NS ELICH
ot X|2F 7|doil 274 AWS = =0| ZlX| i = d&0Me EEHERE MY stHL AEsHR| ef&LICH

LS H

AWS CHE nof7AH Z= M2 MSete dl Fletel 2RIXE AE5HX| &L

- OISO 242 277t EAE &= &LICH Total size of the provided repositories

exceeds the maximum allowed size of number for a customization.
0| 22 H|O|E{ HEM E|ZX|EEIE M7{5tD CHA| A|ZHAI2.

- OIS0 22 277 EAIE = J&LUCh Insufficient data to create a
customization. Add more files from supported languages and retry.

EH 02 ZHE I EE ALE510d M52 AR X|Holl= siE Z=7F =& E 10| 1074
O|4&F Qlo{of gfLICH o|O|E| & E 2| AHoq. Cl|O|E{ HEE %A 2MB7F E & |o{oF 5 X|TF X|HE|E=

o10{9| AA T male 20MBO| 7}2Z 1 %|CH 20GBQ! Zd0| E&LCH.

QU mele ptad 21042 E|o] QB E AlAtol] ZEE| K| ot&LICH 10MBE &8l 20| . of: k|

TRl otE 37t e 5 oY 2 oY FHAI2 HAHE|X| ek &Lt

LRI YMEIH AEX X|Ho FHE E T2 Y Ho{7t TEE IUS O F7FSHD CHA| A

.
T

M-S XS AA
Amazon Q AR+ K| 7l 2 OlE| 27| S0l HzE + et

o=

Ol 4 Mofl A= Amazon QUM AHS A XIS ArRIsHs ¥

T
.
mjo
X
m]
AT
g'l_-
-
[ul

AR X & ALE R Cl|0lE] 147
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/A Warning
AR XIHE MAISHH BlAALQ ZHEE 2E HHO| AX|F LI

M-SRt X|EE AXlsttd™ Chg HALE 2 AAIL.

1. Amazon Q 7WLXt 2£E dLiCt.
2125 M oM AL R X|1HE MEAEFLICE
A X X1H ©O|X[7F LIEFELICE.

ARIBHEdE AL R RIBO| OFE| 2ad AEHQI 29 HIZAIEHE MEiBLICH

o & 0N

AHE MEELICE

® Note
AR X|Ho| MR HEE MSste HOo|X|oMd ALERE XS ARIE
O|ZH ated™ AL AL X8 M2 HE Ho|X|e| 2EZ MEtM ATXE MEY

—= =

M-SR X8 87 & =M}
Amazon Q AHS X} XIE 752 OI2| £7] F0ln HFE 4 et

O| mlo|X[ollME ALER X|HE BTtst M3 stE YHE dEELICH

AERH XSG 87t

1. Amazon Q 7 X} 2£&9| Mmool M AR X|H

mIo
rx
gl
o
r
[ul

2. AME MER XHL o|FS MEE

[
0
x
m
=
9'I1
r
[ul

3. ¥ EZ Wit M7t EAIELICE ol Hee AFEAF X[Ho| dofLt £ 4~ Q= X|of CHEt
Amazon Q2| B@I+E LtEFHLLCE.
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7t H+E& A0l 51 olX A8 X X|HE Ed=teE x| o1F & 1ofdtiof FLICH 282 UE Ms
CHS 248 Tedsliof gLch.

« O £& 8-10: Amazon Q= O| A EX X|EE g 8&E As HEFHLIC

« 38 5-7: Amazon Q= O| AEX X[HE g dste We HEFLIC

A IWME[X| ef= B ofel =Xt Ao
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23 MY MY

Amazon Q= AFEX} X|Ent #EEl EXME olslist L s dsteE ol =&0| Bl 23 TS MSEL

O MEE dHsted™ 2£€ HolX[oM 23 TS B S MEsto] AtS AL XSt A AIL. lE{H 0]A
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2ol ntet 21 MEe TAEAAe J g 2

Amazon S3 HZIS 2 M&E|E 29| MF A= CS Z&LICH AWSLogs/account_id/
codeWhispererCustomizationlLogs/region/customization_id/year/month/day/hour/
e eI Ze 018 FAleE s

account_id_codeWhispererCustomizationLogs_customization_id date_file_id.log.gz

/A Warning
AEX XIE 2O E z|cHet EEstcdH ALEXAL X|HE BHE & 58 o|ULifol =21 MES st
£ Aol 7tE E4LI

oiq BlAaA0| 28 MEste ol 2 et Mt ChsH AFMIS| 2ot 24 Amazon CloudWatch Logs
ArE AEMo| F71 Heto| ZeEt 2Z 2

ChHE Eol= MEXR XIE EXE olstists Ol =20l 8 == (e 23 HAIXIZ} LEEE|o] [U&LICH

23 HAIX| 2EaFE
Starting to ingest number repos MeE
from source source

Downloading data from repo: repo A

name
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/WhatIsCloudWatchLogs.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/Welcome.html
https://docs.aws.amazon.com/firehose/latest/dev/what-is-this-service.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/AWS-logs-and-resource-policy.html#AWS-vended-logs-permissions-V2
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27 HAIX] 23

>
B

Received amount MB of supported Error
data. amount MB required. Add more
data and retry.

The provided CodeStar Connection Error
ARN: Arn is invalid.

Access denied when attempting Error
to reach the provided CodeStar
Connection: Arn

Failed to download with AWS Error
CodeStar Connection: Arn probably
deleted by customer

ProviderThrottlingException from Error
CodeStar Connection: Arn while
cloning repository: repository

Processing data from S3: S3 URI AlE
Invalid S3 path specified: S3 Error
Directory

Unable to access the provided S3 Error

bucket: bucket name

The provided S3 bucket: bucket name  Error
does not exist.

The provided S3 key S3 URI does not  Error
exist.

Failed to ingest number of failed Error
repos / total number of repos
repositories

olotZE CloudWatch 212] 0|5l =
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Unable to process repository: repo &
name, with a size of repo size GB,
exceeds the limit of max size GB.

Unable to process file: file name, Error
with a size of file size, which

exceeds the limit of max file size

MB

Unable to process collection: Error
collection name , with total

size of total repo size MB, which

exceeds the limit of max total repo

size MB

02
HL

The following languages will be
used for customization: 1list
of languages . Languages may

be excluded from customization
if they are not sufficiently
represented in your files.

Z£o| ALEA XY &3 2F HIAIX] of5H

|2 E= Amazon Q 2£ 2| ArEXL XIH 2&# HIAIX|E olslist= ol ==0| ELct

n

2F HIAIK] HE =X

Z|CH AFER XIE =& gg3FsLC 2M ALER XIHE HIEMHStet T CHA| Al 5t
M.

BB BBH HH B OBEE BRAHRE. JE€ M7 D CHA| A|ISSHMI2.

Z|CH ALS R HE ## =8 ZotRi&LICH A RHE AM|7{5t 1 CHA| A= EHMIL.
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X AL A X|EE AfAstn CHA| Al shM| 2.
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MR X|EHS AH™E LHol EXHELICH Z2EHE  A&HD ZE DE AFSK X|™HE AASHD ot
AX|IEHZ| ol 2 E AFEAF K[HS ARFSHOE & Al A|ESHAAIL.
LIC}.
Amazon Q AFE XL X|H &5t
Amazon Q AFEX X|H 7|s2 0|2l E7| 0| HAE £ &Lich
™ st
O] MMMHE AFEA X|H HA S & M35t L H|gHetsie WHsS dEEL|C)
ZZEIo| W RI7t O T2 AI25tE SO0 T A Q| AF2 X XS &35t e 4= & LICH A
HAS &AM35l6tH L AE e S0 ZHE T glo| HeEstH M| RS AF25H7| AIRHE £ 9
&Lct
AMEX XIHE O|Fo| M MEHZ Bl £~ A&LICH HX|TF Amazon QE O|Fof| &MetEl HE
£ AKX Z CHA| 2436 K= ot &LICH CHAl O] HEE SAISHCHS AFE S & 43515104 M| HEE
ML
02 E01, M BT (1, 2, 3) O] Ut 7HHaH EZ&LICH &4 HMES 3QLICH HM 12 Eot77 |2
A™SELIC 3FX|BF HA 12 “CHA| M85t W2 AHA HE 12 SAISIT HX 48 gteE = Zof
EEILICEH Ol HEME A5t QUELICH O™ O] M AFE QI B 4 1L}
AR XE HHE g8l 6ie{H CHS HRE [HEAAL.
1. Amazon Q 7 X} 2£& JL|Ct.
2. 1% EfAM B0 AFS R X|HE MENEFLICE
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AR XI™d H|O|X|7F LIEFEf LICH.

o
3. HTE gdslsteis A8 XIEE MEFLICH

AZRE R M2 HE HO|X|7F LEEHELICH.

4. HE EHOIZOIM BABH st AE HITIS MEtBLIC

Amazon CodeWhisperer > Customizations

e B Wl o venon 2 ] | [ actions v
' L J L J

Details
Name Latest version Evaluation iafs
u 5
Description Status
EEEE Em D) Updated o H 5 4 5 & 7 8 ] o
ABN Wroor W Fair [ Very good == Evaluation
~ P .
e ® CE e vwhation scone: 4
This customization's overall effectiveness score s considered fair. A0S
recommerds that you activate this customization. However, if you see a low
acceptance rate after activation, consider adding more data,
Wersions Groups and users Tags Log deliveries
Versions Activate
WVersian L Last updated = Seurce provider Data referemes Status Evalustion
<) 3 Morw 8, 2023, 24030 PM Amazon 53 [ ________BE B N B @ Updated 4 l
2 Mo B, 2025, 2:35-55 pM Amazon 55 12 Activated L

AER XIHE HIZ Hsteted{H EECH2 0 HIZEH3tE MEIFLICH

Amazen CoseWhopenr ¥ Customizations >0 I

-Ih--lh c satinns &
- @
Hame Latest wersion Evalustion sl
[— | H
Description Satus
UpdaneTew B Activared " ¢ : “ N N : " ! .
N Wrocr Wrar Wveygosd == Drakation
5 IR . ETEEEE N N N "

Evaluation seeme: 5
Thith customiEatian's cwirall effothanei Wit B cofdiined pose. MWS reismmends
CPeatEng b new Customization with more daia prior to acrivatien
erniany Grosps and e Tags Log deliveries
Wersions
Wersien ¥ Last updned - Seurce pravider Dt reference St Evaluation
2 Mov B, 2003, 22555 P Amason 33 [N N EE ) Activated 3
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- X EEstElX]| ef2 7HY 2ol EdEE HT
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AFATon X Arrac Whisperse 3 Cuik Evaluation *
CodeWhisperer
N I EE [ scrrve canion | r Rt
() Woer it werseint. SEIEC] b viviasds mn e Viersanss Lilsbe and chixrid AeiRivile. | i 'ﬁ
Details
Very good 8-10
— —— — o
Wroor Wiksr lwqq;m --|.u._.—.n.—
o, Evaluation scorec €
Viersions we
Poar 1-3
AMEXH X M HE S BHSEd™ O S HALE MEAHAR
1. Amazon Q JHe Rt 2£2 HLICH
2. 2% =t B0l M AL XIHS MEELCH
AEXRE XIS O X|7F LB LICE.
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|¥ SE& mH o|X|7} LIEHLICE.

4. =P CSECH20IM M HE Mg MeEfghct

Create new version .«
Connection to source provider i
Source prowider
AWS CodeStar Connections O Amazon 53
Enter 55 URI

| | H N | | Browse 53 [

Camcal Create

2F HAIXKIZF EAElE Ed2 2

2k

FRSHAAAE A K| E dd EX s E.

Amazon Q AFE2 X} X|™Hof| AFZ A L OE F7}
Amazon Q A&t X8 7|52 0|2l 27| B0l HEE = /U&Lch
Ol MMofE AL AL X|Hof|l AH AL L 2ES Fytste Wdof cist ME 7 ZEE|o] &LICH.

® Note

AEXt X|EE EdE3taliof AAZRIE F7HE & U&LICH
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® Note

Amazon Q Developer Pro Z2E0{| AF&XA EE= &2 ol0| F7Iet BBt AFSA = O
E2 MEX X|Hol| FIHe = JU&LICH RiMEt HEE 715 2E[S HERtAM 2.

4. A-EXt X|Hol HAM[AsH0

;
NS %7t £E 18 5718 dELI
Amazon Q AF2 X} XA Al
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Amazon Q= VS ZE & JetBrains IDEO| A Q| At
AWS Toolkit for Visual Studio Code

VS Codedl M At A} X|HE AL 5lE{T:

1. Of2H EtHIE Ar83t04 1AM ID MIE{E &35 Amazon Q Developer Prodll 2155t A|2. IDEO]

Amazon Q iRt St T2 O3 of = Z{121 AX|

2. LR =T EH 2| Amazon QUM A RE X|7E MEHE MEABELICEH

O - T
3. ¥ dHo| EEO2 HwolM HAE ASA X|HE MEfErLICH

AWS Toolkit for JetBrains
CtS &7 AF A XIHE AFE3HE4H: JetBrains

1. o2l EtAHE AF235t0d IAM ID ME{E &3l Amazon Q Developer Pro0f 2155t & A|2. IDEO|
Amazon Q JHEtAI &5 =2 38 £ = Z{0Q! AR
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CHAIEE

T

Amazon Q Developer #2|X}2F AFEE
£ A8s5t= & Alof CHst &%t oo
ClAotE gh=HIEE L E

= Amazon Q Developer CHA|2 = 0= 7HE R 7F MHH[A
oFz|o] &Lt REF XIE FS0ol= Amazon Q2| 212}

Services S for services, feat js, docs, and more ® AN (0) & N. Virginia v MyRole/AWSUser @ 0123-4567-8901 v

Amazon Q in the IDE Dashboard Dashboard X

DaSh boa I"d Info

User activity
Amazon Q in the IDE dashboard provides metrics illustrating how your developers use the service.

The User activity section indicates
how many Amazon Q in the IDE seats

Active customization Programming language Data range you are paying for, and how many of
[ All v ‘ ‘ All v ‘ I Clear filters 2023-10-27 — 2023-11-10 those seats are being used on a daily
basis. The difference between the two
is the number of subscriptions you are
a0 q paying for that are not being used.
User activity Code impact
Code impact
Count Lines of code generated by Amazon Q in the IDE The Lines of code generated by
11 Amazon Q in the IDE simply indicates
20 144.85 million :

how many lines of code were
suggested by Amazon Q and accepted
by your developers.

Acceptance rate

15 45320/0

Accepted recommendations with references

Accepted recommendations with
references indicates the number of

4.83 mi llion suggestions from Amazon Q that are
10 based on open-source projects, the
references to which Amazon Q makes
available to you.

5 Security scans Security scans
Amazon Q in the IDE security scan is a
Language Number of scans tool that helps identify security
0 vulnerabilities in your developers’
10/29/2023 11/02/2023 11/6/2023 11/10/2023 Java 1.2 million code.
Date
Javascript - The data shown indicates how many
. . . . scans your developers have
== Active subscriptions == Daily active users Python R successfully run in their IDEs.

Learn more 4
Amazon Q in the IDE dashboard
Security scan

Code references

[J cloudshell  Feedback  Language © 2024, Amazon Web Services, Inc. or its affiliates. ~ Privacy Terms  Cookie preferences
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CHAIEEO|M X|EE E24MH cloudwatch:GetMetricData 2 cloudwatch:listMetrics ™8t
O| Qloqof gFL|Ct. O] HEH2 Amazon Q & 2| THe & o] Y& o Z EE|RHoi|AH B oiE/L|Ct
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Amazon Q 7HF AL & 7|EF AWS MH|A

Amazon Q Developer= CHE 02] 7|SO0|AM 5tLtS| 7|52
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AH8E = AWS MH|ARQI&LICEH O] A
Mol ME AWSLHoI A Amazon QOfl HAAE 4= QlE & 7+X| WHE 4

AWS MH|A

« Amazon Q HIEL|AE

« OFOFE Q @/ AWS Chatbot

- ototELS| of0tE Q CodeCatalyst
« Amazon Connect2| Amazon Q

+ Amazon EC22| Amazon Q

- OtOFE Q @I AWS Glue

« VPC HZd =447]2| Amazon Q
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https://docs.aws.amazon.com/amazonq/latest/business-use-dg/what-is.html
https://docs.aws.amazon.com/chatbot/latest/adminguide/slack-setup.html
https://docs.aws.amazon.com/chatbot/latest/adminguide/slack-setup.html
https://docs.aws.amazon.com/chatbot/latest/adminguide/teams-setup.html
https://docs.aws.amazon.com/codecatalyst/latest/userguide/getting-started-project-assistance.html
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Amazon Connect2| Amazon Q
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Amazon EC22]| Amazon Q

Amazon Elastic Compute Cloud (Amazon EC2) & 0l A= Amazon Q EC2 2! =
MB350 M K2 C0f 713 HMEst EC2 QIARA RFof Cier X[&ED Mot M3SE = J&LCt
KMt LI 2 Amazon EC2 AHE HBMe| M IS 2= 0f CHer QIAE B
ESHAAIR.

>
0
0%
|

ofOtE Q 21 AWS Glue

Amazon Q H|O|E{ AWS Glue S &2 AXI210{E AWS Glue AF25t0{ HIO|E{ 8 & XS AFE = U
A stiF= MUBI0IEIE Al 7|8 O{A|AEEQILICH Amazon Q CI|O|E S& 2 AHS5tH HIO|E S8
d2 HMstn, BAME 235D, AWS Glue C|O|E{ & &2 Zoi CHEt HHE (2 &= U&LICH &}
Mgt LIS AWS Glue AF2 HHEAM 2| Amazon Q TIO|E| E&2 X 5AAI2. AWS Glue
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Amazon2| Amazon QuickSight Q= Cl|O|E{0]| CHaH 2 E& [H At& 5= XH101E O[St =& |5t
|04 AU &LICE Amazon QO ¥, OtAIE!, AOH et BEE Ut EZF1E AF%ﬁFE HES ;P04 H
ALA @F MEE AMSKFHH SFE = U&LICH RHAE
Amazon QE & E A AI2. Amazon QuickSight

Amazon Connect®| Amazon Q 163


https://docs.aws.amazon.com/connect/latest/adminguide/amazon-connect-wisdom.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-instance-type-advice.html
https://docs.aws.amazon.com/glue/latest/dg/q.html
https://docs.aws.amazon.com/vpc/latest/reachability/amazon-q-network-reachability-analysis.html
https://docs.aws.amazon.com/vpc/latest/reachability/amazon-q-network-reachability-analysis.html
https://docs.aws.amazon.com/quicksight/latest/user/working-with-quicksight-q.html
https://docs.aws.amazon.com/quicksight/latest/user/working-with-quicksight-q.html
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https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/programs/
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"Version": "2012-10-17",
"Statement": [

{
"Sid": "DenyAmazonQFullAccess",
"Effect": "Deny",
"Action": [

g

1,
"Resource": "*"

}

]
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® Note

codewhisperer®™ S AtE Amazon Q Developer@t S El MH|A Q| 7|E O|F LICH XA
ME = Amazon Q 7HE Xt O|F HE - HE A %2 FHESHM L.

"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"organizations:ListAWSServiceAccessForOrganization",
"organizations:DisableAWSServiceAccess",
"organizations:EnableAWSServiceAccess",
"organizations:DescribeOrganization"

1,

"Resource": [
ngn
]
Iy

{

"Effect": "Allow",

"Action": [
"sso:ListApplications",
"sso:ListInstances",
"sso:DescribeRegisteredRegions",
"sso:GetSharedSsoConfiguration",
"sso:DescribeInstance",

"sso:CreateApplication",

"sso:PutApplicationAuthenticationMethod",

"sso:PutApplicationAssignmentConfiguration",

"sso:PutApplicationGrant",

"sso:PutApplicationAccessScope",

"sso:DescribeApplication",

"sso:DeleteApplication",

"sso:GetSS0OStatus",

"sso:CreateApplicationAssignment",

"sso:DeleteApplicationAssignment"

1,

"Resource": [

i n
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"Effect": "Allow"

"Action": [
"sso-directory:
"sso-directory:
"sso-directory:
"sso-directory:
"sso-directory:
"sso-directory:
"sso-directory:

1,

"Resource": [

"

"Effect": "Allow"
"Action": [

"signin:ListTrustedIdentityPropagationApplicationsForConsole",
"signin:CreateTrustedIdentityPropagationApplicationForConsole"

]I

"Resource": [

"

"Effect": "Allow"

"Action": [
"codewhisperer:
"codewhisperer:
"codewhisperer:

1,

"Resource": [

i n

"Effect": "Allow"
"Action": [
"user-subscript

"user-subscriptions:ListUserSubscriptions"”

"user-subscript

’

DescribeUsers",
DescribeGroups",
SearchGroups",
SearchUsers",
DescribeGroup",
DescribeUser",
DescribeDirectory"

’

’

ListProfiles",
CreateProfile",
DeleteProfile"

ions:ListClaims",

ions:CreateClaim",

Amazon Q0| CHEF HAlA 22|
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"user-subscriptions:DeleteClaim",
"user-subscriptions:UpdateClaim"
1,

"Resource": [

"

]
},
{
"Effect": "Allow",
"Action": [
"q:CreateAssignment”,
"q:DeleteAssignment"
1,

"Resource": [

"

]
},
{
"Effect": "Allow",
"Action": [
"iam:CreateServicelLinkedRole"

1,

"Resource": [

"arn:aws:iam::*:role/aws-service-role/user-subscriptions.amazonaws.com/
AwWSServiceRoleForUserSubscriptions"

]

Amazon Q ¥ A 22 & HE|XH &Y

A& XE7H Amazon Q Developer 2&0f CHEF HM|AE Z 86101 Amazon Q Developer®t
& = UEE HEHS Fo{FLCt otX[BH 7|4 7= o0f et of248t HEtS

I_I_E
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"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"sso-directory:GetUserPoolInfo"
1,
"Resource": [
T
]
.

{
"Effect": "Allow",

"Action": [
"iam:ListRoles"

]I

"Resource": [
ngn
]
Iy

{
"Effect": "Allow",

"Action": [
"sso:DescribeRegisteredRegions",
"sso:GetSSOStatus™

1,

"Resource": [

"

]
+

{
"Effect": "Allow",

"Action": [
"organizations:DescribeAccount",
"organizations:DescribeOrganization"

Amazon QO CHEF HAA 2tz
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]I

"Resource": [

"

"Effect": "Allow",

"Action": [
"kms:ListAliases",
"kms:CreateGrant",
"kms:Encrypt",
"kms:Decrypt",
"kms:GenerateDataKey*",
"kms:RetireGrant",
"kms:DescribeKey"

1,

"Resource": [

g n

"Effect": "Allow",

"Action": [
"codeguru-security:UpdateAccountConfiguration"

1,

"Resource": [

"

"Effect": "Allow",

"Action": [
"iam:CreateServicelLinkedRole"

1,

"Resource": [
"arn:aws:iam::*:role/aws-service-role/q.amazonaws.com/

AWSServiceRoleForAmazonQDeveloper"
]
},

{
"Effect": "Allow",

"Action": [
"codewhisperer:UpdateProfile",
"codewhisperer:ListProfiles",
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"codewhisperer:TagResource",
"codewhisperer:UnTagResource",
"codewhisperer:ListTagsForResource",
"codewhisperer:CreateProfile"

1,

"Resource": [
" n

]

},

{
"Effect": "Allow",

"Action": [
"cloudwatch:GetMetricData",
"cloudwatch:ListMetrics"

]I

"Resource": [

"

-

|&
& &= Ql&LICH CodeWhisperer .

® Note

codewhisperer ™S A= Amazon Q Developer?} 23&HEl

MEE Amazon Q WA OIS 7 - 47 A 22 &

"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"sso-directory:SearchUsers",
"sso-directory:SearchGroups",
"sso-directory:GetUserPoolInfo",
"sso-directory:DescribeDirectory",
"sso-directory:ListMembersInGroup"

|.

Amazon CodeWhisperer Z2Z0| A CZ HAMZ S35 IAM 2ot =

| MH|A
Z5tM2.

o| 7|E ol&

A7t o ZE2(FoldE 2l

L|Ct REAIEH
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]I

"Resource": [

"

"Effect": "Allow",
"Action": [
"iam:ListRoles"

1,

"Resource": [

i n

]
.
{
"Effect": "Allow",
"Action": [
"pricing:GetProducts"
1,
"Resource": [
"
]
},
{

"Effect": "Allow",
"Action": [

sso:AssociateProfile",
"sso:DisassociateProfile",
"sso:GetProfile",
"sso:ListProfiles",

sso:ListApplicationInstances",
"sso:GetApplicationInstance",

sso:CreateManagedApplicationInstance",
"sso:GetManagedApplicationInstance",

sso:ListProfileAssociations"”,
"sso:GetSharedSsoConfiguration",

sso:ListDirectoryAssociations"”,
"sso:DescribeRegisteredRegions",
"sso:GetSsoConfiguration",
"sso:GetSSOStatus",
"sso:ListProfiles"

1,

"Resource": [

i n
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]

"Effect": "Allow",

"Action": [
"identitystore:ListUsers",
"identitystore:ListGroups"

1,

"Resource": [

i n

"Effect": "Allow",

"Action": [
"organizations:DescribeAccount",
"organizations:DescribeOrganization

1,

"Resource": [

g n

"Effect": "Allow",

"Action": [
"kms:ListAliases",
"kms:CreateGrant",
"kms:Encrypt",
"kms:Decrypt",
"kms:GenerateDataKey*",
"kms:RetireGrant",
"kms:DescribeKey"

]I

"Resource": [

"

"Effect": "Allow",
"Action": [

"codeguru-security:UpdateAccountConfiguration"

1,

"Resource": [

i n
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]

iy
{
"Effect": "Allow",

"Action": [
"iam:CreateServicelLinkedRole"

1,

"Resource": [
"arn:aws:iam::*:role/aws-service-role/q.amazonaws.com/

AWSServiceRoleForAmazonQDeveloper"
]
I

{
"Effect": "Allow",

"Action": [
"codewhisperer:UpdateProfile",
"codewhisperer:ListProfiles",
"codewhisperer:TagResource",
"codewhisperer:UnTagResource",
"codewhisperer:ListTagsForResource",
"codewhisperer:CreateProfile"

1,

"Resource": [

"

]

I

{
"Effect": "Allow",

"Action": [
"cloudwatch:GetMetricData",
"cloudwatch:ListMetrics"

1,

"Resource": [

i n
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® Note

A8 XIHE AM83tE B2 Amazon Q Developer 2|XHoi| Al F7} #HEto| 2 §HLct XAl
B LIS S AFRRE XIS QI8 AR 2F AL S BESHAAIR.

IAM BSR40 CHEH REAIEH LIS 1AM AHS MMl A4 ZEIE BESHAAIR

2l ALO|E oA AWS Amazon QO CHE IAM H8t =7}

AWS 41} ¢ AO|E0f| A Amazon Q Developer 7|2 AF& 35242 28t AWS Identity and Access
Management (IAM) #&t2 &S &loF &LICH CHE2 AWS 21t 2 AFO|E0i| A CHE 2| Amazon Q 7|
S0l HA|AstE O A = U oA HR LT

(® Note
Amazon Q 7|52| 78’82 Amazon QE AP%;P" 2o ek ChELCH HHA 7Hs3 9%
L ALEo| Ee et &7 Hetol Chet AtME LHE 2 AL8Sttde 7sel FHME FXZstMAIL.

{

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"q:SendMessage",

:StartConversation”,
:GetConversation",
:ListConversations",
:GetIdentityMetaData",
:StartTroubleshootingAnalysis",
:GetTroubleshootingResults",
:StartTroubleshootingResolutionExplanation",
:UpdateTroubleshootingCommandResult",
:PassRequest"

00 o0o0a0a0a0a0a

]I

"Resource": [

"

]
+
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{
"Effect": "Allow",
"Action": [
"ce:GetCostAndUsage"
1,
"Resource": [
" n
]
},
{
"Effect": "Allow",
"Action": [
"sts:setContext"
1,
"Resource": [
"arn:aws:sts::*:self"
]
}

AZXE7F Amazon Q 7HEAF 22 252 2 Amazon Q0| HMHASES
CH2 of|Al| A2 Amazon Q 7HEHAF =2 =1} &7 Amazon QE AFRE £ Ql= HEHE Eo{EhL|
Ct. olg{st HEHo| el AFE A= Amazon Q Z 2| E|0{04|BF HM|AE = UE&LICH Amazon Q2 AHE

HA —

&t7{L} CHE Amazon Q 7|5& AFS5EAT 0] MM0| of x| Aol M Foi8t At 22 F7+ HEto| E
OoI-L_||:|.
I — | .

-~

"Version": "2012-10-17",
"Statement": [

{
"Sid": "AllowGetIdentity",
"Effect": "Allow",
"Action": [

"q:GetIdentityMetaData"

1,
"Resource": "*"

},

{

"Sid": "AllowSetTrustedIdentity",
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"Effect": "Allow",
"Action": [
"sts:SetContext"

1,
"Resource": "arn:aws:sts::*:self"
}
]
}
MEXH7F Amazon Q9 AEIE 4= QIEE 52

CtS oA M2 Z&£01M Amazon Q2 MEE

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "AllowAmazonQConversationAccess",
"Effect": "Allow",
"Action": [
"q:StartConversation",
"q:SendMessage",
"q:GetConversation",
"q:ListConversations"
1,
"Resource": "*"
}
]
}
MEXL7H Amazon QE AI835t0{ 2& 27 E TIH

CtE ol &2 Amazon QUM 2& 2R E TIHE

"Version": "2012-10-17",
"Statement": [
{

"Sid": "AllowAmazonQTroubleshooting",

"Effect": "Allow",

"Action": [
"q:StartTroubleshootingAnalysis",
"q:GetTroubleshootingResults",

fjo
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g:StartTroubleshootingResolutionExplanation",

"q:UpdateTroubleshootingCommandResult"
1,

"Resource": "*"

Amazon Q7} AF2XIE CHAISI0] B9S2 LSS EE 5=

Cl2 oA 22 Amazon QS AMEIE 4= Q= HEt2 Hois
= T o°|'_l_§ 3_'%3 |

1 A
= 2FL|Ct Amazon Qo= IAM X234 Z-H0 -’Féc'ige 80| QU= ErdDt e HE
ol AUA&LCt.

{
"Version": "2012-10-17",
"Statement": [
{

"Sid": "AllowAmazonQPassRequest",

"Effect": "Allow",

"Action": [

"q:StartConversation",
"q:SendMessage",
"q:GetConversation",
"q:ListConversations",
"q:PassRequest"
1)
"Resource": "*"
}
]
}
Amazon QO|A AL ALE CHAlSIo &7 A E el = U= Tt HE
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"Version": "2012-10-17",
"Statement": [
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{

"Effect": "Allow",

"Action": [
"q:StartConversation",
g:SendMessage",
"q:GetConversation",
g:ListConversations",
q:PassRequest"

]I

"Resource": "*"

"Effect": "Deny",
"Action": [
"ec2:*"
1,
"Resource": "*",
"Condition": {
"ForAnyValue:StringEquals": {
"aws:CalledVia": ["qg.amazonaws.com"]
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:Il-

3!
ivd

Ct= oA HE2 Amazon Q% ;EE = U= TEtS 5t11, Amazon EC2 24 |5t
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T S{EELIC o]l HM2 2 E Amazon EC2 ZfdE &&= = IAM AHH 5 HEt

&t X2 Amazon QOIAMBH A4S ec2:describelnstances =& T E & LICE O

aws:CalledViaZ2 2 =71 7|E AF85+04 Amazon Q7} ec2:describelnstances ZE0 &
T|7 CHE Amazon EC2 H U2 3{835X| AT & X[ ELICH.

rlo

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"q:StartConversation",
"q:SendMessage",
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"q:GetConversation",
"q:ListConversations",
"q:PassRequest"

1,

"Resource": "*"

"Effect": "Allow",
"Action": [
"ec2:*"
1,
"Resource": "*",
"Condition": {
"ForAnyValue:StringNotEquals": {
"aws:CalledVia": ["qg.amazonaws.com"]

}
}
.
{
"Effect": "Allow",
"Action": [
'ec2:describeInstances”
1,
"Resource": "*",
"Condition": {
"ForAnyValue:StringEquals": {
"aws:CalledVia": ["qg.amazonaws.com"]
}
}
}

Amazon Q0ll §78 X[l M ALEXIE CHalsto] 2 Y sE =~ Us HEF 58

CH ofl A H2H2 Amazon QQF MEE = e HEHE 20451 Amazon Q7F AFEAHE CHAISH04 2
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AWS Identity and Access Management AFE A A 2| RequestedRegionaws: & EZSHAAIL.

"Version": "2012-10-17",
"Statement": [
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{

"Effect": "Allow",

"Action": [
"q:StartConversation",
"q:SendMessage",
"q:GetConversation",
"q:ListConversations",
"q:PassRequest"

1,
"Resource": "*",
"Condition": {
"StringEquals": {
"aws:RequestedRegion": [
"us-east-1",
"us-west-2"

-

Amazon QUM AFE XIS CHAISHO] 2fde =3 E

1
30
rr
]
rot
N
il

CHS olXl 32 Amazon Q7t AAEXHE CHAlSI0d 5t S +=StX| Rt 5 &fLICH

"Version": "2012-10-17",
"Statement": [

{
"Sid": "DenyAmazonQPassRequest",
"Effect": "Deny",
"Action": [
"q:PassRequest"
1,
"Resource": "*"
}
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Application

"Version": "2012-10-17",
"Statement": [

{
"Sid": "DenyAmazonQFullAccess",
"Effect": "Deny",
"Action": [
g
1,
"Resource": "*"
}
]
}
ALE X7} REAlD| HEHS B 4+ TS 518
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"Version": "2012-10-17",
"Statement": [

{
"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
"Action": [

iam:GetUserPolicy",
iam:ListGroupsForUser",
jam:ListAttachedUserPolicies",
iam:ListUserPolicies",

iam:GetUser"

1,

"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]
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}I
{

"Sid": "NavigateInConsole",
"Effect": "Allow",
"Action": [
"iam:GetGroupPolicy",
iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
iam:ListGroupPolicies",
iam:ListPolicyVersions",

iam:ListPolicies",
jam:ListUsers"

1,

"Resource": "*"
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+ StartConversation
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q AFHE: PassRequest
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User
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Group
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Subscription
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AmazonQFullAccess
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"Version": "2012-10-17",
"Statement": [
{
"Sid": "AllowAmazonQFullAccess",
"Effect": "Allow",
"Action": [
g

1,

"Resource": "*"
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},
{

"Sid": "AllowSetTrustedIdentity",

"Effect": "Allow",

"Action": [

"sts:SetContext"

1,

"Resource": "arn:aws:sts::*:self"
}

AWSServiceRoleForAmazonQDeveloperPolicy
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« cloudwatch— FA|7} ArEF X|EE HA/AE HAIE & UESF CloudWatch 3{& & LIC}. Of
= Amazon Q AIEZE FME £ QT 5 57| 25 2 & L|CH CloudwWatch.

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"cloudwatch:PutMetricData"
1,
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"Resource": "*",
"Condition": {
"StringEquals": {
"cloudwatch:namespace": [
"AWS/Q"

CHE AWS Zt2[& A o| ahi2to i o] MAHZ EE2{™ DeveloperPolicyAmazonQE & ZSHAA|L.

AWSServiceRoleForUserSubscriptionPolicy
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"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"identitystore:DescribeGroup",
"identitystore:DescribeUser",
"identitystore:IsMemberInGroups",
"identitystore:ListGroupMemberships",
"organizations:DescribeOrganization",
"sso:DescribeApplication",
"sso:DescribeInstance",
"sso:ListInstances"

1,

"Resource": "*"
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/receive-cloudtrail-log-files-from-multiple-regions.html
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"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AROAXD12ABCDEF3G4HI5J]:aws-user",
"arn": "arn:aws:sts::123456789012:assumed-role/PowerUser/aws-user",
"accountId": "123456789012",
"accessKeyId": "ASIAAB12CDEFG34HIJK",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AROAXD12ABCDEF3G4HI5J]",
"arn": "arn:aws:iam::123456789012:role/PowerUser",
"accountId": "123456789012",
"userName": "PowerUser"
},
"webIdFederationData": {3},
"attributes": {
"creationDate": "2023-11-28T10:00:00Z",
"mfaAuthenticated": "false"

}
}
.
"eventTime": "2023-11-28T10:00:00Z",
"eventSource": "q.amazonaws.com",
"eventName": "SendMessage",
"awsRegion": "us-east-1",

"sourceIPAddress": "123.456.789.012",
"userAgent": "Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:109.0) Gecko/20100101
Firefox/115.0",
"requestParameters": {
"Origin": "https://conversational-experience-
worker.widget.console.aws.amazon.com",
"conversationId": "a298ec@d-0a49-4d2e-92bd-7d6e629b4619",
"source": "CONSOLE",

"conversationToken'": "***",
"utterance": "***"
},
"responseElements": {
"result": {
"content": {
"text": {
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"body": u***u’
"references": []

1,
"format": "PLAINTEXT",

"intents": {3,
"type'": "TEXT"
.
"Access-Control-Expose-Headers": "x-amzn-RequestId,x-amzn-ErrorType, x-amzn-
ErrorMessage,Date",
"metadata": {
"conversationExpirationTime": "2024-02-25T19:31:387",
"conversationId": "a298ec@d-0a49-4d2e-92bd-7d6e629b4619",
"conversationToken": "***'",
"utteranceId": "3b87b46f-04a9-41ef-b8fe-8abf52d2c@53"
.
"resultCode": "LLM"
.
"requestID": "19b3c30e-906e-4b7f-b5c3-509f67248655",
"eventID": "a552c487-7d97-403a-8ec4-d49539¢c7a03d",
"readOnly": false,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "123456789012",
"eventCategory": "Management"

CIS odlE &2 E0oiF £ CloudTrail 21 &5 E04&ELICH PassRequest

"eventVersion": "1.09",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDAG6ON6E4XEGIEXAMPLE",
"arn": "arn:aws:iam::555555555555:user/Mary",
"accountId": "555555555555",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDA6ON6E4XEGIEXAMPLE",
"arn": "arn:aws:iam::555555555555: user/Mazry",
"accountId": "555555555555",
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"userName": "Mary"

iy
"attributes": {
"creationDate": "2024-04-10T20:03:01Z2",

"mfaAuthenticated": "false"

},

"invokedBy": "q.amazonaws.com"
},
"eventTime": "2024-04-10T20:04:427",
"eventSource": "q.amazonaws.com",
"eventName": "PassRequest",
"awsRegion": "us-east-1",
"sourceIPAddress": "q.amazonaws.com",
"userAgent": '"q.amazonaws.com",

"requestParameters": null,

"responseElements": null,

"requestID": "2d528c76-329e-410b-9516-EXAMPLES65dc",
"eventID": "ba@80lal-87ec-4d26-be87-EXAMPLE75bbb",
"readOnly": false,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "555555555555",
"eventCategory": "Management"

2 0= Amazon Q7 ALKt CHAl s3:ListBuckets &2 $&6l= 242 E04F & CloudTrail 2

"eventVersion": "1.09",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDA6ON6E4XEGIEXAMPLE",
"arn": "arn:aws:iam::555555555555:user/Paulo",
"accountId": "555555555555",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDAG6ON6E4XEGIEXAMPLE",
arn": "arn:aws:iam::555555555555:  user/Paulo",
"accountId": "555555555555",
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"userName": "Paulo"

.

"attributes": {
"creationDate": "2024-04-10T14:06:08Z",
"mfaAuthenticated": "false"

},
"invokedBy": "q.amazonaws.com"
},
"eventTime": "2024-04-10T14:07:55Z2",
"eventSource": '"s3.amazonaws.com",
"eventName": "ListBuckets",
"awsRegion": "us-east-1",
"sourceIPAddress": "q.amazonaws.com",
"userAgent": '"q.amazonaws.com",
"requestParameters": {
"Host": "s3.amazonaws.com"
.
"responseElements": null,
"additionalEventData": {
"SignatureVersion": "SigV4",
"CipherSuite": "ECDHE-RSA-AES128-GCM-SHA256",
"bytesTransferredIn": 0,
"AuthenticationMethod": "AuthHeader",
"x-amz-id-2": "ExampleRequestId123456789",
"bytesTransferredOut": 4054
},
"requestID": "ecd94349-b36f-44bf-b6f5-EXAMPLESC463",
"eventID": "2939ba50-1d26-4a5a-83bd-EXAMPLE85850",
"readOnly": true,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "555555555555",
"vpcEndpointId": "vpce-EXAMPLE1234",
"eventCategory": '"Management"
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"Version": "2012-10-17",
"Statement": [
{

"Sid": "AllowlLogDeliveryActions",

"Effect": "Allow",

"Action": [

"logs:PutDeliverySource",
"logs:GetDeliverySource",
"logs:DeleteDeliverySource",
"logs:DescribeDeliverySources",
"logs:PutDeliveryDestination",
"logs:GetDeliveryDestination",
"logs:DeleteDeliveryDestination",
"logs:DescribeDeliveryDestinations",
"logs:CreateDelivery",
"logs:GetDelivery",
"logs:DeleteDelivery",
"logs:DescribeDeliveries",
"firehose:ListDeliveryStreams",
"firehose:DescribeDeliveryStream",
"s3:ListAl1MyBuckets",
"s3:ListBucket",
"s3:GetBucketLocation"

1,

"Resource": [
"arn:aws:logs:us-east-1l:account number:log-group:*",
"arn:aws:firehose:us-east-1:account number:deliverystream/*",
"arn:aws:s3:::*"
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/WhatIsCloudWatchLogs.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/AWS-logs-and-resource-policy.html#AWS-vended-logs-permissions-V2
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https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/q-admin-setup-admin-users.html
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