adws

AWS & | A

Copyright © 2026 Amazon Web Services, Inc. and/or its affiliates. All rights reserved.



AWS 4 HIA|

AWS & HIA]: Al AHAM

o =20

Copyright © 2026 Amazon Web Services, Inc. and/or its affiliates. All rights reserved.

Amazonl| &4 E 4l EF|0|E EB|AE Amazon 2| MZE £ MH|AQF B, Amazon EZHE 0|O|X|E
Ho{L 2|7{L} T ZHo{|H| EES UoZ £ ol=HlAloZ AIRE £ 9l

= HA B2 L—ll:-l' AmazonOI 2T o|‘7§| O-I'
2 J|Et RE AT = Amazondt A& ZH O|7LE #240| QUHLE 2 2HAH9F BHAHIQI0| SHE AL KO
INSNAA [




AWS 4 HIA| A

ol
nx
0%
x

Table of Contents

Bt S OIRULITIE AWS APP MESN? ..ottt ettt ae et et e et eaeateeteeannnene e 1
Ol Kl OHZZIFAOIMO APP MESI TETF ... 1
APD MESHh T AT R A ettt et 2
W R U OO 4
AP MES B A A e et 4

W T TR 6
App Mesh 2 AMAZON ECS ......coooeiieeoeeeee ettt teete e ete e enae e e 6

AILE I ettt r et re e be et r et re et ne et s st 7
E e O 7
TERZAL: HIAL 2 THA A HIA A et 8
A S e B R 9
BEHAL THa B R E] A B B ] s 10
L= L R 12
B Tl B T B A A A e, 13
oL S F = ek o =R 18
L= TSSOSO 34
APP MESH T KUDEIMELES .......oveceeeeeeeecee ettt ete et et eae e e et e eeeeteeaeeaeeneenens 35
A TR e e 35
(L = B o b [ 36
2EHH: App Mesh BIAA HHIE e 42
BT MHIA MA EEE QOIOIE .ot 56
A Tl T B e 62
ApPp MeSh 2 AMAZON EC2 ..ottt te e e ee e eae e 63
AILE I ettt r et r et re et bt re st ne et re st 7
E e O 7
(L N = U [ | B R 64
2 Tl T M A e e 65
BEHAL THa B R E] A B B R s 10
L= L R 12
B Tl B T B A A A e, 13
oL S F = ek o =T 18
Y o] I VL= T 7S O 86

= TSP SRSRPTPTSRSRRR 87

15 TSR PSRSR 87




AWS 4 HIA| A8 YA

MHEIA HIA L A ettt e et e aneaeae s 88
THEAL AR ettt ettt et e e e et te e e e te e eaeeeteeneeaneas 91

D s 1 = | RS RRRRRS 92
T A LA B ettt 92
THaE MBI AERI et 95
THEE ZHOIE O] oottt ettt s et tenis 96
THA O B R Of A A e, 97
THA HIOIE QO] HHEE oottt 102
THeE HIOIERIOL AFRI .o 103

H O B R Ol B ettt 104

B N N == RS 111
D S R = RO 112
THEE D AFRI| bbbttt 121

D = s = RS 123
T B R E] A et 124
THEE BERE] AR ettt 126
ROULES ...ttt e e ettt e e e et e e et e e e e e e e e a e e e e e e e a— e aaaeearaaaa 128

e Y0P 139
ENVOY Ol K| I8 ettt ettt ettt et et eeteete e aneeee e 139
ENVOY T B ettt ettt eanans 143
B BTSSR 144
ek BT 144
App MeshOIA AZATE ENVOY T IR 2L oo 151
T B RH A B ettt 151
IR BIE RETET] e 152
Envoy 1.172 QCIOIE/OFOIZZRIIOIM L oo, 153
SPIREE AFE8t EOt &5 M MHIA e 153

G R I B = OO 153

e E OO ORTRS 156
AGENT TOr ENVOY ...ttt ettt ettt e e e e e e e e e eeaeaaaeaeaeeeeeeeeessnnsarnnne 156
= RS 159
LA R 159
Firelens 2! CIOUAWALCK .........oouiiieiee ettt eee e eae e 162
1YoV SRRSO 162
Ol Kl OHE EIZHOIM KT oottt 165
RIZE LHELHT] oottt 169




AWS 4 HIA| A8 YA

B e e e e e e e et e e e e e e e e e e e aaea e 178
XRAY oo oo e e ettt e 178

B F= T o = PP 180

e = = F=Yo Lo o [ 147

e 182
(@3 (o T T | T4 o= (o o PR 182

F L S T 1 L RSN 182
Kubernetes& App Mesh ZAE BB ..o, 183
1T =1 0 O SEEERRPRR 183
B T A B e e e e 184
HIAIE B RE T e T 0T e 184
HIAIE B RE e T 0T e 184

1y DN e e A O R 185

1 N I R = e B S e R 186
B A H A e 187

T A L B e e e 187
T HIALL]L B BRI ettt 188
B T A A B e e 188
= = L R 189
DA A B B e e 189
= B =t B =R 190
£ AF8735104 App Mesh 2|44 M4 AWS CloudFormation ..........c.ccveeeeeveeiceeceecee e 190
App Mesh 2 CloudFormation BlE R ... 191

Ofl CHEH REAIG] LOFE T ClOUAFOrMALION ...t 191

AWS OUPOSESS] AP MESH ...ttt ete e e eeneas 191
A TR e e 192

D = A = OO RRRSRO 192
SR R L By o N =S 192
OutpostOllA App Mesh Envoy S A| A e, 192

B T R B et et e e 194
RAEE S8 BT B A e, 194

H I B e T T et 195
ATIY OF THOI ATHL OFR .ottt teete e 196

E = Lo B = U e OO 196
DINS Bl Ol R R B e 196
o= b O B RO 198




AWS 4 HIA| A8 YA

TIL 1B L OH(TLS) oo oo e ee oo eeeeeee 199
B A Rt AL e e 200
TS O B R B A e e et 200
App Mesh7t TLSE & SES EnvoyE T8t &8 o 203
A B Bl Bl O e e 204
B A B Al e 205
oM TLS 2IEE AFE 35S Amazon ECS ¥ EE T+ AWS App Mesh .......ocvevveevnene. 205
oM TLS Q152 AE3E S Kubernetes I ZE T4 AWS App Mesh .....ooveeveeeninn. 205

B TS 0B e e e 206
A TS CUB R B A e et 207
HIAL RIS QIE A ettt 207
M3 TLS QUBLE MHI|A OFO|ZBIOIM e 208
A TS LB B et 209
App Mesh &3 TLS QB HI ET| .o 209

D A O Ml A B ] e e e 210
T A e e 210
D Bl Rl oo 21
S AFETH0d HAMIA BEE] oottt 212
AWS App Mesh OlA IAME AF S B e 213
PN = B L L o | 217
AW S B I T et 222
MHEIA Q3Z Q8 AF ettt en e, 225
ENVOY IS AL THEE B0 et 228
R I B e e e 233

(04 (o TU o l I =11 == 235
CloudTrail2] App Mesh B2l OIHIE L. ..o, 236
App Mesh OHIE ORIl ..ot nes 236

T O ] B i e et 238
T OB @ B B oot ee e 239

TE Y B O e, 239

D B B O e e 240
CIEIH|O|A VPC AUEZQIE(AWS PrivateLinK) ......c.ccoeeieeeceie e e eee e see e 240

B A e, 242
Of RHBH STt AWS APP MESN ...ttt sttt n e 243

= S LT e OO 243

R Il B e 244

Vi



AWS 4 HIA| A8 YA

B A E| oo e e n 244
Envoy ZEA| ZHE| QIE{HO|A B ASB .o 245
XE QEECE 2|5 Envoy DogStatsD S & Z /83l ..o 245
B Ml A B T B B oo e 245
MY Z2EHM 2 Z0M Envoy CIHI 22 ZE3E o 246
App Mesh A0 BAZ AFE6104 Envoy ZEA[ A2 BELIEZR o, 246

A | ettt e et e e e e e e e e ee et eae— e rae—aaaas 246
Envoy ZIEIO|L OJO|RIE B0 8 B Q8 oot 247
App Mesh Envoy Management ServiceOl]l 4Z& = Q15 ..o 248
Envoy7} 2F EIAEE LIEFLIOH App Mesh Envoy Management Service0ll A 24Z20| 22 . 249
Envoy ZIE|O|L] &fEf &0l &H| dEf T2E = -t T2 E Al ... 251
E2C WAMOIM HIA| A=ZQIEZ O AE] EHQI0| AT .. 251
7t% HO|IES|O|lz= ZE 1024 O|5to|M EBNEE S8R AS oo, 252

A et e et e e e e e e e e e e e e e e e e rae—aaaas 253
7He MHIA G| DNS Ol & 2 E O 3 QS e, 253
ZHA MHEIA BHOIE O QI Z3 8 B QS e 254
Ol MHIA Q338 B QB et 255
MySQL EE= SMTP AEHOI QIZ3EE 45 Q& oo 256
App MeshO|AM TCP 7t&f == == 7t4 2t REE REHZE MH[A0 68 = 815 ... 257
e 2 EO| Tt MH|A HAlEE LIQEE[X] BI2 MH|AN d3XHe=2 ¥Z8E .. 258
7t MH|20f 7He L E SZRT7E U B2 UR QE2 HTTP 4Bl 2= 5032 LIEHLHH
AITHBELITE. oottt 258
Amazon EFS I AlARIN Q & B Qd S oo 259
MH|A0| HE3XMoZ HAZAEX|B =41 QE2 Envoyl| HMA 23, FX = K[ZEof| LIE}

N = OSSR UT TR 259
ZAE| 0|4 =& 0| HTTP_PROXY/HTTPS_PROXY &Zd H+& MU T 4 THE Z S35}K|

DB LATE. ettt ettt 260
A2 Mg Alzt2 BEE ol YAER Q& MFH AlZHOl ZIHEILICH (e, 261
Envoys HTTP ERE QBOZ SEBILITH. oo 261
M AZHE MOHE FAE 2 QA LITE e, 262

A T R B e e 262
7t 27t HOIE/O|e] EXES 507 0|42 AU B2 HZ0| Aulistn
ElOIL AEH ZFQIO| ATHEFLITE Lo 263
7t MH|A SAE T 2 EMo 2 AFYU O RE|HL A7 QIE I 5032 LIEHNT RO
BT B ettt a et 263
2 E7} 57t51H™ Envoy ZHEHOIL]7} segfaultE LIEHAH SEE ..o 263

Vii



AWS 4 HIA|

7|12 Elaa E7te MH[A R[EHol| BFEE[X] EELITH (e, 264
HCHEt AEf &0l SEZ QEH OHEZEE|AIOIMOI SEELICH (oo, 264
B Bl A e e, 265
LH OHZ 2[7H| 0|40l CHEH AWS X-Ray FHE 8 = QT oo, 265
Amazon CloudWatch X|Z 0| LH oHZ 2|7 0|Mof| CHEt Envoy X[EE & = RS oo 266
AWS X-Ray Ei|Oo[A0]| CHEF AFSAL X|H MEZ AEE FHE T WS o, 266
B O ettt e et e et e e eeeeee—eeeeteeeeteeeeieeeieeeeereeeeeeeiareeeaseeeiaaeesaaeeeiaaeaaaeeeanneaas 268
TLS ZCI0[HE HHZ ALE504 HAS 7 MHIAN HAEE = QI8 268
OHEZE[FO| Mo A TLSE AlZTE M S JHef MH|AM AZE = QS 269
Envoy ZEA| 7to| GAZ0| TLSE AIE5tI USE M = S 269
Elastic Load Balancing® S8t TLS B | SHZ ... 271
LT 01T 4 1o = S 272
KubernetesO| A 2444El App Mesh 2IAAZE App MeshOllM B2 = US o, 272
Envoy ALO|EFIE &St & ZEo| ZH| & Ef & 245t ol Elo| Au{eh ... 273
ZCJFAWS Cloud Map RQIABIAZ ST EE S5 FIAEK| S 273
App Mesh 2|AA0| CHE ZETH A™ SQI RUXIE R T S oo 274
ZE7} o{EH App Mesh ElAAR ARET QUEX| ZHOIE £ QIZ e, 275
Z2}0[2E Envoy= IMDSv10| H|E &3l 2 B0l A App Mesh Envoy Management Service
O SAE = QBT oo 275
App Mesh7} &3t E| T Envoy7Zt & 2IEl < IRSA7I O Z 2|71 0| ZE| 0| M &S 3HK|
5= U E TP T ST U TRV 276
SEIVICE QUOTAS ...ttt e e e e e e e e e e e e e e e e e e e e e e e e e e e e e ———a———————————————— 277
B A O B e e e e 279
..................................................................................................................................................... cclxxxv

viii



AWS 4 HIA| A

ol
nx
0%
x

2k £2d1L|77F AWS App Mesh?

/A Important
X B& SX|:2026'H 9% 300l AWS =0of CHet X3S SEELICH AWS App Mesh. 2026
'H 92 30 O|F 0= AWS App Mesh 2& == AWS App Mesh 2|&A0] I Of4 HAMAE
2 i&LICH AMIEH LI 20| 821 HAIZ Migrating from to Amazon ECS Service Connect
E & X AWS App Mesh 5HM|2.

AWS App Mesh &= MHIAE 217 2LIE{ZIStT Mof& £ = MHIA HAIZUCH MHlA HAIE &
Yo OHEEIA0IM TEok B HEE ZHEH LIESIT T2 A| HYUS S8 MulA 2t 5412 &
Blsts ©& QIZat ASYULICH App Meshs MEIATH SAlsHs WS EEsistod e & e 7}
ANgg MZstm ofE2IA0M0l IS B ELICH App Meshis OHEZIFH 0142l 2 E MHIA0]
CHet LEE 7hAIM W HESIT E31T Mo XS 8L

od| K| of Z 2|7/ 0| 0dl App Mesh ZE 7t

/A Important
x| B2 SK|: 2026'H 98 300l AWS =0l CHEt X|¢lg SEHELICH AWS App Mesh. 2026
'H 92 302 0|%0i= AWS App Mesh & == AWS App Mesh 2lA A0 I O] 4 HA|AE
2= ei&LICH REMIEH LH8 20| 823 HAIE Migrating from to Amazon ECS Service Connect
£ & Z AWS App Mesh 3tMI2.

App Mesh& At&36tX| et= CHgat 22 ZtEHst ol A of E 2|7 0|2 T E{sH EMKL. Amazon AWS
Fargate Elastic Container Service(Amazon ECS), Amazon Elastic Kubernetes Service(Amazon EKS),
Amazon Elastic Compute Cloud(Amazon EC2) 2IAEA Of Kubernetes E== DockerE A& 5t=
Amazon EC2 RQIAEAO|M F MHH|IAE AHEY = A&LICH

servicea.apps.local senviceb.apps.local

ol 2&oM= apps.local HIUAHO|AE S5l serviceA X serviceBE 25 ZAME £ Q)

A
&LIC}H o € £0{ 0|&0| servicebv2.apps.local®! M BH{Z19| serviceb.apps.local2 Hi

oi| | o Z 2|71 o|40i] App Mesh F 7} 1


https://aws.amazon.com/blogs/containers/migrating-from-aws-app-mesh-to-amazon-ecs-service-connect
https://aws.amazon.com/blogs/containers/migrating-from-aws-app-mesh-to-amazon-ecs-service-connect
https://aws.amazon.com/blogs/containers/migrating-from-aws-app-mesh-to-amazon-ecs-service-connect
https://aws.amazon.com/blogs/containers/migrating-from-aws-app-mesh-to-amazon-ecs-service-connect

AWS 4 HIA| A8 YA

Z5t7|2 A™IUCtD 7t-He 2E2&LICH CHE 2 &, servicea. apps.localll E2HE
£ serviceb.apps.localZ, 5 H|EE servicebv2.apps.localZ M&3ste4 &L|Ct.
servicebv22| 80| ECtD 24lstE 42 ECfZEO| 100%E T %2 ELf= Zo| E&LICt

App Mesh& AL&35tH O EZ|71|0|MH ZEL SSE AMH|A O|F 2 HESHK| ot o] S +&E
£ A&LCt. o] of|A| o Z2|7|0|40il M App MeshE A3t A< HIAlE CHS &3k 2o}t
OIAL||_-_|.

AAEH .

serviceb.apps.local

Proxy

Virtual node
senviceA

Virtual node Virtual node
sernviceB serviceBv2

\ Mesh - apps

Ol M= MH|ATLH Ol ME &Y SAISHK| eE&LICH CHAl ZEAIE 2
Cl. servicea.apps.local MH|A2L B HIEZE T F Al= App Mesh 7+ 82 11 /o] k2t
serviceb.apps.local EE&= servicebv2.apps.localZ EEEE MER

App Mesh 78 @4

App Mesh= O|T Oof|A|t 20| CHE T+ RAE O|F0{FLICH.

App Mesh 74 24 2



AWS 4 HIA| A8 YA

« MHI& HAl - MHH|[& HAl= LR = MH|4 ZHe| HERZ Eci=Ho Cigh =21 AL
O| tlMof A HIAl= 0|.=.0| appsO|t{ HIA[of CHEF CHE R E E2|AAE ZEEfLICH RHAMIEH LHE 2
MHEIA HIA EFHE HESHAAL.

o 7He MHIA - 71 MH|AE 7t L E7t 7H4 BIREE S8 2 = ZHHMo 2 M3 5t= A
MH|A Q9| = o§+?=. LICH 2 BIM 5 7Hel 7t& MH|AE = THo| AM| MHIAE LIEFRLICEH 7He
MH|A Ol Al MH|AMAM AM 7tSE oI LICE 7t MH|A e AKX MHH|A Q| O|§0] 2
04 042 MH|A 7} App Mesh7t (7| Hof| AF2EH 740t SUS 0| S AF25I0d HE EAIE £
U&LICEH REMIBH LIS 2 7HAF MH|A EHE EZSHAAIL.

« 7H4 L E - 7H4 = EE= Amazon ECS EE = Kubernetes AH|AQF ZH2 A 7}
gt =2l ZQIE dg 2 gLct ZF 7tef MH|Ao= St O|4 o] 7t = =71 R
servicea.apps.local 7t& MH|AE= O|&0| serviceAR! 7H4 L EO| CiE 7+ HEE

MZLICH serviceA 7t4 = E= MH|A HME 2|ft servicea.apps.local O|§2E 7
LIC} serviceb.apps.local 7}& MH|AE serviceBEte 7+ BFRE{E S5l service
serviceBv2 714 L EEZ EZHES EIREISIEE TAELICH XIMEH LIRS 714 = EHlg ’E.*

ZoHEAIL.

e JHAF Bl E| 2 AE - 714 BFRE|S HIA| Lo Q)= SFLF O|Aro| 7HAF AMH|AO) CHEF EBHEIS %2
stL|CH A2 = 714 B2 E|Q HAZA=IL|C} o] AZ = 714 BFE{of CHsl Yx|ste @32 &tn &
24 7hAF L Eof EREIS BAtstE O] AFR =IO O|7<-I 22l0il M serviceB 7HA BFSE(0l= E2)
UHE HIZE serviceB 7t EE, Y H|EE serviceBv2 714 L EE TP ste FE7I
AL EM 7ML E 2 gteElg|= Efzlol Hlge Aystn AlZhol x| ol [[|.E|. 17
LICk HTTP 8, URL 22, gRPC Al &l HAS olzt 212 7|20l mat Sa4=
AUELICEH SHH 2T U 2 HZEE MAIZSES KA HHME 788 = A
E04, 220IM B20 CiEt RHAIZ HH2 serviceb.apps.localtiA EHE 8
= B9 serviceb.apps.localoll CHSH (S 58 ZHA|E 5t RA|Z ZHHE=2
ME £ JAauch XME 82 7ty 2t E 2 Routes MIME HESHM L.,

r

)

|

ox T
Ic!
1
z

I mlo r
u
40
om
Mok

r
n
2

4
mu -
T

o 4> my 0 M
0
oy
o)

o
b
M
m
|.|'|
n

o TEA-HAQHY ZAAE MMHE F TEAE AISSIESE MH|AE FEELICH ZEA=
App Mesh 7+ E ¢ EiEE MAstAH ME LIt 220 servicea.apps.localofA
serviceb apps.local22| BE S4I2 ZF MU|AM| HHZE ZR]A|E Sall O|F0o{&ILIC AH|
£ App MeshE& T 5t7| Hofl At 8 240t ST MH|A HAM 0|2 AHE5H0 M2 SAIEL
F. S A7 App Mesh 1 E 1B 2 F MH|ATE ME Salsts WAl Mo{gd = J&LICt
1l

r>|

S
=

-II'I

App Mesh TAI2 HZ5l2= A2 MHIA RH&| = ZEAE HZsH AL RHBZE TR T} el
Ch. XA LIS 2 Envoy O|0]X| IS R ZE5HAIAIQ

App Mesh 7+ @4 3



ol
nx
02
x

AWS 4 HIA| A

AEHsE EH

App Mesh& AL&35t2{T Amazon ECS AWS Fargate, Amazon EKS, Amazon EC22| Kubernetes S &
Dockerg& A& 5tE Amazon EC20I M Al™ME|= J|&E MH|A T Qlo{oF LIt

App Mesh& A|Zt5tE2{H CHS 7H0|E & StLHE T ESHAIL.
+ App Mesh 2! Amazon ECS A|%3}7|

+ App Mesh 2! Kubernetes A|%f3}7]

+ App Mesh & Amazon EC2 A|%f3}7]

App Mesh 4 A|A

CtS ot 22 WA 2 App Mesh X2 3 4 &LCt

AWS Management Console

Z &2 App Mesh 2|AAE BE|5tE Ol A E = JUe HEtH™ 718 QIE{H 0| A JLICEH https://
console.aws.amazon.com/appmesh/0l A App Mesh 2£& & £+ U&LICt

AWS CLI

ChFst AWS MZEof CHe HEE AME35HH Windows, Mac 2! Linux0ll A X|H4EILICEH A|ZHStE{H
AWS Command Line Interface At B ME FHESHML. App Mesh B0 CHer XEA[EH LI =2
AWS CLI B 2 %0l appmeshE & Z5tM|2.

AWS Tools for Windows PowerShell

PowerShell 30| AF R EE & H5t= AFSKIE I8 CHE et AWS MIZE MEo CHet B
2 M3 &Lt AlEFS24M AWS Tools for PowerShell AHE MEME & Z5HM|2. App Mesh&
=

o
2 M S
cmdletsoll CHEH REMIEH LHE 2 PowerShell Cmdlet&AWS =7 & = 9| App Mesh& HESHAIL.

AWS CloudFormation

Hote BE AWS Z|AAE HBEsts HEXE U = U&LICH RESE AS5to{7t 2laa
£ CloudFormation ZZ2H|X st L A&L|CH AlZHSE{™ AWS CloudFormation AHE MEME
ZESHML. App Mesh ElaA SO CHEt AFMIEH LHE& 2 AWS CloudFormation Bl EZ! £ = 9|

278
App Mesh E[AA R HEE HE5HM L.



https://docs.aws.amazon.com/app-mesh/latest/userguide/getting-started-ecs.html
https://docs.aws.amazon.com/eks/latest/userguide/appmesh-getting-started.html
https://docs.aws.amazon.com/app-mesh/latest/userguide/getting-started-ec2.html
https://console.aws.amazon.com/appmesh
https://console.aws.amazon.com/appmesh
https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/cli/latest/reference/
https://docs.aws.amazon.com/cli/latest/reference/appmesh/index.html#
https://docs.aws.amazon.com/powershell/latest/userguide/pstools-welcome.html
https://docs.aws.amazon.com/powershell/v4/reference/
https://docs.aws.amazon.com/powershell/v4/reference/items/AppMesh_cmdlets.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/template-reference.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/AWS_AppMesh.html

AWS 2 04| A8 4
AWS SDKs
SDKE At&af Ctst T2 24 21012 App Meshol| BA|AE = Ql&LICH SDKE CHS &Y

A2 7158t SDKOJ| CHEt XEA|IEH LI & Amazon Web ServicesE T EHHE X X5HM L.

App Mesh APIO|| CHEH REMIEH LIE 2 AWS App Mesh API & X & & Z3SHMIR.

=
=

App Mesh HA|A


https://aws.amazon.com/tools/
https://docs.aws.amazon.com/app-mesh/latest/APIReference/Welcome.html

AWS 4 HIA| A

ol
nx
0%
x

App Mesh A|ZH5t7|

/A Important
X BE SX|: 2026 9& 300il AWS =0 CHEF X|HS STEHELICE AWS App Mesh. 2026
'H 92 30 O|F0l= AWS App Mesh £ == AWS App Mesh BIAA0]| I Of4F HAAE
2= gi&LICH RHMIEH LH8 20| 823 H AIE Migrating from to Amazon ECS Service Connect
£ & Z AWS App Mesh 3tMI2.

Amazon ECS, Kubernetes(At& Amazon EC2 QIAEIA0]| Hi E 3 7{LF Amazon EKSO|AM Al&l) 2l
Amazon EC20{| Hi Z &= o Z 2|710| M0l App MeshE AF2E £~ Q&LICH App MeshE A|ZH5HES
2 o Z 2|7 0| M 0] HiZEl AMH|A S0l App MeshOillAl Ab&6tEdE MHIAE sHLF MEHSFLICE AlZ
ot7| MEM & stLIE 2 EFH Folle= HAXMEX| CHE MH[A 2| o Z 27 0| 0| App Mesh0i| Al & & &t
CE MYEE = st

|

« AWS App Mesh &' Amazon ECS A|Zt35}7|

« AWS App Mesh Z! Kubernetes A|Zt35}7|

« AWS App Mesh ! Amazon EC2 A|Zt5}7|

« App Mesh Oi|X]|

AWS App Mesh & Amazon ECS A|ZF517|

/A Important
X BE SX|:2026'H 9% 30ol|=0of CHEt X228 SEE AWS o -HLICH AWS App
Mesh. 2026'A 92 30! O|& 0= AWS App Mesh 2Z& &= AWS App Mesh 2lA A0
O|&F HAM|AE 4= QI&LICEH AHMIEH LH& 20| 823 A AIE Migrating from to Amazon ECS
Service ConnectE & X AWS App Mesh StAI2.

Ol &A= Amazon ECSOIAM A3l Q1 AlX| MH|A2F AWS App Mesh EI7HE Al26tE ol =20| &
LICE o] Rk&MoME 2 7HX| App Mesh ElAA R89| 7|8 7Is& CHELICH

App Mesh & Amazon ECS 6


https://aws.amazon.com/blogs/containers/migrating-from-aws-app-mesh-to-amazon-ecs-service-connect
https://aws.amazon.com/blogs/containers/migrating-from-aws-app-mesh-to-amazon-ecs-service-connect
https://aws.amazon.com/blogs/containers/migrating-from-aws-app-mesh-to-amazon-ecs-service-connect
https://aws.amazon.com/blogs/containers/migrating-from-aws-app-mesh-to-amazon-ecs-service-connect

AWS 4 HIA| A8 YA

AlLIE|2

App Meshg& AtEste YHE HdESHT| flo CtSnt 242 ST 2 71T ofE 2|70l 0] UCH
LICH

K
d
-
>
i
o
-

« serviceAl! serviceBZte F 7HQ| MHIAZ FEELICE
- & MH|A 25 apps.localO|2t= HYJAHO|A0 SSELICH

« ServiceAE HTTP/2, ZE 802 Sdll serviceBet S&IEFLILCE.

« serviceBQ| HH™ 2& O|0| HHZ % T apps.local HAAHO|AN serviceBv2 O|E2Z &5
&LCh.

2ol
8]

CISO Z4e 27 AFgo| &Lt

« OJM 2 EBfEIQ| 75%serviceAE MEserviceBstD EBfEIQ| 25%E serviceBv2 HA{ ™
&5tedm ghoct. 01| 25%8F & sHHA EBHEIC| 100%E ME5H7| Mol 7| Qe X| &eld
serviceBv2% Q) |EFserv1ceA

« EpfEIO|AMEIE £ e Ao 2 USE|H ST EelEC] 100%7F sexrviceBv2E O|S35HE
E EffE 7B XIE elH ZHE = U7IE HELICH 2 E ECHEO| serviceBv2E MEE|H

serviceBE SCtsigdm & 4 U&LIC

A Mu|Ao0f CHEE 7|1E oE 2|70l ZE EE= MHIA HM S5

sH 7He MHIA, 7HA 2 JHA BHRE A R ETF ZEE App Mesh AMH|A
1S LICH HIAIE 2348t £ MH|A T} Envoy MEAI% st MHIAE
HIOIEE MH|AE MZ 2 SAI5HK| &1 Envoy ZEAIE ooH ME SAlEL

218t

/A Important

X|H ZBE 3X|:2026'4 9 30Uoi=0f CHEt X|HE SEHE AWS o HLICH AWS App
Mesh. 2026'- 92 30 0|% 0= AWS App Mesh & == AWS App Mesh ElAA0]
Ol&f AMAE £ gi&LICt ZEAMEH LIE20] 221 HIAIZE Migrating from to Amazon ECS
Service ConnectE £ = AWS App Mesh 3tAI2.

AlLtE|R 7


https://aws.amazon.com/blogs/containers/migrating-from-aws-app-mesh-to-amazon-ecs-service-connect
https://aws.amazon.com/blogs/containers/migrating-from-aws-app-mesh-to-amazon-ecs-service-connect
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* App Mesh 7HFo]| CHEr Z|E 2] o|al. AtAMIEH LHE 2 EF F UL AWS App Mesh? EH&E E E 5t
AMAIR.

« Amazon ECS 7H'd0f| CiEt Z[E 2] o|5l. REM|EF LIS & otE 2{T Amazon Elastic Container
Service 7He X LU A 2| Amazon ECSEME & X5HAM|2.

 App Mesh= DNS AWS Cloud Map=&= & C}oi| S5 El Linux MH|AE X|EHE LI O] AIZf 2HLHA
E Ar&35t2{™ DNSol| S & & 7|&E AMH|A 3747t e E&LCE ol FA[Q| HRIoIM= Z7[&E M|
A 9| 0|&0| serviceA, serviceB & serviceBv20|1 apps.localOlEl= HIYAHOIAE &
ol ZE AMHIAE AME £ ct 7 LCH

MH|AZF ERHSER] et MH[A HIA| 2 SHE 2| AAE MMHE &= UX|PH AKX MH|AE HiE
g K| HAIE AFSE = & LICH Amazon ECSQ| MH[A A /L'.*Oil CHE RFM|EH LI 2 MH|A A
Al

AS EESMR. ME|lA HME ALE 5104 Amazon ECS MHIAE 5240 A& A: AH|A A
£ ME35tod MH[A dEE XML, MHIAE ot & AH3tK| s*% 82 MHlA HME A8 5104

Amazon ECS MH|AE MMHE = Q&LICE.

1B HIAl & 7He M| A A

MH[& HAlE LHF Ol = MH[A 7ho| HELIT ERi=Eof Chet =2|X ZAIULICH RHME L2 A
HIA HAlEFHE BESFAUAR. 7HE MH[AE AR MH[AE F43ter WLICH REAEH LIS 2 71y

« AUZ|I29 2E MH|AT} apps.local YA HO|AN SEE|7| IE0] appsOIZtE HIAIE M4

- 7t MHIAE Y OIS 2 ZHME = Q= MHIAE LIEILHIH CHE O|§ 2 XSS IEE
ST AKX 7| IHE0] serviceb.apps.localOl2t= OI& Q| 7H4 MHIAE MMEHLICH
servicea.apps.localO|2t= O|§Q| 7t&f MH|A= O|F EtA0|MH F7HELICEH

AWS Management Console EE &= AWS CLI {7 1.18.116 O|4 EE= 2.0.38 0|42 AI&35t0o4 OIS E

HE 2t2& £ U&LICH E M85t 82 aws --version HEE AWS CLW stod Mx|E AWS
CLI HXg &relghlct. {7 1.18.116 O|& EE= 2.0.38 O|&t0| M%|E|o] QK| to™H AWS CLIE

x5t AH|0|EsHOF BLICH ASE =T ol RS MEMRFLICH

TEFA! TIAT & 7P AHIA A 8


https://docs.aws.amazon.com/AmazonECS/latest/developerguide/Welcome.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/service-discovery.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/service-discovery.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/create-service-discovery.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/create-service-discovery.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/create-service-discovery.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/create-service-discovery.html
https://docs.aws.amazon.com/cli/latest/reference/appmesh/cli-chap-install.html
https://docs.aws.amazon.com/cli/latest/reference/appmesh/cli-chap-install.html
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AWS Management Console

1. https://console.aws.amazon.com/appmesh/get-started| A App Mesh 2£& *& A& OFE A}
E uct.

2. Mesh name(HA| O|&)0il appsE 238 LICH.

3. Virtual service name(7t& AMH|A O|&)0d| serviceb.apps.localS =3gfLICt
4. 7=” °|'E=1D=1 I:-|'|=| = |_ H?:I l—ll:l'

AWS CLI

1. create-mesh BHEE AFE50{ HIAIE MEELICE

aws appmesh create-mesh --mesh-name apps

2. create-virtual-service BHE AIE504 7t4 MH|AE MAMEHLICH

aws appmesh create-virtual-service --mesh-name apps --virtual-service-name
sexrviceb.apps.local --spec {}

2CHAH|: 7hAF L= AHA

te === AW ME[AO CiE =23 2RI HAE 2 ELICH RHMEH LI82 7t ==

- =
28X

[

7t 2 E = 5Lt serviceBEHE AM| MHIAE LIEFLHE R serviceBO|2tE 7Ha mEE AiAdst
L 27t LIEHHE AN MHIAE SAE 0|8 serviceb.apps.local2 A& 3504 DNSE
ol AME = JU&LICH E=E AL85to{ AX| MHIAE AME = U&LICH AWS Cloud Map. 7+t
E 800 HTTP2 Z2EEEE AIE35t0{ EZIEE = AIELICH o Ef 2l OfRt7IX| 2 CHE
K| HELICE O|F BH0IM serviceA & serviceBv20] CHEH 7t EE MM EFLICY

AWS Management Console

1. Virtual node name(7t&f £ O|&)0 serviceBE =& LICt

2. AMH|& M ghHof CHEH DNSE MBSt DNS EAE 0|§0 L5
serviceb.apps.localS 23t C}.

3. Zlal MM ZZEZEZ http2E MEHSIT ZEZ 802 Q=24EHLICH.

4. 7H&ste{HCtES MEELICH

20 THA L E M 9


https://console.aws.amazon.com/appmesh/get-started
https://docs.aws.amazon.com/cli/latest/reference/appmesh/create-mesh.html
https://docs.aws.amazon.com/cli/latest/reference/appmesh/create-virtual-service.html
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AWS CLI

1. OIS 2EI=XE 7} %l create-virtual-node-serviceb. jsonO|2tE TS MAIEHLICH:
{
"meshName": "apps",
"spec": {
"listeners": [
{
"portMapping": {
"port": 80,
"protocol": "http2"
}
}
1,
"serviceDiscovery": {
"dns": {
"hostname": "serviceB.apps.local"
}
}
I
"virtualNodeName": "serviceB"
}

2. JSON mag zdo 2 ALE3}10q create-virtual-node BHOZE 714 L EE MAMEHL|C.

aws appmesh create-virtual-node --cli-input-json file://create-virtual-node-
sexviceb.json

BEMA: 7he et RE dd & 2T

7H4 BFREE HIA| LHOf| I= StLF O|& 9] 7HA MH|A0] CHE EBEIE 2R EEILICH REMIE LIE2
7tAF BFRE| 2 Routes MIME 2 X5HMIL.

Ct

0jo

of ElaAE WHELICH

serviceBZl= 0|82 714 BHRE]. serviceB.apps.localOl2tE 7HA MH|AE CHE
MH[A2LO| o RHI2E S4l8 AIZSHX| &t 7| E LICH O|Fof BHE 7H4 MH|A = A
serviceb.apps.local AMH|AE F&stet JALICt 7tef MH[AE 7t 2 REE EY
HL|CE 714 BHRElE ZE 800 HTTP2 Z2EEZ S AF&35t0{ ECHEIS $£AFLICH ot
EZL x[HEULC

k=2
=
i

U HC

FIIII _|l=l

EA: 7t Bt RE WY W 2t E


https://docs.aws.amazon.com/cli/latest/reference/appmesh/create-virtual-node.html
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* serviceBEZl= O|§2| 2tRE. ECiEE 100% serviceB 7te = =2 2B FLICH
serviceBv2 7t& EE F I8 o

£7h8t % 0% BHHIOIM 7HE A7 HZBELICE O] SHHMOAE CHE x|
OFX|BH BT Bt Eoil ChEH TE] TS F7htm MAIS HAS F7kstod A BRI LA B
Envoy ZE A7} 7h4 S0l EIZIE ofp H HIHT S & 4 laLict

AWS Management Console

1. Virtual router name(7t & 2t E{ O|F)01| sexrviceBE I LICt
AL FEAM Z2EEZZ nttp28 MBSt ZEZ 802 X|HFLICEH
Route Name(EH2 & 0|&)0l serviceBE 248tL|C}.

=2 E

F ol CHaH http2 & MEHEFLICE.
A

fijo
o
il
ok
T
n

MOl 7tAF L E 0|20 CHal serviceBE MEHSIT 71 S k|2 100
A

{
"meshName": "apps",
"spec": {
"listeners": [
{
"portMapping": {
"port": 80,
"protocol": "http2"
}
}
]
},
"virtualRouterName": "serviceB"
}
b. JSON IIYE 230 2 AL 310 create-virtual-router BEO 2 714 Bt REE &L
Ct.

3T 71 BF 2 E 4 L 2feE !


https://docs.aws.amazon.com/cli/latest/reference/appmesh/create-virtual-router.html
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aws appmesh create-virtual-router --cli-input-json file://create-virtual-

router.json

{
"meshName" : "apps",
"routeName" : "serviceB",
"spec" : {
"httpRoute" : {
"action" : {
"weightedTargets" : [
{
"virtualNode" : "serviceB",
"weight" : 100
}
]
},
"match" : {
"prefix" : "/"
}
}
b
"virtualRouterName" : "serviceB"
}

b. JSON Il g Q2io 2 AIE35}10q create-route WHEOZ BIREIS MMEHLICT

aws appmesh create-route --cli-input-json file://create-route.json

4B HE o A

O|™ X|&of e dds AEFLICH

[=]

AWS Management Console

4E}.74|: ?:-!E ol AHAH


https://docs.aws.amazon.com/cli/latest/reference/appmesh/create-route.html
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AE| sHOlE AAE DE HIAl 2lAATF EAIELICH HAl E7]8 Meistod 220l AAE 2

—

AWS CLI

o & dt HAle| dEE AESLICH

[e]l]

describe-mesh WHE Al

aws appmesh describe-mesh --mesh-name apps

rok

describe-virtual-service W2 o2 MM 714 HH|A Q| MM S HESHLICE

aws appmesh describe-virtual-service --mesh-name apps --virtual-serxrvice-name
sexviceb.apps.local

describe-virtual-node @O Z MMeH 7t L EOo| MM E AEELICH

aws appmesh describe-virtual-node --mesh-name apps --virtual-node-name serviceB

describe-virtual-router @EO E MAsH 714 BIRE{o| MHE HAEELICH

aws appmesh describe-virtual-router --mesh-name apps --virtual-router-name serviceB

describe-route WO 2 MA

rot

eteEel d¥s dEgLICH

aws appmesh describe-route --mesh-name apps \
--virtual-router-name serviceB --route-name serviceB

S5EtAH: =7t 2[4 e

ALE|2E 2tZ5tedH oS

[0
1
02
2.':'
°
il
C
o

« serviceBv2EtE 7t4 L E SILIQ serviceAZtE 7t L E SILIE MMELICH S 7}

AL DF HTTP/2 ZE 802 S _9_7-8'5 = AELICH serviceA 7HY = E9| B
FLICH serviceA 74t EOI 2 E olRH2E EEiY
HIAZE MEELCH o] et Mo M= CHRX| gL X[ 2t

serviceb.apps.locall| BiolEE

_\,l_-Ll
0x 0x

ok
—>'—r

2 0|&0| serviceb.apps.local?!

7t cEof CHEt HMA 28 *E 0l Z2 & X8 = J}&Lch.
« servicea.apps.localOl2t= 7tef MHIAE FI7IE MH5IH ZE E2EO0| serviceA 7t &

c2 Xy &gt
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https://docs.aws.amazon.com/cli/latest/reference/appmesh/describe-mesh.html
https://docs.aws.amazon.com/cli/latest/reference/appmesh/describe-virtual-service.html
https://docs.aws.amazon.com/cli/latest/reference/appmesh/describe-virtual-node.html
https://docs.aws.amazon.com/cli/latest/reference/appmesh/describe-virtual-router.html
https://docs.aws.amazon.com/cli/latest/reference/appmesh/describe-route.html
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x

EB|EIo| 75%E serviceB 7} = E2 BT EBEIQ| 25% 2 serviceBv2 7H4 L E

2 BEUT=E o™ EHAHo| A A8t serviceB 2IRE S AUO|O|EELICE Alzto| X|<hodl et
serviceBv27t EBHEIO[ 100%E = AE K| 7tESX[E HE =HE = JU&LICH ZE ECfE
Ol serviceBv2E2 M&E|M serviceB 7Ha = EQF AR MHIAZE E25t1 SHE £ &LCH
serviceb.apps.local 7t& 2l AX| MH|A O|§0| HALIX| oo 2 7IEX|IE HAY

- O
£ e ZoJl Q&L serviceb.apps.local 7t MHIAE EBHEIE 714 BIREZ S
5to ECfEIE 7t L EE BIRESCIE M2 7|HSAAIR. 7He =E9| MHH|A ZHA O|§2 A
EX|HEE = JUsLct

AWS Management Console

1. 1% ErM Eoi M Meshes(HIA)E MEEELICE,

=

2. O[T EtAH0IA Mt apps HIAIE MEAELICE

3. 2% B Eoi M Virtual node(7HY =E)E MEHEILICEH

4. Create virtual node(7t& = E )& MEIEHL|CH

5. 7t4 = 0|50i CH5H sexrviceBv2E 215t 11, MH|A A Eredof CHSH DNSE MEfSI T
DNS £AE 0|50 CH3H servicebv2.apps.local2 =4§rL|Ct.

6. clald THUM Z2EZZ http28 MEHSI T ZEZ 802 Q=AFrLCY.

7. Create virtual node(7t4 = E MA)E MEH
8. 7t = MMS CtA| MEAFLICE 744 =E O|F0] sexrviceAS g LICH MH|A A
2e40i| CHSH DNSE MBSt DNS EAE O|F0 CH3l sexrvicea.apps.localS U=F L

EH St |_| |_‘_|._

=
L=

Ct.

9. M gl=oiM 7t4 MH|A 0| 220 serviceb.apps.localS 248tLCt

10. 2lal] FHEHM T2 EEZ http2E MEISIT ZE0] 802 LRSI LIS, 714 = MMdE M
EHSFL|CH.

11. 1% M FolM Virtual routers(7t & EHRE)E MEARE CFZ S50 M serviceB 7H4 EEH
g MEdghL(CE

12. R EO|M O] BH0|AM M5t ServiceBEte FEE MEGtT HES MEHFHLICE

13. CHAH, 714 == O|E0M serviceB| 7kE x| 2t 752 HHZAELICH.

14, CHA F7IE MEHE D EECIR SE0|M serviceBv2E MES D 7S %2 2 252 MY
gruct.

15. M&S MEfgfLCH
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17. 7t MH|A O|§ 22 servicea.apps.locals =
e CEZ serviceAE MEE OIS, 714 MH[A M

AWS CLI

1. serviceBv2 7t& =& MMELICH

a. CI2 EEIXE 7}% create-virtual-node-servicebv2.jsonO|ZtE TtAUS M
L[C}:
{
"meshName": "apps",
"spec": {
"listeners": [
{
"portMapping": {
"port": 80,
"protocol": "http2"
}
}
1))
"serviceDiscovery": {
"dns": {
"hostname": "serviceBv2.apps.local"
}
}
by
"virtualNodeName": "serviceBv2"
}

aws appmesh create-virtual-node --cli-input-json file://create-virtual-node-

sexvicebv2. json

2. serviceA 7t4 = EE MAMEL|CT

a. CI2 2EIXE 71T create-virtual-node-servicea.jsonO|2tE TS M4 E
C}:
{

"meshName" : "apps",

S5EFA: F7F ElaA MY
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"spec" : {
"backends" : [
{
"virtualService" : {
"virtualServiceName" : "serviceb.apps.local"
}
}
1,
"listeners" : [
{
"portMapping" : {
"port" : 80,
"protocol" : "http2"
}
}
1,
"serviceDiscovery" : {
"dns" : {
"hostname" : "servicea.apps.local"
}
}
.
"virtualNodeName" : "serviceA"

aws appmesh create-virtual-node --cli-input-json file://create-virtual-node-
servicea.json

3. O|M Ao HMEt serviceb.apps.local 7H4 MHIAE HIO|E 0] ECHEIS
serviceB 7t4 BIREZE ERHLICEH 7t MH|AT 2el HEEIR2 [HE serviceB 7H4k 2f
SLE{7} OF R MME|X| eft 7| HE0l ECfEE o{C|o| T ELHX| LU &LICt.

a. CI2 EEIXE J}%l update-virtual-service. jsonO|2tE TItUS MAELICH:
{
"meshName" : "apps",
"spec" : {
"provider" : {
"virtualRouter" : {
"virtualRouterName" : "serviceB"
}

SCHA: =71 2lAA AAd
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"virtualServiceName" : "serviceb.apps.local"

b. update-virtual-service BB & At&35t0{ 7t&f AMHIAE |O|EELICY.

aws appmesh update-virtual-service --cli-input-json file://update-virtual-

service.json

4. O EHHM 4det serviceB 2R EE UO|O|EgLICH

a. EI’% ‘E‘E'" =

"meshName" : "apps",
"routeName" : "serviceB",
"spec" : {
"http2Route" : {
"action" : {
"weightedTargets" : [
{
"virtualNode" : "serviceB",
"weight" : 75

"virtualNode" : "serviceBv2",
"weight" : 25

1,
"match" : {

Ilprefixll : Il/ll

}I

"virtualRouterName" : "serviceB"

b. update-route BBZ AtE35t01 2t B2 YOIO|E g LICE.

aws appmesh update-route --cli-input-json file://update-route.json

Sl X E 7}E update-route. jsonOlE2tE THAS MAEHLICEH:

S5EHA:: F7F Blaa MY


https://docs.aws.amazon.com/cli/latest/reference/appmesh/update-virtual-service.html
https://docs.aws.amazon.com/cli/latest/reference/appmesh/update-route.html
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5. serviceA 7t& MH|AE MEHLICE

BIXE 7%l create-virtual-servicea.jsonO|ElE I+

a. CIg & SSHE
{
"meshName" : "apps",
"spec" : {
"provider" : {
"virtualNode" : {
"virtualNodeName" : "serviceA"
}
}
b
"virtualServiceName" : "servicea.apps.local"
}

b. 7he MHIAE &L

aws appmesh create-virtual-service --cli-input-json file://create-virtual-
servicea.json

HIAl 29f

MH|A HIAIE 4M3517| Moll= servicea.apps.local, serviceb.apps.local &
servicebv2.apps.localO|2t= Ml 7HX| A& MH|ATF JRRELICH AW ME[A 2ol = O AX|
MH|AE LFEHE CHS BlAaA7F ZEE ME[A HIAIZF &L

o F IOl JHA MHIA. ZE A= 714 BHRE{E S5 servicea.apps.local 7t MHIASI EZE
EBHE 2 serviceb.apps.local 7t& MHIAZ EAL|CH

« serviceA, serviceB % serviceBv2et= Ml 71| 7H4 = E. Envoy ZE A= 7Y =0 CHEH
FME MH|A AM MEE Al2510 AX| MH|AS| IP =AE X 35|8hLCt.

« Envoy ZEA|7} QIHIRE EBHEO| 75%E serviceB 7t = EZ Bt ESIT ECEO| 25%E
serviceBv2 7t4 L EZ BIREISHEE X|A|5tE stLEC| IR EI0| Q= 7HAF BFRE] St

6CHAH|: MH|A 2O|o|E

HAIE MAE S0l Chg SHelg 2t ol BhLict

6EH A MH|A Yd|o|E 18
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« Z} Amazon ECS EfA T 2} &7 tiZ 8= Envoy ZE Alof StLI O|&f Q| 744t LEO| TME 2lg £
A HEt2 Fo{FLICH ZEAlof HEtE Fo{5t= Lol CHEF XFMIEH LR ZEA| HEt 2048
S EC RPN

« Envoy ZEA|IE AI3EE 7|&E Amazon ECS EfA 3 Ho|E 2} ¢O|o|E&tLCt.

INEE TS

Envoy Z1E|O|L{0ll= App Mesh MHIAZE HE L= Q| ME5t7| 28t AWS Identity and Access
Management At73 30| EQgL|Ct Amazon EC2 AlZF K82 2 HIZEl Amazon ECS EfA39| &
R A BH2 QIAEA 8 L= EHA T IAM HE UM 7HK{2 = U &LICH Linux8| Fargate Z4E]|
O|L1ZE AL 504 HiZ B Amazon ECS EHATE QAEA |IAM Z2E X4 ZHE XS 6= Amazon
EC2 HIEIH|O|Ef Aol HMAE = QI&LICt o2t At S E XS ste{™ Linux2| Fargate Z3E]|
Ol REo 2 HiZE EfAT0f IAM EfA T 4E S st of & LC.

m
:l:

32 Amazon EC2 A& 8o 2 HIEZ 311 Amazon EC2 HIEHH|O|E] AMEH0d| CHEH HMI AT} XHEH
| 7C=>|_?_ EH&E.O‘" I:Ho}- IAM 3 %EI- | %R _7|<_A_-||0-|| A—|I:I=|E| 7—|7‘;.|E-| EH&H IAM Q3st EH&ELO‘" O:|7=|°|.|o|;
Ctsl =

o I —
FLICEH QIABIA EE= EfA 30| €T st HEols Z5A| Het Fodoll BFE CH=Z IAM HA0| 4Z

rn

r
1

ok

o4 QlofoF EFLct,
E Ar8stod 2] HolE YO|o|EstE{™ AWS CLI

Amazon ECS AWS CLI HHE ME& LIClregister-task-definition. Of2l oil A 2 HolE M
HIA0i CHSH App Mesh& F45tE W2 Eo{ELICt

EfA3 ol ARN

|

S Al 7

Amazon ECS MH|AT} App MeshE AFEStE & F452{H MH|AQ| EfA T Holof O ZJA[ F

M MAMO| lo{of BHLICH ZEA| 4 type2 APPMESHE A3l containerName2 envoyZ A
XSHL|CE CFS &4 ZHS &%d5| A&dst |
oH 1 O HA = =20oH- .
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https://docs.aws.amazon.com/app-mesh/latest/userguide/proxy-authorization.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/instance_IAM_role.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/task-iam-roles.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/task-iam-roles.html
https://docs.aws.amazon.com/app-mesh/latest/userguide/proxy-authorization.html
https://docs.aws.amazon.com/cli/latest/reference/ecs/register-task-definition.html
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IgnoredUID
Envoy ZEA[= O| AtEXI IDE ME35le ZEAMAS| EBEE 2t REISHX| et&LICH O &4 Zhod
CHaH 5tE AFSXFIDE MEfE £ QIX|EH O] IDE =] X o|o| Envoy Z1E| 0|10l CHEt user ID

B2 Envoys ZSAIE AL85tX| i XHA| ECHEE FAE

y s
o ssHor & LICt Ol A L& &
2 sl 133782 AF2 &Lt

£ Q&LICH ofMIME 7|15

ProxyIngressPort
Envoy Z5A| ZiE|O|L2] QIHt2E ZEQIL|CH O] 22 150002 HHEfLICH
ProxyEgressPort
Envoy ZEA| ZiE|0|L{Q| o} RHIR2E ZEQLICE 0| k2 150012 MM ELICE.
AppPorts
of Z2|7 0| ZE| 0|47t =&l CHZ|5t= 2 E HIR2E ZEE X|HELICH O] oilA|of M o E 2|7
Ol ZE|Ol{E 9080 ZEE Sofl +=AFLICH X[Hste ZEE 7ty =& ElALo| FEE ZE

oF Lx|shoF grLct.

EgressIgnoredIPs

Envoy= Ol2deh IP F=A0i CHet EcfEE ZF/A| XME|sHK| A &LICH O] Zt2
169.254.170.2,169.254.169.2542 M35 Amazon EC2 MIEFH O|E{ MEH{QF Amazon
ECS EiA3 HIEIH(O|E A=EZQIETF FAIELLICH HEHO|E IEZQIE= EfAT XtHE FHE
feHIAM & 2 NS ELICH FAE F7HE = JU&LCH

EgressIgnoredPorts

&LICH EnvoyE O|2{8t ZEof CHEt ECfZIS
Ao ZE 225 FAELICH

|E

S A A

"proxyConfiguration": {
"type": "APPMESH",

"containerName": "envoy",
"properties": [{
"name": "IgnoredUID",

"value": "1337"
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3,

{
"name": "ProxyIngressPort",
"value": "15000"

3,

{
"name": "ProxyEgressPort",
"value": "15001"

3,

{
"name": "AppPorts",
"value": "9080"

3,

{
"name": "EgressIgnoredIPs",
"value": "169.254.170.2,169.254.169.254"

3,

{
"name": "EgressIgnoredPorts",
"value": "22"

}

]
}

oHZ2|7io| ™ ZiEl|l0|L] Envoy &M

Y Heolof ol Z2|7 0|1 ZEO|LHE AlEstE{H Envoy ZH A7} £ E*EE”EI AEE x| 7|
Ct2{of gfLICH OIE IsiM= 2 oHZ 2|7 0l ZiE| 0l 2l dependsOn A4S 7801 Envoy
Z1E{|O|L47F HEALTHYE E 1 E wi7h x| 7|ChRILICH CHE R E= 0] 5440| /= o Z2|AH ol ZE|
Ol Hol ol & EodELICt CFS olAel ZE £40| HRELIcH UF &4 2 HesX(E A&
= ## ##ELCH

{

"name": "appName",
"image": "appImage",
"portMappings": [{
"containerPort": 9080,
"hostPort": 9080,
"protocol": "tcp"

1,

"essential": true,
"dependsOn": [{
"containerName": "envoy",
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0o
1z
0%
x

AWS 4 HIA| A

"condition": "HEALTHY"
}]
}

Envoy Z1E{ 0| & 9
Amazon ECS E}A 3 X 9|of = App Mesh Envoy Z1E{|0|L{ o|O|X|7} Z & Z|o{of &fL|C}.

XHEl= BE B2 ## ###me-south-1,, ap-east-1, ap-southeast-3, 2! 0|2|9| 2 E 2|
O Z HIE # eu-south-1il-central-1Y&LICtaf-south-1.

FH
[

840364872350 .dkr.ecr.region-code.amazonaws.com/aws-appmesh-envoy:vl1l.34.13.1-prod

FIPS &%

840364872350.dkr.ecr.region-code.amazonaws.com/aws-appmesh-envoy:v1l.34.13.1-prod-
fips

me-south-1

FH
[

772975370895 .dkr.ecr.me-south-1.amazonaws.com/aws-appmesh-envoy:v1.34.13.1-prod

ap-east-1

FH
[

856666278305.dkr.ecr.ap-east-1.amazonaws.com/aws-appmesh-envoy:v1l.34.13.1-prod

ap-southeast-3

FH
[

909464085924 .dkr.ecr.ap-southeast-3.amazonaws.com/aws-appmesh-envoy:v1l.34.13.1-prod

eu-south-1

FH
£
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A8 HEBM

AWS &4 HIAl
422531588944 .dkr.ecr.eu-south-1.amazonaws.com/aws-appmesh-envoy:v1.34.13.1-prod

il-central-1

FH
M

564877687649 .dkr.ecr.il-central-1.amazonaws.com/aws-appmesh-envoy:v1l.34.13.1-prod

af-south-1

FH
M

924023996002 .dkr.ecr.af-south-1.amazonaws.com/aws-appmesh-envoy:v1l.34.13.1-prod

Public repository

FH
M

public.ecr.aws/appmesh/aws-appmesh-envoy:v1.34.13.1-prod

FIPS &%

public.ecr.aws/appmesh/aws-appmesh-envoy:v1l.34.13.1-prod-fips

/A Important
v1.9.0.0-prod O|4F EHZBF App MeshO| A AL & = Q& LICEH

Envoy ZEME E0| App MeshE& X|Hst= B3 At S BEHE W7 X[ App Mesh Envoy Z4E0|L1 O]
ghLiCH REMI8H LI 2 GitHub roadmap issue(GitHub 2= EX))E & X FHAA|2.

O/X|E ArE3dtioF

ChS ofxe] 2 E Sdo| ERELIch dF &4 U Ho8tX|er YF = ## ##ELICh

(® Note
« Envoy Z4EI0|L] HOol= essential 2 E A|E[0{0F & LICt
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AWS 4 H|A| A8 YA

- Envoy Z4E0|L40i 5127 CPU Ehelet z|4 64MiB HIZE2|E & Este W0l E&LICt
FargateOll M A& 4 = A EF2 1024MiB H 2 2|ILIC}.

« Amazon ECS MH|A Q| 714t = E 0|E £ APPMESH_RESOURCE_ARN &4 Zfo 2 AX&
ofF &LICt o]l 4oll= 1.15.0 0|4 2| Envoy O|0|X| HHFO| e &tL|Ct REMISH LIS
Envoy EHHE EXSHAAI.

« user A% Zt2 =] Mo| ZE A| 49| IgnoredUID ZfTt x| ok HL|Ct O] ol Aof A
= 13372 A

« 097|0] EA|E AEH & Q12 Envoy ZIElO|L{7} X Afo| o Z2|7i0|M ZE|0|L{E AlZHE
ZH|7} £|R S & Amazon ECSOI| 2 11517| 0 Envoy Z1E|O|L47} SHIZH REEAEZE
77k X| Z|ch&L|Ct.

oo rlo
o3
L
_11

« 7|29 2 App Mesh= Envoy7t X|E 2 ER
[ APPMESH_RESOURCE_ARNO{A X|& 8t 2
APPMESH_RESOURCE_CLUSTER &4 &
MEolg = &Lt ol H€0=1.15.0
&t LI 2 Envoy HHE2 HZTFHAAIL.

0[A01M RtAE HZE
AA0|0|F S MEFLICH

AMEX 1RO o|§2 2 dHsto] 0| SEE
0|4 2| Envoy O|O|X| HZ10| H B LT XAl

Ch2 ZE= Envoy ZIH|O|L] Ho| oM E EoiELCh.

{

"name": "envoy",

"image": "840364872350.dkr.ecr.us-west-2.amazonaws.com/aws-appmesh-envoy:v1l.34.13.1-
prod",

"essential": true,
"environment": [{
"name": "APPMESH_RESOURCE_ARN",
"value": "arn:aws:appmesh:us-west-2:111122223333:mesh/apps/virtualNode/serviceB"
1,
"healthCheck": {
"command": [
"CMD-SHELL",
"curl -s http://localhost:9901/server_info | grep state | grep -q LIVE"
1,
"startPeriod": 10,
"interval": 5,
"timeout": 2,
"retries": 3
.
"user": "1337"
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}

ENA 3 o o Al

C+2 oAl Amazon ECS EfA 3 Ho|= 2|o| oM|E taskBol| CHEH EfA T Ho|Z2 Wi ste WHE &2
04 FLICE. AWS X-RayAt& 0{20f 2tH|g10| & Amazon ECS Al & 250 CHEt EHAZE MM
St= Ol MI7H MBELICH ## ## 22 MHS| #3510 A|LtE|L20)M 0|F 0] taskA & taskBv29! EN
A SOl EfA T Ho|E MAEILICH APPMESH_RESOURCE_ARN Ztoil CH8F HIA| O|& & 7}4 == 0|
ot o Z 2|7 0| MO0 ZEA| 719 AppPorts ¢t FAlstE ZE S8 A LICH 7|22 2 App
Mesh= Envoy7l X|E 2! EB|O|A0M RFAIS &= & [ APPMESH_RESOURCE_ARNOIAM X|&HEt 2lA
A 0| O|EE AFEELIC. APPMESH_RESOURCE_CLUSTER &4 HiE A% IR0/ 0|Ec 2 M™
504 O| S&F2 AMHOE &= U&LICH O oNe] R E &-&o| EH gL 8 &4 gt EREHK|

o U= ## ##EHLICE

A4 5 cHof| AP EI CHE Amazon ECS EHAT E A 501 ZRo|E 7|&E EfA T IAM 2 EE o
KMol F=7+sHoF ghLCt.

/A Important
Fargate= 10242CH & ZE IS AL&35HoF ghLct.

Example Amazonz ECS EijA 3 % o[of CHEF JSON - Linux2| Fargate Z4E{0|L

{
"family" : "taskB",
"memory" : "1024",
"cpu" : "0.5 vCPU",
"proxyConfiguration" : {
"containerName" : "envoy",
"properties" : [
{
"name" : "ProxyIngressPort",
"value" : "15000"
I
{
"name" : "AppPorts",
"value" : "9080"
I
{
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"name" : "EgressIgnoredIPs",
"value" : "169.254.170.2,169.254.169.254"

"name": "EgressIgnoredPorts",
"value": "22"

"name" : "IgnoredUID",
"value" : "1337"

"name" : "ProxyEgressPort",
"value" : "15001"

1,
"type" : "APPMESH"
.
"containerDefinitions" : [
{
"name" : "appName",
"image" : "appImage",
"portMappings" : [
{
"containerPort" : 9080,
"protocol" : "tcp"

1,
"essential" : true,
"dependsOn" : [
{
"containerName" : "envoy",
"condition" : "HEALTHY"

"name" : "envoy",

"image" : "840364872350.dkr.ecr.us-west-2.amazonaws.com/aws-appmesh-
envoy:v1l.34.13.1-prod",

"essential" : true,

"environment" : [

{
"name" : "APPMESH_VIRTUAL_NODE_NAME",
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"value" "mesh/apps/virtualNode/serviceB"

1,
"healthCheck" : {

"command" : [

"CMD-SHELL",
"curl -s http://localhost:9901/server_info | grep state | grep -q LIVE"

1,

"interval" : 5,
"retries" : 3,
"startPeriod" : 10,
"timeout" : 2

3,
"memory" : 500,

"usexr" : "1337"

iF
"requiresCompatibilities" [ "FARGATE" 1],
"taskRoleArn" : "arn:aws:iam::123456789012:ro0le/ecsTaskRole",

"executionRoleArn" "arn:aws:iam::123456789012:r0le/ecsTaskExecutionRole",

"networkMode" : "awsvpc"

Example JSON for Amazon ECS ¢4 % 2| AWS X-Ray - Linux Z1E0|L{2| Fargate

te Ol AHE " = e =7 & ofEeI7o|Mo| &1
A& LICH EnvoyOll CHB X-Ray EEO|HHE AFE 35}
™ Envoy7t £ HEE X-Rayd|l E1 & = U&LICH Envoy 742 ALE5t04 X-Ray T 7|52 &
Mete = &LIch FMofl et EnvoyE ALO|=7t ZHE| 0|2 M- E|= X-Ray CHE (daemon)ol &
X H|o|E{E E LD CHE(daemon)2 FXE X-Ray MH|A 0 MY & LICH FX{0| X-Rayoll HIA|Z|H
tod MH|IA £ O HE% AZtststm &

)
Sge gdststs elA3 Holg LIEHHLICH

X-RayOll M= AEX7F EBE 5 &8 AlZ3Ets
M SsHor etCt= 2ol CHE HIO|EHE +=&E =
Ol
AN

X-Ray 2£2 A8

JSONZ X-Ray &

"family" : "taskB",

"memory" : "1024",

"cpu" : "512",

"proxyConfiguration" : {
"containerName" : "envoy",
"properties" : [

HAMHF HEE oY = U&LICH OS

27
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{
"name" : "ProxyIngressPort",
"value" : "15000"
I
{
"name" : "AppPorts",
"value" : "9080"
I
{
"name" : "EgressIgnoredIPs",
"value" : "169.254.170.2,169.254.169.254"
I
{
"name": "EgressIgnoredPorts",
"value": "22"
I
{
"name" : "IgnoredUID",
"value" : "1337"
I
{
"name" : "ProxyEgressPort",
"value" : "15001"
}
1,
"type" : "APPMESH"
},
"containerDefinitions" [
{
"name" : "appName",
"image" : "appImage",
"portMappings" : [
{
"containerPort" : 9080,
"protocol" "tcp"
}
1,
"essential" : true,
"dependsOn" : [
{
"containerName" : "envoy",
"condition" "HEALTHY"
}
]
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{

"name" : "envoy",

"image" : "840364872350.dkr.ecr.us-west-2.amazonaws.com/aws-appmesh-

envoy:v1l.34.13.1-prod",
"essential" : true,
"environment" : [
{
"name" : "APPMESH_VIRTUAL_NODE_NAME",
"value" : "mesh/apps/virtualNode/serviceB"

"name": "ENABLE_ENVOY_XRAY_TRACING",
Ilvaluell: II1II

iF
"healthCheck" : {
"command" : [
"CMD-SHELL",

"curl -s http://localhost:9901/server_info | grep state | grep

1,
"interval" : 5,
"retries" : 3,
"startPeriod" : 10,
"timeout" : 2

},

"memory" : 500,

"user" : "1337"

"name" : "xray-daemon",

"image" : "amazon/aws-xray-daemon",

"user" : "1337",

"essential" : true,

"cpu" : "32",

"memoryReservation" : "256",

"portMappings" : [

{

"containerPort" : 2000,
"protocol" : "udp"

-q LIVE"

6EHA!: MH|A d|o|E
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"requiresCompatibilities" :
"arn:aws:iam: :123456789012:role/ecsTaskRole",
"arn:aws:iam: :123456789012:role/ecsTaskExecutionRole",

"taskRoleArn"

"executionRoleArn"
"networkMode" : "awsvpc"
S

}
Example Amazon ECS EfA 3 HO|E 2|2 JSON - EC2 A|% &

{
"family": "taskB",
"memory": "256",

"proxyConfiguration": {
"type": "APPMESH",
"containerName": "envoy",

"properties": [

{
"IgnoredUID",

"name" :
"value": "1337"

"ProxyIngressPort",

"name" :
"value": "15000"

"ProxyEgressPort",

"name" :
"value": "15001"

"AppPorts",

"name" :
"value": "9080"

}
"name": "EgressIgnoredIPs",
"value": "169.254.170.2,169.254.169.254"
}
"EgressIgnoredPorts",

"name" :
"value": "22"

]

o
"containerDefinitions":

[

30
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{

"name": "appName",
"image": "appImage",
"portMappings": [
{
"containerPort": 9080,
"hostPort": 9080,
"protocol": "tcp"
}
1,
"essential": true,
"dependsOn": [
{
"containerName": "envoy",
"condition": "HEALTHY"

"name": "envoy",
"image": "840364872350.dkr.ecr.us-west-2.amazonaws.com/aws-appmesh-
envoy:v1l.34.13.1-prod",
"essential": true,
"environment": [
{
"name": "APPMESH_VIRTUAL_NODE_NAME",
"value": "mesh/apps/virtualNode/serviceB"
}
1,
"healthCheck": {
"command": [
"CMD-SHELL",
"curl -s http://localhost:9901/server_info | grep state | grep -q LIVE"
1,
"startPeriod": 10,
"interval": 5,
"timeout": 2,
"retries": 3

},
"user": "1337"
}
1,
"requiresCompatibilities" : [ "EC2" ],
"taskRoleArn" : "arn:aws:iam::123456789012:ro0le/ecsTaskRole",
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"executionRoleArn" : "arn:aws:iam::123456789012:role/ecsTaskExecutionRole",
"networkMode": "awsvpc"

}

ExampleE AFE 8t Amazon ECS 2] Z9|& JSON AWS X-Ray - EC2 A% 3

"family": "taskB",

"memory": "256",

"cpu" : "1024",

"proxyConfiguration": {
"type": "APPMESH",

"containerName": "envoy",
"properties": [
{
"name": "IgnoredUID",
"value": "1337"
},
{
"name": "ProxyIngressPort",
"value": "15000"
},
{
"name": "ProxyEgressPort",
"value": "15001"
},
{
"name": "AppPorts",
"value": "9080"
},
{
"name": "EgressIgnoredIPs",
"value": "169.254.170.2,169.254.169.254"
},
{
"name": "EgressIgnoredPorts",
"value": "22"
}
]
},
"containerDefinitions": [
{
"name": "appName",

6EHA!: MH|A d|o|E



AWS 4 HIA|

0o
1z
0%

"image": "appImage",
"portMappings": [
{
"containerPort": 9080,
"hostPort": 9080,
"protocol": "tcp"
}
1,

"essential": true,
"dependsOn": [

{
"containerName": "envoy",
"condition": "HEALTHY"
}
]
I
{
"name": "envoy",
"image": "840364872350.dkr.ecr.us-west-2.amazonaws.com/aws-appmesh-

envoy:v1l.34.13.1-prod",
"essential": true,
"environment": [

{
"name": "APPMESH_VIRTUAL_NODE_NAME",
"value": "mesh/apps/virtualNode/serviceB"

.

{
"name": "ENABLE_ENVOY_XRAY_TRACING",
"value": "1"

}

1,

"healthCheck": {
"command": [
"CMD-SHELL",
"curl -s http://localhost:9901/server_info | grep state | grep
1,
"startPeriod": 10,
"interval": 5,
"timeout": 2,
"retries": 3

"user": "1337"

-q LIVE"

6EH A MH|A Yd|o|E
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"name": "xray-daemon",

"image": "amazon/aws-xray-daemon",

"usexr": "1337",

"essential": true,

"cpu": 32,

"memoryReservation": 256,

"portMappings": [

{

"containerPort": 2000,
"protocol": "udp"

}

}
1,
"requiresCompatibilities" : [ "EC2" ],
"taskRoleArn" : "arn:aws:iam::123456789012:ro0le/ecsTaskRole",
"executionRoleArn" : "arn:aws:iam::123456789012:role/ecsTaskExecutionRole",
"networkMode": "awsvpc"
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X BE SX|: 2026 9& 300i AWS =01 CHEF X|HS SEHELICH AWS App Mesh. 2026
'H 92 30 O|F 0l = AWS App Mesh 2& &= AWS App Mesh 2|4201 O 0| HAMAE
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E & X AWS App Mesh &HM|2.
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Al 7|8 &R SHM 2. Amazon EC201M A&l Kubernetes 2E{AEE AgHslE Z< Envoy 00|
X7t = Amazon ECR 2|Z X|E2|0{| Docker7t 215 EIRFA= K| = IFLICt XHAIEH LHE 2 Amazon
Elastic Container Registry At& ME M 2| Envoy O|0[X|, B X|AEE| 2IF & Kubernetes AHE A 2|
ZotolEl YIRIAEZ|NAM o|O|X| 7IM7|8 & ZSHAL.

« App Meshi= DNS AWS Cloud MapEE = = CHoll S& &l Linux MH|AE X[HELICE O AIZf oFLHA
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ol ZE AMHIAE AME £ ot 7 g LCH

MH|ATF EMEHR| A HEIE MH[A HIA| & SHE 2| AAE MAEE = UX|TH AX| MH[AE HHEZE
7R HIAIE AFSE &= ei&LICH

« AWS CLI EH% 1.18.116 O|4 EE= 2.0.38 O| &t 0| M| E|A&LICH & Mx|6H7{LF Ydad|o|=5te{H™
MX|E AWS CLIETZ5HAM[2. AWS CLI

« Kubernetes 2t{AE{Q} EQISHESE A=l kubectl 2210|91E. Amazon Elastic Kubernetes
ServiceE M &35tE A kubectl M%| & kubeconfig Tt F4Jof CHEH X|ES MEE = N
LIC}.

« Helm H{7 3.0 0|&F0| Ax%|x|oq ®/0{0F & LICt. HelmO| A&|E|0] K| &t 722 Amazon EKS Al
ME M S| Amazon EKSO|A Helm A2 € 2 X 5HAMI2.

« Amazon EKSE $X IPv4_ONLY 2 IPv6_ONLY ME IP 7|2 MH™HE X|EL|Ct. Amazon EKSE
34X IPv4 ECHEI0F = IPv6e ECHED XMEIE = U= ZED X7 2 L|CE

Fa
=

LFHX| EHAIGIME AN MH|A QS| O|E0| serviceA, serviceB 2 serviceBv20|1
apps.localO|2t= HUAHO|AE S8l ZE MH|IAE AME £+ QCtm 7HHEMLICH

1EHA: S8 74 24 MR

1. O RSl Linix| ol M= AR iSle] HEBRY) MAISIA 28 SRiAED) BRI,
AT HEE M1 26T x| HAsHK| o2 B SBAE(] AIBE B0 Mx|
Slof UEX| EQlsts ATZEE Che2=stod MY £ aLin

curl -o pre_upgrade_check.sh https://raw.githubusercontent.com/aws/eks-charts/
master/stable/appmesh-controller/upgrade/pre_upgrade_check.sh
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https://docs.aws.amazon.com/eks/latest/userguide/getting-started.html
https://docs.aws.amazon.com/eks/latest/userguide/getting-started.html
https://docs.aws.amazon.com/app-mesh/latest/userguide/envoy.html
https://docs.aws.amazon.com/AmazonECR/latest/userguide/Registries.html#registry_auth
https://kubernetes.io/docs/tasks/configure-pod-container/pull-image-private-registry/
https://docs.aws.amazon.com/cli/latest/userguide/cli-chap-install.html
https://docs.aws.amazon.com/eks/latest/userguide/install-kubectl.html
https://docs.aws.amazon.com/eks/latest/userguide/create-kubeconfig.html
https://docs.aws.amazon.com/eks/latest/userguide/helm.html
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sh ./pre_upgrade_check.sh

A3 EETJlYour cluster is ready for upgrade. Please proceed to the
installation instructionsE BtetstH Chg EHAZE ZI-AE = AU &LICt CHE HAIX|7F gt
ghe|H A& 67| Mof daclol= BHAE 2t= st oF BhLlch AIRE HT Yaso|=of et XA
gt LI 2 GitHubO| M LI H0[=E& FHESHMAIL.

2. HelmO{ eks-charts ZIZX|EE|IE F7}&LICT
helm repo add eks https://aws.github.io/eks-charts
3. App Mesh Kubernetes At X} K| 2|4 A X O[(CRD)E A xIELICH
kubectl apply -k "https://github.com/aws/eks-charts/stable/appmesh-controller/crds?
ref=master"
4, ZAEEDH0] CiEt Kubernetes WA HO|AE BHELICH,
kubectl create ns appmesh-system
5 O|F HHUMAMEY = ULSE OIS H-E HHEE LI cluster-name & Region-code&
7|& Ec{AEQ| g2 2 HiELCt
export CLUSTER_NAME=cluster-name
export AWS_REGION=Region-code
6. (MEH AlE) FargateOlM ZHEE{E A#SHE{™ Fargate T2 ZE M35l oF &LICH of &
eksctlS Mx|HK| 812 ZF< Amazon EKS A& HARBEMO| eksctl Mx| E= T2l o| =& &
ZHMR. 2E£2 M85t0{ Z2 %% MA5t2{™ Amazon EKS A& MBEAO| Fargate ZE2E
g XA
eksctl create fargateprofile --clustexr $CLUSTER_NAME --name appmesh-system --
namespace appmesh-system
7. 2{AE0| CHE OpenlD Connect(OIDC) At 5B SZAtE BHELICH eksctlE HRISHA| &2
#< Amazon EKS M% MREXMO| eksctl Mx| E£= ado|=o| x|&o w2t Mx|g &= A&
Ct. 2&£2 AL835t0] SZXHE d45t24™H Amazon EKS AHE B M| 2 2{AE A MH[A A
O| IAM g M E ’E.*.’F_%MIR.
eksctl utils associate-iam-oidc-provider \
--region=$AWS_REGION \
1274 S8 +d 24 dx
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https://github.com/aws/eks-charts/blob/master/stable/appmesh-controller/README.md#upgrade
https://docs.aws.amazon.com/eks/latest/userguide/eksctl.html#installing-eksctl
https://docs.aws.amazon.com/eks/latest/userguide/fargate-profile.html#create-fargate-profile
https://docs.aws.amazon.com/eks/latest/userguide/fargate-profile.html#create-fargate-profile
https://docs.aws.amazon.com/eks/latest/userguide/eksctl.html#installing-eksctl
https://docs.aws.amazon.com/eks/latest/userguide/enable-iam-roles-for-service-accounts.html
https://docs.aws.amazon.com/eks/latest/userguide/enable-iam-roles-for-service-accounts.html
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--cluster $CLUSTER_NAME \
--approve

IAM 2382 4351 U AWSAppMeshFullAccess AWSCloudMapFullAccess AWS 2218 &34
CHZ appmesh-controller Kubernetes A{H|A 7H|Hof HFQIZIBILIC} O] &S AL
ZAEEB{7} App Mesh E|&AE F7H AM7H L HEE = A&LICH

eksctl create iamserviceaccount \

--cluster $CLUSTER_NAME \

--namespace appmesh-system \

--name appmesh-controller \

--attach-policy-arn arn:aws:iam::aws:policy/
AWSCloudMapFullAccess,arn:aws:iam: :aws:policy/AWSAppMeshFullAccess \

--override-existing-serviceaccounts \

--approve

AWS Management Console EE=& At&36t0{ MH|A HHE 445t 2{% Amazon EKS At

8 AP M| MH[A H ™ol CHE IAM Q& 2 YA S AWS CLIE ZSHAIL. https://
docs.aws.amazon.com/eks/latest/userguide/create-service-account-iam-policy-and-
role.html#create-service-account-iam-role AWS Management Console EE=& AF&3104 AHE
AWS CLI M3t 3 Y& 2 Kubernetes AH|A A& of OiE3HoF rLICH REAISH LIS 2ol
2248 Amazon EKS AHE B Q| AMH|A H ol CHEH IAM 248 X|HE HE5HAIL.

App Mesh ZIEEHE HEZELICH 2E 7 &M FF2 GitHub2| Configurationg & Zst& Al
o

1. Z2t0o|Y! 22{AE{E App Mesh ZHEEHE HIE 524 HX{ AZQE Z2l0|8! MEUIof App
Mesh@} MH|A A2 Amazon VPC QIE X QIEE & /M35laloF gFL|Ct EESt accountIdE A

SHoF & L|Ct.

--set accountId=$AWS_ACCOUNT_ID

__rL

[[ol
0%
FO
k>
mx
bal
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https://console.aws.amazon.com/iam/home?#policies/arn:aws:iam::aws:policy/AWSAppMeshFullAccess$jsonEditor
https://console.aws.amazon.com/iam/home?#policies/arn:aws:iam::aws:policy/AWSCloudMapFullAccess$jsonEditor
https://docs.aws.amazon.com/eks/latest/userguide/create-service-account-iam-policy-and-role.html#create-service-account-iam-role
https://docs.aws.amazon.com/eks/latest/userguide/create-service-account-iam-policy-and-role.html#create-service-account-iam-role
https://docs.aws.amazon.com/eks/latest/userguide/create-service-account-iam-policy-and-role.html#create-service-account-iam-role
https://docs.aws.amazon.com/eks/latest/userguide/specify-service-account-role.html
https://github.com/aws/eks-charts/blob/master/stable/appmesh-controller/README.md#configuration

A8 A

AWS 4 HIA|
Zztol8! EHAEOM X-Ray FH 2 &#3l5t24M X-Ray 2! Amazon ECR Amazon VPC
A= xZQIEE &M35EtLICH HEEME 7IBEM2Z public.ecr.aws/xray/aws-xray-
daemon:latestE AIE3SI2E 0| O|0|XIE 2EZHE 7FX{2tM 7HQI ECR E[ZX|EE|Z FA[E
L|Ct.

® Note
Amazon VPC AEZQOIE = $4A Amazon ECR HEZ! 2|Z X|E2|E X|SIK| et&L
Ct.

WS HoiELict

rr

CHE Mol M E X-Ray& 7 &2 A835t0i ZIEEDHE HIZ 5t

helm upgrade -i appmesh-controller eks/appmesh-controller \

--namespace appmesh-system \

--set region=$AWS_REGION \

--set serviceAccount.create=false \

--set serviceAccount.name=appmesh-controller \

--set accountId=$AWS_ACCOUNT_ID \

--set log.level=debug \

--set tracing.enabled=true \

--set tracing.provider=x-ray \

--set xray.image.repository=your-account-id.dkr.ecr.your-
region.amazonaws.com/your-repository \

--set xray.image.tag=your-xray-daemon-image-tag

OHZZ|ZO|M HHZE 7t == = HOo|E9 0|0 HQIEE [} X-Ray CHE (daemon)0| &3
K-Iog M'°|E|MEX| FO| |_| |.

—

bt
E]

KM LHE 2 Amazon EKS AFE MRHAM O] Z2to|8! E8{AEE
2. CIE 22{AE& App Mesh ZHEEHE HIZFLICI 2E #E M
Configurationg & Zst&AI2.

helm upgrade -i appmesh-controller eks/appmesh-controller \
--namespace appmesh-system \
--set region=$AWS_REGION \
--set serviceAccount.create=false \
--set serviceAccount.name=appmesh-controller

18HH: S8 748 24 &


https://docs.aws.amazon.com/AmazonECR/latest/userguide/docker-push-ecr-image.html
https://docs.aws.amazon.com/AmazonECR/latest/userguide/vpc-endpoints.html
https://docs.aws.amazon.com/eks/latest/userguide/private-clusters.html
https://github.com/aws/eks-charts/blob/master/stable/appmesh-controller/README.md#configuration
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® Note

Amazon EKS Z2{AE 2|7} IPv6e Q! B, App Mes EHEUEZE o™ H

hZE
™ --set clusterName=$CLUSTER_NAMEO] CtS SME F7}5t0{ EE{AE| OIS
MYstMl.

/A Important

Z2{AE{7t me-south-1, ap-east-1, ap-southeast-3, eu-south-1, il-
central-1 K& af-south-1 2|0l U= B2, o|H B Ctg SMS FII6H0k &
L|C}.

account-id & Region-codeE& MY &t ME & StLIE HEE LICH

- AtO|=7t o|O|x|e| B¢

--set image.repository=account-id.dkr.ecr.Region-code.amazonaws.com/
amazon/appmesh-controller

» 772975370895.dkr.ecr.me-south-1.amazonaws.com/aws-appmesh-
envoy:v1.34.13.1-prod

» 856666278305.dkr.ecr.ap-east-1.amazonaws.com/aws-appmesh-envoy:v1.34.13.1-
prod

* 909464085924.dkr.ecr.ap-southeast-3.amazonaws.com/aws-appmesh-
envoy:v1.34.13.1-prod

» 422531588944 .dkr.ecr.eu-south-1.amazonaws.com/aws-appmesh-
envoy:v1.34.13.1-prod

» 564877687649.dkr.ecr.il-central-1.amazonaws.com/aws-appmesh-
envoy:v1.34.13.1-prod

» 924023996002.dkr.ecr.af-south-1.amazonaws.com/aws-appmesh-envoy:v1.34.13.1-
prod

. 0|™ 0|0|X| URIE GitHubl| #4173 20 & 4 & LCt o|0|X|7F = AWS
HZ&O| MM HZAE|Q&LICvl . 5.0. O] H{F 2| 0|O|X|&= Amazon Elastic
Kubernetes Service Amazon Z1E{ 0|4 O|O|X| 2| X|AEE2|0f = AWS o A&
EHLJE}
= o

15 8 74 @4 Mx 40


https://github.com/aws/aws-app-mesh-controller-for-k8s/releases
https://docs.aws.amazon.com/eks/latest/userguide/add-ons-images.html

AWS 24 A

0
x

ZAEEH olOlx|e| E<:

--set sidecar.image.repository=account-id.dkr.ecr.Region-
code.amazonaws.com/aws-appmesh-envoy

772975370895.dkr.ecr.me-south-1.amazonaws.com/amazon/appmesh-
controller:v1.13.1

856666278305.dkr.ecr.ap-east-1.amazonaws.com/amazon/appmesh-
controller:v1.13.1

909464085924 .dkr.ecr.ap-southeast-3.amazonaws.com/amazon/appmesh-
controller:v1.13.1

422531588944 .dkr.ecr.eu-south-1.amazonaws.com/amazon/appmesh-
controller:v1.13.1

564877687649.dkr.ecr.il-central-1.amazonaws.com/amazon/appmesh-
controller:v1.13.1

924023996002.dkr.ecr.af-south-1.amazonaws.com/amazon/appmesh-
controller:v1.13.1

Abol=7t =73t o|O|x|2e| EL:

--set sidecar.image.repository=account-id.dkr.ecr.Region-
code .amazonaws.com/aws-appmesh-envoy

772975370895.dkr.ecr.me-south-1.amazonaws.com/aws-appmesh-proxy-route-
manager:v7-prod

856666278305.dkr.ecr.ap-east-1.amazonaws.com/aws-appmesh-proxy-route-
manager:v7-prod

909464085924 .dkr.ecr.ap-southeast-3.amazonaws.com/aws-appmesh-proxy-route-
manager:v7-prod

422531588944 .dkr.ecr.eu-south-1.amazonaws.com/aws-appmesh-proxy-route-
manager:v7-prod

564877687649.dkr.ecr.il-central-1.amazonaws.com/aws-appmesh-proxy-route-
manager:v7-prod

924023996002.dkr.ecr.af-south-1.amazonaws.com/aws-appmesh-proxy-route-
manager:v7-prod
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AWS 4 HIA| A

/A Important
v1.9.0.0-prod O|&F EHZBF App MeshOllAM A& &~ Q&LICH.

10. ZAEEE{ HEO| vl.4.0 O|&UX| EHUELICE GitHubolM HE 208 AEE &+ U&LICH

kubectl get deployment appmesh-controller \
-n appmesh-system \

-0 json | jq -r ".spec.template.spec.containers[].image" | cut -f2 -d ':'

(® Note
A% 591 7efo| ol CHet 218 BH RAIME Eie oHe HAET} Z8E F0| EAE
% QlaLct.

Neither -kubeconfig nor -master was specified. Using the inClusterConfig.
This might not work.

2EHA|: App Mesh 2|AA H 3

KubernetesOll O Z 2|71 0|2 HiZ & [ Kubernetes AF2 X} K& E|lAAL MME|D 2 ZHAEE 7} &
= App Mesh E|AAE M = J&LICH CHF HAts YR 7|52 A&35104 App Mesh 2|AAE HY
EZ35te= ol =20| EuCt. GitHub2| App Mesh @3&0 LIFE 024 7|s EHC| vibeta2 dt9 EH0]

mlo

M CHE App Mesh 2|44 7|52 HHEZ 57| {8t oAl OILTHAEE 32 &= &Lt
/A Important
ZHAEE2{7t App Mesh E|AAE HMFt ol HEEZHE AHE3504 sHE App Mesh E[A AT
B85 Lt AAStE ZJ0| E2& LT App MeshE AL&5t04 E|AAE HAGHHLE A X|5HE A

EEHE 7|2XMo 2 10AlzZt S0 HAE|HLE AK|El App Mesh BIAAES 84738t L CHA| A
HetX| et&LICH O 7|ZHE o A e &= U&LICH REMEH LI 2 GitHubol M 7242 &
ZEHMAL.
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https://github.com/aws/aws-app-mesh-controller-for-k8s/releases
https://github.com/aws/aws-app-mesh-examples/tree/main/walkthroughs
https://github.com/aws/eks-charts/blob/master/stable/appmesh-controller/README.md#configuration

AWS 4 HIA|

H Al 2lAAE HYAEStE{H

1. App Mesh B|AAE HIZE Kubernetes HIYAHH O|AS MAEHLICEH

BHxE ZHFE{0] namespace.yamlO|2tE Thofl X{Z&LICH

Ojo
rH

a. C}

apiVersion: vl
kind: Namespace
metadata:
name: my-apps
labels:
mesh: my-mesh
appmesh.k8s.aws/sidecarInjectorWebhook: enabled

b. UIQUAHOIAE MadstLIC

kubectl apply -f namespace.yaml

2. App Mesh MH[A HAIE &-&GELICH

a. O3 2H=E HAFE{0| mesh.yamlO[2t= mAofl &g LICH O] ZHY2 my-meshit= H|
Al BEIAAE MEsteE O AFSELICH MHIA HIAIE LHE O U= MHIA 7| HESIT Ef
Zlof| Cist =21x ALt

apiVersion: appmesh.k8s.aws/vlbeta2
kind: Mesh
metadata:
name: my-mesh
spec:
namespaceSelector:
matchLabels:
mesh: my-mesh

b. MAIE d&eLict.

kubectl apply -f mesh.yaml

c. MME Kubernetes HIA| E|AAL| ME HEE FLIC}.
kubectl describe mesh my-mesh

24
24

M
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AWS 4 HIA| At dEAM
Name: my-mesh
Namespace:
Labels: <none>
Annotations: kubectl.kubernetes.io/last-applied-configuration:
{"apiVersion":"appmesh.k8s.aws/
vlbeta2","kind":"Mesh", "metadata":{"annotations":{}, "name":"my-mesh"}, "spec":
{"namespaceSelector":{"matchLa...
API Version: appmesh.k8s.aws/vlbeta2
Kind: Mesh
Metadata:
Creation Timestamp: 2020-06-17T14:51:37Z
Finalizers:
finalizers.appmesh.k8s.aws/mesh-members
finalizers.appmesh.k8s.aws/aws-appmesh-resources
Generation: 1
Resource Version: 6295
Self Link: /apis/appmesh.k8s.aws/vlbeta2/meshes/my-mesh
UID: 111a11bl-clld-1elf-ghl1i-j11k11111m711
Spec:
Aws Name: my-mesh
Namespace Selector:
Match Labels:
Mesh: my-mesh
Status:
Conditions:
Last Transition Time: 2020-06-17T14:51:377
Status: True
Type: MeshActive
Mesh ARN: arn:aws:appmesh:us-west-2:111122223333:mesh/my-mesh
Observed Generation: 1
Events: <none>
d. ZAEZP{7} MAIEH App Mesh MHIA HAlofl CHEH MlE: M2 E =0C}

T

aws appmesh describe-mesh --mesh-name my-mesh

24
24

"mesh": {
"meshName": "my-mesh",
"metadata": {

2EHA: App Mesh 2|4 A HYEZ
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arn": "arn:aws:appmesh:us-west-2:111122223333:mesh/my-mesh",
"createdAt": "2020-06-17T09:51:37.920000-05:00",
"lastUpdatedAt": "2020-06-17T09:51:37.920000-05:00",
"meshOwner": "111122223333",
"resourceOwner": "111122223333",
"uid": "111al11bl-clld-lelf-ghli-j11k11111m711",
"version": 1

.

"spec": {1},

"status": {
"status": "ACTIVE"

}

}
}
3. WAl 74 =8 HELICH 7HY = E & Kubernetes HIZ 0f CHeF =2|X ZQIE| Q&g &L

Ct.
a. CIg EH=XE

EEO|F

apiVersion:
kind: VirtualNode
metadata:
name: my-service-a
namespace: my-apps
spec:
podSelector:
matchLabels:
app: my-app-1
listeners:
- portMapping:
port: 80

protocol: http

serviceDiscovery:
dns:
hostname:

HAFE{0 virtual-node.yamlO|2t= ool XZELICE O] THUES my-
apps HIKLATHO|A0| O|F0| my-service-a®l App Mesh 7H& ==& MM3F
EAHOM BFEE=
7} LHEFHUE AX MH|A LS

EE Mdst=d A8 E
= Kubernetes MH|AE LIEFHLICEH hostname2| Zf
| 2738l E DNS A E 0| QlLIC}.

appmesh.k8s.aws/vlbeta2

my-service-a.my-apps.svc.cluster.local

2EHA: App Mesh 2|4 A HYEZ
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AWS 4 HIA| Al MY

744 E0|= Ol A& MUME CHEX| = ST ¢ 4535t & HEf &l Z2 750 UE

ICH REMIBH LHE 2 the section called “7H4 == BHHE HZXSAAIR. o] AFFoAM MY

g A M e AE Vst ZE HEE HEedH Chs BHES A~dE LI

aws appmesh create-virtual-node --generate-cli-skeleton yaml-input
b. 7t& -E=EZ HiEFLICH
kubectl apply -f virtual-node.yaml
c. MME Kubernetes 74 LE BlAAQ ME HEE EL|C}.
kubectl describe virtualnode my-service-a -n my-apps
=24
= 1
Name: my-service-a
Namespace my-apps
Labels: <none>
Annotations kubectl.kubernetes.io/last-applied-configuration
{"apiVersion":"appmesh.k8s.aws/
vlbeta2","kind":"VirtualNode", "metadata":{"annotations":{}, "name":"my-service-
n Ilnamespacell. Ilmy appSIl:} II
:  appmesh k8s.aws/v1beta2
VirtualNode
2020-06-17T14:57:292Z

a
API Version:

Metadata:
Creation Timestamp

2

Kind:
Finalizers
finalizers.appmesh.k8s.aws/aws-appmesh-resources
/apis/appmesh.k8s.aws/vlbeta2/namespaces/my-apps/

Generation
Resource Version

Self Link
virtualnodes/my-service-a

22545
111allbl-clld-1lelf-ghli-j11k11111m711
my-service-a_my-apps

UID:
Spec:
Aws Name:
Listeners
Port Mapping
Port: 80
Protocol http
Mesh Ref
A HHE

46
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Name: my-mesh
UID: 111allbl-cl1d-1elf-ghli-j11k11111m711
Pod Selector:
Match Labels:
App: nginx
Service Discovery:
Dns:
Hostname: my-service-a.my-apps.svc.cluster.local
Status:
Conditions:
Last Transition Time: 2020-06-17T14:57:29Z
Status: True
Type: VirtualNodeActive
Observed Generation: 2
Virtual Node ARN: arn:aws:appmesh:us-west-2:111122223333:mesh/my-mesh/
virtualNode/my-service-a_my-apps
Events: <none>
d. ZEEE{7} App Meshol| 24448t 7t&h L E o MR HEE SLICH
(@ Note
KubernetesO| A MM El 74 = E9| O|§ 2 my-service-aO|X|2t, App Mesh O A

MAIst 714 29| O|§ 2 my-service-a_my-appsULICH ZAEEE{E App Mesh
ElAAE MAE M App Mesh 7H4 = E 0|0l Kubernetes WA T O|A O|B 2 F
7t I_IEP KubernetesOlME Mz CHE WA HO|A0 22 0|F2| 7ty =EE Bt

£ £ QJX|2H App MeshollA] 7HA == 0|22 HIA| Lol A TgaHok 5t7| H20i |

I ES 1Io|A O|&ol F7HELIct.

aws appmesh describe-virtual-node --mesh-name my-mesh --virtual-node-name my-
service-a_my-apps

e

"virtualNode": {
"meshName": "my-mesh",
"metadata": {

"arn": "arn:aws:appmesh:us-west-2:111122223333:mesh/my-mesh/
virtualNode/my-service-a_my-apps",
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"createdAt": "2020-06-17T09:57:29.840000-05:00",
"lastUpdatedAt": "2020-06-17T09:57:29.840000-05:00",
"meshOwner": "111122223333",

"resourceOwner": "111122223333",

"uid": "111allbl-clld-lelf-ghli-j11k11111m711",
"version": 1

1,
"spec": {
"backends": [],
"listeners": [
{
"portMapping": {
"port": 80,
"protocol": "http"
}
}
1,
"serviceDiscovery": {
"dns": {
"hostname": "my-service-a.my-apps.svc.cluster.local"
}
}
1,
"status": {
"status": "ACTIVE"
I
"virtualNodeName": "my-service-a_my-apps"

4. App Mesh 7t& 2t REE HEELICE 7He 2R ElE HIAl LHoll U= StLt 0]& 2| 7k AH|£0
CHEH Eci=E ®M2lFLic

3>T
ok
T
r

Cts 2EIxE& AFEO0l virtual-router.yamlO|2t= THof X
™M EAM MEE my-service-attes 7H EZ EBEE Ef
Mete ol AFSELCH ZHEEP{= App Mesh 714 BIRE L F=2
20| cHall B2 7|52 XI'H3t http OIS Z2EZE S A8

& 2 the section called “7+4 2t E{” & the section called “Routes”
5' 7H4 £ 0|2 ZHEE2{0|M App Meshoil| 4448t App Mesh 7}+4t
Kubernetes 7} & = E O|§QIL|C}.

% 4o
4> > om
z0 [» ok

Ir

J>-
g
|
kad
A
ob -
=
0
2
A

0>
|.|'
In
o
i
o
o
r
o

apiVersion: appmesh.k8s.aws/vlbeta2
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kind: VirtualRouter
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metadata:

namespace: my-apps
name:

my-service-a-virtual-router
spec:

listeners:
- portMapping:
port: 80

protocol: http
routes:
- name: my-Service-a-route
httpRoute:
match:
prefix: /
action:

weightedTargets:

- virtualNodeRef:
name: my-service-a
weight: 1

) 9ol Aol M AR & Qs THA BLREI ALS THSE RE MEE HaH
S B 3 sLtE ABELICH

aws appmesh create-route --generate-cli-skeleton yaml-input

b. 7t& BtREE HiZELICH

kubectl apply -f virtual-router.yaml

c. MAME Kubernetes 7}4 EIRE ZAAE FLICH

kubectl describe virtualrouter my-service-a-virtual-router -n my-apps

7tk

[

2

=g

Name: my-service-a-virtual-router
2EHA: App Mesh 2|4 A HYEZ
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Namespace: my-apps

Labels: <none>

Annotations: kubectl.kubernetes.io/last-applied-configuration:
{"apiVersion":"appmesh.k8s.aws/

vlbeta2","kind":"VirtualRouter", "metadata":{"annotations":{}, "name":"my-

service-a-virtual-router", "namespac...
API Version: appmesh.k8s.aws/vlbeta2

Kind: VirtualRouter
Spec:
Aws Name: my-service-a-virtual-router_my-apps
Listeners:
Port Mapping:
Port: 80
Protocol: http
Mesh Ref:

Name: my-mesh
UID: 111allbl-cll1d-1elf-ghli-j11k11111m711
Routes:
Http Route:
Action:
Weighted Targets:
Virtual Node Ref:
Name: my-service-a

Weight: 1
Match:
Prefix: /
Name: my-service-a-route
Status:

Conditions:

Last Transition Time: 2020-06-17T15:14:01Z

Status: True

Type: VirtualRouterActive
Observed Generation: 1
Route AR Ns:

My - Service - A - Route: arn:aws:appmesh:us-west-2:111122223333:mesh/my-
mesh/virtualRouter/my-service-a-virtual-router_my-apps/route/my-service-a-route
Virtual Router ARN: arn:aws:appmesh:us-west-2:111122223333:mesh/my-
mesh/virtualRouter/my-service-a-virtual-router_my-apps

Events: <none>
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d. ZAEE{7} App Meshol| &8t 7t&f Bt EH E|&AAE ELICH ZAEEE{7F App Mesh0il A 7}
A BIREE MHE Ml Kubernetes HIZIAHO|A O] & 7+ EIREQ| O|& 0 F7I3H7|

o
201 nameo| CH3l my-service-a-virtual-router_my-appsE X &LICH

aws appmesh describe-virtual-router --virtual-router-name my-service-a-virtual-
router_my-apps --mesh-name my-mesh

24
=3

T

"virtualRouter": {

"meshName": "my-mesh",

"metadata": {
" "arn:aws:appmesh:us-west-2:111122223333:mesh/my-mesh/

virtualRouter/my-service-a-virtual-router_my-apps",

"createdAt": "2020-06-17T10:14:01.547000-05:00",
"lastUpdatedAt": "2020-06-17T10:14:01.547000-05:00",
"meshOwner": "111122223333",
"resourceOwner": "111122223333",
"uid": "111allbl-clld-lelf-ghli-j11k11111m711",
"version": 1

arn  :

},
"spec": {
"listeners": [
{
"portMapping": {
"port": 80,
"protocol": "http"

1,
"status": {
"status": "ACTIVE"

}I

"virtualRouterName": "my-service-a-virtual-router_my-apps"

B #49o| Y2 0|7| ZE0 ZE2 2|AATL KubernetesO| A M E[X| 4 &LICH B2

e. ZTIEZED{7} App Meshol M4t HAZ BIAAE ELICH ZZ7| KubernetesOi| M 7+H4 2F2
= ot EtAl coll M Kubernetes 2lAA MHF HEo| EA|Z[RA&LICEH B2 0|2 7t EF
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LE0| 1257 HEA HEEE{= App MeshollAH BE2E MMHE App Mesh ZZ O[S0
Kubernetes (A HO|A O|§ & F7I5HK| Sk &LICEH.

aws appmesh describe-route \
--route-name my-service-a-route \

--virtual-router-name my-service-a-virtual-router_my-apps \
--mesh-name my-mesh

=
{
"route": {
"meshName": "my-mesh",
"metadata": {
"arn":

"arn:aws:appmesh:us-west-2:111122223333:mesh/my-mesh/
virtualRouter/my-service-a-virtual-router_my-apps/route/my-service-a-route",
"createdAt": "2020-06-17T10:14:01.577000-05:00",
"lastUpdatedAt": "2020-06-17T10:14:01.577000-05:00",
"meshOwner": "111122223333",
"resourceOwner": "111122223333",
"uid": "111allbl-clld-lelf-ghli-j11k11111m711",
"version": 1
3,
"routeName": "my-service-a-route",
"spec": {
"httpRoute": {
"action": {
"weightedTargets": [
{
"virtualNode": "my-service-a_my-apps"
"weight": 1

iy
"match": {
IlprefiXII: II/II

I,
"status": {

"status": "ACTIVE"
1,
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"virtualRouterName": "my-service-a-virtual-router_my-apps"
}
}
App Mesh 7t MHIAE HEEILICEH 7t MH|AE 7MY =271 7HY BIREHE S8l 2™ E=
™Mo 2 FNBsts AN MH|AS| FASQILICH 54 MHIAE 744 MHIAE O|E22 Eé
g LICE O|&2 App Meshol| &2 8t x| &L X|BF 71 MHH[A L] OIS P MH[AT} LEEHL = AR
MH|AQ| HTstEl EHIQ!I 0|ES 2 X|HStE o] E&LICE o|gqst 2Alo 2 714 AHH|A Q] 0]
52 XIYSIHCHE 0|§ S A XS T ofE2/7Ho|d ZEE HEY HRTl glaLich ol 2F2
7t MHl2 2| SERE X|HE 7He =& E= 7HY 2tREZ 2t EELU
a. CI2 2HI=xE ZAFE{0| virtual-service.yamlO|2tE THUof K& ELICH O] U2
744 EFRE| SZXAE AHE3510] 0| EHA[0MH MHEl my-service-aZlE 71 T EE E
BHTiS Bt EISHE THY MEIAE MA5Hs Ol AR ELICH specOlM awsName©] 22 0|
7te MHIATH F438HsE AR Kubernetes AMH|A S| FQDN(E 78t = HIQ! OlF) ILCt.
Kubernetes MH|A = the section called “3EHA: MHH|A M4 EE= AUC|O[E 0| M M ELICH
REAMIEH LHZ € the section called “7tAF MH|A” EHHE EHESHAIAIL.
apiVersion: appmesh.k8s.aws/vlbeta2
kind: VirtualService
metadata:
name: my-service-a
namespace: my-apps
spec:
awsName: my-service-a.my-apps.svc.cluster.local
provider:
virtualRouter:
virtualRouterRef:
name: my-service-a-virtual-router
ool AHYOIM MEE 4 Qs Tha MEIAC AL THS B DE MHS W O HUS A
ek,

aws appmesh create-virtual-service --generate-cli-skeleton yaml-input

b. 7t& MH|IAE dIELICH

kubectl apply -f virtual-service.yaml

c. ‘HME Kubernetes 7t&f MH|A 2|AAO| ME HEE SLCH.

2EHA: App Mesh 2|4 A HYEZ
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kubectl describe virtualsexvice my-service-a -n my-apps
&
Name: my-service-a
Namespace: my-apps
Labels: <none>
Annotations: kubectl.kubernetes.io/last-applied-configuration:
{"apiVersion":"appmesh.k8s.aws/
vlbeta2","kind":"VirtualService", "metadata":{"annotations":{}, "name": "my-
service-a", "namespace":"my-apps"}...
API Version: appmesh.k8s.aws/vlbeta2
Kind: VirtualService
Metadata:
Creation Timestamp: 2020-06-17T15:48:40Z
Finalizers:
finalizers.appmesh.k8s.aws/aws-appmesh-resources
Generation: 1
Resource Version: 13598
Self Link: /apis/appmesh.k8s.aws/vlbeta2/namespaces/my-apps/
virtualservices/my-service-a
UiD: 111a11bl-clld-1elf-ghl1i-j11k11111m711
Spec:
Aws Name: my-service-a.my-apps.svc.cluster.local
Mesh Ref:
Name: my-mesh
UlD: 111allbl-clld-1lelf-ghli-j11k11111m711
Provider:
Virtual Router:
Virtual Router Ref:
Name: my-service-a-virtual-router
Status:
Conditions:
Last Transition Time: 2020-06-17T15:48:40Z
Status: True
Type: VirtualServiceActive
Observed Generation: 1
Virtual Service ARN: arn:aws:appmesh:us-west-2:111122223333:mesh/my-mesh/

virtualService/my-service-a.my-apps.svc.cluster.local
Events: <none>
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d. ZEEtH7} App Meshofl 2’8t 71 MH|A BlAA 0| ME HEE SLICH 71 MH[A 2| Of
E0| 18 FQDNO|7| {20 Kubernetes ZAEE 247} App Meshodl 7}&F MH|AE BHE
App Mesh 7t4 MH|A O|& 01 Kubernetes HIIAH O|A OIS F7H5HX| A A& LICEH

aws appmesh describe-virtual-service --virtual-service-name my-service-a.my-
apps.svc.cluster.local --mesh-name my-mesh

24
=3

M

"virtualService": {
"meshName": "my-mesh",
"metadata": {
"arn": "arn:aws:appmesh:us-west-2:111122223333:mesh/my-mesh/
virtualService/my-service-a.my-apps.svc.cluster.local",
"createdAt": "2020-06-17T10:48:40.182000-05:00",
"lastUpdatedAt": "2020-06-17T10:48:40.182000-05:00",
"meshOwner": "111122223333",
"resourceOwner": "111122223333",
"uid": "111allbl-clld-lelf-ghli-j11k11111m711",
"version": 1
3,
"spec": {
"provider": {
"virtualRouter": {
"virtualRouterName": "my-service-a-virtual-router_my-apps"

iy
"status": {
"status": "ACTIVE"

}I

"virtualServiceName": "my-service-a.my-apps.svc.cluster.local"

O| A& Mol M= CHEX| 2L X|EF ZAE E2{= App Mesh the section called “7t4f HO|E 9| 0]” & the
section called “HO|EX O] ZE2"E HIZE == U&LICI. ZHEZEHE AFE5t0{ 0|28t 2|AAE HY
EZ5tE 1dol CiEl ¢d&2 QIHIRE HIO|EQO| 4 EE&= GitHubl| ElAA7F L BHE ME OfL|mH A
E

[
£ AzxotMlR.
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https://github.com/aws/aws-app-mesh-examples/tree/main/walkthroughs/howto-k8s-ingress-gateway
https://github.com/aws/aws-app-mesh-examples/blob/main/walkthroughs/howto-k8s-ingress-gateway/v1beta2/manifest.yaml.template
https://github.com/aws/aws-app-mesh-examples/blob/main/walkthroughs/howto-k8s-ingress-gateway/v1beta2/manifest.yaml.template
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3EHA:

App MeshOllA AHE
E{= AR XY

o

MH|A& e £= Aol|olE

2 E ZE0olE= App Mesh AHO|EZt ZIE[O[L{ 7} F71E[0o4 R{0{oF Ef LIt 21X
clol=of BiZE 2E Z=0| AIO|E7t ZAE|0|LE KIS 2 FIHELICH

F_°,E [||0II

Al HEH 2048 3§ LICt. Zf Kubernetes HI Z & & 4435} 6104 X}l App Mesh 7H4 = =0f
TEE AEE|YSt= Q0| E&LICH

s 2EIX 8 AFEO| proxy-auth. jsonO|2t= T MY ELICH ## ## #2 1LFE
2o 2 "bof gLCt

JSON

"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Action": "appmesh:StreamAggregatedResources",

"Resource": [
"arn:aws:appmesh:us-east-1:111122223333:mesh/my-mesh/

virtualNode/my-service-a_my-apps"

1

e

aws iam create-policy --policy-name my-policy --policy-document file://proxy-

auth.json

IAM 23&h 2 BHE T, O B0 M8t HAZ QA5 1, Kubernetes AMH|A H[ZHE Bt
MAMZ Kubernetes AMH|A "ol HIRQIEELICEH O] A& 2 AIE3tH ZHEE {7t App
Mesh Z|AAE F7F, M7 L HZAE £~ &LIC.

eksctl create iamserviceaccount \
--cluster $CLUSTER_NAME \
--namespace my-apps \

--name my-service-a \
--attach-policy-arn arn:aws:iam::111122223333:policy/my-policy \

56
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--override-existing-serviceaccounts \
--approve

AWS Management Console EEE=& At&36t0{ MH|A HHE 446212 Amazon EKS At
8 dBMO| MH[A H ™ol CHE IAM Q& 2 YA S AWS CLIE ZSHMIL. https://
docs.aws.amazon.com/eks/latest/userguide/create-service-account-iam-policy-and-

role.html#create-service-account-iam-role AWS Management Console E=& A& 35104 7|
ME AWS CLI MM5tE B A2 Kubernetes AMH|A A &0l oS oF gLt KFAISH LK
&8 ot=EE{H Amazon EKS AFE AHMO| MH|A H o CHEF IAM 4E X|HE E XA

O
2. (M= AME) HHEZ E Fargate X =0 Hi Z 3l24™ Fargate uggg MAISHOF BFLICH eksctlge M
X|5HX| &F2 B2 Amazon EKS AFE MRHMO| eksctl Mx| EE= ael0|= 9| X|&of et Mx
g = UELICH Z2£2 ME50d Z2EHE 4 M5tE{™ Amazon EKS AHE HE A Q| Fargate Z=
Z My g FEFAR.

eksctl create fargateprofile --cluster my-cluster --region Region-code --name my-
service-a --namespace my-apps

3. Kubernetes AMH|A L H{ZE BHELICH App Mesh@t &7H At&stEd= 7IE HiZ 7t /U= B the
section called “2Et7|: App Mesh Z|AA HiZ” 0| 82| B 30| &list Zdx{H 714 =2 Hi=Z
siof 2rL|Ct HiZ ol Bf|0|= 0| 7t4 Eof M5t B|o|= 0 LRSS HHZE YUO|0|ESI0o AL

O|lE7| ZAE|O|L7} A S 2 ZE=o| FI7HE|T ZTEJ AHHEE| == gh|c}.

a. O3 2H=E HAFE example service.yamlO|2t= mtAof M LICH HAHO[A
O|§& M43l Fa rgate ZEE M8%t= 82 HIYAHO|A 0|FO| Fargate Z = Eof| 9|
gt YA THO|A O|Fa YRS F x| gelghct

apiVersion: vl
kind: Service
metadata:
name: my-service-a
namespace: my-apps

labels:

app: my-app-1

spec:

selector:

app: my-app-1
ports:

- protocol: TCP

port: 80
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https://docs.aws.amazon.com/eks/latest/userguide/create-service-account-iam-policy-and-role.html#create-service-account-iam-role
https://docs.aws.amazon.com/eks/latest/userguide/create-service-account-iam-policy-and-role.html#create-service-account-iam-role
https://docs.aws.amazon.com/eks/latest/userguide/create-service-account-iam-policy-and-role.html#create-service-account-iam-role
https://docs.aws.amazon.com/eks/latest/userguide/specify-service-account-role.html
https://docs.aws.amazon.com/eks/latest/userguide/eksctl.html#installing-eksctl
https://docs.aws.amazon.com/eks/latest/userguide/fargate-profile.html#create-fargate-profile
https://docs.aws.amazon.com/eks/latest/userguide/fargate-profile.html#create-fargate-profile
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b.

C.

targetPort: 80
apiVersion: apps/vl
kind: Deployment
metadata:
name: my-service-a
namespace: my-apps
labels:
app: my-app-1
spec:
replicas: 3
selector:
matchLabels:
app: my-app-1
template:
metadata:
labels:
app: my-app-1
spec:
serviceAccountName: my-service-a
containers:
- name: nginx
image: nginx:1.19.0
ports:
- containerPort: 80

/A Important
M ZoM app matchLabels selector?| Zt2 the section called “2EHH|: App

Mesh 2|44 HiEO| 3 512 EFAMIM 7Hy ==& dde mf x| 2kt Y X[sHok

gfLICH O K| ot o AtO|=7t ZE|O|L7F Z=of & UE|X| Sh&LICH ool ool A
cllolE 2| Zf2 my-app-1LICt 7k = E7} ot 7H4 HO|EH0IE HiZstE B

Xlof CHEt REMIBE LHE 2 Envoy A4S R ZEsHM 2. ME oiLHAE = GitHub2l Hil

I O|XNE HEStM 2.

MH|AE HiZSFL|C}.

kubectl apply -f example-service.yaml

MH|A L HiEZE FL|C}

o

2 Deployment O{L|HAEO|= Envoy Z4E|0|L4BF Z & £|o{oF B LICH AL E O|O|

3EHA|: MH|A

>

}soH a CEE O-i|:.||O|E
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H
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kubectl -n my-apps get pods

EE
NAME READY STATUS RESTARTS AGE
my-service-a-54776556f6-2cxd9  2/2 Running © 10s
my-service-a-54776556f6-w26kf 2/2 Running (1)} 18s
my-service-a-54776556f6-zwS5kt  2/2 Running © 26s

d. HHZE ZE & stLbof Ciet ME HEE SLiCH

kubectl -n my-apps describe pod my-service-a-54776556f6-2cxd9

ZHetet g
Name: my-service-a-54776556f6-2cxd9
Namespace: my-app-1
Priority: 0
Node: ip-192-168-44-157.us-west-2.compute.internal/192.168.44.157
Start Time: Wed, 17 Jun 2020 11:08:59 -0500
Labels: app=nginx

pod-template-hash=54776556f6
Annotations: kubernetes.io/psp: eks.privileged

Status: Running
IP: 192.168.57.134
IPs:

IP: 192.168.57.134

Controlled By: ReplicaSet/my-service-a-54776556f6
Init Containers:
proxyinit:
Container 1ID: docker://
e0c4810d584c21ae@cb6e40f6119d2508T029094d0e@1c9411c6cf2a32d77a59

Image: 111345817488 .dkr.ecr.us-west-2.amazonaws.com/aws-appmesh-
proxy-route-manager:v2
Image ID: docker-pullable://111345817488.dkr.ecr.us-
west-2.amazonaws.com/aws-appmesh-proxy-route-manager
Port: <none>
Host Port: <none>
State: Terminated
Reason: Completed
Exit Code: 0

3EHA: MHlA 84 EE HoolE



AWS 4 HIA|

Started: Fri, 26 Jun 2020 08:36:22 -0500
Finished: Fri, 26 Jun 2020 08:36:22 -0500

Ready: True

Restart Count: 0

Requests:
cpu: 10m
memory: 32Mi

Environment:
APPMESH_START_ENABLED: 1
APPMESH_IGNORE_UID: 1337
APPMESH_ENVOY_INGRESS_PORT: 15000
APPMESH_ENVOY_EGRESS_PORT: 15001
APPMESH_APP_PORTS: 80
APPMESH_EGRESS_IGNORED_IP: 169.254.169.254
APPMESH_EGRESS_IGNORED_PORTS: 22
AWS_ROLE_ARN: arn:aws:iam::111122223333:role/eksctl-app-

mesh-addon-iamserviceaccount-my-a-Rolel-NMNCVWB6PLON
AWS_WEB_IDENTITY_TOKEN_FILE: /var/run/secrets/eks.amazonaws.com/
serviceaccount/token

Containers:
nginx:
Container 1ID: docker://
be6359dcbecd3f18alc87df7b57c2093e1f9db17d5b3a77f22585ce3bcabl37a

Image: nginx:1.19.0
Image ID: docker-pullable://nginx
Port: 80/TCP
Host Port: Q/TCP
State: Running
Started: Fri, 26 Jun 2020 08:36:28 -0500
Ready: True
Restart Count: 0
Environment:
AWS_ROLE_ARN: arn:aws:iam::111122223333:role/eksctl-app-

mesh-addon-iamserviceaccount-my-a-Rolel-NMNCVWB6PLON
AWS_WEB_IDENTITY_TOKEN_FILE: /var/run/secrets/eks.amazonaws.com/
serviceaccount/token

envoy:
Container ID:
docker://905b55cbf33ef3b3debc51cb448401d24e2e7c2dbfc6a9754a2c49dd55a216b6
Image: 840364872350 .dkr.ecr.us-west-2.amazonaws.com/aws-appmesh-
envoy:v1.12.4.0-prod

3EHAl: MH|A
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Image ID: docker-pullable://840364872350.dkr.ecr.us-
west-2.amazonaws.com/aws-appmesh-envoy
Port: 9901/TCP
Host Port: Q/TCP
State: Running
Started: Fri, 26 Jun 2020 08:36:36 -0500
Ready: True
Restart Count: 0
Requests:
cpu: 10m
memory: 32Mi
Environment:
APPMESH_RESOURCE_ARN: arn:aws:iam::111122223333:mesh/my-mesh/
virtualNode/my-service-a_my-apps
APPMESH_PREVIEW: 0
ENVOY_LOG_LEVEL: info
AWS_REGION: us-west-2
AWS_ROLE_ARN: arn:aws:iam::111122223333:role/eksctl-app-

mesh-addon-iamserviceaccount-my-a-Rolel-NMNCVWB6PLON
AWS_WEB_IDENTITY_TOKEN_FILE: /var/run/secrets/eks.amazonaws.com/
serviceaccount/token

Events:
Type Reason Age From
Message

Normal Pulling 30s kubelet, ip-192-168-44-157.us-
west-2.compute.internal Pulling image "111345817488.dkr.ecr.us-
west-2.amazonaws.com/aws-appmesh-proxy-route-manager:v2"

Normal Pulled 23s kubelet, ip-192-168-44-157.us-
west-2.compute.internal Successfully pulled image "111345817488.dkr.ecr.us-
west-2.amazonaws.com/aws-appmesh-proxy-route-manager:v2"

Normal Created 21s kubelet, ip-192-168-44-157.us-
west-2.compute.internal Created container proxyinit

Normal Started 21s kubelet, ip-192-168-44-157.us-
west-2.compute.internal Started container proxyinit

Normal Pulling 20s kubelet, ip-192-168-44-157.us-
west-2.compute.internal Pulling image "nginx:1.19.0"

Normal Pulled 16s kubelet, ip-192-168-44-157.us-
west-2.compute.internal Successfully pulled image "nginx:1.19.0"

Normal Created 15s kubelet, ip-192-168-44-157.us-
west-2.compute.internal Created container nginx
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Normal Started 15s kubelet, ip-192-168-44-157.us-
west-2.compute.internal Started container nginx

Normal Pulling 15s kubelet, ip-192-168-44-157.us-
west-2.compute.internal Pulling image "840364872350.dkr.ecr.us-
west-2.amazonaws.com/aws-appmesh-envoy:v1.12.4.0-prod"

Normal Pulled 8s kubelet, ip-192-168-44-157.us-
west-2.compute.internal Successfully pulled image "840364872350.dkr.ecr.us-
west-2.amazonaws.com/aws-appmesh-envoy:v1l.12.4.0-prod"

Normal Created 7s kubelet, ip-192-168-44-157.us-
west-2.compute.internal Created container envoy

Normal Started 7s kubelet, ip-192-168-44-157.us-
west-2.compute.internal Started container envoy

o] £240i M proxyinit & envoy Zeo|L7t HEE {0 olsl Z=0of FILER=X] =
olet 4= Ql&LICH oA MH|A S FargateO HHZE 3t 73 TEE2{0llM envoy TEIO|LHE Z

ol F7IFEXIB proxyinit ZIE|O|LH= F7I5tK| ekt &LICH

4. (M= AFE) Prometheus, Grafana, AWS X-Ray Jaeger, Datadog 2| £7} 7|s& MAX|&LIct. &t
Mgt Li82 GitHub2| App Mesh F7t 7|5 2 App Mesh AFE AHMO| ZHaH M MM E R E Al

o

- .

(® Note

App Meshof| CHet O] Ef2 ofxl|et @d& LHE S E2{™ App Mesh ofA| 2[ZX|EE|

(@}

L.

4THA:

M
2]
N

SHA

el

Ol RH& Aol BHE of Xl BlAAE RE MZHELICH HEEEE my-mesh App Mesh A{HIA Bl Alof
M MME BlAAT M7 LICH

kubectl delete namespace my-apps

olM|l MH|AE Fargate Z2 LS MA

eksctl
code

HAIE &

o
ze

e Z2EE MHstM L.

rot
ol

delete fargateprofile --name my-service-a --cluster my-cluster --region Region-

AF X EFL|C}.

4EHA): He|

62


https://github.com/aws/eks-charts#app-mesh-add-ons
https://docs.aws.amazon.com/app-mesh/latest/userguide/observability.html
https://github.com/aws/aws-app-mesh-examples

0o
1z
0%
x

AWS 4 HIA| A

kubectl delete mesh my-mesh
(MEH ALE) Kubernetes S & 748 R4 E MHE = U&LICH
helm delete appmesh-controller -n appmesh-system
(MEH AL Kubernetes S8 714 2 A E Fargate0l| HIZ 8t 32 Fargate ZTZ EE AMM|GHAI 2.

eksctl delete fargateprofile --name appmesh-system --cluster my-cluster --
region Region-code

AWS App Mesh & Amazon EC2 A|Z+5}7|

/A Important
X BE 3X|:2026'H 9& 3020i|l AWS =0 CHEt X[HE STHELICE AWS App Mesh. 2026
A 95‘J 30! O|%0i= AWS App Mesh & == AWS App Mesh 2|A A0 I 0|4 HMAE
2= ei&LICH REMIE LH8 20| 823 HAIE Migrating from to Amazon ECS Service Connect
£ =X AWS App Mesh §HAM|2.

AWS App Mesh & 7HE At&st= Ol =20| E

O| FXE Amazon EC201 A &l &¢I A MH[A2EA
A 780 7|8 7IsE ChEUC

LICt O] k& AollME & 7HX| App Mesh 2|4
AlLt2I2

App Mesh& AtEsts EHE AT floll ChEnt 42 ST 71T oiZ2l7ioldo] Tt 7HEE
LICF.

« serviceAl! serviceBete F 7HQ| MH|IAZ FEELICE

« 5 MH|A 25 apps.localOlEte Hglam oA SEELICEH

« ServiceAE HTTP/2, ZE 808 S3dll serviceBe} SAIELICE.
ol

=]
« serviceBQ| HHF™ 2& o|0| H{Z 3 T apps.local WUAHO|AON serviceBv2 O|E2Z S5

0
2o
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https://aws.amazon.com/blogs/containers/migrating-from-aws-app-mesh-to-amazon-ecs-service-connect
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« O 2 EBfEIo| 75%serviceAE MSEserviceBstn ERfEQ| 25%E serviceBv2 HA| A
%3I-E=1_T1 EH,lL__I' 0'" 25% 8k Kﬁg o|-|:|=|0 |A—| EEH.\.LIOI 100% = 7(.|g°|_7| 7;_|0_I| H‘Ij-7|' gl_jt I sHo|gt
serviceBv2s Q& LICtserviceA.

« ECHEOIAMEE £ Qe WAoo 2 UBE|H sliE EC=C| 100%7t serviceBv2E O|S35HE
E EfjE 7IEX|E &H =™ £ Q7|2 KEtLICt 2E ER®I0| serviceBv2E ML E|™

MR Ml20f Chet 71E ofBEIFH0IM ZE EE MulA ZM 5=

ol 7he MHIA, THe =&, 71 2B 2 FETJF ZFEl App Mesh AlH|A

g 7|
HAIE ddst7|=2 ZEMELICH HAIE F2i8t = MHIATHEnvoy ZHAE AFSSIES MH[AE
Yool EgfLICH HO|O|EE MH|AE MZ X7 S4ISHK| 8t Envoy ZHAIE Sall Az SAEL

—

App Mesh= DNS AWS Cloud Map=& & Ctoll S5 & Linux ME|[AE X|@E LI O A|Zf SHHME
A235t248 DNSOl| SE &l 7|& MH|A 37071 Qle™ E&LICH ME|ATF EXEHK| EEEHE MHIA
HAl L eliE EALE dde &= URIE AN ME|AE HIZE 7K HAIE AHEE & & LICH
MHIAE ot 2] A F0|X| 2f2 B Amazon EC2 QIARIAE A|EstD O EE|AHO|ME HHIZE =
U&LICE REMIEH LI 2 Amazon EC2 ALE HE M 2| At& M: Amazon EC2 Linux QIAEIA A|Efst
7|8 #ZEFAM L. Amazon EC2 LIHX| EtAH 0| M= MA| MH|AS| O|F0] serviceA, serviceB 2
serviceBv20|1 apps.localOl2t= HYAHO|AE Sl 2E AMHIAE AME = Ut 7HEE

LICE.

1EA: HIAl & 74 M| Al

CH REMIE L8 2 M

MH|A IHIAIE LHE o = MH|A 7o HIELT Eci=lof chst =2[X ZBAH L M
s} 40|  REMEH L2 7He

AR 7t MHlAE AX ME|AE F&stet AALIC

—r—_

« AL2l29 2 E MH|AT} apps.local WEAHO|AN SEE|7| HE0 appsOIZtE HIAIE MM
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- 7t4 MH|AE Y O|F 22 HME &= U= MHIAE LIEILHH CHE O|§ 2 # X5t 8 ZEE
ST ARl 7| 20 serviceb.apps.localOl2tE O|& 2] 7H4 MH|AE MAMEtL|CH
servicea.apps.localO|2t= O|F2| 7tef MH|AE O|F EHAHI|AM F7HELIC

AWS Management Console EE= AWS CLI T 1.18.116 O|& EE= 2.0.38 O|&4 2 AI83to{ CIS &
HE 2E2E = UELICH B MEFt= B aws --version BHS AWS CLIAP 5to4 M x|E AWS
CLI X2 & QIEFL|Ch BT 1.18.116 0|4 EE= 2.0.38 0|4 0| AX|Z|o{ UX| et AWS CLIE M
x| 5t 7HLE ACl|O| E5{oF EFLICH AME =T o] B2 MEfEhL|Ct

AWS Management Console

1. https://console.aws.amazon.com/appmesh/get-started0| A App Mesh 2& &
£ odL|c}
= -4 .

Al
=

0%

Ob AL

0jo

2. Mesh name(H|A| O|&)0l appsE &I=IgfLICt.

3. Virtual service name(7t&f AMH|A O|&)0{ serviceb.apps.localE =2&rLICtH

4. H&EotcdH Ot Mg LI

AWS CLI

1. create-mesh BHE AE5t0] HAIE SE&fLICH

aws appmesh create-mesh --mesh-name apps

2. create-virtual-service BHEZ AFE35104 714 MH|AE M dELICH

aws appmesh create-virtual-service --mesh-name apps --virtual-sexvice-name
serviceb.apps.local --spec {}

2EHAH: 7t E M

7t =E= AA MH[20f CHEh =218 ZQIE Ag S SLICH RtMEH LIE2 7HE L E HREE HZ

7t LIEtU = AR HHl/\ SAE O|F serv1ceb.apps.loca1% AF%3F04 DNSE
AQ&LICt == AWS Cloud Map2 AF8 3504 A MHIAE ZAME = Ql&Lct 7H4
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TEE ZE 800 HTTP2 Z2EZEE AIE5104 EBZIE £ AlIgL|CH AMEf 2 Ql0f OfRH7IX|2 CHE
Z2EZT K|HELICH 0|F CHAHO0IAM serviceA 2 serviceBv20l CHEE 7ta = C

AWS Management Console

1. Virtual node name(7t & = E O|&)0 serviceBE =ZIerLICt.

2. MH|A& AA dredod CHsH DNSE MBSt DNS S AE 0|0 CHF

=X
serviceb.apps.localS 23t C}.

AWS CLI
1. Ct2 2EIZE 71T create-virtual-node-serviceb.jsonO|2t= ItUS MAdErLICtH
{
"meshName": "apps",
"spec": {
"listeners": [
{
"portMapping": {
"port": 80,
"protocol": "http2"
}
}
1,
"serviceDiscovery": {
"dns": {
"hostname": "serviceB.apps.local"
}
}
.
"virtualNodeName": "serviceB"
}

2. JSON mtalg ¢l2do 2 AF23510q create-virtual-node IO 2 T4 L EE MMsHL|CT

aws appmesh create-virtual-node --cli-input-json file://create-virtual-node-
sexviceb.json
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3EMAI: 7HY Bt RH dd & 2t T

0o
1z
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x

7#“ EtRElE HAl LHof|l 2= stLt ol& 2l 7He AH|&0f CHEF ECiEE et B ELICH REAEF LIS

—

ChEol 2laag A gLt

serviceBEt= O|& 9| 7H4 BF2RE]. serviceB.apps.localOl|2tE 7t MH|AE= CHE
MH|AQLO| O} RHIR2E S48 AlESHK| i 7| HE LICH O[Foi| BHE 7t4 MH|A = Al
serviceb.apps.local AMH|AE F45 e JAULICH 7t MH|AE 71 2t REHE EEiYE
HU|CH 714 2R EE ZE 800M HTTP2 Z2EZE S AFE5t0{ EBfElE = AIELICE CHE
EZL X|HEUCH

« serviceBZlE O|E2| 2t E. ECHEIS 100% serviceB 7t4 = EZ gt EIELICE
=

serviceBv2 7t4 LEE FIIet £ 0|F HAOMM 7t ER[7F HEELICE O] LMo M= CHE X
X2 &S et ol CiE T ZUE FI7hst D MAIZ HHE FItstod S& EX7 e 2
Envoy ZE A7} 7ty 20| ESiEE ofe H EUES & & /&L

AWS Management Console

1. Virtual router name(7+4 2H2E{ 0|&)0] serviceBS 23i8tLCH.
2lAL FEAM Z2EEZEE nttp2E MEISIT ZEZ 802 X|HFLICH
Route Name(EH2 &l O|F)0 serviceBE ZFLICt.

FE Yo th3lf http2& MEHEFLICE.

CHA 40| 714 = O|E0f CHSH serviceBE MEHSI T 7S5 X2 1002 248t L|Ct.

N o o~ b

"meshName": "apps",
"spec": {
"listeners": [
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{
"portMapping": {
"port": 80,
"protocol": "http2"
}
}
]
.
"virtualRouterName": "serviceB"

b. JSON Z}dE =

01290 2 Al 25404 create-virtual-router o 2 7}
Ct.

aws appmesh create-virtual-router --cli-input-json file://create-virtual-
router.json

2. ci*ES dggLch

"meshName" : "apps",
"routeName" : "serviceB",
"spec" : {
"httpRoute" : {
"action" : {
"weightedTargets" : [
{
"virtualNode"

"serviceB",
"weight" : 100

I,
"match" : {
Ilprefixll : II/II

iy

"virtualRouterName" : "serviceB"

[0
)-
==
x
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aws appmesh create-route --cli-input-json file://create-route.json

4B HE o M

_

Mol HEslofF & ¢ HES MEELICH Yol RSt HA| ddS MLt

AE 3lHO| = MAEl I E M A| B|AATF EAIELICH HA| E7|8 MEH5I0] 22 0M A= 7
L2AE E = AsUn
AWS CLI

describe-mesh HHE AL&35t0{ MM HA|e| MHE AEELICH

aws appmesh describe-mesh --mesh-name apps

describe-virtual-service @E 2 MMt 714 MH|A Q| MM E HAEFLICEH

aws appmesh describe-virtual-service --mesh-name apps --virtual-sexrvice-name
sexviceb.apps.local

describe-virtual-node @O Z MMeH 7t L EO| MM E AEELICH

describe-virtual-router 3EO 2 MAFH 7t &k 2t REo| MHE AEELICH

aws appmesh describe-route --mesh-name apps \
--virtual-router-name serviceB --route-name serviceB

4I:k74| 7—|E oo—l
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S5EHAH|: FII 2lAA MM
ALIEIQE 22 5te4™ Ct 22 £ 3sHof BHiict.

« serviceBv2etE 7t E LISt serviceARtE 7t L E SHLIE MEELICEH 5 7t
4 LE DFHTTP/2 ZE 802 Sl RLE2 A LICH serviceA 7t L EO| FR
serviceb.apps.locall| MAUEE T & LIC} serviceA 7H L EO| 2 E Ol RHIRE ECiE
2 O|&0| serviceb.apps.local®!l 7t& MHIAZ M&ELICE O] etLiMoi = CHR X| oL x[gt

7t eof Cigh M A 20 E £ I F2E XEY + U&LCH

« servicea.apps.localO[2t= 7tef MHIAE FI7IE HH5IH ZE E2Z0| serviceA 7t =&
EE 2 MSFELUCL

- EPiEO| 75%E serviceB 7|- A2 HINT ECHEO| 25%E serviceBv2 7t £ E
2 HIYTE o|™ HA|M MA8t serviceB 2R E2 UIO|E S LICE AlZto| X|Eof et
serviceBv27t ECfEIO| 100%E +=4IE K| 7IEXIE HE =HE = ‘BA'QL—lEF ZE EofE
O| serviceBv2Z ™S E|H serviceB 7H4 = E9 AKX MHIAZ S25t1 SEHE £ &L
serviceb.apps.local 7t& 2 AN MH|A O|F 0| HALX| pleaz 7P§7'<|% HEY M =
E ¥ E2t 9l&LICH serviceb.apps.local 7t MH[AE EZEE 714 2IREE HS

e ER EIREECHE M2 7|t AAIR. 7t 29| MH|A HM O|F2 oA

AWS Management Console

rto
IR

Ef A 20l A Meshes(HIA)E MEHEFLICE.

EHH|0I| A M Ad8H apps HIAIS MEHEHLICH

o
2

ro
il

=H
=f M ZHoi| M Virtual node(7He L E)E MEARFLICH
Create virtual node(7t& == M4HE

7H4 £ O|Z0i CH3H sexrviceBv2E Q245+ 1, AMH|A
DNS ZAE 0|§0] CH3l sexvicebv2.apps.locals

ElAL MM Z2EZZ http2E MEHS D ZEZ 802 U24TLICH

7. Create virtual node(7t& == H4)E ME4ELICE

o ~ w0 N

=H5t D

°my
>

=

oL
It

— 2
m

__

ol

—__

O

Z

()]

IIJIIII
oll

o

=H

8. 7a = MME CHA| MESEFLICEH 7t = E 0|0 sexrviceAS QU24TILICH MH[A ZHAH
dredof| CHSH DNSE MEHSI T DNS 3AE O|E0f CHéll servicea.apps.localS 248t
Ct.

9. M HHol=o0iM 7t4 MH|A Ol 240] sexrviceb.apps.localS =igLCt
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10. Al FHEHM Z2EZEZ nttp28 MEISIT ZEO] 802 URTH LIS, 714 = MEE M
EHSFLCE

11. 1% M FolM Virtual routers(7t & 2HRE)E MEIE Ctg SE0|M serviceB 7+ 2t H
E MEdghL(Ct

12. R2EO0|M O] BEtH 0| MAISt ServiceBEtE FEE ME{ST WEIS MENEHLICH

13. CHAH, 714 = O|E0|M serviceBl| 7kE x| 2t 752 B8 LICH.

14. CHY F7IE MEHSt D EELCIR S5 0|M serviceBv2E MEISHT JtE %0 22 252 MY
gruct.

15. M S ME4gfLICt

16. 1% BHA FoiM 7teh MHIAE MESSH CHS 7He MH[A g MEdgLCE

17. 7t4 MH|A O|E2 2 servicea.apps.localS &35l1 S ZAZE 7H4at =8 MEISID
7t L ER serviceAE MEIE OIS, 7H4 MH|A ME S MEHELICEH

AWS CLI

1. serviceBv2 7t& =& MMELICH

a. CtS ZHIXE 7%l create-virtual-node-servicebv2.jsonO|2ts TS MAIE

L|CH:
{
"meshName": "apps",
"SpeC": {
"listeners": [
{

"portMapping": {
"port": 80,
"protocol": "http2"

}
}
1,
"serviceDiscovery": {
"dns": {
"hostname": "serviceBv2.apps.local"
}
}
},
"virtualNodeName": "serviceBv2"
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aws appmesh create-virtual-node --cli-input-json file://create-virtual-node-

servicebv2.json

2. serviceA 714 - EE MMELICT

a. CI EEIXE J}%l create-virtual-node-servicea.jsonO|2t= IS M8
Ct:
{
"meshName" : "apps",
"spec" : {
"backends" : [
{
"virtualService" : {
"virtualServiceName" : "serviceb.apps.local”
}
}
1,
"listeners" : [
{
"portMapping" : {
"port" : 80,
"protocol" : "http2"
}
}
1,
"serviceDiscovery" : {
"dns" : {
"hostname" : "servicea.apps.local"
}
}
.
"virtualNodeName" : "serviceA"
}
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aws appmesh create-virtual-node --cli-input-json file://create-virtual-node-
sexrvicea.json

3. O|™ ErAH|0| M A48t serviceb.apps.local 7H4 MHIAE AC|0|ESto] EHEE
serviceB 7t4 BIREZE ERHLICEH 7H4 MH|AT Bel MEEIR2 [HE serviceB 7+ 2f

SPE{7t ob & WHEX| %7 WEo EEEE oiC|o= ELHX| Et&LICH

a. CI2 EEIXE J}%l update-virtual-service. jsonO|2tE TtUES MAELICH:
{
"meshName" : "apps",
"spec" : {
"provider" : {
"virtualRouter" : {
"virtualRouterName" : "serviceB"
}
}
},
"virtualServiceName" : "serviceb.apps.local”
}

b. update-virtual-service @& 2 AL&3510{ 7H& AMHIAE HH|O|EFLICY.

aws appmesh update-virtual-service --cli-input-json file://update-virtual-
service.json

4. O|™ BHH|AM A8t serviceB 2R EE AOIO|EELICEH.

a. L[S 2EI=E 71T update-route.jsonOlEtE TS MAEHLICH

{
"meshName" : "apps",
"routeName" : "serviceB",
"spec" : {
"http2Route" : {
"action" : {
"weightedTargets" : [
{
"virtualNode" : "serviceB",
"weight" : 75
},
{

SCHA: =71 2lAA AAd
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"virtualNode" : "serviceBv2",
"weight" : 25
}
]
},
"match" : {
Ilprefixll : II/II
}
}
I
"virtualRouterName" : "serviceB"
}
b. update-route WHEE AtE5l01 2t EE AClo|EELICH
aws appmesh update-route --cli-input-json file://update-route.json
5. serviceA 7t& MHIAE AMFLICH
a. CIg 28IXE 7}%l create-virtual-servicea.jsonO|2tE TS MAIsL|CH
{
"meshName" : "apps",
"spec" : {
"provider" : {
"virtualNode" : {
"virtualNodeName" : "serviceA"
}
}
by
"virtualServiceName" : "servicea.apps.local”
}
b. 7td MHIAE ddELIC.
aws appmesh create-virtual-service --cli-input-json file://create-virtual-
sexvicea.json
HAl 29f
74
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MH|A HIAIZE MM317| o= servicea.apps.local, serviceb.apps.local &
servicebv2.apps.localOl|2t= Ml 7tXK| AA| ME[AZF AUR&LICEH AR MH[A 2o = Of| &K
MH|AE LIEH = CHg BlAAT7F ZEE ME|A A7 &Lt

- F 7H°| 7t4 MH|A, ZE Az 7Y BHRE{E S8l servicea.apps.local 7H4 MH|AQ| B E
EfHEE serviceb.apps.local 74 MHIAZ EHL|CE

« serviceA, serviceB % serviceBv2etE Ml 7H2| 7H4 = E. Envoy ZEA|= 7t =0 CHSH
TEE MH|A M HEE ALE5t0 AN MH|AQ| IP FAE Z3[EfLICH

« Envoy ZEA|7} QIHIR2E EBHZEO| 75%E serviceB 7t = EZ 21 EEIT ECHE 0| 25%E
serviceBv2 7td L EZ BtRBSEE X|AlotE StLEL| 2R EO0| /U= 7

0>
u
40
m
Q'I_I
-

6= Al AMH|A UC|0|E

HI Al 38t 20i= CI2 242 =350k & LCt

« Zb MH|A2 7 HHZSHE Envoy ZEA|of GtLt O|& 9| 714 EO| S 2|8 £+ UE HEE 7
O:ilgd ||:I' AlO'" :rLl_?_l'% —I?I—O:I%I'E Ho |=',|O'|| |:Ho|' XI-A-”ol- LH Envoy E%Al :"CI%J' —l?—o:i A—ﬂﬁ% 7;"
ZoHHIL.

« 7|& MHIAE YC|0|EstE{T™ CFS BHE 2tz stMl2.

rk

Amazon EC2 QIAEIAE 714 - E HB{E 74524

1. 1AM L& S dMdFHLC.
a. CI2 2EIXE 7% ec2-trust-relationship.jsonOl|2tE TS MAEHLICH
JSON
{

"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Principal": {
"Service": "ec2.amazonaws.com"
}I
"Action": "sts:AssumeRole"
}
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b. CtS BHES ALE50{ IAM J& S A-G&LICH

aws iam create-role --role-name mesh-virtual-node-service-b --assume-role-
policy-document file://ec2-trust-relationship.json

2. & 0| Amazon ECRO|IM £ App Mesh 7t L= =0 B 2|E = U= 5 st IAM S E
goi| AZgfLct.

a. CIS 28IXE S8l virtual-node-policy.jsonO|2tE LS MMEILICH appsE
the section called “1EF7|: HIA| 2 7}aF MH|A 4 of| M 243t HA|2] O|F 0|1,
serviceBE the section called “2EHAH|: 7}AF - = AMAP 0| A A A48H 714 L E O O|E L|C}H.
1111222233332 AEX2| H™H IDE HHR T us-west-28 HAIE MMHE 2T Z HIE
LICH
JSON

{
"Vexrsion":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "appmesh:StreamAggregatedResources",
"Resource": [
"arn:aws:appmesh:us-west-2:111122223333:mesh/apps/
virtualNode/serviceB"
]
}
]
}
b. CtS BHES ALSsto g eIt

aws iam create-policy --policy-name virtual-node-policy --policy-document
file://virtual-node-policy.json

c. O™ A HMet HAME Agof edZ25t0{ FE 0| App MeshOl|A serviceB 7t4 L E
of CHEF B el &= U & Fct

6EH A MH|A Yd|o|E 76



AWS 4 HIA| A

0o
1z
0%
x

aws iam attach-role-policy --policy-arn arn:aws:iam::111122223333:policy/
virtual-node-policy --role-name mesh-virtual-node-service-b

d. AmazonEC2ContainerRegistryReadOnly &3 H&E &toll 91735109 ST & O]
Amazon ECRO|M Envoy ZIE{|O|L4 O|O|X|& ZB0{2 &= UL F &Lt

aws iam attach-role-policy --policy-arn arn:aws:iam::aws:policy/
AmazonEC2ContainexrRegistryReadOnly --role-name mesh-virtual-node-service-b
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2
)]

DockerA M 22t0|1E7} O|0|X|E Z0{2 2|0 M Envoy Amazon ECR E|ZX|EZ|0]M CIE

= &Lt

- me-south-1, ap-east-1, ap-southeast-3, eu-south-1,il-central-1 & af-
south-12 Mgt 2 E E|MYULIC} us-west-28 me-south-1, ap-east-1, ap-
southeast-3, eu-south-1, il-central-1 & af-south-12 A8t x| Z|= 2T 2

HiE £ A&LICH

$aws ecr get-login-password \
--region us-west-2 \
| docker login \
--username AWS \
--password-stdin 840364872350.dkr.ecr.us-west-2.amazonaws.com

« me-south-1 2|H™

$aws ecr get-login-password \
--region me-south-1 \
| docker login \
--username AWS \
--password-stdin 772975370895.dkx.ecr.me-south-1.amazonaws.com

+ ap-east-12|™

$aws ecr get-login-password \
--region ap-east-1 \
| docker login \
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--username AWS \
--password-stdin 856666278305.dkr.ecr.ap-east-1.amazonaws.com

E
I
>

7. O|O|X|E 71X 2|™ol 2t clS By & 5FLLE A
O|L{E AIRtEFLICEH apps & serviceB 22 AlLIE|20] HolEl 1IAI =y PN = OIEO'L|E|-
Ol ME = ZEA|of App MeshOllM 42 7HA L E TS LdF{FELICH AILIEIRE 2tZ 52
serviceBv2 2! serviceA 7t4F L EJ} LIEFLHE MHIAE SAEISHE Amazon EC2 QIAEIA
of CHEH M= ol EHAHIE 2t=slioF & LICt Xt ofZ 2|70l B O] 22 AHAl 222 HiE
L|Ct.

-

- me-south-1, ap-east-1, ap-southeast-3, eu-south-1, il-central-1 & af-
south-12 A8t ZE B|™LICE Region-codeE me-south-1, ap-east-1, ap-
southeast-3, eu-south-1,il-central-1 & af-south-1 2|2 Ae|Et X|#HEl= 2|
o= HhE = UELICH 13372 01t 2147483647 ALO|2] 2L 2 HIE £ R&LICH.

sudo docker run --detach --env APPMESH_RESOURCE_ARN=mesh/apps/
virtualNode/serviceB \

-u 1337 --network host 840364872350.dkr.ecr.region-code.amazonaws.com/aws-
appmesh-envoy:v1.34.13.1-prod

« me-south-1 2|, 13372 01} 2147483647 MO|Q| gtS 2 HtE =+ U&LICH

sudo dockexr run --detach --env APPMESH_RESOURCE_ARN=mesh/apps/
virtualNode/serviceB \

-u 1337 --network host 772975370895.dkr.ecr.me-south-1.amazonaws.com/aws-appmesh-
envoy:v1l.34.13.1-prod

« ap-east-12I%™. 13372 01} 2147483647 ALO|2] ZfS 2 HIE £ U&LICH

sudo docker run --detach --env APPMESH_RESOURCE_ARN=mesh/apps/
virtualNode/serviceB \

-u 1337 --network host 856666278305.dkr.ecr.ap-east-1.amazonaws.com/aws-appmesh-
envoy:v1l.34.13.1-prod

(@ Note

APPMESH_ RESOURCE _ARN £40i= 1.15.0 0|4 2| Envoy O|0|X| &M O| 2 &hLct.
AEMIEH LI 2 Envoy EHHS ZZSHAAIRL.
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/A Important
v1.9.0.0-prod O|&F EHZBF App MeshOllAM A& &~ Q&LICH.

EAA 0| envoy-networking.shzet
ci =0l ArE35t= ZEZ HEELICH

Ot2H2| Show moreE MEHEILICI CIE EH=E S5l 2l
5 E
| EA0 M X

£ IdE d-defLIct sooo o Z2|7 ol

APPMESH_IGNORE_UIDQ| Zt= ¥HAE &= UX|Ct O] gt gk gtak Zotok &
LIChOdl: 1337). 238t 342 APPMESH_EGRESS_IGNORED_IPO| FAE F7te = l&LICE 0

[HEh AT =Hotx| OralAlL.

#!/bin/bash -e

#
# Start of configurable options
#

#APPMESH_START_ENABLED="0"

APPMESH_IGNORE_UID="1337"

APPMESH_APP_PORTS="8000"
APPMESH_ENVOY_EGRESS_PORT="15001"
APPMESH_ENVOY_INGRESS_PORT="15000"
APPMESH_EGRESS_IGNORED_IP="169.254.169.254,169.254.170.2"

# Enable routing on the application start.
[ -z "$APPMESH_START_ENABLED" ] && APPMESH_START_ENABLED="0"

# Enable IPvé.
[ -z "$APPMESH_ENABLE_IPV6" ] && APPMESH_ENABLE_IPV6="0"

# Egress traffic from the processess owned by the following UID/GID will be
ignored.
if [ -z "$APPMESH_IGNORE_UID" ] && [ -z "$APPMESH_IGNORE_GID" ]; then
echo "Variables APPMESH_IGNORE_UID and/or APPMESH_IGNORE_GID must be set."
echo "Envoy must run under those IDs to be able to properly route it's egress
traffic."
exit 1
fi

# Port numbers Application and Envoy are listening on.

6EHA!: MH|A d|o|E
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if [ -z "$APPMESH_ENVOY_EGRESS_PORT" 1; then
echo "APPMESH_ENVOY_EGRESS_PORT must be defined to forward traffic from the
application to the proxy."
exit 1
fi

# If an app port was specified, then we also need to enforce the proxies ingress
port so we know where to forward traffic.
if [ ! -z "$APPMESH_APP_PORTS" ] && [ -z "$APPMESH_ENVOY_INGRESS_PORT" ]; then
echo "APPMESH_ENVOY_INGRESS_PORT must be defined to forward traffic from the
APPMESH_APP_PORTS to the proxy."
exit 1
fi

# Comma separated list of ports for which egress traffic will be ignored, we always
refuse to route SSH traffic.
if [ -z "$APPMESH_EGRESS_IGNORED_PORTS" ]; then
APPMESH_EGRESS_IGNORED_PORTS="22"
else
APPMESH_EGRESS_IGNORED_PORTS="$APPMESH_EGRESS_IGNORED_PORTS, 22"
fi

#
# End of configurable options
#

function initialize() {

echo "=== Initializing ==="

if [ ! -z "$APPMESH_APP_PORTS" ]; then
iptables -t nat -N APPMESH_INGRESS
if [ "$APPMESH_ENABLE_IPV6" == "1" ]; then

ip6tables -t nat -N APPMESH_INGRESS

fi

fi

iptables -t nat -N APPMESH_EGRESS

if [ "$APPMESH_ENABLE_IPV6" == "1" ]; then
ip6tables -t nat -N APPMESH_EGRESS

fi

function enable_egress_routing() {
# Stuff to ignore
[ ! -z "$APPMESH_IGNORE_UID" ] && \
iptables -t nat -A APPMESH_EGRESS \
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-m owner --uid-owner $APPMESH_IGNORE_UID \
-j RETURN

[ ! -z "$APPMESH_IGNORE_GID" ] && \
iptables -t nat -A APPMESH_EGRESS \
-m owner --gid-owner $APPMESH_IGNORE_GID \
-j RETURN

[ ! -z "$APPMESH_EGRESS_IGNORED_PORTS" ] && \
for IGNORED_PORT in $(echo "$APPMESH_EGRESS_IGNORED_PORTS" | tr "," "\n");
do

iptables -t nat -A APPMESH_EGRESS \
-p tep \
-m multiport --dports "$IGNORED_PORT" \
-j RETURN

done

if [ "$APPMESH_ENABLE_IPV6" == "1" 1]; then
# Stuff to ignore ipvé6
[ ! -z "$APPMESH_IGNORE_UID" ] && \
ip6tables -t nat -A APPMESH_EGRESS \
-m owner --uid-owner $APPMESH_IGNORE_UID \
-j RETURN

[ ! -z "$APPMESH_IGNORE_GID" ] && \
ip6tables -t nat -A APPMESH_EGRESS \
-m owner --gid-owner $APPMESH_IGNORE_GID \
-j RETURN

[ ! -z "$APPMESH_EGRESS_IGNORED_PORTS" ] && \
for IGNORED_PORT in $(echo "$APPMESH_EGRESS_IGNORED_PORTS" | tr "," "\n");
do

ip6tables -t nat -A APPMESH_EGRESS \
-p tcp \
-m multiport --dports "$IGNORED_PORT" \
-j RETURN

done

fi

# The list can contain both IPv4 and IPv6 addresses. We will loop over this
list

# to add every IPv4 address into “iptables”™ and every IPv6 address into
“ip6tables”.

[ ! -z "$APPMESH_EGRESS_IGNORED_IP" ] && \
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for IP_ADDR in $(echo "$APPMESH_EGRESS_IGNORED_IP" | tr "," "\n"); do
if [[ $IP_ADDR =~ .*:.* ]]
then
[ "$APPMESH_ENABLE_IPV6" == "1" ] && \
ip6tables -t nat -A APPMESH_EGRESS \
-p tcp \
-d "$IP_ADDR" \
-j RETURN
else
iptables -t nat -A APPMESH_EGRESS \
-p tep \
-d "$IP_ADDR" \
-j RETURN
fi
done

# Redirect everything that is not ignored
iptables -t nat -A APPMESH_EGRESS \

-p tcp \

-j REDIRECT --to $APPMESH_ENVOY_EGRESS_PORT

# Apply APPMESH_EGRESS chain to non local traffic
iptables -t nat -A OUTPUT \

-p tcp \

-m addrtype ! --dst-type LOCAL \

-j APPMESH_EGRESS

if [ "$APPMESH_ENABLE_IPV6" == "1" ]; then
# Redirect everything that is not ignored ipv6
ip6tables -t nat -A APPMESH_EGRESS \
-p tcp \
-j REDIRECT --to $APPMESH_ENVOY_EGRESS_PORT
# Apply APPMESH_EGRESS chain to non local traffic ipvé6
ip6tables -t nat -A OUTPUT \
-p tep \
-m addrtype ! --dst-type LOCAL \
-j APPMESH_EGRESS
fi

function enable_ingress_redirect_routing() {
# Route everything arriving at the application port to Envoy
iptables -t nat -A APPMESH_INGRESS \
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-p tcp \
-m multiport --dports "$APPMESH_APP_PORTS" \
-j REDIRECT --to-port "$APPMESH_ENVOY_INGRESS_PORT"

# Apply AppMesh ingress chain to everything non-local
iptables -t nat -A PREROUTING \

-p tcp \

-m addrtype ! --src-type LOCAL \

-j APPMESH_INGRESS

if [ "$APPMESH_ENABLE_IPV6" == "1" ]; then
# Route everything arriving at the application port to Envoy ipv6
ip6tables -t nat -A APPMESH_INGRESS \
-p tcp \
-m multiport --dports "$APPMESH_APP_PORTS" \
-j REDIRECT --to-port "$APPMESH_ENVOY_INGRESS_PORT"

# Apply AppMesh ingress chain to everything non-local ipvé6
ip6tables -t nat -A PREROUTING \
-p tcp \
-m addrtype ! --src-type LOCAL \
-j APPMESH_INGRESS
fi

function enable_routing() {
echo "=== Enabling routing ==="
enable_egress_routing
if [ ! -z "$APPMESH_APP_PORTS" ]; then
enable_ingress_redirect_routing
fi

function disable_routing() {
echo "=== Disabling routing ==="
iptables -t nat -F APPMESH_INGRESS
iptables -t nat -F APPMESH_EGRESS

if [ "$APPMESH_ENABLE_IPV6" == "1" ]; then
ip6tables -t nat -F APPMESH_INGRESS
ip6tables -t nat -F APPMESH_EGRESS

fi

6EHA!: MH|A d|o|E
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function dump_status() {

echo "=== iptables FORWARD table ==="
iptables -L -v -n
echo "=== iptables NAT table ==="

iptables -t nat -L -v -n

if [ "$APPMESH_ENABLE_IPV6" == "1" ]; then
echo "=== ip6tables FORWARD table ==="
ip6tables -L -v -n
echo "=== ip6tables NAT table ==="
ip6tables -t nat -L -v -n

fi

function clean_up() {
disable_routing
ruleNum=$(iptables -L PREROUTING -t nat --line-numbers | grep APPMESH_INGRESS |
cut -d " " -f 1)
iptables -t nat -D PREROUTING $ruleNum

ruleNum=$(iptables -L OUTPUT -t nat --line-numbers | grep APPMESH_EGRESS | cut
_d n n _-F 1)
iptables -t nat -D OUTPUT $ruleNum

iptables -t nat -X APPMESH_INGRESS
iptables -t nat -X APPMESH_EGRESS

if [ "$APPMESH_ENABLE_IPV6" == "1" 1]; then
ruleNum=$(ip6tables -L PREROUTING -t nat --line-numbers | grep
APPMESH_INGRESS | cut -d " " -f 1)

ip6tables -t nat -D PREROUTING $ruleNum

ruleNum=$(ip6tables -L OUTPUT -t nat --line-numbers | grep APPMESH_EGRESS |
cut -d " " -f 1)
ip6tables -t nat -D OUTPUT $ruleNum

ip6tables -t nat -X APPMESH_INGRESS
ip6tables -t nat -X APPMESH_EGRESS
fi

function main_loop() {
echo "=== Entering main loop ==="
while read -p '> ' cmd; do
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case "$cmd" in

Ilquitll)
clean_up
break

"status")
dump_status

"enable")
enable_routing

"disable")
disable_routing

a4

*)
echo "Available commands: quit, status, enable, disable"
esac

done
}
function print_config() {

echo "=== Input configuration ==="

env | grep APPMESH_ || true

print_config

initialize

if [ "$APPMESH_START_ENABLED" == "1" ]; then
enable_routing

fi

main_loop

of Z2|70|Md ECHEE Envoy ZE A2 2tRESHE iptables &S F&stt{™ O HHAof
MAYget A3 REE AgLICH

sudo ./envoy-networking.sh

e == oiZ2l7olM ZEE AIFELICH
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AWS Management Console
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c EH Ao Z MMEIACZQIEE IPv4L TAE AFELICE
« Envoy 2lA&L{E 2 & IPv4 2 IPv6e 40 HFQIZE LICE

6. HAl H&S MEstod 2t = ErLICH

7. (M AE) HAIE CHE ASD BRELIC B9 HAIE AL 5HE CHE A0 448 214
A7 SUS HAIM MZ SAIE 4 UALICH KM LIS 29 HIAl 5Hel THelg A x5
MAI.

AWS CLI

AWS CLIE At&35t0o4 HIAIE ddstedH

CHS BEE AE5t0d MH[A HAIE HMELICH### 2t 2 Bste U422 ChA).

i)

aws appmesh create-mesh --mesh-name meshName

2. EH oAl

{
"mesh" : {

"meshName" : "meshName",

"metadata":{
"arn":"arn:aws:appmesh:us-west-2:123456789012:mesh/meshName",
"createdAt":"2022-04-06T08:45:50.072000-05:00",
"lastUpdatedAt":"2022-04-06T08:45:50.072000-05:00",
"meshOwner": "123456789012",

"resourceOwner": "123456789012",
"uid":"alb2c3d4-5678-90ab-cdef-11111EXAMPLE",
"version":1

1,

"spec":{},

"status":{

"status":"ACTIVE"

}

}
}

for App MeshZ AFE3l04 HIAIE MASHE AWS CLI 2ol Ciet REAIEH LIE 2 AWS CLI 2= 9|
create-mesh BHHEE FX5IHA2.
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AWS Management Console

E M835t0{ 7tef HO|EQO|E AfAl|5tE{Td AWS Management Console

1. https://console.aws.amazon.com/appmesh/Oﬂ/H App Mesh 2&2 L|Ct.
2. AHstedis HAIE MEfEfLICH ARstD U 2E HAZ SFE ZE HAZELGELICH
3. =0l Axtol deleteE Yzist Che, AXE 2 2gLCH
AWS CLI
E A&35tod HIAIE 4 A|5t242d AWS CLI
1. CHS HH2 A2 50] HAIE AXRIBLICH##2 2k BotE 222 TfA).

aws appmesh delete-mesh \
--mesh-name meshName

2. EH oA
{
"mesh": {
"meshName": "meshName",
"metadata": {
"arn":"arn:aws:appmesh:us-west-2:123456789012:mesh/meshName",
"createdAt": "2022-04-06T08:45:50.072000-05:00",
"lastUpdatedAt": "2022-04-07T11:06:32.795000-05:00",
"meshOwner": "123456789012",
"resourceOwner": "123456789012",
"uid": "alb2c3d4-5678-90ab-cdef-11111EXAMPLE",
"version": 1
},
"spec": {},
"status": {
"status": "DELETED"
}
}
}
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for App Mesh& ALE5104 HIAIE AFX|StE &Edol AWS CLI CHEF XEM|EF LIS AWS CLI & X 9]
delete-mesh WA XXM 2.
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https://console.aws.amazon.com/appmesh/
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5| 9= Z9) None(912)8 MeigtLIch LB O] 7ty MulAo| 32RHE Hololsg
ol
AR
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aws appmesh create-virtual-service \
--cli-input-json file://create-virtual-service-virtual-node.json

2. Oi|A| create-virtual-service-virtual-node.json2| LI 2 CtS 1} Z-&L|CH.

"meshName": "meshName",
"spec": {
"provider": {
"virtualNode": {
"virtualNodeName": "nodeName"
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"virtualServiceName": "serviceA.svc.cluster.local"

3. E oAl

"virtualService": {
"meshName": "meshName",

"metadata": {
"arn:aws:appmesh:us-west-2:210987654321:mesh/meshName/

"arn":

virtualService/serviceA.svc.cluster.local",
"createdAt": "2022-04-06T09:45:35.890000-05:00",

"lastUpdatedAt": "2022-04-06T09:45:35.890000-05:00",

"meshOwner": "123456789012",
"210987654321",

"resourceOwner":
"uid": "alb2c3d4-5678-90ab-cdef-11111EXAMPLE",
"version": 1
1,
"spec": {
"provider": {
"virtualNode": {
"virtualNodeName": "nodeName"
}
}
},
"status": {
"status": "ACTIVE"
1,
"virtualServiceName": "serviceA.svc.cluster.local"
}
}
App Mesh AWS CLI & A&35t0{ 7H4 MH|AE ddst= 2ol CHEt REMIEH LI&2 AWS CLI
HESHMR.

Z X 9| create-virtual-service &2 3
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https://docs.aws.amazon.com/cli/latest/reference/appmesh/create-virtual-service.html
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E AL&35t0] 7t AMHIAE AFK|5HE{™H AWS Management Console
1. https://console.aws.amazon.com/appmesh/0lA App Mesh & & LIC}
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AWS CLI

E A835tod 7ty MH[AE AfKstE{™H AWS CLI

aws appmesh delete-virtual-service \
--mesh-name meshName \

--virtual-service-name serviceA.svc.cluster.local

2. EH oAl

"virtualService": {
"meshName": "meshName",
"metadata": {
"arn": "arn:aws:appmesh:us-west-2:210987654321:mesh/meshName/
virtualService/serviceA.svc.cluster.local",
"createdAt": "2022-04-06T09:45:35.890000-05:00",
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"lastUpdatedAt": "2022-04-07T10:39:42.772000-05:00",
"meshOwner": "123456789012",
"resourceOwner": "210987654321",

"uid": "alb2c3d4-5678-90ab-cdef-11111EXAMPLE",
"version": 2

.
"spec": {
"provider": {
"virtualNode": {
"virtualNodeName": "nodeName"
}
}
},
"status": {
"status": "DELETED"
.
"virtualServiceName": "serviceA.svc.cluster.local"
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https://github.com/grpc/grpc/blob/master/doc/health-checking.md
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https://docs.aws.amazon.com/app-mesh/latest/userguide/mutual-tls.html
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CtE HEE ALE5104 7ty HO|EQ0IE st 1 JSONE LUMRLICH### 2t BloteE ULE

CHA).

aws appmesh create-virtual-gateway \

--mesh-name meshName \

--virtual-gateway-name virtualGatewayName \
--cli-input-json file://create-virtual-gateway. json

2. oAl create-virtual-gateway.json2| L& 2 C}S2 0 Zr&LCH

{
"spec": {
"listeners": [
{
"portMapping": {
"port": 9080,
"protocol": "http"
}
}
]
}
}
3. EZ0A
{

"virtualGateway": {
"meshName": "meshName"
"metadata": {

"arn": "arn:aws:appmesh:us-west-2:123456789012:mesh/meshName/
virtualGateway/virtualGatewayName",

"createdAt": "2022-04-06T10:42:42.015000-05:00",

"lastUpdatedAt": "2022-04-06T10:42:42.015000-05:00",

"meshOwner": "123456789012",

"resourceOwner": "123456789012",

"uid": "alb2c3d4-5678-90ab-cdef-11111EXAMPLE",

"version": 1

iy
"spec": {
"listeners": [
{

"portMapping": {
"port": 9080,
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"protocol": "http"

}
}

]
3,
"status": {

"status": "ACTIVE"
},
"virtualGatewayName": "virtualGatewayName"

App Mesh AWS CLI 8 & At&35101 7t&f HO|EQO0|E M 5t= wedol CHEt AtMIEH LIS 2 AWS
CLI & X 9| create-virtual-gateway HHEE FHZSIMIL.
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https://docs.aws.amazon.com/cli/latest/reference/appmesh/create-virtual-gateway.html
https://docs.aws.amazon.com/app-mesh/latest/userguide/getting-started-ec2.html
https://docs.aws.amazon.com/app-mesh/latest/userguide/getting-started-ec2.html
https://docs.aws.amazon.com/app-mesh/latest/userguide/getting-started-ecs.html
https://docs.aws.amazon.com/app-mesh/latest/userguide/getting-started-kubernetes.html
https://docs.aws.amazon.com/app-mesh/latest/userguide/getting-started-kubernetes.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/create-network-load-balancer.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/create-network-load-balancer.html
https://kubernetes.io/docs/tasks/access-application-cluster/create-external-load-balancer/
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-increase-availability.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-increase-availability.html
https://docs.aws.amazon.com/app-mesh/latest/userguide/examples.html
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E M835t0{ 7tef HO|EQO|E AfAl|5tE{Td AWS Management Console

1. https://console.aws.amazon.com/appmesh/0| A App Mesh &€ LILC}.

2. 7t HOIESQOIE AA|stEdE HIAIE MEHELICEH ARSt T U= ZE HAI SRE ZE O
Al7F LEEELICE

3. 21F M EFHoM 7ty HOo|EQOIE MEFLICH
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AWS CLI
E A2350o4 714 HO|EQI0|E AfA|ISHE{Ed AWS CLI

1. ChS BHES AL85t0d 7Y HOIESO|E ANIELICH### 2L S ?ste A2 = CHA).

aws appmesh delete-virtual-gateway \
--mesh-name meshName \
--virtual-gateway-name virtualGatewayName

2. EH AL

"virtualGateway": {

"meshName": "meshName",

"metadata": {
"arn": "arn:aws:appmesh:us-west-2:123456789012:mesh/meshName/

virtualGateway/virtualGatewayName",

"createdAt": "2022-04-06T10:42:42.015000-05:00",
"lastUpdatedAt": "2022-04-07T10:57:22.638000-05:00",
"meshOwner": "123456789012",
"resourceOwner": "123456789012",
"uid": "alb2c3d4-5678-90ab-cdef-11111EXAMPLE",
"version": 2
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"spec": {

"listeners": [

{
"portMapping": {
"port": 9080,
"protocol": "http"
}
}

]
.
"status": {

"status": "DELETED"
},
"virtualGatewayName": "virtualGatewayName"

}
}
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aws appmesh create-virtual-gateway \

--mesh-name meshName \

--virtual-gateway-name virtualGatewayName \
--gateway-route-name gatewayRouteName \
--cli-input-json file://create-gateway-route.json

2. OlAl create-gateway-route.jsonQ| LI CtS1t ZH&LICt

{
"spec": {
"httpRoute" : {
"match" : {
"prefix" : "/"
3,
"action" : {
"target" : {
"virtualService": {
"virtualServiceName": "serviceA.svc.cluster.local"
}
}
}
}
}
}
3. EZ AL
{

"gatewayRoute": {
"gatewayRouteName": '"gatewayRouteName",
"meshName": "meshName",
"metadata": {

"arn":

"arn:aws:appmesh:us-west-2:210987654321 :mesh/meshName/
virtualGateway/virtualGatewayName/gatewayRoute/gatewayRouteName",
"createdAt": "2022-04-06T11:05:32.100000-05:00",
"lastUpdatedAt": "2022-04-06T11:05:32.100000-05:00",
"meshOwner": "123456789012",
"resourceOwner": "210987654321",
"uid": "alb2c3d4-5678-90ab-cdef-11111EXAMPLE",
"version": 1
1,
"spec": {
"httpRoute": {
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"action": {

"target": {
"virtualService": {
"virtualServiceName": "serviceA.svc.cluster.local"
}
}
},
"match": {
"prefix": "/"
}
}
.
"status": {
"status": "ACTIVE"
},
"virtualGatewayName": '"gatewayName"
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aws appmesh delete-gateway-route \
--mesh-name meshName \
--virtual-gateway-name virtualGatewayName \
--gateway-route-name gatewayRouteName

2. EH oAl

"gatewayRoute": {
"gatewayRouteName": '"gatewayRouteName",
"meshName": "meshName",
"metadata": {
"arn": "arn:aws:appmesh:us-west-2:210987654321:mesh/meshName/
virtualGateway/virtualGatewayName/gatewayRoute/gatewayRouteName",
"createdAt": "2022-04-06T11:05:32.100000-05:00",
"lastUpdatedAt": "2022-04-07T10:36:33.191000-05:00",
"meshOwner": "123456789012",
"resourceOwner": "210987654321",
"uid": "alb2c3d4-5678-90ab-cdef-11111EXAMPLE",
"version": 2
b
"spec": {
"httpRoute": {
"action": {
"target": {
"virtualService": {
"virtualServiceName": "serviceA.svc.cluster.local"

1,
"match": {

Ilprefixll: Il/ll

3y
"status": {
"status": "DELETED"
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"virtualGatewayName": "virtualGatewayName"
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aws appmesh create-virtual-node \
--cli-input-json file://create-virtual-node-dns.json

2. Oi|Xl create-virtual-node-dns.json2| L& Ct2 1t Z

{
"meshName": "meshName",
"spec": {
"listeners": [
{
"portMapping": {
"port": 80,
"protocol": "http"
}
}
1,
"serviceDiscovery": {
"dns": {
"hostname": "serviceBvl.svc.cluster.local"
}
}
1,
"virtualNodeName": '"nodeName"
}

3. EH oAl

{
"virtualNode": {
"meshName": "meshName",
"metadata": {
"arn": "arn:aws:appmesh:us-west-2:210987654321:mesh/meshName/
virtualNode/nodeName",
"createdAt": "2022-04-06T09:12:24.348000-05:00",
"lastUpdatedAt": "2022-04-06T09:12:24.348000-05:00",

"meshOwner": "123456789012",
"210987654321",

"resourceOwner":
"uid": "alb2c3d4-5678-90ab-cdef-11111EXAMPLE",
"version": 1
.
"spec": {
"listeners": [
{
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"portMapping": {
"port": 80,
"protocol": "http"

}
}
1,
"serviceDiscovery": {
"dns": {
"hostname": "serviceBvl.svc.cluster.local"
}
}
I
"status": {
"status": "ACTIVE"
},
"virtualNodeName": "nodeName"
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E A835t0od 7t = EE 4 AISt2{8 AWS Management Console
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https://docs.aws.amazon.com/cli/latest/reference/appmesh/create-virtual-node.html
https://console.aws.amazon.com/appmesh/
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AWS CLI
E M835t04 7t L =EE AKA|5H2{T AWS CLI
1. CHS HHS AI25t0d 714 L EE MR|gFLICh### 2L 6te 222 o).

aws appmesh delete-virtual-node \
--mesh-name meshName \
--virtual-node-name nodeName

2. E- oAl

"virtualNode": {
"meshName": "meshName",
"metadata": {

arn": "arn:aws:appmesh:us-west-2:210987654321:mesh/meshName/
virtualNode/nodeName",

"createdAt": "2022-04-06T09:12:24.348000-05:00",
"lastUpdatedAt": "2022-04-07T11:03:48.120000-05:00",
"meshOwner": "123456789012",
"resourceOwner": "210987654321",
"uid": "alb2c3d4-5678-90ab-cdef-11111EXAMPLE",
"version": 2

},

"spec": {
"backends": [],
"listeners": [

{
"portMapping": {
"port": 80,
"protocol": "http"
}
}
1,
"serviceDiscovery": {
"dns": {
"hostname": "serviceBvl.svc.cluster.local"

e == EO|E0M AAStEA=E 7t L EE MES D MK E MHELICH 7HE EE
3tedT™ 7ty LEo| HIA| £RA EE ElAA AR Qofl A™ D7t LEFE|o{ok B LCH,
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}
}
},
"status": {
"status": "DELETED"
I
"virtualNodeName": "nodeName"
}
}
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https://aws.amazon.com/blogs/containers/migrating-from-aws-app-mesh-to-amazon-ecs-service-connect
https://aws.amazon.com/blogs/containers/migrating-from-aws-app-mesh-to-amazon-ecs-service-connect

AWS 4 HIA| A

ol
nx
0%
x

____________________________________

Destination’s virtual
router and route.
HTTP route

prefix: [
Route B

targets: _ _
Virtual node destination

/J-/‘:r/ + WEIEht
B i

H‘___‘E Route B’

New service or service
version

____________________________________

7hal BIRE{7} £ 418 QIHIR E ERfEIE E|IALE K|ZSH ok &fLC.
7te EFRE 4
AWS Management Console

E AL&35t0] 71 Bt REE 4 M5tE{™H AWS Management Console

(® Note
7HY BtREE 49 M= B2E Y& 7ty etREo| AZE LYAmolA S5ES 4
HE + UALF Bol20| U= HIHAHO|A ME4T|E FTtol{oF FLICH

1. https://console.aws.amazon.com/appmesh/0|A App Mesh &€& LILC}.
ERE

2. 7tY EtREE ddsitis HAIE MEigfLICH AR/t R HAlRE S7E ZE HAIZ
LG E LI

>~_

212 =M 3ol M Virtual routers(7H 2HRE)E ME4EHLICEH
4. Create virtual router(7t&f BHE M)E MEHFHLICH

Virtual router name(7t& 2t E{ O[&)0l M 7t4t 2t *E 2| O|§ &2 KI'F&LICt. %|CH 25574 9]
=Xk, =X, 5t0|E U WEO0| 3{&FELICH.

7ty EteH 4d 124


https://console.aws.amazon.com/appmesh/

AWS 4 HIA|

A8

1z

%A
6. (AEH A}é*) 2IAL] TA0IA 714 BFRE{0f| CHEt ZE L Z2EZS XN

St 2lAU F7HE 2
it HASILIC

MEdSto 2t 2 & LICE

18FLICH http 2lA&
2/5t04 2|AL{E ofE] 7H F7t

o
Create virtual router(7P‘ CHRE HA)E

AWS CLI

ol
K
—

SONZ UBFLICh### k2 Hete S22 CHA).

aws appmesh create-virtual-router \

--cli-input-json file://create-virtual-router.json

2.

0i|A| create-virtual-router.jsonQ| LIE 2 CtS 1} Z&LiCH
3.

{
"meshName": "meshName",
"spec": {
"listeners": [
{
"portMapping": {

"port": 80,
"protocol": "http"

iy

"virtualRouterName": "routerName"

}

4. E= oAl

"virtualRouter": {
"meshName": "meshName",
"metadata": {
"arn": "arn:aws:appmesh:us-west-2:210987654321:mesh/meshName/
virtualRouter/routerName",

"createdAt": "2022-04-06T11:49:47.216000-05:00",

"lastUpdatedAt": "2022-04-06T11:49:47.216000-05:00",
"meshOwner": "123456789012",
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"resourceOwner":
"uid":
"version": 1
I
"spec": {
"listeners": [
{
"portMapping": {
"port": 80,
"protocol":

iy
"status": {

"status": "ACTIVE"

}I

"virtualRouterName":

App Mesh& & AtE
£+ Z 9| create-virtual-router

7t 2R E AT

(® Note
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AWS Management Console
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5t0o4 7t & EIREE dddt= ¢
e

=SAE X|HE 7ty Bt?

"210987654321",
"alb2c3d4-5678-90ab-cdef-11111EXAMPLE",

"http"

"routerName"
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https://docs.aws.amazon.com/cli/latest/reference/appmesh/create-virtual-router.html
https://console.aws.amazon.com/appmesh/
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1. OIS BBE AL8otod 7He Bt REIE A MELICH(### 2LE2 Rsts 222 CiA).

aws appmesh delete-virtual-router \
--mesh-name meshName \
--virtual-router-name routerName

2. E= oAl

{

"virtualRouter": {
"meshName": "meshName",
"metadata": {

"arn":

"arn:aws:appmesh:us-west-2:210987654321 :mesh/meshName/
virtualRouter/routerName",

"createdAt": "2022-04-06T11:49:47.216000-05:00",
"lastUpdatedAt": "2022-04-07T10:49:53.402000-05:00",
"meshOwner": "123456789012",

"resourceOwner": "210987654321",

"uid": "alb2c3d4-5678-90ab-cdef-11111EXAMPLE",
"version": 2

},
"spec": {
"listeners": [
{
"portMapping": {
"port": 80,
"protocol": "http"
}
}
]
},
"status": {

"status": "DELETED"
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"virtualRouterName": "routerName"
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AWS Management Console

E AI835tod 22 M4Ad35t2{™ AWS Management Console

1.  https://console.aws.amazon. com/appmesh/OﬂA-I App Mesh 2&& L|C}.
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https://console.aws.amazon.com/appmesh/
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https://www.envoyproxy.io/docs/envoy/latest/api-v3/extensions/filters/network/http_connection_manager/v3/http_connection_manager.proto#envoy-v3-api-field-extensions-filters-network-http-connection-manager-v3-httpconnectionmanager-normalize-path
https://www.envoyproxy.io/docs/envoy/latest/api-v3/extensions/filters/network/http_connection_manager/v3/http_connection_manager.proto#envoy-v3-api-field-extensions-filters-network-http-connection-manager-v3-httpconnectionmanager-merge-slashes
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A

aws appmesh create-route \
--cli-input-json file://create-route-grpc.json

2. O{A| create-route-grpc.json2| L2 C+S2 1 ZH&LC}.

{
"meshName" : "meshName",
"routeName" : "routeName",
"spec" : {
"grpcRoute" : {
"action" : {
"weightedTargets" : [
{
"virtualNode" : "nodeName",
"weight" : 100
}
]
},
"match" : {
"metadata" : [
{
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"invert" : false,
"match" : {
"prefix" : "123"
I
"name" : "myMetadata"
}
1,
"methodName" : "nameOfmethod",
"serviceName" : "serviceA.svc.cluster.local"
I
"retryPolicy" : {
"grpcRetryEvents" : [ "deadline-exceeded" ],
"httpRetryEvents" : [ "server-error", '"gateway-error" ],
"maxRetries" : 3,
"perRetryTimeout" : {
"unit" : "s",
"value" : 15
I
"tcpRetryEvents" : [ "connection-error" ]
}
},
"priority" : 100
},
"virtualRouterName" : "routerName"

[a

3. EZ= oAl

"route": {

"meshName": "meshName",

"metadata": {
"arn": "arn:aws:appmesh:us-west-2:210987654321:mesh/meshName/

virtualRouter/routerName/route/routeName",

"createdAt": "2022-04-06T13:48:20.749000-05:00",
"lastUpdatedAt": "2022-04-06T13:48:20.749000-05:00",
"meshOwner": "123456789012",
"resourceOwner": "210987654321",

"uid": "alb2c3d4-5678-90ab-cdef-11111EXAMPLE",
"version": 1

iy
"routeName": "routeName",
"SpeC": {

"grpcRoute": {
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"action": {
"weightedTargets": [

{
"virtualNode": "nodeName",
"weight": 100
}
]
.
"match": {
"metadata": [
{
"invert": false,
"match": {
"prefix": "123"
},
"name": "myMetadata"
}
1,
"methodName" : '"nameOfMehod",
"serviceName": "serviceA.svc.cluster.local"
},

"retryPolicy": {
"grpcRetryEvents": [
"deadline-exceeded"

1,

"httpRetryEvents": [
"server-error",
"gateway-error"

1,

"maxRetries": 3,

"perRetryTimeout": {
"unit": "s",
"value": 15

I

"tcpRetryEvents": [
"connection-error"

]
}

},

"priority": 100
},
"status": {

"status": "ACTIVE"
I
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"virtualRouterName": "routerName"
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aws appmesh delete-route \
--mesh-name meshName \
--virtual-router-name routerName \
--route-name routeName

2. EH oAl

"route": {
"meshName": "meshName",
"metadata": {
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arn": "arn:aws:appmesh:us-west-2:210987654321:mesh/meshName/
virtualRouter/routerName/route/routeName",
"createdAt": "2022-04-06T13:46:54.750000-05:00",
"lastUpdatedAt": "2022-04-07T10:43:57.152000-05:00",
"meshOwner": "123456789012",
"resourceOwner": "210987654321",

"uid": "alb2c3d4-5678-90ab-cdef-11111EXAMPLE",
"version": 2

iy
"routeName": "routeName",
uspecu: {

"grpcRoute": {
"action": {
"weightedTargets": [

{
"virtualNode": "nodeName",
"weight": 100
}
]
.
"match": {
"metadata": [
{
"invert": false,
"match": {
"prefix": "123"
},
"name": "myMetadata"
}
1,
"methodName": "methodName",
"serviceName": "serviceA.svc.cluster.local"
},

"retryPolicy": {

"grpcRetryEvents": [
"deadline-exceeded"

1,

"httpRetryEvents": [
"server-error",
"gateway-error"

1,

"maxRetries": 3,

"perRetryTimeout": {
"unit": "s",
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"value": 15

iy
"tcpRetryEvents": [
"connection-error"

]
}

},

"priority": 100
},
"status": {

"status": "DELETED"
I
"virtualRouterName": "routerName"

App Mesh®E AM235104 BHRElS AtR|sHS Yol AWS CLI CHEH XFMIEH LI S AWS CLI & & 9|
delete-route HHEE FZ5HMIL.
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oleil SE oA 2| o|0|X|E MEHSt 7L 0|0 aws-appmesh-envoy @l HHE 2! 2|Z X|E 2|0 A
O|O|X|E MEfE £ AU&LICH.

/A Important

- 2023'H 62 30Y S E| Envoy O|O|X| v1. 17 2.0-prod O|&2F App Mesh@t ZEHEILICEH. O
0 Envoy O|0O|X|E AF2StE 34X Do AR 7|&E QIE2 H& 58v1.17.2. 05/ K|
oF x4l HM S 2 Oto|azl|o|M5t= 2ol E&LCE

« Envoy HTE H7[Mo 2 2[4l HMo 2 YI8|0|=E6t= 0| 7t& E&LICH =4l Envoy
Hot x|, 7|5 &Ela U b5 Mo 2 HBE LI

« HHZ 1.172 Envoy2| 523t UO|O|ER&LICE RHMEH LI 2 Envoy 1.172 d|0|E/O}
oladio|ME HEstM L.

« X 1.20.0.1 O|A&2 ARM64S} S 8HEILICE.

« IPv6 K| 2o E{m™ Envoy HA 1.20 o|4to| ZegFLC}.

(@ Note
FIPSE O/ & 7HLtChol = 2o MEE ALSE = A& LICH

XHElE BE 2”2 ## ### me-south-1,, ap-east-1, ap-southeast-3, & 0|Q|o] ZE 2|
O Z HIE # eu-south-1il-central-1Y&LICtaf-south-1.

FH
[

840364872350 .dkr.ecr.region-code.amazonaws.com/aws-appmesh-envoy:vl1l.34.13.1-prod

FIPS &%

840364872350.dkr.ecr.region-code.amazonaws.com/aws-appmesh-envoy:vl.34.13.1-prod-
fips
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AWS 4 HIA|

me-south-1

FH
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772975370895.dkr.ecr.me-south-1.amazonaws.com/aws-appmesh-envoy:v1l.34.13.1-prod

ap-east-1

FH
[

856666278305.dkr.ecr.ap-east-1.amazonaws.com/aws-appmesh-envoy:v1l.34.13.1-prod

ap-southeast-3

FH
[

909464085924 .dkr.ecr.ap-southeast-3.amazonaws.com/aws-appmesh-envoy:v1l.34.13.1-prod

eu-south-1

FH
M

422531588944 .dkr.ecr.eu-south-1.amazonaws.com/aws-appmesh-envoy:v1l.34.13.1-prod

il-central-1

[

X
564877687649 .dkr.ecr.il-central-1.amazonaws.com/aws-appmesh-envoy:v1l.34.13.1-prod

af-south-1
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M

924023996002 .dkr.ecr.af-south-1.amazonaws.com/aws-appmesh-envoy:v1l.34.13.1-prod
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public.ecr.aws/appmesh/aws-appmesh-envoy:v1.34.13.1-prod

FIPS &%

public.ecr.aws/appmesh/aws-appmesh-envoy:v1l.34.13.1-prod-fips

(® Note
Envoy Z1E0[L{0f| 512712|] CPU EH2Iet |4 64MiBL| HIZE|E &Yt X0l E&LICE
FargateOl M MHE &= Qe 24 HIZEl 2 1024MiBRILICEH £3t S7+2 213l Z4E|0|L 2!
ALO|E &= 7|EF X|E0f 2lAATH BESHK| 22 W2 E LIEL= B2 Envoy ZdE|O[L0f| CH

= =| (=2~ A 2
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(® Note
v1.22.0.05%E{ 2E aws-appmesh-envoy O|0|X| &2|A HZT2 Distroless Docker 0|0 X|
2 Y Euct o|0|X| 27[& &0|X o|o|X|of /= OIALE W7 |X|e| ¥ dE E2 EY =
UL T HEMELICEH aws-appmesh-envoy O|O|X|E 7|[EL 2 YEStD 2E AL2 7|2 TH7|
X|(0d: yum) & 7|52 AMB3tE B aws-appmesh-envoy O|O|X| LI 2| HtO|L{EIE S A}
5tod AL2 7|¥t2 2 A Docker O|O|X|E Y ESI= Zd0| E&LICE
Ol A3 RIEE Al#3504 aws-appmesh-envoy:v1.22.0.0-prod-al2: Ef27} ZEHEl Al
Xt X docker O|O|X|E A FLICEH

cat << EOF > Dockerfile
FROM public.ecr.aws/appmesh/aws-appmesh-envoy:v1.22.0.0-prod as envoy

FROM public.ecr.aws/amazonlinux/amazonlinux:2
RUN yum -y update && \

yum clean all && \

rm -rf /var/cache/yum

COPY --from=envoy /usr/bin/envoy /usr/bin/envoy

COPY --from=envoy /usr/bin/agent /usr/bin/agent

COPY --from=envoy /aws_appmesh_aggregate_stats.wasm /
aws_appmesh_aggregate_stats.wasm

CMD [ "/usr/bin/agent" ]

Envoy O|O|X| 84 142



AWS 4 HIA| A

0o
1z
0%
x

EOF

docker build -f Dockerfile -t aws-appmesh-envoy:v1.22.0.0-prod-al2 .
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AWS 4 HIA| A8 YA

=4 g
2 E App Mesh Envoy ZiE|0|L{0l & EP%J"—P 22 83 Wt WeELCh o] #H= Envoy
O|0|X[1.15.0 O|& HHT0| M B A2 & . 0]

APPMESH_VIRTUAL_NODE_NAME HH£Z2 EHtI A3l oF g LCt.

oto
gl:
;9
>
r
ful
(@]
>
=
>
lo
o
=}
Ral
M
>
oto
9.'—'
rr
oy
40

APPMESH_RESOURCE_ARN

Envoy ZIEOILIE ElAT TS0l %718 mf o] #72 WL E EjAT 120  UEHYE M4 e =
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« 7t £ E —arn:aws:appmesh:Region-code:111122223333:mesh/meshNamel
virtualNode/virtualNodeName

« 7t HO|ES O] — arn:aws:appmesh:Region-code:111122223333:mesh/meshName/
virtualGateway/virtual GatewayName
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ENVOY_LOG_LEVEL

ENVOY_INITIAL_FETCH_TIMEOUT
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71220
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ENVOY_ADMIN_ACCESS_PORT

Envoy7t =& CHZ & ALS A XIH 22| ZEE KIYELICH 7|22 9901.

@ Note
Envoy Zt2[At ZE &= 7t HO|EQO| £= 7t L E9| E|AL] ZEQ EEtof §fLICH.

ENVOY_ADMIN_ACCESS_LOG_FILE

Envoy HMA EE £ AEX X[H BEE XIHELCH 7228k /tmp/
envoy_admin_access.log.

ENVOY_ADMIN_ACCESS_ENABLE_IPV6

EnvoyQ| 2tE| QIE{H|O|ATt IPve EBEE S{1&St T MEtFLICH. 221 O] QBT 0|47}
IPv4 2 IPve ECHEE 25 £8E + Q&LICL 7IEH22 o Z2iIE false2 MHEIH
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ol2{st &3 & AL&304 AWS App Mesh Agent for EnvoyE 438 LICH XtM|EH LHE =2 App
Mesh Agent for Envoy& & X 35HAML.

APPNET_ENVOY_RESTART_COUNT
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PID_POLL_INTERVAL_MS

Agent7} Envoy ZEA|Q] T2 M A MENE &QlstE 7td2 U2|x B
100 LT,

7|22k 100
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Z|CH: 1000

LISTENER_DRAIN_WAIT_TIME_S
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APPNET_AGENT_ADMIN_MODE
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APPNET_AGENT_HTTP_PORT
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CHE 23 B8 AE5t0] AWS X-Ray2 2 App Mesh& TAIErLICH KHAIEH LHE2 THE R OFLHA
AWS X-RayE HZSHAML.

ENABLE_ENVOY_XRAY_TRACING

127.0.0.1:20002 7|& CHE(daemon) YIEXZQIE Z A&310{ X-Ray
Malsted™ gf2 12 AYELIch 7[2242 oLch.
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XRAY_DAEMON_PORT

ZE 7t2 XIH35t0{ 7|2 X-Ray H|O|ME ZE 20002 R{Ho|FLCt.
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https://www.jaegertracing.io/docs/1.21/getting-started/
https://www.envoyproxy.io/docs/envoy/latest/api-v3/config/trace/v3/http_tracer.proto#envoy-v3-api-msg-config-trace-v3-tracing
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https://www.envoyproxy.io/docs/envoy/latest/api-v3/config/trace/v3/zipkin.proto#config-trace-v3-zipkinconfig
https://docs.datadoghq.com/developers/dogstatsd/
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https://www.envoyproxy.io/docs/envoy/v1.6.0/api-v2/config/metrics/v2/stats.proto
https://www.envoyproxy.io/docs/envoy/latest/api-v3/config/metrics/v3/stats.proto#config-metrics-v3-tagspecifier
https://www.envoyproxy.io/docs/envoy/latest/api-v3/config/metrics/v3/stats.proto#config-metrics-v3-statsconfig
https://github.com/envoyproxy/envoy/issues/9856
https://github.com/aws/aws-app-mesh-roadmap/issues/283
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https://www.envoyproxy.io/docs/envoy/latest/api-v3/config/metrics/v3/stats.proto#config-metrics-v3-statssink
https://aws.amazon.com/blogs/containers/migrating-from-aws-app-mesh-to-amazon-ecs-service-connect
https://aws.amazon.com/blogs/containers/migrating-from-aws-app-mesh-to-amazon-ecs-service-connect
https://console.aws.amazon.com/support/home#/case/create
https://www.envoyproxy.io/docs/envoy/latest/api-v3/config/route/v3/route_components.proto#envoy-v3-api-msg-config-route-v3-retrypolicy
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https://www.envoyproxy.io/docs/envoy/latest/api-v3/config/cluster/v3/circuit_breaker.proto.html#envoy-v3-api-msg-config-cluster-v3-circuitbreakers-thresholds
https://console.aws.amazon.com/support/home#/case/create
https://console.aws.amazon.com/support/home#/case/create
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* max_requests — 2147483647

* max_pending_requests — 2147483647
* max_connections - 2147483647
 max_retries — 2147483647
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https://aws.amazon.com/blogs/containers/migrating-from-aws-app-mesh-to-amazon-ecs-service-connect
https://aws.amazon.com/blogs/containers/migrating-from-aws-app-mesh-to-amazon-ecs-service-connect
https://github.com/spiffe/spire/releases/tag/v0.12.0
https://github.com/google/re2
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prefix(?![0-9])suffix => prefix[*0-9]?suffix
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{
"routeSpec": {
"priority": 0,
"httpRoute": {
"match": {
"headers": [
{
"name": "x-my-example-header",
"match": {
"regex": "Aprefix(?!suffix)"
}
}
]
}
}
}
}
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{
"routeSpec": {
"priority": 1,
"httpRoute": {
"match": {
"headers": [
{
"name": "x-my-example-header",
"match": {
"regex": "Aprefix"
}
}
]
}
}
}
}
HeE SIHE F&LICH F M 2=
UxX|AZ|= g oot of

A B2 Ux|oME “prefix’ 2 AlZFH5HK|2H Fod “suffix” 7+
‘suffic’ 2 BLH= SIS Z 3504 ‘prefi’ 2 ARt ste OHE 22 3HE Y
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{
"routeSpec": {
"priority": 0,
"httpRoute": {
"match": {
"headers": [
{
"name": "x-my-example-header",
"match": {
"regex": "Mprefix.*?suffix"
}
}
]
}
}
}
}
{
"routeSpec": {
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"priority": 1,
"httpRoute": {
"match": {
"headers": [
{
"name": "x-my-example-header",
"match": {
"regex": "Aprefix"
}
}
]
}
}
}
}
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« GET /status -Envoy SHE #2I5tT M HEE BtatghLct.
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https://aws.amazon.com/blogs/containers/migrating-from-aws-app-mesh-to-amazon-ecs-service-connect
https://aws.amazon.com/blogs/containers/migrating-from-aws-app-mesh-to-amazon-ecs-service-connect
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https://docs.aws.amazon.com/app-mesh/latest/userguide/envoy-config.html
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X|H BE 3X|:2026'H 9& 300i|l AWS =0 CHet X[HES STEELICE AWS App Mesh. 2026
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https://aws.amazon.com/blogs/containers/migrating-from-aws-app-mesh-to-amazon-ecs-service-connect
https://aws.amazon.com/blogs/containers/migrating-from-aws-app-mesh-to-amazon-ecs-service-connect
https://docs.aws.amazon.com/app-mesh/latest/userguide/envoy-logs.html
https://docs.aws.amazon.com/app-mesh/latest/userguide/metrics.html
https://docs.aws.amazon.com/app-mesh/latest/userguide/tracing.html
https://aws.amazon.com/blogs/containers/migrating-from-aws-app-mesh-to-amazon-ecs-service-connect
https://aws.amazon.com/blogs/containers/migrating-from-aws-app-mesh-to-amazon-ecs-service-connect
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Logging

HTTP access logs path - aptional
The path used te send legging infermation for the virtual nede. App Mesh recommends using the standard cut 1fO stream

Jfdev/stdout

(i) Logs must still be ingested by an agent in your application and sent to a destination. This file path only
instructs Envoy where to send the logs.

2| o|O|X|= Envoy HMIA 2301 CHEt /dev/stdoutl] 2Z ZBZE Eod FLIC}

formatl| A< 5 7tX| 7} 58 A
H0{E 7IX42} JSON XX =2 HHEH

son EEE text & stLtet IHEHE X|HELICH jsondHMHE 7|

.

% Envoyoi| MY gL},

o

CIS 3= EZ20{ M= AWS CLIMIAM AF2E 4= 2= JSON

"logging": {
"accesslLog": {
"file": {
"path": "/dev/stdout",
"format" : {

// Exactly one of json or text should be specified
[ // json will be implemented with key pairs

"json":
{
"key": "string",
"value": "string"
}
]

"text": "string" //e.g. "%LOCAL_REPLY_BODY%:%RESPONSE_CODES%:path=

%SREQ( :path)%\n"
}

/A Important
Q124 m{E 0| Envoy01| SE K| EHOISHMAIR. R &5
Z| M BAE LIS error stateod AEEL|CH
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/dev/stdout0ll Envoy HMA 218 ELHH 1Y 227} Envoy ZIE0|L] 219 E8HELICH
awslogset Z2 E& Docker 211 EEIO|HHE A& 3504 CloudWatch Logset 22 21 AEEZ|X| &
MEl MEIAZ LHEE &= J&LICH REAIEH LI 2 Amazon ECS FHEERE LA 2| awslogs 21 £
2HO|H AFE & EHZ3SIM L. Envoy HAMA 20 LHE LD CHE Envoy ZIE|O|d 2= F Alst2{™
ENVOY_LOG_LEVELZ of f2 M™35tH FHLICH A EX4 SREQ_WITHOUT_QUERY(X?Y):Z%E X
&5t01 2| 2XtY Qi0| RS 7|28 £ 9l&aLCh oxlE= ReqWithoutQuery ZIHE{S E =51
. AtMIEH LHE 2 Envoy HE M| AN A 2L E FESHAIR.

KubernetesOll A HAM|A 21 & A5}

Kubernetes& App Mesh Z1IEE2{E A}
ZF7t5t0 HMA 2L R Tt L E

apiVersion: appmesh.k8s.aws/vlbeta2
kind: VirtualNode
metadata:
name: virtual-node-name
namespace: namespace
spec:
listeners:
- portMapping:
port: 9080
protocol: http
serviceDiscovery:
dns:
hostName: hostname
logging:
accesslLog:
file:
path: "/dev/stdout"

SAEE 0|28t 228 +&5t2{™ Fluentd2t Z2 21 ™ERII Qlo{oF BLICH AHAIEH LIS
Fluentd& DaemonSet2 2 M504 CloudWatch LogsOll 21 MEE AT 5HAI2.
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8t Envoy= EE{Q| O e CIHE 238 stdoutol Z|S&LICt O|248F 2= Envoy2t App Mesh
ol sS4l Y MH|A 7+ EBNE 25oi CiEt QIMOIEE ¥= o & LICH ENVOY_LOG_LEVEL &3
HEE AE5I0d EH 2 &2 FHE = U&LICH & S04, OIS HAE &= EnvoyZt S HTTP
QYD UX|AIZI EBHAEE 20 F&= oA ClHO 230 M 7HX{ =2 RAJLCt
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https://docs.aws.amazon.com/AmazonECS/latest/developerguide/using_awslogs.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/using_awslogs.html
https://www.envoyproxy.io/docs/envoy/latest/api-v3/extensions/formatter/req_without_query/v3/req_without_query.proto
https://www.envoyproxy.io/docs/envoy/latest/configuration/observability/access_log/access_log.html
https://docs.aws.amazon.com/app-mesh/latest/userguide/mesh-k8s-integration.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/Container-Insights-setup-logs.html
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[debug][router] [source/common/router/router.cc:434] [C4][S17419808847192030829]
cluster 'cds_ingress_howto-http2-mesh_color_client_http_8080' match for URL '/ping'

Firelens 2 Cloudwatch

Firelens&= Amazon ECS 20 CHEt 23 E &St ol AIEE = U A 1|0||-'i 27 2tRELCE
AWS Fargate. AWS MZ Z|ZX|E 2|0 M FirelensE AF3HE OAE &2 £ Ql&LICH

CloudWatchE Al235t0 X|E L 22 MEE L7158
=3 b

A& LICH App Mesh B M| X|&E LHE LY
M MHof| M CloudWatchol| CHEF XFAIEH LIS R

/A Important
XH BE SX|:2026'H 9& 300i| AWS =0 CHEF X|HE STHELICH AWS App Mesh. 2026
'H 9% 302! O|F0i= AWS App Mesh 2& == AWS App Mesh E|AA0] [ 0|4 HAMAE
oiaLlct XEM|Et LI 20| € 2 AHIAIZ Migrating from to Amazon ECS Service Connect
X AWS App Mesh 5HAI2.
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App MeshOlM ZE A= UAER L CIRAER EfEIZ 712 L|CH o & &0 Envoy= Z2+0|2

EoM g PL’SJ_'—P MH|A ZAE|O|e] LE S CIRAER ECfElo 2 BRFLICE Ol OHE T

o HAER EffEL CIRAER ER|EE #E23617] 2/5H App Mesh= MH|A QL #HEAEl Epj=] &t

groll th2F Envoy X|EE F7IMoz2 BFELIC

« s&l - MH|A TEO|HZ 522 4 & 0 ¢EE X|E X E[AA L0

« &4l- MH|A ZE| 0|0 M, 223 2 2= Amazon ECS E{A 3 EE = Kubernetes ZEO|M LI7HE
14 4l N #EE X|E 2 2laAduch
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https://aws.amazon.com/about-aws/whats-new/2019/11/aws-launches-firelens-log-router-for-amazon-ecs-and-aws-fargate/#:~:text=FireLens%20is%20a%20container%20log,for%20log%20analytics%20and%20storage.&text=This%20means%20you%20can%20use,your%20own%20Fluentd%20output%20plugin.
https://github.com/aws-samples/amazon-ecs-firelens-examples
https://docs.aws.amazon.com/app-mesh/latest/userguide/metrics.html#cloudwatch
https://aws.amazon.com/blogs/containers/migrating-from-aws-app-mesh-to-amazon-ecs-service-connect
https://aws.amazon.com/blogs/containers/migrating-from-aws-app-mesh-to-amazon-ecs-service-connect
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Amazon ECS task or Kubernetes Pod
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Proxy container Service container
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- Ad=xQlE 9l SR{AE 2E 8 - YAER FBAE IP FAYLICH 7H L E 9| MH|A A
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E B[AAZM ZE Ao MSELICH

- Hotets - o7|ol= =3t 7|9 TLS & M7t Z & EIX|B o|of F8tE[X|= et&LCt & 2210
HE 2 MH 2B Mol AA AWS Certificate Manager 2 AFHE 3= < App Meshe HER| 2l =
CO|El QIS ME ZEA|0f E0F Z|AAZ MEELICH

App MeshE L& E Envoy 2lAA 0| X|H HMHE AFESIEZ HAI2F CHA| GIEA|IZ|E Ol AHEE £
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2lAL] O|&

2lALd 0|2 ChE AIg AH8stod X|EELICh
lds_<traffic direction>_<listener IP address>_<listening port>

UEMo = Envoyoll 7 EE CHEW £ 2 2laHE = = U&LICH

* lds_ingress_0.0.0.0_15000
* lds_egress_0.0.0.0_15001

Kubernetes CNI Z241 21 EE= IP El|0|E %2 A& 3 Amazon ECS EfA 3 EE = Kubernetes Z
co| EgizZlo] ZE 15000 ! 150012 MEELICH App MeshE £=41 & *AI(HMI) EcHE g &5t
T8 0| F 2|AL{Z EnvoyE F 8 LICEH 7t 20 2[ALHT7E A0 UX| fom =4l 2[AL47}
2 Oo|X| et ALt

Ze{AE Ol

cds_<traffic direction>_<mesh name>_<virtual node name>_<protocol>_<port>

o= XtA E2{AE7t U&LICH oM AZRHZ 0| App Mesh= Envoy &2
oM M= A‘IHI AE QT 2B{AEHE M Estod ZEAIZL =4 EBEE SHY MH|AR MEE =

AT F ELCh.

o & £0{ ZE 80800 M http EEHEIZ =4I5t= my-virtual-node2t= 7t =7t 1 SHE 7t
A =7} 0|§0| my-mesh®! HIAIM Q= B2 App Mesh= O|&0| cds_ingress_my-mesh_my-
virtual-node_http_8080Q2! 2EHAHE M e LICt O] FE{AEE my-virtual-nodel| AH|
A Z4E|O|L{2 E0{2= ERfZIo| CHA 2dgtg BhLCt.

T

App MeshE CtE1 22 R0 &+ ZHAHE FItz & + JU&LICH O[2E OHE &l
E{7t HIAIGIMH BAIMo 2 Holft 2lAAet HrEA| Yk|5t= 242 ot LCh

- OHE AWS MH|A0| EE 6= Ol A8kl EE{AEHYULICE 0| REE ALS5HH HAI7L 72X 2
CHE 29| AWS MH|A0| R E = /U &LICtcds_egress_<mesh name>_amazonaws.
- 7t& HO|EQOle| 2t EE ™5t Ol AAEEl= FBAE. CHE2 FAISHE ELICH
« EFel B|AL49| ZR: cds_ingress_<mesh name>_<virtual gateway
name>_self_redirect_<protocol>_<port>
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« 0424 2|lAL49| BR: cds_ingress_<mesh name>_<virtual gateway
name>_self_redirect_<ingress_listener_port>_<protocol>_<port>
« EnvoyQo| ot &t s ZHAM MH|AE AM835t0{ Eot ¢ & AME | Ho|F =+ s HEXZQIET} £
= Z2{AE{(0d: TLS): static_cluster_sds_unix_socket.

of x| o Z |70l x| &

EnvoyOl M AASE = /U= HEZIZS dYst7| @lal Cha ME o Z2|7io|Moll= Ml 7He| 7t = =7t
U&LICH HIAlQ] 7HA MH|A, 7HAF BF2RE| & B2 = Envoyl| X E0f BHAEE|X| foo 2 RAISE E
LIC}. o] oMol AE 2E MHIATE ZE 808001 M hitp EEHEIS 4= AlgFLC}.
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Mesh: online-store

product-details cart

Envoy \ Envoy \
A A

website

Envoy

|Sewice

H Al M A E|= Envoy Z= A| ZAE|O|LA0f| #F B4 ENABLE_ENVOY_STATS_TAGS=1& F7}et=
70| E&LIcE J2{H ZEAM LHEWHE 2E X|Eol ChEat 22 X[E §H7(&E0| FIHELICH

* appmesh.mesh

* appmesh.virtual_node

* appmesh.virtual_gateway
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* lds_ingress_0.0.0.0_15000
* lds_egress_0.0.0.0_15001
« T VY = MAEE LIEHLHE Sl FE{AE 271
* cds_egress_online-store_product-details_http_8080
* cds_egress_online-store_cart_http_8080
- & AIOIE MH[A ZE[O|LH 2| =4l SE{AH:

* cds_ingress_online-store_website_http_8080

oAl 2lAL] X|E

« listener.0.0.0.0_15000.downstream_cx_active - EnvoyOll CH8t &M A HEQ|3 914

A
T

« listener.0.0.0.0_15001.downstream_cx_active - EnvoyOll CHEI &M SA HEQ 3 AZA
= OHEZ|AHIO|HAM 2|8 MH|AN ¢145HE BT O] ~0oi Z&ELICH

« listener.0.0.0.0_15000.downstream_cx_total - Envoy0ll CHSt & 4l IEQIT 44
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« listener.0.0.0.0_15001.downstream_cx_total - EnvoyOl CiEt & &I HER/3 14

M BlA X|E MEE= Envoy MEMO| SHE HZAM L.
oAl FHAE XX
« cluster_manager.active_clusters - Envoy7} 3tL} O|& 0| 9148 MH S SHAES & £

« cluster_manager.warming_clusters - Envoy7} O} %] @135l X| ot 2 22{AEQ & +

ZSr{AE X|EE cluster.<cluster name>.<metric name> &l Al2&L|C}. o248t K|
E2 oiE 2|70 ofA|od| 175t & AFO|E Envoy ZAE|O[LH{0| A LHE LI &IL|C}.
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https://www.envoyproxy.io/docs/envoy/latest/configuration/listeners/stats
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* cluster.cds_egress_online-store_product-
details_http_8080.upstream_cx_total - ¥l AlO|EQ} XM|E ME HE 7Zt9| & o4 £+

* cluster.cds_egress_online-store_product-

details_http_8080.upstream_cx_connect_fail - & AIO|EQ}t ME MIE HE 7+o| Alufst
o

* cluster.cds_egress_online-store_product-

details_http_8080.health_check.failure - ¥l AIOIES} ME ME HE 7to| Alulist & 4
El Bt &

= - T

* cluster.cds_egress_online-store_product-
details_http_8080.upstream_rq_total - &l AIO|EQ} AME ME HE ZHo| =™HE 5 2H
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* cluster.cds_egress_online-store_product-
details_http_8080.upstream_rq_time - & AIOIEQ} MEF MF HE 7to| s E FHHE &
2 Alzt

* cluster.cds_egress_online-store_product-details_http_8080.upstream_rq_2xx
-2 AO|E2 NME ME HEWM B2 HTTP 2xx SE ==.

M HTTP X|E MEE= Envoy dEAMO| SHE &ZSHMQ.

22| M X|E

EE St EnvoyE EnvoyQ| # 2| ME{ & & 5= App Mesh A0 &0 CHet o340} #AE X|EE LHE
HCh ZE A7 Mo FHoilq &7(ZhHH ==

HIS7|2HE mf &Elg Brop{® olz{dt X|& & U¥
2ot 2ol E&Lch AMof Qodof cih 0| Zoix|7Lt Lol E7t AluystE Z J A|7k App Mesh
0 A App Mesh APIE S8t HIA| 4482 HIRE M 48 = 4I6HK| Z &Lt

« control_plane.connected_state - ZE A|7} App Mesh0ll AZEEl Z< 0| X|E= 12 HHE]
T, agX| e o2 MYELICH
- * update_rejected - EnvoyOM 7{E 8 74 YO0|EQ| & . O|W2 LRI Z AL} T4
QFE QI JLICt o & £01 EnvoydllM &2 == i THUM TLS IS AME == App Mesh
E 7MstH slie elE Mo A2 =& E Ydo|E7H HEFELICH.
o BlAL UOO|EJ} HEE B2 SHE= listener_manager.lds.update_rejected7} ElL]
Ct.

« Z2{AE HOo|E7I HEE AL EHE cluster_manager.cds.update_rejected?t ElL
Ct.
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https://www.envoyproxy.io/docs/envoy/latest/configuration/http/http_conn_man/stats
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AO|™ME 20 &&= & 7HX| o ILCh.
/A Warning
EtU Z|ALHE OFF 2lA 7Is2 2 YUO0|ESHH S Eof| Lo = YOIo|EE SH H5F

A2 Qe £ HE AHE 0| ehME = s ct
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https://www.envoyproxy.io/docs/envoy/latest/configuration/overview/mgmt_server
https://aws.amazon.com/blogs/containers/migrating-from-aws-app-mesh-to-amazon-ecs-service-connect
https://aws.amazon.com/blogs/containers/migrating-from-aws-app-mesh-to-amazon-ecs-service-connect
https://www.envoyproxy.io/docs/envoy/latest/intro/arch_overview/observability/statistics
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chel EIALi(SL)/“ingress” 2l& CtE 2[AE(ML)/"ingress.<
L HFA7F E2 7IE A protocol>.<port>" E|lA L] HF
M7t E2 M A

http.*ingress*.rds http.*ingress.http

.rds_ingress_http_ .5555* . rds.rds_ing

5555.version_text ress_http_5555.ver
sion_text

http.*ingress.http
.6666*.rds.rds_ing
ress_http_6666.ver

sion_text
listener.0.0.0.0_1 listener.0.0.0.0_1
5000.http.*ingress 5000.http.*ingress
* downstream_rq_2xx .http.5555*.downst

ream_rq_2XxX

listener.0.0.0.0_1
5000.http.*ingress
.http.6666*.downst
ream_rq_2xX

http.*ingress*.dow http.*ingress.http
nstream_cx_length_ .5555* ,downstream_
ms cx_length_ms

http.*ingress.http
.6666* .downstream_
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https://www.envoyproxy.io/docs/envoy/latest/operations/admin#get--stats
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Amazon EKSE Z & 35t= App Mesh& Prometheus

/A Important
X B= SX|:2026'H 9% 3020l AWS =0of CHet X|&E SEELICH AWS App Mesh. 2026
'H 92 30 O|F0ll= AWS App Mesh 2& == AWS App Mesh 2|&A0] I O HMAE
£ Qi&LICH AMIE LI 20| 21 HAIE Migrating from to Amazon ECS Service Connect
E & X AWS App Mesh 3HM|2.

ol o2 =7 FIEQLIC T 7|5 B StLt= CHE AlARo|
= sAlg x|MsteE AYLICH Prometheusoll CHEH REAIEH LI 2
Prometheus A& MOl 7HQ E &t
5tod &4 =

Envoy O|0|X| 2= v1.22.2.1-prod& Al st= TZo| AL 4l E|lALHEH SH E LtEtLi= F 7HK| &=

7t £E7IE0| A&LICH

* appmesh.listener_protocol

» appmesh.listener_port

OF2HE Prometheus2| 7|1& SH|12t M| S7H|E H|w &t ZdlL|Ct.

o AP ElAL HEAEE2 7IE SA

envoy_http_downstream_rq_xx{appmesh_mesh="multiple-listeners-
mesh", appmesh_virtual_node="foodteller-
vn",envoy_response_code_class="2",envoy_http_conn_manager_prefix="ingress"} 931433

* "ingress.<protocol>.<port>" + Appmesh Envoy Image v1.22.2.1-prod 0|4 0| /= M S|

envoy_http_downstream_rq_xx{appmesh_mesh="multiple-listeners-

mesh", appmesh_virtual_node="foodteller-
vn",envoy_response_code_class="2",appmesh_listener_protocol="http", appmesh_listenex_poxt="555
20

« "ingress.<protocol>.<port>" + At& X} X|"d Envoy Imagebuild7t 4= M S7|
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https://aws.amazon.com/blogs/containers/migrating-from-aws-app-mesh-to-amazon-ecs-service-connect
https://aws.amazon.com/blogs/containers/migrating-from-aws-app-mesh-to-amazon-ecs-service-connect
https://prometheus.io/docs/introduction/overview/
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envoy_http_http_5555_downstream_rq_xx{appmesh_mesh="multiple-listeners-
mesh", appmesh_virtual_node="foodteller-
vn",envoy_response_code_class="2",envoy_http_conn_manager_prefix="ingress"} 15983
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name>_self_redirect_<ingress_listener_port>_<protocol>_<port> S Z{AH
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envoy_cluster_assignment_stale{appmesh_mesh="multiple-listeners-

mesh", appmesh_virtual_gateway="tellergateway-vg",6 Mesh="multiple-listeners-
mesh",VirtualGateway="tellergateway-vg",envoy_cluster_name="cds_ingress_multiple-
listeners-mesh_tellergateway-vg_self redirect_http_15001"} 0

« "ingress.<protocol>.<port>"7} U= M SH|

envoy_cluster_assignment_stale{appmesh_mesh="multiple-

listeners-mesh", appmesh_virtual_gateway="tellergateway-
vg",envoy_cluster_name="cds_ingress_multiple-listeners-mesh_tellergateway-
vg_self_redirect_1111_http_15001"3} 0
envoy_cluster_assignment_stale{appmesh_mesh="multiple-

listeners-mesh", appmesh_virtual_gateway="tellergateway-
vg",envoy_cluster_name="cds_ingress_multiple-listeners-mesh_tellergateway-
vg_self_redirect_2222_http_15001"} 0
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1. HelmOl EKS 2|ZX|EE|E F7t&LICt.

helm repo add eks https://aws.github.io/eks-charts

2. App Mesh Prometheus A %]

helm upgrade -i appmesh-prometheus eks/appmesh-prometheus \
--namespace appmesh-system
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CIS € Prometheus& PersistentVolumeClaim G+ AEE|X|E MMF= O L|CT.

helm upgrade -i appmesh-prometheus eks/appmesh-prometheus \
--namespace appmesh-system \

--set retention=12h \

--set persistentVolumeClaim.claimName=prometheus
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APPMESH_METRIC_EXTENSION_VERSION=1
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ActiveConnectionCount
 envoy.appmesh.ActiveConnectionCount - & TCP ®1Z29| ==,
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* NewConnectionCount

« envoy.appmesh.NewConnectionCount - & TCP ™4 ==.
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* ProcessedBytes
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« ECS - Envoy ZE A| Z4E{0|L{ = O|0flAH ENABLE_ENVOY_XRAY_TRACING
B2 200022 AXELICY.

&3t XRAY_DAEMON_PORT &4
« EKS - App Mesh ZHEE2{ #+40M --set tracing.enabled=true & --set

tracing.provider=x-rayE Z&EL|C}
« X-Ray ZHEIO|H0IMH ZE 20002 = &5t ALSAH 1337 HEto 2 MELICH

X-Ray of|A

Amazon ECSE Envoy Z1E{|0|L 9|

"name": "envoy",
"image": "840364872350.dkr.ecr.us-west-2.amazonaws.com/aws-appmesh-

envoy:v1.15.1.0-prod",
"essential": true,

"environment": [

{
"name": "APPMESH_VIRTUAL_NODE_NAME",
"value": "mesh/myMesh/virtualNode/myNode"

1,

{

"name": "ENABLE_ENVOY_XRAY_TRACING",
"value": "1"
}

1,

"healthCheck": {
"command": [

"CMD-SHELL",
"curl -s http://localhost:9901/server_info | cut -d'

1,
"startPeriod": 10,

"interval": 5,
"timeout": 2,
"retries": 3

' -f3 | grep -q live"
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helm upgrade -i appmesh-controller eks/appmesh-controller \
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--set tracing.provider=x-ray
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helm repo add eks https://aws.github.io/eks-charts

2. App Mesh Jaeger A x|

helm upgrade -i appmesh-jaeger eks/appmesh-jaeger \
--namespace appmesh-system

Jaeger O K|

CHZ 2 Jaeger® PersistentVolumeClaim ¥ AEZ|X|IE MMH5H= oA QLICE

helm upgrade -i appmesh-controller eks/appmesh-controller \
--namespace appmesh-system \

--set tracing.enabled=true \

--set tracing.provider=jaeger \

--set tracing.address=appmesh-jaeger.appmesh-system \

--set tracing.port=9411
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https://aws.amazon.com/blogs/containers/migrating-from-aws-app-mesh-to-amazon-ecs-service-connect
https://aws.amazon.com/blogs/containers/migrating-from-aws-app-mesh-to-amazon-ecs-service-connect
https://aws.amazon.com/compliance/shared-responsibility-model/
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https://aws.amazon.com/compliance/programs/
https://aws.amazon.com/compliance/services-in-scope/
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https://docs.aws.amazon.com/acm-pca/latest/userguide/PcaCreateCa.html
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https://docs.aws.amazon.com/acm/latest/userguide/gs-acm-request-private.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_manage-edit.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_manage-attach-detach.html#add-policies-console
https://aws.amazon.com//certificate-manager/pricing/
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https://www.envoyproxy.io/docs/envoy/latest/configuration/security/secret
https://github.com/spiffe/spire
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https://docs.aws.amazon.com/app-mesh/latest/userguide/tls.html#virtual-node-tls-prerequisites
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https://docs.aws.amazon.com/acm/latest/userguide/managed-renewal.html
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"Version": "2012-10-17",
"Statement": [
{

"Sid": "ViewOwnUserInfo",

"Effect": "Allow",

"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"

]I

"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-validation.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-validation.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa_configure-api-require.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
https://console.aws.amazon.com/iam/home#/policies/arn:aws:iam::aws:policy/AWSAppMeshReadOnly%24jsonEditor
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users_change-permissions.html#users_change_permissions-add-console
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{
"Sid": "NavigateInConsole",
"Effect": "Allow",
"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"
1,
"Resource": "*"
}
]
}
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JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "appmesh:CreateMesh",
"Resource": "arn:aws:appmesh:*:123456789012:CreateMesh"
}
]
}
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JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"appmesh:DescribeMesh",
"appmesh:ListMeshes"
]I
"Resource": "*"
}
]
}
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{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "appmesh:CreateMesh",
"Resource": "*",
"Condition": {
"StringEquals": {
"aws:RequestTag/teamName": "booksTeam"
}
}
}
]
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https://aws.amazon.com/blogs/containers/migrating-from-aws-app-mesh-to-amazon-ecs-service-connect
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AWSServiceRoleForAppMesh

"Version":"2012-10-17",
"Statement": [
{
"Sid": "CloudMapServiceDiscovery",
"Effect": "Allow",
"Action": [
"servicediscovery:DiscoverInstances",
"servicediscovery:DiscoverInstancesRevision"

1,
"Resource": "*"
},
{
"Sid": "ACMCertificateVerification",

"Effect": "Allow",
"Action": [
"acm:DescribeCertificate"

1,

"Resource": "*"
}

]

}
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https://console.aws.amazon.com/iam/home#/policies/arn:aws:iam::aws:policy/AWSAppMeshFullAccess%24jsonEditor
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html#roles-creatingrole-service-console
https://console.aws.amazon.com/iam/home#/policies/arn:aws:iam::aws:policy/AWSAppMeshEnvoyAccess%24jsonEditor
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_manage-attach-detach.html#add-policies-console
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https://console.aws.amazon.com/iam/home#/policies/arn:aws:iam::aws:policy/AWSAppMeshEnvoyAccess%24jsonEditor
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_manage-edit.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/update-task-definition.html
https://console.aws.amazon.com/iam/home#/policies/arn:aws:iam::aws:policy/AWSAppMeshEnvoyAccess%24jsonEditor
https://docs.aws.amazon.com//IAM/latest/UserGuide/access_policies_manage-edit.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
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"eventCategory": "Management"
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Error response from daemon: pull access denied

CannotPullContainerError:
us-west-2.amazonaws.com/aws-appmesh-envoy, repository does

for 840364872350.dkr.ecr.
not exist or may require 'docker login'
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{

"Action": [
"ecr:BatchCheckLayerAvailability",

"ecr:GetDownloadUrlForLayer",
"ecr:BatchGetImage"
1,
"Resource":
"Effect": "Allow"

"arn:aws:ecr:us-west-2:111122223333:repository/aws-appmesh-envoy",

I,

{
"Action": "ecr:GetAuthorizationToken",
"Resource": "*",
"Effect": "Allow"

}
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https://docs.aws.amazon.com/xray/index.html
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https://github.com/aws/aws-app-mesh-roadmap/issues/new?assignees=&labels=Bug&template=issue--bug-report.md&title=Bug%3A+describe+bug+here
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https://github.com/aws/aws-app-mesh-roadmap/issues/new?assignees=&labels=Bug&template=issue-bug-report.md&title=Bug%3A+describe+bug+here
https://aws.amazon.com/premiumsupport/
https://aws.amazon.com/security/vulnerability-reporting/
https://github.com/aws/aws-app-mesh-roadmap/issues/162
https://github.com/aws/aws-app-mesh-roadmap/issues/162
https://github.com/aws/aws-app-mesh-roadmap/issues/new?assignees=&labels=Bug&template=issue--bug-report.md&title=Bug%3A+describe+bug+here
https://aws.amazon.com/premiumsupport/
https://aws.amazon.com/security/vulnerability-reporting/
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curl http://my-app.default.svc.cluster.local:9901/cexrts
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curl -s http://my-app.default.svc.cluster.local:9901/stats | grep
"listener.0.0.0.0_15000" | grep downstream_cx_total

listener.0.0.0.0_15000.downstream_cx_total: 11

curl -s http://my-app.default.svc.cluster.local:9901/stats | gxep
"listener.0.0.0.0_15000" | grep ssl.connection_errox

listener.0.0.0.0_15000.ssl.connection_error: 1

curl -s http://my-app.default.svc.cluster.local:9901/stats | grep
"listener.0.0.0.0_15000" | grep ssl.handshake
listener.0.0.0.0_15000.ssl.handshake: 9

curl -s http://my-app.default.svc.cluster.local:9901/stats | gxep
"listener.0.0.0.0_15000" | grep ssl.session_reused
listener.0.0.0.0_15000.ssl.session_reused: 1

# Total CX (11) - SSL Connection Errors (1) == SSL Handshakes (9) + SSL Sessions
Re-used (1)
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curl -s http://my-app.default.svc.cluster.local:9901/stats | grep "virtual-node-
name" | grep upstream_cx_total
cluster.cds_egress_mesh-name_virtual-node-name_protocol_port.upstream_cx_total: 11
curl -s http://my-app.default.svc.cluster.local:9901/stats | grep "virtual-node-

name" | grep ssl.connection_error
cluster.cds_egress_mesh-name_virtual-node-name_protocol_port.ssl.connection_error:
1

curl -s http://my-app.default.svc.cluster.local:9901/stats | grep "virtual-node-

name" | grep ssl.handshake

cluster.cds_egress_mesh-name_virtual-node-name_protocol_port.ssl.handshake: 9

curl -s http://my-app.default.svc.cluster.local:9901/stats | grep "virtual-node-
name" | grep ssl.session_reused
cluster.cds_egress_mesh-name_virtual-node-name_protocol_port.ssl.session_reused: 1
# Total CX (11) - SSL Connection Errors (1) == SSL Handshakes (9) + SSL Sessions

Re-used (1)
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kubectl logs -n appmesh-system -f \
$(kubectl get pods -n appmesh-system -o name | grep controller)
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kubectl logs -n appmesh-system -f \
$(kubectl get pods -n appmesh-system -o name | grep controller) \
| grep "gRPC config stream closed"
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kubectl logs -n appmesh-system \
$(kubectl get pods -n appmesh-system -o name | grep appmesh-controller)
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kubectl delete -n appmesh-system \
$(kubectl get pods -n appmesh-system -o name | grep appmesh-controller)
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https://github.com/aws/aws-app-mesh-controller-for-k8s/issues/159
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https://github.com/aws/aws-app-mesh-controller-for-k8s
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https://aws.amazon.com/premiumsupport/
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kubectl get pods --all-namespaces -o json | \
jq '.items[] | { metadata } | select(.metadata.annotations."appmesh.k8s.aws/
virtualNode" == "virtual-node-name")'
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kubectl get pod pod-name -n namespace -o json | \
jq '{ "mesh": .metadata.annotations."appmesh.k8s.aws/mesh",
"virtualNode": .metadata.annotations."appmesh.k8s.aws/virtualNode" }'
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reservedKeys := map[string]string{
"AWS_ROLE_ARN": "
"AWS_WEB_IDENTITY_TOKEN_FILE": ",

for _, env := range container.Env {
if _, ok := reservedKeys[env.Name]; ok {

reservedKeysDefined = true
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/configuring-instance-metadata-options.html
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aws service-quotas list-aws-default-service-quotas \
--query 'Quotas[*].
{Adjustable:Adjustable,Name:QuotaName,Value:Value, Code:QuotaCodel}' \
--service-code appmesh \
--output table
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https://docs.aws.amazon.com/app-mesh/latest/userguide/metrics.html
https://docs.aws.amazon.com/app-mesh/latest/userguide/logging-using-cloudtrail.html
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https://aws.amazon.com/about-aws/whats-new/2021/02/aws-app-mesh-supports-mutual-tls-authentication/
https://aws.amazon.com/about-aws/whats-new/2021/01/aws-app-mesh-is-now-available-in-the-africa-cape-town-aws-region/
https://docs.aws.amazon.com/app-mesh/latest/userguide/mutual-tls.html
https://docs.aws.amazon.com/app-mesh/latest/userguide/preview.html
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