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SaaS$ applications AWS AppFabric
User-generated content and Connecting SaaS applications to work better
activity data from applications together with no integration necessary.

including:

Project
management

Instant
) messaging

Video
calling

Document
storage

Customer relationship
management

e

e

Normalize data
Automatically normalizes data into
OCSF and query efficient formats.

Improve productivity

Use generative Al powered by
Amazon Bedrock to surface
insights and complete tasks
across multiple SaaS applications.

,[;

Data destinations

Normalized SaaS data is stored,

and passed through to the
security tool of your choice

Amazon Simple
Storage Service

Amazon Kinesis
Data Firehose

Amazon
Security Lake

Security tools

Connect normalized data into
your SIEM, CASB, and CSPM to
improve security observability

Security information
and event management

Cloud access
) security broker

[FJ) Cloud security posture
N management
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Amazon Data Firehose
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Amazon Security Lake

Amazon Security Lake= AWS B4, SaaS 324!, 2Z80|A L E22tRE £2A9| Eot O|0|HE
HZAEo| ME=E 250 UH 2=E HO|E HO|AR At S EE35HErL P Amazon Data Firehose
E & o= B85t Security LakeO M SHHE €4 A B2 2 HI0|E{E TS ST S FirehoseE +
435104 AppFabric ZtAF 21 H|0|E{E Security Lake®t S&H& 4+ & LICH XEAME LI 2 Amazon
Security Lake AH& AHMO| At X X £ A0 D0|E =ES FZFAAIL.

Amazon Simple Storage Service(S3)

Amazon Simple Storage Service(S3)= YA x| 0| & &4, CIO[H 7184, Eot L M52 HMSst=
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https://docs.aws.amazon.com/IAM/latest/UserGuide/
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https://aws.amazon.com/
https://console.aws.amazon.com/
https://docs.aws.amazon.com/signin/latest/userguide/console-sign-in-tutorials.html#introduction-to-root-user-sign-in-tutorial
https://docs.aws.amazon.com/signin/latest/userguide/console-sign-in-tutorials.html#introduction-to-root-user-sign-in-tutorial
https://docs.aws.amazon.com/IAM/latest/UserGuide/enable-virt-mfa-for-root.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/get-set-up-for-idc.html
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https://docs.aws.amazon.com/signin/latest/userguide/iam-id-center-sign-in-tutorial.html

AWS AppFabric el dEAM

Z7t AL R A AN A HEH B

1. |AM Identity Center0i| M Z|4 HFt M ZH Al E 2= HEF MEE MMFLICH
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https://docs.aws.amazon.com/singlesignon/latest/userguide/get-started-create-a-permission-set.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/addgroups.html
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» Okta
* OnelLogin by One Identity

« PagerDuty
 Ping Identity

» Salesforce

» ServiceNow

» Singularity Cloud

» Slack

* Smartsheet

» Terraform Cloud

» Webex by Cisco

» Zendesk
» ZOOm
(M ALE) B2 21| M

AppFabric 22t2 23l Amazon Simple Storage Service (Amazon S3) & Amazon Data FirehoseE #
A2 £ E o= K|HELICH

Amazon S3

s oid g MMHE i AppFabric 2£& AF235H0{ A Amazon S3 HHZ!E MEE £ U&LICH
Amazon S3 MH|AE AFE5t0{ S3 HHAIE e = U&LICH Amazon S3 MH[AE AF& 35104 B2
S MAM5H7|2 MEIEH 49 £ E| CHAFS AAISHY| Mol Z!S AASH T, AppFabric £ E| CHAFS AiAd
g HZ S MEdst of E.*L—“:F 7|1 HZ| CiEt Ot 27 AE 2 &5t 42 7|& Amazon S3 H
ZI2 A8 E MElE = l&LICH AWS A

« AppFabric 22t2 {IsHM= Amazon S3 HZ!0| Amazon S3 EIAALQL AWS B S s 2 x(of
OfoF BfLICt.

« OIS & otLHE AF8stod HZ

27F () 2 AF8 8t AWS Key Management Service (AWS KMS) 7| (SSE-KMS) & AF& 8t A
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Amazon Data Firehose

Amazon Data FirehoseE 20t Cl|O|E{2| =& CHA S 2 AppFabric At&35t =S MEIE =~ Ql&LICH
FirechoseE At83l24{™ QINAEE AWS A HM57| M E= QMAE CHY 2 HM5t= S¢t of
M Firehose & AE RIS M4 5tH ElLICH AppFabric AWS Management Console AWS CLI, &£
AWS API| &£ = SDKE AM&3510{ Firehose T1& AERIZ OHE £ QELICH AER M XIE2 OIS
FHME BT,

« AWS Management Console X|&] — Amazon Data Firehose 7H2f A} OFLHA{0{| A Amazon Data
Firehose & AEE M4

« AWS CLI X|& — HA create-delivery-stream? Z 0| HAWS CLI

« AWS API 2! SDK X|& — Amazon Data Firehose API CreateDeliveryStream 4| T4 A 0f A
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"display_information": {
"name": "AppFabric"
},
"oauth_config": {
"redirect_urls": [
"https://<region>.console.aws.amazon.com/appfabric/oauth2"

1,
"scopes": {

"user": [
"auditlogs:read",
"users:read.email",
"users:read"

]

}

},

"settings": {
"org_deploy_enabled": false,
"socket_mode_enabled": false,
"token_rotation_enabled": true
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https://support.zoom.us/hc/en-us/articles/115001078646
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https://campus.barracuda.com/product/xdr/doc/104366130/setting-up-and-using-amazon-web-services-security-lake/
https://github.com/dynatrace-oss/dynatrace-aws-s3-log-forwarder
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https://docs.logz.io/shipping/log-sources/s3-bucket.html
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https://community.netwitness.com/t5/netwitness-platform-integrations/s3-universal-connector-event-source-log-configuration-guide/ta-p/595235
https://community.netwitness.com/t5/netwitness-platform-integrations/s3-universal-connector-event-source-log-configuration-guide/ta-p/595235

AWS AppFabric el dEAM

okOFE QuickSight

Amazon QuickSight 3t0|IHA Lol S& HIZL|A QIRE|™A (Bl) E S35 CIO|E 7|8t =&
X|HELICH & Sall 2E AHEXRt= %[4] CHEl S CHA|E E QuickSight, HO[X|2 FE2E BT M, LI
= 24 gl xjedo] HE|E S sUE HE AAMCIYE B RQFE SFE £+ UaLct 2ot
2 207} {E 22 XMEE/E Amazon Simple Storage Service (Amazon S3) HHZ!E MEHFI0 AWS
AppFabric ZtAF 21 H|0|E{E AppFabric 2498 = /& LICH QuickSight

AppFabric ZAt 230 =& 124 AHE

e
0%
o

CHE M0 M= Amazondil A A& & AppFabric 31 A7|0F, £33 &A1 L &2 ci&rofl CHal
L|Ct QuickSight.

Al
a

A7|o0r &

0%

QuickSight CtS 1t Z 2 AppFabric £ A 7|0t2t HAlg x| ELICH

« Al-JSON
« AppFabric &4 OfZZ|H| 0|0 AFRSHE e A7|0F2| CI|O|E{E& JSON EAlo 2 &E248rL|LC}.
- OCSF - JSON

« AppFabric OCSF (7H&& AO|HH E ot AF7|0f Z&|3) E AFE35104 COIE{E Hrststn
JSON &Aoo 2 H|0|E{E &23¢tLCt.

= |

M

QuickSight Ct&1t Z2 &3 |x|& K| ELICt AppFabric

« Amazon S3

« Amazon S3 I} AL235104 O|O|E{ MIEE QuickSight 24435104 Amazon S30{A 21 Cl|O|E{E
7% 4 UaLICH CH4 1+ ME T} QuickSight HIOJE] A4 SEEFE ZIHsHx| o= x| 2els
248 Amazon A& B MOl H|0|E A4 S S FHESHA AL, QuickSight

« I} ME7} Amazon S3 OlO|E{ & 2| QuickSight & &S X 1}6H= < Amazon Athena®} E|
O[22 Ar&35t04 Amazon S30|AM CIO|EHE =&& + U&LICH. AWS Glue QuickSight H| O|E{Al|
E0f| M AthenaE ArE5tH =71 HIE0| L4 ELICH Athena 201l CHEH XEMIEH LI 2 Athena
L= HO[XIE FHEFMAIRL.

Athena Al &

1. Athena AFE B A2 AWS Glue £ AFE 35104 Amazon S30i /= CI[O|E| AA0 24251 7(9]
XEE MEAMAR.

bol
o
m
rir
HT
ro
H1
4

116


https://docs.aws.amazon.com/quicksight/latest/user/create-a-data-set-s3.html
https://docs.aws.amazon.com/quicksight/latest/user/data-source-limits.html
https://aws.amazon.com/athena/pricing/
https://aws.amazon.com/athena/pricing/
https://docs.aws.amazon.com/athena/latest/ug/data-sources-glue.html
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https://docs.aws.amazon.com/quicksight/latest/user/create-a-data-set-athena.html
https://www.rapid7.com/blog/post/2019/08/07/how-to-monitor-your-aws-s3-activity-with-insightidr/
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8. C}Z A7|0IE =36t AWS Glue EI|O|E2 & Z2MAE 22 LICEH

[
{
"Name": "activity_id",
"Type": "string",
"Comment": ""
1,
{
"Name": "activity_name",
"Type": "string",
"Comment": ""
.
{
"Name": "actor",
"Type":
"struct<session:struct<created_time:bigint,uid:string,issuer:string>,user:struct<uid:strin
"Comment": ""
.
{
"Name": "user",
"Type":
"struct<uid:string,email_addr:string,credential_uid:string,name:string, type:string>",
"Comment": ""
.
{
"Name": "group",
"Type":
"struct<uid:string,desc:string,name:string,type:string,privileges:array<string>>",
"Comment": ""
.
{
"Name": "privileges",
"Type": "array<string>",
"Comment": ""
1,
{
"Name": "web_resources",
"Type":
"array<struct<type:string,uid:string,name:string,data:struct<current_value:string, previous
.
{

"Name": "http_request",
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)

"Type": "struct<http_method:string,user_agent:string,url:string>",

"Comment": ""

"Name": "auth_protocol",
"Type": "string",

"Comment

"Name": "auth_protocol_id",
IlTypell: Ilintll’
"Comment": ""

"Name": "category_name",
IlTypell: "StIing",

"Comment

"Name": "category_uid",
IlTypell: "String",
"Comment": ""

"Name": "class_name",
"Type": "string",

"Comment

"Name": "class_uid",
"Type": "string",
"Comment": ""

"Name": "is_mfa",
"Type": "boolean",

"Comment

"Name": "raw_data",
"Type": "string",
"Comment": ""
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"Name": "severity",
"Type": "string",

"Comment

"Name": "severity_id",

IlTypell: Ilintll’
"Comment": ""

"Name": "status",
"Type": "string",

"Comment

"Name": "status_detail",

IlTypell: "String",
"Comment": ""

"Name": "status_id",
IITypell: Ilintll’

"Comment

"Name": "time",
IlTypell: Ilbigintll’
"Comment": ""

"Name": "type_name",
"Type": "string",

"Comment

"Name": "type_uid",
IlTypell: "String",
"Comment": ""

"Name": "description",

"Type": "string",

"Comment":
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{
"Name": "metadata",
"Type":
"struct<product:struct<uid:string,vendor_name:string,name:string>,processed_time:string, ve
3,
{
"Name": "device",
"Type":
"struct<uid:string,hostname:string,ip:string,name:string,region:string,type:string,os:strt
1,
{
"Name": "unmapped",
"Type": "map<string,string>"
}
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* OCSF - Parquet
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https://docs.aws.amazon.com/general/latest/gr/appfabric.html
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https://aws.amazon.com/appfabric/supported-applications/
https://aws.amazon.com/appfabric/supported-applications/
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{
"Statement": [
{
"Effect": "Allow",
"Action": [
"appfabric:CreateAppClient"
1,
"Resource": ["arn:aws:appfabric:*:*:appclient/*"]
}
1,
"Version": "2012-10-17"
}

EHA 1. MAFHEE =0[7| AppFabric 8 & 11 BH= 7| AppClient

OHZ 2|70 Lo A A CIALOIEE 7| AppFabric 9l MI|AZ Al&Fst2dH HA{ o E2|A O]

ME2 BFE040oF LIt AppFabric AppClient AppClient An2 7|2 o 2 MArM S AppFabric 9/8H 2
=22, o E 2|7 oMt of E2[A| 0| M 7o 2ot S41E 7S 5HH st t& Bt OAuth o & 2|71 0]44
Z0|E A& FLICH AppFabric 2 BHE™ ID7t AppClient XS ElLICH ID= s AppClient
ID7t o ZE|7H0|4M L ALE X} o E 2|7 0|41t A 2SSt U E S AppFabric & = U5 5t= O
St s AMEXYLCEH AWS A

AppFabric 4t &S e A L RtE st T SHE B E0lM st MRE & J&Lc
Aok ZFeh 2 AppFabric @IS XS AAE 87| AIZ6HH B AE AMAEXE 8 HE AppClient 2HE0{ S5
gLICH ol H2 YAl2 o Z 2|7 o[Mat ofZ (70| 7tel 2IF & SAl &2 olsist T EHIAESt=E
Ol =20| Z|= 5 MAHZIRELICH AppFabric. & AFSXHE CHA S 2 HAES F FIF ASKHo|7|
HM|AE =CHst7| Tol Q15 2 AppFabric 23 AIEME MEE = U&LICH (RIZ5CHAL AIFAM =f
2l 2% AppFabric ). AppFabric 4 W& A}, & ALSAH A CIO|E{E E55t7| flof Y =S

= o
THS 3 871 Toll HBEIAOIN HEE HEstod MUY 2l WO 2 NS MUS SHTHE £ 9
£ 7lgtg ohetetLich

A5t24™ AWS AppFabric CreateAppClient API 242 AFESHAIL. AppClient AppClient O|F
ool E3HoF 5= B UpdateAppClient API A4S AFE 3504 2IC|2MH URLEF #4488 £+ Q!
&LICH AppName =& M1} AppClient ZH0| XFAIT} ZHZAEI CHE Of7f#H4-E BHZEsloF e B &
AppClient &[5t A OH7HEH+E MdstoF & LICH AtAM|et HE = CreateAppClientE & ZSHAIR

mlm o>

Python, Node.js, Java, C#, Go %! RustE H|Z &t ofg{ 222 210{E A8 35t0d
CreateAppClient APIE At&301 AWS AMH|AO ofEE|70|ME SEE & U&LICH RIA[E
LIS 2 IAM AFHE MBEAMO| ME 27 o & & Z3HM K. Ol API Y2 s&5t2{™ 52| Signature

ol THEFXFE 2T AIEFSH| 131


https://docs.aws.amazon.com/IAM/latest/UserGuide/signature-v4-examples.html
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Version 4 RAtZ4 ZHE ArE38loF B LICH ME T 401 CHEH RHAMIEH LIE 2 1AM AHE HHAM 2| AWS
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 appClientArn- ID7} Z&El Amazon 2|44 0|& (ARN). AppClient 04 E04{ AppClient IDE C}
S0 Z&Lct alb2c3d4-5678-90ab-cdef-EXAMPLE11111
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O AFERIH| EAIELICH EbA| 3. oHZE[AH 0| M0 AppFabric AF&AF L& URLE F
« verified- 7tX| 218 ZEMAT 33X = 2R E|RI2H O|A| AppClient 25| &
C}. AppFabric
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-signing.html
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#key-mgmt
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#key-mgmt
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--header "Content-Type: application/json" \
--header "X-Amz-Content-Sha256: <sha256_payload>" \
--header "X-Amz-Security-Token: <security_token>" \
--header "X-Amz-Date: 20230922T172215Z" \

--header "Authorization: AWS4-HMAC-SHA256 ..." \
--url https://appfabric.<region>.amazonaws.com/appclients/ \
--data '{

"appName": "Test App",

"description": "This is a test app",

"redirectUrls": ["https://localhost:8080"],
"starterUserEmails": ["anyuser@example.com"],
"customerManagedKeyIdentifier": "arn:aws:kms:<region>:<account>:key/<key>"

™ MH|ATFHTTP 200 &2 dt&sh|ct.

{
"appClientConfigSummary": {
"appClientArn": "arn:aws:appfabric:<region>:<account>:appclient/
alb2c3d4-5678-90ab-cdef-EXAMPLE11111",
"verificationStatus": "pending_verification"
}
}

OAuth 2.0 21& &2 M 3stoq ofZ2(71|0|M0| AppFabnc IMOIEE OHMGHH SEE = UL
SHMIR. HX o ZEE[A 52 %
M. JH s 0| 218 ZEE HMA EECE EP?JLIEP °HA1|/\ E 2 o Z2|7i|o]Mo

O|M LHOJ M AppFabric S&232 7K1 EAIE = Qe HEH2 ol E2IFH 0|MHof 2o{EfL
HEE EE2 TSR,

[ o ey

O Z2[7l|0[H ClBoil CHEF XFMIEH LHE2 OHEE|F0|M S AMA 518 MME B ZsHMIL.

ol

o
Ol
KU

EE MM3t24™H AWS AppFabric oauth2/authorize APl 2 & AF23IMIS.

FO
o
5]
In

« app_client_id(Z%) - 1EHA0MH AWS | M8 AppClient IDRILICH MA35H7|
AppClient. 0| & £04 alb2c3d4-5678-90ab-cdef-EXAMPLE11111{L|C}.
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« redirect_uri(E=)- 1EAH M AL S 1B = 2|15 MEXE EIC[HME URIILICEH
AppClient 45t MH 2. 0 & E01 https://localhost:8080%!L|C}.

« state(E)- 281 2 Atole| HEHE R Xst7| fI8F 17 ZfYULICH o E S0

a8904edc-890c-1005-1996-29a757272a44L|Ct.

GET https://productivity.appfabric.<region>.amazonaws.com/oauth2/authorize?
app_client_id=alb2c3d4-5678-90ab-cdef-EXAMPLE11111\
redirect_uri=https://localhost:8080&state=a8904edc-890c-1005-1996-29a757272a44

Q15 ol # 2| mtetolE{ 2 gHetelE oI5 I =9 87 XIHE URIZ 2[C|=MELCt o
£ =™ code=mMONyJ9.MEUCIHQQgV3ChXGs2LRwxLtpsgya3ybfPYXfX-sxTAdRF-
gDAiEAXX7BYK1D9krG3J2Vtpr0jVXZOFSUX9whdekql-oampc 2 &IL|C}.

https://localhost:8080/?code=mMONyJ9.MEUCIHQQgV3ChXGs2LRwxLtpsgya3ybfPYXfX-
sxTAdRF-gDAiEAXX7BYK1D9krG312Vtpr0jVXZOFSUX9whdekq]-
oampc&state=a8904edc-890c-1005-1996-29a757272a44

202 et

Bhot A AL,

o

AppFabricoauth2/tokenAP| 242 AF&3l0{ 0| @1E ZEE HAMA

tm

O| EE2 API Q30| AI8E|H A2 0l= starterUserEmails &QIE W7 X| R & &LICEH
AppClient O| AppClient EQIk|Pd 2= ALEXI7L Ol EE S AEE &= JUELICH O] API 2 UE £
d5te{™ HH Q| Signature Version 4 A3 3B S AHS8HOF 2 L|CH MB HZA 40 CHEt RHAIEH LY
222 IAM AFE AP MO AWS APl 23 MEE FHESHAA|L.

2%

e

L=

« code(E=) - OFX| EHAO|M Q1B = €2 015 I =LICH o & S0
mMONyJ9 . MEUCIHQQgV3ChXGs2LRwxLtpsgya3ybfPYXFX-sxTAdRF -
gDA1EAXX7BYK1D9krG3J2Vtpr0jVXZOFSUX9whdekqd-oampc LICt.

« app_client_id(Z=) - 12HA0IM AWS H/E A48 AppClient IDQILICH A A48t 7|
AppClient. 6| & £0{ alb2c3d4-5678-90ab-cdef-EXAMPLE11111 {L|C}.

« grant_type(&<%) - Zt2 authorization_code®} ZHofof &fL|CH.

« redirect_uri(E=) - 1EHAHNM AHES 215 = AEXE 2ICIEME URIZILICEH AppClient
MESHHR. 18 IEE HMHE [ AASEH Zdat S YU 2|C|=M URIO{oF B LICEH 0 & &0

https://localhost:8080%!L|C}.

C}
=

0lo
e

L=

o7
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« expires_in-EZ0| BZE|7|7X| & 7|ZtLICEH 7|2 BtE AlZF2 12A|2HLC].
« refresh_token-EX7| ¥ EE QEHM &2 ME2 13 EZQILICH
« token-Z7| 28 EZ M &2 EZLILCE.

- token_type - 22 BearerL|Ct.

mo

« appfabric_user_id- AppFabric At&X} ID. authorization_code ™8 £0{ RES ALS

ot= 2ol Z<o gk gretElL|ct

curl --location \
"https://appfabric.<region>.amazonaws.com/oauth2/token" \
--header "Content-Type: application/json" \
--header "X-Amz-Content-Sha256: <sha256_payload>" \
--header "X-Amz-Security-Token: <security_token>" \
--header "X-Amz-Date: 20230922T172215Z" \
--header "Authorization: AWS4-HMAC-SHA256 ..." \
--data "{
\"code\": \"mM@NyJ9.MEUCIHQQQV3ChXGs2LRwxLtpsgya3ybfPYXfX-sxTAdRF-
gDAiEAXX7BYK1DOkrG3J2Vtpr0jVXZOFSUX9whdekqJ-oampc",
\"app_client_id\": \"alb2c3d4-5678-90ab-cdef-EXAMPLE11111\",
\"grant_type\": \"authorization_code\",
\"redirect_uri\": \"https://localhost:8080\"

"expires_in": 43200,

"refresh_token": "apkaeibaerjr2example",
"token": "apkaeibaerjr2example",
"token_type": "Bearer",
"appfabric_user_id" : "<userId>"

Ck7| 3. o & 2|71|0]| 01l AppFabric AFE Xt & URLE F7}EkL|Ct.

2B AMNEXE SEHEEZ HM5HE Ol A8 El= o E 2|7 0|M 2| Tl O|E{of| HMAE = Q= TE
AppFabric £043{0F & LIC}. AppFabric 2| At X7 Y2 CIEE = U= HE AISK ZE (HY st
M) 2 75510 A JHLXI7F Ol Z2MAE ARSHOF St SEH S QIOHELICH AFSAH7F HArME S

re Mo
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= EH|7t /M ALK Z-HE 0|S5HAH ELICH AFS A ZEHE Soll QAIO|EQt & 7 &S
st= Ol A8Ekl= o EE[A0|ME dZstn BEIF &= U&LICH AppFabric 21215t AFE At
A E AppFabric 98l OHE 2[0S edZst CHE oHEEIF|0|Ma 2 o7t QIAIOIER ZX|E
MEH =~ QlgLct MAHEE =0|7| AppFabric ?l5 OHEE[AH 0| E S&ste{™ o ZE2(7H0|Moi| &
AppFabric URLEZ F7}8f{oF g LICt. O] EtA[= AFE X7} ol & 2|7 0|440d| A %] AppFabric AFE A} i
Hol| BMAE = UL E 5t= O 01 SLELICH.

0z

H

Hr
m 0%

4

ox D

1. OiZE[7old 4822 0|S35tod EIC|BM URLE F7tst7| I8t Mg H&LCH
X

2. MHF PAUS A2 F OIS AppFabric URLE OfZ 2|71 0|4401| Z|CIRM URLE FII5I M A2,

uI

https://userportal.appfabric.<region>.amazonaws.com/eup_login

URLE Z7}sted o Z 2|7 0lM0] AHSAHE AppFabric AR ZHZ oSS MHELICH 0471
A8 XHE 2T0I5t04 MAHN S 8218 M4Ists AppFabric Bl ALSElE ofEEIFH0lME sta B

2lg = A&LCH

|m
O

4EFA|. 4 7t QIALO|E & Z=RIE AppFabric Z+of st G| ALSEfLICH

AEXL7F o Z 2|70l S 1A% Fole H L HEAE ME2 EQoZM AIEXI E224E 71X
of MArMEE = 4= QUESLICH AppFabric AL XHOH| HAMIA HEHO| Q= CHA S 7[Bte 2 AFZ RO
H UAO|ERE NS ELICH AppFabric AHE At C|O|E{E AWS A AR Ao AHE & LICH AppFabric.

O|E{ AppFabric AtE &'2of| CHet REMIEF LI 2 & B ESHAAIE0/E HMEl.

0II

CtSot Z2 Al 7|8 APIE AHE5H01 & LHOIM AHS AL =F 2| QIAIO|EQL 2t S MMt EAIE =
AU&LICE.
« ListActionableInsights - AtA|E LHE2 of2io] A=l 7IS8F QIAO|E MME R XML,

« ListMeetingInsights - XAt LHE2 O] ©BM FHHRO| 5|0 ZH| MME FHESHMIR.

A8 7158 QIAIO|E(ListActionableInsights)

ListActionableInsights API= AF&XE7} O|HIY, ZBIH, HIAIX|, 2 S ofZ2|AH 0| TEt9|
2SS VIR A JtSE CIMOIEE EAISt0{ ot F & 7HE & 2ElE + U S ZotEL . ghe
El QIALO|E Ol E QIAIO|EE Hste Ol AASE OlE|HE]| CHEr 313 ZEE|0] RI0{ ALE X7
AMOIEE ddste Ol AL CIOIEHE W2 HlE & AUELICH =B APIE QIMOIEE T|He2
MeHEl Zrd g ghetstm ALEXI7E OHEE|F0|M LM ¥ 7F S MYt =S & + UGLICH &

5|, API= Asana, Google Workspace, Microsoft 365, Smartsheet?} 22 ZEHE 1 S50 AL X7}
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EEUESHHYE 498 =+ JUTS FLCH O 2o 2E(LLM)2 &
Aol olHIYd = z I5)0ll MIF HEE DI2| ME + A2, AEX= A Tol 0|F
AER X|HE = o0 2 oA ZHE Hedtstn ditde £ = UELICH 25 A7t oHEE|

7|0|MME &Qlste At OtEHIHR|Z, AppFabric £ SYE & XS ArEsiod ff ZF XS 20, ™
=

olHYS LT 2] ofHl
Q=D
|

A I
I A = JULF slof &Lt oM M E[= 2 AppFabric 4d0f=
U

(MLES] = o o
D R3H URLO| U&LICH Ol URL2 ListActionableInsights API 82 SEHMM A88E =
&Lt

« O|HIY(Google Workspace, Microsoft 365) = Li7|
- ZHZI{ O|HIE (Google Workspace, Microsoft 365) 2443
X

« EFQi(Asana, Smartsheet) 24

o
il

ot

Lc

* nextToken(M= AtE) - CHS QIMOIE MEE 7tX27] #/&t Ho|x| oid EZLICH
A

Mg

rlo

e includeActionExecutionStatus - 2] A8 HE| E 52 5185t EEULICH &Y
el 22 7I1Ec =2 EEZELICH 7S e 25 NOT_EXECUTED | EXECUTED

2FslH

Q& &S Bearer Token Ztah & 7A ME &l of ghL|Ct.

F

=2
S

o
MIE!

L=

insightId - M8 El CIAO|ES| TR IDYILIC

—_

insightContent - O|Z 7| 5t QIALO|E Q| ot QIAO|EE Mdst= Ol AHSE! OfE|[HER ¢4
Aste ZEE 37t etetgEuct #3: ols ZEE @3 (<a>Eil )7t ZEE HTML 2Lt

insightTitle - Y&E QIAOIE S| M= LT
* createdAt - 2IALO|ETF W T El A LI
—-OoO

« actions - MME CAIO|E o] CHEF HE Z] ST EQL|C} & ZHx|:

[

« actionId- MME Zdo| 1 IDYLICE

« actionIconUrl - 24 AT E AoHst 40| o} O|2 URLYLILCY.
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« actionTitle - MM El Z40o| N5 QIL|C}

« actionUrl- 2|5 AFE X7t AFE A ZEHO| M AppFabric 2
QULICH &1 1SV Y2 2rde Al#E M O| URLE A& 3510 AF2XHE AppFabric AF2 A Z & (H
X 3tH) o2 Z|c|AMetLCt

« actionExecutionStatus - 2 4 EHE LIEILHE GHEULICE 7Is8F 22 EXECUTED |
NOT_EXECUTEDRJLIC}.

« nextToken(AEd ALS) - CI2 QCIAIOIE MEE 7tX27| @I8t m|o|x| ofZ EZ2QILICt o] EEE
MEH ALY ZHEO|H, nullE gtetstH 228 QIAIOIE 7L o4 i8S 2olO0|EfLCt.

Ml

AEMIEt HE = Actionablelnsights2 & Z35HA 2.

curl -v --location \
"https://productivity.appfabric.<region>.amazonaws.com"\
"/actionableInsights" \
--header "Authorization: Bearer <token>"

40| H335tH MH[AZFHTTP 200 8E S gH&ELICH.

"insights": [
{
"insightId": "7tff3412-33b4-479a-8812-30EXAMPLE1111",
"insightContent": "You received an email from James
regarding providing feedback
for upcoming performance reviews."
"insightTitle": "New feedback request",
"createdAt": 2022-10-08T00:46:31.378493Z,
"actions": [
{
"actionId": "5b4f3412-33b4-479a-8812-3EXAMPLE2222",
"actionIconUrl": "https://d3gdwnnn63ow7w.cloudfront.net/
eup/123.svg",
"actionTitle": "Send feedback request email",
"actionUrl": "https://userportal.appfabric.us-east-1.amazonaws.com/
action/action_id_1"
"actionExecutionStatus": "NOT_EXECUTED"
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}I
{

"insightId": "2dff3412-33b4-479a-8812-30bEXAMPLE3333",
"insightContent":"Steve sent you an email asking for details on project.
Consider replying to the email.",
"insightTitle": "New team launch discussion",
"createdAt": 2022-10-08T00:46:31.378493Z,
"actions": [
{
"actionId": "74251e31-5962-49d2-9ca3-1EXAMPLE1111",
"actionIconUrl": "https://d3gdwnnn63ow7w.cloudfront.net/
eup/123.svg",
"actionTitle": "Reply to team launch email",
"actionUrl": "https://userportal.appfabric.us-east-1.amazonaws.com/
action/action_id_2"
"actionExecutionStatus": "NOT_EXECUTED"

1,

"nextToken": null

3|o| ZH|(ListMeetingInsights)

>

|IX] S} Z2 zad A ZH olE|HE

2 0
=
= EAlstod ALSXL7L ol HEl 20| & JHE & UALE T ELICH O|X| ALEXtE 27| 2
AltE

—
O|f ZHIE + 1 2HXE 37| 2lal oit] A2 27MH yHIstX| efot T ELich

r

|
[l
0

FO
0k
1]

L=

 nextToken(ME ALE) - CHE QIALOIE MEE 7HX{27| 9|8 m|o|x| o EELICH

23 -

Ql5 SlIHE Bearer Token Ztat &7H e sHoF & LICEH

Ch
=

0lo
M

L=

« insightId- ddE QIAIO|ELS| R IDRILICE.
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 insightContent - M8 MEE 2XYE HAlo2 A X EAIStE QIAIO|Eof CHEt MEQLICH &,
O| CIALO|E 7} o ZL8HK|of CHEF ZdLCt.
« insightTitle - M E CIMO|ELS| XS
 createdAt - QIALO|E 7L A El Al LCH
 calendarEvent - AA&XI7t EE5Hof ot= 528 AEIH O|HIE E= 3|o|L|Ct ZABIH OHIE
ZHA:
 startTime - O|HIE S| A|ZF AlZFILICE,
« endTime - O|HE S| Z&E AlZtILICE
« eventUrl - ISV ¥o| AZIH O|HE URLYLILCE.

« resources - 2IALO|E MmOt gtEdEl CHE 2|AAT T EHE S/ LC 2l4aA A
O

9
C
o

rot

« appName - B|AATI &
« resourceTitle - 2lAA XMSL|Ct.
« resourceType - 2|&A0] SPLICE 7S T 242 EMAIL | EVENT | MESSAGE | TASK &I LC}.
« resourcelrl - Q| Z|AA URLYLICE
* appIconUrl - Z|&A7F &8 49| 0|0|X| URLILIC.
« nextToken(HEd AtE) - CHZ QIAIOIE MEE 7K 27| 2[8t Ho|X| ofd EZLICt o]l EE=
O

M= AFE TEO|OY, null@ HHEHSH 2 S8 QIALOIE T} T 014 81 S olnlBtLict,

REMIBH HE = MeetinglnsightsS & E5HAI2.

curl --location \
"https://productivity.appfabric.<region>.amazonaws.com"\
"/meetingContexts" \
--header "Authorization: Bearer <token>"

XHod0o| M2t MH|ATFHTTP 201 B2 CHA| &gt

200 0K
{
"insights": [
{
"insightId": "74251e31-5962-49d2-9ca3-15EXAMPLE44LL"
"insightContent": "Project demo meeting coming up soon. Prepare
accordingly",

"insightTitle": "Demo meeting next week",
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"createdAt": 2022-10-08T00:46:31.378493Z,
"calendarEvent": {
"startTime": {
"timeInUTC": 2023-10-08T10:00:00.000000Z,
"timeZone": "UTC"
.
"endTime": {
"timeInUTC": 2023-10-08T11:00:00.000000Z,
"timeZone": "UTC"

.
"eventUrl": "http://someapp.com/events/1234",
}
"resources": [
{
"appName": "SOME_EMAIL_APP",
"resourceTitle": "Email for project demo",
"resourceType": "EMAIL",
"resourceUrl": "http://someapp.com/emails/1234",
"appIconUrl":"https://d3gdwnnn63ow7w.cloudfront.net/eup/123.svg"
}
]
.
{

"insightId": "98751e31-5962-49d2-9ca3-15EXAMPLE5555"
"insightContent": "Important code complete task is now due. Consider
updating the status.",
"insightTitle": "Code complete task is due",
"createdAt": 2022-10-08T00:46:31.378493Z,
"calendarEvent":{
"startTime": {
"timeInUTC": 2023-10-08T10:00:00.000000Z,
"timeZone": "UTC"
},
"endTime": {
"timeInUTC": 2023-10-08T11:00:00.000000Z,
"timeZone": "UTC"

},

"eventUrl": "http://someapp.com/events/1234",
},
"resources": [

{
"appName": "SOME_TASK_APPLICATION",

"resourceTitle": "Code Complete task is due",
"resourceType": "TASK",
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"resourceUrl": "http://someapp.com/task/1234",
"appIconUrl": "https://d3gdwnnn63ow7w.cloudfront.net/eup/123.svg"

1,

"nextToken": null

QIAOIELt & o] CHEH Z/= 8 x|

OH

AppFabric PutFeedbackAP| g AL&35t04 M El QIAO|E I Zx|of| CHEt m| =Y
0| 7|52 Mol LHE3t0od £ Insightld EE= Actionld SZ01 CHEt I/ =8 BH (1~5, &
F o

e id - I|=8iE gh= Ao AEXIILICEH O|RAE2 Z7HLE Y == Insightld A& LICH Actionld

| = =
- feedbackFor - I|EHZ = 2|AA P ULICH 7HS8F 2k ACTIONABLE_INSIGHT |
MEETING_INSIGHT | ACTION

+ feedbackRating - Z|=8 B2 10| 574 X|ULICH BHO| E2+5 E&LICL

ot o
SE EE

AFMI8t ME = PutFeedback2 EZESHAMIL.

curl --request POST \
--url "https://productivity.appfabric.<region>.amazonaws.com"\
"/feedback" \
--header "Authorization: Bearer <token>" \
--header "Content-Type: application/json" \
--data '{
"id": "1234-5678-9012",
"feedbackFor": "ACTIONABLE_INSIGHT"
"feedbackRating": 3

}I
2jo| dBstH MH|ATHHI{J{E HTTP 221+ &7H HTTP 201 & ChA| & gfLich

2

HIRE 9

o
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S5EHA|. AEM 2HCl 27 AppFabric

X277 K| AppFabric & 7+ QIALOIE 2 2tf2 X E St & o ZE 2|70l UIE YOHIO|ESIT U AE
Aol CHEt S22 2 LR SLICH E|AE| BHE 351 AppFabric -enriched A& 2 F7+ AL XHoi| 7| &
F5tm AlotH MEME MESH HE U HE

g Ht2 4= Q& LIC} AppFabric AppFabric & 7Hek X}
2|3 A8 Y HIOIEE 22 5t7| QIsH 2 2Ist =S Jhs5hA 57| Tofl o E2I7old W E A
Botof MU QU= YAOR ASR MS HTHE £ R 7IEHS DhEF LI

mo
1
o
|kl
fu
=
>
1]
>

appfabric-appverification@amazon.com 2 O|HYZ2 EL1 ¥ &0l2 %50

A ErLck.

ALEXtel o|H Yol CHE MlF HEE Z&eLch

- HMatel ID AWS AH
. EQlst Kt st O Z 2|7 0|4e| 0|2
- LH AppClient 0}O|C]|

. oiEH B

#2 ol Yol A FAIL. ol

o=
AR
g =+ A&

AWS AHH ZE|xF == AWS THEL] i 22| R}
HEIRE ZEEIH Ol ZZHAE A&EA X E|

gfLCh.

0z
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>
=
wn
X
0%
ir
)
o
]
rok
Mo
_>'~|_
i
>
0o
gI:'
>
©
©
1
Q
g
5

(o]
=
|

HEf XS 98 AlIEFSED| 143


mailto:appfabric-appverification@amazon.com

AWS AppFabric el dEAM

. ol

El2 x| AT “AWS Select” S22 AWS Partner Network 288t AWS IHE L{IL|Ct. XFA|
AWS IIEL{ MH|A E|0{E & XM 2.
Lt 314

34 O|LHod| AppFabric MH|AO| |4 18t E2{E X|ERH0{oF B LICEH
2|71|0|42 AWS Marketplace™| S5 /0] Qlo{0F & LICH XtA|EH LI 2 AWS Marketplace®

MEM7 ZEE™ olHlY
AppClient verified #43
Ct.

2 Sl 3ldle =20, A A HE oM pending_verification
ElLct o E2|AHo|Ho| HEE F< &l ZEMAE CHA| A|ZFSHoF L

Mt EZ AppFabric 28 22| AppClients
MAM M J|IS2 02| 27| 50|/H HAEE & &LICH AWS AppFabric
22|50 AppFabric 215 L Heh Ho{ ZZMA Q| HEs 2 2 RX| Z2|E AppClients

of CHet MR HEE U A A[2. AppClient

-I|I

AppClient & Elf 2212 AppClient Z & 5104 AFE X}

AppFabric GetAppClientAPI 42 AL&35}04 =
HE = GetAppClient2 EZstA L.

CHet MF HEE 2 & U&LICH RhAIE

Ol MR HEE Hop{M 2|4 St "appfabric:GetAppClient" IAM &= HEto| QlofoF & L|CH
AppClient RtAM[EF HE = HMAE 518510 MF HEE U2 &= UELICH AppClients 2 F = 5tHA
o

¥ Ie

« appClientId- AppClient Id.

C}
=

0lo
M

L=

« appName- AppFabric At At ZEO| S 2| H|O|X|o| A ALEXtolAH EAIE ofEE|7H|0|MH 2| O|F.

« customerManagedKeyIdentifier({EH AtE) - CIO|E{E 25356t Ol AASE 12 #E1Y 7|
(KMSO| M A Adyo] ARNQILICH X|Z5HK| 2T AWS AppFabric Z 2| 7|71 AL ELICH
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 description - OHEZE[A|O|Mof CHEt ABHLCY.

- redirectUrls - 215 & %|T ALK E 2|C|=ME URIILICE redirectUrl2 Z[CH 570 FI+He
A&LICt 0 & S0{ https://localhost:8080%LICt.

« starterUserEmails - OHE2|Z|0|M0| HEE I X| LUAIO|EE AT &= U= HAMA
7t 18 El= AFE X O|HIY FAQILICEH O|HY FAE= LR AFSE = JU&LICH | & 0

anyuser@example.com@/L|C}.

1

« verificationStatus- AppClient 4% AHEH.
 pending_verification- AppClient 215 0| o} % Tl = lL|Ct AppFabric. & Q1|7
AppClient 7t X|= 8t Bo| AR (X' El Ab&XfstarterUserEmails) Bt AFSE &= &L
AppClient.
- verified- 7t x| &EQl Z2MATI MF M2 =2 K|S O|X| AppClient Rt TS| & QIE|R& L
Cl. AppFabric

« rejected- OfA of CHEt i.o._ 2 MAE AppClient HE R & LICH AppFabric. Q1 T2 M AT}
CAl AlEfE[0] 3o 2 22 E W K|le F7F A8XH7E 2 (8) AH8E == AppClient 8i&LICtH

curl --request GET \

--header "Content-Type: application/json" \

--header "X-Amz-Content-Sha256: <sha256_payload>" \

--header "X-Amz-Security-Token: <security_token>" \

--header "X-Amz-Date: 20230922T172215Z" \

--header "Authorization: AWS4-HMAC-SHA256 ..." \

--url https://appfabric.<region>.amazonaws.com/appclients/alb2c3d4-5678-90ab-cdef-
EXAMPLE11111

xtod0| MZSHH MH|ATZFHTTP 200 222 dBt&shL|Ct,

"appClient": {
"appName": "Test App",
"arn": "arn:aws:appfabric:<region>:111122223333:appclient/alb2c3d4-5678-90ab-
cdef-EXAMPLE11111",
"customerManagedKeyArn": "arn:aws:kms:<region>:111122223333:key/<key>",
"description": "This is a test app",
"redirectUrls": [
"https://localhost:8080"
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"starterUserEmails": [
"anyuser@example.com"

iF
"verificationDetails": {
"verificationStatus": "pending_verification"

=& AppClients

AppFabric ListAppClientsAPI g AI&3t04 L S &2 & IS5t M2 AppClients. AppFabric
8t AppClient 7HE StLHEF S{SELICI AWS A, &% HEE = Y& RHME HEE=
ListAppClients2 & X 5HAMIL.

= 50i AppClients 22/24M Z|A 8+ "appfabric:ListAppClients" IAM E& #E0| /0o &L
Ch XtMIEE HE = S50 CHel HM[A 5{E AppClients2 & X 5HAML.

 appClientARN- ID7} Z&fEl Amazon 2|44 O|F (ARN) AppClient 6| & & 04 AppClient ID= CHS
o Z&L|Ch alb2c3d4-5678-90ab-cdef-EXAMPLE11111
« verificationStatus- AppClient 25 4El.
 pending_verification- AppClient 215 0| o} % TI™ = lL|Ct AppFabric. 2 1|7
AppClient M7t X|= 8t BHO| AL A (KIHE Ar&AfstarterUserEmails) Bt AFS & &= Ql&LICH
AppClient.
« verified- 7H1X| &Ql Z2 MAT} ME X o=z 2F L2 O|A| AppClient 268135 &1z
C}. AppFabric
- rejected- OfA of CHEt & °._ I 2 MAE AppClient HEH&LICH AppFabric. &2l Z2 HAT}
CtAl AlZtE|0 @S Mo 2 22 E MRl F7H AEXI7E 2 (B) AFSE = AppClient @& LICEH

o>

L

curl --request GET \
--header "Content-Type: application/json" \
--header "X-Amz-Content-Sha256: <sha256_payload>" \
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--header "X-Amz-Security-Token: <security_token>" \
--header "X-Amz-Date: 20230922T172215Z" \

--header "Authorization: AWS4-HMAC-SHA256 ..." \

--url https://appfabric.<region>.amazonaws.com/appclients

5rdo| 8Z 5t AMHIATHHTTP 200 8H & B ELICH

"appClientList": [

{
"appClientArn": "arn:aws:appfabric:<region>:111122223333:appclient/

alb2c3d4-5678-90ab-cdef-EXAMPLE11111",
"verificationStatus": "pending_verification"

1O 0|E AppClient

AppFabric UpdateAppClientAPI 22 A& 35t0{ OHE E ZIC|3M URLS HOI0|ESHMAIL.
AppClient AppName starterUserEmails, == 7|Etet Z2 CtE Oi7HH-E BE8Hok st B2 &
AppClient &[5t 0 A OH7HEH =& d4d3HoF & LICH AtAI8H HE = UpdateAppClientE & E3SHAM 2

E Yd|o|EstE{™ %A 8t "appfabric:UpdateAppClient" IAM &2 #EH0| R40{of &Lt
AppClient AFAl|EH HE = H|0|E HA|IA 5{& AppClientsS HZ5HAMIR.

2%

e

L=

« appClientId(Z<) - 2IC|3M URLE Cl|l0|E35t2d= AppClient IDRILICE.

)
« redirectUrls(Z=) - Yolo|EE 2IC|EM URL S = LICH redirectUrl2 Z|CH 570 F=7+e =
&Lct.

Ch
=

0lo
lx]

L=

* appName- AFE A} ZEO| S| H|O[ X0l M AHE R0 H| EA|E ofZ2(71|0[442| O|F. AppFabric

 customerManagedKeyIdentifier(&H AtE) - C|O|EHHE ¥ = 3l5t= O AASE T2 2EIY 7|
(KMSOi| M Medyo| ARNRILICH K|35t K| et 2™ AWS AppFabric #2| 7|7} AF&ElLICEH

 description - OHEE[A|O|Mof CHEt ABH LY.
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- redirectUrls - 218 ¥ %|F ALEXIE 2[C|AMHE URIKILICEH 0 & 01 https://

localhost:8080%/L|Ct.

« starterUserEmails - OHEZZ|70|AM0| ASE W7 K| QIAIOIEE £ A
7l HABElE AFEKF O|HIY FALICH O|HIY FAE SHLITH AFR & = U&LICEH 0| & E0

T4

anyuser@example.com®L|C}.

« verificationStatus- AppClient 45 AEl.
 pending_verification- AppClient 215 0| o} %! TI¥ = lL|Ct AppFabric. & 1E|7|
AppClient 7t X|= 8t Bo| AASKH (RI'HEl Ab&XtstarterUserEmails) Bt AFSE &= &L

AppClient.
. verified- 7t x| &Ql ZEMA T HBMoZ 2t £ O|X| AppClient 2t815| B QIE[ &L

Ct. AppFabric
- rejected- Ol of CHEt & Ol =2 HMAE AppClient SR & LICH AppFabric. Q1 T2 AM|A T}
CAl AlZfE[0 Y Xo 2 22 E W K|s F7F MEXI7L € (B) AH8E == AppClient 81&LICtH

oo T1—

curl --request PATCH \
--header "Content-Type: application/json" \
--header "X-Amz-Content-Sha256: <sha256_payload>" \
--header "X-Amz-Security-Token: <security_ token>" \
--header "X-Amz-Date: 20230922T172215Z" \
--header "Authorization: AWS4-HMAC-SHA256 ..." \
--url https://appfabric.<region>.amazonaws.com/appclients/alb2c3d4-5678-90ab-cdef-

EXAMPLE11111 \

--data '{
"redirectUrls": ["https://localhost:8081"]

"appClient": {
"appName": "Test App",
"arn": "arn:aws:appfabric:<region>:111122223333:appclient/alb2c3d4-5678-90ab-
cdef-EXAMPLE11111",
"customerManagedKeyArn":
"description": "This is a test app",

"redirectUrls": [

"arn:aws:kms:<region>:111122223333:key/<key>",
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"https://localhost:8081"
1,
"starterUserEmails": [
"anyuser@example.com"
1,
"verificationDetails": {
"verificationStatus": "pending_verification"

AFA| AppClient

A
A

ppFabric DeleteAppClientAPI 23S AtE35t04 I 0|4 ERSHK| 2 =2 AKX L.
ppClients At M|t HE £ DeleteAppClientE &= 5HMIQ.

E M X|5ted™ 2| A8t "appfabric:DeleteAppClient"” IAM 24 #5t0| Qloof &FLCt.

A

kO

HMo|

ppClient AbM[EF HE = HMA HEF & (& A)) AppClientsE & ZSHAILR.

=
S

e

L=

appClientId- AppClient ID.

curl --request DELETE \

--header "Content-Type: application/json" \

--header "X-Amz-Content-Sha256: <sha256_payload>" \

--header "X-Amz-Security-Token: <security_token>" \

--header "X-Amz-Date: 20230922T172215Z" \

--header "Authorization: AWS4-HMAC-SHA256 ..." \

--url https://appfabric.<region>.amazonaws.com/appclients/alb2c3d4-5678-90ab-cdef-
EXAMPLE11111

HE MH|AE BITHTTP 223 87 HTTP 204 S& € ElS8{& L.

rr

Okl
o
ol

HEH
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ZEMEXNE R MEIHESR

2|E AEXHE I3l AppClient ES53t EE2 OtE Al M2 EIE
| E2 T8

grant_type refresh_tokenz} &7

AN
T =
APIE At&5to =& = /U &LICt grant_typeO|

authorization_code™ AI8%& refresh_tokenO| EE API SHo| UEZ dtatElL|Ct 7|& ot

ZE 12A1ZFALCH M2 TE APIE 2HXMOo 2 $E5t24™ "appfabric:Token" IAM H2H HEHO|
A40{0F FLICt AtMIEH LHE2 EZ L UCI|0|E HMA & AppClients MM E T ZHMILR.

2%

e

L=

« refresh_token(E=)- X7| /token 2H0M B2 MZ & EZQLICH
=) - E {lal M4 E AppClient 2|24 9] IDRILICH AWS HH

« grant_type(Z=) - refresh_token0|0{0F & L|LC}.

« app_client_id(¥®

C}
=

0lo
e

=
- expires_in- EZ0| =R E|Z|7X| 2 Z[ZtALICE 7|2 Bt

=2 A
« refresh_token-X7| &1 EZ Q™M &2 M2 & ESQILICH

token-X7| &I EZ Q&M g2 EF QLT

- token_type - &2 Bearer&LIC}.

- appfabric_user_id- AppFabric A& X} ID. authorization_code &t £0{ &
REo| Ao Bt BtekE Lt

curl --location \
"https://appfabric.<region>.amazonaws.com/oauth2/token" \
--header "Content-Type: application/json" \
--header "X-Amz-Content-Sha256: <sha256_payload>" \
--header "X-Amz-Security-Token: <security_ token>" \
--header "X-Amz-Date: 20230922T172215Z" \
--header "Authorization: AWS4-HMAC-SHA256 ..." \
--data "{
\"refresh_token\": \"<refresh_token>",
\"app_client_id\": \"alb2c3d4-5678-90@ab-cdef-EXAMPLE11111\",
\"grant_type\": \"refresh_token\"

|22 12 A|1ZF L] Ct.
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200 OK

{
"expires_in": 43200,
"token": "apkaeibaerjr2example",
"token_type": "Bearer",
"appfabric_user_id" : "${UserID}"

O] MMof Mz L& S AppFabric 21T LBl @ 7ot EX| sl 2ol Chal dB e LICH
gQlx|x| 8f2 oiZE[7 ol

3 e AlZ17] AppFabric 213 M4tEE £0l= & WL RHE 21F ASRA 7[5 EAIEHI
Mol 45 Z2MAE HELICH 2E ofEC(AH0|ME2 K| of2 HEHZE AIZFStCH7L £l Z 2 Al
AJF 2R E[0{0FR 2HQIFEl Zdo 2 HAELICH &, HE starterUserEmails BHE [ AL B AFE AL

ol Al of HIAIX|ZF F AIELICH AppClient

I2
ne
mw
2!:

r
112
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Application unverified by AWS AppFabric
RandoSoft

Allew AWS AppFabric to send data to an unverified app
RandoSoft ks requesting to access your data, RandoSoft has not been verified by
AWS AppFabric and might not be who they clalm they are.

You should not authorize this app unless you trust the developer of this app.
Allowing wnverified apps might put your data at risk

Continue Exit

CreateAppClient 27/

ServiceQuotaExceededException
MM Al CHSo 22 o7t &st™ BtE &= AppClients = JH+8 Z1HE ZdLIC AWS AH.

AppClient et== 1LICH HTTP &fEll Z E: 402

ServiceQuotaExceededException / SERVICE_QUOTA_EXCEEDED
You have exceeded the number of AppClients that can be created per AWS Account. The

limit is 1.
HTTP Status Code: 402

GetAppClient 27

ResourceNotFoundException

of CHer MIF HEE 7tX2 M Ch3 1 22 0d| 2|7k AppClient & st= B SHHE AppClient AlEX}
E UM =X et A, ol 2F = XIHE AppClient 252 &2 =+ 1SS LIEHHLICH

ResourceNotFoundException / APP_CLIENT_NOT_FOUND
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AWS AppFabric
The specified AppClient is not found. Ensure you’ve entered the correct AppClient

identifier.
HTTP Status Code: 404

DeleteAppClient 2F

ConflictException
QI ZdlL|Ct. AppClient 2tZ ! 7}

_)Il_u
<)
4
0%
o

2 (2) ARIE 0 CHS ollQI7H LA5HEH CHE AR
AMEN ZE: 40

K| & Al ZICHACHE CHAl A= stM 2. HTTP

©

ConflictException
Another delete request is in progress. Wait until it completes then try again
409

HTTP Status Code:
ResourceNotFoundException

of| 2|7} & M5t= F< SHIE AppClient A|HXHE
=2 LIEFHL] P.

;i
rr
A
Jiok
ro
Q'I_l
>
>
o)

ArXE M ch=2a 2

=
AppClient 0| 2LF & g2+

|’=El AppClient &

k=]
[
I

ResourceNotFoundException / APP_CLIENT_NOT_FOUND
The specified AppClient is not found. Ensure you’ve entered the correct AppClient

identifier.
HTTP Status Code: 404

UpdateAppClient 2F

ResourceNotFoundException

Ze ofel7t washs 2 SHHE AppClient AlHAHE 2
22 4 9Ig 2 LD

E
X|HEl AppClient & =g 3

s
rr
b}
I
ro
Q'I_l
-
>
o

AO|O|E Al 21 B
AppClient 0| 2LF =

ResourceNotFoundException / APP_CLIENT_NOT_FOUND
The specified AppClient is not found. Ensure you’ve entered the correct AppClient

identifier.
HTTP Status Code: 404
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Authorize 27/
ValidationException

tOIE| & otLtEtT API ALFol Hol&El XMof 2748 &FotXx| = B 2 €2 o7t ¢
o

ute
éﬁg* = A&LIcH

ValidationException
HTTP Status Code: 400

O|® 1: AppClient ID7} X|HE|X| o2 HL

L™ utet0|E{of app_client_id7t @i&LICt O & MHE|X| &£ 2 AppClient 3% IDE 5t 7Lt
7|& app_client_id IDE Ar&3t1 CHA] A|=5H&A|2. AppClient IDE & <224 ListAppClientAPI
22 AESHMIR.

Olf® 2: 124 | 7|0 HMAE == AppFabric = B2

Message: AppFabric couldn't access the customer managed key configured for AppClient.

AppFabric 348 128 2| 7[0of AMAE 4= gi&LICH Ol Z|Z2of HEro| HAZIUZ| HEY = U&
LIch XIHEl 7|7t EXfst=X| &Qlstn e MM A HEHO| AppFabric FO{E|A=X| QIS AMAIR
O|% 3: X|HE 2lC|=MH URLO| R&E3HX| 2 82

Message: Redirect url invalid

™ol 2|C|HM URLO| H=tetx| &olghL|ct M4 == UO|0|E Al X|HE 2[C[=MH URL & 5t
Ltot x|t oF & LICt AppClient 3{& & ZIC|EM URL S 2 E2{T API 242 AIE5HAAI2.
GetAppClient

Token 27
TokenException

7tX| Ol = ChET 22 o7t e + &LIcH

TokenException
HTTP Status Code: 400

0l 1: R25tx| 22 olHYo| XIHE B2

2
d
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Message: Invalid Email used

A2 Z0l oMY FAT7F MM S A| starterUserEmails &430f CHal| LIEE FAQF UR|et=X| &
RISt AIAI2. AppClient O|HYO| YUx|5tK| to ™ Ux|SteE O|HIYU FAE HZAS £ CHA| A|Z A2,
AMEE oMY S EEdH GetAppClientAPl 242 AIE35HAAIL.

Ol$ 2: grant_typeOl| refresh_token [l EZ0| X|HE|X| kA4S B
Message: refresh_token must be non-null for Refresh Token Grant-type

LY XEE Mz
X

£ EZ0| nullo|HL}F HIo{U&LICH EZ API 21 & SHOIM =4I &
refresh_token2 §

=
| gfLC

ThrottlingException

HEE gYFE =5t

rr
1P

T = API

M
ol
Ty
Q'I_l
rr
0N
40
iul
mjo
[
my!
rlo
k=3
o
N
Il
4%
30
Iy
r
[ul

ThrottlingException
HTTP Status Code: 429

ListActionableInsights, ListMeetingInsights, PutFeedback 27
ValidationException

Pl It2 HIIIH S otLiEt API Aol HolEl Mef =748 SFotK| ol 4 o3 22 oyt &

ValidationException
HTTP Status Code: 400

ThrottlingException
SHEE LTS ZUetE S E APIE &5t B O3 22 o7t wdlig = JU&LCh

ThrottlingException
HTTP Status Code: 429

%|Z AL KIE AppFabric 2|8t MatA g4k (OI2] 271) AlZtat7|

dard 2 7Is2 0l 27| dejol HEE & AU&LICH AWS AppFabric
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o] MM MMM (0|2l E7]) 2 S35 AWS AppFabric 2 #2| L IGEZEZ 848 7M5Hed

= SaaS O E2[7|0|Mo| 2[5 AFEXALE CHY S 2 FLICt O EF |01| 2t o= g|AH oM 4
St 9 7H SIS e £ 9l MBS AppFabric 0451 M sHe OHE 2| 0| M0lIAM B

(of: O|HIY M& E= 3|9 01|%F) g ¢t2 8 £+ U5 HM|2. Asana, Atlassian Jira Suite, Google
Workspace, Microsoft 365, Miro, Slack, Smartsheet S Z 2 OfZ2|7i0|ME HdZe = A&l 2
Hl= AppFabric HMAE eo_orﬂ# MEStE A LHoAM & 7+ ClALO|E 8 d2 =% AppFabric 7HXd

2+ Acbz Y ZEH0| Y M I ERE RXIE &= UA&LICH

o
0 =

AppFabric 844 S 2|51 Amazon Bedrock| Al M3 35t= AMLAZIOIEIE AIE AME & LICt. AppFabric
AS Ao BAIXMQI S{7IE W2 Fo|EF QAO|EQt ZXIE FIELICH 2 7HE of Z 27|04 0| AFHE
e 2HXE 5| Mofg = Q=S SQELICH AppFabric S22 ddstE ol ASE[l= 7|

2 72 2o 22 W5t HLE 7HM5HE= O CIO|IEHE AF&5HKR| & &LICH REMIEH LH& 2 Amazon
Bedrock FAQE & X 35HM 2.

|

e 1L

e
« BtAH 1. 29! AppFabric

« Ef7[ 2. Mol QIMOIET EAEEE SO

. E7l| 3. OHEEIF OIS 24735104 QIALOIE S} B A

+ 4EH7. QIAOIE & Q1 AJSH 3 OhZ BI7|O40lAf @ 7F Krod Al

+ IT 2 120t BHE|RE Z 0 AHE: MMM 84 (Tl2] 2 71) 715 0fl AppFabric CHEH A~ &)
. 28 sz

Z4 £

AlEfst7| Tof CHEo0| = X| & lgh Lot

2001 Xt B5E AppFabric: 24t &4 Z AppFabric 23 AL 2 AlZHstE{H,, EE= XIS YA

S StLtof cist HiCs|o|MEl 221 A9 SH (AHEX 0| & &%) o] ER & LICH Asana Google

Workspace Microsoft 365 Slack 0 21 215tH A4 2 AppFabric = 0|7| AppFabric ¢/5H &4

gt ZF of Z2|7H 0| Mol M AL AHE ALEXRIE AlEEY £ Q&LICH 2018 = ofEZEI7|olMdE A

5to{ QIALO|E MEE AlEE = U&LICtH
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Learn more

Supercharge your productivity with AWS
AppFabric
Sign in to get started
Connect your favorite applications in a few clicks and begin prioritizing your workday
faster using generative artificial intelligence (Al).

AWS AppFabric generates cross-app insights and next best actions based on your data.
You can see insights and execute cross-app actions from within your preferred appis).

Cancel Signin [£

Asana, Google Workspace, Microsoft 365, == Slack 22 *l| & & 29| E¢ot oI5 HE
23tod 2aQlgrL|ct 2[4 0] AEE 5H AppFabric &433t8t ZF of Z2|7i|0|Mofl CHEH S S
(@]

ZAHE ALE5to{ 22l5t= /ol E&LICH o|E S04, App10l M Google Workspace 2t 215

MEE MEHFIH App20{ A Google Workspace MEHS T&SHH, O|F0f CHA| 22150k & T
OFEEZER[LICEH CHE SSYUAME 2215t 3 ofEE(71 0| 1A T2 MAE CHA| A|ZFat of
%I-L_||:|.

= N

E A
Q
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@) AWS AppFabric

Sign in with your corporate ID
SLACK
MICROSOFT
GOOGLE

ASANA

Z|

S AL8RHE flEt AlEst|

157



AWS AppFabric

22l MEA

3.

HAIX|7F EA|EH 2301 X3 &

(mCE=2
o=

- slack

Signin to Slack

We'll get you back to the app in just a minute.

[ G Sign in with Google |
l & Sign in with Apple |
OR
‘ }\dl.’ll"::"n'-‘(}rk email.com |
¥ We'll email you a magic code for a password-free
sign in. Or you can sign in manually instead.

P & Terms & Cr w

Sign in to AWS AppFabric with Slack

P =2

Select a Slack account or workspace

Andrew
email.address@acme.com «
4 acmewidgetsglobal slack.com

Your account details will be used to:

Establish a verified connection between an existing AWS

& AppFabric account and Slack.

Help you create a new AWS AppFabric account, if you don't
already have cne.

Unlock AWS AppFabric features in Slack, like configurable

natifications, rich link previews, and quick actions.

Cancel Accept and Continue

ol2dq

ot ol S=Ate =alE +E st A2, AppFabric

EtA 2. Hoj| CIAIO|E 7 EAIEEE S9|

AppFabric 23015t H MAME =0[= oHE2[F0|M LHoAM & ZH QIAIOIE &l 22 EAR = QU
EX| 2= 89 1 0|X|7} EAIEILICt AppFabric AppFabric (& £0{ Google Workspac o|H|Yut 2
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2l Y™ E AppFabric 7FX2FM E Al = QILIR7? Asana 0| 2| EtH[= AppFabric
27o|MdY B O 2t=2 50 FL|CH

m|0I-
LOL
rot
o
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lr,-—q_\ Learm more

Display insights in [App Name]?

Once you connect your applications, we need permission to display your insights, artifacts, and recommended
actions within [App Name).

By clicking “Allow”, you are instructing AWS AppFabric to transmit the insights and recommended actions generated by AWS AppFabric, as
well as relevant artifacts and content from the applications you have chosen to connect, to the application that you used to sign in. That
application will display the insights, recommended actions, and relevant artifacts and content. AWS AppFabric will continue to send the
insights, recommended actions, and relevant artifacts and content to that application, until you disable or disconnect AWS AppFabric for
productivity. Learn more about how AWS AppFabric handles your data

Tt 3. of Z2|7|0| S 450 QUALOIE R 2 4

50| HO|X|E 225 OHZ 2 0l4 917 HO|X|Z OIS BLIC 07|14 JHE ohZBEIH ol 47,
17 SHM £ xHO@%E 4 /oM Ol HO|XI= 23502 o 7H QIAL0|E U &HeIg MASHE O At

I.
SELUCHL iR 22 B2 =a0lstn S2|8h #0of O] HO|X|E A8 stod AZEE o ZEE[7Ho|MdE el
ot ElLICh.
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OfZ2|7|0|MHE AZstedH A
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Connect applications

Learn miore

Please connect any applications that you use, Connected apps provide the source of Information AppFabeic uses 1o generate insights and actions that superchange your productivity,

Application

=
5

@

Smartsheet

Slack

Google Warkspace

AZana

Atlassian Jira suite

Mirg

Microsoft 565

Status

) Not connected

2 Not connected

2 Mot connected

) Mot connected

&) Not connected

) Not connected

2 Not connected

Wihen you click “Connect”, you are instructing AWS AppFabric to access your information (e.g. messages, files, calendar invites, colleagues, professional information, and other infermation) from that
application and ingest it Once AWS AppFabric ingests that information, it will use it to create insights and recommendations that will be surfaced to you within the application that you've used to sign
i AWS AppFabiric will continue 1o pracess your INformation and crexte insights in this manmer, until you disconnect the application 3nd AWS AppFabric. Learn more abolt how AWS AppFabric handles

your data,

H21g 91 Zx|E 22 oteied ofZ 2l oMol CHE 2101 b B KB ElolEfo chet
HM|A AppFabric #HEt2 5{83HofF g Lict.
|8 MNERE QUEH AlEtst7| 160
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Connect applications

Please connect any applications that you use. Connécted d

Application
[Z] smartsheet
b Slack

Google Workspace

@

ss Asana
Arlassian Jira suite
M miro

BY Microsoft 365

When you dlick "Connect”, you are instructing AWS AppFabric
application and Ingest it. Once AWS AppFabric ngests that int
In. AWS AppFabric will continue 1o process your information a
yaur data

Signed I
[ ] @ AWS AppFabric is requesting permistion 1o access the fabric-...
= | | |
4t slack I Acme Widgets
Learn mare

VN

@-:

AWS AppFabric is requesting permission to
access the Acme Widgets Slack workspace

What will AWS AppFabric be able to view?

Content and info about you k
Content and info about channels & conversations *
Content and info about your workspaoe *

S .

nd actions that supercharge your productivity.

r
IHHHAUA'
GEGE CEGE

+ professional Information, and other information) from that
irfaced to you within the application that you've used 1o sign
WS AppFabric. Learn more about how AWS AppFabric handles
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+ Connected - AppFabric 215 &
&Lct.
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A& LI
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Connect applications Learn more

Please connect any applications that you use. Connected apps provide the source of information AppFabric uses to generate insights and actions that supercharge your productivity.

Application - Status s Action
smartsheet (@ Connected
% Slack (2 Connected
5 Google Workspace &) Connected
+'i Asana (= Authorization falled. Please reconnect. m
& atlassian Jira suite {(2) Mot connected m
' Mira E)r‘w' connected m
BY Microsoft 365 S Hot connected Connect [

When you click "Connect”, you are Instructing AWS AppFabric to access your information (e.g., messages, files, calendar Invites, colleagues, professional information, and other infarmation) from that
application and Ingest it. Once AWS AppFabric ingests that information, it will wse it to create insights and recommendations that will be surfaced to you within the application that you've used to sign in.
AWS AppFabric will continue 1o process your Information and create insights in this manner, until you disconnect the application and AWS AppFabric. Learn more about hew AWS AppFabrie hand|es your
data,
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AWS AppFabric Action

& Send Email

Frem

alex@acme.com

To

noemi@acme.com

¥ CC, BCC
cc
rose@acme com,brad@acme.co m

BLCC

Subject line

Fallow up on the pricing program

Message

Flease follow up on the pricing program offline and let me know if you have any
questions.

O|HYO| M&SE & 3
oM olHEE & = Ues T3 7 EAIELULCE ol @3 & AL&sto{ ol EE[FH0|Me 2 = 7| oS st
X

of o|H| ol MEEIU=X| &lE = U&LICH

AWS AppFabric Action
& Send Email

[ @ Email sent

QR

To
POEMIE@aCTE.com

cc
roseiacme.com,brad@acme.com
BcC

ruth@acme.com

Subject line

Follow wp on the pricing program
Message

Please follow up on the pricing program offine and Let me know if you have any questions.

w in Gmail [2

r ™
(Do )

Zi2Iq O|HIE (Google Workspace, Microsoft 365) 2443

AppFabric #5t= OHE 2|7 0[4 Lol M 2B O|HEE HEstn HHe + U&LICH O|HE XS,
| H

7
QIRl, AlR/BER Al W IR, RCHRL 22 O[WIE HIE HEE Zi# 7|2 Zalc| o|HE LEE X
IBHLICH AppFabric 42 et ste Ol Zale Alzhe Fols ol £20| Els 2HAS olz{# U=
of MAE 4 QaLICh BEIC OME HMAS SR F AN Mstof OlHIES MAELIC

2|E MERHE 2ITt AlE S| 164
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AWS AppFabric Action

5 Create Calendar Event

Title

Review Pricing Program revisions with Alex
Location - aptional

Enter location for event

09:00 AM v 2023/11/27 @)

10:00 AM v 2023/11/27 @)

Inwite - optional

com, i com

Description

Hey friends,
Let's review the peicing program with Alex.
Thanis,

LRI OHIET} H&
0|0l M OJHIES 2

£l % o|HE}
4\_0

otoq O|HIETL SR =X] ol

AWS AppFabric Action
& Create Calendar Event

[ &) Event created ]

Title
Review Pricing Program revisions with Alex

When
Movember 27, 2023 09000 AM - 10:00 AM (America/Los_Angeles)

Invite

.com, Com

Description
Huy friends, Let's review the pricing program with Abex. Thanks,Ruth Sent from my iPhone

View in Goagle Calendar (4

| Close

ZQ4(Asana) A4

el

— s}t0|

- =1 L=

HAIX|7¢ &

to YEE

3>

ppFabric

o-|>

’ EAIEIL|CH E3 X|AE ofZ 2|7
ol A7t EAIEILICH Ol YAE AB5Hod HEEIAHOIMSZ W2 H) 0|5
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5H04 BtQf M4d Alzhe BHEE 4 QlaLich B HEIS 2R $ MAS M50l Bdg AR
C}. &Hed2 LLMOfM RISHe CHZ S Asana YT ABO|ALL Z2HE i sHejol HAELIC

AWS AppFabric Action

«» Create Task

Title

Meet with Finance about Acme pricing

Assignae = optional

John Doe

Due Date - optional

()

2023/1/27 \_‘:‘J‘

Description

We need to meet with Finance to finalize Acme pricing which s oritical for launching
our service.

LR create |

£to{0| MAE| T LHH Q40| Asanadli MAE|QACH= 201 HA|X|7F EA|IEIL|CH =8 Asanall ZHed
2 ol= 29 EAIZE/ILICH Ol AT E AFR5H olZ2|F|0|Mo 2 2 A 0|5 504 2FQ10| A4
et Asana & S7HO|Lt Z2ME E= Koz 0|§E + U&LICH

AA H

AWS AppFabric Action
s Create Task

e
| @ Task created

Title

Meet with Finance about Acme pricing

Assignee

John Doe

Due Date

2023-11-27

Description

We need to meet with Finance to finalize Acme pricing which ks critical for launching cur
senice.

View in Asana [2

Close

—

ZQq(Smartsheet) A4

AppFabric ¥5tE 88 T2 13 Smartsheet LH0I A 42 HEISI D MAMHE & Ql&LICH 2 0|8,
2 ARAL 718 B MyEn 22 7|2 A Z2HEE X[HFLICH AppFabric 0|28t 2Eo| 2EHXE
Mdsto] 2 M AlZHS HEE = UaLC 2 HEZ 228 F HMHS MEHSI0] EdES M
2FLIC}. Smartsheet®f 12| AppFabric 22 A H|Z7H Smartsheet A|ES BHET MAMEI D E 22

IS AL XL

i

DEINEES]
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-
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AHELICt Ol AppFabric §&& HUE FxeHEl Aoz & RolM 5L ASstste ol ==0| E
LICE.
Smartsheet {2 HdsteiH Chg E=7F EEfL/Ch
- ER-IREER-=t 1=
- Yt fREE O|HY FAE XMBaloF &Lict

AWS AppFabric Action

[ Create Task

Meet with Finance about Acme pricing

Assignees - optianal

aslex@acme.com

Due Date - optional

20231127 ([:J}

Description

weﬂeet! to meet with Finance to finalize Acme pricing which is critical for launching
5Q40| MAE|T LI 40| Smartsheetoll A 4 4IEI24CHs SHel HIAIXIZH EAIEILICH E 2t
Smartsheet2| fg 2 £ Qe 23T EAIELICH o] I E A28t o Z 2|70l 2 2 H| o
S5t04 Y HE Smartsheet A|[EOM X UE = + UELICH FF 2| 2 E Smartsheet 2/40| O] A|E

olz2q=]
He

of L|Ct. A|E7} AppFabric £

ARIEITH M AETE YEELICH

AWS AppFabric Action
[ create Task

[ & Task created

S

Title
Meet with Finance about Acme pricing

Assignees

alex@acme.com

Due Date

2023-11-27

Diescription

We need to meet with Finance to finalize Acme pricing which ks critical for launching cur
service,
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Application unverified by AWS AppFabric

they elaim they are.

You shewld not autherize this app unless you trust the developer of this app, Allewing unverified apps might pat your

data at risk.

[App Name]

£ Allow AWS AppFabric to send data to an unverified app
[App Hame] is requesting to access your data. [App Name] has not been verified by AWS AppFabric and might not be who

Learn mare about how AWS AppFabric handles your data.

Learn mare

L
o
__
Mk

2|70 I*.j

, o 2] &
©4Z40|

=
o —
11
LS

A=
Z| =|
|_

< O HIAIXIZH EAIE =

M7t & LICEH CHAl A8t 7HLE 2FE|Rboi| Al £ Rls = A

ol
AAEH

|2(InternalServerException).

ol

QlaHl AppFabric AF& A ZE| A ofZE2|AH | 0|ME LIE5HR| = 5HAH

LICH LS ol CHAl Al=al F &AL,

[ & Something went wrong. Please try It again or check with your Admin,

Connect applications

Please connect any applications that you use. Connected apps provide the source of information AppFabric uses to generate insights and actions that supercharge your productivity.

‘When you click “Connect™, you are Instructing AWS AppFabric to access your infermation (e.9. messages, files, calendar Invites, colleagues, professional information, and other Infermation) from that
appliation and Ingest it. Once AWS AppFabric Ingests that Information, it will use it to create insights and recommendations that will be surfaced to you within the application that you've used to sign In.
AWS AppFabric will continue to process your information and create insights in this manner, until you disconnect the application and AWS AppFabric. Learn more about how AWS AppFabric handles your
data.

Application

[ smartsheet

4% Slack

5 Google Workspace
-’- Asana

£ Atlassian Jira sulte

BT Microsoft 365

Status

@{qﬂr:tr‘d

2 Connected

@ Connected

) Mot connected

2) Not connected

E) Hot connected

(2 ot connected

i

2
THHE f
clclclE
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LY ME HEA 2F0| HREEZIRELICH & Al F CHA] A|=3H FML(ThrottlingException).

A2 EZ EXNZE QIS AppFabric AFE A LM OHEZEE|AH|O|MHE LEESHK| Z35H7HLE O Z 2|7 0|M
AZo| ZZ i of HIAIX|7t EAIE = UA&LICH LIS CHA| A=l FAAR.
[ (%) The request was dended due to request throttling. Please try it again in some time. ]
Connect applications

Pleade connect any applications that you use. Connectéd apps provide the source of information AppFabric uses to generate indights and actions that supercharge yous produdtivity.

Application - Status I Action

[Z] smartsheet D Connected
R Slack () Connected
& Google Workspace (@ Connected
s Asana ) Not connected m
€ Atlassian Jira suite {2) Not connected Connect [
m mMiro O Not connected
=I Microsaft 365 O Hot connected Connect [

When you click "Connect”, you are Instructing AWS AppFabric to acoess your Information (e.g., messages, files, calendar Invites, colleagues, professional Infarmation, and other Infarmation) from that
applicathon and Ingest it. Ginoe AWS AppFabric ingests that information, it will use it to create insights and recommendations that will be surfaced to you within the application that you've used to sign in.
AWS AppFabric will continue to process your Information and create insights in this manner, until you disconnect the application and AWS AppFabeic. Learn more about how AWS AppFabric handles your

data.

A& HEto| ei& LTt AppFabric AppFabric CHA| 21 216HM| 2 (AccessDeniedException)

HM|A 7HE of| 2|2 213l AppFabric At A ZEH0| A O Z 2|70l S LIE35X| ZH7HLt oHE2|AH 0|
M odZdo| B2 A o]l HIAIR|Z}F EAIE £ U&LICH AppFabric CHA| 2 19Q18HM| 2.
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[ (& You are not authorized to use AppFabric. Please check with your IT Admin, ]

Connect applications

Please connect any applications that you use, Connected apps provide the source of information AppFabric uses to generate insights and actions that supercharge your productivity.

Application = Status - Action

[Z] smartsheet 2 Connected
ab slack (& Connected
5 Google Workspace &) Connected
o Asama ) Not connected
€ Atlassian dira suite (=) Not connected
w miro 2 Mot connected Connect [
BT Microsoft 565 O Not connected Connect [

When you click “Connedt”, you ane Instructing AWS AppFabric to access your Information (e.g., messages, files, calendar Invites, colleagues, professional informatien, and other Information) from that
applicathon and Ingest it. Gnoe AWS AppFabric ingests that informatioen, it will use it to create insights and recommendations that will be surfaced to you within the application that you've used to sign in
AWS AppFabric will continue to process your Information and create insights in this manner, until you disconnect the application and AWS AppFabiric. Learn mare abaut how AWS AppFabric handles your

data.

AppFabric 44 AP
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https://docs.aws.amazon.com/appfabric/latest/api/

AWS AppFabric

xtod
|

REE

ol

rd 7ls2 ol2l 27| So0lH HEE

0

CHE 2 E AppFabric API 2 40i| CH3H M= AWS AppFabric API 242 & =3t

ol
KA

Fa
=

LICt. AWS AppFabric

|

P
IE

» CreateAppClient

* DeleteAppClient

» GetAppClient
» ListActionablelnsights

* ListAppClients

» ListMeetinglnsights
+ PutFeedback
. E=

* UpdateAppClient

i
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redirect_uri
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state

AWS AppFabric
CreateAppClient
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ol 2tO|E

customerManagedKey |24 k}

A4

=

Bt 2f2 ™ESHoF FLICE UUID R0l 2l AL8stE ROl E&
Lict.

Ol 2t2 MSstx| to™ FE L= 2[0] AWS H-EELICH

X

_,_
o
L

CHE m2t0|E{E A& 304 ClientToken 1t Z2 &
T35l IdempotentParameterMismatch QFIL UM
H A= 7F Aloigolct.

dS KAl
a5t

(][]

F: String

IHE: [a-f0-9]1{8}-[a-f0-9]{4}-[a-f0-9]{4}-[a-
f0-9]1{4}-[a-f0-91{12}

Required: No

of o2 2|8 7| o|5 MAE ARN. AWS Key Management
Service7|= ClO|E{ & 3 3t0f| AFSELICH

717t RIGE|X| et 2 B2 AWS EEI™E 7| anO| A ELICEH 2|4
A0 2 B -4k mH o{ L.

o4 g2 7[od cHet AWS &% | REMIEF LHE 2 AWS Key
Management Service 7H& X} QHLHA{S| TTZH AWS 7| & 7|E &
ZHMAIL.

Kt

0%
Ho
12

o
T

Zo| XMk |4 Zol 1. Z|CH

N

Ol= 1,011 LCt.

b

IHE: arn: .+$|~[a-f0-9]1{8}-[a-f0-9]1{4}-[a-
f0-9]1{4}-[a-f0-9]{4}-[a-f0-9]{12}

L4 ¥S ofR: ohle
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g gull= kS

description Yol CHEr AHEIL|CE.

iconUrl o| o}o|& K= Z119| AppClient URLILILCE.

redirectUrls ClE F 2|F AEXIE 2|C[HME URIQILICE. redirectUrlE Z
CH 570 F7t& = JU&LICt 0l & S04 https://localhost:
8080 ¢lL|CI.

IHE: (http|https):\/\/[-a-zA-Z0-9_: .\/]+
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https://docs.aws.amazon.com/kms/latest/developerguide/create-keys.html#create-symmetric-cmk
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* kms:CreateGrant
* kms:GenerateDataKey

* kms:Decrypt
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"Id": "key-consolepolicy-3",
"Version": "2012-10-17",
"Statement": [

{
"Sid": "Allow access for key administrators",
"Effect": "Allow",
"Principal"”: {"AWS": "arn:aws:iam::111122223333:root"},
"Action": ["kms:*"],
"Resource": "arn:aws:kms:us-east-1:111122223333:key/key_ID"
},
{
"Sid": "Allow read-only access to key metadata to the account",
"Effect": "Allow",
"Principal": {"AWS": "arn:aws:iam::111122223333:root"},
"Action": [
"kms :Describe*",
"kms:Get*",
"kms:List*",
"kms:RevokeGrant"
1,
"Resource": "*"
},
{
"Sid": "Allow access to principals authorized to use AWS AppFabric",
"Effect": "Allow",
"Principal": {"AWS": "IAM-role/user-creating-appfabric-resources"},
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"Action": [
"kms:Decrypt",
"kms:GenerateDataKey",
"kms:DescribeKey",
"kms:CreateGrant",
"kms:ListAliases"
1,
"Resource": "*",
"Condition": {
"StringEquals": {
"kms:ViaService": "appfabric.us-east-1.amazonaws.com",
"kms:CallerAccount": "111122223333"
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"KeyId": "arn:aws:kms:us-east-1:111122223333:key/ff000af-00eb-00ce-0e00-

€a000fb@fba@SAMPLE",
"GrantId": "Qab0ac@dOb000f00ea®dccPaed@dfcd@bce@ddcP00fO000000cObcPa®d@daaafSAMPLE",
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https://docs.aws.amazon.com/kms/latest/developerguide/grants.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_CreateGrant.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_GenerateDataKey.html
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https://docs.aws.amazon.com/kms/latest/APIReference/API_Encrypt.html
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"Name": "ff000af-00eb-00ce-0e00-ea@00fb@fba@SAMPLE",
"CreationDate": "2022-10-11T20:35:39+00:00",
"GranteePrincipal": "appfabric.us-east-1.amazonaws.com",
"RetiringPrincipal": "appfabric.us-east-1.amazonaws.com",
"IssuingAccount": "arn:aws:iam::111122223333:root",
"Operations": [

"Decrypt",

"Encrypt",

"GenerateDataKey"
1,
"Constraints": {

"EncryptionContextSubset": {

"appBundleArn": "arn:aws:fabric:us-east-1:111122223333:appbundle/
ff000af-00eb-00ce-0e00-ea000fbOfba@SAMPLE"

}
}
}’
HHES MXI5tH 0 22| 7o &= E X|2Z 2 AppFabric H 7 [&LICt
2335t 7| ELEHT Ci& AppFabric

oM AWS KMS 1128 22| 7|& AF&5t= AppFabric 2% AWS CloudTrail 218 AI&35t0{ 2
AppFabric ELi= 282 FXE &= AWS KMSU&LICEH

CIS2 17 22| 7|18 AL [ AppFabric CreateGrant 7|2 E|E CloudTrail OHE of of JL|C}.

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AROAIGDTESTANDEXAMPLE:SampleUser",
"arn": "arn:aws:sts::111122223333:assumed-role/AssumedRole/SampleUser",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AROAIGDTESTANDEXAMPLE",
"arn": "arn:aws:iam::111122223333:ro0le/AssumedRole",
"accountId": "111122223333",
"userName": "SampleUser"

}I
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"webIdFederationData": {3},

"attributes": {
"creationDate": "2023-04-28T14:01:337",
"mfaAuthenticated": "false"

}

}
},
"eventTime": "2023-04-28T14:05:487",
"eventSource": "kms.amazonaws.com",
"eventName": "CreateGrant",
"awsRegion": "us-east-1",
"sourceIPAddress": "appfabric.amazonaws.com",
"userAgent": "appfabric.amazonaws.com",
"requestParameters": {

"granteePrincipal": "appfabric.us-east-1.amazonaws.com",

"constraints": {

"encryptionContextSubset": {

"appBundleArn": "arn:aws:appfabric:us-east-1:111122223333
ff000af-00eb-00ce-0e00-ea@00fbOfba@SAMPLE"

}
1,
"keyId": "arn:aws:kms:us-east-1:111122223333:key/EXAMPLEID",
"retiringPrincipal": "appfabric.us-east-1.amazonaws.com",
"operations": [

"Encrypt",

"Decrypt",

"GenerateDataKey"

1,

"responseElements": {
"grantId": "ff000af-00eb-00ce-0e00-ea®00fb0fba@SAMPLE",
"keyId": "arn:aws:kms:us-east-1:111122223333:key/KEY_ID"

I
"additionalEventData": {
"grantId":
"Qab0ac0dOb000f00eaddcc0adeddfcOdbce@ddc000T0000000cObc0add@daaatSAMPLE"
I

"requestID": "ff000af-00eb-00ce-0e00-ea000fb0fba@SAMPLE",
"eventID": "ffO00af-00eb-00ce-0e00-ca®00fb0fba®@SAMPLE",
"readOnly": false,
"resources": [
{
"accountId": "AWS Internal",
"type": "AWS::KMS::Key",

:appbundle/
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"ARN": "arn:aws:kms:us-east-1:111122223333:key/key_ID"

1,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",
"sharedEventID": "ff000af-00eb-00ce-0e00-ea@00fb0fba®@SAMPLE",
"eventCategory": "Management",
"tlsDetails": {
"tlsVersion": "TLSv1.3",
"cipherSuite": "TLS_AES_256_GCM_SHA384",
"clientProvidedHostHeader": "kms.us-east-1.amazonaws.com"
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html
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AWSAppFabricReadOnlyAccess AWS #EZ|& M2 E |AM IDO]| 23735104 AppFabric AMH|A (2]
=& X&) of cit ¢i7| &8 HEtE F0{5t & A|2. AppFabric AWS Management Console =
AWSAppFabricFullAccess AWS #2|& HMZ |IAM IDoi| 44 o|'0=| MH|A0f CHEF A 22|
MBS R0 5= AALICH AppFabric ALMIEH HEE AWS ZHE[E HA2 Ch30 Z&Lch AWS
AppFabric 2 2 Z5tM 2.
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CtZ E2 ofXl= AppFabric MH|A Q| 1 HHE0ff CHEF HA|A FHEHE FoiErLCt.
{
"Statement": [
{
"Effect": "Allow",
"Action": [
"appfabric:StartUserAccessTasks",
"appfabric:BatchGetUserAccessTasks"
1,
"Resource": ["arn:aws:appfabric:*:*:appbundle/*"]
}
1,
"Version": "2012-10-17"
}
o
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa_configure-api-require.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html

AWS AppFabric )
{
"Statement": [
{
"Action": ["appfabric:*"],
"Effect": "Allow",
"Resource": "*"
.
{
"Effect": "Deny",
"Action": [
"appfabric:StartUserAccessTasks",
"appfabric:BatchGetUserAccessTasks"
1,
"Resource": ["arn:aws:appfabric:*:*:appbundle/*"]
}
1,
"Version": "2012-10-17"
}
=& AN E= SKIE MeEtELch

CHS 83 oAl MEIA0M2| =& AX EE= SXIE MEFELICE AppFabric

{
"Statement": [
{
"Action": ["appfabric:*"],
"Effect": "Allow",
"Resource": "*"
3,
{
"Effect": "Deny",
"Action": [
"appfabric:StopIngestion",
"appfabric:DeleteIngestion",
"appfabric:DeleteIngestionDestination"
1,
"Resource": ["arn:aws:appfabric:*:*:appbundle/*"]
}
1,
"Version": "2012-10-17"
}
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{
"Statement": [
{

"Effect": "Allow",

"Action": [
"appfabric:GetAppClient",
"appfabric:ListActionableInsights",
"appfabric:ListAppClients",
"appfabric:ListMeetingInsights"

1,

"Resource": "*"

}
1,
"Version": "2012-10-17"
}
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"Statement": [
{

"Effect": "Allow",

"Action": [
"appfabric:CreateAppClient",
"appfabric:DeleteAppClient",
"appfabric:GetAppClient",
"appfabric:ListActionableInsights",
"appfabric:ListAppClients",
"appfabric:ListMeetingInsights",
"appfabric:PutFeedback",
"appfabric:Token"
"appfabric:UpdateAppClient"

1,

"Resource": "*"

1,
"Version": "2012-10-17"
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{
"Statement": [
{
"Effect": "Allow",
"Action": [
"appfabric:CreateAppClient"
1,
"Resource": ["arn:aws:appfabric:*:*:appclient/*"]
}
1,
"Version": "2012-10-17"
}

CHS HA odl= T HEE 7HXE £ U= ML HEHS AppClients SO LICH REMIEF LY Al
£ HE 71278 HZESHA AL AppClient
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Ct. Ol ditd & 7Isol A 0|2l 27| EHAlof 47| E LICH AppFabric 2 & F Al

{
"Statement": [
{
"Effect": "Allow",
"Action": [
"appfabric:GetAppClient",
1,
"Resource": ["arn:aws:appfabric:*:*:appclient/*"]
}
1,
"Version": "2012-10-17"
}
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{
"Statement": [
{
"Effect": "Allow",
"Action": [
"appfabric:ListAppClients"
1,
"Resource": ["arn:aws:appfabric:*:*:appclient/*"]
}
1,
"Version": "2012-10-17"
}

Q10| 0|E HM|A &2 AppClients
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{
"Effect": "Allow",
"Action": [
"appfabric:UpdateAppClient"
1,
"Resource": ["arn:aws:appfabric:*:*:appclient/*"]
}

15
"Version": "2012-10-17"
CHM|A T8 51 (A Al) AppClients

Cts E2 ofldll= &K HMA HEHE AppClients £ 048 LICH RHAIEH LIE 2 Update ans B Z5HA A
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{
"Statement": [
{
"Effect": "Allow",
"Action": [
"appfabric:DeleteAppClient"
1,
"Resource": ["arn:aws:appfabric:*:*:appclient/*"]
}
1,
"Version": "2012-10-17"
}
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{
"Statement": [
{
"Effect": "Allow",
"Action": [
"appfabric:Token"
1,
"Resource": ["arn:aws:appfabric:*:*:appclient/*"]
}
1,
"Version": "2012-10-17"
}
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"Version": "2012-10-17",
"Statement": [
{
"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
"Action": [
"iam:GetUserPolicy",
iam:ListGroupsForUser",
iam:ListAttachedUserPolicies",
jam:ListUserPolicies",
iam:GetUser"
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"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]

"Sid": "NavigateInConsole",
"Effect": "Allow",
"Action": [

"iam:GetGroupPolicy",
iam:GetPolicyVersion",
iam:GetPolicy",
iam:ListAttachedGroupPolicies",
iam:ListGroupPolicies",

iam:ListPolicyVersions",
jam:ListPolicies",
iam:ListUsers"

]I

"Resource": "*"
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
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{

"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"appfabric:GetAppAuthorization",
"appfabric:GetAppBundle",
"appfabric:GetIngestion",
"appfabric:GetIngestionDestination",
"appfabric:ListAppAuthorizations",
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"appfabric:ListAppBundles",
"appfabric:ListIngestionDestinations",
"appfabric:ListIngestions",
"appfabric:ListTagsForResource"

1,

"Resource": "*"

}
]
}
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"Effect": "Allow",
"Action": ["appfabric:*"],

"Resource": "*"
I
{

"Sid": "KMSListAccess",

"Effect": "Allow",

"Action": ["kms:ListAliases"],

"Resource": "*"

I
{

"Sid": "S3ReadAccess",

"Effect": "Allow",

"Action": [

"s3:GetBucketLocation",
"s3:ListAl1MyBuckets"
1,
"Resource": "*"
},
{

"Sid": "FirehoseReadAccess",

"Effect": "Allow",

"Action": [
"firehose:DescribeDeliveryStream",
"firehose:ListDeliveryStreams"

1,

"Resource": "*"

I
{

"Sid": "AllowUseOfServicelLinkedRole",

"Effect": "Allow",

"Action": ["iam:CreateServicelLinkedRole"],

"Condition": {

"StringEquals": {"iam:AWSServiceName": "appfabric.amazonaws.com"}

},

"Resource": "arn:aws:iam::*:role/aws-service-role/appfabric.amazonaws.com/

AwWSServiceRoleForAppFabric"
}
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AWS ZH 2|3 H2: AWSAppFabricServiceRolePolicy
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{
"Version": "2012-10-17",
"Statement": [

{
"Sid": "CloudWatchEmitMetric",
"Effect": "Allow",
"Action": ["cloudwatch:PutMetricData"],
"Resource": "*",
"Condition": {

"StringEquals": {"cloudwatch:namespace": "AWS/AppFabric"}

}

},

{
"Sid": "S3PutObject",
"Effect": "Allow",
"Action": ["s3:PutObject"],
"Resource": "arn:aws:s3:::*/AWSAppFabric/*",
"Condition": {

"StringEquals": {"s3:ResourceAccount": "${aws:PrincipalAccount}"}

}

.

{
"Sid": "FirehosePutRecord",

"Effect": "Allow",
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"Action":

["firehose:PutRecordBatch"],

"Resource": "arn:aws:firehose:*:*:deliverystream/*",

"Condition": {

"StringEqualsIgnoreCase":

"true"}
}
}
]
}
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"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AROAIGDTESTANDEXAMPLE:SampleUser",
"arn": "arn:aws:sts::111122223333:assumed-role/AssumedRole/SampleUser",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AROAXUFER33B4FVC2GCYR",
"arn": "arn:aws:iam::111122223333:ro0le/AssumedRole",
"accountId": "111122223333",
"userName": "SampleUser"
1,
"webIdFederationData": {3},
"attributes": {
"creationDate": "2023-05-31T21:11:157",
"mfaAuthenticated": "false"

}
}
I
"eventTime": "2023-05-31T21:22:16Z",
"eventSource": "appfabric.amazonaws.com",
"eventName": "CreateAppBundle",
"awsRegion": "us-east-1",

"sourceIPAddress": "3.90.81.91",
"userAgent": "Coral/Apache-HttpClient5",
"requestParameters": {

"clientToken": "64d9069f-e565-49a4-9374-6dc8631142e2"
},
"responseElements": {

"appBundle": {
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arn": "arn:aws:appfabric:us-
east-1:111122223333:appbundle/6aa92dad-5eeb-4ff4-aabf-4db7fd022ad1",
"idpClientConfiguration": {

"samlAudience": "urn:amazon:cognito:sp:us-east-1_GEdGiavzr",

"samlRedirect": "https://6aa92da®-5eeb-4ff4-aabf-4db7fd022adl.auth.us-
east-1.amazoncognito.com/saml2/idpresponse",

"oidcRedirect": "https://6aa92da®-5eeb-4ff4-aabf-4db7fd022adl.auth.us-
east-1.amazoncognito.com/oauth2/idpresponse"

}

},

"requestID": "17el5a5d-8c66-46¢c7-ad5b-f521004fa9c2",
"eventID": "baldd847-86f6-4386-85be-0398e844a358",
"readOnly": false,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "111122223333",

"eventCategory": "Management",
"tlsDetails": {

"clientProvidedHostHeader": "frontend.fabric.us-east-1.amazonaws.com"
}
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