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Provisioned

"Version": "2012-10-17",

"Statement": [
{
"Sid": "ProvisionedRedshiftForAppStudio",
"Effect": "Allow",

"Action": [
"redshift:DescribeClusters"”,
"redshift:GetClusterCredentialsWithIAM",
"redshift-data:ListDatabases",
"redshift-data:ListTables",
"redshift-data:DescribeTable",
"redshift-data:DescribeStatement",
"redshift-data:ExecuteStatement",
"redshift-data:GetStatementResult"

1,
"Resource": "*"
}
]
}
Serverless
{

"Version": "2012-10-17",
"Statement": [
{
"Sid": "ServerlessRedshiftForAppStudio",
"Effect": "Allow",
"Action": [
"redshift-serverless:ListNamespaces",
"redshift-serverless:GetCredentials",
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"redshift-data:ListDatabases",
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"redshift-data:GetStatementResult"

1,

"Resource'": "*"
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{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:root"
iy
"Action": "sts:AssumeRole",
"Condition": {
"StringEquals": {
"aws:PrincipalTag/IsAppStudioAccessRole": "true",
"sts:ExternallId": "11111111-2222-3333-4444-555555555555"
}
}
}
]
}
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Read only
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AWS App Studio

"Version": "2012-10-17",
"Statement": [
{
"Sid": "ReadOnlyDDBForAppStudio",
"Effect": "Allow",

"Action": [
"dynamodb:ListTables",
"dynamodb:DescribeTable",
"dynamodb:PartiQLSelect"

1,

"Resource": "*"

Full access

"Version": "2012-10-17",

"Statement": [
{
"Sid": "FullAccessDDBForAppStudio",
"Effect": "Allow",

"Action": [
"dynamodb:ListTables",
"dynamodb:DescribeTable",
"dynamodb:PartiQLSelect",
"dynamodb:PartiQLInsert",
"dynamodb:PartiQLUpdate",
"dynamodb:PartiQLDelete"

1,

"Resource'": "*"

= A2 7 4E DynamoDB 2|4 A0 CiEh dd, 2171, UCI0IE I AFK| AAM|A H

sle =
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Read only - KMS encrypted

Ct
Ml

|> Do

o
ro

2 AWS KMS Het2 NS 3sto #+4El &= 3HE DynamoDB 2|4 204 CHEF 17|

Ho{gfL|Ct. ARNS AWS KMS 7|2| ARNS 2 H}Fof gfL|Ct.

"Version": "2012-10-17",
"Statement": [

{
"Sid": "ReadOnlyDDBForAppStudio",
"Effect": "Allow",
"Action": [
"dynamodb:ListTables",
"dynamodb:DescribeTable",

"dynamodb:PartiQLSelect"
1,
"Resource": "*"
.
{
"Sid": "KMSPermissionsForEncryptedTable",
"Effect": "Allow",
"Action": [
"kms:Decrypt",
"kms:DescribeKey"
1,
"Resource": "arn:aws:kms:us-

west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab"
},

Full access - KMS encrypted

ChE HA2 AWS KMS Hetg XS 5tod £ HE .°:.§_§P5| DynamoDB Z|AA0]| CHEH 27| A
MA #Het2 BEodgiL|Ct. ARNS AWS KMS 7|2| ARNS 2 Hf3of gL|Ct.

"Version": "2012-10-17",
"Statement": [

{
"Sid": "ReadOnlyDDBForAppStudio",
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"Effect": "Allow",

"Action": [
"dynamodb:ListTables",
"dynamodb:DescribeTable",
"dynamodb:PartiQLSelect",
"dynamodb:PartiQLInsert",
"dynamodb:PartiQLUpdate",
"dynamodb:PartiQLDelete"

1,

"Resource": "*"

},

{

"Sid": "KMSPermissionsForEncryptedTable",
"Effect": "Allow",

"Action": [

"kms:Decrypt",
"kms:DescribeKey"
1,
"Resource": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab"
},

= MEfEfLICH
m]

=
7. AE L 4 B o] X0l A ReadOnlyDDBForAppStudlo e, ABE AL
&')FullAccessDDBForAppStudioll ZH2 HA 0|E S MSELICt.
8. XA MAS MEHSI0 ARHS AMA{SH|C)

O|x| oo Mg HAME Poorh IAM 248t g Y ErLICH App Studio=0| HAE AL sto - E
DynamoDB Z[&A01 4 A[A

App Studio®ll DynamoDB 2|44 0f CHEt M| A HEHE F0ist= IAM HE S st

1. JAM 4grS MAME HEHo| Qle ALEALE IAM 2&0i 2aQIg Lt oM MMEE ZE| AHSXALE
ME3tE 0| E&LICIAWS 2lAA #E|E 9{E 22| AASA 4.

2. ZEo BN M AYES MEE F A YIS HEELICH

3. ME[E + A AEE| FZ0lM ALSR X A= WS MEELCH
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4. App Studio OfZ 2|7 0[M0] AHolAMo| A&gs =
2 HhEL|CH

ol

=
=

(o]l

1gstedpd 7|2 MM ohg Yao

HA0| M T+ RHE| EAIRHE HHR ok BHLICH AL S 2H2 App Studio®] A% A% HO|X|of A &

o T
g + gLt

« 1111222233332 App Studio LIAEHAE M5t = O AFE HEHe| AWS HHE HEE HEHE
LICt. App Studio RIAEIA O HZH Mol AWS HH IDE LIEE LCt.

e 1111111-2222-3333-4444-55555555555554# App Studio QIAEIA O] A1 &0 QIAE
A IDE LIEE App Studio QIAEA IDZ HEE L|C},

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:root"
},
"Action": "sts:AssumeRole",
"Condition": {
"StringEquals": {
"aws:PrincipalTag/IsAppStudioAccessRole": "true",
"sts:Externalld": "11111111-2222-3333-4444-555555555555"
}
}
}
]
}
CtE2S MEIgLICEH
5. &t F71olM 0| EtH|(ReadOnlyDDBFoxrAppStudio = )0l A A A5 RS Z4 M5t 11 AMEH
& LICtFullAccessDDBForAppStudio. ‘E3 ol {l= +& M=ot HA ol 2 F ko A0l
Eofgt Heto| AL 2 QlgtE MEstH HAo| MBI ELICE
Che g MeiEtLIct
6. O|, 4E ¥ 4 Ho[x[o|M & 0|§ L MHZ MBS ELICH.
7. 3CHAL: Ef FIto| M A EfT FIHE MBS0 App Studio HMAE MI5t= CHS ENIE F7¢
FLich
=
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« 7|: IsAppStudioDataAccessRole
« &l true

8. g Mg MENSIT MAMZEl Amazon 2lAA O|E(ARN)2 7|23 SLICH App Studiooll M
DynamoDB HZIEE Mg mf L gfLict.

o O

DynamoDB 7H=IE] 444
O|X| DynamoDB 2|4 A2t IAM HA Ll detg Moo 2 s HEE AFS5tod 27t A2
AHAdE

M = = S
DynamoDBO{| @1Zst= Ol AASE & e HHEE App Studiodl| &-& & LICtH

® Note
HUE{Z 4435t 245 App Studiool] Z+2IX+ 248H0| Qlo{oF BHLICH
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« A DynamoDB 7{=E{0]| CHEH

« IAM &0l A MMHE IAM & 2| Amazon ElAA O|&(ARN)S 24 L|Ci2bEH Al App
Studio®| DynamoDB E[A A0 CHEF HM[A HEHS F£0{5t= IAM HE M. IAMO| CHEt XHA]
Bt LIS 2 IAM AL MBAME FHZESIMR.
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ofl ©4Z2 AWS Lambda

App StudioE Lambda®t 244504 L7t of E 2|7 0| M| M Lambda ElA& A0 HMAS T AHSE £
UL 5t2{H Ct3 EHHE s~sHok g Lict

1. 167 Lambda & 4 2 74

2. 2EHA: App Studio® Lambda 2|4 A0 CHEF HMA HEHS F045t= IAM 38 M

3. 3EtA|: Lambda F{lE{ AiAd

1EHA|: Lambda &4 M4 2l 1M

7|& Lambda &7} Sl B9 HM g+ & ddsloF FLICH Lambda & ddofl CHEt XtAIEF LIS
2 AWS Lambda W& A} PFLHAME & Z=5tAll

2EHAH|: App Studio0l| Lambda 2|40 CHEt BMA HEHE R0{5t= IAM HE 4o

App Studio®| A Lambda E|&~AE ALEstE{H 2E2|XH7FIAM Qg2 444504 App Studioo 2|40
MMAE = 9': TetE 2o43Hok ELICH IAM &2 o Z2|7H0[M0| Lambdaoi| A HAM[AE = U=

App Studio0i| Lambda 2| A0 CHEF HMA HEHE £ 0{5t= IAM HE S Mdsioi™

1. 1AM &2 dgE HEtol Qs ALEXIE IAM 2£0o 218 ol M - E &l AFERHE
A83He 0| E4LICIAWS 2|4 A HEIE 2Uf HEl ASK M.

2. ZEo HM oM JgES MEE = Jg HHS MEELC

3. AE[E 4 Qe AEE| ™M AFZXF X AlZ| MRS MENSHL|CH

4. App Studio OfZ 2|7 0[M0] AHo|MO| A& S === 5{8stciH 7|2 MS OhS A

2 HFEL|C}.

R0 T+ RHE| EAIRHE B Ok BLICH AL 8 2H2 App Studio®] A% A% HO|X|ofAf &

o

2 & JU&Lct

« 1111222233332 App Studio QIAEAE HH5t= O AFESE AHEe AWS HEH HE 2 HHE
LICt. App Studio QIAEIA S| A Mo AWS HH IDE LtAE LICt

« 1111111-2222-3333-4444-5555555555555# App Studio QIAEAO| A d%of QIAE
A IDE LFEE App Studio QIAEA IDE HHE LICEH
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{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:root"
1,
"Action": "sts:AssumeRole",
"Condition": {
"StringEquals": {
"aws:PrincipalTag/IsAppStudioAccessRole": "true",
"sts:Externalld": "11111111-2222-3333-4444-555555555555"
}
}
}
]
}
CtE2 2 MEIELICH
5. et FIo|AM dgol| MME HetE Fofsts WS AMSI T MEATILICH H2 ol /U= +E
MEd5tE 0| BEHE|0f TAO| 043t HEH0| EAIEIT 2HQIBHS M5 0| ML
Ct. Lambdal| Z® Lambda &+& S £ = U= HEHE F0{5t= AWSLambdaRole MHAME F
7tetE ol E&LCH
ZeElE YA 25 U MHEE Z835104 Lambdaoi A IAM H2E AL SHE ol e REAMIEH LHE
2 AWS Lambda 7H&t X} 2HLH A 2| Identity and Access Management for AWS Lambda AjA4& 2t
ZotM
CtE2 MEdELIC
6. O|, 4E ¥ 4 Ho[X[oM & 0|§ L MHZ MBS ELICH.
7. 3EA: Ef FI7todM M E 2 FT7HE ME4Stod O E{E F715104 App Studio HAMAE XS

« 7|: IsAppStudioDataAccessRole
« % true

8. g MMg MEHFI T MAME Amazon 2lAA O|F(ARN)E 7183l ELICH App Studio0il A
Lambda HHEE H8E M ZELct.
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3EHA|: Lambda F{lE{ A4

O|A| Lambda 2lA A2} IAM Z24 4 =
of ¢1Zste ol AL E 4 UE HHE{E App Studiooll A4 438FLICH,

(® Note
F{HE{E M52 App Studioof 2H2|XF 23&t o] {o{oF EhL|C}.

Lambda& 7HHEE Hdstti™

1. App StudioZ O|SgtL|C}.
| MMM HLUEE MEHFILICE 7|E 7H4YE S &0+ 2 749 E{of CHEF & 7t
|2l Ho|X|Z o|S&L|Ct.

« A%: Lambda F4E{0] CHEt *E'“:c‘i'% =qghct.
« 1AM 23&H:0i| A M E IAM 2& O] Amazon 2lAA O|&(ARN)S =A8HLICH2EHA|: App Studio
0l Lambda 2|AA0 CHEF HMA HETS F045t= IAM e 4. IAMO| CHEF RHAMIEE LI 2
IAM AtE HBAME HZsHMR.
« MH|A: Lambdag& ME{EFLIC
« Z|™: Lambda 2[AA7F Q= AWS 2| S MENEHLICH
6. M4d(Create)S MEHEILICY.

7. M=z ddE AHEUE 7 HEE S50 LEFELICH

Amazon Simple Storage Service(Amazon S3)0i 214
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3. 3CHA|: Amazon S3 F{HIE{ A4

HAIsH 4= Ql&LICH App Studio 0l Amazon S3% A5 ZF& 6= Ehedof

20| U= HHUEE ddet F 2= HHEE AF& 510 Amazon S3 2|4
£ & Z3tM 2Amazon Simple Storage Service@t 74 @A &l XH 5310 45

HO| QT ALE L 7|E BlAA0 et 0| A1 212 Amazon S3 HZI2 MAd5HoF & & U&LICH H
Zlg Z &8 Amazon S3 ElAA Mo CHE REAIEH LI 2 Amazon Simple Storage Service AHS A
HAM 2| Amazon Amazon S3 A|ZH5H7|E R ESHAMIL.
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Resource Sharing) A2 F£7160F & LICI CORS M2 A E HIISZ FA|E £ Qe HEtS
App Studio0f| 2o4gtL|Ct CtE MRtME 242 AF6104 Amazon S3 HZ!0 CORS A4 F7}5t
= W2 XpMIS| FdHELICH CORS & Fdof CHEt RtAIBH L& 2 Amazon Simple Storage Service
AL MHA Q| CORS(Cross-Origin EIAA B2R) A2 S A ZXSHAR.

Z£0{ A Amazon S3 H{Zl0f| CORS M2 F7}5t2{H

https://console.aws.amazon.com/s3/ HZ!2 2 0|S & L|C}.
TEt B2 MEfgLICE
CORS(Cross-Origin Resource Sharing)0llA TE&lS MEHEFLICEH

CHE 2E =7t F7HE U

s

{
"AllowedHeaders": [
o
1,
"AllowedMethods": [
"PUT",
"POST"
1,
"AllowedOrigins": [
nan
1,
"ExposeHeaders": []
}
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Q! x| HA|A0] CHEF HAH of| K| 7F & |0 /U &LICH.

(@ Note
CHS HAM2 olec e ()E AF88HE 2 E Amazon S3 ZlAAN MEE|L|CH 2 &
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Read only

CHS X2 78 E Amazon S3 HZ! EE= ECHoi| CHet 47| M & HMA(7IML7| K L) E

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "S3ReadOnlyForAppStudio",
"Effect": "Allow",
"Action": [
"s3:GetObject",
"s3:ListBucket"
1,
"Resource": "*"
}
]
}
Full access
Ct2 MA2 T AE Amazon S3 HZ! EE= ZC{of CHEH A A& HEHURE, 7HK 7|, LY
2l AR 2 2047 LCt.
{

"Version": "2012-10-17",
"Statement": [
{
"Sid": "S3FullAccessForAppStudio",
"Effect": "Allow",
"Action": [
"s3:PutObject",
"s3:GetObject",
"s3:ListBucket",
"s3:DeleteObject"
1,

"Resource": "*"
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}
6. CtSS MEfghLCH
7. HE 2 MM 0o|x|ofl A AWSAppStudioS3FullAccess, AT (MEH ALEh) Tt ZH2 M3 0|E2
M3 &k,
8. MM dHdZ MEHGto] ¥ MLt

2bTHAl: App Studio®l Amazon S3 2|A 201 CHEH BMHA HEtS BoistE IAM BE A4

App Studio0l| A Amazon S3 2|AAE AFE5tE{H 22|X7F IAM FE 2 dH35t0 4App Stud|001| A ES
A0 HMAE = A= HEHS F0o45H0F LI IAM Q&2 U AL E = QU
M, 27|, HOlo|E E= AfX|Qt 20| sHE CIO|E{of| CHall E &8 = U= &YsS HIO%%.*L—IEL

App Studio0ll Amazon S3 ElAA| CHEF HMA HEHS £0{5tE IAM &S HMd5tedH

1. IAM &2 dAMde Mol Qe AFSALZ IAM 220 2aQIFLICE oM M E &2l AFXIE
A83tE 0| E&LICIAWS B4 A EE[E 28 HE| ASKE M.

2. Z&o B FoM dgs MENEH F g MM MEIFLICH

3. AEE £ U= AEE| RYOIM ALK XM AlZ| HAS MEFHL|C

4. App Studio OHZZ|710[M 0| H| 0| A0| F&EE +=USIE T 5{&stEiH 7|2 Y O g Ao
2 "tELch.
HE0i| A CHS A2 EAIXFE HFHOF BLICH AFSE 22 App Studio2| 718 M H|O|X[ofl M &

ZRHQO
o
g + e,

« 1111222233332 App Studio LIAHAE MHESI= O AFSE HHEHe| AWS HH HEE HEHE
LICt. App Studio QIAEIA O H[H Mol AWS H™H IDE LIEE LCH

e 1111111-2222-3333-4444-5555555555555# App Studio QIAEIA Ol A Mo QIAE
A IDE LIEE App Studio QIAEA IDZ HFEL|CY,

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Principal": {
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"AWS": "arn:aws:iam::111122223333:root"
.
"Action": "sts:AssumeRole",
"Condition": {
"StringEquals": {
"aws:PrincipalTag/IsAppStudioAccessRole": "true",
"sts:Externalld": "11111111-2222-3333-4444-555555555555"

—

5. W FItol A 0|7 EtH|(S3ReadOnlyForAppStudio £ )0l M a8t HA S HM5t D MEH
grLICtS3FullAccessForAppStudio. 242 Qiof Q= +8 MEHSHH HAMO| =& E[o] HAMo| &
043t FBHO| EA|E|T 2HOIRHS AMEHSIH KIRHO| MEHE]L|C}.

CtS2 MEdgLICE

6. Ol AE L MM Ho|X|ofM dE ol L MHE NSELct

7. 3EA: Ef FI7toM M E T FIHE ME4Sto{ CHE Ef & F7+6+04 App Studio HMAE XS
ghlct
« 7|: IsAppStudioDataAccessRole
« % true

8. o8 Mg MEistD MAE Amazon ElAA O|E(ARN)E 7|25 SLiCt CHE EHAHI0IAM App

Studio0l M Amazon S3 7 E ddst= ol 2Lt

3EHA|: Amazon S3 F{HIE{ A A

O|AN| Amazon S3 2|AAQ IAM HA gl dstg Mooz ST HEE AFE5to] 27 ¢
= A
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M gl o
Amazon S30f @145t Ol AH8E =+ U= 7HHH

(® Note
F{HE{E M52 App Studioof 2H2|AF 23&to| Q{o{oF EhL|C}.
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Amazon S3& FHEE MAdse{™

1. App StudioZ O|S &rL|C}.

2 2I% EfM O

=

M0 HHEIE MEBHLICH 71E HE S5 2t 7E{of Chet 2 7}
L=

3.+ e Mg MEBLICH

« O|&: Amazon S3 74 E{2| O|E & I=3&tL|Ct.
« M- Amazon S3 7 E{0] CHEH MHE =38L|Ct.

. IAM ©I2H0iA{ MAIE IAM 238 9] Amazon ElA4 O|E(ARN)S 2{BHLICH2bEIH: A
Studio®| Amazon S3 ElA£0f CHE HMA HEHS 2045tE IAM HE HA. IAMO] THEH ZhA
B LIS S IAM ALS MEAE HEAS.

« 2|™: Amazon S3 E|AA T /XIS AWS 2| S MEdFFLICE
6. MAd(Create)2 MEHEFLICE.

7. M2 MAME HUAE{7} HUE| 22 0i| LbEFLICH

Amazon Aurora0i ¢1Z

App Studio® Aurora®t 1745104 i 7} O Z 2|71 00l A Aurora 2|4 A0 HA AT AR
TS 31248 Ch2 IS 3ok Lok,

ok

O

1. 1CHA|: Aurora 2lAA AiAd Ol 1A
—

L

2. 2EH7|: B Aurora HEHS A8 5104 IAM H& B g M

3. 3EtA: App Studio0d| A Aurora 7{<IE] A

App Studio= C}HS Aurora HHH S X[ EHLICH.

» Aurora MySQL Serverless V1: 5.72

* Aurora PostgreSQL Serverless V1: 11.18, 13.9

« Aurora MySQL Serverless V2: 13.11 0|4}, 14.8 0|4 21 15.3 0|4t

« Aurora PostgreSQL Serverless V2: 13.11 0|4+, 14.8 0|4 &l 15.3 0|4
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1EHA|: Aurora 2laA MM ol 24

App Studio®ll M Aurora HIO|E{H|O|AE AFE5tE{T THA HIO|E{HIO|AE Mt MASHH 74
SHoF & LICH App StudioO|A X|43t= Aurora O O|E{H|O|A R &2 Aurora PostgreSQLI Aurora
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StMQ. M s |2 MEIS 0 MRtol 2l App Studio 4ol AF& & AuroraS MAEELICEH

Aurora PostgreSQL

Ch= EXHol h2F App Studio?t & 7H A& & Aurora PostgreSQL HIO|E{H|O|A EE{AEE 45t
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App Studio2t &7 AtEE AuroraE A7 5te{ T
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"Statement": [
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"Action": [
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"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:root"
.
"Action": "sts:AssumeRole",
"Condition": {
"StringEquals": {
"aws:PrincipalTag/IsAppStudioAccessRole": "true",
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}
}
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{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "BedrockAccessForAppStudio",
"Effect": "Allow",
"Action": [
"bedrock:InvokeModel"
1,
"Resource": "*"
}
]
}
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"Statement": [
{
"Sid": "VisualEditorQ",
"Effect": "Allow",
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{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:root"
.
"Action": "sts:AssumeRole",
"Condition": {
"StringEquals": {
"aws:PrincipalTag/IsAppStudioAccessRole": "true",
"sts:Externalld": "11111111-2222-3333-4444-555555555555"
}
}
}
]
}
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"Version": "2012-10-17",
"Statement": [
{

"Sid": "connector_cmk_support",

"Effect": "Allow",

"Action": [ "kms:Decrypt", "kms:Encrypt"],

"Resource": "arn:aws:kms:us-west-2:111122223333:key/CMK_id"
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« {{params.email.split("@")[@]1}}: params.email Tt2t0O|E{0] 0||H|°E' T EEEIER
O| E3HAIR @ 7IZ0AM BAIYEE B85t @ 7|15 2ol U= FES PHEtsto] O|HIY FAO| AFS
ZTES

At OIE RES ENHoz FEFLICL

FH

« {{new Date(params.timestamp * 1000)}}:0| E3AI2 Unix E}FJAEH T u}lZ}0O|E]
(params.timestamp)E 7tX2t JavaScript Date ZHA| 2 B48HEHLICH EFUARMI I} X EHQ|2tT Tt
M5t2 2 10002 &=35t04 Date MAAI7L of| & ot= ARl 2T 2 HEHELICH Ol ARS8t
M2 AIZE g2 ALEStE Ol R8E = JU&LICh

o
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« {{results.stepName.Body}}: stepNameOIEf'_ Amazon S3 GetObject AF&S3&l & 19| Z
O Eed4l2 mtd ZHAE AMSIH, 0| |2 O|0|X| EE= PDF Ro{et Z2 Ul #+4 40 A
MEI IHUS EAISHE O AF8E = UELICH O] E3AIR2 M 240 AEF At S3te| XtS&t

240/ A FAdsHoF BHL|Ct.
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QAL XS5V OOIE HM E= AR>S SAlo| 2 E5HK| 2504 ELO|Y 22X, @7 L ofl & x| &

S| drlgh = Ql&LIch HAHAMQI Elo|Y BAE mhofst 2 Atel|E 2™ App Studio OHEE|

70|l 2t HE ™ o|m U E ALE A B S otE £ U&Lint

5 7tx| Y 22Xl o2t Z &t

1. HIH3 EtO|Y S =: OlOIEH T+ @47+ CIOIH &40 UX[SHX| b= = ME HEHZ |0 A2
EUX| EF= 277 HHE = et

2. AtS3t A EtO|Y: 7 @47} 27X REE|7| Mol XS 3 20| 2R (o] HEIY AE o F
7 gHlE = et

374 A SE KNSR FEEE T4 Q4L RE Y FE IS5 AHo| #2 x| g2 Y
* B = UsLO

ol GiEoll M= CIOE] 7A @4 7hol B4 402 Qs Et0|Y 2X|7+ W A5t T CIO|E] F Alol FHAHE
o=} HFANSH & Ol HHHS Ho{E |0}
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- FEN HUE DN HEE EAStE TR HE 4 24 (customerDetails) LT,

O| ofEZ 2|71 0|0l = orderDetails ME HE 78 QA0 CIS 422 FHE F 7| ZHEI} U&
LIC}.

// 2 text fields within the orderDetails detail component

// Info from orderDetails Component
{{ui.orderDetails.data[@].name}}

// Info from customerDetails component
{{ui.customerDetails.data[@].name}} // Problematic reference

O| oMol M= orderDetails 4 247t customerDetails 7+ LA 9| H|O|E{E & X 35tof 1Y
O|& € EAlIst24n A= ELICE Ol #4 orderDetails 247} HIO|E{E customerDetails 7+Xd
Q7| Hof| HIHZE = 7| fFE ol EX7F ElLIC customerDetails T+ 24 HIO|EH 7t 2717t
K|QAE| Lt AIHStT 74 orderDetails 40| 2 X5t HL 2 E HE 7 EA|ELICH

CIOIE S48 2 Eto|d 2% Abal

CHE 2% A2|E AHE510{ App Studio 42| ClIOIE S&4 X Elo|T EXME 2F3tefLCt.

oll

1. 2R I AME: 718 A E BB HU AFE 7ts8t W2 2QlE A0 HIO|EHE E A
gLICH ZAISHZ| Mol ZAE2 AF835t0{ CIO|E EXH 0{F & =QIFLICH O 2 E L2 2
29| & Eo{FLICt

{{ui.someComponent.data ? ui.someComponent.data.fieldName : "Loading..."}}

2. 519 74 24 7HAlE ZEl: Io|E7F EEE|7| ™ol 5t 74 248 HHZSH= Stepflow, Form
= Detailtt Z2 7 249 AR 519 74 QA9 7HA|MEE 522 MYELICI CIE ZE X
Zte M M @A OB 7t8ME J|Hto 2 JHA|MEE MAStE o & EoiELct.

{{ui.parentComponent.data ? true : false}}
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4. HHS3H0IM 27 *E| TH: NS H0IM Z2E OF *EE THot04 o4 CIOIEIE ALSE £ g
Lt HRE SHO| +AIEE ALEIQE HASMOR BalFLIC
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= Jto|l=

O| oMo User A= A }S HESHT U2} SRFMELICIUser B. I17 User B CHEE0M
HE sl g WESedn A= LICHUser A
User B7} 2 TEISIEdD StH 34X A2 TE SUser AO|1 A& T&SHHE ofZ2[70|MH A F
C|@User AOIM AIEE|IH 2E 844 AME 0| HE EICHE CHE} “XUP EAELICH = FASHD User
A HESIEE MEHSHHLE Al RISt T o Z2|AH 0| ARLC|20]| E0{7F Y S HEISIE S MENE
User B &= U&LICH O] oMo E S HESIES MEHEHLICE
7t HE HEISIV|2 User B MEHSIH User BE Q& WEIS AIZSH T MMO| SEEQCHE SEIS
User A QAIEFLICH O HIE M EEKX B0 Qe User A UE B LES UX| 2 = UE

8422 |0|X|E MZ IX|E2 oLy

AI_ A o
LIC}H O| B2 Yo 2 Sot7tM HESIE{D 51 @F HIAIX|7F EA|Z|D I
Zlof ol EEAO|M SE2E FotzhLct.
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m
[

Hlx Hot MM HY| 2= UO|I0|E

App Studio2| 2 E o ZE[70|Mofl= 0|0|X|, iFrames & PDFset Z2 Q| O|C|o £&= 2|4aATH 2
EX|X| 8 M &S AL XIEE EHQ) £ = URLs(Amazon S3 HHZ! Z 8o AMPH {8 &l= 2EIX
Hot 40| U&LICH 40| Amazon S30i| A E YEEE = Ues THRIE XIHE =& A&LCH

AA L AA EH
DE Ho| 7|2 ZEIx HoF M2 Amazon S3 2! Z &8 o|F AAOAM 2 E O|C|o{ 2EEE &}
Et5t T Amazon S301| ZHAl| RI2 EE &Est= ZdlL|ct ket A |0l K|, iFrames, PDFs EE= S AHEH
O|C|o{E E=E5t2{™ O|C|o AAE FHESIEE M™Eg WEISHoF & L|CH EE Amazon S304| Z4Al| ¢
ECE 335t UREE = = EHOI2 5183 M 5l oF & LICt.
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J
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2
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ZHx 2ot d¥2 ol Z2(7[o|HoM 2= 2ot HHM(CSP) sIHE F st ol AFSEL

=
C}. CSPE WAt ALOIE AT RIT/(XSS), 22UAZ U 7|6t I= 49 SHoRRE HS HE
sh= ol 80| Els 2ot EZQULICH CSPOil CHE AFMIEH LIS MDN 2l 42| ZEx 2ot

fo| 2EIX Hot MY S UH|0|ESte{H

1. Eft F< oiE270|M SFo M HESHES ME5t04 of Z 2|7 0]442| o E 2|7 0| ARLC|
Q2 o|sFLICt
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3. ZEIx 2ot MY ’g MEisto{ Chg Y FlgdLc
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AWS App Studio ANEX

o ZH A o] ZEIY L iframe(dd: CHEtE 28X EE= PDFs)2 ZEE8 &= U= EHQI2
E[ste ol AASELICH o]l dH2 02 74 24 = o 2laa0 &2 ELICt
« iFrame HHE 7 24
. PDF H0{ 74 @4

- O|O|X| AA: 0| O|O|X|E ZEE £ U= EHOIE BElste ol AFSELIC ol MY Chs
TE A EE N Aol ¥Ege FLICH
. o 21 2 L
- O|O|X| Ro{ 7 24

« AA A MOl Amazon S3 A E UZEE £ Qe THOIS #EI5HE ol AFRELICH

4. Z ™ol s ESCHR0M Hote dYES MEIFLICEH

- I E frames/images/connections AtEt: O|C|04(0[0O|X|, Z &), PDFs) &= Amazon S30i 4=
c& M E Z=5HX| OFMI2.

- I E frames/images/connections §1&: Z & T HIQIo| 2 E O|C|o{(0|0|X|, Z&|, PDFs)E 2
E&HL ZE ZH Qo CHEl Amazon S301| ZHA| YZ=E & LICH

- 5™ L0 5{&:0{A O|C|o1E EE5HLE X|IHE =H|@lof DIC|o{E HYEEE £ JU&LICEH
EHQ = URLs2 SHe 2 FEE B34 S5 2 X|HELICH 047|M dLEFIE(*)E ot
EHQL ZAE FAEE XE HE0| AISSto ZHo| 2E B ZI0o| fE &S LIEHE = A
&LICH & X|H35tH httpt YXIELICthttps. OIS S50l S8t 59 o7t Z& |0
A&LICH
+ blob:: Amazon S3 HHZ!0AM &= BtEF C= Amazon Bedrock0Oll A 244 El o|O|X|2F Z 0| X}

| H|O|E{E 2= &Hst= 2= BLOBI L x|&HLCt.

rﬂ JH]
_t;_i
mO r|0|-

S3& 240l M GetObject gHet

/A Important

M3z E3b 25t04 2 oi M gHEtE|= Tt C|O|EH & 5{& 3t of &L
Ch E54Alo| QI 7=l-<,>-o+|EE oiC||o|E*&HoF &L|C}. * blob:
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>
L
i
H

« http://*.example.com:Q| 5t¢ THIQI0IM ZESIE{E ZE ATt YXIEL
Ctexample.com. https ElAAQIE YUX[ELICEH

* https://sourcel.example.com https//source2.example.com: https://
sourcel.example.com & RF0M ZES 2 {E 2 E At YX|ELICEH https://
source2.example.com
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« https://example.com/subdirectory/: 5t% CIHEZ| CIHEZ|0|H TtUE 2=
stede 2 A= LX|ELICH 0 & £0{ https://example.com/subdirectory/
path/to/file.jpeg®LICt. o LUX|5IX| t&LICthttps://example.com/path/to/
file. jpeaq.
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App Studio Al siZ & C|HZ
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App Studio &%, Het & 222 =4l si&

O| Z=A|of= App StudioE MH &= 2E st HEte 2elg M Ydsis LRl 22X E it
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HE QIAEA M ZSME MENE M App Studio A’E 0| ATHRR& LICH
ZA: IAM Identity Center= 5tLES| QIAEADE XS 2 0 2| E HE =& IAM Identity
Center QIAEAT} Q= AR HI™H QUAEHA MM S AFE30{ App StudioE A& Ed Aol gL Ct.

AWS

3112 & hitps://console.aws.amazon.com/singlesignon/ IAM Identity Center £ £ 0|& 35104 IAM
Identity Center QIARIATE QU=X| S QI LICH QUABAE FE K| X|El= ZE AWS E2[HE
& OI3tLIC} App Studio= A&EH M ST QUAEIAE AF35L7LE IAM Identity Center QIAEIA S At
Motn HE QIARA MM SME AFE5H04 CHA| A|ZE = /U &LICH.

/A Warning
IAM Identity Center QIAEIA S AX|StEH 7|&E AL Abelof ¥&2 O|FILICH AR Fofl
QIABIATL AL ST QUK| F2 K| 2QI5H7L QIAEIA S AHS5104 App Studio® X BHLICH

M = App Studio0l| HAM|AE £~ QIS

2 A: App StudioS A% et HE{ 7| o=l IAM Identity Center ZE 2 ME3HE & QU&LICH App
Studio0fl BM|ASE{H StL} O]&f 2| T FEoff &8Hok gFLICt.

12 YH: hitps://console.aws.amazon.com/singlesignon/ IAM Identity Center & £ 0|S53t04 4™
Al App Studiodll F7+El 2 F0f| RH&IE FIHELICH
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System error. We encountered a problem. Report the issue and the App Studio service
team will get back to you.
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App Studiot| A 2 = H=5H2{T 0{% | SHoF B L|7}+?

847 App StudiodIH LZEEE = I&LICH & L FHAEQ 22 2 E BIAAE MAHStD 289
H3E HAZKE 445104 HMA L= A8 S YK|st= X0l E&LICH =8 IAM & = C|O|E{H|
O|A H|O|21} Z 0| App Studiodl|Zt AL E|= EFAF B|AA T AFA|SHOF & LICEH
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o 27 57 U Cl
CtE FXoll= App Studio 2| EA| sii2 X ClHZof| cHet HE7F £ & Elo{ /d&LICH
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We apologize, but we cannot proceed with your request. The request may contain content
that violates our policies and guidelines. Please revise your prompt before trying
again.
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Ct& Fet &/ 0|2 2|7 EEE|X| 2f&LICH Your app failed to build
and cannot be previewed
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"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
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"Action": [
"appstudio:actionl",
"appstudio:action2"
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{
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"Sid": "AWS App Studio permissions",
"Effect": "Allow",
"Action": [
"appstudio:GetAccountStatus", // Required to get the current account's
App Studio instance status
"appstudio:GetEnablementJobStatus", // Required to get the status of an
enablement job of an App Studio instance
"appstudio:StartEnablementJob", // Required to start the enablement of
an App Studio instance
"appstudio:StartRollbackEnablementJob", // Required to disable an
enabled App Studio instance
"appstudio:StartTeamDeployment" // Required to start deployment in
order to update the App Studio instance infrastructure

1,

"Resource": "*"
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EEftE o3 AMHIAO AR Qe EF ol CHEt &2l HAE AWS X[2ELICH o & S04
ReadOnlyAccess AWS ZH2|d HAM2 ZE AWS AMH|A & 2L A0 CHEE 17| M8 HMAE MSF
LICE ME|ATF M 7|5 & AlRFSHH e :
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AWS 2|3 H3: AppStudioServiceRolePolicy

AppStudioServiceRolePolicyE IAM E|E[of eiZAE 4= & LICt. O A2 App Studiot At
EXE CHalsto] U ™Y = UL S MH[A 128 dghof| AZAE LI XHMEH LI& 2 App Studio
o JH|A 0474 043t CHS AR 5L AIA|D.

1= = =

« logs - CloudWatch 21 18 YU 23 AERIE MMELICH E8t Y 20 308 L AEZM 2
T 0|H-I|E = AHA—|oI- A MIE el _=||_0:|g|.|’||:|_-

- secretsmanager - App Studiot|A E2|5t= 2™ 2ot S E WY, 27|, ddIo|E & At X|F
L|Ct.

« sso- OHEZC|70|M QIAEIA S ZHMSH|C}

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "AppStudioResourcePermissionsForCloudWatch",
"Effect": "Allow",
"Action": [
"logs:CreatelLogGroup",
"logs:CreatelLogStream",
"logs:PutLogEvents"
1,
"Resource": [
"arn:aws:logs:*:*:log-group:/aws/appstudio/*"
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iF
"Condition": {
"StringEquals": {
"aws:ResourceAccount": "${aws:PrincipalAccount}"

"Sid": "AppStudioResourcePermissionsForSecretsManager",
"Effect": "Allow",
"Action": [
"secretsmanager:CreateSecret"”,
"secretsmanager:DeleteSecret",
"secretsmanager:DescribeSecret",
"secretsmanager:GetSecretValue",
"secretsmanager:PutSecretValue",
"secretsmanager:UpdateSecret",
"secretsmanager:TagResource"
1,
"Resource": "arn:aws:secretsmanager:*:*:secret:appstudio-*",
"Condition": {
"ForAllValues:StringEquals": {
"aws:TagKeys": [
"IsAppStudioSecret"

I

"StringEquals": {
"aws:ResourceAccount": "${aws:PrincipalAccount}",
"aws:ResourceTag/IsAppStudioSecret": "true"

"Sid": "AppStudioResourcePermissionsForManagedSecrets",

"Effect": "Allow",

"Action": [
"secretsmanager:DeleteSecret",
"secretsmanager:DescribeSecret",
"secretsmanager:GetSecretValue",
"secretsmanager:PutSecretValue",
"secretsmanager:UpdateSecret"

1,

"Resource": "arn:aws:secretsmanager:*:*:secret:appstudio!*",

"Condition": {
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"aws:ResourceAccount": "${aws:PrincipalAccount}",
"secretsmanager:ResourceTag/aws:secretsmanager:owningService":
"appstudio"
}
}
1,
{
"Sid": "AppStudioResourceWritePermissionsForManagedSecrets",

"StringEquals": {

"Effect": "Allow",
"Action": [

"secretsmanager:CreateSecret"
1,
"Resource": "arn:aws:secretsmanager:*:*:secret:appstudio!*",
"Condition": {

"StringEquals": {

"aws:ResourceAccount": "${aws:PrincipalAccount}"

"Sid": "AppStudioResourcePermissionsForSS0",

"Effect": "Allow",

"Action": [
"sso:GetManagedApplicationInstance",
"sso-directory:DescribeUsers",
"sso-directory:ListMembersInGroup"

1,

"Resource": "*",

"Condition": {

"StringEquals": {
"aws:ResourceAccount": "${aws:PrincipalAccount}"
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App Studio®| CHEH AMH|A 947 o5t &t

App Studio= Bt= AMH|A 044 &2 AFE R LICtAWSServiceRoleForAppStudio. App StudioZt
MHIAE XISXMo 2 #E[StD oHEE|7H 0| 75 e E2 ®X|ste O 2R AWS MH|A @173 g
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=

AWSServiceRoleForAppStudio AH|A @173 &2 appstudio-service.amazonaws.com Af
HIABH AZ|5HE CHE A2 HX S AFSELICH

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "appstudio-service.amazonaws.com"
b
"Action": "sts:AssumeRole"
}
]
}

T18t0| 32 AwWSServiceRoleForAppStudio AMH|A @174 &2 CIF MH|A0| CHEE HEHE MBS
g LCt.
« Amazon CloudWatch: App Studio AFE0]| CHet 20 & X[EE &S LIC.

= o
« AWS Secrets Manager: App Studio0l|lAM ZHIE{S| Xt ZHE 22[6t7| flsl /IS CHE Afd|20]
ddst= ol AFSE Lt

IAM Identity Center: ALSAH HMAE BHE|st7| I8 47| TE HM[ALICH.

E35/0] £04E HEAWSServiceRoleForAppStudio 2AZAEl AppStudioServiceRolePolicy
ZH2|E HAof ofal HMolElL|ch ZEE Hete2 T Estod 2l MAol| CHEt REMIS LIg 2 MMdg 2
ZMAWS EHE|EE HA: AppStudioServiceRolePolicy.

App Studio0i| CHEF MH|A 448 et MY

MHIA B3 A2 232z dd8 E27t el&LICH App Studio QIAEAE & sHH App Studio7t
MH[A A2 A S HHEELIC

MH[A 4 Ag 260



AWS App Studio AR 7H0|E

= OFLIX|BH SF A AdHB AZ| H& 3 = =2t ZH0[ IAM & E= AWS CLI & AF8 35109 AH|
5t04 appstudio-service.amazonaws.com AH|A 9474
IAM AtE ABEMO| MHH|A 172 98 MH2 R ESHMIL.

0474 odste2 AHA—|°|- =0j= Clst QIE|E| 7} 45t

= S EAS
&LICH 22 IAMS AF23510{ Q3gto| MHS HEIE £ Q)
MH|A Q474 odst THEIZ & X FHA|IS

App Studio0i| CHEH MH|A 473 &k AKX

i
1z
2
9'|_|
2

AWSServiceRoleForAppStudio &g AtK|E Zo 7} S’i'ﬁl—llif. App Studio QIAEA
App StudioZ} E|AAE HE|5tD MH|A 34 AHAE 2 K52

HHEX|= X2 IAM 2& = AWS CLI & AH85104 MH|A A4 AE S A ME & &LICH O
A StedE B MH[A H4E Aol 2|AAE HElR OhE AXME = A&LICH

@ Note
ElaAE AASE{ D & [ App StudiodA HEE ALSste B9 Aol dTE + U&LCt
Ol EXMI7t st E 2 7ICHRICHE QS CHA| Al=tAl2.

IAME AtE3l0 +F2 = MH[A A AL E MXotcd{H CHSE TSR,

1. App Studio QIAE AN A o Z2[7H0|M & FHHEE ArXIELICH

2. IAM 22, 1AM CLI == IAM APIZE A8304 AWSServiceRoleForAppStudio A{H|A @473
g2 AMELICH REAE LIS 2 IAM AFE dEMO| MH[A 9178 8 A8 B ESHAAIL.

K

AWS App Studio2| At 5 7|8t 24 of Al

7Mooz A8 A & Agtof = App Studio ZIAAE MM L £HE £ Qe HEtO| gi&LICH E
8t AWS Management Console, AWS Command Line Interface (AWS CLI) EE= AWS APIE A& 35}04
AUS =Y = QAELICH ALSKto|H ALS AL EeEt ElAA0M 2YE slE HEHE Foisted

>

tH4 58 718 S of| A 261


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create-service-linked-role.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#edit-service-linked-role
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#delete-service-linked-role

AWS App Studio AR 7H0|E

H IAM Z2|XE7F IAM HEE g MASHE ElLCH O3 ChS Z2X7F IAM HEEg odstol F715HD, AFE

Zt 2l&A ol CHEl ARNs A2 Z 8604 App Studio0| A Holst 2Hed &l 2|4
Mgt LI 2 MH|A &91 &= 0| AWS App Studio0ll AL El= EHed BlAA 8l =74

=H
. B DY AR
« App Studio 2& AIS

- ALSXI7L RHAQ| IREH MBS B £ EE 58
. Ol&l 1: ALS X7} App Studio QIAEIAS MHSEE 58
« O 2: At X7t App Studio RIAEAE HHFIX| RS E HE

pSES = N

AH74 B 7|6 S0l wat Aol M AL RE7H App Studio BIAAS M4, ML EE AKE 4
S x| 047} AHELICH 0] o2 QIsh AWS Aol HISO| LAE 4+ UALICH ID 7lur HAg A

dgotALt HEE M= OhE KA HE A S mELICH

« AWS Z2[3 MRS A|ZST Z|A HEte 2 HME - AIEA L 32 Eof HEt 20{E A|ZHSE{H
ol QIHEXIO| AR AbE|of CHEE HEHE F045lE AWS 22| MRS AL ELICH o Al E
A& LICHAWS A H. APR AtEflof GH= AWS T ZH 2|3 MR g Xo|stod HEtE FI7I2 Eolg A

A

>
lI

Ol Z&LICH RIMIE HEE IAM AFS MHEAMO| AWS ZE|E HA E= AWS EIFof CHE 2 ElE o
A2 XML

o R4 HE HE - 1AM HHE AE5t0 HEtE MHSE 42, Y2 s=85t= o e HEtht
Lo LICH O|FEA 5tEd™ %A HES R ARl §H ZHHM §H 2laao] sl 3 E = U
= U2 HolFLICH IAME At836to{ HEtE XME st Wdol CHE XMISH HE = 1AM ALS Y
Mol Rl= IAML| A df HEtE HRSHML

« 1AM HHO| Z7AZ AHE 50 HMA FTH X|EH - Mol ZHS FItsto &Y Ll 2[AA0] CHEH
MAE ANEte = U&LICH o & S04, SSLE AF&35to] 2E S M&Hfof dtotn XIHs=
MAHS 2" = USLICEH AWS MH|AQL 22 EHE S A8 ElE B 272 AFE510q A
HIA Z o CHEE HM& HEFE Foig =T U&LICH AWS CloudFormation. AHAIEH S E = 1AM
A8 HdHAMO| IAM JSON HHM @4 RS FEFAMR

HH 5F 718 A oA 262


https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_awsappstudio.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
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"Version": "2012-10-17",
"Statement": [
{
"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-validation.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-validation.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa_configure-api-require.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users_change-permissions.html#users_change_permissions-add-console
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users_change-permissions.html#users_change_permissions-add-console
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"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"

15

"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]

"Sid": "NavigateInConsole",
"Effect": "Allow",
"Action": [
"iam:GetGroupPolicy",
iam:GetPolicyVersion",
iam:GetPolicy",
iam:ListAttachedGroupPolicies",
iam:ListGroupPolicies",
iam:ListPolicyVersions",
jam:ListPolicies",

jam:ListUsers"

]I

"Resource": "*"
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"Version": "2012-10-17",
"Statement": [{

"Effect": "Allow",

"Action": [
"appstudio:GetAccountStatus",
"appstudio:GetEnablementJobStatus",
"appstudio:StartEnablementJob",
"appstudio:StartRollbackEnablementJob",
"appstudio:StartTeamDeployment"

1,

"Resource": "*"

]
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{
"Version": "2012-10-17",
"Statement": [{
"Effect": "Deny",
"Action": [
"appstudio:*"
1,
"Resource": "*"
}]
}
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https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/programs/
https://aws.amazon.com/compliance/programs/
https://docs.aws.amazon.com/artifact/latest/ug/downloading-documents.html
https://docs.aws.amazon.com/artifact/latest/ug/downloading-documents.html
https://aws.amazon.com/solutions/security/security-compliance-governance/
https://aws.amazon.com/compliance/hipaa-eligible-services-reference/
https://aws.amazon.com/compliance/resources/
https://d1.awsstatic.com/whitepapers/compliance/AWS_Customer_Compliance_Guides.pdf
https://docs.aws.amazon.com/config/latest/developerguide/evaluate-config.html
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https://docs.aws.amazon.com/securityhub/latest/userguide/what-is-securityhub.html
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-controls-reference.html
https://docs.aws.amazon.com/guardduty/latest/ug/what-is-guardduty.html
https://docs.aws.amazon.com/audit-manager/latest/userguide/what-is.html
https://aws.amazon.com/about-aws/global-infrastructure/
https://d0.awsstatic.com/whitepapers/Security/AWS_Security_Whitepaper.pdf
https://d0.awsstatic.com/whitepapers/Security/AWS_Security_Whitepaper.pdf
https://docs.aws.amazon.com/STS/latest/APIReference/Welcome.html
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"Version": "2012-10-17",

"Statement": {
"Sid": "ConfusedDeputyPreventionExamplePolicy",
"Effect": "Allow",
"Principal": {
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https://aws.amazon.com/compliance/shared-responsibility-model/
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-sourcearn
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-sourceaccount
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"Service": "servicename.amazonaws.com"
.
"Action": "servicename:ActionName",
"Resource": [
"arn:aws:servicename: : :ResourceName/*"

15
"Condition": {
"ArnLike": {
"aws:SourceArn": "arn:aws:servicename:*:123456789012:*"
1,

"StringEquals": {
"aws:SourceAccount": "123456789012"
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Mozilla Firefox: OHZ2[#|0|M2 D|2| 224 M8 S Firefox Settings > Privacy &
Security > Enhanced Tracking ProtectionZ C|O|E&LICtCustom > Cookies >

Cross-site tracking cookies.

MacOS& Apple Safari: O Z2|7|0|ME L E=5t7{Lt 02| 22t d S "I HetefL[ClSettings >

= o
Privacy > Prevent cross-site tracking.

Het*H™ 48 E UO|0|E 504 App Studiodil M & Hl=

271



AWS App Studio

AWS App Studio &&zF

Ct2 EollME AWS App Studiol| &%

App Studio QIAEIAO| E|CH

1

App Studio QIAFAO| HAE E&
gtZoi| HA[E! =[CH o Z 2|7 0| =&
AE Q Z2EM DFof AHAIE B
O|M2 HA|E o EE[70|4M 2702 H 4t

A& E= 0B A YoM A& st=

O|E{ 37|

HO|X| O|& & & 24 0|

Oj

i
o

Migtoil| CHal e LICE

20

1I

OHEE I91|
=lLICtH

Ich ol  Xs3 =& Olo|E]

HIo{ AR &t 1R
EQOHEH7

3fof &fL|C}. =
|Z($)2H &

2 Zye & elgLich

F5H OF °FL,||:|-



AWS App Studio

AR 7H0|E

AWS App Studio AHE MBS ZM 7|5

CtS Z0M= AWS App Studiol| MM 2l2|AE MHEELICH

MZEAN: S HOX|HF2E 2
A 22X

M ZFA|: App Studio QIAEA
Ztojl o EE2|7|0|M 7HK{ 27|
al LHE LY 7|

Ho|EE FA|: AWS ZtZ|
Z2H: AppStudioServiceRo
ePolicy

0% (12

nx
0%

|7+ 2RI A AIE A
O|Fo]| HAIE HEe =
St= ol Ciet HE It
E[}AELICH REAMIEE LHE
|0 HAAIE HEez 2

HESHML.

JZ 1o 4% mp X Hn

mo 1o X JE mo 2

App Studiol| A &, HO|X| &
T8 AE SAstE 2o
CHEF HE7F 2 &=l M F=H7t
F7HEIAE LTt REAIE LIS
2 ofZ /A 0| =X, Ho|X|
SN Y TH A FHE HZT

SHMI2.

= Ap udlooﬂA-i
NM3ste 7KL 7| 7ts 8t of
ZE7olM SEE = oF01
App Studio QIAEIA 7+ o &
2|AHO|M 71K 7] & LHE LY
Zloi cHet HEJ ZEE M F
N7t FIHE[RAELICH REA|IE
LHQ-Q OEZ2|AH 0| M 71X 7|

i S st&ste ol Ab
! St
|

ol EE|70|M LHELHZIE

HESHML.

AppStudioServiceRo

lePolicy TehE ololE
st 2t Mu|Aof| CHEF H3A A
W HEE FIIRELICH RHA|

=

2025\ 42 10

20254 42 7

2025H 3 30

2025 3 14

273


https://docs.aws.amazon.com/appstudio/latest/userguide/application-rollback-version.html
https://docs.aws.amazon.com/appstudio/latest/userguide/application-rollback-version.html
https://docs.aws.amazon.com/appstudio/latest/userguide/applications-duplicate.html
https://docs.aws.amazon.com/appstudio/latest/userguide/pages-duplicate.html
https://docs.aws.amazon.com/appstudio/latest/userguide/pages-duplicate.html
https://docs.aws.amazon.com/appstudio/latest/userguide/duplicating-components.html
https://docs.aws.amazon.com/appstudio/latest/userguide/duplicating-components.html
https://docs.aws.amazon.com/appstudio/latest/userguide/applications-import.html
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https://docs.aws.amazon.com/appstudio/latest/userguide/applications-export.html
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https://docs.aws.amazon.com/appstudio/latest/userguide/security-iam-awsmanpol.html#security-iam-awsmanpol-appstudioservicerolepolicy
https://docs.aws.amazon.com/appstudio/latest/userguide/security-iam-awsmanpol.html#security-iam-awsmanpol-appstudioservicerolepolicy
https://docs.aws.amazon.com/appstudio/latest/userguide/data-entities-edit-data-actions.html#data-entities-data-action-edit
https://docs.aws.amazon.com/appstudio/latest/userguide/data-entities-edit-data-actions.html#data-entities-data-action-edit
https://docs.aws.amazon.com/appstudio/latest/userguide/expressions.html
https://docs.aws.amazon.com/appstudio/latest/userguide/expressions.html
https://docs.aws.amazon.com/appstudio/latest/userguide/expressions.html
https://docs.aws.amazon.com/appstudio/latest/userguide/app-content-security-settings-csp.html
https://docs.aws.amazon.com/appstudio/latest/userguide/app-content-security-settings-csp.html
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