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{
"Version": "2012-10-17",
"Statement": [

{
"Action": "scn:*",
"Resource": "*",
"Effect": "Allow"

iy

{

"Action": [
"s3:GetObject",
"s3:PutObject",
"s3:ListBucket",
"s3:CreateBucket",
"s3:PutBucketVersioning",
"s3:PutBucketObjectLockConfiguration",
"s3:PutEncryptionConfiguration",
"s3:PutBucketPolicy",
"s3:PutLifecycleConfiguration",
"s3:PutBucketPublicAccessBlock",
"s3:DeleteObject",
"s3:ListAl1MyBuckets",
"s3:PutBucketOwnershipControls",
"s3:PutBucketNotification",
"s3:PutAccountPublicAccessBlock",
"s3:PutBucketLogging",
"s3:PutBucketTagging"

1,

"Resource": "arn:aws:s3:::aws-supply-chain-*",
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users_change-permissions.html#users_change_permissions-add-console
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"Effect": "Allow"

I
{

"Action": [
"cloudtrail:CreateTrail",
"cloudtrail:PutEventSelectors",
"cloudtrail:GetEventSelectors",
"cloudtrail:StartLogging"

1,

"Resource": "*",

"Effect": "Allow"

I
{

"Action": [
"events:DescribeRule",
"events:PutRule",
"events:PutTargets"

1,

"Resource": "*",

"Effect": "Allow"

},
{

"Action": [
"chime:CreateAppInstance",
"chime:DeleteAppInstance",
"chime:PutAppInstanceRetentionSettings",
"chime:TagResource"

1,

"Resource": "*",

"Effect": "Allow"

},
{

"Action": [
"cloudwatch:PutMetricData",
"cloudwatch:Describe*",
"cloudwatch:Get*",
"cloudwatch:List*"

1,

"Resource": "*",

"Effect": "Allow"

},
{

"Action": [
"organizations:DescribeOrganization",
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"organizations:CreateOrganization",
"organizations:EnableAWSServiceAccess"
1,
"Resource": "*",
"Effect": "Allow"

"Action": [
"kms:CreateGrant",
"kms:RetireGrant",
"kms:DescribeKey",
"kms:ListAliases"

1,

"Resource": "*",

"Effect": "Allow"

"Action": [
"iam:CreateRole",
"iam:CreatePolicy",

iam:GetRole",

iam:PutRolePolicy",
"iam:AttachRolePolicy",

"iam:CreateServicelLinkedRole"
iF

"Resource": "*",
"Effect": "Allow"

"Action": [
"sso:StartPeregrine”,
"sso:DescribeRegisteredRegions",
"sso:ListDirectoryAssociations",
"sso:GetPeregrineStatus",
"sso:GetSSOStatus",
"sso:ListProfiles",
"sso:GetProfile",
"sso:AssociateProfile",
"sso:AssociateDirectory",
"sso:RegisterRegion",
"sso:StartSso",
"sso:CreateManagedApplicationInstance",
"sso:DeleteManagedApplicationInstance",
"sso:GetManagedApplicationInstance",

T
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"sso-directory:SearchUsers"

1,

"Resource": "*",
"Effect": "Allow"
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## YourAccountNumber, YourInstanceID# ArEX}, AWS K| AWS H X, AWS

Supply Chain IAEA |ID & AWS KMS 7|2 H &AL, YourKmsKeyArn
{

"Version": "2012-10-17",

"Statement": [{
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"Sid": "Enable IAM User Permissions",
"Effect": "Allow",
"Principal": {

"AWS": "arn:aws:iam::YourAccountNumber:xoot"
},
"Action": "kms:*",
"Resource": "*"
}I
{
"Sid": "Allow access through SecretManager for all principals in the

account that are authorized to use SecretManager",
"Effect": "Allow",
"Principal": {
TAWS': A
},
"Action": [
"kms:Encrypt",
"kms :Decrypt",
"kms :ReEncrypt*",
"kms : GenerateDataKey*",
"kms :CreateGrant",
"kms :DescribeKey",
"kms :GenerateDataKeyWithoutPlaintext",
"kms :ReEncryptFrom",
"kms :ReEncryptTo"
]I
"Resource": "*",
"Condition": {
"StringEquals": {
"kms:ViaService": "secretsmanager.Region.amazonaws.com",
"kms:CallexAccount": "YourAccountNumber"

KMS 7|7} g
KMS 7| Z4=H
Service 7Hglt

oM MMHg MEHSto] O] 7|& MMHE = U= AWSKMS 2£E 0|sE L Ct o
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https://docs.aws.amazon.com/kms/latest/developerguide/create-keys.html
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S/4 Hana Cl|O|E 122 AtE35te{e B2 M3 KMS 7[0i| #t& 240] true @l aws-supply-chain-
accessEi 17t AU=X| EHQISHMAIR.

(MEH ALE) QUIAEA ENT0IM M EfT F7HE MEHSH0 QA of EfO & &g &LCt ol Efa

S AFR5H04 QIABIAS AIat 4 laLich Ef ol ChEt xw% LH8E Creating tags EHHIE 2

AWS Supply Chain QIAEIAE géﬁl'— ol of 2~32 0| AL ElLICH QUARHAT} M2 AWS
Supply Chain EHAI_.__ | Status E =7} Active2 E A|ELICEH.

AWS Supply Chain QIAE
KMS M2 g dOl|o|E 3P*.=.A|9_.

0> mﬁ

JZ|24 AWS KMS Z|0f| HAM[AE = AWS Supply Chain

® Note

YourInstanceID# AWS Supply Chain #### ID# HFF&AI2. AWS Supply Chain

=& OAIE=0M QIABA IDE &E + JU&LICH

{

"Sid": "Allow AWS Supply Chain to access the AWS KMS Key",
"Effect": "Allow",

"Principal": {

"AWS": "arn:aws:iam::YourAccountNumber:xole/service-role/scn-instance-
role-YourInstanceID"
}I
"Action": [
"kms :Encrypt",
"kms :Decrypt",
"kms : GenerateDataKey"
1,
"Resource": "*"
},
{

"Sid": "Enable ASC to backfill KMS permissions",
"Effect": "Allow",
"Principal": {

"Sexvice": "scn.Region.amazonaws.com"

},



https://docs.aws.amazon.com/whitepapers/latest/tagging-best-practices/what-are-tags.html
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"Action": [
"kms :Encrypt",
"kms :GenerateDataKeyWithoutPlaintext",
"kms :ReEncryptFrom",
"kms :ReEncryptTo",
"kms :Decrypt",
"kms : GenerateDataKey",
"kms :DescribeKey",
"kms :CreateGrant",
"kms :RetireGrant"

1,

"Resource":"YourKmsKeyArn"
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Encrypt

{

"eventVersion": "1.08",
"userIdentity": {
"type": "AWSService",
"invokedBy": '"scn.amazonaws.com"
},
"eventTime": "2024-03-06T22:39:32Z",
"eventSource": "kms.amazonaws.com'",
"eventName": "Encrypt",
"awsRegion": "us-east-1",
"sourceIPAddress": "172.12.34.56"
"userAgent": "Example/Desktop/1.0 (V1; 0S)",
"requestParameters": {
"encryptionAlgorithm": "SYMMETRIC_DEFAULT",
"keyId": "arn:aws:kms:us-
east-1:123456789:key/1234abcd-11ab-22bc-33ef-123456sample"
b
"responseElements": null,
"requestID": "12a345n4-78a4-8888-0000-a000-6q000yy666xx",
"eventID": "12a345n4-78a4-8888-0000-a000-6q000yy666xrx",
"readOnly": true,
"resources": [
{
"accountId": account ID,
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-
east-1:123456789:key/1234abcd-11ab-22bc-33ef-123456sample”
}
1,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "112233445566",
"sharedEventID": "fdf9ee@f-e43f-4e43-beac-df69067edb8b",
"eventCategory": '"Management"
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GenerateDataKey

{
"eventVersion": "1.08",
"userIdentity": {
"type": "AWSService",

"invokedBy": "scn.amazonaws.com"
b
"eventTime": "2024-03-06T22:39:32Z",
"eventSource": "kms.amazonaws.com",
"eventName": "GenerateDataKey",
"awsRegion": "us-east-1",

"sourceIPAddress": "172.12.34.56"
"userAgent": "Example/Desktop/1.0 (V1; 0S)",
"requestParameters": {

"encryptionContext": {

"aws:s3:arn": "arn:aws:s3:::test/rawEvent/bf6666cl-111-48aaca-b6b0-

dsadsadsa3432423/noFlowName/scn.data.inboundoxdexr/20240306_223934_536"
},
"keyId": "arn:aws:kms:us-
east-1:123456789:key/1234abcd-11ab-22bc-33ef-123456sample”,
"keySpec": "AES_222"
},
"responsekElements": null,
"requestID": "12a345n4-78a4-8888-0000-a000-6q000yy6661T",
"eventID": "12a345n4-78a4-8888-0000-a000-6q000yy666rX",
"readOnly": true,
"resources": [

{
"accountId": account ID,
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-
east-1:123456789:key/1234abcd-11ab-22bc-33ef-123456sample”
}

1,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "112233445566",

"sharedEventID": "fdf9ee@f-e43f-4e43-beac-df69067edb8b",
"eventCategory": "Management"
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}

Decrypt

{
"eventVersion": "1.08",
"userIdentity": {
"type": "AWSService",

"invokedBy": "scn.amazonaws.com"
},

"eventTime": "2024-03-06T22:39:32Z",
"eventSource": "kms.amazonaws.com",
"eventName": "Decrypt",

"awsRegion": "us-east-1",

"sourceIPAddress": "172.12.34.56"
"userAgent": "Example/Desktop/1.0 (V1; 0S)",
"requestParameters": {
"keyId": "arn:aws:kms:us-
east-1:123456789:key/1234abcd-11ab-22bc-33ef-123456sample",
"encryptionAlgorithm": "SYMMETRIC_DEFAULT"
b
"responseElements": null,
"requestID": "12a345n4-78a4-8888-0000-a000-6q000yy666x1",
"eventID": "12a345n4-78a4-8888-0000-a000-6q000yy666rY",
"readOnly": true,
"resources": [

{
"accountId": account ID,
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-
east-1:123456789:key/1234abcd-11ab-22bc-33ef-123456sample"
}

1,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "112233445566",

"sharedEventID": "fdf9ee@f-e43f-4e43-beac-df69067edb8b",
"eventCategory": "Management"
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CIE{H|O|A ANEXZOIEE AWS Supply Chain AF&8H HAM|A (AWS
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£ AWS PrivateLink At&35t0{ VPC2} 7Hol| Z 20|l dAE M = U&LICH AWS Supply Chain

OIE{L! HlO|E Q0] NAT CIHIO|A, VPN 47 FEi= 442 AFS 3R] 9f T VPCOY Y= AWS Supply
A E

Chain dxH HMAE = Q&LICH AWS Direct Connect VPC2| RQIAEIA 0 A AWS Supply Chain
APIO]| HMASHE Cle HER IP FAT7F EQ5HK| eb&LICH.

AWS PrivateLink0l| M XS E|l= QUE{HO|A AEZQIEE 2445104 O
CIE{H|O|A A= ZQIEOf CHEH AR MK SHE ZF MEUIO|AM A= £ QI
grLiCt. Ol= AWS Supply ChainZ &dt= EciElo| FIU™ AE 2 st
o o|A{L|Ct,

AEMIEE LHE & AWS PrivateLink 7FO|E2] AWS AMH|AAWS PrivateLink HMAE B X SHAIAL.

124 AFE AWS Supply Chain

ofl CH&t AWS Supply Chain 2IE{H[0|A AEZQIEE M%St7| ol AWS PrivateLink 7t0[=2] 1124
ME 2 HAESHNAI2.

AWS Supply Chain QIE{H|O|A QIEZQIEE S5l 2E API 2ol CHet =& X[RHELICH.
of et QIEmo|A AEZQIEE M ELICH. AWS Supply Chain

Amazon VPC &
2|&F CIE{H o|A
E

O|lA A= xZ Ol

= AWS Command Line Interface () AWS Supply Chain AWS CLI & AtE35}7]
ZQIEE MdE &= U&LICH KFMIEH LHE 2 AWS PrivateLink A& A Q| QIE{TH|

0z 2 “'9

CtZ AMH[A O[S AWS Supply Chain At&36t7| €8t QIE{H|O[A A=EZQIEE HHFLICEH
com.amazonaws.region.scn

CIE{H|O|A A= ZQIEO] Z2t0|E! DNSE AR5 2 MA5t= 722, 2ol chEt 7|12
DNS O|&(0dl: AWS Supply Chain )2 AF235}09 01l API AUA&LICH o E S04
scn.region.amazonaws.com®lL|C}.

OIE{H|0|A HEZQIEQ] ANEFQIE KIXH AHM

L_—— O 71 O
AN=ZQIE YA QIE{H 0|A QEEO|A J=EZQIEN AZEY =+ JUE IAM 2L LCH 7]&2
EZQIE YA QEH0|A AEZQIEE AWS Supply Chain S&F TA| AMAE S{SELICH AWS
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https://docs.aws.amazon.com/vpc/latest/privatelink/privatelink-access-aws-services.html
https://docs.aws.amazon.com/vpc/latest/privatelink/create-interface-endpoint.html#considerations-interface-endpoints
https://docs.aws.amazon.com/vpc/latest/privatelink/create-interface-endpoint.html#considerations-interface-endpoints
https://docs.aws.amazon.com/vpc/latest/privatelink/create-interface-endpoint.html#create-interface-endpoint-aws
https://docs.aws.amazon.com/vpc/latest/privatelink/create-interface-endpoint.html#create-interface-endpoint-aws
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Supply Chain VPCOIA 518 & M AS Klofst2{ed QIEIH0|A A= ZIEO| ALSA K| A= E Q!
E HAZ TSR,

A= ZOIE HMe oHg HEE KIWFLI

. RQlg 4aE & ol Hok Fx| (AWS HIE, IAM AL R I 1AM %48
. S £ U T

. RS £ £ e Blas

KM LHE 2 AWS PrivateLink 7t0|E9| AIEZQIE A S ALE 504 AH[A0 CHEF HAM|A Kol &

SESC VRS

of: Zrdof| Cist VPC A= Z QIE A AWS Supply Chain

CHS2 AFSAH X AI= X QIE HAo| of 2ILICH. O] EA2 QIE{m|o|A A=EZQIEN AFEE M 2E

o
2laAo| HE Hot FAof CHEt HMA HEtE LEEE AWS Supply Chain 240 £04&FL|Ct.

"Statement": [
{

"Principal": "*",
"Effect": "Allow",
"Action": [

"scn:action-1",
"scn:action-2",
"scn:action-3"

]I

"Resource":"*"

IAMO]| CHEH AWS Supply Chain

AWS Identity and Access Management (IAM) 2 #2|X7} 2[A A0 CHEF HMAE OHTSHAH| AMo{&
= AWS MHIA JUE 8 AWS T otELICH IAM EEIRt=E 2428 M8 = A= 215 (2O Y H
gt 20 (HEH ER) E &2 = U= MEXE MOo{&LICH. AWS Supply Chain IAM2 F7F AWS AH|
A H|E Q10| AFE " = U&LICH
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https://docs.aws.amazon.com/vpc/latest/privatelink/vpc-endpoints-access.html
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https://docs.aws.amazon.com/signin/latest/userguide/how-to-sign-in.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-signing.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/enable-mfa.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/root-user-tasks.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/what-is.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#rotate-credentials
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#rotate-credentials
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_groups.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id.html#id_which-to-choose
https://docs.aws.amazon.com/IAM/latest/UserGuide/id.html#id_which-to-choose
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-idp.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/permissionsetsconcept.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_forward_access_sessions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-ec2.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-ec2.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id.html#id_which-to-choose_role
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#access_policies-json
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#choosing-managed-or-inline
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#choosing-managed-or-inline
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_principal.html
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-a-trail-using-the-console-first-time.html#creating-a-trail-in-the-console
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scn:AddMembersToResourceBasedChat
scn:AssignGalaxyRoleToUser
scn:AssociateUser
scn:BatchGetUsers
scn:BatchMarkNotificationAsDelivered
scn:CreateRole

scn:DeleteRole
scn:DescribeChatForUser
scn:GetAccessDetailConfig
scn:GetChatPreferencesForUser
scn:GetMessagingSessionConnectionDetails
scn:GetNotificationsPreference
scn:GetOrCreateChimeUser
scn:GetOrCreateResourceBasedChat
scn:GetOrCreateUserBasedChat
scn:GetOrganizationInfo
scn:GetResourceBasedChatArn
scn:GetUserDetails
scn:ListChatMembers
scn:ListChatMessages
scn:ListChatModerators
scn:ListChats

scn:ListRoles
scn:ListUserNotifications
scn:ListUsersWithRole
scn:MarkNotificationAsDelivered
scn:MarkNotificationAsRead
scn:RemoveMemberFromResourceBasedChat
scn:RemoveUser
scn:SearchChimeUsers
scn:SearchUsers
scn:SendChatMessage
scn:SetNotificationsPreference
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UpdateChatPreferencesForUser
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:CreateConnection
CreateDataflow
CreateDeleteDataByPartitionJob
CreateExtractFlows
:CreatePresignedUrl
CreateSampleParsingJob
CreateSapODataConnection
CreateUpdateDatasetSchemaJob
:DeleteConnection
DeleteDataflow
DeleteExtractFlows
:DeleteSapODataConnection
describeDatasetGroup
DescribeDataset

DescribeJob

:GetConnection
GetCreateExtractFlowsStatus
GetDataflow

ListConnections
ListCustomerFiles
ListDataflows
ListDataflowStats
ListDatasets
:UpdateConnection
UpdateDataflow
:UpdateExtractFlow
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:ComputePostRebalancedQuantities
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:DeleteInsightFilter
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:GetInstanceAttribute
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:GetPIVForProduct
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AddModeratorToResourceBasedChat

ComputePostRebalancedQuantitiesV1l
CreateInsightFilter
CreateInsightSubscription

DeleteInsightSubscription
GetInsightLineItem
GetInsightSubscription

GetInstanceRequiredDatasetAvailabilityStatus
GetKpiData
GetModelEndpointStatus

GetPIVForSite
GetPIVForSiteAndProduct

GetProducts
GetProductSummaryAggregates
GetSites

IsUserAuthorizedForInsightLineItem
ListCustomAttributeValues
ListGeographiesAsGalaxyAdmin
ListInsightFilters
ListInsightLineItems
ListInsightSubscriptions
ListInventoryQuantityAggregates
ListInventoryRisksBySiteAndProduct
ListInventorySummariesBySite
ListPIVProductsBySite
ListProductHierarchiesAsGalaxyAdmin
ListProducts
ListProductsAsGalaxyAdmin
ListSites

ListUsers
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scn:PotentiallyComputeThenListRebalancingOptionsForInsightLineItem
scn:RegisterInstanceAttribute

scn:UpdateInsightFilter

scn:UpdateInsightLineItemStatus

scn:UpdateInsightSubscription

scn:UpdateRebalancingOptionStatus
scn:UpdateRebalancingOptionStatusVl
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scn:AssociateDatasetWithWorkbook
scn:CreateBaselineForecast
scn:CreateDemandPlan
scn:CreateDemandPlanningCycle
scn:CreateDemandPlanningDatasetExportJob
scn:CreateDerivedForecast
scn:CreateWorkbook
scn:DeleteDemandForecastConfig
scn:DeleteDemandPlanningCycle
scn:DeleteDerivedForecast
scn:DeleteWorkbook
scn:DescribeBaselineForecast
scn:DescribeDemandPlanningCycleAccuracyJob
scn:DescribeDerivedForecast
scn:DescribePlanningCycle
scn:DescribeWorkbook
scn:DisassociatePlanningCycle
scn:GetDemandForecastConfig
scn:GetDemandPlan
scn:GetDemandPlanningCycle
scn:GetDemandPlanningCycleAccuracy
scn:GetDemandPlanningDatasetJob
scn:ListDemandPlans
scn:ListDerivedForecasts
scn:ListForecastingJobs
scn:ListPlanningCycles
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ListWorkbooks

PublishDemandPlan
PutDemandForecastConfig
StartDemandPlanningCycleAccuracyJob
StartForecastingJob

UpdateDemandPlanningCycleMetadata
UpdateWorkbook

:CreateReplenishmentPipeline
scn:

GetReplenishmentPipeline
UpdateReplenishmentPipeline
ListReplenishmentPipelinesByInstance

:GetInstanceReplenishmentConfig

CreateBacktest
CreateReplenishmentReviewInstanceConfig
GetReplenishmentReviewInstanceConfig
ListReplenishmentVendors
GetExceptionsSupplyInsightsStatistics
GetPorSupplylInsightsStatistics
GetPlanToPOConversionAnalytics

:GetPurchasePlanStatistics
scn:

ListPlanExceptions
ListPurchaseOrderRequestlLines
UpdatePurchaseOrderRequestlLines
ListBomPurchasePlans
ListBomProductionPlans
ListBomTransferPlans
ListBomInsights
ListBomProcesses

ExportBomPlans
GetBomPlanSummary

GetPurchaseOrderRequestExplanation
ListBomSupplyPlan
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GetBomPlanRecordDetails

:GetBomPlanSummaryAnalytics
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ListBomPurchaseOrders
ListBomTransferOrders
ListBomProductionOrders
ExportAllExplodedBoms
ExportBillOfMaterials
ExportInventoryPolicy
ExportProductionProcess
ExportSourcingRule
ExportTransportationLane
ExportVendorLeadTime
ImportBillOfMaterials
ImportInventoryPolicy
ImportProductionProcess
ImportSourcingRule
ImportTransportationLane
ImportVendorLeadTime
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