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Continue with email X

We'll check if you have an existing user and help create one if you don't.
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Create your application

Create your AWS Supply Chain application. We have
selected some defaults to get you started.

-/
N/
N\

( Edit in advanced setup

Service access and encryption defaults

When you create an AWS Supply Chain application, you grant it permissions [4 to access some AWS
resources on your behalf. Your data at rest will be encrypted using an AWS owned key. To modify these
defaults choose Edit in advanced setup.
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N

@ You're all set, please check your email X

We sent an email to user12@amazon.com. Please check your email to verify your user
account and begin using AWS Supply Chain.

Your new user is stored in IAM Identity Center. Verify your user to active the user
account.

( Manage app’i ‘ti0f._) Sign in to AW
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Hello New User,

Your administrator has created an instance of AWS Supply Chain, and has invited
you to join.

What is AWS Supply Chain?
https://aws.amazon.com/aws-supply-chain/

https://
Accessing the AWS Supply Chain

You can sign into AWS supply chain application by using the information below.

Your AWS Supply Chain Application URL:
https://flyy6b8y.scn.global.on.aws/
Bookmark this URL for easy access in the future.

Your Username:
user123+1@amazon.com

Amazon Web Services, Inc. is a subsidiary of Amazon.com, Inc. Amazon.com is a registered trademark of
Amazon.com, Inc. This message was prody »L‘ and ‘ibuted by Amazon Web Services, Inc. or its
affiliates, 410 Terry Ave. North, Seattle, WAL ™ ,9-5% All rights reserved. Read our Privacy Notice.
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Create your application

Create your AWS Supply Chain application. We have
selected some defaults to get you started.

-/
N/
N\

( Edit in advanced setup

Service access and encryption defaults

When you create an AWS Supply Chain application, you grant it permissions [4 to access some AWS

resources on your behalf. Your data at rest will be encrypted using an AWS owned key. To modify these

defaults choose Edit in advanced setup.
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= Home > Manage instances ® A @

Specify instance details

Instance properties Info
AWS Region

The AWS instance will be created in the region displayed above. To change the AWS region, cancel the create instance setup, select the new region from the Select a Region drop-down on the top-right panel,
and restart creating the instance.

Enter an instance name

( )

1 to 62 characters including spaces, underscores, and dashes.

Enter a description - optional

256 characters max.

AWS KMS Key - Optional info

Choose an AWS KMS Key
You must provide an AWS Key to encrypt your data across AWS Supply Chain.

[ Q. Choose an AWS KMS key or enter an ARN } ( Create [4 )

Instance tags - optional info
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® Note

YourAccountNumber 2! YourInstanceIDE AWS A& 4 QIAEIA IDE HIE AWS
Supply Chain L|C}.

"Sid": "Allow AWS Supply Chain to access the AWS KMS Key",
"Effect": "Allow",

"Principal": {
"AWS": "arn:aws:iam::YourAccountNumber:role/service-role/scn-instance-
role-YourInstanceID"

}I
"Action": [
"kms :Encrypt",
"kms :Decrypt",
"kms : GenerateDataKey"

1,

"Resource": "*"
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JSON
{

"Version":"2012-10-17",

"Statement": [

{
"Sid": "Enable IAM User Permissions",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:root"
},
"Action": "kms:*",
"Resource":
}I
{
"Sid": "Allow access through SecretManager for all principals

in the account that are authorized to use SecretManager",
"Effect": "Allow",
"Principal": {

"AWS":
Y,

"Action":

"kms:Encrypt",
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https://docs.aws.amazon.com/kms/latest/developerguide/create-keys.html
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"kms :Decrypt",
"kms :ReEncrypt*",
"kms : GenerateDataKey*",
"kms :CreateGrant",
"kms :DescribeKey",
"kms : GenerateDataKeyWithoutPlaintext",
"kms :ReEncryptFxrom",
"kms :ReEncryptTo"
1,
"Resource": "*",
"Condition": {
"StringEquals": {
"kms:ViaService": "secretsmanager.us-

east-1.amazonaws.com",

"kms :CallexAccount": "YourAccountNumber"

"Sid": "Allow AWS Supply Chain to access the AWS KMS
"Effect": "Allow",
"Principal": {
"Sexvice": "scn.Region.amazonaws.com"
}I
"Action": [
"kms :Encrypt",
"kms :GenerateDataKeyWithoutPlaintext",
"kms :ReEncryptFrom",
"kms :ReEncryptTo",
"kms :Decrypt",
"kms : GenerateDataKey",
"kms :DescribeKey",
"kms :CreateGrant",
"kms :RetireGrant"

1,

"Resource": "*"
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AWS Supply Chain

Select instance

(= 2
Instance details i

Instance Name Status Sub-domain

test @ Active
Created on: 6/12/2024

AWS KMS Key Instance ID
Description

User access management info

AWS Supply Chain connects to AWS IAM Identity Center, where you can create and manage user identities or easily connect to a variety of third party identity sources. We'll check to
see if your organization has a current identity source setup, or give the option to create a new one in IAM Identity Center

Status
@ Identity source connected

Application owner info Select an application owner

[ @ Select an application owner to setup AWS Supply Chain. X ]

When an identity source is connected, you must select an application owner who will setup your organization in AWS Supply Chain. The application owner will receive an email with a
link to access the AWS Supply Chain web application for the first time.

3. (AEH AFEH) IAM Identity CenterZ O|S S MEHS0{ AL RIS O FIFEHLICEH AFE R F74od CH
8t XEAIEH LIS AWS IAM Identity Center AL MHMO| ID A4 #E|E FZ5tD AL A HE

19

gholl CHEt REMIEH LI 2 AL R Mot 48t 2 2 X 5HMIR. https://docs.aws.amazon.com/aws-
supply-chain/latest/adminguide/adding-users-groups.html
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Supply Chain.

dWsSs

Hello New User,

Your administrator has created an instance of AWS Supply Chain, and has invited
you to join.

What is AWS Supply Chain?
https://aws.amazon.com/aws-supply-chain/

https://
Accessing the AWS Supply Chain

You can sign into AWS supply chain application by using the information below.

Your AWS Supply Chain Application URL:
https://flyy6b8y.scn.global.on.aws/
Bookmark this URL for easy access in the future.

Your Username:
user123+1 @amazon.com

Amazon Web Services, Inc. is a subsidiary of Amazon.com, Inc. Amazon.com is a registered trademark of
Amazon.com, Inc. This message was prody 0 “and ‘ibuted by Amazon Web Services, Inc. or its
affiliates, 410 Terry Ave. North, Seattle, WA+ — ,9-5= All rights reserved. Read our Privacy Notice.
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AWS Supply Chain

Select instance

I__I_-IAE A—lEHoI-L_“:'.

‘ ADP-Gamma-Feb13

Instance details info

Instance Name

ADP-Gamma-Feb13

Status
@ Active
Created on: 2/12/2024

Sub-domain
Description

AWS KMS Key

Instance ID
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Encrypt

{
"eventVersion": "1.08",
"userIdentity": {
"type": "AWSService",
"invokedBy": "scn.amazonaws.com"
},
"eventTime": "2024-03-06T22:39:32Z",
"eventSource": "kms.amazonaws.com'",
"eventName": "Encrypt",
"awsRegion": "us-east-1",
"sourceIPAddress": "172.12.34.56"
"userAgent": "Example/Desktop/1.0 (V1; 0S)",
"requestParameters": {
"encryptionAlgorithm": "SYMMETRIC_DEFAULT",
"keyId": "arn:aws:kms:us-
east-1:123456789:key/1234abcd-11ab-22bc-33ef-123456sample"
I
"responseElements": null,
"requestID": "12a345n4-78a4-8888-0000-a000-6q000yy666xx",
"eventID": "12a345n4-78a4-8888-0000-a000-6q000yy666xrx",
"readOnly": true,
"resources": [
{
"accountId": account ID,
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-
east-1:123456789:key/1234abcd-11ab-22bc-33ef-123456sample”

}

1,
"eventType": "AwsApiCall",
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"managementEvent": true,
"recipientAccountId": "112233445566",
"sharedEventID": "fdf9ee@f-e43f-4e43-beac-df69067edb8b",

"eventCategory": "Management"
}
GenerateDataKey
{
"eventVersion": "1.08",

"userIdentity": {
"type": "AWSService",

"invokedBy": '"scn.amazonaws.com"
},
"eventTime": "2024-03-06T22:39:32Z",
"eventSource": "kms.amazonaws.com",
"eventName": "GenerateDataKey",

"awsRegion": "us-east-1",
"sourceIPAddress": "172.12.34.56"
"userAgent": "Example/Desktop/1.0 (V1; 0S)",
"requestParameters": {

"encryptionContext": {

"aws:s3:arn": "arn:aws:s3:::test/rawEvent/bf6666cl-111-48aaca-b6b0-

dsadsadsa3432423/noFlowName/scn.data.inboundoxdexr/20240306_223934_536"
b
"keyId": "arn:aws:kms:us-
east-1:123456789:key/1234abcd-11ab-22bc-33ef-123456sample",
"keySpec": "AES_222"
b
"responseElements": null,
"requestID": "12a345n4-78a4-8888-0000-a000-6q000yy666x1",
"eventID": "12a345n4-78a4-8888-0000-a000-6q000yy666rY",
"readOnly": true,
"resources": [

{
"accountId": account ID,
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-
east-1:123456789:key/1234abcd-11ab-22bc-33ef-123456sample"
}

]I
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"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "112233445566",

"sharedEventID": "fdf9ee@f-e43f-4e43-beac-df69067edb8b",

"eventCategory": '"Management"
}
Decrypt
{
"eventVersion": "1.08",

"userIdentity": {
"type": "AWSService",

"invokedBy": "scn.amazonaws.com"
b
"eventTime": "2024-03-06T22:39:32Z",
"eventSource": "kms.amazonaws.com",
"eventName": "Decrypt",
"awsRegion": "us-east-1",

"sourceIPAddress": "172.12.34.56"
"userAgent": "Example/Desktop/1.0 (V1; 0S)",
"requestParameters": {
"keyId": "arn:aws:kms:us-
east-1:123456789:key/1234abcd-11ab-22bc-33ef-123456sample”,
"encryptionAlgorithm": "SYMMETRIC_DEFAULT"
},
"responsekElements": null,
"requestID": "12a345n4-78a4-8888-0000-a000-6q000yy666xY",
"eventID": "12a345n4-78a4-8888-0000-a000-6q000yy666rx",
"readOnly": true,
"resources": [

{
"accountId": account ID,
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-
east-1:123456789:key/1234abcd-11ab-22bc-33ef-123456sample”
}

1,

"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "112233445566",

0l| A M8t 2042 AWS Supply Chain AF25HE 28 AWS KMS 32



AWS Supply Chain ZE[Rt et M

"sharedEventID": "fdf9ee@f-e43f-4e43-beac-df69067edb8b",
"eventCategory": "Management"
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"Statement": [
{
"Principal": "*",
"Effect": "Allow",
"Action": [

"scn:action-1",
"scn:action-2",
"scn:action-3"

1,

"Resource":"*"
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-a-trail-using-the-console-first-time.html#creating-a-trail-in-the-console
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/query-event-data-store-cloudtrail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/logging-data-events-with-cloudtrail.html#logging-data-events-console
https://docs.aws.amazon.com/cli/latest/reference/cloudtrail/put-event-selectors.html
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/logging-data-events-with-cloudtrail.html#logging-data-events-CLI-eds-examples
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/logging-data-events-with-cloudtrail.html#logging-data-events-CLI-eds-examples
https://docs.aws.amazon.com/awscloudtrail/latest/APIReference/API_AdvancedFieldSelector.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/logging-management-events-with-cloudtrail.html#logging-management-events
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awssupplychain.html
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scn:AddMembersToResourceBasedChat
scn:AssignGalaxyRoleToUser
scn:AssociateUser
scn:BatchGetUsers
scn:BatchMarkNotificationAsDelivered
scn:CreateRole

scn:DeleteRole
scn:DescribeChatForUser
scn:GetAccessDetailConfig
scn:GetChatPreferencesForUser
scn:GetMessagingSessionConnectionDetails
scn:GetNotificationsPreference
scn:GetOrCreateChimeUser
scn:GetOrCreateResourceBasedChat
scn:GetOrCreateUserBasedChat
scn:GetOrganizationInfo
scn:GetResourceBasedChatArn
scn:GetUserDetails
scn:ListChatMembers
scn:ListChatMessages
scn:ListChatModerators
scn:ListChats

scn:ListRoles
scn:ListUserNotifications
scn:ListUsersWithRole
scn:MarkNotificationAsDelivered
scn:MarkNotificationAsRead
scn:RemoveMemberFromResourceBasedChat
scn:RemoveUser
scn:SearchChimeUsers
scn:SearchUsers
scn:SendChatMessage
scn:SetNotificationsPreference
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scn:

scn
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UpdateChatPreferencesForUser
:UpdateChatReadMarker
UpdateOrganizationInfo
UpdateRole

UpdateUser
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:CreateConnection
CreateDataflow
CreateDeleteDataByPartitionJob
CreateExtractFlows
:CreatePresignedUrl
CreateSampleParsingJob
CreateSapODataConnection
CreateUpdateDatasetSchemaJob
:DeleteConnection
DeleteDataflow
DeleteExtractFlows
:DeleteSapODataConnection
describeDatasetGroup
DescribeDataset

DescribeJob

:GetConnection
GetCreateExtractFlowsStatus
GetDataflow

ListConnections
ListCustomerFiles
ListDataflows
ListDataflowStats
ListDatasets
:UpdateConnection
UpdateDataflow
:UpdateExtractFlow
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CreateInsightFilter
CreateInsightSubscription
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GetInsightLineItem
GetInsightSubscription

GetInstanceRequiredDatasetAvailabilityStatus
GetKpiData
GetModelEndpointStatus

GetPIVForSite
GetPIVForSiteAndProduct

GetProducts
GetProductSummaryAggregates
GetSites

IsUserAuthorizedForInsightLineItem
ListCustomAttributeValues
ListGeographiesAsGalaxyAdmin
ListInsightFilters
ListInsightLineItems
ListInsightSubscriptions
ListInventoryQuantityAggregates
ListInventoryRisksBySiteAndProduct
ListInventorySummariesBySite
ListPIVProductsBySite
ListProductHierarchiesAsGalaxyAdmin
ListProducts
ListProductsAsGalaxyAdmin
ListSites
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:UpdateInsightFilter
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PotentiallyComputeThenListRebalancingOptionsForInsightLineItem

RegisterInstanceAttribute

UpdateInsightLineItemStatus
UpdateInsightSubscription

:UpdateRebalancingOptionStatus
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UpdateRebalancingOptionStatusVl
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AssociateDatasetWithWorkbook
CreateBaselineForecast

CreateDemandPlanningCycle
CreateDemandPlanningDatasetExportJob

:CreateDerivedForecast

CreateWorkbook
DeleteDemandForecastConfig

:DeleteDemandPlanningCycle
scn:

DeleteDerivedForecast

DeleteWorkbook
DescribeBaselineForecast
DescribeDemandPlanningCycleAccuracyJob
DescribeDerivedForecast
DescribePlanningCycle

:DescribeWorkbook

DisassociatePlanningCycle
GetDemandForecastConfig

GetDemandPlanningCycle
GetDemandPlanningCycleAccuracy

ListDemandPlans
ListDerivedForecasts
ListForecastingJobs
ListPlanningCycles
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ListWorkbooks

PublishDemandPlan
PutDemandForecastConfig
StartDemandPlanningCycleAccuracyJob
StartForecastingJob

UpdateDemandPlanningCycleMetadata
UpdateWorkbook
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:CreateReplenishmentPipeline
scn:

GetReplenishmentPipeline
UpdateReplenishmentPipeline
ListReplenishmentPipelinesByInstance

:GetInstanceReplenishmentConfig

CreateBacktest

CreateReplenishmentReviewInstanceConfig

GetReplenishmentReviewInstanceConfig
ListReplenishmentVendors
GetExceptionsSupplyInsightsStatistics
GetPorSupplylInsightsStatistics
GetPlanToPOConversionAnalytics

:GetPurchasePlanStatistics
scn:

ListPlanExceptions
ListPurchaseOrderRequestlLines
UpdatePurchaseOrderRequestlLines
ListBomPurchasePlans
ListBomProductionPlans
ListBomTransferPlans
ListBomInsights
ListBomProcesses

ExportBomPlans
GetBomPlanSummary

GetPurchaseOrderRequestExplanation
ListBomSupplyPlan
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scn:GetBomPlanRecordDetails
scn:GetBomPlanSummaryAnalytics
scn:ListBomPurchaseOrders
scn:ListBomTransferOrders
scn:ListBomProductionOrders
scn:ExportAllExplodedBoms
scn:ExportBillOfMaterials
scn:ExportInventoryPolicy
scn:ExportProductionProcess
scn:ExportSourcingRule
scn:ExportTransportationlLane
scn:ExportVendorLeadTime
scn:ImportBillOfMaterials
scn:ImportInventoryPolicy
scn:ImportProductionProcess
scn:ImportSourcingRule
scn:ImportTransportationlLane
scn:ImportVendorLeadTime
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scn:GetQMessage
scn:ListQMessages
scn:PutQMessageFeedback
scn:SendQMessage
scn:GetQEnablementStatus
scn:UpdateQEnablementStatus
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https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-service-event.html#eb-service-event-delivery-level
https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-events.html
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£ detail 4 LCH

o€ E0{C}3 O|HE IE 29| ZE AWS Supply Chain Data Integration Status Change
O|HIE QI 2 X|EFLICH AWS Supply Chain.

"source": ["aws.supplychain"],
"detail-type": ["AWS Supply Chain Data Integration Status Change"]
}

tMl2.

ol

RtA[EH LHE 2 EventBridge At AHAC| O|HIE THEHE & X

w

AWS Supply Chain O[Hl 59


https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-create-rule.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-create-rule.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-event-patterns.html
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o| & o|HIEO] CHBt source EEE Z AWS Supply Chain A& E|L|Claws . supplychain.

« detail-type EEx= O|HIE K& X|IFerLICt.
0: AWS Supply Chain Data Integration Status Change.
« detail HE&= SiE & o|HEQ gt2dE H|O|HE Z & & Lch
AWS Supply Chain O|HIE 2t UX|et= =S P35t O|HE IEHE Fdst= ol CHEt XhAl
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CH=22 AWS Supply Chain Data Integration Status Change event O|HIE Q| of ILIC}

"version": "Q",
"id": "instancelID",
"detail-type": "AWS Supply Chain Data Integration Status Change",
"source": "aws.supplychain",
"account": "acccountID",
"time": "2024-03-30T12:26:1372",
"region": "us-east-1",
"resources": [],
"detail": {
"version": "1.0",
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https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-events-structure.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-event-patterns.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-events.html
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"instanceld": "instanceID",

"flowArn": "arn:aws:scn:region:acccountID:instance/instanceID/data-integration-
flows/flowname",

"flowExecutionId": "flowExecutionId",

"status": "IN_PROGRESS",

"startTime": "2024-03-30T12:26:13Z",

"endTime": "",
Ilmessagell: IIII’
"sourceType": "S3",

"sourceInfo": {
"s3Source": {
"bucketName": "aws-supply-chain-data-instanceID",
"key": "flowname"
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https://console.aws.amazon.com/servicequotas/home
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https://docs.aws.amazon.com/singlesignon/latest/userguide/
https://docs.aws.amazon.com/singlesignon/latest/userguide/
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https://docs.aws.amazon.com/singlesignon/latest/userguide/organization-instances-identity-center.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_delegate_policies.html
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