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» AWS License Manager

+ Amazon Managed Grafana

* Amazon Managed Streaming for Apache Kafka
* Amazon Managed Workflows for Apache Airflow(MWAA)
« AWS Migration Hub 2 & AME

« Amazon MQ

* Network Access Analyzer

+ AWS Network Manager

« OFOFE OpenSearch AMH|A

+ AWS Organizations

+ Amazon Relational Database Service

« Outpostsof| A{2| Amazon S3

- OtOFE SageMaker THEF

« O}OFE SageMaker &4 HI|O|E]

* AWS Secrets Manager

* Service Quotas

X2 AWS 2IH, MH|A 2& 2 7|

oIr
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« AWS Signer

* Amazon Simple Email Service

« Amazon Simple Queue Service

» Amazon Simple Storage Service(S3)
« AWS SQL Workbench

* AWS Step Functions

* AWS Support

+ AWS Systems Manager

* AWS Transfer Family

- S HE

« Amazon VPC IP =4 2|k}

AWS Management Console Z2}0|E! HA|A E Ot Ko 7R

H E 230l A AWS Management Console 0of| CH8F A& A&t

AWS Management Console Private Access= HIE I oM HMAZ =Elof L2{ZI AWS HH E
H Zgo 2ot MEHstede ol S8 & LICH. AWS Management Console O|Z | &t AFE AF7} |
E{3 LM of 7| x| 28t AWS AE off 23l5te AE L XIE = UELICEH AWS Management

Console VPC AEZQIE HMZ ALE510{ 0|28 M[0{E FHE = UELICH RMEH HE= MEH[A

&5t
KNo{ M2 dlypC AIE ZQIE KA 1342 A XML,

0

HELZ0M eIEHA o= 244

X Z2EIX (, CSS AWS Management Console JavaScript, O|0|X[) 2t Z+0| 0l M AF25HE RHAHO]
HMASIE{H HERXZE S8 2IEH 2¢1220| 0{T5| 2R 5tH O|E S35 AWS AH|A E S| X|
o2 D E Rtotol| HMAE 4= AWS PrivateLink Q& LICH 0l M AFE 5t (42 ZHIQI S5 2 AWS

Management Console2 & =5t AEX SHE.

@ Note

84x AWS Management Console Z2}0|H! HMA =,
status.aws.amazon.comhealth.aws.amazon.com, S2| A=ZQOIEE X|2I5HK| &t
LIC}. docs.aws.amazon.com O|2{S8t EHICIE B & CIEHUISE 2
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https://docs.aws.amazon.com/vpc/latest/privatelink/what-is-privatelink.html
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Zl4 VPC A= ZQIE LU DNS 74

AWS Management Console Z 208! AA[A0= X|HFF ClEot 22 F 7ol VPC AlEZQIETL H
QELICH regiong #RHQ| sHE 5t= 2™ HE Z Hi&ELICH.

1. com.amazonaws. ## ## ## AWS Management Console
2. com.amazonaws. ##. ### ## AWS 212l

(® Note
AWS Management ConsoleZt &7H AtE5t= 7(EF 2T 4tgio], el=zt U HEL|Z ¢
ZAg g4 0|12 SE-HEXILIOF S558)(us-east-1) EIMSZ T ZH|XELICH AWS Transit
Gateway £ AF235104 O|=2 SE(HX|LIoF S8) 21X CIE 2 E 2™ Zto| AZde Mg
£ Ql&LICH RMIEH LHE 2 Amazon VPC Transit Gateway 7+0|=9| & H 0| E 90| A|XH5H

7|& A ZESMH L. Amazon VPC IL|0{EE AL E == JU&LICH RtAIEH LI 2 Amazon VPC
Peering Guide2| VPC I|0{Z0[|Et?8 FX5tMR. ol S M2 H|35t2i™ Amazon Virtual
Private Cloud(VPC) 42 &M Y0 X Amazon VPC 7t 944 S MHE HZ5HMI2.

DNSZ! of Ciet 7144 AWS Management ConsoleAWS 219!

HEZ EiEE 2t VPC AEZQIER 2tRE5t2{H AF& X7t AWS Management Console0f Al
A% HES{F0IA DNS BHZEE FH5HML. Ol21E DNS BIZEE ALEXte| 2Bt ECfE g 4
MEIVPC A=EZQIEZ 0|SELIC

Cred S AR Hodg MM = &Lt OJeqLt health.aws.amazon.com 2
docs.aws.amazon.comll Z2 HEZQIEE= VPC AEEZQIET} Qoo Z HAMAE 4= i&L

Ch olzfet =HIele 38 Qe ez et EsloF & LICH CHE CNAME B2 =& AHE5tod E[EE
signin.aws.amazon.com&I} console.aws.amazon.com&2 2 ZZ} 5L F 70| Z2to|H!

AR FHg Mgst= Wo| E&LC.

. 2™ CNAME BI2E(ZE 2|H)

« 2391 ### VPC AEZQIEE 7}2|7|= .signin.aws.amazon.com ¥ AWS 2121 DNS

- 2& ### VPC AEXZQIEE 72|7|&= .console.aws.amazon.com €23 AWS Management Console
DNS

- 2[70| ¢i= CNAME BZE= O|F SF(HX[L|ol S7) EITHEF A E = JU&Lct &4 0|=

ST (HZX|Lot §7) 2IdE d™sHok gLt

L+ VPC =X QIE 2 DNS 74 A 1.0 44


https://docs.aws.amazon.com/vpc/latest/tgw/tgw-getting-started.html
https://docs.aws.amazon.com/vpc/latest/tgw/tgw-getting-started.html
https://docs.aws.amazon.com/vpc/latest/peering/what-is-vpc-peering.html
https://docs.aws.amazon.com/whitepapers/latest/aws-vpc-connectivity-options/amazon-vpc-to-amazon-vpc-connectivity-options.html

AWS Management Console A|EF OFLH A

* signin.aws.amazon.comO| O|= & (HX|L[o} §8) ol AWS 21921 VPC AEXZQIEE J}2|7|
1 UF (us-east-1)

« 0= 88 (HX|L|o} §5) 2] AWS Management Console VPC HEZQIEE 7I2[7|=
console.aws.amazon.com (us-east-1)

CNAME HZE MAMof cist X|& 2 Amazon Route 53 7He X} OHLHAM | | E ZHi2 2R 5HMIR.
Amazon S3E H|Z & 28 AWS Z£2 O0|§0f CIE mEE AFEELICH. DNSCHE 2 5 7HX| oM

LICE.

* support.console.aws.amazon.com

* s3.console.aws.amazon.com

0| EZi=lE AWS Management Console VPC AI=EZQIEZ ELig{H 1T 0|52 /EX 2 FI}5H
of gfL|Ct etxist Zaloltl etHe Qe ZE A= ZQIEof CisH 2tRES FAMstE ZJo| E&LIC

5 X|2F AWS Management Console Z2t0|8! HMAE AFRSHE Of| BIEA| 28 A2 otlL|Ct

. TH

CHE json Itz X|YHEHE FHE Z2£ A= ZQIE B 2L AEXQIEQ] 7<._7'<| 5 | E?:.*Elo'l
A& LICH AWS AMH|ADNS O|& 2| com.amazonaws.region.console 2l
PrivateIpv4DnsNames ZHEE AISSHAIR.

* https://configuration.private-access.console.amazonaws.com/us-east-1.config.json

* https://configuration.private-access.console.amazonaws.com/us-east-2.config.json

* https://configuration.private-access.console.amazonaws.com/us-west-2.config.json

* https://configuration.private-access.console.amazonaws.com/ap-northeast-1.config.json

 https://configuration.private-access.console.amazonaws.com/ap-northeast-2.config.json

* https://configuration.private-access.console.amazonaws.com/ap-southeast-1.config.json

* https://configuration.private-access.console.amazonaws.com/ap-southeast-2.config.json

* https://configuration.private-access.console.amazonaws.com/ap-south-1.config.json

* https://configuration.private-access.console.amazonaws.com/ap-south-2.config.json

* https://configuration.private-access.console.amazonaws.com/ca-central-1.config.json

 https://configuration.private-access.console.amazonaws.com/eu-west-1.config.json

* https://configuration.private-access.console.amazonaws.com/eu-west-2.config.json

* https://configuration.private-access.console.amazonaws.com/il-central-1.config.json
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https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/rrsets-working-with.html
https://configuration.private-access.console.amazonaws.com/us-east-1.config.json
https://configuration.private-access.console.amazonaws.com/us-east-2.config.json
https://configuration.private-access.console.amazonaws.com/us-west-2.config.json
https://configuration.private-access.console.amazonaws.com/ap-northeast-1.config.json
https://configuration.private-access.console.amazonaws.com/ap-northeast-2.config.json
https://configuration.private-access.console.amazonaws.com/ap-southeast-1.config.json
https://configuration.private-access.console.amazonaws.com/ap-southeast-2.config.json
https://configuration.private-access.console.amazonaws.com/ap-south-1.config.json
https://configuration.private-access.console.amazonaws.com/ap-south-2.config.json
https://configuration.private-access.console.amazonaws.com/ca-central-1.config.json
https://configuration.private-access.console.amazonaws.com/eu-west-1.config.json
https://configuration.private-access.console.amazonaws.com/eu-west-2.config.json
https://configuration.private-access.console.amazonaws.com/il-central-1.config.json
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® Note
AWS Management Console Z2O[H! HAA HR|of| QEEZQIET} AR FIIE|ZE 0| F
£2 e Yoo|EFELICH Z2lo[t! AR FAg %A HEHE |X(|SIZ{H O|H It S &S

FT7IMo 2 7K AM L.

Route 532 Al&35t04 DNSE F4& B https://console.aws.amazon.com/route53/v2/hostedzones#
2 0|S5t04 DNS dH & #QlstM 2. Route 532| Zt Z20[8! ZAE! Fodof Cs CtSot 22 ll=2
E NE7} [U=X] Zelgfch

* console.aws.amazon.com

* signin.aws.amazon.com

 ## .console.aws.amazon.com

 ## .signin.aws.amazon.com

* support.console.aws.amazon.com

* global.console.aws.amazon.com

« O|™o| S50i SSE JSON ol U= F7HEZE

VPC AIEZQIE Il DNS MH|A 4 AWS

M HEFRX ¥ H MM ZE A= 2| ZEE AWS AH|A S8 AWS Management
Console 2. 0| EEf=®2 VPC HEZQIER HIH{2{T AWS Management Console VPC HEZQIE
E F7tet1 Z B4 Mu|A0] DNS CHaH L 443HoF g LIt AWS

CtS json THAOE= AFSE &= AWS AH|A QU= AWS PrivateLink X[ & 50| L@ |0 Q&LICH M
HIA7F S Xl ot B2 siY MH|A= o248t mtdofl ZEE|X| 8 &LICH AWS PrivateLink

+ https://configuration.private-access.console.amazonaws.com/us-east-1.config.json

+ https://configuration.private-access.console.amazonaws.com/us-east-2.config.json

* https://configuration.private-access.console.amazonaws.com/us-west-2.config.json

* https://configuration.private-access.console.amazonaws.com/ap-northeast-1.config.json

* https://configuration.private-access.console.amazonaws.com/ap-northeast-2.config.json

* https://configuration.private-access.console.amazonaws.com/ap-southeast-1.config.json

* https://configuration.private-access.console.amazonaws.com/ap-southeast-2.config.json
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https://configuration.private-access.console.amazonaws.com/us-east-1.config.json
https://configuration.private-access.console.amazonaws.com/us-east-2.config.json
https://configuration.private-access.console.amazonaws.com/us-west-2.config.json
https://configuration.private-access.console.amazonaws.com/ap-northeast-1.config.json
https://configuration.private-access.console.amazonaws.com/ap-northeast-2.config.json
https://configuration.private-access.console.amazonaws.com/ap-southeast-1.config.json
https://configuration.private-access.console.amazonaws.com/ap-southeast-2.config.json
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* https://configuration.private-access.console.amazonaws.com/ap-south-1.config.json

* https://configuration.private-access.console.amazonaws.com/ap-south-2.config.json

 https://configuration.private-access.console.amazonaws.com/ca-central-1.config.json

* https://configuration.private-access.console.amazonaws.com/eu-west-1.config.json

* https://configuration.private-access.console.amazonaws.com/eu-west-2.config.json

https://configuration.private-access.console.amazonaws.com/il-central-1.config.json

S st= MH|A LS| VPC AIEZQIE O] CHEt ServiceName ZEE AF235H04 VPCO| F7+EFLICE

(® Note
AWS Management Console Private Access0fl i X[ 0| . BI2 MH|A 2&0i FIHEof
2t OHE Ol S5 & UOlo|EFLICE 2[4 H4EHE RX|StE{H ol LY S5 F7(He 2 7t
XMetM VPC AIEZQIEE AUO|O|EstM 2.

MH|A Mo A 2l vpPC AIEZQIE K= 713

2tOo[E! HA|AE AWS Management Console 98t AHH|A o] 22 (SCP) ! VPC AIEZQIE H
2 AE835tod vPC X A E 2 a|0(A HES|T Lol A AL & AWS Management Console = Q4
AY MEE AMete = AgLch.

FW 12 Im

MH|A AMo{ H&41} & 74 AWS Management Console Z 208! HA|A A
AWS Organizations

AWS ZE0|M §Y MHIAE 58&35tE MHIA Ko{ H& (SCP) 2 AI83ts E2 I8 E o]
signin:* F7}5{0F & LICt. Private Access VPC QIEZQIEE AWS Management Console &3l £
JQlstE M g0 SCP7L AtEHSt= IAM Q1B 0| =™&|7| 20 o] HEto| R ELICH o & 0,
CHS MH|A Ao A2 AWS Management Console Z2H0|8! HMA A= ZQIEE AL 510 HA|A
sle AR E x&s5lod =E0{| A Amazon EC2 2! CloudWatch MHIAE AI2E £ QT E &Lt

{
"Effect": "Allow",

"Action": [
"signin:*",
"ec2:*",
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https://configuration.private-access.console.amazonaws.com/ap-south-1.config.json
https://configuration.private-access.console.amazonaws.com/ap-south-2.config.json
https://configuration.private-access.console.amazonaws.com/ca-central-1.config.json
https://configuration.private-access.console.amazonaws.com/eu-west-1.config.json
https://configuration.private-access.console.amazonaws.com/eu-west-2.config.json
https://configuration.private-access.console.amazonaws.com/il-central-1.config.json

AWS Management Console A|EF OFLHA

"cloudwatch:*",
. Other services allowed

}I

"Resource": "*"

SCPO]| CHBF REM[EH L2 AWS Organizations AHE A0 AMH|A X0 ZHEH(SCP)S &= 3HA|
o

-l .

st
=

ol
AA

01|M AE 2! = E|of|2F AWS Management Console AHE & (A2
ID)

AWS Management Console 21218t H|H9| IDE #M M2 2 M0{5t= VPC AEEZQIE HAH
AWS 210l x| EfLct.

4>

fjo

CI& VPC AEXZQIE ™Ay &hF| o M= =|||C}. A OIB =l MlAdo] 22901 9l
AtE0H EES| XMlofst MMM ==5t= AWS AMH|AE 242 H|0{5t K| & LICt 0 & S04 AlM

Ol Amazon EC2 2& 3t Z2 AWS MH|A 2&0] AMASIE < Olz{et VPC AEEQRIE ’“"”: M

2t I 0| X|E EAl5t7| 2l #I31E! Amazon ECZ Zrodof| CHEH &

FAet A2 E IAM HAEZ ALESH0{ MH[A & =

@ Note

2 vPC A= X QIE 0 CiEt AWS Management Console Signin VPC QIEZQIE M2
M ZAO| KIEtE ot BEDF X|HELICH 25 Principal & Resources *2 M
SOk 8tH Action2 * EE&= signin:* & StLtoq0F B LICH aws:PrincipalOrgId 2
aws:PrincipalAccount =71 7|& At&5t0{ VPC AI=EEZQIEof CHEF HA[AE X 0
A& LICE.

Oi

bl

"1°T"

CHS HM2 2¢€ A=XQIEQ Signin VPC HIEEZQIE ZFof HEE LCY.

O| VPC AEZQIE M2 X[HE AWS H'H AWS ZE|of|AMe| 2108 &{&st1 CHE HEH2 2 9
21918 AEHELCH

"Version": "2012-10-17",
"Statement": [
{

of| & A& 2 =Z|oi|2F AWS Management Console AFE 318 (AZ[E 4 Q= ID) {7 1.0 48


https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html

AWS Management Console AIZF QLM

"Effect": "Allow",

"Principal": "*",
IlActionll: II*II’
"Resource": "*",

"Condition": {
"StringEquals": {
"aws:PrincipalOrgId": "o-XXXXXXXXXXX"

Ol VPC HEZQIE HMa2 27018
EHEfLct

Am

HES522 AWS A Metetn ChE AE2 2o 21212 Rt

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": "*",
"Action": "*",
"Resource": "*",
"Condition": {
"StringEquals": {
"aws:PrincipalAccount": [ "111122223333", '"222233334444" ]

2390l VPC A= Z QIE AWS Management Console & 2121 VPC HEXZQIE|AM ZE|E AMEtHst=
AWS AHE A2 2321 A| BH7tE|H 7|&E Mol cis H7|1Mo 2 "HE7HE Lt

.

A BE 7l 3

A Ol 7|E} X%

(@)
o 1= o 1 11

0%
4
o

XMaM2 o= 0|E IAMID (Al-gﬂ- JNE=IN R 0=|o|') EE= 2lAA| ¢1Z2510{ HMAE 2T
LICt. AWS AWS O] I 0| X[0of M= =S Private Access@ AWS Management Console &7H At &

82 o 2 Sstex| dEELICH

AH B ol 58 4 Jje 88 w8 74 B 1049
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XHE|= AWS 22 74 ZHAEHIAE 7|

AWS Management Console Z2t0|8] HMAE= aws:VpcSourcelp AWS 2E2EH T HEHAE F|E
X|¢43tX| aws: SourceVpce &&LICE AWS Management Console Z2}0[5! A A
MAO|M aws:SourceVpc IAM 2742 CHAI AR E = l&LICH

AWS Management Console 2} O[5! HAM|A T AWSS} &7 2S5t Al

SourceVpc

Ml 0| & | MAd8H 2% 0| AWS Management Console TE & £ Q= CHY8 HERA
d8EE *E*%'EH—IEP AWS 4H|¢. Udtx{o 2 AWS MH|A 242 2 HEIK 231 24 Ao

MEZZAElE 2¥g E#stod FEELICE AWS Management Console AWS MH|AO[2{EF 2342
A 1 x| Qlol HEE £ U&LICH EoF 2F AL o VPC HEZQIE AWS AH|A ALE0i CHE A

2
2 MM e Zato|8! HMAE 3l VPCHIM AHE35tE{E ZE AfH|A0| CHEH

EE FM5tE Zd0| E4LICH AWS Management Console EE8H Ao MHE Z 204!
HMA 7|52 EH aws:SourceVpce 2t CHAl aws:SourceVpc IAM =742 A& 38H{oF ELICH AWS
Management Console O| AMof M= CtY et HE S| AEo| 25 Y Alof CHEE MR HEE M3 EL
Ct.

AEXHE of 23018t & A 222X 28T AWS Management Console ¥ M7 MHE =
EAStE Q™S T 5Ho4 Q™EELICH AWS Management Console AWS AMH|A AWS O & E04,
CloudWatch 22 Z Ci|O|EH 82 HEt XM &Y o|Fo{&ILICH Bt Amazon S3¢2 22 Y&
AWS MHIA 2£& 232 ¢ M0 Amazon S3Z2 5 A|E/L|C}.

M HEIR K 20| AL, AWS Management Console Z2}0[8! HMAE ARSI OFF A
T HAE|X| et&Lct oMLt obEtIHRIR, 2% VPCZ} monitoring.region.amazonaws.com
of tE5IE 8 Tt HERT BEE Sdll AMH|A0| =& ELICH VPCTL of CHE

com.amazonaws.region.monitoring VPC YIEZQIEZ M El FAL 22 CloudWatch si& VPC 2l
CxQIEE Sall Y ELICt CloudWatch off CHEt CloudWatch VPC JIEZQIET} s 42 2F2
VPC°I Internet GatewayE &3l T{E2] A= Z QIE0i CloudWatch =& & LICt. CloudWatch VPC ¢l

EZQIEE CloudWatch 83l £012 = QHEM = IAM Z740| aws: SourceVpc ME8E|H Y 22
aws:SourceVpce MYEELICH HEE AEXZQIEE CloudWatch 3l EEH St L2 & 9|
IP 42 aws:SourceIp MEELICEH IAM Z74 Z[oi CHEE AFM[EF HE = IAM ALE MEAMO| T
d 7|18 Fxs5hMlL.

Amazon S3 2&£2 W E& M Amazon S3 2&0| HAE LIFSHEE @ st= A1t 20| AWS
Management Console ¥ MM ZEA|ZE QMO AR UERXT BRI} CHELICH o|E-|%,_F _,qul
2 VPCHIM AlEE|X| to22 sHE MH|A0] CHsH VPCO| T4 &l vPC A= Z Q!

X|#El= AWS 2 ZUHHAE 7| %1 1.0 50


https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-sourcevpc
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LICt. O] A< Amazon S30i CHEt VPC RIEEZQIE T} QIHEIE, HE! S &2 LILEE 2= Amazon
L

S30i CHEt MMe] 22 Amazon S3 VPC AIEZQIEE AME5IX| et&LICH 3R | KB El= AH
A2 371 AWS Management Console Z2t0[H! AMHAE AIE35t= B2 olg{et & (0: Amazon

S3) ol ™ HEIAEO| aws:SourceVpec 274 7|7F L& ELICH aws: SourceVpc Azl 2
921 &2 Z2£& AWS Management Console Z2}0|8! HM|A A= ZQIET} HIZE|= VPC IDE EH

ElLct mektM XHY 5 7|8 HA0M aws : SourceVpe MEHE AFEE B2, AWS Management
Console Z2}O|H! HA|A 2010 Z2& A=EZQIEE SARSHE O VPCL| VPC IDE F7taHoF &
LICH aws:SourceVpce ZZ12 Ztzto| 230l E&= 2& VPC A= X QIE D2 MAELICH

(® Note

A X7 AWS Management Console Z2FO[E! MM A M R|BHE[X| &= MH|A 2&0 A
M ASHoF 3t B, aws:SourceIP = 9|E A 23504 AFZXo| ID 7|EF H=Hof of & THE
2 HERXT FA(H: 2804 HERXHT He) S5 £ &sHoF & LICt

Ctst HEXT A2V BtF k= & Al CloudTrail

AZRI7F MAEH 2 2ofl A2 E CHY S LIERT ZZ7I CloudTrail O|HIE 7|Z0fl AWS Management
Console Bt3EL|C},

M 22K 29| AL, AWS Management Console Z210|8! HMAZE AISSH T OFF W A
Z|X| &t&L|C}. CloudTrail O HEO|= MH|A API 20| AFREI VPC JIEZQIE DO ZHE 430
CHEE ME HEJF ZEHEILICH

F

AWS Management Console & ME{0] o|al] ZEA|L|= & 2| A2, CloudTrail O|HIE | VPC

e M2 HEIF ZHE[X] et &LICH SfR(EH HEt A MME 78'&" O Zest =71 23 (ol
AwsConsoleSignIn O|HE &®&) of= O|[HIE MF H=o| AWS 212/ VPC AEXZQIE ID7} 2
ZLch AWS 219

AWS Management Console ZZ}0|8! HMA S AFZEH| EAM2.

AWS Management Console Z2t0|H! HMA= T2 EO 7|S0|0H HIERZ L VPC MHoi| CHEF A

M x|Alo| 2 EfLct ol FHIME I:H-T-{-E 01z 3} 210] AWS Management Console X 2}0[5! o4
HAZ AR5 2 £ Ql= "2 A3t |}

AML- o HE=2 =2O0oH-d

CtYet HEXHZ Z27F 8P = & A CloudTrail A 1.0 51
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|

« Amazon EC2E A8t EAE M™

« Amazon2 A8t HIAE &% WorkSpaces

« |IAM HHE AME50{ VPC UH EIAE

Amazon EC2E A8 8t EIAE MY

Amazon Elastic Compute Cloud(Amazon EC2)= Amazon Web Services 22t =0 &% 7158t
AFE 82 NI ELICH Amazon EC2E8 AFE35t0{ #5tE 2| 7t MHHE #&5otn Eot Al -
EQZg FH5H AEEIXIE 2T £ U&LICH o] MHo|H= AWS Systems Manager?2| 7|5 ¢!
Fleet ManagerE AF235104 ¥ ClA3E ZZEZ(RDP)E AFHE 3= Amazon EC2 Windows QIAE
A0 AAZAg LIt

=+

—

0| OFHLHM = Amazon EC2 QIAEIA0|M Amazon ME A E2|X| MH|A0] CHEF AWS Management
Console Z2}0|8! HAM|A @dAS Mt #MBst7| 22 HAE &3 EoiELCt o Ri& Mo
Amazon EC20{| A 0| 7|52 AlZt&lste Ol AAEE HERT H™E st FM5t= o AHSELITH
AWS CloudFormation .

ol 1 =

otziel ctolo{2 32 Amazon EC2E AH&35H0{ AWS Management Console Z20[H! HM[A AZof
HM|ASHE HIEZEE HEELICE o{7|0M= AHEXI7F ZE2tO|8] IEZQIEE A8 350 Amazon
S30f st W2 Eo{ELICt

Amazon EC2E AMSEtHAE MHY B 1.0 52


https://docs.aws.amazon.com/ec2/?icmpid=docs_homepage_compute
https://docs.aws.amazon.com/systems-manager/latest/userguide/fleet.html
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Client connects to the Fleet
manager using Key pair.

AWS Cloud Private Hosted Zone: amazon.com
« console.aws.amazon.com

« region.console.aws.amazon.com
+ signin.aws.amazon.com

Authenticated session connection
to Windows Server using the

1 + region.signin.aws.amazon.com Remote Desktop Protocol (RDP).
@ . + resource-explorer.console.aws.amazon.com
+ s3.console.aws.amazon.com . . .
= & + support.console.aws.amazon.com EC2 |nstance.conf|rm5. credentials
Client AWS Systems Manager + global.console.aws.amazon.com for IAM role in use as instance
Fleet Manager

profile.

EC2 instance profile role
permissions check.

5 | :-.I=ﬂ Sign In VPC : Initiate browser session in EC2
" & — Endpoint A@ instance.
i Amazon EC2 Windows gmf{ E» @ : g::;:;’:ﬁ: Route53 resolver with endpoint
: Instance Comate VPC | (Amazon 53) address.
i T Endpoint :
| ] a @ Private Sign in endpoint.
> E— |

Console VPC
S3 Service Endpoint

v a n S3 service private endpoint.

1AM Role IAM Policy Connected to S3 service via
private endpoint.

“ Private Console endpoint.

el

CHS AWS CloudFormation RIE5!E SAtstod LIER 3 A Mol 3EHAH M AASE Thdol| X%
LICtH

(® Note

O| AWS CloudFormation El&3!2 24%H o|Aztd (ROHH|E) X[l M X|HEIX| eiE 7 EE
A& gLt

AWS Management Console Z2}0[5! HA|A B3 Amazon EC2 & E %! AWS CloudFormation

Description: |
AWS Management Console Private Access.
Parameters:
VpcCIDR:
Type: String
Default: 172.16.0.0/16
Description: CIDR range for VPC

Ec2KeyPair:
Type: AWS::EC2::KeyPair::KeyName
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Description: The EC2 KeyPair to use to connect to the Windows instance

PublicSubnetl1CIDR:
Type: String
Default: 172.16.1.
Description: CIDR

PublicSubnet2CIDR:
Type: String
Default: 172.16.0.
Description: CIDR

PublicSubnet3CIDR:
Type: String
Default: 172.16.2.
Description: CIDR

PrivateSubnet1CIDR:
Type: String
Default: 172.16.4.
Description: CIDR

PrivateSubnet2CIDR:
Type: String
Default: 172.16.5.
Description: CIDR

PrivateSubnet3CIDR:
Type: String
Default: 172.16.3.
Description: CIDR

LatestWindowsAmiId:

0/24
range

0/24
range

0/24
range

0/24
range

0/24
range

0/24
range

for

for

for

for

for

for

Public Subnet A

Public Subnet B

Public Subnet C

Private Subnet A

Private Subnet B

Private Subnet C

Type: 'AWS::SSM::Parameter::Value<AWS::EC2::Image
Default: '/aws/service/ami-windows-latest/Windows_Server-2022-English-Full-Base'

InstanceTypeParameter:

Type: String

Default: 't2.medium'

Resources:

HAHBHHBEHHAHEHHAH AR HAHHRHH
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# VPC AND SUBNETS
HAHBHHBEHHAHEHHAH AR HAHHRHH

AppVPC:
Type: 'AWS::EC2::VPC'
Properties:

CidrBlock: !Ref VpcCIDR
InstanceTenancy: default
EnableDnsSupport: true

EnableDnsHostnames: true

PublicSubnetA:
Type: '"AWS::EC2::Subnet'
Properties:
VpcId: !Ref AppVPC
CidrBlock: !Ref PublicSubnetl1CIDR
MapPublicIpOnLaunch: true

AvailabilityZone:
Fn::Select:
-0
- Fn::GetAZs: ""
PublicSubnetB:
Type: 'AWS::EC2::Subnet'
Properties:

VpcId: !Ref AppVPC
CidrBlock: !'Ref PublicSubnet2CIDR
MapPublicIpOnLaunch: true

AvailabilityZone:
Fn::Select:
-1
- Fn::GetAZs: ""
PublicSubnetC:
Type: '"AWS::EC2::Subnet'
Properties:

VpcId: !Ref AppVPC
CidrBlock: !'Ref PublicSubnet3CIDR
MapPublicIpOnLaunch: true
AvailabilityZone:
Fn::Select:
-2
- Fn::GetAZs: ""
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PrivateSubnetA:
Type: 'AWS::EC2::Subnet'
Properties:
VpcId: !Ref AppVPC
CidrBlock: !'Ref PrivateSubnetlCIDR

AvailabilityZone:
Fn::Select:
-0
- Fn::GetAZs: ""
PrivateSubnetB:
Type: 'AWS::EC2::Subnet'
Properties:

VpcId: !Ref AppVPC
CidrBlock: !Ref PrivateSubnet2CIDR

AvailabilityZone:
Fn::Select:
-1
- Fn::GetAZs: ""
PrivateSubnetC:
Type: 'AWS::EC2::Subnet'
Properties:

VpcId: !Ref AppVPC
CidrBlock: !'Ref PrivateSubnet3CIDR
AvailabilityZone:
Fn::Select:
-2
- Fn::GetAZs: ""

InternetGateway:
Type: AWS::EC2::InternetGateway

InternetGatewayAttachment:
Type: AWS::EC2::VPCGatewayAttachment
Properties:
InternetGatewayId: !Ref InternetGateway
VpcId: !Ref AppVPC

NatGatewayEIP:
Type: AWS::EC2::EIP
DependsOn: InternetGatewayAttachment

NatGateway:
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Type: AWS::EC2::NatGateway

Properties:
AllocationId: !GetAtt NatGatewayEIP.AllocationId
SubnetId: !Ref PublicSubnetA

HHHHHHHHHHSHBH B H AR A RS RS HH
# Route Tables
HHHHHHHHHHSHBH B H AR A RS RS HH

PrivateRouteTable:
Type: 'AWS::EC2::RouteTable'
Properties:

VpcId: !Ref AppVPC

DefaultPrivateRoute:
Type: AWS::EC2::Route
Properties:
RouteTableId: !Ref PrivateRouteTable
DestinationCidrBlock: 0.0.0.0/0
NatGatewayId: !Ref NatGateway

PrivateSubnetRouteTableAssociationl:
Type: 'AWS::EC2::SubnetRouteTableAssociation'
Properties:
RouteTableId: !Ref PrivateRouteTable
SubnetId: !Ref PrivateSubnetA

PrivateSubnetRouteTableAssociation2:
Type: 'AWS::EC2::SubnetRouteTableAssociation'
Properties:
RouteTableId: !Ref PrivateRouteTable
SubnetId: !Ref PrivateSubnetB

PrivateSubnetRouteTableAssociation3:
Type: 'AWS::EC2::SubnetRouteTableAssociation'
Properties:
RouteTableId: !Ref PrivateRouteTable
SubnetId: !Ref PrivateSubnetC

PublicRouteTable:
Type: AWS::EC2::RouteTable
Properties:
VpcId: !Ref AppVPC
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DefaultPublicRoute:
Type: AWS::EC2::Route
DependsOn: InternetGatewayAttachment
Properties:
RouteTableId: !Ref PublicRouteTable
DestinationCidrBlock: 0.0.0.0/0
GatewayId: !Ref InternetGateway

PublicSubnetARouteTableAssociationl:
Type: AWS::EC2::SubnetRouteTableAssociation
Properties:
RouteTableId: !Ref PublicRouteTable
SubnetId: !'Ref PublicSubnetA

PublicSubnetBRouteTableAssociation2:
Type: AWS::EC2::SubnetRouteTableAssociation
Properties:
RouteTableId: !Ref PublicRouteTable
SubnetId: !'Ref PublicSubnetB

PublicSubnetBRouteTableAssociation3:
Type: AWS::EC2::SubnetRouteTableAssociation
Properties:
RouteTableId: !Ref PublicRouteTable
SubnetId: !'Ref PublicSubnetC

HAHBHHBEHHAHEHHAH AR HAHHRHH
# SECURITY GROUPS
HAHBHHBEHHAHEHHAH AR HAHHRHH

VPCEndpointSecurityGroup:
Type: 'AWS::EC2::SecurityGroup'
Properties:
GroupDescription: Allow TLS for VPC Endpoint
VpcId: !Ref AppVPC
SecurityGroupIngress:
- IpProtocol: tcp
FromPort: 443
ToPort: 443
CidrIp: !GetAtt AppVPC.CidrBlock

EC2SecurityGroup:
Type: 'AWS::EC2::SecurityGroup'
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Properties:
GroupDescription: Default EC2 Instance
VpcId: !Ref AppVPC

HAHBHHAHHAHBHHRH R HBHHRHH
# VPC ENDPOINTS
HAHBHHAHHAHBHHRH R HBHHRHH

VPCEndpointGatewayS3:
Type: 'AWS::EC2::VPCEndpoint'
Properties:

ServiceName: !Sub 'com.amazonaws.${AWS
VpcEndpointType: Gateway
VpcId: !Ref AppVPC
RouteTablelds:
- IRef PrivateRouteTable

VPCEndpointInterfaceSSM:
Type: 'AWS::EC2::VPCEndpoint'
Properties:
VpcEndpointType: Interface
PrivateDnsEnabled: false
SubnetIds:
- IRef PrivateSubnetA
- !IRef PrivateSubnetB
SecurityGroupIds:
- IRef VPCEndpointSecurityGroup
ServiceName: !Sub 'com.amazonaws.${AWS
VpcId: !Ref AppVPC

VPCEndpointInterfaceEc2messages:
Type: 'AWS::EC2::VPCEndpoint'
Properties:

VpcEndpointType: Interface
PrivateDnsEnabled: false
SubnetIds:

- IRef PrivateSubnetA

- IRef PrivateSubnetB

- IRef PrivateSubnetC
SecurityGroupIds:

- IRef VPCEndpointSecurityGroup

ServiceName: !Sub 'com.amazonaws.${AWS::Region}.ec2messages'’

VpcId: !Ref AppVPC

SG

::Region}.s3'

: :Region}.ssm'
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VPCEndpointInterfaceSsmmessages:
Type: 'AWS::EC2::VPCEndpoint'
Properties:

VpcEndpointType: Interface
PrivateDnsEnabled: false
SubnetIds:
- IRef PrivateSubnetA
- IRef PrivateSubnetB
- IRef PrivateSubnetC
SecurityGroupIds:
- IRef VPCEndpointSecurityGroup
ServiceName: !Sub 'com.amazonaws.${AWS::Region}.ssmmessages'
VpcId: !Ref AppVPC

VPCEndpointInterfaceSignin:
Type: 'AWS::EC2::VPCEndpoint'
Properties:
VpcEndpointType: Interface
PrivateDnsEnabled: false
SubnetIds:
- IRef PrivateSubnetA
- !Ref PrivateSubnetB
- IRef PrivateSubnetC
SecurityGroupIds:
- IRef VPCEndpointSecurityGroup
ServiceName: !Sub 'com.amazonaws.${AWS::Region}.signin'
VpcId: !Ref AppVPC

VPCEndpointInterfaceConsole:
Type: 'AWS::EC2::VPCEndpoint'
Properties:
VpcEndpointType: Interface
PrivateDnsEnabled: false
SubnetIds:
- IRef PrivateSubnetA
- IRef PrivateSubnetB
- IRef PrivateSubnetC
SecurityGroupIds:
- IRef VPCEndpointSecurityGroup
ServiceName: !Sub 'com.amazonaws.${AWS::Region}.console'
VpcId: !Ref AppVPC

HAHBHHBHHAHBHHBHBRHAHHRHH
# ROUTE53 RESOURCES
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HAHBHHAHHAHBHHRH R HBHHRHH

ConsoleHostedZone:
Type: "AWS::Route53::HostedZone"
Properties:
HostedZoneConfig:
Comment: 'Console VPC Endpoint Hosted Zone'
Name: 'console.aws.amazon.com'
VPCs:
VPCId: !Ref AppVPC
VPCRegion: !Ref "AWS::Region"

ConsoleRecordGlobal:
Type: AWS::Route53::RecordSet
Properties:
HostedZoneld: !Ref 'ConsoleHostedZone'
Name: 'console.aws.amazon.com'
AliasTarget:
DNSName: !Select ['1l', !Split [':', !Select ['0Q', !GetAtt
VPCEndpointInterfaceConsole.DnsEntries]]]
HostedZoneld: !Select ['Q', !Split [':', !Select ['Q', !GetAtt
VPCEndpointInterfaceConsole.DnsEntries]]]
Type: A

GlobalConsoleRecord:
Type: AWS::Route53::RecordSet
Properties:
HostedZoneld: !Ref 'ConsoleHostedZone'
Name: 'global.console.aws.amazon.com'
AliasTarget:
DNSName: !Select ['1l', !Split [':', !Select ['0Q', !GetAtt
VPCEndpointInterfaceConsole.DnsEntries]]]
HostedZoneld: !Select ['Q', !Split [':', !Select ['Q', !GetAtt
VPCEndpointInterfaceConsole.DnsEntries]]]
Type: A

ConsoleS3ProxyRecordGlobal:
Type: AWS::Route53::RecordSet
Properties:
HostedZoneld: !Ref 'ConsoleHostedZone'
Name: 's3.console.aws.amazon.com'
AliasTarget:
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DNSName: !Select ['1l', !Split [':', !Select ['0Q', !GetAtt
VPCEndpointInterfaceConsole.DnsEntries]]]
HostedZoneld: !Select ['Q', !Split [':', !Select ['0Q', !GetAtt
VPCEndpointInterfaceConsole.DnsEntries]]]
Type: A

ConsoleSupportProxyRecordGlobal:
Type: AWS::Route53::RecordSet
Properties:
HostedZoneId: !Ref 'ConsoleHostedZone'
Name: "support.console.aws.amazon.com"
AliasTarget:
DNSName: !Select ['1l', !Split [':', !Select ['0Q', !GetAtt
VPCEndpointInterfaceConsole.DnsEntries]]]
HostedZoneld: !Select ['Q', !Split [':', !Select ['0Q', !GetAtt
VPCEndpointInterfaceConsole.DnsEntries]]]
Type: A

ExplorerProxyRecordGlobal:
Type: AWS::Route53::RecordSet
Properties:
HostedZoneId: !Ref 'ConsoleHostedZone'
Name: "resource-explorer.console.aws.amazon.com"
AliasTarget:
DNSName: !Select ['1l', !Split [':', !Select ['0Q', !GetAtt
VPCEndpointInterfaceConsole.DnsEntries]]]
HostedZoneld: !Select ['Q', !Split [':', !Select ['0Q', !GetAtt
VPCEndpointInterfaceConsole.DnsEntries]]]
Type: A

ConsoleRecordRegional:
Type: AWS::Route53::RecordSet
Properties:
HostedZoneIld: !Ref 'ConsoleHostedZone'
Name: !Sub "${AWS::Region}.console.aws.amazon.com"
AliasTarget:
DNSName: !Select ['1l', !Split [':', !Select ['0Q', !GetAtt
VPCEndpointInterfaceConsole.DnsEntries]]]
HostedZoneld: !Select ['Q', !Split [':', !Select ['0Q', !GetAtt
VPCEndpointInterfaceConsole.DnsEntries]]]
Type: A

SigninHostedZone:
Type: "AWS::Route53::HostedZone"
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Properties:
HostedZoneConfig:
Comment: 'Signin VPC Endpoint Hosted Zone'
Name: 'signin.aws.amazon.com'
VPCs:
VPCId: !Ref AppVPC
VPCRegion: !Ref "AWS::Region"

SigninRecordGlobal:
Type: AWS::Route53::RecordSet
Properties:
HostedZoneId: !Ref 'SigninHostedZone'
Name: 'signin.aws.amazon.com'
AliasTarget:
DNSName: !Select ['1l', !Split [':', !Select ['0Q', !GetAtt
VPCEndpointInterfaceSignin.DnsEntries]]]
HostedZoneld: !Select ['Q', !Split [':', !Select ['Q', !GetAtt
VPCEndpointInterfaceSignin.DnsEntries]]]
Type: A

SigninRecordRegional:
Type: AWS::Route53::RecordSet
Properties:
HostedZoneId: !Ref 'SigninHostedZone'
Name: !Sub "${AWS::Region}.signin.aws.amazon.com"
AliasTarget:
DNSName: !Select ['1l', !Split [':', !Select ['0Q', !GetAtt
VPCEndpointInterfaceSignin.DnsEntries]]]
HostedZoneld: !Select ['Q', !Split [':', !Select ['Q', !GetAtt
VPCEndpointInterfaceSignin.DnsEntries]]]
Type: A

HAHBHHBEHHAHEHHAH AR HAHHRHH
# EC2 INSTANCE
HAHBHHBEHHAH AR HAH AR HAHHRHH

Ec2InstanceRole:
Type: AWS::IAM::Role
Properties:
AssumeRolePolicyDocument:
Version: 2012-10-17
Statement:
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Effect: Allow
Principal:
Service:
- ec2.amazonaws.com
Action:
- sts:AssumeRole
Path: /
ManagedPolicyAzrns:
- arn:aws:iam::aws:policy/AmazonSSMManagedInstanceCore

Ec2InstanceProfile:
Type: AWS::IAM::InstanceProfile
Properties:
Path: /
Roles:
- IRef Ec2InstanceRole

EC2WinInstance:
Type: 'AWS::EC2::Instance’
Properties:
Imageld: !Ref LatestWindowsAmiId
IamInstanceProfile: !Ref Ec2InstanceProfile
KeyName: !Ref Ec2KeyPair
InstanceType:

Ref: InstanceTypeParameter
SubnetId: !Ref PrivateSubnetA
SecurityGroupIds:

- Ref: EC2SecurityGroup
BlockDeviceMappings:

- DeviceName: /dev/sdal

Ebs:
VolumeSize: 50
Tags:
- Key: "Name"
Value: "Console VPCE test instance"
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AWS Management Console
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VpcCIDR:
Type: String
Default: 172.16.0.
Description: CIDR

PublicSubnet1CIDR:
Type: String
Default: 172.16.1.
Description: CIDR

PublicSubnet2CIDR:
Type: String
Default: 172.16.0.
Description: CIDR

PrivateSubnet1CIDR:
Type: String
Default: 172.16.4.
Description: CIDR

PrivateSubnet2CIDR:
Type: String
Default: 172.16.5.
Description: CIDR

# Amazon WorkSpaces is available in a subset of the Availability Zones for each

supported Region.

# https://docs.aws.amazon.com/workspaces/latest/adminguide/azs-workspaces.html

Mappings:
RegionMap:
us-east-1:
azl: usel-az2
az2: usel-az4
az3: usel-az6
us-west-2:
azl: usw2-azl
az2: usw2-az2
az3: usw2-az3
ap-south-1:
azl: apsl-azl
az2: apsl-az2
az3: apsl-az3
ap-northeast-2:
azl: apne2-azl

0/16
range

0/24
range

0/24
range

0/24
range

0/24
range

for

for

for

for

for

VPC

Public Subnet A

Public Subnet B

Private Subnet A

Private Subnet B
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az2: apne2-az3
ap-southeast-1:
azl: apsel-azl
az2: apsel-az2
ap-southeast-2:
azl: apse2-azl
az2: apse2-az3
ap-northeast-1:
azl: apnel-azl
az2: apnel-az4
ca-central-1:
azl: cacl-azl
az2: cacl-az2
eu-central-1:
azl: eucl-az2
az2: eucl-az3
eu-west-1:
azl: euwl-azl
az2: euwl-az2
eu-west-2:
azl: euw2-az2
az2: euw2-az3
sa-east-1:
azl: sael-azl
az2: sael-az3

Resources:

iamLambdaExecutionRole:
Type: AWS::IAM::Role
Properties:
AssumeRolePolicyDocument:
Version: 2012-10-17
Statement:
- Effect: Allow
Principal:
Service:
- lambda.amazonaws.com
Action:
- 'sts:AssumeRole'
ManagedPolicyArns:
- arn:aws:iam::aws:policy/service-role/AWSLambdaBasicExecutionRole
Policies:
- PolicyName: describe-ec2-az
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PolicyDocument:
Version: "2012-10-17"
Statement:
- Effect: Allow
Action:
- 'ec2:DescribeAvailabilityZones'
Resource: '*'
MaxSessionDuration: 3600
Path: /service-role/

fnZoneldtoZoneName:
Type: AWS::Lambda::Function
Properties:
Runtime: python3.8
Handler: index.lambda_handler
Code:
ZipFile: |
import boto3
import cfnresponse

def zoneld_to_zoneName(event, context):
responseData = {3}
ec2 = boto3.client('ec2')
describe_az = ec2.describe_availability_zones()
for az in describe_az['AvailabilityZones']:
if event['ResourceProperties']['Zoneld'] ==

responseData, str(az['Zoneld']))
def no_op(event, context):

print(event)
responseData = {3}

cfnresponse.send(event, context, cfnresponse.SUCCESS, responseData,

str(event['RequestId']))

def lambda_handler(event, context):

if event['RequestType'] == ('Create' or 'Update'):

zoneld_to_zoneName(event, context)
else:
no_op(event, context)
Role: !GetAtt iamLambdaExecutionRole.Arn

getAZl:

az['Zoneld']:
responseData['ZoneName'] = az['ZoneName']
cfnresponse.send(event, context, cfnresponse.SUCCESS,
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Type: "Custom::zone-id-zone-name"
Properties:
ServiceToken: !GetAtt fnZoneldtoZoneName.Arn

Zoneld: !FindInMap [ RegionMap, !Ref 'AWS::Region', azl ]

getAZ2:
Type: "Custom::zone-id-zone-name"
Properties:

ServiceToken: !GetAtt fnZoneIldtoZoneName.Arn

Zoneld: !FindInMap [ RegionMap, !Ref 'AWS::Region', az2 ]

HAHBHHAHHAHBHHRH R HBHHRHH
# VPC AND SUBNETS
HAHBHHAHHAHBHHRH R HBHHRHH

AppVPC:
Type: 'AWS::EC2::VPC'
Properties:

CidrBlock: !Ref VpcCIDR
InstanceTenancy: default
EnableDnsSupport: true

EnableDnsHostnames: true

PublicSubnetA:
Type: 'AWS::EC2::Subnet'
Properties:
VpcId: !Ref AppVPC
CidrBlock: !Ref PublicSubnetlCIDR
MapPublicIpOnLaunch: true
AvailabilityZone: !GetAtt getAZl.ZoneName

PublicSubnetB:
Type: 'AWS::EC2::Subnet'
Properties:
VpcId: !Ref AppVPC
CidrBlock: !Ref PublicSubnet2CIDR
MapPublicIpOnLaunch: true
AvailabilityZone: !GetAtt getAZ2.ZoneName

PrivateSubnetA:
Type: 'AWS::EC2::Subnet'
Properties:
VpcId: !Ref AppVPC
CidrBlock: !Ref PrivateSubnetlCIDR
AvailabilityZone: !GetAtt getAZl.ZoneName
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PrivateSubnetB:
Type: '"AWS::EC2::Subnet'
Properties:
VpcId: !Ref AppVPC
CidrBlock: !Ref PrivateSubnet2CIDR
AvailabilityZone: !GetAtt getAZ2.ZoneName

InternetGateway:
Type: AWS::EC2::InternetGateway

InternetGatewayAttachment:
Type: AWS::EC2::VPCGatewayAttachment
Properties:
InternetGatewayId: !Ref InternetGateway
VpcId: !Ref AppVPC

NatGatewayEIP:
Type: AWS::EC2::EIP
DependsOn: InternetGatewayAttachment

NatGateway:
Type: AWS::EC2::NatGateway
Properties:
AllocationId: !GetAtt NatGatewayEIP.AllocationId
SubnetId: !Ref PublicSubnetA

HHHHHHHHHHSHBH B H AR A RS RS HH
# Route Tables
HHHHHHHHHHSHBH B H AR A RS RS HH

PrivateRouteTable:
Type: 'AWS::EC2::RouteTable'
Properties:
VpcId: !Ref AppVPC

DefaultPrivateRoute:
Type: AWS::EC2::Route
Properties:
RouteTableId: !Ref PrivateRouteTable
DestinationCidrBlock: 0.0.0.0/0
NatGatewayId: !Ref NatGateway

PrivateSubnetRouteTableAssociationl:
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Type: 'AWS::EC2::SubnetRouteTableAssociation'
Properties:
RouteTableId: !Ref PrivateRouteTable
SubnetId: !Ref PrivateSubnetA

PrivateSubnetRouteTableAssociation2:
Type: 'AWS::EC2::SubnetRouteTableAssociation'
Properties:
RouteTableId: !Ref PrivateRouteTable
SubnetId: !Ref PrivateSubnetB

PublicRouteTable:
Type: AWS::EC2::RouteTable
Properties:
VpcId: !Ref AppVPC

DefaultPublicRoute:
Type: AWS::EC2::Route
DependsOn: InternetGatewayAttachment
Properties:
RouteTableId: !Ref PublicRouteTable
DestinationCidrBlock: 0.0.0.0/0
GatewayId: !Ref InternetGateway

PublicSubnetARouteTableAssociationl:
Type: AWS::EC2::SubnetRouteTableAssociation
Properties:
RouteTableId: !Ref PublicRouteTable
SubnetId: !'Ref PublicSubnetA

PublicSubnetBRouteTableAssociation2:
Type: AWS::EC2::SubnetRouteTableAssociation
Properties:
RouteTableId: !Ref PublicRouteTable
SubnetId: !'Ref PublicSubnetB

HAHBHHBEHHAH AR HAH AR HAHHRHH
# SECURITY GROUPS
HAHBHHBEHHAH AR HAH AR HAHHRHH

VPCEndpointSecurityGroup:
Type: 'AWS::EC2::SecurityGroup'
Properties:
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GroupDescription: Allow TLS for VPC Endpoint
VpcId: !Ref AppVPC
SecurityGroupIngress:
- IpProtocol: tcp
FromPort: 443
ToPort: 443
CidrIp: !GetAtt AppVPC.CidrBlock

HAHBHHAHHAHBHHRH R HBHHRHH
# VPC ENDPOINTS
HAHBHHAHHAHBHHRH R HBHHRHH

VPCEndpointGatewayS3:
Type: 'AWS::EC2::VPCEndpoint'
Properties:

ServiceName: !Sub 'com.amazonaws.${AWS::Region}.s3"
VpcEndpointType: Gateway
VpcId: !Ref AppVPC
RouteTablelds:
- IRef PrivateRouteTable

VPCEndpointInterfaceSignin:
Type: '"AWS::EC2::VPCEndpoint'
Properties:
VpcEndpointType: Interface
PrivateDnsEnabled: false
SubnetIds:
- IRef PrivateSubnetA
- IRef PrivateSubnetB
SecurityGroupIds:
- IRef VPCEndpointSecurityGroup
ServiceName: !Sub 'com.amazonaws.${AWS::Region}.signin'
VpcId: !Ref AppVPC

VPCEndpointInterfaceConsole:
Type: 'AWS::EC2::VPCEndpoint'
Properties:
VpcEndpointType: Interface
PrivateDnsEnabled: false
SubnetIds:
- IRef PrivateSubnetA
- IRef PrivateSubnetB
SecurityGroupIds:
- IRef VPCEndpointSecurityGroup
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ServiceName: !Sub 'com.amazonaws.${AWS::Region}.console’
VpcId: !Ref AppVPC

HAHBHHBEHHAHEHHAH AR HAHHRHH
# ROUTE53 RESOURCES
HAHBHHBEHHAHEHHAH AR HAHHRHH

ConsoleHostedZone:
Type: "AWS::Routeb53::HostedZone"
Properties:
HostedZoneConfig:
Comment: 'Console VPC Endpoint Hosted Zone'
Name: 'console.aws.amazon.com'
VPCs:
VPCId: !Ref AppVPC
VPCRegion: !Ref "AWS::Region"

ConsoleRecordGlobal:
Type: AWS::Route53::RecordSet
Properties:
HostedZoneIld: !Ref 'ConsoleHostedZone'
Name: 'console.aws.amazon.com'
AliasTarget:
DNSName: !Select ['1l', !Split [':', !Select ['0Q', !GetAtt
VPCEndpointInterfaceConsole.DnsEntries]]]
HostedZoneld: !Select ['Q', !Split [':', !Select ['0Q', !GetAtt
VPCEndpointInterfaceConsole.DnsEntries]]]
Type: A

GlobalConsoleRecord:
Type: AWS::Route53::RecordSet
Properties:
HostedZoneId: !Ref 'ConsoleHostedZone'
Name: 'global.console.aws.amazon.com'
AliasTarget:
DNSName: !Select ['1l', !Split [':', !Select ['0Q', !GetAtt
VPCEndpointInterfaceConsole.DnsEntries]]]
HostedZoneld: !Select ['Q', !Split [':', !Select ['0Q', !GetAtt
VPCEndpointInterfaceConsole.DnsEntries]]]
Type: A

ConsoleS3ProxyRecordGlobal:
Type: AWS::Route53::RecordSet
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Properties:
HostedZoneIld: !Ref 'ConsoleHostedZone'
Name: 's3.console.aws.amazon.com'
AliasTarget:
DNSName: !Select ['1l', !Split [':', !Select ['0Q', !GetAtt
VPCEndpointInterfaceConsole.DnsEntries]]]
HostedZoneld: !Select ['Q', !Split [':', !Select ['0Q', !GetAtt
VPCEndpointInterfaceConsole.DnsEntries]]]
Type: A

ConsoleSupportProxyRecordGlobal:
Type: AWS::Route53::RecordSet
Properties:
HostedZoneId: !Ref 'ConsoleHostedZone'
Name: "support.console.aws.amazon.com"
AliasTarget:
DNSName: !Select ['1l', !Split [':', !Select ['0Q', !GetAtt
VPCEndpointInterfaceConsole.DnsEntries]]]
HostedZoneld: !Select ['Q', !Split [':', !Select ['0Q', !GetAtt
VPCEndpointInterfaceConsole.DnsEntries]]]
Type: A

ExplorerProxyRecordGlobal:
Type: AWS::Route53::RecordSet
Properties:
HostedZoneId: !Ref 'ConsoleHostedZone'
Name: "resource-explorer.console.aws.amazon.com"
AliasTarget:
DNSName: !Select ['1l', !Split [':', !Select ['0Q', !GetAtt
VPCEndpointInterfaceConsole.DnsEntries]]]
HostedZoneld: !Select ['Q', !Split [':', !Select ['0Q', !GetAtt
VPCEndpointInterfaceConsole.DnsEntries]]]
Type: A

ConsoleRecordRegional:
Type: AWS::Route53::RecordSet
Properties:
HostedZoneld: !Ref 'ConsoleHostedZone'
Name: !Sub "${AWS::Region}.console.aws.amazon.com"
AliasTarget:
DNSName: !Select ['1l', !Split [':', !Select ['0Q', !GetAtt
VPCEndpointInterfaceConsole.DnsEntries]]]
HostedZoneld: !Select ['Q', !Split [':', !Select ['0Q', !GetAtt
VPCEndpointInterfaceConsole.DnsEntries]]]
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Type: A

SigninHostedZone:
Type: "AWS::Route53::HostedZone"
Properties:
HostedZoneConfig:
Comment: 'Signin VPC Endpoint Hosted Zone'
Name: 'signin.aws.amazon.com'
VPCs:
VPCId: !Ref AppVPC
VPCRegion: !Ref "AWS::Region"

SigninRecordGlobal:
Type: AWS::Route53::RecordSet
Properties:
HostedZoneId: !Ref 'SigninHostedZone'
Name: 'signin.aws.amazon.com'
AliasTarget:
DNSName: !Select ['1l', !Split [':', !Select ['0Q', !GetAtt
VPCEndpointInterfaceSignin.DnsEntries]]]
HostedZoneld: !Select ['Q', !Split [':', !Select ['Q', !GetAtt
VPCEndpointInterfaceSignin.DnsEntries]]]
Type: A

SigninRecordRegional:
Type: AWS::Route53::RecordSet
Properties:
HostedZoneId: !Ref 'SigninHostedZone'
Name: !Sub "${AWS::Region}.signin.aws.amazon.com"
AliasTarget:
DNSName: !Select ['1l', !Split [':', !Select ['0Q', !GetAtt
VPCEndpointInterfaceSignin.DnsEntries]]]
HostedZoneld: !Select ['Q', !Split [':', !Select ['Q', !GetAtt
VPCEndpointInterfaceSignin.DnsEntries]]]
Type: A

HHAHHAHH SRR HH R HHHHHHHHHH
# WORKSPACE RESOURCES
HHAHHAHH SRR SRR HHHHHRHHHH
ADAdminSecret:
Type: AWS::SecretsManager::Secret
Properties:
Name: "ADAdminSecret"
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Description: "Password for directory services admin"
GenerateSecretString:
SecretStringTemplate: '{"username": "Admin"}'
GenerateStringKey: password
PasswordLength: 30
ExcludeCharacters: '"@/\'

WorkspaceSimpleDirectory:
Type: AWS::DirectoryService::SimpleAD
DependsOn: AppVPC
DependsOn: PrivateSubnetA
DependsOn: PrivateSubnetB
Properties:
Name: "corp.awsconsole.com"
Password: '{{resolve:secretsmanager:ADAdminSecret:SecretString:password}}"
Size: "Small"
VpcSettings:
SubnetIds:
- Ref: PrivateSubnetA
- Ref: PrivateSubnetB

Vpcld:
Ref: AppVPC
Outputs:
PrivateSubnetA:

Description: Private Subnet A
Value: !Ref PrivateSubnetA

PrivateSubnetB:
Description: Private Subnet B
Value: !Ref PrivateSubnetB

WorkspaceSimpleDirectory:
Description: Directory to be used for Workspaces
Value: !Ref WorkspaceSimpleDirectory

WorkspacesAdminPassword:

Description : "The ARN of the Workspaces admin's password. Navigate to the Secrets
Manager in the AWS Console to view the value."

Value: !Ref ADAdminSecret
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AWS Management Console
PrivateConsoleNetworkForS3 & X
‘ Delete ‘ ‘ Update ‘ ‘ Stack actions ¥ ‘ ‘ Create stack ¥
stack info Events Resources Outputs Parameters Template Change sets
Outputs (4)
Q, Search outputs ‘ 1 &
Key 'y Value v Description v ‘ Export name
subnet-
PrivateSubnetA Private Subnet A -
0dbb336fdb5467891
subnet-
Private Subnet B -
00ad943c5d84fd13a
The ARN of the Workspaces
admin's password. Navigate
to the Secrets Manager in -
the AWS Console to view

arn:aws:secretsmanager:us-

PrivateSubnetB
east-

1:425341151473:5ecretAD
AdminSecret-HRT1MHT

WorkspacesAdminPassword
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Directories (1) info Actions ¥ Create Directory [
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ID name type
d- .
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J‘;‘- @ M. Virginia = ﬁ vpcetestinguser (@ B LA

AWS Management Console X ‘,I
Private Access

You are using a private endpoint
connection to the AWS Management
Console. Some Regions and services

might not be available. Learn more[2

9 VPC ID: vpc-Sael= il 5ol
Settilgs [P VPCE ID: vpce- = . 1 FiFrL

IAM EH S AFE 504 VPC EE EHIAE

Amazon EC2E WorkSpaces AFE 5l 7Lt AMAE X|BH5t= IAM H2E HixE 5o MHet VPCE =
V2 HAEEY = A&LCH

orgfel M2 X|™HE VPCE Amazon S37t AFE K| &t = & Amazon S304| CHEF HMAE HEF L
Ct.

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Deny",
"Action": "S3:*",
"Resource": "*",
"Condition": {
"StringNotEqualsIfExists": {
"aws:SourceVpc": "sourceVPC"
I
"Bool": {
"aws:ViaAwsService": "false"
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}
}
]
}
CtS Y2 2301 A= ZIEof CHEF AWS Management Console Z2t0[H! HM|A HA S AL 504
MESH AWS A Dol CiEt 23¢elE AgterLct

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": "*",
"Action": "*",
"Resource": "*",
"Condition": {
"StringEquals": {
"aws:PrincipalAccount": [
"AWSAccountID"
]
}
}
}
]
}
HEo| &35t X| 2= IDE HZEE F2 O3 22 27 H0|X[7F EA|IELICEH

Your account doesn't have permission to use AWS Management Console Private Access
Your corporate network uses AWS Management Console Private Access, which only allows sign-ins from specific authorized accounts.
To access this account, sign in from a different network, or contact your administrator for more information.

| Logout |
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VPC

R53 Resolver

Console
Endpoint

DNS Query for Console access is forwarded to local DNS
Server from user laptop

Using conditional forwarding, DNS queries are forwarded to
Inbound R53 Resolver Endpoint

Corporate Office B DNS queries are forwarded over AWS Site to Site VPN

DNS Query lands on to Inbound R53 resolver Endpoint in
m VPC
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e — From resolver endpoint queries are forwarded to R53
us-east-1 Region £ IPSec VPN resolver that is VPC + .2
]
H -7

Private Hosted
Zone

Ot DNS RHer n DNS query is resolved to respective regional console private

router Servers endpoint IP after referring to associated PHZ

Connectivity to console endpoint private IP is established
over Site to Site VPN

Private Hosted
Zone

R53 Resolver

Endpoint Private Hosted Zone records: aws.amazon.com

* console.aws.amazon.com

*  signin.aws.amazon.com

* <region>.console.aws.amazon.com
<region>.signin.aws.amazon.com

+ global.console.aws.amazon.com

+ resource-explorer.console.aws.amazon.com

R53 Resolver * s3.console.aws.amazon.com

*  support.console.aws.amazon.com
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Choose [link_text](http://my.example.com).
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Here is a bulleted list:

* Ant

* Bug

* Caterpillar
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Here is a numbered list:

1. Do the first step

2. Do the next step

3. Do the final step
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[button:Go to AWS](http://my.example.com)
[button:primary:This button stands out even more](http://my.example.com)
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* .a2z.com

e .amazon.com

e .amazonaws.com
e .aws

e .aws.com

* .aws.dev
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« .awscloud.com
« .awsplayer.com
» .awsstatic.com
+ .cloudfront.net

» live-video.net
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