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"awsRegion": "us-east-2",
"eventCategory": '"Management",
"eventID": "3510a29e-8070-4cbc-b6a0-9ellfl8e26ec",
"eventName": "ListRecommendedActions",
"eventSource": "action-recommendations.amazonaws.com",

"eventTime": "2025-09-03T03:52:02Z7",
"eventType": "AwsApiCall",
"eventVersion": "1.09",
"managementEvent": true,
"readOnly": true,
"recipientAccountId": "123456789098",
"requestID": "ec431c91-0315-413d-bdb6-d282fd4f6d83",
"requestParameters": {
"context": "*",
"uxChannel": "EXAMPLE"
},
"responseElements": null,
"sourceIPAddress": "192.0.2.0",
"userAgent": "EXAMPLE",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AROARZDBH75ZCUYWFSTUS:EXAMPLE",
"arn": "arn:aws:sts::123456789098:assumed-role/EXAMPLE",
"accountId": "12345678909",
"accessKeyId": "ASIARZDBEXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AROARZDBHEXAMPLE",
"arn": "arn:aws:iam::12345678909:role/EXAMPLE",
"accountId": "12345678909",
"userName": "EXAMPLE"
.
"attributes": {
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"creationDate": "2025-09-03T03:52:00Z2",
"mfaAuthenticated": "false"

}
},
"invokedBy": "action-recommendations.amazonaws.com"
}
}
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0| 2|32 AWS Resource Explorere At235t04 2 Lo A OfZ 2|71 0| Mof| F7}+Et E|AASE EAIEHL
Ct. o] I AIg38tod 0|8, Efl 1, IDQ Z2 ElAA HEIHOIEZ E|AAE HME ML HE{RIE
A& LICH REMIBH LI 2 AWS Resource ExplorerE 2 X35HMI2.

2lAA A 2 M

2las g F445t24™ Resource Explorerg 22 2 & LICH AbA|EH LH& 2 AWS Resource
Explorer Ab& MM 2| Resource Explorer A 51718 & ASHMIL.

DevOps /%!

Ol M2 2B CIMOIEE Ho{FEE 1Y &8 Yrtst ofE2|7Ho|Mof CHEl ZX(|E FE = U
&LICt. ol24&t QIALO|Eo= Chgo| Z & ELICH

« 74 & Opsltems & 2|

DevOps /3! 717

DevOps 2|3 /54T o E 2|70 I A& of CH3H AWS Systems Manager OpsCenter&

g Mdstgfiict. xHMISH L8 2 AWS Systems Manager AH& A A Q| Systems Manager Explorer

2! OpsCenter A|2F5H7|E & ESHMIR. OpsCentergE & 4431512471 AWS Config 2! AWS Systems
Manager Explorer & 74 Amazon CloudWatch 5t0{ siE O|HIEJ} utMo 2 A El= #3 & Of
HEE 7|9tS 2 Opsltems AtSS 2 & = QlgLICh RHM[E LI 2 AWS Systems Manager AHE
AMRHMO| OpsCenter M E EXFHAIL.

Systems Manager 0+|0|7“|E7F APE|T T QARHAE FH5tD HetE M50 WX AZHE &35t
H

& & Ql&LICH RFMIEH LI 2 AWS Systems Manager AFH& AH A 2| AWS Systems Manager b2
MYE FZTSAR.

x| 2H2|XHE 504 o & 2|7 0]M0i CHEH Amazon EC2 QIAEIA 9| XHS AWS Systems Manager
x| E MHEE £ U&LICH AFMEH LI 2 AWS Systems Manager AFS AHEAO| 2 % T x|
HMMEE HEStMR

22 HE = AWS Systems Manager 222 XM 2.
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https://aws.amazon.com/resourceexplorer/
https://docs.aws.amazon.com/resource-explorer/latest/userguide/getting-started.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/Explorer-setup.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/Explorer-setup.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/OpsCenter-setup.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-quick-setup.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-quick-setup.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/patch-manager-policies.html
https://aws.amazon.com/systems-manager/pricing/
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SUER W 2Y 9
ol ¥Xe ctg& EoiELCh.

- OfZz|F|o|MT} BEAE Z|AA0] CHet HE L 23
- OHZZ|AH0|M MH|A =& SE(SLO) X X|E
« AH2 7Hs 8 AWS Application Signals X| &

DLIE{R 2 2] QXg 7524 AWS A0l M CloudWatch ZE 2! canaryE A48 LICH RHA|
3t L& 2 Amazon CloudWatch A& MBEAS| Amazon CloudWatch ZBE A8 2 canary ¥&2 &
Z35tML. CloudWatch BE ! 714 canary L 20| CH3H M= ZHZE Amazon CloudWatch 22 & AWS
Cloud Operations and Migrations BlogE & X 5tAMIL.

CloudWatch Application Signalsoi| CHEF AtA|EH LH& 2 Amazon CloudWatch AFE AE A 2| Amazon

CloudWatch Application Signals & 43l& & X HM2.

£ 95

O| X2 ofZ 2|70l 2dEl D E E 18 EAELICE O YFE AL 3o ofZ 2|71 0|4 HIEHH|
OIE{(BRE, 4, HE ME)E FX5tm #elEe = U&LICH RIMIEH LI 2 Ef Tzt FUULITE
HZESIMS. AWS ElAA BT X[ 28 Al AWS A 9|

AWS Console Home0{| Al Amazon Q Developer2t A&

Amazon Q Developer= AWS OHZZ|7|0|ME OlsHst, #5351, & stn, 2% 6}% o=2s &
£ e MMHY QI X|s(Al) 7|8 ChEkE 0'|A|ﬁE EQIL|CH AWS OFF|ElX{, AWS EB|AA, B8 Atg,
MM Sof Cist 222 T &slod AWS 23 B E EEE Amazon QO & £ & I—lEP INF=PAE =
M5t 2hol= of o|ME E-‘?’- H X|#E &2 = A&LIC XtAEH LI 2 Amazon Q Developer At
& HdE M| Amazon QEF FAURIIIL?E B ETHAMIL.

Amazon Q A|EHS17]

AWS Management Console, AWS dEA EALO|E, AWS #AIO|E EE= AWS Console 2 HFY O &
27| 0| Mo A 2+ Amazon Q OFO|Z& MB350 Amazon Q2 AMEIE A|EfE = U&LICH RHAIE
LH& 2 Amazon Q Developer AFH& A 2| Amazon Q Developer A|Z357|8 XML,
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/AlarmThatSendsEmail.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Synthetics_Canaries_Create.html
https://aws.amazon.com/cloudwatch/pricing/
https://aws.amazon.com/blogs/mt/managing-cloudwatch-synthetics-canaries-at-scale/
https://aws.amazon.com/blogs/mt/managing-cloudwatch-synthetics-canaries-at-scale/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch-Application-Signals-Enable.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch-Application-Signals-Enable.html
https://docs.aws.amazon.com/whitepapers/latest/tagging-best-practices/what-are-tags.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/what-is.html
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/what-is.html#quick-start
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oAl EE

CHS2 Amazon QOfl 20{2 & /U= EH 7FX[ o A| ZE &Lt

* How do I get billing support?

* How do I create an EC2 instance?

* How do I troubleshoot a "Failed to load" error?
* How do I close an AWS account?

« Can you connect me with a person?

Of| Al

]
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AWS Management Console ZZ2}0|5! HAM|A

AWS Management Console ZZ}0|8! M A =0l CiEt HIERXT FE| & AMA Ho{E ZAEsie
ok 7|5 lL|Ct AWS Management Console. AWS Management Console Z2}0[H! HMAE A}
2 o|"|:'_=| E 2{=E0| Amazon Virtual Private Cloud(VPC) LHOI A AIZHE AWS A i 24%l x|HE &
2 AWS Management Console S £ A& Aete = A &LICH. AWS Management Console Z 20|
MM AE ALEEt01E Sl 2£ EBfEE 2 ESH T AWS PrivateLink, VPC HIEZQIEE AWS
Management Console S35H0i| CHet Z2t0|8! e1AE -5t D, HEE QEY AMAT ERSHK|

g &k AsLICL

AWS Management Console Z2}0|8] HMAE CHS EoF QF AFE S SHAELICY.

- pE[E = U= XE BEH - BAMoR S2IFE AHE ZHE HERXF LHo| A AWS Management
Console Off HM|AE = Q&LICH 7Rl AH == =& AWS HHE QIf 9| 2 20I8 &= Q&L
o

o MBS £ UE BlAA - SQIEIIAM X2 ZHE2 of| A AWS A& 2 T Elof| &8 2|AATE HAMA

« oA HERIT - £2I1E IAM A} BH2 AWS Management Console £ AF23t1 o & HELT LY
2ol Mt AWS 2L A0 HMAE = JU&L|cH HEHO| gl HIERT fIXIMe] BHAE S X|E

= A& LI

- HESIZ A2|-= HER Lol HMASHK| 211 VPCsO| A 2 S & AWS Management Console
£ &Lt AWS Management Console Z2H0|8! HMHAE VPC ?i|_ PIEE E&ll HEIR M E
cH =l o] 100%E M| 04§t

AWS Management Console, AWS Management Console™& APIs AWS Z1213! MH|A APIO] CH
8t VPC A= X QIEE M4 5t0{ AWS Management Console Z2t0|8! HA|AE F34FLICtH APIs &
M3t DNS &Qlo 2 &M VPCe| E2& EeiTo| o|zqet ZElo|l AEZQIEE S sELICH O
HCHE VPC EZQIE M2 Il |AM N0 H|E3tsto] 2ot SEE MEELICH AWS Management
Console Z 208! A M| A= Direct Connect E=E S5l HZE 2X|0|A HEXIE EE&5H0]
VPCRIEXQIER 2IREE = U= 2 E HERI S EEiEE X|HELICH AWS Site-to-Site VPN.

noTl-_

AWS Management Console Z2t0[H! HA|A QL £H24El AWS PrivateLink VPC AIEZQIE AL & O
Ol AMz2|oll CHaH AMEt HIE 2 R[S & LICH RtAIEH LI& 2 Amazon Virtual Private Cloud 222 & Z 5t
M.

A
o ZPlO|E! HMAOM X|HE|E AWS BIFMHIA E2 L 7|

olr
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https://aws.amazon.com/vpc/pricing/
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o O HAASHY| 22 VPC AEZQIE F4 AWS Management Console
« O HMHADNSSHES 744 AWS Management Console

o HMA o] 73

- HAE 23 AE357]

FZ of7|H1

o

Z2lo|El M AOM R|HEE AWS BITFMHIA 24 2 J|s

AWS Management Console Z2}0|8] HMAE ZE A0 AL E = AWS 2| UX|ZH AWS AMH]
A 2&£0| 5t Tt X|gHEhLct Egt Z2to|8! M A I AWS CloudShell 7|2 2l dHE ALE

& AWS Management Console [If &% AWS Management Console 7|S0| HIEEsIE = &Lt

(® Note
AEXEIL RIHEIX| f= AWS EIM E= MH|IA 242 0|5 E M Ylste RLRE SR £
AEE Y Bkt EAILE 2IM Y MHlA 248 T4E 4 aUch RAE U8e

ol MH
AWS AF2XF 28 A2 X XIH(UXC)E & ESHAIL.

CHS MH|A 242 83| XA 7/s0| MARMoZ XMetELCH CHE 222 A% 0|58 £ Q)
X2 AWS MHIA EE X|HEIX| o 2& T8 APIso CHEH AWS PrivateLink X[ 20| 2f &l CIE{L!
40| e #ct.

K|pElE MHIA 2&

* AWS Auto Scaling

« AWS Certificate Manager

* AWS CloudFormation

* AWS CloudTrail

« AWS Database Migration Service

« AWS Directory Service

+ AWS Glue

* AWS Glue DataBrew

« AWS Identity and Access Management
+ AWS Key Management Service

XHEl= AWS E[™MHIA 2& & 7]

olr
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https://docs.aws.amazon.com/awsconsolehelpdocs/latest/gsg/select-region.html
https://docs.aws.amazon.com/awsconsolehelpdocs/latest/gsg/uxc.html
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AWS Lambda

AWS Network Firewall

AWS Organizations

AWS Private Certificate Authority
AWS Resource Access Manager
AWS Resource Groups

AWS Security Hub

AWS Service Catalog

AWS Step Functions

AWS Systems Manager

AWS WAF

Amazon API Gateway

Amazon Athena

Amazon CloudWatch

Amazon DynamoDB

Amazon EMR

- Amazon Elastic Compute Cloud

Amazon Elastic Container Registry

Amazon Elastic Container Service

Amazon Elastic File System

Amazon Elastic Kubernetes Service:

Amazon GuardDuty
Amazon Kinesis

Amazon Kinesis Video Streams

Amazon Managed Streaming for Apache Kafka

Amazon OpenSearch Service

Amazon Rekognition

Amazon Relational Database Service

Amazon Route 53 Resolver

Amazon Route 53

X|HElE AWS EIHEMHIA 2& 2 TS
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* Amazon SageMaker

+ Amazon SageMaker Al

« Amazon Simple Queue Service
* Amazon Simple Storage Service
« Amazon Virtual Private Cloud

» Amazon WorkSpaces

® Note
QlE{lo]| @12 E|0{ Q{2 = AWS Management Console Z 208! HMAZE S3l| AWS ZA]|
ZE2 MN8E + l&LICH 2N HEof HMASHE{EH AWS Management Console Z 20| 5!
CHM|A Q| o]ofl AWS Management Console 2 1218tL|C}.

off M ASHZ| 28t VPC A= ZQIE 74 AWS Management
Console

AWS Management Console Z2 0[5! HM A= HEZ] QIE{lof HMAEY = gl HEXI M
2dg x|HELICH AWS 2191 AWS Management Console2! 2& % ZEI=0of Cisl vPC ¢
CZQIEE FdsiH 2 E EEt*X Eef=Eo| 2t - ELICH AWS PrivateLink. 2/E{S! 422 AWS
Management Console AtA| X2 2 st K| ef&LCt.

AWS Management Console Z2 0[5! AMA0l|= CIE VPC BEZQIETL HRELICH regiong
Mol s ste 2l HEE dhELct

1. com.amazonaws.region.console — & AWS Management Console

2. com.amazonaws.region.signin — & AWS 212l

3. com.amazonaws.region.console-static - % 2EIX 4 7|E} E£8E APIs(UEQIT 4H2| &4
of 2

AWS Management Console & 2% Het2 X &80 ¢ MHHM ZEA|5tE 29 ZSE*% & i
AWS MH|AE S&&FLICH E8F EZ0AM AFHE AWS MH|A 3tedE 2 E0of CHal AWS PrivateLink
VPC A=EZQIEE FAsHof ELICH TAIE VPC AEZQIET} Qs MH[A 20 # MAsteE B2
M 7lsol LF 7 EAIE = U&LICH ol UER T Ae| EolM o4 xl= SEHeLch.
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® Note

41X AWS Management Console Z2}0[H! MM A= | health.aws.amazon.comZ/et Z2
AMEZQIEstatus.aws.amazon.comE X|3X| &&L|Ctdocs. aws.amazon. com. O|2
gt TH2lg HER QU 2 BIRE s HLE §t5| HElE B E0M ol28t 7|s2 A8 E

T 5 E +Eolfor gLt

(® Note
HE 2] 2IE{4 AWS Management Console 0l M|ASHX| &t 10 HIEXFHMHE ALEStE{H™
Z2& M VPC A= ZQRIEJ ERELICH O] IEZQIEE oMol HEE| QEHE Sl M3
= M~ ZHEI=X(JavaScript, CSS, O|O|X|) & 2 &8 APIsE MR LICH HEXHZ | QIE{S! o
20| Y= BR0| A=EZIEE= MES AL O|X|EF MA| EcHE Aofo| HEELICEH

£ 0|&F2o]oi A AWS Management Console Z2t0[H! HMAE A5t CHE Z2to|8! HMAE
215t 2t 2|0l M com.amazonaws . region.console & com.amazonaws.region.signin 2l
CZQIEE AWS B MAEHL|ICH AWS Management Console. 28 i 2IT0|A AL SHE0of CHEE
PC HEZQIE AWS MH|A E MEELICt com.amazonaws.region.console-static ¢IEX
RIEE BITof Foietx| gt= MM ZEHA U Z&£H APIs MSst2 2 T 2|0l A2t 2 Fhct

<

0 HM|ADNSSHEF 4 AWS Management Console

AWS Management Console Z2}0[8]! M A= VPC AEZQIEE AIE5l0{ HEIR X EBHEIE 2
et &l&L|C AWS Management Console. Z2}0|E!0] DN =) ’é;'i}%l VPC QIEZQIEE M5
= AWS Management Console 2 AWS 212! =H|Ql 0|§ ¢l PFAE

VPC !
AWS xS FolgfLICH CHREEC| Z2 DNSEHZEE *EOE TEg 22Tt &L

DNS 7442 HIESIT Aol mat FEHEILICH THg Aol LEHEQl ALk EIQo] CHet 748 A
o35t}
oH

QIE{o]| HMAE +~ gl B 2|

OlE{ut °_*.'A-I|A 210| VPC LH2| Amazon EC2 QIAEIA = Amazon WorkSpaces®t Z42 ME #4g
ArEste B2 7I& VPC DNS dl{437(7t DNS & = & RIS 2 ME|FLIch Z2lo[8! AwS 219!

O| DNS %**"sPil AWS Management Console, & 2& & ZHIX0i CHE VPC A=ZQIEE M35t
M VPC M7= F7F 74 Qi0| ECHEE SHIE =X QIEE EHL|CH
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- = 0|2 SEHX|LIoOF 58)0MEt SARE|E UE F5H54S AWS Management Console AFE &
LICt CHE 2[™ME 7+ H5tE B2 Amazon Q Developer?t Z2 & 7|52 AE5HK| & = UE
L|C}.

« A5l 2 EO| CHSH VPC AIEXZQIE AWS MH|A & T MK foHJAEXZQIET] Qe MHIA
of Cigt 20| AlmfEL|ct

- UE MHIA ZE2 2 T SES SYELICH O 2™ vPC Z|o{3 L VPC AEZQIEE
Tt K| et B olz{et =& 0| Hu{ELICt

7|9 HESIZof A& B 2

Direct Connect E=8 AFE3510{ VPCE E|AI LIER3 0| 645 49 EcfEHE VPCAEZQIE
AWS Management Console 2 M &= DNS Z|Al DNS AMB{ollA 2% 7|72 AWS Site-to-Site
VPNT G LICH ChHE =R HOlALE ailY VPC A= ZQIEE JtE|ZLCH

« .console.aws.amazon.com-2| A< AWS Management Console

- .signin.aws.amazon.com- & AWS 210l

« .amazonaws.com/ .api.aws - AWS AMH|A APIs

« .console.api.aws & AWS Management Console .console.awsstatic.com- & ZE =
2 LS APIS&

7|9 HES Aol 4l o] 2|

o & S04 QlZztoll 2| E oLt oy AFE st Ol SF(HX|LIoF S5)2] IAM EE£ Route 5301 <4
MlasHok et= B2 ZF E[de| siE VPC AEXQIEE 7IE2[7IDNSEE 7|¥g F & Lch

« .region.console.aws.amazon.com- Z 2| AWS Management Console 2|0 CHaH
« .region.signin.aws.amazon.com- Zt 2| AWS 210l o|of CHst

« .region.amazonaws.com/ .region.api.aws - Z' Z|TAPIs& AWS AMH|A

et O 2l™ol Foft x| o Q2 St B

= EX™ g|HolvpPCc dlExZQIEE 7iE|1ZL
b el 2E EIXM CHE EH QS M2lE &= USsL

n

* .global.console.aws.amazon.com
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* .console.api.aws

e .console.awsstatic.com

® Note
IAM, Cloudfront & Route 531 Z2 & MH|A 2£2 0|2 S8 (HX|L|of S8)0|HEt &
ARIELICH olz{3t 2&0i HAMASHE{H O/=F S2(HX|Lof 58)0|A AWS Management
Console ZZ2}0|5! HMAE MHH5t1D VPC L|03 EE=E AF85H04 CHE 2/ AWS Transit
Gateway 0f| 2325l of & L|Ct.

® Note

DynamoDB VPC QIEXZQIE= ZZl0[8l AR
AWS PrivateLink DynamoDB& MM& & Z3IMIL.

OH M| A A|o] 235

AWS Management Console Z2}0[E5! M| A 0] CHEF MHH|A Ko HA(SCPs), VPC AEZQIE 7
2lAaA KMo HM(RCPs) & At B 7|8 HMS A&5H04 VPC & HAZE 2= 2|0|A WESRZ (A
A HE{3) LHolAH AWS Management Console (AZ[& £ Qe BIAA)E ABE £ UeE A MHE

(AZE = A= RHH BB)E MEHe = U&LCH

=3
. M 4 Qe I BY
M 4 Qe BlAA
. o4t EST

; [ =<
MElY = UE XHE BE

AWS Management Console Z 20|58 HAMAE AFESHH VPC LHO| A AWS Management Console £
ANSe = A= AWS AY U ZE XHE ZHS AMete =% %I—IEP Ol A &t 7HR! A 2! =] 9
2 AHEAM A = s LCH
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https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/privatelink-interface-endpoints.html
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AWS Management Console 2! AWS 29I VPC HEZQIEE= ZtZF 2018t A ™| X4 SHE A|
Ofst= VPC AIEXZQIE HAME X|HETLICH M2 23021 Al H7 +E|n4 7|Z MAol| chsll =7|xez

AE7HELICE

« AWS Management Console VPC RIE X QIE HA 0| A= ZQIEE AWS Management
Console S3H0i| HMAE &= Q= 2321 IDE M BHELICH aws:PrincipalOrgld EE&=
*

aws:PrincipalAccount =7 7|9t &7 Action: * X Principal: *& AMSELICEH

« AWS 20l VPCUEXQIE HMZEOQI 5 8)- X2 ZHO| AB 7| Mt Fof HE 9
712 S3lo] A=EEE AWS Management Console S50l 22218 £+ Q= AL X}
E MStefLct AIM QISR E AFE5t04 AH4 5HEE2 =i5t7| Mol 232 A|I= & AEHEL
Q& £&= signin:AuthorizeOAuth2Access At ZHO0| 2 E
e ol MMHE ABELICtsignin:CreateOAuth2Token.

Ctsignin:Authenticate.
= UE AL83510 OAuth EE I

.0

« AWS 20l VPC AEZQIE HH(7I 58) - ZEI0|8! HEXZ Lo A AWS A HE 7t s &of
HMAE = U] iR E FNo{&LICH fAIX BTt U= signin:CreateAccount U E X|
e

01IX1I01IA-It 74I IEE XA Z HAAE B %}E HHEHS HodZL|c} 2t ol
(@)

rek o I1
mo 2t Djo

ESS|
« AWS Management Console VPC QIE Z Q1 E of A
« AWS 200l VPC IEXZQIE of A

« HMA HE 2 F HO|X|

« MH|A Mlo{ HA 210l 5

® Note
CHS oMl MES 2 & gLt Z2EHM 840l 42 HESRIZ A7 scret #2
aws-samples/data-perimeter-policy-examples Z|ZX|E2|2] ZZ X! O|o|E BH =24 of| A
£ A8 EFLICH. https://github.com/aws-samples/data-perimeter-policy-examples/blob/main/

service_control_policies/network_perimeter_sourcevpc_scp.json
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https://github.com/aws-samples/data-perimeter-policy-examples
https://github.com/aws-samples/data-perimeter-policy-examples/blob/main/service_control_policies/network_perimeter_sourcevpc_scp.json
https://github.com/aws-samples/data-perimeter-policy-examples/blob/main/service_control_policies/network_perimeter_sourcevpc_scp.json

AWS Management Console AIZF QLM

AWS Management Console VPC A= ZQIE of |

O =

of: ZEo| HHE 51&

0| AWS Management Console VPC AE X QIE HA2 X|HE AWS ZE|9| AWS H|Z of CHEF 4 Al
AE FESD CHE 2 A™HE AHEHEFLICE.

JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": "*",
"Action": "*",
"Resource": "*",
"Condition": {
"StringEquals": {
"aws :PrincipalOxrgId": "o-XXXXXXXXXXX"
}
}
}
]
}

of: £ AEE 518

O] AWS Management Console VPC AEZQIE HM2 S SKof CHet HMAE XE AWS HH 5t
1 CHE 2E A™EE RHEELUCH

JSON

"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Principal": "*",
llAction": ll*ll,

T 1.0 65



AWS Management Console AIZF QLM

"Resource": "*",
"Condition": {
"StringEquals": {
"aws:PrincipalAccount": [ "111122223333", "222233334444" ]

}
}
}
1
}
AWS 27192l vpC 2 E oA
AWS E:LOl VPC AIEZQIEof= Zt Q15 CHAlof R8st EX 201 &hef Al X7 7|7} Q1= HZHO|

Pl
20 1A
|0 rO

mx

THA - AL8 bl At ZFo| MHEE7| ol BIHELICH 2ot A HE = of & LEdX|X|
Elas 7lEh A 7|8 A8 Y = U&LICH

5
O

&d: signin:Authenticate

bal
e
m
e

2y,
Z71 7|: aws:ResourceOrgId EE= aws:ResourceAccount
- 2301 MEl20M MM R EHe W e nf 15 % BobElLICH MRl Bt R

= A&LIch

bal
e
ul

i

A

o2 e

HL Ol
ok

>

o

o fiu

m

rr

ok
Q

A

:signin:AuthorizeOAuth2Access, signin:CreateOAuth2Token

I

—

« X|¥ElE = 7|: aws:PrincipalOrgld =& aws:PrincipalAccount,
aws :ResourceOrgld, aws:ResourceAccount

of: Z&lo| HHol CHaH ATt 21901 58

m

Ol AWS 22 VPC AEZQIE HM2 2 F2 AIEstod AT Q15 2 A% Q1B HHA 2 5F0ilA
5 = 5
=

AWS A X|HE AWS Z=Zlof Mo ciet 22l

JSON

"Version":"2012-10-17",
"Statement": [
{
"Sid": "PreAuthOrgRestriction",
"Effect": "Allow",

dEE £ AE XH 5T H% 1.0 66



AWS Management Console

AlEf SHLHAM

"Principal": "*",
"Action": "signin:Authenticate",
"Resource": "*",

"Condition": {
"StringEquals": {
"aws :Resource0rgID": "o0-XXXXXXXXXXX"

"Sid": "PostAuthOrgRestriction",

"Effect": "Allow",

"Principal": "*",

"Action": [
"signin:AuthorizeOAuth2Access",
"signin:CreateOAuth2Token"

1,

"Resource": "*",

"Condition": {

"StringEquals": {

"aws:PrincipalOxgId": '"o-xxxXxxxxxxxx"
}
}
}
]
}
of: £ AHof CHiMBH 2321 518
Ol AWS 21QI VPC AEXZQIE HAM2 2 S AL&3t0{ AIH @15 L ALFE Q1B B AWS 7|
HEF0Md SY 2202 21018 MEtsn
JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Sid": "PreAuthAccountRestriction",
"Effect": "Allow",
"Principal": "*",
"Action": "signin:Authenticate",
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"Resource": "*",
"Condition": {
"StringEquals": {
"aws :ResourceAccount": [ "123456789012", "210987654321" ]

}
}
}I
{
"Sid": "PostAuthAccountRestriction",
"Effect": "Allow",
"Principal": "*",

"Action": [

"signin:AuthorizeOAuth2Access",

"signin:CreateOAuth2Token"
1,
"Resource": "*",
"Condition": {

"StringEquals": {

"aws:PrincipalAccount": [ "123456789012", "210987654321" ]

e

HE 7t 55 o

signin:CreateAccount 242 Z2t0|8! HERXF LHOIM AWS HE 71 S E0i HMHAE 5= Q
=X| {2 & X|o{BfLICt. O] 2ty oH ot =A|(7IY Sol AHo| ei2)E AI8StH =2 7|8 K[|

otx| ef&LCt.

AWS E00QI VPC AEXQIE MM HAZ AIEBSlE B BAIMSE F{E6HK| L= & SAIH {0
OlsH 71 EE0| REHEILICH ZRIO|M Z 2ol HEXT LHolAMH A 7tl0| 28t B2 AWS 2
JQIVPC AEEZQIE XMAo|| CIE 222 F7tefLct
JSON

{

"Version":"2012-10-17",
"Statement": [
{
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"Sid": "AllowAccountSignup",
"Effect": "Allow",

"Principal": "*",
"Action": "signin:CreateAccount",
"Resource": "*"
}
]
}

& A5t "H & ol AWS Management Console Z20|! HMAE Al
F7t EAELICH CHS AT BIX2 HHA HE 2F H0|X|E 2oiFLILCH.

dWS

® Your account doesn't have permission

to use AWS Management Console
Private Access.
Your corporate network uses AWS
Management Console Private Access,
which only allows sign-ins from specific
authorized accounts. To access this
account, sign in from a different
network, or contact your administrator
for more information.

MH|A AMo{ HA 2101 &

AWS Z XM E§H MHIAE 5185t AHIA Ao 7"—|(SCP)E A8dte B2 S8 & o]
signin:*& F7I5of gLICH ZEto|8! HAMA VPC HEZQIEE AWS Management Console S 3
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ol 21216t™H SCP7t etk ¢io] RtEhst= IAM Heto| =22 0| Heto| R LI o & S04, Ct

S MH|A XMo{ 22 AWS Management Console Z2}0|8! HMA A= ZQIEE ALRE10{ UM A
Ste= B E E &S50 Z 0 Amazon EC2 & CloudWatch MH|AE AFEE = UL S S ELICH

{
"Effect": "Allow",
"Action": [
"signin:*",
"ec2:*",

"cloudwatch:*",

. Other services allowed
Iy

"Resource": "*"

SCPoi Ci gt AtAlIEt LH& 2 AWS Organizations AH& AEMIM AMH|A Xof HE(SCP)2 & E A
o

-l .

MEE = e 2

>

A

AWS Management Console Z2O[|t! HMHAE AL S AHEXIVHE S8l M AT =

ZEof &8t 2lAA AWS Management Console 2 AM|8He = Q& LICH O|2{8t Hai20i MHE Eot
A 7|8 MBtE 7|8t e 2 H &3 E|Hthe section called “AE|E = = AHE 5F”, 5{8F 2ot
JZHEOQIE F REHE = Ue 2laAE FIIE MEELICH

Lty — i o

« AWS Management Console VPC AIEZQIE ™ . qws:Resource0rgID £&
aws :ResourceAccount 274 7|E A& LICt.= § AWS 29| 2|aA0f CHEt HHAE
aws :ResourceOrgID Agt&L|Ct = §H2| E[A A0 CHE HMAE aws:ResourceAccount Al
sHerLIC AWS HIH.

(® Note
CtZ odlAl= MBS Qe X GHAULICH Z2EHM 2tF 0| F2 2o FH sCrPe 22
aws-samples/data-perimeter-policy-examples 2|ZX|E 2|2 ZZ QI Cf|0|E{ ZH| =4 oi|A|

£ A 'FLICH https://github.com/aws-samples/data-perimeter-policy-examples/blob/main/
service_control_policies/resource_perimeter_scp.json

o: ZE|O| E|AAN D HHA &

R

rir
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https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
https://github.com/aws-samples/data-perimeter-policy-examples
https://github.com/aws-samples/data-perimeter-policy-examples/blob/main/service_control_policies/resource_perimeter_scp.json
https://github.com/aws-samples/data-perimeter-policy-examples/blob/main/service_control_policies/resource_perimeter_scp.json
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O] AWS Management Console VPC AEZQIE HM2 aws:Resource0rgIDE AL&35to{ X|H =
AWS Z=Z|9| B|AA0f CHEH HAADH %+ gLt

JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": "*",
"Action": "*",
"Resource": "*",
"Condition": {
"StringEquals": {
"aws :ResourceOrgID": "o0-XXXXXXXXXXX"
}
}
}
]
}
o: £ HHO| 2|AA0TF HMHA FHE

0| AWS Management Console VPC HIE X QIE M2 qws:ResourceAccountE AI&30{ §73
|

S50 2|40 CHEH AM AR SHEELICHAWS HE.

JSON

"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Principal": "*",
"Action": "*",
"Resource": "*",

"Condition": {
"StringEquals": {
"aws :ResourceAccount": [ "111122223333", "222233334444" ]
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of & HERZ

AWS Management Console Z2t0[H! HMHAE A& St ALE XLt Direct Connect E=E Sdll 44
ZlVPCs = 2 o|0|A Cl|o[E MEQL Z2 &2lE HERF oM AWS Management Console 2o
HHASEE & 4 U&LICH AWS Site-to-Site VPN. O|Z | 5t H A X0l A =28 A4 5Ho0| Q!
etz o 7|X| et 2 IR[oM el HMAE LXIE = A&LIC

Ol{2t LIESIT MoiB MBS o2 Ml 7K R0l HM AFS LI,

« 1AM XtZ3 BF 7|gt HA - Xt SHAMERH AAEXF 2§ = HE)ol AZELICH X[HE HES
oM HMAE = U= AWS MH[A AFEXHE HMBHEFLICH QIS El HM0| AWS MHIAE
[ B7HELICE

. BlAA 7| HA O EX AWS B|AA(0: Amazon S3 HZ! & AWS KMS 7|)oil A ELICH HES]
JEE o|det Elaaof CHet HMAE AMEHELICH MMOo| 2| AAE &8 m WoHELCH

« AWS 210! B|AaA 7|8t HAM(RBPs) & 2|AA Ao HA(RCPs) - AWS Management Console X}

M =zaclo AA8E = U= HEIE HMeEtetLich 2321 58§ 5o B7HELICH

Olz{et HMe M2 BerHo|n] #7M ASHLICH IAM K12 BT 7|8 B4 9 BlaA 7|u Hue

AWS Management Console, AWS CLI & SDKs £t &x|7} 0I5 & TE& £+ &= 2lAAE HofE
S 232 A|EE EXIE = UK

LiCt AWS 21021 RBPs & RCPs 2& 210! xmloﬂ HMEE|H
oF QIS E MMOo| HMAE 5= U= BlAAE MEH5HRIE &L
A

- aws:SourceVpcE A8 3510 MH[A HMA A

- AWS 2001 ME AI83510 2£ HAMA Mg

aws:SourceVpcE At 510 AMH|A MM A A

aws:SourceVpc 271 7|E At850 HERIHEE AMH|A HHAE MEte &= JU&LICH IAM XHE
58 7|8 SHAMER AHER & = dgol AZE) o 2laa 78 HE(Amazon S3 HZ! EEE

=2
=

ol HESA & 1.0 72
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AWS KMS 7|2t Z2 AWS Z|AA0| AZE) ZF 0 B SELICH. AWS Management Console Z 2t
Old! MM A | AL aws:SourceVpcE UEYT ol MHIA HMAE AEtst7| et HE 274 7|L
Ch OS oMo M= 20| XIHE VPCH M A|ZHE|X| &t = & Amazon Simple Storage Service0i| CH
gt ANAE HEStE At BEH (g WA E HoiFLCt

o 1= 4

JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Deny",
"Action": "S3:*",
"Resource": "*",
"Condition": {
"StringNotEqualsIfExists": {
"aws:SourceVpc": "vpc-12345678"
},
"Bool": {
"aws:ViaAwsService": "false"

AWS Management Console Z20|H! HAM|A 7} aws:SourceVpce2t & &35t= A

= -

O MM MHEOA MAE 220| to AWS AH|A. AWS service 2& 0] =& AWS Management

Console &= = CtLet HERX T A2 0o Cha dHELICHO| 2= XY HE* X 2™ AWS
Management Console ¥l AHHOM 2 = AIEIE ’2‘% Z&5to4 AFS &L AWS AMH|A. O
St 32 A x| Qlo| HAE £ Ql&LICH B - A0 VPC QIE X QIE AWS MH|A A}

20f cist HMA7F ZEE B CLIUIDENAM Z7H E._E AWS Management Console Z2}0|&8! H
MAE S8l VPCOIM AHE35tEdE 2E MH|A0 CHSH VPC 91'5 RIEE st Wo| E&LICH
e 3t AWS Management Console Z2+0[|8] HM|A 7[52| E aws:SourceVpce Zf CHAI Z&of
aws:SourceVpc IAM 242 A&5tE W0l E&LCH

A& RE7Ho 23015 = 222 X AWS Management Console 2 51} AWS Management
Console & AMEHOIA AWS MHE{Z AWS AH|A ZEAZE 2Fo| 28 Sollol 2EELICH &

= L oHd
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£ 04, CloudWatch 12 = Cl|O|E{ 20| EEIX{ol A & O|F o{&IL|C}. BHH Amazon S32F &2
UE AWS MH|A 2& 282 ¥ MB{ollA Amazon S3Z2 Z E A|E/L|CT

I HEIR KX 2o B2 AWS Management Console Z2}0|8! HMAE AFEFHE OfF AW 'f'i'?é'
Z|X| et&Lct. ol obEtIHKR|Z, 28 VPCZI monitoring.region.amazonaws.com| &5t =
T8t HER3 G2 E Sall Mu|Ao EEELICH VPC7t com.amazonaws.region.monitoring 0| EH
StVPC A=EXZQIER RLHE F2, L2 s CloudWatch VPC AEEZQIEE &3l CloudWatch
of ZE&LIC} CloudWatcholl CHEH VPC AIEZQIE T} Qe AR, 282 VPCo| CIE{L! HO|EY
0|2 E5l 2! A= ZOIE 0| M CloudWatchol EEHsHL|C}. CIoudWatch VPCAEEZQIEE S5l
CloudWatcholl =28t Q2 IAM 27421 aws : SourceVpc & aws:SourceVpceZt ZtZ sHE 5=
o2 MYELICH HER AEXZQCIEE &3l CloudWatcholl ZE35t= 2 aws:Sourcelpt
QLEO AAIP FAR MYELICH IAM =7 F|of CHEt REMIE HE = IAM AL B Mol M =7

7|18 Fxs5tMlL.

v
0

r

mi“'

Amazon S3 Z2&£2 WE& M HAE LtA5t7| ?/5H Amazon S3 Z2£0| =¥8dt= ¥ 1t Z 0l AWS
Management Console ¥ MH0|MH ZEA|L|= 29| Z2 Amazon S3 HER|T A27} CHEL
Ch. ol 2 ™H2 VPCOHIAM A|ZHE|X| 8&f 1 AWS Management Console & MEHOIM A2 2 3
MHME = U= Amazon S3 VPC AEZQIEE AS5HK| E&LICH L X|REl= MH|ALF &

AWS Management Console Z2}0[H! HAM|AE AEFt= E2 Ol248 L& (0d: Amazon S3)._ e
HEAEO] aws:SourceVpc =71 7|18 Z & LICH aws:SourceVpc 27 7|= 230 & &0
CH8t AWS Management Console Z2}0[&! °—| | *'E£°|E7P HHZ == VPC IDZ2 MM ELICH
aws:SourceVpce 72 slid 2& VPC ¢ E |D2 M™ELICH

(@ Note

A RE7Hol A RI45ER| OHE MHI20l HAABHO e H2 AL RIO| RHZA B 7|t KMo
aws:SourceIp Z 7|8 AH8 510 o & HEZ HESI FA(of: 2Z0jA HESD
Q) &8 =& 3ok AWS PrivateLink & LIC}.

AWS 2191 HAMS AR50 24 AMA KB

AWS 2701 2|44 7|d &HE(RBPs 7§20 Al MR ELICHAWS A, ElAA o] HHM(RCPs XX
Mol 2 ELICH AWS Organizations. 20| X|HE! IP Q| ==& VPCs.

AWS 2121 RBPs & RCPs& T85t2{T AWS 221 AH8 HEA Q| 2|aA J[EF A & 2|44 K
of YHES AI83101 Z& HMIA K0{E HEFMR.
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-sourcevpc
https://docs.aws.amazon.com/signin/latest/userguide/console-access-control.html
https://docs.aws.amazon.com/signin/latest/userguide/console-access-control.html
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BAE B3 Al%fet7

AWS Management Console Z2}0|H! HMAE= T F Eot 7|50/ HEXZ & VPC 7o CHEt At
M X|Alo| HRELICH MA| 22| QIZEtE Z2H[MESHR| &t AlRs 2 = U= 0| FX|0ofM
= F 7| 2|A HAE #7232 M3 ELICt L= Amazon EC2E8 AF2 361 CHE 3HLHE Amazon
WorkSpacesE& A& LICH ZF X0l ERE HIEST 2440 VPC RAEEZQIEE MMS=
CloudFormation ®I&%!0| Z & £[0{ &Lt

|

« Amazon EC2E A8t EHIAE M™H

« Amazon WorkSpacesE AIE8t E|AE M

Amazon EC2E AI&EH EHAE M

O] %2 Amazon EC2 QIAEIA0| M Amazon Simple Storage Service0ll CH8t AWS Management
Console Z2}0|H! HAM|A Q122 Eo{FLICt. O] X0 A= CloudFormation & At&3+0{ HIERZ
T2 M85t HA dAIE TEEZ(RDP)2 AF8 35104 Fleet Manager(2| 7|s AWS Systems
Manager)Z &3 Amazon EC2 Windows QIAEIA 0] GAZAELICH,

of2iel Ctolo{2 B2 Amazon EC2E AFE 8104 AWS Management Console Z2}0|8! A A MFof
HM|ASHE HIEZE HMBFLICE o{7|0IM= AF8RIZF ZEtO|8] JIEZQIEE A8 350 Amazon
S30i| 145t W E Ho{F LIt

I
I
|m
e
o3
>
el
_O'I_
N
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Client connects to the Fleet
S G n manager using Key pair.
) lou
n Authenticated session connection
to Windows Server using the

Remote Desktop Protocol (RDP).
O 3 : . .
— EC2 instance confirms credentials
Client AWS Systems Manager for IAM role in use as instance
777777777777777777777777777 FleetManoger profile.
EE Virtual private cloud (VPC)
{ 2] | EC2 instance profile role
RS3 Resolver : permissions check.
a [ ‘
E JR— Sign In VPC m Initiate browser session in EC2
H & — Endpoint 4.@ instance.
B i i . .
Amazon £C2 Windous Browser ﬂ @ | Amazon sinple Route53 resolver with endpoint
Instance Consale VPC | (Amazon 53) address.
T Endpoint i

3| 9 | @ Private Sign in endpoint.

“ Private Console endpoint.

Console VPC
S3 Service Endpoint
v a n S3 service private endpoint.
B
x
1AM Role 1AM Policy Connected to S3 service via

private endpoint.

CtZ CloudFormation RE3/2 S AI5t0 HE I A& MAto| 3EHAH|M ALSE mhdof| HEgfLIct
AWS Management Console Z2}0|4! HA|A EZd Amazon EC2 CloudFormation template

Description: |
AWS Management Console Private Access.
Parameters:
VpcCIDR:
Type: String
Default: 172.16.0.0/16
Description: CIDR range for VPC
PrivateSubnetl1CIDR:
Type: String
Default: 172.16.1.0/24
Description: CIDR range for Private Subnet 1
PrivateSubnet2CIDR:
Type: String
Default: 172.16.2.0/24
Description: CIDR range for Private Subnet 2
Ec2KeyPair:
Type: AWS::EC2::KeyPair::KeyName
Description: The EC2 KeyPair to use to connect to the Windows instance

Amazon EC2E A8t EHIAE MY 7% 1.0 76
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LatestWindowsAmilId:
Type: AWS::SSM::Parameter::Value<AWS::EC2::Image::Id>
Default: /aws/service/ami-windows-latest/Windows_Server-2022-English-Full-Base
InstanceTypeParameter:
Type: String
Default: m5.large
Resources:

HAHBHHAHHAHBHHRH R HBHHRHH
# VPC AND SUBNETS
HAHBHHAHHAHBHHRH R HBHHRHH

AppVPC:
Type: AWS::EC2::VPC
Properties:
CidrBlock: !Ref VpcCIDR
InstanceTenancy: default
EnableDnsSupport: true
EnableDnsHostnames: true

PrivateSubnetl:
Type: AWS::EC2::Subnet
Properties:
VpcId: !Ref AppVPC
CidrBlock: !'Ref PrivateSubnetlCIDR
AvailabilityZone:
Fn::Select:
-0
- Fn::GetAZs: ""

PrivateSubnet2:
Type: AWS::EC2::Subnet
Properties:
VpcId: !Ref AppVPC
CidrBlock: !'Ref PrivateSubnet2CIDR
AvailabilityZone:
Fn::Select:
-1
- Fn::GetAZs: ""

HHHH AR RS H AR H TSRS
# Route Tables
HHHH AR RS H AR H TSRS
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PrivateRouteTable:
Type: AWS::EC2::RouteTable
Properties:
VpcId: !Ref AppVPC

PrivateSubnetlRouteTableAssociation:
Type: AWS::EC2::SubnetRouteTableAssociation
Properties:
RouteTableId: !Ref PrivateRouteTable
SubnetId: !Ref PrivateSubnetl

PrivateSubnet2RouteTableAssociation:
Type: AWS::EC2::SubnetRouteTableAssociation
Properties:
RouteTableId: !Ref PrivateRouteTable
SubnetId: !Ref PrivateSubnet2

HAHBHHBEHHAHEHHAH AR HAHHRHH
# SECURITY GROUPS
HAHBHHBEHHAHEHHAH AR HAHHRHH

VPCEndpointSecurityGroup:
Type: AWS::EC2::SecurityGroup
Properties:
GroupDescription: Allow TLS for VPC Endpoint
VpcId: !Ref AppVPC
SecurityGroupIngress:
- IpProtocol: tcp
FromPort: 443
ToPort: 443
CidrIp: !GetAtt AppVPC.CidrBlock

EC2SecurityGroup:
Type: AWS::EC2::SecurityGroup
Properties:
GroupDescription: Default EC2 Instance SG
VpcId: !Ref AppVPC
SecurityGroupIngress:
- IpProtocol: tcp
FromPort: 3389
ToPort: 3389
CidrIp: !Ref VpcCIDR

HAHBHHBEHHAHEHHAH AR HAHHRHH

Amazon EC2E AI8SHE|AE ™
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# VPC ENDPOINTS
HAHBHHBEHHAHEHHAH AR HAHHRHH

VPCEndpointInterfaceSsm:
Type: AWS::EC2::VPCEndpoint
Properties:
VpcEndpointType: Interface
PrivateDnsEnabled: true
SubnetIds:
- IRef PrivateSubnetl
- IRef PrivateSubnet2
SecurityGroupIds:
- IRef VPCEndpointSecurityGroup
ServiceName: !Sub com.amazonaws.${AWS: :Region}.ssm
VpcId: !Ref AppVPC
PolicyDocument:
Version: 2012-10-17
Statement:
- Effect: Allow
Principal: '*'
Action: '*'
Resource: '*'
Condition:
StringEquals:
aws:PrincipalAccount: !Ref AWS::AccountId
aws:ResourceAccount: !Ref AWS::AccountId
aws:SourceVpc: !Ref AppVPC
- Effect: Deny
Principal: '*'
Action: '*'
Resource: '*'
Condition:
StringNotEquals:
aws:PrincipalAccount: !Ref AWS::AccountId
aws :ResourceAccount: !Ref AWS::AccountId
aws:SourceVpc: !Ref AppVPC

VPCEndpointInterfaceEc2Messages:
Type: AWS::EC2::VPCEndpoint
Properties:

VpcEndpointType: Interface
PrivateDnsEnabled: true
SubnetIds:

- IRef PrivateSubnetl

Amazon EC2E AI8SHE|AE ™
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- !Ref PrivateSubnet2
SecurityGroupIds:
- IRef VPCEndpointSecurityGroup
ServiceName: !Sub com.amazonaws.${AWS: :Region}.ec2messages
VpcId: !Ref AppVPC
PolicyDocument:
Version: 2012-10-17
Statement:
- Effect: Allow
Principal: '*'
Action: '*'
Resource: '*'
Condition:
StringEquals:
aws:PrincipalAccount: !Ref AWS::AccountId
aws:ResourceAccount: !Ref AWS::AccountId
aws:SourceVpc: !Ref AppVPC
- Effect: Deny
Principal: '*'
Action: '*'
Resource: '*'
Condition:
StringNotEquals:
aws:PrincipalAccount: !Ref AWS::AccountId
aws :ResourceAccount: !Ref AWS::AccountId
aws:SourceVpc: !Ref AppVPC

VPCEndpointInterfaceSsmMessages:
Type: AWS::EC2::VPCEndpoint
Properties:

VpcEndpointType: Interface
PrivateDnsEnabled: true
SubnetIds:

- IRef PrivateSubnetl

- IRef PrivateSubnet2
SecurityGroupIds:

- IRef VPCEndpointSecurityGroup
ServiceName: !Sub com.amazonaws.${AWS: :Region}.ssmmessages
VpcId: !Ref AppVPC
PolicyDocument:

Version: 2012-10-17

Statement:

- Effect: Allow
Principal: '*'

Amazon EC2E AI8SHE|AE ™

%1 1.0 80



AWS Management Console

AlEf SHLHAM

Action: '*'

Resource: '*'

Condition:
StringEquals:

aws:PrincipalAccount: !Ref AWS::AccountId

aws :ResourceAccount: !Ref AWS
aws:SourceVpc: !'Ref AppVPC
- Effect: Deny

Principal: '*'

Action: '*'

Resource: '*'

Condition:

StringNotEquals:

::AccountId

aws:PrincipalAccount: !Ref AWS::AccountId

aws:ResourceAccount: !Ref AWS
aws:SourceVpc: !Ref AppVPC

: :AccountId

VPCEndpointInterfaceSignin:

Type: AWS::EC2::VPCEndpoint
Properties:
VpcEndpointType: Interface
PrivateDnsEnabled: true
SubnetIds:
- IRef PrivateSubnetl
- IRef PrivateSubnet2
SecurityGroupIds:
- IRef VPCEndpointSecurityGroup

ServiceName: !Sub com.amazonaws.${AWS::Region}.signin

VpcId: !Ref AppVPC
PolicyDocument:
Version: 2012-10-17
Statement:
- Effect: Allow
Principal: '*'
Action: signin:Authenticate
Resource: '*'
Condition:
StringEquals:

aws:ResourceAccount: !'Ref AWS

- Effect: Allow
Principal: '*'
Action:

- signin:AuthorizeOAuth2Access
- signin:CreateOAuth2Token

: :AccountId

Amazon EC2E AI8SHE|AE ™
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Resource: '*'
Condition:
StringEquals:
aws:PrincipalAccount: !Ref AWS::AccountId

VPCEndpointInterfaceConsole:
Type: AWS::EC2::VPCEndpoint
Properties:
VpcEndpointType: Interface
PrivateDnsEnabled: true
SubnetIds:
- IRef PrivateSubnetl
- IRef PrivateSubnet2
SecurityGroupIds:
- IRef VPCEndpointSecurityGroup
ServiceName: !Sub com.amazonaws.${AWS: :Region}.console
VpcId: !Ref AppVPC
PolicyDocument:
Version: 2012-10-17
Statement:
- Effect: Allow
Principal: '*'
Action: '*'
Resource: '*'
Condition:
StringEquals:
aws:PrincipalAccount: !Ref AWS::AccountId
aws:ResourceAccount: !Ref AWS::AccountId
aws:SourceVpc: !Ref AppVPC
- Effect: Deny
Principal: '*'
Action: '*'
Resource: '*'
Condition:
StringNotEquals:
aws:PrincipalAccount: !Ref AWS::AccountId
aws :ResourceAccount: !Ref AWS::AccountId
aws:SourceVpc: !Ref AppVPC

VPCEndpointInterfaceConsoleStatic:
# console-static only supports the full access endpoint policy
Type: AWS::EC2::VPCEndpoint
Properties:
VpcEndpointType: Interface
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PrivateDnsEnabled: true
SubnetIds:
- IRef PrivateSubnetl
- IRef PrivateSubnet2
SecurityGroupIds:
- IRef VPCEndpointSecurityGroup
ServiceName: !Sub com.amazonaws.${AWS: :Region}.console-static
VpcId: !Ref AppVPC

HAHBHHBEHHAHEHHAH AR HAHHRHH
# EC2 INSTANCE
HAHBHHBEHHAHEHHAH AR HAHHRHH

Ec2InstanceRole:
Type: AWS::IAM::Role
Properties:
AssumeRolePolicyDocument:
Version: 2012-10-17
Statement:
- Effect: Allow
Principal:
Service:
- ec2.amazonaws.com
Action:
- sts:AssumeRole
Path: /
ManagedPolicyArns:
- arn:aws:iam::aws:policy/AmazonSSMManagedInstanceCore

Ec2InstanceProfile:
Type: AWS::IAM::InstanceProfile
Properties:
Path: /
Roles:
- IRef Ec2InstanceRole

Ec2LaunchTemplate:
Type: AWS::EC2::LaunchTemplate
Properties:
LaunchTemplateData:
MetadataOptions:
HttpTokens: required

EC2WinInstance:
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Type: AWS::EC2::Instance

Properties:
Imageld: !Ref LatestWindowsAmiId
IamInstanceProfile: !Ref Ec2InstanceProfile
KeyName: !Ref Ec2KeyPair
InstanceType: !Ref InstanceTypeParameter
SubnetId: !Ref PrivateSubnetl

SecurityGroupIds:
- IRef EC2SecurityGroup
BlockDeviceMappings:
- DeviceName: /dev/sdal
Ebs:
VolumeSize: 50
LaunchTemplate:

LaunchTemplateId: !Ref Ec2LaunchTemplate
Version: !GetAtt Ec2LaunchTemplate.LatestVersionNumber
Tags:
- Key: Name
Value: Console VPCE test instance

CloudFormation ®I£2! I} LUZ =35t CISS MEHELICEH
4. PrivateConsoleNetworkForS3 Z2 AEH O|E S ¢l2dst £ S MEHEFLILCE.
5. VPC L MEYlo| 34 H3l= IP CIDR HYE =25 HLE ME

£ ME35te 42 7I8Zt0]e] 7I& VPC ElAA

6. EC2KeyPair ZtZt0|E{2] B, HIH Q| 7|& Amazon EC2 7| M0 Z0{| A 5tLt
Amazon EC2 7| I[047} QiCtH CHS EHA|Z TI&SH7| ol 0|2 MZ Md3sHoF & Lich RFAMIEH LY
22 Amazon EC2 A2 MTEA{ 2| Amazon EC2E Al235104 7| I|o{ MAI2 B X SIAIL.

Amazon EC2 QIAEI A0 ¢435t2{™

1. XA ge| AMez 21918t 1 Amazon EC2 242 Lt
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2. ErM EO|M QIAEAE MEHFLICH
3. QIAEA HO|X|o]M CloudFormation EIER S 2 HMHE 2& VPCE HAE QIAHAET MEAS
Lict O S AZS MENEFLICEH
® Note
O| oMol =2l 7|S 2! Fleet Managerg At&35t04 Windows Server AWS Systems
Manager Explorer0il @338 L|Ct 24Z40| A|EE|Z|7H K| H 2 ™M ZE = l&Loh
4. QAE A0 242 1| 0|X|0lA RDP Z2I0|1EE MBS C}Z, Fleet Managerg& AtE5t0{ Q1AE
MEfSFLICH

5. Fleet Manager ¥4 ClA3 &8 MEMEFLICEH

6. Amazon EC2 QIAEIAO| EE| A4S E 71X ¥ CIE{H O|AE AFR310{ Windows CIA T F0i|
HM|ASHE{H CloudFormation R E3!2 e [ AFE 8 Amazon EC2 7| H0o{Qt 12 E Z 20|
5l 7|1E AF2ELICH

7. Amazon EC2 Windows QIAEIAO|AM EHEFR X AWS Management Console 0| MHE 3L|C}.

8. XA AWS SHoZE Z0I8t £ Amazon S3 222 Y1 Z2tolH! HHAE ALE35H0{ AWS
Management Console P12 k|04 Q! =X| = QlgrL|Ct

AWS Management Console Z 20|58 HMA MHEHE E|AESEZ{H

1. ZZo| tg| AM™e Rz 21918t Amazon S3 2&£ 2 dL|Ct
2. EAMHFolM EFHF-Z2t0o|8! of0|2 2 MEISHH AE Sl VPC UIEXZQIEE & 5= U&LICt of
2ol A3 EIAk2 EZ-Z 208! ofo|2 2| 2% VPC MEE HoiFLICt
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AWS Management Console Private Access

You are using a private endpoint connection to the AWS
Management Console. Some Regions and services might not
be available. Learn more [

[C] VPC ID: vpc-0b968344a9063190c¢
[C] VPCE ID: vpce-Ocd4dcdaaded8fala

cations (0) info ( Create application ) :
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Amazon WorkSpacesE A& EHIAE MY

Amazon WorkSpacesE AF& 3t WorkSpacesZt st=, AFRXIE I8t 714 0| ECIRE 7|t
Windows, Amazon Linux EE= Ubuntu Linux QA E€ T2 H|MEE £ A&LICH Teo et Als
StH AFXHE FIF E= MHE = U&LICH AA8XH= 048] CIHIO|A EE= B HEt KoM 7t O
A0 HMHAE = U&LICH WorkSpaces0l| CHaH XHAIS| o2 24 Amazon WorkSpaces £ 2|
7t0|E & FZStMIR.

O MMo| of| Mol M= AHE A Bt 0| WorkSpacedl M A-E|= ¥ HEIRXE ALE 3501 AWS
Management Console Z2}0|8! HM| A0 2QI5t= EIAE B EE HBELICH O3 CHS AFS XL
Amazon Simple Storage Service 2&2 W= & LICt. 0| WorkSpace= E2H? X AWS Management
Console 0f|A0i| HA|A S0 VPCOH| RIZE HEXIHM ESE AIEsts 7| AHEXIe] F&E Al
oilo|Mst 7| fI3t JALct.

0| Ak& Mol M= AWS CloudFormation & AFE35H0{ L E /3 AT WorkSpacesol| A A& & Simple
Active DirectoryE ‘4435t #435t0H,& AFE3H0{ WorkSpaceE AHE5t= BHAIYE X|E2 MSELCH
AWS Management Console.

ot2ie| ctolo{2 72 WorkSpaceE A& 3501 AWS Management Console Z 205! HMA HHES E|
AESHE QIEZEZE MHELICE 047]0l= 22H0|21E WorkSpace, Amazon & 2|8 VPC, 11724 22|
& VPC 7to| A 7t Lot &L Ct.
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A0S Cloud Login information sent to
authentication gateway
Amazon managed Virtual private cloud (VPC) :
B 5 PGoIP (1tpid172. udpid172) i n Authentication against Simple AD
—= | 3] I i
Glient ! 1 @ a _.ﬁ" 5 Streaming Traffic to Streaming
| | gateway

Auth/Sesslon Strazming Armazon
Gateway Gateway WarkSpaces Each WorkSpace is connected to

two networks simultaneously,

A
B

'
'
i
'
' s
e
'

pretietireal Amazon-managed VPC for
// i ; streaming traffic and Customer
/ S managed VPC handling all other
Ij Customier managed Virtual private doud (VPC) ' trafﬂc-

Initiate browser session

\\\“& E P.\d\er @
s | [ |

&% Cervice Endpeint

| — Sign In VPC
| Simple AD ® — Endpeint = n Route53 resolver with endpoint
b T 1
! E == address.
E g:n:ﬂ?r: @ ! Amazon Simple 7
! 1 Storage Service
| o o | lAmazon 55) . Private Sign in endpoint
1 Endpaint !
B @ ; “ Private Console endpoint
i n 53 service private endpoint
Console WPC !

Connected to S3 service via
private endpoint

CtS CloudFormation I Z3!& SAtetod it 3EHAH0IAM HIEHIE HYst= ol A8 ool M%
gfLich
=]

AWS Management Console Z2}0[5! HAM|A &Z CloudFormation & &2

Description: |
AWS Management Console Private Access.
Parameters:
VpcCIDR:
Type: String
Default: 172.16.0.0/16
Description: CIDR range for VPC
PrivateSubnet1CIDR:
Type: String
Default: 172.16.1.0/24
Description: CIDR range for Private Subnet 1
PrivateSubnet2CIDR:
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Type: String

Default: 172.16.2.0/24

Description: CIDR range for Private Subnet 2

DSAdminPasswordResourceName:

Type: String

Default: ADAdminSecret

Description: Password for directory services admin
Resources:

HAHBHHBEHHAHEHHAH AR HAHHRHH
# VPC AND SUBNETS
HAHBHHBEHHAHEHHAH AR HAHHRHH

AppVPC:
Type: AWS::EC2::VPC
Properties:
CidrBlock: !Ref VpcCIDR
InstanceTenancy: default
EnableDnsSupport: true
EnableDnsHostnames: true

PrivateSubnetl:
Type: AWS::EC2::Subnet
Properties:
VpcId: !Ref AppVPC
CidrBlock: !Ref PrivateSubnetlCIDR
AvailabilityZone:
Fn::Select:
-0
- Fn::GetAZs: ""

PrivateSubnet2:
Type: AWS::EC2::Subnet
Properties:
VpcId: !Ref AppVPC
CidrBlock: !Ref PrivateSubnet2CIDR
AvailabilityZone:
Fn::Select:
-1
- Fn::GetAZs: ""

HHHHHHHHHHSHBH B H B HAHA RS HH
# Route Tables
HHHHHHHHHHSHBH B H B HAHA RS HH
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PrivateRouteTable:
Type: AWS::EC2::RouteTable
Properties:
VpcId: !Ref AppVPC

PrivateSubnetlRouteTableAssociation:
Type: AWS::EC2::SubnetRouteTableAssociation
Properties:
RouteTableId: !Ref PrivateRouteTable
SubnetId: !'Ref PrivateSubnetl

PrivateSubnet2RouteTableAssociation:
Type: AWS::EC2::SubnetRouteTableAssociation
Properties:
RouteTableId: !Ref PrivateRouteTable
SubnetId: !'Ref PrivateSubnet2

HAHBHHBHHAHBHHBH B HBHHRHH
# SECURITY GROUPS
HAHBHHBHHAHBHHBH B HBHHRHH

VPCEndpointSecurityGroup:
Type: AWS::EC2::SecurityGroup
Properties:
GroupDescription: Allow TLS for VPC Endpoint
VpcId: !Ref AppVPC
SecurityGroupIngress:
- IpProtocol: tcp
FromPort: 443
ToPort: 443
CidrIp: !GetAtt AppVPC.CidrBlock

HAHBHHBEHHAHEHHAH AR HAHHRHH
# VPC ENDPOINTS
HAHBHHBEHHAH AR HAH AR HAHHRHH

VPCEndpointInterfaceSignin:
Type: AWS::EC2::VPCEndpoint
Properties:

VpcEndpointType: Interface
PrivateDnsEnabled: true
SubnetIds:

- IRef PrivateSubnetl
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- IRef PrivateSubnet2
SecurityGroupIds:
- IRef VPCEndpointSecurityGroup
ServiceName: !Sub com.amazonaws.${AWS::Region}.signin
VpcId: !Ref AppVPC
PolicyDocument:
Version: 2012-10-17
Statement:
- Effect: Allow
Principal: '*'
Action: signin:Authenticate
Resource: '*'
Condition:
StringEquals:
aws :ResourceAccount: !Ref AWS::AccountId
- Effect: Allow
Principal: '*'
Action:
- signin:AuthorizeOAuth2Access
- signin:CreateOAuth2Token
Resource: '*'
Condition:
StringEquals:
aws:PrincipalAccount: !Ref AWS::AccountId

VPCEndpointInterfaceConsole:
Type: AWS::EC2::VPCEndpoint
Properties:

VpcEndpointType: Interface
PrivateDnsEnabled: true
SubnetIds:

- IRef PrivateSubnetl

- !Ref PrivateSubnet2
SecurityGroupIds:

- IRef VPCEndpointSecurityGroup
ServiceName: !Sub com.amazonaws.${AWS: :Region}.console
VpcId: !Ref AppVPC
PolicyDocument:

Version: 2012-10-17

Statement:

- Effect: Allow
Principal: '*'
Action: '*'
Resource: '*'
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Condition:
StringEquals:
aws:PrincipalAccount: !Ref AWS::AccountId
aws :ResourceAccount: !Ref AWS::AccountId
aws:SourceVpc: !'Ref AppVPC
- Effect: Deny
Principal: '*'
Action: '*'
Resource: '*'
Condition:
StringNotEquals:
aws:PrincipalAccount: !Ref AWS::AccountId
aws :ResourceAccount: !Ref AWS::AccountId
aws:SourceVpc: !Ref AppVPC

VPCEndpointInterfaceConsoleStatic:
# console-static only supports the full access endpoint policy
Type: AWS::EC2::VPCEndpoint
Properties:
VpcEndpointType: Interface
PrivateDnsEnabled: true
SubnetIds:
- IRef PrivateSubnetl
- IRef PrivateSubnet2
SecurityGroupIds:
- IRef VPCEndpointSecurityGroup
ServiceName: !Sub com.amazonaws.${AWS: :Region}.console-static
VpcId: !Ref AppVPC

HAHBHHBEHHAHEHHAH AR HAHHRHH
# WORKSPACE RESOURCES
HAHBHHBEHHAHEHHAH AR HAHHRHH

ADAdminSecret:
Type: AWS::SecretsManager: :Secret
Properties:
Name: !Ref DSAdminPasswordResourceName
Description: Password for directory services admin
GenerateSecretString:
SecretStringTemplate: '{"username": "Admin"}'
GenerateStringKey: password
PasswordLength: 30
ExcludeCharacters: '"@/\'

Amazon WorkSpaces& A &8 HAE MY & 1.0 91



AWS Management Console A|EF OFLHA

WorkspaceSimpleDirectory:
Type: AWS::DirectoryService::SimpleAD
Properties:
Name: corp.awsconsole.com
Password:
Fn::Sub: "{{resolve:secretsmanager:
${DSAdminPasswordResourceName}:SecretString:password}}"
Size: Small
VpcSettings:
SubnetIds:
- IRef PrivateSubnetl
- IRef PrivateSubnet2
VpcId: !Ref AppVPC
Outputs:
PrivateSubnetl:
Description: Private Subnet 1
Value: !Ref PrivateSubnetl
PrivateSubnet2:
Description: Private Subnet 2
Value: !Ref PrivateSubnet2
WorkspaceSimpleDirectory:
Description: Directory to be used for Workspaces
Value: !Ref WorkspaceSimpleDirectory
WorkspacesAdminPassword:
Description: The ARN of the Workspaces admin's password. Navigate to the Secrets
Manager in the AWS Console to view the value.
Value: !Ref ADAdminSecret

(@ Note
Ol EIAE MH2 O|= SF(HXILIot 55 )(us-east-1) I A= T A RS LICE

o

1. ZXo| el A™ez 219l 1 CloudFormation 2£ & dL|Ct
2. AR MMEZ MEHERL|CH

3. M ElA&A AFE(FEE)(With new resources (standard)) =
CloudFormation H{Z %! It US YEE5tT CHES MEH

H)i

a=
4. PrivateConsoleNetworkForS3 Z2 AEH O|E S ¢l2dst £ C}SS MEHEFLILCE.
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5. VPC X MEUIo| B2, ¥st= IP CIDR H<l
st 42 7IEafolel 7|& VPC Ela

HotAHLE MBS E 7B S ASELICH 7%
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(o}
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X
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o= L-T1d
7. AEHO| WHE F ElAA BiE MEiSto] MY E ElAAE SRIFLICH.
8. &2 e4g MEiEto{ Z2tolY! MELI Workspace Simple Directory2| Zf2 & QIgfLICt o|2{&t
Zt2 WorkSpaceE ¥4 st D F435H= ChE TR AIX{Q 4CHH 0l M AH8E o Ho|2Z2 7|83 &
Lt

otzfol A3 B4 ZEL0[8! MEY T} Workspace Simple DirectoryQ| 20| EA|El £2 €Ho| HY|E
HoiELct.

PrivateConsoleNetworkForS3 LG
( Delete ) ( Update ) ( Stack actions ¥ ) ( Create stack ¥ )
<{ - updated Resources Outputs Parameters Template Change sets Git sync
Outputs (4) @
[ Q Search outputs ) 1 e
Key A | Value v | Description v Export name
PrivateSubnetA subnet- Private Subnet A
Oaea1291fe9eb1b47
. subnet- .
PrivateSubnetB 04§62dc31f08309b6 Private Subnet B -
arn:aws:secretsmanager:us The ARN of the Workspaces admin's
WorkspacesAdminPassword -east- password. Navigate to the Secrets
P 1:851725487077:secret:AD Manager in the AWS Console to view the
AdminSecret-GAwMS8i value.
WorkspaceSimpleDirectory d-9067f40091 Directory to be used for Workspaces -
O|Ml HIEXHIE HMHFoL| CtE ZEAIXE AE 504 WorkSpaceE M5t HAMATHML.

WorkSpaces& 4d5t2{H

1. WorkSpaces &2 L|C}.
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CI=4E12] ol XIoilA CIZYEIE] Aehvt & AIQIK| SHoIstLich ofafol AT B4 B4 CIEEI}
Qe CI2E|2| HolXIE BoiFLIC

Directories (1) info @ Create directory
1 S
Directory ID v \ Workspace Type Vv \ Directory name v \ Organizationn... ¥ Identity source v Status v

d-9067f40091 Personal corp.awsconsole.com d-9067f40091 AWS Directory Service @ Registered
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1&# 1| 0| X|0i| A Standard with Amazon Linux 28§ ME{SH ¥ Ct2 S MEEHLIC
C S AFSXE X[ CHa 712 - E M3t WorkSpace 48 MEAEFLICH
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AWS Management Console Z 20|58 HMA MHEHE E|AESEZ{H

1. WorkSpacesH| A EEIRX{E ¥LICt a7 O, AWS Management Console2 O|&35t1 ot @l
& WEE A85tod EQIE L Ct

@® Note
FirefoxS EElRME A5t E HEIRKX ™| HTTPSE S8 DNS & M35 SM
O| THXM Ue=K| &QlghL|Ct.

2. AWS Management Console Z 208! HMAE AL 5t0{ AZEIUREX| &QIE £ Q= Amazon
S3 Z2&£& Juct.

3. EM HwolM &H=-Z2t0|8! ot 0|2 S MEL5HH
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AWS Management Console Private Access

You are using a private endpoint connection to the AWS
Management Console. Some Regions and services might not
be available. Learn more [

[C] VPC ID: vpc-0b968344a9063190c¢
[C] VPCE ID: vpce-Ocd4dcdaaded8fala

cations (0) info ( Create application ) :

LIS Fast (N Virainia)
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I B DNS queries are forwarded over AWS Site to Site VPN
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PsecveN | VPC
| §
From resolver dp 'mq ieries are forwarded to R53
resolver C+.
Connecty o console endpoln pivat P i etablished
St to Site VPN

O| &= of7|EIx{ MHe| B 7 24 = Amazon Route 53 Resolver, £35| QIHIRE sliA47
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https://docs.aws.amazon.com/awsconsolehelpdocs/latest/APIReference/Welcome.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/TemplateReference/aws-resource-uxc-accountcustomization.html
https://docs.aws.amazon.com/awsconsolehelpdocs/latest/APIReference/Welcome.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-user-guide.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-lake.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/logging-data-events-with-cloudtrail.html#logging-data-events
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https://aws.amazon.com/cloudtrail/pricing/
https://aws.amazon.com/cloudtrail/pricing/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/logging-data-events-with-cloudtrail.html#logging-data-events-console
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/logging-data-events-with-cloudtrail.html#creating-data-event-selectors-with-the-AWS-CLI
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/logging-data-events-with-cloudtrail.html#creating-data-event-selectors-with-the-AWS-CLI
https://docs.aws.amazon.com/awsconsolehelpdocs/latest/APIReference/API_GetAccountCustomizations.html
https://docs.aws.amazon.com/awscloudtrail/latest/APIReference/API_AdvancedFieldSelector.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/logging-management-events-with-cloudtrail.html#logging-management-events
https://docs.aws.amazon.com/awsconsolehelpdocs/latest/APIReference/API_UpdateAccountCustomizations.html
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"eventVersion": "1.09",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE: jdoe",
"arn": "arn:aws:sts::111122223333:assumed-role/MyRole/jdoe",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::111122223333:role/MyRole",
"accountId": "111122223333",
"userName": "MyRole"
.
"attributes": {
"creationDate": "2026-03-06T15:15:16Z",
"mfaAuthenticated": "false"

}
.
"eventTime": "2026-03-06T15:36:13Z7",
"eventSource": "uxc.amazonaws.com",
"eventName": "GetAccountCustomizations",
"awsRegion": "us-east-1",
"sourceIPAddress": "10.24.34.0",
"userAgent": "aws-sdk-java/2.41.27",
"requestParameters": null,
"responseElements": null,
"requestID": "543db7ab-b4b2-11e9-8925-d139e92alfe8",
"eventID": "5b2805a5-3e06-4437-a7a2-b5fdb5cbb4e2",
"readOnly": true,
"resources": [

{
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"accountId": "111122223333",
"type": "AWS::UXC::AccountCustomization",
"ARN": "arn:aws:uxc::111122223333:account-customizations"
}
1,
"eventType": "AwsApiCall",
"managementEvent": false,
"recipientAccountId": "111122223333",
"eventCategory": "Data"
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-event-reference-record-contents.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-event-reference-record-contents.html
https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/programs/
https://aws.amazon.com/compliance/programs/
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/services-in-scope/
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https://docs.aws.amazon.com/signin/latest/userguide/how-to-sign-in.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_sigv.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#bp-users-federation-idp
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#bp-users-federation-idp
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#bp-users-federation-idp
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_groups.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/gs-identities-iam-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_manage-assume.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#access_policies-json
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-choosing-managed-or-inline.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_principal.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_principal.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_boundaries.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_rcps.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#policies_session
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_evaluation-logic.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_evaluation-logic.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements.html
https://docs.aws.amazon.com/awsconsolehelpdocs/latest/APIReference/Welcome.html
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« UXC A A X X|Zoll CHEt 217] 8 HAMIA
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https://docs.aws.amazon.com/singlesignon/latest/userguide/permissionsetsconcept.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html
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AWS Management Console A|EF OFLHA

AWS Z2|™ S A|RStD 2|4 MEtoE THEH- ASA A T2 of HEt 2048 AlZotE{H
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MAE Mete = A &LICt 0o & S04, SSL2 AI83510d ZE ¥ S T™S&s&lof #totm x|Hst=
MAEHSE 2EE = USLICEH AWS MH|AQL 22 EHE SH A ElE B2 ZE AFS5H0q A
HIA Zrqoi| CHEF HAM|A HEHE R0 = U&LICH CloudFormation. AtAIEH LI 2 IAM ALS A
HMO| IAM JSON HAH @4 Z7HZ FESHML

IAM Access Analyzer % S5l IAM EHZ 2 Ql5to] QtMst D 7|s2el Het 23 IAM Access
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{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"uxc:GetAccountCustomizations",
"uxc:ListServices"
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-validation.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-validation.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa_configure-api-require.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
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"Resource": "*"

UXC 7AI’"d AL8 A X750l CHEF HA| M| A

CHS Mol E UXC AE AL RE X750l CHEF A AMAE S8t HAE ddsis WS Eod
ELCh
{

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": [
"uxc:*"
1,
"Resource": "*"
}
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This appears in a text box with a background shading.
The text is in monospace.
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Choose [link_text](http://my.example.com).

SOEIE S=02 # MAIZ XIHs T 08 oIFISH 20| sHLto] WE()9 &7 Hx o] Fof Uizt
_?_

Here is a bulleted list:
* Ant

* Bug

* Caterpillar

HNE=Ecz 3 MAS X|Hste{H CH2 oA ZHo| A, OFEE (), 3ot &7A Hr o
L

Here is a numbered list:
1. Do the first step
2. Do the next step
3. Do the final step

2 HHE(CloudWatch CHA|E E)

Table | Header
SR [ —

Amazon Web Services | AWS
1] 2

O|H oilx|e| ot ACH2 MAE = CHS E|0|5 2 & LICH
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Amazon Web Services AWS
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OHSP{HE O of|MIQF 20| [button:Button text]E AFEEHCHS 5 (())oll A

LICH HES 2H&

URLS 2d8tLCt.

=

[button:Go to AWS](http://my.example.com)
[button:primary:This button stands out even more](http://my.example.com)
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e .a2z.com

e .amazon.com

* .amazonaws.com
e .aws

e .aws.com

» .aws.dev

* .awscloud.com
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