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AWS CloudFormation Guard = @E AA HE I MHAH Iyt E 2 QLICH Guard Y ZE QIE{H|
O|A(CL)= MAME IEE Erdste O AEE = U= simple-to-use M4 = H|QIH 10{(DSL)E
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https://github.com/aws-cloudformation/cfn-python-lint
https://github.com/aws-cloudformation/cloudformation-guard/
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https://docs.aws.amazon.com/cloudformation-cli/latest/hooks-userguide/guard-hooks-write-rules.html
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A AWS CloudFormation Guard’

AWS CloudFormation Guard £ @& AA 5' QIE{H| O|A(CL)LICt H& #2lg &5t
= 720l cHal| £ =3HE HS %™ JSON E—< ML IZ'||0|E-|E ASE & e ZHEE M QI Ho{E A
SELct #Ee 2ot Y &+ S o | Z|AF M3 K| &S LIEHH —’F UA&LICH FESHE A

MOOo|EE ZERE JdHE FERE Q EEPE LIEH = /U&LICt ol & §0{ 722 dd3stod
CloudFormation ElZ /0l M 2% 3}El Amazon Simple Storage Serwce(Amazon S3) g ZEEE

= A&LIcH

ro

CHS —’F— |01IA‘|._ MEf 2F MAE AE57LE AWS Lambda & =2 GuardE & x|5t= 2ol CHE

e Linux 2! macOS& Guard x|
« Windows& Guard A x|

 Guard& AWS Lambda &2 Mx|

Linux 2! macOSE& Guard A x|

MA THE 2E2|A dho[|LH2|2] CargoE AF& 6t 7Lt HomebrewE& &3l Linux & macOS AWS

CloudFormation Guard €& Mg + J&LICt
AM™ F=El 2E[A HHO|LHE|0 M Guard AR
Ct2 ™Axioll 2t AFM U= = HEo|L 2|0 M GuardE M x| &Lt
1. EHOdE ¥ s BPS A~dELo

curl --proto '=https' --tlsvl.2 -sSf https://raw.githubusercontent.com/aws-
cloudformation/cloudformation-guard/main/install-guard.sh | sh

2. OIS BHES AAGI0{ PATH HE H™ELICH
export PATH=~/.guard/bin:$PATH

A1} GuardE ME2Xo 2 Mx|StD PATH B2 MRS LICE

o (ME M) Guard HXIE #HQlstE{H Chs BES Azt

Linux 2 macOS&
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cfn-qguard --version

FI2 s £ grereuich

cfn-qguard 3.1.2

Guard from Cargo A%

FiF

Cargot Rust T{7|X| 2Rt ILICH CHS EHAIE 225104 CargoE Z &5
M CHS Guard from CargoE A x| & L|C}.

1. EOldoM cts BE S st o 2ol X|&of et RustE ARIEHLICH

curl --proto '=https' --tlsvl.2 -sSf https://sh.rustup.rs | sh
e (M= AFE Ubuntu B30I CHS BHS A#sHLCH

sudo apt-get update; sudo apt install build-essential

TSI O BUS MUE LI,

2. PATH &4 #=

source $HOME/.cargo/env

3. Cargo7t Mx|El &EfoiM Ctg BHEE AA5H04 GuardE M X|ELICH
cargo install cfn-guard

A1t GuardE H3 M2 MdXI&LICH

cfn-qguard --version

WY ohs Ee HEELc

cfn-qguard 3.1.2

Guard from Cargo A %|
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Homebrew0| A Guard A4 x|
Homebrew= macOS & Linux& 7| x| 22|Xt LICt. HomebrewE& A x|5t2i™ CtE HHE & =5t

M. 23 Ct2 Homebrew0| A GuardE Adx|&hL|Ct.
1. EOoMClE HH@e A#St T o] X|&ofl 2k HomebrewS A X LICH

/bin/bash
install.sh)"

2. Homebrew7t MX|El &EHo|M CtS BHEE M504 GuardE MXIELICE
brew install cloudformation-guard
21} Guardg d3Mez dRIs&LICH
.« (M= AME) Guard Mx|E 2Qlstz{ S HRiS MdsLc
cfn-qguard --version
WL ot e BretELo

cfn-qguard 3.1.2

Windows& Guard A x|

-c¢ "$(curl -fsSL https://raw.githubusercontent.com/Homebrew/install/HEAD/

Cargo EE & ChocolateyE 3l Windows AWS CloudFormation Guard 88 Mx|& & Q&LICt

NI

HHE QE{H 0| ANM GuardE Y =3t24™ Visual Studio 20198 2= =7 & A x|5HoF &Lt

1. Visual Studio 20198 2= =7 @l AO|E 0| M Microsoft Visual C++ HlE EF E CIRECH
C}.

2. Mx|lZ2a=g Adlstn 7|24ks MEiEL|Ct.

Homebrew0i| A Guard A x|


https://visualstudio.microsoft.com/downloads/#build-tools-for-visual-studio-2019

AWS CloudFormation Guard INT=IY A To] =]

Guard from Cargo A x|

Cargo= Rust T{7|X| Z2IXFILICH CHS EHAHE 2235104 CargoE Z&SHE RustE Mx|EfLICH o
H CHE Guard from CargoE A X|ELIC}.

1. RustE Ct2EZEF O rustup-init.exeE A& LICH

2. HWHITZETEAM 7|E SMQ 12 MESSHLICH

f— - H— =

WL Cte EHS preLch

[

Rust is installed now. Great!
To get started you may need to restart your current shell.
This would reload its PATH environment variable to include
Cargo's bin directory (%USERPROFILE%\.cargo\bin).

Press the Enter key to continue.

3. MX|E 2tE5t2{™ Enter 7|2 FELICI.

4. CargoZt AX|El SEH0|AM CtS BHS A5t GuardE AXIELICH
cargo install cfn-guard

21} Guardg€ d2™Mo 2 Mx[Fi&LICEH

cfn-guard 3.1.2

Chocolatey| A Guard A x|

Chocolatey= Windows& I 7|X| Zt2|XtIL|C}. ChocolateyS M &|stEd™ CFS CHAHIE 22 5HMI2.
7 CHS Chocolateyoll A GuardE A x|&fL|C}.

Guard from Cargo A X| 7


https://forge.rust-lang.org/infra/other-installation-methods.html#other-ways-to-install-rustup
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1. 0| 7+o|=of k2t ChocolateyE Adx|EfLICt.
2. Chocolatey7} Ax|El AEf0M CIS HHS M350 GuardE M x|ELICH.

choco install cloudformation-guard

cfn-qguard 3.1.2

GuardE AWS Lambda & +2 MX]|

Rust T 7| X| #2|XI2l CargoE AWS CloudFormation Guard S351E A%
guard-lambda)Z2A{Q| 7IE AWS Lambda= Lambda &+ 2 AFSE
o] A e Lct.

g £ UaLch g2 (cfn-
O =
A L—

Guard(cfn-guard) &

INN e
GuardE Lambda &2 Mx|5tedH HA CHS A =S SF 5 oF gLCt

« AWS Command Line Interface Lambda &+ & H{Z35l1 S £E = U= M2 L EE (AWS
CLHILICt REMIEH LHE 2 AWS CLIF A MIME EZ Al

« AWS Identity and Access Management (IAM)2| AWS Lambda A& A& lL|C}. XFAIEH LIE
AWS Lambda Al 482 A X HM2.

« CentOS/RHEL EZ0|M musl-1libc T{7|X| 2|ZX|EEZIE yum A0l FIFELICH REMISH LI 2
ngompa/musl-libcE & Z=3HMI2.

FIO

\./

Rust I{ 7| x| 2| Xt AR
Cargo= Rust {7 |X| 2|t LICH CHS BAHE 223610 CargoE E & 5t= RustE A&|&FLICH

1. EO|IFoA CF CHS 3t ol X|&of| (2t RustE A RIEFLICH

]]IO

=|E=|2 Al
coE =

o2
o

AWS Lambda &2 8


https://chocolatey.org/install
https://docs.aws.amazon.com/cli/latest/userguide/cli-chap-configure.html
https://docs.aws.amazon.com/lambda/latest/dg/lambda-intro-execution-role.html
https://copr.fedorainfracloud.org/coprs/ngompa/musl-libc/
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--tlsvl.2 -sSf https://sh.rustup.rs | sh

curl --proto '=https
sHEod e ™

(A= AL Ubuntu &

sudo apt-get update; sudo apt install build-essential
o424

TEstn ohE B

A
e

E

23

PATH

source $HOME/.cargo/env

2.

£ Unix)2 Guard A x|

= BHE 2t=gfLich

(Linux, macOS £
M52 Ot S

Lambda &

GuardE Lambda &

1. FEEHOEAAM S B
cargo install cfn-guard-lambda

(MEH AFEH) GuardE Lambda &

—_
cfn-guard-lambda --version

FerLicH

ol

24o H}
| —

Ojo
M
fjo

Ct

rlo

o424
[ Ne)

cfn-qguard-lambda 3.1.2
g o

musl K|
rustup target add x86_64-unknown-linux-musl

5tod 2 Emusl1® CH2 E{O|goild Cl2 &

2.

E A8

cargo build --release --target x86_64-unknown-linux-musl

2 bootstrap HiE {7 |X| .zip m} o]

740
El cfn-lambda A& 1ol 0|2

MEX XM HEIQo| AR
Lambda ZEfL|CH MMHE
Flo|Eof F7}&HLCt.

O|0| 2 A& mo| AWS
S Z HI¥ bootstrap CHS .zip Of

Mx[stE{H

GuardE Lambda


https://docs.aws.amazon.com/lambda/latest/dg/runtimes-custom.html

AWS CloudFormation Guard

e macOS &390 AR Rust ZEMEQ| RE F=0|MSE 7+

Ct~/.cargo/config.

[target.x86_64-unknown-linux-musl]
linker = "x86_64-1inux-musl-gcc"

4. cfn-guard-lambda £E C|HEZ|2 HEFLICH

cd ~/.cargo/bin/cfn-guard-lambda

5. E{0|do|M ClS gd2ds Alsist o}

=2oHd

cp ./../target/x86_64-unknown-linux-musl/release/cfn-guard-lambda

zip lambda.zip bootstrap && rm bootstrap

6. LCIS WS M504 HZHol Lambda &4 cfn-guard2& NEEL|CH.

aws lambda create-function --function-name cfnGuard \

--handler guard.handler \

--zip-file fileb://./lambda.zip \
--runtime provided \

./bootstrap &&

--role arn:aws:iam: :444455556666:r0le/your_lambda_execution_role \

--environment Variables={RUST_BACKTRACE=1} \
--tracing-config Mode=Active

Lambda &£ 2 Guard& 2=t AlgHsteS

Lambda & %cfn-quard-lambdaZ MEEE 5 E35l24E

aws lambda invoke --function-name cfnGuard \

--payload '{"data":"input data","rules":["rulel","rule2"1}' \

output.json

u

2

Lambda &+ QM FLXE S£5

]

IS 2=} cfn-quard-lambda EQ&HL|CH

FO
o
=)
rr
1

« data- YAML = JSON HEZ!o| EXtY HH
» rules- & ME mo| EXHE T

b

i
n
o
>
0%
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Guard T2 AP0 CHSE AFH =74 2l 7l

O| MAMo{|M= JSON EE= YAML @Al H|o|E{of CHEF & 2 M E|AE A B 0l2t= 34 Guard &
Ue 2=Ese LHE Eo{FLICE & ﬁ%%ﬂﬁAmmub&“ T2 Mg =
=

| Z&E[o] U&LICH

(®)

S|

- A EZ

« Guard TE M8 iR

« AWS CloudFormation Guard 7#%] &t 4

« AWS CloudFormation Guard #& HIAE

- #=l1} 74 AWS CloudFormation Guard 123 m}2lO|E{ AL
« AWS CloudFormation Guard #={0l Ci$t 2124 Ci|0|E{ HS

AMN™ E=A

Guard |2 210{(DSL)E AtE5t0{ A F22 A dsted™ MK Guard BEE QBT 0|2 (CLI)
E MR(stok gfLIc RtAMEH L2 71 A EE B ZsHMA2.

Guard 2! AFE 7R
GuardE€ AI2 e M= YPHMo 2 O BHAHE £~ &L Ct

1. JSON EE&= YAML

2. Guard H3 7 =g 2L KIMIEH LHE 2 Guard 7#2! 2 EHHE RS AL,

3. Guard test HHS AFE5t0{ F=20| |8t CHE ES3t=X| &I LICH | E|AE0| CHEH RHA|
U2 MME HXSHM2Guard 1& HAE.

4. Guard validate HHE Al35t04 #&!lo CHSH JSON =
Mgt LI Guard 210 CH8H 2124 Hjo|E] S EHlE .:*ZS%F.’;MI_Q_.

G40 C|o|EE A dsto] AEELICH
X

AWS CloudFormation Guard T+2! &H4

0l A1 AWS CloudFormation Guard %! policy-as-code #=|2/L|Ct JSON EEE YAML & 4l9| Of| 0]
EIE A8 & + U&= 722 Guard TH QI 210{(DSL)E = -gfLict &l M2 F4E Lt

A = 11
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Guard DSLZ Ar835t0d A HE 72 E U YT E MEste Yt HAE meof KT E + U&L

Ct.

ofE] T IUS WM FEMEZ ERY £+ YSLICH FH MEE A SHH of2] 721 THof
CHaH JSON = YAML BAl0| ClOIEIE SAlol WEE 4 aLic

=5

=

- HollM #HE[AME
« HollM ALK AE
« HoM AEX XIE HAIXIALE

o Guard # 2| Ho| &l EHEE
» Guard #=0{|M B4 &l & X

o OAM HBEE F2 EE 74 AWS CloudFormation Guard

n

M true(PASS) EE= false()E B7tEl= 2 ETAIQULICIFAIL. M2 O[Tl QIAHRIE AFE 504 EH
U0l B S5teE F gt £ BHE QIMKHE HlwFLICH.

ClS B M2 A= MTcpBlockedPortsO| HIO] U =X| 042 E ZIHEHLIC.
InputParameters.TcpBlockedPorts not empty

ch

—

ct

mlo
s

M2 ExecutionRoleArn 40| 2AIQERIX| oiF2 E It LICT

Properties.ExecutionRoleArn is_string

Hol|Ld2| & 2] of
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CtZ Hiol2|l M2 ch/AE X encrypted® A Q10| BucketName £430f EXt@E0| L& E|0 U=
x| {8 E HEItect
Properties.BucketName != /(?i)encrypted/
CHZ HIO|L{2| M2 ReadCapacityUnits £40] 5,000 O|5tQIX| 0 E LI} ErLICH,
Properties.ProvisionedThroughput.ReadCapacityUnits <= 5000
Guard T#%| M B2 I3t 72
<query> <operator> [query|value literal] [custom message]
Guard %] Ho| £4
query

HABHMCIOIEHE Sutst= S HEE H(. )22 FEE EHAULICH el ZHAoE 2tel o<

LEr 2 e e 2 st e B340l ZEE = UGLICH 2E|E Haof 8F6to] HeE B H &

M5tD & MES|CHE M FEE = Je5 2 A Ztof HMAE = &Lt

242 5 W TE{Zoll CHE RHAMISH LIS 2 MMS BEstMeREl ol X e
2 = 047 of
operator
HE|o| HEHE & elsteE ol =50| El& B = O|F ALMKIILICE OfFl @44kRt2| RIZ(LHS)2
F2|040F 5tH @ B FZ(RHS)2 # 2l == &t 2IE{= 0lo{of &rL|Ct
AEEl= Ol Atkzl: == (ZF) | 1= (EXI EF) | > (AL EF) | >= (<HB) | <= (AL ES) |
IN ([x, y, z] EAlo| S50{M
K| HE|l= BHE Q44 RE: exists | empty | is_string|is_list||is_struct|not(!)
T4 S o of
query|value literal
2| = string EEE=2 20| X[ E|= 2F 2lE{EULICinteger (64).
XHElE 2t 2lEE:
13
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-« DE 7|8 8%: string, integer(64), float(64), bool, char, regex
- CS3 Z0| E¥E|E integer(64), float(64)E= HRIE E3H7| I8t ZE % char
b O| 5.
e r[<lower_limit>, <upper_limit>]-C}Z EHAZS kK EFsts ZE U= HetEL
Cl. lower_limit <= k <= upper_limit
« r[<lower_limit>, <upper_limit>)= Ctg ETLE k SFsts ZE AR HeHEL
Ct. lower_limit <= k < upper_limit
e r(<lower_limit>, <upper_limit>]-C}S EFAME k 5Fsl= 2E 4= BHENHEL
Ct. lower_limit < k <= upper_limit
e r(<lower_limit>, <upper_limit>), CI2 E3HAS k 555t ZE o= HetE L
EP. lower_limit < k < upper_limit

- SHE 7I-4t FZ Hlo|Eof| CHE 2472 B (™) LIct. ofl:

{ "my-map": { "nested-maps": [ { "key": 10, "value": 20 } ] } }

- ZZ|0|EIE R EE 2 Ul 82| HidE

T TS, O[T AMKIE A8 E m 2R FLICt.

custom message
Mol CHst MEE M2sts 2XFAQIL|CH HAIXK|E validate 2 test B2I0| AA| S2i01 EA|
EI0 A5 ClOlE{ol Chet 75 BIHE OlsHs7HLt CIZsHs ol 8% + ALICH

F

N
o
-lﬂ
_I_
=)
M
o
o
>
=
o
-
I
:E

2l gol & ZEE Y MME HEStMRGuard A0 A

"19.'-'
on

CH2 2 CloudFormation BE1Z3! Template-1 o] of|QL|CtTemplate-2. X|HE|E HAAKIO| AR 2
HoiF 7| flslio] Mol of x| 2| I M2 olz{et oA ’ES S FEELICH

Template-1

Resources:

HollM #2| ALg 14
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S3Bucket:
Type: AWS::S3::Bucket
Properties:
BucketName: MyServiceS3Bucket
BucketEncryption:
ServerSideEncryptionConfiguration:

- ServerSideEncryptionByDefault:
SSEAlgorithm: 'aws:kms'
KMSMasterKeyID: 'arn:aws:kms:us-

east-1:123456789:key/056ea50b-1013-3907-8617-c93e474e400"
Tags:
- Key: stage
Value: prod
- Key: service
Value: myService

Template-2

Resources:
NewVolume:
Type: AWS::EC2::Volume
Properties:
Size: 100
VolumeType: iol
Tops: 100
AvailabilityZone:
Fn::Select:
-0
- Fn::GetAZs: us-east-1
Tags:
- Key: environment
Value: test
DeletionPolicy: Snapshot

LI FEIE AL e THMo| MAE|m 2 Halol A o
ZF

-
S0l 4. YeLiCh OF Atgstol 2x12 2t Malol B ERR(" )0 BolE)
© 72| Bo| 3 LE{Z BHS HEHAAL.

\u
L
o
gy
()
e
o
-1
50
rr
>
J‘-’l
b
=

o A= K| &g =+ l&LICH RtMEF LIS

x| &olstL|ct =2|x ID7} @1 BlAA 7O Ko

2ol Ho|El 2lAaATt 5Lt 0|4 Qe

cle e slze
Zlo{ PASS e 2 2 HIIS3BucketELICITemplate-1.
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Resources !empty

CHZ M2 S3Bucket 2|AA00 5Lt 0|4 o] Ef 27| Holz|of Q=X & QIEFLICE of Tags 430
CHaH HolEl = 7Hel Ef2S3Bucket 7t PASS Q47| 20l 2 It LICTemplate-1.

Resources.S3Bucket.Properties.Tags !empty

ek

« exists - 2|9 Z} 2ol Zfol A1 CHA AL E == U=X| FHAELICH = null.

C2 M2 BucketEncryption £440]0f &o|z|o] Q=X| BQIgtLICtS3Bucket. ol Aol CHEH

== — iy -

BucketEncryption7t HO|PASSE|0] QIS 2 2 S3BucketZ WIHE/LICITemplate-1.

Resources.S3Bucket.Properties.BucketEncryption exists

(® Note
empty & not exists AAl= Y= CIO|EHE Sote I +EEl &4 7|7t true U=XI 2 F
7bEHLICH Ol 2 S0{ Properties AlA40]o| BIZ 2lof &O|E|X| &S AL &S3BucketS 2
Resources.S3Bucket.Properties.Tag empty B7IELICttrue. exists & empty A
AE 27 HAIXIS 2A LHoll JSON Z2IE| B2 E EAISHK| oE&LICH O2{8t & M 25 O]

BEh =2 HE & RXIsHX| f= AN 277 (e 87t B&LUoh

« is_string- #HE|o| Zt 40| string RSB UX| & IELICH.

IS M2 S3Bucket 2lAA9| BucketName &40 EXtAE ZLo| XIHEIRA=X] = QlEhL|Ct.
2R Zf20iMoi chall X[HPASSEI2 2 BucketNameZ HW7H"MyServiceS3Bucket" &L

CtTemplate-1.

M

Resources.S3Bucket.Properties.BucketName is_string

« is_list- #2|o| Zh &0l list RS UX| & lEfLICh.

A 2=

Ctg H2 S3Bucket 2|4&A0| Tags &40 S 50| X|H /o] JU=X| = IFLICH ol Aol Cial =
74e] 7|-Zt Ho{7} X|ZHPASSEIEZ Tags 2 HWIHELICHTemplate-1

Resources.S3Bucket.Properties.Tags is_list

Hofl M AR AL
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« is_struct - #2lo| ZF &h4o| + X 35tE C|O|E{RIX| = elgfL|ct.
CHS M2 S3Bucket 2lAA0°| BucketEncryption 40 X &HE HIO[E{7} X|IHE|0] Q=
X| &QlgtL|Ct oM ServerSideEncryptionConfiguration &4 & (##)& AH&35H0d

BucketEncryptionE X[HPASSSIEE 2 HI7tELICITemplate-1.

Resources.S3Bucket.Properties.BucketEncryption is_struct

==

Ztoll 2X+QH0| Template-1 Z & E[of J=X| &elgtLct X|IHE HZ! o|Fo 2XHH0| Z & [0
"MyServiceS3Bucket" UX| PASS &t7| MiE0l 2 HItELIClencrypt.

Ct2 M2 th/AEXHol encrypt 2 HISI0I0M S3Bucket ElAA Q| BucketName 4301 X|HE

Resources.S3Bucket.Properties.BucketName != /(?i)encrypt/

CHE H22| NewVolume BlAA Size 0 X|HE 20| 50 <= Size <= 2002 E Y

=L—_ —

Template-2 LHOl| Q/I=X| & IFLICE 0i7F X[ E[0] /U7| PASS 20 2 H7t100E LICSize.

AN —

Resources.NewVolume.Properties.Size IN r[50,200]

CH2 M0 A NewVolume ElAA9| VolumeType £40i X|HEl 2k0| Template-2 iol, io2EE
QIgtLiChgp3. ofl 7t R Elod U171 PASS HE 0 2 B7tiol ELICNewVolume.

Resources.NewVolume.Properties.NewVolume.VolumeType IN [ 'iol', 'io2', 'gp3' ]

® Note
Ol MMo| of x| #{2l= =2|% IDs S3Bucket U7t U= BEIAAE A= QLKL AHS
2 Ho{EL|CINewVolume. EIAA O|E2 £5 AKX Moo ZEF QlZEH(aC) HE

Hofl M AR AL



AWS CloudFormation Guard

oM e|2 HHE £ &Lict Litxo|n BE Rl HolEl 2 E AWS: :S3: :Bucket
SlAAN MEE|E #FEIE ’Sf*é'%ﬁ#“" 7HE iMoo 2 ALKl 2| Al L
ClResources.*[ Type == ‘AWS::S3::Bucket’ ]. AtAMIEt LIS 2| Hol 2! ZE

2ol M ArEof CiEt ME HEE &0l5t1 cloudformation-guard GitHub 2|ZX|E 2|2
oAl CIHEZIE AHEAM L

HollM ALE R X8 HIAIX] AHE
Chg oMol Aol Holls AL R XIE BIAIX|7} Template-2 ZEHELICH

Resources.NewVolume.Properties.Size IN r[50,200]
<<
EC2Volume size must be between 50 and 200,
not including 50 and 200
>>

Resources.NewVolume.Properties.VolumeType IN [ 'iol', 'io2', 'gp3' ] <<Allowed Volume
Types are iol, io2, and gp3>>

x4 74
==

o

GuardolM M E01 2 dEl 2t H2 (F2 and 2%)2 At8sto] FAIMe =z ChF ot A&t ot

= HE A xstM2.

# clause_A ~ clause_B ~ clause_C

clause_A

clause_B

clause_C

et 228 AH85t0d X Bl Mol or |OR B0 & X|H3t0o M2 CHg Mot Afe &= /U&L .

<query> <operator> [query|value literal] [custom message] [or]|OR]

Guard HollMe= 22[7F HX BotE|lD T o= 20| Bt Lo 7= 732 (or |OR) E
true ()2 B7Izl= H(and | ANDL| PASS)2| E 2|2t &7 Holg £~ Ql&LICHalseFAIL. Of
M4 HEfet R ARFLICE.

CHS oAM= Mo Bt =A4E EoiELICH

Holl M ALERE X HIAIX] AHS


https://github.com/aws-cloudformation/cloudformation-guard/tree/main/guard-examples
https://en.wikipedia.org/wiki/Conjunctive_normal_form
https://en.wikipedia.org/wiki/Conjunctive_normal_form

AWS CloudFormation Guard

# (clause_E v clause_F) ~ clause_G
clause_E OR clause_F
clause_G

# (clause_H v clause_I) ”~ (clause_J v clause_K)
clause_H OR

clause_I

clause_J OR

clause_K

# (clause_L v clause_M v clause_N) ~ clause_0
clause_L OR

clause_M OR

clause_N

clause_0

HME 7|Ete2 ot ZE H2 &7 AHE5tod ZEE Template-1 = U&LICH CHS 0| E & ZSHA
2.
Resources.S3Bucket.Properties.BucketName is_string
Resources.S3Bucket.Properties.BucketName != /(?i)encrypt/
Resources.S3Bucket.Properties.BucketEncryption exists
Resources.S3Bucket.Properties.BucketEncryption is_struct
Resources.S3Bucket.Properties.Tags is_list
Resources.S3Bucket.Properties.Tags !empty

EE2 U MH XU E= F30MH ME HE L EHEE M7HstE +HULICH EF0= Al 7t
Xl f&o| J&LICH

. FZEE

- when 8

- HHEI X EF

el 28

CIS2 oME 7RIS 2 5t= MULICtTemplate-1. A4S M2 Z2Fst= Ol AFS =& LICEH

Resources.S3Bucket.Properties.BucketName is_string

Guard =2 &

ES A8
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Resources.S3Bucket.Properties.BucketName != /(?i)encrypt/
Resources.S3Bucket.Properties.BucketEncryption exists
Resources.S3Bucket.Properties.BucketEncryption is_struct
Resources.S3Bucket.Properties.Tags is_list
Resources.S3Bucket.Properties.Tags !empty
Zt Mol F2| XA YR I BHSELICH #ME| 252 A85tod 7+ 7tsdE JHiMstn =7] #2|l 8
27t SUs el H REolM MR HE U EES KHY £ ASLICH O+ oiFior Zo| SYs M E
e o = JsLot
Resources.S3Bucket.Properties {
BucketName is_string
BucketName != /(?i)encrypt/
BucketEncryption exists
BucketEncryption is_struct
Tags is_list
Tags lempty
}
HE EF50M 25 ol MEls 25 L Mol ZHMAEE MHEELICH
ES MEo CHEt RIMIEH LIER2 MME HASHNQLEHE 3 E5 74
when 28
CtS 4ol EES ME5t0] ZURE when EEE2 TIHE = UA&LICE
when <condition> {
Guard_rule_1
Guard_rule_2
}
when 7|E £ when 52| A|EE X|HELICH conditionE 7HE FAIQILICH ES2 =74 Tt

A0 true ()2 0Bt BIHE

o

L|C}HPASS.

Ct 7|8t

1jo
rlo
i

2 3t= when 2529 0o L|CtTemplate-1.

when Resources.S3Bucket.Properties.BucketName is_string {
Resources.S3Bucket.Properties.BucketName != /(?i)encrypt/

Guard 2t &7 28 AHE
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}

when 25 Lio| M20 X|HEl 2t0] EXL Q! B20i2F BIIBucketNameE LI CHS X2t Z Ol
HEZ 30| Parameters MMol| Mo X|HE 20| & ZBucketNamekl= B when E5 LHo| M2 E
7t=| x| et & LCH.

Parameters:
S3BucketName:
Type: String
Resources:
S3Bucket:
Type: AWS::S3::Bucket
Properties:
BucketName:
Ref: S3BucketName

A5 METE ME) OIS S BEE CHS CHE FaoIM ZHE 75| 2S0/2tD 5t ol2{3t 28
MHB 222 AT 4 oLt BHE 73 250 gyAl2 ot 24l
rule <rule name> [when <condition>] {

Guard_rule_1

Guard_rule_2

}
rule 7|9IE= BHE #& E59| A|ZS X|IEELIC
rule namet= BHE 3 252 1 RSHH AHEHS= AMEO| ¢d2 &= U= EAILALICEH H&35tst=
Guard 2! M E Q| 2|0|2 LIC}. O] AF& 0 Guard #2I0[|2tE &0{ol= &M, #HEl 25, when 5
O HEE A= 2 50| ZeHELICH & O|§2 ZestEl #& MEQ| Bt ANE #FZTst= Ol AFS
g 4 9lom, 0|8 S5 IYE A4 222 MASY + AUsLICH T4 082 validate U test
HHE 20| =] Muffof CHet HEIAER NI ELICH #& O|§2 & ute| Bt £330 ES 9|
HIt & EN(PASS, FAILE &= SKIP)2t &7 EAIELICH CHS 0l & XML

# Sample output of an evaluation where checkl, check2, and check3 are rule names.
template.json Status = **FAIL**
**SKIP rules**

Guard 2t &7 28 AHE 21
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checkl **SKIP**
**PASS rules**

check2 **PASS**
**FAILED rules**
check3 **FAIL**

rule checkBucketNameStringValue when Resources.S3Bucket.Properties.BucketName is_string

{

Resources.S3Bucket.Properties.BucketName != /(?i)encrypt/

FHE A2 S5 AH8stod do| LIS Chst 2ol 5de + &Lt

ol

rule checkBucketNameIsString {
Resources.S3Bucket.Properties.BucketName is_string

}

rule checkBucketNameStringValue when checkBucketNameIsString {
Resources.S3Bucket.Properties.BucketName != /(?i)encrypt/

}

CHE Guard (T 874 BHE 75 252 MASs T I8

ct.

T U&LICH OS2 H 7HK| of L

)
ek

rule rule_name_A {
Guard_rule_1 OR
Guard_rule_2

rule rule_name_B {
Guard_rule_3
Guard_rule_4

rule rule_name_C {

Guard T2t &7 E5 ALS 22
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rule_name_A OR rule_name_B

rule rule_name_D {
rule_name_A
rule_name_B

rule rule_name_E when rule_name_D {
Guard_rule_5
Guard_rule_6

LHZ

icl

= A8

AWS CloudFormation Guard & T#20{|AM EAY =% JSON 712 EM 3 H|0|E| K& Hetn e
12 8= O A2 E = e LY &8+E XMBELICH = Haol Cist 822 SHAMBH X

o
=
Euct.

Mo 1

kO
0o

A
T

M

json_parse(json_string)

|H

310] QI2t2I JSON EXIYUS T2 BAMELICH 72 BA $ Zn ZA 0l 48 B £ 9

ct

A

o> p@

count(collection)

Ol FHMM|ME Guard & M2 2 dE M 22| 2 X B AFEoil chslf CHELICH

Ol

HE g AL

i

23


https://github.com/aws-cloudformation/cloudformation-guard/blob/main/docs/FUNCTIONS.md
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NN e

ZE 32 13 AWS CloudFormation Guard 7' LIt EE{Zol Ciai Zot2 7| ol & 7|8 FA
£ dEst= Aol E&LCH

« AWS CloudFormation Guard2t £Si217}27?

A, & A

2| Ho|

| ZFHA2 ASMOIO|EHE Stst7| ?lH 2HgEl ZHEHS M(O)eE 2 EFHALICH HEl &

HAlols Ztol 519l ZIgte CH¥ o2 she TE| B0l ZrE £ 2aLich #2l8 TotshE saL

ol gretEl 2ot EE o fAHSH 2 232 0] A8 ELCH

Ct= odlAM #2l= AWS CloudFormation BlZ 30 A AWS: : IAM: :Role EIAAE ZHMEFLICI
Resources.*[ Type == 'AWS::IAM::Role' ]

Fele ohEn 22 718 ¢3S mELUC

- FHZ|ol Z H(.) FE2 Resources &= FHE|o| UET} =4l 7|21 LUx|GHK| b=
Properties.Encrypted. @< Guarde AM QR E UHA|I7|= & BAIM 7| 8012 AHSE
A& +Z2E SoHErLct.

- FUCIIEE MBSt HEle H(.) BFE2 Y =&l FXo| ZE g2 * STtELct

- HiY otUEFIEE AE5tE HEle H(.) FE22 Y P ZE QIHAE [*] SotErLct

- CHE S otofl EEE X|H35t0d 2E HHME2 TEZE &= USLICH]. CHE20 22 Yo =2 HEM

ZE:[20, 21, 110, 190]

EfZ: [{"Key": "Stage", "Value": "PROD"}, {"Key": "App", "Value":
"MyService"}]

. ot Ze TZO| BE e ShEtE Be
=7

- 2| 21t XHA

esources.*

A= S ULICH CHE o6& HZsHAIR.

By
fjo
I
N
fu
1]
il
o
et
1+ =
>0

# Query all resources
let all_resources = Resource.*

B EIEEE 2
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# Filter IAM resources from query results
let iam_resources = %resources[ Type == /IAM/ ]

# Further refine to get managed policies
let managed_policies = %iam_resources[ Type == /ManagedPolicy/ ]

# Traverse each managed policy
%managed_policies {
# Do something with each policy

CH= 2 CloudFormation ®IZ&! I = =2t 0| of &lL|C}.

Resources:
SampleRole:
Type: AWS::IAM::Role

SampleInstance:
Type: AWS::EC2::Instance

SampleVPC:
Type: AWS::EC2::VPC

SampleSubnetl:
Type: AWS::EC2::Subnet

SampleSubnet2:
Type: AWS::EC2::Subnet

Ol HEZESIg 7|t o2 S8t HZZ &= SampleRole 0|1 MEHSH %|F Zf2 QLICHype:
AWS: :IAM: :Role.

Resources:
SampleRole:
Type: AWS::IAM::Role

Resources.*[ Type == 'AWS::IAM::Role' ] YAML &&lo| 22| ZAn} g2 CtS oMo Lt

A& LIC

B EIEEE %
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- Type: AWS::IAM::Role

. H4B ATSH04 HE Aol BHAE & UTS Wil H2IE HELIC
. =izt 2t Zhol ChaH BlAE st 2S0| ol WIS WL
I.

Guard= X|HE &P Lol M 4 H &FE KM LICH Guard 732 B0 CHEF RHAMIEF LIS S
=]

HEIE Hof gF5to] HEIE B 2 HE CHS Guard &I CHE ROIM & XE == JU&LICH O
Mol IR EM dBst= el HEE 20iF £ O3 oA He S S HZSHAL.

# Simple query assignment
#
let resources = Resources.* # All resources

#
# A more complex query here (this will be explained below)
#
let iam_policies_allowing_log_creates = Resources.*[
Type in [/IAM::Policy/, /IAM::ManagedPolicy/]
some Properties.PolicyDocument.Statement[*] {

some Action[*] == 'cloudwatch:CreatelLogGroup'
Effect == 'Allow'
}
]
Felof gEE He ol gh2 Y Hh=

Guarde= #{E[2| ZAutof chall 2 Al X[ EL|ct CHF o &0l when 252 CloudFormation &
Z2I0f U= ZF AWS: :EC2::Volume BIAA9| EncryptedVolumeType, 2 AvailabilityZone
& AMof CHsH E|lAEEFLICE

let ec2_volumes = Resources.*[ Type == 'AWS::EC2::Volume' ]

=2 &o| ol e 26
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when %ec2_volumes !empty {
%ec2_volumes {
Properties {
Encrypted == true
VolumeType in ['gp2', 'gp3']

AvailabilityZone in ['us-west-2b', 'us-west-2c']
}
}
}
A H$E HE
L8t Guarde 2 Hluo| AR E F2|E X|BELICH ol E0{ &2 HZESHAAIRL.

let resources = Resources.*

some %resources.Properties.Tags[*].Key == /PROD$/
some S%resources.Properties.Tags[*].Value == /AApp/

Ao| oM EAIE A ZE EHE F H(someZ|HEE AZH2 S MR ¢hFEH €2 HIHE

@ MMl EAIE F 7K ol H2 25 OfE 250 SYsHK| &L

let resources = Resources.*
some %resources.Properties.Tags[*] {

Key == /PROD$/
Value == /~App/

}
O| 252 AMMO| Zt Tag &2 At & &S ol £ 2f=t HlmEfLIct o|™ MMdo| Ze &
¥ yAS £ Mg SYNoR WL O3 g st
Resources:
MyResource:
P;operties:

B EIEEE 27
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Tags:
- Key: EndPROD
Value: NotAppStart
- Key: NotPRODEnd
Value: AppStart

[, Tags, &

& Il sAlo| e =2 n47+5||_||:+pA55 X I S & e sAlo2 HEE
o P et 2 onPXI G g= g8

Resources Properties®| Ct& B2 & 21 Key
CHPROD.

0x ﬂlOII
N

Resources:
MyResource:

Properties:
Tags:
- Key: EndPROD
Value: NotAppStart
- Key: NotPRODEnd
Value: AppStart

A Hml Aol F | Mol M T OrEH7FX|ILICH Resources, Tags, & Properties®| 2= Ztut
Value Yx|&LICIAppStart. et F Hm M2 S2xoz MEE|L|CH

ra

l

X
H
rir

ILICHPASS.

Lt =
LICE.

siAle Ct2 1t ZHo| "WIHEILICH ZF Tags Ztod |:HoH Key 2! Value7t 25 2x|3t=X| HI
IS MMM = NotAppStart & NotPRODENnd 20| YxI5HX| f&LICt.

o o
i

kM

Resources:
MyResource:

Properties:
Tags:
- Key: EndPROD
Value: NotAppStart
- Key: NotPRODEnd
Value: AppStart

HYIt= Key == /PROD$/, 2 Value == /~App/Oll CHEH 25 EQIStE2 2 UX|7| A ZE|X| &L
C. 2t ZotE LICHFAIL.

=2 &o| ol e 8
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® Note

[N
[

0l0

ol
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ALl
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o

LICE.

=
=

0l0

At

L1

[ BHE ol 8l gf(Tags:
& Resources:

F

A0] HMAE

=l
=

[

{3} A&LCH

FZ|ofl FA|

=
—

Fod 2l

ols
= -

{2 ZtFELICH &

B

M2
==

Z{2od| CHat

I.

S
=

ol

17FAILE| D

IL
o

=2

< #e

7HEILICHFATL.

JFFAILE| D

K|
o

= E

{1}

12 ZI2|{ "Resources":

7
o

7HEILICHFATIL.

1
o

T =

=2
o

ZE A

FE2[01[ A

2 A8Ele £10HHQ! Guard HILICH Ct&2 Hol 2L

<query> <operator> [query|value literal] [message] [or]|OR]

(=)

=| RFAA
=1 =

AWS CloudFormation Guard T+

I.

S
=

ALE

ZEE

« CNF(Conjunctive Normal Form)& A}

- M Eoi

g LICH

N

Oju

(and)
AtO[0] or ZIHEE AFE

T

47

ol
N

F

o1 E2l(or)E XIGELICH.

)

x4
=

-

L|ch.

=
=

A 22 HE 20

o MoM=E EE

CHS
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https://en.wikipedia.org/wiki/Conjunctive_normal_form
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resourceType == 'AWS::EC2::SecurityGroup'
InputParameters.TcpBlockedPorts not empty

InputParameters.TcpBlockedPorts[*] {

this in r(100, 400] or
this in r(4000, 65535]

CloudFormation EZ3!0|M RELEZ 2[AAE MEHE M OS2t 22 YetAel A7 Rk AHEE
LICF.

Resources.*[ Type == 'AWS::IAM::Role' ]

2lg|= @l2d9| Resources MAM0]| Q)= BT E ZtS Resources. * BFEErL|CH O of K| EIZ 2] 2]240
a2 He|#Hel Hole ch& 2 gheterulct.

Type: AWS::IAM::Role

Type: AWS::EC2::Instance

Type: AWS::EC2::VPC

Type: AWS::EC2::Subnet

Type: AWS::EC2::Subnet

O|A[o| ZEMoj| EHE{E MEBELICH UXIAZ 7|&E2 LICHType == AWS::IAM::Role.LCtS2 &
- Type: AWS::IAM::Role

3 CF2 AWS: : IAM: :Role E|AAOO| CHEF CFEH M =HQIsHLCt.

B EIEEE 30
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let all_resources = Resources.*
let all_iam_roles = %all_resources[ Type == 'AWS::IAM::Role' ]

CH22 285 AWS: :IAM: :Policy 2! AWS: : IAM: :ManagedPolicy E|AAE MEASI = E
o| of| Lct,

Resources.*[
Type in [ /IAM::Policy/,
/IAM: :ManagedPolicy/ 1]

CHS oMol = ole{8t M2 E|AA M7 PolicyDocument X|&H |0 = X| & QIEHLICH.

Resources.*[
Type in [ /IAM::Policy/,
/IAM: :ManagedPolicy/ ]
Properties.PolicyDocument exists

]
O B33 WEY 27 Ay 75
4412 &4 ot 28 FEof 3 AWS Config 74 820| CHS XIS A28 2MIR

resourceType: 'AWS::EC2::SecurityGroup'
configuration:
ipPermissions:
- fromPort: 172
ipProtocol: tcp
toPort: 172
ipv4Ranges:
- cidrIp: 10.0.0.0/24
- cidrIp: 0.0.0.0/0
- fromPort: 89
ipProtocol: tcp

ipv6Ranges:

- cidrIpv6: '::/0'
toPort: 189
userIdGroupPairs: []
ipv4Ranges:

- cidrIp: 1.1.1.1/32

B EIEEE
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- fromPort: 89
ipProtocol: '-1'
toPort: 189
userIdGroupPairs: []
ipv4Ranges:

- cidrIp: 1.1.1.1/32
ipPermissionsEgress:

- ipProtocol: '-1'
ipv6Ranges: []
prefixListIds: []
userIdGroupPairs: []

ipv4Ranges:
- cidrIp: 0.0.0.0/0
ipRanges:
- 0.0.0.0/0
tags:
- key: Name

value: good-sg-delete-me
vpcId: vpc-0123abcd
InputParameter:

TcpBlockedPorts:

- 3389

- 20

- 21

- 110

- 143

Ctg Aol RolstMl L.
« ipPermissions (F¢l &) 4 25 Lo #& ZSLICt
RE ]

£ 282 X|™ipv6RangesdtZ| §I8t ipv4Ranges 2ot Z2

. 2t 3= 2 X0= CID 80/ %
8 Elo] UaLict.

IP ZAZRE|Q| HZS 5{85tE 4 22 M5t F20| TCP AR ZEO| &2 5185tx| &

=x| §|-0|3|.= _I_.ll.ilg XI-A-|3H H A A ||:|.

— =1 - — 1= 1O -4 AAEH .

configuration.ipPermissions[
#
# at least one ipv4Ranges equals ANY IPv4
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some ipv4Ranges[*].cidrIp == '0.0.0.0/0'
]
some 7| EE=0| AHAEW M R8T LICH 2E Hele et Yxlsts gt 232 BHetELIct 7
HExo=z Guard._ Felel Zut=2 vhetEl 2 E Zfo| ARt L x|st=X| BrterL[ch a2Ltol S2H0
gof Aol 2est A2 ofd = JsLth 7 =59 3ol CtE FEE Dodguct
ipv4Ranges:

- cidrIp: 10.0.0.0/24
- cidrIp: 0.0.0.0/0 # any IP allowed

ol & 7FX| Zto| Q&LICHipv4Ranges. 2 E ipv4Ranges 20| 2 EAIE IP FAQ L2 W2 of
=LIC0.0.0.0/0. StLt Ol &2l Ztolet YX|GH=X] 2*O|OPE=|_|_ SHLICI0.0.0.0/0. 2|0l A] HHEt

£l DE 717+ YRISHOF SHE 42 OFLIXIEH tLt OI4 0| ZInk7h RIsHOF BHCHD Guardofl 2 EILICH
some 7|RISE Guardoll 13t #210| St 04| 20| HOIDf ISR HRIHES AAHLIC

xlot= #MEl At 2f0] 1™ Guardol|M 27 7 g LICH.

CHS oflxe Z ol IPveE F7HELICE.

configuration.ipPermissions[
#
# at-least-one ipv4Ranges equals ANY IPv4
#
some ipv4Ranges[*].cidrIp == '0.0.0.0/0' or
#
# at-least-one ipv6Ranges contains ANY IPv6
#
some ipv6Ranges[*].cidrIpvée == '::/0'

Otx[2e 2 Ot 2 oMol ME Z2EEZ0|7} ot x| &#elghL|Chudp.

configuration.ipPermissions[
#
# at-least-one ipv4Ranges equals ANY IPv4
#
some ipv4Ranges[*].cidrIp == '0.0.0.0/0' or
#
# at-least-one ipv6Ranges contains ANY IPv6
#
some ipv6Ranges[*].cidrIpv6 == '::/0'
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#
# and ipProtocol is not udp
#
ipProtocol != 'udp' ]
]
ChE2 ™A & uch

rule any_ip_ingress_checks

{
let ports = InputParameter.TcpBlockedPorts[*]

let targets = configuration.ipPermissions[

#

# if either ipv4 or ipv6 that allows access from any address
#

some ipv4Ranges[*].cidrIp == '0.0.0.0/0' ox

some ipv6Ranges[*].cidrIpvée == '::/0Q'

#

# the ipProtocol is not UDP

#

ipProtocol != 'udp' ]

when %targets !empty
{
Stargets {
ipProtocol != '-1'
<<
result: NON_COMPLIANT
check_id: HUB_ID_2334
message: Any IP Protocol is allowed
>>

when fromPort exists
toPort exists

let each_target = this

%sports {
this < %each_target.fromPort or
this > %each_target.toPort

B EIEEE 3
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<<

result: NON_COMPLIANT

check_id: HUB_ID_2340

message: Blocked TCP port was allowed in range
>>

[

FEYE QZEHaC) 7+ HIEZESIE A5l 42 7 ©HES! LHo| CHE AE{E|of CHH & ET} 2 &
= Mol grMer £ Ql&L|CH Ct220] cigt 2 & XTaskRoleArn,oll CH8t & & TaskArnZ
X% 210 A EE Al

e B — = —_ =

835104 Amazon Elastic Container Service(Amazon ECS) %€ MW=
9|

CloudFormation El&&!2| of &L |C}.
Parameters:
TaskArn:
Type: String
Resources:
ecsTask:
Type: 'AWS::ECS::TaskDefinition'
Metadata:

SharedExectionRole: allowed
Properties:
TaskRoleArn: 'arn:aws:....
ExecutionRoleArn: 'arn:aws:...'
ecsTask2:
Type: 'AWS::ECS::TaskDefinition'
Metadata:
SharedExectionRole: allowed
Properties:
TaskRoleArn:
'Fn::GetAtt':
- iamRole
- Arn
ExecutionRoleArn: 'arn:aws:...2'
ecsTask3:
Type: 'AWS::ECS::TaskDefinition'
Metadata:
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SharedExectionRole: allowed
Properties:

TaskRoleAzrn:

Ref: TaskArn
ExecutionRoleArn: 'arn:aws:...2'
iamRole:

Type: 'AWS::IAM::Role'
Properties:

PermissionsBoundary: 'arn:aws:...3'

ct

1jo

ot 22 22| E Jt-stila Lt
let ecs_tasks = Resources.*[ Type == 'AWS::ECS::TaskDefinition' ]

o| #2lE oA I ZSl0i EAIE! Ml 7FX| AWS: :ECS: : TaskDefinition EIAAE 25 T &35IE
S8 ghEtstLICH CFS oAt Z 0l TaskRoleArn 2Z & X7} ecs_tasks ZEEIE CIE9 7 E

gt

=

let ecs_tasks = Resources.*[ Type == 'AWS::ECS::TaskDefinition' ]

let ecs_tasks_role_direct_strings = %ecs_tasks[
Properties.TaskRoleArn is_string ]

let ecs_tasks_param_reference = %ecs_tasks[
Properties.TaskRoleArn. 'Ref' exists ]

rule task_role_from_parameter_or_string {
%ecs_tasks_role_direct_strings !empty or
%ecs_tasks_param_reference !empty

rule disallow_non_local_references {
# Known issue for rule access: Custom message must start on the same line
not task_role_from_parameter_or_string
<<
result: NON_COMPLIANT

message: Task roles are not local to stack definition
>>

B EIEEE 3%
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Guard TFEIOIM 4 BT O 3%

AWS CloudFormation Guard lof g+ Guard &M =5t ™
£ QU&LICH GuardeE ®AF H &2 X|JELICH HaE XISXo 2 WIHELLICH &, GuardE &
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o al= met H+E GIHE LT
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. BE e
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let 7|¥EE AL8stod & Z7[ststn S LICH #Ha olFol= £2U[0|= ALEHIE ALESE
= R0 7tE F&LICL Has 722 Qg EH ElEHE £= M 82 MBE = UaUth

N

CIS N0 B HA EXIY 4L E ecs_task_definition_task_role_arn X{Z &L
Clarn:aws:iam:123456789012:role/my-role-name.

let ecs_task_definition_task_role_arn = 'arn:aws:iam::123456789012:ro0le/my-role-name'

O] B E AWS: :ECS::TaskDefinition 2|AAE AWS
CloudFormation ZAAMstE # 2|2 ZIE ecs_tasks MEELICH #&I2 248 I ecs_tasksE &
=35tod S 2lAA0] CHEF = of MM AT £ Ql&LCt.

let ecs_tasks = Resources.*[
Type == 'AWS::ECS::TaskDefinition'

7

1>

% ST A

AL&35to{

i
ot
P
it
L
[ul

Ol ecs_task_definition_task_role_arn #H% oX|E 7|P 22 Guard & M

9l ecs_task_definition_task_role_arn query|value literal AMoiM

E A ggE 5= &LICH o]l #ZE AF8 3™ CloudFormation BIZ /0 Q=

AWS: :ECS::TaskDefinition 2lA&AQ| TaskDefinitionArn &40 X|HE Zfol X EXIY 2t
7} ElLlClarn:aws:iam: 123456789012 :role/my-role-name.
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Resources.*.Properties.TaskDefinitionArn == %ecs_task_definition_role_azrn

1o
D
(s
0

ks B4 A E 7|8t 2 2| 2|(M|: %ecs_tasks.Properties)ecs_tasksE & Zx /= &
. HX{ Guarde H+8 H7I8t ecs_tasks CHS BHEHEI 22 AF85t0{ HIE X E

o
CH7L EXMQE0| ot ZE2 2 ecs_tasks EH QLM GuardolAM @ F 71 ghAstL|Ct.

cs_ta

T L
M

® Note
2AA Guard= A& AL X8 2F H|AIX| LHo| A M B =& X|HstX| oL &Lt

7t 22|
9 Be o

S 72 ol HOlE 40| JHAISE LhEtLIC H4

UELICH HEE MY £ = M 7HX| =& E= M 7HK| 7H5 8 =

r

MY AFE - YEsoR FA! he ATl MOIEH P Y LH| BE FAoM I £F HAE
ASE 4 UaLIch A Tdol EAIELICH

CtS of|A| & mtUoflM ecs_task_definition_task_role_arn !t
fecs_task_definition_execution_role_arntE It $=F oM = 7|3HELIC.

let ecs_task_definition_task_role_arn = 'arn:aws:iam::123456789012:role/my-task-role-
name'

let ecs_task_definition_execution_role_arn = 'arn:aws:iam::123456789012:role/my-
execution-role-name'

rule check_ecs_task_definition_task_role_arn

{

Resources.*.Properties.TaskRoleArn == %ecs_task_definition_task_role_arn

rule check_ecs_task_definition_execution_role_arn

{
Resources.*.Properties.ExecutionRoleArn ==
%ecs_task_definition_execution_role_azrn

o FE 2F - TE oM MAUE B2 £ F HaE oy S5 FEogt EAIELUCH 75 Qo mE
IR= O H
—_ =

Guard TR0 A B &5 U FX 38



AWS CloudFormation Guard

CHS oA 7% mt oM ecs_task_definition_task_role_arn ! &4
fecs_task_definition_execution_role_arnte #& £&0M 7|
SIEILICH & check_ecs_task_definition_task_role_arnH@HE

Z| LHof| MBF 2 =& ecs_task_definition_task_role_arn & AU&LICH
check_ecs_task_definition_execution_role_arn EH%' =l & LHof A et
ecs_task _definition_execution_role_arn H44E & Xg £ Ql&L|Ct

rule check_ecs_task_definition_task_role_arn

{

let ecs_task_definition_task_role_arn = 'arn:aws:iam::123456789012:role/my-task-
role-name'

Resources.*.Properties.TaskRoleArn == %ecs_task_definition_task_role_arn
}

rule check_ecs_task_definition_execution_role_arn

{

let ecs_task_definition_execution_role_arn = 'arn:aws:iam::123456789012:role/my-
execution-role-name'

Resources.*.Properties.ExecutionRoleArn ==
%ecs_task_definition_execution_role_arn

}
EE & -when H} Z2 ES LM MAHE ES =F Haye= sl §E ES02F ZAIELICH
ES QRO ZE HEE @77 LAFLICH

Cl=2 N #& oo M ecs_task_definition_task_role_arn 2! &
$ecs_task_definition_execution_role_arnte AWS: :ECS::TaskDefinition
o5 22 o] 22 £F 0| = 7|EFEILICH ZF FEIO| AWS: :ECS: : TaskDefinition

=1 T 1=

8 EE o MHecs_task_definition_task_role_ar

n
ecs_task_definition_execution_role_arn Bd4E %t

:|

rule check_ecs_task_definition_task_role_arn

{
AWS: :ECS: :TaskDefinition

{
let ecs_task_definition_task_role_arn = 'arn:aws:iam::123456789012:ro0le/my-

task-role-name'
Properties.TaskRoleArn == %ecs_task_definition_task_role_azrn

Guard T AI0IM W% B2 & A%
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AR} 7tolE
rule check_ecs_task_definition_execution_role_azrn
{
AWS: :ECS: :TaskDefinition
{
let ecs_task_definition_execution_role_arn = 'arn:aws:iam::123456789012:role/

my-execution-role-name'

Properties.ExecutionRoleArn == %ecs_task_definition_execution_role_azrn

Resources:
EcsTask:
Type: 'AWS::ECS::TaskDefinition'
Properties:

TaskRoleArn: 'arn:aws:iam::123456789012:role/my-role-name'

Ol HIEZIE 7|Hto 2 B E AWS: :ECS: :TaskDefinition EZ2! 2|AAQ| TaskRoleArn &40|
check_ecs_task_definition_task_role_arn7} E|E£ §l= gt 78 &AE £ &L
Clarn:aws:iam::123456789012:role/my-role-name.

rule check_ecs_task_definition_task_role_arn

{

let ecs_task_definition_task_role_arn = 'arn:aws:iam::123456789012:role/my-role-
name'

Resources.*.Properties.TaskRoleArn == %ecs_task_definition_task_role_arn
}

lII> I
- T
1

:IJ Ho

t'arn:aws:iam::123456789012:role/my-role-name’.

M2 query|value literal MM9|ecs_task_definition_task_role_arn #HsE

x|
arn:aws:iam::123456789012:role/my-role-name & ZX35t04 EcsTask 2|44 TaskRoleArn
L Mof X|'FEl gtol Ix| =helghi|ct.

T2 | LHol M Bl ¥H4+E = 7|3tecs_task_definition_task_role_arnstm XZ
Xt Ql
|

q
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CH
)
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CI= 2 CloudFormation & Z2! 0| of &JL|C}.

Resources:
EcsTask:
Type: 'AWS::ECS::TaskDefinition'
Properties:

TaskRoleArn: 'arn:aws:iam::123456789012:role/my-role-name'

7|9to 2 Y ¥ Q| ecs_tasks LHOIM Bt H4-E Z7(5t6t 0 #EIE &
LICtResources.*[ Type == 'AWS::ECS::TaskDefinition'. Guard

2o B E 2|AAE 2[5t olof cHEr HEEo| K& & LIClecs_tasks.

= AWS::ECS::TaskDefinition ®E&! 2|AA9| TaskRoleArn &
check_ecs_task_definition_task_role_arnO| arn:aws:iam::123456789012:r0le/
my-role-name

U
mio

M >

o 1 o
N go o

FRrr ol ©
Hb g 4> e

let ecs_tasks = Resources.*[

Type == 'AWS::ECS::TaskDefinition'
]
rule check_ecs_task_definition_task_role_arn
{
%ecs_tasks.Properties.TaskRoleArn == 'arn:aws:iam::123456789012:role/my-role-name'
}

& M2 query MMO| ecs_task_definition_task_role_arn £
arn:aws:iam::123456789012:ro0le/my-role-name & X 35t04 EcsTask 2|44 TaskRoleArn
SMof X|'dEl gtol Ix| =helgh|ct.

AWS CloudFormation ElZ3! 344 X

o

{|Xl|0| A= Amazon ECS EfA 3 Zo| tt

ZE2HM A Atzl|o] Eot ST S o & A 0
B uard &2 2 MELICEH

ol ek £t 9738t Alod

J

CIS 2 CloudFormation B Z2! 2| of JL|C}.

Resources:
EcsTask:
Type: 'AWS::ECS::TaskDefinition'
Properties:
TaskRoleAzrn:
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'Fn::GetAtt': [TaskIamRole, Arn]
ExecutionRoleArn:

'Fn::GetAtt': [ExecutionIamRole, Arn]

TaskIamRole:
Type: 'AWS::IAM::Role'
Properties:

PermissionsBoundary: 'arn:aws:iam::123456789012:policy/MyExamplePolicy’

ExecutionIamRole:
Type: 'AWS::IAM::Role'
Properties:

PermissionsBoundary: 'arn:aws:iam::123456789012:policy/MyExamplePolicy’

Ol ESIS 7I¥o 2 Chg FAIS BHAI5H0F O[21E 27 AF

o435t
==

Ol BXELIES

a}

Al
=

%

0%

LICE.

(oL k=13
==

ol 25 HZAE|0]

- HIEZIO| ZF AWS: :ECS: :TaskDefinition 2l&A0|= EfAZ

A&LICH
. ZrQf od&hm} AlRH o982 AWS Identity and Access Management (IAM) 23&FlL|C}.
- A2 HEXo Holx|of [U&LCt

« PermissionsBoundary &2 ZF 2d&of cHal XI=HE LC

# Select all Amazon ECS task definition resources from the template

let ecs_tasks = Resources.*[
Type == 'AWS::ECS::TaskDefinition'

# Select a subset of task definitions whose specified value for the TaskRoleArn

property is an Fn::Gett-retrievable attribute

let task_role_refs = some %ecs_tasks.Properties.TaskRoleArn.'Fn::GetAtt'[0]

# Select a subset of TaskDefinitions whose specified value for the ExecutionRoleArn

property is an Fn::Gett-retrievable attribute

let execution_role_refs = some %ecs_tasks.Properties.ExecutionRoleArn.'Fn::GetAtt'[0]

# Verify requirement #1

rule all_ecs_tasks_must_have_task_end_execution_roles

when %ecs_tasks !empty

%ecs_tasks.Properties {
TaskRoleArn exists

Guard &0 M #H & 2 F T
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ExecutionRoleArn exists

# Verify requirements #2 and #3
rule all_roles_are_local_and_type_IAM
when all_ecs_tasks_must_have_task_end_execution_roles

let task_iam_references = Resources.%task_role_refs
let execution_iam_reference = Resources.%execution_role_refs

when %task_iam_references !empty {
%task_iam_references.Type == 'AWS::IAM::Role'

when %execution_iam_reference !empty {
%execution_iam_reference.Type == 'AWS::IAM::Role'

# Verify requirement #4
rule check_role_have_permissions_boundary
when all_ecs_tasks_must_have_task_end_execution_roles

let task_iam_references = Resources.%task_role_refs
let execution_iam_reference = Resources.%execution_role_refs

when %task_iam_references !empty {

%task_iam_references.Properties.PermissionsBoundary exists

when %execution_iam_reference !empty {

%execution_iam_reference.Properties.PermissionsBoundary exists

oM BBE
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T4 AEHY B SHLHE AFS S AIALS 7HS S 0|1 BHE FA 25 0| MR A}
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# Named-rule block, rule_name_A
rule rule_name_A {

Guard_rule_1

Guard_rule_2

# Example-1, Named-rule block, rule_name_B, takes a conditional dependency on
rule_name_A
rule rule_name_B when rule_name_A {
Guard_rule_3
Guard_rule_4

# Example-2, when block takes a conditional dependency on rule_name_A
when rule_name_A {

Guard_rule_3

Guard_rule_4

EEEETEEEYY i



AWS CloudFormation Guard INT=IY A To] =]

# Example-3, Named-rule block, rule_name_C, takes a conditional dependency on
rule_name_A A rule_name_B
rule rule_name_C when rule_name_A
rule_name_B {
Guard_rule_3
Guard_rule_4

# Example-4, Named-rule block, rule_name_D, takes a conditional dependency on
(rule_name_A v clause_A) ~ clause_B ~ rule_name_B
rule rule_name_D when rule_name_A OR
clause_A
clause_B
rule_name_B {
Guard_rule_3
Guard_rule_4

Aol o|x| & mUM Example-1= CtSIt 22 7ts8 A0E Z&LCH

%|0| W7trule_name_BElLIC}H

7t} 2 rule_name_A H7tE|M PASSO] o|5H 24
| Zlrule_name_B2 WIIE|X| &t&

« 7} 2 rule_name_A H7IZ|HM FAILO| 2|3H
LICtE 2 rule_name_B WIHEILIC}SKIP.

« 7} 2 rule_name_A H7IE|M SKIPO| o|af i=3tEl Guard H&lrule_name_B2 HILE|X| &t &
LICt & 2 rule_name_B W7}EIL|CISKIP.

@ Note

O| At3lE7F 2 WIHFAILE|T 7t 2 rule_name_A GWItE|E H 20l rule_name_A XS
2 O|EStE E0] e HFLICISKIP.

Che2 =AM A SA Eot 08 HEE et &=2 74 2| olo|E{HI0|A(CMDB) 4 AWS Config
LE0| o ALICE Ol MM E ZUR FE5HE FEE EoiELCH

rule check_resource_type_and_parameter {
resourceType == /AWS::EC2::SecurityGroup/
InputParameters.TcpBlockedPorts NOT EMPTY
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rule check_parameter_validity when check_resource_type_and_parameter {
InputParameters.TcpBlockedPorts[*] {
this in r[@,65535]

rule check_ip_procotol_and_port_range_validity when check_parameter_validity {
let ports = InputParameters.TcpBlockedPorts[*]

#

# select all ipPermission instances that can be reached by ANY IP address
# IPv4 or IPv6 and not UDP

#

let configuration = configuration.ipPermissions[
some ipv4Ranges[*].cidrIp == "0.0.0.0/0" or
some ipv6Ranges[*].cidrIpv6 == "::/0Q"
ipProtocol != 'udp' ]

when %configuration !empty {
%sconfiguration {
ipProtocol != '-1'

when fromPort exists
toPort exists {
let ip_perm_block = this
%sports {
this < %ip_perm_block.fromPort or
this > %ip_perm_block.toPort

o] ool M check_parameter_validitye0l ZHEZ &

£ check_resource_type_and_parameterE|1
check_ip_procotol_and_port_range_validityed| ZHEE SSEL
Ctcheck_parameter_validity. Ot&2 O|™ #&l8 Edt= +4 22| Cl|O|EH| 0| A(CMDB) +#
o =L

version: '1.3'
resourceType: 'AWS::EC2::SecurityGroup'
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resourceld: sg-12345678abcdefghi
configuration:
description: Delete-me-after-testing
groupName: good-sg-test-delete-me
ipPermissions:

- fromPort: 172
ipProtocol: tcp
ipv6Ranges: []
prefixListIds: []
toPort: 172
userIdGroupPairs: []
ipv4Ranges:

- cidrIp: 0.0.0.0/0
ipRanges:

- 0.0.0.0/0

- fromPort: 89
ipProtocol: tcp
ipv6Ranges:

- cidrIpv6: '::/0'
prefixListIds: []
toPort: 89
userIdGroupPairs: []
ipv4Ranges:

- cidrIp: 0.0.0.0/0
ipRanges:

- 0.0.0.0/0

ipPermissionsEgress:

- ipProtocol: '-1'
ipv6Ranges: []
prefixListIds: []
userIdGroupPairs: []

ipv4Ranges:
- cidrIp: 0.0.0.0/0
ipRanges:
- 0.0.0.0/0
tags:
- key: Name

value: good-sg-delete-me
vpcId: vpc-0123abcd
InputParameters:
TcpBlockedPorts:
- 3389
- 20
- 110
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- 142

- 1434

- 5500
supplementaryConfiguration: {3}
resourceTransitionStatus: None

A S5d 78
Ol2{et 743 AEIUOY A when B2 £& BHE 72 20| B st ol4o)
o

Wk ATbol A8 BATL AALICH 4BEA SAML ST 20| BHE £ Q)

# Named-rule block, rule_name_A, takes a correlational dependency on all of the Guard
rules encapsulated by the named-rule block
rule rule_name_A {
Guard_rule_1
Guard_rule_2

# when block takes a correlational dependency on all of the Guard rules encapsulated by
the when block
when condition {
Guard_rule_1
Guard_rule_2

L

YA ESYE 7 t= Ol =20| E|=5 Guard 73 oo CHZ oM E HESIM L.
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# Allowed valid protocols for AWS::ElasticlLoadBalancingV2::Listener resources

#
let allowed_protocols = [ "HTTPS", "TLS" ]

let elbs = Resources.*[ Type == 'AWS::ElasticlLoadBalancingV2::Listener' ]

#
# If there are AWS::ElasticloadBalancingV2::Listener resources present, ensure that
they have protocols specified from the
# list of allowed protocols and that the Certificates property is not empty
#
rule ensure_all_elbs_are_secure when %elbs !empty {
%elbs.Properties {
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Protocol in %allowed_protocols
Certificates !empty

#

# In addition to secure settings, ensure that AWS::ElasticlLoadBalancingV2::Listener
resources are private
#

rule ensure_elbs_are_internal_and_secure when %elbs !empty {
ensure_all_elbs_are_secure

%elbs.Properties.Scheme == 'internal'
}
oto| 72! mUoiM ensure_elbs_are_internal_and_secureE0i CHEH A Z A S5ME XS
L|Ctensure_all_elbs_are_secure. &2 O|™ &l &4 3t= CloudFormation Bl Z 3! 2| 04 &
L|Ct.
Resources:

ServicelLBPubliclListener46709EAA:
Type: 'AWS::ElasticLoadBalancingV2::Listener'
Properties:
Scheme: internal
Protocol: HTTPS
Certificates:
- CertificateArn: 'arn:aws:acm...'
ServicelBPubliclListener4670GGG:
Type: 'AWS::ElasticlLoadBalancingV2::Listener'
Properties:
Scheme: internal
Protocol: HTTPS
Certificates:
- CertificateArn: 'arn:aws:acm...'
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AWS CloudFormation Guard 22 & %] O|O|E{oil CHaH B7HEILICH Guard 7t @£l ZhEHSH M &

714 g Ar835tod X|HE HEX Olo|E{E et =21 O|o|E{of CHEr FElE AT LICH ClolE ¥ &=
M H|wstod BItst2d™ o2 Mol 2t B 7t B&LICH GuardeE Ol2{8t M2 & MHE = U
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apiVersion: vl
kind: Pod
metadata:

name: frontend

spec:
containers:
- name: app
image: 'images.my-company.example/app:vé4'
resources:
requests:
memory: 64Mi
cpu: 0.25
limits:
memory: 128Mi
cpu: 0.5
- name: log-aggregator
image: 'images.my-company.example/log-aggregator:v6'
resources:
requests:
memory: 64Mi
cpu: 0.25
limits:
memory: 128Mi
cpu: 0.75
Guard 1 A 4J51040| CIOIEIE B7IE 4 UaLIch F2 Thelg Bl o elAss: TH 2 2
MelLich. che e Zeof XIHE Zeloluol Chet RIB Mge AE s of Rl ML
#
# At this level, the root document is available for evaluation
#
#
# Our rule only evaluates for apiVersion == v1 and K8s kind is Pod
#
rule ensure_container_limits_are_enforced
when apiVersion == 'v1'
kind == 'Pod'
{

spec.containers[*] {
resources.limits {
#
# Ensure that cpu attribute is set
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#
cpu exists
<<
Id: K8S_REC_18
Description: CPU limit must be set for the container
>>
#
# Ensure that memory attribute is set
#
memory exists
<<
Id: K8S_REC_22
Description: Memory limit must be set for the container
>>

H7lcontext 2| O|3H

& E8 s&0M bl AHAEE= A EMYLICH when =701 CHEE B7t= apiVersion &
kind £40| AJ=0| =&l FE HEAEf CHal| =& ELICE O™ of|d|of M of2{8t 22 2 HIHE
L|Cttrue.

O|A| Ol of|M[of| spec.containers[*] EAIEIS| HE FZE SoELICH A #+x9| Zt E2fiH
A0 CHal| HEIAE Zho| o el HEE LI spec E59| 3|7} 2t2 £ C}S o2t Zo| A=
AE7F HEE L CH

containers:
- name: app
image: 'images.my-company.example/app:vé4'
resources:
requests:
memory: 64Mi
cpu: 0.25
limits:
memory: 128Mi
cpu: 0.5
- name: log-aggregator
image: 'images.my-company.example/log-aggregator:v6'
resources:
requests:
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memory: 64Mi

cpu: 0.25
limits:

memory: 128Mi

cpu: 0.75

containers &4 S8t £ CIF oMol ZHARIAE T EAIELICH

- name: app
image: 'images.my-company.example/app:vé4'
resources:
requests:
memory: 64Mi
cpu: 0.25
limits:
memory: 128Mi
cpu: 0.5
- name: log-aggregator
image: 'images.my-company.example/log-aggregator:v6'
resources:
requests:
memory: 64Mi
cpu: 0.25
limits:
memory: 128Mi
cpu: 0.75

Z Ofsf

all!
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spec.containers[*] {
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® Note
KIBIE|S QUBH QISIA HAA HAIR [<integer>] Ei &
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S HIQS AXE 4+ Yo CHe o] SIS ELICH

apiVersion: vl
kind: Pod
metadata:
name: frontend
spec:
containers:

name: app
image: images.my-company.example/app:v4

resources:
requests:
memory: "64Mi"
cpu: 0.25
limits:
memory: "128Mi"
cpu: 0.5
L5450/ HiIEE ==E = U= B2 =0 G LAlS Mgérf
containers[*]7} Ot=lE A& ®LICtcontainers. Guard= E
sk S22 AH HoHEL|CH
(® Note
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spec.containers[*] CH4l &4 At spec.containers

7te #Hel= HEE 2t 232 Pretghuct SAIS AFEE I AElspec.containersQ| &QIEl Zhof|
= otoll A= 2471 containersOtL|ZIOAM &= StE tiEo| ZEELICH A2 AIEE ) Z&E
Zt I QA E spec.containers[*]1&ZFLICIH B Z&E 2 QA E HItsieds B9 &4

7
*] EAE AEstioF FLIC

R HEHAE gt &

ct
-
e
0

Mjn
Pl
0o
QII_I
hvd
re
ik]
P

Guard #2I2 & &e I E AtE5to] ZHEIAE 7} Zg = J&UChthis. thise
EIAEO| Ztol Hi I (7| HZ ol &f AlX &LICH o|& 01, this.kind%
this.apiVersionthis.spece FE E&= M0 HIQIEELICH BHCHZ this.resourcese /
spec/containers/0/ L containers® 22| z+ Ztol HIRQIEEILICH/spec/containers/1.
OrEH7FRIR this. cpu &= MEH £3| /spec/containers/@/resources/limits 20|

this.memory OHEE LIEP/spec/conta1ners/1/resources/11m1ts

3 mo

S
o
JEE

'I'

Che oMol M= Kubernetes EE A0 CHEF O|F FEIS this HAIXOE AFRSIES CHA| ZHAIE
L|Ct.

rule ensure_container_limits_are_enforced
when this.apiVersion == 'v1'
this.kind == 'Pod'

this.spec.containers[*] {
this.resources.limits {

#

# Ensure that cpu attribute is set

#

this.cpu exists

<<
Id: K8S_REC_18
Description: CPU limit must be set for the container

>>

#
# Ensure that memory attribute is set
#
this.memory exists
<<
Id: K8S_REC_22
Description: Memory limit must be set for the container
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>>
}
}
}
g this BAIMOEZ AR TRE YALICH B/ CHS OIMQ 20| AZELE SHefdh I this & X
7t 88 £ st

InputParameters.TcpBlockedPorts[*] {
this in r[@, 65535)

<<
result: NON_COMPLIANT

message: TcpBlockedPort not in range (@, 65535)
>>

OlF oMollM thise 2t ZE HS E =X 3t= o AHSE LI
A2 AFE O [FE EHAHE 2F this

4

>
ffo

A

g m L AIH this ZE]

TR RN A AEE I 7HR| YRRl ATt Qi
CF. ol & S04 BWIHE Ch 21 ClolS TRIBLICKEE Al STHHok 8.

resourceType: 'AWS::EC2::SecurityGroup'
InputParameters:
TcpBlockedPorts: [21, 22, 110]
configuration:
ipPermissions:
- fromPort: 172
ipProtocol: tcp
ipv6Ranges: []
prefixListIds: []
toPort: 172
userIdGroupPairs: []
ipv4Ranges:
- cidrIp: "0.0.0.0/0"
- fromPort: 89
ipProtocol: tcp
ipv6Ranges:
- cidrIpv6: "::/0"
prefixListIds: []
toPort: 109
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userIdGroupPairs: []
ipv4Ranges:
- cidrlIp: 10.2.0.0/24

o HEol Chel EIAEE I CHS 7RIS AAIME BT TRE IS 57| M2 277t

I
2 e LICHthis.

rule check_ip_procotol_and_port_range_validity

{
#
# select all ipPermission instances that can be reached by ANY IP address
# IPv4 or IPv6 and not UDP
#
let any_ip_permissions = configuration.ipPermissions[
some ipv4Ranges[*].cidrIp == "0.0.0.0/0" ox
some ipv6Ranges[*].cidrIpv6 == "::/0Q"
ipProtocol != 'udp' ]
when %any_ip_permissions !empty
{
%any_ip_permissions {
ipProtocol != '-1' # this here refers to each ipPermission instance
InputParameters.TcpBlockedPorts[*] {
fromPort > this or
toPort < this
<<
result: NON_COMPLIANT
message: Blocked TCP port was allowed in range
>>
}
}
}
}
O| (M8 A2 ed™ o] 7= I 0|ES R X{&any_ip_ingress_check.guardst1 H|O|E
E ot o|§o 2 X&ELICtip_ingress.yaml. 13 C}& 0|2{8t I} Y2 Al&38t04 CHS validate
HHES MAELIC

cfn-guard validate -r any_ip_ingress_check.guard -d ip_ingress.yaml --show-clause-
failures
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CHS &30of| A 2EI2 Ztoi InputParameters. TcpBlockedPorts[*] CHE &4 HAM A7} /
configuration/ipPermissions/@ /configuration/ipPermissions/1 A3 S S LIEHH
L|C}.

Clause #2 FAIL(Block[Location[file:any_ip_ingress_check.guard, line:17,
column:13]1])

Attempting to retrieve array index or key from map at Path = /
configuration/ipPermissions/@, Type was not an array/object map, Remaining Query
InputParameters.TcpBlockedPorts[*]

Clause #3 FAIL(Block[Location[file:any_ip_ingress_check.guard, line:17,
column:13]7])

Attempting to retrieve array index or key from map at Path = /
configuration/ipPermissions/1, Type was not an array/object map, Remaining Query
InputParameters.TcpBlockedPorts[*]

O] ZxtE olsHst

rr

O =20| El=5 this BAIMoE X EE AHE50{ =S CHA| BHdgLch

ol
[e]l]

rule check_ip_procotol_and_port_range_validity

{
#

# select all ipPermission instances that can be reached by ANY IP address
# IPv4 or IPv6 and not UDP

#

let any_ip_permissions = this.configuration.ipPermissions[
some ipv4Ranges[*].cidrIp == "0.0.0.0/0" or
some ipv6Ranges[*].cidrIpv6 == "::/0Q"
ipProtocol != 'udp' ]

when %any_ip_permissions !empty
{
%any_ip_permissions {
this.ipProtocol != '-1' # this here refers to each ipPermission instance
this.InputParameters.TcpBlockedPorts[*] {
this.fromPort > this or
this.toPort < this
<<
result: NON_COMPLIANT

message: Blocked TCP port was allowed in range
>>
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}

this.InputParameterse= #H0l Z& & Z k2 H A& LICtany_ip_permissions. ._=| 01|

st El A2l YXISHE configuration.ipPermissions ZtS MENEILICH @ FE=0|
ElInputParamatersOiME AAMSIE{= A|ZE LIEILAX|RH RE ZHEAEO InputParameters
o-IAL_||:|.

AA EH .

L& =52 Ch3 ollx|et 2 o] HRAE Sloih Ha A EgfLCH

this.ipProtocol != '-1' # this here refers to each ipPermission instance
this.InputParameter.TcpBlockedPorts[*] { # ERROR referencing InputParameter off /
configuration/ipPermissions[*]
this.fromPort > this or # ERROR: implicit this refers to values inside /
InputParameter/TcpBlockedPorts[*]
this.toPort < this
<<
result: NON_COMPLIANT
message: Blocked TCP port was allowed in range

>>
}
}
thisEo| Zt ZE 2 B X5HX|9H[21, 22, 110], fromPort 2 = X% L|CHoPort. & Ct 2|
2 25 Helof SELict

O] et A|XM AF20] [ E 2 F A this

B2 ALE5H0q 2t S HAIMo 2 a5t FEELICH HA
InputParameter.TcpBlockedPortse= QUR(FE) HEHAEO| AR QL|CH CFS ofA|et Z 0| LHE
E S InputParameter.TcpBlockedPortsOiA BloiLt BA|M o= g ghL|Ct.

rule check_ip_procotol_and_port_range_validity
{
let ports = InputParameters.TcpBlockedPorts[*]
# ... cut off for illustrating change
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rule check_ip_procotol_and_port_range_validity

{
#
# Important: Assigning InputParameters.TcpBlockedPorts results in an ERROR.
# We need to extract each port inside the array. The difference is the query
# InputParameters.TcpBlockedPorts returns [[21, 20, 110]] whereas the query
# InputParameters.TcpBlockedPorts[*] returns [21, 20, 110].
#
let ports = InputParameters.TcpBlockedPorts[*]
#
# select all ipPermission instances that can be reached by ANY IP address
# IPv4 or IPv6 and not UDP
#
let any_ip_permissions = configuration.ipPermissions[
some ipv4Ranges[*].cidrIp == "0.0.0.0/0" or
some ipv6Ranges[*].cidrIpv6 == "::/0"
ipProtocol != 'udp' ]
when %any_ip_permissions !empty
{
%any_ip_permissions {
this.ipProtocol != '-1' # this here refers to each ipPermission instance
%sports {
this.fromPort > this or
this.toPort < this
<<
result: NON_COMPLIANT
message: Blocked TCP port was allowed in range
>>
}
}
}
}

LHO A LHS this & Zof CHall S et &t de e LICtsports.

otX|2F LHF o L0 ports 0475 X & HZE7F U7 HE ZE 277t ot & +HE[X|= St&L

=
C CHZ Mol ME R E x| M7HE EoiELICH

rule check_ip_procotol_and_port_range_validity
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Important: Assigning InputParameters.TcpBlockedPorts results in an ERROR.

We need to extract each port inside the array. The difference is the query
InputParameters.TcpBlockedPorts returns [[21, 20, 110]] whereas the query

InputParameters.TcpBlockedPorts[*] returns [21, 20, 110].

HOH F O B O

let ports = InputParameters.TcpBlockedPorts[*]

#
# select all ipPermission instances that can be reached by ANY IP address
# IPv4 or IPv6 and not UDP

#
let any_ip_permissions = configuration.ipPermissions[
#
# if either ipv4 or ipv6 that allows access from any address
#
some ipv4Ranges[*].cidrIp == '0.0.0.0/0' ox
some ipv6Ranges[*].cidrIpve == '::/0'
#
# the ipProtocol is not UDP
#
ipProtocol != 'udp' ]

when %any_ip_permissions !empty

{
%any_ip_permissions {
ipProtocol != '-1"
<<

result: NON_COMPLIANT
check_id: HUB_ID_2334

message: Any IP Protocol is allowed
>>

when fromPort exists
toPort exists

let each_any_ip_perm = this
%sports {
this < %each_any_ip_perm.fromPort or
this > %each_any_ip_perm.toPort
<<
result: NON_COMPLIANT
check_id: HUB_ID_2340
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message: Blocked TCP port was allowed in range
>>

O O validate BE S CHA| A-AELICH o|Hol= SatgfLCh

rr

cfn-qguard validate -r any_ip_ingress_check.guard -d ip_ingress.yaml --show-clause-
failures

ip_ingress.yaml Status = PASS
PASS rules
check_ip_procotol_and_port_range_validity PASS

o ™2 L Aol o7t U EHAESY| /8l ChE HMo|ME HO|ZE HE S AASELICH

resourceType: 'AWS::EC2::SecurityGroup'
InputParameters:

TcpBlockedPorts: [21, 22, 90, 110]
configuration:

ipPermissions:

- fromPort: 172
ipProtocol: tcp
ipv6Ranges: []
prefixListIds: []
toPort: 172
userIdGroupPairs: []
ipv4Ranges:

- cidrIp: "0.0.0.0/0"

- fromPort: 89
ipProtocol: tcp
ipv6Ranges:

- cidrIpv6: "::/0"
prefixListIds: []
toPort: 109
userIdGroupPairs: []
ipv4Ranges:
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AR 7H0|E

- cidrlIp: 10.2.0.0/24

902 IPv6 T4} 5B El= 89~109 9| LHoil A& LICH CHE2 validate TS CHA| M3t $9|
Lt
Clause #3 FAIL(Clause(Location[file:any_ip_ingress_check.guard, line:43,

_ LESS THAN %each_any_ip_perm.fromPort))
Comparing Int((Path("/InputParameters/TcpBlockedPorts/2"), 90))
with Int((Path("/configuration/ipPermissions/1/fromPort"), 89)) failed

(DEFAULT: NO_MESSAGE)
Clause #4 FAIL(Clause(Location[file:any_ip_ingress_check.guard, line:44,
column:21], Check: _ GREATER THAN %each_any_ip_perm.toPort))

Comparing Int((Path("/InputParameters/TcpBlockedPorts/2"), 90))
with Int((Path("/configuration/ipPermissions/1/toPort"), 109)) failed

column:21], Check:

result: NON_COMPLIANT
check_id: HUB_ID_2340
message: Blocked TCP port was allowed in

range
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L8k MO|AF _test.json EEE AI835t0{ EHR| HIAE 19| 0|§ 2 X|H5t= ol E&LU
Cl_tests.yaml. 0& E04 El= & TtUO| U= B B HAE 1YL my_rules.guardO|&S
2 X|™&L|Chmy_rules_tests.yaml.

T2

- name: <TEST NAME>
input:
<SAMPLE INPUT>
expectations:
rules:
<RULE NAME>: [PASS|FAIL|SKIP]

1>

AM

o

CHE2 Guard EIAE 1ol 4]t
input

T3S HAEE o[ LIt CHS oilA|et Zro] & i B AEol M El /=S A& st= 20|
&LCh.

O

- name: MyTestl
input {3}
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expectations

£ m=o| &= ololEol| cHsl ‘BI7HE W o & El= AR LICH Zf 3ol CHEr of & 21 2o =
BlAEStEd= otLt ol&f el &2 XIFELICH oy Zit= CFS & shLtodoF ZLict
[m|

PASS - 2= H|O|E{of| CHall A™lstH w#=|0] 2 HIHELICHrue.

= T
* FAIL - 23 Cllo|E{ofl CHa M&stH w=l0] 2 BIHELICHalse.
'I_'IL

=
* SKIP - &l3 Cllo|Eofl CHal Al&listH w#=0] E&|HEZIX| ef&LICt

expectations:
rules:
check_rest_api_is_private: PASS

x 7 A

Guard & B Q| E|AE el 24 g
Ct22 cte 7 & I YQlL|Clapi_gateway_private.guard. O] #&/9| 5 ’%8 CloudFormation &
Z5l0] Ho|El 2 E Amazon API Gateway Z|lAA 80| ZE2I0|8] HHMAE 2O HIZ E|RE=X| &
Rlete ALICE E8F stLt o] of 2 F0] Virtual Private CIoud(VPC)Oﬂ/H | £ 51&st=%| 0
SZ golgtLct

#

# Select all AWS::ApiGateway::RestApi resources

# present in the Resources section of the template.

#

let api_gws = Resources.*[ Type == 'AWS::ApiGateway::RestApi']

#

# Rule intent:
# 1) ALl AWS::ApiGateway::RestApi resources deployed must be private.

# 2) ALl AWS::ApiGateway::RestApi resources deployed must have at least one AWS
Identity and Access Management (IAM) policy condition key to allow access from a VPC.

#

# Expectations:

# 1) SKIP when there are no AWS::ApiGateway::RestApi resources in the template.

# 2) PASS when:

# ALL AWS::ApiGateway::RestApi resources in the template have
the EndpointConfiguration property set to Type: PRIVATE.
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o

# ALL AWS::ApiGateway::RestApi resources in the template have one IAM condition key
specified in the Policy property with aws:sourceVpc or :SourceVpc.
# 3) FAIL otherwise.

rule check_rest_api_is_private when %api_gws !empty {
%api_gws {
Properties.EndpointConfiguration.Types[*] == "PRIVATE"

rule check_rest_api_has_vpc_access when check_rest_api_is_private {
%api_gws {
Properties {
#
# ALL AWS::ApiGateway::RestApi resources in the template have one IAM
condition key specified in the Policy property with
# aws:sourceVpc or :SourceVpc
#
some Policy.Statement[*] {

Condition.*[ keys == /aws:[sS]ource(Vpc|VPC|Vpce|VPCE)/ ] !'empty

[a

Ol & ME & Hml 72| o|= £ E|AEELICH HHZEl 2= AWS: :ApiGateway: :RestApi 2|4
zZ2to|dlolo{of EfLct,

1. CI2TH 2 =7| E|AEapi_gateway_private_tests.yaml7} Z&E Bt=
B HAE g MMELICH 7| EHAEWME Bl Q2348 FII5t0 4oz
AWS: :ApiGateway: :RestApi 2lAA7} Q7| 20 #=lo| ALE HeZ of
Atcheck_rest_api_is_private#tL|Ch.

- name: MyTestl
input: {3}
expectations:

rules:

okLY
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check_rest_api_is_private: SKIP
2. test TS ALS5H0d E{OIGOIA X B EIAES AMELIH -
2| 1tg XIHELCh --test-data TEHOIEOl EHS| EIAE Thel
cfn-qguard test --rules-file api_gateway_private.guard --test-data
api_gateway_private_tests.yaml
X Hm B AE o At ILICHPASS.
Test Case #1
Name: "MyTestl"
PASS Rules
check_rest_api_is_private: Expected SKIP, Evaluated SKIP
3. ERIHAE mdof CtE HAEE FI7HELICEH O|X Bl E|&AAE ZESIES EHIAEE SHEEL
Ct Ct2 2 UoIOo|EE api_gateway_private_tests.yaml T+ QIL|CH
- name: MyTestl
input: {3}
expectations
rules:
check_rest_api_is_private: SKIP
- name: MyTest2
input:
Resources: {}
expectations:
rules:
check_rest_api_is_private: SKIP
4. AUCO|EE B EHIAE IIUZ testE AMELICH
cfn-qguard test --rules-file api_gateway_private.gqguard --test-data
api_gateway_private_tests.yaml
A= LIChPASS.

= Sl HIAE 9

Test Case #1

Name: "MyTestl"
PASS Rules:
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SKIP

check_rest_api_is_private: Expected SKIP, Evaluated

Test Case #2
Name: "MyTest2"

PASS Rules:
check_rest_api_is_private: Expected SKIP, Evaluated = SKIP

M| E|AEE FIHELICH CHEE LSS H|

5. Lt E|AE mof &
« £M0| X|HE|X| &t 2 AWS: :ApiGateway: :RestApi 2lAAQILICEH
(® Note
Ol R &8t CloudFormation &£ Z!2 ot L|X|2t &2 El Ao 2o CHEHM T =
Este Ho| 8L

O| 2HI2 /A & Ss5t=X| EHA

ME|X| etoto o 20| HIAE 7 AlufE

EndpointConfiguration £40| X|HE|X| efo} 2 M

7102 of| &ELICIPRIVATE.
| % el o| = E £ =61 X|PRIVATERH 2424 Eo|

« EndpointConfiguration £40| 2 MHE A H
HMO|Z[X| A7 HZ0l| F #Hml | & SF5tX| 2= AWS: :ApiGateway: :RestApi 2|4

LS AA

QLICt O| HAEJI 8te JAo 2 of & &rLC}.

CHS2 YOlo|EE B 9| E|AE mhd L]t

- name: MyTestl
input: {3}
expectations:

rules:
check_rest_api_is_private: SKIP

- name: MyTest2
input:
Resources: {}
expectations:
rules:
check_rest_api_is_private: SKIP
- name: MyTest3
input:
Resources:
apiGw:
Type: AWS::ApiGateway::RestApi
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expectations:

rules:
check_rest_api_is_private: FAIL
- name: MyTest4
input:
Resources:
apiGw:
Type: AWS::ApiGateway::RestApi
Properties:
EndpointConfiguration:

Types: "PRIVATE"
expectations:

rules:
check_xrest_api_is_private: PASS

6. YUOOIEE LI EHIAE IAUZ testE

A-ELICH

cfn-qguard test --rules-file api_gateway_private.guard --test-data

api_gateway_private_tests.yaml \

M| Bimf Z3ateE o1 FAILU| i Zat=E IL|CHPASS.

Test Case #1

Name: "MyTestl"
PASS Rules:

check_rest_api_is_private: Expected = SKIP, Evaluated = SKIP

Test Case #2
Name: "MyTest2"
PASS Rules:

check_rest_api_is_private: Expected = SKIP, Evaluated = SKIP

Test Case #3

Name: "MyTest3"
PASS Rules:

check_rest_api_is_private: Expected = FAIL, Evaluated = FAIL

Test Case #4
Name: "MyTest4"
PASS Rules:

check_rest_api_is_private: Expected = PASS, Evaluated = PASS

oFLH
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7. HRIHAE ool HIAE 1~382 FA X2|gfLIct Wl B Bl A Eoi CHSHAMBF & M| AR A E o
BMAFLICH CHE2 YOOl EE B 9| B|AE mtLCt

#- name: MyTestl

# dinput: {3}

# expectations:

# rules:

# check_rest_api_is_private_and_has_access: SKIP
#- name: MyTest2

# input:
# Resources: {}
# expectations:
# rules:
# check_rest_api_is_private_and_has_access: SKIP
#- name: MyTest3
# input:
# Resources:
# apiGw:
# Type: AWS: :ApiGateway: :RestApi
# expectations:
# rules:
# check_rest_api_is_private_and_has_access: FAIL
- name: MyTest4
input:
Resources:
apiGw:
Type: AWS: :ApiGateway: :RestApi
Properties:
EndpointConfiguration:
Types: "PRIVATE"
expectations:
rules:
check_rest_api_is_private: PASS

8. --verbose ZCi1E A &350 E{O|E0A test HH

S Al

o= =2
ZMAES HILE Olshste ol RS ELICH 0l B 1 N
ofl CHEH RtAMI2H BEE MBS 8Hic

E

|A§7f PASS Eﬂr MBstolg

cfn-guard test --rules-file api_gateway_private.guard --test-data
api_gateway_private_tests.yaml \
--verbose
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Ct

0jo
rlo
ol

e &

0%

of 3Lt

Test Case #1
Name: "MyTest4"
PASS Rules:
check_rest_api_is_private: Expected = PASS, Evaluated = PASS
Rule(check_rest_api_is_private, PASS)
| Message: DEFAULT MESSAGE(PASS)
Condition(check_rest_api_is_private, PASS)
| Message: DEFAULT MESSAGE(PASS)
Clause(Clause(Location[file:api_gateway_private.guard, line:20, column:37],
Check: %api_gws NOT EMPTY ), PASS)
| From: Map((Path("/Resources/apiGw"), MapValue { keys:
[String((Path("/Resources/apiGw/Type"), "Type")), String((Path("/Resources/
apiGw/Properties"), "Properties"))], values: {"Type": String((Path("/Resources/
apiGw/Type"), "AWS::ApiGateway::RestApi")), "Properties": Map((Path("/
Resources/apiGw/Properties"), MapValue { keys: [String((Path("/Resources/
apiGw/Properties/EndpointConfiguration”), "EndpointConfiguration"))],
values: {"EndpointConfiguration": Map((Path("/Resources/apiGw/Properties/
EndpointConfiguration"), MapValue { keys: [String((Path("/Resources/apiGw/
Properties/EndpointConfiguration/Types"), "Types"))], values: {"Types":
String((Path("/Resources/apiGw/Properties/EndpointConfiguration/Types"),
"PRIVATE"))} 1))} 1))} 1))
| Message: (DEFAULT: NO_MESSAGE)
Conjunction(cfn_guard::rules::exprs::GuardClause, PASS)
| Message: DEFAULT MESSAGE(PASS)
Clause(Clause(Location[file:api_gateway_private.guard, line:22, column:5],
Check: Properties.EndpointConfiguration.Types[*] EQUALS String("PRIVATE")), PASS)
| Message: (DEFAULT: NO_MESSAGE)

E2jo| X0 WYL WA STE
Clause(Location[file:api_gateway_private.gquard, line:22,
column:5], Check: Properties.EndpointConfiguration.Types[*] EQUALS
String("PRIVATE")), PASS)LIEILH= ERILICH O] ofA|oi =7t HIEY "2 2 Types Of
A E|X|H B 2ol MSE MBI Eo{FRELICEH 0] B GuardE A& BIlstod SHE At
E XM3F&Lch

9. EndpointConfiguration £40| X[ El AWS: :ApiGateway: :RestApi 2|&A 9| B E|A
E mdof Ul Hm BIAE AtEiet 22 E|AE A& FIHELICH EHIAE AHolAE ST CHA A
mErLich CtE22 UO|o|EE BEHe| HIAE mbAdlLC.
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#-
#

HOoH F O OB OH O OB OH O

name: MyTestl

input: {3}

expectations:
rules:

check_rest_api_is_private_and_has_access:

name: MyTest2

input:
Resources: {}

expectations:
rules:

check_rest_api_is_private_and_has_access:

name: MyTest3
input:
Resources:
apiGw:
Type: AWS: :ApiGateway: :RestApi
expectations:
rules:

check_rest_api_is_private_and_has_access:

name: MyTesté4

input:
Resources:
apiGw:
Type: AWS: :ApiGateway: :RestApi
Properties:
EndpointConfiguration:
Types: "PRIVATE"
expectations:
rules:

check_rest_api_is_private: PASS
name: MyTest5
input:
Resources:
apiGw:
Type: AWS::ApiGateway::RestApi
Properties:
EndpointConfiguration:
Types: [PRIVATE, REGIONAL]
expectations:
rules:
check_rest_api_is_private: FAIL

SKIP

SKIP

FAIL

oFLH
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10. --verbose ZCH1E AIE35I0 YOIO|EE EH| EHAE TQUZ test HHEE AMELICEH

cfn-guard test --rules-file api_gateway_private.guard --test-data
api_gateway_private_tests.yaml \
--verbose

£0i sl X|'HEndpointConfigurationZ|X|2t REGIONALE Oil & E|X| 2L 7| HE0d ZAat= o
SFAILCHE LCE.

Test Case #1
Name: "MyTest5"
PASS Rules:
check_rest_api_is_private: Expected = FAIL, Evaluated = FAIL
Rule(check_rest_api_is_private, FAIL)
| Message: DEFAULT MESSAGE(FAIL)
Condition(check_rest_api_is_private, PASS)
| Message: DEFAULT MESSAGE(PASS)
Clause(Clause(Location[file:api_gateway_private.guard, line:20, column:37],
Check: %api_gws NOT EMPTY ), PASS)
| From: Map((Path("/Resources/apiGw"), MapValue { keys:
[String((Path("/Resources/apiGw/Type"), "Type")), String((Path("/Resources/
apiGw/Properties"), "Properties"))], values: {"Type": String((Path("/Resources/
apiGw/Type"), "AWS::ApiGateway::RestApi")), "Properties": Map((Path("/
Resources/apiGw/Properties"), MapValue { keys: [String((Path("/Resources/
apiGw/Properties/EndpointConfiguration”), "EndpointConfiguration"))],
values: {"EndpointConfiguration": Map((Path("/Resources/apiGw/Properties/
EndpointConfiguration"), MapValue { keys: [String((Path("/Resources/apiGw/
Properties/EndpointConfiguration/Types"), "Types"))], values: {"Types":
List((Path("/Resources/apiGw/Properties/EndpointConfiguration/Types"),
[String((Path("/Resources/apiGw/Properties/EndpointConfiguration/Types/0"),
"PRIVATE")), String((Path("/Resources/apiGw/Properties/EndpointConfiguration/
Types/1"), "REGIONAL"))1))} 1))} 3} 1))
| Message: DEFAULT MESSAGE(PASS)
BlockClause(Block[Location[file:api_gateway_private.guard, line:21, column:3]],
FAIL)
| Message: DEFAULT MESSAGE(FAIL)
Conjunction(cfn_guard: :rules::exprs::GuardClause, FAIL)
| Message: DEFAULT MESSAGE(FAIL)
Clause(Clause(Location[file:api_gateway_private.gquard, line:22,
column:5], Check: Properties.EndpointConfiguration.Types[*] EQUALS
String("PRIVATE")), FAIL)
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| From: String((Path("/Resources/apiGw/Properties/
EndpointConfiguration/Types/1"), "REGIONAL"))

| To: String((Path("api_gateway_private.quard/22/5/Clause/"),
"PRIVATE"))

| Message: (DEFAULT: NO_MESSAGE)

test HHWo| MM 2 FA Yol TEE MELICH B 1Yo DE B2 4A B0l B
SLch 2|¢4 2l E52 ZF #RULICH =0 CHEF when Z740| U= B M ZH ES0 &
AlELCH S oA HE ZHE %api_gws !empty EIAES D SoHEHLICEH

rule check_rest_api_is_private when %api_gws !empty {
Z7o| Suotx|H 73 Mg HAEF L

%api_gws {

Properties.EndpointConfiguration.Types[*] == "PRIVATE"

}

%api_gwsE Zé—a—.ol BlockClause til(line:21)0l| iFst= 25 FAULICH & M2

= "1
Z4(AND) ™ Zgto|H, 0{7|M Zt 48 M2 EEI(0Rs) REHlLICt. o] 91ZolE EH HMolvt
AL—IEPPropertles EndpointConfiguration.Types[*] == "PRIVATE". [t2tA{ & Al
E20fe B ™Mo| EAIELICH Z2E Q249| ofH Zt0| H|Z == X| /Resources/apiGw/

Properties/EndpointConfiguration/Types/1 E0i&LICI.0| BRE= 12 QTypesH AlE
o] @ ALch.

oMol Mdo| oM E ALE5H0d validate BEE AFEstod &0l CHs = HIO|EE BIHE
Guard T#%/0i| CHeF @124 o|o|Ef HAE+ A&LICL.

LS T AAE

&I &7 AWS CloudFormation Guard 123 mj2t0|E| AFR

AWS CloudFormation Guard € AF35tH A5 50 X 0|5 Z&|of /2 i2t0|EE A8 E £
U&LCh o] 7152 FElolA 2 HlolEE E.*BHOI: g 53 RS LIt 22t 3 oietolE

7|1& X¥e M} Guardol M= S&5t= Z27t gio{ofF g LC}.

Guard TH=!T+ 74 2124 mt2tolE AFS 73
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ANE EH

. --input-parameters BFE -i ZEi2E AFEstod 2 mjetO|E{7t =& E g K|

=
0fEf /21 Bt O THUS XIME 4+ AUCH B Elo] BE HHAEE HAHLICH
Jlole S8t B2t S + sal
 --data EE -d EHIE ASH0I AB Y AN WES TS RIFELIC
ALE of

Q124 mi2tO|e] Y (odl: network.yaml)2 AMAdgtL|Ct

NETWORK :
allowed_security_groups: ["sg-282850", '"sg-292040"]
allowed_prefix_lists: ["pl-63a5400a", "pl-02cd2c6b"]

7te 73 ool M chS mi2tolE{E & X EHLICHodl: security_groups.guard).

let groups = Resources.*[ Type == 'AWS::EC2::SecurityGroup' ]

let permitted_sgs NETWORK.allowed_security_groups
let permitted_pls NETWORK.allowed_prefix_lists
rule check_permitted_security groups_or_prefix_lists(groups) {
%groups {
this in %permitted_sgs or
this in S%permitted_pls

rule CHECK_PERMITTED_GROUPS when %groups !empty {
check_permitted_security_groups_or_prefix_lists(
%groups.Properties.GroupName

Almlist ool ®IZ32(0d: security_groups_fail.yaml)2 MMeLICt

# ---
# AWSTemplateFormatVersion: 2010-09-09
# Description: CloudFormation - EC2 Security Group

Resources:

0lo
oL
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mySecurityGroup:
Type: AWS::EC2::SecurityGroup
Properties:
GroupName: wrong

4. validate @& A& ELICE.

cfn-guard validate -r security_groups.guard -i network.yaml -d
security_groups_fail.yaml

O] FH0lM:

. -rE A TYg xIFELIC
. -iE 921 nfetoje Tt X1

cfn-guard validate -r rules.guard -i paramsl.yaml -i params2.yaml -d template.yaml

AWS CloudFormation Guard #2104 CHeF 123 H|o|E A5

H2I=2 AWS CloudFormation Guard validate AF235104 Guard #&!0f CHEF LIOIE{E HBE £ Q!
&L|Ct oietole] A M8 2 86t0d validate HEIOf CHEF AHMIBH LIRS ZHE 2 & ZTSIM L.

- U OIOIE{E ABE Guard 22 G LICH RtMEF LHE2 Guard 73 & BoE A xstd

. FAS HAES0] AT 3 ThE BSSHER| HOIBLICH AHME LIS Guard 75| HIAE EHI
A AL,
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validate @ AIS

AWS CloudFormation BlZ2!1} ZF2 Guard #=!0i CH8H =3 o|0|E{E S 5ted™ Guard validate
HHS AMMELICH --rules Ti2t0|E{0 7= T} Q| O|§E X|HELIC} --data Tt2HO|E{of] &=
ClolEf Zt Q| O|§ 2 RIHFLICE.

cfn-qguard validate --rules rules.guard --data template.json

Guard7} &
Guard7} T =
2{2(-s all)E Ar&3to{ Guard”

1 e

SMo =z HEstH validat Al
Agohil validate BRIE Alnfet FElo] e B AE pet

id
2 7xlg Bt

D
I:I
J.L

rlo

Ot

Hu
>

m

—_—

S

>
~J

O

Q

wn

=

M

o [T

template.json Status = FAIL

SKIP rules
rules.guard/aws_apigateway_deployment_checks SKIP
rules.guard/aws_apigateway_stage_checks SKIP
rules.guard/aws_dynamodb_table_checks SKIP
PASS rules

rules.guard/aws_events_rule_checks PASS
rules.guard/aws_iam_role_checks PASS
FAILED rules

rules.guard/aws_ec2_volume_checks FAIL
rules.guard/mixed_types_checks FAIL

Evaluation of rules rules.guard against data template.json

Property [/Resources/vol2/Properties/Encrypted] in data [template.json] is not
compliant with [rules.guard/aws_ec2_volume_checks] because provided value [false] did
not match expected value [true]. Error Message []

Property traversed until [/Resources/vol2/Properties] in data [template.json] is not
compliant with [rules.guard/aws_ec2_volume_checks] due to retrieval error. Error
Message [Attempting to retrieve array index or key from map at path = /Resources/vol2/

Properties , Type was not an array/object map, Remaining Query = Size]

Property [/Resources/vol2/Properties/Encrypted] in data [template.json] is not
compliant with [rules.guard/mixed_types_checks] because provided value [false] did not
match expected value [true]. Error Message []

Rule [rules.guard/aws_iam_role_checks] is compliant for data [template.json]

Rule [rules.guard/aws_events_rule_checks] is compliant for data [template.json]

Rule [rules.guard/aws_apigateway_deployment_checks] is not applicable for data
[template.json]
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Rule [rules.guard/aws_apigateway_stage_checks] is not applicable for data
[template.json]
Rule [rules.guard/aws_dynamodb_table_checks] is not applicable for data [template.json]

0424 Ci|O|E mtod| CHall o 2 AS

Ml
]

T X #Elsts d 20| &= 5 =g o2 mof 25t Hele CHE #3lg 4o
A&LICt O3 Chg HIo|H Tt EE= 042 CllO|Ef mHof| CHSH o2 #&] oS ASE = U
validate BHL --data ¥ --rules SM0| CHEt THY CIREHEZIE 7tM2 = JU&LICL HE &
7t StLt o4 Q| CIO|E mE /path/to/dataDirectory Z & st 7t 5Lt O|& ol 7 mdg /

path/to/ruleDirectory Z&3st= OIS WHES A™ME = U&LICH

o>
o

cfn-qguard validate --data /path/to/dataDirectory --rules /path/to/ruleDirectory

o

0924 CloudFormation B Z3!0f X4o|El C} et 2|AA| KE Al 25512 EE5

Ol U=X| &EQlste #EIE g e = U&LIcH M 2 fX| &2[E & 5

2|0llM , s3_bucket_encryption.guard ec2_volume_encryption.guard%

of Qe Z 2lAArds_dbinstance_encrytion.guard®| XM& Al &S5 E &0l5tE 73

£ Ql&L|Ck~/GuardRules/encryption_at_rest. A& 38l 0F 3= CloudFormation & &!

7t 2l C|=E 2| /&LICt~/CloudFormation/templates. O] @< CtS1t £ 0| validate
A

= agfLct
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Al

_0'|_|
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0x
ok
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cfn-guard validate --data ~/CloudFormation/templates --rules ~/GuardRules/
encryption_at_rest
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2 A 312 AWS CloudFormation Guard

X Sof EA7F ghAstmo| Mol =X|E AWS CloudFormation Guard2 = 5HAIL2.

« Guarde %2 &4 Fn:GetAtt ’é.* £ CloudFormation ®l£&!/2 H7I5tX| ot&LICEH

FIE7tet Z2 ZEE M85l 9 Y240l AWS: :ApiGateway: :RestApi 2lAAT} Qe
"AW

o
Resources.*[ Type == S::ApiGateway::RestApi' ]3@< M2 E HWIHEILICIFAIL.

%api_gws.Properties.EndpointConfiguration.Types[*] == "PRIVATE"
olz{et ZutE Wx|stedH o EEHE Y6t when 27 2RI ALSELICH

let api_gws = Resources.*[ Type == 'AWS::ApiGateway::RestApi' ]
when %api_gws l!empty { ...}

GuardE &2 Al Fn:GetAtt 2 = 2 CloudFormation ElZ2/2 T
7t5tR| et &LCH.

Guarde %2 YE|o| LIE &£ XIHSHK| et&LICH o & E01 YAML @4 AWS CloudFormation &
£33 1 Join!SubUIME At8stE W2 RIZEIX| &L/ CHAl & E goEH 9| CloudFormation LHZ&
B+E AMEELICEH & £0{ Fn: :JoinGuard +=!0f CHa W7HE M YAML & 4! 9| CloudFormation
EHZ2IFn: :SuboilMHE AP%°*L—|EP.

LHZF &F4=of CHBF RFAMIBH LH2 2 AWS CloudFormation Al MM O| LHE & 2 X E XM L.

oot 2 sia A

 string 2|E{E0| O|AZ|0|Z X2|El FHIC|I=E
£ string 2lE{E 2| (HIC|= o|AFo|= EXt

MEE ol 2laATt ols E< Hol| Amighuc 78


https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/intrinsic-function-reference.html
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St24E 3 Guard 3.0.0 O| & O|M AFRE = Q= json_parse() &4+ E AFSELICH XHA|

rot fo
T A

M

A

82 WY &=+ A8 B ARSHAAR.
—

o
« I=H|W7} 38&|l= Co|E R Hluste=X| &QlgLct o& £0{string 2 intE HLE &
3l 38 lX| ot= dIO|E EAIQLICH 1= H|IE =3 M Z{o| Z&EIX| o™ LIBEXMoZR 2 F
7h b lgtL|Ct 2 2 F = Rustl| PartialEq S48 £F517| false ?I5H A= = #HEHELICEH
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AWS CloudFormation Guard CLI m}2}0|E & H= & =X

CHS M of2holE| & B2 AWS CloudFormation Guard B E QIE{HO|A(CL)E Sl A2 E
A& L.
BN |
« Guard CLI 724 m}z}t0|E
- FE EMEE
- THE MY
E

- H&

« A=

22
—

cfn-guard parse-tree
--output <value>
--rules <value>

ot 2t0|E

-h, --help

Guard CLI <4 mt2t0o|E 80



AWS CloudFormation Guard INT=IY A To] =]

1
O
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H
=
35
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1
(SR
n
(@)
S5

gu
-0, --output
HHE ECIE £3 mhYod| &Lch.
-1, --rules

cfn-guard parse-tree --output output.json --rules rules.guard

A A

JSON EE= YAML & Al9o| AWS CloudFormation ElZ 2! Il U S 7152 HIZES! 2|AA Q| ST UK|
&= AWS CloudFormation Guard #& MEE AtS2 2 HEELICH o] BE2 & ZEE Al
H

Lt 2edT] Ho RER 0l M ready-to-use = U= EE HEsts RS LIt

=
-

cfn-guard rulegen
--output <value>
--template <value>
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ot 20| E

=M

-0, --output

MME PRI £ 0ol &LICH £ EE 23 JHo| FE0| LIEHY £ QlooR0l M8 A8
£ Aol E&LcH

-t, --template
CloudFormation ®I£2! m}alo| ZZE JSON EE& YAML @Al 2 XM ZELICt.

01| Al

cfn-qguard rulegen --output rules.guard --template template.json

HAE

718 AWS CloudFormation Guard #&!2| HZ & &0I5t7| 25 JSON EEE YAML
= =t

HAE utelat H|mstod 5! op
72

cfn-guard test
--rules-file <value>
--test-data <value>

o 2t0|E

-a, --alphabetical

uteho|E 82
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AWS CloudFormation Guard

424
o=

C|BE{ 2| LM L uttllz=o 2

-h, --help

-m, --last-modified

C|2E{ 2| LHO| A OF R[St

-V, --version

LICE.

F

S
=

|

-v, --verbose

LICH.

x4t
o=

0

AlE L

i
ac

pa

<
of

-d, --dir

FLCH

35
oH

EH

ClE g

-0, --output-format

7|&2k: single-line-summary

json|yaml | single-line-summary | junit

18 &l 2k

5}

-1, --rules-file

-t, --test-data

o=z ool mtde| ot &= CIMEE| 0|2 MSELICH
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O Al

cfn-qguard test --rules-file rules.guard --test-data example. json

PASS |FAIL Expected Rule = rule_name, Status = SKIP|[FAIL|PASS, Got Status = SKIP|FAIL|

CHS AT & ZshA 2.

AWS CloudFormation Guard =1} H| 1w 5t0o{ H|O|E{E Z

22
—

ox
O
9'|_l
2
0
of
A
rir
s
_ll:é
1]
N
0%
]
r
n

cfn-guard validate
--data <value>
--output-format <value>
--rules <value>
--show-summary <value>
--type <value>

ol 20| E

-a, --alphabetical

At

2

=o 2 HHE CIEZ|o ntedg ABELICt
-h, --help

T

U HEE AMerLct.

IO

-m, --last-modified

Otx[e 2 s=HE AlZte 2 YHE CIHEEel g ASFLICH
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-P, --payload

E Sl 7= 1 Clo|E{E stdinChE JSON ¥4Ale 2 XS gL Ch.

{"rules":["<rules 1>", '"<rules 2>", ...], "data":["<data 1>", "<data 2>", ...]1}

(IR

{"data": ["{\"Resources\":{\"NewVolume\":{\"Type\":\"AWS::EC2::Volume\",\"Properties
\":{\"Size\":500,\"Encrypted\":false,\"AvailabilityZone\":\"us-west-2b\"}},
\"NewVolume2\": {\"Type\" :\"AWS::EC2::Volume\",\"Properties\":{\"Size\":50,\"Encrypted
\":false,\"AvailabilityZone\":\"us-west-2c\"}}},\"Parameters\":{\"InstanceName\":
\"TestInstance\"}}", "{\"Resources\": {\"NewVolume\": {\"Type\":\"AWS: :EC2::Volume\",
\"Properties\":{\"Size\":500,\"Encrypted\":false,\"AvailabilityZone\":\"us-west-2b\"}},
\"NewVolume2\": {\"Type\":\"AWS::EC2::Volume\",\"Properties\":{\"Size\":50,\"Encrypted
\":false,\"AvailabilityZone\":\"us-west-2c\"}}},\"Parameters\":{\"InstanceName
\":\"TestInstance\"}}"], "rules" : [ "Parameters.InstanceName == \"TestInstance
\"","Parameters.InstanceName == \"TestInstance\"" 1}

SOV 75 Thlol B IR S RRRLICE a0l Ol Thalol B it S8

jo

EH MNF HEE LICH o H x|HE = U&LICH

-z, --structured
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Z3tE[1 =3 JSON/YYAML SE& £3FLICt 0| @l== verbose, print-json, show-summary:
_lin ol

aII/fall/pass/sklp, output-format: single-line-summary 2!

=M

-d, --data (BX+Y)

JSON EE= YAML &Alo| of|o|E] o}l se= O|o|Eq mhlo| C|HE|Z|2 NMZELC} o] SME =X
SR A85t0{ 043 U8 THEY + TS XIFLICH

Ol Al: --data templatel.yaml --data ./data-dirl --data template2.yaml

data-dirl 2[et Z2 CIEE 2] 2142 BL .yaml, .yml, .json, .jsn, .template & X7} QU= T o
CHaH B AZHO| X ELICEH

--payload E23E X|Hst= B2 --data SMS X[Hs5HX| OHAAIR

-i, --input-parameters (EAtY)

A HYAEE ASE ClOIE TUT B AR E 27} THEHOIEE XIMsHs THEH0IE B EE
oizt0o|E ool CIHE{Z|E JSON == YAMLE MES&eL|ct eedo 2 MEE B E mi2t0o|E ool
SEEID0| FEE UL s0l it 12 THRE 2 s} A WEELICHdata, 2N 2E
o= F7 90| 4% HHEFSIQ! 4430 T E|0{of BLICH O] S HHEHOR AR Shod 0421 2
2 MEE 4 TS KIHLIC

CI=EfE] Q40| &
L|Ct.

lof| CHaH A 2E AZHO| x| E

‘<
Q
3
<
3
@
(@)
3
@
3
0—0-
)
3
S
Q
~—
D
leu
>~|
Ral
d
-~
30
I'IF
_,_
mO

-0, --output-format (EAY)

7|#2t: single-1line-summary

&8 El Zf: json|yaml | single-line-summary | junit | sarif

A T EE 78 10| CIMEZIE MBELICH 0| SMS HHENOR ASSHol o 3t M E
o 2.

O Al: --rules rulel.guard --rules ./rules-dirl --rules rule2.guard
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rules-dirl 9o Z2 CIME{Z| Q42| B2 .guard, .ruleset & AF7} Q= T of CHEHAEH AZHO|
K| gt

--payload Zci1

ujn

KEstE 2 --rules SME XIHsHX| OHAA2.

- -show-summary(EAt)

Qof EO|22 EAISHOF 3t=X| {8 & AMOo{&LICt --show-summary fail (71824} E& --
show-summary pass,fail (SZH/AT S #2180t EA|) £ --show-summary none (HE) E=
--show-summary all (81, AW E£= ALY = 2 #EIE EA|).

7|22k fail
&8 El Zt: none | all | pass | fail | skip
-t, --type (BXIY)

2121 ClojEfo HAIS MZELICH 221 ClolE KBS XI&sHH Guard
=

=i
AL

5l £ £2401| CloudFormation &l
2l B|AAO| =2|X 0|EE EAIELICE 7|EXMO 2 Guardeet 42 &4 ZAE9 22 EAIEHL

o HA = -1
CtProperty [/Resources/vol2/Properties/Encrypted.

Allowed values: CFNTemplate

01| Al

cfn-qguard validate --data example.json --rules rules.guard

=24

= 1

GuardZ7} HIZSE2 43O 2 ZHE5IMH validate BHE2 S 4E 0 ($? bash)E gretEFLICEH
Guard7} =] @[Et2 Al¥45lH validate WHS Alnlfst #=2I0| AEf EDME BHEHELICEH

example.json Status = FAIL
FAILED rules
rules.guard/policy_effect_is_deny FAIL

Evaluation of rules rules.guard against data example.json

Property [/path/to/Effect] in data [example.json] is not compliant with
[policy_effect_is_deny] because provided value ["Allow"] did not match expected value
["Deny"]. Error Message [ Policy statement "Effect" must be "Deny".]
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9| EH 9t AWS CloudFormation Guard

o| 2ctE 22k AWS 0] %M =2 YLICt AWS 12
Fot | F5E Ho|E ME H HEXZ ot 7|=i%2] 0|

Hot2 AWS 9 AR R ZHol BE MUQILICH TS Aol SHL o g S Betesol 2ot W 2L
-

- 22IRE Hob- AWS = AWS 222 =0 AWS MH[AS M™lstE QIZEIE B35 8 Mo| (&
LICH AWS E8he TS M EE & U= MHIAE MBS YLICH Bt ZAIRIE AWS TE &5 2
gfLICH Guardd M8 &= #H &=

202 UFO2 Boto| ETHE HIIMOE HAES T Ol
:

Z2 0l CHE REME W82 HE E+ ZEIH AWS MBS He| L MHARE E+ Z2 73

- EEIREo Hot- AISKIe| M2 ALE5t= AWS AMH|2A0f 2t Z-EE LICH E§H o{2{E =2 H|0]
ol BH L, A 2F A, 22 HE & 772 HIXRE 7[E 2401 CHsiM T 2o AU&LIct

Cte dEM= GuardE AWS Lambda &2 MX[2 I 38 MU ZEHE MEst= YHE oldfisis
Cll =& o0l EL|cHcfn-guard-lambda).

« AWS Command Line Interface AF2 A A{Q| Ot
« AWS Lambda 7R} SFLHA{ S| EoF

« AWS Identity and Access Management AF& A A{ 9| £ oF
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2.00{| CHS8t & Z=7} Guard 2.1.3
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7T 2.0.40lE Ch5t 22 74
M Aol ZE[R&LICH

--payload Zeia7t
validate WA FIIZIUE
L|C.

REMEH LH& 2 Guard CLI & X
9| validateE & X 5HM 2.

K7 2.0.30lE Chnt 22 7
M Aol R E[R&LICH

_=

Eof Cist EIAE O|ES A
S8 = U&LCH REMIEE LY
Guard 72! E|AE E
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—
2 HZsAAIR2.

+ validate ¥l CIS SM
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* --output-format

* --show-summary

+ --type

REMIEF LIS

z=o| A48

2 Guard CLI &
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AWS 0{%

Z|4TAWS 80{= AWS 0{&! FZ ol AWS E0{E2 R ETHHIR.
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