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O'|0|= LICH 7|1 d8e M 7| HAE X[HE = AU&LICH REAEH LI 2 AWS Key Management

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "Allow key access to Amazon Chime SDK voice analytics.",
"Effect": "Allow",
"Principal": {
"AWS": "your_user_or_role_ARN"
I
"Action": [
"kms:CreateGrant",
"kms:Decrypt",
"kms:DescribeKey"
1,
"Resource": "*",
"Condition": {
"StringEquals": {
"kms:ViaService": [
"chimevoiceconnector.region.amazonaws.com"
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"encryptionContext": {
"aws:chime:voice-profile-domain:arn": "arn:aws:chime:us-west-2:111122223333:voice-
profile-domain/sample-domain-id"

2! I ._
MM Myl T et M3 Rodolls Y25 HHAEE XMt 255 HHAE R 70|

040F BfLICt.

{
"Sid": "Enable DescribeKey",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:role/ExampleReadOnlyRole"
I
"Action": "kms:DescribeKey",
"Resource": "*"
},
{

"Sid": "Enable CreateGrant",
"Effect": "Allow",
"Principal": {
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"AWS": "arn:aws:iam::111122223333:role/ExampleReadOnlyRole"

iy
"Action": "kms:CreateGrant",
"Resource": "*"

"Condition": {
"StringEquals": {
"kms:EncryptionContext:aws:chime:voice-profile-domain:arn":
"arn:aws:chime:us-west-2:111122223333:voice-profile-domain/sample-domain-id"

}

|.

}ol-

3t 7| 2LIEZ

Amazon Chime SDK 4 HHEEl= AWS KMSO| X & ELHH, AISXe diE 23S Z10iM

x4
s |
g = &LICt. CloudTrail CloudWatch

=
e

CreateGrant
I 2| 718 Ao 34 T2 T THQl 2lAAE MM HAE S4 HHUET ASKIE
CHAISHOd A 2| KMS 7101 CreateGrant HAM|ASIEE e EHLICH AWS E0|A FHEE{ 7}
M= HEt Boie o 22| 7|2 A2 E 2lAA0 T MBELCH 8 24 HYEE 2laa
E AXE ) O] RetireGrant XS At25l04 HeH 2048 A|HELICH

CIS oM = CreateGrant 22 7|S&LICH
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"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AROAIGDTESTANDEXAMPLE:Sampleuser@l",

"arn": "arn:aws:sts::111122223333:assumed-role/Admin/Sampleuser0l",
"accountId": "111122223333",

"accessKeyId": "AKIAIOSFODNN7EXAMPLE3",
"sessionContext": {

"sessionIssuer": {
Iltypell: IlRolell’
"principalId": "AROAIGDTESTANDEXAMPLE:Sampleuser0l",

" "arn:aws:sts::111122223333:assumed-role/Admin/Sampleuserol",
"accountId": "111122223333",

"userName": "Admin"

arn :

iy
"webIdFederationData": {3},
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"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2021-04-22T17:02:00Z"

}

},

"invokedBy": "AWS Internal"
},
"eventTime": "2021-04-22T17:07:02Z",
"eventSource": "kms.amazonaws.com",
"eventName": "CreateGrant",
"awsRegion": "us-west-2",

"sourceIPAddress": "172.12.34.56",
"userAgent": "ExampleDesktop/1.@ (V1; 0S)",
"requestParameters": {
"constraints": {
"encryptionContextSubset": {
"aws:chime:voice-profile-domain:arn": "arn:aws:chime:us-
west-2:111122223333:voice-profile-domain/sample-domain-id"
}
1,
"retiringPrincipal": "chimevoiceconnector.region.amazonaws.com",
"operations": [
"GenerateDataKey",

"Decrypt",
"DescribeKey",
"RetireGrant"
1,
"keyId": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE",
"granteePrincipal": "chimevoiceconnector.region.amazonaws.com",
"retiringPrincipal": "chimevoiceconnector.region.amazonaws.com"
1,
"responseElements": {
"grantId":
"Qab0ac0dob000f00eaddcc@aleddfcOObce@0dcO00T0000000cObcPa®000aaatSAMPLE"
1,

"requestID": "ff000af-00eb-00ce-0e00-cad00fbO0fbadSAMPLE",
"eventID": "ff0O00af-00eb-00ce-0e00-ca®d0fbO0fbadSAMPLE",
"readOnly": false,
"resources": [
{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
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"ARN": "arn:aws:kms:us-

west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
}

1,

"eventType": "AwsApiCall",
"managementEvent": true,
"eventCategory":

"Management",
"recipientAccountId": "111122223333"
}
GenerateDataKey

SHZZEH QRIS HED THQlo o 2te| 7|18 Y5t @12 E Voice Connector?7t 1578t
OlO|E| 7|2 MA5t04 Zf &Ko S8 2 gLict 4 AH4YEE 2lAA0| 7|8 XY
o x4

e
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3= GenerateDataKey S AWS KMSO| EHL

CHS olMlE GenerateDatakey S 7|5 %

"eventVersion": "1.08",
"userIdentity": {
"type": "AWSService",
"invokedBy": "AWS Internal"

.

"eventTime": "2021-04-22T17:07:027",
"eventSource": "kms.amazonaws.com",
"eventName": "GenerateDataKey",
"awsRegion": "us-west-2",
"sourceIPAddress": "172.12.34.56",
"userAgent":

"ExampleDesktop/1.@ (V1; 0S)",
"requestParameters": {

"encryptionContext": {

aws:chime:voice-profile-domain:arn": "arn:aws:chime:us-

west-2:111122223333:voice-profile-domain/sample-domain-id"
},

"keySpec": "AES_256",
"keyId": "arn:aws:kms:us-

west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
+

"responseElements": null,

"requestID": "ff000af-00eb-00ce-0e00-cad0dfbO0fbadSAMPLE",

"eventID": "ff000af-00eb-00ce-0e00-ead00fbO0fbaOSAMPLE",
"readOnly": true,

AE5s 7| PLIER
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"resources": [

{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE™"
}

1,

"eventType": "AwsApiCall",

"managementEvent": true,

"eventCategory": "Management",

"recipientAccountId": "111122223333",

"sharedEventID": "57f5dbee-16da-413e-979f-2c4c6663475e"

}
Decrypt
MER2 SE UM THZ Qs 4 Z2E T HQle| &4 Z2H0o| 4 AUME Yacio|=sHok
ot B U4 84 HYHEE Decrypt 2 E E&5t0 M E H=3tE H0IH 7|E A5t
04 & 3 3}El Ci|O|Eof] HAM| AT L|CH

Ct= oAM= Decrypt 2 7ISFLICH

"eventVersion": "1.08",
"userIdentity": {
"type": "AWSService",
"invokedBy": "AWS Internal"

},

"eventTime": "2021-10-12T23:59:347",
"eventSource": "kms.amazonaws.com",
"eventName": "Decrypt",

"awsRegion": "us-west-2",

"sourceIPAddress": "172.12.34.56",
"userAgent": "ExampleDesktop/1.@ (V1; 0S)",
"requestParameters": {
"encryptionContext": {
"keyId": "arn:aws:kms:us-
west-2:111122223333:key/44444444-3333-2222-1111-EXAMPLE11111",
"encryptionContext": {
"aws:chime:voice-profile-domain:arn": "arn:aws:chime:us-
west-2:111122223333:voice-profile-domain/sample-domain-id"
},
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"encryptionAlgorithm": "SYMMETRIC_DEFAULT"
I
"responseElements": null,
"requestID": "ed@fe4ab-305b-4388-8adf-7e8e3a4e80fe",
"eventID": "31d0d7c6-ce5b-4caf-901f-025bf71241f6",
"readOnly": true,
"resources": [{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-
west-2:111122223333:key/00000000-1111-2222-3333-9999999999999"
1,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",
"sharedEventID": "35d58aal-26b2-427a-908f-025bf71241f6",

"eventCategory": '"Management"
}
DescribeKey
24 4 E{= Ol DescribeKey & AtE5t0d S Z2E T QI AZGE 7|7t AEH & x|

o EXfist= x| & lgrLict

CHS o0l ME Describekey g 7IE8LICH

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalld": "AROAIGDTESTANDEXAMPLE:Sampleuser@l",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/Sampleuser2l",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE3",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AROAIGDTESTANDEXAMPLE:Sampleuser0l",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/Sampleuser0l"
"accountId": "111122223333",
"userName": "Admin"

iy
"webIdFederationData": {3},

12
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"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2021-04-22T17:02:00Z"

}

},

"invokedBy": "AWS Internal"
},
"eventTime": "2021-04-22T17:07:027",
"eventSource": "kms.amazonaws.com",
"eventName": "DescribeKey",
"awsRegion": "us-west-2",

"sourceIPAddress": "172.12.34.56",
"userAgent": "ExampleDesktop/1.@ (V1; 0S)",
"requestParameters": {

"keyId": "00ddodbo-0000-0000-ac00-bo0c@OOSAMPLE"
I
"responseElements": null,
"requestID": "ff000af-00eb-00ce-0e00-eal00fbOfbadSAMPLE",
"eventID": "ff000af-00eb-00ce-0e00-ead00fbO0fbadSAMPLE",
"readOnly": true,
"resources": [

{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE™"
}

1,
"eventType": "AwsApiCall",

"managementEvent": true,
"eventCategory": "Management",
"recipientAccountId": "111122223333"
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https://docs.aws.amazon.com/IAM/latest/UserGuide/confused-deputy.html
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OF X047 AFERF AH 2| 2|A A0 CHEF 221 HMA HEHE MS5H04 2|AA 9|
T2 X|§ErL|Ct 2lAA HAHo|= aws :SourceAccount M 74 HEIAE 7|
0| Z&LCt. o|z48t 7|= Amazon Chime SDK7} siiE 2|A A0 CHE MH|A 0| X235t

ofzHe| ofAMoME ESE CHE|R! EXME & X|5tE Ol 20| ElE aws:SourceAccount S3 B{Z!/0]|
TFME CallDetailRecords MY X HEHAE F|E AFR35HE S3 HZ! MHaig Ho{FL|C}.

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "AmazonChimeAclCheck668426",
"Effect": "Allow",
"Principal": {
"Service": "chime.amazonaws.com"
b
"Action": "s3:GetBucketAcl",
"Resource": "arn:aws:s3:::your-cdr-bucket"
},
{
"Sid": "AmazonChimeWrite668426",
"Effect": "Allow",
"Principal": {
"Service": "chime.amazonaws.com"
},
"Action": "s3:PutObject",
"Resource": "arn:aws:s3:::your-cdr-bucket/*",
"Condition": {
"StringEquals": {
"s3:x-amz-acl": "bucket-owner-full-control",
"aws:SourceAccount": "112233446677"
}
}
}
]
}
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OtOFE Chime SDK Z|AA 7|HF A=Y
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https://docs.aws.amazon.com/service-authorization/latest/reference/list_amazonchime.html#amazonchime-resources-for-iam-policies
https://docs.aws.amazon.com/service-authorization/latest/reference/list_amazonchime.html#amazonchime-resources-for-iam-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/STS/latest/APIReference/API_AssumeRole.html
https://docs.aws.amazon.com/STS/latest/APIReference/API_GetFederationToken.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_terms-and-concepts.html#iam-term-service-linked-role
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_terms-and-concepts.html#iam-term-service-role
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html#access_policies_create-json-editor
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#bp-use-aws-defined-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#bp-use-aws-defined-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#grant-least-privilege
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#grant-least-privilege
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa.html
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// Policy ARN: arn:aws:

iam: :aws:policy/AmazonChimeSDK

// Description: Provides access to Amazon Chime SDK operations

{

"Version":
"Statement":

{

L

"Action": [
"chime:
"chime:
"chime
"chime:
"chime:
"chime:
"chime:
"chime:
"chime
"chime:
"chime:
"chime:
"chime:
"chime:
"chime
"chime:
"chime:
"chime:
"chime:
"chime:
"chime

"2012-10-17",

CreateMediaCapturePipeline",
CreateMediaConcatenationPipeline",

:CreateMedialiveConnectorPipeline",

CreateMeeting",
CreateMeetingWithAttendees",
DeleteMediaCapturePipeline",
DeleteMediaPipeline",
DeleteMeeting",

:GetMeeting",

ListMeetings",
CreateAttendee",
BatchCreateAttendee",
DeleteAttendee",
GetAttendee",

:GetMediaCapturePipeline",

GetMediaPipeline",
ListAttendees",
ListAttendeeTags",
ListMediaCapturePipelines",
ListMediaPipelines",

:ListMeetingTags",

AWSZHE|E ofObE Chime SDK 2
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/chime/latest/dg/iam-roles.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_amazonchime.html
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"chime:ListTagsForResource",
"chime:StartMeetingTranscription",
"chime:StopMeetingTranscription",
"chime:TagAttendee",
"chime:TagMeeting",
"chime:TagResource",
"chime:UntagAttendee",
"chime:UntagMeeting",
"chime:UntagResource"

15
"Effect": "Allow",
"Resource": "*"

AWSZE2|3 X =0 ZRH AmazonChimeVoiceConnectorServicelLinkedRole

AmazonChimeVoiceConnectorServicelLinkedRolePolicyO|& &3l Amazon Chime SDK &
4 7E{= Amazon Kinesis Video StreamsZ O|C|01& AEE|YUstT, AEZ|Y YRS NS5t
Amazon PollyE At &3to] S4& e & A&LICH 0l A2 Amazon Chime SDK 4 7{4/H
MH|A 0| 1ZH9| Amazon Kinesis Video Streams0ll 2 M|A 3t 11, Amazon Simple Notification AH|A
(SNS) & Amazon Simple Queue Service (SQS) o & & 0| HEZE ELH1, Amazon Chime SDK &4
OHZ2|7i0| M L AF8 Al Amazon PollyE A8 3t04 & FHE = Us HEHES FogLIc &L
Speak SpeakAndGetDigits

mm

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": ["chime:GetVoiceConnector*"],
"Resource": ["*"]

}I

{

"Effect": "Allow",

"Action": [
"kinesisvideo:GetDataEndpoint",
"kinesisvideo:PutMedia",
"kinesisvideo:UpdateDataRetention",
"kinesisvideo:DescribeStream",
"kinesisvideo:CreateStream"

AWSE Z2|E Z=: 424 AmazonChimeVoiceConnectorServiceLinkedRole
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]I

"Resource'

"Effect":
"Action":

"Resource'

"Effect":
"Action":

"Resource'

"Effect":
"Action":

"Resource'

"Effect":
"Action":

"Resource'

"Effect":
"Action":

"Allow",
["kinesisvideo:ListStreams"],

g [Loey

"Allow",
["SNS:Publish"],

': ["arn:aws:sns:*:*:ChimeVoiceConnector-Streaming*"]

"Allow",
["sqgs:SendMessage"],

": ["arn:aws:sqgs:*:*:ChimeVoiceConnector-Streaming*"]

"Allow",
["polly:SynthesizeSpeech"],

', [n*n]

"Allow",
[

"chime:CreateMediaInsightsPipeline",
"chime:GetMediaInsightsPipelineConfiguration"

]I

"Resource'

', [n*n]

["arn:aws:kinesisvideo:*:*:stream/ChimeVoiceConnector-*"]

KEMIS| 2ot 24 Amazon Chime SDK S 7HEE] AMH|A 2174 A8 EA A E 9| LIS H ZshAl
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AmazonChimeSDKMediaPipelinesServicelinkedRolePolicyE IAM QIE{E[0f 42

L|ch.

A
== T HA

45t o4 A
=

AWS AmazonChime# 2|8 &*: SDK MediaPipelinesServiceLinkedRolePolicy



Amazon Chime SDK
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0| H=HE Kinesis Video Streams?} Amazon Chime SDK O|E/ 2 Z H|0|E{E A&

Chime SDK O|C|o{ mtO| =2} Q1nt B7A HE AIS MM E A EHAIL.

O| MMoj= Ccts Hero| L& x|od /&LCt
« cloudwatch— X|EE =g HEHE 2 0o4ELICt CloudWatch
« kinesisvideo— O|O|E{ FIEEXQIE 71X 7|,

AEZ| MY HO|E| AEZ] AA

« chime— 3|9|E &1, &MXIE

"Version": "2012-10-17",
"Statement": [
{

BrE1, &MIE AME + e HErE Fo{FLICh

"Sid": "AllowPutMetricsForChimeSDKNamespace",

"Effect": "Allow"

’

"Action": "cloudwatch:PutMetricData",

"Resource": "*",
"Condition": {

"StringEquals": {
"cloudwatch:namespace": "AWS/ChimeSDK"

"Sid": "AllowKinesisVideoStreamsAccess",

"Effect": "Allow"
"Action": [
"kinesisvideo
"kinesisvideo
"kinesisvideo
"kinesisvideo
"kinesisvideo
1,

"Resource": [

"arn:aws:kinesisvideo:*:*:stream/ChimeMediaPipelines-*"

’

:GetDataEndpoint",
:PutMedia",
:UpdateDataRetention",
:DescribeStream",
:CreateStream"

Eglalsto X EE
HAIE 4= & §{8L|Ct. CloudWatch 8 Amazon Chime SDK O|C|0{ Z}O|Z2}10| AL A}
£ CH 415104 Amazon Chime SDK Z|2|0of| HM|AE = U&LICH REM|IEH LI 2 0| 2HLHA{ 2] Amazon
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AWS AmazonChime# 2|8 &*: SDK MediaPipelinesServiceLinkedRolePolicy
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},
{

"Sid": "AllowKinesisVideoStreamsListAccess",

"Effect": "Allow",

"Action": [
"kinesisvideo:ListStreams"

1,

"Resource": [

" n

]

},
{

"Sid": "AllowChimeMeetingAccess",

"Effect": "Allow",

"Action": [
"chime:GetMeeting",
"chime:CreateAttendee",
"chime:DeleteAttendee"

1,

"Resource": "*"

}
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https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_media-pipelines-chime_GetMediaInsightsPipelineConfiguration.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_media-pipelines-chime_GetMediaInsightsPipelineConfiguration.html
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https://docs.aws.amazon.com/chime-sdk/latest/ag/analytics-service-role.html
https://docs.aws.amazon.com/chime-sdk/latest/ag/analytics-service-role.html
https://docs.aws.amazon.com/chime-sdk/latest/dg/using-service-linked-roles.html
https://docs.aws.amazon.com/chime-sdk/latest/dg/using-service-linked-roles.html
https://docs.aws.amazon.com/chime-sdk/latest/dg/using-service-linked-roles.html
https://docs.aws.amazon.com/chime-sdk/latest/dg/using-service-linked-roles-stream.html
https://docs.aws.amazon.com/chime-sdk/latest/dg/using-service-linked-roles-stream.html
https://docs.aws.amazon.com/chime-sdk/latest/dg/using-service-linked-roles-stream.html
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{
"version": "Q",
"id": "12345678-1234-1234-1234-111122223333",
"detail-type": "Chime VoiceConnector Streaming Status",
"source": "aws.chime",

"account": "111122223333",
"time": "yyyy-mm-ddThh:mm:ssZ",
"region": "us-east-1",
"resources": [],
"detail": {
"callIld": "1112-2222-4333",
"direction": "Outbound",
"fromNumber": "+12065550100",
"inviteHeaders": {
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"from": "\"John\" <sip:+12065550100@Q10.24.34.0>;tag=abcdefg",
"to":
"<sip:+13605550199@abcdeflghij2klmno3pqr4M.voiceconnector.chime.aws:5060>",
"call-id": "1112-2222-4333",
"cseq": "10@1 INVITE",
"contact": "<sip:user@lQ.24.34.0:6090>;",
"content-type": "application/sdp",
"content-length": "246"
},
"isCaller": false,
"mediaType": "audio/L16",
"sdp": {
"mediaIndex": 0,
"medialabel": "1"
},
"siprecMetadata": "<&xml version=\"1.0\" encoding=\"UTF-8\"&>;\r\n<recording
xmlns='urn:ietf:params:xml:ns:recording:1'>",
"startFragmentNumber": "1234567899444",
"startTime": "yyyy-mm-ddThh:mm:sszZ",
"streamArn": "arn:aws:kinesisvideo:us-east-1:123456M:stream/

ChimeVoiceConnector-abcdeflghij2kimno3pqr4-11laaa-22bb-33cc-44dd-111222/111122223333"
"toNumber": "+13605550199",

"transactionId": "12345678-1234-1234",
"voiceConnectorId": "abcdeflghij2klmno3pqr4",
"streamingStatus": "STARTED",

"version": "Q"
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"version": "Q",
"id": "12345678-1234-1234-1234-111122223333",

"detail-type": "Chime VoiceConnector Streaming Status",
"source": "aws.chime",
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"account": "111122223333",
"time": "yyyy-mm-ddThh:mm:ssZ",

"region": "us-east-1",
"resources": [],
"detail": {

"streamingStatus": "ENDED",
"voiceConnectorId": "abcdeflghij2klmno3pqr4",
"transactionId": "12345678-1234-1234",
"callIld": "1112-2222-4333",
"direction": "Inbound",
"fromNumber": "+12065550100",
"inviteHeaders": {
"from": "\"John\" <sip:+12065550100@10.24.34.0>;tag=abcdefg",
"to": "<sip:
+13605550199@abcdeflghij2klmno3pqgr4.voiceconnector.chime.aws:5060>",
"call-id": "1112-2222-4333",
"cseq": "1@1 INVITE",
"contact": "<sip:user@l@.24.34.0:6090>",
"content-type": "application/sdp",
"content-length": "246"
},
"isCaller": false,
"mediaType": "audio/L16",
"sdp": {
"mediaIndex": 0O,
"medialabel": "1"
},
"siprecMetadata": "<&xml version=\"1.0\" encoding=\"UTF-8\"&>\r\n<recording
xmlns='urn:ietf:params:xml:ns:recording:1'>",
"startFragmentNumber": "1234567899444",
"startTime": "yyyy-mm-ddThh:mm:sszZ",
"endTime": "yyyy-mm-ddThh:mm:ssZ",
"streamArn": "arn:aws:kinesisvideo:us-east-1:123456:stream/

ChimeVoiceConnector-abcdeflghij2klmno3pqr4-1llaaa-22bb-33cc-44dd-111222/111122223333"
"toNumber": "+13605550199",
"version": "Q"
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"version": "Q",
"id": "12345678-1234-1234-1234-111122223333",
"detail-type": "Chime VoiceConnector Streaming Status",
"source": "aws.chime",
"account": "111122223333",
"time": "yyyy-mm-ddThh:mm:ssZ",
"region": "us-east-1",
"resources": [],
"detail": {
"callIld": "1112-2222-4333",
"updateHeaders": {
"from": "\"John\" <sip:+12065550100@10.24.34.0>;;tag=abcdefg",
"to": "<sip:
+13605550199@abcdeflghij2klmno3pqgr4.voiceconnector.chime.aws:5060>",
"call-id": "1112-2222-4333",
"cseq": "101 INVITE",
"contact": "<sip:user@lQ.24.34.0:6090>",
"content-type": "application/sdp",
"content-length": "246"
.
"siprecMetadata": "<&xml version=\"1.0\" encoding=\"UTF-8\"&>\r\n<recording
xmlns='urn:ietf:params:xml:ns:recording:1'>",
"streamingStatus": "UPDATED",
"transactionId": "12345678-1234-1234",
"version": "Q",
"voiceConnectorId": "abcdeflghij2klmno3pqr4"
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"version": "Q",

"id": "12345678-1234-1234-1234-111122223333",
"detail-type": "Chime VoiceConnector Streaming Status",
"source": "aws.chime",

"account": "111122223333",
"time": "yyyy-mm-ddThh:mm:ssZ",

"region": "us-east-1",
"resources": [],
"detail": {

"streamingStatus":"FAILED",
"voiceConnectorId":"abcdefghi",
"transactionId":"12345678-1234-1234",
"callld":"1112-2222-4333",
"direction":"Inbound",
"failTime":"yyyy-mm-ddThh:mm:ssZ",
"failureReason": "Internal failure",
"version":"Q"
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{"eventVersion":"1.05",
"userIdentity":{
"type":"IAMUser",
"principalId":"AAAAAABBBBBBBBEXAMPLE",
"arn":"arn:aws:iam: :123456789012:user/Alice",
"accountId":"0123456789012",
"accessKeyId":"AAAAAABBBBBBBBEXAMPLE",
"sessionContext":{
"attributes":{
"mfaAuthenticated":"false",
"creationDate":"2017-07-24T17:57:43Z"
},
"sessionIssuer":{
"type":"Role",
"principalId":"AAAAAABBBBBBBBEXAMPLE",
"arn":"arn:aws:iam: :123456789012:role/Joe",
"accountId":"123456789012",
"userName":"Joe"

}
1,
"eventTime":"2017-07-24T17:58:217",
"eventSource":"chime.amazonaws.com",
"eventName" :"AddDomain",
"awsRegion":"us-east-1",
"sourceIPAddress":"72.21.198.64",
"userAgent":"Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_11_6)
AppleWebKit/537.36 (KHTML, like Gecko) Chrome/59.0.3071.115 Safari/537.36",
"errorCode":"ConflictException",
"errorMessage":"Request could not be completed due to a conflict",
"requestParameters":{
"domainName":"example.com",
"accountId":"l1laaaaaal-1all-1111-1all-aaadd@adaa0"
1,
"responseElements":null,
"requestID":"belbeeld-1111-11el-1eD1-0dc1111flacl",
"eventID":"00fbeeel-123e-111e-93e3-11111bfbfccl",
"eventType":"AwsApiCall",
"recipientAccountId":"123456789012"
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From: +15105186683 ><sip:+15105186683@IPaddress:12345>;tag=tag

To: <sip:91leabcdeflghij2klmno3pqr4.voiceconnector.chime.aws>;transport=TCP
Call-ID: 12abcdef-3456-7891-012g-h7i8j9k610al

CSeq: 43615607 INVITE

Contact: <sip:IPaddress:12345>

Max-Forwards: 70

Geolocation-Routing: Yes

Geolocation: <cid:alef6102917341f98a467b973819e90ed>;inserted-by=vpc@ng91l.test.com
Content-Type: multipart/mixed;boundary=unique-boundarystring
Content-Length: 271

Accept: application/sdp, application/pidf+xml

--unique-boundarystring
Content-Type: application/sdp

v=0

0=FreeSWITCH 1636327400 1636327401 IN IP4 IPaddress
s=FreeSWITCH

c=IN IP4 IPaddress

t=0 0

m=audio 11398 RTP/SAVP 9 0 101
a=rtpmap:@ PCMU/8000

a=rtpmap:101 telephone-event/8000
a=fmtp:101 0-16

a=sendrecv

a=ptime:20

--unique-boundarystring
Content-Type: application/pidf+xml
Content-ID: <pidftest@test.com>
<?xml version="1.0" encoding="utf-8"7?>
<presence xmlns="urn:ietf:params:xml:ns:pidf"
xmlns:gp="urn:ietf:params:xml:ns:pidf:geopriviQ"
xmlns:bp="urn:ietf:params:xml:ns:pidf:geoprivl@:basicPolicy"
xmlns:ca="urn:ietf:params:xml:ns:pidf:geoprivl@:civicAddzr"
entity="sip:amazontest9ll@test.com">
<tuple id="0">
<status>
<gp:geopriv>
<gp:location-info>
<ca:civicAddress>
<ca:country>US</ca:country>
<ca:Al>WA</ca:Al>
<ca:A3>Seattle</ca:A3>
<ca:HN0>1812</ca:HNO>
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<ca:RD>Example</ca:RD>
<ca:STS>Ave</ca:STS>
<ca:NAM>Low Flying Turtle</ca:NAM>
<ca:PC>98101</ca:PC>
</ca:civicAddress>
</gp:location-info>
</gp:geopriv>
</status>
<timestamp>2021-09-22T13:37:31.03</timestamp>
</tuple>
</presence>
--unique-boundarystring--
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Amazon-Chime-Voice-Connector-CDRs/
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day/callStartTime-voiceConnectorTransactionID
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"AwsAccountId": "111122223333",

"TransactionId": "123abc4d-efg5-6789-h012-j3456789k012",
"CallId": "123a4b567890123c456789012d3456e7@203.0.113.9:8080",
"VoiceConnectorId": "abcdeflghij2klmno3pqr4",

"Status": "Completed",

"StatusMessage": "OK",

"SipAuthUser": "XXXX",

"BillableDurationSeconds": 6,

"BillableDurationMinutes": 0.1,

"SchemaVersion": "2.0",

"SourcePhoneNumber": "+12065550100",
"SourcePhoneNumberName": "North Campus Reception",
"SourceCountry": "US",

"DestinationPhoneNumber": "+12065550101",
"DestinationPhoneNumberName": "South Campus Reception",
"DestinationCountry": "US",

"UsageType": "USE1-US-US-outbound-minutes",
"ServiceCode": "AmazonChimeVoiceConnector",
"Direction": "Outbound",

"StartTimeEpochSeconds": 1565399625,
"EndTimeEpochSeconds": 1565399629,
"Region": "us-east-1",

"Streaming": true
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"SchemaVersion": "1.0",

"AwsAccountId": "111122223333",

"TransactionId": "123abc4d-efg5-6789-h012-j3456789k012",
"CallId": "123a4b567890123c456789012d3456e7@203.0.113.9:8080",
"VoiceConnectorId": "abcdeflghij2klmno3pqrs",
"StartTimeEpochSeconds": 1565399625,
"EndTimeEpochSeconds": 1565399629,

"Status": "Completed",

"StatusMessage": "Streaming succeeded",

"ServiceCode": "AmazonChime",

"UsageType": "USE1l-VC-kinesis-audio-streaming",
"BillableDurationSeconds": 6,

"Region": "us-east-1"
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