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SHAAI2.
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Z=2HME ID= AWS 2|& L] AWS 7H|Zof| CHall m)5Hok & LICE.

6. ClZX|EZ| 22X AWS CodeCommit EE= GitHubZE MEHEHL|C}.

7. AWS CodeCommitg M

ENS 742 B|Z X|E2| O|20= 7|E AWS CodeCommit Z|ZX|EZ| 0|2
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Create a connection
Create GitHub App connection info
Connection name
a. GitHub 9 4173 A4 of2o| 947 0|8 2 A E ol 47 0|F2 Y=IBFLICE GitHub
of eddE MEfgLICt
GitHuboll 244 H|O|X|7} LIEtLE D GitHub & EE7} E A|ELICH
b. GitHub 20i| A & HXIE MEHSHLE A & A X|E MEHSI0 Y2 ME BHELICEH
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(@ Note
£ SSAtof et 2& 4o Chsl stLtel HE AX|ELICt ol0| dX[Eh B2
HZ MEHSH CHS O] BHHIE HLELICH

AWS Connector for GitHub &= MELT!

c. AWS Connect for GitHub A x| H O| k|0 S Mx|g HHEE

(® Note
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]:gect a repository provider

CodeCommit O GitHub
Use a new AWS CodeCommit repository for Use a new GitHub source repository for
your project. your project (requires an existing GitHub

account).

@ The GitHub repository provider now uses CodeStar Connections

To use a GitHub repository in CodeStar, create a connection. The connection will use GitHub
Apps to access your repository. Use the following options to choose an existing connection or
create a new one. Learn more

Connection
Choose an existing connection or create a new one and then return to this task.

Q. arn:aws:codestar-connections:us-east- X | or Connect to GitHub

@ Ready to connect
Your Github connection is ready for use.

Repository owner

The owner of the new repository. This can be a personal GitHub account or a GitHub organization.
v

Repository name

The name of the new repository.

cs-dk-gh

Repository description
An optional description of the new repository.

© PFublic
g. EIZXIEZ ARXL B2 GitHub ZEO[LE AF&XE2| 7HQ! GitHub H|1H & MEdELICE,

h. ZIZX|EZ| o|E0oE 7|2 GitHub 2|ZX|EZ| 0|2 ICHZ 0|25t7HLt CIE 0|28 Q=
L|C}.

i. THEE Es Zeto|9E MEELICH
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https://aws.amazon.com/ec2/instance-types/
https://aws.amazon.com/ec2/pricing/
https://docs.aws.amazon.com/vpc/latest/userguide/VPC_Introduction.html
https://docs.aws.amazon.com/vpc/latest/userguide/dedicated-instance.html#dedicated-howitworks
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« TZMEO| AC 7} CodeCommitLt GitHub 2| ZX|E2|0f| A& E|of QICHH, = F Mx| 910 AWS
Cloud92 ¢ HEl KoM HIZ ZES} &4 AF2E £ Ql&LCh. XHHI?J LHEe2 ZZ2HMEoof CiEt
AWS Cloud9 78 MM MMg XM L.

- ZTZMEO| FAEJ} CodeCommit 2|ZX|E 2|0 MEE|o{ Q1 Visual Studio &= = Eclipse7t A X[ &
01 RICHH, AWS Toolkit for Visual Studio E== AWS Toolkit for EclipseS AF&35t04 L =0 HS & H|
Q1E & UELICEH RHM[EH LI 2 IDEE AWS CodeStar2t &7 AHE MIME EESHML. Visual
Studio == Eclipse’t 9iCtH A< Git Z22I0|HEE XI5t O EHA ol HR &0 L= X|ES
& Lct.

- T2MEO| FC 7} GitHub ZIEXIEE|0] ME Elo] = HL IDE T8 AL8510d GitHuboll 7%
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« Visual Studio2| Z< Visual Studio® GitHub ExtensionZ} Z2 =TT E Al2& £ l&LICH &t
Mt LHE 2 Visual Studio& GitHub & AtO|E Q| 7HR H|O[X| & GitHub & AFO|E 2| Getting
Started with GitHub for Visual Studio® & =5t AA|2.

- Eclipse?| A< Eclipse& EGitdt Z2 =
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2 Q10 O ™AFQ| 3EHAZ HALSFAAIL. e B HE S o= L2 Z=MEof CHEt AWS Cloud9
=HE Y| B XS AAL
AWS CodeStar Z&£0|M Z2MEE Qo{ & AEIZE BM RZ0i| M 2|ZX|E2|E MEHFLICH.
21| URLOIA CodeCommitoll CHEH A48t 0474 Q30| CHEt T2 EZ2S MEHSH 2 2lgE =
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https://docs.aws.amazon.com/cli/latest/userguide/installing.html
https://docs.aws.amazon.com/codecommit/latest/userguide/temporary-access.html
https://docs.aws.amazon.com/codecommit/latest/userguide/temporary-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp_control-access_getfederationtoken.html
https://docs.aws.amazon.com/codecommit/latest/userguide/setting-up-https-unixes.html
https://docs.aws.amazon.com/codecommit/latest/userguide/setting-up-https-unixes.html
https://docs.aws.amazon.com/codecommit/latest/userguide/setting-up-https-unixes.html
https://docs.aws.amazon.com/codecommit/latest/userguide/setting-up-https-windows.html
https://docs.aws.amazon.com/codecommit/latest/userguide/setting-up-https-windows.html
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2.

EHd AFEHOUM EHOE = HHEE 2 A1 CIHEZIE YAl EIE“E-IEIE 18%
clone HHEE A5t E|ZXECIE 5'.:.*-‘F‘rE-Ioﬂ EHI?JL—IEP. SAE 23 E E0{Ld&LICLE E
04 CodeCommit0d| CHSH HTTPSE A5t 4

git clone https://git-codecommit.us-east-2.amazonaws.com/vl/repos/my-first-projec

M H&stls d0e SlEX|EC|H CHEt 230 R4 &
CodeCommitl] A2 O|™ MiI|MH CIREES Git XAHE 5H 212 A4 5

A Ee| =X CIHEE|z o|Sstod 2RIXE HotELCh
HE2| ZH0M index.html Tt UES ¥ oS HFEFLICH o|E S04 <H2> B Flol CHS
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<P>Hello, world!</P>

git add index.html
git commit -m "Making my first change to the web app"
git push
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(@ Note
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« Bl EH7A|of| CHSHA = AWS CodeBuildAFE M A 2| AWS CodeBuild &4 sHZS &

=
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https://docs.aws.amazon.com/codecommit/latest/userguide/troubleshooting.html
https://docs.aws.amazon.com/codecommit/latest/userguide/troubleshooting.html
https://docs.aws.amazon.com/codebuild/latest/userguide/troubleshooting.html
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{"output": "Hello World", "timestamp": "2017-08-30T15:53:42.682839"}
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import json

def handler(event, context):
data = {
'output': 'Hello ' + event["pathParameters"]["name"]
}
return {
'statusCode': 200,
'body': json.dumps(data),
'headers': {'Content-Type': 'application/json'}

}
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Hello:
Type: AWS::Serverless::Function
Properties:

FunctionName: !Sub 'awscodestar-${ProjectId}-lambda-Hello'
Handler: hello.handler
Runtime: python3.7
Role:
Fn::GetAtt:
- LambdaExecutionRole
- Arn
Events:
GetEvent:
Type: Api
Properties:
Path: /hello/{name}
Method: get
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credential.helper 'cache --timeout 900'2 Al&i5tod O 158 0| X|LIXFOFRF HIAIX| 7} &
A=A & = UA&LICE EEE git config credential.helper 'store --file ~/.git-credentials'E
AR50 ChA| EAE[X| A & == UELICH Git2 & CIHE (o] et ot Uof Lt
SHAER XE SHS MEELICH AHAIEH LHE 2 Git B AO|E 2| Git Tools - Credential
Storage& A E5HAAIL.
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https://git-scm.com/book/en/v2/Git-Tools-Credential-Storage
https://git-scm.com/book/en/v2/Git-Tools-Credential-Storage
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« my-sam-project= ZZME O| IDQL]C}.
* HelloE template.yaml Ztoi X|HE &= IDRILICY.
« RANDOM_IDE D2 23 AWS SAMO| &0 x| o|o| IDRILICY.

6trAHl: 1= & MH|A E|IAE

O| EtAHOME O|™ BHAH0IAM F=7te 2 Elo] 2} AWS CodeStar0il M ElEstT HiZ 8t 12 & M|

AE HAEELICE

1. AWS CodeStar 2&0iM Z2HMEE Uof & AME|Z &M D20 ZEMEE MeistL|Ct
2. Uo[ZztQlo| ChA| A™AEIREX| FHelstn A&st7| ol &4, Y, HYE EA|0l §S 0] AL

E = L=
EX| FHelstM. E & S 248 + U&LICh

(® Note

ol= CHAIOIE Failed7t EAIElE 79 2X 12 9/s Cha TS 2olg

EtAH ol CHSH M= AWS CodeCommitAt® AHA{ 2| AWS CodeCommit =X 5

PN
Zg AxstaAR.

« 2 EHAlof| il M= AWS CodeBuildAbE B 2| AWS CodeBuild =X| sHEE &

I CtA o] CHsi M= AWS CloudFormationAb2 A8 A 2] AWS CloudFormation 2 Al

- O 59| XM= X 312 AWS CodeStar EHHE HZ5HAAIL.

3. OHEzZ|F oM E7|E MEiErLICEH

10

4 BEtexollM LEl= M &ollM & MH|lAE oS 85 A& EAIFLICH

I

{"output": "Hello World", "timestamp": "2017-08-30T15:53:42.682839"}

4. THO| FA EAIE0|M BE /hello/ & O|F 2 URL(0: https://API_ID.execute-

api.REGION_ID.amazonaws.com/Prod/hello/YOUR_FIRST_NAME)2| &0i F7}8t C}2 EnterE F

=15
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https://docs.aws.amazon.com/codecommit/latest/userguide/troubleshooting.html
https://docs.aws.amazon.com/codecommit/latest/userguide/troubleshooting.html
https://docs.aws.amazon.com/codebuild/latest/userguide/troubleshooting.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/troubleshooting.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/troubleshooting.html
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O|&0| Mary2t™ & MH|A= CHE 8Y A0tE EAIELICH
{"output": "Hello Mary"}
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2. oY C|HE2[0M hello_test.pyEt= THYS DHELICH CHS I EE FIt
L|CF.

from hello import handler

def test_hello_handler():

event = {
'pathParameters': {
'name': 'testname'’
}
}

context = {}

expected = {
'"body': '{"output": "Hello testname"}',
'headers': {
'Content-Type': 'application/json'

1,
'statusCode': 200
}
assert handler(event, context) == expected
O| HIAE = Lambda & 2| £230| of &f & FAICIX| 0{F E EHQIFLICH of &f & F4lel F2, H
AET dEeh JALIch O X| to™ E|AET Alufeh [
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version: 0.2

phases:
install:
runtime-versions:
python: 3.7

commands:
- pip install pytest
# Upgrade AWS CLI to the latest version
- pip install --upgrade awscli

pre_build:
commands:
- pytest

build:
commands:
# Use AWS SAM to package the application by using AWS CloudFormation
- aws cloudformation package --template template.yml --s3-bucket
$S3_BUCKET --output-template template-export.yml

# Do not remove this statement. This command is required for AWS CodeStar
projects.

# Update the AWS Partition, AWS Region, account ID and project ID in the
project ARN on template-configuration.json file so AWS CloudFormation can tag
project resources.

- sed -i.bak 's/\$PARTITION\$/'${PARTITION}'/g;s/\$AWS_REGION

\$/'${AWS_REGION}'/g;s/\$ACCOUNT_ID\$/'${ACCOUNT_ID}'/g;s/\$PROJECT_ID\
$/'${PROJECT_ID}'/g' template-configuration.json

artifacts:
type: zip
files:
- template-export.yml
- template-configuration.json

0| &l= A2 CodeBuild7t Python E|AE Z B3 2l pytestE L= EZE0i| XSS X|A|
LIt CodeBuild= pytestE AFE35t04 B EIAEE A™ELICH LIHX| YE AFF2 0| S
dgrLct.
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4. Gitg At&st0d O|2{Er HE AIE 2 ¥4 2|ZX[E 2ol FA[ELICH

git add .

git commit -m "Added hello_test.py and updated buildspec.yml."

git push

8EtAl: EF 9l HIAE AL 27|

O| Al E B9l ElAE S| & I Al iR & &I & U&LICH

—

AWS CodeStar Z2£0M Z2MEE Ho{ & JEIZ BHAM 2F0M mto|ZetlE MEfgLCE
(@] o

2. A&st7| ol mto|z2Rlof ChA| A E|R=X| = elstAl

U HAETJ ME5tH e= Aol AZ 0| EAIELICH

3. HeHAE Zn ME YEE HidH 2= EHA 0| M CodeBuild @3 & MERFLICE.

4. CodeBuild £ 01X Build Project: my-sam-project H O|X|2| 2= 7|S0iM Efj0|E 2| Hl= AISH
doj| U= I E MEHFLICE

5. my-sam-project:BUILD_ID HO|X|2| L= 2I0|M T 21 E7| 235 MEiELIC
6. Amazon CloudWatch Logs 2&2| 211 £240f|M Ct St |FALSEH EIAE ZADHE #&LICt O S E|
AE ZAntol M HIAET SoHE|QiLLICH

============================= test session starts ==============================
platform linux2 -- Python 2.7.12, pytest-3.2.1, py-1.4.34, pluggy-0.4.0

rootdir: /codebuild/output/srcl23456789/src, inifile:

collected 1 item

hello_test.py .

L EP.
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1. AWS CodeStar 2£0MH Z2ZHMEE Qo & MEHZE EHM TS0 MHS MEHFLICEH
2. ZZXE NE ME HOo|X|o|MH ZENME ALK C}

3. deleteE Ustn 2|44 AK #HolEtEs MEYE JEiZ= RX[EF OIS AXME MEHELICH

/A Important
O| &Qlgto| MEig F|A5H T2 ME 7|5 0| AWS CodeStar0ll M A Z|X|ot Z2HE
O| AWS E|laA CHFE2 iz EZEELICH AWS AHol| 20| A& HFE = A&L
Ct.

AWS CodeStar7} 0| Z2HM Eof CHaH A48 Amazon S3 H{Z10| QICHH CH= EHAHIE 8ol AAISHAA|

= 2H
(@)

o —

1. https://console.aws.amazon.com/s3/0| A Amazon S3 £ & LICt.

2. HZ! S0l X aws-codestar-REGION_ID-ACCOUNT_ID-my-sam-project--pipe 22| O}0|2 & M
EHSFLICE 0470 M
« REGION_ID= &3 AME =2 M Eof CHE AWS 2| 9| IDRILCE.
« ACCOUNT_IDE AWS A IDQILICH.
« my-sam-project= &z AX|Et ZEMEO
3. HAHIR7IE MEELICH A9 0|F
2

tEH BT
4. HZAAXME ME{ELICH HZIo| O|&

O
I°
r
n

Cts B

OlM Ol t&EME 22X B = OFS ElAAE HEsH=E Z0| E&LICH
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« AWS CodeStar A|Z 57| A& MO AME Amazon EC2 QIAEIA MM AR E|= Node.js 718 ¢ OfZ
ZIAo|ME Mt D HHE St TE2EMEE AFEELCH
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https://aws.amazon.com/codestar/pricing
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2CE o+ A&Lch 0=|7|01|._ Lambda A#F T E3HE 2| Node.js M
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[0 A&LICH 24 AEE E|XX[EE|of HiR|sHH, £

tests/

app.js
buildspec.yml
index.js
package. json
README . md
template.yml

ct

ajo
|E

BEME QAT ME AA FCof EAIELICH

tests/: O] ZZME 9| CodeBuild ZZMEOf| CHeh Bl HIAE MAHQILICH O] EE MZ I=
off Z&Hx|X|QH, |t I ZZMEE MMEE Zes giaLch

« app.js: ZEMEo CHEt oHEEZAH 0| &4 FELICE

- buildspec.yml: CodeBuild 2lAA 9| = CHrjof it 2= x|EL|Ct 0] IFYUL CodeBuild 2l
AATL Q)= £ |0l ElZ2lof = o shL|C}.

AN - Lo
- package.json: OHEZ|7|0|M LA

=
« README.md: 25 AWS CodeStar ZT2HMEO0
E AH

| ZEElE Z2ME readme THUQILICH O] THU2 M
E ICof ZEIIX|P BHEA Z2H 9

« template.yml: 2& AWS CodeStar ZEME0f Z & K|
ot UIL|CH O Ri& M Fitof|l YE2EStE =+ Al =
Ol U2 ME F=of L E|X|EH BEA ZE2EME

Ol Rt Mol M3 E ME =7 el *E32 E[ZX|E2|(CodeCommit), THO
4= 74E{0|L4(CodeBuild)E 444335t H AWS CloudFormation2 O| &3l A A
ol BHZ & LICE 0243t ElAaA 2o, A& AlZt BHE HEto| HE A st I235HE IAM &,
CodePipelineO| HiZ OtE[HE & X& 5t= Ol AF&5t= Amazon S3 HZ!, 2 ZIZXEZE FA|
g mf mo|Z2tel 2 & E2|7{5t= ol A& 3= CloudWatch Events & S0 ERELICH AWS
IAM 28] Ateflet 2E5tES, Ol oMo M HolEl =7 AMQl A& ol WM F 28 SATMAIL.
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samples/nodews.zip
samples/nodews.zip
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#grant-least-privilege
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#grant-least-privilege
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AZ AWS CloudFormation ElZ 22 YAML
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H k&M FHE 0| M create-projectBE0{E Al-5tH, O] ElE X2 AWS CloudFormation0l| Ct&
2 MR XIH 27 ®Ql BIAAE HHELICE O] RE& A M8t 2lAA CHEF REAIEH LK
WS CloudFormation At& B Mo /U= CHE =X
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>
M
ok
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to

AWS::CodeCommit::Repository AWS CloudFormation 2|2 A= CodeCommit 2|ZX|EE2|E Mg
L|Ct.

« AWS::CodeBuild::Project AWS CloudFormation Z|AAE CodeBuild = Z2ME S MAMEHLICH

« AWS::CodeDeploy::Application AWS CloudFormation 2|4& A& CodeDeploy OHZ 2| 0|MHE2 Mo
ot

« AWS::CodePipeline::Pipeline AWS CloudFormation 2|A A= CodePipeline IHO|Z 212 A gL
Ct.

« AWS::S3::Bucket AWS CloudFormation 2|AA = THO|Z 2RO OlE|HE H{Zle MAErL|CH

« AWS::S3::BucketPolicy AWS CloudFormation E|A&A & IHO|ZELQIO| OIE|HE HZIZ |Et ot E|=H
E HZ! S E et

35t= CodePipeline IAM 24X} eigt2 MdghL|Ct.

« AWS::IAM::Role AWS CloudFormation 2|AA = BlAA AR MMHE 2|8 AWS CodeStar THEHS
MZ 5= AWS CloudFormation IAM Z A} 382 MAIEHLICH.

« AWS::IAM::Role AWS CloudFormation 2|AA = BlAA AR MMHE 2|8 AWS CodeStar THEHS
MZ 5= AWS CloudFormation IAM Z A} 382 MAdEHLICH.

« AWS::IAM::Role AWS CloudFormation 2|AA = BlAA AR MMHE 2|8 AWS CodeStar THEHS
MN|&3t= AWS CloudFormation IAM 2F4 X} i8S Mg L|C}.

« AWS::Events::Rule AWS CloudFormation 2lAAE= EIZX|EE[Q| FA| O|HEE 2LIERSHE

CloudWatch &I MAELICT

« AWS::IAM::Role AWS CloudFormation 2|A&A = CloudWatch Events IAM Role E|AA S MAISHL
Ct.

Et7| 3: AWS CloudFormatione| =7 A|Q EIZE] E|AE

TR AR EHEZSIS A2 =617| Foil, AWS CloudFormation2| =7 ®|Ql HIZEI2 HAESDT LFE
s=M& £+ &Lct
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samples/toolchain.zip
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-codecommit-repository.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-codebuild-project.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-codedeploy-application.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-codepipeline-pipeline.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-properties-s3-bucket.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-properties-s3-policy.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-iam-role.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-iam-role.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-iam-role.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-iam-role.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-iam-role.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-events-rule.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-iam-role.html
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AH8 R 7}ol=
1. Uoo|EE HESIg 24 HAFE{0o] X{ZEStT AWS CloudFormation 242 QLICI AEH MAMS
MEfELICH S50 M22 2|27 EAIELLCH
2. AE4Z HHM AE HY 2F I U] FHAFLICH
3. EIAEJ} ZBLIH, ARZS AXStAAIR
® Note

AEHIF AWS CloudFormation0ll M ddet E|AAE 25 MAM=X] HelstdA. 25

MASHR| oM, Z=ME U Al o|0| A8 2l ElaA O|F WEN 277 e +

A& LICt

CHA 4. AA FE D EFZ A EHES M2

AWS CodeStar ZE2EMEE dM35l2{H, A4 IEE zip THUZE Y F5 CHS Amazon S3Z2 K740k &
LICF. AWS CodeStar= O|g{8t EH=Z 2|ZX|E2|E Z7|stEL|Ct. O] %= AWS CLIAM =2 X

x|
EE ddsts Bds e m o3 oM x|FghLct.

toolchain.yml ItQE P2 E
o

S Muste TYS ABY o

I Amazon S32 740k & LICt O] 2[X[= AWS CLIGM Z2HME
i ot ol M x| L.

AAFE Y EF RO EHESE YEESHE{H

1. CISMEOYFIZT=dS A YUECE EH7I BH AA DU EF A HESE E
O{FLICH MZ FE0lE= template.yml Tt O] ZEELICH HASAAIR. O] IHAUS
toolchain.yml Itat= CHE TpAL|CY,

1s
src toolchain.yml

1s src/
README .md app.js buildspec.yml index.js package.json

template.yml tests

2. AA FE THUO| zip TpUS MAMFLICH

cd src; zip -r "../src.zip" *; cd ../
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CHS HHo{E zip YU toolchain.ymlE Amazon S3Z [Z=HL|C}.

Ojo

aws s3 cp src.zip s3://MyBucket/src.zip
aws s3 cp toolchain.yml s3://MyBucket/toolchain.yml

AA FE BRE 28 Amazon S3 HE!2 YR E5tE{H
o AA IR ETF AMRIE Amazon S30 KMESIEE, Amazon S3 HHZ! A1t 2| ACLE 0| &5H
CtE IAM AL RHLE AWS HZHO| ME oM Z2MEE MM5tH & = A &LICH AWS CodeStar
E O/t AISA XY Z2MEE MMHE ZE AISKte AFS5tT 42 =7 A0t AA00 Y
Mag = &Lch.
CHE ALZf O] MES ALE5HH stedH, CH S BHES At A2,
aws s3api put-object-acl --bucket MyBucket --key toolchain.yml --acl public-read
aws s3api put-object-acl --bucket MyBucket --key src.zip --acl public-read
57| AWS CodeStar0 A E OHE7|

Ol ol EHAIE el Z2MEE HdstAA2.

/A Important

AWS CLI0AM &
gt AWS 2[Fof &
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0::: ol

= AWS 2IME FEHREX| S AAIR. ZEME = AWS CLIOIAM 74
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o H

1. create-project WHS AME T --generate-cli-skeleton II2IO|E{E Z&HEHAAIL.

aws codestar create-project --generate-cli-skeleton

JSON Al O|0|E{7} £240] EAIEILICH AWS CLIZF M%|E 24 HFE £ QAR AO| Q[|
off /= Tl} (04| input.json)o|| ClO|E{E SAteLICt SAIE CIO|EHE CtEot 20| =5t
ANE MEFLICH o] =3 a2 HZ! 0|& 0| myBucket?! MyProjectet= Z2MEof CHH
TEEIRA& Lt

5EtA|: AWS CodeStar0lAd ZE2EME QHE7| 41
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« roleArn ItZO|E{E UBM=X| EQISHAA|IR. O] AiEAMo| HE HES D 22 AHEX}F X[H
HESI0| ZD S Yo BLICH 0| AT CHH 2 ME 7 A HES CR2Cof X
HEl BE 2|AAE WEE £ = HEto| Qlo{ok gLt

« stackParametersOi ProjectIdE UM =X| EQISHAAIL. O] AIE MM NS5t ME
HEZ2 o| IEl0|EE 7 & LCH
{

"name": "MyProject",
"id": "myproject",
"description": "Sample project created with the CLI",
"sourceCode": [
{
"source": {
"s3": {
"bucketName": "MyBucket",
"bucketKey": "src.zip"
}
},
"destination": {
"codeCommit": {
"name": "myproject"
}
}
}
1,
"toolchain": {
"source": {
"s3": {
"bucketName": "MyBucket",
"bucketKey": "toolchain.yml"
}
b
"roleArn": "role_ARN",
"stackParameters": {
"ProjectId": "myproject"
}
}
}

5EFA|: AWS CodeStar0id Z2ZME DHE 7|
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A—ELICH

bt C}S, create-project WS CHA

[

2. 93 XMEE ool o U= CIHEEE ™
--cli-input-json mt2tO|E{E Z&FLICH

aws codestar create-project --cli-input-json file://input.json

3. Ol BHO| MChE MHEIH CHS T HI2 3 GlOJE{7H 240 EAIEILICH

"id": "project-ID",

Ct.

aws codestar describe-project --id <project_ID>

CHS1F Hlx e olo|E7t Zxtof| LIEFE LICH.

{
"name": "MyProject",
"id": "myproject",
"arn": "arn:aws:codestar:us-east-l:account_ID:project/myproject",
"description": "",
"createdTimeStamp": 1539700079.472,
"stackId": "arn:aws:cloudformation:us-east-1l:account_ID:stack/awscodestar-
myproject/stack-ID",
"status": {
"state": "CreateInProgress"
}
}
- E30ol= M ZE2MEo CHet HEII 01 U&LICH

« idgte 1) TZ2ME IDE LIEFHLICH.
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]:gect a repository provider

CodeCommit O GitHub
Use a new AWS CodeCommit repository for Use a new GitHub source repository for
your project. your project (requires an existing GitHub

account).

@ The GitHub repository provider now uses CodeStar Connections

To use a GitHub repository in CodeStar, create a connection. The connection will use GitHub
Apps to access your repository. Use the following options to choose an existing connection or
create a new one. Learn more

Connection
Choose an existing connection or create a new one and then return to this task.

Q. arn:aws:codestar-connections:us-east- X | or Connect to GitHub

@ Ready to connect
Your Github connection is ready for use.

Repository owner

The owner of the new repository. This can be a personal GitHub account or a GitHub organization.
v

Repository name

The name of the new repository.

cs-dk-gh

Repository description
An optional description of the new repository.

© PFublic
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]:gect a repository provider

CodeCommit O GitHub
Use a new AWS CodeCommit repository for Use a new GitHub source repository for
your project. your project (requires an existing GitHub

account).

@ The GitHub repository provider now uses CodeStar Connections

To use a GitHub repository in CodeStar, create a connection. The connection will use GitHub
Apps to access your repository. Use the following options to choose an existing connection or
create a new one. Learn more

Connection
Choose an existing connection or create a new one and then return to this task.

Q. arn:aws:codestar-connections:us-east- X | or Connect to GitHub

@ Ready to connect
Your Github connection is ready for use.

Repository owner

The owner of the new repository. This can be a personal GitHub account or a GitHub organization.
v

Repository name

The name of the new repository.

cs-dk-gh

Repository description
An optional description of the new repository.

© PFublic
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https://docs.aws.amazon.com/dtconsole/latest/userguide/getting-started-connections.html
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https://docs.aws.amazon.com/vpc/latest/userguide/VPC_Introduction.html
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2. Z|ZX|EE|e| HE MEE FAISHEF F/El CodePipeline TtO|Z 2} QILICE,
a. CodeBU|Id§ o|23H Chel = SE EHAEE A™de e, oto|ZEtelof 2 EBAHE F7hs &

b. E|=5 CodeDeploy &= = AWS CloudFormation2 A& 35t= HiE EHHIE mo|=Z 2 lod F715H
4C OIE[HEQI AA FEE A AlZt QIZ2tof HHEZSHAAIL.

® Note

CodePipeline2 I}O|Z 2} Q0{| A Z|ASH F EHA|

= otH, & Hml BHAlE AA EHA0d
O tE 2 YL} HiZ BHAHE F H| EHAHZ FI7stAAI

AWS CodeStar =7 #l|@I2 CloudFormation Bl £/ 2 & o|E|L|C}.

AWS CodeStar0l| A T2 E A A(AWS CLI) 68


https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/template-guide.html
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« AAFEoE ZZ2MEE AYSE O 28 o E2|7i0|M Z =7} ZEHz|o{oF ghLCt
« AA FEE CodeBuild ZZMEE 2|8t buildspec.ymlO|Lt CodeDeploy HIZE 2|8t

appspec.yml 22 E 7 g ZESHoF g LICH.
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1. create-project @HE A&t 1 --generate-cli-skeleton It2t0|EE £
aws codestar create-project --generate-cli-skeleton

JSON 4! Hlo|E{7 £3fof ZA|ELICH AWS CLIZI MX|E 24 HAFEH E= |
off e TH(H: input. json)oll CIO|EHE SAELICH SAHE CIOIEE CtS2t Z ol =dstn
A E MY ELICH

"name": "project-name",
"id": "project-id",
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"description": "description",
"sourceCode": [
{
"source": {
"s3": {
"bucketName": "s3-bucket-name",

"bucketKey": "s3-bucket-object-key"

iy
"destination": {
"codeCommit": {

"name": "codecommit-repository-name"
1,
"gitHub": {
"name": "github-repository-name",
"description": "github-repository-description",
"type": "github-repository-type",
"owner": "github-repository-owner",
"privateRepository": true,
"issuesEnabled": true,
"token": "github-personal-access-token"
}
}
}
1,
"toolchain": {
"source": {
"s3": {
"bucketName": "s3-bucket-name",
"bucketKey": "s3-bucket-object-key"
}
1,
"roleArn": "service-role-arn",
"stackParameters": {
"KeyName": "key-name"
}
1,
"tags": {
"KeyName": "key-name"
}
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« project-id: Es EFLICH O] AWS CodeStar Z2MEO| Z2ME |DLCE

« description: ME AFEQILICH O] AWS CodeStar ZZME O| 4

_|
— = =
« sourceCode: MEH AL QILICH ZEME| XMBE AA FEQ| M HEQIL|CH SR E BY
sourceCode ZHR]| Tt XI%EI LIC} Z+Zt o] sourceCode ZiA|0l = AWS CodeStar7t AA I E
E AMSH x|et AA FET} 3R = CHA A0 CHEF HE7F =& LICH

- Ol
e source: & EFULICH AA FEE U2 EF Y XIE HoFLICH KU XIHEI= &
A= Amazon S3QILICH. AWS CodeStar= AA FCEE ZAMGiH T2MEJ} MAME|H 0|2
2lZX|E2|of Z&ELIC
o S3: MEH AMEFQILICH AA FEO| Amazon S3 9| x|lL|Ct.
« bucket-name: 2A A EE &S B3I L|C.

* bucket-key: &
A 7| LICh.
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« destination: ME AIEQULICH ZEME MM Al AA FET}F QA= CHA {X|L|CH
AA L0 X[RE|E CHA S CodeCommit?t GitHub &l LICt.
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* codeCommit: et Hy &4
=
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AA FEE ZEEH0F 5= CodeCommit 2|Z K| E 2| Q]
O|EQlL|C}. o] 2lZX|EZ A2

k=2
AMEXte| =7 A R EZ! 0 R{ook ErL|cH

(® Note

CodeCommite| B0l =7 &l AR M Holft 2| ZX|E2|2 0|2 U™

OF &L|Ct. AWS CodeStar= Amazon S30{| A &l238t AA FEZE 0|238H O] 2=
XE2|E x7|8t8 Lt
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* gitHub: O| A= GitHub E|ZX|EC|E ddst= Ol ERE WEE LIEHLIH, A4 3 E
E 0|83l 0|& AI=EfLICt GitHub E|ZX|EE[E MENSHH, CtS gfS 2=istofF &Lict
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® Note

GitHub2| Z0E 7|ZE GitHub EIZX|EZ|E X|&&lA oF ElLICH. AWS CodeStar
= ALEXIE CHAISH 22 X|EEIE MM T AFEX7F Amazon S30| Y2 E8H AA
IS E AFLICH AWS CodeStar= CHE HEE 0|&3H GitHubol| Z|ZX[EEIE

Mglct.

« name: H &S LICH GitHub 2|ZX|E2[2] 0|& LICt.
« description: E &ZLICt GitHub E|ZX|EE2|e] B LICY.

« type: & S QILICH GitHub EIZX|EE|o] REULICH &8t 2f2 User E&
Organization 2 LIC}.
« owner: 25 &FLICL The GitHub user 2|ZX|EE| 2R Xt2| O|F LICt E|ZX|E

2|2 GitHub Z 50| 2 R8HoF B, Z X 0|ES Ust AL,

« privateRepository: Hs &S LICt O E|ZX[EE|e| ZE2I0|8/HEE! iR E A
gtLICH R &8t Zf2 true L& false I LILCE.

i
ok
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« issuesEnabled: E3 &= LICE O] 2|ZX|EE[E 0|35l GitHubMtM EX|

=
8 XIE AHELICH K& 42 true EEE falseYLICH

o ##: MEHALE. AWS CodeStar7t AFEXE2| GitHub A0l UM A [ AE5t= 7Y
I8 HMA EZLICE ol EE0l= Chg HI7t Z & E[ofof & LICH. repo, user &
admin:repo_hook. GitHubO{|A 7HQ1& HMA EZ 2 ZHM524H GitHub & AtO|ES| FH
210l CHSH THOIR CHA|A E2 MAIS AR5l AIA|D.

_O T

@ Note
CLIZ AI23510{ GitHub AA E|ZX|EE|7} Qe ZEXME
AWS CodeStar= E2& AF235104 OAuth Y2 S5l 2IZX|EC|0f HMAEL]
Cl. 248 A835l0d GitHub A4 E|ZX|EEIZR =2 =
CodeStar= GitHub Yo 2 B|Z X|E 2|0 HMASH=E M4 B|AAE AFSEHL

C}.
o ## pp TR2HME MM Al MXSHoF 5= CI/CD =7 Al 34 MEQlL|Ct o{7|oE =
T Ao HESIE YRS Q{x[7F ZTEELICH ©HE

t I 212 3 ANl 2|lAAT7F ZEE AWS
CloudFormation AEHS AAIBHL|C}. EE8H 2 X2 2|8 AWS CloudFormationO| X§%d 2|8t
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aff = AlgHstL|Ct.
« source: & E=QLICH A2 ”HIES19| 2{X[LICH Amazon S37F S U5HH X2
L
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£ a4 2RI

« S3: MEH AMEQILICEH = Aol ’HIZESI2 YZ =8 Amazon S3 Ix[LICEH
« bucket-name: Amazon S3 H{Z! 0|2 ¢]L|C}.

« bucket-key: =7 M HEZE & ot .ymI E= json IFY(O4: files/
toolchain.yml)2 X|&st= HIA HFALL 24| 7| IL|CH.

« stackParameters: A& AbEQILICEH AWS =
H o7t ZEE|0] U&LICH O| X2 (T dtE BR) EF Xﬂol HEZO|HZEE R

ot= mtEkOlE lLct.
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+ role: M= AFRILICH ATOIM ET MO Bl4AE Midste ol ASE SF LI
LR w2 ohen ZaLth
. odgg Ql2stx| go™, =7 %210] AWS CodeStar HH-E At HIZ 3101 42 AWS

=
CodeStar= ALEXR} A|"dof sl HEE 7|2 MH|& A S AFSEL
A oggro| gicts Mz BFET ELICH XEAIEH LHE2 2B 7l AWS

—_ ==
2 MM BESHL.

|CF. 74|Zd0i| AMH|
odeStar AMH|A <

@

o AAC| AFZA X|H ER XM HESIS U2 ST AI25tE B0l g =45
OF ELICt. AWS CodeStar MH|A 48 L MA MHof| e LS MAEE = &L
Ct. o] & MTEo| of|Kl= AWSCodeStarServiceRole Z32H CH2 &R SHAA|L.

o4

« tags: M= AFEQILIC}H EfZE AWS CodeStar Z 2 M Eof|

(® Note

Ol Ejla= Z2dMEe Z8 = 2|AA0E HAZAE K| ot&LCt

2. 3 XMYE ol 501 U= CIHMEEIZ T™EHSH CHE, create-project BE S CHA| A-ELICEH.
--cli-input-json I2t0|E

aws codestar create-project --cli-input-json file://input.json

3. Ol O MChE MHEIH CHS T} HI2 3 GlOJE7H H20 EAIEILICH

"id": "project-ID",

Ilarnll. Ilarnll
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4. describe-project BEE 0|8cl Z=ZHME W HEfE HQSHAAR. --id ZtetO0|EE Z&E L

Ct.

aws codestar describe-project --id <project_1ID>

CtS1F Hlx e olo|E{7t Zztof| LIEFE LICH.

"name": "MyProject",
"id": "mypIOjeCt",
": "arn:aws:codestar:us-east-1l:account_ID:project/myproject",

"arn
"description": "",
"createdTimeStamp": 1539700079.472,
"stackId": "arn:aws:cloudformation:us-east-1l:account_ID:stack/awscodestar-
myproject/stack-ID",
"status": {
"state": "CreateInProgress"

[

IDEE AWS CodeStar2} &7 Al
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1]

IDEE AWS

CodeStaret S st wote BEoM AL 2= % st Ty
A2 ZEE 7HUstn FAE

Alg miotct AWS CodeStar ZE2XMEof Z&HE|L|C}.
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index.htrml 22 O = Task List &3
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¢lix<a class="home-link" href="https://aws.amazon.com/">
<lir<a href="https://aws.amazon.com/what-is-cloud-comput

= ]

Find S| F All b Acti

2 <lir<a href="https://aws.amazon.com/sclutions/">Services
3 ¢lix<a href="https://aws.amazon.com/contact-us/"»Contact
a4 <ful>
5 </navz
6 </header>
3 <div class="message">
9 <alclass="twitter—link" href="http://twitter.com/home/?status=I Oz Outline 52 & ¥ =
a <div class="text"> o :
1 <h1>Congratulations!</hl> An outline is not available,
2 <h2>¥ou just created a Mode.js web application</h2:
3 <h3>And I made a change in Eclipse!</h33]| )
e <fdivz 3
5 </divz
6 <fdivz
3 <footer:
9 <p class="footer-contents">Designed and developed with <a href="http =
4| n 3

oblems Javadoc Declaration AWS Explore &GitStagingEﬁE | Error Log -3
Filter files SEE

= my-first-projec [master]

Unstaged Changes (1) =  Commit Message iz =
l &
[ .project Updated index.html with a new h3
SR P Author: Mary Major <mary_major@example.com=
Stag nges
Committer:  Mary Major <mary_major@example.com>
g indexhtml - public
[ ey Commit and Push... | | =1 Commit
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Select AWS account and region:

Select Account: ’default

vl Confiqure AWS accounts...

Select Region: ’US

2

Select AWS CodeStar project and repositony:

Project Mame

My First Project

ProjectID Project Description
ry-first-projec AWS CodeStar created project

Select repository: | my-first-projec

Comfigure Git credentials:

You can manually copy and paste Git credentials for AWS CodeCommit below. Alternately, you
can import them from a downloaded .csv file, To learn how to generate Git credentials, see Create
Git Credentials for HTTPS Connections to AWS CodeCommit.

Lser names;

Password:
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4 L k-14¢)

AM Z2&0M GRILICH MM A2 *._‘"5—'1§fl—| P AWSXrayWriteOnlyAccess HME

=~

2EHA|: =X 2|5l template.ym| Tt =7

1. https://console.aws.amazon.com/codestar/H| A AWS CodeStar 2£ 2 iL|Cl.
A

2. MHEIAZEHMEE MBistT IE 111|0|7<|E ALct 2|ZX|EE| =4[ M template.yml Tt
U2 stot HEFLICH ResourcesHA E|AAE Properties MMO 2 202 &LICtH

Tracing: Active
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https://console.aws.amazon.com/codestar/
https://console.aws.amazon.com/codestar/
https://console.aws.amazon.com/codestar/

AR 7H0|E

AWS CodeStar

Resources:
GetHelloWorld:
Type: AWS::Serverless::Function
Properties:
Handler: index.get
Runtime. nodadeded
Tracing: Active # Enable X-Ray tracing for the function
Role:
Fn::ImportValue:
1Join ['-', [!Ref 'ProjectId', !Ref 'AWS::Region', 'LambdaTrustRole']]
Events:
GetEvent:
Type: Api
Properties:
Path: /

template.yml Ito| HHZAALErS FHOI5t T F AR LIC
@ Note
o| 42 mo|Zetelg JHSELICH IAM HE S Aolo|E5t7| Mol HEAtE S HAU 5
™ umo|Z2}elo| 7FS E|H AWS CloudFormation AEH QIH|0|Eof @7/ 7} ghAistn AEH
Uoo|= 7t FAELICH 0 BRIV} S 45HR Het2 45t D THolmatelg ChA| Alxtet
AlA|IQ
= .

4CHA|: =X 2|5 AWS CloudFormation AEH 24H|0|E 2 L|E{E

AWS CloudFormation AEi 2H|0|EE T2 ME O| n}l0|Z2}210| HiZ THHIE THA|SHH A|

ZHEIL|CH AEH A1O[0|E MAENE E{H, AWS CodeStar CHA|E E 0 M mO|Z 2 R1o] AWS

CloudFormation THH|E MEHSHAA|L.

AWS CloudFormation2| A& 4|0|E 0] @ F 7+ e stCHH, AWS CloudFormation:

= FEtEl MEt
[Z0f| AB MM0| FAE Q| EX| sHE XA R ESHAAIL. AR A& ol HEHO| T2 EIAR
CtHE, T2 ME 9| Lambda A &0l A4 E HAg WEISHAMAIR. 1EHA: XS 2[5 IAM2]

CHAIEZEE o|83l mto|z2tRlo] §3Hez 2rrEl=X| Hlst & A[2. ofX| of ZE|70| M0
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4. Z2XMEO|ZZ|H oM A= ZOIE
x

CEXQIEE MEfstL|Ct ojZ 2|7 o] Mt ol o|z{8t A S Er20| £
EILICH AWS X-Ray 2&0M FX HEE

Trace list

1D Age Method Response Response time

315e2d41 4.7 min 200 270 ms
88c0civc 12.8 sec 200 23.0 ms

PE ZTZMEO| ZF AWS CodeStar ®IZ2/2 H|O|E{H|O|A E|O|E€ L Lambda &+ Z2 oHEZ |7
O|Mol AWS A& AlZH B&4E E04F = AWS CloudFormation It 1t & 74 MEElLIC} Ol /

template.yml ItUo| AA BlZX|EE|0f K{EELICH

@ Note

Cte Z2NME x| HEo 2 WHE Chg Z2ME o|2fet BHHIE A8 E = U&LICH

e« IE Lambda ZT2ZME
« 20184 82 32 0|%0f BF=E Amazon EC2 = Elastic Beanstalk ZTE2EXME O| 32, AWS
CodeStarE= ZZME Z|ZX|E2|0f /template.yml TFUES ZZH|X{IZM&LICH

AWS CloudFormation Z|AAE Resources MMof| F£76H o] mtd g e £+ U&LICH
template.yml I} £ AWS CodeStar@t AWS CloudFormationO|

F7ter £ Ql&LCt 2lAAo et Z2ME 9| CloudFormation 24Xl st 2|6l CHE HetE2 A=Y
of F7Islof & £ A&LICH HIZES! @A A CHEt MEE= AWS B|AA S5 2 X5 X SHA|
(@]

74

[T

ZaHEf £7h BlAAS M, Ol2fE 49| BHIS Wot HESS AR RIHSHAAIL. AWS

2 AAE 4
CloudFormation Z|AA Al T4 SM S22 AWS ZlAA 8 2 Xo|A golg £ QlaLch.

1. 1E7: IAM2| CloudFormation ZF 4R} 248 HE(EL Al)

2. 2EHAl: template.yml I} =7

3. 3EHAH HIES HEMTE HU L F

4. 4THA|: AWS CloudFormation AEH IH|O|E 2 LIE{&
2

5. SEFA): 213101 HA0| QI BlAA M F7t
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-template-resource-type-ref.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/template-guide.html
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m

O| MlMo| EtH|E 0|83 AWS CodeStar Z2HME HESIE £35t0 B|AAE FIIEH O Z2HE
Of IAM LK CloudFormation Zf 4t 2Jgh HEhE & st AI2. O] oX[olAHE AWS::SQS::Queue E|A

AE template.yml TUO| FIHUELICH HEAE 2 Amazon Simple Queue Service CH7[EE
EHE FI}5t= AHE SE S AWS CloudFormationd|A{ A|ZFEHLICY,

r |
=

e

1EtA|: IAM 2| CloudFormation £ Q3ix} ei&l

1EtH 2t 5EFAIE ~-sted{™ 2 elXt2 = alsofF & LICH.

® Note
Z2HEJ HEt FAH Mo 2 T2 H|XFE 42 ol HAHE HULHE &= JU&LCh
2018 122 6Y(PDT) O|%0f tE Z2MEO| A, AWS CodeStar= Z2MEE & 37|

Moz I H|MIR&LICH

1. AWS Management Console| 2212135l 11 https://console.aws.amazon.com/codestar/0| A AWS

CodeStar 28 & &= U&LICH

2. ZZMEE MLl template.yml fileO| JUE 7|&E Z2HMEE MEH
A4 HO|X[E FLct.
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o
|

ZME 2|

3. EZZHME ZIAAQ| BlAA EE0M CodeStarWorker/AWS CloudFormation 23&t
off CHal MoE IAM A& 2 at&LCt 48 0|§2 Ot A2 FELICH role/

=
CodeStarWorker-Project_name-CloudFormation.
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-properties-sqs-queues.html
https://console.aws.amazon.com/codestar/
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7.

"Action": [
"sqgs:CreateQueue",
"sgs:DeleteQueue",
"sqs:GetQueueAttributes",
"sqgs:SetQueueAttributes",
"sqgs:ListQueues",
"sqgs:GetQueueUrl"

15
"Resource": [
nmin
iF
"Effect": "Allow"
}
MM AEE MEfs] MAMol| @77 Qs X| &Helst, HE AME K& S MEfgL|Ct

2EHA: template.yml T 4+

1. https://console.aws.amazon.com/codestar/0|l A AWS CodeStar 2& & LILC}.

2. MHEA ZEHMEE MEStT I E H0|X|E§ JLICh E|ZX|E2| £ 2|0]A template.yml €
%|& 7|55l SLICt.

3. IDE, 5’—-"*-0“4 2 ZEX|EC|C HHELE 0|25 EIZXIECIC template.yml IS THE
gLIC 2|AAE Resources MO 2 E0{L&LICE O| M0 = CHS HIAEE SAME M
Resources MMo| F£7HgL|CE.

Resources:
TestQueue:
Type: AWS::SQS: :Queue
ol M= =™HE HIESZ Ho{&EL|Cl
TEAE ZAL = o7
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Resources:
HelloWorld:
Type: AWS::Serverless::Function
Properties:
Handler: index.handler
Runtime: python3.6
Role:
Frn::ImportValue:
'Join ['-", ['Ref 'ProjectId’, !'Ref 'AWS::Region', 'LambdaTrustRole']]
Events:
GetEvent:
Type: Api
Properties:
Path: /
Method: get
PostEvent:
Type: Api
Properties:
Path: /
Method: post

TestQueue:
Type: AWS::5Q5::Queue

Al

(® Note
O| Z¢je mo|Z2tQle 7tSErLIct IAM Het2 A0l Esty| Hofl A}
M mo|Zz}elo] 7S E|H AWS CloudFormation AEH QIE|0|E 0] 277} & Ms
M AB AHIO|E7L FAELICE O] EX|7t &5t HEt2 =5t 1 THo|ZEQIZ CHA|
AESHA AL

4CHAH|: AWS CloudFormation 2EH 20|0|E ZLIE{Z

1. ZZHMeOo|no|ZzIQlo| HiZ EAHIE 7HA|5HEH AWS CloudFormation AEH 40| O|E 7} A|ZHE[L
C}. AWS CodeStar CHA|EE0{ A Z}0|Z 2 @12 AWS CloudFormation EHHIS MEHSEH AEH Q4[|
O|EE =g &= U&LICH
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mto|Z2tQlof Hi 3 EHA|0d| A CloudFormation @3 & ME4& AWS CloudFormation 2& 2| Z& 2
= 2N = = = = 5 =
Si2st A2, 20l OIHE SHol ZNSE Heka L2 YY Nz UDE HRlHUNL.
A MF SEE EAlStE HAIX|7F U&LICH O M| M= sgs:CreateQueue HEHO| +&
P
ER&L I-_-|'.
* 083T:11UTC-07T00 UPDATE_ROLLBACK _COMPLE AWS:CloudFormation::Stack awscodestar-dk-sqs-red-lamb
TE da
083711 UTC-0700 DELETE _COMPLETE AWE 305 Queue TestQueue
v OB3ATO0UTC-OTO0 UPDATE_ROLLBACK_COMPLE AWS:CI Formation::Stack awscodestar-dk-sqs-red-lamb
TE_CLEANUP_IN_PROGRESS da
083706 UTCOT700 UPDATE COMPLETE AWS: Lambda: Function HelloWorld
v DE3TO03UTCOT00 UPDATE_ROLLBACK_IN_PRO AWS:CloudFormation::Stack awscodestar-dk-sqs-red-lamb  The following resource(s) falled to creat
GRESS da a: [TestOueus)]. The follow
¥ 083702 UTCLO700 UPDATE_FAILED AWS: Lambda: Function HelloWorld
QE3IT.0NUTCOT00 CREATE_FAILED AWE: 505 Queue TestQueuwe

Z 2™ E O| AWS CloudFormation 23Xkl g0l 42 =l HAMS HESH +8 = HEt 2 Fotstd
Al2. 1EHA|: IAM 2] CloudFormation X Q4&F 3&h T E| MME X 5HAM| 2.

2. mo|Zgielg MdaXMoz AMSH, E|AAE AWS CloudFormation 2B A MM EILICH AWS
CloudFormation2| Z|AA S22 Z2HE RO Z MMEI 2| AAE &I}, 0] oAl A
TestQueue CH7|E 2 ElAA MMof| LEAEL|CE.

CH7|d URL2 AWS CloudFormation0l M AFE & = Q&LICH CH7|¥ URL CHS A2 EL
Ct.

https://{REGION_ENDPOINT}/queue. |api-domain]|/{YOUR_ACCOUNT_NUMBER}/
{YOUR_QUEUE_NAME}

KEAIEH LI 2 Amazon SQS HIA|X| 14, Amazon SQS CHZ|od| A HIA|X| £= 41, Amazon SQS
CH7|QH0oi M HIAIX| A XIE & ESHAML.

[ |
Ct. CHS EF74IE AI%BPE# EE APRXH-P 74|’°"°| ‘-h:'—l P o
dministratorAccess 2|8 MM = S2 0| MAQ| %J'.: IAM AP A} EEE HASHEl AL X2

1. AWS Management Console0f| 21 215t04 https://console.aws.amazon.com/iam/0i| A IAM 2& 2
JLch.
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https://docs.aws.amazon.com/sdk-for-net/v2/developer-guide/SendMessage.html#send-sqs-message
https://docs.aws.amazon.com/sdk-for-net/v2/developer-guide/ReceiveMessage.html#receive-sqs-message
https://docs.aws.amazon.com/sdk-for-net/v2/developer-guide/DeleteMessage.html#delete-sqs-message
https://docs.aws.amazon.com/sdk-for-net/v2/developer-guide/DeleteMessage.html#delete-sqs-message
https://console.aws.amazon.com/iam/
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2. 2IZ 0| EFAH &Hoj| A KZHS AEHSH|C}.

YHE MR MEste 3¢ #ald M 270 HOo|X|7F LEF LT AR S MERLIC
3. HO|X| AEroilA Y MAdS MEABHLICH
4. HM HZ7| MMof M JSON S48 MefgfLict
5. C}Z JSON HAM EME ULt
{
"Action": [
"sqs:CreateQueue",
"sqgs:DeleteQueue",
"sqs:GetQueueAttributes"”,
"sqgs:SetQueueAttributes",
"sqgs:ListQueues",
"sqgs:GetQueuelUrl"
1)
"Resource": [
ngn
1,
"Effect": "Allow"
}
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https://docs.aws.amazon.com/IAM/latest/UserGuide/troubleshoot_policies.html#troubleshoot_viseditor-restructure
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7k 0424 7H QU= Lambda ZRME T} U= B, 2t E4o0i CHt

1. ZZMEO CH$t template.yml TS HERIEL|CH

=
2. Resources: MMo{|AM CF of|Xl|e] FAIZ AFESH0{ IAM E|AAE FIHELICEH

SampleRole:
Description: Sample Lambda role
Type: AWS::IAM::Role
Properties:
AssumeRolePolicyDocument:
Statement:
- Effect: Allow
Principal:
Service: [lambda.amazonaws.com]
Action: sts:AssumeRole
ManagedPolicyArns:
- arn:aws:iam::aws:policy/service-role/AWSLambdaBasicExecutionRole
PermissionsBoundary: !Sub 'arn:${AWS::Partition}:iam::${AWS: :AccountId}:policy/
CodeStar_${ProjectId}_PermissionsBoundary'

3. molzgiele Sl HE Ag e EElAsty 935S HFLCH

ZZ2H™MEO Prod EtH R AEXZQIE F7}

o Ehpdof Mxtof et mho|ZEtRloll Mf Z == M(Prod) EHAIE F7tst1 mho|Z 2k 212 HiZ 2 Prod
e Atolofl +5 &9l Bl F7bErLct :am Z2HE T0|T2elg AHE m £} 2las A
O] d&ELICt.
(@ Note
CtEol 20l ol2{et HAIE ALEE + U&LICH

« 20184 8% 32 O|F0f| MMEI Z2MEO| A2, AWS CodeStare ZEME Z|Z X|EZ| 1}
U1 &7H Amazon EC2, Elastic Beanstalk == Lambda ZE2MEE T 2 H|X{'J&LIC}.
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- 2018 12 6Y(PDT) O|%0f BtE 2 M E o] AL, AWS CodeStar= Z 2

A MAMo 2 mZH|MLIMEL|CH

T E AWS CodeStar ZEME = Linux 2IAEHA

A BlEZX|IEZ2|of XH{E=L|Ct.

% Lambda & &2 ofZE(7[0lMde] AWS &
7t 34542 204F = AWS CloudFormation B EZ 3! o2 AFSELICH /template.yml It

ro oo

A
2= A

/template.yml It L0 Stage ItZIO|E{E AHE5t01 ZEXME 1o|Z 2 Qlo| Af BEHA[of CHEF 2[4

& AEAZ FIELICH

Stage:
Type: String

Description: The name for a project pipeline stage, such as Staging or Prod, for

which resources are provisioned and deployed.
Default: ''

Stage ItZtO0IEE 2|4
0 Ct S A& O|F2 HEZ | WHE 2o A L CH

RoleName: !Sub 'CodeStar-${ProjectId}-WebApp${Stage}'

v P
4 57

IAM AFE ROl Al ChE #HEHO| QUEX| FHRISHAAL.

« TZME AWS CloudFormation @3&ol CHEt iam:PassRole.
s TEME 7 Q] &4&oi CHEF 1am:PassRole.
 cloudformation:DescribeStacks

* cloudformation:ListChangeSets

Elastic Beanstalk &= Amazon EC2 T2 M E of BF sHE:

+ codedeploy:CreateApplication
» codedeploy:CreateDeploymentGroup

EELICLHE &
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» codedeploy:GetApplication
» codedeploy:GetDeploymentConfig
+ codedeploy:GetDeploymentGroup

* elasticloadbalancing:DescribeTargetGroups

BN
« 1E-Al: CodeDeploy0Oil A A HHZ 2 & A (Amazon EC2 ZZ M EOF &)
« 2EtA|: Prod EtA|oi| CHEH A mo|Z 2}l EHA| &7}

« 3EA: =5 & BAH Ft

o 4ACHA|: 844 FA| 2! AWS CloudFormation A& {H|0|E ZL|E{2

1EtA|: CodeDeployoil M A B Z 28 244 (Amazon EC2
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ﬁ
m
o
ol
o
Il

CodeDeploy OHZ2[AH| 0|2 MEATH = M QIAEIAQL HAZAE M HHEZ O ES FIHELICH

fo

(® Note
ZZME 7| Lambda EE = Elastic Beanstalk Z2ME QI 2 0| EtAHIE 74L4E &+ U&LICE

1. https://console.aws.amazon.com/codedeployOlA CodeDeploy &2 L|C}.

AWS CodeStaroi M Z2MEE Ot [ M4dEl CodeDeploy OfZ 2[7| 0| S MEAEFLICY,

[Deployment groups]0il A [Create deployment group]S &4 L|C}
Deployment group name(Hi £ 1 & O|&)0l <project-id>-prod-EnvE =FLICt
MH|A 23&ol A AWS CodeStar TEME O| =7 &|Q] 2K} &g MEISHLICEH
HiE 73 ot2iol M 2 EB0|AE MEFLICE.
A F ot2iof Al Amazon EC2 QIAEIA g MEHEHL|CT

Ef1 & of2iel 7| of2Hod A aws : cloudformation:stack-nameS MEHSFLICE. ZfF of2Holl A

awscodestar-<projectid>-infrastructure-prod(GenerateChangeSet X {01l CH3H Y
ME AENE MEfELICH

no|-

© N o o0~ WD

9. HHE M™0iA CodeDeployDefault.All1AtOnceE MEHEILICH

10. 2 gz MEHE X|SL|C}.

|I=I
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https://console.aws.amazon.com/codedeploy
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. [Create deployment group]S MEHEFLIC}.

O|M| & Hmf HHE T F 0| HME|RA&LICH.

2EHA|: Prod EHA|0d| CHEF A mho|= 2}l EHA| F7}

Z2MEO| HE CHAIS SUEH HE X MET} U TS £718HLIC oS S01 Amazon EC2 T
2HME | Af Prod EFAlols Z2AEof ChaH AAE HHE Eloh S8t ZHdo] Qlofof ot

zay

HiZZ EFA|o| M o2t 0|E et HEE SAtstedH

—

AWS CodeStar ZZME CHA|Z2=0iM THO|Z 22! M[F HEE MEHF04 CodePipeline £ 04| A
to|z2telg duct.

2. HES MEgLC

3. HHE EAHOlA BtH RS MEfFLICH

4. GenerateChangeSet 2r¢4o| & olO|2& MEfgFLICt CtF E=oi Z2t2 Mo Suct M 242
OHE M Olq&t gt2 AFSELICH

. 2% 0/B
. ¥Z ME ol8
o EIZEZZI
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. HEZ 7Y
SCICRVISES
5. L3S N F nat0leio] T2ME 0| IhEt0IEIE SAHELIC ol243t natnlElE A Aol
2ofdaLich of & 501 047/0f4 JSON HAlo = EAIE Ii2l0lElE =ARILICH

e Lambda ZTE2ME

{
"ProjectId":"MyProject"

}

« Amazon EC2 ZT2HME

"ProjectId":"MyProject",
"InstanceType":"t2.micro",
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M Prod Et7|0l A GenerateChangeSet 242 ot

"WebAppInstanceProfile":"awscodestar-MyProject-WebAppInstanceProfile-
EXAMPLEY5VSFS",

"ImageId":"ami-EXAMPLEL1",
"KeyPairName":"my-keypair",
"SubnetId":"subnet-EXAMPLE",
"VpcId":"vpc-EXAMPLE1"

}

+ Elastic Beanstalk ZT2ME

"ProjectId":"MyProject",

"InstanceType":"t2.micro",

"KeyPairName":"my-keypair",

"SubnetId":"subnet-EXAMPLE",

"VpcId":"vpc-EXAMPLE",

"SolutionStackName":"64bit Amazon Linux 2018.03 v3.0.5 running Tomcat 8 Java
8",

"EBTrustRole":"CodeStarWorker-myproject-EBService",

"EBInstanceProfile":"awscodestar-myproject-EBInstanceProfile-11111EXAMPLE"
}
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1. I}O|Z2}Ql0| O} & EAIE|X| 2t 2 AL AWS CodeStar Z2ME CHA|E=0{ A ZHO|Z 22l M|
HEE MEHSto] &0 mol=2telg Lot

2. HEg MEFLC
Ctolo{a ol StEFIM + Bt Al F7HE MEIFHLICE
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10.
11.

12.

13.
14.
15.

2 o|§of o|§S = ELICHOH: GenerateChangeSet).
xtod Z Z X0 A AWS CloudFormation2 AMEHEFL|CE.
HH B0 EHE A" ME 44 E= nAME MEHELICE

o 0] 2tedo 2 MAI=l AWS CloudFormation AEHO| A O|E 2 Q248 L|C}. HHEZ AEH

= O|&
1 SUE O|F 22 AlEIE & -prod& F/HELIC

« Lambda Z2ME: gwscodestar-<project_name>-lambda-prod

« Amazon EC2 %! Elastic Beanstalk ZT2M E: gwscodestar-<project_name>-
infrastructure-prod

pipeline-changeset).

/= OfE[HE A Y= otE[HEE MEfEfLICH

HES0| 7|E HiZ THAlof 248 0 SUS HE HES! 0|F2 UHELICHO: <project-
ID>-BuildArtifact::template.yml).

HE3 T Aol HHE B0l QR1E R SUS M7 MBS T4 1t 0I& S YAFLICHO!
<project-ID>-BuildArtifact::template-configuration.json).

7|5 0{ A CAPABILITY NAMED IAMS MEHSHL|C}.

o4& O|E 0 ZEME O] AWS CloudFormation 2 A @i&o| 0|2 ME4EHLICE.
=2 =YE F oeto|Eo| Z2MEQ| ntEt0|E{E 202 &LICt 0{7|0MH JSON EAISE &
AlEl Amazon EC2 Z2ME O| Stage L2tO|E{E Z & AI?;! L|Ct.

"ProjectId":"MyProject",

"InstanceType":"t2.micro",

"WebAppInstanceProfile":"awscodestar-MyProject-WebAppInstanceProfile-
EXAMPLEY5VSFS",

"ImageId":"ami-EXAMPLE1",

"KeyPairName":"my-keypair",
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16.
17.

1.

N o o k& D

"SubnetId":"subnet-EXAMPLE",
"VpcId":"vpc-EXAMPLE1",
"Stage":"Prod"

}

® Note
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Molo|EE mo|ZetRlS & QlghLCt.

M Prod EtA|0l| A M GenerateChangeSet 2t &0 + 2 O & F7IE ME4EFLICEH
grL|CHodl: ExecuteChangeSet).

|24
24
CloudFormation2 MEHSHL|C}.
E

£ 0il GenerateChangeSet 2101l 21248 AWS CloudFormation 2EHQ| Aj O|S S @243t
|EP(01| awscodestar-<project-ID>-infrastructure-prod).

243 ME O|F0f HHE THAIM AFE S Wt SUEH #HAE ME ol K=FLICHod:

pipeline-changeset).

e E MEiELICH
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10. AWS CodePipeline Z0{|A{ TtO|Z 2} Q1 B4 At
C}.

0¥

ISk

jo
rx
gl
ro
n
mjo

ote

HE AX| ElAaaTF AN W FIHEI/A
&Qlst of Rk& A el ChE EAZ A

®

o Z

£ gle HAXIZE ZEAIE = [U&LICH HAIXIE
EIsst|C}.

[MNe)

> DIO

Holo|EE mo|Z2tRlE FHQlgrLct.

M Prod Et7H|0{| A CodeDeploy HiZ Z4Z M +d35l2i®H(Amazon EC2 ZEMED! 5H|T)

1. Prod EFAIQ] M 2 =0 + RdS MEFILICEH

2. XY o|§ol o|§2 LELICHOE: Deploy).

3. A ZZ X0 A AWS CodeDeployE MENELICE.

4. OHEE[AH 0|M o|§0oiM ZE2ME 9| CodeDeploy OHZZ|71|0|M O|F 2 ME4FLICE
5. HHE T F0iM 2B 0l A BEHE A CodeDeploy HIEZ 1 &2| O|§ & MEHELICH

6. U= OlE|HEO|M 7|E BH M AHEE 40t ST UE ofE|HEE MEHEFLIC.
7. EE ME{ELCH

8

AWS CodePipeline &0{A mtO|ZE
o

Rl B8 AL KT 2 MBS OhS HE A S XS MEEL
Ch Yolo|EEl mtolzEels #elE

L|C}.

3EA: =& & BA F7t

>

.

4 Ch7

—

MIT2H

o 1

HQ

ol &5 &Q HHAHE F7tst= 70| E2&LICH

1. 2% ol HES MEfELICH
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tol=zt2l Clolo{124 o] Hi & EH7H|QF Prod HHAE EH7H| ALO|OIAM + EHAH| F7HE MEHEHL|CE
E

r

FA| HEO|M T OlF(0dl: Approval)S st & + &Y O F F7HE MEFLICH
=5

td ol§ol ol§2 & LICHOdl: Approval).

1

(@)

[Approval type]oll A [Manual approval]2 MEiELICT
(A= AbEH) T4 OF2HOl SNS Z R ARNOIA 443 2 TS5 SNS ZHIE MeheHLICY

N o o k& 0D
b
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8.

AWS CodePipeline Z0{ A m}0
Ct. YO(o|EE mo|ZEtelg =

4| 8448 F A| 2! AWS CloudFormation 2B 24H|0|E ZLIE{ 2!

Z3HQI0] MHE|E S0t 04710 EHAIE AFSSHod M BHHIE QI8 A% L A EOIE MaiS

o
Tl + A&LICH

mto|=Z2tQlo| = EHAIE AJZFSHH, AWS CloudFormation AEH QIH|O|E 7} A|ZHEILICEH AWS
CodeStar CHA|E E0{| A m}o| = 2}912] AWS CloudFormation EHHIE MEHSHE AEH AH|0|E &
28 Eole 4 QEeLICH A MM MHE HEE HE{H 24£90| O|HE SE0|M Z2ZMEE MEH

T = 4L
2fLICH.

OII

P

, B|AAE AWS CloudFormation AEH0{| A MM EIL|CH AWS

of Qlmat Amg Metsch A% O|FS CHE BAIS I

mo|lZzzielg MBXMo R gh435t
CloudFormation &0 Z2 &
L|Ct

r
|m s

I'Q

« Lambda Z2ME: gwscodestar-<project_name>-lambda-prod

« Amazon EC2 2! Elastic Beanstalk ZT2M E: agwscodestar-<project_name>-
infrastructure-prod

AWS CloudFormation 2£ 92| 2|AA EE20|M Z2MEZ0Z MME B|AAE &0IEHL|C} 0|
oflofi= M Amazon EC2 QIAEIA T} B|AA MMo|| EA|ELICH

T2EHM EHA o dlE ZOIE of HM|AELICE.

 Elastic Beanstalk T2ME o] 3 AWS CloudFormation 2£0|AH ME2 ABIE Q971 2|4
A E = EEFLICEH Elastic Beanstalk OHZ 2|71[0|AM & MEHEILIC}. Elastic Beanstalk 2£ 0| &
37t GElL|ct &Z8 8 MEHEILICH URLOIA SHE URLE MEHSH0| EEIR X0 A EEZQIE

JLct.

H% [eL By |

« Lambda ZEXME 9| 2 AWS CloudFormation 2£0M MEZ2 A& = =3t
LICt. API Gateway E|&AE MEARFLICH API Gateway =& 0l A % 37t GEILCH HAE MEH
$fLICH URL ZHY 3 £0lM S URLS MEHSt0] HEIR KoM I=ZQIES JL|C].

« Amazon EC2 ZZME 0| 42 AWS CodeStar 2£ 2| ZZME Z|AA % A M Amazon
EC2 QIABIAE MEAEILICH Amazon EC2 2£ 2| QIARA HO|X|0AM 2137} HEILICH MY

EHe MEHSI T I{EZ DNS(IPv4)2| URLE EALSH £ EE2X{0]MH URLE °='L|IZ|-.

2
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5. #HZ0| HEZEIRA=X] F gLt

Z2ZHMEO|M SSM metO|EHE st Hl ALE AWS CodeStar

H2 T2 AAR] ZE[XL et AE 04 mi2tO|E{of XtE 5F
AWS CodeStar ZZME0f| A 0|48t ml2tO|E{E HHSHA AL E
0{| A CodeBuild = E &2 A (template.yml) 0| A oOf Z 2|7 0]4d
EHE AtE5t= X0l E&LICH

o|etE E K& ErL|Ct. o|A|
UELICH o€ S04, LU= A
2| AAE Mo|g | SSM m2t0|

- -I> 0|n

=
S

AWS Z 2 ME 0 M SSM It2t0|E{E A& 5tE{™ AWS CodeStar ZEME ARNS Z It2t0|Eof| =
o2 Ej18 X|&aHot BLICH CodeStar E3F NS XIB#H TfatOlE(o] AMAE & 9l &Es M

22 AWS CodeStar 2|2l 24t Aol MSsH ok &f LICt.

AlEFSEZ|

o

« M metO|EE ddstHL MM ASE E HETH T E 7|E AlAHE 22t Die2t0eE AlEEL

Ch

U2,

ol

« AI23I24E AWS CodeStar TEMEE AHFIHL M| T2ZHEE MM

« CodeStar Z2ME ARNZ 7|55l SLICt arn:aws:codestar:region-id:account-
id:project/project-idet 22 HeflL|CH

AWS CodeStar Z2HME ARNS £ nj2t0|E{of Ef2 X%

mjo

o
B
ob

>
>
to

EtA|E X|&l2 Systems Manager I}2HO|E{ Ef 7 K| Ml

1. 7|0l awscodestar:projectArng &=24gtL|C}.

2. gtof ZEXME ARN £7 CodeStar: € 2= LICt. arn:aws:codestar:region-

id:account-id:project/project-id

O|X| template.yml Zt 22| SSM T2t O|EE HZE + U&LICH &7 &M Zr Xt A & ALS st
o 71 HetE Fodsliof &Lch.
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https://docs.aws.amazon.com/systems-manager/latest/userguide/sysman-paramstore-about.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/param-create-console.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/sysman-paramstore-su-tag.html
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AWS CodeStar Z2ME £ 20iM E417} XIHE WEtOIEIS ASE 4 U= HEt
K03

(® Note
olz{8t EtAl= 2018'H 128 6U(PDT) OlF o MM E Z2MEof gt M E Lct.

1. AH838tE4E CodeStar ZEZMEO| AWS ZZME CHAIEE=E JLct
2. ZZMEE Z2/5t0{ MMHE B|AAO EEE2 B &7 X Q H AR A& 2 FHELICH role/
CodeStarWorker-project-id-ToolChain &4lo| 0|§& 7I%! IAM ElAAIL|CH

3. ARNS 221504 IAM 2&0{| M L|C}.

4. ZI2 8t B2 f|%|Z ToolChainWorkerPolicy 3o} & &35l A A2
5. YA HElg gLt

6. Action: OfEHOIM CtS &2 F7IELICH.

ssm:GetParameter*

7. QM HEE ZEE Ohs HE I8 XM & S=ELCh

20181 122 6 Y(PDT) O|™ol| Y& Z2ME O] 2 Z} MH[A0f CHEF 2t At J&hof Ch5 HetS
Z7tstiof gLt

"Action": [

"ssm:GetParameter*"
1,
"Resource": "*",
"Effect": "Allow",
"Condition": {

"StringEquals": {

"ssm:ResourceTag/awscodestar:projectArn": "arn:aws:codestar:region-
id:account-id:project/project-id"

}
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AWS Lambda Z2MEO| EZ|E! 0|5

AWS CodeDeploy= AWS CodeStar AHZ|A X F 0| A2 AWS Lambda & +& {8t &+ HT HHZ
K| LICt. AWS Lambda HiZ 7} =41 EEfEE 7|E Lambda & 0| YO|O|EEl Lambda &
= HTo =2 HMeterL|ct Eesirttd Hr of A E £ 8 CFE %= HAECS 2 kS8 YHo|EE

Lambda &+ E E|AEE =T U&LICH

o| MMo| EHAHIE 0|23 AWS CodeStar ZEME EHZ212 £%35l 171 CodeStarWorker @& IAM T
82 AUolo|EsHAAIR. 0] X2 HE 0| Y AWS Lambda & +& 444457 AWS CodeDeployoi|
EffZIE YOI 0|EE Bt Eo 2 7| & X|A|StE AWS CloudFormationdll A 2| XS SE S A|ZHEFL
Ct.
(® Note
2018'A 122 122 ®0f| AWS CodeStar Z2HEE MAMst ZFA02 OIS EHAIS 22 5HAA
o

AWS CodeDeploydl= AL A7+ EBHZIS ofZ 2|7 0]412] AWS Lambda & = HE2 2 27|H 8=
37tX| HHEZ SM0| JU&LcH

« FtLtE[(Canary): EEHE0| & S22 2 L o] O|SELICH LHHX| EEfZl0| & Hmf S22 2 0|8
5t7| ol K} SE0M °"E||0|EE| Lambda &+ HMO 2 O|SE EEi= HIZ (%), ZHE(E)2 AI™
&t A Ho|El Canary 44 S0 MEHE Q,JQL,H:}_

« 2|L|0{(Linear): ECHEI0| STt & 0|835tH 2t & 7hol|l Azt 4 (B)o| s LI ZF &0
M O|SE EoiZ HIZ (%) Z B8 7+to| AlZh 7+Z (-E—)c> X ™H5tE A HolEl MY S MM M
Eigh = U&LICH ECHEl0| SYUEt SRS E 0|85t ZF S& 7Hofl AlZh(E)o| SYFLICH 24 Z&2
oA O|SE EcHE HIZ (%)t ZF B2 7to| AlZt ZHE(E)2 K

|Est= AT HolEl ME S401 A

Mg 4 el

+ All-at-once: 2 & EZHE|0| 7|& Lambda & +0|M YC|O|EEl Lambda &+ HE 2 Z §HEHoi 0|8
ghoict.

HiZ 7|2 dHE &

0%

Canary10Percent30Minutes

Canary10Percent5Minutes
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0%

HiZ 7|2 48 &
Canary10Percent10Minutes
Canary10Percent15Minutes
Linear10PercentEvery10Minutes
Linear10PercentEvery1Minute
Linear10PercentEvery2Minutes
Linear10PercentEvery3Minutes

AlIAtOnce

ambda ZAFE!

ws L =l &
%,' EAEMO| HES &

SHE o A 2] AWS CodeDeploy HiZ0f| CHE RHA|EH LHE 2 AWS Lambda Z
=M L.

AWS SAMO]| CHEH AFMIEH LI 2 GitHub2l AWS Serverless Application Model(AWS SAM)2 & &= 5t
Me.

MA A

MHElA MES BHE [ Lambda AR E EHEO| U= HIERE MESIUAIR. 4~6THHE -5t

2{0d Zt2|Xt2 229180k & Lct.

1EHA: SAM R E3/E X3 AWS Lambda tZ HiZ mt2tO|E{E &7}

1. https://console.aws.amazon.com/codestar/H|A{ AWS CodeStar 2& 2 LICt.
A

2. ZZMEE MHE7L} template.yml ZtUO| Y= 7|E MEE MEiE O E, Z = HOo|X|&E
Auct 2|ZX|EE| Z[4 2|0l A template. ymlOIEP" 0|.=9_I =g SAM HEZ! /IXIE 7|5
&l SLICt.

3. IDE E= 24 2|ZX|EE0|M template.yml T2 FL|Ct CFS HIAEE SASH Globals
MMg ool FIHELICE O] AAE MOl ME BIAE = Canaryl@Percent5Minutes M2 M
EHSL|CE.

Globals:
Function:

AWS Lambda ZZHME o] EZE 0[S 13


https://docs.aws.amazon.com/codedeploy/latest/userguide/deployment-steps.html#deployment-steps-lambda
https://docs.aws.amazon.com/codedeploy/latest/userguide/deployment-steps.html#deployment-steps-lambda
https://github.com/awslabs/serverless-application-model
https://console.aws.amazon.com/codestar/

AWS CodeStar

AR 7H0|E

AutoPublishAlias: live
DeploymentPreference:

Enabled: true

Type: Canaryl@Percent5SMinutes

O| M= Globals MM 71 = HE HES S HoiELICH

AWSTemplateFormatVersion: 20818-69-09
Transform:

- AWS::Serverless-2616-18-31

- AWS::CodeStar

Parameters:
ProjectId:
Type: String
Description: CodeStar projectId used to associate new resources to team members

Globals:
Function:
AutoPublishAlias: live
DeploymentPreference:
Enabled: true
Type: Canaryl@Percent5Minutes

Resources:
HelloWorld:

Type: AWS::Serverless::Function

Properties:
Handler: index.handler
Runtime: python3.6
Role:

Fn::ImportValue:
1Join [*-", [!Ref 'ProjectId’, !Ref 'AWS::Region’, 'LambdaTrustRole’]]

M
il]
P
9'|_|
>
>
to

KM LI 2 SAM EIZ 2!9| Globals Section X A4 A

2EHA|: AWS CloudFormation & HEISH HetE £t

1. AWS Management Console0ll 212135l 11 https://console.aws.amazon.com/codestar/0| A AWS

CodeStar 2&& LCl.

(® Note
AWS CodeStard 0| M A 5H{LE A4t

AWSCodeStarFullAccess &8 Hag H a6l ofF g L|Ct.

2. 7|1&E MHEla Z2MEE M1 =2 ME Bl4A HO|X|§ Fulct

3. Bl|AAO0|M CodeStarWorker/AWS CloudFormation 23€to] CHaH A A4El IAM
35t 0| IAM E2& 0 A Y21},

IAM AF2 A}eF oAZAEl X174 B2
504 AWS Management Console| 22 2l3t{oF B LICt. O AF&At= HAZAE

MEEFLICH

AWS Lambda Z2HME o| EE|ZE! 0|5
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https://github.com/awslabs/serverless-application-model/blob/master/docs/globals.rst
https://console.aws.amazon.com/codestar/
https://console.aws.amazon.com/codestar/

AWS CodeStar

AR 7H0|E

4. HetEHO 2 JtM QIEIQ! ZA O] MHH|A 48 =Y

5. JSON Z=9|Statement

™Mo AM IDE HEL|CE

"Action": [
"s3:GetObject",
"s3:GetObjectVersion",
"s3:GetBucketVersioning"

1,

"Resource": "*",

"Effect": "Allow"

"Action": [
"s3:PutObject"

1,

"Resource": [
"arn:aws:s3:::codepipeline*"

1,

"Effect": "Allow"

"Action": [
"lambda:*"

1,

"Resource": [
"arn:aws:lambda:region:id:function:*"

1,

"Effect": "Allow"

"Action": [
"apigateway:*"
1,

"Resource": [

QA0 CHS &AM AJTd

LolM A HES MEELICEH JSON BiE M

0|& 2 CodeStarWorkerCloudFormationRolePolicy@lL|C}.

ZFIVeLIC} region & id RFE| EAIXIE 2|

AWS Lambda Z2ME

of EzfE oS
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"arn:aws:apigateway:region::*"
1,
"Effect": "Allow"

"Action": [
"iam:GetRole",
"iam:CreateRole",

"iam:DeleteRole",
"iam:PutRolePolicy"

1,

"Resource": [
"arn:aws:iam::id:role/*"

1,

"Effect": "Allow"

"Action": [
"iam:AttachRolePolicy",
"iam:DeleteRolePolicy",
"iam:DetachRolePolicy"

1,

"Resource": [
"arn:aws:iam::id:role/*"

1,

"Effect": "Allow"

"Action": [
"iam:PassRole"

]I

"Resource": [

"

1,
"Effect": "Allow"

"Action": [
"codedeploy:CreateApplication",
"codedeploy:DeleteApplication",
"codedeploy:RegisterApplicationRevision"

1,

"Resource": [
"arn:aws:codedeploy:region:id:application:*"

AWS Lambda ZZHME o] EZE 0[S 116



AWS CodeStar INT=IY A To] =]

1,

"Effect": "Allow"
},
{

"Action": [
"codedeploy:CreateDeploymentGroup",
"codedeploy:CreateDeployment",
"codedeploy:DeleteDeploymentGroup",
"codedeploy:GetDeployment"

1,

"Resource": [
"arn:aws:codedeploy:region:id:deploymentgroup:*"

1,

"Effect": "Allow"

},
{

"Action": [
"codedeploy:GetDeploymentConfig"

1,

"Resource": [

"arn:aws:codedeploy:region:id:deploymentconfig:*"

1,
"Effect": "Allow"

1. 1EAIM K

03
rob

I template.yml It U O| HAAME S HAUSI DT FAIRLICH

(@ Note
O #td2 mwo|=Zztelg 7S & LICt IAM HEhE AClo|Est7| Mof| HAArE S 76t
™ mo|ZZlRlo| 7S £/ AWS CloudFormation 2B iH|O|E0i @ {7} eh st AEH
UClO|E7 FAELICH Ol M7t & M5HH MEt =7 F mto|Z 2RI CHA| AlRFetAA|

()

T
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2.

AWS CloudFormation 2B AE0|E= Z2MEO| U} O|Z2I210| HHE EFAHIE JHA|SHH A|ZHEL]
C. HHE A|EF A| A A4H|0|E L ZIE EE{0, AWS CodeStar CHA|E =0 A mO|Z 21| AWS
CloudFormation EHH| & MEHSHAA|L.

Ei o40|0|E F0i| AWS CloudFormationO| C}=2 1t Z 0| Z2ME Z|AAE XIS 2 YO|0|E
L|C}.

e |y

« AWS CloudFormation2 2%l0| /= Lambda &, OlHE £3, S|AAS MAISH
template.yml LY X2[&LIC

« AWS CloudFormation2 LambdaE =Moo 2 S &G g0 M HA

« AWS CloudFormation2 AppSpec I} 2 E 435t 7 AWS CodeDeployE 2HMoZ SEGH E
cHZl 2 O|S&LICH.

SAMO{| M & 0| Q= Lambda &2 HAlSHE &idof CHEt RFMIEH LI 2 AWS Serverless
Application Model(SAM) RIZ8! 2 x & %t |A|2. AWS CodeDeploy AppSpec It 20 A{ 2]
OlHIE 39} B|lA A0 CHEH KFM|EH LI Spec '2|lA A MA(AWS Lambda HjZ F&) U
AWS Lambda HiEZ & AppSpec '#3' MM EHHE FHESHAAIL.

ool ZEtRle B3O 2 2t5tH, 2lAAE AWS CloudFormation AEH0|MH MMELICH Z2

ME Ho|X|e] Z2ME 2|AA E50{M AWS CodeDeploy 0fZ 2|70/} AWS CodeDeploy
HiZ 28 2 =2 MEoi CH5 44 E AWS CodeDeploy AMH|A & B|AAE EQISHAIAIL.

]I>'

>
o
o

M g MAstEdH 2|Z X|E 2|2 Lambda & 48 #HZsHoF gLt AH HHZE 7} AT E[0{ SAM
HESof L2 HiE fof et EefEg ZUCH M HYESE 0|8 ¢ EBfT EHE =elst
o T2 ME §0|X|e] ZEME B|AA FE0{A AWS CodeDeploy HHiE Jte 33 E F

ol

r_{ _I
1T
[e]]]

Zt JEH ol MR HEE &15ted 7H ol AWS CodeDeploy HHE I E2 2 7t 213 & MEH

IE{2|0ol M AWS Lambda &0l BHZEAIE 2 M85t Z2ME 2|ZX|E2|o CHEt
£ I&LICH AWS CloudFormation2 AWS Co deDeponE 0|85 &2 W
H H2lste 7158 |°4%*I—IEP Lambda HHE RN ZE, SE £= E 8ol CHEr XAl
WS Lambda HF & E3E0i Mol HHX EHels =5t 1I°

T lu
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=
0% o
- [Y
mo 5
q =
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oz
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"
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>
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https://github.com/awslabs/serverless-application-model/blob/master/versions/2016-10-31.md
https://github.com/awslabs/serverless-application-model/blob/master/versions/2016-10-31.md
https://docs.aws.amazon.com/codedeploy/latest/userguide/reference-appspec-file-structure-resources.html
https://docs.aws.amazon.com/codedeploy/latest/userguide/reference-appspec-file-structure-hooks.html#appspec-hooks-lambda
https://docs.aws.amazon.com/codedeploy/latest/userguide/deployment-steps.html#deployment-steps-lambda

AWS CodeStar

AWS 2| AAE AWS CodeStar 2|20 EX|5tE A
2 Wi EZ 7} 2 5HK[BH
25104 CHA| MM EHLICEH

LICt 2

2 ZIXEZ, &
, AWS CodeStar7l At S 2 2 MM ESE 5= CH&l AWS CloudFormationS Al

C Z2XE 1o|Zz}ol

@® Note
MZX{ AWS CodeStar titE A|ZH & 3H_}E MNE350{ SAISt Zz2ME S MMS7L} &0l E}
2, 0|E AtA| ZENMEQ|HEZIOZ AIE5t0 R 2laal HAMg ZFA|IF|l= WOl =
ol & #= /JU&Lct.
AWS CodeStar ZZMEE= AA FEQ I HIEZE Q6H MM ZlAA0| AfTQlLICH ZE L,
2E|A HIZO| E20| ElE BlAA 288 EF #Ql 2lAAetDn gL ct Z2HE MA A AWS
CloudFormation ®l£3/2 X[&XQl S&/X|&2Ql B2 (CI/CD) Zto|Z2tRlof =7 XMl 2| AAE
=& L.
242 A850{ ZRMES PHEW, £ M0l YES0| MAELITH AWS CLIE AL8 30 Z2ME
EOEM 7 Al 2AAE Mddte =7 M HER S MdstH Eulct
M3t £7 Mole oig Ze HY 2lass 278D
1. AA FETF ZEE CodeCommit EE= GitHub 2| ZX|E2|L|CH
2. 2|ZX|E2|e| HE ArEE FAISIEE T /dEl CodePipeline IO|ZE2}Q1fL|C},
a. AWS CodeBuildE 0|28l tte| == E& EHAEE Adlst s, oto|zz2iQlo] &= BEHAHIE F7}
ol U= olE|HEE Mdst= WS HEAELIC
b. E|=5 CodeDeploy &= = AWS CloudFormation2 At&35t= HiE EHHE mo|=Z 2 lod F715H
4C OlE|HEQl AA FCE 4™ AlZh QI Etof HHZSHAAIR
@® Note
CodePipeline2 ItO|Z 210 A 2|48t & EHAHE T 5HH, & MM EHHl=E &4 EHAH0
of st2 2 HELl HiEZ BH e F Hm| BHE FIHst AL,

|

« GitHub 2|ZX|E2| BFE7|

AWS CodeStar ZTEZMEE T2EHMO 2 Mgt
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GitHub Z|Z X|E 2| Ot= 7|

GitHub Z|ZX|EE[& =7 Al HEZ/0| Halstod BtELICH &4 IEJF ZoE ZIP 9| {X|E

ol0| Mooz ICEE EZXEEM PEEE £ JU&LICH E GitHuboll 7H2l AMA EZEE O]
af %“82”0 S 2 AL XHE CHAISH0 AWSTL GitHubofl 128 &= U&LICH GitHub2| 7HR! HMA E

2 2l ME5tE Code A CHE s3.GetObject THEHO| RL0{0F B LICE.

HE 2| GitHub 2IZX|EE|E X|"H3t2{™ AWS CloudFormation?| =7 &Ml IEXof CtSot 22 32

GitHubRepo:
Condition: CreateGitHubRepo
Description: GitHub repository for application source code
Properties:
Code:
S3:
Bucket: MyCodeS3Bucket
Key: MyCodeS3BucketKey
EnableIssues: true
IsPrivate: false
RepositoryAccessToken: MyGitHubPersonalAccessToken
RepositoryDescription: MyAppCodeRepository
RepositoryName: MyAppSource
RepositoryOwner: MyGitHubUserName
Type: AWS::CodeStar::GitHubRepository
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« GitHub 2|ZX|E2|7} Z2}o|E! 2|ZX|ER
o MASEGitHub 712 HMA EZ.

. MM F0l BZX|E 0] CHEt 4T, 01 L AR

X8 HEof st xtAIE L8 2 AWS CloudFormation A& A A9
AWS: :CodeStar: :GitHubRepositoryE & X35 A A|2.
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-codestar-githubrepository.html
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AWS CodeStare| Z2HMEO| EjO2E HZAE £
= U&LICH o & S04 HIEF T2 {8 = &of
2ol e el E FIHE &= U&LCh

AeUch Bjla=s Z2MEE #elst= ol =80| &
MZEY 50l nE T2 MEO] Release 7| 2! Beta

Z2MEN E} F7}

1. AWS CodeStar 220|A ZE2MES 00| & AEHE, 50 EHA D 20j A KIS MENSHL|C}
2. Ejao|M HES MEdstL|Ct

3. 7ol Ei ol§ g 2eLct gtols B0l 2te gL

4 e AI-OI- EH:- ‘7;S7|'§ AI_-IE—I|.I%I'0:| EH]_S _7|57|-%=|-L_||:|.

5. B F7IE 2R oM XMES Mg

ZZ2MENMEl MAH

—

AWS CodeStar 220 ZEXMEE o] = AlEj=2
EfZ0IA HES MEiE

~

|CF.

Ei20IM XMAHE B2 & X2 Chs B MHE M=fRfLCh

> LN

SaveE ME4FFLICE.

ZZME E|l71 S5 71X 7]

AWS CLIZE AI23l04 AWS CodeStar list-tags-for-project B S AT T2 ME 0|§E K|HE L
Ct.

aws codestar list-tags-for-project --id my-first-projec

MBotH BT S 50| ChS1 "R et £330l EA[ELICE
{
"tags": {
"Release": "Beta"
}
}
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Z2YES AME O 2lAAE RXISVIZ ZHE B2, Z2HE NR HE HolXKlAM 214
A 222 SAHE 20| TALICH O/2f3 WHoR Z2METL O /4 EX3HA| SCiEtE
HEs oE Blac0 CfE BREE HR¥ £ YL

|

« AWS CodeStar0|M ZEME AX|(EE)

« AWS CodeStaroilA{ ZZME AHK|(AWS CLI)

AWS CodeStaro T2 ME AK|(EE)

AWS CodeStar Z2£2 AI835t0i Z2HMEE AfXg & U&LICH
AWS CodeStar0ilAd Z2ME & ArX|5t2{H

1. https://console.aws.amazon.com/codestar/0l A AWS CodeStar 2& 2 LIt

2RSS U0 24 250l B4 YoM HUE HHUULIC. Z2E AR B2 MoKl

4. AMM| &l HO|X|0M deleteE URAEILICE ZR2ME BIAAE AKGHEAH BlAA AKE MES

HEE SX|SHAAIR. AXNE MEIFLICEH

/A Important

Z2ME7J} GitHub E|ZX|EE| EE= Atlassian JIRAS| A Z2 AWS 2[R 9| E|&aAE

AN8steE 32, T Elas e HRIEE MEISIHE T AN =l X| f&L(CH
AWS CodeStar Z2/& HA 0| IAM AL X7} of il g0l =52 = 1A QICtH Z =2
il (oF

EE NNE + glgLICt Z2MEO| #E[H HAE AR & AEXL| Agof a3 P':‘d,
I.

E=E
S Balsio TR ANIY 4 AL RS LISE 222 Mg AEAHL.

AWS CodeStart|Ad ZE2ME AXM|(EE)
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https://console.aws.amazon.com/codestar/

AWS CodeStar MNEX 70|=

AWS CodeStar0il Al ZZME AHF|(AWS CLI)

AWS CLIE AlE35tod Z2MEE AMN|E &= Ql&LICH.
AWS CodeStar0llA Z2MEE ArX||5t2{H

1. E{0|&(Linux, macOS EE&= Unix) £= BH T E I E(Windows)0|AH ZEME O|FE Z&st=
delete-project S AEMBILICE. o€ E04, ID7t my-2nd-project? Z2HMEE AMX|5l2{H:

aws codestar delete-project --id my-2nd-project

CHS ot H HEILICEH

o
ror

E240| 4t

[

"projectArn":"arn:aws:codestar:us-east-2:111111111111:project/my-2nd-project"

[

ZZME = FA| AXEX| E&LCH
=3

ME 0O|EE 553%}04 descrlbe prOJect HHEZ2 AAELICH o|& S04, ID7t my-2nd-

aws codestar describe-project --id my-2nd-project
z2METL obE AXEIX| of2 B 0l WU CHST RS 5S wretetLIC

"name": "my project",
"id": "my-2nd-project",
"arn": "arn:aws:codestar:us-west-2:123456789012:project/my-2nd-project",

"description": "My second CodeStar project.",
"createdTimeStamp": 1572547510.128,
"status": {

"state": "CreateComplete"
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ZaHET AHE Z9 0l HHL TSI KAE EHS wrEtetLI,

An error occurred (ProjectNotFoundException) when calling the DescribeProject
operation: The project ID was not found: my-2nd-project. Make sure that the
project ID is correct and then try again.

H

3. list-projects BES Al™stD AXNE ZE2HETJI AWS HHI HAZEE ZE2ME F50i O 04
AE|X| 2t =X| = elgfLct.

aws codestar list-projects
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[ SHE 1= 0f CHE IAM ALSAHE ddstH ELct
AWS CodeStar Z2MEof B¢ S FII5IZ{HES)
1. https://console.aws.amazon.com/codestar/0l A AWS CodeStar 2&& L|C}.
2. HMEFHNMEZEMEES MBSt £ TEMEE MEAELICH
3. ZEMEO|EMEMIZoM BRS MEELICH
4. [Team members] H| O|X|0{| A [Add team member]& ME4ELIC.
5. A%t MEoM CHE B StLHE s> gLt
« FIHE ARl IAM AR XLV olO] QICHEH, S=0iA aiE IAM AFE Xt O|F 2 MEELICEH
® Note
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Soil EAIFELICH
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st R E HE2 MBS ELICH ol IAMUIM CodeCommitll K& El I =0 CHEH Git XHE BHS
OFE 1 Z2|5HHLE IAM AR XE2| Amazon EC2 SSH 7|8 YZESie of| 2 st HAg M8§
L|Ct.
/A Important
IAM At Xte| EA| O|F = O|HY MEE S HL HEE = olsLIct sHE AL
A2 2&0| 2aE BB TS ELICH XEMIE LIS 2 AWS CodeStar AHS A I
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« &4 FET CodeCommitdl]l Y E|o] UE 2 ZH AREAM Git AHH EEE ALE5H04
CodeCommit Z|Z X|E 2|0 HMASES LY st= Yol Cier XIFLICH
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2) otz = AFSAITL XS 20I5HH SR ELICH A8 AHE Af 25 S Meisfof Bt

El§d 71 2 E7|(AWS CLI)

AWS CLIZ AHZ5to] Z2ME Elof EIYS £7t8 4 UaLIc Z2MEC| 2= Eof Ci3t HEE

£ =T A&LIcH

EEE FIlsted™
1. HOd E= B8 2 YLt

2. associate-team-member HEE --project-id, -user-arn & --project-role Lt2t0O|E{ 2}
M ASELICE --remote-access-allowed EEE --no-remote-access-allowed ItE}
OEE ZAI7 AIERI7I ZENME QIAEA 8 HMHAE = U=X| R E X|HE = U&
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users_create.html#id_users_create_console
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users_create.html#id_users_create_console
https://docs.aws.amazon.com/codecommit/latest/userguide/setting-up-gc.html
https://docs.aws.amazon.com/codecommit/latest/userguide/setting-up-gc.html

AWS CodeStar

aws codestar associate-team-member --project-id my-first-projec --user-arn

arn:aws:iam:111111111111:user/Jane_Doe --project-role Contributor --remote-access-
allowed

ol B2 &34 dretstx| et&Lich

2E BHS Ee{HAWS CLI)
1. EOd Es FE S gL

=

2. list-team-members B --project-id It2tO|E{QF &7 A& ELICE of:

aws codestar list-team-members --project-id my-first-projec

CSot Hiz e £340| grehElLict,
{

"teamMembers": [

{"projectRole":"Owner", "remoteAccessAllowed":true, "userArn":"arn:aws:iam::111111111111:use

Mary_Major"},

{"projectRole":"Contributor", "remoteAccessAllowed":true, "userArn":"arn:aws:iam::1111111111

Jane_Doe"},

{"projectRole":"Contributor", "remoteAccessAllowed":true,"userArn":"arn:aws:iam::1111111111

John_Doe"},

{"projectRole":"Viewer", "remoteAccessAllowed":false, "userArn":"arn:aws:iam::111111111111:

John_Stiles"}
]
}
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1. https://console.aws.amazon.com/codestar/H|A{ AWS CodeStar 2& 2 LICtH.

2. BAMFMZEMEE MEiGt: T2MEE MEIEL|CH

3. ZEMEO|EMEMIFM ES MEFLICH

4. B HOo|X[dM S MEIE OIS HES MEELICH

5. ZE=HME QIAHAO CHEt SSH HAMA HES MENSE OIS B3 HES MEFLICH

6. (MEH AME) El2doi|AH| KFAIS] AWS CodeStar AF2 K2 SSH HEZ! 7|5 ol Xl Y2 =6t X| o2 4
< 0|& =2 =sHof etotn L 2lL|Ct XpMIEH LI 2 AWS CodeStar At A Z 2 Zoi| IHEE] 7|
F7t AMg HEsHM

=| #3t ZH2|(AWS CLI)

AWS CLIE Al25l04 Elpo] € E Z2ME A o2|e £ U&LicH SUst AWS CLI H-EE At
23504 Elgdo| Z2 XM E 9} 434 El Amazon EC2 QIAEIAC| HZd MM AE £ Q=X 0{EE 22|
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1. EHOdE= BE 2 YU
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N

update-team-member WS --project-id, -user-arn & --project-role LtZtO|E{2} &
TH A-EHLICE --remote-access-allowed & --no-remote-access-allowed It2t0]
EHHE Z& A7 AISX7t ZEME QIARHAN HE HNHAE = UK IR XIHE = A&
Ct. 0 & =01 John_DoeZt= IAM ALEALS| ZEME 38t 2 AO|0|EStD O AFEALS| HEtE =
EHME Amazon EC2 QIAEIAO]| CHEH 3 HMA HEHO| gis %I1F ALK HEte 2 $HE 6t
™:

aws codestar update-team-member --project-id my-first-projec --user-arn

arn:aws:iam:111111111111:usexr/John_Doe --project-role Viewer --no-remote-access-
allowed
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{

"projectRole":"Viewer",
"remoteAccessAllowed" :false,
"userArn":"arn:aws:iam::111111111111:user/John_Doe"

}
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2. disassociate-team-member Y& --project-id & -user-arn®t A A&ELICH of:

aws codestar disassociate-team-member --project-id my-first-projec --user-arn
arn:aws:iam:111111111111:usexr/John_Doe

"projectId": "my-first-projec",
"userArn": "arn:aws:iam::111111111111:usexr/John_Doe"
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2. create-user-profile @HE 2 user-arn, display-name 2
dEfct. of:

2|70of cHsf AWS Z2Elo| A E|0] =X

email-address It2tO|E{Q} EH Al

aws codestar create-user-profile --user-arn arn:aws:iam:111111111111:user/
John_Stiles --display-name "John Stiles" --email-address "john_stileseexample.com"
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{
"createdTimestamp":1.491439687681E9,"

displayName":"John Stiles",
"emailAddress":"john.stiles@example.com",
"lastModifiedTimestamp":1.491439687681E9,

"userArn":"arn:aws:iam::111111111111:user/Jane_Doe"

}
EANHEE Hi{H
1. HOld E= BE &S guch

2. describe-user-profile @@ user-arn It2t0/E{QF &7

A-ELICH of:

aws codestar describe-user-profile --user-arn arn:aws:iam:111111111111:user/

Mary_Major
Ct2at Hi= 8 &240| BhEHElL|ct
{

"createdTimestamp":1.490634364532E9,
"displayName":"Mary Major",
"emailAddress":"mary.major@example.com"
"lastModifiedTlmestamp".1.491001935261E9,
"sshPublicKey":"EXAMPLE=",

"userArn":"arn:aws:iam::111111111111:user/Mary_Major"
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2. update-user-profile WS user-arn JLPEHZIIE-IQP HEAY T =L n2t0|E{(d: display-name
IE= email-address)Qt 7 A&FLICH 0 € 01 EA| 0| 0| Jane Doe®@! AFEXI7H E Al O]

&2 Jane Mary Doe£ ¥145t2{1 st= B2

aws codestar update-user-profile --user-arn arn:aws:iam:111111111111:usexr/Jane_Doe

--display-name "Jane Mary Doe"

gt £=0| greHELCt

P
b

Ct= 4

"createdTimestamp":1.491439687681E9,

"displayName":"Jane Mary Doe",
"emailAddress":"jane.doe@example.com"
"lastModlfledTlmestamp":1.491442730598E9,

"sshPublicKey":"EXAMPLE1",
"userArn":"arn:aws:iam::111111111111:user/Jane_Doe"

AWS H oA AWS Z|TH0| ZE AISA =2 E

1. HOld £= B8 ¥ Yulch

2. aws codestar list-user-profiles &S AlsistL|Ct. of:

aws codestar list-user-profiles
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"userProfiles": [

{
"displayName":"Jane Doe",
"emailAddress":"jane.doeeexample.com",

"sshPublicKey":"EXAMPLE1",
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"userArn":"arn:aws:iam::111111111111:user/Jane_Doe"

.
{
"displayName":"John Doe",
"emailAddress":"john.doeeexample.com"
"sshPublicKey":"EXAMPLE2",
"userArn":"arn:aws:iam::111111111111:user/John_Doe"
.
{
"displayName":"Mary Major",
"emailAddress":"mary.major@example.com"
"sshPublicKey":"EXAMPLE=",
"userArn":"arn:aws:iam::111111111111:user/Mary_Major"
.
{
"displayName":"John Stiles",
"emailAddress":"john.stiles@example.com"
"sshPublicKey":"",
"userArn":"arn:aws:iam::111111111111:user/John_Stiles"
}
]
}
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update-user-profile & Z A~AMFLICt --ssh- publlc key Of:

aws codestar update-user-profile --user-arn arn:aws:iam:111111111111:usexr/Jane_Doe
--ssh-key-id EXAMPLE1l
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"createdTimestamp":1.491439687681E9,
"displayName":"Jane Doe",
"emailAddress":"jane.doeeexample.com",
"lastModifiedTimestamp":1.491442730598E9,
"sshPublicKey":"EXAMPLE1",
"userArn":"arn:aws:iam::111111111111:usex/Jane_Doe"
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_principal.html
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z2®E7} LBl W2} CodeStar UH|O|EEIE AWS ZEIE HEt ZHE MSSHUAIL.

1. AWS CloudFormation 2& 0| 2QI65t7 T EME o] EX|Ql AEHE H
2! O|&2 awscodestar-project-idJL|Ct.

2. i HIZ2IE MEHE T 2Fd g MEHSH C}S Designeroll M RIZEE! E7|/HZRlS MEiEHL|C
3. Resources MME A2 & MM M| CHS =22 Z & AIZILICH

PermissionsBoundaryPolicy:
Description: Creating an IAM managed policy for defining the permissions boundary
for an AWS CodeStar project
Type: AWS::IAM::ManagedPolicy
Properties:

ManagedPolicyName: !Sub 'CodeStar_${ProjectId }_PermissionsBoundary'

Description: 'IAM policy to define the permissions boundary for IAM entities
created in an AWS CodeStar project'

PolicyDocument:
Version: '2012-10-17'
Statement:

- Sid: '1!
Effect: Allow
Action: ['*']
Resource:

- 1Sub 'arn:${AWS::Partition}:cloudformation:${AWS: :Region}:
${AWS: :AccountId}:stack/awscodestar-${ProjectId}-*"'

AWS CloudFormation 2£0|M A HH|O|EE F7F IAM H
C(MEH ALEN ol Z2|FO| M AFE OHER{E B Ol E

—_= =22

g 2SS ZEZME AWS CloudFormation &0l A El 2121 HAME 0| ESHMAI2.
YA g AUO|0|ESIE{H &7 IAM ElAATF LR E &= Ql&LICH

{
"Action": [
"iam:PassRole"
1,
"Resource": "arn:aws:iam::{AccountId}:role/CodeStar-{ProjectId}*",
"Effect": "Allow"
},
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{

"Action": [
"iam:CreateServicelLinkedRole",
"iam:GetRole",

"iam:DeleteRole",
"iam:DeleteUser"

1,

"Resource": "*",

"Effect": "Allow"

I
{

"Action": [

"iam:AttachRolePolicy",
"iam:AttachUserPolicy",
"iam:CreateRole",
"iam:CreateUser",
"iam:DeleteRolePolicy",
"iam:DeleteUserPolicy",
"iam:DetachUserPolicy",
"iam:DetachRolePolicy",
"iam:PutUserPermissionsBoundary",
"iam:PutRolePermissionsBoundary"

1,

"Resource": "*",

"Condition": {
"StringEquals": {

"iam:PermissionsBoundary": "arn:aws:iam::{AccountId}:policy/
CodeStar_{ProjectId}_PermissionsBoundary"

}

I

"Effect": "Allow"

}
5. AWS7+ XAt Metoz Mot HAHE CodeStar UCIOIESIEE T2HME mo|Z2lolg Safl #HA
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html
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"Version": "2012-10-17",
"Statement": [
{
"Sid": "ProjectEventRules",
"Effect": "Allow",
"Action": [
"events:PutTargets",
"events:RemoveTargets",
"events:PutRule",
"events:DeleteRule",
"events:DescribeRule"
1,
"Resource": [
"arn:aws:events:*:*:rule/awscodestar-*"

"Sid": "ProjectStack",

"Effect": "Allow",

"Action": [

"cloudformation:*Stack*",
"cloudformation:CreateChangeSet",
"cloudformation:ExecuteChangeSet",
"cloudformation:DeleteChangeSet",
"cloudformation:GetTemplate"

1,

"Resource": [
"arn:aws:cloudformation:*:*:stack/awscodestar-*",
"arn:aws:cloudformation:*:*:stack/awseb-*",

"arn:aws:cloudformation:*:*:stack/aws-cloud9-*",

"arn:aws:cloudformation: *:aws:transform/CodeStar*"

*

"Sid": "ProjectStackTemplate",

"Effect": "Allow",

"Action": [
"cloudformation:GetTemplateSummary",
"cloudformation:DescribeChangeSet"

1,

"Resource": "*"
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{

"Sid": "ProjectQuickstarts",

"Effect": "Allow",

"Action": [

"s3:GetObject"

1,

"Resource": [
"arn:aws:s3:::awscodestar-*/*"

]

I
{

"Sid": "ProjectS3Buckets",

"Effect": "Allow",

"Action": [

"s3. x"

1,

"Resource": [
"arn:aws:s3:::aws-codestar-*",
"arn:aws:s3:::elasticbeanstalk-*"

]

},
{

"Sid": "ProjectServices",

"Effect": "Allow",

"Action": [

"codestar:*",

"codecommit:*",
"codepipeline:*",
"codedeploy:*",

"codebuild:*",
"autoscaling:*",
"cloudwatch:Put*",

"ec2:*",

"elasticbeanstalk:*",
"elasticloadbalancing:*",
"iam:ListRoles",

"logs:*",

"sns:*",
"cloud9:CreateEnvironmentEC2",
"cloud9:DeleteEnvironment",
"cloud9:DescribeEnvironment*",
"cloud9:ListEnvironments"

1,

"Resource": "*"
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{

"Sid": "ProjectWorkerRoles",

"Effect":
"Action":

"iam
na
na
"iam
na
na
na
"iam
na
na
na
"iam
na
na

1,

iam:
:DeleteRolePolicy",
iam:
iam:
iam:
:GetRolePolicy",
iam:
iam:
iam:
:DeletePolicy",
iam:
iam:
iam:
iam:

"Allow",
L

:AttachRolePolicy",
iam:

CreateRole",
DeleteRole",

DetachRolePolicy",
GetRole",
PassRole",

PutRolePolicy",
SetDefaultPolicyVersion",
CreatePolicy",

AddRoleToInstanceProfile",
CreateInstanceProfile",
DeleteInstanceProfile",
RemoveRoleFromInstanceProfile"

"Resource": [

"arn:
"arn:
"arn:

aws:iam::*:role/CodeStarWorker*",
aws:iam::*:policy/CodeStarWorker*",
aws:iam::*:instance-profile/awscodestar-*"

"Sid": "ProjectTeamMembers",

"Effect":
"Action":
"iam:
"iam:

]I

"Allow",

L
AttachUserPolicy",
DetachUserPolicy"

"Resource": "*",
"Condition": {
"ArnEquals": {

'iam:PolicyArn": [

"arn:aws:iam::*:policy/CodeStar_*"
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"Sid": "ProjectRoles",
"Effect": "Allow",
"Action": [
"iam:CreatePolicy",
"iam:DeletePolicy",

iam:CreatePolicyVersion",

iam:DeletePolicyVersion",

iam:ListEntitiesForPolicy",

iam:ListPolicyVersions",

iam:GetPolicy",
"iam:GetPolicyVersion"
1,

"Resource": [
"arn:aws:iam::*:policy/CodeStar_*"

"Sid": "InspectServiceRole",

"Effect": "Allow",

"Action": [
"iam:ListAttachedRolePolicies"

1,

"Resource": [
"arn:aws:iam::*:role/aws-codestar-service-role",
"arn:aws:iam::*:role/service-role/aws-codestar-service-role"

"Sid": "IAMLinkRole",
"Effect": "Allow",
"Action": [

"iam:CreateServicelLinkedRole"
1,
"Resource": "*",
"Condition": {

"StringEquals": {

"iam:AWSServiceName": "cloud9.amazonaws.com"

"Sid": "DescribeConfigRuleForARN",
"Effect": "Allow",
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"Action": [
"config:DescribeConfigRules"

]I

"Resource": [

"

"Sid": "ProjectCodeStarConnections",

"Effect": "Allow",

"Action": [
"codestar-connections:UseConnection",
"codestar-connections:GetConnection"

1,

"Resource": "*"

"Sid": "ProjectCodeStarConnectionsPassConnections",

"Effect": "Allow",

"Action": "codestar-connections:PassConnection",

"Resource": "*",

"Condition": {

"StringEqualsIfExists": {
"codestar-connections:PassedToService":

"codepipeline.amazonaws.com"

}

AWSCodeStarFullAccess &2

—

AWS CodeStarAd% X|Zo| M IAM AF2 X0l AWSCodeStarFullAccessEteE Mg odAMELICE

SIAAE AIE5I0] AFE 7tSEH 2 E U2 TE = UELICH of7]ol= EE
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Ol dMof= Ctg2 e &+ A= Heto| Z&xlof J&Lch

ec2—EC2 QIAEH AN CHEF HEE HAMSlod Z2MEE M LICt AWS CodeStar
+ cloud9—&tAo] Cist HEE ZHMEL|ICH. AWS Command Line Interface
« cloudformation AWS CodeStar —Z 2™ E AEHo| CHEt MEE ZHMEHL|C}.

« codestar—ZZ2ME L{oj|M EtedE 485 |CH. AWS CodeStar

"Version": "2012-10-17",
"Statement": [
{
"Sid": "CodeStarEC2",
"Effect": "Allow",
"Action": [
"codestar:*",
"ec2:DescribeKeyPairs",
"ec2:DescribeVpcs",
"ec2:DescribeSubnets",
"cloud9:DescribeEnvironment*"
1,

"Resource": "*"

"Sid": "CodeStarCF",

"Effect": "Allow",

"Action": [
"cloudformation:DescribeStack*",
"cloudformation:ListStacks*",
"cloudformation:GetTemplateSummary"

1,

"Resource": [
"arn:aws:cloudformation:*:*:stack/awscodestar-*"

DE AEX0H oA BI2 HAMA HEHS 2ofstn AIX| ot 2 &= U&LICt CHAl oM B 2lst=
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AWS CodeStar AR At &g HAM2 ALEXI7F AWS CodeStar ZEME Q| D E &
Ol +&e = ULE FHEELICH AWSE ARA HMHA +ZFE 71T Z2HE E

CodeStar_project-id_Owner HZE CodeStar &'.%%*Lllik

"Effect": "Allow",

"Action": [
"codestar:*",

1,

"Resource": [
"arn:aws:codestar:us-east-2:111111111111:project/project-id",
"arn:aws:iam::account-id:policy/CodeStar_project-id_Owner"

]

.
{

"Effect": "Allow",

"Action": [
"codestar:DescribeUserProfile",
"codestar:ListProjects",
"codestar:ListUserProfiles",
"codestar:VerifyServiceRole",

1,

"Resource": [

" n

]

},
{

"Effect": "Allow",
"Action": [
"codestar:*UserProfile",
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]I

"Resource": [

"arn:aws:iam: :account-id:user/user-name"

AWS CodeStar 7|1 A} & 234

AWS CodeStar 7|04At & HAM2 AKXt ZEMEN| 7|0{5t0 ZEME CHA|EEE HEE = U

T HEFLICH AWSE 7|04} HMA &S 71T Z2ME & 2P| H| CodeStar_project-
id_Contributor HZAZ CodeStar Mg LICt. 7| DX} BMA HEHO| U= AHS At ZEME| &
05t1 Z2ME CHA|EEE HAE = UKD, BHS FIHS AL MHE == i&LICh.

"Effect": "Allow",
"Action": [

"codestar:Describe*",
"codestar:Get*",
"codestar:List*",
"codestar:PutExtendedAccess",

]I

"Resource": [
"arn:aws:codestar:us-east-2:111111111111:project/project-id",
"arn:aws:iam::account-id:policy/CodeStar_project-id_Contributor"

]

I

{
"Effect": "Allow",

"Action": [
"codestar:DescribeUserProfile",
"codestar:ListProjects",
"codestar:ListUserProfiles",
"codestar:VerifyServiceRole",

]I

"Resource": [

"y
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{
"Effect": "Allow",

"Action": [
"codestar:*UserProfile",

1,

"Resource": [
"arn:aws:iam: :account-id:user/user-name"

AWS CodeStar F0{ & ™

AWS CodeStar 550{ & M2 AIEX7I AWSHAMH Z2ZHEE £ £ UTE 5 ELICH CodeStar.
AWSE Fo{ HMA =E22 71Tl Z2ME B L4 0)H CodeStar_project-id_Viewer HHMS
CodeStar M & LI|CI. FHof HMA HEHO| U= AHE K= CodeStar AWSOHM Z2EMEE £ £ UXK|

O Bl AAE WHSILL B TAHS F7HEE MY £ siau

"Effect": "Allow",
"Action": [

"codestar:Describe*",
"codestar:Get*",
"codestar:List*",

1,

"Resource": [
"arn:aws:codestar:us-east-2:111111111111:project/project-id",
"arn:aws:iam::account-id:policy/CodeStar_project-id_Viewer"

]

I

{
"Effect": "Allow",

"Action": [
"codestar:DescribeUserProfile",
"codestar:ListProjects",
"codestar:ListUserProfiles",
"codestar:VerifyServiceRole",
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"Resource": [

i n

]
.
{
"Effect": "Allow",
"Action": [
"codestar:*UserProfile",
1,
"Resource": [
"arn:aws:iam::account-id:user/user-name"
]
}
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"Statement": [
{
"Action": [

"s3:GetObject",
"s3:GetObjectVersion",
"s3:GetBucketVersioning",
"s3:PutObject*",
"codecommit:CancelUploadArchive",
"codecommit:GetBranch",
"codecommit:GetCommit",
"codecommit:GetUploadArchiveStatus"
"codecommit:GitPull",
"codecommit:UploadArchive",
"codebuild:StartBuild",
"codebuild:BatchGetBuilds",
"codebuild:StopBuild",
"logs:CreatelLogGroup",
"logs:CreatelLogStream",
"logs:PutLogEvents",
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"cloudformation:DescribeStacks",
"cloudformation:DescribeChangeSet",
"cloudformation:CreateChangeSet",
"cloudformation:DeleteChangeSet",
"cloudformation:ExecuteChangeSet",
"codepipeline:StartPipelineExecution",
"lambda:ListFunctions",
"lambda:InvokeFunction",
"sns:Publish"

1,

"Resource": [

i n

1,

"Effect": "Allow"
},
{

"Action": [
"iam:PassRole"

1,

"Resource": [

Han
1,
"Effect": "Allow"
.
{

"Action": [
"kms:GenerateDataKey*",
"kms:Encrypt",
"kms:Decrypt"

1,

"Resource": [

i n

1,
"Effect": "Allow"
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"Statement": [
{

"Action": [
"s3:PutObject",
"s3:GetObject",
"s3:GetObjectVersion"

1,

"Resource": [
"arn:aws:s3:::aws-codestar-region-id-account-id-project-id",
"arn:aws:s3:::aws-codestar-region-id-account-id-project-id/*"

1,

"Effect": "Allow"

"Action": [

"apigateway:
"apigateway:
"apigateway:
"apigateway:
"apigateway:
"codedeploy:
"codedeploy:
"codedeploy:
"codedeploy:
"codedeploy:
"codedeploy:
"codedeploy:
"codedeploy:
"codedeploy:
"codedeploy:
"codedeploy:
"codedeploy:

DELETE",

GET",

PATCH",

POST",

PUT",
CreateApplication",
CreateDeployment",
CreateDeploymentConfig",
CreateDeploymentGroup",
DeleteApplication",
DeleteDeployment",
DeleteDeploymentConfig",
DeleteDeploymentGroup",
GetDeployment",
GetDeploymentConfig",
GetDeploymentGroup",
RegisterApplicationRevision",

"codestar:SyncResources",
"config:DeleteConfigRule",
"config:DescribeConfigRules",
"config:ListTagsForResource",
"config:PutConfigRule",
"config:TagResource",
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"config:UntagResource",
CreateTable",
DeleteTable",
DescribeContinuousBackups",
DescribeTable",
DescribeTimeTolLive",
ListTagsOfResource",
TagResource",
UntagResource",
UpdateContinuousBackups",
UpdateTable",
UpdateTimeTolLive",
ec2:AssociatelamInstanceProfile",
"ec2:AttachVolume",
ec2:CreateSecurityGroup",

"dynamodb:
"dynamodb:
"dynamodb:
"dynamodb:
"dynamodb:
"dynamodb:
"dynamodb:
"dynamodb:
"dynamodb:
"dynamodb:
"dynamodb:

"ec2:createTags",

"events:
"events:
"events:
"events:
"events:
"events:
"events:
"events:

ec2:DescribeIamInstanceProfileAssociations"”,
"ec2:DescribeInstances",
ec2:DescribeSecurityGroups",
"ec2:DescribeSubnets",

ec2:DetachVolume",
"ec2:DisassociateIamInstanceProfile",
ec2:ModifyInstanceAttribute",
"ec2:ModifyInstanceCreditSpecification",
ec2:ModifyInstancePlacement",
"ec2:MonitorInstances",
ec2:ReplacelamInstanceProfileAssociation",
"ec2:RunInstances",

ec2:StartInstances",

"ec2:StopInstances",
ec2:TerminateInstances",

DeleteRule",

DescribeRule",
ListTagsForResource",

PutRule",

PutTargets",

RemoveTargets",

TagResource",

UntagResource",
"kinesis:AddTagsToStream",
"kinesis:CreateStream",
"kinesis:DecreaseStreamRetentionPeriod"
"kinesis:DeleteStream",
"kinesis:DescribeStream",
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"kinesis:IncreaseStreamRetentionPeriod",
"kinesis:RemoveTagsFromStream",
"kinesis:StartStreamEncryption",
"kinesis:StopStreamEncryption",
"kinesis:UpdateShardCount",
"lambda:CreateAlias",
"lambda:CreateFunction",
"lambda:DeleteAlias",
"lambda:DeleteFunction",
"lambda:DeleteFunctionConcurrency",
"lambda:GetFunction",
"lambda:GetFunctionConfiguration",
"lambda:ListTags",
"lambda:ListVersionsByFunction",
"lambda:PublishVersion",
"lambda:PutFunctionConcurrency",
"lambda:TagResource",
"lambda:UntagResource",
"lambda:UpdateAlias",
"lambda:UpdateFunctionCode",
"lambda:UpdateFunctionConfiguration",
"s3:CreateBucket",
"s3:DeleteBucket",
"s3:DeleteBucketWebsite",
"s3:PutAccelerateConfiguration",
"s3:PutAnalyticsConfiguration",
"s3:PutBucketAcl",
"s3:PutBucketCORS",
"s3:PutBucketLogging",
"s3:PutBucketNotification",
"s3:PutBucketPublicAccessBlock",
"s3:PutBucketVersioning",
"s3:PutBucketWebsite",
"s3:PutEncryptionConfiguration",
"s3:PutInventoryConfiguration",
"s3:PutLifecycleConfiguration",
"s3:PutMetricsConfiguration",
"s3:PutReplicationConfiguration",
"sns:CreateTopic",
"sns:DeleteTopic",
"sns:GetTopicAttributes",
"sns:ListSubscriptionsByTopic",
"sns:ListTopics",
"sns:SetSubscriptionAttributes",
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"sns:Subscribe",
"sns:Unsubscribe",
"sqs:CreateQueue",
"sqs:DeleteQueue",
"sqgs:GetQueueAttributes",
"sqgs:GetQueueUrl",
"sqs:ListQueueTags",
"sqs:TagQueue",
"sgs:UntagQueue"

1,

"Resource": "*",

"Effect": "Allow"

"Action": [
"lambda:AddPermission",
"lambda:RemovePermission"

1,

"Resource": [
"arn:aws:lambda:region-id:account-id:function:awscodestar-*"

1,
"Effect": "Allow"

"Action": [
"iam:PassRole"
1,
"Resource": [
"arn:aws:iam::account-id:role/CodeStar-project-id*"
1,
"Effect": "Allow"

"Condition": {
"StringEquals": {
"iam:PassedToService": "codedeploy.amazonaws.com"

},

"Action": [
"iam:PassRole"

1,

"Resource": [
"arn:aws:iam::account-id:role/CodeStarWorker-project-id-CodeDeploy"

1,
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"Effect": "Allow"

I
{

"Action": [
"cloudformation:CreateChangeSet"

1,

"Resource": [
"arn:aws:cloudformation:region-id:aws:transform/Serverless-2016-10-31",
"arn:aws:cloudformation:region-id:aws:transform/CodeStar"

1,

"Effect": "Allow"

I
{

"Action": [
"iam:CreateServicelinkedRole",
"iam:GetRole",

"iam:DeleteRole",
"iam:DeleteUser"

1,

"Resource": "*",

"Effect": "Allow"

I
{
"Condition": {
"StringEquals": {
"iam:PermissionsBoundary": "arn:aws:iam::account-id:policy/
CodeStar_project-id_PermissionsBoundary"
}

},

"Action": [

"iam:AttachRolePolicy",
"iam:AttachUserPolicy",
"iam:CreateRole",
"iam:CreateUser",
"iam:DeleteRolePolicy",
"iam:DeleteUserPolicy",
"iam:DetachUserPolicy",
"iam:DetachRolePolicy",
"iam:PutUserPermissionsBoundary",
"iam:PutRolePermissionsBoundary"

1,

"Resource": "*",

"Effect": "Allow"

I
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"Action": [
"kms:CreateKey",
"kms:CreateAlias",
"kms:DeleteAlias",
"kms:DisableKey",
"kms:EnableKey",
"kms:UpdateAlias",
"kms:TagResource",
"kms:UntagResource"

1,

"Resource": "*",

"Effect": "Allow"

"Condition": {
"StringEquals": {
"ssm:ResourceTag/awscodestar:projectArn":
"arn:aws:codestar:project-id:account-id:project/project-id"

}
},
"Action": [
"ssm:GetParameter*"
1,
"Resource": "*",

"Effect": "Allow"

AWS CloudFormation 2 2 At Q& H& (EfHY EFA| 7|& 20183 12& 6 0|7)
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{
"Statement": [
{
"Action": [
"s3:PutObject",
"s3:GetObject",
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"s3:GetObjectVersion"

1,

"Resource": [
"arn:aws:s3:::aws-codestar-us-east-1l-account-id-project-id-pipe",
"arn:aws:s3:::aws-codestar-us-east-1-account-id-project-id-pipe/*"

1,

"Effect": "Allow"

"Action": [
"codestar:SyncResources",
"lambda:CreateFunction",
"lambda:DeleteFunction",
"lambda:AddPermission",
"lambda:UpdateFunction",
"lambda:UpdateFunctionCode",
"lambda:GetFunction",
"lambda:GetFunctionConfiguration",
"lambda:UpdateFunctionConfiguration",
"lambda:RemovePermission",
"lambda:1istTags",
"lambda:TagResource",
"lambda:UntagResource",
"apigateway:*",
"dynamodb:CreateTable",
"dynamodb:DeleteTable",
"dynamodb:DescribeTable",
"kinesis:CreateStream",
"kinesis:DeleteStream",
"kinesis:DescribeStream",
"sns:CreateTopic",
"sns:DeleteTopic",
"sns:ListTopics",
"sns:GetTopicAttributes",
"sns:SetTopicAttributes",
"s3:CreateBucket",
"s3:DeleteBucket",
"config:DescribeConfigRules",
"config:PutConfigRule",
"config:DeleteConfigRule",
"ec2:*",

"autoscaling:*",
"elasticloadbalancing:*",
"elasticbeanstalk:*"
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1,

"Resource": "*",

"Effect": "Allow"

.
{

"Action": [
"iam:PassRole"

1,

"Resource": [
"arn:aws:iam::account-id:role/CodeStarWorker-project-id-Lambda"

1,

"Effect": "Allow"

},
{

"Action": [
"cloudformation:CreateChangeSet"

1,

"Resource": [
"arn:aws:cloudformation:us-east-1:aws:transform/Serverless-2016-10-31",
"arn:aws:cloudformation:us-east-1:aws:transform/CodeStar"

1,

"Effect": "Allow"

}

AWS CodePipeline 22Xt & HA (EfHEY EFA| 7|& 2018 122 6 0|7)
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{
"Statement": [
{

"Action": [

"s3:GetObject",
"s3:GetObjectVersion",
"s3:GetBucketVersioning",
"s3:PutObject"

1,

"Resource": [
"arn:aws:s3:::aws-codestar-us-east-1-account-id-project-id-pipe",
"arn:aws:s3:::aws-codestar-us-east-l1-account-id-project-id-pipe/*"
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1,
"Effect": "Allow"

},
{

"Action": [
"codecommit:CancelUploadArchive",
"codecommit:GetBranch",
"codecommit:GetCommit",
"codecommit:GetUploadArchiveStatus",
"codecommit:UploadArchive"

1,

"Resource": [
"arn:aws:codecommit:us-east-1:account-id:project-id"

1,

"Effect": "Allow"

I
{

"Action": [

"codebuild:StartBuild",
"codebuild:BatchGetBuilds",
"codebuild:StopBuild"

1,

"Resource": [
"arn:aws:codebuild:us-east-1:account-id:project/project-id"

1,

"Effect": "Allow"

},
{

"Action": [
"cloudformation:DescribeStacks",
"cloudformation:DescribeChangeSet",
"cloudformation:CreateChangeSet",
"cloudformation:DeleteChangeSet",
"cloudformation:ExecuteChangeSet"
1,
"Resource": [
"arn:aws:cloudformation:us-east-1:account-id:stack/awscodestar-project-
id-lambda/*"

1,
"Effect": "Allow"
},
{
"Action": [
"iam:PassRole"
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iF
"Resource": [
"arn:aws:iam::account-id:role/CodeStarWorker-project-id-CloudFormation"

1,
"Effect": "Allow"

Mol M E B2 AWSE= CodeBuild & 3k}
CodeStar o=|°*01| CHer letel ’“"‘—h‘% A“S?ﬂ%L—IEP. ChE2 E3 dFo| ol M L.

{
"Statement": [
{

"Action": [
"logs:CreatelLogGroup",
"logs:CreatelLogStream",
"logs:PutLogEvents"

1,

"Resource": "*",

"Effect": "Allow"

},
{

"Action": [
"s3:PutObject",
"s3:GetObject",
"s3:GetObjectVersion"

1,

"Resource": [
"arn:aws:s3:::aws-codestar-us-east-1-account-id-project-id-pipe",
"arn:aws:s3:::aws-codestar-us-east-1l-account-id-project-id-pipe/*",
"arn:aws:s3:::aws-codestar-us-east-1l-account-id-project-id-app",
"arn:aws:s3:::aws-codestar-us-east-1-account-id-project-id-app/*"

1,

"Effect": "Allow"

},
{
"Action": [
"codecommit:GitPull"
1,
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"Resource": [
"arn:aws:codecommit:us-east-1:account-id:project-id"

1,
"Effect": "Allow"

"Action": [
"kms:GenerateDataKey*",
"kms:Encrypt",
"kms:Decrypt"
1,
"Resource": [
"arn:aws:kms:us-east-1:account-id:alias/aws/s3"
1,
"Effect": "Allow"
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{
"Statement": [
{
"Action": [
"codepipeline:StartPipelineExecution"
1,
"Resource": [
"arn:aws:codepipeline:us-east-1:account-id:project-id-Pipeline"
1,
"Effect": "Allow"
}
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{

"Version": "2012-10-17",
"Statement": [
{
"Sid": "1",
"Effect": "Allow",
"Action": [
"s3:GetObject"
1,
"Resource": [
"arn:aws:s3:::*/AWSLogs/*/Config/*"

"Sid":. "2",
"Effect": "Allow",
"Action": [
Han
1,
"Resource": [
"arn:aws:codestar:us-east-1l:account-id:project/project-id",
"arn:aws:cloudformation:us-east-1:account-id:stack/awscodestar-project-id-
lambda/eefbbf20-c1d9-11e8-8a3a-500c28b4e461",
"arn:aws:cloudformation:us-east-1:account-id:stack/awscodestar-project-
id/4b80b3f0-c1d9-11e8-8517-500c28b236fd",
"arn:aws:codebuild:us-east-1:account-id:project/project-id",
"arn:aws:codecommit:us-east-1:account-id:project-id",
"arn:aws:codepipeline:us-east-1:account-id:project-id-Pipeline",
"arn:aws:execute-api:us-east-l:account-id:7rlst5mrgi",
"arn:aws:iam::account-id:role/CodeStarWorker-project-id-CloudFormation",
"arn:aws:iam::account-id:role/CodeStarWorker-project-id-CloudWatchEventRule",
"arn:aws:iam::account-id:role/CodeStarWorker-project-id-CodeBuild",
"arn:aws:iam::account-id:role/CodeStarWorker-project-id-CodePipeline",
"arn:aws:iam::account-id:role/CodeStarWorker-project-id-Lambda",
"arn:aws:lambda:us-east-1:account-id:function:awscodestar-project-id-lambda-
GetHelloWorld-KFKTXYNH9573",
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"arn:aws:s3:::aws-codestar-us-east-1-account-id-project-id-app",
"arn:aws:s3:::aws-codestar-us-east-1l-account-id-project-id-pipe"
]
1,
{
"Sid": "3",
"Effect": "Allow",
"Action": [
"apigateway:GET",
"config:Describe*",
"config:Get*",
"config:List*",
"config:Put*",
"logs:CreatelLogGroup",
"logs:CreatelLogStream",
"logs:DescribelogGroups",
"logs:PutLogEvents"
1,

"Resource": [
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"Version": "2012-10-17",
"Statement" : [
{
"Effect" : "Allow",
"Action" : [
"codestar:ListResources",
1,

"Resource" : "arn:aws:codestar:us-east-2:project/my-first-projec"
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"Version":
"Statement": [

{
"Sid":

]I

"Resource":

"Sid":

n
n
"iam
n

r°l-

"2012-

iam:
iam:
iam:
iam:
iam:

iam:
iam:

iam:
iam:

H>1|71I z4 Z2& HEE 58 ERE ¢
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EE
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10-17",

"ViewOwnUserInfo",
"Effect":
"Action":

"Allow",

[
GetUserPolicy",
ListGroupsForUser",
ListAttachedUserPolicies",
ListUserPolicies",
GetUser"
username}"]

["arn:aws:iam::*:user/${aws:

"NavigateInConsole",
"Effect":
"Action":

"Allow",

[
GetGroupPolicy",
GetPolicyVersion",

:GetPolicy",
iam:

ListAttachedGroupPolicies",
ListGroupPolicies",
ListPolicyVersions",
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"iam:ListPolicies"
"iam:ListUsers"

]I

"Resource": "*"
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"2012-10-17",
L

"Version":
"Statement" :
{
"Effect" : "Allow",
"Action" : [
"codestar:UpdateProject"

]I

"Resource" "arn:aws:codest

Z2HMEo B F7t
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"2012-10-17",
L

"Version":
"Statement" :
{
"Effect" :
"Action"

"Allow",
L

’
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MEXO|H 22 HME MBI} Z2 AWS CodeStar ZZ2H
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ar:us-east-2:project/my-first-projec"
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"codestar:AssociateTeamMember",

]I

"Resource"

"arn:aws:codestar:us-east-2:

project/my-first-projec"
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{
"Effect" : "Deny",
"Action" : [
"codestar:DisassociateTeamMember",
1,
"Resource" : "arn:aws:codestar:us-east-2:project/my-first-projec"
}
]
]
}
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{
"Version": "2012-10-17",
"Statement" : [
{
"Effect" : "Allow",
"Action" : [
"codestar:ListUserProfiles",
1,
"Resource" : "*"
}
]
}
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"Version": "2012-10-17",
"Statement": [
{
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"Sid": "ListProjectsInConsole",
"Effect": "Allow",
"Action": "codestar:ListProjects",
"Resource": "*"
},
{
"Sid": "ViewProjectIfOwner",
"Effect": "Allow",
"Action": "codestar:GetProject,
"Resource": "arn:aws:codestar:*:*:project/*",
"Condition": {
"StringEquals": {"codestar:ResourceTag/Owner": "${aws:usernamel}"}
}
}
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/codestar/latest/userguide/history.html
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User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html

AWS CodeStar INT=IY A To] =]

+ IDHCB0IMS S5 M2 HEHS RIBstE WS Fok=2{R! IAM AHS MM 2l 0l A 9
SE ASROIZ AMA Mt MB(RZ BY W OIS BEFHAAIL.
Fa

=
« AR A HMAO CHE BT BlAL JIH HAM ASO| OIS YO IAM AHS MHA
O IAMO| A EA HH B[AA HHYAE FXFMR.

AWS CloudTrail2 AF235t04 AWS CodeStar API 21 s & 24

AWS CodeStar= AWS CodeStar0ll A AF& X} & EE= AWS AMH|A T =&38F 2Fdof CHE 2=
E N|Z235t= MH|A 2l AWS CloudTrail2t S €HElLICH. CloudTrail2 AWS CodeStar0i CHEF 2= API
M S E8 o|HER X ELICH HAEIE 2 5F0|= AWS CodeStar 2L0AM &8st 21X &

|

£ 1} AWS CodeStar API Ztedof Chet = =Y s &0| ZEELICL £ g M50 AWS CodeStar
OHIEE Z &8t CloudTrail OHEE XISXMOZ S3 HZ/0 HIZE £ JU&LICH FXE TH5K| &
2 820k CloudTrail 2&2| O[HIE 7[S0f A %|¢] O|HEE & = U&LICH CloudTrailof A £~ &Et
HEE ME3t0{ AWS CodeStartl| +#E @, QHO| +™E IP T4, 2EE = AR, 2FO0|
THE AlZE W VB MR HEE Folg £+ A&LICH

CloudTrailofl CHEH XtAMIEH LIE 2 AWS CloudTrail AL MHME EESHME

CloudTrail2| AWS CodeStar M=

CloudTrail2 7"d 44 Al AWS AHo|M A8 EI=S MY ELICH AWS CodeStar0i| Al # S0 245t
M ofld &S0| O[HE 7|Fo| CHE AWS AH|A O|HIESL & 7H CloudTrail O|HIE 0| 7|S-ELICH AWS
HEo|M =&l OHEE &0l AM I CIRECE = Q&L RHMEH LI 2 CloudTrail O[HE 7|5
£ AM835t0{ O|HE H7|8 &XFHM 2.

AWS CodeStar0i| CiEt O|HEE Z &350 AWS Ao O|HIEE X|EHMoZ J|E5i2{H FHE MY
gLICH 2&0M FHE HdstH 7|2Mo 2 BE AWS 2T FX0| MEELICH FXH2 AWS It

E|Mof Q= RE Z|Mo| O|HEE 22510 X|MEISIHZIIo2 2 ntede MEELICt CHE AWS

MH|AE 445104 CloudTrail 2101 £+&E o|HE HI0|EE £7I2 EMstD TX|E F[E = &L
Ch. XtMEE LI8 2 Cte2 & XstAIR.

 CloudTrail X MH|A & S8

L

« CloudTrailodl CH8F Amazon SNS &2 74

« 0424 2|0 M CloudTrail 21 mt 2t7| & o424 AHHof| M CloudTrail 21

!‘—'I

=

mO
ne
N

AWS CloudTrail& AH&304 AWS CodeStar APl &%

bol
M
Hu
oN

201


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-aws-service-specific-topics.html#cloudtrail-aws-service-specific-topics-integrations
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/getting_notifications_top_level.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/receive-cloudtrail-log-files-from-multiple-regions.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-receive-logs-from-multiple-accounts.html
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=52 LIEHH of MLt
{

"eventVersion": "1.05",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AROAJLIN20F3UBEXAMPLE:role-name",
"arn": "arn:aws:sts::account-ID:assumed-role/role-name/role-session-name",
"accountId": "account-ID",
"accessKeyId": "ASIAJ44LFQS5XEXAMPLE",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2017-06-04T23:56:57Z"
.
"sessionIssuer": {
"type": "Role",
"principalId": "AROAJLIN20F3UBEXAMPLE",
"arn": "arn:aws:iam::account-ID:role/service-role/role-name",
"accountId": "account-ID",
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https://docs.aws.amazon.com/codestar/latest/APIReference
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-event-reference-user-identity.html
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"userName": "role-name"
}

},

"invokedBy": "codestar.amazonaws.com"
},
"eventTime": "2017-06-04T23:56:57Z2",
"eventSource": "codestar.amazonaws.com",
"eventName": "CreateProject",
"awsRegion": "region-ID",
"sourceIPAddress": "codestar.amazonaws.com",
"userAgent": "codestar.amazonaws.com",
"requestParameters": {

"clientRequestToken": "arn:aws:cloudformation:region-ID:account-ID:stack/stack-

name/additional-ID",
"id": "project-ID",

"stackId": "arn:aws:cloudformation:region-ID:account-ID:stack/stack-
name/additional-ID",
"description": "AWS CodeStar created project",
"name": "project-name",
"projectTemplateId": "arn:aws:codestar:region-ID::project-template/project-
template-name"
I
"responseElements": {
"projectTemplateId": "arn:aws:codestar:region-ID::project-template/project-
template-name",
"arn": "arn:aws:codestar:us-east-l:account-ID:project/project-ID",
"clientRequestToken": "arn:aws:cloudformation:region-ID:account-ID:stack/stack-

name/additional-ID",
"id": "project-ID"
I
"requestID": "7d7556d0-4981-11e7-a3bc-dd5daEXAMPLE",
"eventID": "6b0d6e28-7ale-4a73-981b-c8fdbEXAMPLE",
"eventType": "AwsApiCall",
"recipientAccountId": "account-ID"

AWS CodeStare| & =4 =0l

AWS CodeStar= AWS 7 &4 T 234 0| HH|of| &£5FK| et&LICt.

S 7Y E4 T2 Helol S5 AWS AMHlAC| S22 B F4 22 KB AWS He| L
MH|A HO|X[o|AM 2QlstM|2. LBt ME=AWS 78 &+ T2 32 HFAFAL.
A =4 20l 203

il

[


https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/programs/
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https://docs.aws.amazon.com/artifact/latest/ug/downloading-documents.html
https://docs.aws.amazon.com/artifact/latest/ug/downloading-documents.html
https://aws.amazon.com/about-aws/global-infrastructure/
https://aws.amazon.com/security/
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https://docs.aws.amazon.com/STS/latest/APIReference/Welcome.html
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AWS CodeStar

ANSxt Z=EOo| o|HY F4

AWS CodeStar0i| CHEt ¢iS =

B HMA EE A AN A

HMA FE A

IAM g

OlHY =4 @E Z8fetT REE
Yoz ZLIok FLch

AWS CodeStar= @38t RS
A KA B5E A2 KHELICH RE
AWS CodeStarE At835tE W2 T
L|Ct.

X2o| %|CH 5,120AF7t IAM ¥

e HHe

=I=[=g

207




AWS CodeStar INT=IY A To] =]

2 X siZ2 AWS CodeStar

CHHS 2 AWS CodeStarol A ditMo = edlstE 2ME sfidste ol &8 HE LT

g 2X: AWS CodeStar ZTEME

|
- I2ME OHE7| Mnl: T2MET| BFEO{X|X| S
- ZE2NE OHE7 Z2MEE BtE [ Amazon EC2 748 HESE{ D 5tM 277t LIEHE LT
« ZZHME AK|: AWS CodeStar Z2ME 7} ALK | QAX|BE 2l AATL OFE] Hol Ql&LCH,
o Bl el A T2 HMEo| Blof| IAM AFEAHE FIHE &= g1&LICH AWS CodeStar
« HMA A moefold MEXE ZEMEN MIE + gi&LICH AWS CodeStar
o HMA A W2 o|M A8 AtE BHE| AMASHHLE B EE BFE & Si&LICH AWS Cloud9
o HMA Ao Hoefold M8 ZEMEE BHE = /UX|EF AWS CodeStar ZZHME E[AAE
£ = HaLt
« MH|IA Fg B MH[A A4S B =+ SigLITH
« MH|A dg A MH|A 480| RESHR| pE7ALE SigLIC
LA

2

QIAEIA O] AWS Elastic Beanstalk A Eff Q10| Al

AR
ul o |0
m 2 m e |19
19

H||H

15|
HU [Hu o (Hu
2

dg EXM: Z=HME Hg0| RESK| 7L si&LICH

S : 09 8}
« Z2NME BEH: JIRAC QAT £ QigLIC

 GitHub: 2| ZX|EE[Q| HO! 7|5, Olff = I =0 HMAE = gi&LICH
« AWS CloudFormation: =2 &l 3t [{FZ 0l A4 MAMHO| FAFH

[
« AWS CloudFormation Lambda 4/8 PassRole Q& 0{| A iam: 2 £aigr Heto| gigLict.

SH
(=]
. B|ZX|E2|ol CHEt A2 AiAdEH & o1& L |CH GitHub

- siig IDol ZEME7TL o|0| AWS AHo| EXHstH, CHE AWS X|Hof UE = U&LICH.

2301 [ AHESH IAM ALEXI0fAHIE ZE2EME ddof 28 HEHo| AWS Management Console
o LCt.

HA =H

[kl

EME pE7| Al Z2MEJ} BHE{X|X| oIS 208



AWS CodeStar INT=IY A To] =]

+ AWS CodeStar MH|A g of Ze et Heto| stLt ol FE E[QI&LICH
- ZEMEO| 5Lt O|a ol 2lAA0f CHE = |CH B (0d: IAM, Amazon S3 HZ! EE= THO[Z2telol 1
ZH4 g2l E3 gt off ZE R &LICt CodePipeline

Z2H™MEE Ot 7| M0of AWSCodeStarFullAccess MHE0| IAM AF2 XFof| A M EI= K| & QIS4

| &
Al2. REMIBH HE = AWSCodeStarFullAccess 22 X 5HAI2.

Z2MEE s [ ID7F 185t AWS CodeStar 2T A2 SZ6lof gL
AWS Z|AAE 2|8 £AWS CodeStar /= Mt @& &QIEtE

CIE EXE s Zdst2{™ AWS CloudFormation 242 Y1 Dteg{n SiE T 2%
gt CtZ O|HIE RS MENELICH Z2XME stLtol| 5 7 O|&f ol AEHO|
awscodestar-2Z A|%El D Fof ZZME D7} SLICH ABY0| [Deleted] ZE] | of2H

AA&LICH AEH O|HIES| RE AT HAIX|IE AEStD {8t Auljo| #olo 2 LIY¥= 2X|2 siZg
L|C}.

B Z2HMEE OtE= 50 Amazon EC2 7+ SME TEISIH, @F HA|X| EE Mo Z EAIE
SMO| LIEILF ZENME HET|E HESE =+ elaLIch

oY @F HAIX|ZF LIEILHE 7HE dEFM Q1 ol 7= ChSot Z &L

4>

AWS CodeStar ZZHME E*'%%J_QI VPC (7|2 VPC &=
o= A& QIAEA HHAAIZ} /e Ea

—

Amazon EC2 744 TZE| A| A+ El VPC)
CIAEA RPO| X|HE|X| f&LICH CHE

OIAEIA Q3% o= Ct2 Amazon VPCE MEHEHL|CE.

- AWS A ZH0i= Amazon VPC7}t @i&LICH 7|& VPCE AX|8t & CHE VPCE HM5HX| AAS =
Q& LICH. hitps://console.aws.amazon.com/vpc/ HlA Amazon VPC 2&£2 @11 L} VPCE MEHE
Ctg StLt |4 ol VPC7L R k|04 U= K| 2 QIR LICt gi= AR StLHE BHELICH RHA[EH LI 2

Amazon Virtual Private Cloud A|& QLA 2| Amazon VPC 72 EHHE FHESHMIL.
CHSt =

« Amazon VPCO| MEYI0| i&LICt. CHE VPCE MEYSH7HLE VPCO]|
HiEt Llge vPC 2! MEY 7|2 AleHE & X SHAIAL.

ZZME MHEJ| ZZMEEZE O I Amazon EC2 A4S HEISI2{n §tH @7 7F LIEFfLICH 209


https://console.aws.amazon.com/vpc/
https://docs.aws.amazon.com/AmazonVPC/latest/GettingStartedGuide/ExerciseOverview.html
https://docs.aws.amazon.com/vpc/latest/userguide/VPC_Subnets.html#vpc-subnet-basics

AWS CodeStar AR} 710|1E
Z2™ME APK|: AWS CodeStar ZE2MEJ} AN T|RAX|BE 2| AA T}
Ot&! &hot & LCt.

E2A|: AWS CodeStar Z2HME 7} AXEUX|CHSHE Z2HE of MME Z|AAT 04T ERHE
LICt Z7[2™Mo 2 T 2ME 7} AWS CodeStar AHK||E|H T 2 A AT AK|ELICH Amazon S3 B
Zla 2 AR B AAE AR} ElAA AK| olgtg MENSIHEHE B{Zl0d| S|o|E{7F Z & &[0

=
+looz BEELL

Eol
= T
E 2|

7tstt id 2':AWS CloudFormation Z£2 @1 Z2HMEE tE= O AHEE AWS

CloudFormation AE{E 5tLt O|4 O AA|R. ABH O|F2 awscodestar-2 A&t F{of =2
E ID7t ELICt. AB40]| [Deleted] HE 27| of2Hol| US 5= AGLICH AT} HAF O|HEE HES
o SiiE Z2HMEof CHal BHE 2las ICt. AWS CodeStar Z2HMEE M43 AWS X|20| Z

AEA
—_— P =1
Blan0l CHEt 228 I CHS EIAAE £502 ARSHAAIL.

o

fOb 918 4 QU= ZRME BlAAL CHEI 2L

fjo

r|m
15
Hu
12
[m
L)
B>
I>
[ul'l

« Amazon S30i Q= StLE Ol o] ZEME H{Z!L|Ct. C} 2| Amazon S32]
Z2ME W2 ZEMEQ} 37H AWS CodeStar 221 AWS Z|AA ALK zrgla_r% MEiSH T AbK|
T|X| ek &Lct.

https://console.aws.amazon.com/s3/0I| A S3 2&2 LICt.

o L ZEMEO| AA B|EZX|EE|. CodeCommit

https://console.aws.amazon.com/codecommit/ A CodeCommit 2& 2 JL|C}.

« M Z2EMEE QI8 10| Z2}2! CodePipeline.

https://console.aws.amazon.com/codepipeline/ 0l A CodePipeline 2&& LIC}.

- ol ofZE|70|Md X! &2 HiEZ & CodeDeploy

https://console.aws.amazon.com/codedeploy/ 0l A CodeDeploy 2&& iLIC}.

« AWS Elastic Beanstalk2| O Z2|71|0|M &l ghad A lL|Ct.

https://console.aws.amazon.com/elasticbeanstalk/0{| M Elastic Beanstalk & & 4LIC}.

« AWS Lambda®| &f4=¢lL|C}.

https://console.aws.amazon.com/lambda/ 0l A{ AWS Lambda & LICt.

- API GatewayO0i| /= StLt Ol 2| APIILICt.

Z2ME MK AWS CodeStar Z2EME 74 AKX TR KTt 2| L ATL OFE] ot U&LICEH 210



https://console.aws.amazon.com/cloudformation
https://console.aws.amazon.com/s3/
https://console.aws.amazon.com/codecommit/
https://console.aws.amazon.com/codepipeline/
https://console.aws.amazon.com/codedeploy/
https://console.aws.amazon.com/elasticbeanstalk/
https://console.aws.amazon.com/lambda/

AWS CodeStar INT=IY A To] =]

https://console.aws.amazon.com/apigateway/H| A Amazon API Gateway 2 &2 LIC}.

 IAMO] Rl= StLt Ol 2| IAM 3 EE= g @lLCt

0l AWS Management Console 2121511 https://console.aws.amazon.com/iam/ Ol A IAM 2& 2
QLct.

« Amazon EC20{ = CUAEAQIL|CI.

https://console.aws.amazon.com/ec2/H| A Amazon EC2 2&& L|C}.

« ol stLt ol&fof i B F ol I&LICH AWS Cloud9

e BEE B, HMASH D, 2HEI5HE{™ hitps://console.aws.amazon.com/cloud9/ 0| A AWS

Z=HME|M 2T 2[AA AWS (04]: Atlassian JIRA2| GitHub E[ZX|EE| E=
2 CodeStar ZEMEQ} 7| & 2|44 AMK| 4XHE MEHSHE SHE AWS 2
LICE.

Bl 2to| Alul: =2 ME 9| Elof| IAM AFEXIE FIte

AWS CodeStar

1
50
Ip
C
_lTI_

Ty g o| @LF VI L MStE 7HE LBl o|R = SHE AFEXRI7H IAME] AL XA M8 E £ U=
2 Q 1 A8 AWS CodeStar Z2 M E 0]
o A

ForE A + A&l

SHE AWS CodeStar ZTEMEO| AQXIOI AIZAIEZ 2ZOQIFIEX| &QISHM 2. XM HE = AWS
CodeStar ZEXMEO| Bl F7I 2 2

g 2| Mo Z2HMEO| Bloi| IAM AF8XHE FI7HE = gi& LI AWS CodeStar 211


https://console.aws.amazon.com/apigateway/
https://console.aws.amazon.com/iam/
https://console.aws.amazon.com/ec2/
https://console.aws.amazon.com/cloud9/
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_iam-limits.html
https://docs.aws.amazon.com/general/latest/gr/aws_service_limits.html
https://docs.aws.amazon.com/general/latest/gr/aws_service_limits.html

AWS CodeStar AR} 710|1E
MM A Al: HH2 oM AFEXRIE Z2EHEN| H2e = Q& LIt
AWS CodeStar

S W oIBHE AFSRIE 2IQIRCHY, QIR B gl Must BE
O

a— o =
= ZZME o| AWS CodeStar 704/7|01XH/A R A 2 E[SE A

@
2
12
o
e
M
o

HM| A Almlf: HHZ O|M AFE X &E0] dMASHAHLE 2t E S Bt
E &+ & L|CH AWS Cloud9

A " o|M AF2XtE 220 AWS Cloud9 &2 EHLI gtE £ gi&LICH AWS Cloud9

=8 Y A E AISKE ZOQIRICHH, AT E AL XS] AFol M 22l Yol AR U=
K| EHelstMA2.

|2 0| E ALS At HEof WHg 502 ¢4
7V LICH 21S AWS Cloud9 AL A S &of 22 HH Od Z2& ’“KoHHIO

=1. = —_ = = AN

HM|A Aluf: HHH O|M A A ZEMEE THE £ UX|TF AWS
CodeStar TEME Z|AAE E £= 9is&LCt

AN HEE AR ZENMEE MME £ QX0 ZTEME mlo|ZEIQ 242 ZENME B[AAE E
== Si&LcH

7t=8t s YWEd: AWSCodeStarFullAccess& 23 HAME o448t 22 0| M AWS CodeStarZ 2|
EE HE £ Qe HEo| U&LICH SHX|EF RE ZEME Z[AAN HAMASIE{H ARA | HAY
2 iZsHoF &LCt.

ZZME 2[AAE AWS CodeStar BHE F0|l= AKXl 7|04AF & FHoq 22| HAMoM ZE ZENME

ElAAO| CHEE Z2EME HEHS AP%Q—’F JELICH 2 E E|lAAN HMHASE{H, ARA PSS gt
2 XX QdZsHof BrLCH 3CHA|: A2 RFO| IAM HEH TAE B ESML.

HMA Al W2 oM ASKE Z2MEN HZE & g!&LICH AWS CodeStar 212



AWS CodeStar INT=IY A To] =]

MH|& g EX: MH[A g E BHE = SlaLIC

M o Z2MEE BFEE4{1 AWS CodeStarst T AMH|A g g BHEEIE HIAIXI7F ZAIELICH
ZZMEE Q= SME MEiSIH 2771 LIEHELICH

~+ ML
rot
o

Jtsh i e o] LR 7 HMSHE 7HE UEtMRl O|lfRE ME|A YES DtE = UAE S
§to| Qi AEe 2 2% 7| MEYLICH AWS AWS CodeStar MH|A 238F (aws-codestar-
service-role) 2 MHEZH HEIXI E= FE 7=||7é>9§ 2I0l8oF gLICH E2&0M 202 E
F, MEL|[= AdministratorAccess ZE2[d HAO| A= IAM AFE X2 CHA| 2318 L C

™ mn

2 X|: AWS CodeStar 242 28 AWS CodeStar AMH|A 38H0| Qi7{Lt & 5HX| SiChE HIA|R|7F E
AlEL|CE.

Ir

7hE ersiel ol

i MlSt= 2] = 22l AA8XI7F MH|A 998 (aws-codestar-
service-role)2 WAL A X[ 7| M2 ULICE MH[A A& 0| &fxl|El B2 0| BHEEl= A
X|7F LEEFSLICEH &2 DtEBMH #E| AI8AH E= FE AYoR 205l ofF g LCH dgo| HWEE
A o 0|4 R E5X| et&LICH ZE| A AR IAM 220 230151, ¥ SE oM sHE MH|A
52 32 F, 0|2 AFX|ELICH AWS CodeStar 2 2 TeHst 1 x| &Elof| w2k MH|A ge MdEt
L|CH

Z2ME o3&t 2X|: AWS CodeStar Z2ME L} QIAEAO| AWS
Elastic Beanstalk &'Elf Q10| AlujgrL|C}.

EA: 2017 9& 222 0|F10{| Elastic Beanstalk = AWS CodeStar ZZMEE M-8t 4=
Elastic Beanstalk &'E Ql0| Almj& 4= l&LCt. E MM = Elastic Beanstalk A2 &t BT
BZ451 K| ohQtCh &

X

(=)
AFE &Holo| AMluist T 3|AH AENTE 2 = L|CH MAF AE) &Qlo| Alufstr et
=, o Z 2|7 o|Me S

ot x| oA, My el & elo| Aufstn o Z2[7H|0olM0| SHIZ 7| 2 S5HK| §f 2 = U&LICH

M
|n=| H=I

—_
2 JlOI'
I'

o
MAaMoZ AMRE|LICH T2 ME MM £ Elastic Beanstalk £AS $F BT 844
A

—

AWS Management Console £ 19I5t 11 https://console.aws.amazon.com/iam/ M| A IAM &
Lt
=

(OIEH & = Sl B AWS AE #EIRH =22 2EHAAIR)

MH[A g 2R MH[A 4ghg BHE o el&LIch 213


https://console.aws.amazon.com/iam/
https://console.aws.amazon.com/iam/

AWS CodeStar A2R FHols

2. EMFOM S MEIELIC

3. UEg =50|M Project-ID -EBE MEAEIL|CICodeStarWorker. 07| Project-ID= ### ## #
### 3 otLEQ| IDYULICH (BSS0iM G2 A &S £ oiChH, M Axtol g 0| YR k=
MR E Y™SAAIR)

4. T oA Y2 AA S HEErLCt

5 M FF0|M & S MEELICH

AWSElasticBeanstalkEnhancedHealthAWSElasticBeanstalkService (S S 0|A Mg &H 52

= iCHH, M Xl HH o|& YF = MR E U™HsHEAIR)

(o))
>
o
[
=

o742 MEHSIN|Q.

o 1 _=2

2E g¥S L 2 Aol chst 3~6E

\I
o
DW
h
O
.
0
0
ﬁ
H
(=)
()
o
Q
0
[V,
ﬁ
QU
3
()
N
k
)
H
m
w
=
=u
m
0
=

ZaxE o9y BA: T2HE 80| R2 5| 8L gLt

; AEXHE FTtstEdn st Z2ME fghof CHet HAo| gi7Lt & ot x| 2fot =Tt
of AmfRict=E @7F HIAIX|Z LEEFZLICEH

T e 0| L F 7L YMStE 7HE YRRl O|f = IAMOIA StLt Ol o] Z2ME HAo| HE LI
L AXEIQR7| HEQLICH Z2EME MMe z2MEMZ 7195t CHA| AWS CodeStar BHS £
i&LICH Ol Z2ME = A& 5= Qi&LICH oM AWS CodeStarZ2ME & OHE C}3 O|O|EE M
2HMEZ 0to|ad0|MEIAAIR. AI8E £ Qi Z2ZMEQ| Z|ZX|EZ|0M Z2ME IEE X
St M Z2MEQ| Z[ZX|EE|Z2 0| ZEE FAIELICH O|I Z2MEO| El wiki HEE M ==
MEO SALELICH M| Z2EXMEo| AAEXIE FIHELICH ClO|E{2t ™S ZF oto|ad oMU
ANEE = Qi ZENMEE AXIFLICH

Z2ME BHEH- JIRAM 1288 £~ 9isLC.

- =

Z2A: Atlassian JIRA & T2 7242 AL235104 AWS CodeStar ZEMEE JIRA QIAE A0 945}
110 5™ Ch=21F 262 HIAIX|I7F EAIELICH “URLO| &8 JIRA URLO| OF=!L|CH URLO| €HIEX|
(@]

« JIRAURLO| Z2HIEX| &QlIgt = CtA| 1A E Al ELICH
- HE2 QlE{So|M KA EAEE JIRA QIAEIAO| HMAE £ glaLICH HERT EIXtH 2
o|5tod HEZ] QB M JIRA QAR AN BMHAE = QK| FHQIEH £ CHA| AAES A|=ELICH

B 5K et HLE gi& Lot 214

|
Hu
Im
ek
Mo
Pl
5]
Hu
12
m
12
gk
o
Jo



AWS CodeStar AL 7Hol=
GitHub: Z|ZX|E2|e] {3 7|&, 0| = T Eof HMAE £ 9
&LICt.

EAM: ZEE MEStE ZEMEO| CHAEE0|M 748! 7|5 L GitHubO|# EFU0]| 448 @771 E AL
7L} 0248t EFUOIAM ¥ 7| GitHub EE= 0|+ CHE7|E MEHSIH @ F 71 E AIELICH GitHub

ol-

—-

or
rot
o

7t

« AWS CodeStar ZE2XME 7} . 0|4 GitHub Z|Z X|E2|0f| HMASHK| 28 4 A&L|Ct.
. B|ZX|EE|7} ANIE|RA L 0l A GitHub O|E0| HZAEIARE 4= U&LICt

0|l

AWS CloudFormation: =&l #&t [ Z0f AEH 0| FAE
2|AAE template.yml IOl =715t 10 LI, AWS CloudFormation 2B C|O|EE &QlsH 2F
HAIX|7} Qi=X| EQISHMA|IR. §H 7IE0| SFEIX| A2 F(0of: B 2|44 HEHO| +EHE) 4B

ClO|EZF AufghL/ct.

(@ Note

20191 53 282 EH 2E J|&E S CloudFormation 75. iRt gt &=Mo| Moo|
EL|ARESLICH O|2M AF2Ale| ZE2NME HOot 43512 Q|5 ZEME mo|Z2tQlof Fo{El H
Ml& HEt |7t Z2o{SLICt

ZANE sHZsttiH ZEME 10| Z2tl9| AWS CodeStar CHAIZ = E 7|0l M Alml 2 EHE = QI5HA|
(@]

a7 ChS, oho|Z 242l 9| Hi & EHAH|0| A CloudFormation2 2 & MEiS0{ 2 £ 01 ZoHE HZASHA
K. AWS CloudFormation AE MM NS HEE Ef{H, T 2MEO| OHE S5 &% 2LF HA|
X|E &It AIL. HIAIXK|= o FHEHO -r—fEli’iEﬂ% E AIEFLICH AWS CloudFormation = 4%}
HE MMZS st mo|ZetRlg ChA| A&ELct

CloudFormation Lambda &!/84 PassRole 2&0{| A iam:2 £+
T8to| gi&LICt.

20181 12 6& (PDT) O|Tdof Lambda &+ & &85t ZEMEE d&et ZR sk Z2 277t
AWS CloudFormation EA|E = &LICt

215

4>
50
I
r
a

GitHub: 2|ZX|E2|e| 75! 7|5, O|f = Z=0f HMAE



AWS CodeStar INT=IY A To] =]

User: arn:aws:sts::id:assumed-role/CodeStarWorker-project-id-CloudFormation/

AWSCloudFormation is not authorized to perform: iam:PassRole on resource:
arn:aws:iam::id:role/CodeStarWorker-project-id-Lambda (Service: AWSLambdaInternal;
Status Code: 403; Error Code: AccessDeniedException; Request ID: id)
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