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aws configure set default.s3.preferred_transfer_client crt
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"Action": "s3:",

"Effect": "Deny",

"Resource": [
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"Condition": {

"Bool": {
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"aws:SecureTransport": "false"

}
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_forward_access_sessions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-ec2.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-ec2.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#access_policies-json
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AWS Data Transfer Terminal INT=IY A To] =]

7|Et EA B

AWSE H|n™ Let0o[x| gf2 F7I X RS S XIHEFLICH ol2feh A Etl2 o Lhxel H3Y
ol ek Ar8 Aol A FoiEl= =|0) HEtE MEE + &L

- Wt BA - Wt A= ID 718 HRo| ek 1AM AIEE|(IAM AL R EEE =
z|0) HetE d¥sts 12 7S LIt JhAlof Cigt HEh BAHE d8e +~ &Lt 2 dnz o
£ Het2 Ao ID 7[gh EAMu O et dAe] WA /ULICH Principal HEO|M AFSAMLE

>|

— -
g2 K|Yste elas (g YHM2 Het BAHE Sofl Metzlx| f&LIC ol2gh A & stLtol &£
FE BAM HE = 5182 MY ct et ZAHof ChEt REAEF HE = 1AM AFE dEAM Q| 1A
AME[E[of CHEF Het BAE B ZshMR.

« MH|A |04 Z4=H(SCP) - SCP= AWS OrganizationsO| A =& = X
X|™43t= JSON HAlL|Ct AWS Organizations= 7140| AR SH=

§P3h_ SY0oM Zelst7| IFt ME|AULCH ZEM ZE EME E’éé?}%* a2, HHIA HI
HHM(SCP)2 ool E= ZE Aol MEF = U&LICH SCP= ZF AWS HH R E AEXt2

IA 5o HH A o| AIE|E|o] CHEF MBHS AN[EHEILICH Z=Z] 2 sSCPof CHE REAMIBH LI& 2 AWS

Organizations A+& A M0i| M Service control policiesg & Z35HA L.

2 lﬂﬂl ﬂIIO

)||

. 2lAA Mo{ HE(RCP) - RCPE 278 2 2|4 A0 HAZAE IAM HME MO|0|ESHK| et HH 9
2lAA0 CHEH AFS 7ts 8 2| HEHE MHESHE Ol AFSE £ /= JSON HAQlL|Ct RCPE HH
HZEo| glAaAof CHEt Het2 AMBtetH ZZlof &5l K| od80f ZH 10| AWS A FE AI2XIE
Zeteh Dol CiEr /& Heto] YEE £ & UELICH RCPE XIHstE AWS AHIA S5 2 ;\T:;%I-g}
01 Organizations & RCPO| CHEt AFM|EH L& 2 AWS Organizations AFE A AQ| 2|4 A K|04
M(RCP)E HZESHMIR.

>'_IT'_

0>|

g O|M AL XHof CHEH Al MMHE Z2 OB WAoo Z M
= 0z ™o, Eﬂr OR UE MMo| MEH2 AR EE A

2lAA 7|8k oM 7HK 2 £ U&LICH
MEolgfL|Ct AtMlEF HE = IAM AFE HE

YA ALE5to] AM A e 30


https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_boundaries.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_boundaries.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_rcps.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_rcps.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#policies_session
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_evaluation-logic.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/list_your_service.html#your_service-actions-as-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_your_service.html#your_service-actions-as-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference-arns.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition_operators.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_variables.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction_attribute-based-access-control.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/tutorial_attribute-based-access-control.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_your_service.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
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"Version": "2012-10-17",
"Statement": [
{
"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-validation.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-validation.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa_configure-api-require.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users_change-permissions.html#users_change_permissions-add-console
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users_change-permissions.html#users_change_permissions-add-console
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AR 7H0|E

"iam:ListUserPolicies",
"iam:GetUser"

1,
"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]
I
{
"Sid": "NavigateInConsole",
"Effect": "Allow",
"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"
15
"Resource": "*"
}
]
}
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements.html#AvailableKeys
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CreateTransferTeam
Ztd: datatransferterminal:CreateTransferTeam

2|AA:None

GetTransferTeam
XFQd: datatransferterminal:GetTransferTeam

2lAA:arn:aws: :$Partition:datatransferterminal:$Region:$Account:transfer-
team/$TransferTeamId

UpdateTransferTeam
&td: datatransferterminal :UpdateTransferTeam

2lAA:arn:aws: :$Partition:datatransferterminal:$Region:$Account:transfer-
team/$TransferTeamId

DeleteTransferTeam
ird: datatransferterminal:DeleteTransferTeam

2lAA:arn:aws: :$Partition:datatransferterminal:$Region:$Account:transfer-
team/$TransferTeamId

ListTransferTeams
ird: datatransferterminal:ListTransferTeams

2| A A:None

RegisterPerson
A datatransferterminal :RegisterPerson

2lAA:arn:aws: :$Partition:datatransferterminal:$Region:$Account:transfer-
team/$TransferTeamId

GetPerson
XtQd: datatransferterminal:GetPerson

2lAA:arn:aws: :$Partition:datatransferterminal:$Region:$Account:transfer-
team/$TransferTeamId/person/$PersonId

APl &= 41
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E& Y datatransferterminal :GetTransferTeam

F4L BliaAarn:aws: :$Partition:datatransferterminal : $Region:
$Account:transfer-team/$TransferTeamId

DeregisterPerson
Xt datatransferterminal:DeregisterPerson

2lA&Aarn:aws: :$Partition:datatransferterminal:$Region:$Account:transfer-
team/$TransferTeamId/person/$PersonId

Ok

& &toi:datatransferterminal :GetTransferTeam

B& BlAAarn:aws: :$Partition:datatransferterminal:$Region:
$Account:transfer-team/$TransferTeamId

ListPersons
XFQd:- datatransferterminal:ListPersons

2lAA:arn:aws: :$Partition:datatransferterminal:$Region:$Account:transfer-
team/$TransferTeamId

CreateReservation
XFd: datatransferterminal :CreateReservation

2lAA:arn:aws: :$Partition:datatransferterminal:$Region:$Account:transfer-
team/$TransferTeamId

Ok

& &toi:datatransferterminal :GetTransferTeam

B4 BlAAarn:aws: :$Partition:datatransferterminal:$Region:
$Account:transfer-team/$TransferTeamId

O
I

Xtod:datatransferterminal : GetPerson

B4 Bl&Aarn:aws: :$Partition:datatransferterminal:$Region:
$Account:transfer-team/$TransferTeamId/person/$PersonId

Ok
1

ZtQd:datatransferterminal:GetFacility

Ok
1

2lAA:arn:aws: :$Partition:datatransferterminal:::facility/$FacilityId

APl &= 42
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GetReservation
Etd: datatransferterminal : GetReservation

2lAA:arn:aws: :$Partition:datatransferterminal:$Region:$Account:transfer-
team/$TransferTeamId/reservation/$ReservationId

O

& & :datatransferterminal :GetTransferTeam

54 El&Aarn:aws: :$Partition:datatransferterminal:$Region:
$Account:transfer-team/$TransferTeamId

UpdateReservation
5 datatransferterminal :UpdateReservation

2lA&A:arn:aws: :$Partition:datatransferterminal:$Region:$Account:transfer-
team/$TransferTeamId/reservation/$ReservationId

E& Y. datatransferterminal :GetTransferTeam

Z4& BlAAarn:aws: :$Partition:datatransferterminal:$Region:
$Account:transfer-team/$TransferTeamId

O

& &Y :datatransferterminal : GetPerson

B4 El&Aarn:aws: :$Partition:datatransferterminal:$Region:
$Account:transfer-team/$TransferTeamId/person/$PersonId

DeleteReservation
ird: datatransferterminal:DeleteReservation

2lA&A:arn:aws: :$Partition:datatransferterminal:$Region:$Account:transfer-
team/$TransferTeamId/person/$PersonId

Ok

& &Y datatransferterminal :GetTransferTeam

Z& BlAAarn:aws: :$Partition:datatransferterminal:$Region:
$Account:transfer-team/$TransferTeamId

ListReservations

itd: datatransferterminal:ListReservations

APl &= 43
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2lAA:arn:aws: :$Partition:datatransferterminal:$Region:$Account:transfer-
team/$TransferTeamId

ListFacilities
Ztd: datatransferterminal:ListFacilities

2| A A:None

GetFacility
&td: datatransferterminal:GetFacility

2lAA:arn:aws: :$Partition:datatransferterminal:::facility/$FacilityId

GetFacilityAvailability
ZQd: datatransferterminal:GetFacilityAvailability

2lAA:arn:aws: :$Partition:datatransferterminal:::facility/$FacilityId/
availability

54 T datatransferterminal:GetFacility

FL BliaAarn:aws: :$Partition:datatransferterminal:::facility/
$FacilityId/availability

AWS Data Transfer Terminal2] 1&+ 45
AWS MH|AON7I EE E & Z20Ho| HR{ol| X & E=X| LdotEe{H 7 H &+ T2 33 X
= Q| L AWS MH|AZ A ZF5tT BAI Qe 78 T4 T2 S MEHSHL|CH URHEQl M=

AWS #H & ZEJME FXSML.

AWS Artifact(2)& A835t01 EtAL A EIME TR 2EE & UELICH KHAEH LIE2 AWS
Artifact  ETM CI2EEE FZSHML.

AWS MHIA AL Al 77 4 M ClolE(e UZE, BlAte 7 &
et AHELICLAWSOIME 78 F48 XN O3 22 21448

KA - ol2fet £F M 73 7H0|=0 M= ot 7|®A] e ArgE dBstn &
2H
=

o HIPAA 273 MH|A & X - HIPAA 223 MH|ATF LIQEE|0] UI&LICH 2 & AWS AMH[A0] HIPAA A}

Tz ol 44


https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/programs/
https://docs.aws.amazon.com/artifact/latest/ug/downloading-documents.html
https://docs.aws.amazon.com/artifact/latest/ug/downloading-documents.html
https://aws.amazon.com/solutions/security/security-compliance-governance/
https://aws.amazon.com/compliance/hipaa-eligible-services-reference/

AWS Data Transfer Terminal INT=IY A To] =]

 AWS TH E4 AL - T EX0| 43 M) W QIR|0] HMBE £ o YA U Itols THM

LICH.

c AWS I AE E+ 7I0|E-AH EF

. 0| 7ZI0|E0| M=

AWS MHIAE 23 517| 28t 2 AIE %6t 0=|E-I MEI -‘r’-JEL(DI-ElL E—’.-f— 7I* AT A(NIST),
AN FtE A Hot BE Q|43|(PCI), 2 X EE317|T7(1S0) S)0lAM 2ot HEZof Cst x|2lS of
gefuich

« AWS Config 7Het &} 7t0|= 9| &S ALE5H0{ B[4 A HIF - AWS Config AlH|AE LHE ALz, A
X2 2 FAof CHEt 2lAaA ol B4 HENE TIHEHLICH

« AWS Security Hub — O] AWS MH|A(2)E AWS L} 2o AEflof CiEt ZZXQl 7| HI%E*LIEL
Security Hube= 20t ZHEE S AFE5t0 AWSE|AA

(o] AE
= O =
7 &8 HULICH XHElE MHl& Z Fo{ S5 2 Security Hub Mo HEE ’E.*E%WIR.

« Amazon GuardDuty - O AWS MH|AE= | flA T o o|XMO| #S0| Ue=X| EEE2 2LIEZ ST
AWS 7, -?—-IELEE, ZE|o|Ld & CllofEof| CiEh &HAHA 2[R S B KIELICH GuardDuty= S8 7
Y Er zold¥2oMd 27 sts HYU BXl 2F AlZE §F0t0 PCIDSSet 22 CHEE #H &
T T MEEMEEO ESE & = JELICH

. AWS Audit Manager - O] AWS MH|AZ2(E) AWS ALEE X|&8HA ZAtSto] RS #elstn 77
A UA EES EFstc YHE TASE = AULS 7<|°’4% L|CF.

AWS Data Transfer Terminal2| 5 2=

AWS 22 Q1Zah= AWS EIM U 7+8 P o2 THELUICH AWS EIFME EEIMoR

E2lxlu AelE cho| 718 FAUE MBSt ol 718 SAU=2 HE2 | Alzh =2 7<-|E| U

2 858 A& UERZo| HZEx|0] UELICE 718 BHE MEstH SH glol A 7ol RS2 2

ol 35 =X[7t o|F0{x[= o Z2(7[0|Md & CIO[E{H|O|AE At 2HE + JA&LICH 7IE S

w2 7|Eo| B E= ot S O|lo|E{ ME| QIZ g2t 7t 84, LIAE 4, & 0| sFlo{efLct.

AWS 2™ L 7+ JAof| CHEr AHMIEF HE= AWS 2294 QIZ2HE A ESHAIL.

AWS Data Transfer Terminal2 & M|7| 048] QI x|l A At &
U= AWS 2|Tof| 48E = U &LLCt.

UBLICH QIE{LOIM ANAE 4

»

Data Transfer Terminale| 2Z &l 2 L|E{Z!

AWS Data Transfer Terminal2 Data Transfer Terminal0i| A AF2 A}, 238 AWS MH|A T} £=38H &Hed
o| H|ZEE X|B35l= AHH|AQI AWS CloudTrailzt E&HELIC} CloudTrail2 Data Transfer Terminal
of CHEF 2 E API S£& O|HEZ HAELICH X El= EE0{= Data Transfer Terminal E£ 2%

e 45


https://aws.amazon.com/compliance/resources/
https://d1.awsstatic.com/whitepapers/compliance/AWS_Customer_Compliance_Guides.pdf
https://docs.aws.amazon.com/config/latest/developerguide/evaluate-config.html
https://docs.aws.amazon.com/securityhub/latest/userguide/what-is-securityhub.html
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-controls-reference.html
https://docs.aws.amazon.com/guardduty/latest/ug/what-is-guardduty.html
https://docs.aws.amazon.com/audit-manager/latest/userguide/what-is.html
https://aws.amazon.com/about-aws/global-infrastructure/

AWS Data Transfer Terminal INT=IY A To] =]

E{2| £ &1 Data Transfer Terminal API 2F4of| Cist 2= S &0| Z& ELICH FXHE M5tH Data

Transfer Terminal Ol‘ﬁIE EZ 38t CloudTrail O|HEE X[&MO 2 Amazon S3 HZ!0 HEE = QU

&LICH EYYUS FH5HX| f2 B0 X CloudTrail 2£ 2| O|HE 7|S0AM Z|Al o|tﬂ§§ = 40l

&LCt. CIoudTra|I01IA‘| Lt ME E AF835l0qd Data Transfer Terminaloll =3 E 2%, 30| = E
IP T4, QEE st AE, F0| sdE AlZh FIH MR HEE & ele = &Lt

CloudTrailoll CHEH REAMIEH LI 2 AWS CloudTrail AHS MEHME R ZSAML.

CloudTrail2| Data Transfer Terminal A&

CloudTrail2 #|& MM Al AWS H M AFE E|E 8 M EILIC} Data Transfer Terminalol M &S 0|
+Hr|H Y 252 O|HE 7|S0 M CHE AWS MH|A O|HIEQ}F & 74 CloudTrail O|HIEN| 7|5

O|HIE
LICH AWS 74|§§01IA-| z|Mo|HEES &l AM U O22ES £ JU&GLICH RHAMIEH LIS CIoudTra||
OHE 7|52 ALEsto O|HIE E7[& HZstM L.

Data Transfer Terminal O

HEE Z8f5l0o1 AWS HHof| O|HEE XS =
£ HEELICE CloudTrail2 £X&

7
I235t0{ Amazon S HHZICE 21 U2 MEE =

>

NS
2oolM 2HE MAsH J|EMoZ BE AWS 2/Tol 50| HBELICH FHS AWS

A BE E|IHe| o|HEE 2461 X|I™HEl Amazon S3 HHZICE 21 ItUE MEELICH FIHHS
2, CloudTrail 220 M £ ZEl o|HE HO|E{2 F7I A 2 %25t 2 CI2 AWS MH|AZE 7A8
= UA&LICH RHME I8 2 ChE Rt= & A EStAI2.

5 M4 42

CloudTrail X[ MH|A L EE
CloudTrail0d| CH 8t Amazon SNS 2] 74
0424 2|0l M CloudTrail 2 mhel k7| &l 0424 A& 0| A CloudTrail 21 T}l gt7|

2 E Data Transfer Terminal 2242 CloudTrailolAd 2Z |10 0] AHA{ 2| Data Transfer Terminal API

AR EY Al glAaA MMol| MEE|o] l&LICEH

DEOME FE= 20 EF0es @S MHEME AFEXof| cist HE7F & ELICH ID HEE 0|85

H OIS S A THEE = &Lt

- 2¥g FER =X| obLIT AWS Identity and Access Management(IAM) At Xt H ot Q15O 2 #
=X| o2 lL|CH

o AJF £ = mHH2o|ME AFEXRH0|| CHEF (IA| EOF Q1B S AFE5H0{ 20| MMHEIRE=K] 045,

=
+ CHE AWS MHIA0IM AR,

CloudTrail2| Data Transfer Terminal H& 46


https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-user-guide.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-aws-service-specific-topics.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/configure-sns-notifications-for-cloudtrail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/receive-cloudtrail-log-files-from-multiple-regions.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-receive-logs-from-multiple-accounts.html

AWS Data Transfer Terminal INT=IY A To] =]

KEAMIEH LI CloudTrail userldentity 2 A2 FHZESHMIR.

ol
=_

Data Transfer Terminal 21 I} &= 0

ZX 0|8t X|X8t Amazon S3 HZloj O|HEE 21 © o |
CloudTrail 21 u}of= stLt o|Ato| 21 = 0| &= £ =
T 2FE LRI 2F 2, &ryd gmtet AlZh @F mi2t0le Sof cHE WETH §0f J&LICH
CloudTrail 21 T}l H{E2I AP| 21X 55 0| =2 AEH EF0|AT} OfL|EE EX & ME EA|ZX|
&Lt

i}

AWS Data Transfer Terminal2| @12} & oF

22|13 MH|A QI AWS Data Transfer Terminal2 Amazon Web Services: E9F T2 M| A 72 HHA{0]|
MHEIAWS 22EH HEQ|T 2ot MXt=2 25 ELICH

AWSOI|M HAIEE APl 21 S &£ & AFE510{ HERXIE S35l Data Transfer Terminaloi /M| AT LICEH.
Z20|MET} ME HE EOKTLS) 1.0 O|& 2 X|5HoF FFLICE TLS 1.2 O|& 2 HEFLICH E2t0|

n

1 E &= DHE(Ephemeral Diffie-Hellman) &= ECDHE(Elliptic Curve Ephemeral Diffie-Hellman)2t 22
2t S HoNPFS)0| 28 El & ME =T K|H5HOk BfLICH Java 7 O|& o] %[& A|ARI2 CHEE
olefet REE K|§HELcH

et Q32 HMA 7| ID L IAM QUEFALQ BTE Hot & 3 HM|A F|E AE35H0 AHatok BLct.
EE= AWS Security Token Service(AWS STS)E AFE350{ (Al A3 SHE M50 ol MHE
T A&LICH

Data Transfer Terminal 21 I} &= 0|3} 47


https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-event-reference-user-identity.html
https://d0.awsstatic.com/whitepapers/Security/AWS_Security_Whitepaper.pdf
https://docs.aws.amazon.com/STS/latest/APIReference/Welcome.html

AWS Data Transfer Terminal INT=IY A To] =]

Data Transfer Terminal AF2 AEM 2M 7|2

CtS EollA= AWS Data Transfer Terminal A2 A o| Z RIZ|AA HAE 52 AF&ol| CHEH A
HerL|Ch o] AEAMo CHEF AUO|0|E L2l Brop{f RSS I|=0f 7FstH ELICH

A AFE i hRR

ESE (PN HE dHM HA| L. 2024'A 12°¥

gflolol UH|0|E EAM llo[ot2 Tt AFASE B 2025 1€
AoolE L EEIx HE]

48



	AWS Data Transfer Terminal
	Table of Contents
	Data Transfer Terminal이란 무엇인가요?
	Features
	주요 개념
	전송 팀
	직원
	시설

	예약 고려 사항
	사용 사례
	관련 서비스

	Data Transfer Terminal 사용 기술 요구 사항
	장비
	네트워크 요구 사항
	성능 최적화
	추가 정보

	시작
	AWS 계정에 등록
	관리자 액세스 권한이 있는 사용자 생성

	Data Transfer Terminal 예약
	전송 팀 생성
	Data Transfer Terminal 계정에서 전송 팀 업데이트

	직원 추가
	Data Transfer Terminal 계정의 직원 업데이트

	예약 세부 정보 지정
	예약 검토 및 확인
	예약 변경


	Data Transfer Terminal 시설에서 데이터 전송
	휴대해야 하는 물품
	Data Transfer Terminal 시설의 물리적 주소
	건물 액세스
	Data Transfer Terminal 스위트에 있는 장비.

	네트워크 연결 문제 해결
	장비 연결 문제
	연결 문제 해결
	Linux/Unix
	Windows

	네트워크 처리량

	AWS Data Transfer Terminal의 보안
	AWS Data Transfer Terminal의 데이터 보호
	데이터 암호화
	저장 시 암호화

	전송 중 암호화
	키 관리
	인터네트워크 트래픽 개인 정보 보호

	Data Transfer Terminal ID 및 액세스 관리
	고객
	ID를 통한 인증
	AWS 계정 루트 사용자
	페더레이션 자격 증명
	IAM 사용자 및 그룹
	IAM 역할

	정책을 사용하여 액세스 관리
	ID 기반 정책
	리소스 기반 정책
	액세스 제어 목록(ACL)
	기타 정책 타입
	여러 정책 유형

	Data Transfer Terminal과 IAM의 작동 방식
	Data Transfer Terminal의 ID 기반 정책
	Data Transfer Terminal의 ID 기반 정책 예제

	Data Transfer Terminal 내의 리소스 기반 정책
	Data Transfer Terminal의 정책 작업
	Data Transfer Terminal의 정책 리소스
	Data Transfer Terminal의 정책 조건 키
	Data Transfer Terminal의 ACL
	Data Transfer Terminal을 사용한 ABAC
	Data Transfer Terminal에서 임시 자격 증명 사용
	Data Transfer Terminal의 교차 서비스 보안 주체 권한
	Data Transfer Terminal의 서비스 역할
	Data Transfer Terminal의 서비스 연결 역할

	AWS Data Transfer Terminal의 ID 기반 정책 예제
	정책 모범 사례
	Data Transfer Terminal 콘솔 사용
	사용자가 자신의 고유한 권한을 볼 수 있도록 허용

	AWS Data Transfer Terminal ID 및 액세스 문제 해결
	Data Transfer Terminal에서 작업을 수행할 권한이 없음
	AWS 계정 외부의 사람이 Data Transfer Terminal 리소스에 액세스할 수 있도록 허용하고 싶음

	Data Transfer Terminal API 참조: 작업 및 리소스

	AWS Data Transfer Terminal의 규정 준수 검증
	AWS Data Transfer Terminal의 복원력
	Data Transfer Terminal의 로깅 및 모니터링
	CloudTrail의 Data Transfer Terminal 정보
	Data Transfer Terminal 로그 파일 항목 이해

	AWS Data Transfer Terminal의 인프라 보안

	Data Transfer Terminal 사용 설명서 문서 기록

