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"Action": [
"iam:CreatePolicy",
"iam:CreateRole"

1,

"Resource": [
"arn:aws:iam::*:policy/service-role/AmazonDataZone*",
"arn:aws:iam::*:role/service-role/AmazonDataZone*"

]
},
{
"Effect": "Allow",
"Action": "iam:AttachRolePolicy",
"Resource": "arn:aws:iam::*:role/service-role/AmazonDataZone*",
"Condition": {
"ArnLike": {
"iam:PolicyARN": [
"arn:aws:iam: :aws:policy/AmazonDataZone*",
"arn:aws:iam::*:policy/service-role/AmazonDataZone*"
]
}
}
}
]
}
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"Version":
"Statement": [
{
"Effect":
"Action": [

"datazone:

"datazone

:PutEnvironmentBlueprintConfiguration",

"datazone:
"datazone:
"datazone:
"datazone:
"datazone:
"datazone:
"datazone:

1,

"Resource":

"Effect":
"Action":
"Resource": [

"2012-10-17",

"Allow",

ListEnvironmentBlueprintConfigurations",

GetDomain",
ListDomains",

GetEnvironmentBlueprintConfiguration",

ListEnvironmentBlueprints",
GetEnvironmentBlueprint",
ListAccountEnvironments",

DeleteEnvironmentBlueprintConfiguration"

"y n

"Allow",
"iam:PassRole",

"arn:aws:iam::*:role/AmazonDataZone",
"arn:aws:iam::*:role/service-role/AmazonDataZone*"

1,

"Condition":

{

"StringEquals": {
"iam:passedToService": "datazone.amazonaws.com"

"Effect":

"Allow",
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"Action": "iam:AttachRolePolicy",

"Resource": "arn:aws:iam::*:role/service-role/AmazonDataZone*",

"Condition": {
"ArnLike": {
"jam:PolicyARN": [

"arn:aws:iam: :aws:policy/AmazonDataZone*",
"arn:aws:iam::*:policy/service-role/AmazonDataZone*"

"Effect": "Allow",
"Action": "iam:ListRoles",
"Resource": "*"

"Effect": "Allow",

"Action": [
"iam:CreatePolicy",
"iam:CreateRole"

1,

"Resource": [

"arn:aws:iam::*:policy/service-role/AmazonDataZone*",
"arn:aws:iam::*:role/service-role/AmazonDataZone*"

"Effect": "Allow",

"Action": [
"ram:AcceptResourceShareInvitation",

ram:RejectResourceSharelInvitation",

ram:GetResourceShareInvitations"

1,

"Resource": "*"

"Effect": "Allow",

"Action": [
"s3:ListAl1MyBuckets",
"s3:ListBucket",
"s3:GetBucketLocation"

1,
"Resource": "*"
Amazon DataZone TH|QITt HAZAE HHE Helg 5= Qe HEtol ChHet AL A XY HAg A ghL|Ch. 25
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},
{
"Effect": "Allow",
"Action": "s3:CreateBucket",
"Resource": "arn:aws:s3:::amazon-datazone*"
}
]
}
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{

"Version": "2012-10-17",
"Statement": [
{

"Effect":
"Action":

Sso
"sso:

SSO:

"Allow",
[

:DeleteManagedApplicationInstance",

CreateManagedApplicationInstance",
PutApplicationAssignmentConfiguration"
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"Resource": "*"
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{

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"sso:GetManagedApplicationInstance",
sso:ListProfiles",
sso:GetProfiles",

sso:AssociateProfile",

sso:DisassociateProfile",
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"Resource": "*"
}
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"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": [
"datazone:GetIamPortallLoginUrl"
1,
"Resource": [
nan
]
}
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"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
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1. 2o 3EtHE 2tZ235tH SalesDataPublishingProject Z2ZMEO| @ £ mjfdo] = &
A £ of2fol A Amazon AthenaS MEHEFLICEH O Z2ME X4 SHE QS0 AFSSte=
Athena #H 2| HE/7|7} GZILIC}. Amazon DataZone £33 EECIR20|AM HA| BE 2 MEHST
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mkt_sls_table EH|O|E& AMAEtL|LC}.

CREATE TABLE mkt_sls_table AS

SELECT 146776932 AS ord_num, 23 AS sales_qty_sld, 23.4 AS wholesale_cost, 45.0 as

1st_pr, 43.0 as sell_pr, 2.0 as disnt, 12 as ship_mode,13 as warehouse_id, 23 as
item_id, 34 as ctlg_page, 232 as ship_cust_id, 4556 as bill_cust_id

UNION ALL SELECT 46776931, 24, 24.4, 46, 44, 1, 14, 15, 24, 35, 222, 4551
UNION ALL SELECT 46777394, 42, 43.4, 60, 50, 10, 30, 20, 27, 43, 241, 4565
UNION ALL SELECT 46777831, 33, 40.4, 51, 46, 15, 16, 26, 33, 40, 234, 4563
UNION ALL SELECT 46779160, 29, 26.4, 50, 61, 8, 31, 15, 36, 40, 242, 4562
UNION ALL SELECT 46778595, 43, 28.4, 49, 47, 7, 28, 22, 27, 43, 224, 4555
UNION ALL SELECT 46779482, 34, 33.4, 64, 44, 10, 17, 27, 43, 52, 222, 4556
UNION ALL SELECT 46779650, 39, 37.4, 51, 62, 13, 31, 25, 31, 52, 224, 4551
UNION ALL SELECT 46780524, 33, 40.4, 60, 53, 18, 32, 31, 31, 39, 232, 4563
UNION ALL SELECT 46780634, 39, 35.4, 46, 44, 16, 33, 19, 31, 52, 242, 4557
UNION ALL SELECT 46781887, 24, 30.4, 54, 62, 13, 18, 29, 24, 52, 223, 4561
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® Note
0| YT EZ0] 7|& Amazon DataZone THQI2 AI25IE{H THIQ E7|E MEHSHCIS

A8 TH OIS MeEt kg A Z2ME Mol 202 IS AAIR
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2. ool 44 mHolxloM cts E=o 2t U=ELIC

- 0|5 - THIQle| o|§E RIFELICL o] I &= ol =Xoi et ol MRS SEE =

Marketing Qd&LIC}H

M- M THel MBS XIFELIC

- OlO|Ef =3} - ALE A CHAI AWS AR5t 2Elet= 7|2 O[O|E7t 7|2 Mo 2 &5 5t

o] etLiolM= 7|2 ClolH & 23t dEE Otz g &+ J&LICH

T2 33| 7| Ab=oi| cisk KFAM|IBH LY & ESHA A2, Amazonl| &
% O|o|E{ & 53} DataZone C|O|E{ & of RkXl KMS 7|E AF2 5t 82
AmazonDataZoneDomainExecutionRole 7|2 7f0i Ct2 MHE = &3l oF g LCt.

o Ol
}ol- rlo

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"kms:Decrypt",
"kms:GenerateDataKey"
1,
"Resource": "*"
}
]
}
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® Note
DataZoneAmazon2| 34Xl ZIZ|AME EHICI0| MM El F0i= OB TEHECE MME

URLE Mg £ gigLict.
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1. 1EtAIE 2 =25tH™ O|o|E 28 URLEZ AF8 3501 Amazon DataZone C|O|E Z&HZ 0|S5t1 &2
ARI2 (SSO) EE= AWS IAM A3 BHE A& 304 2 IF Lt

2. Create project (ZZ2ME MA) E MEi5lT ZZME 0|FE XIYELICE o€ S0{ 0| JIAEZEZ
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DataZone INT=IY A To] =]

tZd = 2 Ll - DataWarehouseProfile&tZd T2 LIS MEHSHL|C}.
« Amazon Redshift 2 AE{2| O|E, H|O|E{H|0|A O|&, 2|1 H|o|E{7} MEE|o] /e
Amazon Redshift Z22{AE{2| 29 ARNS A Z25HA AL

ok

@ Note
AWS Secrets Manager2| A|Z !0l CtZ Ef (ZI/2f) 7F Z & E|0f AU =X| & QISHM 2.
« Amazon Redshift 2 AE{ 2| ZA< - O|O|E| & rs.cluster: <cluster_name:database
name>

Amazon Redshift MHE|A 3 TE0| AL - HIOIE{E . Y2 E:
<workgroup_name:database_name>
» AmazonDataZoneProject: <project|D>
* AmazonDataZoneDomain: <domainID>
RtA[EH LHE 2 AWS Secrets Managerd| HIO|E{HIO|A AtE 3 XME 2 FZstAlA2.
AWS Secrets Managerdil M X3 35t= Cl|O|E{HIO|A AL At H = =HI A THEHO| U
0{OF fL|CH.

A7 - HAIE 2Iet C|o|E 4™

CHS

Mo e ol HIEZ R0 HAIE CIOIEHE ddste EAHE DB LICH

-

3EHHE 22 35HM Amazon DataZone HIO|E{ £ &0 A SalesDataPublishingProject Z£

MEE MEHE OF2 2EF mide| EA T T 0A Amazon Redshift& ME{ELICH O824 152
IS Z2ME | Xt ZEHE ALE5HE Amazon Redshift #HE2[ HE7(7F A&ILICH

O| SFLHOI A= Create as Select (Create as Select) #H 2| AT RIEE AFE35H04 Amazono]| 71|A|%F
M El0|E &8 MAMELICt DataZone 2| HE7|0lA O] CTAS 23 R EE A&lsto] AAIStD
Mol L=of AF2E £+ 9= mkt_sls_table E|O|E2 AMA&HL|C}

CREATE TABLE mkt_sls_table AS

SELECT 146776932 AS ord_num, 23 AS sales_qty_sld, 23.4 AS wholesale_cost, 45.0 as
1st_pr, 43.0 as sell_pr, 2.0 as disnt, 12 as ship_mode, 13 as warehouse_id, 23 as
item_id, 34 as ctlg_page, 232 as ship_cust_id, 4556 as bill_cust_id

UNION ALL SELECT 46776931, 24, 24.4, 46, 44, 1, 14, 15, 24, 35, 222, 4551

UNION ALL SELECT 46777394, 42, 43.4, 60, 50, 10, 30, 20, 27, 43, 241, 4565

UNION ALL SELECT 46777831, 33, 40.4, 51, 46, 15, 16, 26, 33, 40, 234, 4563

4EHA - AN 218 HloJE] 24 2
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UNION ALL SELECT 46779160, 29, 26.
UNION ALL SELECT 46778595, 43, 28.
UNION ALL SELECT 46779482, 34, 33.
UNION ALL SELECT 46779650, 39, 37.
UNION ALL SELECT 46780524, 33, 40.
UNION ALL SELECT 46780634, 39, 35.
UNION ALL SELECT 46781887, 24, 30.

50, 61, 8, 31, 15, 36, 40, 242, 4562

, 49, 47, 7, 28, 22, 27, 43, 224, 4555

, 64, 44, 10, 17, 27, 43, 52, 222, 4556
51, 62, 13, 31, 25, 31, 52, 224, 4551
, 60, 53, 18, 32, 31, 31, 39, 232, 4563
46, 44, 16, 33, 19, 31, 52, 242, 4557
54, 62, 13, 18, 29, 24, 52, 223, 4561
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7EHA - OOl EAME fIEF Z=ME BHE7|

CHS MMo|ME Ol HIEZRM HO|E EME flet ZZHMEE BIE & HAE dBELICH

1. BLHHE 228 £ Amazon DataZone C|O|E{ ZEHOM ZT2HE MM S MEHSHL|C}

N
Im |H

EME MM HO|X|M Z2ME 0|ES K|HELICH 2 E0{ 0| KTEZEE 0| ZAR 0]
E S XMHGtD LIHXA| EE= 4G5 X| &1 A2 = CF CreateE MBS = Ql&LICH.

MarketingDataAnalysisProject

8THA| - HlO|E| A1 QI8 87 BHE )|
CHe M410IAE Ol HIBZLOIM CIOIE BAI 28t B8 BloE BB HEELIC

1. 7EHAE RFE%}E‘# Amazon DataZone EIIOIEi ZEHAM le EF7=||01| M st

environment (84 &7} *"E—'l*%fl—lﬂ.
2. 43 MM mo|xloM Cte2 RIME CHS 88 Mes MElgrLct
- O|F - 24 0|&2 XIYFLICL o] et M= Ol 2 E&EE =+ U&LICH Default data
warehouse environment
- A - 2Foi cHet dES K[HEELICH.
« 874 = ZZ . DataWarehouseProfile&tZd T2 Zlg MEHSH |C}

« Amazon Redshift Z{AE{Q| 0|&, O|O|E{H|0|A 0|, 2|1 T|o|E{7F K& E|o] Q=
Amazon Redshift 22 AE{2| Eot ARNS MZ35HAIAL.

(® Note
AWS Secrets Manager2| A|Z !0l CtZ E{ (Z(/2k) 7 Z & E|o U=X| EQISHM 2.

« Amazon Redshift Z2{AE{Q| A< - O|O|E{ E.rs.cluster: <cluster_name:database

name>
Amazon Redshift MHE|A 31 E 2| AR - HIOIE|ZE.rs. QI E:
<workgroup_name:database_name>

« AmazonDataZoneProject: <project|D>

« AmazonDataZoneDomain: <domainlD>
RtAM[EH LHE 2 AWS Secrets Managerd| HIO|E{HIO|A At 3 XME 2 FZstAA.

7EHA - CllO|E] EAg fIE ZE2EXME BHET| 46
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AWS Secrets Manager0oi| A X335t = C|O|E{H|O|A& AtE RO H= =TH{RX] HEFO| U
0{0F gFL|Ct.

« 0| P&0|ME LIHX| EE& HEsH x| o1 a2 R X|sHA|2.

Ot - CIOIE| 722 1 A W COfE| 75

CHE MMolM= ClolE 712238 HAMst 1 CIO|HE TS5t HAHE dBeELCH

1. 8EHE & =35I™ Amazon DataZone Ci|O|E| Z =M CllO|E ZEo| AM &of U= 7I/E (o
'FIEFE O = EOl) B AFE 5104 CI| OB AtatE ZHAEhLC.

LQ# B9 Le| £= HYS MBotn ME HOH ClO/E AAS FoM AAS Mestod Kol
Mg B o & el

3. CHEl &Xlel EECIR0|M AH|AI Z2ME S MEIST HHA 23 0|RE USHLCIS 52
MERSFLICH

10EHA - 75 2F &8¢!

CHe MMolAE 0| Y2B =0l 78 2Hg &0l5

rr

EtAH|E MHEELICE.

1. 9EtAH|IE 2tF 312 Amazon DataZone Ci|O|E{ ZEHO| M KFAHE HA|SHE O AHE 8t
SalesDataPublishingProject Z 2 M E & MENEL|C}.

2. OlO|E &, HAIE CIo|H, =4l REE At Z MENFFLICE

3. QI E7|EFE MEE Ot &2l MEIELICH
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11EtA| - Amazon Redshiftoll A # 2| 2F4 4l O| 0| A

Amazon DataZone ZIE 210 AHAHE MSMO 2 AA|GtD #+5
&L|Ct.

>-0Il

oo ol RHHS EAE £ 9

' 0i A Amazon Redshift 232 Z2!gL|ct. a2
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2. O|M| = El|lo|E0lAM 22| (select BHE) E AllME = UAELICH E|O[E (three-vertical-dots
H

o o
) & 22Ustn 02|27IE Mstod TE7| ol M= BHES EAIY £ UaLic HES

Altistod 2 E HQlgfLCh

> %

— E ;

MZ AJZ|IEE AT Amazon DataZone ZAEIE

CIS AMOME CHS &S 22 8tE Ol A2 E £ Qe CFY 8 Amazon DataZone APIE 3 &5t
ME AJEEE MHEL|C

ESy ]

« Amazon DataZone =H|2! 2! H|O|E{ Z & MM

- HECIA ZZEME MM

s B ZEE MM

o B4 MM

AWS Glue0i| A HIEIH|O|E] 4= E

ClO|E] RH&F FE0[M & HA|
HolE 7220 AM A HIo|E 75
7|El R 88 ME AT EE

Amazon DataZone THI2! ! H|O|E| =& MY

CIS MZ A3 Z|EE AF23510{ Amazon DataZone EHIQ12 A 8F £~ Q& LICH Amazon DataZone
T Qlof| CHEE REMIEH LHE 2 8 BRI X SHAA|0LOFE DataZone €04 2! 7HH.

import sys
import boto3

// Initialize datazone client
region = 'us-east-1'
dzclient = boto3.client(service_name='datazone', region_name='us-east-1')

// Create DataZone domain
def create_domain(name):
return dzclient.create_domain(
name = name,
description = "this is a description",

E AZZ|IEE AH88 Amazon DataZone Z|AEIE 48
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domainExecutionRole = "arn:aws:iam::<account>:role/

AmazonDataZoneDomainExecutionRole",
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// Create Project
def create_project(domainId):
return dzclient.create_project(
domainIdentifier = domainId,

name = "sample—projeCt"
)
gEz=2E MY
CHS MZ AZRIEE AF25104 AmazonOilM BtE =2

O| MZ HO|2EE CreateEnvironmentProfile APIZ}

Sample Payload

EE AHAISH
== co=

4= DataZone {U&LIC}H.

DataZone /& LILCH.

ZE£E M ASELICH

{
"Content":{
"project_name": "Admin_project",
"domain_name": "Drug-Research-and-Development",
"blueprint_account_region": [
{
"blueprint_name": "DefaultDatalLake",
"account_id": ["066535990535",
"413878397724",
"676266385322",
"747721550195",
"755347404384"
1,
"region": ["us-west-2", "us-east-1"]
},
{

"blueprint_name": "DefaultDataWarehouse",
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"account_id": ["@66535990535",
"413878397724",
"676266385322",
"747721550195",

"755347404384"

15

"region":["us-west-2", "us-east-1"]

}
]
}
}
O| MEZ A3 ZEE= APIE SEFLIC CreateEnvironmentProfile

def create_environment_profile(domain_id, project_id, env_blueprints)
try:

response = dz.list_environment_blueprints(
domainIdentifier=domain_id,
managed=True

)

env_blueprints = response.get("items")

env_blueprints_map = {3}

for i in env_blueprints:
env_blueprints_map[i["name"]] = i['id"']

print("Environment Blueprint map", env_blueprints_map)
for i in blueprint_account_region:
print(i)
for j in i["account_id"]:
for k in i["region"]:
print("The env blueprint name is", i['blueprint_name'])
dz.create_environment_profile(
description='This is a test environment profile created via
lambda function',
domainIdentifier=domain_id,
awsAccountId=j,
awsAccountRegion=k,

environmentBlueprintIdentifier=env_blueprints_map.get(i["blueprint_name"]),
name=i["blueprint_name"] + j + k + "_profile",
projectIdentifier=project_id
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)

except Exception as e:

print("Failed to created Environment Profile")
raise e

C22 CreateEnvironmentProfile API7} 3&£E £o| MEZ £3 [{o|Z=EQ/L|C}.

{
"Content":{

"project_name": "Admin_project",

"domain_name": "Drug-Research-and-Development",

"blueprint_account_region": [

{
"blueprint_name": "DefaultDataWarehouse",
"account_id": ["111111111111"],
"region":["us-west-2"],
"user_parameters":[
{
"name": "dataAccessSecretsArn",
"value": ""
}
]
}
]
}
}
27 A
g ME A

AZEE AFE35t04 AmazonOA B2 MAE + DataZone U&LILCE.

def create_environment(domain_id, project_id,blueprint_account_region ):
try:

#irefer to get_domain_id and get_project_id for fetching ids using names.
sts_client = boto3.client("sts")

# Get the current account ID

account_id = sts_client.get_caller_identity()["Account"]

print("Fetching environment profile ids")

env_profile_map = get_env_profile_map(domain_id, project_id)
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for i in blueprint_account_region:
for j in i["account_id"]:
for k in i["region"]:
print(" env blueprint name", i['blueprint_name'])
profile_name = i["blueprint_name"] + j + k + "_profile"
env_name = i["blueprint_name"] + j + k + "_env"
description = f'This is environment is created for
{profile_name}, Account {account_id} and region {i["region"]}'
try:
dz.create_environment(
description=description,
domainIdentifier=domain_id,

environmentProfileIdentifier=env_profile_map.get(profile_name),
name=env_name,
projectIdentifier=project_id
)

print(f"Environment created - {env_namel}")
except:

dz.create_environment(
description=description,
domainIdentifier=domain_id,

environmentProfileIdentifier=env_profile_map.get(profile_name),
name=env_name,
projectIdentifier=project_id,
userParameters= i["user_parameters"]

)

print(f"Environment created - {env_name}")
except Exception as e:

print("Failed to created Environment")
raise e
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def crcreate_data_source(domain_id, project_id,data_source_name)
print("Creating Data Source")
data_source_creation = dz.create_data_source(
# Define data source : Customize the data source to which you'd like to
connect
# define the name of the Data source to create, example: name
='TestGlueDataSource'
name=data_source_name,
# give a description for the datasource (optional), example:
description='This is a dorra test for creation on DZ datasources'
description=data_source_description,
# insert the domain identifier corresponding to the domain to which the
datasource will belong, example: domainIdentifier= 'dzd_6f3gst5jjmrrmv'’
domainIdentifier=domain_id,
# give environment identifier , example: environmentIdentifier=
'3weyt6hhn8qcvb'
environmentIdentifier=environment_id,
# give corresponding project identifier, example: projectIldentifier=
'6tl4csoyrgléef’,
projectIdentifier=project_id,
enableSetting="ENABLED",
# publishOnImport used to select whether assets are added to the inventory
and/or discovery catalog
# publishOnImport = True : Assets will be added to project's inventory as
well as published to the discovery catalog
# publishOnImport = False : Assets will only be added to project's
inventory.
# You can later curate the metadata of the assets and choose subscription
terms to publish them from the inventory to the discovery catalog.
publishOnImport=False,
# Automated business name generation : Use AI to automatically generate
metadata for assets as they are published or updated by this data source run.
# Automatically generated metadata can be be approved, rejected, or edited
by data publishers.
# Automatically generated metadata is badged with a small icon next to the
corresponding metadata field.
recommendation={"enableBusinessNameGeneration": True},
type="GLUE",
configuration={
"glueRunConfiguration": {
"dataAccessRole": "arn:aws:iam::"
+ account_id
+ ":role/service-role/AmazonDataZoneGlueAccess-"
+ current_region
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+ II_II
+ domain_id
+ IIII’

"relationalFilterConfigurations": [

{
#
"databaseName": glue_database_name,
"filterExpressions": [
{"expression": "*", "type": "INCLUDE"},
1,
# "schemaName": "TestSchemaName",
I

1,
1,
1,
# Add metadata forms to the data source (OPTIONAL).
# Metadata forms will be automatically applied to any assets that are
created by the data source.
# assetFormsInput=[

# {
# "content": "string",
# "formName": "string",
# "typeldentifier": "string",
# "typeRevision": "string",
# },
# 1,
schedule={
"schedule": "cron(5 20 * * ? *)",
"timezone": "UTC",
I
)
# This is a suggested syntax to return values
# return_values["data_source_creation"] = data_source_creation["items"]

print("Data Source Created")

//This is the sample response payload after the CreateDataSource API is invoked:

"Content":{
"project_name": "Admin",
"domain_name": "Drug-Research-and-Development",
"env_name": "GlueEnvironment",
"glue_database_name": "test",

AWS Glue0| A HIEFH|O|E] =&
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"data_source_name" : "test",
"data_source_description" : "This is a test data source"

ClOlE] RH&F FEiol4d & H A
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def create_form_type(domainId, projectId):
return dzclient.create_form_type(
domainIdentifier = domainId,

name = '"customForm",
model = {

"smithy": "structure customForm { simple: String }"
},

owningProjectIdentifier = projectld,
status = "ENABLED"

)
ChS ME A3 BIEE A8st0d ALSXH X oM REE BFE = U&LICH

def create_custom_asset_type(domainId, projectId):
return dzclient.create_asset_type(
domainIdentifier = domainId,

name = "userCustomAssetType",
formsInput = {
"Model": {
"typeldentifier": "customForm",
"typeRevision": "1",

"required": False

}I

owningProjectIdentifier = projectld,
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def create_custom_asset(domainIld, projectId):
return dzclient.create_asset(

domainIdentifier = domainlId,
name = 'custom asset',
description = "custom asset",
owningProjectIdentifier = projectld,
typeldentifier = "userCustomAssetType",
formsInput = [

{
"formName": "UserCustomForm",
"typeldentifier": "customForm",
"content": "{\"simple\":\"sample-catalogId\"}"
}

—
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def create_glossary(domainId, projectId):
return dzclient.create_glossary(
domainIdentifier = domainId,

name = "test7",
description = "this is a test glossary",
owningProjectIdentifier = projectId
)
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def create_glossary_term(domainId, glossaryld):
return dzclient.create_glossary_term(
domainIdentifier = domainId,
name = "soccer",
shortDescription = "this is a test glossary",

olOIEf RH&H FEjof4 & H A



OtOHE DataZone MNEX 70|=
glossarylIdentifier = glossaryld,
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def create_asset(domainId, projectId):
return dzclient.create_asset(
domainIdentifier = domainId,
name = 'sample asset name',
description = "this is a glue table asset",
owningProjectIdentifier = projectld,
typeldentifier = "amazon.datazone.GlueTableAssetType",
formsInput = [
{

"formName": "GlueTableForm",

"content": "{\"catalogId\":\"sample-catalogId\",\"columns\":
[{\"columnDescription\":\"sample-columnDescription\",\"columnName\":\"sample-
columnName\",\"dataType\":\"sample-dataType\",\"lakeFormationTags\":{\"sample-
keyl\":\"sample-valuel\",\"sample-key2\":\"sample-value2\"}}],\"compressionType\":
\"sample-compressionType\",\"lakeFormationDetails\":{\"lakeFormationManagedTable
\":false,\"lakeFormationTags\":{\"sample-keyl\":\"sample-valuel\",\"sample-key2\":
\"sample-value2\"}},\"primaryKeys\":[\"sample-Keyl\",\"sample-Key2\"],\"region\":
\"us-east-1\",\"sortKeys\":[\"sample-sortKeyl\"],\"sourceClassification\":\"sample-
sourceClassification\",\"sourceLocation\":\"sample-sourcelLocation\",\"tableArn\":
\'"sample-tableArn\",\"tableDescription\":\"sample-tableDescription\",\"tableName\":
\"sample-tableName\"}"

}

]

CtE ME AJBIEE ALE50{ oM 2lHIXE ddstn S0 01& HEE = U&LICH
def create_asset_revision(domainId, assetId):
return dzclient.create_asset_revision(

domainIdentifier = domainId,

identifier = assetld,

name = 'glue table asset 7',

description = "glue table asset description update",

formsInput = [
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"formName": "GlueTableForm",

"content": "{\"catalogId\":\"sample-catalogId\",\"columns\":
[{\"columnDescription\":\"sample-columnDescription\",\"columnName\":\"sample-
columnName\",\"dataType\":\"sample-dataType\",\"lakeFormationTags\":{\"sample-
keyl\":\"sample-valuel\",\"sample-key2\":\"sample-value2\"}}],\"compressionType\":
\"sample-compressionType\",\"lakeFormationDetails\":{\"lakeFormationManagedTable
\":false,\"lakeFormationTags\":{\"sample-keyl\":\"sample-valuel\",\"sample-key2\":
\"sample-value2\"}},\"primaryKeys\":[\"sample-Keyl\",\"sample-Key2\"],\"region\":
\"us-east-1\",\"sortKeys\":[\"sample-sortKeyl\"],\"sourceClassification\":\"sample-
sourceClassification\",\"sourceLocation\":\"sample-sourcelLocation\",\"tableArn\":
\'"sample-tableArn\",\"tableDescription\":\"sample-tableDescription\",\"tableName\":
\"sample-tableName\"}"

}
1,

glossaryTerms = ['"<glossaryTermId:>"]
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def publish_asset(domainId, assetId):
return dzclient.create_listing_change_set(
domainIdentifier = domainId,
entityIdentifier = assetld,
entityType = "ASSET",
action = "PUBLISH",

N

OB IR 20 AM 2 O|o|E 75

OhS ME A3 BIEE A8 CIOIE IR 20 & HAMS T HIO|EHE 758 + U&LICH

def search_asset(domainId, projectId, text):
return dzclient.search(
domainIdentifier = domainId,
owningProjectIdentifier = projectld,
searchScope = "ASSET",
searchText = text,
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def search_listings(domainId, assetName, assetId):
listings = dzclient.search_listings(
domainIdentifier=domainId,
searchText=assetName,
additionalAttributes=["FORMS"]

assetlListing = None
for listing in listings['items']:
if listing['assetlListing']['entityId'] == assetld:
assetlisting = listing

return listing['assetlListing']['listingId']

Che ME A3REE A8 ctol ZIAE IDE ARGl 7S RHE MME 4 aLi

create_subscription_response = def create_subscription_request(domainId, projectld,
listingId):
return dzclient.create_subscription_request(
subscribedPrincipals=[{
"project": {
"identifier": projectlId

1,

subscribedListings=[{
"identifier": listingId

1,

requestReason="Give request reason here."

create_subscription_response®/Q| LIS At85t0{ LIS ME AT EE
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subscription_request_id = create_subscription_response["id"]

def accept_subscription_request(domainId, subscriptionRequestId):
return dzclient.accept_subscription_request(
domainIdentifier=domainId,

identifier=subscriptionRequestId
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def list_domains():
datazone = boto3.client('datazone')
response = datazone.list_domains(status='AVAILABLE')
[print("%12s | %16s | %12s | %52s" % (item['id'], item['name'],

item[ 'managedAccountId'], item['portalUrl'])) for item in response['items']]
return

504 7|& Amazon DataZone Z2MEE LIS AAI2.

def list_projects(domain_id):

datazone = boto3.client('datazone')

response = datazone.list_projects(domainIdentifier=domain_id)

[print("%12s | %16s " % (item['id'], item['name'])) for item in response['items']]
return
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def list_metadata_forms(domain_id):

datazone = boto3.client('datazone')

response = datazone.search_types(domainIdentifier=domain_id,

JlEF 72 A

MZ AJEIE

Mk

60



otOhE DataZone ANER7I0|E

managed=False,
searchScope="'FORM_TYPE')

[print("%16s | %16s | %3s | %8s" % (item['formTypeItem']['name'],
item['formTypeItem']['owningProjectId'],item['formTypelItem']['revision'],
item['formTypeItem']['status'])) for item in response['items']]

return
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MEAEFL|CE.
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AWS HA™Ho|MH OIOIE ?Ix| S8 HdHE &d358t & olo|E AH|R7EIAM HEHE S8l #Elzle
AWS Glue E|O|& & DataZone —_r" st Amazon MX{ 5l0|E2|E 2 =0 A O] El|0|E 2] Amazon
S3 | x|E S5¢8 CIS AWS Lake Formation2 S35l El|0|£0f CHEt HEtE 2 2|5H04 o|O|E{ AH|XHO]|
H HAMA HEHS L04FLICEH Ol 5tH 7|&E KT EZ0| ES FX| AT A E|O|E01 CHEH IAM

Heto| |2 5 04=l AWS Lake Formation Het2 AI2SHE AL S X|ELICE.
Amazon0i| A AWS Lake Formation §l0|EE|E R E S&S &MsteE M &S sHE
Amazon S3 2| k|E *2lst= &Y DataZone

7 B £ AWS 221 KMS 7|2 2 551 Amazon S3 QRIS A& S B,
AmazonDataZoneS3Manage 230l KMS 7|2 ClO|E{E & & 3lst 1 siiS & #etol
HAof| M F|of CHEE HEHS &0l Fo{atok & LIC.

A74LE, KMS 7|

Amazon S3 {x|7F AWS ZE| 7|2 &5 5HE FR CHS 22l Hag
AmazonDataZoneDatalLocationManagement23&tof| Z 7} &/ Al

{
"Version": "2012-10-17",

"Statement": [
{

"Effect": "Allow",

"Action": [
"kms:Encrypt",
"kms:Decrypt",
"kms:ReEncrypt*",
"kms:GenerateDataKey*",
"kms:DescribeKey"

1,
"Resource": "<AWS managed key ARN>"

—_
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Amazon S3 {X|7} T &2 7|2 &S 5HE B, CISE s&SHAAIL.
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41 AWS Identity 2! Access
I El= KMS 712] 7| HAg =3

1. https://console.aws.amazon.com/kms H|A{ AWS KMS 2&&
Management (IAM) 22| At Xt EE= 2RI & E35t5t= O A
& = Ae MA8RR 2Ol LCt

=
2. EMFoM T el 71§ MEE CHE #stE KMS 7(2] 0|§& M= LI

3. KMS 7| M2 HE Ho|x|olM 7| M2 g MEMs CHS ChS & StLEE 85t AASRt X|H
& E = Lake Formation MH|A @47 248 E KMS 7| AHSXHE FItErLICt

- 7|8 E7| (7| &2lXt, 7] AA|, 7| AL AL, 7IEF AWS HE MM L E 7F EAIZHE T AFS R A
M olefof &2 FIHELICH AmazonDataZoneDatalocationManagement

- 7| H2 (JSON) O] EAIE|= AR Chs oflet 20| HME HESt0{ 'F| ALE 518" ZAi|of
AmazonDataZoneDatalLocationManagement23& & F7}&tL|C}.

"Sid": "Allow use of the key",
"Effect": "Allow",
"Principal": {
"AWS": [
"arn:aws:iam::111122223333:role/service-role/
AmazonDataZoneDatalLocationManage-<region>-<domain-id>",
"arn:aws:iam::111122223333:user/keyuser"

},

"Action": [
"kms:Encrypt",
"kms:Decrypt",
"kms:ReEncrypt*",
"kms:GenerateDataKey*",
"kms:DescribeKey"

1)

"Resource": "*"

}I
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HIELH OB & Al 3 ME (0d: GovForm 5E£ GovernanceFormType) 7F .
Amazon2| X4t R0i= HZF 0| DataZone II’“Elo-I JELICH KHAHO| M T R S8 (YRt

E 2A ) o2 HO|El AF|OIE 7|ECE HEEH, #RE # X7 XIHE[T RH4H MM )
L|CF.
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|4 Ol MEHT

AAE R & - Amazon2 AMH|A AR AAR! XHAF R ( GlueTableAssetType,,,
GlueViewAssetType RedshiftTableAssetType RedshlftV|ewAssetType S3 xZ&
ObjectCollectionAssetType) 2t A|AE! Al 3 ( DataSourceReferenceFormType

AssetCommonDetailsFormType, & SubscriptionTermsFormType Z &) & DataZone L ZH|X'S & L]
Ch. AlAE XA &2 WEE = gL

SR R RHE R - ALRK
Al 0
At

TZ3tE Olo|E7t & & Rt R¥o| F< O|o|E £=Ho| F A7|0HE LIEHY
RelationalTableFormType ?/5H & Ar&3t04 Qoil 7= M|EFC|O|E] (& O]
S) & F7t5tI H|ELIA O|F, 01E 804, AFSA XIH 7| 2t ‘WS HIRE &
7+er 4= Q&LICH ColumnBusinessMetadataForm

__
ﬂIIIIl

CIOIE =& Sl ArSAF X[ H Rtk REE dYott{H CFS BHHE 2tz otMl2.

1. Amazon DataZone O|O|E| Z& URLE 0|S35t0{ 42 AIRI2 (SSO) E= At BH2 ALE5H
o 23 QI8 L|Ct. AWS Amazon DataZone £ 2|XF21 A https://console.aws.amazon.com/
datazone 0| A Amazon DataZone 242 0|S35t0{ TH|QI0] MAEI AWS AN Y xI2 215t
CH2 Open data portal& ME{E 4= Q& LICY.
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2. MEHEIMEOM Z2NME MENg MEHSIT ALSAL X[H A RS MM5lgis Z2MEE M
EHSFLCt

3. ZEMEO|HO|EH M2 o|SFLICH

4. 1% EHM Fo| M AHAt RES MEHSHCHS XM R - OHET|IE MEIELICH

5. CI=2 X|H8t CHS [Create] & MEHEILICY.

. OB - ARt x| o4 REol ol
. AT AR RIE AHE REO| CHE AT,
- MEHCI0IE] %Al £7H8 M=45t0f Of AL RH KIS RHAF 80 HIEHHIO/E Y AIS F7b8HLIC

6. ALSXF XY A R E HE 0= 0| AL8Stod AHE BFE &+ U&LICH

o

APIE S35l AHEX} X|H AHo fE S BHEC{H OS HAE 2= 5HM L.
1. CreateFormTypeAP| 2 E S &350 HEIH|O|H &4l S MdeLICt

CH2 2 Amazon2| SageMaker 03| A|IL|C}

m_model =

structure SageMakerModelFormType {
@required
@amazon.datazone#searchable
modelName: String

@required
modelArn: String

@required
creationTime: String
}
CreateFormType(

domainIdentifier="my-dz-domain",
owningProjectIdentifier="d4bywm@cjaldbb",
name="SageMakerModelFormType",
model=m_model

status="ENABLED"

)
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2. CI22E CreateAssetType API S S E510{ Aot REE WHE = USLICH AE T7tsE
.I

AAE A 2% (SubscriptionTermsFormTypeOtel 0i) EE& AFS AL X[ A REE A8
501 Amazon DataZone APIE S3HAMEF At RE 2 e = U&SLICEH A|AER XA ROl F
L 2% O0|E2 = amazon.datazone A|Ztslof &L|Ct.

CreateAssetType(

domainIdentifier="my-dz-domain",
owningProjectIdentifier="d4bywm@cjaldbb",
name="SageMakerModelAssetType",
formsInput={
"ModelMetadata": {

"typeldentifier": "SageMakerModelMetadataFormType",

"typeRevision": 7,

"required": True,

},

"SubscriptionTerms": {
"typeldentifier": "amazon.datazone.SubscriptionTermsFormType",
"typeRevision": 1,
"required": False,

1,

}I

CHS2 T 23HE Cl0|E& At REE Br== o AlILCH

CreateAssetType(
domainIdentifier="my-dz-domain",
owningProjectIdentifier="d4bywm@cjaldbb",
name="0nPremMySQLAssetType",
formsInput={

"OnpremMySQLForm": {
"typeldentifier": "OnpremMySQLFormType",
"typeRevision": 5,
"required": True,

o
"RelationalTableForm": {

113
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"typeldentifier": "RelationalTableFormType",
"typeRevision": 1,
"required": True,

.

"ColumnBusinessMetadataForm": {
"typeldentifier": "ColumnBusinessMetadataForm",
"typeRevision": 1,
"required": False,

},

"SubscriptionTerms": {
"typeldentifier": "SubscriptionTermsFormType",
"typeRevision": 1,
"required": False,
I
},

3. Ol | EtAoM BFHE A A K| R REE AL Sto RS BFE =+ Q&LICH

CreateAsset(
domainIdentifier="my-dz-domain",
owningProjectIdentifier="d4bywm@cjaldbb",
owningProjectIdentifier="my-project",
name="MyModelAsset",
glossaryTerms="xxx",
formsInput=[{

"formName": "SageMakerModelForm",
"typeldentifier": "SageMakerModelForm",
"typeRevision": "5",

"content": "{\n \'"ModelName\" : \'"sample-ModelName\",\n \'"ModelArn\"
\"999999911111\"\n}"

}
]

O| ol AlofM= T+ ==HE C|O|E AF&HE BrE T U&LICH

CreateAsset(

AERATE A 78 B 14



otOhE DataZone ANER7I0|E

domainIdentifier="my-dz-domain",
owningProjectIdentifier="d4bywm@cjaldbb",
name="MyModelAsset",

glossaryTerms="xxx",

formsInput=[{

"formName": "RelationalTableForm",

"typeldentifier": "amazon.datazone.RelationalTableForm",
"typeRevision": "1",

"content": ".."

.

{

"formName": "mySQLTableForm",
"typeldentifier": "mySQLTableForm",
"typeRevision": "6",

"content":

.

{

"formName": "mySQLTableForm",
"typeldentifier": "mySQLTableForm",
"typeRevision": "1",

"content":

iy

0%
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15.

- 7|1& &¢E7t EECHRO LIEILI =S 3t2{2 AWS Secrets Manager2| &0l CHS Ef 2 (F1/3f
7t 2 grE|o{ Qlo{oF §FLCt.

« AmazonDataZoneProject: <projectIiD>

« AmazonDataZoneDomain: <domainlD>

MezE BIE7(Z MEfstH f 5of oM B Eia7t RISz XIEE22 F71 B A7
ER6tK| ef&LICh REMEH LHE 2 H[O[EHO|A It BE ME = HZSHAA|2. AWS Secrets
Manager

OlO|E| AA MM2 s M2 E AWS &5 9| Amazon Redshift A2 XF= HA|E Ef|0|E 0 CHEH
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Subscription approval does not provide access to data. Subscription
grants on this asset are not managed by Amazon DataZone. For more
information or help, reach out to your administrator.
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PostTimeSeriesDataPoints

ListTimeSeriesDataPoints

GetTimeSeriesDataPoint

* DeleteTimeSeriesDataPoints

CHS EtAHl= API EE= CLIE AF235H04 Amazon AHAHOY| CHEF EFAF HIEEIZE 71 = o|E M LICH
DataZone

1. C}=23} 20| PostTimeSeriesDataPoints APIE & &fLIC}.

aws datazone post-time-series-data-points \
--cli-input-json file://createTimeSeriesPayload.json \

CtS mol2=2F &7

{

"domainIdentifier": "dzd_bqqlk3nz21zp2f",
"entityIdentifier": "4nwl5ew@dsu27b",
"entityType": "ASSET",

"forms": [

{
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"content": "{\n \"evaluationsCount\" : 11,\n \"evaluations\" : [ {\n \"description
\" : \"IsComplete \\\"Id\\\"\",\n \"details\" : {\n \"STATISTIC_NAME\" :
\"Completeness\",\n \"COLUMN_NAME\" : \"Id\"\n },\n \"status\" : \"PASS\"\n },
{\n \"description\" : \"Uniqueness \\\"Id\\\" > 0.95\",\n \"details\" : {\n
\"STATISTIC_NAME\" : \"Uniqueness\",\n \"COLUMN_NAME\" : \"Id\"\n },\n \"status
\" : \"PASS\"\n }, {\n \"description\" : \"ColumnLength \\\"Id\\\" = 18\",\n
\"details\" : {\n \"STATISTIC_NAME\" : \"MinimumLength,MaximumLength\",\n
\"COLUMN_NAME\" : \"Id,Id\"\n },\n \"status\" : \"PASS\"\n }, {\n \"description
\" : \"IsComplete \\\"IsDeleted\\\"\",\n \"details\" : {\n \"STATISTIC_NAME\" :
\"Completeness\",\n \"COLUMN_NAME\" : \"IsDeleted\"\n },\n \"status\" : \"PASS
\"\n }, {\n \"description\" : \"Completeness \\\"Type\\\" >= ©0.59\",\n \"details
\" : {\n \"STATISTIC_NAME\" : \"Completeness\",\n \"COLUMN_NAME\" : \"Type\"\n },
\n \"status\" : \"PASS\"\n }, {\n \"description\" : \"ColumnValues \\\"Type\
\\" in [\\\"Customer - Direct\\\",\\\"Customer - Channel\\\"] with threshold
>= @0.8\",\n \"details\" : {\n \"STATISTIC_NAME\" : \"\",\n \"COLUMN_NAME\" :
\"\"\n },\n \"status\" : \"PASS\"\n }, {\n \"description\" : \"ColumnLength \\
\"Type\\\" <= 18\",\n \"details\" : {\n \"STATISTIC_NAME\" : \"MaximumLength\",\n
\"COLUMN_NAME\" : \"Type\"\n },\n \"status\" : \"PASS\"\n }, {\n \"description
\" : \"ColumnLength \\\"ParentId\\\" <= 18\",\n \"details\" : {\n \"STATISTIC_NAME
\" : \"MaximumLength\",\n \"COLUMN_NAME\" : \"ParentId\"\n },\n \"status\" :
\"PASS\"\n }, {\n \"description\" : \"Completeness \\\"AnnualRevenue\\\" >=
0.28\",\n \"details\" : {\n \"STATISTIC_NAME\" : \"Completeness\",\n \"COLUMN_NAME
\" : \"AnnualRevenue\"\n },\n \"status\" : \"PASS\"\n }, {\n \"description
\" : \"StandardDeviation \\\"AnnualRevenue\\\" between 1658483123.39 and
1833060294 .28\",\n \"details\" : {\n \"STATISTIC_NAME\" : \"StandardDeviation
\",\n \"COLUMN_NAME\" : \"AnnualRevenue\"\n },\n \"status\" : \"PASS\"\n }, {\n
\"description\" : \"ColumnValues \\\"AnnualRevenue\\\" between 29999999 and
5600000001\" ,\n \"details\" : {\n \"STATISTIC_NAME\" : \"Minimum,Maximum\",\n
\"COLUMN_NAME\" : \"AnnualRevenue, AnnualRevenue\"\n },\n \"status\" : \'"PASS
\"\n } 1,\n \"passingPercentage\" : 1.0\n}",
"formName": "GREAT_EXPECTATION_NEW",

"typeldentifier": "amazon.datazone.DataQualityResultFormType",
"timestamp": 1608969556

}

]

}

2. CI23} Z0|DeleteTimeSeriesDataPoints APIE 5 &8 L|Ct

aws datazone delete-time-series-data-points\
--domain-identifier dzd_bqqlk3nz21zp2f \
--entity-identifier dzd_bqqlk3nz21zp2f \
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--entity-type ASSET \
--form-name rulesET1 \
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£l A|2. CreateSubscriptionTarget

AWS Glue 75 CHA 0i Al

{
"domainIdentifier": "<DOMAIN_ID>",
"<ENVIRONMENT_ID>",

"environmentIdentifier":
"name": "<SUBSCRIPTION_TARGET_NAME>",

"type": "GlueSubscriptionTargetType",
"authorizedPrincipals" ["IAM_ROLE_ARN"],

"subscriptionTargetConfig" [{"content":
\"<DATABASE_NAME>\"1}", "formName": "GlueSubscriptionTargetConfigForm"}],

"manageAccessRole": "<GLUE_DATA_ACCESS_ROLE_IN_ASSOCIATED_ACCOUNT_ARN>",
["GlueTableAssetType"],

"{\"databaseName\":

"applicableAssetTypes"

"provider": "Amazon DataZone"
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"domainIdentifier": "<DOMAIN_ID>",
"environmentIdentifier": "<ENVIRONMENT_ID>",

"name": "<SUBSCRIPTION_TARGET_NAME>",

"type": "RedshiftSubscriptionTargetType",
"authorizedPrincipals" : ["REDSHIFT_DATABASE_ROLE_NAME"],

"subscriptionTargetConfig" : [{"content": "{\"databaseName\":

\"<DATABASE_NAME>\", \"secretManagerArn\": \'"<SECRET_MANAGER_ARN>
\",\"clusterIdentifier\": \"<CLUSTER_IDENTIFIER>\"}", "formName":
"RedshiftSubscriptionTargetConfigForm"}],
"manageAccessRole":
"<REDSHIFT_DATA_ACCESS_ROLE_IN_ASSOCIATED_ACCOUNT_ARN>",
"applicableAssetTypes" : ["RedshiftViewAssetType",
"RedshiftTableAssetType"],

"provider": "Amazon DataZone"
}
/A Important
« ?{o| API ZE0|M AT B8 AlEXtE API &2 s st= Ol AHSE
zhe Aol ) o™

. “AuthorizedPrincipals”OﬂA‘l AE5tE IAM
% DataZone AmazonOf| A HMA HEHS &l
MeE 715 cido| ddElE #an St Aol 38tok gLt

lofof gfLICt. J%X| fo™ APl 2£0| &3 5tx| R ELICH
=
=

AHeHO| 7S

C
20
<)

Heoll =7+
Ol=| Hot =

—_ e =

« AmazonOi|M 5 XZ|E g2 5t2{H S 2 At B E 9| £+ 0| DataZone “Amazon

DataZone ”0|040F &fL|C}.
« OflA 245t ClO|E{HIO|A O|E 2 CHA O] MM E|= #H[Zoi o|O|

subscriptionTargetConfig ZAH3H oF & LICt. DataZone Amazon O| HIO|E{H|O|AE
MSHR| et&LCH EEFF AM[A 22| o O] Ti|O|E{tH| O] A 0f CHEF CREATE TABLE

Ls H

Tero| JAEX| FHelst A2,

AH

7|1Z IAM 2d&2 AF25104 Amazon DataZone 75 * 2|

141



otOhE DataZone ANER7I0|E

- E3HSQUE Hot FHE MIEIE Y (AWS Glue2| B2 1AM 21E L Amazon
Redshift2| Cl|O|E{H|O|A 24 o] &4 74|""01| o|O| -'-XHéPE | &2I5tAA|2. Amazon
Redshift 15 CHAMO| 49 SE{AE0| iZsts S0t g

45t 2ropdd £ Aol|o|E 7}
ZIQELICE o] HE o= dEofl RedshlftDbRoIes Ef27F B Zlo{ lo{oF LIt Ef
Jo| S HEZR AEE SEYU £ UELICH A2 A5 oA S HE I 8QIE FANZ

XE &l olo|E{H|o| A °3& ofo{oF & L|Ct

3CHA|: M Efo|E2 7= gl A CHAbof| CHBE L= 0|3

- TS5 OS2 dYEt 20l= M EOIE2 5 & += 20 DataZone Amazon2 ¢ S0 & 3
2 Eo|E2 € MEIELICH AIMEt HE = OIo|E 58 HZXSM

CllO|E{ eHM|A HEF B0

% 1o

XF12 Amazon XHAH0] £0Q1= L Sof CHEF HMA HEHS FHodste Eol CHEt M8 HEE X
IC}. D

Okl 1

ataZone

QD AHrof CHEE 47| AMA HErE selstHLE 7

DataZoneAmazonOllHE 75 SQIXt7F 25
£ &0Ixt= | XHAFO| Amazon DataZone ZHEFZ2 104 HA|

ofgt 7 5& ZhelgrLict Ridtol CHE
El H Al Alefod| 2k 2™ ELCH
A

-« #2| AWS Glue Data Catalog At&Hof| CHEF MM A HEH 2o

« 2|3 Amazon Redshift XFAFod| CHEF HM|A FEH Eof

.+ HIZE| RHAFOY CHEH SOIE TS0 CHE AMA HBHS Ro{5HAAIR.

2| AWS Glue Data Catalog AH&Hod| CHEF HM|A T8 &0

(® Note
AWS Lake Formation LF-TBAC &8 AF2 8 AWS Glue Data Catalog XF{Hod| CHEF HAM|A
zele X[HEX| ef&L ot

9| of| Alofl AWS Glue Data Catalog CHEF X[ 7t 37 X2 X|BHEIX| et &LCt

rlo

oIO[Ef A& Het Fod 142



otOhE DataZone ANER7I0|E

2| AWS Glue Data Catalog At&Hol| CHEF 725 Q0| £21E/M Amazon2 0|28t RIS Z2NME
O| 2 & 7|& dlIo|H Bf|o|3 &0 DataZone AHS 22 F7tgfLICt. DataZone Z124™ AmazonO| At
8Xt+E CHalsto{ £21E AWS Glue Data Catalog El|O| 20| CHEt BMA HEHS Hodstn #tElELct
AWS Lake Formation. #SAt ZEME o] Z R04El XH4&H2 HZH 2| AWS Glue Data Catalog as 2|
AA0 EAIELICEH 3% CHS Amazon AthenaE AFE35104 EO|E S #EIE & U&LICEH

@ Note
T 538t AWS Glue Data Catalog At4HO| 7|Z O|O|E{ Blo|= &8 RS2 2 F7+E & M O
OlF 8lo|= &tdE2 ZE2EMEN F7I5t= <, £ 58 AWS Glue Data Catalog Xt4t2 O A
CIO|E glo|3 & &0l =822 F7t3HoF B LICH. Amazon DataZone Ci|O|E| L EHO| Z 2N E
7H2 Ho|X|ol| U= CIOIE oM EXZ F7F M2 MESHH FLICH

DataZone AmazonO| AWS Glue Data Catalog El|O|= 0| CiEt HMA HEtE Bo{E = Jog{H OIS
TS S=4Hok guct,

« Amazon Lake Formation ™3t &t2|5t0{ HM| A HEHE DataZone F 04522 AWS Glue E{ O]
£ 2 Lake Formation0ll A &t2|5HoF &FL|C}.
« AWS Glue Data Catalog E|0|& & H|AlSt= O| At k|= C|O|E &i|o[3 &tZ 2| | HAMA AFgo]
= =23t 22 Lake Formation #8H0o| Qlo4oF gfL|C}.
« DESCRIBEZ! HA|=l Efo|E0| Z& = AWS Glue Cl|O|E{H|0|A 0] CHEt DESCRIBE GRANTABLE
Tt
« DESCRIBE,SELECT,DESCRIBE GRANTABLE, HA|E! E{0|E R}A|0fl CHEt Lake Formation2|
SELECT GRANTABLE ™#t

KM EE LIE 2 FHEE R QFLHA S| ZHEF 2T 2[AA0f CHEF HEF £0
Lake Formation

22/ Amazon Redshift X+&Fof| CHEF M| A ek F0q

4o
ﬂ
P
jn
]
N
9'|_l
-
>
o
>
=
w

Amazon Redshift E|0|& EE= Foil CH8t T+ 50| £ 21 E|™ DataZone Amazon2 # 58 AHtE T2 X
E o] 2 E ClO|E fllofetRA &F0] RIS 2 F715t01 ZE2EME R M 0| #ZF LHoi A Amazon
Redshift H2| HE 7| 38 A&35t0{ CIO|EE& 2" = AU &LICt DataZoneAmazon2 LHF MO 2
AAQL = CHY ZHol 2B M 2o 2 O|0|E SRE M-gLICH

M A Het Fo Z2=MAE BE C|O|EHO|A (HIAIRL 2+ CHE CllO[E{H| 0| & (5 A} 2| f|x[od [t
2t CHELICH

2|13 Amazon Redshift XH&Hof| CHEE HM|A FHEF Hod 143


https://docs.aws.amazon.com/lake-formation/latest/dg/granting-catalog-permissions.html

olobE DataZone MRt 7L0

Amazon Redshift |A| & 15 Z2{AE{7} Amazon Redshift G|O0|E{ 3501 CHEF 2
E5tEX| EQISHAAIL. REMIEH LI 2 Amazon Redshift 7HEFAF HHME & X 54

==X}
o =

rot

=
Amazon2 & E|o|&0i CHEF HEtE 2% DataZone £ 04&LICt.

S2IAE, SUE CIOIEIHI0]A - S CIOIEIHIOIA LioIM CIOIEIE SR3H0F st B2

Z2{AE], C+E Clo|E{H0| A - SYUBt FEAE Q| & ClO|E{HI0| A0 M HIOIEE 373
Z 7

of 5t= @< Amazon2 CH4 Ci|O|E{H|O| A 0| FE DataZone 435t MdE Foil CiEt Het2 &
o9 gfLct.

S H™ CHE E2{AH - DataZone Amazon2 A A ZE{AE{Q} CHY E2{AE ZHol| CIOIE SR E
HHetT SR HOIZE flol RE ddgLct Foil Heto| fo{ELICH

WA A - 2t S YR MAX BE{AE FollAM AY 7t HIOIE 3R E &¢Ql5t2dH FIt BHA|
7t 25t AH|R 22{AE H0|M |06 S /& AZQsted™ CHE EAPF 22 LIcH

® Note

T+= 8 Amazon Redshift AH4H0] 7| & HIO|E Y05t A B Eo| At S22 FI7IE & Af H|O]
E 905t A EE8 Z2ENME| FIt5t= 2, #58 Amazon Redshift Xt4t2 0 A H|O|
E {045t A EHol| #8522 FTI}H8H{oF & LICt Amazon DataZone HIO|E £ &HO| T2 ME

k=1
o
i mHo|x|o 2l= ClolE Bl Ex =2 F£7H SME M=stH ELICH

0

T Al

> Tn
to

@ Note
DataZone Amazon2 Amazon Redshift 2 {AE{2} Amazon Redshift AE{Z|A RFAH 2504 CH
152 AS2=E H8B5tE 7|IsE KIHELICH

Amazon RedshiftE A8t X[ Zt O|0|E B3R = X|HE|X| &&LICH

(@ Note
34X 22| A0 M Amazon2 AA 2l CHAF Amazon Redshift 22{AE EE= 294 JE0| S8t
ZZlof| &8 AH&o| e A0 Amazon Redshift Ell0]& 2! Foil AWS CHEF HMA S
& DataZone = AU &LICEH AWS

0ok
mo
Of¥

22| Amazon Redshift XHH0i| CHEH AA| A HEH F 04

144


https://docs.aws.amazon.com/redshift/latest/dg/welcome.html

otOhE DataZone ANER7I0|E

H|gh2| XH&kof| CHer & QlEl T 50| Cie HMA HEHE FodstAMAI2.

AmazonO| M= DataZone AFE A7t H|Z LA CIO|H IR 200 2 & R Q| RHatE AAI” = U&
L|C}. o243t RFaH = 2= CH5H Amazon HMA 5{7IE AHES O 2 #2|E DataZone £ & LICH
Olz{8t xtatS 22| XHAHO|2ED 8HTH, 04701 = Lake Formationol M & 2|5HE AWS Glue ClIOIE] 7}HE
21 E{|0|& 1 Amazon Redshift E|0|& & 77} L& ELICH. AmazondM T+52 AHS 22 DataZone
5018 &= gl= CHE 2 & RHH2 HIEE2IE xHatolet ghulc.

DataZone Amazon2 &t 2=l X| ot = RH&tof| CHEE HM|A HEtE 2El" = U 51
O|E{ ARA7} HIZLIA CIO|E] ZHRE 29| RHAtOf| CHEE 152 &2I5HH Amazon% AAQF CHAF ZHof
HE

FIF
HU
ﬂlllll
g
OH
Q'I_I
r
o
i

HM|A HEHS HEE = JULSE HO|ZEQ EE E HE 9t 87 EventBridge Amazond O|HIEE
DataZone H|A|gfLICt O] OHEE +=4l5tHH O|HIES| HEE ALE5to{ ER8r Ro{Es HEFE

—|—I_ I_I_ g
g A AR XIE HEHE EC|HE = UELICH HMA HEHE 2048 F0l= Amazont| M
= MEE 213l DataZone UO|O|E 5104 A& S S8 ALSKHO|A| KA AP 2 AlRME = QS S
of2l £ Q& L|CH AHMIEF M E = Amazon DataZone O|HIE 2! 22l AL 2517|2 & XSIAMR2.

Z~H| H|O|E

ClS 242 DataZone AmazonOllAM 58 AH| Ol|O|E{o]| CHEH MIE HEE MEELICH

A
+ OfOhHE OFEi|L} B = ofOFE Redshiftol| A CO[E{ 2|

otOtE OtEl|Lt EE= OfOFE Redshiftoll A H|O|E #{E]

AmazonO M= 5 A7F FHEE 2 19| RFAMOY| HAM| A SHH Amazon DataZone Athena EE& Amazon
Redshift #H2| HE 7| v28 A&35to alid AHobE AL (FHEl L 2A) & = U&LICH 0| 22 &=
e Z2ME ARA £ 7|0{Xto{of ELICH T2 MEM 45 E EF Z2IE0] 2t Amazon
2 Oolo|e zEHo| =2 ME 1| 0|X| 2EF E0{ Amazon Athena Z//EE = Amazon Redshift # 2| T E
7| v22 HAZAE|= @3 2 DataZone M-S ErLIC}.

1. Amazon DataZone H|O|E{ Z& URLZ O|&3t0{ A2 ALQI2 (SSO) E= A2 SHZ AtES
04 2QI8fL|Ct. AWS Amazon DataZone & E2|XF2! ZA 2 https://console.aws.amazon.com/
datazone 0l Amazon DataZone 2& £ 0|S3t04 THIQI0] MM E AWS HH 2{xI2 2215t
Ct= Open data portal2 ME{E =~ Ql&LICH,

2. Amazon DataZone C|O|E{ ZEHOIAH Z2ME S JHolE 7|
U ZZHMEE Fro} MEAFHLICE.

e

i
rot

CtS EAdstEdE ClolE{7t

HIZF2| RH&tol| CHEt S QIE 50l CHEF AMA HEHS Foist A2, 145


https://console.aws.amazon.com/datazone
https://console.aws.amazon.com/datazone

oto+E DataZone AR 7Ho|E

3. 0| Z2ME 0| A Data Lake %-?—EE'E
EME & Ho|X[e] 2EZ mi'dof| EA|

—_ L 1

]If"—\,'—

ol Z2MEo|M ClOE| HoisteA SRTET} BAEHE B ZRME & HolX|o| 225
ol #al BE7|Z A &

(® Note

FEZZEE Z2HMEVI 4YE|s B3 20t o YeolFLch

ZA
+ Amazon AthenaZ AF&35104 O|O|E{E F 2I&LICt.
+ Amazon RedshiftE Al&735}04 O|O|E{E F2IELIC}.

Amazon AthenaE& A&310{ O|O|E{E F{2IEfLICH.

Amazon Athena @3 & MEHSIH Q15 & T2ME X4 SHE ALE504 Het X2 M BHod| A
Amazon Athena # 2| HE7 |7} FZILIC} 22 &2l Amazon DataZone ZZME 7} 2| HE 7|0
MM EHY a5 2 AHs MEHELICE

I
_|.
Q'I_l
K
t

alefefLich 52 7hx| dEh Mol Hed2 ChEn &

o>

Amazon Athena # 2| WEIZ[0|M F2IE &
LI|C}.

o LS RAE 2|5t BEAMSHAIR.

« M EO|E MM

« 2|2 s3 Aol #E| A1t (CTAS) oM El|o|=2 2 A dghLct

TE# RS HEGT BAAHR.

Z2MEJ} LS8 XA CHEF A A MBS DataZone AmazonOlM AFS 2 2 E0{6tX| &te= B2
7|2 Cllo|E{of| CHEF M| A THEHS FodatoF & LICH o248t RF&tod| CHEF M| A HEHE Fodst=

of CHEH REMIEH LIS S 2 BTt AIBIZE] RHAof| ChE S QIE F 50 CHEF HMA HEHS Fod5t
AAIQ

= —_

AmazonOl Z2HME 7} 256t Koo CHEE BMHA HEE RIS 2 ZE 2045t = AL DataZone, E| O]
E0{M sQL FHEIE AE5t T Amazon AthenaOl M Z0E &#0Ql& £~ Ql&LICH Amazon AthenaOil A
SQLE AF35te ol cHst XEMIEH LIE 2 Athenaoll CHEE SQL & X E & XSHAAIL.

otohE otE|Lt = otOhE Redshiftol A HIOE F 2| 146


grant-access-to-glue-asset

otOhE DataZone ANER7I0|E

Amazon Athena #z2| HZE
ELCI20| EAL|D ZZHME

Z2HME E 0 0|X|2 2E3 m{'=oilA Amazon Athena &3S MEHSH £
7|2 0|=3tH Amazon Athena #{2| HE7|Q| REZ MEo| ZE2ME &
ZHEHIAEJL RSS2 MEELICEH

ClO|E{H|o|A E&CH20iM CHS CIO|EH|0|AE 2 & UA&LICH

- HE2|A HIO|E{HIO|A ({fenvironmentname}_pub_db). O] CIO|E{H|O|A S| SX2 ZZME A
BEAE LHOM Aj CIO|E{E MA8t CIS O] OIO|E{E Amazon DataZone ZFEF 2101 HAIE £ U&=
tE3g M3Bste ReLIch ZENME ARKLe 7|04At= O| Cl|O|E{H| O A0 CHEr 47| & 2

HEt2 7HELICH 2™ E J2o{= O| o|o|E{H|o|A0] CHEF @17| F4EHEF Z7HEILICE

= I
N
12
=

> e

« 7= O|O|E{HIO|A (fenvironmentname}_sub_db). O| CIO|E{H|O|A 2| FX2 Amazon
DataZone ZIEI 210 Z2ME HHZ T 58 HO|E{E 3R5t1 s CIOIEE #HEIE = U
st= AL ct

M Elo|lE &4

L

Q| S3 H{Zlol| 934 %t B Amazon AthenaZE A& 35104 2| Amazon S3 HHZ!OAM RHAHE 22|56t
25t £ Ql&LICH 0] AIL}Z2|20i M DataZone Amazon2 2|5 Amazon S3 H{Z! 9| 7|2 C|o|E{of =
M HMA HEHE Ro{g HEto| glol, ZEME 2[R 0fM MM E 2|F Amazon S3 Cl|O|E{= Lake
Formation0| M XIS 2 2 Z 2|5 K| 22 2 Amazon0| M ZE|& = & LICH DataZone. CHE W2
Amazon Athena2| CREATE TABLE BHEEZ ALE310{ 2|F Amazon S3 HZA 2| HIO|HE = ag_o_l
Amazon S3 HZ! L M E|0|2 2 SAtst= ZdLICH Amazon AthenaOllA CREATE TABLE #ZIE &
&5t E|lo|2 2 of SE&LICH. AWS Glue Data Catalog

A

Amazon S32| Hi|O|E{of| CHet B2 & X|'YstcdH CHS 0|2 Z0| LOCATION £8E AFSEfLICH

CREATE EXTERNAL TABLE 'test_table'(

)

ROW FORMAT ...

STORED AS INPUTFORMAT ...
OUTPUTFORMAT ...

LOCATION 's3://bucketname/folder/’

i
it
P
ol
>
>
to

KFAIEE LI 2 Amazon S32| E|0|E £

>

otOFE OfEf|Lt EEE= ofOHE Redshiftol A Gl O|E 22| 147


https://docs.aws.amazon.com/athena/latest/ug/tables-location-format.html

olobE DataZone

=% 7ol
o|¥ s3 HZlo| | ZATt (CTAS) oA Elo[2 S MAIstLIC,
RS =55 7|2 Clo|E{of CHE dMAE 17| HELICH Amazon AthenaZ AF2 3504 Ef|O|&

AMEZS MAME 4= 2&LICH. Amazon AthenaOllA<{ A CREATE TABLE AS SELECT (CTAS) #HzZlE Ct

E 22|9| SELECT HHE AN E HIE' S 2 Amazon AthenaOll A Ef|0|E 2 MAIStL|Ct. CTAS 20
CHEr REMISH LI 2 Ef|0|E AS MM E BRI ESHAAIL.

CHS ool M= ElolE2| ZE HE SAkel E|o|ES BFHSLICH

CREATE TABLE new_table AS
SELECT *
FROM old_table;

Sol3t odAlel Ct 2 40l A SELECT 20i= WHERE 0| Z&E|o{ 9i&LICt. o] AL, 2= Elo|E
0l|A WHERE H& &Z5t= &k MEishL|CE.

CREATE TABLE new_table AS
SELECT *

FROM old_table WHERE condition;

CtS oMol M= CHE E|o|2 2| & M Eof Cial A=-lE M 22§ d-geLich

CREATE TABLE new_table AS
SELECT column_1, column_2, ... column_n
FROM old_table;

HA

9
o

o =

Uet o 2| OH HEoM = o4 Ello|E 2| EH HE HIZ 22 M H|O]

il
fjo
>

FLICE.

0
0
I

CREATE TABLE new_table AS
SELECT column_1, column_2, ... column_n
FROM old_table_1, old_table_2, ... old_table_n;
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1. Cllo|E| 28 URLE AF8304 Amazon DataZone CIO|E{ Z&Z 0|53t SSO == AWS A}
4 ZHS AHE35tod 218t L|CH Amazon DataZone #Z|XHQ! Z42 Amazon DataZone £ E
T Helo] MdE AWS A 2| Amazon DataZone 2£ 0l A https://console.aws.amazon.com/
datazone 0ff AHAM|A S04 H|O|E 2= URLE &Qlg = /&Lt

=
2. OO|H ZHo|M %[22 O|HIE MES| HYES EoiH A & Hof = T of0|2 S MEHFLICH
3. DEOMES HM 2T 2|8 MEBLICH BjAT S Meislod 27|8 HZsD RE B
S =2 A OIAL_||:|.
= T AAHE

Amazon EventBridge 7|2 HHAE &8t O|HE &2

Clole 8o M8 Ao 2 HAIXIE ELiE X 2|o| = Amazon DataZone £ E TH|QI0| &
Blr|= S8 AWS H|H 2| Amazon EventBridge 7|& O|HIE HHAZ 0|28t HA|X|E E%&*L—I
Ct. DataZone O|& Sall 715 O &= CHE =720l AFEX X|IH S&at 7*% O|HIE 7|gt X} S5t

7} 7bsELCE £0{2 = Amazon EventBridge O|H E @} OE'7_‘|_F %S 285t 0F Amazon
EventBridge CH&OZ H&stof %{2|8 4 UALICH B FAOR O|HES of i o2 MEE
CS, HEE Ass £~ Ql&L|Ct.

ME O|HEE= CtS &Lt
{
"version": "Q",

"id": "bd3d6239-2877-f464-0572-b1d76760e085",
"detail-type": "Subscription Request Created",
"source": "aws.datazone",

"account": "111111111111",

"time": "2023-11-13T17:57:00Z",

"region": "us-east-1",
"resources": [],
"detail": {
"version": "655",
"metadata": {
"domain": "dzd_bc8elez8r2abxz",

"user": "44f864b8-50al-70cc-736f-c1f763934ab7",
"id": "5jbc@lie@sr99j",

"version": "1",

"typeName": "SubscriptionRequestEntityType",
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"owningProjectId": "6oy92hwk937pgn",
"awsAccountId": "111111111111",
"clientToken": "e781b7b5-78c5-4608-961e-3792a6c¢c3ffod"
.
"data": {
"autoApproved": true,
"requesterId": "44f864b8-50al1l-70cc-736f-c1f763934ab7",
"status": "PENDING",
"subscribedListings": [
{
"id": "ayzstznnx4dxyf",
"ownerProjectId": "5a3se66qm88947",
"version": "12"
}
1,
"subscribedPrincipals": [
{
"id": "60y92hwk937pgn",
"type": "PROJECT"
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ototE0|AM L] H|o|E 25 DataZone

= Amazon@| O|0|E{ £ 5 0i M EL|Cl DataZone. O] 2 &0of| MHE CHZ AWS 2
2 QOIZAtE 55 MMQ0| AWS EEI-—?—E?,!QL.IEI- AMERtE Q= 2ol A
=E #lsloF ELICH AFHE3HE AWS MH|A o EoF 24T 2hZ| ZHedof| cHeh A4
T ABRA JU&LICt Clole] Z2to|H{ Alof| CHEF REAIEF LIE 2 EI|0|E-| ZZIO|HHA| FAQE &I =3t
M. fEol ClolE 230l chat XFAE LIS SAWS ot B2 104 AWS ZE el 24 2 GDPR
EZ20 HAES HESHMLR.

CIO|E| E3 2 Qs AWS AM X ZSWS B350

or1 AWS IAM Identity Center OR AWS Identity and
Access Management (IAM) 2 AtE3t04 7HE ALSAE M st= 0| E&LICH O|F A 6t 70 A
EXHoIA xt&lo| 2R E S4lo| o|dst= Ol Eeeh Mttt Ro{ELICH E8 OIS0t 22 WHo = O
O|E{E E335t= X0l E&LLL.
. 7t Aol HE| HE| 015 ME(MFA)S AL SAIR.
. SSL/TLSE Ar235}t04 ElAAQ} AE £ gL AWS TLS 1.2 E<0|0{ TLS 1.38 HE &L

Ct.

- B AL83t04 API L ALE X & 242 HEELICH AWS CloudTrail
- ZEEIDE 7|2 2ot XMoot H AW

SAES SRME AZSHAAIR2 AWS MH[A,
« Amazon S30{ ME &l 21Ztst O|0|E{E AMstD E5 5= ol =20| £l Amazon Macie2t Z2 11
= 22|18 EoF MHIAE A25IAMIL2.
« HHE CIEH|O|A == APIE AWS S35l HMAE [ FIPS 140-22 HAEE ¢33 ZEO| ER
Bt AR FIPS A= ZQIEE M3 AMAI2. AI2 758 FIPS A= 2 QIEof CHEH REA|SH LIRS
FIPS(Federal Information Processing Standard) 140-2& & Z3IAMI2.

235t
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otOhE DataZone ANER7I0|E

N
2
:).|:|
).
o
0

30

Ral

@ Note

Amazon2 AWS &%) 7|& AF&35t04 K& El HIO|E{ & DataZone XIS £ 5 35t5104 124 O
O|lEHE FEZE ESFLICH
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https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#customer-cmk
https://aws.amazon.com/kms/pricing/
https://aws.amazon.com/kms/pricing/
https://docs.aws.amazon.com/kms/latest/developerguide/grants.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_CreateGrant.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_DescribeKey.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_GenerateDataKey.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_Decrypt.html
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» GenerateDataKey

- 2453}, =53}, ReEncrypt

+ CreateGrantOl A LR XM O 2 ALE 3= AWS MH|A0] CHE of & X|HZ S Z/E5H7| QI LICE.
DataZone

* RetireGrant

. 273

» GenerateDataKey

 Decrypt
* RetireGrant
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« kms: CreateGrant — 1128 Zt2| Z7[0of| TEF £ 0{E F 7 LICE X[HE KMS Z|of CHEF Ao HAM[A
et 2045104 Amazon0l A DataZone ST stE 22 S E 4= Q& LICH Grants AF20]| CHEt

x FIF

KEMIEH LHE2 2 AWS 7| ZH2| MH|A 7HERF OFLY A

[=| =
« kms: DescribeKey — DataZone AmazonO| 7|& A&e = UL T 1 #E[d 7| MR HEE A3

ot
« kms: GenerateDataKey — KMS IR 0|M AtEE = U= I Ret CHE CIO|E 7|& gtetgfuct.
AWS

« KMS: &3 iS5 —KMS 7|2 &3 3El S22 sHSELICH

AmazonOil F7te £ Q= HA dY of Al Ch3 1 Z &LICH DataZone.

"Statement" : [
{

"Sid" : "Allow access to principals authorized to manage Amazon DataZone",
"Effect" : "Allow",
"Principal" : {
"AWS" : "arn:aws:iam::<account_id>:root"
1,
"Action" : [
"kms:DescribeKey",
"kms:CreateGrant",
"kms:GenerateDataKey",
"kms:Decrypt"
1,

"Resource" : "arn:aws:kms:region:<account_id>:key/key_ID",

(® Note
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https://docs.aws.amazon.com/kms/latest/APIReference/API_CreateGrant.html
https://docs.aws.amazon.com/kms/latest/developerguide/grants.html#terms-grant-operations
https://docs.aws.amazon.com/kms/latest/developerguide/grants.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_DescribeKey.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_GenerateDataKey.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_Decrypt.html
https://docs.aws.amazon.com/kms/latest/developerguide/overview.html
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"encryptionContextSubset": {
"aws:datazone:domainId": "{root-domain-uuid}"
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{

"Sid": "Enable DescribeKey",
"Effect": "Allow",
"Principal": {
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https://docs.aws.amazon.com/kms/latest/developerguide/policy-evaluation.html#example-no-iam
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#encrypt_context
https://docs.aws.amazon.com/crypto/latest/userguide/cryptography-concepts.html#term-aad
https://docs.aws.amazon.com/crypto/latest/userguide/cryptography-concepts.html#define-authenticated-encryption
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"AWS": "arn:aws:iam::111122223333:role/ExampleReadOnlyRole"
.
"Action": "kms:DescribeKey",
"Resource": "*"

3, {
"Sid": "Enable Decrypt, GenerateDataKey",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:role/ExampleReadOnlyRole"
.
"Action": [
"kms:Decrypt",
"kms:GenerateDataKey"
1,
"Resource": "*",
"Condition": {
"StringEquals": {
"kms:EncryptionContext:aws:datazone:domainId": "{root-domain-uuid}"
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"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AROAIGDTESTANDEXAMPLE:Sampleuser@l",
"arn "arn:aws:sts::111122223333:assumed-role/Admin/Sampleuser@1"
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-user-guide.html
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"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE3",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AROAIGDTESTANDEXAMPLE:Sampleuser@l",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/Sampleuser@1",
"accountId": "111122223333",
"userName": "Admin"
I
"webIdFederationData": {3},
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2021-04-22T17:02:00Z"

}

I

"invokedBy": "datazone.amazonaws.com"
I
"eventTime": "2021-04-22T17:07:02Z2",
"eventSource": "kms.amazonaws.com",
"eventName": "CreateGrant",
"awsRegion": "us-west-2",

"sourceIPAddress": "172.12.34.56",
"userAgent": "ExampleDesktop/1.@0 (V1; 0S)",
"requestParameters": {
"constraints": {
"encryptionContextSubset": {
"aws:datazone:domainId": "SAMPLE-root-domain-uuid"

I
"keyId": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE",
"operations": [
"Decrypt",
"GenerateDataKey",
"RetireGrant",

"DescribeKey"
1,
"granteePrincipal": "datazone.us-west-2.amazonaws.com"
},
"responseElements": {
"grantId":

"Qab0ac0dOb000f00eaddcc0adeddfcOdbce@ddc000f0000000cObcPa®d@@aaatSAMPLE",
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"keyId": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"

+
"requestID": "ff000af-00eb-00ce-0e00-eal@0fbOfba®@SAMPLE",

"eventID": "ffO00af-00eb-00ce-0e00-ca®00fb0fba®@SAMPLE",

"readOnly": false,
"resources": [

{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
}

1,
"eventType": "AwsApiCall",

"managementEvent": true,
"eventCategory": "Management",
"recipientAccountId": "111122223333"
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"Sid": "Allow datazone environment roles to use the key",
"Effect": "Allow",
"Principal": {
AWS":
1,
"Action": [
"kms:Decrypt",
"kms:Describe*",
"kms:Get*"
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https://docs.aws.amazon.com/kms/latest/developerguide/key-policy-modifying.html
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"Resource": "*",
"Condition": {
"StringLike": {
"aws:PrincipalArn": "arn:aws:iam::*:role/*datazone_usr*"
}
}

}
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key: AmazonDataZoneEnvironment
value: all
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https://docs.aws.amazon.com/kms/latest/developerguide/tag-authorization.html
https://docs.aws.amazon.com/kms/latest/developerguide/tag-authorization.html
https://docs.aws.amazon.com/vpc/latest/userguide/what-is-amazon-vpc.html
https://docs.aws.amazon.com/vpc/latest/privatelink/create-interface-endpoint.html
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https://aws.amazon.com/iam/
https://docs.aws.amazon.com/IAM/latest/UserGuide/getting-started.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/
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: AmazonDataZoneFullAccess

: AmazonDataZoneFullUserAccess

it

it

: AmazonDataZoneCustomEnvironmentDeploymentPolicy

it

: AmazonDataZoneEnvironmentRolePermissionsBoundary

: AmazonDataZoneRedshiftGlueProvisioningPolicy

it

: AmazonDataZoneGlueManageAccessRolePolicy

it

: AmazonDataZoneRedshiftManageAccessRolePolicy

it

: AmazonDataZoneCrossAccountAdmin
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: AmazonDataZoneDomainExecutionRolePolicy

0
i

: AmazonDataZoneSageMakerProvisioning
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#customer-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
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"Version": "2012-10-17",
"Statement": [
{
"Sid": "AmazonDataZoneStatement",
"Effect": "Allow",
"Action": [
"datazone:*"

]I

"Resource": [
nin
]
Iy

{
"Sid": "ReadOnlyStatement",
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"Effect": "Allow",

"Action": [
"kms:DescribeKey",
"kms:ListAliases",
"iam:ListRoles",
"sso:DescribeRegisteredRegions",
"s3:ListAl1MyBuckets",
"redshift:DescribeClusters"”,
"redshift-serverless:ListWorkgroups",
"ec2:DescribeSecurityGroups",
"ec2:DescribeSubnets",
"ec2:DescribeVpcs",
"secretsmanager:ListSecrets"”

1,

"Resource": [

i n

]
I
{
"Sid": "BucketReadOnlyStatement",
"Effect": "Allow",
"Action": [
"s3:ListBucket",
"s3:GetBucketLocation"
1,
"Resource": "arn:aws:s3:::*"
},
{
"Sid": "CreateBucketStatement",
"Effect": "Allow",
"Action": "s3:CreateBucket",
"Resource": "arn:aws:s3:::amazon-datazone*"
},
{
"Sid": "RamCreateResourceStatement",

"Effect": "Allow",

"Action": [
"ram:CreateResourceShare"

1,

"Resource": "*",

"Condition": {
"StringEqualsIfExists": {

"ram:RequestedResourceType

"datazone:Domain"
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"Sid": "RamResourceStatement",

"Effect": "Allow",

"Action": [
"ram:DeleteResourceShare",
"ram:AssociateResourceShare",
"ram:DisassociateResourceShare",
"ram:RejectResourceShareInvitation"

1,

"Resource": "*",

"Condition": {

"StringlLike": {
"ram:ResourceShareName": [
"DataZone*"

"Sid": "RamResourceReadOnlyStatement",

"Effect": "Allow",

"Action": [
"ram:GetResourceShares",
"ram:GetResourceShareInvitations",
"ram:GetResourceShareAssociations"

1,

"Resource": "*"

"Sid": "IAMPassRoleStatement",
"Effect": "Allow",
"Action": "iam:PassRole",
"Resource": [
"arn:aws:iam::*:role/AmazonDataZone*",
"arn:aws:iam::*:role/service-role/AmazonDataZone*"
1,
"Condition": {
"StringEquals": {
"iam:passedToService": "datazone.amazonaws.com"

}
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{

"Sid": "IAMGetPolicyStatement",
"Effect": "Allow",

"Action": "iam:GetPolicy",
"Resource": [

"arn:aws:iam::*:policy/service-role/AmazonDataZoneRedshiftAccessPolicy*"

"Sid": "DataZoneTagOnCreate",

"Effect": "Allow",

"Action": [
"secretsmanager:TagResource"

1,

"Resource": "arn:aws:secretsmanager:*:*:secret:AmazonDataZone-*",

"Condition": {

"ForAllValues:StringEquals": {
"aws:TagKeys": [

"AmazonDataZoneDomain"
]

},

"StringlLike": {
"aws:RequestTag/AmazonDataZoneDomain": "dzd_*",
"aws:ResourceTag/AmazonDataZoneDomain": "dzd_*"

},

"Null": {

"aws:TagKeys": "false"

"Sid": "CreateSecretStatement",

"Effect": "Allow",

"Action": [
"secretsmanager:CreateSecret"”

1,

"Resource": "arn:aws:secretsmanager:*:*:secret:AmazonDataZone-*",

"Condition": {
"StringLike": {
"aws:RequestTag/AmazonDataZoneDomain": "dzd_*"
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2! of CHet H8tol 040k BL|Ctsso: PutApplicationAssignmentConfiguration.

- DataZoneAmazonOoM AWS H™H o148 g &5t ™

ram:AcceptResourceShareInvitation #&0| Ql0{of & L|C}.

AWS ZF2|3 A4 AmazonDataZoneFullUserAccess

rr
e
i
]
02
lo

O| A2 DataZone Amazon0i| CHEH TR HM A HEHS F0o45HR|TF EHQL, AFHE X EE
{8 5HK| et &LICH

"Version": "2012-10-17",
"Statement": [
{

"Sid": "AmazonDataZoneUserOperations",
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"Effect":
"Action": [
"datazone:
"datazone:
:GetFormType",
"datazone:
"datazone:
"datazone:
:GetUserProfile",
"datazone:
:ListGroupsForUser",
"datazone:
"datazone:
"datazone:
"datazone:
"datazone:
:GetGlossary",
"datazone:
"datazone:
"datazone:
"datazone:
"datazone:
:UpdateGlossaryTerm",
"datazone:
"datazone:
"datazone:
"datazone:
"datazone:

"datazone

"datazone

"datazone

"datazone

"datazone

"datazone

"datazone

"Allow",

GetDomain",
CreateFormType",

GetIamPortallLoginUrl",
SearchUserProfiles",
SearchGroupProfiles",

GetGroupProfile",

DeleteFormType",
CreateAssetType",
GetAssetType",
DeleteAssetType",
CreateGlossary",

DeleteGlossary",
UpdateGlossary",
CreateGlossaryTerm",
GetGlossaryTerm",
DeleteGlossaryTerm",

CreateAsset",
GetAsset",
DeleteAsset",
CreateAssetRevision",
ListAssetRevisions",

:AcceptPredictions",
"datazone:
"datazone:
"datazone:
"datazone:
"datazone:
:SearchlListings",
"datazone:
"datazone:
"datazone:
"datazone:
"datazone:
"datazone:
"datazone:
"datazone:
"datazone:

RejectPredictions"”,
Search",
SearchTypes",

CreatelListingChangeSet",

DeletelListing",

GetListing",
CreateDataSource",
GetDataSource",
DeleteDataSource",
UpdateDataSource",
ListDataSources",
StartDataSourceRun",
GetDataSourceRun",
ListDataSourceRuns",
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"datazone:
"datazone:
"datazone:
"datazone:
:DeleteEnvironmentBlueprint",
"datazone:
"datazone:
"datazone:
"datazone:
"datazone:
:DeleteProject”,
"datazone:
"datazone:
"datazone:
"datazone:
"datazone:
"datazone:
"datazone:
"datazone:
"datazone:
"datazone:
"datazone:
"datazone:
"datazone:
"datazone:
"datazone:
"datazone:
"datazone:
"datazone:
"datazone:
"datazone:
"datazone:
"datazone:
"datazone:
:UpdateSubscriptionRequest",
"datazone:
"datazone:
"datazone:
"datazone:
"datazone:
:GetSubscription",
"datazone:
"datazone:
"datazone:

"datazone

"datazone

"datazone

"datazone

ListDataSourceRunActivities",
ListEnvironmentBlueprintConfigurations",
CreateEnvironmentBlueprint",
GetEnvironmentBlueprint",

UpdateEnvironmentBlueprint",
ListEnvironmentBlueprints",
CreateProject",
UpdateProject",

GetProject",

ListProjects",
CreateProjectMembership",
DeleteProjectMembership",
ListProjectMemberships",
CreateEnvironmentProfile",
GetEnvironmentProfile",
UpdateEnvironmentProfile",
DeleteEnvironmentProfile",
ListEnvironmentProfiles",
CreateEnvironment",
GetEnvironment",
DeleteEnvironment",
UpdateEnvironment",
UpdateEnvironmentDeploymentStatus",
ListEnvironments",
ListAccountEnvironments",
GetEnvironmentActionLink",
GetEnvironmentCredentials",
GetSubscriptionTarget",
DeleteSubscriptionTarget",
ListSubscriptionTargets",
CreateSubscriptionRequest",
AcceptSubscriptionRequest",

ListWarehouseMetadata",
RejectSubscriptionRequest"”,
GetSubscriptionRequestDetails",
ListSubscriptionRequests",
DeleteSubscriptionRequest",

CancelSubscription",
GetSubscriptionEligibility",
ListSubscriptions"”,
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"datazone:RevokeSubscription",
"datazone:CreateSubscriptionGrant",
"datazone:DeleteSubscriptionGrant",
"datazone:GetSubscriptionGrant",
"datazone:ListSubscriptionGrants",
"datazone:UpdateSubscriptionGrantStatus",
"datazone:ListNotifications",
"datazone:StartMetadataGenerationRun",
"datazone:GetMetadataGenerationRun",
"datazone:CancelMetadataGenerationRun",
"datazone:ListMetadataGenerationRuns"
1,
"Resource": "*"
.
{
"Sid": "RAMResourceShareOperations",
"Effect": "Allow",
"Action": "ram:GetResourceShareAssociations",
"Resource": "*"
}
]
}
AWS 2|3 H3: AmazonDataZoneCustomEnvironmentDeploymentPolicy
Ol WS ALE35t0{ ALEA X|H ERZEIEE AIS5t04 BHE &Lct
O| §X & AL&3t0{ Amazon DataZone #= CH&l & HIO|E A4 E &
et MR HE
{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "AmazonDataZoneCustomEnvironment",
"Effect": "Allow",

"Action": [
"datazone:ListAssociatedAccounts",
"datazone:GetAccountAssociation",
"datazone:GetEnvironment",
"datazone:GetEnvironmentProfile",
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"datazone:GetEnvironmentBlueprint",
"datazone:GetProject",
"datazone:UpdateEnvironmentConfiguration",
"datazone:UpdateEnvironmentDeploymentStatus",
"datazone:CreateSubscriptionTarget",
"datazone:CreateDataSource"
1,
"Resource": "*"
}
]
}

AWS 2| HE&: AmazonDataZoneEnvironmentRolePermissionsBoundary

(@ Note
O] A2 et ZAHLICEH M8 BAH= ID 7|8 =10l IAM FHA| o] T04§ A= E[CH T
Bt2 AMZetL|Ct. Amazon DataZone #8t ZH HA2 2 Al2stD 3HA‘|E o EL|ct

Amazon DataZone T8t 47| 222 Amazon DataZone & 2| °"°*01|':'F
ZAA o CHEr REMIEH LIRS IAM AR AT A9l IAM RIE|E| o] HEH ZHH|

Mm o

Amazon DataZone Cl|O|E{ TEHE S3&l &4
gtofl o] Met BA7HE DataZone X ErL|Ct.
X7F Fotete RE 80| HRlE MEHE L

MMEIH Amazon2 2 MM Sof MMHEE IAM &
7 A

Hl= AmazonO| DataZone MAdst= <4k Al

DataZone Amazon2 AmazonDataZoneEnvironmentRolePermissionsBoundary &2/ Hag
AME35to] HAE T2 H|MH'IE IAM EoF FHE ANetgfLICt 2o &A= AmazonO| CH3HE QIE{ =2}
O|= AF2X} EE= EM MH|A (o1|) E CHAISHod 2H2 DataZone &= U= AFE Xl 238t o| HEY

AWS Glue, Amazon S30{|A{ ¢47| & M7| EE= A1 Z2 OIO|H M2l 2YE s=d8E = UsLC.
AWS Glue 2 &8

O| AmazonDataZoneEnvironmentRolePermissionsBoundary E&& Amazon0il Amazon S3
AWS Glue, Amazon DataZone Redshift 2 Amazon AthenaQt Z'2 MH|A0| 17| & M 7| HMHA
8t2 FE04&LICt AWS Lake FormationEE 8t O] 422 o|2{8t MH|AE }g—%}‘— o Zest o= olx
2t 2lA&A (0f: HES{= QE{mH o[A X Z) off 817] 2 AWS KMS A 7| HetE Fo{§LCt
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Amazon2 AmazonDataZoneEnvironmentRolePermissionsBoundary AWS #Z[3 Mg 2
= Amazon DataZone &3 & (&KX & 7|04%}) of CHet #Het B2 DataZone 24 &L|Ct O] H
st Z47|= SHZ0l QB B|AA QI XHodol| CHEF HA|ADF IR SIE= o|a8t odst2 x|statL|C).

GHole ct20 Z2 JSON B-EEo| =gt E Lt

"Version": "2012-10-17",
"Statement": [
{
"Sid": "CreateGlueConnection",
"Effect": "Allow",
"Action": [
"ec2:CreateTags",
"ec2:DeleteTags"
1,
"Resource": [
"arn:aws:ec2:*:*:network-interface/*"
1,
"Condition": {
"ForAllValues:StringEquals": {
"aws:TagKeys": [
"aws-glue-service-resource"

"Sid": "GlueOperations",

"Effect": "Allow",

"Action": [
"glue:*DataQuality*",
"glue:BatchCreatePartition",
"glue:BatchDeleteConnection",
"glue:BatchDeletePartition",
"glue:BatchDeleteTable",
"glue:BatchDeleteTableVersion",
"glue:BatchGetJobs",
"glue:BatchGetWorkflows",
"glue:BatchStopJobRun",
"glue:BatchUpdatePartition",
"glue:CreateBlueprint",
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"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:

CreateConnection",
CreateCrawler",
CreateDatabase",
Createlob",
CreatePartition",
CreatePartitionIndex",
CreateTable",
CreateWorkflow",
DeleteBlueprint",
DeleteColumnStatisticsForPartition",
DeleteColumnStatisticsForTable",
DeleteConnection",
DeleteCrawler",
DeleteJob",
DeletePartition",
DeletePartitionIndex",
DeleteTable",
DeleteTableVersion",
DeleteWorkflow",
GetColumnStatisticsForPartition",
GetColumnStatisticsForTable",
GetConnection",
GetDatabase",
GetDatabases",

GetTable",

GetTables",

GetPartition",
GetPartitions",
ListSchemas",

ListJobs",

NotifyEvent",
PutWorkflowRunProperties",
ResetJobBookmark",
ResumeWorkflowRun",
SearchTables",
StartBlueprintRun",
StartCrawler",
StartCrawlerSchedule",
StartJobRun",
StartWorkflowRun",
StopCrawler",
StopCrawlerSchedule",
StopWorkflowRun",
UpdateBlueprint",
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"glue:UpdateColumnStatisticsForPartition",
"glue:UpdateColumnStatisticsForTable",
"glue:UpdateConnection",
"glue:UpdateCrawler",
"glue:UpdateCrawlerSchedule",
"glue:UpdateDatabase",
"glue:UpdateJob",
"glue:UpdatePartition",
"glue:UpdateTable",
"glue:UpdateWorkflow"

1,

"Resource": "*",

"Condition": {
"Null": {

"aws:ResourceTag/AmazonDataZoneEnvironment": "false"

"Sid": "PassRole",
"Effect": "Allow",
"Action": [
"iam:PassRole"
1,
"Resource": [
"arn:aws:iam::*:role/datazone*"
1,
"Condition": {
"StringEquals": {
"iam:PassedToService": "glue.amazonaws.com"

"Sid": "SameAccountKmsOperations",
"Effect": "Allow",
"Action": [
"kms:DescribeKey",
"kms:Decrypt",
"kms:ListKeys"
1,
"Resource": "*",
"Condition": {
"StringNotEquals": {
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{

"aws:ResourceAccount": "${aws:PrincipalAccount}"

}

"Sid": "KmsOperationsWithResourceTag",

"Effect": "Allow",

"Action": [
"kms:DescribeKey",
"kms:Decrypt",
"kms:ListKeys",
"kms:Encrypt",
"kms:GenerateDataKey",
"kms:Verify",
"kms:Sign"

1,

"Resource": "*",

"Condition": {
"Null": {

"aws:ResourceTag/AmazonDataZoneEnvironment":

"Sid": "AnalyticsOperations",
"Effect": "Allow",
"Action": [
"datazone:*",
"sglworkbench:*"

1,

"Resource": "*"

"Sid": "QueryOperations",

"Effect": "Allow",

"Action": [
"athena:BatchGetNamedQuery",
"athena:BatchGetPreparedStatement",
"athena:BatchGetQueryExecution",
"athena:CreateNamedQuery",
"athena:CreateNotebook",
"athena:CreatePreparedStatement”,
"athena:CreatePresignedNotebookUrl",
"athena:DeleteNamedQuery",

"false"
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"athena:DeleteNotebook",
"athena:DeletePreparedStatement”,
"athena:ExportNotebook",
"athena:GetDatabase",
"athena:GetDataCatalog",
"athena:GetNamedQuery",
"athena:GetPreparedStatement",
"athena:GetQueryExecution",
"athena:GetQueryResults",
"athena:GetQueryRuntimeStatistics",
"athena:GetTableMetadata",
"athena:GetWorkGroup",
"athena:ImportNotebook",
"athena:ListDatabases",
"athena:ListDataCatalogs",
"athena:ListEngineVersions",
"athena:ListNamedQueries",
"athena:ListPreparedStatements",
"athena:ListQueryExecutions",
"athena:ListTableMetadata",
"athena:ListTagsForResource",
"athena:ListWorkGroups",
"athena:StartCalculationExecution",
"athena:StartQueryExecution",
"athena:StartSession",
"athena:StopCalculationExecution",
"athena:StopQueryExecution",
"athena:TerminateSession",
"athena:UpdateNamedQuery",
"athena:UpdateNotebook",
"athena:UpdateNotebookMetadata",
"athena:UpdatePreparedStatement",
"ec2:CreateNetworkInterface",
"ec2:DeleteNetworkInterface",
"ec2:Describe*",
"glue:BatchCreatePartition",
"glue:BatchDeletePartition",
"glue:BatchDeleteTable",
"glue:BatchDeleteTableVersion",
"glue:BatchGetJobs",
"glue:BatchGetPartition",
"glue:BatchGetWorkflows",
"glue:BatchUpdatePartition",
"glue:CreateBlueprint",
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"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
GetRole",
GetRolePolicy",
ListGroups",
ListRolePolicies",
ListRoles",
ListUsers",

"logs:
"logs:
"logs:
"logs:
"logs:
"logs:

lam:

lam:

lam:

lam:

lam:

lam:

CreateConnection",
CreateCrawler",

CreateDatabase",

Createlob",

CreatePartition",
CreatePartitionIndex",
CreateTable",

CreateWorkflow",
DeleteColumnStatisticsForPartition",
DeleteColumnStatisticsForTable",
DeletePartition",
DeletePartitionIndex",
DeleteTable",
DeleteTableVersion",
GetColumnStatisticsForPartition",
GetColumnStatisticsForTable",
GetConnection",

GetDatabase",

GetDatabases",

GetTable",

GetTables",

GetPartition",

GetPartitions",

ListSchemas",

ListJobs",

NotifyEvent",

SearchTables",
UpdateColumnStatisticsForPartition",
UpdateColumnStatisticsForTable",
UpdateDatabase",
UpdatePartition",

UpdateTable",

DescribelogGroups",
DescribelLogStreams",
DescribeMetricFilters",
DescribeQueries",
DescribeQueryDefinitions",
DescribeMetricFilters",
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"logs:StartQuery",

"logs:StopQuery",
"logs:GetLogEvents",
"logs:GetLogGroupFields",
"logs:GetQueryResults",
"logs:GetLogRecord",
"logs:PutLogEvents",
"logs:CreatelLogStream",
"logs:FilterLogEvents",
"lakeformation:GetDataAccess",
"lakeformation:GetDatalLakeSettings",
"lakeformation:GetResourcelLFTags",
"lakeformation:ListPermissions",
"redshift-data:ListTables",
"redshift-data:DescribeTable",
"redshift-data:ListSchemas",
"redshift-data:ListDatabases",
"redshift-data:ExecuteStatement",
"redshift-data:GetStatementResult",
"redshift-data:DescribeStatement"”,
"redshift:CreateClusterUser",
"redshift:DescribeClusters"”,
"redshift:DescribeDataShares",
"redshift:GetClusterCredentials",
"redshift:GetClusterCredentialsWithIAM",
"redshift:JoinGroup",
"redshift-serverless:ListNamespaces",
"redshift-serverless:ListWorkgroups",
"redshift-serverless:GetNamespace",
"redshift-serverless:GetWorkgroup",
"redshift-serverless:GetCredentials",
"secretsmanager:ListSecrets",
"tag:GetResources"

1,
"Resource": "*"
I
{
"Sid": "QueryOperationsWithResourceTag",
"Effect": "Allow",
"Action": [
"athena:GetQueryResultsStream"
1,
"Resource": "*",

"Condition": {
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"Null": {
"aws:ResourceTag/AmazonDataZoneEnvironment": "false"

"Sid": "SecretsManagerOperationsWithTagKeys",
"Effect": "Allow",
"Action": [
"secretsmanager:CreateSecret"”,
"secretsmanager:TagResource"
1,
"Resource": "arn:aws:secretsmanager:*:*:secret:AmazonDataZone-*",
"Condition": {

"StringlLike": {
"aws:ResourceTag/AmazonDataZoneDomain": "*",
"aws:ResourceTag/AmazonDataZoneProject": "*"

I

"Null": {

"aws:TagKeys": "false"

},

"ForAllValues:StringEquals": {
"aws:TagKeys": [

"AmazonDataZoneDomain",
"AmazonDataZoneProject"

}
},
{

"Sid": "DataZoneS3Buckets",

"Effect": "Allow",

"Action": [
"s3:AbortMultipartUpload",
"s3:DeleteObject",
"s3:DeleteObjectVersion",
"s3:GetObject",
"s3:PutObject",
"s3:PutObjectRetention",
"s3:ReplicateObject",
"s3:RestoreObject"

1,

"Resource": [
"arn:aws:s3:::*/datazone/*"
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{

]

"Sid": "DataZoneS3BucketlLocation",
"Effect": "Allow",

]

"Action": [
"s3:GetBucketLocation"
"Resource": "*"

"Sid": "ListDataZoneS3Bucket",
"Effect": "Allow",
"Action": [

]

"s3:ListBucket"

’

"Resource": [

]

g n

’

"Condition": {

"StringlLike": {

"s3:prefix": [
"*/datazone/*",

"datazone/*"

"Sid": "NotDeniedOperations",
"Effect": "Deny",
"NotAction": [

"datazone:*",

"sqlworkbench:*",
"athena:BatchGetNamedQuery",
"athena:BatchGetPreparedStatement",
"athena:BatchGetQueryExecution",
"athena:CreateNamedQuery",
"athena:CreateNotebook",
"athena:CreatePreparedStatement”,
"athena:CreatePresignedNotebookUrl",
"athena:DeleteNamedQuery",
"athena:DeleteNotebook",
"athena:DeletePreparedStatement”,
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"athena:ExportNotebook",
"athena:GetDatabase",
"athena:GetDataCatalog",
"athena:GetNamedQuery",
"athena:GetPreparedStatement",
"athena:GetQueryExecution",
"athena:GetQueryResults",
"athena:GetQueryResultsStream",

"athena

"athena:GetTableMetadata",
"athena:GetWorkGroup",
"athena:ImportNotebook",
"athena:ListDatabases",
"athena:ListDataCatalogs",
"athena:ListEngineVersions",
"athena:ListNamedQueries",
"athena:ListPreparedStatements",
"athena:ListQueryExecutions",
"athena:ListTableMetadata",
"athena:ListTagsForResource",
"athena:ListWorkGroups",

"athena

"athena:StartQueryExecution",
"athena:StartSession",

"athena

"athena:StopQueryExecution",
"athena:TerminateSession",
"athena:UpdateNamedQuery",
"athena:UpdateNotebook",
"athena:UpdateNotebookMetadata",

"athena

"ec2:CreateNetworkInterface",
"ec2:CreateTags",
"ec2:DeleteNetworkInterface",
"ec2:DeleteTags",
"ec2:Describe*",

"glue

"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:

:*DataQuality*",
BatchCreatePartition",
BatchDeleteConnection",
BatchDeletePartition",
BatchDeleteTable",
BatchDeleteTableVersion",
BatchGetJobs",
BatchGetPartition",

:GetQueryRuntimeStatistics",

:StartCalculationExecution",

:StopCalculationExecution",

:UpdatePreparedStatement",
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"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:

BatchGetWorkflows",
BatchStopJobRun",
BatchUpdatePartition",
CreateBlueprint",
CreateConnection",
CreateCrawler",
CreateDatabase",
Createlob",
CreatePartition",
CreatePartitionIndex",
CreateTable",
CreateWorkflow",
DeleteBlueprint",
DeleteColumnStatisticsForPartition",
DeleteColumnStatisticsForTable",
DeleteConnection",
DeleteCrawler",
Deletelob",
DeletePartition",
DeletePartitionIndex",
DeleteTable",
DeleteTableVersion",
DeleteWorkflow",
GetColumnStatisticsForPartition",
GetColumnStatisticsForTable",
GetConnection",
GetDatabase",
GetDatabases",

GetTable",

GetTables",

GetPartition",
GetPartitions",
ListSchemas",

ListJobs",

NotifyEvent",
PutWorkflowRunProperties",
ResetJobBookmark",
ResumeWorkflowRun",
SearchTables",
StartBlueprintRun",
StartCrawler",
StartCrawlerSchedule",
StartJobRun",
StartWorkflowRun",
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"glue:StopCrawler",
"glue:StopCrawlerSchedule",
"glue:StopWorkflowRun",
"glue:UpdateBlueprint",
"glue:UpdateColumnStatisticsForPartition",
"glue:UpdateColumnStatisticsForTable",
"glue:UpdateConnection",
"glue:UpdateCrawler",
"glue:UpdateCrawlerSchedule",
"glue:UpdateDatabase",
"glue:UpdateJob",
"glue:UpdatePartition",
"glue:UpdateTable",
"glue:UpdateWorkflow",

"iam:GetRole",
"iam:GetRolePolicy",
"iam:List*",

"iam:PassRole",
"kms:DescribeKey",
"kms:Decrypt",

"kms:Encrypt",
"kms:GenerateDataKey",
"kms:ListKeys",

"kms:Verify",

"kms:Sign",
"logs:DescribelogGroups",
"logs:DescribelLogStreams",
"logs:DescribeMetricFilters",
"logs:DescribeQueries",
"logs:DescribeQueryDefinitions",
"logs:StartQuery",
"logs:StopQuery",
"logs:GetLogEvents",
"logs:GetLogGroupFields",
"logs:GetQueryResults",
"logs:GetLogRecord",
"logs:PutLogEvents",
"logs:CreatelLogStream",
"logs:FilterLogEvents",
"lakeformation:GetDataAccess",
"lakeformation:GetDatalLakeSettings",
"lakeformation:GetResourcelLFTags",
"lakeformation:ListPermissions",
"redshift-data:ListTables",
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"redshift-data:DescribeTable",
"redshift-data:ListSchemas",
"redshift-data:ListDatabases",
"redshift-data:ExecuteStatement",
"redshift-data:GetStatementResult",
"redshift-data:DescribeStatement"”,
"redshift:CreateClusterUser",
"redshift:DescribeClusters"”,
"redshift:DescribeDataShares",
"redshift:GetClusterCredentials",
"redshift:GetClusterCredentialsWithIAM",
"redshift:JoinGroup",
"redshift-serverless:ListNamespaces",
"redshift-serverless:ListWorkgroups",
"redshift-serverless:GetNamespace",
"redshift-serverless:GetWorkgroup",
"redshift-serverless:GetCredentials",
"s3:AbortMultipartUpload",
"s3:DeleteObject",
"s3:DeleteObjectVersion”,
"s3:GetObject",
"s3:GetBucketLocation",
"s3:ListBucket",
"s3:PutObject",
"s3:PutObjectRetention",
"s3:ReplicateObject",
"s3:RestoreObject",
"secretsmanager:CreateSecret"”,
"secretsmanager:ListSecrets"”,
"secretsmanager:TagResource",
"tag:GetResources"

1,

"Resource": [

i n
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AWS 2|3 H34: AmazonDataZoneRedshiftGlueProvisioningPolicy

0| AmazonDataZoneRedshiftGlueProvisioningPolicy 23242 DataZone Amazon0i AWS Glue 2!
Amazon Redshiftet 45 2&35t= Ol 23t HetE Fo{gLct

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "AmazonDataZonePermissionsToCreateEnvironmentRole",
"Effect": "Allow",
"Action": [
"iam:CreateRole",
"iam:DetachRolePolicy",
"iam:DeleteRolePolicy",
"iam:AttachRolePolicy",
"iam:PutRolePolicy"
1,
"Resource": "arn:aws:iam::*:role/datazone*",
"Condition": {
"StringEquals": {
"iam:PermissionsBoundary": "arn:aws:iam::aws:policy/
AmazonDataZoneEnvironmentRolePermissionsBoundary",
"aws:CalledViaFirst": [
"cloudformation.amazonaws.com"

}
+
{

"Sid": "IamPassRolePermissions",
"Effect": "Allow",
"Action": [
"iam:PassRole"
1,
"Resource": [
"arn:aws:iam::*:role/datazone*"
1,
"Condition": {
"StringEquals": {
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"iam:PassedToService": [
"glue.amazonaws.com",
"lakeformation.amazonaws.com"

1,

"aws:CalledViaFirst": [
"cloudformation.amazonaws.com"

]
}
}
},
{
"Sid": "AmazonDataZonePermissionsToManageCreatedEnvironmentRole",
"Effect": "Allow",
"Action": [

"iam:DeleteRole",
"iam:GetRole"
1,
"Resource": "arn:aws:iam::*:role/datazone*",
"Condition": {
"StringEquals": {
"aws:CalledViaFirst": [
"cloudformation.amazonaws.com"

]

}
iy
{

"Sid": "AmazonDataZoneCFStackCreationForEnvironments",
"Effect": "Allow",
"Action": [
"cloudformation:CreateStack",
"cloudformation:TagResource"
1,
"Resource": [
"arn:aws:cloudformation:*:*:stack/DataZone*"
1,
"Condition": {
"ForAnyValue:StringlLike": {

"aws:TagKeys": "AmazonDataZoneEnvironment"
},
"Null": {
"aws:ResourceTag/AmazonDataZoneEnvironment": "false"
}
}
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}I
{

"Sid": "AmazonDataZoneCFStackManagementForEnvironments",
"Effect": "Allow",
"Action": [
"cloudformation:DeleteStack",
"cloudformation:DescribeStacks",
"cloudformation:DescribeStackEvents"
1,
"Resource": [
"arn:aws:cloudformation:*:*:stack/DataZone*"
]
},
{

"Sid": "AmazonDataZoneEnvironmentParameterValidation",

"Effect": "Allow",

"Action": [
"lakeformation:GetDatalakeSettings",
"lakeformation:PutDatalLakeSettings",
"lakeformation:RevokePermissions",
"lakeformation:ListPermissions",
"glue:CreateDatabase",
"glue:GetDatabase",
"athena:GetWorkGroup",
"logs:DescribelogGroups",
"redshift-serverless:GetNamespace",
"redshift-serverless:GetWorkgroup",
"redshift:DescribeClusters"”,
"secretsmanager:ListSecrets"”

1,

"Resource": "*"

I
{

"Sid": "AmazonDataZoneEnvironmentLakeFormationPermissions",

"Effect": "Allow",

"Action": [
"lakeformation:RegisterResource",
"lakeformation:DeregisterResource",
"lakeformation:GrantPermissions",
"lakeformation:ListResources"

1,

"Resource": "*",

"Condition": {

"StringEquals": {
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"aws:CalledViaFirst": [

"cloudformation.amazonaws.com"

]

}
iy
{

"Sid": "AmazonDataZoneEnvironmentGlueDeletePermissions",
"Effect": "Allow",
"Action": [

"glue:DeleteDatabase"
1,
"Resource": "*",
"Condition": {

"StringEquals": {

"aws:CalledViaFirst": [

"cloudformation.amazonaws.com"

]

}
}I
{

"Sid": "AmazonDataZoneEnvironmentAthenaDeletePermissions",
"Effect": "Allow",
"Action": [
"athena:DeleteWorkGroup"
1,
"Resource": "*",
"Condition": {
"StringEquals": {
"aws:CalledViaFirst": [

"cloudformation.amazonaws.com"

]
}
}
I
{
"Sid": "AmazonDataZoneEnvironmentAthenaResourceCreation",
"Effect": "Allow",
"Action": [

"athena:CreateWorkGroup",
"athena:TagResource",
"iam:TagRole",
"iam:TagPolicy",
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"logs:TaglLogGroup"
1,
"Resource": "*",
"Condition": {
"ForAnyValue:StringlLike": {

"aws:TagKeys": "AmazonDataZoneEnvironment"
},
"Null": {
"aws:ResourceTag/AmazonDataZoneEnvironment": "false"
.

"StringEquals": {
"aws:CalledViaFirst": [
"cloudformation.amazonaws.com"

]

}
}I
{

"Sid": "AmazonDataZoneEnvironmentLogGroupCreation",
"Effect": "Allow",

"Action": [

"logs:CreatelLogGroup",

"logs:DeletelLogGroup"
1,

"Resource": "arn:aws:logs:*:*:log-group:datazone-*",
"Condition": {

"ForAnyValue:StringlLike": {

"aws:TagKeys": "AmazonDataZoneEnvironment"
},
"Null": {
"aws:ResourceTag/AmazonDataZoneEnvironment": "false"
.

"StringEquals": {
"aws:CalledViaFirst": [
"cloudformation.amazonaws.com"

]
}
}
3,
{
"Sid": "AmazonDataZoneEnvironmentLogGroupManagement",
"Action": [
"logs:PutRetentionPolicy"
1,
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"Resource": "arn:aws:logs:*:*:log-group:datazone-*",
"Effect": "Allow",
"Condition": {
"StringEquals": {
"aws:CalledViaFirst": [
"cloudformation.amazonaws.com"

]
}
}
1,
{
"Sid": "AmazonDataZoneEnvironmentIAMPolicyManagement",
"Effect": "Allow",
"Action": [

"iam:DeletePolicy",
"iam:CreatePolicy",
"iam:GetPolicy",
"iam:ListPolicyVersions"
1,
"Resource": [
"arn:aws:iam::*:policy/datazone*"
1,
"Condition": {
"StringEquals": {
"aws:CalledViaFirst": [
"cloudformation.amazonaws.com"

]
}
}
I
{
"Sid": "AmazonDataZoneEnvironmentS3ValidationPermissions",
"Effect": "Allow",
"Action": [

"s3:ListAl1MyBuckets",
"s3:ListBucket"

1,

"Resource": "arn:aws:s3:::*"
},

{

"Sid": "AmazonDataZoneEnvironmentKMSDecryptPermissions",

"Effect": "Allow",
"Action": [
"kms:GenerateDataKey",
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"kms:Decrypt"

1,
"Resource": "*",
"Condition": {
"Null": {
"aws:ResourceTag/AmazonDataZoneEnvironment": "false"
}
}
},
{
"Sid": "PermissionsToTagAmazonDataZoneEnvironmentGlueResources",

"Effect": "Allow",

"Action": [
"glue:TagResource"

1,

"Resource": "*",
"Condition": {
"ForAnyValue:StringlLike": {

"aws:TagKeys": "AmazonDataZoneEnvironment"
},
"Null": {
"aws:RequestTag/AmazonDataZoneEnvironment": "false"
}
}
1,
{
"Sid": "PermissionsToGetAmazonDataZoneEnvironmentBlueprintTemplates",

"Effect": "Allow",
"Action": "s3:GetObject",
"Resource": "*",
"Condition": {
"StringNotEquals": {
"aws:ResourceAccount": "${aws:PrincipalAccount}"
I
"StringEquals": {
"aws:CalledViaFirst": [
"cloudformation.amazonaws.com"

]

}
}I
{

"Sid": "RedshiftDataPermissions",
"Effect": "Allow",
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"Action": [
"redshift-data:ListSchemas",
"redshift-data:ExecuteStatement"”

1,

"Resource": [
"arn:aws:redshift-serverless:*:*:workgroup/*",
"arn:aws:redshift:*:*:cluster:*"

]

},
{

"Sid": "DescribeStatementPermissions",

"Effect": "Allow",

"Action": [
"redshift-data:DescribeStatement"

1,

"Resource": "*"

},
{

"Sid": "GetSecretValuePermissions",

"Effect": "Allow",

"Action": [
"secretsmanager:GetSecretValue"

1,

"Resource": "*",

"Condition": {

"StringLike": {
"secretsmanager:ResourceTag/AmazonDataZoneDomain": "dzd*"

AWS 2| H3: AmazonDataZoneGlueManageAccessRolePolicy
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{

"Version": "2012-10-17",
"Statement": [
{

"Sid": "GlueDataQualityPermissions",

"Effect": "Allow",

"Action": [
"glue:ListDataQualityResults",
"glue:GetDataQualityResult"

1,

"Resource": "arn:aws:glue:*:*:dataQualityRuleset/*",

"Condition": {
"StringEquals": {
"aws:ResourceAccount": "${aws:PrincipalAccount}"
}
}
},
{

"Sid": "GlueTableDatabasePermissions",

"Effect": "Allow",

"Action": [

"glue:CreateTable",
"glue:DeleteTable",
"glue:GetDatabases",
"glue:GetTables"

1,

"Resource": [
"arn:aws:glue:*:*:catalog",
"arn:aws:glue:*:*:database/*",
"arn:aws:glue:*:*:table/*"

1,

"Condition": {

"StringEquals": {
"aws:ResourceAccount": "${aws:PrincipalAccount}"
}
}
},
{

"Sid": "LakeformationResourceSharingPermissions",

"Effect": "Allow",

"Action": [
"lakeformation:BatchGrantPermissions",
"lakeformation:BatchRevokePermissions",
"lakeformation:CreatelLakeFormationOptIn",
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"lakeformation:DeletelLakeFormationOptIn",
"lakeformation:GrantPermissions",
"lakeformation:GetResourcelLFTags",
"lakeformation:ListLakeFormationOptIns",
"lakeformation:ListPermissions",
"lakeformation:RegisterResource",
"lakeformation:RevokePermissions",
"glue:GetDatabase",

"glue:GetTable",
"organizations:DescribeOrganization",
"ram:GetResourceShareInvitations",
"ram:ListResources"

]I

"Resource": "*"
}I
{

"Sid": "CrossAccountRAMResourceSharingPermissions",

"Effect": "Allow",

"Action": [
"glue:DeleteResourcePolicy",
"glue:PutResourcePolicy"

1,

"Resource": [
"arn:aws:glue:*:*:catalog",
"arn:aws:glue:*:*:database/*",
"arn:aws:glue:*:*:table/*"

1,

"Condition": {
"ForAnyValue:StringEquals": {

"aws:CalledVia": [
"ram.amazonaws.com"

]

}
}I
{

"Sid": "CrossAccountlLakeFormationResourceSharingPermissions",
"Effect": "Allow",
"Action": [
"ram:CreateResourceShare"
1,
"Resource": "*",
"Condition": {
"StringEqualsIfExists": {
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"ram:RequestedResourceType": [
"glue:Table",
"glue:Database",
"glue:Catalog"

]

1,
"ForAnyValue:StringEquals": {

"aws:CalledVia": [

"lakeformation.amazonaws.com"

]

}
},
{
"Sid": "CrossAccountRAMResourceShareInvitationPermission",
"Effect": "Allow",
"Action": [
"ram:AcceptResourceShareInvitation"

iF

"Resource": "arn:aws:ram:*:*:resource-share-invitation/*"
iy

"Sid": "CrossAccountRAMResourceSharingVialakeFormationPermissions",

"Effect": "Allow",

"Action": [
"ram:AssociateResourceShare",
ram:DeleteResourceShare",
ram:DisassociateResourceShare",
ram:GetResourceShares",
ram:ListResourceSharePermissions",
ram:UpdateResourceShare"

1,

"Resource": "*",
"Condition": {
"StringlLike": {
"ram:ResourceShareName": [
"LakeFormation*"
]
},
"ForAnyValue:StringEquals": {
"aws:CalledVia": [
"lakeformation.amazonaws.com"
]
}
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}
I
{

"Sid": "CrossAccountRAMResourceSharingVialakeFormationHybrid",
"Effect": "Allow",

"Action": "ram:AssociateResourceSharePermission",

"Resource": "*",

"Condition": {
"StringlLike": {
"ram:PermissionArn": "arn:aws:ram::aws:permission/AWSRAMLFEnabled*"
},
"ForAnyValue:StringEquals": {
"aws:CalledVia": [
"lakeformation.amazonaws.com"

]

}
iy
{

"Sid": "KMSDecryptPermission",
"Effect": "Allow",
"Action": [
"kms:Decrypt"
1,
"Resource": "*",
"Condition": {
"StringEquals": {
"aws:ResourceTag/datazone:projectId": "proj-all"
}
}
},

{
"Sid": "GetRoleForDataZone",

"Effect": "Allow",

"Action": [
"iam:GetRole"

1,

"Resource": [
"arn:aws:iam::*:role/AmazonDataZone*",
"arn:aws:iam::*:role/service-role/AmazonDataZone*"

]

I
{

"Sid": "PassRoleForDatalocationRegistration",
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"Effect": "Allow",

"Action": [
"iam:PassRole"

1,

"Resource": [
"arn:aws:iam::*:role/AmazonDataZone*",
"arn:aws:iam::*:role/service-role/AmazonDataZone*"

1,

"Condition": {

"StringEquals": {
"iam:PassedToService": [
"lakeformation.amazonaws.com"

AWS 2| H3: AmazonDataZoneRedshiftManageAccessRolePolicy
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{
"Version": "2012-10-17",
"Statement": [
{

"Sid": "redshiftDataScopeDownPermissions",

"Effect": "Allow",

"Action": [
"redshift-data:BatchExecuteStatement",
"redshift-data:DescribeTable",
"redshift-data:ExecuteStatement",
"redshift-data:ListTables",
"redshift-data:ListSchemas",
"redshift-data:ListDatabases"

1,

"Resource": [
"arn:aws:redshift-serverless:*:*:workgroup/*"

~
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"arn:aws:redshift:*:*:cluster:*"

1,
"Condition": {
"StringEquals": {

"aws:ResourceAccount": "${aws:PrincipalAccount}"
}
}
I
{
"Sid": "listSecretsPermission",
"Effect": "Allow",
"Action": "secretsmanager:ListSecrets",
"Resource": "*"
I
{
"Sid": "getWorkgroupPermission",
"Effect": "Allow",
"Action": "redshift-serverless:GetWorkgroup",

"Resource": [
"arn:aws:redshift-serverless:*:*:workgroup/*"

1,

"Condition": {

"StringEquals": {
"aws:ResourceAccount": "${aws:PrincipalAccount}"

}
}
},
{
"Sid": "getNamespacePermission",
"Effect": "Allow",
"Action": "redshift-serverless:GetNamespace",

"Resource": [
"arn:aws:redshift-serverless:*:*:namespace/*"
1,
"Condition": {
"StringEquals": {

"aws:ResourceAccount": "${aws:PrincipalAccount}"
}
}
I
{
"Sid": "redshiftDataPermissions",
"Effect": "Allow",
"Action": [
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"redshift-data:DescribeStatement",
"redshift-data:GetStatementResult",
"redshift:DescribeClusters"

1,

"Resource": "*"

.

{

"Sid": "dataSharesPermissions",
"Effect": "Allow",
"Action": [
"redshift:AuthorizeDataShare",
"redshift:DescribeDataShares"
1,
"Resource": [
"arn:aws:redshift:*:*:datashare:*/datazone*"
1,
"Condition": {
"StringEquals": {
"aws:ResourceAccount": "${aws:PrincipalAccount}"
}
}
.
{

"Sid": "associateDataShareConsumerPermission",

"Effect": "Allow",

"Action": "redshift:AssociateDataShareConsumer",
"Resource": "arn:aws:redshift:*:*:datashare:*/datazone*"

AWS ZF2|& A8 AmazonDataZoneCrossAccountAdmin
AmazonDataZoneCrossAccountAdmin 23242 |AM IDOJ| @1Z2E £ Q& L|Ct.
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"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
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"Action":

ram

ram

ram

ram

ram

]I

[

:UpdateResourceShare",
:DeleteResourceShare",
:AssociateResourceShare",
:DisassociateResourceShare",
:GetResourceShares"

"Resource": "*",
"Condition": {
"StringlLike": {

"Effect"
"Action"

"datazone:
"datazone:
"datazone:
"datazone

"ram:ResourceShareName": [

"DataZone*"

: "Allow",
s I

"datazone:ListDomains",
"datazone:GetDomain",
"datazone:GetEnvironmentBlueprint",
"datazone:ListEnvironmentBlueprints",
"datazone:ListEnvironments",
"datazone:GetEnvironment",

ram

ram

ram

ram

1,

:AcceptResourceShareInvitation",
:RejectResourceShareInvitation",
:Get*",
cList*"

"Resource": "*"

PutEnvironmentBlueprintConfiguration",
GetEnvironmentBlueprintConfiguration",
DeleteEnvironmentBlueprintConfiguration",
:ListEnvironmentBlueprintConfigurations",
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AWS Z 2|8 E3: AmazonDataZoneDomainExecutionRolePolicy
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"Version": "2012-10-17",
"Statement": [
{
"Sid": "DomainExecutionRoleStatement",
"Effect": "Allow",
"Action": [

"datazone:
"datazone:

"datazone

"datazone

"datazone

AcceptPredictions",
AcceptSubscriptionRequest",

:CancelSubscription",
"datazone:
"datazone:
"datazone:
"datazone:
"datazone:
:CreateEnvironmentBlueprint",
"datazone:
"datazone:
"datazone:
"datazone:
"datazone:

CreateAsset",
CreateAssetRevision",
CreateAssetType",
CreateDataSource",
CreateEnvironment",

CreateEnvironmentProfile",
CreateFormType",
CreateGlossary",
CreateGlossaryTerm",
CreatelListingChangeSet",

:CreateProject",
"datazone:
"datazone:
"datazone:
"datazone:
"datazone:
"datazone:
"datazone:
"datazone:
"datazone:
"datazone:
"datazone:
"datazone:

CreateProjectMembership",
CreateSubscriptionGrant",
CreateSubscriptionRequest",
DeleteAsset",
DeleteAssetType",
DeleteDataSource",
DeleteEnvironment",
DeleteEnvironmentBlueprint",
DeleteEnvironmentProfile",
DeleteFormType",
DeleteGlossary",
DeleteGlossaryTerm",
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"datazone:
"datazone:
"datazone:
"datazone:

"datazone

"datazone:
"datazone:
"datazone:
"datazone:
"datazone:
"datazone:
"datazone:
"datazone:
"datazone:
"datazone:
"datazone:

"datazone

"datazone:
"datazone:
"datazone:
"datazone:
"datazone:

"datazone

"datazone:
"datazone:
"datazone:
"datazone:
"datazone:
"datazone:
"datazone:
"datazone:
"datazone:
"datazone:
"datazone:

"datazone

"datazone:
"datazone:
"datazone:
"datazone:
"datazone:

"datazone

"datazone:
"datazone:
"datazone:

DeletelListing",
DeleteProject",
DeleteProjectMembership",
DeleteSubscriptionGrant",
:DeleteSubscriptionRequest",
DeleteSubscriptionTarget",

GetAsset",

GetAssetType",
GetDataSource",
GetDataSourceRun",
GetDomain",

GetEnvironment",
GetEnvironmentActionLink",
GetEnvironmentBlueprint",
GetEnvironmentCredentials",
GetEnvironmentProfile",
:GetFormType",

GetGlossary",
GetGlossaryTerm",
GetGroupProfile",
GetListing",

GetProject",
:GetSubscription"”,
GetSubscriptionEligibility",
GetSubscriptionGrant",
GetSubscriptionRequestDetails",
GetSubscriptionTarget",
GetUserProfile",
ListAccountEnvironments",
ListAssetRevisions",
ListDataSourceRunActivities",
ListDataSourceRuns",
ListDataSources",
ListEnvironmentBlueprintConfigurations",
:ListEnvironmentBlueprintConfigurationSummaries"
ListEnvironmentBlueprints",
ListEnvironmentProfiles",
ListEnvironments",
ListGroupsForUser",
ListNotifications",
:ListProjectMemberships",
ListProjects",
ListSubscriptionGrants",
ListSubscriptionRequests",

’
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"datazone:
"datazone:
"datazone:
"datazone:
:RejectSubscriptionRequest",
"datazone:
"datazone:
"datazone:
"datazone:
"datazone:
"datazone:
"datazone:
"datazone:
"datazone:
"datazone:
"datazone:
:UpdateEnvironmentProfile",
"datazone:
"datazone:
"datazone:
"datazone:
"datazone:
"datazone:
"datazone:
"datazone:
"datazone:

"datazone

"datazone

"Resource":

"Sid":
"Effect":
"Action":

"Resource":

ListSubscriptionTargets",
ListSubscriptions",
ListWarehouseMetadata",
RejectPredictions"”,

RevokeSubscription",
Search",
SearchGroupProfiles",
SearchlListings",
SearchTypes",
SearchUserProfiles",
StartDataSourceRun",
UpdateDataSource",
UpdateEnvironment",
UpdateEnvironmentBlueprint",
UpdateEnvironmentDeploymentStatus",

UpdateGlossary",
UpdateGlossaryTerm",
UpdateProject",
UpdateSubscriptionGrantStatus",
UpdateSubscriptionRequest",
StartMetadataGenerationRun",
GetMetadataGenerationRun",
CancelMetadataGenerationRun",
ListMetadataGenerationRuns"

i n

"RAMResourceShareStatement",
"Allow",
"ram:GetResourceShareAssociations",

i n

AmazonDataZoneSageMakerProvisioning

T48t2 SageMaker AmazonOil £ 04§} L|LC}.
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{
"Version": "2012-10-17",

"Statement": [
{
"Sid": "CreateSageMakerStudio",
"Effect": "Allow",
"Action": [
"sagemaker:CreateDomain"

1,

"Resource": [

"y n

1,
"Condition": {
"StringEquals": {
"aws:CalledViaFirst": [
"cloudformation.amazonaws.com"
]

3,
"ForAnyValue:StringEquals": {

"aws:TagKeys": [
"AmazonDataZoneEnvironment"

]
1,
"Null": {
"aws:TagKeys": "false",
"aws:ResourceTag/AmazonDataZoneEnvironment": "false",
"aws:RequestTag/AmazonDataZoneEnvironment": "false"
}
}
.
{

"Sid": "DeleteSageMakerStudio",

"Effect": "Allow",

"Action": [
"sagemaker:DeleteDomain

1,

"Resource": [

min

iF

"Condition": {
"StringEquals": {
"aws:CalledViaFirst": [
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"cloudformation.amazonaws.com"
]
},
"ForAnyValue:StringlLike": {
"aws:TagKeys": [
"AmazonDataZoneEnvironment"
]
I
"Null": {
"aws:TagKeys": "false",
"aws:ResourceTag/AmazonDataZoneEnvironment": "false"
}
}
I
{

"Sid": "AmazonDataZoneEnvironmentSageMakerDescribePermissions",
"Effect": "Allow",
"Action": [
"sagemaker:DescribeDomain"
1,
"Resource": "*",
"Condition": {
"StringEquals": {
"aws:CalledViaFirst": [
"cloudformation.amazonaws.com"

]

}
}I
{

"Sid": "IamPassRolePermissions",
"Effect": "Allow",
"Action": [
"iam:PassRole"
1,
"Resource": [
"arn:aws:iam::*:role/sm-provisioning/datazone_usr*"
1,
"Condition": {
"StringEquals": {
"iam:PassedToService": [
"glue.amazonaws.com",
"lakeformation.amazonaws.com",
"'sagemaker.amazonaws.com"
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1,
"aws:CalledViaFirst": [
"cloudformation.amazonaws.com"

]

}
}I
{

"Sid": "AmazonDataZonePermissionsToCreateEnvironmentRole",
"Effect": "Allow",
"Action": [
"iam:CreateRole",
"iam:DetachRolePolicy",
"iam:DeleteRolePolicy",
"iam:AttachRolePolicy",
"iam:PutRolePolicy"
1,
"Resource": [
"arn:aws:iam::*:role/sm-provisioning/datazone_usr*"
1,
"Condition": {
"StringEquals": {
"aws:CalledViaFirst": [

"cloudformation.amazonaws.com"

1,
"iam:PermissionsBoundary": "arn:aws:iam::aws:policy/
AmazonDataZoneSageMakerEnvironmentRolePermissionsBoundary"
}
}
I
{
"Sid": "AmazonDataZonePermissionsToManageEnvironmentRole",
"Effect": "Allow",
"Action": [

"iam:GetRole",
"iam:GetRolePolicy",
"iam:DeleteRole"
1,
"Resource": [
"arn:aws:iam::*:role/sm-provisioning/datazone_usr*"
1,
"Condition": {
"StringEquals": {
"aws:CalledViaFirst": [
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"cloudformation.amazonaws.com"

]

}
}I
{

"Sid": "AmazonDataZonePermissionsToCreateSageMakerServiceRole",
"Effect": "Allow",
"Action": [
"iam:CreateServicelLinkedRole"
1,
"Resource": [
"arn:aws:iam::*:role/aws-service-role/sagemaker.amazonaws.com/
AWSServiceRoleForAmazonSageMakerNotebooks"
1,
"Condition": {
"StringEquals": {
"aws:CalledViaFirst": [
"cloudformation.amazonaws.com"

]

}
}I
{

"Sid": "AmazonDataZoneEnvironmentParameterValidation",
"Effect": "Allow",

"Action": [

"ec2:DescribeVpcs",

"ec2:DescribeSubnets",

"sagemaker:ListDomains"

]I

"Resource": "*"
}I
{

"Sid": "AmazonDataZoneEnvironmentkKMSKeyValidation",

"Effect": "Allow",
"Action": [
"kms:DescribeKey"

1,
"Resource": "arn:aws:kms:*:*:key/*",
"Condition": {
"Null": {
"aws:ResourceTag/AmazonDataZoneEnvironment": "false"
}
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}
.
{

"Sid": "AmazonDataZoneEnvironmentGluePermissions",
"Effect": "Allow",

"Action": [

"glue:CreateConnection",
"glue:DeleteConnection"

1,

"Resource": [
"arn:aws:glue:*:*:connection/dz-sm-athena-glue-connection-*",
"arn:aws:glue:*:*:connection/dz-sm-redshift-cluster-connection-*",
"arn:aws:glue:*:*:connection/dz-sm-redshift-serverless-connection-*",
"arn:aws:glue:*:*:catalog"

1,

"Condition": {

"StringEquals": {
"aws:CalledViaFirst": [
"cloudformation.amazonaws.com"
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"Version": "2012-10-17",
"Statement": [
{

"Sid": "AmazonSageMakerReadPermission",

"Effect": "Allow",

"Action": [
"sagemaker:DescribeFeatureGroup",
"sagemaker:ListModelPackages",
"sagemaker:DescribeModelPackage",
"sagemaker:DescribeModelPackageGroup",
"sagemaker:DescribeAlgorithm",
"sagemaker:ListTags",
"sagemaker:DescribeDomain",
"sagemaker:GetModelPackageGroupPolicy",
"sagemaker:Search"

1,

"Resource": "*"
},
{

"Sid": "AmazonSageMakerTaggingPermission",

"Effect": "Allow",

"Action": [
"sagemaker:AddTags",
"sagemaker:DeleteTags"

1,

"Resource": "*",

"Condition": {
"ForAnyValue:StringlLike": {

"aws:TagKeys": [
"sagemaker:shared-with:*"
]
}
}
1,
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{
"Sid": "AmazonSageMakerModelPackageGroupPolicyPermission",
"Effect": "Allow",
"Action": [

"sagemaker:PutModelPackageGroupPolicy",
"sagemaker:DeleteModelPackageGroupPolicy"
1,
"Resource": [
"arn:*:sagemaker:*:*:model-package-group/*"
]
1,
{

"Sid": "AmazonSageMakerRAMPermission",
"Effect": "Allow",

"Action": [

"ram:GetResourceShares",
"ram:GetResourceShareInvitations",
"ram:GetResourceShareAssociations"

]I

"Resource": "*"
}I
{

"Sid": "AmazonSageMakerRAMResourcePolicyPermission",

"Effect": "Allow",

"Action": [
"sagemaker:PutResourcePolicy",
"sagemaker:GetResourcePolicy",
"sagemaker:DeleteResourcePolicy"

1,

"Resource": [
"arn:*:sagemaker:*:*:feature-group/*"

]

1,
{

"Sid": "AmazonSageMakerRAMTagResourceSharePermission",
"Effect": "Allow",

"Action": [

"ram:TagResource"

1,
"Resource": "arn:*:ram:*:*:resource-share/*",
"Condition": {
"Null": {
"aws:RequestTag/AwsDataZoneDomainId": "false"
}
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}
iy
{

"Sid": "AmazonSageMakerRAMDeleteResourceSharePermission",
"Effect": "Allow",

"Action": [
"ram:DeleteResourceShare"

1,

"Resource": "arn:*:ram:*:*:resource-share/*",
"Condition": {
"Null": {

"aws:ResourceTag/AwsDataZoneDomainId": "false"

}

}

},

{

"Sid": "AmazonSageMakerRAMCreateResourceSharePermission",
"Effect": "Allow",
"Action": [

"ram:CreateResourceShare"
1,
"Resource": "*",
"Condition": {

"StringlLikeIfExists": {

"ram:RequestedResourceType": [

"sagemaker:*"

]
},
"Null": {
"aws:RequestTag/AwsDataZoneDomainId": "false"
}
}
3,
{
"Sid": "AmazonSageMakerS3BucketPolicyPermission",

"Effect": "Allow",

"Action": [
"s3:DeleteBucketPolicy",
"s3:PutBucketPolicy",
"s3:GetBucketPolicy"

1,

"Resource": [
"arn:aws:s3:::sagemaker-datazone*",
"arn:aws:s3:::SageMaker-DataZone*",
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"arn:aws:s3:::datazone-sagemaker*",
"arn:aws:s3:::DataZone-SageMaker*",
"arn:aws:s3:::amazon-datazone*"
]
},
{

"Sid": "AmazonSageMakerS3Permission",

"Effect": "Allow",

"Action": [

"s3:GetObject",
"s3:ListBucket"

1,

"Resource": [
"arn:aws:s3:::sagemaker-datazone*",
"arn:aws:s3:::SageMaker-DataZone*",

"arn:aws:s3:::datazone-sagemaker*",

arn:aws:s3:::DataZone-SageMaker*",
"arn:aws:s3:::amazon-datazone*"

]
1,
{

"Sid": "AmazonSageMakerECRPermission",
"Effect": "Allow",

"Action": [

"ecr:GetRepositoryPolicy",
"ecr:SetRepositoryPolicy",
"ecr:DeleteRepositoryPolicy"
1,
"Resource": "*",
"Condition": {
"Null": {
"aws:ResourceTag/AmazonDataZoneEnvironment": "false"
}
}
1,
{

"Sid": "AmazonSageMakerKMSReadPermission",
"Effect": "Allow",
"Action": [
"kms:DescribeKey"
1,
"Resource": "*",
"Condition": {
"ForAnyValue:StringEquals": {
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"aws:TagKeys": [
"AmazonDataZoneEnvironment"

]

}
.
{
"Sid": "AmazonSageMakerKMSGrantPermission",
"Effect": "Allow",
"Action": [
"kms:CreateGrant"
1,
"Resource": "*",
"Condition": {
"ForAnyValue:StringEquals": {
"aws:TagKeys": [
"AmazonDataZoneEnvironment"
]
},
"ForAllValues:StringEquals": {
"kms:GrantOperations": [
"Decrypt"
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{
"Version": "2012-10-17",
"Statement": [
{

"Sid": "AllowAllNonAdminSageMakerActions",

"Effect": "Allow",

"Action": [

"sagemaker:*",
"sagemaker-geospatial:*"

1,

"NotResource": [
"arn:aws:sagemaker:*:*:domain/*",
"arn:aws:sagemaker:*:*:user-profile/*",
"arn:aws:sagemaker:*:*:app/*",
"arn:aws:sagemaker:*:*:space/*",

"arn:aws:sagemaker:*:*:flow-definition/*"
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"Sid": "AllowSageMakerProfileManagement",

"Effect": "Allow",

"Action": [
"sagemaker:CreateUserProfile",
"sagemaker:DescribeUserProfile",
"sagemaker:UpdateUserProfile",
"sagemaker:CreatePresignedDomainUrl"

1,

"Resource'": "arn:aws:sagemaker:*:*:*/*"
.
{

"Sid": "AllowLakeFormation",

"Effect": "Allow",

"Action": [
"lakeformation:GetDataAccess"

1,

"Resource": "*"

I
{

"Sid": "AllowAddTagsForAppAndSpace",

"Effect": "Allow",

"Action": [

"sagemaker:AddTags"

1,

"Resource": [
"arn:aws:sagemaker:*:*:app/*",
"arn:aws:sagemaker:*:*:space/*"

1,

"Condition": {

"StringEquals": {
"sagemaker:TaggingAction": [
"CreateApp",
"CreateSpace"

]

}
}I

{
"Sid": "AllowStudioActions",

"Effect": "Allow",

"Action": [
"sagemaker:CreatePresignedDomainUrl",
"sagemaker:DescribeApp",
"sagemaker:DescribeDomain",
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"sagemaker:DescribeSpace",
"sagemaker:DescribeUserProfile",
"sagemaker:ListApps",
"sagemaker:ListDomains",
"sagemaker:ListSpaces",
"sagemaker:ListUserProfiles"
1,
"Resource": "*"
},
{
"Sid": "AllowAppActionsForUserProfile",
"Effect": "Allow",
"Action": [
"sagemaker:CreateApp",
"sagemaker:DeleteApp"

1,
"Resource": "arn:aws:sagemaker:*:*:app/*/*/*/*",
"Condition": {
"Null": {
"sagemaker:0OwnerUserProfileArn": "true"
}
}
},

{
"Sid": "AllowAppActionsForSharedSpaces",
"Effect": "Allow",
"Action": [
"sagemaker:CreateApp",
"sagemaker:DeleteApp"
1,
"Resource": "arn:aws:sagemaker:*:*:app/${sagemaker:DomainId}/*/*/*",
"Condition": {
"StringEquals": {
"sagemaker:SpaceSharingType": [
"Shared"
]

}
},
{
"Sid": "AllowMutatingActionsOnSharedSpacesWithoutOwner",
"Effect": "Allow",
"Action": [
"sagemaker:CreateSpace",
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"sagemaker:DeleteSpace",
"sagemaker:UpdateSpace"

1,
"Resource": "arn:aws:sagemaker:*:*:space/${sagemaker:DomainId}/*",
"Condition": {
"Null": {
"sagemaker:OwnerUserProfileArn": "true"
}
}
I
{
"Sid": "RestrictMutatingActionsOnSpacesToOwnerUserProfile",
"Effect": "Allow",
"Action": [

"sagemaker:CreateSpace",
"sagemaker:DeleteSpace",
"sagemaker:UpdateSpace"

1,
"Resource": "arn:aws:sagemaker:*:*:space/${sagemaker:DomainId}/*",
"Condition": {
"ArnLike": {
"sagemaker:OwnerUserProfileArn": "arn:aws:sagemaker:*:*:user-profile/
${sagemaker:Domainld}/${sagemaker:UserProfileName}"
I

"StringEquals": {
"sagemaker:SpaceSharingType": [
"Private",
"Shared"
]

}
1,
{
"Sid": "RestrictMutatingActionsOnPrivateSpaceAppsToOwnerUserProfile",
"Effect": "Allow",
"Action": [
"sagemaker:CreateApp",
"sagemaker:DeleteApp"
1,
"Resource": "arn:aws:sagemaker:*:*:app/${sagemaker:DomainId}/*/*/*",
"Condition": {
"ArnLike": {
"sagemaker:OwnerUserProfileArn": "arn:aws:sagemaker:*:*:user-profile/
${sagemaker:DomainId}/${sagemaker:UserProfileName}"
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3,

"StringEquals": {
"sagemaker:SpaceSharingType": [
"Private"

]

}
iy

"Sid": "AllowFlowDefinitionActions",
"Effect": "Allow",
"Action": "sagemaker:*",
"Resource": [
"arn:aws:sagemaker:*:*:flow-definition/*"
1,
"Condition": {
"StringEqualsIfExists": {
"sagemaker:WorkteamType": [
"private-crowd",
"vendor-crowd"

]

}

1,

{

"Sid": "AllowAWSServiceActions",

"Effect": "Allow",

"Action": [
"sglworkbench:*",
"datazone:*",
"application-autoscaling:DeleteScalingPolicy",
"application-autoscaling:DeleteScheduledAction",
"application-autoscaling:DeregisterScalableTarget",
"application-autoscaling:DescribeScalableTargets",
"application-autoscaling:DescribeScalingActivities",
"application-autoscaling:DescribeScalingPolicies",
"application-autoscaling:DescribeScheduledActions",
"application-autoscaling:PutScalingPolicy",
"application-autoscaling:PutScheduledAction",
"application-autoscaling:RegisterScalableTarget",
"aws-marketplace:ViewSubscriptions",
"cloudformation:GetTemplateSummary",
"cloudwatch:DeleteAlarms",
"cloudwatch:DescribeAlarms",
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"cloudwatch:GetMetricData",
"cloudwatch:GetMetricStatistics",
"cloudwatch:ListMetrics",
"cloudwatch:PutMetricAlarm",
"cloudwatch:PutMetricData",
"codecommit:BatchGetRepositories",
"codecommit:CreateRepository",
"codecommit:GetRepository",
"codecommit:List*",
"ec2:CreateNetworkInterface",
"ec2:CreateNetworkInterfacePermission",
"ec2:DeleteNetworkInterface",
"ec2:DeleteNetworkInterfacePermission",
"ec2:DescribeDhcpOptions",
"ec2:DescribeNetworkInterfaces",
"ec2:DescribeRouteTables",
ec2:DescribeSecurityGroups",
"ec2:DescribeSubnets",
ec2:DescribeVpcEndpoints",
"ec2:DescribeVpcEndpointServices",
ec2:DescribeVpcs",
"ecr:BatchChecklLayerAvailability",
"ecr:BatchGetImage",
"ecr:Describe*",
"ecr:GetAuthorizationToken",
"ecr:GetDownloadUrlForLayer",
"ecr:StartImageScan",
"elastic-inference:Connect",
"elasticfilesystem:DescribeFileSystems",
"elasticfilesystem:DescribeMountTargets",
"fsx:DescribeFileSystems",
"groundtruthlabeling:*",

"iam:GetRole",

"iam:ListRoles",

"kms:DescribeKey",

"kms:ListAliases",
"lambda:ListFunctions",
"logs:CreateLogDelivery",
"logs:CreatelLogGroup",
"logs:CreatelLogStream",
"logs:DeletelLogDelivery",
"logs:DescribelogGroups",
"logs:DescribelLogStreams",
"logs:GetLogDelivery",
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"logs:GetLogEvents",
"logs:ListLogDeliveries",
"logs:PutLogEvents",
"logs:UpdateLogDelivery",
"redshift-data:BatchExecuteStatement",
"redshift-data:CancelStatement",
"redshift-data:DescribeStatement",
"redshift-data:DescribeTable",
"redshift-data:ExecuteStatement",
"redshift-data:GetStatementResult",
"redshift-data:ListSchemas",
"redshift-data:ListTables",
"redshift-serverless:GetCredentials",
"redshift-serverless:GetNamespace",
"redshift-serverless:GetWorkgroup",
"redshift-serverless:ListNamespaces",
"redshift-serverless:ListWorkgroups",
"secretsmanager:ListSecrets",
"servicecatalog:Describe*",
"servicecatalog:List*",
"servicecatalog:ScanProvisionedProducts",
"servicecatalog:SearchProducts",
"servicecatalog:SearchProvisionedProducts",
"sns:ListTopics",
"tag:GetResources"
1,
"Resource": "*"
I
{
"Sid": "AllowRAMInvitation",
"Effect": "Allow",
"Action": "ram:AcceptResourceShareInvitation",
"Resource": "*",
"Condition": {
"StringlLike": {
"ram:ResourceShareName": "dzd_*"
}
}
},

{
"Sid": "AllowECRActions",

"Effect": "Allow",
"Action": [
"ecr:SetRepositoryPolicy",
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ecr:CompletelLayerUpload",
"ecr:CreateRepository",
"ecr:BatchDeleteImage",
"ecr:UploadLayerPart",
"ecr:DeleteRepositoryPolicy",
"ecr:InitiatelayerUpload",
"ecr:DeleteRepository",
"ecr:PutImage",
"ecr:TagResource",
"ecr:UntagResource"

1,

"Resource": [
"arn:aws:ecr:*:*:repository/sagemaker*",
"arn:aws:ecr:*:*:repository/datazone*"

]

I
{

"Sid": "AllowCodeCommitActions",

"Effect": "Allow",

"Action": [

"codecommit:GitPull",
"codecommit:GitPush"

1,

"Resource": [
"arn:aws:codecommit:*:*:*sagemaker*",
"arn:aws:codecommit:*:*:*SageMaker*",
"arn:aws:codecommit:*:*:*Sagemaker*"

]

},

{
"Sid": "AllowCodeBuildActions",

"Action": [
"codebuild:BatchGetBuilds",
"codebuild:StartBuild"

1,

"Resource": [
"arn:aws:codebuild:*:*:project/sagemaker*",
"arn:aws:codebuild:*:*:build/*"

1,

"Effect": "Allow"
},
{

"Sid": "AllowStepFunctionsActions",
"Action": [
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"states:DescribeExecution",
"states:GetExecutionHistory",
"states:StartExecution",
"states:StopExecution",
"states:UpdateStateMachine"

1,

"Resource": [
"arn:aws:states:*:*:statemachine:*sagemaker*",
"arn:aws:states:*:*:execution:*sagemaker*:*"

1,

"Effect": "Allow"
I

{

"Sid": "AllowSecretManagerActions",
"Effect": "Allow",

"Action": [

"secretsmanager:DescribeSecret",
"secretsmanager:GetSecretValue",
"secretsmanager:CreateSecret"”,
"secretsmanager:PutResourcePolicy"

1,

"Resource": [
"arn:aws:secretsmanager:*:*:secret:AmazonSageMaker-*"
]

},

{

"Sid": "AllowServiceCatalogProvisionProduct",
"Effect": "Allow",

"Action": [

"servicecatalog:ProvisionProduct"

]I

"Resource": "*"
}I
{

"Sid": "AllowServiceCatalogTerminateUpdateProvisionProduct",

"Effect": "Allow",

"Action": [
"servicecatalog:TerminateProvisionedProduct",
"servicecatalog:UpdateProvisionedProduct"

1,

"Resource": "*",

"Condition": {

"StringEquals": {
"servicecatalog:userLevel": "self"
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}

},

{

"Sid": "AllowS30bjectActions",
"Effect": "Allow",
"Action": [
"s3:AbortMultipartUpload",
"s3:DeleteObject",
"s3:DeleteObjectVersion”,
"s3:GetObject",
"s3:PutObject",
"s3:PutObjectRetention",
"s3:ReplicateObject",
"s3:RestoreObject",
"s3:GetBucketAcl",
"s3:PutObjectAcl"

1,

"Resource": [

"arn:aws:s3:::SageMaker-DataZone*",

"arn:aws:s3:::amazon-datazone*"
]
I
{

"Sid": "AllowS3GetObjectWithSageMakerExistingObjectTag",

"Effect": "Allow",

"Action": [
"s3:GetObject"

1,

"Resource": [
"arn:aws:s3:::*"

1,

"Condition": {
"StringEqualsIgnoreCase": {

"s3:ExistingObjectTag/SageMaker":

arn:aws:s3:::DataZone-SageMaker*",
"arn:aws:s3:::Sagemaker-DataZone*",
arn:aws:s3:::DataZone-Sagemaker*",
"arn:aws:s3:::sagemaker-datazone*",
arn:aws:s3:::datazone-sagemaker*",

"true"
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"Sid": "AllowS3GetObjectWithServiceCatalogProvisioningExistingObjectTag",
"Effect": "Allow",

"Action": [
"s3:GetObject"

1,

"Resource": [
"arn:aws:s3:::*!

1,

"Condition": {
"StringEquals": {

"s3:ExistingObjectTag/servicecatalog:provisioning": "true"
}
}
I
{

"Sid": "AllowS3BucketActions",

"Effect": "Allow",

"Action": [

"s3:GetBucketLocation",
"s3:ListBucket",
"s3:ListAl1MyBuckets",
"s3:GetBucketCors",
"s3:PutBucketCors"

1,

"Resource": [
"arn:aws:s3:::SageMaker-DataZone*",
"arn:aws:s3:::DataZone-SageMaker*",
"arn:aws:s3:::Sagemaker-DataZone*",
"arn:aws:s3:::DataZone-Sagemaker*",
"arn:aws:s3:::sagemaker-datazone*",
"arn:aws:s3:::datazone-sagemaker*",
"arn:aws:s3:::amazon-datazone*"

]

I

"Sid": "ReadSageMakerJumpstartArtifacts",

"Effect": "Allow",

"Action": "s3:GetObject",

"Resource": [
"arn:aws:s3:::jumpstart-cache-prod-us-west-2/*",
"arn:aws:s3:::jumpstart-cache-prod-us-east-1/*",
"arn:aws:s3:::jumpstart-cache-prod-us-east-2/*",
"arn:aws:s3:::jumpstart-cache-prod-eu-west-1/*",
"arn:aws:s3:::jumpstart-cache-prod-eu-central-1/*",
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arn:aws:s3:::jumpstart-cache-prod-ap-south-1/*",
"arn:aws:s3:::jumpstart-cache-prod-ap-northeast-2/*",
"arn:aws:s3:::jumpstart-cache-prod-ap-northeast-1/*",
"arn:aws:s3:::jumpstart-cache-prod-ap-southeast-1/*",
"arn:aws:s3:::jumpstart-cache-prod-ap-southeast-2/*"

]
1,
{

"Sid": "AllowLambdaInvokeFunction",
"Effect": "Allow",
"Action": [
"lambda:InvokeFunction"
1,
"Resource": [
"arn:aws:lambda:*:*:function:*SageMaker*",
"arn:aws:lambda:*:*:function:*sagemaker*",

arn:aws:lambda:*:*:function:*Sagemaker*",
"arn:aws:lambda:*:*:function:*LabelingFunction*"

]
I
{

"Sid": "AllowCreateServicelLinkedRoleForSageMakerApplicationAutoscaling",
"Action": "iam:CreateServicelLinkedRole",

"Effect": "Allow",

"Resource": "arn:aws:iam::*:role/aws-service-role/sagemaker.application-

autoscaling.amazonaws.com/AWSServiceRoleForApplicationAutoScaling_SageMakerEndpoint",
"Condition": {
"StringlLike": {
"iam:AWSServiceName": "sagemaker.application-autoscaling.amazonaws.com"

}

}

1,

{

"Sid": "AllowSNSActions",

"Effect": "Allow",

"Action": [
"sns:Subscribe",
"sns:CreateTopic",
"sns:Publish"

1,

"Resource": [
"arn:aws:sns:*:*:*SageMaker*",
"arn:aws:sns:*:*:*Sagemaker*",
"arn:aws:sns:*:*:*sagemaker*"
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]
iy

{
"Sid": "AllowPassRoleForSageMakerRoles",

"Effect": "Allow",
"Action": [
"iam:PassRole"
1,
"Resource": [
"arn:aws:iam::*:role/sm-provisioning/datazone_usr_sagemaker_execution_role_*"
1,
"Condition": {
"StringEquals": {
"iam:PassedToService": [
"glue.amazonaws.com",
"bedrock.amazonaws.com",
"states.amazonaws.com",
"lakeformation.amazonaws.com",
"events.amazonaws.com",
"sagemaker.amazonaws.com",
"forecast.amazonaws.com"

}
}I
{

"Sid": "CrossAccountKmsOperations",
"Effect": "Allow",
"Action": [
"kms:DescribeKey",
"kms:Decrypt",
"kms:ListKeys"
1,
"Resource": "*",
"Condition": {
"StringNotEquals": {

"aws:ResourceAccount": "${aws:PrincipalAccount}"
}
}
I
{
"Sid": "KmsOperationsWithResourceTag",
"Effect": "Allow",
"Action": [
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"kms:DescribeKey",
"kms:Decrypt",
"kms:ListKeys",
"kms:Encrypt",
"kms:GenerateDataKey",
"kms:RetireGrant"

1,
"Resource": "*",
"Condition": {
"Null": {
"aws:ResourceTag/AmazonDataZoneEnvironment": "false"
}
}
I
{

"Sid": "AllowAthenaActions",

"Effect": "Allow",

"Action": [
"athena:BatchGetNamedQuery",
"athena:BatchGetPreparedStatement",
"athena:BatchGetQueryExecution",
"athena:CreateNamedQuery",
"athena:CreateNotebook",
"athena:CreatePreparedStatement”,
"athena:CreatePresignedNotebookUrl",
"athena:DeleteNamedQuery",
"athena:DeleteNotebook",
"athena:DeletePreparedStatement”,
"athena:ExportNotebook",
"athena:GetDatabase",
"athena:GetDataCatalog",
"athena:GetNamedQuery",
"athena:GetPreparedStatement",
"athena:GetQueryExecution",
"athena:GetQueryResults",
"athena:GetQueryResultsStream",
"athena:GetQueryRuntimeStatistics",
"athena:GetTableMetadata",
"athena:GetWorkGroup",
"athena:ImportNotebook",
"athena:ListDatabases",
"athena:ListDataCatalogs",
"athena:ListEngineVersions",
"athena:ListNamedQueries",
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"athena:ListPreparedStatements",
"athena:ListQueryExecutions",
"athena:ListTableMetadata",
"athena:ListTagsForResource",
"athena:ListWorkGroups",
"athena:StartCalculationExecution",
"athena:StartQueryExecution",
"athena:StartSession",
"athena:StopCalculationExecution",
"athena:StopQueryExecution",
"athena:TerminateSession",
"athena:UpdateNamedQuery",
"athena:UpdateNotebook",
"athena:UpdateNotebookMetadata",
"athena:UpdatePreparedStatement"”

1,

"Resource": [

T

]

I
{

"Sid": "AllowGlueCreateDatabase",

"Effect": "Allow",

"Action": [

"glue:CreateDatabase"

1,

"Resource": [
"arn:aws:glue:*:*:catalog",
"arn:aws:glue:*:*:database/default"

]

},

{
"Sid": "AllowRedshiftGetClusterCredentials",

"Effect": "Allow",

"Action": [
"redshift:GetClusterCredentials"

1,

"Resource": [
"arn:aws:redshift:*:*:dbuser:*/sagemaker_access*",
"arn:aws:redshift:*:*:dbname:*"

]

I

{
"Sid": "AllowlListTags",
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"Effect": "Allow",

"Action": [
"sagemaker:ListTags"

1,

"Resource": [
"arn:aws:sagemaker:*:*:user-profile/*",
"arn:aws:sagemaker:*:*:domain/*"

]

},
{

"Sid": "AllowCloudformationListStackResources",
"Effect": "Allow",
"Action": [
"cloudformation:ListStackResources"
1,
"Resource": "arn:aws:cloudformation:*:*:stack/SC-*"
},

{
"Sid": "AllowGlueActions",

"Effect": "Allow",

"Action": [
"glue:GetColumnStatisticsForPartition",
"glue:GetColumnStatisticsForTable",
"glue:ListJobs",

"glue:CreateSession",

"glue:RunStatement",
"glue:BatchCreatePartition",
"glue:CreatePartitionIndex",
"glue:CreateTable",
"glue:BatchGetWorkflows",
"glue:BatchUpdatePartition",
"glue:BatchDeletePartition",
"glue:GetPartition",

"glue:GetPartitions",

"glue:UpdateTable",
"glue:DeleteTableVersion",
"glue:DeleteTable",
"glue:DeleteColumnStatisticsForPartition",
"glue:DeleteColumnStatisticsForTable",
"glue:DeletePartitionIndex",
"glue:UpdateColumnStatisticsForPartition",
"glue:UpdateColumnStatisticsForTable",
"glue:BatchDeleteTableVersion",
"glue:BatchDeleteTable",
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"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:

]I

CreatePartition",
DeletePartition",
UpdatePartition",
CreateBlueprint",
Createlob",
CreateConnection",
CreateCrawler",

CreateDataQualityRuleset",

CreateWorkflow",
GetDatabases",
GetTables",
GetTable",
SearchTables",
NotifyEvent",
ListSchemas",
BatchGetJobs",
GetConnection",
GetDatabase"

"Resource": [

"y

]
}I
{

"Sid": "AllowGlueActionsWithEnvironmentTag",

"Effect": "Allow",
"Action": [

"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:
"glue:

SearchTables",
NotifyEvent",
StartBlueprintRun",

PutWorkflowRunProperties",

StopCrawler",
Deletelob",
DeleteWorkflow",
UpdateCrawler",
DeleteBlueprint",
UpdateWorkflow",
StartCrawler",
ResetJobBookmark",
UpdateJob",
StartWorkflowRun",
StopCrawlerSchedule",
ResumeWorkflowRun",
ListSchemas",
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"glue:DeleteCrawler",
"glue:UpdateBlueprint",
"glue:BatchStopJobRun",
"glue:StopWorkflowRun",
"glue:BatchGetJobs",
"glue:BatchGetWorkflows",
"glue:UpdateCrawlerSchedule",
"glue:DeleteConnection",
"glue:UpdateConnection",
"glue:GetConnection",
"glue:GetDatabase",
"glue:GetTable",
"glue:GetPartition",
"glue:GetPartitions",
"glue:BatchDeleteConnection",
"glue:StartCrawlerSchedule",
"glue:StartJobRun",
"glue:CreateWorkflow",
"glue:*DataQuality*"

1,
"Resource": "*",
"Condition": {
"Null": {
"aws:ResourceTag/AmazonDataZoneEnvironment": "false"
}
}
},

{
"Sid": "AllowGlueDefaultAccess",

"Effect": "Allow",

"Action": [
"glue:BatchGet*",
"glue:Get*",
"glue:SearchTables",
"glue:List*",
"glue:RunStatement"

1,

"Resource": [
"arn:aws:glue:*:*:catalog",
"arn:aws:glue:*:*:database/default",
"arn:aws:glue:*:*:connection/dz-sm-*",
"arn:aws:glue:*:*:session/*"

]

I
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{

"Sid": "AllowRedshiftClusterActions",

"Effect": "Allow",

"Action": [
"redshift:GetClusterCredentialsWithIAM",
"redshift:DescribeClusters"

1,

"Resource": [
"arn:aws:redshift:*:*:cluster:*",
"arn:aws:redshift:*:*:dbname:*"

]

I
{

"Sid": "AllowCreateClusterUser",

"Effect": "Allow",

"Action": [
"redshift:CreateClusterUser"

1,

"Resource": [
"arn:aws:redshift:*:*:dbuser:*"

]
.
{

"Sid": "AllowCreateSecretActions",
"Effect": "Allow",

"Action": [

"secretsmanager:CreateSecret"”,

"secretsmanager:TagResource"
1,

"Resource": "arn:aws:secretsmanager:*:*:secret:AmazonDataZone-*",
"Condition": {

"StringlLike": {

"aws:ResourceTag/AmazonDataZoneDomain": "dzd_*",
"aws:RequestTag/AmazonDataZoneDomain": "dzd_*"

1,

"Null": {
"aws:TagKeys": "false",
"aws:ResourceTag/AmazonDataZoneProject": "false",
"aws:ResourceTag/AmazonDataZoneDomain": "false",
"aws:RequestTag/AmazonDataZoneDomain": "false",
"aws:RequestTag/AmazonDataZoneProject": "false"

},

"ForAllValues:StringEquals": {
"aws:TagKeys": [
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"AmazonDataZoneDomain",
"AmazonDataZoneProject"

]

}
iy
{

"Sid": "ForecastOperations",
"Effect": "Allow",
"Action": [

"forecast
"forecast
"forecast
"forecast
"forecast
"forecast
"forecast
"forecast
"forecast
"forecast
"forecast
"forecast
"forecast
"forecast
"forecast
"forecast
"forecast
"forecast
"forecast
"forecast
"forecast

"forecast:

"forecast
"forecast
"forecast
"forecast

:CreateExplainabilityExport",
:CreateExplainability",
:CreateForecastEndpoint",
:CreateAutoPredictor"”,
:CreateDatasetImport]ob",
:CreateDatasetGroup",
:CreateDataset",
:CreateForecast",
:CreateForecastExportJob",
:CreatePredictorBacktestExportJob",
:CreatePredictor",
:DescribeExplainabilityExport",
:DescribeExplainability",
:DescribeAutoPredictor",
:DescribeForecastEndpoint",
:DescribeDatasetImportJob",
:DescribeDataset",
:DescribeForecast",
:DescribeForecastExportJob",

:DescribePredictorBacktestExportJob",

:GetAccuracyMetrics",
InvokeForecastEndpoint",
:GetRecentForecastContext",
:DescribePredictor"”,
:TagResource",
:DeleteResourceTree"

1,
"Resource": [
"arn:aws:forecast:*:*:*Canvas*"
]
},
{
"Sid": "RDSOperation",
"Effect": "Allow",
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"Action": "rds:DescribeDBInstances",

"Resource": "*"
},
{
"Sid": "AllowEventBridgeRule",
"Effect": "Allow",
"Action": [
"events:PutRule"
1,
"Resource": "arn:aws:events:*:*:rule/*",
"Condition": {
"StringEquals": {
"aws:RequestTag/sagemaker:is-canvas-data-prep-job":
}
}
I
{
"Sid": "EventBridgeOperations",
"Effect": "Allow",
"Action": [
"events:DescribeRule",
"events:PutTargets"
1,
"Resource": "arn:aws:events:*:*:rule/*",
"Condition": {
"StringEquals": {

"aws:ResourceTag/sagemaker:is-canvas-data-prep-job":

}
}
I
{
"Sid": "EventBridgeTagBasedOperations",
"Effect": "Allow",
"Action": [
"events:TagResource"
1,
"Resource": "arn:aws:events:*:*:rule/*",
"Condition": {
"StringEquals": {
"aws:RequestTag/sagemaker:is-canvas-data-prep-job":
}
}
I

aws :ResourceTag/sagemaker:is-canvas-data-prep-job":

Iltruell

Iltruell

"true",
Iltruell
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{

"Sid": "EventBridgelListTagOperation",

"Effect": "Allow",

"Action": "events:ListTagsForResource",

"Resource": "*"

.

{
"Sid": "AllowEMR",
"Effect": "Allow",
"Action": [

"elasticmapreduce:DescribeCluster",
"elasticmapreduce:ListInstanceGroups",
"elasticmapreduce:ListClusters"

1,
"Resource": "*"
I
{
"Sid": "AllowSSOAction",
"Effect": "Allow",
"Action": [

"sso:CreateApplicationAssignment",

"sso:AssociateProfile"

1,

"Resource": "*"

},

{

"Sid": "DenyNotAction",
"Effect": "Deny",
"NotAction": [
"sagemaker:*",
"sagemaker-geospatial:*",
"sqlworkbench:*",
"datazone:*",
"forecast:*",
"application-autoscaling:
"application-autoscaling:
"application-autoscaling:
"application-autoscaling:
"application-autoscaling:
"application-autoscaling:
"application-autoscaling:
"application-autoscaling:
"application-autoscaling:
"application-autoscaling:

DeleteScalingPolicy",
DeleteScheduledAction",
DeregisterScalableTarget",
DescribeScalableTargets",
DescribeScalingActivities",
DescribeScalingPolicies",
DescribeScheduledActions",
PutScalingPolicy",
PutScheduledAction",
RegisterScalableTarget",
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"athena:BatchGetNamedQuery",
"athena:BatchGetPreparedStatement",
"athena:BatchGetQueryExecution",
"athena:CreateNamedQuery",
"athena:CreateNotebook",
"athena:CreatePreparedStatement”,
"athena:CreatePresignedNotebookUrl",
"athena:DeleteNamedQuery",
"athena:DeleteNotebook",
"athena:DeletePreparedStatement”,
"athena:ExportNotebook",
"athena:GetDatabase",
"athena:GetDataCatalog",
"athena:GetNamedQuery",
"athena:GetPreparedStatement",
"athena:GetQueryExecution",
"athena:GetQueryResults",
"athena:GetQueryResultsStream",
"athena:GetQueryRuntimeStatistics",
"athena:GetTableMetadata",
"athena:GetWorkGroup",
"athena:ImportNotebook",
"athena:ListDatabases",
"athena:ListDataCatalogs",
"athena:ListEngineVersions",
"athena:ListNamedQueries",
"athena:ListPreparedStatements",
"athena:ListQueryExecutions",
"athena:ListTableMetadata",
"athena:ListTagsForResource",
"athena:ListWorkGroups",
"athena:StartCalculationExecution",
"athena:StartQueryExecution",
"athena:StartSession",
"athena:StopCalculationExecution",
"athena:StopQueryExecution",
"athena:TerminateSession",
"athena:UpdateNamedQuery",
"athena:UpdateNotebook",
"athena:UpdateNotebookMetadata",
"athena:UpdatePreparedStatement",
"aws-marketplace:ViewSubscriptions",
"cloudformation:GetTemplateSummary",
"cloudformation:ListStackResources",
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"cloudwatch:
"cloudwatch:
"cloudwatch:
"cloudwatch:
"cloudwatch:
"cloudwatch:
"cloudwatch:

DeleteAlarms",
DescribeAlarms",
GetMetricData",
GetMetricStatistics",
ListMetrics",
PutMetricAlarm",
PutMetricData",

"codebuild:BatchGetBuilds",
"codebuild:StartBuild",

"codecommit
"codecommit
"codecommit

"codecommit:
:GitPull",
:GitPush",

"codecommit
"codecommit

:BatchGetRepositories",
:CreateRepository",
:GetRepository",

List*",

"ec2:CreateNetworkInterface",

ec2:CreateNetworkInterfacePermission",

"ec2:DeleteNetworkInterface",

ec2:DeleteNetworkInterfacePermission",

"ec2:DescribeDhcpOptions",

ec2:DescribeNetworkInterfaces",

"ec2:DescribeRouteTables",

ec2:DescribeSecurityGroups",

"ec2:DescribeSubnets",

ec2:DescribeVpcEndpoints",

"ec2:DescribeVpcEndpointServices",

ec2:DescribeVpcs",

"ecr:BatchChecklLayerAvailability",

ecr:BatchGetImage",

"ecr:CreateRepository",

ecr:Describe*",

"ecr:GetAuthorizationToken",

ecr:GetDownloadUrlForLayer",

"ecr:SetRepositoryPolicy",

ecr:CompletelLayerUpload",

"ecr:BatchDeleteImage",

ecr:UploadLayerPart",

"ecr:DeleteRepositoryPolicy",

ecr:InitiatelLayerUpload",

"ecr:DeleteRepository",

ecr:PutImage",

"ecr:StartImageScan",

ecr:TagResource",

"ecr:UntagResource",
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"elastic-inference:Connect",
"elasticfilesystem:DescribeFileSystems",
"elasticfilesystem:DescribeMountTargets",
"elasticmapreduce:DescribeCluster",
"elasticmapreduce:ListInstanceGroups",
"elasticmapreduce:ListClusters",
"events:PutRule",
"events:DescribeRule",
"events:PutTargets",
"events:TagResource",
"events:ListTagsForResource",
"fsx:DescribeFileSystems",
"glue:SearchTables",
"glue:NotifyEvent",
"glue:StartBlueprintRun",
"glue:PutWorkflowRunProperties",
"glue:StopCrawler",
"glue:Deletelob",
"glue:DeleteWorkflow",
"glue:UpdateCrawler",
"glue:DeleteBlueprint",
"glue:UpdateWorkflow",
"glue:StartCrawler",
"glue:ResetJobBookmark",
"glue:UpdateJob",
"glue:StartWorkflowRun",
"glue:StopCrawlerSchedule",
"glue:ResumeWorkflowRun",
"glue:DeleteCrawler",
"glue:UpdateBlueprint",
"glue:BatchStopJobRun",
"glue:StopWorkflowRun",
"glue:BatchGet*",
"glue:UpdateCrawlerSchedule",
"glue:DeleteConnection",
"glue:UpdateConnection",
"glue:Get*",
"glue:BatchDeleteConnection",
"glue:StartCrawlerSchedule",
"glue:StartJobRun",
"glue:CreateWorkflow",
"glue:*DataQuality*",
"glue:List*",
"glue:CreateSession",
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"glue:RunStatement",
"glue:BatchCreatePartition",
"glue:CreateDatabase",
"glue:CreatePartitionIndex",
"glue:CreateTable",
"glue:BatchUpdatePartition",
"glue:BatchDeletePartition",
"glue:UpdateTable",
"glue:DeleteTableVersion",
"glue:DeleteTable",
"glue:DeleteColumnStatisticsForPartition",
"glue:DeleteColumnStatisticsForTable",
"glue:DeletePartitionIndex",
"glue:UpdateColumnStatisticsForPartition",
"glue:UpdateColumnStatisticsForTable",
"glue:BatchDeleteTableVersion",
"glue:BatchDeleteTable",
"glue:CreatePartition",
"glue:DeletePartition",
"glue:UpdatePartition",
"glue:CreateBlueprint",
"glue:Createlob",
"glue:CreateConnection",
"glue:CreateCrawler",
"groundtruthlabeling:*",
"iam:CreateServicelinkedRole",
"iam:GetRole",
"iam:ListRoles",
"iam:PassRole",
"kms:DescribeKey",
"kms:ListAliases",
"kms:Decrypt",
"kms:ListKeys",
"kms:Encrypt",
"kms:GenerateDataKey",
"kms:RetireGrant",
"lakeformation:GetDataAccess",
"lambda:ListFunctions",
"lambda:InvokeFunction",
"logs:CreateLogDelivery",
"logs:CreatelLogGroup",
"logs:CreatelLogStream",
"logs:DeletelLogDelivery",
"logs:Describe*",
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"logs:GetLogDelivery",
"logs:GetLogEvents",
"logs:ListLogDeliveries",
"logs:PutLogEvents",
"logs:UpdatelLogDelivery",

"ram:AcceptResourceShareInvitation",

"rds:DescribeDBInstances",
"redshift:CreateClusterUser",
"redshift:GetClusterCredentials",

"redshift:GetClusterCredentialsWithIAM",

"redshift:DescribeClusters"”,

"redshift-data:BatchExecuteStatement",
"redshift-data:CancelStatement",
"redshift-data:DescribeStatement"”,
"redshift-data:DescribeTable",
"redshift-data:ExecuteStatement",
"redshift-data:GetStatementResult",
"redshift-data:ListSchemas",
"redshift-data:ListTables",
"redshift-serverless:ListNamespaces",
"redshift-serverless:ListWorkgroups",
"redshift-serverless:GetNamespace",
"redshift-serverless:GetWorkgroup",
"redshift-serverless:GetCredentials",

"s3:
"s3:
"s3:
"s3:
"s3:
"s3:
"s3:
"s3:
"s3:
"s3:
"s3:
"s3:
"s3:
"s3:
"s3:
"s3:

GetBucketAcl",
PutObjectAcl",
GetObject",
PutObject",
DeleteObject",

AbortMultipartUpload",

CreateBucket",
GetBucketLocation",
ListBucket",
ListAl1MyBuckets",
GetBucketCors",
PutBucketCors",
DeleteObjectVersion",
PutObjectRetention",
ReplicateObject",
RestoreObject",

"secretsmanager:ListSecrets"”,
"secretsmanager:DescribeSecret",
"secretsmanager:GetSecretValue",
"secretsmanager:CreateSecret"”,
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"secretsmanager:PutResourcePolicy",
"secretsmanager:TagResource",
"servicecatalog:Describe*",
"servicecatalog:List*",
"servicecatalog:ScanProvisionedProducts",
"servicecatalog:SearchProducts",
"servicecatalog:SearchProvisionedProducts",
"servicecatalog:ProvisionProduct",
"servicecatalog:TerminateProvisionedProduct",
"servicecatalog:UpdateProvisionedProduct",
"sns:ListTopics",
"sns:Subscribe",
"sns:CreateTopic",
"sns:Publish",
"states:DescribeExecution",
"states:GetExecutionHistory",
"states:StartExecution",
"states:StopExecution",
"states:UpdateStateMachine",
"tag:GetResources",
"sso:CreateApplicationAssignment",
"sso:AssociateProfile"
1,
"Resource": "*"
}
]

}
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AmazonDataZoneProvisioningRole-<domainAccountld>

AmazonDataZoneDomainExecutionRole

AmazonDataZoneGlueAccess- <region>- <domainld>

AmazonDataZoneRedshiftAccess- <region>- <domainld>

AmazonDataZone<region>S3Manage- - <domainld>

AmazonDataZoneSageMakerManageAccessRole<region>- - <domainld>

AmazonDataZoneSageMakerProvisioningRole-<domainAccountld>

AmazonDataZoneProvisioningRole-<domainAccountld>

AmazonDataZoneProvisioningRole-

<domainAccountId>AmazonDataZoneRedshiftGlueProvisioningPolicy
&LICt o] Y& DataZone Amazon®| AWS Glue ' Amazon Redshifte} 4 &

52

1

o
[

= FO4grLct.

AmazonDataZoneProvisioningRole-<domainAccountId>7|&Zf0l= CtS1 Z
ME [0 AU&LCh.

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "datazone.amazonaws.com"
.
"Action": "sts:AssumeRole",
"Condition": {
"StringEquals": {
"aws:SourceAccount": "{{domain_account}}"
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AmazonDataZoneDomainExecutionRole

AmazonDataZoneDomainExecutionRole0l|= AWS 22|33 20|

AmazonDataZoneDomainExecutionRolePolicy & £[0{ /& L|Ct. DataZone Amazon2 T{5t& CH A

ol

o
&2 DataZone 2T O] HE 0| SS +3E HEH0| QK| EHQIBHLICE

Amazon DataZone THI2IE AWS HH 3 A &St = AmazonDataZoneDomainExecutionRole 23 &

aisof gLt o] &2 Amazon DataZone =H|QIS MAE ) AIsSo= MAEL|CE

FIO

7|2 AmazonDataZoneDomainExecutionRole®3&tol= Ct2 1 Z+2 AlZ| Z20| /& L|Ct.

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "datazone.amazonaws.com"
},
"Action": [
"sts:AssumeRole",
"sts:TagSession"
1,
"Condition": {
"StringEquals": {
"aws:SourceAccount": "{{source_account_id}}"
},
"ForAllValues:StringLike": {
"aws:TagKeys": [
"datazone*"
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AmazonDataZoneGlueAccess- <region>- <domainld>

AmazonDataZoneGlueAccess-<region>-<domainId>23ig 0|
AmazonDataZoneGlueManageAccessRolePolicy ME E|of Q&LICt O] A& 2 Amazonoi AWS
Glue CI|O|E{E 7t 201 H A& DataZone ™82 FO0{FLICE EFH Amazondf ZHEI2T0] U=
AWS Glue HlA| Rt &to| CHEF HM|A DataZone TEHS 045t 7L HAM|A HEHS FAE = U= HE
2 Fo{gLct.

7|8 AmazonDataZoneGlueAccess-<region>-<domainId> A& o= CtSot 22 AE| Q|
HEE|o U&LICt

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "datazone.amazonaws.com"
},
"Action": "sts:AssumeRole",
"Condition": {
"StringEquals": {
"aws:SourceAccount": "{{domain_account}}"
1,
"ArnEquals": {
"aws:SourceArn": "arn:aws:datazone:{{region}}:
{{domain_account}}:domain/{{root_domain_id}}"
}
}
}
]
}

AmazonDataZoneRedshiftAccess- <region>- <domainld>

AmazonDataZoneRedshiftAccess-<region>-<domainId>23& 0|
AmazonDataZoneRedshiftManageAccessRolePolicy ME E|01 U&LICH O] H4& 2 Amazon
Redshift CIO|EAE & 201 HAIE DataZone T8t2 Amazonoi Fo4&fL|Ct EFt FEIZ2 00 QU=
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Amazon Redshift &&= Amazon Redshift A Z2|A 0] HA|E! XtAHod| CHEH M| A DataZone HEHE &
045t 7HLE HAM|A HEHE FAE = U= HEHE ototEN| Eo4FFLILCE.

ol
—

ol

—

I'IO

7|& AmazonDataZoneRedshiftAccess-<region>-<domainId> d&ol= ChSot 2
Tk HAo| HEE[o{ U&LICH

AAEH
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i

{
"Version":"2012-10-17",
"Statement": [
{
"Sid": "RedshiftSecretStatement",
"Effect":"Allow",
"Action":"secretsmanager:GetSecretValue",
"Resource":"*",
"Condition":{
"StringEquals":{
"secretsmanager:ResourceTag/AmazonDataZoneDomain":"{{domainId}}"
}
}
}
]
}

AmazonDataZoneRedshiftManageAccessRole<timestamp>7|2Zt0ol= CtSoF 242 A= =Y
Ol M5 x|of U&LCt.

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "datazone.amazonaws.com"
.
"Action": "sts:AssumeRole",
"Condition": {
"StringEquals": {
"aws:SourceAccount": "{{domain_account}}"

}I
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"ArnEquals": {
"aws:SourceArn": "arn:aws:datazone:{{region}}:
{{domain_account}}:domain/{{root_domain_id}}"

}

AmazonDataZone<region>S3Manage- - <domainld>

AmazonDataZoneSSI\/Ianage- <region>- <domainld>& OFOFEO
S E35t04 olOlE AZ AEZ|X| MH|A (Amazon S3) 2 ||
Formation2 s ¢Ix[2| Ci|O|E{of AMA e O] FefE &
ElE iy 2 AE S BRI,

Z 0| AWS Lake Formation2 DataZone
E SE& mw ArEELICt AWS Lake
&LICH RIAEE LIS x| SE0i AFE
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"Version": "2012-10-17",
"Statement": [
{
"Sid": "LakeFormationDataAccessPermissionsForS3",
"Effect": "Allow",
"Action": [
"s3:PutObject",
"s3:GetObject",
"s3:DeleteObject"
1,
"Resource": "*",
"Condition": {
"StringEquals": {
"aws:ResourceAccount": "{{accountId}}"

"Sid": "LakeFormationDataAccessPermissionsForS3ListBucket",
"Effect": "Allow",
"Action": [

"s3:ListBucket"
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1,
"Resource": "*",
"Condition": {
"StringEquals": {
"aws:ResourceAccount": "{{accountId}}"

"Sid": "LakeFormationDataAccessPermissionsForS3ListAl1MyBuckets",
"Effect": "Allow",
"Action": [
"s3:ListAl1MyBuckets"
1,
"Resource": "arn:aws:s3:::*",
"Condition": {
"StringEquals": {
"aws:ResourceAccount": "{{accountId}}"

"Sid": "LakeFormationExplicitDenyPermissionsForS3",
"Effect": "Deny",
"Action": [

"s3:PutObject",

"s3:GetObject",

"s3:DeleteObject"
1,
"Resource": [

"arn:aws:s3:::[[BucketNames]]/*"
1,
"Condition": {

"StringEquals": {

"aws:ResourceAccount": "{{accountId}}"

"Sid": "LakeFormationExplicitDenyPermissionsForS3ListBucket",
"Effect": "Deny",
"Action": [
"s3:ListBucket"
1,
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"Resource": [
"arn:aws:s3:::[[BucketNames]]"

1,
"Condition": {
"StringEquals": {
"aws:ResourceAccount": "{{accountId}}"

AmazonDataZoneS3Manage- <region>- <domainld>0l& C+21} Z2 A2 HAHo| MEE|of &L
Ct.

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "TrustLakeFormationForDatalocationRegistration",
"Effect": "Allow",
"Principal": {
"Service": "lakeformation.amazonaws.com"
.
"Action": "sts:AssumeRole",
"Condition": {
"StringEquals": {
"aws:SourceAccount": "{{source_account_id}}"
}
}
}
]
}

AmazonDataZoneSageMakerManageAccessRole<region>- - <domainld>

AmazonDataZoneSageMakerManageAccessRoled& o=
'AmazonDataZoneSageMakerAccess,'AmazonDataZoneRedshiftManageAccessRolePolicy,
AmazonDataZoneGlueManageAccessRolePolicy '"ME'7} Q&LIC} O] 2482 Amazonoil Ci|O|E]
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gllo|3, Cllo|E] flo{st A 2! Amazon Sagemaker AFHAHO]| CHEF LS H Al 2 2|E DataZone H
gh2 2o4gfLCt.

AmazonDataZoneSageMakerManageAccessRole®&oll= ChS1 22 Qletel HAo| ME E[o]
U&LICH
{

"Version":"2012-10-17",
"Statement": [
{
"Sid": "RedshiftSecretStatement",
"Effect":"Allow",
"Action":"secretsmanager:GetSecretValue",
"Resource":"*",
"Condition":{
"StringEquals":{
"secretsmanager:ResourceTag/AmazonDataZoneDomain" :"{{domainId}}"

AmazonDataZoneSageMakerManageAccessRole& o= CIS1 Z2 AE| HAo| MEE|of U
&Lct.
{

"Version": "2012-10-17",
"Statement": [
{
"Sid": "DatazoneTrustPolicyStatement",
"Effect": "Allow",
"Principal": {
"Service": ["datazone.amazonaws.com",
"sagemaker.amazonaws.com"]
.
"Action": "sts:AssumeRole",
"Condition": {
"StringEquals": {
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"aws:SourceAccount": "{{domain_account}}"

iy
"ArnEquals": {
"aws:SourceArn": "arn:aws:datazone:{{region}}:
{{domain_account}}:domain/{{root_domain_id}}"

}

AmazonDataZoneSageMakerProvisioningRole-<domainAccountld>

AmazonDataZoneSageMakerProvisioningRole®i&o=
AmazonDataZoneSageMakerProvisioning 2 7}
AmazonDataZoneRedshiftGlueProvisioningPolicy M& £|o] Q&LICH O] 3&

Glue, Amazon Redshift 2! Amazon Sagemaker®t &3 283t= O 22§t DataZone ™82 otOtE
of fo{gL|ct.

AmazonDataZoneSageMakerProvisioningRoled& o= CtS ot Z2 QI2tel HA 0| HE &0
A& LICt.
{

"Version": "2012-10-17",
"Statement": [
{
"Sid": "SageMakerStudioTagOnCreate",
"Effect": "Allow",
"Action": [
"sagemaker:AddTags"
1,
"Resource": "arn:aws:sagemaker:*:{{AccountId}}:*/*",
"Condition": {
"Null": {
"sagemaker:TaggingAction": "false"
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AmazonDataZoneSageMakerProvisioningRole& o= CtS1 Z2 AE HA0| MEE|of U
&Lct.
{

"Version": "2012-10-17",
"Statement": [
{
"Sid": "DataZoneTrustPolicyStatement",
"Effect": "Allow",
"Principal": {
"Service": "datazone.amazonaws.com"
},
"Action": "sts:AssumeRole",
"Condition": {
"StringEquals": {
"aws:SourceAccount": "{{domain_account}}"

)
N
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Essential

"Version": "2012-10-
17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"s3:List*",
"s3:Get*",
"s3:Describe*",
"s3:Delet
eObjectVersion",
"s3:Resto
reObject",
"s3:Repli
cateObject",
"s3:PutObject",
"s3:Abort
MultipartUpload",
"s3:PutOb
jectRetention",
's3:Delet
eObject"
1,
"Resource":
["s3BucketArn",
"s3BucketArn/*"]
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.

{ "Action":
["s3:List*"],
"Resource": "*",
"Effect": "Allow" 1},

{

"Action": [
"kms:List*",
"kms:Get*",
"kms:Desc

ribe*",
"kms:Decrypt",
"kms:Encrypt",
"kms:ReEn
crypt*",
"kms:Verify",
"kms:Sign",
"kms:Gene
rateDataKey"
1,
"Resource":
"keyArn",

"Effect": "Allow"

Y

{

"Action":

["kms:ListKeys",
"kms:ListAliases"],
"Resource": "*",
"Effect": "Allow"
.
{
"Action": [
"ec2:Desc
ribeSecurityGroups",
"ec2:Desc
ribeSecurityGroupR
ules",
"ec2:Desc
ribeTags"
1,

"Resource": "*",

ol
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OfOHE DataZone
},

{
"Action”. [
HlOgS:DeS

oy
40
(0

-

ot

cribex",
"logs:Sta
rtQuery",
"logs:Sto

"logs:Get*",
"lOgS:LiSt*"I

HlOgS:PUt

pQuery",

LogEvents",
"logs:Cre
atelogStream”,
"logs:Fil

terLogEvents”

]I

"Resource":
"arn:aws:logs:regi

on:account-id:log-

group:log-group-na
"AllOW"

me:*",
"Effect":

},
{
"Effect": "Allow",
"Action": [
"s3:Get*",
"s3:List*",
"kms:List*",
"kms:Get*",
"kms :Desc

ribe*",
"kms:Decrypt"
n*"l

]I

"Resource":
"Condition": {
"StringNo

271
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urceAccount":
"project-account-id"

}
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{
"Version":
"2012-10-17",
"Statement": [
{
"Effect":
"Allow",
"Action": [

"glue:BatchGet*",
"glue:Get*",
"glue:SearchTables",
"glue:List*",

"glue:BatchCreateP
artition",

"glue:CreatePartit
ionIndex",

"glue:CreateTable",

"glue:BatchUpdateP
artition",

"glue:BatchDeleteP
artition",

"glue:UpdateTable",

"glue:DeleteTableV
ersion",

"glue:DeleteTable",

"glue:DeleteColumn

ol
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HEsd IAM T4
StatisticsForParti
tion",

"glue:DeleteColumn
StatisticsForTable",

"glue:DeletePartit
ionIndex",

"glue:UpdateColumn
StatisticsForParti
tion",

"glue:UpdateColumn
StatisticsForTable",

"glue:BatchDeleteT
ableVersion",

"glue:BatchDeleteT
able",

"glue:CreatePartit

ion",

"glue:DeletePartit

ion",

"glue:UpdatePartit
ion"
1,

"Resource":

"arn:aws:glue:regi
on:account:database/
dbName",

"arn:aws:glue:regi
on:account:catalog",

"arn:aws:glue:regi

ol
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IAM Tt

on:account:table/d
bName/*"

Y
{
"Sid":
"VisualEditorQ",
"Effect":
"Allow",
"Action": [

"glue:SearchTables",
"glue:NotifyEvent",

"glue:StartBluepri
ntRun",

"glue:PutWorkflowR
unProperties",

"glue:StopCrawler",
"glue:DeleteJob",

"glue:DeleteWorkfl

ow",
"glue:UpdateCrawler",

"glue:DeleteBluepr
int",

"glue:UpdateWorkfl

ow",
"glue:StartCrawler",

"glue:ResetJobBook
mark",

"glue:UpdateJob",

ol
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"glue:StartWorkflo
wRun",
"glue:StopCrawlerS

chedule",
"glue:ResumeWorkfl
owRun",
"glue:List*",
"glue:DeleteCrawler",
"glue:UpdateBluepr
int",
"glue:BatchStopJob

Run",
"glue:StopWorkflow

Run",
"glue:BatchGet*",

"glue:UpdateCrawle

rSchedule",
"glue:DeleteConnec

tion",
"glue:UpdateConnec
tion",

"glue:Get*",

"glue:BatchDeleteC

onnection",
"glue:StartCrawler

276

Schedule",
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"glue:StartJobRun",

ox
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-

[k

"glue:CreateWorkfl

ow",
"glue:PublishDataQ

uality",
"glue:*DataQuality*"

]I

"Resource":

"Conditio

"ForAnyValue:Strin
gEquals": {
"aws:ResourceTag/n

oah-analytics:proj
ectId": "projectId"
}

iy

{
"Sid":
"CreateGlueResourc

eS",
"Effect":
L

"Allow",
"Action":
"glue:CreateBluepr

int",
"glue:CreateJob",
"glue:CreateConnec

277

tion",
"glue:CreateCrawler"
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"glue:CreateDataQu

alityRuleset"
1,
"Resource":
nxn
iy
{
"Sid":
"VisualEditorQ",
"Effect":
"Allow",
"Action": [

iam:ListRoles",

iam:ListUsers",

iam:ListGroups",
"jiam:ListRolePolic
ies",

iam:GetRole",

"iam:GetRolePolicy"

]I

"Resource":

"nin

ol

ID 7|gt edgt 278



otOhE DataZone ANER7I0|E

13

[k
o

IAM Tt

Clo|E| &lo|= AH|A}

"Version": "2012-10-
17",
"Statement": [
{
"Effect": "Allow",
"Action": [

"athena:T
erminateSession",

"athena:C
reatePreparedState
ment",

"athena:S
topCalculationExec
ution",

"athena:S
tartQueryExecution",

"athena:U
pdatePreparedState
ment",

"athena:B
atchGet*",

"athena:U
pdateNotebook",

"athena:D
eleteNotebook",

"athena:D
eletePreparedState
ment",

"athena:U
pdateNotebookMetad
ata",

"athena:D
eleteNamedQuery",

"athena:Get*",

"athena:U
pdateNamedQuery",

"athena:C
reateNamedQuery",
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"athena:E
xportNotebook",
"athena:S
topQueryExecution",
"athena:S
tartCalculationExe
cution",
"athena:S
tartSession",
"athena:C
reatePresignedNote
bookUrl",
"athena:C
reateNotebook",
"athena:I
mportNotebook"
1,
"Resource": [
"arn:aws:
athena:region:acco
unt-id:workgroup/w
orkGroupName",
"arn:aws:
athena:region:acco
unt-id:datacatalog/
AwsDataCatalog"
]
Y

{
"Effect": "Allow",

"Action": [
"athena:L
istWorkGroups",
"athena:L
istDataCatalogs",
"athena:List*"
1
"Resource": ["*"]
iy

{
"Effect": "Allow",

"Action": [
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"glue:Bat
chGet*",
"glue:Get*",
"glue:Sea

rchTables",
"glue:List*"

L

1
"Resource":
"arn:aws:

glue:region:account-
id:database/dbName",
"arn:aws:
glue:region:account-
id:catalog",
"arn:aws:

glue:region:account-
id:table/dbName/*"
]
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"Version": "2012-10-
17"[
"Statement": [

{
"Effect”: "Allow",

"Action": [

"redshift
:GetClusterCredent
ials",

"redshift
:JoinGroup",

"redshift
:CreateClusterUser",

"redshift
:DescribeClusters"

1,
"Resource":
"arn:aws:redshift:
region:account:clu
ster:producerRedsh

iftCluster"
1,
{
"Effect": "Allow",
"Action": [
"redshift-
data:DescribeStat
ement",
"redshift-
data:ExecuteStatement"”
1,
"Resource":

"arn:aws:redshift:
region:account:clu
ster:producerRedsh
iftCluster"

}

282
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"Version": "2012-10-

17"[
"Statement": [
{

"Effect”: "Allow",

"Action": [
"redshift
:GetClusterCredent
ials",

"redshift
:JoinGroup",

"redshift
:CreateClusterUser",

"redshift
:DescribeClusters"

1,
"Resource": [

"arn:aws:
redshift:region:ac
count:dbuser:cluster-
identifier/dbUser",

"arn:aws:
redshift:region:ac
count:dbgroup:clus
ter-identifier/pro
ject_owner@project
Name",

"arn:aws:
redshift:region:ac
count:dbname:cluster-
identifier/*"

1,
"Condition": {

"ForAnyVa

lue:StringEquals": {
"aws:Prin

cipalTag/RedshiftD

bUser": "dbUser"

}
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}
Y
{
"Sid": "VisualEd
itor2",
"Effect": "Allow",
"Action": [
"redshift-
data:DescribeStat
ement",
"redshift-
data:ExecuteStatement"
1
"Resource":
"arn:aws:redshift:
region:account-id:
cluster:cluster-id
entifier"

}
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Amazon Redshift # 2|
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[k

v2

"2012-10-

{
"Version":

17",
"Statement": [

{
"Action":
"redshift:Describe
Clusters",
"Effect": "Allow",
"Resource":
"arn:aws:redshift:
region:account-id:
cluster:*",
"Sid": "Redshift
Permissions"
Yo
{
"Action":
"tag:GetResources",
"Condition": {
"StringEquals":
{ "aws:CalledVialast
": "sglworkbench.amaz
onaws.com" }
Y
"Allow",
e

"Effect":
"Resource":
"Sid": "Resource

GroupsTaggingPermi
ssions"

1,

{
"Action":
"sqlworkb

L

ench:DriverExecute",
"sqlworkb
ench:GenerateSessi

on",

5f
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"sqlworkb

olobE DataZone
ench:ListConnectio
ns n ,
"sqlworkb

ench:ListDatabases",
"sqlworkb

ox
30
o

-

[k

"sqlworkb

ench:ListNotebooks",
"sqlworkb

ench:ListQueryExec
utionHistory",
"sqlworkb

ench:ListRedshiftC

ench:ListFiles",

lusters",
"sqlworkb
ench:ListSampleDat

abases",
"sgqlworkb

"sgqlworkb

ench:ListTabs",
ench:ListTaggedRes
"Allow",

ources"
nmn
’

1,
"Effect":
"Resource":
"Sid": "AmazonRe
dshiftQueryEditorV
2PermissionsPartl"

},

{
"Action":
"sqlworkbench:*",
"Effect": "Allow",

= I

"Resource":
"arn:aws:

sgqlworkbench:regio
n:account-id:query/
287

Al
’
"arn:aws:

sgqlworkbench:regio
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n:account-id:noteb

ook/*",

"arn:aws:
sgqlworkbench:regio
n:account-id:conne
ction/*",

"arn:aws:
sgqlworkbench:regio
n:account-id:chart/

*xn ,

"arn:aws:
sgqlworkbench:regio
n:account-id:/*"

e
"Sid": "AmazonRe
dshiftQueryEditorV
2PermissionsPart2"
}
]
}
ZZ2™E 7|0{K} &t
BHE RY IAM T8t
7|2 dlo|H Bflo|= ol= oMM, Cllo|e Blo|3 =
EFM Y MOIH o= AR
M 7|ls2o| =& Lict.
Essential
{
"Version": "2012-10-
17” ,
"Statement": [
{
"Effect": "Allow"
"Action": [
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”53:Get*"1
"s3:Describe*",
"s3:Delet

-

eObjectVersion",
"s3:Resto
reObject”,
"s3:Repli

cateObject",
HS3:Put0bjeCt”,

"s3:Abort
MultipartUpload",
"s3:PutOb
jectRetention",
"s3:Delet

eObject”
1,

"Resource":

["S3BuCketAIn"I
”S3BucketArn/*"]

}I
{ "Action":
["s3:List*"],
"Resource": "*",
"Effect": "Allow" },
L

{
"Actionn.
”kmS:LiSt*”I

"kms:Get*",
"kms :Desc

"kms:Decrypt",
"kmS;EnCIypt",

"kms : ReEn

ribe*",

"kms:Verify",
"kms Signn ’
"kms : Gene

crypt*”,

rateDataKey"
289

e

"Resource":

n keyArn” '
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"Effect": "Allow"
Y
{
"Action":
["kms:ListKeys",
"kms:ListAliases"],
"Resource": "*",
"Effect": "Allow"
.
{
"Action":
"ec2:Desc
ribeSecurityGroups",
"ec2:Desc
ribeSecurityGroupR
ules",
"ec2:Desc
ribeTags"
1,
"Resource": "*",
"Effect": "Allow"
Y
{
"Action": [
"logs:Des
cribe*",
"logs:Sta
rtQuery",
"logs:Sto
pQuery",
"logs:Get*",
"logs:List*",
"logs:Put

LogEvents",
"logs:Cre
ateLogStream",
"logs:Fil
terLogEvents"
290

]I

"Resource":
"arn:aws:logs:regi

on:account-id:log-
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group:log-group-na
me:**",
"Effect": "Allow"
},
{
ARG L LA
"Action": [
"s3:Get*",
"s3:List*",
"kms:List*",
"kms:Get*",
"kms : Desc
ribe*t,
"kms:Decrypt"
1,
"Resource”: "*",
"Condition": {
"StringNo
tEquals": {
"aws : Reso

urceAccount":
"project-account-id"

5t
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"Version": "2012-10-

17"[
"Statement": [
{

"Effect”: "Allow",

"Action": [
"glue:Bat
chGet*",

"glue:Get*",

"glue:Sea
rchTables",

"glue:List*",

"glue:Bat
chCreatePartition",
"glue:Cre
atePartitionIndex",
"glue:Cre
ateTable",
"glue:Bat
chUpdatePartition",
"glue:Bat
chDeletePartition",
"glue:Upd
ateTable",
"glue:Del
eteTableVersion",
"glue:Del
eteTable",
"glue:Del
eteColumnStatistic
sForPartition",
"glue:Del
eteColumnStatistic
sForTable",
"glue:Del
etePartitionIndex",
"glue:Upd
ateColumnStatistic
sForPartition",
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"glue:Upd
ateColumnStatistic
sForTable",
"glue:Bat
chDeleteTableVersi
on",
"glue:Bat
chDeleteTable",
"glue:Cre
atePartition",
"glue:Del
etePartition",
"glue:Upd
atePartition"
1,
"Resource": [
"arn:aws:
glue:region:accoun
t:database/dbName",
"arn:aws:
glue:region:accoun
t:catalog",
"arn:aws:
glue:region:accoun
t:table/dbName/*"
]
.
{
"Sid": "VisualEd
itoro",
"Effect": "Allow",
"Action": [
"glue:Sea

rchTables",
"glue:Not
ifyEvent",
"glue:Sta
rtBlueprintRun",
"glue:Put
WorkflowRunPropert
293

ies",
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"glue:Sto
pCrawler",
"glue:Del
eteJob",
"glue:Del
eteWorkflow",
"glue:Upd
ateCrawler",
"glue:Del
eteBlueprint",
"glue:Upd
ateWorkflow",
"glue:Sta
rtCrawler",
"glue:Res
etJobBookmark",
"glue:Upd
ateJob",
"glue:Sta
rtWorkflowRun",
"glue:Sto
pCrawlerSchedule",
"glue:Res
umeWorkflowRun",
"glue:List*",
"glue:Del
eteCrawler",
"glue:Upd
ateBlueprint",
"glue:Bat
chStopJobRun",
"glue:Sto
pWorkflowRun",
"glue:Bat
chGet*",
"glue:Upd
ateCrawlerSchedule",
"glue:Del
eteConnection",
"glue:Upd
ateConnection",
"glue:Get*",

ol
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"glue:Bat
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chDeleteConnection",
"glue:Sta
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rtCrawlerSchedule",
"glue:Sta

rtJobRun",
"glue:Cre
ateWorkflow",
"glue:Pub

lishDataQuality",
"glue:*Da
taQuality*"
n*n,

]I

"Resource":
"Condition": {
"ForAnyVa

lue:StringEquals": {
"aws:Reso

urceTag/noah-analy
tics:projectId":
"projectId"
}

}

1,
"CreateGl

{
"Sid":

ueResources",
"Effect": "Allow",
)

"Action":
"glue:Cre

ateBlueprint",
"glue:Cre

ateJob",
"glue:Cre
ateConnection",
"glue:Cre

ateCrawler",

"glue:Cre
ateDataQualityRule
295

set"
nmikn

]I

"Resource":
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"Sid": "VisualEd
itor0Q",
"Effect": "Allow",
"Action": [
"iam:List
Roles",
"iam:List
Users",
"iam:List
Groups",
"iam:List
RolePolicies",
"iam:GetRole",
"iam:GetR
olePolicy"
1,

"Resource": "*"
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"Version": "2012-10-
17",
"Statement": [
{
"Effect": "Allow",
"Action": [

"athena:T
erminateSession",

"athena:C
reatePreparedState
ment",

"athena:S
topCalculationExec
ution",

"athena:S
tartQueryExecution",

"athena:U
pdatePreparedState
ment",

"athena:B
atchGet*",

"athena:U
pdateNotebook",

"athena:D
eleteNotebook",

"athena:D
eletePreparedState
ment",

"athena:U
pdateNotebookMetad
ata",

"athena:D
eleteNamedQuery",

"athena:Get*",

"athena:U
pdateNamedQuery",

"athena:C
reateNamedQuery",
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"athena:E
xportNotebook",
"athena:S
topQueryExecution",
"athena:S
tartCalculationExe
cution",
"athena:S
tartSession",
"athena:C
reatePresignedNote
bookUrl",
"athena:C
reateNotebook",
"athena:I
mportNotebook"
1,
"Resource": [
"arn:aws:
athena:region:acco
unt-id:workgroup/w
orkGroupName",
"arn:aws:
athena:region:acco
unt-id:datacatalog/
AwsDataCatalog"
]
Y

{
"Effect": "Allow",

"Action": [
"athena:L
istWorkGroups",
"athena:L
istDataCatalogs",
"athena:List*"
1
"Resource": ["*"]
iy

{
"Effect": "Allow",

"Action": [
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"glue:Bat
chGet*",
"glue:Get*",
"glue:Sea

rchTables",
"glue:List*"

L

1
"Resource":
"arn:aws:

glue:region:account-
id:database/dbName",
"arn:aws:
glue:region:account-
id:catalog",
"arn:aws:

glue:region:account-
id:table/dbName/*"
]

299

5f

ol

B o

ID 7|



olobE DataZone

13

[k
o

CiO|E] Hlofst A Z2F/AM

IAM Tt

"Version": "2012-10-
17"[
"Statement": [

{
"Effect”: "Allow",

"Action": [

"redshift
:GetClusterCredent
ials",

"redshift
:JoinGroup",

"redshift
:CreateClusterUser",

"redshift
:DescribeClusters"

1,
"Resource":
"arn:aws:redshift:
region:account:clu
ster:producerRedsh

iftCluster"
1,
{
"Effect": "Allow",
"Action": [
"redshift-
data:DescribeStat
ement",
"redshift-
data:ExecuteStatement"”
1,
"Resource":

"arn:aws:redshift:
region:account:clu
ster:producerRedsh
iftCluster"

}
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"Version": "2012-10-

17"[
"Statement": [
{

"Effect”: "Allow",

"Action": [
"redshift
:GetClusterCredent
ials",

"redshift
:JoinGroup",

"redshift
:CreateClusterUser",

"redshift
:DescribeClusters"

1,
"Resource": [

"arn:aws:
redshift:region:ac
count:dbuser:cluster-
identifier/dbUser",

"arn:aws:
redshift:region:ac
count:dbgroup:clus
ter-identifier/pro
ject_owner@project
Name",

"arn:aws:
redshift:region:ac
count:dbname:cluster-
identifier/*"

1,
"Condition": {

"ForAnyVa

lue:StringEquals": {
"aws:Prin

cipalTag/RedshiftD

bUser": "dbUser"

}
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}
Y
{
"Sid": "VisualEd
itor2",
"Effect": "Allow",
"Action": [
"redshift-
data:DescribeStat
ement",
"redshift-
data:ExecuteStatement"
1
"Resource":
"arn:aws:redshift:
region:account-id:
cluster:cluster-id
entifier"

}
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v2

"2012-10-

{
"Version":

17",
"Statement": [

{
"Action":
"redshift:Describe
Clusters",
"Effect": "Allow",
"Resource":
"arn:aws:redshift:
region:account-id:
cluster:*",
"Sid": "Redshift
Permissions"
Yo
{
"Action":
"tag:GetResources",
"Condition": {
"StringEquals":
{ "aws:CalledVialast
": "sglworkbench.amaz
onaws.com" }
Y
"Allow",
e

"Effect":
"Resource":
"Sid": "Resource

GroupsTaggingPermi
ssions"

1,

{
"Action":
"sqlworkb

L

ench:DriverExecute",
"sqlworkb
ench:GenerateSessi

on",

5f
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"sqlworkb

olobE DataZone
ench:ListConnectio
ns n ,
"sqlworkb

ench:ListDatabases",
"sqlworkb

ox
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o

-

[k

"sqlworkb

ench:ListNotebooks",
"sqlworkb

ench:ListQueryExec
utionHistory",
"sqlworkb

ench:ListRedshiftC

ench:ListFiles",

lusters",
"sqlworkb
ench:ListSampleDat

abases",
"sgqlworkb

"sgqlworkb

ench:ListTabs",
ench:ListTaggedRes
"Allow",

ources"
nmn
’

1,
"Effect":
"Resource":
"Sid": "AmazonRe
dshiftQueryEditorV
2PermissionsPartl"

},

{
"Action":
"sqlworkbench:*",
"Effect": "Allow",

= I

"Resource":
"arn:aws:

sgqlworkbench:regio
n:account-id:query/
305

Al
’
"arn:aws:

sgqlworkbench:regio
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n:account-id:noteb
ook/*",
"arn:aws:
sgqlworkbench:regio
n:account-id:conne
ction/*",
"arn:aws:
sgqlworkbench:regio
n:account-id:chart/
Al
"arn:aws:
sgqlworkbench:regio
n:account-id:/*"
e
"Sid": "AmazonRe
dshiftQueryEditorV
2PermissionsPart2"
}
]
}
=
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