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Detective API: ListMembers & AFEELICI =8 S5 o= & AlHsl2{H S& Jci=
ARNZ X|HgLCt.

X Ade ghetst x| ek& Lt

x|
Z0|M 1list-members B AldtistL|C}.

aws detective list-members --graph-arn <behavior graph ARN>

o[ A

aws detective list-members --graph-arn arn:aws:detective:us-
east-1:111122223333:graph:123412341234

St gz oM S B Aol ChEt M8 M E M (Detective API, AWS CLI)
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« AWS CLI: BHE0|M get-members HHE A&EHLICH

aws detective get-members --account-ids <member account IDs> --graph-arn <behavior
graph ARN>
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|24 A& SE3517| (Detective API,) AWS CLI
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aws detective get-members --account-ids 444455556666 123456789012 --graph-arn
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« Detective API: DescribeOrganizationConfiguration 24& AF&ELICt

SEOM M =& HHo| Ats &38| AutoEnable truelL|CH.

« AWS CLI: B ZE0|M describe-organization-configuration @& & AsistL|Ct

aws detective describe-organization-configuration --graph-arn <behavior graph ARN>

o

aws detective describe-organization-configuration --graph-arn arn:aws:detective:us-
east-1:111122223333:graph:123412341234
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« AWS CLI: 3HE0|M update-organization-configuration @& AMELICE

aws detective update-organization-configuration --graph-arn <behavior graph ARN> --
auto-enable | --no-auto-enable
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aws detective update-organization-configuration --graph-arn arn:aws:detective:us-
east-1:111122223333:graph:123412341234 --auto-enable
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« AWS CLI: B Z=0|M create-members WS AlMSHL|CT

aws detective create-members --accounts AccountId=<AWS account ID> --graph-

arn <behavior graph ARN>
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aws detective create-members --accounts AccountId=444455556666 AccountId=123456789012
--graph-arn arn:aws:detective:us-east-1:111122223333:graph:123412341234
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+ Detective API: DeleteMembers 22 AFSEILICH 2 E SHAME I 7o 2= ARNI} 7|
o AlHEX EE8 K|HELCH
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« AWS CLI: H23Z=0{M delete-members H2S AlHsH |

[

.

0

aws detective delete-members --account-ids <account ID list> --graph-arn <behavior
graph ARN>

of

aws detective delete-members --account-ids 444455556666 123456789012 --graph-arn
arn:aws:detective:us-east-1:111122223333:graph:123412341234
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« AWS CLI: BZZ0{|M create-members B& S AldMsL|C}.

aws detective create-members --accounts AccountId=<AWS account ID>,EmailAddress=<root
user email address> --graph-arn <behavior graph ARN> --message "<Custom message
text>"

o

aws detective create-members --accounts

AccountId=444455556666, EmailAddress=mmajor@example.com
AccountId=123456789012,EmailAddress=jstiles@example.com --graph-arn
arn:aws:detective:us-east-1:111122223333:graph:123412341234 --message "This is Paul
Santos. I need to add your account to the data we use for security investigation in
Amazon Detective. If you have any questions, contact me at psantoseexample.com."
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aws detective create-members --accounts AccountId=<AWS account ID>,EmailAddress=<root
user email address> --graph-arn <behavior graph ARN> --disable-email-notification

of

aws detective create-members --accounts
AccountId=444455556666,EmailAddress=mmajor@example.com
AccountId=123456789012,EmailAddress=jstiles@example.com --graph-azrn
arn:aws:detective:us-east-1:111122223333:graph:123412341234 --disable-email-

notification
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- Detective API: StartMonitoringMember API 2242 AFEEFLICE S2F J2HZ ARNZ XIS 35Hok
grict M AYEES AlEsted™ AWS HE AEXE AFSSHAAIL.

« AWS CLI: HEZE0|M start-monitoring-member WS ASstL|C}.

start-monitoring-member --graph-arn <behavior graph ARN> --account-id <AWS account
ID>

of:

start-monitoring-member --graph-arn arn:aws:detective:us-
east-1:111122223333:graph:123412341234 --account-id 444455556666
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"Version": "2012-10-17",
"Statement": [

{

"Effect": "Allow",

"Action": [
"detective:AcceptInvitation",
"detective:DisassociateMembership",
"detective:RejectInvitation"

1)

"Resource": "<behavior graph ARN>"
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{

"Effect":"Allow",

"Action":[
"detective:BatchGetMembershipDatasources",
"detective:GetFreeTrialEligibility",
"detective:GetPricingInformation",
"detective:GetUsageInformation",
"detective:ListInvitations"
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"Resource":"*"
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« Mg MAMSIH Detective O|HIEE Z &8 CloudTrail O|HIEE X|&HX 2 2 Amazon S3 H{Z!0d BY
EZE £ UsLcH
o T2 FMEX| &2 B0 CloudTrail 2£2| O|HIE 7|20 A Z|Al O|HEE £ £ Q&LICH

CloudTrailoll M =Zlet HE & AI8stoi TS E g + U&LICH

 Detective0l CHEF 2

- g EHIP FA
- QEE AR
- 2T Al
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- 2ol cHet FIHHF HE

CloudTrailod| CHEF REMIEF LI 2 AWS CloudTrail A2 MEME B X5HAMIL.

CloudTrail2] Detective HE

CloudTrail2 A MM Al AWS HHHM A EIES M™HEELICH DetectiveOll A &S 0| M 5HEH 3
g & S0| O|HE 7|§9| CHE AWS MH|A O|HIE R} & 74 CloudTrail O|HEN 7|SELICEH AWS HH
oM x|Al O|HIEES &0l AM a2 cd £ Ql&LICH RHAIEH LI CloudTrail O|HIE 7|22 Al

83tof o|HE E7|& HZstM L.

Detective0] CHSt O|HEE Z &350 AWS 7|%0o] OHEE x|&%oZ 7|25t2d
C}. CloudTrail £XME AI25+04 Amazon S3 HHZ/o2 21 1lg M& & 4 &Lt

ZE0M F£Hg HH5IH 7|I2He 2 BE AWS E2[dof| £ 0| MEELICH FX2 AWS IHE|
Mof| = 2 E 2ITe| o|HEE 25t X|HE Amazon S3 HZAIS 2 21 mtA S TEELICH
CIoudTra|I 270 +=&E o|HE CI0|HE & o EMstn 2 st =5 CHE AWS MHIAE FHE =

R R 1)

« CloudTrail X|& MH|A 4l E§t
« CloudTrailol CH&t Amazon SNS &2 1 Ad
« 0424 2|X0J M CloudTrail 21 mel gty | 2l 042 H|Z40| A CloudTrail 21 Tl et7|

CloudTrail2 2 & Detective 2fdE 7|53, O|l= Detective APIZE Z 0| EA3HE|0] U&LICE.

0 & £04, CreateMembers, AcceptInvitation & DeleteMembers X of Cist S &2
CloudTrail 21 mto| =2 HdeL|ct

MAIEH AL REOl CHEE BETL Sof AALICH XA BH HEE

- 2 FEER F=X| ofL|H AWS Identity and Access Management(IAM) ALE Xt RAtH SHo = i
EX| 0%
o AY = AFE ALSKIof CHEF HA| 20 X1 SBE ALE5t0] LE 0| YEEIUEX]| 017
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-aws-service-specific-topics.html#cloudtrail-aws-service-specific-topics-integrations
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/getting_notifications_top_level.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/receive-cloudtrail-log-files-from-multiple-regions.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-receive-logs-from-multiple-accounts.html
https://docs.aws.amazon.com/detective/latest/APIReference/

Amazon Detective e Mo

KEAMIEH LI CloudTrail userldentity 2 A2 FHZESHMIR.

Detective 21 1}l &2 0|5

ZX0|2t X|H8 Amazon S3 HZ!0l O|HIEE 2O 1 /=g
CloudTrail 21 mtol= stLt ol el 21 &=0o| Z&E = U&LCh

OHIEE RE 2A0|HU QM E o|0[ELICH O|HEN = QTE XY, MY I & Alzh, 23 mief
O/e{ Sofl cHet HE 7t Z & |0 U&LICH CloudTrail 21 THU2 HEZ APl 2 S E£9| F&F AHEY

7|E0lotLER & =XM=Z EAIZIX| gt &LICH

CI22 AcceptInvitation 2 E0iF = CloudTrail 21 & 50| LIEHH 0d &| LTt

"EventId": "f2545ee3-170f-4340-8af4-a983c669ce37",

"Username": "JaneRoe",

"EventTime": 1571956406.0,

"CloudTrailEvent": "{\"eventVersion\":\"1.05\",\"userIdentity\":
{\"type\":\"AssumedRole\",\"principalId\":\"AROAJZARKEP6WKJI5JHSUS:JaneRoe\",\"arn
\":\"arn:aws:sts::111122223333:assumed-role/1A4R5SKSPGGIV/JaneRoe\",\"accountId
\":\"111122223333\",\"accessKeyId\":\"AKIAIOSFODNN7EXAMPLE\",\"sessionContext\":
{\"attributes\":{\"mfaAuthenticated\":\"false\",\"creationDate\":\"2019-10-24T21:54:567
\"},\"sessionIssuer\":{\"type\":\"Role\",\"principalId\":\"AROAJZARKEP6WKI5JIHSUS
\",\"arn\":\"arn:aws:iam::111122223333:role/1A4R55KSPGGOV\",\"accountId\":
\"111122223333\",\"userName\":\"JaneRoe\"}}},\"eventTime\":\"2019-10-24T22:33:26Z
\",\"eventSource\":\"detective.amazonaws.com\",\"eventName\":\"AcceptInvitation
\",\"awsRegion\":\"us-east-2\",\"sourceIPAddress\":\"192.0.2.123\",\"userAgent
\":\"aws /3 aws-sdk-java/1.11.648 Linux/4.14.133-97.112.amzn2.x86_64 Open]DK_64-
Bit_Server_VM/25.201-b09 java/1.8.0_201 vendor/Oracle_Corporation exec-env/
AWS_Lambda_java8\",\"errorCode\":\"ValidationException\",\"requestParameters\":
{\"masterAccount\":\"111111111111\"},\"responseElements\":{\"message\":\"Invalid

request body\"},\"requestID\":\"8437ff99-5ec4-4bla-8353-173be984301f\",\"eventID\":
\"f2545ee3-170f-4340-8af4-a983c669ce37\",\"readOnly\":false,\"eventType\":\"AwsApiCall
\",\"recipientAccountId\":\"111122223333\"}",

"EventName": "AcceptInvitation",

"EventSource": "detective.amazonaws.com",

"Resources": []

}I
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-event-reference-user-identity.html
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U&LICEH O2H ChE IAM E2 9| Elj 1 ZH 2 AF® 3109 Detectivel| &
Ql& LIC}. the section called “Detective S2F 2= Ef1E

HEn 72 A8 £k JA&LICH & S0 2ot HHE H|IE S FH6H7| 915

X 720 Z, AWS Security Hub 312 2|AA 2! Amazon GuardDuty EFX|7|ofl S8t Ef

A& LICH AWS Cost Explorerol A= slig Ef2E& HA4stod e 2|40l HI8E SE™
ol
AA

S aejz ol efa= it Ho|X|oM &EIE 4+ U&LICH

1. https://console.aws.amazon.com/detective/0ll Al Amazon Detective 2& & JLIC}.

2. EfM Fo|[Settings] Ot2H0l M [General]l2 MEHEFLICE.

S aeiz ol efa =5 %4 (Detective API, AWS CLI)

Detective APl EE£ AWS Command Line InterfaceE AI235t01 S22 JeiZ ol Bl S EE 712 =

A& LICH

Si Jgf=Z ol EjO 55 7HX{27|(Detective API, AWS CLI)

-

i

L|C

_

« Detective API: ListTagsForResource 2 Al Szt agffz o] ARNS X Zslof gL

Ct.

e AWS CLI: BHE0|AM list-tags-for-resource S AMEILICEH

aws detective list-tags-for-resource --resource-arn <behavior graph ARN>

o

aws detective list-tags-for-resource --resource-arn arn:aws:detective:us-
east-1:111122223333:graph:123412341234
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https://console.aws.amazon.com/detective/
https://docs.aws.amazon.com/detective/latest/APIReference/API_ListTagsForResource.html
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1. Add new tag(AMi E{1 F77hHE MEdgrL|Ct
2. 7lol= Ejael ol =EELIC
3. o= B 22 U=ELIct

S& a2 =of ef2 F7(Detective API, AWS CLI)

Detective APlI = AWS CLIE AIE235l04 S&F 1= of Ej1 2t F7HE

SE a2z ol E§3 F7H(Detective API, AWS CLI)

L

« Detective APIl: TagResource XS A
Ct.

AL

« AWS CLI: BHE0|M tag-resource B AMELICEH

LIt S& 2z ARNZH 748 Ef 2t

aws-detective tag-resource --aws detective tag-resource --resource-arn <behavior

graph ARN> --tags '{"TagName":"TagValue"}'

of

aws detective tag-resource --resource-arn arn:aws:detective:us-

east-1:111122223333:graph:123412341234 --tags '{"Department":"Finance"}'

Szt ez ol M Bl MH(ED)

Ut HO|X|Q SZoiA EHLE M5 ST EHLO| KA 44 MR

2 Je2fZ oA Ei 2 N|7{(Detective API, AWS CLI)

Detective APl 2= AWS CLIE At&35to{ S&F 2ol M Ef 1 gt 2 NHE

= A& LICH

S& aeizof efa FIHEE)
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https://docs.aws.amazon.com/detective/latest/APIReference/API_TagResource.html
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S&F a2 =Zoi M el X 7{(Detective API, AWS CLI)

« Detective API: UntagResource &2 AMSELICH S& 2= ARNZF AM|7HE Ef12| ol 2 A

St

« AWS CLI: BHEZ0|M untag-resource &

ol
o
>
o
= =3
g'l_l
r
o

aws detective untag-resource --resource-arn <behavior graph ARN> --tag-keys "TagName"

of

aws detective untag-resource --resource-arn arn:aws:detective:us-
east-1:111122223333:graph:123412341234 --tag-keys "Department"

S5 Jeizoi M i1 M 7H(Detective API, AWS CLI)
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https://docs.aws.amazon.com/detective/latest/APIReference/API_UntagResource.html
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FHUME Bt U A H F2 SEE 55T E DetectiveE 71 5HE WHE Ho{FLIC} £
Detective E|IAAE ZLIEZSIT 2535t Ol E80| &l CHE AWS MH|AE AFE5HE 2 E o}
SLICH
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« Amazon Detectivel| HIO|E{ E&

« Amazon Detective & |dentity and Access Management
« DetectiveO| MHH|A @474 Ag ALS

+ Amazon Detective2| AWS # 2|3 =

« Amazon Detective2| 2Z 2! 2L |E{Z

« Amazon DetectiveO CHEF #8 & =2l

« Amazon Detective2| S &M
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https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/programs/
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/services-in-scope/
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Amazon Detectivel| C|O|E{ E &

AWS =5 A2 D22 Amazon Detective2| CI|O|E{ 23 0f| MEEL|Ct o] 20| MB5t= ZAAH
AWSE EE AWS 2CHPEE Adsts 22 =t E 25 MYo| Jl&LICH A8X= =it
oM ZAEE|= ZHIXE &ElsHok & LICH AF83t= AWS MH|A | H ot 44t 22| ZFdof| CHEt
M ALSKtof|H U&LIct Clo|ef Z2to|tHAlod CHEt REAM[EH LHE 2 Data Privacy FAQ(HIO|E] =
2tOIHHA| FAQ)E EHZ5tMIR. RE2l HIolEf E&of CHE XtAIE LI 2 AWS 2ot E29] AWS
Shared Responsibility Model and GDPR E21 HAIE2 & Z35AM 2.

CIOIE{E B35 5240 AWS A& E QO 013 MEZE H 3351 AWS IAM Identity Center® = AWS
5 1
[e]

Identity and Access Management(IAM)E S35H 7HE A& AL A ™ E HHE5t= W0l E&LICH O[FE A 5t
™ JHE AL REof|H| RFAlo| 2R E SAIS| O|™dste Ol 28 MEtet fo{ELICH ESH S0 22

Yoz Ho|HE ESst= W0l E&LICH

- ZH Aol HE| BE 215 d™(MFA)S ME5HMIR.

« SSL/TLSE Ar&35to{ AWS Z|AAet SAISHML. TLS 1.2 E40|H TLS 1.38 HEELICH
« AWS CloudTrail2 API & ALEX &8 22 YL,

- AWS &S5t £F M2 AWS AMH|A LIS ZE 7|2 Eot ZAEED &H AF8 M.

« Amazon S30i| M& El 2l Cl|O|E{ & HAMstT B 5 5= Ol =& 0| Eli= Amazon Macie®t 22 T
= #el™ 2o MHIAE ALE5HAI2.

- HHE QIEIO|A E= APIE S5l AWSO| HMAE [ FIPS 140-2 15 &S5t ZEO| HR
St B FIPS AE=EEXQIEE AIZSHMR. AFR 718t FIPS AIE X QIEof CHEE RHMIEH LIE =2
FIPS(Federal Information Processing Standard) 140-2& & Z35tMI2.

N
mE
I-II

DZHO| O|H|Y FALEH2 L} 28 HE = EiOLt Name ZHES} 22 Al A Eeof ¢
=5t x| b= WOl E&LICH 047|0|E Detective == 7|E} AWS MH|AOAM 2&, API, AWS CLI EE&=
AWS SDKE AH&3t0] & edsts 397 ZEELICH O|F0 AH8El= BiO = AR BA HAE &
Cof 2dst= RE HIO|EE HT e FlE 230 AFRE £ & LICH QF Ao URLE XMEE
[ sHE Mol CHEt S AESt7| flal AF4 2ot QIS & URLO Z&AIZAME= ¢ ElLct

Detective= MY X M& &¢! ZE CI0|EHE & Z3tefLICH
LiS
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https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/data-privacy-faq
https://aws.amazon.com/blogs/security/the-aws-shared-responsibility-model-and-gdpr/
https://aws.amazon.com/blogs/security/the-aws-shared-responsibility-model-and-gdpr/
https://aws.amazon.com/compliance/fips/
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Amazon Detective2| 7| & 2|
Detective= 71Q] Al¥H0| 7} =8t 24 O|O|E{E XA SIX| 7| 20 AWS 2™ 7|E AFEELICE

O| 82| KMS 7|= 0 AHM AFE & = U &LICEH AWS Key Management Service 7HENAF OFLK
MO AWS A5 7| MHE R XML,

>

ISoz =2HELICH AWS Key Management Service 7HE X}

O] &9l KMS 7|= 1ADkCHSF 3652)
OHLHMO| 7] =8 MHE FHASM L.

Amazon Detective & Identity and Access Management

AWS Identity and Access Management(IAM)2 Zt2|X7F AWS Z|A A0 CHEE BMAE OFHHFHA AMod
& = UTE X|Hst= AWS MH[AQILICH IAM ZE|RH= 7t Detective 2| AAE A EFHES QS
D(ETOQIE) HEto| RoiE|l=X|(HEt USZ)E FMo{FLICH IAM F71 HIE QI0l ArEE £ U= AWS
MH|AQ]L|C}.
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. 17H
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MH|A AL X} - Detective MHIAE AL85t04 2tdg s™steE 3
2 ZelX7F MBS e o BE2 Detective 7|52 AHS

g = UELICH HMA HEH 22| 2AlZ olslstH M-
Detective2| 7|S01| HMAE £ eiE B Amazon Detective AHZ4 S Ll HHA EAX| sHE MME
AR SIAQ.
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https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#aws-owned-cmk
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#aws-owned-cmk
https://docs.aws.amazon.com/kms/latest/developerguide/rotate-keys.html
https://docs.aws.amazon.com/kms/latest/developerguide/rotate-keys.html
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E 2AgELch O™ OhF, IAM ZE[RHoAH 2 - E ME 5o AMHIA A XEe| HErE #F 6ok 7 LICH
ol Wlo|x|e] SEE HAESI0] IAML] 7|&2 7HHE OlsHE LICE. Z|At7t DetectiveOl A IAME AtEstE
Areol| CHSH RhAlS| ok 248 Amazon DetectiveZ7t IAMI} 21 S5t= A MME HESHA L.

IAM ZHE2| X} - IAM & 2|XF2FH Detectiveo CHEF M| A Het ZHE| 2420 =HM e XHMIS| T Al
ZaAL|CH IAMOIM AL E &= = Detective AHZ3 5& 7|8 M2 of M|E& 22424 Amazon Detective At
74 ZH 7|8 M3 of x| MM R ESHML.

CIES2 ID EOF QIS E A83lo{ AWSO| 215 WAIRILICH AWS HH FE ALK £ IAM A
X2 s IAM AEE 504 215 (AWSol| 222l |o{of L.

ANE E3E ALAE Soll MSE 2ot 1E HEE ALE35to{ HEH|0|M IDE AWSO| 2218 = /Y&
LICF. AWS IAM Identity Center (IAM Identity Center) AF& X}, &|A}2]| Single Sign-On 25, Google &
= Facebook 29t @15 0| H|HE| 0|44 IDS| of| &ILICH W[ 0|4 IDE 2O 1E mf 2H2[At7t O
of IAM &2 A& 36t0] ID HEH|o|ME MHERMELICH 182 Ar& 60 AWSO| M| ASHH 7HE %

oz AYES HHELICHL

AEXE &0 2k AWS Management Console EEEAWS HM|A ZEof 230918 £ Q&LICH AWS
of 2aQlst= 2ol Chst REAMIEH LI 2 AWS 201 A8 B AWS Ao 23015t= ¥
M2 HZTSNL

AWSOl Z2 a3 ghAlo 2 HA|ASHE AR, AWSE HOF Q15 HEE AI25tod 230 ¢535 ¢
Ao 2 MEE £ Q= AZER0] 7Y 7|E(SDK) & BHE QE{H 0|A(CL)E MSELICH AWS &
TE AMSSX| 2= & ol 2 MEsHoF BLch HE w2 AF8 50 ™o A MEsts
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S QIB(MFA)2 AFE5to H™Ho| EotE Z45tste W8 HAEELICH XHAIE LHE =2 AWS IAM Identity
Center At MEBMO| CIE CIE U IAM AHE B M| AWSO|M CHE QIS(MFA) AL S XML,

AWS S A8 M ST ATl ZE AWS MulA 2 BlaA0] CHE 2HEIEH QM2 HEHO| U
Ty 2391 X7 ZHO 2 AIRFEILICH 0] A7 BHS AWS AHFE ASKIELT sto, A A4
I AFS 3 Ol T4 952 2I0I5t04 HAMASLICH YNSRI EHATOlE FE ASRHE T}
S5 AFG K| S 20| ZALICL £E ASK A2 ZHES B350 TE AISAD £8Y £ s
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https://docs.aws.amazon.com/signin/latest/userguide/how-to-sign-in.html
https://docs.aws.amazon.com/signin/latest/userguide/how-to-sign-in.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-signing.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/enable-mfa.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/root-user-tasks.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#rotate-credentials
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#rotate-credentials
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_groups.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id.html#id_which-to-choose
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-validation.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-validation.html
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"Version": "2012-10-17",
"Statement": [
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa_configure-api-require.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa_configure-api-require.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
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"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
"Action": [

iam:GetUserPolicy",
iam:ListGroupsForUser",
iam:ListAttachedUserPolicies",
jam:ListUserPolicies",
iam:GetUser"

1,
"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]
},
{
"Sid": "NavigateInConsole",
"Effect": "Allow",
"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"
1,
"Resource": "*"
}

ZE[x AE: S5 aefzolM Hi AE 2 el

O ol H22 S&F 2o P Tle " AEer 2elg Mol As 2eElR AE ASRE tide
2 guct E3 MEXTH AL HE E E 1 DetectiveE HIEHSHE = UL S S LICt O] HA2
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=
ZAE 2ol S5 ae=E Ako%* TEH2 R0q5t K| ot & LICH,

{"Version":"2012-10-17",
"Statement": [
{
"Effect":"Allow",
"Action":
["detective:ListMembers", "detective:CreateMembers", "detective:DeleteMembers", "detective:DeleteC
"Resource":"arn:aws:detective:us-
east-1:111122223333:graph:027c7c4610eataacafOb883093cab899"
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ZEl AEA

},
{

"Effect":"Allow",

"Action":["detective:CreateGraph", "detective:ListGraphs"],

"Resource":"*"
}

]

S BER AN ASRHE Y22 BHLICH A8
S EEE 4 giaLo

{"Version":"2012-10-17",
"Statement": [
{
"Effect":"Allow",
"Action":["detective:SearchGraph"],
"Resource":"arn:aws:detective:us-

east-1:111122223333:graph:027c7c4610eataacatf@b883093cab899"
b

{
"Effect":"Allow",

"Action":["detective:ListGraphs"],
"Resource":"*"

}
]
}
Wb AN S5 22T A0) L A B

X
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yoz x)
CHoll SEst S5 ZeiZo M B AEE &M7He HetE FofgfLch.

—
{"Version":"2012-10-17",
"Statement": [
{
"Effect":"Allow",
"Action":

["detective:AcceptInvitation", "detective:RejectInvitation", "detective:DisassociateMembership"],
"Resource": [
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"arn:aws:detective:us-
east-1:111122223333:graph:027c7c4610eataacatf@b883093cab899",

"arn:aws:detective:us-
east-1:444455556666:graph:056d2a9521xi2bbluwld164680eby416"

]

.

{
"Effect":"Allow",
"Action":["detective:ListInvitations"],
"Resource":"*"

}

]
}

Z2|RF AME: Bl e 7| e 2 HHA AE

CHE HM2 AFEX7} S5 O Z 9| SecurityDomain Ef 17} AF&XFQ| SecurityDomain Ei19}
UXISt=X| 4R E ZAISHY| /5] S22 I & MASE = UL T S &L

"Version":"2012-10-17",
"Statement":[ {
"Effect":"Allow",
"Action":["detective:SearchGraph"],
"Resource":"arn:aws:detective:*:*:graph:*",
"Condition": {
"StringEquals"{
"aws:ResourceTag/SecurityDomain": "aws:PrincipalTag/SecurityDomain"

"Effect":"Allow",
"Action":["detective:ListGraphs"],
"Resource":"*"

3]

S S22 S JelZof SecurityDomain Ei1 2f0[ Finance®! B2 ALSAI7L S5 JeiZ & =

SMe S5 Jz
Aol AL8E 4 iz = B

e

Pl
b
0l
02

7

rc
>

0
12

0i[ Al 87



Amazon Detective el dEAM

"Version":"2012-10-17",
"Statement":[ {
"Effect":"Deny",
"Action":["detective:SearchGraph"],
"Resource":"arn:aws:detective:*:*:graph:*",
"Condition": {

"StringEquals": {"aws:ResourceTag/SecurityDomain

: "Finance"}

3]
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User: arn:aws:iam::123456789012:user/mateojackson is not authorized to
perform: detective:AcceptInvitation on resource: arn:aws:detective:us-
east-1:444455556666:graph:567856785678
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https://docs.aws.amazon.com/IAM/latest/UserGuide/troubleshoot.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_compare-resource-policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_terms-and-concepts.html#iam-term-service-linked-role
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#edit-service-linked-role
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#edit-service-linked-role
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#delete-service-linked-role
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#customer-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
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{
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [

"detective:*",
"organizations:DescribeOrganization",
"organizations:ListAccounts"”

1,

"Resource": "*"

1,
{

"Effect": "Allow",

"Action": [
"guardduty:ArchiveFindings"

1,

"Resource": "arn:aws:guardduty:*:*:detector/*"

3,
{

"Effect": "Allow",

"Action": [
"guardduty:GetFindings",
"guardduty:ListDetectors"

1,

"Resource": "*"

1,

{
"Effect": "Allow",
"Action": [

"securityHub:GetFindings"

1,
"Resource": "*"

}

]
}

AWS Z+2|3 M2 AmazonDetectiveMemberAccess

AmazonDetectiveMemberAccess HAE |AM AE{E[0of| HAZEE £+ A &LLCH.

AmazonDetectiveMemberAccess
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"Version": "2012-

"Statement": [
{

Z&of oigh Hel X" HMAE &8st 2171 & HEre 50

10-17",

"Effect": "Allow",

"Action": [

"detective:
"detective:
"detective:
"detective:

"detective

"detective:
"detective:
"detective:

]I

"Resource":

AcceptInvitation",
BatchGetMembershipDatasources",
DisassociateMembership",
GetFreeTrialEligibility",
:GetPricingInformation",
GetUsageInformation",
ListInvitations",
RejectInvitation”

nin

AmazonDetectiveMemberAccess
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AWS 2|3 M. AmazonDetectivelnvestigatorAccess

AmazonDetectiveInvestigatorAccess HEE IAM AE{E|0of HZEE = U&LICH.

O| &2 Detective AMH|A01 CHEH ZALRE BMA Hetnt 2& Ul S5 4o CHEt Hel X1H AL H
gt2 NMSELICH o] HAE2 IAM AL R & IAM 2380 CH5H Detective0ll M Detective ZALE &5t
&= Qe HMEHE B0t 2o X|Zoi CHEt BAM 2 SHUE MBS sts A ETME M85t &
A Aot ZHe 24 X|EE AlMEE £ QI&LICH E T ME Detectivel| S A4 4l 7|H &t& 2 AFE
stod A™ME|lE Mzt of et =2/7F Of7AZILICH ETME AF25t0d 2lAA X el M =22
MEg = s

« detective - 2ot F&| ZAFK}7} Detective ZHQ10d| M| A S04 Detective ZAFE & AH3tstT A}

A0 I8 292 gd3E + ULS gL

« guardduty - £t
 securityhub - 29 FX|7} Detective LH0I A Security Hub ZAF ZIHE 7K =2 &= U&Lct
(o] X

- organizations — 29t F&|7} AWS OrganizationsHlA ZZ|0| Aol CHE HEE ZHAME & Q)
&L AHo| ZE|of £5tH 0|24t HEHS Sl Detective 2&€2 AH HE 2o 2

EAE = &Lt

"Version": "2012-10-17",
"Statement": [
{

"Sid": "DetectivePermissions",

"Effect": "Allow",

"Action": [
"detective:BatchGetGraphMemberDatasources",
"detective:BatchGetMembershipDatasources",
"detective:DescribeOrganizationConfiguration",
"detective:GetFreeTrialEligibility",
"detective:GetGraphIngestState",
"detective:GetMembers",
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"detective:GetPricingInformation",
"detective:GetUsageInformation",
"detective:ListDatasourcePackages",
"detective:ListGraphs",
"detective:ListHighDegreeEntities",
"detective:ListInvitations",
"detective:ListMembers",
"detective:ListOrganizationAdminAccount",
"detective:ListTagsForResource",
"detective:SearchGraph",
"detective:StartInvestigation",
"detective:GetInvestigation",
"detective:ListInvestigations",
"detective:UpdateInvestigationState",
"detective:ListIndicators",
"detective:InvokeAssistant"

]I

"Resource": "*"

"Sid": "OrganizationsPermissions",

"Effect": "Allow",

"Action": [
"organizations:DescribeOrganization",
"organizations:ListAccounts"

1,

"Resource": "*"

"Sid": "GuardDutyPermissions",

"Effect": "Allow",

"Action": [
"guardduty:ArchiveFindings",
"guardduty:GetFindings",
"guardduty:ListDetectors"

1,

"Resource": "*"

"Sid": "SecurityHubPermissions",

"Effect": "Allow",

"Action": [
"securityHub:GetFindings"

1,

AmazonDetectivelnvestigatorAccess
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"Resource": "*"

AWS 22l M. AmazonDetectiveOrganizationsAccess

AmazonDetectiveOrganizationsAccess HEE |AM AE{E[0f HAAE £

O| =242 X &I LHol A Amazon DetectiveS EM3t5t 1 2t2|g HeHE FoqghLict
DetectiveE & 443} 5t 11 Detective2| QIUE 2RI AEHE A™HE £ U&LIC

Mgt Al B

(=

o] M&Moi= C}e Msto| Tatx|o] QlaLct,

« detective — 29t F&||7} Detective 2240i| CHEF MM A HEHS 7HE £ 9
nt
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J
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i
[uok

=
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* iam - Detective7} EnableOrganizationAdminAccoun
E= Xk

- organizations — 29 F&|7} AWS Organizations0i| A Z=%]9| H|’Hof| CHE
&LCt HZo| =Zlol &5t o|z{8t HEt2 E6H Detective 2£2 A B35 2|0 = A O]
EAE o'AL—“ZP AWS MH|A Sgf2 gdstst, XIYE HH AEE /Y

T
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AL
[
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ot

=
HEE

r
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==

ol K|

=
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A
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ya mo zo

=
=
= HEIRZE S5

S8 FAE £ U2, Bt FA|7F Amazon Detective, Amazon GuardDuty, Amazon Macie, AWS
Security Hub S Z2 CHE 2ot MH|A0M QIUE 2 EIRF AHEE AME = U&LICH

"Version": "2012-10-17",
"Statement": [

{

"Effect": "Allow",

"Action": [
"detective:DisableOrganizationAdminAccount",
"detective:EnableOrganizationAdminAccount",
"detective:ListOrganizationAdminAccount"”

1,

"Resource": "*"

I
{

AmazonDetectiveOrganizationsAccess
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"Effect": "Allow",
"Action": [

"iam:CreateServicelLinkedRole"
1,
"Resource": "*",
"Condition": {

"StringEquals": {

"iam:AWSServiceName": "detective.amazonaws.com"

"Effect": "Allow",

"Action": [
"organizations:EnableAWSServiceAccess",
"organizations:RegisterDelegatedAdministrator",
"organizations:DeregisterDelegatedAdministrator

1,

"Resource": "*",

"Condition": {

"StringEquals": {
"organizations:ServicePrincipal": [
"detective.amazonaws.com"

"Effect": "Allow",

"Action": [
"organizations:DescribeAccount",
"organizations:DescribeOrganization",
"organizations:ListAccounts"

1,

"Resource": "*"

"Effect": "Allow",
"Action": [
"organizations:ListDelegatedAdministrators"
1,
"Resource": "*",
"Condition": {
"StringEquals": {

AmazonDetectiveOrganizationsAccess
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"organizations:ServicePrincipal":

"detective.amazonaws.com",
"guardduty.amazonaws.com",
"macie.amazonaws.com",

"securityhub.amazonaws.com"

el dEA

£ |AM 2l A% & QA& LICH o] M
1S ele = UTE MH|A o478 dgtol| AZELICH REAISH LK
2 the section called “AMH|A Q17 & AL MME F XML
O| HEHES MH|A Q44 A&t 0| ZEIo| A MEE ZHME £~ QI & 5t 2| Hetg foiguict
HEt MR HE
O] H&of= Cts Mt

O| Z&lo] U&LICH

- organizations - Z%9| 7|

M H2E AMELC
{
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"organizations:DescribeAccount",
"organizations:ListAccounts"

1,

"Resource": "*"

}
]

AmazonDetectiveServicelLinkedRole
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Amazon Detectivel| 2Z 2! R L|E{Z

Amazon Detective= AWS CloudTrailt & & &I} &LICt. CloudTrail2 Detective0ll CHEF 2 & API &
MEsES o|HER ZHX{EL|C].

I8t XEM|EE LHZ 2 the section called “CloudTrail2 Al235}04
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Detective 2| CloudTrail 2Z AF20]|
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CHEtr
Detective API 21 =& 22" MME &

Amazon Detective0ll CHEF #+8 & &0l

Amazon Detective= AWS E& T2 13 M8 Q|0 X7 ElL|Ct AtM[EF LHE 2 Health Information
Trust Alliance Common Security Framework(HITRUST) CSFE & X 3HMI2.
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https://aws.amazon.com/compliance/services-in-scope/HITRUST-CSF/
https://aws.amazon.com/compliance/services-in-scope/HITRUST-CSF/
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/programs/
https://docs.aws.amazon.com/artifact/latest/ug/downloading-documents.html
https://docs.aws.amazon.com/artifact/latest/ug/downloading-documents.html
https://aws.amazon.com/quickstart/?awsf.quickstart-homepage-filter=categories%23security-identity-compliance
https://docs.aws.amazon.com/config/latest/developerguide/evaluate-config.html
https://docs.aws.amazon.com/securityhub/latest/userguide/what-is-securityhub.html
https://aws.amazon.com/about-aws/global-infrastructure/
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https://aws.amazon.com/security/
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/infrastructure-protection.html
https://docs.aws.amazon.com/STS/latest/APIReference/Welcome.html
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Amazon Detective H|&HA435}

S ez of #E|KF HHE Detective &, Detective APl EE£& AWS Command Line InterfaceOi|
M Amazon DetectiveE HIE H35tE &= U&LICH DetectiveE H|gAH35t5tH S& Je= &l gtz
Detective Cl|O|E{7} AFA||ElLICE.

SE Jf=Z E AfK|

1

Fl_l'

=8 4 gLt

rot
o
o

\OII

HEE)

« Detective H|E A
« Detective H|EH 43} (Detective API, AWS CLI)

2|7 7t Detective H|E 4 3}HGitHub2| Python AJ BIE)

[log

Detective H|E H&HE

)

AWS Management Console0l| A Amazon DetectiveE H|& 433}

ok

= Q& LCt,
Detective H|&E3HEZ)

1. https://console.aws.amazon.com/detective/0ll Al Amazon Detective 2& & JLIC}.

2. Detective B M &o| M of2Holl M LS MESEHLICE

3. Uk H{0|X|2| Detective H|Z 43t3+0{| A Detective H|E 31 E MEHEL|CEH
4. =l HA|X|7} LIEILIH disableS &|2d8tL|C}.
5

Detective H|2 &3 E MEHEFLICE.

Detective H|& 443} (Detective API, AWS CLI)

Detective APl == AWS Command Line Interface®| A Amazon DetectiveE H|E M3l & 4= /& L|CH
LY AMEE S J2|Z o] ARNS 7t 22 ListGraphs &S AL LICEH

Detective H|& 43} (Detective API, AWS CLI)

« Detective API: DeleteGraph 242 AFSgfLICH J2i= ARNZ M3 3t of & LCt.
- AWS CLI: 3B &0{M delete-graph B
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S gLt

r||+>
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https://console.aws.amazon.com/detective/
https://docs.aws.amazon.com/detective/latest/APIReference/API_ListGraphs.html
https://docs.aws.amazon.com/detective/latest/APIReference/API_DeleteGraph.html
https://docs.aws.amazon.com/cli/latest/reference/detective/delete-graph.html
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aws detective delete-graph --graph-arn <graph ARN>

of| A

aws detective delete-graph --graph-arn arn:aws:detective:us-
east-1:111122223333:graph:123412341234

2|21 Zt Detective H|& MSHGitHub2| Python 23 & E)

A AFJEIEE ME5t0d X|HE 2| SE 9| 22| KF AlZdof CHsH
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Amazon Detective Python £ 3 £l
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Amazon Detective Python AT ZE ALE

Amazon Detective= GitHub 2|3 X|E 2| amazon-detective-multiaccount-scripts0| M @& A A
Python 23 2 E MEE XM3ELICH A3 2 E0|= Python 30| 2 L|CtH

O|& At83stod ChE AtHde e & UA&LICH

o424 2|xe| |t Aol CHell Detective & & &t &rLICtH
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enableDetective.py 23R EE OIS HYS S ELICH

1. XIEE 2 2| o| #ElRF HHo| Detective7t OF& & 45tE|0] QUX| f2 A2, sHE 2IX 2| #E|At
HIZoll CHEH DetectiveE & AdstetLICt

AT BIEE ME5I0q DetectiveE & 'J3t5tH S Jei= ol B{T 22 €T + JUA&LICH
=

o
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https://github.com/aws-samples/amazon-detective-multiaccount-scripts
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disableDetective.py 23 EIE i

disableDetective.py 23 BIE= X|HE 2|™e| ZE[xt AHEH S&F 2efZ oM X|EHE HEH AE
2 ArMErLICEH

gt X|HE 2l o] 2 ElRF AHl'Hoil CHal DetectiveE HIE E3tetes SM T MSELICH

IAM B0l 2R S D ARE BRI HY HE C1EE ASsE Lelch 222 W4, H
M, Jef=Zof HH F71 SS9l AFRE /I EZE A¥Se{H OIS 22 Heto| 2 ghLch
« detective:CreateGraph

+ detective:CreateMembers

« detective:DeleteGraph

+ detective:DeleteMembers

« detective:ListGraphs

+ detective:ListMembers

+ detective:Acceptlnvitation

ok AME[ B

odgt AZ| BAE Sal QlaBA £ 27 Hot O1F ME g Tg £ lofof

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam: :<ACCOUNTID>:user/<USERNAME>"
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https://docs.aws.amazon.com/detective/latest/adminguide/security_iam_id-based-policy-examples.html#security_iam_service-with-iam-policy-best-practices
https://docs.aws.amazon.com/detective/latest/APIReference/API_CreateGraph.html
https://docs.aws.amazon.com/detective/latest/APIReference/API_CreateMembers.html
https://docs.aws.amazon.com/detective/latest/APIReference/API_CreateMembers.html
https://docs.aws.amazon.com/detective/latest/APIReference/API_AcceptInvitation.html
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},
"Action": "sts:AssumeRole"
}
]
}

T4 M0l LT BE A0l g FS 2 W ABoIM ZAF ST BErS JHE g BrEof
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Ol ZZ2MAE XH535}57| I3 EnableDetective.yaml AWS CloudFormation BIE3!2 AISE &
AELICH HEX2 22 2[AAR MY 02 ZE 2(™oi|AM M-S = USLICH

1. IRt AHollA EC2 QIAHAE AFELICH EC2 QIARA AR & gof| Tt Al HEE Linux
£ Amazon EC2 AH8& HHEAM 2| Amazon EC2 Linux QIAEIA A|%E17|E &ESHAIQ.

2. QIAH 7+ ZEX H’E AssumeRole Lol S EE + ULF 5185t HEH0| U= IAM HE
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20| X|ME T2 ZI0| Q= QIAEIA od5to| AHAIE|L|C}.
= QIAEIA od8t MAo| CHEH REMIBH LIRS EC2 242 AF235H0{ 7|1&E EC2 QIAE A0 IAM
g2 M uA = dE ERO AAES XML,

3. E& AzEQo] x|

Python A3 RIEE @[FF Al 3 Hd 109


https://docs.aws.amazon.com/detective/latest/adminguide/security-iam-awsmanpol.html#security-iam-awsmanpol-amazondetectivefullaccess
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/EC2_GetStarted.html
https://aws.amazon.com/blogs/security/easily-replace-or-attach-an-iam-role-to-an-existing-ec2-instance-by-using-the-ec2-console/
https://aws.amazon.com/blogs/security/easily-replace-or-attach-an-iam-role-to-an-existing-ec2-instance-by-using-the-ec2-console/
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 APT: sudo apt-get -y install python3-pip python3 git
* RPM: sudo yum -y install python3-pip python3 git
* Boto(ZlA H{™ 1.15): sudo pip install boto3

4. E|ZX|EEZ|E EC2 2laHA SAELICH

git clone https://github.com/aws-samples/amazon-detective-multiaccount-scripts.git

1. AssumeRole £& HEO| U= BEIRF AE 24 AlAHR EHot Q15 HEE AHM=EX &g
LICH

2. L AZER|o] MR
* Python 3

« Boto(Z|A H{7H 1.15)
« GitHub 23 2 E

ENE Mx| x|
Windows 1. Python 3(https://www.python.org/downloads/windows/)&
MAXIELICEH
2. BPHEZFEZEE HLCt
3. BotoE Mx|5t24% pip install boto3S Al&ErL|CH
4. GitHub(https://github.com/aws-samples/amazon-detective-
multiaccount-scripts)HIM AJZE AA FEE CIREE
g LICH.
Mac 1. Python 3(https://www.python.org/downloads/mac-osx/)&

MRIELICH
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https://www.python.org/downloads/windows/
https://github.com/aws-samples/amazon-detective-multiaccount-scripts
https://github.com/aws-samples/amazon-detective-multiaccount-scripts
https://www.python.org/downloads/mac-osx/
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iz Mx| x|2
3. BotoE Mx|5t2{™ pip install boto32 AI™EFLICH
4. GitHub(https://github.com/aws-samples/amazon-detective-
multiaccount-scripts)|lAM AFZE AA AEE CIREE
g LICH
Linux 1. Python 38§ MX|ét2i™ Ctg & stLIE AAFLICEH

* sudo apt-get -y install install python3-p
ip python3 git
* sudo yum install git python

2. BotoE M x%|5t24™ sudo pip install boto3E A&E!
L|C}.

T

3. https://github.com/aws-samples/amazon-detective-mul
tiaccount-scriptsOlM A BE AA I EE SH|ELICTH

L
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Hro| Eof LhAFLICH ZF " AE E=0i= AWS AE IDeF AHe| RE ALEXt O|HIY

111122223333, srodriguez@example.com
444455556666, rroe@example. com
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enableDetective.pyS A35l2{H
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scripts C|EEZ|0l| SAHEFLICEH
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https://github.com/aws-samples/amazon-detective-multiaccount-scripts
https://github.com/aws-samples/amazon-detective-multiaccount-scripts
https://github.com/aws-samples/amazon-detective-multiaccount-scripts
https://github.com/aws-samples/amazon-detective-multiaccount-scripts
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