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Admin report summary o ()

We observed anomalous behavior for the role from |

indicating potential compromise. The role invoked CloudTrail management actions mapped to

Impact MITRE tactic(s). The role was also involved in Findings that map to the MITRE tactic(s) Discovery, as well as other tactic(s). The role was also involved in 10 findings, 1

finding group, 170 impossible travels, 3 new geolocations, and 5 new user agents.

Scope time Indicators of compromise
05/25/2023 13:00 UTC - 05/31/2023 19:00 UTC 5 Tactics
0 Flagged IP

role 170 Impossible travel

1 Finding group

E x4
-1 o

ZZALIDOY| CHEF ZAF 21

Recommendation

Based on our investigation, we recommend you take
action to mitigate what we've found on AWS role
Admin. Please review Security Best Practices in IAM [
to secure your AWS resource.
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Summary - new Info

Credentials exfiltration from i-0e5f7e596391b28eb using role
privilegedRole

Instance i-0e5f7e596391b28eb had newly observed API calls and user agents
for role privilegedRole.

Credentials for role privilegedRole on i-0e5f7e596391b28eb were exfiltrated
and used from account and IP

The exfiltrated credentials were used to access S3 bucket private-bucket-

i-0e5f7e596391b28eb was vulnerable to CVE-2021-44228 and
CVE-2021-45046.
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1.  https://console.aws.amazon.com/detective/0lA{ Amazon Detective 2 & dL|C}.
2. Detective B M FollM HH ZEIE MEAELICH

3. U MEiFLICH O g2 AHYE ZCHE MEdFLCE

4. HE F7H0lM 7HE AHEH FIHE MEIELICH

5. Z0 S50 HH AHEE FItéte{H CHS BHE =& LICH

a. A" FIHE MEAFLICE
b. AWS A ID0|= HH IDE Y=gt AWS
c. O|HY Fa0f HHo RE AISA O|HY FAE LT LICH
6. S0 HAES M52 H s HEo CH3H M7HE ME4FHLIC
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Account ID,Email address
111122223333, srodriguez@example.com
444455556666, rroe@example. com

A A7} 2Hel AT} obLl B Detective's THUE #2I& 1 0/0] ZCHE ABE R Al 0f &
el /&l xﬂo =l Ol 47t ABOl RE AR OlHIY FA0 URISHA| 2424 S S LieheLict,
0l B2 Detective’s H2H ZIHES AMISHT OlHY FAE SHolshn ZOHES BT CHA| AISH

L|C}.
Ol M2 AYE S 82 MMst= o A = Je HER T MSFLC
csv S HR0|M HH AY ZCHEE)

1. https://console.aws.amazon.com/detective/H| A Amazon Detective 2&2 3L|C}H.

2. Detective B Z oM AHE #2l& MEIELICH

3. Hds MEAELIc O g2 HE XOHE MEHELICE

4. AHE FILOIM csvollM F71E ME8EHLC

5. Mt HEZSI U2 CIRZC=5EdM csv HZES/I CIREZEE MENgHLICH

6. AE S50| Z&E s MEHGE{H csv THY MEAS MEHFHL|CE

7. HH AY AEA M Detective7t LM 32 HEH HYH S52 &QlgLct
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s aefzof 3 A =CHSt7| (Detective API,) AWS CLI

Detective APl EE= & AF&310] |3 H™H2 ZOisto] S aei=ol CIoIEHE M3 &= JU&LICt
AWS Command Line Interface 20| A8 & S&f I Z O] ARNS 7t X L2{HM ListGraphs S
AFZEFLICE.
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| HMS S Jef ol &CH5 24 (Detective API,) AWS CLI

« Detective API: CreateMembers 22 AFSELICH 2= ARNZ NS 35HoF &Lt ZH AH|ZHod| CH
o HE AlERIet FE ASA O/HY FAE XIHELICH

M HZof =CH o|HIYE ELHX| &t 2P{M DisableEmailNotification2 true2 MZA&tL|Ct.
7/2Xo 2 DisableEmailNotification false®L|C}.

Zof olHldE ELi= B2 =CH o|HIYoll F7te MER X|H HAEE MEMoz XMIY = U&

L|CH.

« AWS CLI: 2= 0{M create-members H2 AldlistL|C}.

aws detective create-members --accounts AccountId=<AWS account ID>,EmailAddress=<root
user email address> --graph-arn <behavior graph ARN> --message "<Custom message
text>"

of

aws detective create-members --accounts
AccountId=444455556666,EmailAddress=mmajor@example.com
AccountId=123456789012,EmailAddress=jstiles@example.com --graph-azrn
arn:aws:detective:us-east-1:111122223333:graph:123412341234 --message "This is Paul
Santos. I need to add your account to the data we use for security investigation in
Amazon Detective. If you have any questions, contact me at psantoseexample.com."

M Aol =CH O|HYES ELHX| == X|Z6tEd™ --disable-email-notificationS X

aws detective create-members --accounts AccountId=<AWS account ID>,EmailAddress=<root
user email address> --graph-arn <behavior graph ARN> --disable-email-notification
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aws detective create-members --accounts
AccountId=444455556666,EmailAddress=mmajor@example.com
AccountId=123456789012,EmailAddress=jstiles@example.com --graph-arn
arn:aws:detective:us-east-1:111122223333:graph:123412341234 --disable-email-
notification

INE-d

fob
[0
N
o_i
JHIJ
i
N
’_‘a
<
5
@]
o
>.
L
AL
m
>
oo
®
T
c
S

(o)

Detective= Ct21F ZH2 28 £aish 4= GitHub I 2LE AA AJEIEE N|Z2EHLCt.

. XIHE BIH 22 Mutol A HEIX HEe S5 Jaizol XIME W AN S22 Xl

. BHEIXF Aol 2Tl S5 )L} g R AT BIES F3 Detective® HA3H5T AT 21
of Ex JEjTE ML

. wb] A &ol Arf ol e MAE LI

. Wb AMol CHEt XCHE RIS O = 8L}

GitHub A3 ZE 74 L AL &ol CHEt RHAMIEH LI 2 2 & ZSHAAIL. the section called “OFOFE
CIHEZ mto|H A3 E

b

EMSE[X| I 2 HH AHYE g5t

U 70| ZCHE 425t Amazon DetectiveE HEH H/A S gM31E £~ QK| &olgto.
DetectiveOll M HE HH S &M43l e = ol 42 HH HE HEfE M3t EX| et o2 MAFLCt
O|l"d2 i3 22 0|] 3 otLIE HEE &= st

« HH AZ0| A 48A|ZF &2 Amazon GuardDuty 1Z40] ofL|QA& LIC}.

« Detective= HItH AHo| HIO|E| 282 &5t U&Lct

- M A% -o|E{Z Qs S& JEH= Clo|E ST 7 Y

fjo

Fitg =+ &Lt

ANES +S02 BAEE £ AUSLICH oS S0 7IE W ANE
o |:|.

=
AEo| #H3tElE Rl ZEMAE VIChElE Tl -3t
o

43t E|X| o2 HH AY 245t 135

0>



Amazon Detective

AR 7H0|E

ShA
=

|

o 1T =2 O LS

/\A = L’l EI-
EEI- "§|'E|X| OI-O |:|-IIH.| 7:” x4 EEI-A §|.
1. https://console.aws.amazon.com/detective/0l| A Amazon Detective 2&& LIC}H.
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3. L M Ao gdste ZF HiE AH™Ho| &elghs MEefghL|Ct.
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g+ A&LICH QFo| A 8Y S5 J2HZ 9| ARNE 7HX{2B4™ ListGraphs &g AFSELICH

=
gLICH HH HHE AlEsE{T AWS HIH AERE ALS A AR,

AWS CLI: BHEE0|M start-monitoring-member HHEE A&sLICI

start-monitoring-member --graph-arn <behavior graph ARN> --account-id <AWS account
ID>

of:

start-monitoring-member --graph-arn arn:aws:detective:us-
east-1:111122223333:graph:123412341234 --account-id 444455556666
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1. https://console.aws.amazon.com/detective/0ll Al Amazon Detective 2& & iLILC}.
2. Detective Ef A Foi M HH #E|IE MEAELICY.
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3. A SHMAHE 2 " AHel &elgts MEgrL/c
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4. TS CUEELct O™ oS AE HIg gt g MEELICH
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HES 2ol =CHE 3| HI™H M7 (Detective API,) AWS CLI

Detective APl EEE £ AI25t04 &S a2 = oA AWS Command Line Interface ZCHE 3| AXHES
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s Jzol M ZCHE 31 H™EE M7H5tE{™ (Detective API,) AWS CLI

* Detective API: DeleteMembers 2dE AFSELICH J2HZ ARN 2 M7HE B Aol HH A
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« AWS CLI: BZZE0{|M delete-members B2 AlalsL|C}.
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aws detective delete-members --account-ids <account ID list> --graph-arn <behavior
graph ARN>

o[ A

aws detective delete-members --account-ids 444455556666 123456789012 --graph-arn
arn:aws:detective:us-east-1:111122223333:graph:123412341234
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X aei=of 7|od5tets oMY =CHE Ol Y 1AM H

(@)

| S8 2 Ar85tEd™ <behavior graph ARN>2 12T ARNSZ CHAIFLIC.

"Version": "2012-10-17",
"Statement": [

{

"Effect": "Allow",

"Action": [
"detective:AcceptInvitation",
"detective:DisassociateMembership",
"detective:RejectInvitation"

1)

"Resource": "<behavior graph ARN>"

1Y

{

"Effect":"Allow",

"Action":[
"detective:BatchGetMembershipDatasources",
"detective:GetFreeTrialEligibility",
"detective:GetPricingInformation",
"detective:GetUsageInformation",
"detective:ListInvitations"

1,

"Resource":"*"

}
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1. AWS Management Consoletf| 22 QI8 L|Ct T3 CHZ https://console.aws.amazon.com/
detective/0l| M Detective 2& & iLICH.

2. Detective A ol A 2E2[E MHEHELICE
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g £ UaLc BElR ANE AEE £80 guste £ UaLit

S& 2= =CH E7|(Detective API, AWS CLI)
Detective APl = AWS Command Line Interfacedl A S&F Jei= ZCHE LtQs £ Ql&L|Ct.

S Jei=ol chst 374 & ==HEl ol |5 ZM(Detective API, AWS CLI)

S5 22z xriof S&

M XS0z AE dEl7t E-8stElR| gt o 2 MHE|X|TF Detective= AHE A HEHS 2
O =Z o] H|o|E| 8 &0| Detective EE S Zst=X| 048 E & QIELICH Detective0l| M
2524 Aol £ A 48A|ZH 59 AmazonO| GuardDuty & 438t £|0q QJ0{oF &HL|C}.
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EH7F Not GuardDuty enabled & Ei 2 F X|E LIC}. Of ]
J2HZ 71 0|8 +=8F = U= FAI A™HE RS2
Mg £ Q&LCH.
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1. https://console.aws.amazon.com/detective/0|| A Amazon Detective 2&2 JL|Ct.

2. Detective B oM HH 2E|E MEELICEH

3. LH 2R AHAM =OHE =6t SE Jeizof Cl|o|E{E MEst7| AlEHstedm =0 22
MEdSFL|CE

o SE0|M M7H5tE{H HES MEHFLICEH

o

ZOHE HA

0%

S Iei= ZrHof CHEr S (Detective API,) AWS CLI
Detective APl EE£ AWS Command Line Interface0ll M S a2 = =CHof| SE & &= U&LCt

#ME o= XCHE 25524 (Detective API,) AWS CLI

« Detective API: AcceptInvitation QS AFSELICH 2= ARNZ X[Z5HoF &L(Ct.

« AWS CLI: B ZE0f|M accept-invitation WS A&stLIC}.

aws detective accept-invitation --graph-arn <behavior graph ARN>

o[ A

aws detective accept-invitation --graph-arn arn:aws:detective:us-
east-1:111122223333:graph:123412341234

s el ZCHE 75 5t24™ (Detective API,) AWS CLI

- Detective APIl: RejectInvitation 22 ALSEfLICH 2= ARNS X[ aHof & LICt
« AWS CLI: HHEE0|M reject-invitation HES A#ELICH

aws detective reject-invitation --graph-arn <behavior graph ARN>

of| A

aws detective reject-invitation --graph-arn arn:aws:detective:us-
east-1:111122223333:graph:123412341234
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HE e Z oA A AA[5H7| (Detective APL) AWS CLI
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Detective APl EEE= £
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I 835tod &S AWS Command Line Interface 12 Z oM AEE MHE = QU

s ez oM HEE AFX|5HE{H (Detective API,) AWS CLI

- Detective API: DisassociateMembership 242 AFSELICH T2 ARNS X|5HoF &Lt

« AWS CLI: B ZE0{M disassociate-membership WS A&ErLICEH

aws detective disassociate-membership --graph-arn <behavior graph ARN>

of| A|

aws detective disassociate-membership --graph-arn arn:aws:detective:us-
east-1:111122223333:graph:123412341234
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AWS ZE[RH AE HM g2 U= FE 90U S AE el WM ojo|HE EZEFLICH 90 0| X|LH A|
Ho| 2E MH O|O|E7t AWS FT Ao 2 AKX ELICH

- A E EatstH A0 E 90 HH R XIE + U&LICH EventBridge T =0 Z & E ALS A X|H &
S AtEsto] ZTE S3 HIZlo| MY E = U&LICH

= 8t HME AMEES CtA| ¥ H & 0| AH|A EE|XIE AWS RS E|

/A Important
e X[ 1240 F<L: AWS GovCloud (US)

M SK|5H7| o A 2| AAS HHO

A
ol- oie HlHol AMAE + ei&LICH
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CHS AAELICH AEE six[g Flol= o o

Amazon Detective Python A3 ZEE AF&35lo{ AME #2lsie &
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Amazon Detective= 2|Z X|E 2|0 M GitHub YZ19| 2 & AA Python AT R EE XS ELICEH
amazon-detective-multiaccount-scripts 2 3 & E0{| £ Python 30| Z g L|C},

O|& AIE35l04 LIS Eg ~8E &= A&LICH
« 044 2| o] & E|RF Aol CHEH DetectiveE & AstEHLICEH

DetectiveE E43tstH S&F JeZof Ei 2t 2 22 E + U&LICH
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https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/close-account.html
https://github.com/aws-samples/amazon-detective-multiaccount-scripts
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. METoE MM Aol £0f 0lHYUS B & aLich X0 OlHYUS BUHX| AR 23S T
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£ Ql&L|Ct.

. BEIR AR BIFY S5 2zl Wi AHES HMHELIC
+ Of2d 2lziol 2% Aol chs Detectve B8 S BILICE. 21T AHO| DetectiveB HIE M
sHR 2t B|R0| Balxt AR S5 JEHZ7} Wl AEHE LI

enableDetective.py A3 R EE C}S &S +&FLICH
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1. XIHE Z 2|™ el #2|XF A& ol Detective?| oF & &M
A& ol CH3H DetectiveS & 4Adst&HLICt.

2IEE AI835104 DetectiveE & &3tott S&F e Zof Bl gt 2 €T E + U&LICH
IS =
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b
2
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r
[ul

=
2. MEiMo z BE|RF AYNM 24 S5 Jefzo| X|HE HEH AlEe
Zof o|HY HIAIXIE 7|2 HIAIX| 2EIXE AEstH ALS AL XIEE & &Lt

ZOolHYE ELHX| A EE 2F

=
3. Wt AHol cHet ZCHE RS2 2 = &L

AFBRIEI AOE RS2 &2 2 HEH HH2 ol2E HAIXIE FAIE = A&LICH
U7 RS2 2 +EEIChE AHAE HEH A™ol 217 E2lsto ¥El= 2ol E&L T

disableDetective.py A3 B EE= X|HE 2|l #E[At AlE S& Tz oM XIEE HEH HH
£ AAgct
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IAM B0l M FE st B MRlE HRITH HE M2 HBS ASSHE ZWLICh 2T A, B
M dehzol Hl 571 5ol A3TE YAE2E AMsieied ChaT} TS Hetol WRLICH

« EA}: CreateGraph

« A} CreateMembers
« A} DeleteGraph

« Al DeleteMembers
« HA}: ListGraphs

« YAl ListMembers

« HA}: Acceptinvitation

g ME HE Sall QAHA TE 24 HOH Q5 HEI g E L2 &+ Uofof ELct

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam: :<ACCOUNTID>:user/<USERNAME>"
1,
"Action": "sts:AssumeRole"
}
]
}
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https://docs.aws.amazon.com/detective/latest/userguide/security_iam_id-based-policy-examples.html#security_iam_service-with-iam-policy-best-practices
https://docs.aws.amazon.com/detective/latest/APIReference/API_CreateGraph.html
https://docs.aws.amazon.com/detective/latest/APIReference/API_CreateMembers.html
https://docs.aws.amazon.com/detective/latest/APIReference/API_CreateMembers.html
https://docs.aws.amazon.com/detective/latest/APIReference/API_AcceptInvitation.html
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F 7t 7ALE (HE) AmazonDetectiveFullAccess 2|8 HAM S MEHSHMIL.
ol M MEE CHE g A= 2 EFE FIHECH

EnableDetective.yaml AWS CloudFormation EIZ 32 At83
LICH HIES2 2 EYH 2|4AN HHFEE BE 2[HoM A=E = A&LICt

> 1
>
>
1
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o
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I

1. HE[Xt A™oM EC2 QIATAE A|RFEILICEH EC2 QIAEA AZF o] CHEH M[F HE &= Linux
8 Amazon EC2 At& B A{2] Amazon EC2 Linux QIAEIA AE5H7[E &AL,
2. QUAEATL ZE[XF HE AssumeRole LHOIM EEE = QYT F 518st= W0l U= IAM HE

% Ol_l -|A0-|| O:|7=|ol-|__||:|.

EnableDetective.yaml AWS CloudFormation Bl Z%/2
EnableDetective ZE2EO0| Y= QUAEA Agto| HMHELICH
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* APT: sudo apt-get -y install python3-pip python3 git
* RPM: sudo yum -y install python3-pip python3 git

* Boto(Z|4A H{™ 1.15): sudo pip install boto3

2|ZX|EE|E EC2 QAR A0 SA|ELCH

s

git clone https://github.com/aws-samples/amazon-detective-multiaccount-scripts.git
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https://docs.aws.amazon.com/detective/latest/userguide/security-iam-awsmanpol.html#security-iam-awsmanpol-amazondetectivefullaccess
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/EC2_GetStarted.html
https://aws.amazon.com/blogs/security/easily-replace-or-attach-an-iam-role-to-an-existing-ec2-instance-by-using-the-ec2-console/
https://aws.amazon.com/blogs/security/easily-replace-or-attach-an-iam-role-to-an-existing-ec2-instance-by-using-the-ec2-console/
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AZBIEE TR 2T ALY 7Y

1. AssumeRole £& HEHO| U= TEIRF AEe 24 AlAHR EHot Q15 HEE AYM=EX &g
LICH
2. E& AmZEQo{ Mkl
* Python 3
« Boto(Z|4 HZT 1.15)
 GitHub A3 EE
ENE Mx| x|
Windows 1. Python 3(https://www.python.org/downloads/windows/)=
M i|él-|_||_—_|._

2. BHAITETEE QJLCt
3. BotoZ Mx|5t24M pip install boto3S Al&HEL|Ct

4. GitHub (https://github.com/aws-samples/ amazon-de
tective-multiaccount-scripts) M AT BE AA FEE ¢}
RECSHAAIR.

Mac 1. Python 3(https://www.python.org/downloads/mac-osx/)&
MAR[gLICH

2 HEH ZETEE QLC}

3. BotoE M x%|5t24™M pip install boto3= AMFLICH
4. GitHub (https://github.com/aws-samples/ amazon-de

tective-multiaccount-scripts) 0|l AJRIE AA FIEE C}
T'_—EE%."L—“:".

Linux 1. Python 3& MX|5l2i™ Ct& & SILIE A=-FLICH
* sudo apt-get -y install install python3-p
ip python3 git
* sudo yum install git python
2. BotoE M%|5t24™ sudo pip install boto3S A&
L|Ct.
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https://www.python.org/downloads/windows/
https://github.com/aws-samples/amazon-detective-multiaccount-scripts
https://github.com/aws-samples/amazon-detective-multiaccount-scripts
https://www.python.org/downloads/mac-osx/
https://github.com/aws-samples/amazon-detective-multiaccount-scripts
https://github.com/aws-samples/amazon-detective-multiaccount-scripts
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3. https://github.com/aws-samples/ HAH A BIE AA FE
£ amazon-detective-multiaccount-scripts 5 A& LIC}.

ofl Z7ht7LE SE TR oIA RIHE Wi HHES Aseie HE =20 THE . csv

tol

Hro| Eof LtAFLICH A

|3 A Soll= AWS A ID2F AHe| RE AHEXF o|HY

111122223333, srodriguez@example.com
444455556666, rroe@example. com

enableDetective.py &%

EC2 QIAEAA = 27 AAE|I0|M enableDetective.py AJREE AME £~ Ql&LICH
enableDetective.pyZS A352{™
1. .csvIIUES EC2 QIAEA = 24 A|AEIO| amazon-detective-multiaccount-

scripts C|EEZ|0f SAFELICE.
2. C|HEEZ|E amazon-detective-multiaccount-scripts2 B1ZE&LICE.

3. enableDetective.pyA3ZE A&,

enableDetective.py --master_account administratorAccountID --assume_role roleName
--input_file inputFileName --tags tagValuelist --enabled_regions regionlList --
disable_email

AJEEE A™E M CHS gt2 HiELICH
administratorAccountID

22X AWS Aol AHE ID.

FHEE HAHE HH AY .csv S5 4 150


https://github.com/aws-samples/amazon-detective-multiaccount-scripts
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roleName

ZElR AE 2 2 I Ao 2 E AWS 4F 0| 0| E.

inputFileName

Zalxt ARel S5 2ol £7he YK HAH S50/ 50 2l .csv T O|E.
tagValuelist

(M ALEH) M S5 JEizol 2P Y HER TRE D% 25

Zh e Ztol @A key=valuedLIC of:
--tags Department=Finance, Geo=Americas

regionlList

(MEH ALEh ZHE|RF A™E ol S2F aeizol M HA™EE FIHE 21t 222 FEE SELCH
of:

--enabled_regions us-east-1,us-east-2,us-west-2

2R AHe| AL 2™ M DetectiveE OF2! & M3sl5HK| ItE = U&LICH 0| R A3 EE
= DetectiveE M35t T BE|XF HAHEE It M S5 2= & MAELICH

(MEH ALEH) Z8HEl 4L Detectives HEH HI&ol =Cff olHYS ELHX| et &Lct.

disableDetective.py A%

i

EC2 QIAEA = 2 A|ABIO|M disableDetective.py 23 EEE A £ Ql&LCH.

I|:|_=|

L

disableDetective.pyZ AlHsIE

£ amazon-detective-multiaccount-scripts CIHE{Z|2 SAFEFLICH.
2. .csv IIUE ME5to{ X|HE 2T S 5o CHer #EIRt AEel S5 2o M LIEE HEH A
Mg AAISted™ Ch21 20| disableDetective.py A3 BIEE ASEHLICH
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disabledetective.py --master_account administratorAccountID --assume_role roleName
--input_file inputFileName --disabled_regions regionlList

3. BEE z2|™o| #2|XF HlZHoil CHEH DetectiveE H|2 448t 5t2{H --delete-master ECH1IE AIE

5l0{ disableDetective.py A3 BEE AMELICEH

disabledetective.py --master_account administratorAccountID --assume_role roleName
--input_file inputFileName --disabled_regions regionlList --delete_master

A3 2 EE A™E M CHS gt2 HiELICH
administratorAccountID

ZH2[xt AWS H "ol HH ID.

roleName
IR AE 2 ZF AR AEHA M 22 AWS dg ol 0|&.
inputFileName

ZrE[xt AEel & iz oM M7HE B HY S50| §0{ U= .csv Tk O|E.

DetectiveS H|& A58t BR0|T .csv IHY S X|B3&HoF &LCt.

regionlList

oq:
--disabled_regions us-east-1,us-east-2,us-west-2

A AR AFJEIE & Detective7} X|HstE ZE ST RS EFLICE
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[0
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Amazon Security Lake S &

Amazon Security Lake= 27 223 22t C|O|H Bl0|3 MH|AILICH Security LakeE AHE5tH
AWS &4, SaaS 3Z YA, 2xd0|A AA BERE AA L EIA AAO| HOFH|O|EE HHo| X
= M OlolH Blo|2 2 X5 &Y EE&E = UELICH AWS Security LakeE AH&6HE £ ot
OB E 2AE = U2 ZE| Ao ot MEE E-l 245 OlsHE == U&LICH Security Lake
E M83H I ZE, o ZZ|F0lM L Oo|E{ofl CHEt 25 = JHME = QU&LICH

Amazon Detective= Security Lake2} S &t £|0{ Security Lake0l| & E HA| 21 H|O|E{E 2|5t
HAME = gLt

Ol 582 AF25H Security LakeOl M 7|[2X o2 x|st= CIE AA0M 212 O|HEE £

ta
ok

« AWS CloudTrail 22| O|HIE {7 1.0 0|4t
« OLOFE 714 AHM 28R E (Amazon VPC) 222 21 T 1.0 0|4

« OfOIE ABIAE! FHUIE|A MH|A (OFOFE EKS) ZHAF 21 A 2.0. Amazon EKS ZAF 235 A
A2 ALSStE{™ IAM ram: ListResources Tetof| F7haof BLICE XA LIS 2 AHHo| 22
%_|- IAM -?-.|o|- 7<7|.E xl-xo|.AlA|o

Security Lake7} 7|2Xo 2 X|9ElE AWS MH|AOM MEBEls 21 2 o|HIEE OCSF A 7|02
At Bt st= BEdod| CHEt AEAISH LHS 2 Amazon Security Lake AHS AH 'IE ATSHAAR.

DetectiveE Security Lake2t & & 5t™ Detective= Security LakeOllAM 22| O|HIE AWS CloudTrail &
Amazon VPC EE2 20t 2T E HA| 208 7X27| AEFELICH RMEH LHE2 BAI 20 F

O b L=
28 XA
Detective?t Security LakeE S&5t2{H OIS HHE 2 =35 L.

1. AlEst7] ™o

Organizations 22| A& Ab238t04 ZXlof| CHEH QU El Security Lake ZE2|XHE X|%d5HoF &L

Ct. Security Lake7} 433t E|0{ d=X| & QI+ T Security LakeZt AWS CloudTrail #2| O|HE &
Amazon VPC (Virtual Private Cloud) & 20|M 21 2 O|HIEE =&t U=X| =I5t AA]
(@}
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Detective= 2ot & X OWIE" Aol 2t 23 ot710|E HIHE AL& 8t Security Lake HiZ0f| £ ¢t
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https://docs.aws.amazon.com/detective/latest/userguide/securitylake-integration.html#iam-permissions
https://docs.aws.amazon.com/detective/latest/userguide/securitylake-integration.html#iam-permissions
https://docs.aws.amazon.com/security-lake/latest/userguide/open-cybersecurity-schema-framework.html
https://docs.aws.amazon.com/security-lake/latest/userguide/open-cybersecurity-schema-framework.html
https://docs.aws.amazon.com/detective/latest/userguide/profile-panel-drilldown-overall-api-volume.html#drilldown-api-volume-time-range
https://docs.aws.amazon.com/detective/latest/userguide/profile-panel-drilldown-overall-api-volume.html#drilldown-api-volume-time-range
https://docs.aws.amazon.com/detective/latest/userguide/securitylake-integration.html#Prerequisites
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2. Security Lake 1S A} A4

Amazon Security Lake2| 212t O|HIEE A& 3524 Security Lake 7= X040k & L|Ct. Detective
HE EIR A He| M A HetE Fo{5teiH CHE HAHE [MEAM L.
3. IAM IDOI| 22~ AWS Identity and Access Management (IAM) T&tE F 75 A A|2.
- CtZ HEH2 F71510q DetectiveE Security Lake2t S &5t &AL,
« 0|28t AWS ID & HMA ZE| (IAM) HEHES IAM AHH SHof| AZE LT XA LIE2 HH
of Ze# IAM T3t F7F MME HESHAAIL.
-« O] IAM HHE MH|A A g MEst= O MR%F IAM & Hot "xﬂon FItstHAl2. AWS
CloudFormation AFM[EH LI 2 IAM 2 ot
O 7

« DetectiveZ Security Lake2} 0|0| S&tst
HAASHAAIR. AEAIEH LHE 2 H ™ol 228 IA

-IBL +>1

—_

= o
4. BlAA 29 ARN ZLHE £Et5l1 S8t &35}

AWS CloudFormation &
st= Ol 28 oz
2 A835t0{ AR MMHS

22 AH&3510q Security Lake FSAIE I8 FHE| HHAE MMH5tD 2|
S CF. AE—'@ H5= 7§H‘I|°+ ':F74|E AWS CloudFormation & Z 2!

Detective 2&& A2 35104 Amazon Detectivet Amazon Security LakeE S&st= &80l CHSH Ol
=S E2{M O} HIC|2E AIHSHAA|2. Amazon Detective 2t Amazon Security Lake2| S8 - A% gt

-->

IE

AES7| ™ £H| A

-

Security Lake= 2t S & |01 =& L 0421 H|"H 2| 21 AWS Organizations =& & Zt2[gL|ct =&
0| M Security LakeE AF23t24M HX| AWS Organizations & 2| Aol == 9| |El Security Lake
E|XHE X[EstoF BLICH O™ ChS IIE Security Lake E2|XH7} Security LakeE & A3l5tn &=
Z]o| Hit] H|Hof CHet 21 3! o|HE =T & &d35tsHofF &LCt

Security LakeZ Detective@t S & 3t7| T101| Security Lake & 2IAF A0l i3l Security Lake7} & 435}
E|o4 AU=X| & RIELICE Security LakeE &d3t5t= AtAIEH ©7Hl= Amazon Security Lake AHE AH
Mol AlEFSL7[E & RFHMIS.

IE 8t Security Lake7t AWS CloudTrail 22| O|HE 2! Amazon VPC (7t At E2tfE) 58§ 210
M2 Y oHEE £=&5T U] ISt MA|L. Security Lakeol| M2l 2 = Elof| CHEH REAIEE LY
82 Amazon Security Lake AFHE AHAO| AWS MH|AMM HIO|E =28 & XFHAAIL.
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https://docs.aws.amazon.com/detective/latest/userguide/securitylake-integration.html#securitylake-subscriber
https://docs.aws.amazon.com/detective/latest/userguide/securitylake-integration.html#iam-permissions
https://docs.aws.amazon.com/detective/latest/userguide/securitylake-integration.html#cloud-formation-template
https://docs.aws.amazon.com/detective/latest/userguide/securitylake-integration.html#iam-permissions
https://docs.aws.amazon.com/detective/latest/userguide/securitylake-integration.html#resource-share-arn
https://docs.aws.amazon.com/detective/latest/userguide/securitylake-integration.html#cloud-formation-template
https://docs.aws.amazon.com/detective/latest/userguide/securitylake-integration.html#cloud-formation-template
https://www.youtube.com/embed/73ZurSZCZwA
https://docs.aws.amazon.com/security-lake/latest/userguide/getting-started.html
https://docs.aws.amazon.com/security-lake/latest/userguide/internal-sources.html#cloudtrail-event-logs
https://docs.aws.amazon.com/security-lake/latest/userguide/internal-sources.html#cloudtrail-event-logs
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1EtA|: Security Lake TESAF MM

Amazon Security Lake2| 219} O|HE E A8 35l24™ Security Lake S XF0o40F & LICH S Xt
Security Lake7t &= &&t= C|O|EHE {25t O|of] HAM|AE = JU&LICH FHE| HAMA HEHO| U= F
S Xt= Amazon Athena®t 22 MH|AE AH& 3101 Amazon Simple Storage Service (Amazon S3) H
Zoi| A 2% AWS Lake Formation El|0|& & #E|& &= JU&LICEH F5AE7F E[2{™ Security Lake # 2|
X7t ClO|EH Bllo|2 & RHElE &= Ue FSA HAMA HEHS M B st ok gLich &ElXt7t ol =¥t
ghedo] CHEF AFMIEH LHE 2 Amazon Security Lake AFHE A A Q| F 2| HMA HEHO| /e FSAF M4

e HEstAe.

Detective 7|d ZrE2IXHAIA| #2| VA& HEHS Foist2{H CHS BAHE [MHEAM L.
Security Lake0l|A{ Detective T+ S AHE 444 5t24™

1. https://console.aws.amazon.com/detective/0ll A Detective 2& & LIC}.

2. EHMFo|M SES MEELICH

3. Security Lake *SAt Z0oM HE ID & 2|F ID gt2 7|55 SLC
Security Lake Z2|Atof|H| O] IDE AtE35t0{ CHEE s&ASIESE QY& LICH

« Security Lake0l| A Detective 7= Xt 244,
o FEXTLHE HMA HEE HEE T,

« Lake Formation T2 2 Security Lake #HZ| TS A7} M4
Z &0 A Lake FormationS HIO|E{ HA|A Heio= MEdS

Security Lake Z2|XI7t S AHE M 51T Security Lake0|Af Amazon E|lAA 37 ARNS 4
gfuict Zr2lxtof A ol ARNE ELHE et @3 #Lct.

4. Security Lake S XA+ 2o Security Lake ZtE2|AF7} ME 8 ElAA SR ARNS Q/=248FL|Ct

5. Security Lake #EZ|IXAZEE| 2|AA 38 ARNS 22 £ Security Lake S A 20| 2|AA B8
ARN 2 xtoll ARNS l2d8fLct.

L

20HAH|: Al&of| 2 EHIAM M8 F7}

Detective2} Security Lake2| S &2 &d3t5t2{™ IAM Xt SHof| CtS AWS Identity and Access
Management (IAM) T3t =2 E &5l oF gFL|Ct.
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https://docs.aws.amazon.com/security-lake/latest/userguide/subscriber-query-access.html#create-query-subscriber-procedures
https://docs.aws.amazon.com/security-lake/latest/userguide/subscriber-query-access.html#create-query-subscriber-procedures
https://console.aws.amazon.com/detective/
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CHZ Cletel Maig dgtol 91ZAErLICH XFAl Amazon S3 HZ!E AFE 5104 Athena 2| ZTHE
K& 5tE2dH athena-results-bucket2 Amazon S3 HHZ! O|E 22 HIELIC}. Detective0i| A
Amazon S3 HA!2 XIS 22 445104 Athena F{2| AU E XMESIESE stE{T IAM HEH0oi| M A
S30bjectPermissions& A7 L|Ct.

Ol Y2 & IAM IDOi| ddst= ol 223 HEto| gl 3 EFEIXPOHHI 2Ot MAI2. AWS ER B ™
2HO| AUX|EF ZXMTH Y AlstE B2 1AM ALS B A | L IAM EX| s EE & ESHAMIR.

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"s3:GetBucketLocation",
"s3:ListAl1MyBuckets"
1,
"Resource": "*"
},
{

"Sid": "S30bjectPermissions"”,

"Effect": "Allow",

"Action": [

"s3:GetObject",
"s3:PutObject"

1,

"Resource": [
"arn:aws:s3:::<athena-results-bucket>",
"arn:aws:s3:::<athena-results-bucket>/*"

]

},
{

"Effect": "Allow",

"Action": [

"glue:GetDatabases",
"glue:GetPartitions",
"glue:GetTable",
"glue:GetTables"

1,

"Resource": [

"arn:aws:glue:*:<ACCOUNT ID>:database/amazon_security_lake*",
"arn:aws:glue:*:<ACCOUNT ID>:table/amazon_security_lake*/
amazon_security_lake*",

2CHAH: Aol 2R3 1AM T3t F 7} 156


https://docs.aws.amazon.com/IAM/latest/UserGuide/troubleshoot_general.html?icmpid=docs_iam_console#troubleshoot_general_access-denied-service
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AR 7H0|E

}I
{

}I
{

"arn:aws:glue:*:<ACCOUNT ID>:catalog"

]

"Effect": "Allow",

"Action": [
"athena:BatchGetQueryExecution",
"athena:GetQueryExecution",
"athena:GetQueryResults",
"athena:GetQueryRuntimeStatistics",
"athena:GetWorkGroup",
"athena:ListQueryExecutions",
"athena:StartQueryExecution",
"athena:StopQueryExecution",
"lakeformation:GetDataAccess",
"ram:ListResources"

]I

"Resource": "*"

"Effect": "Allow",

"Action": [
"ssm:GetParametersByPath"

1,

"Resource": [
"arn:aws:ssm:*:<ACCOUNT ID>:parameter/Detective/SLI/ResourceShareArn",
"arn:aws:ssm:*:<ACCOUNT ID>:parameter/Detective/SLI/S3Bucket",
"arn:aws:ssm:*:<ACCOUNT ID>:parameter/Detective/SLI/TableNames",
"arn:aws:ssm:*:<ACCOUNT ID>:parameter/Detective/SLI/DatabaseName",
"arn:aws:ssm:*:<ACCOUNT ID>:parameter/Detective/SLI/StackId"

"Effect": "Allow",

"Action": [
"cloudformation:GetTemplateSummary",
"iam:ListRoles"

1,

"Resource": "*"

"Effect": "Allow",
"Action": [
"organizations:ListDelegatedAdministrators"
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"Resource": "*",

"Condition": {
"StringEquals": {

"organizations:ServicePrincipal": [
"securitylake.amazonaws.com"
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Amazon Detective
of|H =2lgfL|Ct. AWS CloudFormation AH|A 23ghoil CHEt AFA[EH LHE 2 AWS CloudFormation A
HIA g S HESHMR.
1.  AWS Management Console 21213}t https://console.aws.amazon.com/iam/ 0| A IAM
ALt
2. 1AM Z&0| BrM FollM dg S MEIStD 4 MYS MEdErLICH
3. QAZ[E £ Q= AE{E| MEH(Select trusted entity) 0l A AWS AMH|A( service)E AMEHEHLICY.
4. AWS CloudFormation& MEdEILICt. O2[1 CtSS MENFLICH
5. A& 0|2 =g LICt. 0 & £04 CFN-DetectiveSecuritylLakeIntegration®lL|C}.
6. Che Qlatel HAS ogtof HZBILICH AWS HIE <Account ID> IDZ HHFAAIR.
{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "CloudFormationPermission",
"Effect": "Allow",
"Action": [
"cloudformation:CreateChangeSet"
1,
"Resource": [
"arn:aws:cloudformation:*:aws:transform/*"
]
},
{
"Sid": "IamPermissions",
"Effect": "Allow",
"Action": [
"iam:CreateRole",
"iam:DeleteRole",
"iam:AttachRolePolicy",
"iam:DetachRolePolicy",
"iam:UpdateAssumeRolePolicy",
"iam:PutRolePolicy",
"iam:DeleteRolePolicy",
"iam:CreatePolicy",
"iam:DeletePolicy",
"iam:PassRole",
"iam:GetRole",
"iam:GetRolePolicy"

AWS CloudFormation Bl ZX!S AI&3+0{ AE M
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iF

"Resource": [
"arn:aws:iam: :<ACCOUNT ID>:role/*",
"arn:aws:iam: :<ACCOUNT ID>:policy/*"

]
I
{

"Sid": "S3Permissions",

"Effect": "Allow",

"Action": [

"s3:CreateBucket",
"s3:DeleteBucket*",
"s3:PutBucket*",
"s3:GetBucket*",
"s3:GetObject",
"s3:PutEncryptionConfiguration",
"s3:GetEncryptionConfiguration"

1,

"Resource": [

"arn:aws:s3:::*"
]
I
{

"Sid": "LambdaPermissions",

"Effect": "Allow",

"Action": [
"lambda:CreateFunction",
"lambda:DeleteFunction",
"lambda:GetFunction",
"lambda:TagResource",
"lambda:InvokeFunction"

1,

"Resource": [
"arn:aws:lambda:*:<ACCOUNT ID>:function:*"

]

I
{

"Sid": "CloudwatchPermissions",

"Effect": "Allow",

"Action": [
"logs:CreatelLogGroup",
"logs:DeletelLogGroup",
"logs:DescribelLogGroups"”

1,
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"Resource": "arn:aws:logs:*:<ACCOUNT ID>:log-group:*"

.
{

"Sid": "KmsPermission",

"Effect": "Allow",

"Action": [

"kms:Decrypt"

1,

"Resource": "arn:aws:kms:*:<ACCOUNT ID>:key/*"
}

2CHA|: IAM 2ot F=R|of| HEH =Tt

O|™ EtH|o| A A A8t CloudFormation AMH|A Q&2 AF2510] AEHS M5}
|QBLICH MH|A dE g MY 5= O ALSE 1AM =Hlo o =
CloudFormation AEHS MAISt = O] IAM 2ot X2 £lsHoF EfLIC IAM MRS =
Q8 HEto| Q= AR Detective ZH2|AF A& o] & 2|XHo|H 22| EhLCt.

[IEl

(® Note

Ct2 HMo| M AF8El= CFN-DetectiveSecuritylakeIntegration O|%™ Creating
an AWS CloudFormation AMH|A 23& EtA[0 M 48t HAE S LIENHLICH O|§0| CHE &3
< O[T EtAHol M UZEt e o|§ 22 HAELICH

"Version": "2012-10-17",
"Statement": [
{
"Sid": "PassRole",
"Effect": "Allow",

"Action":
[
"iam:GetRole",
"iam:PassRole"
1,

"Resource": "arn:aws:iam::<ACCOUNT ID>:role/CFN-
DetectiveSecuritylakeIntegration"

}I
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{

"Sid": "RestrictCloudFormationAccess",
"Effect": "Allow",
"Action": [

"cloudformation:CreateStack",

"cloudformation:DeleteStack",

"cloudformation:UpdateStack"
1,

"Resource": "arn:aws:cloudformation:*:<ACCOUNT ID>:stack/*",

"Condition": {
"StringEquals": {
"cloudformation:RoleArn": [
"arn:aws:iam: :<ACCOUNT ID>:role/CFN-

DetectiveSecuritylakeIntegration"

]

"Sid": "CloudformationDescribeStack",

"Effect": "Allow",

"Action": [
"cloudformation:DescribeStacks",
"cloudformation:DescribeStackEvents",
"cloudformation:GetStackPolicy"

1,

"Resource": "arn:aws:cloudformation:*:<ACCOUNT ID>

"Sid": "CloudformationListStacks",

"Effect": "Allow",

"Action": [
"cloudformation:ListStacks"

1,

"Resource": "*"

"Sid": "CloudWatchPermissions",
"Effect": "Allow",
"Action": [
"logs:GetLogEvents"
1,

"Resource": "arn:aws:logs:*:<ACCOUNT ID>:log-group

:stack/*"

Il
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3EHAH: 220 AF X} X|H Z2FE X|™HELICH AWS CloudFormation

1. Detective®l| A AWS CloudFormation £ 2 O|Sst A2
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St 42 HZl0| 2lAaA SR ARNITH SLE R HELE A8 St B2
ME#St LakeFormationPrincipalsOll HHZIOM A E A1 2|2 = U= HEHO| JU=X &
QISR HZ! Mol CHEH REAMISH LI 2 Amazon Athena AFS MREM Q| 22| Zot 2l ]2
2B XA L.

Amazon S3 HHZ!g MAErL|Ct.

I

r
L]
Al
il
. 30
(@]
—r
=)
]
C i
rl

* DTRegion - 0| 2== O|2] MK A&LICH o] HEO| Zf2 HEsHX| OhAM|2.
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oF =X (od: IAM 2E ARN) 2| ARNS &E 2 723501 2 LICH O|F2 DetectiveE AHE 5t
= 2ot BA7tet ot AX|L|o{Y = U&LICH

O|7of Step 2: Add the required IAM permissions to your account]E#|0{A
IAM -‘r'-.lol-;> (ID_=|7E=|oI_|- IAM I=|O|- 7<7;.|||:||- A|.£Lol- A OIA|_||_-_|._

o2 T AAE

« ResourceShareARN — O| ZE& O|2| /2ik|o &LICH o] HEO| g2 ¥HAE5HK| OtMI2.

4, T™E
IAM 238 - Creating an AWS CloudFormation Service Role EtAH[0AM BHE &g MEY
gHLICH XK IAM @& 0] Creating an AWS CloudFormation Service Role Et7|9| E4

HEOo| 25 Qe BR 0| ZEE HIY E = U&LICH
5. &QIAMXE ZF HESIo{ MEASH OIS AR MM HES Z2IELICH RIMIEH L2 MME OIS
IAM E|AAE AESHMIS.

* ResourceShareAcceptorCustomResourceFunction
- ResourceShareAcceptorLambdaRole
- ResourceShareAcceptorLogsAccessPolicy

* SsmParametersCustomResourceFunction
- SsmParametersLambdaRole
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https://docs.aws.amazon.com/athena/latest/ug/querying.html
https://docs.aws.amazon.com/athena/latest/ug/querying.html
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- SsmParameterslLogsAccessPolicy
* GlueDatabaseCustomResourceFunction
- GlueDatabaselLambdaRole
- GlueDatabaselLogsAccessPolicy
* GlueTablesCustomResourceFunction
- GlueTableslLambdaRole
- GlueTableslLogsAccessPolicy

AEtA|: Amazon S3 HHZ! 222 LakeFormationPrincipals®| IAM E ot F&iof =7}

5 stedH

(ME4 ALE) O]l ®IZ3/0] AthenaResultsBucket2 AHS 2 M5t
5o gL,

LakeFormationPrincipals®2| IAM £9F F&i|of C}S MR 047

"Sid": "S30bjectPermissions"”,

"Effect": "Allow",

"Action": [
"s3:GetObject",
"s3:PutObject"

1,

"Resource": [
"arn:aws:s3:::<athena-results-bucket>",
"arn:aws:s3:::<athena-results-bucket>/*"

—

}
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https://console.aws.amazon.com/cloudformation/
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AWS CloudFormation AE42 AFX|SHE{H (25)

1. hitps://console.aws.amazon.com/cloudformation 04 A& AWS CloudFormation Z2&2 L
A

2. CloudFormation 2& 2| A& H|O|X|o{| M AFK|SlEdE ABYS MEHEILICH AEHO| $4RH A& S 0|
o40F &L|C}.

3. A AR HE Hol AHE MBLIC

4. HIAIKIZF LEEHLERE AR AR S AMERSFLCE

(® Note
A AR|7} AISHEl 2ol AR AR U8 BXIE 4 etaLich A=i0]

DELETE_IN_PROGRESS A'E{ 2 H}EL|C}H.

0

B AMX|7F 2t 2 £/ AEHO| AEH7} DELETE_COMPLETEZ HFEIL|C}.

DeletetHEES Z2!8t Failed to delete stack & HA|X|Q &7 Mt 2LF 7t EAIEICHH IAM
Aol ARE MRH|E CloudFormation HeH0| @i ZWULICH AE &tE[Xtof| 7] E2l5to] A=4E 4K

CloudFormation A4 E 4rK|5t24H (AWS CLI)
AWS CLI QIE{H|o|A0f Ctg BEE L=gLIct.

aws cloudformation delete-stack --stack-name your-stack-name --role-arn
arn:aws:iam: :<ACCOUNT ID>:role/CFN-DetectiveSecuritylakeIntegration

CFN-DetectiveSecuritylLakeIntegration2 Creating an AWS CloudFormation
Service RoleTHH|0|A] et MH[A JgL|ct
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0= ME(EE) us-west-2 securitylake.us-west-2.amaz
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2l ol& INEE AexlE Z2EE
OfAlo} Ef B (=) ap-northe securitylake.ap-northeast-1 HTTPS
ast-1 .amazonaws.com
LtCHE R ca-central-1  securitylake.ca-central-1.a HTTPS
mazonaws.com

FHEHEIFEE) eu-central-1  securitylake.eu-central-1.a HTTPS
mazonaws.com

fEH(OIYHE) eu-west-1 securitylake.eu-west-1.amaz HTTPS
onaws.com

SH(EHH) eu-west-2 securitylake.eu-west-2.amaz HTTPS
onaws.com

SHET2l) eu-west-3 securitylake.eu-west-3.amaz HTTPS
onaws.com

RHASEE) eu-north-1 securitylake.eu-north-1.ama HTTPS
zonaws.com

HotHZIZH A T2 F)  sa-east-1 securitylake.sa-east-1.amaz HTTPS

onaws.com

DetectiveOl A HA| 21 2|
I 24 Detective= Security Lake0i|A{ AWS CloudTrail 22| O|HE 3

DetectiveE Security LakeQP E ™D
SER EO9 HHUHE HAI|EOE 71X 7| AFFELIC.

S
Amazon VPC (74 At 28R E)

@ Note

Detective0ll M 2IA| 22 & F2|st= O CHE £t HI2 &1
CHE AWS MH[AO| CHEF A8 232 04T5| AAE 232

& L|Ct. Amazon AthenaZ H|Z 8t
2 MEFLIcH

AWS CloudTrail 2| O|HE = CIS T2 Zof| AFHEE £ JU&LIC.
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. AWS A
« AWS AR}

« AWS & A|M

« Amazon EC2 QIAEA
« Amazon S3 HZ!
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- FHUEIA EE{AH
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o |AM Q& MM
o IAM AR}

Amazon VPC Flow 1= CIS T2 Eof| AFHEE = &LICH

« Amazon EC2 QIAEIA

 Kubernetes L=

Detective 2&& A& 3104 Amazon Detective2t Amazon Security LakeE S & st= &80l CHSH Ol
22 OS HIC|2 & AIHSHAA|2. Amazon Detective2F Amazon Security Lake2| S8 - AFS &

IT M
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AWS HZe| #A| 2O & #{E|stedH

1. https://console.aws.amazon.com/detective/0i| M Detective 2& & JL|C}.

EFAM Ztoj A HAME MESH & AWS account2 ZA4EHL|CTH
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https://www.youtube.com/embed/A_EWd2lvVW0
https://console.aws.amazon.com/detective/

Amazon Detective

AR 7H0|E

Detective » Search » AwsAccount/714603721603

714603721603

AWS account Info

Activity for time window: 12/21/2023 18:00 UTC - 12/22/2023 18:00 UTC £

Observed IP addresses APl method by service Resource

Q Search

IP address v

Scope time Info

12/21/2023 18:00 UTC > 12/22/2023 18:00 UTC |

Q Query raw logs ‘

1
Successful calls v Failed calls v Location v Actions
6 2
2 1 -
1 0

= = H =
A 21 0|2| 27| Ello|E& &3l Security LakeOl| A C|O[E{E #{CIsto AMet 21 L O|HEE &
= U&LICH HA| O|HIE E0] CHEH REMIBH LHE 2 Amazon Athenalll EA|E! CIO|EHE EH XML
Raw log preview: CloudTrail X
View raw event logs that were retrieved by querying data from Security Lake. For more details about the raw event logs, you can view the data displayed in Athena.
Raw log preview (500+) 1 2 3 4 5 6 7 50 >
date_time v requestor_arn v account_id ¢ region v source_ip v service v api_
2023-12-22 09:58:38.000 UTC us-east-1 s3.amazonaws.com GetE
2023-12-22 09:59:49.000 UTC us-east-1 sts.amazonaws.com Assu
2023-12-22 10:00:13.000 UTC us-east-1 ec2.amazonaws.com Desc
2023-12-22 10:00:13.000 UTC us-east-1 sts.amazonaws.com Assu
2023-12-22 10:00:13.000 UTC us-east-1 iam.amazonaws.com Getl
2023-12-22 10:00:13.000 UTC us-east-1 sts.amazonaws.com Assu
2023-12-22 10:00:13.000 UTC us-east-1 sts.amazonaws.com Get(
2023-12-22 10:00:13.000 UTC us-east-1 autoscaling.amazonaws.com Desc
2023-12-22 10:00:14.000 UTC us-east-1 ec2.amazonaws.com Desc
2023-12-22 10:00:14.000 UTC us-east-1 ec2.amazonaws.com Desc
Close ’ See results in Athena [ ‘ Download results
= x x| A = S = ir
A 2 | Ho|EoM 2| S FAS T, Amazon AthenaOllA ZItE &0lstn, Ol E &7
= S A
2 FEF 7,t( CSV) IUE COHRECE = A&Lch
A
Detectivedll 217+ EAISIKIEH 72| ZT7} g EIX| o= Z2 C2T 22 01f ME2Y 4 2l
Ct.
DetectiveOll A Al 2 32| 170
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« Al 2= Security Lake 21 HIO|ZE 0| EA|E[7| 70| Detectiveol| MBS E =+ U&LICH LtSod| C
A A8 FHAIL,

+ Security LakeO M 227t +E L[S = U&LICH 2 AlZh 7|CHEl B Security LakedlMH 21
7 F2HEl Ao 2 E AIEILICE Security Lake #2|XFof|AH| £2]5t04 o] EMIE LML

of A

« Oi%tof CHEF A 21 72| AWS

« Amazon EKS EHAEQ| ®A| 21 F[E|
« Amazon EC2 RIAEIA Q| YA 21 FH |

qgfoil CHet HAl 21 22| AWS

M X227 0[]0l MHe| AWS He &S E Olslistci™ Detective 2£ 0| M & QIE £+~ U&LICH

AWS A& o| ¢A| 21 E F2|stedH

1. https://console.aws.amazon.com/detective/0| A Detective 2& & LIC}.

2. Detective Summary HO|X|2| AHE2 ZHE El X|2|H 2[x| MMM HE S 7|8 FAA2. AWS

3. EAMFo|M QMg MEHEH T AWS roles AMEFLICE

4., AWS HE9o| d 2|AAE &EGto] T ElAaATSHE IP FL0M M-S EHAPIZES £

AlSHMI2.

5. ZAMslti= API & 29| E27| of0|E 2 MEISto] HA| 21 0|2| E7| Ho|EE YLCt.
Activity for time window: . £z
Observed IP addresses API method by service Resource

Q Search 1

IP address v Successful calls v Failed calls v Location v Actions
4 289 284

> 63 0

| 4 42 0

> 21 0
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https://console.aws.amazon.com/detective/

Amazon Detective

Amazon EKS Z28{AEQ| Al 21 32

AR 7H0|E

1. https://console.aws.amazon.com/detective/0l| M Detective 2& & JL|C}.

2. Detective Summary HO|X|2| 7} Bl O] MME ZET} Q= ZAHO|L] Ee{AE] AlM0f A
Amazon EKS 22AEZ o|S &Lt

Amazon EKS 28{AE AMlE HE HO|X|o|MH FHHL API &S

4, 0| Amazon EKS Z2{AE{ 2} 22 El TR Kubernets API & &
EAE MEfELICH

5. 0i7[olM Al =21 22§ AEE + U&LICH

S MEfELICH

MMM M| Alztol cier MF S

.‘

Amazon EC2 QIAEIAO| HA| 21 ZZ

1. https://console.aws.amazon.com/detective/0| A Detective 2

2. B HoIM HME HeiE 5

MENSE & Amazon EC2 instance2 ZAAHEFL|CEH.
3. T VPC 58 & MMM ZAFSHE{= API & Q
I o2l 27| Eolgg Yuct.

4. of7|olM Al 21 FEIE AIFE + UA&LICH

@ Toggle overall traffic Q, Query raw logs

Activity for time window: 11/21/2023 11:00 (UTC-08:00) - 11/22,/2023 11:00 (UTC-08:00) .~

| Q Filter

‘ 1 2 3 4 5 6 7 . 888 >
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#choosing-managed-or-inline
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_principal.html
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https://docs.aws.amazon.com/AmazonS3/latest/dev/acl-overview.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_boundaries.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_about-scps.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#policies_session
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_evaluation-logic.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_evaluation-logic.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html#access_policies_create-json-editor
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html#access_policies_create-json-editor
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements.html
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https://docs.aws.amazon.com/service-authorization/latest/reference/list_amazondetective.html#amazondetective-actions-as-permissions
https://docs.aws.amazon.com/general/latest/gr/aws-arns-and-namespaces.html
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https://docs.aws.amazon.com/general/latest/gr/aws-arns-and-namespaces.html

Amazon Detective MNEX 70|=

"Resource": "arn:aws:detective:us-
east-1:111122223333:graph:027c7c4610eataacafOb883093cab899"

Resource E0|AM 042 BIAAE X[H5t2{H ARNS &|EE 28 LIC

"Resource": [
"resourcel",
"resource2"

o|§ £01 & ol& 2| S& JeZo M SUEH AWS AHE HH AYHo 2 Tofe = U&LICH sHE H
1M Resource E0i= ZOIE &2 S& ez 7t LIAE|of J&LICH

o
—_
.
=
L
lo
o
3
o

"Resource": [
"arn:aws:detective:us-
east-1:111122223333:graph:027c7c4610eataacaf®b883093cab899",
"arn:aws:detective:us-east-1:444455556666:graph:056d2a9521xi2bbluwld164680eby416"

]
S Ooi= MM S5 JoiE LY, S5 IoilE =0 S5 Hd0 2 U Detective 22 EH
S& aeiZolM =™ EIX| f&LICt O|28t 29| AR Resource 0| JUEFE(*)E ALE5HOF
gt

"Resource'": "*"

2E2|RF A 20| AR Detectives LESHE A7 Q&S gt S5 Oz o #2|At A-Hol &
stEX| g4 &olshL|ct HE A 2d90| AL Detective= RHSHE AF2AH7F HE A& of £8H= K|
g =olgtLIc IAM HAoM S2F 2= of CHEh M A HEHE R 0{3IHEIE AFHE A7 SHEE A
Holl £35HK| ot AL A E e 8E £ gi&Lct

EMESE Oz od s™ElE 2 E ol CHal IAM M=ol = 22 ARNO| Z & Z|o{of & L|C}
2= ARN2 LSO FIIHE &= U&LICEH o€ E04, H™H0| AHZ2ZE DetectiveE &35t = 7|
IAM HA2 e ARNS| 2t UEFIEE AFE 504 2 E Detective 2 0] CHEH HMAE K|S ELICE.
O|E S5l AFBAl= SA| HH A-EHE #elstn S& JeiZ oM ZALE 3 = U&LICH S5 1
izt MEE &= HME O0|ESH0] a2 ARNE FIIHE = U&LICH.

=7 7|

ZE2|XHE AWS JSON A2 AF2510{ £ 71 Fdof M AE £ QK| X|HE £ l&LICt &, o{H
HOot FR|7F ofH 2|AALL o{H ZZHM XS =8 = U=XIE XHE &= UYU&LICh

Amazon Detective7} IAMT} 2 S5H= & A 184



Amazon Detective MNEX 70|=

Condition LA(EE Condition%%)% Al25tH Z4=Ho| bl
Condition 4= SMYULICH ZHLE &80 Z2 =7 QAR E AF25t0{ o] ZHE @ H o

ot dRAZIE z2dAME dEe = &L

St 20| 0424 Condition2AE X|™H3t7LI Bt Condition2 A0 04 7|E X|Hste EB<)
AWS £ =C|X ANDEHA T E AF85H04 WoLEFLICH B =4 7(of o 2t 2 X|Hsle B2 = =2
X OR QLS AF2SI0{ Z7ZHE AWS LWILELICH HE Q| HEtE Bodst7| M| ZE 0
stL|C}
= .

A XHEE W RI2| EAIRF HLE ARE =T QELICH 6 E S04, IAM AF2 XL H| IAM AR X}
O|ELZ Ef7} RIHE A0 IEF 2lAA HMAE &~ Qe HEES #042 = QU&LICH RIMIEF HE
= IAM AF2 A B MOl IAM A @ A B4 Ol Ef T2 IR SHAI

HL

AWS 22H 21 7| 2 MH|IAE =7 7|& X|HELICH ZE AWS 22H = 7|18 HidH IAM A
_|

=
8 AWS dEMo| 2 2H AU HEAE 7|5 HRSHAAIL,

Detectivel= XH&l =74 7| EgHe Mo |s+x| SL&LIC} Ol S Mot 74 7|2 AFRSHE S K|2EHL
Ch BE AWS 224 =74 7|8 24 IAM AFR MBACAWS 224 &7 HEAE 7|8 &= sH4

Al2.

THIFIEMNEE = U U E|AAE o2 E{H Amazon Detective0f| A & O|8F Zrelg &= 35
M.

of| A

HT
(m ]
-l
O
AL
>
3
Q)
N
O
>
O
@
D
Q
<
D
pal
\J
ol
0%
N
e
04
12
=3
>
1=
g
fjo
ki

Detective A4 3H 7|8t Mol of &
XStM2.

Detective ZIAA 7|8 M= (K| E|X| )

2t S& Jcizol Ef 72 22 Y = UAGLICH ZUE0M ol2{8 Ef 1 2t 2 AHE5tod 2 aei=
off CHEF HMAE ZrEfg = J&Lict

Bl gfel =

r\l
rlo
o
0jo
o
1=
fjo
Paal
olo
o
L
o

=
(L

Amazon Detective7} IAMT} 2 S5H= & A 185


https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition_operators.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_variables.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_amazondetective.html#amazondetective-actions-as-permissions
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/STS/latest/APIReference/API_AssumeRole.html
https://docs.aws.amazon.com/STS/latest/APIReference/API_GetFederationToken.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_terms-and-concepts.html#iam-term-service-linked-role
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_terms-and-concepts.html#iam-term-service-role
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html#access_policies_create-json-editor
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html

Amazon Detective MNEX 70|=

« |IAM HHo| ZZHZ AE 50 UM A FTH K|EH HAMo| ZEE FItstod 2] & 2|01 CHEH A
MAE Mt = U&LICH & §01SSLE AF85tod RE @ E T™&slof SHCtn X[ st= HA
TS HEY = UELICH o & AWS MH|AE0{ & HUE Soll MH|A XY S MEste B
7S AF25104 AH|A EFdof| CHEF HAA P %,_P% H o048 =& AWS CloudFormation®!&LICt. A}
Mgt HE= IAM AFS A AE M| IAM JSON HA @A Z7HE FIFHM L.

« IAM Access AnalyzerE S8l IAM Mg HAB5to{ txst D 7|5%4Q1 M H A JAM Access
Analyzer01|A‘|= IAM &% 10{(JSON)SF B8 Abal|7} ol M Z4EE 2 AT 4 7|Z S A
grLICE IAM Access Analyzer= 1007l O|&f o] 224 &0l &
OI-X-I°|-_|_ 7|""—"|°._| ME Yt S S4LICH RHME HE

%

. HE| BE| Q1B (MFA) T2 - IAM ASR EE RE AMSAITL Q8 AlLbE|2 7t U B 57t 2
oh2 2/ AWS HIT MFAE EA3lstMAI2. API 2dg XN 3 &8 [ MFATI T2 5w H&of
MFA Z742 Z7HBHLICH REAISH MR E IAM AR MTMO| MFA 235 AP| A A TAIS AT
(@}

IAM2| 2259 Atzd|ol| CHEF REMIEE LHE 2 IAM AFE R dE A L] IAMLO| E o Y A& & ZshM|R.

Detective 2& AIE

Amazon Detective 22 AIE35t2{H AL XA E= & 0| APIQ| sliE 1t U X[t B2 4o
o M| A8 £ 9lodof BFLICH

S& Jef=Z of #E|At HH0| Elgi™H AL X EE= e 0d| CreateGraph 2]

0x
K
oh
Kl

DetectiveE &
TehE S oda{oF g LIC}.

—_

Detective 2&2 AFE350{ 22X A 22 _/,:éHg}an A X} = odstof LlstGraphs xl-o-lo."
CHet Het2 Fodahof &Llch J2{™ e A ™ol &

o
O| #o{ELICH 8t & #ElRt AE HUS —’f—%c'ia* = AE ﬁ?_h'.:_ Foigrotot .':;.*I—IEL

7tE 7125 #ElR AE T2 S5 a2zl HH AE S5 B3 S5 ez E A&sto =
AbeteE ZALict

A OcizoM HEH AE 552 EodH EoF FA|o|A siY ListMembers 4ol CHeh HEHS

iz ZALE s stedT 2ok FA|0|H SHE SearchGraph 2 Jof CHEr #HEHS F043H

H B 718 HA oAl 188


https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-validation.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-validation.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa_configure-api-require.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
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"Version": "2012-10-17",
"Statement": [
{
"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
"Action": [
"iam:GetUserPolicy",
iam:ListGroupsForUser",
iam:ListAttachedUserPolicies",

jam:ListUserPolicies",

iam:GetUser"

]I

"Resource": ["arn:aws:iam::*:user/${aws:

"Sid": "NavigateInConsole",
"Effect": "Allow",
"Action": [

iam:GetGroupPolicy",
iam:GetPolicyVersion",

"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
iam:ListGroupPolicies",

iam:ListPolicyVersions",

n
n
"iam:ListPolicies",

jam:ListUsers"

1,

"Resource": "*"
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{"Version":"2012-10-17",
"Statement": [
{
"Effect":"Allow",
"Action":
["detective:ListMembers", "detective:CreateMembers", "detective:DeleteMembers", "detective:DeleteC
"Resource":"arn:aws:detective:us-
east-1:111122223333:graph:027c7c4610eataacatf@b883093cab899"

},
{
"Effect":"Allow",
"Action":["detective:CreateGraph", "detective:ListGraphs"],
"Resource":"*"
}
]
}

£ ZElR AE AFSAHE g2 §LICH ALS
BAL HEE + &L

{"Version":"2012-10-17",
"Statement": [
{
"Effect":"Allow",
"Action":["detective:SearchGraph"],
"Resource":"arn:aws:detective:us-

east-1:111122223333:graph:027c7c4610eataacat®b883093cab899"
+

{
"Effect":"Allow",

"Action":["detective:ListGraphs"],
"Resource":"*"
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{"Version":"2012-10-17",
"Statement": [
{
"Effect":"Allow",
"Action":
["detective:AcceptInvitation", "detective:RejectInvitation", "detective:DisassociateMembership"],
"Resource": [
"arn:aws:detective:us-
east-1:111122223333:graph:027c7c4610eataacaf@b883093cab899",
"arn:aws:detective:us-
east-1:444455556666:graph:056d2a9521xi2bbluwld164680eby416™

]

},

{
"Effect":"Allow",
"Action":["detective:ListInvitations"],
"Resource":"*"

}

]
}

2[R AE: BT 22 TIgte = HMA KB

CHS M2 ALEX7} S J2Z 9| SecurityDomain Ef17F AF&XFQ| SecurityDomain Ei19}

|StEX| 4R E ZASt7| flo S IHZE MEE + UATSE S ELICH

"Version":"2012-10-17",
"Statement":[ {
"Effect":"Allow",
"Action":["detective:SearchGraph"],
"Resource":"arn:aws:detective:*:*:graph:*",
"Condition": {
"StringEquals"{
"aws:ResourceTag/SecurityDomain": "aws:PrincipalTag/SecurityDomain"
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}
}
},
{
"Effect":"Allow",
"Action":["detective:ListGraphs"],
"Resource":"*"
1]

Z JeiZof SecurityDomain Ef1 Zf0| Finance@l B2 ALEA7t S JBiZE =

{
"Version":"2012-10-17",
"Statement":[ {
"Effect":"Deny",
"Action":["detective:SearchGraph"],
"Resource":"arn:aws:detective:*:*:graph:*",
"Condition": {
"StringEquals": {"aws:ResourceTag/SecurityDomain": "Finance"}
}
} ]
}
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AWS 22|38 =0 AmazonDetectiveFullAccess
AmazonDetectiveFullAccess MaE |IAM EQF QIS0 A4E = Q&LICH
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ol Heto| Q= Hot =x|e H AHHE aalstn, S& Jef= o Ef2E F7t5t1, DetectiveS
t GuardDuty Z1H& 28 =k &LICt o] A2 Detective 2

Alste o 23t HetE M3 ELICh. AWS Organizations

-

i
rot
x
I
0
HL

O| X&Hof|& Ct= Heto| et z|o{ Q&L|C.

- detective — 29t F=&|7} Detective & 40i| CHEt Z & HMA HEHS 7HE
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{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"detective:*",
"organizations:DescribeOrganization",
"organizations:ListAccounts"
1,
"Resource": "*"
},
{
"Effect": "Allow",
AWS 2|3 Y34 193



Amazon Detective MNEX 70|=
"Action": [
"guardduty:ArchiveFindings"
iF
"Resource": "arn:aws:guardduty:*:*:detector/*"
iy
{
"Effect": "Allow",
"Action": [
"guardduty:GetFindings",
"guardduty:ListDetectors"
1,
"Resource": "*"
iy
{
"Effect": "Allow",
"Action": [
"securityHub:GetFindings"
iF
"Resource": "*"
}
]
}
AWS ZH2|& =i AmazonDetectiveMemberAccess
AmazonDetectiveMemberAccess HAZ |IAM QEE[0| AZ2E = U &LICtH
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"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"detective:AcceptInvitation",
"detective:BatchGetMembershipDatasources",
"detective:DisassociateMembership",
"detective:GetFreeTrialEligibility",
"detective:GetPricingInformation",
"detective:GetUsageInformation",
"detective:ListInvitations",
"detective:RejectInvitation"

1,

"Resource": "*"

AWS 2|8 E3: AmazonDetectivelnvestigatorAccess
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"Version": "2012-10-17",
"Statement": [
{

"Sid": "DetectivePermissions",

"Effect": "Allow",

"Action": [
"detective:BatchGetGraphMemberDatasources",
"detective:BatchGetMembershipDatasources",
"detective:DescribeOrganizationConfiguration",
"detective:GetFreeTrialEligibility",
"detective:GetGraphIngestState",
"detective:GetMembers",
"detective:GetPricingInformation",
"detective:GetUsageInformation",
"detective:ListDatasourcePackages",
"detective:ListGraphs",
"detective:ListHighDegreeEntities",
"detective:ListInvitations",
"detective:ListMembers",
"detective:ListOrganizationAdminAccount",
"detective:ListTagsForResource",
"detective:SearchGraph",
"detective:StartInvestigation",
"detective:GetInvestigation",
"detective:ListInvestigations",
"detective:UpdateInvestigationState",
"detective:ListIndicators",
"detective:InvokeAssistant"
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"Resource": "*"

"Sid": "OrganizationsPermissions",
"Effect": "Allow",
"Action": [

"organizations:DescribeOrganization",

"organizations:ListAccounts

1,

"Resource": "*"

"Sid": "GuardDutyPermissions",

"Effect": "Allow",

"Action": [
"guardduty:ArchiveFindings",
"guardduty:GetFindings",
"guardduty:ListDetectors"

1,

"Resource": "*"

"Sid": "SecurityHubPermissions",

"Effect": "Allow",

"Action": [
"securityHub:GetFindings"

1,

"Resource": "*"

AWS 2|3 H3: AmazonDetectiveOrganizationsAccess

AmazonDetectiveOrganizationsAccess HAZ IAM SE{E|o] 01 Z2E
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Organizations |3 0| = Z]0i| &3l O|2{& THEH2 &3l Detective &2 HHE HE 20T HHE Of
E2 EAE 4 Q&LICH AWS MH|A E8S 24515t T, XIHE 2AS HANE QS 2E|RI2
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S=E m.=E Q& LCt, GuardDuty AWS Security Hub

"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"detective:DisableOrganizationAdminAccount",
"detective:EnableOrganizationAdminAccount",
"detective:ListOrganizationAdminAccount"

1,

"Resource": "*"

},
{

"Effect": "Allow",

"Action": [
"iam:CreateServicelLinkedRole"

1,

"Resource": "*",

"Condition": {

"StringEquals": {

"iam:AWSServiceName": "detective.amazonaws.com"

}
1,
{

"Effect": "Allow",

"Action": [
"organizations:EnableAWSServiceAccess",
"organizations:RegisterDelegatedAdministrator",
"organizations:DeregisterDelegatedAdministrator"
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1,
"Resource": "*",
"Condition": {
"StringEquals": {
"organizations:ServicePrincipal": [
"detective.amazonaws.com"

"Effect": "Allow",

"Action": [
"organizations:DescribeAccount",
"organizations:DescribeOrganization",
"organizations:ListAccounts"

]I

"Resource": "*"

"Effect": "Allow",
"Action": [
"organizations:ListDelegatedAdministrators"
1,
"Resource": "*",
"Condition": {
"StringEquals": {
"organizations:ServicePrincipal": [
"detective.amazonaws.com",
"guardduty.amazonaws.com",
"macie.amazonaws.com",
"securityhub.amazonaws.com"
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AWS Z+2|3 =8 AmazonDetectiveServiceLinkedRole

DetectiveOll A AFEXIE CHAISIO ZHd S
E = the section called “AMH|A 213 <

- organizations - ZE9| HH HEE HAMELICH.

{
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"organizations:DescribeAccount",
"organizations:ListAccounts"

1,

"Resource": "*"

}
]
}

S| AIZ$E 0| % Detective 2| AWS Z 2% 2 Jri|0|Eof CH
0| x| 0| 474 Abgtoll CHEH XHE Rlg wopim 24 7|Z Ho|

AWS 22|32

o
Yl
2
bl
]

=] 200



Amazon Detective

HZ A

0%

AmazonDetectivelnvestigator
Access - 7|& E&of CHEt &
HiolE

AmazonDetectiveFullAccess

2l AmazonDetectivelnv

estigatorAccess - 7|& 24
AOIo|E

AmazonDetectiveOrg

anizationsAccess - M| 2424

AmazonDetectiveMem
berAccess - M &34

Ad404
=o

Detective ZAI & ZAt It OE 2
oF 242 AmazonDetectivelnv
estigatorAccess H&oi| =7}
A& LICt.

Detective= AmazonDet
ectiveFullAccess 3
AmazonDetectivelnv
estigatorAccess ZHof
Security Hub GetFindings Zr¢]
2 F7tM&Lct

O|248t 12 &3l Detective LHO|
M Security Hub ZAF ZIHE JtxdE

= A& LICH

Detective= AmazonDet
ectiveOrganization
sAccess MHAME FIIM&SLIC

O| H2HE = 2| L§oi M DetectiveS
g AMgtstD Mg HEtE Fo{&

Ct.

Detective= AmazonDet

fjo

ectiveMemberAccess =
FI&LIct.

|EHOl| Al Detectiveod| CH

B 2& Ul 540

=

20234 118 26

2023 5% 16

2023 3% 2

2023 1&€ 17

AWS 22|32

og

201



Amazon Detective

HZ A

0%

AmazonDetectiveFullAccess
- 7|& HAof CchEh YdiolE

AmazonDetectivelnvestigator
Access - M =4

AmazonDetectiveSer
viceLinkedRole - A & %4

0%

L R

LICH

Detective 7t 2421404 GuardDuty

GetFindings ZXIE FIIa

L|Ct. AmazonDetectiveFul
1Access

Olz{Et HHE &
M GuardDuty Z1
&Lt

nE 7tME &

Detective= AmazonDet
ectiveInvestigator

M Fytsi&L|Ct.

Access SA™= FT/INES

o S =5

Detective 0| A
&L|CH

M
1
gl:
Q'I_l

Detective= ali'e AMH|A 44 4E
2
=

off CHet M HAE F I+

CHSH Q| X|A] HM|A HEHS F|=Z

£ 3l Detective LHO|
ol
AA

ot

2023 1&€ 17

20233 1&€ 17

20214128 16

Detective7t 48 AFE £X3F  Detectives= AWS ZEI1E H&o|#H 20214 58 10

7| A= A MEE FX5T| ARG LICE
Detective0l| A{H|A @14 & AIE
Amazon Detective= AWS Identity and Access Management (IAM) MH|A @173 248t S AL
Ch MH|A @12 Q&2 Detectived]| 2 HAAE D RE R IAM L LT MH|A HAZ HEE2

DetectiveOl|l A AFH &

O|5tH MH[ATH AHERHE CHAlSI04 CHE AWS AHIA

202


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_terms-and-concepts.html#iam-term-service-linked-role
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_terms-and-concepts.html#iam-term-service-linked-role

Amazon Detective MNEX 70|=

MH|A A HEE A EotH ERE HEtg #3522 FIHE H It 912 B 2 DetectiveE Hf ZFHH st
HIA o

dHEY + ASLICH DetectiveOll M AH|A 944 A& o| HEts Holst2 = C=2H Holx|Xx| g2
Detective2F siiE HEE U + U&LICH Hol& HEtols Mz HAnh M HAo| 23 |
o ek HA2 CHE IAM AE{E|of AZEE =+ gigLCt

HX e 2| AAE AMKIEE F0 P MH|A 44 e S ANE = U&LICH O|FEH st 2lA A0 Cf
Bt HMA HEtES BEFo|2 MX|E £ Q17| 2 0i Detective 2|AA 7 E 3 =ElL|C}

K|stE 7IEF MH|AO| CHEF XEMIEE LIE 2 IAMS 2 A 5= AWS MHIAE
2 Hof of| 7} e MHIAE H&LICH ST MH|AO| CHEF MH[A 472 S M

o
ar
o

Detective= Detective7} AFR XS CHAISHO{ HE of HM|AE AWSServiceRoleForDetective UT S
& &st= MH[A A de 2 AFEELICH AWS Organizations

ET

AWSServiceRoleForDetective MH|A 2174 H& 2 CIR MH|ATF JE 2 &g Jo 2 AZE[FLICH

 detective.amazonaws.com

AWSServiceRoleForDetective MH|A 9173 &2 2|3 HAME AFEEHLICEH

AmazonDetectiveServicelLinkedRolePolicy

A 1O o|Eof CHEF REAM[EF LHE 2 AWS #E2[E
AmazonDetectiveServicelLinkedRolePolicy #H0i CHEF Amazon Detective C|O|EE & X
StAIA|2. O] HEHo| #473 AtEtol CHEH At L EIS 8o PdM Detective EA] 7|15 M| 0| X0l A RSS I

CEE 554 A2.

rﬂ
g'T_-
d
I
-
1z
el
ek

IAM EE[(AFE X}, &, dE %)7} MH|A 213 A4S ddstn =
g 78 = U&LIch XWI LHE 2 IAM ALE DB A2 MH[A 244 4%* TEhE HESAMIR.

Detective0d| CHEH MH|A Q14 g Y

MHIA QA A2 50 E YHE E2 It d&LICH , AWS CLIE= AWS APIOAM Z= %9
Detective #2|At A2 X|H 352 Detective0ll A AWS Management ConsoleA{H|A @174 2482 CH Al

SgELic

O MH|A ¢4 et S AXIFHCHI CHA| M50k e B2 SUE T2 MAE AFE5H0{ Aol A
g2 CHA| MAE 4= Ql&LICH Z&|9| Detective #EIXF A S XX E M DetectiveE MH|A 9473
&2 ChA| -8t

MH|A 33 A8 A8 203


https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.aws.amazon.com/detective/latest/userguide/security-iam-awsmanpol.html#security-iam-awsmanpol-updates
https://docs.aws.amazon.com/detective/latest/userguide/security-iam-awsmanpol.html#security-iam-awsmanpol-updates
https://docs.aws.amazon.com/detective/latest/userguide/doc-history.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#service-linked-role-permissions

Amazon Detective MNEX 70|=

Detective0l| CHEF AMH|A 44 48 TE

Q
ek
ra mo
0%
0 =
ro
-|o|
2
rlr
E
ok
=
Pl
E
12
mo
fjo
1L
F>|
-I>
30
N
[0
Q
ek
o

HIAME AF%3FO4 ‘E.'%*—O-I *E*':c'i'c’ HEY & J&LICH RHME L8 2

MHIA 947 g0l W Tl i MHIATHH 014 BR 9 ZRols ST AHS MRS X
Ol B&LICk W2tM TSR 2 LE>siL, SRR 2E DS AEED 2R U B,
MHIA B3 Aol CHE ElAAE BIX Halso 522 ARE 4 gLt

® Note

2| AAE AMK|StE] & [ Detective MH|A
Ol EAM|71 Y MstH 22 &2 J|CHRACH | ’Sf%*.

IIJ|0 -
=
>
N
c]
C
n

ol A AFE 3= Detective 2| AAE AN 5HE{E4 AWSServiceRoleForDetective

1. Detective Zt2|At A K|7HELIC}. the section called “Detective Z2|AF A X|Z"E & X SHA
(@)

L.

2. Detective 22X} AIHE K-8 2 2|0l O HXIE BHSEL|CH.

IAME AHS 0] £ 502 MHlA 9178 248 At 5h2iRd

IAM 2£ AWS CLI, EE= AWS APIE A2 3104 AWSServiceRoleForDetective AH|A 942
MELICH REMIEH LHE 2 IAM AR MEAMO| MHH|A 944 24E AKX E B ESHAIL.

mn
12
ok
mo
2

Detective AMH|A 2443 ghof CH3l X[ El= 21T

DetectiveOll A= AHIAE AFSE + A= ZE EITM MH|A A8 A ALE S X|ELICH REMIEF
LHE2 AWS 2| 2 =

Amazon Detective A3 S Ll AMA 22X SHZE

Ctg HEE AF&5t0q Detective ! IAMOM HME = Q= 3SH EXME RISt =HE = US
LICt AWS Identlty and Access Management(IAM) 2 AtEE [ BMA HE EX| E= |FALEF 2X|7t
gt MEHE F IAM AL MBEAMO| IAM EX| SHZE § 52 & Z5HAAIL.

ID & HAA 22X SHE 204


https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#edit-service-linked-role
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#edit-service-linked-role
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#delete-service-linked-role
https://docs.aws.amazon.com/general/latest/gr/rande.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/troubleshoot.html

Amazon Detective MNEX 70|=

DetectiveO| A ErdE &g HEto| &

2
Ojo

lg sEiE Heto| @iCH= AWS Management Console HIAIX|7F EAIZ|H ZE[XIAH =2 28
2 2|Xt= ALE AL O|F 1t HIZUHS & NS AR Lch.

CtE oMl 2 /®= mateojackson IAM AFEXI7F 2£2 AHE501 S&F e = o] M A0l 7| <
5t ZCHE 251240 5t X|DF detective:AcceptInvitation #EH0| Qie A<o0f ghgrL|Ct.
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"EventId": "f2545ee3-170f-4340-8af4-a983c669ce37",

"Username": "JaneRoe",

"EventTime": 1571956406.0,

"CloudTrailEvent": "{\"eventVersion\":\"1.05\",\"userIdentity\":
{\"type\":\"AssumedRole\",\"principalId\":\"AROAJZARKEP6WKJI5JHSUS:JaneRoe\",\"arn
\":\"arn:aws:sts::111122223333:assumed-role/1A4R5SKSPGGY9V/JaneRoe\",\"accountId
\":\"111122223333\",\"accessKeyId\":\"AKIAIOSFODNN7EXAMPLE\",\"sessionContext\":
{\"attributes\":{\"mfaAuthenticated\":\"false\",\"creationDate\":\"2019-10-24T21:54:567
\"},\"sessionIssuer\":{\"type\":\"Role\",\"principalId\":\"AROAJZARKEP6WKI5JIHSUS
\",\"arn\":\"arn:aws:iam::111122223333:role/1A4R55KSPGGOV\",\"accountId\":
\"111122223333\",\"userName\":\"JaneRoe\"}}},\"eventTime\":\"2019-10-24T22:33:26Z
\",\"eventSource\":\"detective.amazonaws.com\",\"eventName\":\"AcceptInvitation
\",\"awsRegion\":\"us-east-2\",\"sourceIPAddress\":\"192.0.2.123\",\"userAgent
\":\"aws /3 aws-sdk-java/1.11.648 Linux/4.14.133-97.112.amzn2.x86_64 Open]DK_64-
Bit_Server_VM/25.201-b09 java/1.8.0_201 vendor/Oracle_Corporation exec-env/
AWS_Lambda_java8\",\"errorCode\":\"ValidationException\",\"requestParameters\":
{\"masterAccount\":\"111111111111\"},\"responseElements\":{\"message\":\"Invalid

request body\"},\"requestID\":\"8437ff99-5ec4-4bla-8353-173be984301f\",\"eventID\":
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\"f2545ee3-170f-4340-8af4-a983c669ce37\",\"readOnly\":false,\"eventType\":\"AwsApiCall
\",\"recipientAccountId\":\"111122223333\"}",

"EventName": "AcceptInvitation",

"EventSource": "detective.amazonaws.com",

"Resources": []

iy
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