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» allocate-private-virtual-interface (AWS CLI)
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« allocate-public-virtual-interface (AWS CLI)

 AllocatePublicVirtuallnterface(AWS Direct Connect API)

/A Important
& H0|EQ|0|E stLt 0|4 2| Direct Connect H|O|E Q0|2 ¢1Z5t= B S HO|EL 0]
@} Direct Connect H|O|E2{|0|0|M At 3t ASN(RF2 AARI E5)0| EEtof ELICH oll& &
01 & H|0|E9|0|2t Direct Connect A O|ER| 0] 250 CH3H 7|& ASN 645125 AFR 5t @
4 23o| Aujg|ct,

SACTIE M3 J1A QBT 0/~ AA 133


https://docs.aws.amazon.com/cli/latest/reference/directconnect/allocate-public-virtual-interface.html
https://docs.aws.amazon.com/directconnect/latest/APIReference/API_AllocatePublicVirtualInterface.html

AWS Direct Connect INT=IY A To] =]

1.

o ~ w0

https://console.aws.amazon.com/directconnect/v2/home://0{| A AWS Direct Connect Z2&2 L

Ct.

EFA ZHOf| A 7}A QIE{H|O|AS MEHSHL|C}.

=

744 QIE{H| oA Mg MENFHLICE
Virtual interface type(7t&f QIE{m|0|A RFE)o| M R0 CisH TE&S MEfEFL|CH

Transit virtual interface settings(T1& 7t& QIE{H| 0|A HH)olM CtEE2 & LICH

. 7te QIE{H o|A O|Fo 7hH4 QlE{H0|A 2| O|§ S AT LICH
7

a
b. 2dZ20{| A O] QIE{H| O|A0i Al E Direct Connect ¢4
o

r

=

c. 7H4 QIE{H|O|A ARAtS| AR CHE AWS AHEES MEHEH LS 7t QIE{H|O|A A RALS| B
O| 7t4 QIEH|O|AE ARE HHC| IDE Y2dF LIt

d. VLANOI VLAN(Virtual Local Area Network)2| ID H3 E /248t |C}.

e. BGP ASN2| < M 7+4t QlE{mo|Ao0f CHEt 2 a|0[A Z[o{ 2t E{2| Border Gateway
Protocol At2 A|AR HE & l23gfL|C}.

S =8 2t2 1-21474836474LICt
Ft Dol CHEE e LICH

a. IPv4 BGP EE= IPv6 I|01E F/H5t2{H CI 2 =&ELIC

[IPv4] IPv4 BGP IL|0{E& F45t24™ IPv4E MEHSI T CtSS s->FLICH

« O|{8t IP A E KAMHMo 2 X|H5E{H AL 2HRE I|0o1 IPO| AmazonO| EEEE ME
SHOF 3t= IPv4 CIDR CH A8 =3ghLCt.

« Amazon 2} E] I|0] IPO| AWS(2)2 EE|EE MEst= O AASE IPv4 CIDR FAE H
gruct.

40
m

/A Important
AWS Direct Connect 7t&f QIE{H|0|AE FE [ RFC 19182 AFE35t0o{ AHA| IP
FAE XML, CHE T4 XIH MAE A 5HALE, point-to-point (S 2|31
RFC 3927 169.25IPv4.0.0/16 AWS IPv4 Link-Local B0l &= El IPv4/29 CIDR
FAE MENE £ Q& LICEH 0|48t point-to-point 2142 T2 HO|E 0] 2t E{Q}
Direct Connect QIEXZQIE 7t9| eBGP IL|0{Z04|2t AL 3HoF & LICt. AWS Site-to-
Site Private IP VPN EE £ Transit Gateway Connect®t 22 VPC EEiZ EE= E{d3
2 = 12 Ho|EQ0| Bt RE{S| R EE= | AN 2IE{H| 0| AE point-to-point
HABCHA LA FE= CHY FAE AEStE W0l AWS E&LICEH

A T3 718 EmolA B4 134


https://console.aws.amazon.com/directconnect/v2/home

AWS Direct Connect INT=IY A To] =]

« RFC 19180f| CHEH RtAlIEH LI 2 ZEt0|9 QIE{Io] =4 EH S A AHA 2.

« RFC 392701 CHEt RMIEH LI 2 IPv4 2 3-24 F42| 58 FHE HESHML.

[IPv6] IPv6 BGP IL|0{E& T435t24™ IPv6= MEHEILICE [0 IPv6 4= Amazon2| IPv6 F
2 E0M AsSeE Y ELICH AR XIH IPve FAE X|HE = gigLIch

b. Z|CH M& THI(MTU)E 1500(7 1= 250l A 8500(ME Z&|)e 2 ¥Zd5t24H Jumbo
MTU(MTU 37| 8500)& AEHEtLCH,

c. [MEH| {2 & FIIE =+ JU&LICH OHSE ~AELICH

[Ei2 =7H B2 F7HAdd tag)& MEHSt C
- Fl(Key)oll 7| O|§ 2 =grLCt.

- gfoll 7| gtE Lk

i
mjo
1
0%
e
C
0

[EHZ A7) Ef 2 ol RI= Ef MHE MEiEL|CH
7. 7t QHEmo|a dds MEEL|CH

7t QEHO|AE CHE AWS AE 2| ARA7E w8 5tH ClHto|A 0| Bt E T4 ot

AE J
Cle=c g 4+ aLch M LI8S 2126 A Y Ce2C BHg HESUAR,

jo

©
L1 fon

B3

M

IEE APIE M85t 34T ™ME 7Hy IE{H|0[A & M stE{™

+ allocate-transit-virtual-interface(AWS CLI)
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 create-bgp-peer (AWS CLI)
» CreateBGPPeer(AWS Direct Connect API)
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+ delete-bgp-peer (AWS CLI)
» DeleteBGPPeer(AWS Direct Connect API)
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 update-virtual-interface-attributes (AWS CLI)
+ UpdateVirtuallnterfaceAttributes(AWS Direct Connect API)
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+ tag-resource(AWS CLI)
« untag-resource(AWS CLI)
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+ delete-virtual-interface (AWS CLI)
» DeleteVirtuallnterface(AWS Direct Connect API)
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« disassociate-connection-from-lag (AWS CLI)

» DisassociateConnectionFromLag(AWS Direct Connect API)
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+ describe-direct-connect-gateway-attachments (AWS CLI)

» DescribeDirectConnectGatewayAttachments(AWS Direct Connect API)
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* create-direct-connect-gateway-association-proposal(AWS CLI)

» CreateDirectConnectGatewayAssociationProposal(AWS Direct Connect API)
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+ describe-direct-connect-gateway-association-proposals(AWS CLI)

» DescribeDirectConnectGatewayAssociationProposals(AWS Direct Connect API)
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» accept-direct-connect-gateway-association-proposal(AWS CLI)

» AcceptDirectConnectGatewayAssociationProposal(AWS Direct Connect API)

0424
oo

CC
4

75 54

M

to{ 214 X|¢et

fjo

rr
o

API

A&

» delete-direct-connect-gateway-association-proposal(AWS CLI)

» DeleteDirectConnectGatewayAssociationProposal(AWS Direct Connect API)
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» UpdateDirectConnectGatewayAssociation(AWS Direct Connect API)
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» DeleteDirectConnectGatewayAssociationProposal(AWS Direct Connect API)
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JSON

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"directconnect:Describe*",
"ec2:DescribeVpnGateways"

1,

"Resource": "*"
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JSON

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"directconnect:*",
"ec2:DescribeVpnGateways"
]I
"Resource": "*"
}
]
}
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Direct Connect Z|4&A ARN
2AA R ARN
dxcon arn:${Partition}:directconnect:
${Region}:${Account}:dxcon/${Con
nectionId}
dxlag arn:${Partition}:directconnect:
${Region}:${Account}:dxlag/${Lag
Id}
dx-vif arn:${Partition}:directconnect:
${Region}:${Account}:dxvif/${Vir
tualInterfaceld}
dx-gateway arn:${Partition}:directconnect::
${Account}:dx-gateway/${DirectC
onnectGatewayId}
ARN & Alof| CHEt RHAIEH LI 2 Amazon 2|44 O|F(ARNs) & AWS MH|A HIYJAHO|AE B ZESt
NL.
0iE E0{, MHE0| dxcon-11aa22bb CIE{HO|AE X|'H5t2{™ CIS ARNS AL ELICE.
"Resource": "arn:aws:directconnect:us-east-1:123456789012:dxcon/dxcon-11aa22bb
EHE HHEH| &5t ZE 7He QIEHO|AE X[H5tE{H AUEFEME AHSELIC.
"Resource": "arn:aws:directconnect:*:*:dxvif/*"
BlAAS MASH| 9l AT} 22 YUH Direct Connect &2 S ZlAA0|M £8E & giaL

"Resource": "*"
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"Statement": [

{
"Effect": "Allow",
"Action": [
"directconnect:DescribeConnections"
1,
"Resource": [
"arn:aws:directconnect:*:123456789012:dxcon/*"
]
},
{
"Effect": "Deny",
"Action": [
"directconnect:DescribeConnections"
1,
"Resource": [
"arn:aws:directconnect:*:123456789012:dxcon/examplel"
]
}
]

gLt CFS oMl E "Effect": "Allow"7} 20| X|H*E|RA=X| o{Fof ZAH Q0|7 IAM &
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FLICE

11°l'

"Statement": [

{
"Effect": "Allow",
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"Action": [
"directconnect:DescribeConnections

]I

"Resource": [

"
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"Version": "2012-10-17",
"Statement": [
{

"Sid": "ViewOwnUserInfo",

"Effect": "Allow",

"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"

1,

"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]

"Sid": "NavigateInConsole",

"Effect": "Allow",

"Action": [
"iam:GetGroupPolicy",
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iam:GetPolicyVersion",
iam:GetPolicy",
iam:ListAttachedGroupPolicies",
iam:ListGroupPolicies",
iam:ListPolicyVersions",
iam:ListPolicies",
iam:ListUsers"

1,

"Resource'": "*"

AWS Direct Connect0i CHEF &17| Mg MM A

CHS o x| E2 20 CHE 47| AM|& HEHE Fo4E LICH AWS Direct Connect.

JSON
{
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"directconnect:Describe*",
"ec2:DescribeVpnGateways"

1,

"Resource": "*"

}
]
}

AWS Direct Connect0i| CHEF & MM A
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JSON
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"Version": "2012-10-17",
"Statement": [

{

"Effect": "Allow",

"Action": [
"directconnect:*",
"ec2:DescribeVpnGateways"

]I

"Resource": "*"

}
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Direct Connect X+Z3

o1 71 S22 N E20f EIAA U 20N ThE ANMAE HOfE + BT S8 M B0l =
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JSON

{
"Version": "2012-10-17",

"Statement": [
{

"Effect": "Allow",

"Action": [
"directconnect:AssociateVirtualIntexface"

]I

"Resource": "arn:aws:directconnect:*:*:dxvif/*",

"Condition": {
"StringEquals": {

"aws:ResourceTag/environment": [
"preprod”,
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AR} 7tol=
"production”
]
}
}
3},
{
"Effect": "Allow",
"Action": "directconnect:DescribeVirtualIntexrfaces",
"Resource": "*"
}
]
}
Ei2E 7|8te 2 st 270l CHE 4AM|lA A o
IAM EHO| ZE ALE3H01 AWS E|4A00 i E XIEetE LM HMEE + = Bl 7|2t H
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St HAE ddste S 2oiELICt 28 AF2[2M ForAllValues B3 AE aws:TagKeys =

d 712 B7H AL85tod oM 7| - EEF 51 EE E AR LICH

[ = i —

JSON

"Version": "2012-10-17",
"Statement": {
"Effect": "Allow",
"Action": "directconnect:TagResource",
"Resource": "arn:aws:directconnect:*:*:dxvif/*",
"Condition": {
"StringEquals": {
"aws:RequestTag/environment": [
"preprod”,
"production"

Y

"ForAllValues:StringEquals": {"aws:TagKeys": "environment"}
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JSON
{
"Version": "2012-10-17",
"Statement": {
"Effect": "Allow",
"Action": "directconnect:TagResource",
"Resource": "*",
"Condition": {
"ForAllValues:StringEquals": {
"aws:TagKeys": [
"environment"
]
}
}
}
}
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JSON

"Version": "2012-10-17",
"Statement": [

{
"Action": "iam:CreateServicelLinkedRole",
"Condition": {
"StringlLike": {
"iam:AWSSexrviceName": "directconnect.amazonaws.com"
}
},
"Effect": "Allow",
"Resource": "*"
}I
{
"Action": "iam:GetRole",

"Effect": "Allow",
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aws directconnect describe-locations

{
"locations": [

{
"locationName": "City 1, United States",
"locationCode": "Example Location 1"

1,

{
"locationName": "City 2, United States",
"locationCode": "Example location"

}
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aws directconnect create-connection --location Example location --bandwidth 1Gbps
--connection-name "Connection to AWS"

"ownerAccount": "123456789012",
"connectionId": "dxcon-EXAMPLE",
"connectionState": "requested",
"bandwidth": "1Gbps",

"location": "Example location",
"connectionName": "Connection to AWS",
"region": "sa-east-1"

2EtAH|: LOA-CFACIRZ2E

ale

L8 F0|= describe-loa BHEE ME50{ LOA-CFAE 71X E = &LICH &3
olg s

base64 QAT ELICE 22 LOA LI 2 F &t CIZE 6104 PDF mt U HHsloF &LICt.

=2
=

Linux EE= mac OSE AI23510{ LOA-CFAE 7t {™

ol oMol e HEQ| 0t x|2t £ 20| base64 FECIEIE AHE5I0{ LIES
U2 LHEHL|CH

aws directconnect describe-loa --connection-id dxcon-fg31dyv6 --output text --query
loaContent|base64 --decode > myLoaCfa.pdf

WindowsE Al27310{ LOA-CFAE 71X |

— =

O| oMol M= £=40| myLoaCfa.base64ct 5t THUZE FEELICEH F Hm B
SEIE|E ArE5tod IS Cl|R Yt £342 PDF IHUE LHE

aws directconneawsct describe-loa --connection-id dxcon-fg31dyv6é --output text --query
loaContent > myLoaCfa.base64

287 LOA-CFALIRZEE

HEIL certutil &
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cextutil -decode myLoaCfa.base64 myLoaCfa.pdf

AWS Direct Connect 142 FE8 £0i= 714 QIE{H0|AE M504 AR E A|ZHSHOF & LICH 7+
A ZlolY! QE{H O|AE MAMG0{ VPCO| HAAE 4+ U&LICH EE HEZ! 714 QIE{HO|AS MM
5tod VPCO 9 AWS MH|A0] AZ8E £ &LICH IPv4 EEE IPve EEHEIE X|@stE 714 QIE{H|

O|AE BtE == U&LICH
AlZFStZ| ol TR E == the section called “7t& QIE{H|O|A T4 R74" EHO| He RS o dlA|
(@}

—_—

E Ar835t0{ 7t CIE{H 0| AE M5HH &3] AWS CLIo| Yt BB 74 HE 7 Z&ELICH Cldt
O|lAa0| Rt EtREH 7S H4d5t2{™H AWS Direct Connect 2& 2 AL & LICH XtAIEH LIS S Ef
teje %

o
SE TH IR s BHS FESY

[e][}
>
to

7tg =Zetols! elEm oA M

1. VPCO| HAZE 7t& Z20|H! HO|E/ 0]Q] ID(vgw-xxxxxxxx)E ©&LICt CtS EH0IM 7 2l
E{H|O|AE 4+dstE{H of ID7 EELch

aws ec2 describe-vpn-gateways

{
"VpnGateways": [
{
"State": "available",
"Tags": [
{

"Value": "DX_VGW",
IlKeyll: IlNamell

1,
"Type": "ipsec.1l",
"VpnGatewayId": "vgw-ebaa27db",
"VpcAttachments": [
{
"State": "attached",
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"VpcId": "vpc-24f33dad"

2. 7t4 ZEto|8! QIE{H|O|AE MAMELICE O|F, VLAN ID & BGP At AlAHE H3(ASN)E XIH
sHok gfLICH.

IPv4 EE{E o] 22 BGP I|0{& MlMof 2t BoflAM Z2to[H! IPv4 FAT7F L[ RHA| IPv4
FAE KIY8 L AmazonO| CHA FAE MM S & & U&LICH O HIFMIME IPv4 F
A7h SEELCH

aws directconnect create-private-virtual-interface --

connection-id dxcon-fg31dyv6 --new-private-virtual-interface
virtualInterfaceName=PrivateVirtualInterface,vlan=101,asn=65000,virtualGatewayId=vgw-
ebaa27db,addressFamily=ipv4

{
"virtualInterfaceState": "pending",
"asn": 65000,
"vlan": 101,

"customerAddress": "192.168.1.2/30",
"ownerAccount": "123456789012",
"connectionId": "dxcon-fg3ldyve6",
"addressFamily": "ipv4",
"virtualGatewayId": "vgw-ebaa27db",
"virtualInterfaceId": "dxvif-ffhhk74f",
"authKey": "asdf34example",
"routeFilterPrefixes": [],
"location": "Example location",
"bgpPeers": [
{
"bgpStatus": "down",
"customerAddress": "192.168.1.2/30",
"addressFamily": "ipv4",
"authKey": "asdf34example",
"bgpPeerState": "pending",
"amazonAddress": "192.168.1.1/30",
"asn": 65000
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"customerRouterConfig": "<?xml version=\"1.0\" encoding=
\"UTF-8\"?>\n<logical_connection id=\"dxvif-ffhhk74f\">\n <vlan>101</
vlan>\n <customer_address>192.168.1.2/30</customer_address>\n

<amazon_address>192.168.1.1/30</amazon_address>\n <bgp_asn>65000</bgp_asn>
\n <bgp_auth_key>asdf34example</bgp_auth_key>\n <amazon_bgp_asn>7224</
amazon_bgp_asn>\n <connection_type>private</connection_type>\n</
logical_connection>\n",

"amazonAddress": "192.168.1.1/30",

"virtualInterfaceType": "private",

"virtualInterfaceName": "PrivateVirtualInterface"

IPv6 ECHES X|5tE 7Ha ZEI0|E! QIE{H|O|AE MM5iE{d {2 SUSH HHS AL SHAM
addressFamily Zt2tO|E{0d| CHEF ipveE K|HEILICH AFXIE o=l MM XEA]| IPv6
FAE X|HE £ gieM, AmazonO| AFEXHO|AH| IPve FAE 2 EHLICE.

3. XML EACR BIRE 74 HEE Hed™ M8t 714 QB Ho|AE MHEFLICH --query Ttet
O/E{E AF835104 customerRouterConfig MEE F&31T --output IIZIO|E|E ALl A
o2 IEEIEZ HIAEE A MELICH

aws directconnect describe-virtual-interfaces --virtual-interface-id dxvif-ffhhk74f
--quexry virtualInterfaces[*].customerRouterConfig --output text

<?xml version="1.0" encoding="UTF-8"7?>

<logical_connection id="dxvif-ffhhk74f">
<vlan>101</vlan>
<customer_address>192.168.1.2/30</customer_address>
<amazon_address>192.168.1.1/30</amazon_address>
<bgp_asn>65000</bgp_asn>
<bgp_auth_key>asdf34example</bgp_auth_key>
<amazon_bgp_asn>7224</amazon_bgp_asn>
<connection_type>private</connection_type>

</logical_connection>

7hAF HE2] QIE{m| 0| A AiAd

1. 7ha Zato|! QIE{H|O|A S M AI5HE4T 0|2, VLAN ID X BGP AHE A|AE 8135 (ASN)E X|
SOk & LCt.

VAl
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e, IPv4 EEiE 9| 2 BGP I|o13 M|4o| Zt l=of CHE H=2| IPv4 A& X|™Est1L, BGP
Sofl 22 HEE IPv4 Z= & XIGsHok ELICE ofef oiXol M= IPv4 EEiEE 21T 7t

aws directconnect create-public-virtual-interface --

connection-id dxcon-fg31dyv6 --new-public-virtual-intexface
virtualIntexfaceName=PublicVirtualInterface,vlan=2000,asn=65000,amazonAddress=203.0.113.1/
{cidr=203.0.113.4/30}]

{
"virtualInterfaceState": "verifying",
"asn": 65000,
"vlan": 2000,

"customerAddress": "203.0.113.2/30",
"ownerAccount": "123456789012",
"connectionId": "dxcon-fg31ldyve",
"addressFamily": "ipv4",
"virtualGatewayId":
"virtualInterfaceId": "dxvif-fgh@hcrk",
"authKey": "asdf34example",
"routeFilterPrefixes": [

{
"cidr": "203.0.113.0/30"
3,
{
"cidr": "203.0.113.4/30"
}
1,
"location": "Example location",
"bgpPeers": [
{
"bgpStatus": "down",
"customerAddress": "203.0.113.2/30",
"addressFamily": "ipv4",
"authKey": "asdf34example",
"bgpPeerState": "verifying",
"amazonAddress": "203.0.113.1/30",
"asn": 65000
}
1,
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"customerRouterConfig": "<?xml version=\"1.0\" encoding=\"UTF-8\"?
>\n<logical_connection id=\"dxvif-fgh@hcrk\">\n <vlan>2000</
vlan>\n <customer_address>203.0.113.2/30</customer_address>\n
<amazon_address>203.0.113.1/30</amazon_address>\n <bgp_asn>65000</bgp_asn>
\n <bgp_auth_key>asdf34example</bgp_auth_key>\n <amazon_bgp_asn>7224</
amazon_bgp_asn>\n <connection_type>public</connection_type>\n</logical_connection>

\n",
"amazonAddress": "203.0.113.1/30",
"virtualInterfaceType": "public",
"virtualInterfaceName": "PublicVirtualInterface"
}

IPv6 ECHEE X|HstE 7t =2 QB 0|AE 4 d5tE{H BG g IPv6 2t E
£ X|gg = A&LICH A8 A= T3 Mol CHal IPve FAE X|HE = 9.1 H, AmazonO|

ALEXtoll A 1Pve FAE SR LICE ot ool ME IPve ECiEE fI8F 7 HEZ! QIE{H[ O]
AE HEELICH

o OH"
oI

HL

, 10 Y

aws directconnect create-public-virtual-interface --

connection-id dxcon-fg31dyv6 --new-public-virtual-intexface
virtualIntexfaceName=PublicVirtualInterface,vlan=2000,asn=65000,addressFamily=ipv6, routeFi
{cidr=2001:db8:64ce:ba01::/64}]

2. XML AR BIRE 74 HEE Eed™ M8t 714 QB H o|AE MHEFLICE --query Ttet
O/E{E AF835104 customerRouterConfig MEE F&31T --output IIZHOIE{E AL A
oz IEEI EZ HIAEEZ T M8LIC

aws directconnect describe-virtual-interfaces --virtual-interface-id dxvif-fghOhcrk
--query virtualIntexfaces[*].customexRouterConfig --output text

<?xml version="1.0" encoding="UTF-8"7?>

<logical_connection id="dxvif-fgh@hcrk">
<vlan>2000</vlan>
<customer_address>203.0.113.2/30</customer_address>
<amazon_address>203.0.113.1/30</amazon_address>
<bgp_asn>65000</bgp_asn>
<bgp_auth_key>asdf34example</bgp_auth_key>
<amazon_bgp_asn>7224</amazon_bgp_asn>
<connection_type>public</connection_type>

</logical_connection>
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o

2E OIIHIE 2 23 FF0le 2ES ddet ALSXtol| cHet 2T S04 U&LICH X1 HF BEE 0I8
otH ChES &l THE + A&

- 20| RE E&= AWS Identity and Access Management (IAM AtE X X124 SHOE 0|Fo{Fi=X|
o1 LICt.

« UE £ mos ol AAS Kol CHEF A 2oF QIS 2 ALEst0] 20| Y= X| o1F.

« CHE AWS MH|AOIM 2FE HEX| o{F ALt

KEMIBH LI 2 CloudTrail userIdentity A2 2 XFIHL.

AWS Direct Connect 21 It &= 0|3H

ZHo|g X|H8t Amazon S3 HZ!0| O|HIEE 21 w2 UHE = QA st FEYLICH

CloudTrail 21 ZtYol = stLt O|& el 2 50| LeE + U&LICH OHEE EE _/.\_é FE Q|
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HY 2FE LIEUH 28 Y, Y Imet Alzh, 23 ntetd|e Sof cier §&27

7t §0
CloudTrail 21 TS TES| AP 5/ 20| £2 A% E80lA7} ofLI22 55 242 EAIZ/X)
of&LICt

Ct=2 20 CHEt CloudTrail 21 2|32 E 2| of2lL|C} AWS Direct Connect.

Example 0i: CreateConnection

"Records": [
{
"eventVersion": "1.0",
"userIdentity": {
"type": "IAMUser",
"principalId": "EX_PRINCIPAL_ID",
"arn": "arn:aws:iam::123456789012:usexr/Alice",
"accountId": "123456789012",
"accessKeyId": "EXAMPLE_KEY_ID",
"userName": "Alice",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2014-04-04T12:23:05Z2"

}I
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"eventTime": "2014-04-04T17:28:16Z2",

"eventSource": "directconnect.amazonaws.com",
"eventName": "CreateConnection",

"awsRegion": "us-west-2",

"sourceIPAddress": "127.0.0.1",

"userAgent": "Coral/Jakarta",

"requestParameters": {
"location": "EqSE2",
"connectionName": "MyExampleConnection",
"bandwidth": "1Gbps"

},

"responseElements": {
"location": "EQSE2",
"region": "us-west-2",
"connectionState": "requested",
"bandwidth": "1Gbps",
"ownerAccount": "123456789012",
"connectionId": "dxcon-fhajolyy",
"connectionName": "MyExampleConnection"

}I

Example 0i: CreatePrivateVirtuallnterface

"Records": [
{
"eventVersion": "1.0",
"userIdentity": {
"type": "IAMUser",
"principalId": "EX_PRINCIPAL_ID",
"arn": "arn:aws:iam::123456789012:user/Alice",
"accountId": "123456789012",
"accessKeyId": "EXAMPLE_KEY_ID",
"userName": "Alice",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2014-04-04T12:23:05Z2"
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}
I
"eventTime": "2014-04-04T17:39:557",
"eventSource": "directconnect.amazonaws.com",
"eventName": "CreatePrivateVirtualInterface",
"awsRegion": "us-west-2",

"sourceIPAddress": "127.0.0.1",
"userAgent": "Coral/Jakarta",
"requestParameters": {

"connectionId": "dxcon-fhajolyy",
"newPrivateVirtualInterface": {
"virtualInterfaceName": "MyVirtuallInterface",

"customerAddress": "[PROTECTED]",
"authKey": "[PROTECTED]",

"asn": -1,

"virtualGatewayId": "vgw-bb@9d4a5",
"amazonAddress": "[PROTECTED]",

"vlan": 123

iy

"responseElements": {
"virtualInterfaceId": "dxvif-fgg6lméw",
"authKey": "[PROTECTED]",
"virtualGatewayId": "vgw-bb@9d4a5",
"customerRouterConfig": "[PROTECTED]",

"virtualInterfaceType": "private",

"asn": -1,

"routeFilterPrefixes": [],
"virtualInterfaceName": "MyVirtualInterface",
"virtualInterfaceState": "pending",
"customerAddress": "[PROTECTED]",

"vlan": 123,

"ownerAccount": "123456789012",
"amazonAddress": "[PROTECTED]",
"connectionId": "dxcon-fhajolyy",
"location": "EQSE2"

iy
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Example 0i: DescribeConnections

"Records": [
{
"eventVersion": "1.0",
"userIdentity": {
"type": "IAMUser",
"principalId": "EX_PRINCIPAL_ID",
"arn": "arn:aws:iam::123456789012:user/Alice",
"accountId": "123456789012",
"accessKeyId": "EXAMPLE_KEY_ID",
"userName": "Alice",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2014-04-04T12:23:05Z2"

},

"eventTime": "2014-04-0Q4T17:27:287Z",
"eventSource": "directconnect.amazonaws.com",
"eventName": "DescribeConnections",
"awsRegion": "us-west-2",

"sourceIPAddress": "127.0.0.1",

"userAgent": "Coral/Jakarta",
"requestParameters": null,
"responseElements": null

iy

Example 0i: DescribeVirtuallnterfaces

"Records": [
{
"eventVersion": "1.0",
"userIdentity": {
"type": "IAMUser",
"principalId": "EX_PRINCIPAL_ID",
"arn": "arn:aws:iam::123456789012:user/Alice",

AWS Direct Connect 21 I} &5 0|5l
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"accountId": "123456789012",
"accessKeyId": "EXAMPLE_KEY_ID",
"userName": "Alice",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2014-04-04T12:23:05Z"

}
}
I
"eventTime": "2014-04-04T17:37:53Z7",
"eventSource": "directconnect.amazonaws.com",
"eventName": "DescribeVirtualInterfaces",

"awsRegion": "us-west-2",

"sourceIPAddress": "127.0.0.1",

"userAgent": "Coral/Jakarta",

"requestParameters": {
"connectionId": "dxcon-fhajolyy"

},

"responseElements": null

}I
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