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» UpdateVirtuallnterfaceAttributes(AWS Direct ConnectAPI)
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https://docs.aws.amazon.com/directconnect/latest/APIReference/API_TagResource.html
https://docs.aws.amazon.com/cli/latest/reference/directconnect/tag-resource.html
https://docs.aws.amazon.com/directconnect/latest/APIReference/API_UntagResource.html
https://docs.aws.amazon.com/cli/latest/reference/directconnect/untag-resource.html
https://docs.aws.amazon.com/directconnect/latest/APIReference/API_DescribeTags.html
https://docs.aws.amazon.com/cli/latest/reference/directconnect/describe-tags.html
https://docs.aws.amazon.com/cli/latest/reference/directconnect/tag-resource.html
https://docs.aws.amazon.com/cli/latest/reference/directconnect/describe-tags.html
https://docs.aws.amazon.com/cli/latest/reference/directconnect/untag-resource.html

AWS Direct Connect INT=IY A To] =]

AWS Direct Connect2| £ ot

AWSO{M St 2ot 71E %Rﬁml AMZESHL|CH AWS TZH2 Eotof O 2IZ st =ZElo| @3

ALghof £ °*oPEE TSE Oo|E ME 2 HERZ ot7[Exe| 5{EES =& = U&LICE.

HOoF2 AWSS F5le| 25 MAUQLICH =5 e DEHS O] AFEE 2CIRE L 2o A EEIREQ

Hoto 2 MuEstL|ct.

« ZEIREQ| EO- AWSE AWS Z2E2IRE0A AWS MH|AE AldlstE QIZEIE ES8LICH AWS
= B OHHSHH A E == e MHIAE MSELICH EFAF ZAIH2 H7|1Mo 2 AWS A &
Tz ol etoZ Hot 0 E HAES T ASELICH AWS Direct Connectd] ML= #H &
= Z 2 30i CHS AHMIE LIBR A &4 T2 33 ME H2l Lol AWS MH|AE RIESHAMIS

- ZCRE L} EOoF - #5to| M2 H5H7F AFE 5= AWS MH|A0f ola A™EILICH 8 Hsh= ol
O] BIHE, 3lAI @F AHE, e HE Sl FHE HIZ 8 7|EF A0 CHSHAM = 2 Jo] U&LICEH

st= &g olalisie o =
Direct ConnectE sl &g &£
= Ol =20| £l CHE AWS MH|

o
o
inu
r

O| B = AWS Direct Connect AH& Al 35 M RS M
Ct ChS FAME Bt AH &+ FSE S
o4& L|C}. EE8F AWS Direct Connect 2lAA
AE A83tE W2 dotELIct

mn i
H ol
T
n
ou
9'|_|
I-_I
}0I'
OII

=M
« AWS Direct Connect2| HIO|E{ &
« Direct Connect®| ID2} HAM|A EE|
« AWS Direct Connecte| 22 21 2
« AWS Direct Connectl| #4 &
« AWS Direct Connect?2| = ¢

« AWS Direct Connect?| Q= 2} £ ot

fok

O

IS

50|

1 -

oN

oz

Ad
o

rj_

AWS Direct Connectl| HIO|E{ E&

AWS 35 Q| I E2 AWS Direct Connect?| H|0|E| £ 3 0i M ELIC} 0] LE0|A MHsHE ZIA
HAWS2(E) 2E AWS 2CRES(B) Adsts 22 QuetE B3 8 Mol U&LCt AFS X}

S Qlmplol M B AREE ZHAE Balsiof BLICH AL SHE AWS AHIA0] ot TAIDL BHE| AHed
off CHer MU AFEXHof|H 2 &LICH HIO|E Z2to|H Aol CHEE REAIEH LHE 2 Data Privacy FAQ(E

HolH 2= 183


https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/programs/
https://aws.amazon.com/compliance/programs/
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/data-privacy-faq

AWS Direct Connect INT=IY A To] =]

O|E Z2l0|HA| FAQ)E & ZE5tMR. &2l dlole E3of CHet XHA| &
AWS Shared Responsibility Model and GDPR 221 HAIE€ XML,

ClOIEHE E&5t2iH AWS AEHE e 215 WEE B335t AWS IAM Identity Center=2= AWS
5]

Identity and Access Management(IAM)E S35 7HE ALS AL A ™ E HHst= 20| E&LICH o|FE A 5t
0 7H AL Xbof|H| RHAlS| 2R E S4I5| o|™stE O st Heth 2o{gL|ct E5t Chsnt 242

deio 2 H|0|EE E S5t Zd0| E&LCt.

- Z AEol| HE| BE 215 d™E(MFA)S

« SSL/TLSE Ar&5to{ AWS 2|40t SAI5HM L. TLS 1.2 E+0|H TLS 1.3& & ELICH

« AWS CloudTrail2 APl & AIEAt 23 242 dHstM .
E oF ZIEE 1 B7H A8 SHMIR.

# et Clo|E{E AMst e 255 ol =& 0| =l= Amazon Macie2t Z2 1

+ BBE IEHOIL S APIE S5 AWSol HMAR T FIPS 140-2 215 225 280l B2
gt AR FIPSAEEQIEE MEFMR. AE 7t58 FIPS AEXQIEof CHEt REMEH LIS 2
FIPS(Federal Information Processmg Standard) 140-2& & Z35HA| L.

Dol O|H|Y FAZ2 7| HEL 58 WE = ElILE Name ZEQF Z2 At &4 EEOf

o|245t x| of= Zd0| E&LICH 047|of= AWS Direct Connect EE= 7|EF AWS AMHIAOIM 24, API,
AWS CLI == AWS SDKE AtE35t0o] 2tdst= 47t ZEELICE O|§o| AAEk[= Bl E= Atg
A EIAE ZCof 35t ZE HIO|EHE E+ E= RIE 230 AASE = U&Lct 2[F Muqof
URLEZ N3E M siE Mol CHEt REE HE5t7| ?lsH At £t QI5 E URLO Z & A|Z{M= ¢t

ClolEe 250 CHEF REMIBH LHE2 AWS 2ot E209| AWS =& Ml ZE 2 GDPR 221 HAIE

« AWS Direct Connect?| PIEHHIERIT ECHE 701 HE ES

« M& & 253 AWS Direct Connect

clole E= 184


https://aws.amazon.com/blogs/security/the-aws-shared-responsibility-model-and-gdpr/
https://aws.amazon.com/compliance/fips/
https://aws.amazon.com/blogs/security/the-aws-shared-responsibility-model-and-gdpr/
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https://docs.aws.amazon.com/signin/latest/userguide/how-to-sign-in.html
https://docs.aws.amazon.com/signin/latest/userguide/how-to-sign-in.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-signing.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/enable-mfa.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/root-user-tasks.html
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https://docs.aws.amazon.com/singlesignon/latest/userguide/what-is.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#rotate-credentials
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#rotate-credentials
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_groups.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id.html#id_which-to-choose
https://docs.aws.amazon.com/IAM/latest/UserGuide/id.html#id_which-to-choose
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-console.html
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{
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"directconnect:Describe*",
"ec2:DescribeVpnGateways"

1,

"Resource": "*"

}
]
}

Ct=2 1} 22 XA o Al= AWS Direct Connect0l| CHEF 2 E HAHAE Ho{ghL|Ct.

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"directconnect:*",
"ec2:DescribeVpnGateways"
1,
"Resource": "*"
}
]
}
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dxcon arn:${Partition}:directconnect:
${Region}:${Account}:dxcon/${Con
nectionId}

dxlag arn:${Partition}:directconnect:
${Region}:${Account}:dxlag/${Lag
Id}

dx-vif arn:${Partition}:directconnect:
${Region}:${Account} :dxvif/${Vir
tualInterfaceld}

dx-gateway arn:${Partition}:directconnect::
${Account}:dx-gateway/${DirectC
onnectGatewayId}
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"Resource": "arn:aws:directconnect:us-east-1:123456789012:dxcon/dxcon-11aa22bb
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"Version": "2012-10-17",
"Statement": [
{

"Sid": "ViewOwnUserInfo",

"Effect": "Allow",

"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"

1,

"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]

"Sid": "NavigateInConsole",
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https://docs.aws.amazon.com/IAM/latest/UserGuide/list_awsdirectconnect.html#awsdirectconnect-policy-keys
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users_change-permissions.html#users_change_permissions-add-console
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"Effect":
"Action":

"iam
n
n
n
n
n

]I

iam:
iam:
iam:
iam:
iam:
iam:

"Allow",
[

:GetGroupPolicy",
iam:

GetPolicyVersion",
GetPolicy",
ListAttachedGroupPolicies",
ListGroupPolicies",
ListPolicyVersions",
ListPolicies",

ListUsers"

"Resource": "*"

AWS Direct Connect0| CH8H 217| & M A

Cl=20 Z2 Z42H 0 A|= AWS Direct Connect0ll CHEH 17| HHAE HodgtL|ct.

{
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"directconnect:Describe*",
"ec2:DescribeVpnGateways"

1,

"Resource": "*"

}
]
}
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"Version": "2012-10-17",
"Statement": [
{
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"Effect": "Allow",

"Action": [
"directconnect:*",
"ec2:DescribeVpnGateways"

]I

"Resource": "*"
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"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"directconnect:AssociateVirtualInterface"
1,
"Resource": "arn:aws:directconnect:*:*:dxvif/*",
"Condition": {
"StringEquals": {
"aws:ResourceTag/environment": [
"preprod",
"production”
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"Effect": "Allow",
"Action": "directconnect:DescribeVirtualInterfaces",
"Resource": "*"
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"Version": "2012-10-17",
"Statement": {
"Effect": "Allow",
"Action": "directconnect:TagResource",
"Resource": "arn:aws:directconnect:*:*:dxvif/*",
"Condition": {
"StringEquals": {
"aws:RequestTag/environment": [
"preprod",
"production"

}I

"ForAllValues:StringEquals": {"aws:TagKeys": "environment"}
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{

"Version": "2012-10-17",

"Statement": {
"Effect": "Allow",
"Action": "directconnect:TagResource",
"Resource": "*",
"Condition": {

"ForAllValues:StringEquals": {
"aws:TagKeys": [
"environment"
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{
"Version": "2012-10-17",
"Statement": [
{
"Action": "iam:CreateServicelLinkedRole",
"Condition": {
"StringLike": {
"iam:AWSServiceName": "directconnect.amazonaws.com"
}
},
"Effect": "Allow",
"Resource": "*"
.
{
"Action": "iam:GetRole",
"Effect": "Allow",
"Resource": "*"
}
]
}
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_compare-resource-policies.html
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https://aws.amazon.com/compliance/services-in-scope/
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https://docs.aws.amazon.com/artifact/latest/ug/downloading-documents.html
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https://docs.aws.amazon.com/config/latest/developerguide/evaluate-config.html
https://docs.aws.amazon.com/securityhub/latest/userguide/what-is-securityhub.html
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-controls-reference.html
https://docs.aws.amazon.com/audit-manager/latest/userguide/what-is.html
https://aws.amazon.com/about-aws/global-infrastructure/
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https://docs.aws.amazon.com/whitepapers/latest/aws-vpc-connectivity-options/aws-direct-connect-plus-vpn-network-to-amazon.html
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https://docs.aws.amazon.com/STS/latest/APIReference/Welcome.html
https://aws.amazon.com/blogs/networking-and-content-delivery/how-aws-is-helping-to-secure-internet-routing
https://aws.amazon.com/blogs/networking-and-content-delivery/how-aws-is-helping-to-secure-internet-routing
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aws directconnect describe-locations

{
"locations": [

{
"locationName": "City 1, United States",
"locationCode": "Example Location 1"

1,

{
"locationName": "City 2, United States",
"locationCode": "Example location"

}
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https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/cli/latest/userguide/
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aws directconnect create-connection --location Example location --bandwidth 1Gbps
--connection-name "Connection to AWS"

"ownerAccount": "123456789012",
"connectionId": "dxcon-EXAMPLE",
"connectionState": "requested",
"bandwidth": "1Gbps",

"location": "Example location",
"connectionName": "Connection to AWS",
"region": "sa-east-1"
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aws ec2 describe-vpn-gateways

{
"VpnGateways": [
{
"State": "available",
"Tags": [
{

"Value": "DX_VGw",
IIKeyII : IlNamell

1,
"Type": "ipsec.1l",
"VpnGatewayId": "vgw-ebaa27db",
"VpcAttachments": [
{
"State": "attached",
"VpcId": "vpc-24f33d4d"
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2. 7td Zetols! QlEmo|AE WHEELICH OlF, VLANID

sifok &f LICH.

IPv4 EZiEo| AL
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aws directconnect create-private-virtual-interface --

3l BGP X2 A|AH H

IPV4 FAMER

5 (ASN)E K|

gruch XHA| 1Pv4
LIC}. CtS oAM= IPv4 T

connection-id dxcon-fg31dyv6 --new-private-virtual-intexface
virtualIntexfaceName=PrivateVirtualInterface,vlan=101,asn=65000,virtualGatewayId=vgw-
ebaa27db,addressFamily=ipv4

{
"virtualInterfaceState": "pending",
"asn": 65000,
"vlan": 101,

"customerAddress": "192.168.1.2/30",

"ownerAccount":
"connectionId":
"addressFamily":
"virtualGatewayId":
"virtualInterfaceId":
"authKey":

"123456789012",
"dxcon-fg31ldyve",
"ipv4",
"vgw-ebaa27db",
"dxvif-ffhhk74f",
"asdf34example",

"routeFilterPrefixes": [],

"location": "Example location",
"bgpPeers": [

{

"bgpStatus": "down",
"customerAddress": "192.168.1.2/30",
"addressFamily":
"authKey": "asdf34example",
"bgpPeerState": "pending",
"amazonAddress": "192.168.1.1/30",
"asn": 65000

Ilipv4ll’

3EA: 7t QIE{moj& dd A

2t E 74 7tMH27]

221



AWS Direct Connect INT=IY A To] =]

7t

"customerRouterConfig": "<?xml version=\"1.0\" encoding=
\"UTF-8\"?>\n<logical_connection id=\"dxvif-ffhhk74f\">\n <vlan>101</
vlan>\n <customer_address>192.168.1.2/30</customer_address>\n

<amazon_address>192.168.1.1/30</amazon_address>\n <bgp_asn>65000</bgp_asn>
\n <bgp_auth_key>asdf34example</bgp_auth_key>\n <amazon_bgp_asn>7224</
amazon_bgp_asn>\n <connection_type>private</connection_type>\n</
logical_connection>\n",

"amazonAddress": "192.168.1.1/30",

"virtualInterfaceType": "private",

"virtualInterfaceName": "PrivateVirtualInterface"

IPv6 ECHES X|5tE 7Ha ZEI0|E! QIE{H|O|AE MM5iE{d {2 SUSH HHS AL SHAM
addressFamily Zt2tO|E{0d| CHEF ipveE K|HEILICH AFXIE o=l MM XEA]| IPv6
FAE X|HE £ gieM, AmazonO| AFEXHO|AH| IPve FAE 2 EHLICE.

XML 8Alo 2 BIRE 74 HEE EodH M8 714 QIE{H|0|AE MHELIC} --query TtE}
O/E{E AF835104 customerRouterConfig MEE F&31T --output IIZIO|E|E ALl A
o2 IEEIEZ HIAEE A MELICH

aws directconnect describe-virtual-interfaces --virtual-interface-id dxvif-ffhhk74f
--quexry virtualInterfaces[*].customerRouterConfig --output text

<?xml version="1.0" encoding="UTF-8"7?>

<logical_connection id="dxvif-ffhhk74f">
<vlan>101</vlan>
<customer_address>192.168.1.2/30</customer_address>
<amazon_address>192.168.1.1/30</amazon_address>
<bgp_asn>65000</bgp_asn>
<bgp_auth_key>asdf34example</bgp_auth_key>
<amazon_bgp_asn>7224</amazon_bgp_asn>
<connection_type>private</connection_type>

</logical_connection>

3]

2to|8! lE{mH|o|A & M stEdH

744k ZEto|8! QIE{H|0|AE MdstE{™ O|F, VLAN ID & BGP At& A|AH HE(ASN)E |
fioF grLCt.
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e, IPv4 EEiE 9| 2 BGP I|o13 M|4o| Zt l=of CHE H=2| IPv4 A& X|™Est1L, BGP
Sofl 22 HEE IPv4 Z= & XIGsHok ELICE ofef oiXol M= IPv4 EEiEE 21T 7t

aws directconnect create-public-virtual-interface --

connection-id dxcon-fg31dyv6 --new-public-virtual-intexface
virtualIntexfaceName=PublicVirtualInterface,vlan=2000,asn=65000,amazonAddress=203.0.113.1/
{cidr=203.0.113.4/30}]

{
"virtualInterfaceState": "verifying",
"asn": 65000,
"vlan": 2000,

"customerAddress": "203.0.113.2/30",
"ownerAccount": "123456789012",
"connectionId": "dxcon-fg31ldyve",
"addressFamily": "ipv4",
"virtualGatewayId":
"virtualInterfaceId": "dxvif-fgh@hcrk",
"authKey": "asdf34example",
"routeFilterPrefixes": [

{
"cidr": "203.0.113.0/30"
3,
{
"cidr": "203.0.113.4/30"
}
1,
"location": "Example location",
"bgpPeers": [
{
"bgpStatus": "down",
"customerAddress": "203.0.113.2/30",
"addressFamily": "ipv4",
"authKey": "asdf34example",
"bgpPeerState": "verifying",
"amazonAddress": "203.0.113.1/30",
"asn": 65000
}
1,
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"customerRouterConfig": "<?xml version=\"1.0\" encoding=\"UTF-8\"?
>\n<logical_connection id=\"dxvif-fgh@hcrk\">\n <vlan>2000</
vlan>\n <customer_address>203.0.113.2/30</customer_address>\n
<amazon_address>203.0.113.1/30</amazon_address>\n <bgp_asn>65000</bgp_asn>
\n <bgp_auth_key>asdf34example</bgp_auth_key>\n <amazon_bgp_asn>7224</
amazon_bgp_asn>\n <connection_type>public</connection_type>\n</logical_connection>

\n",
"amazonAddress": "203.0.113.1/30",
"virtualInterfaceType": "public",
"virtualInterfaceName": "PublicVirtualInterface"
}

IPv6 ECHEE X|HstE 7t =2 QB 0|AE 4 d5tE{H BG g IPv6 2t E
£ X|gg = A&LICH A8 A= T3 Mol CHal IPve FAE X|HE = 9.1 H, AmazonO|

ALEXtoll A 1Pve FAE SR LICE ot ool ME IPve ECiEE fI8F 7 HEZ! QIE{H[ O]
AE HEELICH

o OH"
oI

HL

, 10 Y

aws directconnect create-public-virtual-interface --

connection-id dxcon-fg31dyv6 --new-public-virtual-intexface
virtualIntexfaceName=PublicVirtualInterface,vlan=2000,asn=65000,addressFamily=ipv6, routeFi
{cidr=2001:db8:64ce:ba01::/64}]

2. XML AR BIRE 74 HEE Eed™ M8t 714 QB H o|AE MHEFLICE --query Ttet
O/E{E AF835104 customerRouterConfig MEE F&31T --output IIZHOIE{E AL A
oz IEEI EZ HIAEEZ T M8LIC

aws directconnect describe-virtual-interfaces --virtual-interface-id dxvif-fghOhcrk
--query virtualIntexfaces[*].customexRouterConfig --output text

<?xml version="1.0" encoding="UTF-8"7?>

<logical_connection id="dxvif-fgh@hcrk">
<vlan>2000</vlan>
<customer_address>203.0.113.2/30</customer_address>
<amazon_address>203.0.113.1/30</amazon_address>
<bgp_asn>65000</bgp_asn>
<bgp_auth_key>asdf34example</bgp_auth_key>
<amazon_bgp_asn>7224</amazon_bgp_asn>
<connection_type>public</connection_type>

</logical_connection>
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Example 0i|: CreateConnection

"Records": [
{
"eventVersion": "1.0",
"userIdentity": {
"type": "IAMUser",
"principalId": "EX_PRINCIPAL_ID",
"arn": "arn:aws:iam::123456789012:user/Alice",
"accountId": "123456789012",
"accessKeyId": "EXAMPLE_KEY_ID",
"userName": "Alice",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2014-04-04T12:23:05Z"

iy
"eventTime": "2014-04-04T17:28:16Z2",
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"eventSource": "directconnect.amazonaws.com",
"eventName": "CreateConnection",
"awsRegion": "us-west-2",

"sourceIPAddress": "127.0.0.1",
"userAgent": "Coral/Jakarta",
"requestParameters": {
"location": "EQSE2",
"connectionName": "MyExampleConnection",
"bandwidth": "1Gbps"
I
"responseElements": {
"location": "EqSE2",
"region": "us-west-2",
"connectionState": "requested",
"bandwidth": "1Gbps",
"ownerAccount": "123456789012",
"connectionId": "dxcon-fhajolyy",
"connectionName": "MyExampleConnection"

iy

Example Oi: CreatePrivateVirtuallnterface

"Records": [
{
"eventVersion": "1.0",
"userIdentity": {
"type": "IAMUser",
"principalId": "EX_PRINCIPAL_ID",
"arn
"accountId": "123456789012",
"accessKeyId": "EXAMPLE_KEY_ID",
"userName": "Alice",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",

"creationDate": "2014-04-04T12:23:05Z"

": "arn:aws:iam::123456789012:user/Alice",
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227



AWS Direct Connect INT=IY A To] =]

},

"eventTime": "2014-04-04T17:39:557",
"eventSource": "directconnect.amazonaws.com",
"eventName": "CreatePrivateVirtualInterface",
"awsRegion": "us-west-2",

"sourceIPAddress": "127.0.0.1",
"userAgent": "Coral/Jakarta",
"requestParameters": {

"connectionId": "dxcon-fhajolyy",
"newPrivateVirtualInterface": {
"virtualInterfaceName": "MyVirtualInterface",

"customerAddress": "[PROTECTED]",
"authKey": "[PROTECTED]",

"asn": -1,

"virtualGatewayId": "vgw-bb@9d4a5",
"amazonAddress": "[PROTECTED]",
"vlan": 123

1,

"responseElements": {
"virtualInterfaceId": "dxvif-fgq6lméw",
"authKey": "[PROTECTED]",
"virtualGatewayId": "vgw-bb@9d4a5",
"customerRouterConfig": "[PROTECTED]",

"virtualInterfaceType": "private",

"asn": -1,

"routeFilterPrefixes": [],
"virtualInterfaceName": "MyVirtuallInterface",
"virtualInterfaceState": "pending",
"customerAddress": "[PROTECTED]",

"vlan": 123,

"ownerAccount": "123456789012",
"amazonAddress": "[PROTECTED]",
"connectionId": "dxcon-fhajolyy",
"location": "EqSE2"

}I
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Example 0i: DescribeConnections

"Records": [
{
"eventVersion": "1.0",
"userIdentity": {
"type": "IAMUser",
"principalId": "EX_PRINCIPAL_ID",
"arn": "arn:aws:iam::123456789012:user/Alice",
"accountId": "123456789012",
"accessKeyId": "EXAMPLE_KEY_ID",
"userName": "Alice",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2014-04-04T12:23:05Z2"

},

"eventTime": "2014-04-0Q4T17:27:287Z",
"eventSource": "directconnect.amazonaws.com",
"eventName": "DescribeConnections",
"awsRegion": "us-west-2",

"sourceIPAddress": "127.0.0.1",

"userAgent": "Coral/Jakarta",
"requestParameters": null,
"responseElements": null

iy

Example 0i: DescribeVirtuallnterfaces

"Records": [
{
"eventVersion": "1.0",
"userIdentity": {
"type": "IAMUser",
"principalId": "EX_PRINCIPAL_ID",
"arn": "arn:aws:iam::123456789012:user/Alice",

AWS Direct Connect 21 I} &5 0|5l
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"accountId": "123456789012",
"accessKeyId": "EXAMPLE_KEY_ID",
"userName": "Alice",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2014-04-04T12:23:05Z"

}
}
I
"eventTime": "2014-04-04T17:37:53Z7",
"eventSource": "directconnect.amazonaws.com",
"eventName": "DescribeVirtualInterfaces",

"awsRegion": "us-west-2",

"sourceIPAddress": "127.0.0.1",

"userAgent": "Coral/Jakarta",

"requestParameters": {
"connectionId": "dxcon-fhajolyy"

},

"responseElements": null

}I
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