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// Create the discovery filter

DiscoveryFilter discoveryFilter = DiscoveryFilter.builder()
.partition("aws")
.accountIds(111122223333)
.build();
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List<CompoundBeacon> compoundBeaconlList = new ArraylList<>();
CompoundBeacon exampleSignedBeacon = CompoundBeacon.builder()
.name("signedBeaconName")
.split(".")
.signed(signedPartlList)
.constructors(constructorList) // optional
.build();
compoundBeaconList.add(exampleSignedBeacon);
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List<SignedPart> signedPartlList = new Arraylist<>);
SignedPart signedPartExample = SignedPart.builder()
.name("signedFieldName")
.prefix("s-")
.build();
signedPartlList.add(signedPartExample);
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ConstructorPart fieldlConstructorPart = ConstructorPart.builder()
.name("Fieldl")
.required(true)
.build();
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// Create a list for Fieldl.Field2.Field3 queries
List<ConstructorPart> fieldl23ConstructorPartList = new ArrayList<>();
fieldl23ConstructorPartlList.add(fieldlConstructorPart);
fieldl123ConstructorPartlList.add(field2ConstructorPart);
fieldl23ConstructorPartlList.add(field3ConstructorPart);
Constructor fieldl23Constructor = Constructor.builder()
.parts(fieldl23ConstructorPartList)
.build();
// Create a list for Field4.Field2.Fieldl queries
List<ConstructorPart> field421ConstructorPartList = new ArraylList<>();
field421ConstructorPartlList.add(field4ConstructorPart);
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field421ConstructorPartList.add(field2ConstructorPart);
field421ConstructorPartList.add(fieldlConstructorPart);
Constructor field421Constructor = Constructor.builder()
.parts(field421ConstructorPartlList)
.build();
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List<Constructor> constructorList = new ArraylList<>();
constructorlList.add(fieldl123Constructor)
constructorList.add(field421Constructor)

4. MHEE constructorlList H|ZAE BtEE A|7|E K| EHLCE.
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final MaterialProviders matProv = MaterialProviders.builder()

.MaterialProvidersConfig(MaterialProvidersConfig.builder().build())
.build();

final CreateAwsKmsMrkMultiKeyringInput keyringInput =
CreateAwsKmsMrkMultiKeyringInput.builder()
.generator(kmsKeyArn)
.build();

final IKeyring kmsKeyring = matProv.CreateAwsKmsMrkMultiKeyring(keyringInput);
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final MaterialProviders matProv = MaterialProviders.builder()
.MaterialProvidersConfig(MaterialProvidersConfig.builder().build())
.build();
final CreateAwsKmsMrkMultiKeyringInput createAwsKmsMrkMultiKeyringInput =
CreateAwsKmsMrkMultiKeyringInput.builder()
.generator(multiRegionKeyArn)
.kmsKeyIds(Collections.singletonList(kmsKeyArn))
.build();
IKeyring awsKmsMrkMultiKeyring =
matProv.CreateAwsKmsMrkMultiKeyring(createAwsKmsMrkMultiKeyringInput);
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// Create discovery filter
DiscoveryFilter discoveryFilter = DiscoveryFilter.builder()
.partition("aws")
.accountIds(111122223333)
.build();
// Create the discovery keyring
CreateAwsKmsMrkDiscoveryMultiKeyringInput createAwsKmsMrkDiscoveryMultiKeyringInput =
CreateAwsKmsMrkDiscoveryMultiKeyringInput.builder()
.discoveryFilter(discoveryFilter)
.build();
IKeyring decryptKeyring =

matProv.CreateAwsKmsMrkDiscoveryMultiKeyring(createAwsKmsMrkDiscoveryMultiKeyringInput);
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// Create the discovery filter
DiscoveryFilter discoveryFilter = DiscoveryFilter.buildexr()
.partition("aws")
.accountIds(111122223333)
.build();
// Create the discovery keyring
CreateAwsKmsMrkDiscoveryMultiKeyringInput createAwsKmsMrkDiscoveryMultiKeyringInput =
CreateAwsKmsMrkDiscoveryMultiKeyringInput.buildexr()
.discoveryFilter(discoveryFilter)
.regions("us-west-2")
.build();
IKeyring decryptKeyring =
matProv.CreateAwsKmsMrkDiscoveryMultiKeyring(createAwsKmsMrkDiscoveryMultiKeyringInput);
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final KeyStore keystore = KeyStore.builder().KeyStoreConfig(
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KeyStoreConfig.builder()
.ddbClient(DynamoDbClient.create())
.ddbTableName(keyStoreName)
.logicalKeyStoreName(logicalKeyStoreName)
.kmsClient(KmsClient.create())
.kmsConfiguration(KMSConfiguration.builder()

.kmsKeyArn(kmsKeyArn)
.build())
.build()).build();

keystore.CreateKeyStore(CreateKeyStoreInput.builder().build());
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final Map<String, String> additionalEncryptionContext =
Collections.singletonMap("contextKey",
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"contextValue");

final String BranchKey = keystore.CreateKey(

CreateKeyInput.builder()
.branchKeyIdentifier(custom-branch-key-id) //OPTIONAL

.encryptionContext(additionalEncryptionContext) //OPTIONAL
.build()).branchKeyIdentifier();
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2™ CreateKey 2 Ct2 2 S AHR510 kms: E S E8LIC}
GenerateDataKeyWithoutPlaintext

{
"EncryptionContext": {
"branch-key-id" : "branch-key-id",
"type" : "type",
"create-time" : "timestamp",
"logical-key-store-name" : "the logical table name for your branch key store",
"kms-arn" : the KMS key ARN,
"hierarchy-version" : "1",
"aws-crypto-ec:contextKey": "contextValue"
1,
"KeyId": "the KMS key ARN you specified in Step 1",
"NumberOfBytes": "32"
}
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{

"branch-key-id"

Iltypell
"enc

: branch-key-id,
"branch:ACTIVE",
" . the branch key returned by the GenerateDataKeyWithoutPlaintext call,

"version": "branch:version:the branch key version UUID",

"create-time"
"kms-arn"
"hierarchy-version"
"aws-crypto-ec:contextKey":

"timestamp",

"the KMS key ARN you specified in Step 1",
nyr

"contextValue"

}
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final MaterialProviders matProv = MaterialProviders.builder()
.MaterialProvidersConfig(MaterialProvidersConfig.builder().build())
.build();
final CreateAwsKmsHierarchicalKeyringInput keyringInput =
CreateAwsKmsHierarchicalKeyringInput.builder()
.keyStore(branchKeyStoreName)
.branchKeyId(branch-key-id)
.tt1lSeconds(600)
.build();
final Keyring hierarchicalKeyring =
matProv.CreateAwsKmsHierarchicalKeyring(keyringInput);
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keystore.VersionKey(
VersionKeyInput.builder()
.branchKeyIdentifier("branch-key-id")
.build()
);
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final String tenantlBranchKey = keystore.CreateKey/(
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CreateKeyInput.builder().build()).branchKeyIdentifiexr();
final String tenant2BranchKey = keystore.CreateKey(
CreateKeyInput.builder().build()).branchKeyIdentifiexr();
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CreateDynamoDbEncryptionBranchKeyIdSupplier At E 5 E8LICH.

// Create friendly names for each branch-key-id

class ExampleBranchKeyIdSupplier implements IDynamoDbKeyBranchKeyIdSupplier {
private static String branchKeyIdForTenantl;
private static String branchKeyIdForTenant2;

public ExampleBranchKeyIdSupplier(String tenantlId, String tenant2Id) {
this.branchKeyIdForTenantl = tenantlId;
this.branchKeyIdForTenant2 = tenant2Id;

}
// Create the branch key ID supplier
final DynamoDbEncryption ddbEnc = DynamoDbEncryption.builder()
.DynamoDbEncryptionConfig(DynamoDbEncryptionConfig.buildexr().build())
.build();
final BranchKeyIdSupplier branchKeyIdSupplier =
ddbEnc.CreateDynamoDbEncryptionBranchKeyIdSupplier(
CreateDynamoDbEncryptionBranchKeyIdSupplierInput.buildex()
.ddbKeyBranchKeyIdSupplier(new ExampleBranchKeyIdSupplier(branch-key-ID-
tenantl, branch-key-ID-tenant2))
.build()).branchKeyIdSuppliex();
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.cache(CacheType.builder()
.Default(DefaultCache.builder()
.entryCapacity(100)

.build())
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.entryCapacity(100)
.entryPruningTailSize(1)
.build())

StormTracking
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2 50| BFE2 L™ StormTracking ZHAIE B ABI=0f E2IX| 7| 74 24 &S0l gtz E
WY g Ol2| 2eq ofd ABIE7HAWS KMS 2 E5tE 28 YXIELICH O|FH 5tE stLtol
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.cache(CacheType.builder()
.MultiThreaded(MultiThreadedCache.builder()
.entryCapacity(100)
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.entryPruningTailSize(1)
.gracePeriod(10)
.gracelnterval(1)
.fanOut(20)
.inFlightTTL(20)
.sleepMilli(20)
.build())
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final MaterialProviders matProv = MaterialProviders.builder()
.MaterialProvidersConfig(MaterialProvidersConfig.builder().build())
.build();

final CreateAwsKmsHierarchicalKeyringInput keyringInput =

CreateAwsKmsHierarchicalKeyringInput.builder()

.keyStore(branchKeyStoreName)

.branchKeyIdSupplier(branchKeyIdSupplier)

.ttlSeconds(600)

.cache(CacheType.builder() //OPTIONAL
.Default(DefaultCache.builder()
.entryCapacity(100)

.build())
.build();
final Keyring hierarchicalKeyring =
matProv.CreateAwsKmsHierarchicalKeyring(keyringInput);
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{
"EncryptionContext": {
"branch-key-id" : "branch-key-id",
"type" : type,
"create-time" : "timestamp",
"logical-key-store-name" : "the logical table name for your branch key store",
"kms-arn" : the KMS key ARN,
"hierarchy-version" : 1
},
"KeyId": "the KMS key ARN",
"NumberOfBytes": "32"
}
£ 7|18 25 % & CreateKey B2 TransactWriteltemsddb: £ £ &35t0{ EEHX| 7| AE 040
HHx| 7|9 HIZ 718 SKIE T Mol M ¥S2 Eradstic
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mie el E1|L.-_‘|E 1| O|E{tH| O] A QE keySource% HMolst= WHE 2oiELICH HZEE branch-

keySource(BeaconKeySource.builder()
.single(SingleKeyStore.buildexr()
.keyId(branch-key-id)
.cacheTTL(6000)
.build())
.build())
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O Ct 7HoF grLct. ZHAl M|BH TTLO| BtE & T &=20| 24 7

(M= A FHA

FHAl fEo|Lt 2 A0 XHEE = U ER-RX| 7| RI2 &= 8 AR X|H5te{H 7|32
Z7\&te M FHA| R EF 82 XIHIAMR

Al 82 A8 ZEHE HolFLIch HEX 7|22 HE|HHE C|O|EH0|AE X[H5HE Al
7tX| FZHAl & (Default,,) € M-S ELICtH MultiThreaded StormTracking

FHAIE XIHSHK| fo™ HESM 7|22 RS2 7|2 FHA| RES ALS5tD 85 82 1,000

oz ™Yot

Default (Recommended)

CHEE AF8XIS| B2 7|2 FHAIR ABIE F A S SEFEULCH 7|2 A= HE|ABE
7t E2 BEE KIYSGESE HALIRELICH 271 7| A2 & 50| HEEH 7|2 A= =271
7| A2 50| B E|7] 10% Toi & A= Y222 o2 AB|E7H AWS KMS ZEE]
x| St =2 gfLct O|Z A 5tH™ stLIS| ABEEE FHA| A2 TE 2H2 AWS KMS 2 &= 9
&LCt.

.cache(CacheType.builder()
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.Default(DefaultCache.builder()

.entryCapacity(100)

.build())
7|8 StormTracking FHAI2 FHAlE SUTH AR 2ES X|M6HR|B 7|2 FHAIE AL 5H0d
HEM 7|2 7|8t sted™ U2 S0 XSt ELIch FHAIE O MESHAH AFE R X7

524 FHAIE AF83HA AL, StormTracking
MultiThreaded

MultiThreaded 7HA|= HE|ABE BZ0IM SHHHH AL E =
DynamoDB £ & %|4A38l5tE 7|52 M335HX| &L ct. et
D2 SAl0| 25 ABER g2o| MSE/LICE o|2 QIsH 7H
KMS 3 £0]| 042 B af Mg o~ l&LCt

oIX|2F Amazon AWS KMS
MEzix| 7| RtZ 2=240|
Al MZ D Elg 28 AWS

I

MultiThreaded 7HA|E At&3t01 HEX 7|28 X 7|56t CHg 242 RIHSIMAIL.
- &= 83T 2L A MEE = U= EHX| 7| RiE =9 =& AN EtELCt
- ¥ HE|lHY IV 3 T ZEE F2 HelE g5 & "olgfuct
.cache(CacheType.builder()
.MultiThreaded(MultiThreadedCache.buildexr()
.entryCapacity(100)
.entryPruningTailSize(1)
.build())
StormTracking
StormTracking 7HA|= HE|AB|E7t B2 2382 XIH =S dAHEIR&LICH 234X 7| &}
= &30| BFR E|™ StormTracking FHA|= Bt ABE0] HElX| 7| 7 @4 =0l otz E
ZJelg 0|2l €24 o4 ABETHAWS KMS &6t A & XRIgLICt o|= A 3tH 3L Q|
AHEDFHA| M2 T8 @™HE AWS KMS 2l = QI&LICE.
StormTracking 7HA|IE A&35t0 HE™M 7|22 = 7[8lst2{™ O 24t XI™HSHAAIL.
- 5 8 2L Al KHEE £ e HEX| 7| RIE §F9| 8 X|§tEL|ct
- &3 Ml HY 37| 8 Hol| Helg HElix| 7| Ri2 =52 =8 »olgLct

- 0 7|zt ERAX| 7| AARE MZE Tx|2{E A7t R ETITR] ZEl= AMZHE)S HolF
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7|22k 10

- §0f 2t BAX| 7| AR ol ME TE AT 2tF(X)S Folgfuct.
Z|2gh 1=

- HoIR: HAUMKX| 7| AR E MZE TE £ U= SA| Al X8 Holgfuot
7|82k 203] Al

- ™ME X AIZHTTL): E34X| 7| AEZE MZ 1 xl2d= AMZ7F A AlZH Z0HE x| 2
AlZHE)E HOolgrLICt. GetCacheEntryol CHEF SE 22 FH A7} NoSuchEntryE Pt
g motct s E24X| 7|= PutCache &S0t S 7|7t Z7ISE 7K ME 5l Je
2 7t ELch,
7|22k 20

« EM™: fanOut =3 Al ABE7 H™ dEIZ RXIElE AlZh(Z)2 Eolgfuct.
7|22k 202ElE

.cache(CacheType.builder()
.MultiThreaded(MultiThreadedCache.buildex()
.entryCapacity(100)
.entryPruningTailSize(1)

.gracePeriod(10)
.gracelnterval(1)
.fanOut(20)
.inFlightTTL(20)
.sleepMilli(20)
.build())

keySource(BeaconKeySource.builder()
.multi(MultiKeyStore.builder()
.keyFieldName(beaconKeys)
.cacheTTL(6000)
.cache(CacheType.builder() // OPTIONAL
.Default(DefaultCache.builder()
.entryCapacity(100)
.build())
.build())
.build())

2|
o
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Raw AES 7| &
2ot0|ME & ¢ 535 2to|E 2|2l 0|F 0| AWS Database Encryption SDKZ #HZ E[}&LICEH O
FHE R OHLHAME 04715| DynamoDB Encryption Clientol| CHEF ME & A& &Lt

AWS Database Encryption SDKE A& 5l E||0|E-| 7IE R
A8 £ JU&LICH 7tZ%0|H StEQof 2ot 2E(H
M Y Essfof gLCH 2iE 7| HMS ah_ E’* =

A2 Raw AES 7|22 M85HMIR.

oHZ 7|2 N2 AES CHE 7|12
SM) EE= 7| 22| A|lARINM 7| AIRE A,
2telofl M lo|E 7| & & &}sl ok 5t

ok
kel
r|r

Raw AES 7|22 HIO|E{E @ §_§P0P7I %3l HHO|E HIY¥Z X|'dst= AES-GCM € 112|F & ¥ 7
E AMEFLICH ZF Raw AES 7|2l0ll= 2iE 7I& stLtEh X|Ee = UX|EF, 048] 7H2| Raw AES 7|&
HSo=Z = CHE 7|20 &7 Ot S 7200l Zere = A&

ﬂlIo —

7| HYAmHO|A X O

il

7|20l M AES 7|& AIH5L7| fI3H Raw AES 7|22 ALEX7F ME 8t 71 A o|aet 7| O|ES
Ar&ErLICt. o Zf2 &7t oblLCt. AWS Database Encryption SDK7F BIZE0f| F7t3tE AHZ A
ol et EAELICH HSM = 7| 2| A|lARQ| 7| HYAH O|ALL SHE A|AR 0]

Ol 2 AM&ste W0l E&LCH.

PN

O | H| E
AES 7|€ AlHsl=

(® Note
7| HYAHO|ALL 7| O|F2 JceMasterKeyl| 22Xt ID(EE= 324 X 7| ID EE2F ¢
gt
SEY EHEE g535tstn 55356t7| fle M2 ChE 7|12 75t 2% UldAmo|Aet O|F 2f0]
S8t = a3 7120l 7 Helamolast 7] olF0| CHASK o 55t 7120l 7| LY

P =
AHO|ALH 7] O|F0| &3] URIstX| of2 7| Ak = HIO|EVF SYsIHEt: S &3t 7|210| ALS K
x| et&LCt.

o€ £0{ 7| HIYATHO|A HSM_011} 7| O|& AES_256_0125 Al&35t0{ Raw AES 7|2 XMool ¢
U&LICH OHCHS Y 7122 AH835to UL H|o|EE ¢S stEfLict siY HIOIEE 52
S9st 7| HIYAHO|A, 7| 0| & 7| AR E AI235l04 Raw AES 7|22 T ASHMIR.

CtZ Java Aol M= Raw AES 7|22 dM5t= WS E0{ELICH AESWrappingKey HsE= AFE
X7t MEste 7| RE2EE LIEFLICH

Raw AES 7| & 52
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final CreateRawAesKeyringInput keyringInput = CreateRawAesKeyringInput.builder()
.keyName("AES_256_012")
.keyNamespace("HSM_01")
.wrappingKey(AESWrappingKey)
.wrappingAlg(AesWrappingAlg.ALG_AES256_GCM_IV12_TAG16)
.build();

final MaterialProviders matProv = MaterialProviders.builder()
.MaterialProvidersConfig(MaterialProvidersConfig.builder().build())
.build();

IKeyring rawAesKeyring = matProv.CreateRawAesKeyring(keyringInput);

Raw RSA 7| &
Zcto|E & ¢f 53} 2tol= 22| 0|& 0| AWS Database Encryption SDKZ #HZ E[Q&LICEH O
FHetxF QLA E 09715] DynamoDB Encryption Clientodl CH8F HE & MS&LiCt.

28t RSA HEZ! 2l malo|Hl 7|8 AF25l0i 24 HIZ 2|0 M d|o|E{ 7|2 HICHE

g3l U 533E sELICH 7123 0|H StEH 0] EQF DEHSM) £= 7| 22| A& Z2}
|C} 2 7ls2 RSA HE=Z 7|2 H|0|H 7|€ ¢S5 &HELICt.

|2 AF235104 O|0|E] 7|12 235358 L|CH 048 RSA THE 2= S0i|A{ AMEHE

=S58 e Zotol%

= A&

=3t &l 5535HE Raw RSA 7|20l HICHE HE2] 7| o2t Z2to|S! 7| w047} =& =|o{of &
LICh B, HE2] 7|0 Ql= Raw RSA 7|2 AF83t0o1 CIOIEIE 25 8te £ /o, ZEto|s! 7|at
2/ Raw RSA 7|2& AL83t0{ LIO|EIE =5 3t8 + Ql&LICH Tt E 7|20 Raw RSA 7|32 Z&
AZ 4= &Uch TE2] 7|9k Z2to|8! 7|2 Raw RSA 7|21 75t Ae F 7|20l 5L 7| o
ofof £ot=X| &lstM 2.

P4A|RSA 7| 22 RSA H|CHE & 53} 7|9 &7 AH £l= B2 AWS Encryption SDK for Java2l
JceMasterKey 2l SU5tH &5 2 E LICY.

ol

(® Note
Raw RSA 7|22 H|CHE KMS 7|2 X|2d5HX| et &LICH HICHE RSA KMS Z7|1€ A8 5t24H
AWS KMS 7|2l M &L|ct.

ELIPS PRI
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IE'OﬂA-I RSA 7| Rt &
= ASELICH o] 2k

=
=)
A L—
E AMHoj= bt EIAES
| AT

I)E Aldsts 7| LY

A3t 7| /5 Raw RSA 7|22 AL A7 ME 8 7] Hdamo|agt 7| o]
&5 7t ot LIt AWS Database Encryption SDK7} BllZ =0f F7tst= Xt
2 EAELULCH HSM EE= 7| 22| A|ARI0|MH RSA 7| Ho{(EE&= Z2to|8!

{ojAgl 7| O|§E A5t WOl E&LICH

® Note
7| HYAHO|AL 7| O|&2 JceMasterkKeyl| 32X ID(EEE S2AH) X 7| ID HEQ S
glct.
=]

SHHICE ABstsn HE 85| s M2 OHE 71YS PASE B2 Uy
ol B2 LIct. =23t 712o| 7| Lean{ol20t 7| O|FO| CHARAE FEtol st 7|20l 5
7| 0§ 0l B2H5| YxIsHX| LB 7|7t SUS 7| Hofoll & atiatE =28 7/20]

LS — L—

AI'gilxl LsELl I-——I'.

gz I =553 720 U 7l Rzl 7| HYAHoO|A2 7| O|§2 7|20 RSA HEZR 7|, RSA £
eto|8! 7| EE= 7| Hlo{e] & Z|7h 25 Z ' E|0] Q/UEX| o{F o 27A|gl0] S st ok ELICH o & S0
7| HYAHO|A HSM_01 2 7| O|& RSA_2048_060| /= RSA H=Z| 7|0i| CHEF Raw RSA 7|22

Z ColHE & stetctn 7 221&LICt siE CIO|EHE S & 3tetcdH 209 Z|(EEE 7] m|od)
ot s 7| WA mH0|A I O|FE AFE S0 Raw RSA 7|22 T EStMIL.

I 2
535t LU 55350| AF8 L= Raw RSA 7|20 e REE X|™HeHU S oY REE X|HS=E A
o 73 7|52 AtEaHoF ELICt

AWS Encryption SDKE= Z+ 210{o| M|eF =740f [f2t CtE 22 Y 2=
2E 53| SHA-2562 |"g3|'E OAEP2 SHA-256 I&E & A
S ZEE= 0|5 o 3t 2 Qs AMTt X|E LICEH

IIIIO

« SHA-1 Y 2 E7} = OAEP & MGF1
SHA-256 T{E ZE7} /= OAEP & MGF1
SHA-384 m{Ed ZE7} /= OAEP & MGF1
SHA-512 T{Ed 2 E7} /= OAEP & MGF1
PKCS1v1.5 Y
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https://tools.ietf.org/html/rfc8017#section-7.1
https://tools.ietf.org/html/rfc8017#section-7.2

AWS Ll O|E{H|0]A 2f 55 SDK THLRE 7H0|=
CHS Java Ol X0l M= RSA 7| &0 S71 & 7HQl 7|& ALE35to Al RSA 7|22 A5t SHA-256
e ZEE AH& 5t MGF1 & SHA-2562 A835t= OAEPE M5t W2 EoiELIch
RSAPublicKey 2! RSAPrivateKey ¥ A&7t MBst= 7| AH2 & LIEHLICE

final CreateRawRsaKeyringInput keyringInput = CreateRawRsaKeyringInput.builder()
.keyName("RSA_2048_06")
.keyNamespace("HSM_01")
.paddingScheme(PaddingScheme.0AEP_SHA256_MGF1)
.publicKey(RSAPublicKey)
.privateKey(RSAPrivateKey)
.build();

final MaterialProviders matProv = MaterialProviders.builder()
.MaterialProvidersConfig(MaterialProvidersConfig.builder().build())
.build();

IKeyring rawRsaKeyring = matProv.CreateRawRsaKeyring(keyringInput);

| of 2 3l 2to|=2242l2| 0|& 0| AWS Database Encryption SDKZ #ZEE|i&LICEH Of
2t X OHLH M= 04715] DynamoDB Encryption Clientol| CHet HE & XS EHL|C.

o
Je{™H 2 & 5t 7IE'°I E': |
Cts 7139 7—. EH**' F|odl CHaH E ;ﬂé

AWS Database Encryption SDKOIM= 7|2 A& 35tod 23t O|olH 7| & stLtE |5 & 5t LCt

= =
7| de o5 7| Yol XIGE &M 2 SELIL 25 7| Yo 2E 7|7t ¢ 28 E HolE| 7|8 =3
5H8F 4 9l F Al M27t SRIFLICH




AWS Ci[O|E{H| 0| A 255 SDK 7k Rt 7Hol=

CtE 7|22 BtEoiT T 619l 7|28 QUABASSHMIR. 0] Java 0|0 AH= AWS KMSH Raw
AES 7|3 & ArSELICH stX|E X|#HEl= o E 7|38 O 7|80 &8t ELuict

// 1. Create the raw AES keyring.

final MaterialProviders matProv = MaterialProviders.builder()
.MaterialProvidersConfig(MaterialProvidersConfig.builder().build())
.build();

final CreateRawAesKeyringInput createRawAesKeyringInput =

CreateRawAesKeyringInput.builder()
.keyName ("AES_256_012")
.keyNamespace("HSM_01")
.wrappingKey(AESWrappingKey)
.wrappingAlg(AesWrappingAlg.ALG_AES256_GCM_IV12_TAG16)
.build();

IKeyring rawAesKeyring = matProv.CreateRawAesKeyring(createRawAesKeyringInput);

// 2. Create the AWS KMS keyring.
final CreateAwsKmsMrkMultiKeyringInput createAwsKmsMrkMultiKeyringInput =
CreateAwsKmsMrkMultiKeyringInput.builder()
.generator(kmsKeyArn)
.build();
IKeyring awsKmsMrkMultiKeyring =
matProv.CreateAwsKmsMrkMultiKeyring(createAwsKmsMrkMultiKeyringInput);

O OS O8 7|22 e 487|718

2 X|&4&tL|Ct. O] oMol M= AWS KMS 7} A Ad
7| 7|20l AES 7|2l0| 312 Z|2Iel CtS 7|

LICH.

|0

)

o oy
= o

oM rr
Ijn

final CreateMultiKeyringInput createMultiKeyringInput =
CreateMultiKeyringInput.builder()
.generator(awsKmsMrkMultiKeyring)
.childKeyrings(Collections.singletonList(rawAesKeyring))
.build();
IKeyring multiKeyring = matProv.CreateMultiKeyring(createMultiKeyringInput);

O|M| CtE 7|22 AL83to{ LIOIEE 2538 A 553t + U&LICH
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|I91E & &5 3 2to|=22{2]2] 0|& 0] AWS Database Encryption SDKZ B ZE|i&LIC}. O]
FHEtRE OHLHAME 04%15]| DynamoDB Encryption Clientol| CHEF ME & A& &Lt

AM ItsEt 55 E ALS5HE A ClOIEHIOIAE S5 5t6t K| I A SstE BZEE AME
+ U&LICE ol EEo| 7|5 E Uit BIAE Zi0 O|o|E{Ho| A0 AN Z XMEE & E35HE ZF Atole
e MAMSHE HIZHE AF835tod - ELICH AWS Database Encryption SDKE B2 =0 715t M
Zcof "HlZd2 XMEELICH ALE5tE "I | met &5 5HEl CllolEof CHal Hets| Yxlete 4
Mg AL 2ot HESE S§7 HEE s"®E = Usuoh

(® Note

st M Jtser CiE e s stet 2ol 5

AWS Database Encryption SDK2| M 758+ ¢t
= 7ol MolEl HM 7ttt cHE &f

HIZi2 ZEo| Uit HIAEQL A S5HE gt ALO|of| 2 dadst= HEI Al 7|8 HIAIR| Q1B =2
= (HMAC) Ef1 : st FE3E ol FHE dEEtE HEo| M 22 A AWS
Database Encryptlon SDKE Bt BIAE Zfof CHa HMACE AHAHEFLICt Ol HMAC 32 sliE EE

©f 2let SAS 23 Thl(1:1) URITLICL 0421 Jho] DRE 2tk SIS 210l TR SUL HUAC
=10 HEIEI= % HMAC E2{0] TEILICH Ol2{8 QE 2 Upt SIAE Ztof it 74 28 s
BrLICH HITI P25t

ir

£ Teto| gls A8 ALl 53 S HMEHE L
B 2EE Asez HEZstn e et HAE ANE gt ._FE*L—IEL

-

Zf H|Zdol Cholf Y& E B 28 +£ A2 = 2 H|Z dolol| et Z-EELICH FF2d0i Mg gt 5l

(® Note
HM 7tsE g3 she AMAXIX| E2 M ClO[EH[O|A0 FREE=E A Z[R&LICH 7|E O
O|E{H|o|A0f FEE 2 E H|ZA2 C|o|E{H[0|A 01 = =E M Bi|Z =B 0HE 6tH, HIZI0] 7|
Z Clo[HE & L2 elaLch
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HIZAE A&stod 2 53 Cllo|E{of CHEr HEIE +~5HH Z2t0|HUE & 45 3HE Ol o|E{H| 0| A2t
UHE S5 HI8E £Y = U&LICH HIHE MEE M RElel &1 Tl0|E 20 Chs S 7=
£ 2ol & Atojolls EAMR Z¥o| J&LICH HIT2 HEo| 453 HE HEfE ?'i"é'%PII r&Lich
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. HIZd Zol7t 245 M50l of ol EEELICH
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UELICH HIZIE TAds7| Kol 91 Y, Hot @7 MY U M5 27 AEE HESMR.

AM Jtset 4537t Clo[E MEo XM etx| 24e m CFS CloIE ME nfE 27 AFEE 1edst
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HIZ40| EEsHe Hot £F2 ClolE| ME Q| M=ol mHah ZabElLICH AM JHsE ¢ 53l E 9l
of 351E LE B 7A5HH cof 7|28 Yt HAE 2}

AWS Database Encryption SDKE& alie &
ICt. Z=0{Zl E=of CHal AHAE 2 E HIZ2 SUE 7|E AFEstod ALt
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"EmployeeID": 101,
"LastName": "Jones",
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"State": "OH",
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E Z/o| HE S8t HMAC Elfi10i DHE =5 HMAC £20| ZZILICH ol2{et 2 E 2 Uit HMAE
gfol gt 78 HE & Aldst= Tetol el AF8Rtel s=E MErELICH

H|ZA2 2 53} 2240{| A ENCRYPT_AND_SIGN == SIGN_ONLYZ EA|E ZEo|MBF M8 = 9l
|74 AAAE MBI HL €S53 K| oE&LICE DO_NOTHINGE EA|E ZEZ = H|ZAS 74E

TAste HIzio] RO Mt £8E 4 s A2l REO| WHELICH ZHM THSE A2 5HE XNt
T 7hR| REOl HITHO| YALICH EF HIZIR S5 M2 SHHLICH S8 HIZIS 712 U YA
E SREN EF HIZIS Zerstod S HOIEHIOIA SUS S/FLICH HIZIS T4 & 458
£l L= E ZAMstE{E BIX] 2 HiZiol CHE 2E QA TASsof BLICH RLMIS LIS S HIZIS Al
S EX QA TN MM ATFHML

=5

. EE H|7

. g oz

EZ HIA

EZE HI7i2 CloEHIOI oM ZA 7HS Bt 42 518 Toists 7HY THEHE WHeILICH 2B stE I
S i JbA B StLbol CHSHME S5 HMS S 8Y 4 aLIch EF U2 TosE wHe ¢
O EF HIT THS AT,

EZE HI7ig TAsts WSS HIT AA2hT BHLICH HIZI0| THEsHok st TloJE{2l Q%18 AuarL]
O HIZd AAE LB SHE BE T JhY WEY 4 UALICH 2 EF HIZIQ| HIT AAE TR0k
Lich, SUBH BT AAR 5 JHo| HIZIS TAE £ gL




AWS Ci[O|E{H| 0| A 255 SDK

AEsE B Heof Chid 88 AMg s¥ste E& HIZdg BEHU 7ty EEE BHE0{ 04
ENCRYPT_AND_SIGN %! SIGN_ONLY EE=o| A0 e S AME s=-st= EZF H|ZE BtE =
A& LICt
e EE
7t HEE St old el a4 HEZ FHE JNEM HEQLICH 7t HEE YHSiT SlZ =0
MEE7t 7|8EIRlE &Lt 7hd EEE= O|o|EH0|A0 BAMe 2 XEEIX| f&LICH EE
HIZd FEHM HES| §H MOIHEE AHsts WH = B E Lol o] HEE AASId §
H HEIE s&sts Y™ chet XIE2 HIHo MSsths ol AF2ELUC 7He 2Eol= stk o4
of A& stE HETJH EHRFLICH
(® Note
OS2 ode 7ty HERZ ™8 = s #HeEt 2 72| R¥E Eo{ELIct o E2(7H 0l4of
X ol oflxlof| AL El oM ZE = H|Zdo CHSH Hi = & At 2t /A HE AIE S 55

otx| kg + UA&LICt

L
=

0| & £04, FirstName & LastName EE2| 2o CHaH S8 AME +=steds B CIS 7
=

S olLIE BFE & A&LICH

e FirstName ZEOo| X Hm EXet 1 F{0f LastName 2E7} 2= 714 NameTag EE(Z2F 4o

EXHULICE o] 7H4 ZHEZE AF835HH NameTag=mjones& #Hzlg + UYU&LICH.

« LastName ZEQ} 1 Foi FirstName ZEZ FTAE 714 LastFirst ZEQILIC} O] 74 =

= o =
EE M83IH LastFirst=JonesMary2 #Zl& 4+ A&LICH
e d53tE HEo| EY MIOHENM 55 AMg sdsttds B FElsttis MOIHEE 4
Het= 7t HEE BtEAMR.
HlE S0{IP FLL| XMZ M MIHEE AIE5tod 5 3HE IPAddress EEE F{E[stedH CHS
7t HEE BHELUCH
« Segments(‘.’, 0, 3)E FME 7t&f IPSegment EE. O| 7t4 THEE AHS5HH
IPSegment=192.0.22 #HZ|& = U&LICH. HEl= IPAddress 2t0] “192.0.2"2 Al&f st &2

S Bz=S et

7t

e

E= 1o gk o

ok

15l SYUB A4 W2 £ il JHY WEE TAY




JHeER 7Hol=

AWS Ci[O|E{H| 0| A 255 SDK

=L

(@]
a1

FAl

™

m

7ol

Hr

ClolEfHlolA THelg

Xts
H =

Hr

FEl B2 =0

tod 2|EE

A8
=

alsy

7

LICH S H

ol

ol
ol

| oI A O M ME C}

o
=

|.

H|Zd

4
o4
<+
w___

__oo

#Helste )& =+

H|Z40d| = &=l ENCRYPT_AND_SIGN

= EZ H|Z41} SIGN ONLY

CcC
4

ke

H
O FMELICE 2

Kk
2|
ol

o

T

ol

Hr

=
[

H|Z404
LICt. 2= ENCRYPT_AND_SIGN

F

=E 235
— | H

E SIGN_ONLY ZEEE

F

Tjo4ok &

st
=

SEE

IH
I+

T
Hr
IH
I+

T
[m]

A

Ads

LH

Ul

ol
Jlo

[N
0%
<+
@__
ol
Kd
i

=L

n

LY

ol
r
=

&Lt

—<

(@ Note

o

<+

ol

Loz 7

El AE SIGN_ONLY

olH}
= -
2 SIGN_ONLY

2F 5]

b AWS Database Encryption SDKE

£ 3

LICE MEE H|ZH

F

=
=

ol

ol
r
Al
o

o
10

&

0]

o
K]
__A_u

ol
70
il

ol

HIZA 4ol CiEt 822 =

F

=3
= H

5]
LiE2 HIZ #e|

I.

S
[l

REA|

5

S
[l

£ #el 30l o

o]
AA

0| AWS Database Encryption SDKZ HZZ|A&LIC}H O]

| DynamoDB Encryption Client0ll Ciet HEE A|

=
=

t 2lol=E{2|el o]

FLCH

35
oH

= 045

7HE R} OFLH A

64




AWS H|O|E{H[O| & ¢f 5 5 SDK YRt 7tol=

HIZ12 M4XRIX| &2 M C|o|E{H| 0| A0 FRE=F HAEURELICEH 7|E Clo|EH| 0|20 7 E
D E H|IZd2 olo|EHola 7| E M B2 =8 O EELICH H|Zd2 HEo| Uk HAE ZIof M A&
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Lic, & EZ HIZio| SUs 7|2 Ut AT} ZoElo] YCIPHE F EF HIZIO| 22 MDY $E
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» beaconl = beacon?
 beaconl IN (beacon2)
* value IN (beaconl, beacon2, ...)

* CONTAINS(beaconl, beacon2)

2l 2 ste 0Tt {9 #EIE ™8E = &LICH B, S8 "l A
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Ctg oMol Me =2 =M Aol CHEt A CIO|E{E& FX5t= UnitInspectionite= OIF

O| tl|o|E{H|0|AE DegfLICt O[o|E{#H|0|A 2| ZF B|Z=0{|= work_id, inspection_date,
inspector_id_last4, Y unit2leE EE7t J&LICH ™A AALZ| IDE 0~99,999,999 ALO|o| =
Aot stX|gk ClO|EMEZ 2 L5t H B2 EIE5 5t7| I3 inspector_id_last40= AAL|
IDQ| Ot X|2f 4Kt2|2t X{ZHELICH Olo|E{HIo|A Q| Zt ZE = Z2lo|HE| 7| work_idE AlEL|CH.
inspector_id_last4 Y unit EE= 53| 2240 A ENCRYPT_AND_SIGNS Z E A|ELIC}H

¥J

CtZ& UnitInspection C|O|E{H|O|A Q| At HIAE T FO| of LTt
{
"work_id": "1lc7fcff3-6e74-41a8-b7f7-925dc@39830b",
"inspection_date": 2023-06-07,
"inspector_id_last4": 8744,
"unit": 229304973450
}
dzEo| thd &3 stE HE |
inspector_id_last4 EEE 3 3t6{0oF 5t X|BH Hehs| Lx|st=X] HEl5H0F 5t <
inspector_id_last4 HEOM EF H|ZdE2 MEeLct JH OF E&F H|Z42 A5t EX
QIHAAE OHELICH O] EX QIHAE ALE5t0] &5 3HEl inspector_id_last4 HEE HElg
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2 FEgLct 2E 7t 2= StLk o|d o & EstEl A HEE EZ eFSHoF B LICH
(PN
CZ oMl= Employees Ci|O|E{H|O|A Q| 7t& HEE BHELICH CHE2 Employees O|O|E{H| O]
Qi HIAE B|Z = 9| oMl lL|Ct.
{
"EmployeeID": 101,
"SSN": 000-00-0000,
"LastName": "Jones",
"FirstName": "Mary",
"Address": {
"Street": "123 Main",
"City": "Anytown",
"State": "OH",
"ZIPCode": 12345
}
}
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{
"work_id": "1lc7fcff3-6e74-41a8-b7f7-925dc@39830b",
"inspection_date": 2023-06-07,
"inspector_id_last4": 8744,
"unit": 229304973450
}
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Rt stx[2 ClO|EMET 2 UstH 22 |5 57| @8 inspector_id_last40= HALT
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A ENCRYPT_AND_SIGNS Z E A|E/L|C}.

"work_id": "1c7fcff3-6e74-41a8-b7f7-925dc039830b",
"inspection_date": 2023-06-07,
"inspector_id_last4": 8744,

"unit": 229304973450
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List<VirtualPart> virtualPartlList = new ArraylList<>();
virtualPartList.add(sourceFieldl);
virtualPartlList.add(sourceField2);

VirtualField virtualFieldName = VirtualField.builder()
.name("virtualFieldName")
.parts(virtualPartlList)
.build();

List<VirtualField> virtualFieldlList = new ArraylList<>();
virtualFieldlList.add(virtualFieldName);

HE HWEO| EYH MOHEE AI25104 714 EHEE UHEX{H ¢ ZEE 714 BE S8 F7t5H7]
Mo siie HetE2 Holsl ok g Lict

A Zicof cHst EoF e AFE

HIZA2 ZeEo| ¢S 3tE AEHE BdA5HK| ot&LICH OBqLt HIZAS ALEE ] F2(e| 21 | o|E
2320 CHall Szl HEQ| & Atolol= 2 &M #&0| U&LICH HIZHE 5= wWAlof et sH
& H|7H10| EESl= Eot =& o| A™ELICH

AAZEJ7|E EE HIAD ARls 714 ZEE OHEX| OIMIQ. E& H|ZdE 2t=E= o] o|O] AFEE
AAZEE ZESHE 714 ZEE HEM 5 H|ZHO EoF £F0| HolA £ Q&LICH Eoto| oSt
= 8EE FI AL EEWM FI7HE AEZI &0 et EetELICH AEZRID 82 FIFAA
ZCo| N1 72Xl FIF AA ZIC 71 714 mEO| MA| 37|0f 7|0dst= HIE 40 e A=
Ct.

b
Eh
[amy
It
_l
0x

80



S QU HIZd ZI0E AL 3tod 7h4t T of #IE et HlolE| MES| Hote RKIGHER| Helg 4
= + QL gL WEo I FE

te HEo| Hotg AEY W CHE 6 E 1 E{stMl .

. Beacon12 FieldAZ TAIEIL|CH FieldAS| R EICte pBeacont o)y =) |1y

« Beacon2E= VirtualField2 2 FME|0{ Q=0 O|= FieldA, FieldB, FieldC, 2 FieldDZ2
ZAME0] QUSLICH FieldB, FieldC, 2 FieldDS &zl mZEIEH2 2N ojatelL]ct,

Ct

0jo

HEO|

ot

Ol 742 Beacon2= Beacon11} Beacon22| 2ot 25 R X|&L|CI.

N > (Beaconl length)/2

a

bl

N = (Beacon2 length)/2

SgHH2 7|2 dit HAE EXtEn B E HIZS AEsto] B HAMM M2 CHE F 7HK] &
3 - =

= =
2lste S =ast ololEf# 0|4 Aelg S#EFLICH
H ca

|I4E e & A&LICH 5§ ol Z&E 2

78 FE2| oA

List<CompoundBeacon> compoundBeaconList = new ArraylList<>();

CompoundBeacon exampleCompoundBeacon = CompoundBeacon.builder()
.name (" compoundBeaconName")
.split(".")
.encrypted(encryptedPartlList)
.signed(signedPartList) // optional
.constructors(constructorList) // optional
.build();

compoundBeaconList.add(exampleCompoundBeacon);
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.name("standardBeaconName")

.prefix("E-")

.build();
encryptedPartlList.add(encryptedPartExample);
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new ArraylList<>);

List<SignedPart> signedPartlList

SignedPart.builder()

SignedPart signedPartExample

.name("signedFieldName")

.prefix("s-")

.build();
signedPartlList.add(signedPartExample);
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ConstructorPart fieldlConstructorPart = ConstructorPart.builder()
.name("Fieldl")

.required(true)
.build();
2. 1EHANMBE YER B2 S AME5t0{ S& HIZE Z&8E £ UAEZ 7IsE ZE o &

£ YYRE BELICH

o€ £0{Fieldl.Field2.Field3 2! Field4.Field2.Field3oi CHal R 2lst24H S 7H
O| MAXIE BHE040F 8HLICH Fieldl 2 Field4 S 7Ho| B4 MAXIof Ho|E|o{ Qlem

2 ECHERE = &L

// Create a list for Fieldl.Field2.Field3 queries
List<ConstructorPart> fieldl23ConstructorPartList = new ArraylList<>();
fieldl123ConstructorPartlList.add(fieldlConstructorPart);
fieldl23ConstructorPartList.add(field2ConstructorPart);
fieldl123ConstructorPartlList.add(field3ConstructorPart);
Constructor fieldl23Constructor = Constructor.builder()
.parts(fieldl23ConstructorPartlList)
.build();
// Create a list for Field4.Field2.Fieldl queries
List<ConstructorPart> field421ConstructorPartList = new ArraylList<>();
field421ConstructorPartlList.add(field4ConstructorPart);
field421ConstructorPartlList.add(field2ConstructorPart);
field421ConstructorPartlList.add(fieldlConstructorPart);
Constructor field421Constructor = Constructor.builder()
.parts(field421ConstructorPartlList)
.build();
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3. 2EAHIM BHE BRE YWHRIE Z

List<Constructor> constructorList = new ArraylList<>();
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constructorList.add(field123Constructor)
constructorList.add(field421Constructor)

4. MBE! constructorList H|ZAE BtEE A|7|E R|™HEFLICE

T-d9o| of
20| E & ¢f 535} 2to|=2 22| 2] 0|& 0| AWS Database Encryption SDKZ HZEE|A&LICEH O]
FHEtRE OHLH M E 04%15| DynamoDB Encryption Clientol| CHEF ME & A& &hLCt.

OhE oxe 22 A S2 HIZHE 77 dots S 2o ELICH Chg 792 H|Z ZOoIE MB35t &f
&LICh F-ol ME st H|Zd Zol& AH™ste ol =&0| 26t H|Zd Zo| MEiZ HZstMle

HIZA2 #4351 A8sts WHE 2oiF= A = oNE E2{H GitHubol| = aws-database-
encryption-sdk-dynamodb-java 2|XZ X|E 2|2| searchableencryption C|HE{2[& & X 5HM2.

A
- EFEHIA
- S HA

Mol AxISH=X| inspector_id_last4 HEE F2|stc{™ Ol 2 782 AMAE8tod & H|ZAS B

List<StandardBeacon> standardBeaconList = new ArraylList<>();
StandardBeacon exampleStandardBeacon = StandardBeacon.builder()

.name("inspector_id_last4")

.length(beaconLengthInBits)

.build();
standardBeaconlList.add(exampleStandardBeacon);

=
=

i

H|Z

inspector_id_last4 Yinspector_id_last4.unit OlAM UnitInspection C|O|E{H|O|AE
F{EISt{H O FHo 2 S8 HIZE BHELICE ol S H|ZHoe 255t E FE0 2L o

// 1. Create standard beacons for the inspector_id_last4 and unit fields.
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List<StandardBeacon> standardBeaconlList = new ArraylList<>);
StandardBeacon inspectorBeacon = StandardBeacon.builder()

.name("inspector_id_last4")

.length(beaconLengthInBits)

.build();
standardBeaconList.add(inspectorBeacon);

StandardBeacon unitBeacon = StandardBeacon.builder()

.name("unit")

.length(beaconLengthInBits)

.build();
standardBeaconList.add(unitBeacon);

// 2. Define the encrypted parts.
List<EncryptedPart> encryptedPartList = new ArraylList<>);
// Each encrypted part needs a name and prefix
// The name must be the name of the standard beacon
// The prefix must be unique
// For this example we use the prefix "I-" for "inspector_id_last4"
// and "U-" for "unit"
EncryptedPart encryptedPartInspector = EncryptedPart.builder()

.name("inspector_id_last4")

.prefix("I-")

.build();
encryptedPartList.add(encryptedPartInspector);
EncryptedPart encryptedPartUnit = EncryptedPart.builder()

.name("unit")

.prefix("U-")

.build();
encryptedPartlList.add(encryptedPartUnit);

// 3. Create the compound beacon.
// This compound beacon only requires a name, split character,
// and list of encrypted parts
CompoundBeacon inspectorUnitBeacon = CompoundBeacon.buildexr()

.name("inspectorUnitBeacon")

.split(".")

.sensitive(encryptedPartlList)

.build();

2elo|ME & 53 2lo|= {22 0|5 0| AWS Database Encryption SDKZ #HZ E[Q&LICEH O
Wt Kb LA E 09715| DynamoDB Encryption Clientodl CHgF HE & XS &fLct.
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HIZAS ALE5tH F 2| Q! A CIO|E{HIO|AE S5 56HK| 1 A SSE BHIZEE AME £~ ¢
&LICH HIZH2 R KXIX| &E2 M CllO|E{H 0|20 L= E MHAHZ|RAELICH 7|ZE C|O|E{H 0| A0
TMHE ZE H| _S HIOIEiHIOI/\Oﬂ 7SS M BZ =0 OjEELICH H|Zd2 ZEo| ot BHIAE Zlof|
M AAELICH Z2EJL 2535t E|H H|Z10| 7|Z Cl|0|E{E ofZEE o] Qi&LICH HIZAeZ M 2=
E M8t Fole HI?*OI -T“S'; A|o|EE 4= i LICt stX|E HR =0l F7HstE M Z=ofl M H
g FIte £ U&Lct
HIZAS 2 A5 Sof= O|O|E{H|O|AS RS T H|ZH0]| CHE HE|= 285t 7| Mof CtS CHA1= 22 5
OF gLt
1. AWSKMS H &= 7|2 MM
M st & 55 E AF25t2{H AWS KMS AISX 7|22 Al35t0d & 30| AF2E|E O
O|E{ 7|8 MM, 4535 U =5 36H0F gLct

AE™ 71Z0| W3 0K 0] CHEt RHMIEH LIS 244 7hs et 558 Qs AIEM 7I2 A8 S
SR VL)

| —
KIEgfLICh HIZ ™ol ChHalf 12 X1 st ok & LICH keySource 2|0 CHE
£ Golst7| MME A RStM 2.

CHe Java OIS T B CIOE{HI0]4 0] HIZH HAIS HolF LI ZEIE|UE ojofEfH
0l2.9| HIZ BIFIE Holsts ol T80l BRsHH ZE|E|LE Hl0JE{#H 020 ZA JhS 3 ot

st E HEotM 2.

List<BeaconVersion> beaconVersions = new ArraylList<>();
beaconVersions.add(

BeaconVersion.builder()
.standardBeacons(standardBeaconList)
.compoundBeacons(compoundBeaconList)
.version(1l) // MUST be 1
.keyStore(branchKeyStoreName)
.keySource(BeaconKeySource.builder()

.single(SingleKeyStore.buildexr()
.keyId(branch-key-id)
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.cacheTTL(6000)
.build())
.build())
.build()
);
3. ExodAa 1Y
HlZig Tt ¥ e siE WEE ZMet2{W BIX] 2 HITIS Brdshs X QA E T dsof
BHLIC REMISH LIS S HIZIS A BF QIElA Ta Mg HE MR
4. 453 A Mo
EZ H|HS M6t O A2kl ZE ZEZE ENCRYPT_AND_SIGNS 2 E A|sHof &fL|Ct. H|ZA
2 * 8= ol AH8El= CHE 2E EEE SIGN_ONLYS E E A|E|o{of &LCt.
5. AWS Database Encryption SDK client =3

DynamoDB Ei|0|= 2| E| 0]

=82 23535 AWS Database Encryption SDK clientE T435t24
™ DynamoDB& Java 22 E

% ot 53 2lol=Ef2lE AR,

S I
o o

F EE H|IZo| SUE 7|2 it HAETH Z

I%ZI |0'| l:-|E|'_I_ T -'E%_S H |_-9— HA% = — HA
LICE = 7Ho| & H|ZA2 Set Lt HIAE Zfof CHall MZ CHE F 7He| HMAC B3 & o ghct
2t & H|HAS O S FEIE ™8 E + gLt

* beaconl = beacon2

 beaconl IN (beacon2)

value IN (beaconl, beacon2, ...)

CONTAINS(beaconl, beaconZ2)

Sg HIH2 O S #HElg +dE = U&LICH

* BEGINS_WITH(a), 047|AM a= ZEE S H|Z0| A& ets E=o| A 22 ¢
BEGINS_WITH QAHRIE A8 510 & st9l EXIEZ AlFote 2f2 AMEY + gi&LICt shx|g
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BEGINS_WITH(S_)E AMEE = U2, 07| S_= ZEIE S H|Z10| A|ZSlE 22| HFA
£ srdshct.

« CONTAINS(a), 047|M a= =2 = 2%} H|7Hof| =&
MALE AFR S04 ME Lol B 5t EALH oLt 2ol =& E

0 & £01a0| MEQ| ZtE BtH3t= F2I CONTAINS(path, "a"E T=8E £ i&LlCh.
« S H|ZHo| MHEI EES HIDE & USLICH MHEE EES HITE M MEIXO Z 5L} 0|4 9
MEE 220 & S5E 22O HFAE FIIE & UX|oH S 3IE TEO| gt FE|of| Z&E £+

o€ E0{ MHE EE2E H|W81T signedFieldl = signedField2 & value IN
(signedFieldl, signedField2, ...)O0|CHal FHE2IE &= U&LICEH

signedFieldl.A_ = signedField2.B_oi CH&t 2|0l ols MHEE REED} A4S 5E £E9
HMFAME HLE = &LICt

« field BETWEEN a AND b, 047|M a & b= MEE EE2QLICI & S3E 22| HFAIE Lt
O|&o| MHEE EE0| MEIXMOZ FIIE £ UKD ASSIE EHEO| I ol ZEE == Q&

LICH

SE dlZof et Helol ZEAIZIE ZF 22| HFALE Z&Esof &LICH ol& §04, F 7He| EE,
encryptedField & signedField2%E 5§ H|IZ compoundBeacon2 748t 4<%, HIZAE #
2lg m o] & F&£of cHall & HFALE ZEsHof &Lct.

compoundBeacon = E_encryptedFieldValue.S_signedFieldValue
HE|E|HE CIO[EJHOIAS I3 Z4M JHs 3 of 55}

OlgiE & &%

| | 2lo|=22{2]2| 0| 0| AWS Database Encryption SDKZ HZAL|AR&LICH O]
3t X} oL A= 04745] DynamoDB Encryption Cliento Ciet HE & XS &rL|Ct.

tol

ClOIEHO| A0 AAM 7tsEt S 3HE FRi5tE{™ AWS KMS HE A 722 AFE5HoF B LICt
AWS KMS AE™ 7|22 2= 250 ArSEZl= CIo|H 7|1& dd, 58 & 553 eLICh 8 H
e ddste ol MEElE HIT 7| HEFLIcH HEEH'HE HO[EH[ 0| A0 A AWS KMS HIE %
7122 MEstE B2 A HILIEDtct T RE B 7|2t HIA 7|7t A& LICH HE|E|HE C|O|E{H| O]
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20| A 22 8HE CIOIEIE HEIsH2{R 2ot HIZIS MASHE ol AR E HIZ! 7| 28 Alsiol
guic

HE|E|HE O|O|E{HIO|A Q| HIZH TS HMolg e 7St ZE EZ HIHSE, It ZE S
2 HIH 558, H|Zd T & keySource2 X|™ELICEH HIZ 7| AAE MultiKeyStoreZ o5t
keyFieldName2 Z & ali0F 5tH, 24 H[Z4 7| FHAlof| CHEF FHA| =Hot 24 H|Z4 7| FHAlof| CHEE 2

CH FHAl 27| 2 Bfsl{oF &fLICt.

MBEE H|ZHE 78t 22 lE HIZ10lcompoundBeaconList 0ff Z&z|o{of & L|CH MBE HIZAS
SIGN_ONLY ZEE Qe Astn S& et 22|lE s=8ste 5§ H71e| YFZ Lot

List<BeaconVersion> beaconVersions = new Arraylist<>();
beaconVersions.add(

BeaconVersion.builder()
.standardBeacons(standardBeaconList)
.compoundBeacons(compoundBeaconList)
.version(1l) // MUST be 1
.keyStore(branchKeyStoreName)
.keySource(BeaconKeySource.builder()

.multi(MultiKeyStore.builder()
.keyFieldName(keyField)

.cacheTTL(6000)
.maxCacheSize(10)
.build())
.build())
.build()
I
keyFieldName
keyFieldName= X|EE E|HAEo0| et HIZAS ddst= o AAEE H|ZH 7[2F #&El branch-
key-idE& X% st= EEQ| 0|2 HolgfLICt.
CllO|E{H|O|A0| M HIZEE M= B2 ST dZ =0l CHEt HIZAE dd8st= ol A El= HIZ 7|

E AM35l= branch-key-id7t 0| Zeol MEELICH

7I2Mo 2 keyFieldE HIOIEH|O|AN BAMoZ MY E|X| &= 8™ HEQlL|CH

ot = P
Database Encryption SDK= A2 4EHo| &t 53+l O|0|E{ 7|04 branch-key-id& 4

q
=
S8 HIZd Y MEE BT A £ YT S WA keyFieldol 248 MEELIC AR HF

=
2 MEE Ho|22 7iE™ keyField2 MEE 2o = ZtFEL|CH
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keyFieldE &3l dofl SIGN_ONLY ZEZ Z 504 O|E{H|0|A0 HEE HAIXMoZ
MEE s ALt o|ZE A 5tH™ C|O|E{H| 0| AN BZEE £ WOICH keyFielddp =822
branch-key-id& EZ & A|7{o}F & L|C}.

HE|B|HE Clo|EHo|A 2] H|A #E|

HIZi2 #Elsted™ H|ZdE RA LSt o 28t MAdet HH 7| At & AEE = U SF Ao
keyField2 Z&sHof &LICt BZEQ| HIZAE Ydst= Ol A8 Ekl= HIZ 7|2 #t2El branch-
key-ldE Maflof gLlct E4X| 7| ID 3ZAt2| HI'HE branch-key-idE A/Hst= 58 0|

2 X|He £ glaLch oS 242 o Z 32|of keyFieldS ZEAIZ £ QU&LICH

Sgf -l
2 =0l keyField® HAIMoZ XMESHE XES K| oFE, 28 HIZH| HHE BEES
EkeyFieldg X Z& AL = UELICH keyField ABE FE0| R LICH

o€ £01, 2= 2712t encryptedField 2! signedFieldE AI83l0d 5
compoundBeacon2 44d5t2{H keyFieldE MY E 2= Z 5ot
compoundBeaconO| A CtF #HE|E £ &= U&LICEH

H|Z
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compoundBeacon = E_encryptedFieldValue.S_signedFieldValue.K_branch-key-id
MEE "

AWS Database Encryption SDK= £ &
£ M3&Lct o|gq48t ’H|Zdof|= stLk O = =2
Database Encryption SDKE 27815 L8t BIAE SIGN_ONLY ZHEZ 7 4E = &= MEE H
742 X|§ELct

MEE HIZie B RO T4E £ JaLICh keyFieldE BlAE0| WAIMO = KMESHE X
Y5tR| &, keyFieldollA MYE HIZIE 4451 OIF A83510 keyField MBE HIZdofl C
8 MEIE CE B B sfufol ciet aizloh AR ets Su RIS BE 4 AlaLic ol Soi o

keyField = K_branch-key-id AND compoundBeacon =
E_encryptedFieldValue.S_signedFieldValue

0

MBE HIZHE Fdst= ol =20|

ME

et MBE H[H BET7| MME HRstMR
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ol

HE[E|E o|o|E{H|oj& 2| H|Z 72| 91



AWS Ci[O|E{H| 0| A 255 SDK

keyFieldoil A &% 22[5t7]

ot 55} keyField 20l M keyFieldE X|Het D B|ZE0| ZEE HAXoZ X&8t AL, HI
ol {z|et H|71e| HElE Afste =& HEIE UHE

=

keyFieldolM 2 #{2|st= 5 MEE £~ Q&LICH o & So{CHS AEIE

keyField = branch-key-id AND standardBeacon = S_standardBeaconValue
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AWS Database Encryption SDK for DynamoDB

Z2ot0|ME & ¢ 535 2to|= 2|2l 0|F 0| AWS Database Encryption SDKZ #HZE E[}&LICEH O
FHetRF OHLH M E 04715| DynamoDB Encryption Clientol| CHEF ME & A& &Lt

(@]

AWS Database Encryption SDK for DynamoDB+& Amazon DynamoDB 7|0 22I0|HE & 535}
E Zgg = Aes 2ZEQ|of 2to|EE{E[)LICH. AWS Database Encryption SDK for DynamoDB&
S8 7 YSEE MI5HH, 53t S350 HB| Z2&E 352 X[-H5t0{ Cl|o|E el AEHdE &
HE = UAaLCHL ME T U RF JES 2 HO|EE ¥E35tetH Uit HIAE H|O|EHHE AWSSE X
g8t M3RH7H AP E &= QA 5t= dl =20l Eulct

CtS FAM oM E DynamoDB& Java 22I0|ME & ¢ 53| 2lo|222| HA 3.x0ll BHE &
L|Ct.
Z2eto|E & o453 2lol= 2|22l 0| 0| AWS Database Encryption SDKZ A E[ &L
Ct. AWS Database Encryption SDKE= 7|& DynamoDB Encryption Client HE S A& K|
L|Ct.

DynamoDBOi|A{ Ef|0| =2 %*5 DEQUCH 4 52 &4 2Lt Zr 40tttk o|F1t 2kol /A&

ol ol &=FoMe ¢EstEl ZE, Eet0|¢ME Mx| X 74 X[H, AE St o =&0| &= Java oA
S AWS Database Encryption SDK for DynamoDB2| 712 & M-S & LICt.

« B74Al DynamoDB Encryption Client
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Xt BEA 3 35t5t0 ALEALTLE|O|Z 0] HMAE M S5356tE MH & M HIOIEH &35 7|s
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DynamoDB& Ef|0|E& C|A 30l E2tE [ DynamoDBOIAM EO|E S AMXI Z2H & E 3551 AFS
X7t ElO|Z CllO|E{of| MM AE M SE 5t MY S Y3 MH & 535t 7|52 R LC
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Service(AWS KMS)& 25 3 PEIXI of2 AMENZ H7|X| o5 AWS KMS key2 23 ELIC} 7|28
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« CIOIE{7} M& 2 XME Al EZE|H, AWS S HM3Ktoi| A ™ML =& Z|X| ot&L|Ch.

- EHO|E &Fo0f MHEE = Q&LICH AWS Database Encryption SDK for DynamoDBOi| Z2}0|HZ|
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https://docs.aws.amazon.com/encryption-sdk/latest/developer-guide/
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https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/HowItWorks.CoreComponents.html#HowItWorks.CoreComponents.TablesItemsAttributes
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https://github.com/aws/aws-database-encryption-sdk-dynamodb-java/tree/main/Examples/runtimes/java/DynamoDbEncryption/src/main/java/software/amazon/cryptography/examples
https://www.oracle.com/technetwork/java/javase/downloads/index.html
http://www.oracle.com/technetwork/java/javase/downloads/jce8-download-2133166.html
http://www.oracle.com/technetwork/java/javase/downloads/jce8-download-2133166.html
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AWS SDK for Java 2.x

AWS Database Encryption SDK for DynamoDBO{= AWS SDK for Java 2.x2| DynamoDB
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Apache Maven2 At &304 AWS SDK for Java AR

« XA AWS SDK for JavaS E4402 71X 2249 pom. xml THU0Y| MRASHAAIL.

« AWS SDK for Java®llAl Amazon DynamoDB 201 CHEHM Pt SE5MHE HMHSIe{HEH 2 &
£ x|Hte K|S WELICH groupIdE software.amazon.awssdkZ, artifactIDE
dynamodb-enhanced2 MM gL|Ct
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Apache Maven AlE

Amazon DynamoDB Encryption Client for Java= CtS &4 4 2|9t &7 Apache Maven2 & i

AEE = &Lt

<dependency>
<groupIld>software.amazon.cryptography</groupId>
<artifactId>aws-database-encryption-sdk-dynamodb</artifactId>
<version>version-number</version>

</dependency>
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https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/dynamodb-enhanced-client.html
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/dynamodb-enhanced-client.html
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/migration.html
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/migration.html
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/setup-project-maven.html#build-the-entire-sdk-into-your-project
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/setup-project-maven.html#modules-dependencies
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/setup-project-maven.html#modules-dependencies
https://maven.apache.org/
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Gradle Kotlin AF2

Gradle2 A235l™H Gradle ZEXME O| 444 MMof| Ct= 2 F715104 Java® Amazon
DynamoDB Encryption Client0l] CH3t 588 MAE &= U&LICt

implementation("software.amazon.cryptography:aws-database-encryption-sdk-
dynamodb:version-number")
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https://gradle.org/
https://github.com/aws/aws-database-encryption-sdk-dynamodb-java/
https://github.com/aws/aws-database-encryption-sdk-dynamodb-java/
https://github.com/aws/aws-database-encryption-sdk-dynamodb-java/tree/main/Examples/runtimes/java/DynamoDbEncryption/src/main/java/software/amazon/cryptography/examples
https://github.com/aws/aws-database-encryption-sdk-dynamodb-java/tree/main/Examples/runtimes/java/DynamoDbEncryption/src/main/java/software/amazon/cryptography/examples
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DynamoDB Enhanced Client

DynamoDbEncryptionInterceptor& Ar&3+0{ DynamoDB PutItem 27&oi 2t Z2to|Ad
Z0|M =2 ISR 255t MHESHE S DynamoDB Enhanced Clientg 7 4& £ QU
Ct. DynamoDB Enhanced Clienttl M= F440| 2 2l H|0|E| A E AI8301 SMH T UE
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2| =& DynamoDB API

o

DynamoDbEncryptionInterceptorE& At&3t04 DynamoDB PutItem 0] 2t EEI0|ME
S0 =S ISR dE 5oty MHSIEE 5t =& DynamoDB APIE 7 HE += U&LICH

52| =& DynamoDbItemEncryptor

5t2| =& DynamoDbItemEncryptor0ii= DynamoDBE £ E5tX| &1 E|O|E 52 =T

2sststT MY E= =535t QI LICH DynamoDB PutItem &= GetItem L2 5HX|

of&LICH 0 & £04 512l & DynamoDbItemEncryptorS AF&3t0{ 0|0] ZHA48t DynamoDB

EFE Y S35ty =Helg = /JU&Lch

5t ¢ =& DynamoDbItemEncryptor2 &AM 7t S8t &t 238 X|H5HX| et &LICt.
DynamoDB& AWS G| O|E{H|O|A 2t 5 3 SDKo| &4 &
S8 U2 A55 U MEL = S48, MBE e £ 4 Y FALE £ g2 2-gLch
5l =& DynamoDB API EE= 59| &% DynamoDbItemEncryptor2 AI&steE B2 £ &2
£502 Ho|slok gfLct. DynamoDB Enhanced ClientE Al&5tE 42 §4 &S 8522 HI|
St7HLE Mo E 2 HIO|E EEHAE AFE o|'0=| TableSchema2 dHe = JUELICH FH ZEMNAE
Eh&glsted™ =40 22 Clo|E| 24 E ME5le W0l EZ&LICH FAJ0| HE O|o|H ZEiAE A
85t 4% AAE & Hot ZH2SHH E!L—IEP.
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https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/dynamodb-enhanced-client.html
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/ddb-en-client-gs-tableschema.html#ddb-en-client-gs-tableschema-anno-bean
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/ddb-en-client-adv-features-nested.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/Programming.LowLevelAPI.html
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/ddb-en-client-gs-tableschema.html
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DynamoDbEncryptionInterceptor0OiA &4 S X[HELICH. AWS Database Encryption SDK
for DynamoDBE &4 S&8E MOl E& DynamoDB £4 FAME AF835l0{ £ M4 E'__T_;P= B
2 Z2-ELct 7|82MoR 7| F(MYEXIE 4SS EX| A R)E MelstneE ZE 40| ¢35 35
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DynamoDB &4 &l Z2}0|21E FA0i GitHub CHEF AtAMIEH X|&2 2| aws-database-encryption-sdk -
dynamodb-java SimpleClassZ|Z K| E 2|0l M javaE FZ3IAAIL.

7|8Mo 2 ZEto|HE| 7] £ MBEIXIEH &S SHE|X|= LS MH(SIGN_ONLY) CHE 2 E &42
&3 stE|1 MBELICHENCRYPT_AND_SIGN). of2|& X|’33l24™ DynamoDB& Java 22t0|P1ES
&35t otolEeq 2ol Hol|El 255t FME ASELICH o & S04, §Y &g MEEt "*Rorﬂﬂ

@ynamoDbEncryptionSignOnly FA2 ASELICH §H S0 MBE[AHL ¥ S 3HE[X| &L
5t24H(DO_NOTHING) @DynamoDbEncryptionDoNothing A& AL LI

@ Note

AWS Ci|O|E{H|0| A& &f 53t SDK= SHE &80 et =M S X|#stHK| &Lt

COhS dldlE 54 HYe dolote Ol A8kl 42 2o HLICHL

@DynamoDbBean
public class SimpleClass {

private String partitionKey;
private int sortKey;

private String attributel;
private String attribute2;
private String attribute3;
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https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/ddb-en-client-gs-tableschema.html#ddb-en-client-gs-tableschema-anno-bean
https://sdk.amazonaws.com/java/api/latest/software/amazon/awssdk/enhanced/dynamodb/mapper/annotations/package-summary.html
https://github.com/aws/aws-database-encryption-sdk-dynamodb-java/blob/main/Examples/runtimes/java/DynamoDbEncryption/src/main/java/software/amazon/cryptography/examples/enhanced/SimpleClass.java
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/ddb-en-client-adv-features-nested.html
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@DynamoDbPartitionKey
@DynamoDbAttribute(value = "partition_key")
public String getPartitionKey() {

return this.partitionKey;

public void setPartitionKey(String partitionKey) {
this.partitionKey = partitionKey;

@DynamoDbSortKey
@DynamoDbAttribute(value = "sort_key")
public int getSortKey() {

return this.sortKey;

public void setSortKey(int sortKey) {
this.sortKey = sortKey;

public String getAttributel() {
return this.attributel;

public void setAttributel(String attributel) {
this.attributel = attributel;

@DynamoDbEncryptionSignOnly
public String getAttribute2() {
return this.attribute2;

public void setAttribute2(String attribute2) {
this.attribute2 = attribute2;

@DynamoDbEncryptionDoNothing
public String getAttribute3() {
return this.attribute3;

@DynamoDbAttribute(value = ":attribute3")
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public void setAttribute3(String attribute3) {
this.attribute3 = attribute3;

Z=MOo| 2l C|O|E{ 2EHAE AI2350{ L2 ZE =ZHof| EAIEl Zd%{= TableSchemaS AAdghL|Ct.

final TableSchema<SimpleClass> tableSchema = TableSchema.fromBean(SimpleClass.class);

OL- 1 k4

44 S U2 £502 KIS 0183t Ho{7h £ OlET KIHE 52 LIEHHE Map Z4%IS Bt
EL_l
=

final Map<String, CryptoAction> attributeActionsOnEncrypt = new HashMap<>();
// The partition attribute must be SIGN_ONLY
attributeActionsOnEncrypt.put("partition_key", CryptoAction.SIGN_ONLY);

// The sort attribute must be SIGN_ONLY
attributeActionsOnEncrypt.put("sort_key", CryptoAction.SIGN_ONLY);
attributeActionsOnEncrypt.put("attributel", CryptoAction.ENCRYPT_AND_SIGN);
attributeActionsOnEncrypt.put("attribute2", CryptoAction.SIGN_ONLY);
attributeActionsOnEncrypt.put(":attribute3", CryptoAction.DO_NOTHING);

AWS Database Encryption SDK for DynamoDB2| & &35} 74

A 535 SDKE AFEE = DynamoDB EH|IO|E29| &35 74
L |

= ot g TAMoZ Ho
§+ T 28 Y2 £ HUS 2R HolMER| ofL/H =40
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| &2l oilo]E

i —

Ct AL|Z2 DynamoDB Enhanced Client TableSchema& A& 3t= DynamoDB E|O|& &35t F
M2 HolstT TRt MFAR HolEl MEEX| g2 £48 §{SELct

final Map<String, DynamoDbEnhancedTableEncryptionConfig> tableConfigs = new
HashMap<>();

tableConfigs.put(ddbTableName,
DynamoDbEnhancedTableEncryptionConfig.buildexr ()
.logicalTableName(ddbTableName)
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https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/ddb-en-client-gs-tableschema.html
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.keyring(kmsKeyring)
.allowedUnsignedAttributePrefix(unsignedAttrPrefix)
.schemaOnEncrypt(tableSchema)
// Optional: only required if you use beacons
.search(SearchConfig.builder()
.writeVersion(l) // MUST be 1
.versions(beaconVersions)
.build())
.build());
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https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/Restore.Tutorial.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/Restore.Tutorial.html
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.algorithmSuiteId(

DBEAlgorithmSuiteId.ALG_AES_256_GCM_HKDF_SHA512_COMMIT_KEY_ECDSA_P384_SYMSIG_HMAC_SHA384)
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https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/LSI.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/GSI.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/GSI.html#GSI.Projections

AWS H|O|E{H[O| & ¢f 5 5 SDK YRt 7tol=

Java Od|A|
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« DynamoDB Enhanced Client AH&

« 512 =& DynamoDB AP| AFHE
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DynamoDB Enhanced Client At&

CI2 oAM= DynamoDB APl & 2| 22 Z DynamoDB Enhanced Client2t AWS KMS 7|28 Z &5t
DynamoDbEncryptionInterceptor2 AI&35+0{ DynamoDB E|O|& =2 ¢35 35t= WHE 2
o3& LCtH.
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javaZs & x5t & Al2. EnhancedPutGetExample
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1EHA|: 7|2 M4 AWS KMS
CHS oo ME CHE 2335 KMS 7|8 AF835104 AWS KMS 7|22 MM5te

CreateAwsKmsMrkMultiKeyring Ol AFE & LICH O CreateAwsKmsMrkMultiKeyring &'
2 A 85tH 7|20l B 2™ 7[2t CH B 2™ 7|18 25 SHIEH MEE = A&LIch

final MaterialProviders matProv = MaterialProviders.builder()
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https://github.com/aws/aws-database-encryption-sdk-dynamodb-java/tree/main/Examples/runtimes/java/DynamoDbEncryption/src/main/java/software/amazon/cryptography/examples
https://github.com/aws/aws-database-encryption-sdk-dynamodb-java/blob/main/Examples/runtimes/java/DynamoDbEncryption/src/main/java/software/amazon/cryptography/examples/enhanced/EnhancedPutGetExample.java
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.MaterialProvidersConfig(MaterialProvidersConfig.builder().build())
.build();
final CreateAwsKmsMrkMultiKeyringInput keyringInput =
CreateAwsKmsMrkMultiKeyringInput.builder()
.generator(kmsKeyId)
.build();
final IKeyring kmsKeyring = matProv.CreateAwsKmsMrkMultiKeyring(keyringInput);
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SimpleClass & ol &M Cte= 4o CHer RHMIEE X2 FA0] 2 0[5 SeEiA A
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final TableSchema<SimpleClass> schemaOnEncrypt =
TableSchema.fromBean(SimpleClass.class);
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AE3tod {18 E MBEIX| i 2 82 HolgLIch S2E0[UEE HF A" "A EE £ 0|F
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final String unsignedAttrPrefix = ":";
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L}EILHE tableConfigs BiE Xo|gtL|Ct.
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M o|g i DynamoDB E||O|Z 0|§ 2 =2I™ H|0|2 O|§2 & X|™5t
2 AWS Database Encryption SDK for DynamoDB2| & 55} 714 MME & X 5HM 2.
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https://github.com/aws/aws-database-encryption-sdk-dynamodb-java/blob/main/Examples/runtimes/java/DynamoDbEncryption/src/main/java/software/amazon/cryptography/examples/enhanced/SimpleClass.java
https://github.com/aws/aws-database-encryption-sdk-dynamodb-java/blob/main/Examples/runtimes/java/DynamoDbEncryption/src/main/java/software/amazon/cryptography/examples/enhanced/SimpleClass.java
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/ddb-en-client-adv-features-nested.html
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final Map<String, DynamoDbEnhancedTableEncryptionConfig> tableConfigs = new
HashMap<>();
tableConfigs.put(ddbTableName,
DynamoDbEnhancedTableEncryptionConfig.buildexr ()
.logicalTableName(ddbTableName)
.keyring(kmsKeyring)
.allowedUnsignedAttributePrefix(unsignedAttrPrefix)
.schemaOnEncrypt(tableSchema)
.build());

5E7|: DynamoDbEncryptionInterceptor &4

CHZ oMol M= 4EHH 2| tableConfigsE AF& 304 A
DynamoDbEncryptionInterceptor2 BHELICIH

final DynamoDbEncryptionInterceptor interceptor =
DynamoDbEnhancedClientEncryption.CreateDynamoDbEncryptionInterceptoxr(
CreateDynamoDbEncryptionInterceptorInput.builder()
.tableEncryptionConfigs(tableConfigs)
Lbuild()
);

6EHAl: Ml AWS SDK DynamoDB 2 2+0|1E A4

Ct= Mo M= 5EHAH el BHEES AFE510] interceptor A AWS SDK DynamoDB £ 20
Mdgfuct.

final DynamoDbClient ddb = DynamoDbClient.buildexr()
.overrideConfiguration(
ClientOverrideConfiguration.builder()
.addExecutionInterceptor(interceptor)
.build())
.build();

Java Of|A|

110



AWS Ci[O|E{H| 0| A 255 SDK

7EHAl: DynamoDB Enhanced Client 243 &l Ef|o|2 M4

Ct2 oAM= 6EHAI0| M 24448 AWS SDK DynamoDB clientE AH& 3104 DynamoDB Enhanced

ClientE ¥dstn 40| ZZ |05 A E ALS5to E|0[E S SEELICH

final DynamoDbEnhancedClient enhancedClient = DynamoDbEnhancedClient.builder()

.dynamoDbClient(ddb)

.build();
final DynamoDbTable<SimpleClass> table = enhancedClient.table(ddbTableName,

tableSchema);
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final SimpleClass item = new SimpleClass();
item.setPartitionKey("EnhancedPutGetExample");
item.setSortKey(Q);
item.setAttributel("encrypt and sign me!");
item.setAttribute2("sign me!");
item.setAttribute3("ignore me!");

table.putItem(item);

5t 9| ==& DynamoDB API Al &

CHZ olAMlE AWS KMS 7|2/0] &= 32| & DynamoDB APIE A& 3+04 DynamoDB PutItem
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final MaterialProviders matProv = MaterialProviders.builder()
.MaterialProvidersConfig(MaterialProvidersConfig.builder().build())
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https://github.com/aws/aws-database-encryption-sdk-dynamodb-java/blob/main/Examples/runtimes/java/DynamoDbEncryption/src/main/java/software/amazon/cryptography/examples/BasicPutGetExample.java
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.build();
final CreateAwsKmsMrkMultiKeyringInput keyringInput =
CreateAwsKmsMrkMultiKeyringInput.builder()
.generator(kmsKeyId)
.build();

final IKeyring kmsKeyring = matProv.CreateAwsKmsMrkMultiKeyring(keyringInput);

2EHA|: 44 Shed T4
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final Map<String, CryptoAction> attributeActionsOnEncrypt = new HashMap<>();
// The partition attribute must be SIGN_ONLY
attributeActionsOnEncrypt.put("partition_key", CryptoAction.SIGN_ONLY);

// The sort attribute must be SIGN_ONLY
attributeActionsOnEncrypt.put("sort_key", CryptoAction.SIGN_ONLY);
attributeActionsOnEncrypt.put("attributel", CryptoAction.ENCRYPT_AND_SIGN);
attributeActionsOnEncrypt.put("attribute2", CryptoAction.SIGN_ONLY);
attributeActionsOnEncrypt.put(":attribute3", CryptoAction.DO_NOTHING);
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final String unsignedAttrPrefix = ":";
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final Map<String, DynamoDbTableEncryptionConfig> tableConfigs = new HashMap<>();
final DynamoDbTableEncryptionConfig config = DynamoDbTableEncryptionConfig.builder()
.logicalTableName(ddbTableName)
.partitionKeyName("partition_key")
.sortKeyName("sort_key")
.attributeActionsOnEncrypt(attributeActionsOnEncrypt)
.keyring(kmsKeyring)
.allowedUnsignedAttributePrefix(unsignedAttrPrefix)
.build();
tableConfigs.put(ddbTableName, config);

5Ct7|: DynamoDbEncryptionInterceptor -

CtZ olXl= 4EHAH Q| tableConfigsE A& 304 DynamoDbEncryptionInterceptors 44
grulct,
=

DynamoDbEncryptionInterceptor interceptor = DynamoDbEncryptionInterceptor.buildexr()
.config(DynamoDbTablesEncryptionConfig.builder()
.tableEncryptionConfigs(tableConfigs)
.build())
.build();

6= Al: M AWS SDK DynamoDB Z&0|21E MM

Ct Mo M= 5EHA o] H-HEES AFE 510 intexrceptor A AWS SDK DynamoDB ZZI0|¢1EE
Mg,

final DynamoDbClient ddb = DynamoDbClient.buildexr()
.overrideConfiguration(
ClientOverrideConfiguration.buildex()
.addExecutionInterceptor(interceptor)
.build())
.build();
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final HashMap<String, AttributeValue> item = new HashMap<>();
item.put("partition_key", AttributeValue.builder().s("BasicPutGetExample").build());
item.put("sort_key", AttributeValue.builder().n("@").build());
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item.put("attributel”, AttributeValue.builder().s("encrypt and sign me!").build());
item.put("attribute2", AttributeValue.builder().s("sign me!").build());
item.put(":attribute3", AttributeValue.builder().s("ignore me!").build());

final PutItemRequest putRequest = PutItemRequest.builder()
.tableName(ddbTableName)
.item(item)
.build();

final PutItemResponse putResponse = ddb.putItem(putRequest);

5t2| +& A8 DynamoDbltemEncryptor

52| ==& DynamoDbItemEncryptor2 At835t04 HIO|E &5
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(® Note
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MA ZE MES javaE HZE5HAAIL. ltemEncryptDecryptExample

1EHA): 7|13 MM AWS KMS
Ct= oo M= CHE & 23 KMS 7|8 AF& 3501 AWS KMS 7|32l2 Mdst=
CreateAwsKmsMrkMultiKeyring Ol At&&fLICH O| CreateAwsKmsMrkMultiKeyring 2
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final MaterialProviders matProv = MaterialProviders.builder()
.MaterialProvidersConfig(MaterialProvidersConfig.builder().build())

.build();
final CreateAwsKmsMrkMultiKeyringInput keyringInput =
CreateAwsKmsMrkMultiKeyringInput.builder()
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https://github.com/aws/aws-database-encryption-sdk-dynamodb-java/blob/main/Examples/runtimes/java/DynamoDbEncryption/src/main/java/software/amazon/cryptography/examples/itemencryptor/ItemEncryptDecryptExample.java
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.generator(kmsKeyId)
.build();
final IKeyring kmsKeyring = matProv.CreateAwsKmsMrkMultiKeyring(keyringInput);

2B &4 T P

CtEZ oMol M= EolE &S0l gt ME 54 51dS UEHMHE attributeActionsOnEncrypt
WS HolgfLct,

final Map<String, CryptoAction> attributeActionsOnEncrypt = new HashMap<>();
// The partition attribute must be SIGN_ONLY
attributeActionsOnEncrypt.put("partition_key", CryptoAction.SIGN_ONLY);

// The sort attribute must be SIGN_ONLY
attributeActionsOnEncrypt.put("sort_key", CryptoAction.SIGN_ONLY);
attributeActionsOnEncrypt.put("attributel"”, CryptoAction.ENCRYPT_AND_SIGN);
attributeActionsOnEncrypt.put("attribute2", CryptoAction.SIGN_ONLY);
attributeActionsOnEncrypt.put(":attribute3", CryptoAction.DO_NOTHING);

BEMA!: AlZLMAM Melgd £48 HolgfLoh.

CHS Aol = 2 E DO_NOTHING £40| I8 MFA":“E SR&tctn 7-Hst 0 o| HMEAIE
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final String unsignedAttrPrefix = ":";
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final DynamoDbItemEncryptorConfig config = DynamoDbItemEncryptorConfig.builder()
.logicalTableName(ddbTableName)
.partitionKeyName("partition_key")
.sortKeyName("sort_key")
.attributeActionsOnEncrypt(attributeActionsOnEncrypt)
.keyring(kmsKeyring)
.allowedUnsignedAttributePrefix(unsignedAttrPrefix)
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.build();

5CH7|: DynamoDbItemEncryptor 244

CtZ oAl M= 4EHH 2| config& AL&3t04 Af DynamoDbItemEncryptorg BHELICH

final DynamoDbItemEncryptor itemEncryptor = DynamoDbItemEncryptor.builder()
.DynamoDbItemEncryptorConfig(config)
.build();
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final Map<String, AttributeValue> originalltem = new HashMap<>();
originalItem.put("partition_key",
AttributeValue.builder().s("ItemEncryptDecryptExample").build());
originalItem.put("sort_key", AttributeValue.buildexr().n("0").build());
originalltem.put("attributel”, AttributeValue.builder().s("encrypt and sign

me!").build());
originalltem.put("attribute2", AttributeValue.builder().s("sign me!").build());

originalltem.put(":attribute3", AttributeValue.builder().s("ignore me!").build());

final Map<String, AttributeValue> encryptedItem = itemEncryptor.EncryptItem(
EncryptItemInput.builder()
.plaintextItem(originalIltem)
.build()

).encryptedItem();
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.MaterialProvidersConfig(MaterialProvidersConfig.builder().build())
.build();
final CreateAwsKmsMrkMultiKeyringInput keyringInput =
CreateAwsKmsMrkMultiKeyringInput.builder()
.generator(kmsKeyId)
.build();

final IKeyring kmsKeyring = matProv.CreateAwsKmsMrkMultiKeyring(keyringInput);
4. DynamoDB H|0|2 ¢33 74 H 9|
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final Map<String, DynamoDbTableEncryptionConfig> tableConfigs = new HashMap<>();
final DynamoDbTableEncryptionConfig config = DynamoDbTableEncryptionConfig.builder()
.logicalTableName(ddbTableName)
.partitionKeyName("partition_key")
.sortKeyName("sort_key")
.schemaOnEncrypt(tableSchema)
.keyring(kmsKeyring)
.allowedUnsignedAttributePrefix(unsignedAttrPrefix)
.build();
tableConfigs.put(ddbTableName, config);
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DynamoDbEncryptionInterceptor interceptor = DynamoDbEncryptionInterceptor.builder()
.config(DynamoDbTablesEncryptionConfig.buildexr()
.tableEncryptionConfigs(tableConfigs)

.plaintextOverride(PlaintextOverride.FORCE_WRITE_PLAINTEXT_ALLOW_READ_PLAINTEXT)
.build())
.build();
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DynamoDbEncryptionInterceptor interceptor = DynamoDbEncryptionInterceptor.builder()
.config(DynamoDbTablesEncryptionConfig.builder()
.tableEncryptionConfigs(tableConfigs)

.plaintextOverride(PlaintextOverride.FORBID_WRITE_PLAINTEXT_ALLOW_READ_PLAINTEXT)

.build())
.build();
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DynamoDbEncryptionInterceptor interceptor = DynamoDbEncryptionInterceptor.builder()
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.config(DynamoDbTablesEncryptionConfig.builder()
.tableEncryptionConfigs(tableConfigs)
// Optional: you can also remove the plaintext policy from your
configuration

.plaintextOverride(PlaintextOverride.FORBID_WRITE_PLAINTEXT_FORBID_READ_PLAINTEXT)
.build())
.build();

DynamoDB& Java ZCI0|MEE & 535 2l0|E 42| BT 3.xE O0+0|22[O]
M

220|ME & 2f 53t 2o|E2]2| 0|& 0| AWS Database Encryption SDKZ BB E|i& LICEH Of
FHet Kb OFLHAE 09715| DynamoDB Encryption Clientoll CH8H HE & MBS &LiCt.

DynamoDB& Java 2Z0[2E & 2t =3} 2} 0|EHE| HA 3.x= 2.x ZE HO|AE CHCHAH S E RH &}
Mt Zeluict o{7|ole MER2 FX&HE Clo|E YA, E4E HE[HEA| X, HEd A7|0F¢E
AM 7ts8t 455 XM S B2 Uolo|ETL ZE k|0 U&LICt Ol §FoMHeE 2 EE HT 3.x9§
oto|zalo| M5k WEdof cHEt X|&S M3 Ect

& 1.x0{| M 2.x2 O0to|28 0|

& 3.x2 Oto|2 i o|M57| Fol X 2.x2 oo d|o|MErL|c R 2.x0| M= Most Recent
Provider2| 7|2 7} MostRecentProvider®|A CachingMostRecentProvider® A LI} & LICY.
#1XH MostRecentProvider 7|% 2t &7 DynamoDB& Java 22I0|HE & &5 35} 2lo|=2E2| HE

x & A8 42 ZE2| 7|3 0|&& CachingMostRecentProvider2Z G| O|E3HOF &L
Cl. XFM[8H LI 2 Most Recent Provider G| 0|EE R X SHMIL.

& 2.x0| M 3.x2 O0+0|=284 0|

CtZ ™Ato M= ZEE DynamoDB& Java 2EI0[HE & 253} 2t0[E 2] A 2.x0|MH HH
3.xE Oto|ael|o|Mste WiE MEELICH

.|
=]

1EHA. A Aol gFE elg &H|5H7

AWS Database Encryption SDK client7} M &Al0| &5 g 2lg £ UL E FH|scdH CIS HAHE &
2EHLCH CFS HA AFE 2 HIZ 3 20l S22l0|MEE I:I-IX._'I x0 Mot £ HH Al 2 7|4 SaHSH
LICH S2t0o|MIES HS A HF 2.x &

Ec M Ao g=E g2 = ULSE ZH|ELC

7™ 3.xZ oto|zgo|M 124



AWS Ci[O|E{H| 0| A 255 SDK 7k Rt 7Hol=

AWS SDK for Javag HT™ 2.xE UO|0|E

DynamoDB& Java 22I0|HE & ¢f 33} 2t0|2 22| A 3.x0l& DynamoDB Enhanced Client7}
Z 2% LICE. DynamoDB Enhanced Client= 0| HZT0{| A AL El DynamoDBMapper& CHA &L
Ct 24 E SEH0|MEE A8 3HE{™ AWS SDK for Java 2.xS At&3Hof & LCt.

AWS SDK for Java2| {1 1.x0| M 2.x2 OFO|2d|0|M&t7| RIEE 2 M 2.

of CHEF REMIEF L8 2 E = Mg B XML,

2s
BN Ao E 2 235HE B2 TS BatololE T4

CtE Hate otell Z = ofAfoi| Lt = EFAe] 7H2 & MSELICH

718 ¥ ¥53 Atz #E|RHE 0| A 2| DynamoDBE Java 22H0|ME & & 53| 2tol2
cElol M A8 otE 253 Atz S=AHE CHAELICH

i XIEstE e 7IE HE 2x0l M 2 =3 Xtz S=Atol AAS 8 2fE
I.

ol EAHOIME M BACR B2 IAsY| AN E o AT &4 Sdg Yolgho,

M=Z & DynamoDB Enhanced Client At& 01| CHEH X|&I2 AWS SDK for Java 7He &} 2FLHA{ 9|
TableSchema #4& FXFAML.

CHS dlMoME M &d 5] =M ALE5H01 T 2.x0ll M 40| 22l 224 E YUOI0IE
ACtD 7P LICH & X ol =42 che Yol oHer ZtMlEr xIE2 =40l 22l HolH

Zeis AISE HZs

F
MBol M delgh 88 HolghLIot.

HH 2.x 2 Sefao] 7 HE &8 HHe| BAM Mg FHeLCH

O| A= O FACE & F 2 & dste Ol ASEls £ &S HolgfLlct
5. DynamoDB& Java Z2}0| = T

DynamoDBEncryptorg TA3&LCH.
6. OIZHAI S&S T4ELICH

H{7 3.x2 oto|zaio|M 125


https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/dynamodb-enhanced-client.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/DynamoDBMapper.Methods.html
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/migration.html
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/ddb-en-client-gs-tableschema.html

AWS H|O|E{H[O| & ¢f 5 5 SDK YRt 7tol=

7. DynamoDbEncryptionInterceptorZ ZHELIC}.

8. AH AWS SDK DynamoDB clientE A 4d8tL|C}.
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DynamoDB Enhanced Client0l| CHet XHAl[eH LIS 2 4 E 2E2I0[HE S FXSHMIL.

public class MigrationExampleStepl {

public static void MigrationStepl(String kmsKeyId, String ddbTableName, int
sortReadValue) {
// 1. Create a Keyring.
// This example creates an AWS KMS Keyring that specifies the
// same kmsKeyId previously used in the version 2.x configuration.
// It uses the 'CreateMrkMultiKeyring' method to create the
// keyring, so that the keyring can correctly handle both single
// region and Multi-Region KMS Keys.
// Note that this example uses the AWS SDK for Java v2 KMS client.
final MaterialProviders matProv = MaterialProviders.builder()
.MaterialProvidersConfig(MaterialProvidersConfig.builder().build())
.build();
final CreateAwsKmsMrkMultiKeyringInput keyringInput =
CreateAwsKmsMrkMultiKeyringInput.builder()
.generator(kmsKeyId)
.build();
final IKeyring kmsKeyring = matProv.CreateAwsKmsMrkMultiKeyring(keyringInput);

// 2. Create a Table Schema over your annotated class.

// For guidance on using the new attribute actions

// annotations, see SimpleClass.java in the

// aws-database-encryption-sdk-dynamodb-java GitHub repository.
// All primary key attributes must be signed but not encrypted
// (SIGN_ONLY) and by default all non-primary key attributes
// are encrypted and signed (ENCRYPT_AND_SIGN).

// If you want a particular non-primary key attribute to be signed but
// not encrypted, use the 'DynamoDbEncryptionSignOnly' annotation.
// If you want a particular attribute to be neither signed nor encrypted

// (DO_NOTHING), use the 'DynamoDbEncryptionDoNothing' annotation.
final TableSchema<SimpleClass> schemaOnEncrypt =
TableSchema.fromBean(SimpleClass.class);

// 3. Define which attributes the client should expect to be excluded
// from the signature when reading items.
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// This value represents all unsigned attributes across the entire
// dataset.
final List<String> allowedUnsignedAttributes = Arrays.aslList("attribute3");

// 4. Configure an explicit map of the attribute actions configured
// in your version 2.x modeled class.

final Map<String, CryptoAction> legacyActions = new HashMap<>();
legacyActions.put("partition_key", CryptoAction.SIGN_ONLY);
legacyActions.put("sort_key", CryptoAction.SIGN_ONLY);
legacyActions.put("attributel", CryptoAction.ENCRYPT_AND_SIGN);
legacyActions.put("attribute2", CryptoAction.SIGN_ONLY);
legacyActions.put("attribute3", CryptoAction.DO_NOTHING);

// 5. Configure the DynamoDBEncryptor that you used in version 2.x.

final AWSKMS kmsClient = AWSKMSClientBuilder.defaultClient();

final DirectKmsMaterialProvider cmp = new DirectKmsMaterialProvider(kmsClient,
kmsKeyId);

final DynamoDBEncryptor oldEncryptor = DynamoDBEncryptor.getInstance(cmp);

// 6. Configure the legacy behavior.
// Input the DynamoDBEncryptor and attribute actions created in

// the previous steps. For Legacy Policy, use
// 'FORCE_LEGACY_ENCRYPT_ALLOW_LEGACY_DECRYPT'. This policy continues to
read
// and write items using the old format, but will be able to read
// items written in the new format as soon as they appear.
final LegacyOverride legacyOverride = LegacyOverride
.builder()

.encryptor(oldEncryptor)
.policy(LegacyPolicy.FORCE_LEGACY_ENCRYPT_ALLOW_LEGACY_DECRYPT)
.attributeActionsOnEncrypt(legacyActions)

.build();

// 7. Create a DynamoDbEncryptionInterceptor with the above configuration.
final Map<String, DynamoDbEnhancedTableEncryptionConfig> tableConfigs = new
HashMap<>();
tableConfigs.put(ddbTableName,
DynamoDbEnhancedTableEncryptionConfig.buildexr ()

.logicalTableName(ddbTableName)
.keyring(kmsKeyring)
.allowedUnsignedAttributes(allowedUnsignedAttributes)
.schemaOnEncrypt(tableSchema)
.legacyOverride(legacyOverride)
.build());
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final DynamoDbEncryptionInterceptor interceptor =
DynamoDbEnhancedClientEncryption.CreateDynamoDbEncryptionInterceptoxr(
CreateDynamoDbEncryptionInterceptorInput.builder()
.tableEncryptionConfigs(tableConfigs)
Lbuild()
);

// 8. Create a new AWS SDK DynamoDb client using the
// interceptor from Step 7.
final DynamoDbClient ddb = DynamoDbClient.buildexr()
.overrideConfiguration(
ClientOverrideConfiguration.buildex()
.addExecutionInterceptor(interceptor)
.build())
.build();

// 9. Create the DynamoDbEnhancedClient using the AWS SDK DynamoDb client

// created in Step 8, and create a table with your modeled class.

final DynamoDbEnhancedClient enhancedClient = DynamoDbEnhancedClient.builder()
.dynamoDbClient(ddb)
.build();

final DynamoDbTable<SimpleClass> table = enhancedClient.table(ddbTableName,
tableSchema);
}
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public class MigrationExampleStep2 {

public static void MigrationStep2(String kmsKeyId, String ddbTableName, int
sortReadValue) {
// 1. Continue to configure your keyring, table schema, legacy
// attribute actions, allowedUnsignedAttributes, and
// DynamoDBEncryptor as you did in Step 1.
final MaterialProviders matProv = MaterialProviders.builder()
.MaterialProvidersConfig(MaterialProvidersConfig.builder().build())
.build();
final CreateAwsKmsMrkMultiKeyringInput keyringInput =
CreateAwsKmsMrkMultiKeyringInput.builder()
.generator(kmsKeyId)
.build();
final IKeyring kmsKeyring = matProv.CreateAwsKmsMrkMultiKeyring(keyringInput);

final TableSchema<SimpleClass> schemaOnEncrypt =
TableSchema.fromBean(SimpleClass.class);

final List<String> allowedUnsignedAttributes = Arrays.aslList("attribute3");

final Map<String, CryptoAction> legacyActions = new HashMap<>();
legacyActions.put("partition_key", CryptoAction.SIGN_ONLY);
legacyActions.put("sort_key", CryptoAction.SIGN_ONLY);
legacyActions.put("attributel", CryptoAction.ENCRYPT_AND_SIGN);
legacyActions.put("attribute2", CryptoAction.SIGN_ONLY);
legacyActions.put("attribute3", CryptoAction.DO_NOTHING);

final AWSKMS kmsClient = AWSKMSClientBuilder.defaultClient();

final DirectKmsMaterialProvider cmp = new DirectKmsMaterialProvider(kmsClient,
kmsKeyId);

final DynamoDBEncryptor oldEncryptor = DynamoDBEncryptor.getInstance(cmp);

// 2. Update your legacy behavior to only write new items using the new

// format.

// For Legacy Policy, use 'FORBID_LEGACY_ENCRYPT_ALLOW_LEGACY_DECRYPT'. This
policy

// continues to read items in both formats, but will only write items

// using the new format.

final LegacyOverride legacyOverride = LegacyOverride
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.builder()

.encryptor(oldEncryptor)
.policy(LegacyPolicy.FORBID_LEGACY_ENCRYPT_ALLOW_LEGACY_DECRYPT)
.attributeActionsOnEncrypt(legacyActions)

.build();

// 3. Create a DynamoDbEncryptionInterceptor with the above configuration.
final Map<String, DynamoDbEnhancedTableEncryptionConfig> tableConfigs = new
HashMap<>();
tableConfigs.put(ddbTableName,
DynamoDbEnhancedTableEncryptionConfig.builder()
.logicalTableName(ddbTableName)
.keyring(kmsKeyring)
.allowedUnsignedAttributes(allowedUnsignedAttributes)
.schemaOnEncrypt(tableSchema)
.legacyOverride(legacyOverride)
.build());
final DynamoDbEncryptionInterceptor interceptor =
DynamoDbEnhancedClientEncryption.CreateDynamoDbEncryptionInterceptor(
CreateDynamoDbEncryptionInterceptorInput.buildexr()
.tableEncryptionConfigs(tableConfigs)
Lbuild()
);

// 4. Create a new AWS SDK DynamoDb client using the
// interceptor from Step 3.
final DynamoDbClient ddb = DynamoDbClient.builder()
.overrideConfiguration(
ClientOverrideConfiguration.builder()
.addExecutionInterceptor(interceptor)
.build())
.build();

// 5. Create the DynamoDbEnhancedClient using the AWS SDK DynamoDb Client

created
// in Step 4, and create a table with your modeled class.
final DynamoDbEnhancedClient enhancedClient = DynamoDbEnhancedClient.builder()
.dynamoDbClient(ddb)
.build();

final DynamoDbTable<SimpleClass> table = enhancedClient.table(ddbTableName,
tableSchema);
}
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public class MigrationExampleStep3 {

public static void MigrationStep3(String kmsKeyId, String ddbTableName, int
sortReadValue) {
// 1. Continue to configure your keyring, table schema,
// and allowedUnsignedAttributes as you did in Step 1.
// Do not include the configurations for the DynamoDBEncryptor or
// the legacy attribute actions.
final MaterialProviders matProv = MaterialProviders.builder()
.MaterialProvidersConfig(MaterialProvidersConfig.builder().build())
.build();
final CreateAwsKmsMrkMultiKeyringInput keyringInput =
CreateAwsKmsMrkMultiKeyringInput.builder()
.generator(kmsKeyId)
.build();
final IKeyring kmsKeyring = matProv.CreateAwsKmsMrkMultiKeyring(keyringInput);

final TableSchema<SimpleClass> schemaOnEncrypt =
TableSchema.fromBean(SimpleClass.class);

final List<String> allowedUnsignedAttributes = Arrays.aslList("attribute3");

H{7 3.x2 oto|zaio|M 131


https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/ddb-en-client-getting-started-dynamodbTable.html#ddb-en-client-getting-started-dynamodbTable-eclient

AWS Ci[O|E{H| 0| A 255 SDK

JHeER 7Hol=

// 3.
//
final

HashMap<>();
tableC

final

// 4.
//
final

// 5.
//

final

final
tableSchema);
}

Create a DynamoDbEncryptionInterceptor with the above configuration.
Do not configure any legacy behavior.
Map<String, DynamoDbEnhancedTableEncryptionConfig> tableConfigs = new

onfigs.put(ddbTableName,
DynamoDbEnhancedTableEncryptionConfig.buildexr ()
.logicalTableName(ddbTableName)
.keyring(kmsKeyring)
.allowedUnsignedAttributes(allowedUnsignedAttributes)
.schemaOnEncrypt(tableSchema)
.build());
DynamoDbEncryptionInterceptor interceptor =
DynamoDbEnhancedClientEncryption.CreateDynamoDbEncryptionInterceptor(
CreateDynamoDbEncryptionInterceptorInput.buildexr()
.tableEncryptionConfigs(tableConfigs)
Lbuild()

);

Create a new AWS SDK DynamoDb client using the
interceptor from Step 3.
DynamoDbClient ddb = DynamoDbClient.builder()
.overrideConfiguration(
ClientOverrideConfiguration.builder()
.addExecutionInterceptor(interceptor)
.build())
.build();

Create the DynamoDbEnhancedClient using the AWS SDK Client
created in Step 4, and create a table with your modeled class.
DynamoDbEnhancedClient enhancedClient = DynamoDbEnhancedClient.builder()
.dynamoDbClient(ddb)
.build();
DynamoDbTable<SimpleClass> table = enhancedClient.table(ddbTableName,
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=3t U ME 70| MM W, 2t F=ol CHoH MER 7| At R E HMSHHLE RHAAS E X| 018, AHE
=53 U ME dne|EE 2™ELcH

DynamoDB Encryption Client 2t 0|2 2{2[0f| K|S E F2H0i|MH CMPE MBS HLE £ 8t 7t S8 AFS X}
X|H CMPE 75& #= U&LICE CMP MEI2 At8st= =222 2dofof et EEtE == UEL

Ct.

O Moz 7He bl
Ol Bl H 7tX[ =4 E MS gL

Direct KMS Materials Provider

Direct KMS Materials Provider= AWS Key Management Service(AWS KMS)E & 3 &tk|X
AEZ FE AWS KMS keyof| [IH2} E1|0|E =2 ESELICH o EE2(F 0| Mof| M & =3 Rt
HMSHALE 2tElg 27t & LICH AWS KMS keyE AFE 350 ZF &= 0tC T R8F 253 2 M
H7|E YHSIEE 0| S=Xt=s =2 %§_§Po+7-|l-+ =35 5}& mjolck AWS KMSE & &fLc.

AWS KMSE AM23t0H o Z 2|71 0| Mol M EAMDtCt 8 BH19] AWS KMS £&0]| 7ts8 E<2, O
S=At7F Mgrghck.

KEMIEH L2 2 Direct KMS Materials Provider M2 2 X 5HM|2.
2 E X2 SZAHEHEE CMP)

ZE X2 ZZXHEHEE CMP)= DynamoDB Encryption Client 2|20l B & 2! MY 7|2 A4

J

CcC
4

o

= g 8 718 MEELICH MetA 2fE L ME 7|9| dd - 2 5o TREX|E
= MALS E[=XIE AHELICH BiEE CMPE AWS KMSE ALE5tX| o &3 At2E H
StAH el = U ofEE(FH 0| dZ2 /e Direct KMS Provider| k18t CHILICE

—~

BHZE CMPE 2t 820l CHal TR e %25t 7|8 MAISLICH I3 CHS ALSAITE MIB 8 BT
(o] [m]

r

REMIEH L& 2 Wrapped Materials Provider AlME 2 X 5HA| 2.

Most Recent Provider

Most Recent Provider= 22 At AE 02 &7 S5t E MHE 453 A= ‘T":LXHCMP)O'L—'
Ct. 32X AE0{0|MH CMPE 7HX{21 CMPOHA-I HF?_?_ ot S 3l AHZ2E 7FKAZLIC} Most Recent
Provider= BtX O 2 ZtZtO| CMPE AI85H04 & 535t A2 0f| CHE o] RS SFSHX|EH S

-, O
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AWS H|O|E{H|O|A & 5 3t SDK IR} 7Ho|=
2x AE0{0| 7|58 AFR 5104 RHE | RIAFR H9IE FMlostD, CMP A BIZ & ZA%5HD, Most
H 745 K| 7%

A
HZISHR| T AFBEIE CMP REE HZ

Recent Provider&

SeEls ZE 35 A AE0{0 M Most Recent Providerg At&E == /&L|Ct. DynamoDB
Encryption Clientoi|= 2{&E CMPE Er&tstE 3= A AE 012! MetaStore7t Z & ELICH.

Most Recent Provider= 221 &3} AA st= OHEEZ|7o|Ma} B
2o Sk

= & H & ;
ot T AEE flttetx| foHM UF A E 3 AIRE MAISE & = ol EE(71 o]0l Here
I.

LICt o & B0 &S 2 gE3ststH{L S5 5tE IHOICH AWS KMSE2 E£56HK| 2l = AWS Key
Management Service(AWS KMS)2| AWS KMS keyO et 255t AIZE ES8 4+ A&LICH
KEMIEH L2 2 Most Recent Provider MM 2 X stMI2

Static Materials Provider
Static Materials Providere EHIAE, 718 §F o2 2 HHAl = “é' EMo 2 MAELIR}&LICH 2
=0 Cisl] nest =35 AEE MMSHK|= ot&LICH =48t 40 SUSH 2235 2 ME 7|2
dtetstd, oleddt 7= Ellolg &5 ¢=23 553 2 MY = HI Y A ELICH

(@ Note
Java 2tO|E2{2/9| Asymmetric Static Provider= Static ProviderZ} OF=lLICt Et&=3
Wrapped CMPO{| CHEt CHA| MMXIE MSE #ALICH Z2HM g Zol M= b5 x|gt
7ts3st™ e EE CMPE & AL 5Hof & LICH.

A
* Direct KMS Materials Provider

» Wrapped Materials Provider

* Most Recent Provider

» Static Materials Provider

Direct KMS Materials Provider

(® Note
Z2cto|ME & ¢f 535} 2to|=222]2] 0|& 0| AWS Database Encryption SDKZ #4724 |}
&LICt Ct2 M0 M= Java& DynamoDB Encryption Client EH& 1.x~2.x 2 Python&
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AWS H|O|E{H[O| & ¢f 5 5 SDK YRt 7tol=

DynamoDB Encryption Client HH& 1.x~3.x0l Cist HEE M3 g LICk RtMIE LHE 2 AWS
Database Encryption SDK for DynamoDB HHH X| &2 HE5HMIR.

Direct KMS Materials Provider(Direct KMS Provider)= AWS Key Management Service (AWS KMS)
g 453 x|X| °£S MENZ FXIGHK] &t= AWS KMS keyol 2t EO|l8 €52 ESELICH ol &=

3t AI2 Z22X= ZHH|0O|E gSof Cia n1Rst 4535 7| U ME 7|12 gHetetLict 0|12 Y&l &5
S35t HLE S5 8HE iotc AWS KMSE S &8

DynamoDB &S52 =2 B9 CHHE 2 X |5+E AWS KMS =& 2% A|et2 Z1tstod %2
X|9do| eh et &~ Ql&L|Ct A|EtE =15l of 5t= & WS Support ME{0{| A AtE|E MM EFLICEH
Most Recent Provider@} Zt0| 7| RAFZ 0| A|EHE! ¢ §_§F AE BSSKE MBte A 12{s € =

A& LICH

-

Direct KMS Providerg At&3ste{t S &R0 A & 7He| AWS A, |4 3t 7H2| AWS KMS key, AWS
KMS keyOll M GenerateDataKey & Decrypt 242 &8 =+ U= HEto| *lo{of gLICt AWS KMS
key= CHE 233} 7|o{of °*I—IEP DynamoDB Encryption Client= H|CHE & 2 3H& X|§5HX| St &L
Ct. DynamoDB 22 EHO|E 2 A3t F< AWS KMS CHE 2| 7|18 X|™Hsts 20| E2&Lct A
M LIS Al dhed A-IIA=|° XML

(@ Note
Direct KMS ProviderE At&3tH Z2t0|HE| 7| 42| o|§1 20l AWS KMS &5 3 Z4E]
AE 3 724 AWS KMS % 49| AWS CloudTrail 220 Yt HIAE=Z E AIELICH J2{Lt
DynamoDB Encryption Client= 223t 0{iH &M ZIE bt HIAEZ &5 K| L &LICH

T

Direct KMS Provider= DynamoDB Encryption Client7} X|#dst= 0424 & 23t At = S 2 XH(CMP) &
StLELICH Z|EF CMPO| CHE REMIBH LIS 2 255t AtE SZA AME HEFHAM L.

oM ZEE= CHES HXstAAIR.

0|l

+ Java: AwsKmsEncryptedltem

* Python: aws-kms-encrypted-table, aws-kms-encrypted-item
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https://docs.aws.amazon.com/kms/latest/APIReference/API_GenerateDataKey.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_Decrypt.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/GlobalTables.html
https://docs.aws.amazon.com/kms/latest/developerguide/multi-region-keys-overview.html
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https://github.com/aws/aws-dynamodb-encryption-python/blob/master/examples/src/dynamodb_encryption_sdk_examples/aws_kms_encrypted_table.py
https://github.com/aws/aws-dynamodb-encryption-python/blob/master/examples/src/dynamodb_encryption_sdk_examples/aws_kms_encrypted_item.py

AWS Ci[O|E{H| 0| A 255 SDK LR 7Hol=

AE Y

Direct KMS ProviderE 435t248 7| ID ml2tO|E{E A& 304 AHHoll CHE & 53t KMS 7|8 X|HE
LIk 711D metolEf2l 242 AWS KMS key2l 71 ID, 7| ARN, 83 0|§ &=

& ARNY = &L
Ch. 7| Aldxtoll CHet XEMISH LI 2 AWS Key Management Service &t X} 740|= 0] 7| Al2HxIE &

M.

Direct KMS Provideroll= CHE 225t KMS 7|7t ZRELICH HICHE KMS 7|1E M8 + HAQI—IEP
Jedut oS 2l KMS 71, 7HX2 7| RE27F /s KMS 7| EE= AFE A XIH 7| AE 019K

28 4 U&LICH KMS 7|0i CHet kms:GenerateDataKey 2! kms:Decrypt T 8H0| 2040
MAWS ZE|Y = AWS ARE KMS 7|7t ot 1z 22|38 7|2 AFS 38l oF BhLCh.

Python& DynamoDB Encryption Client= 7| ID Tt2t0|E gf(Z & & d<2)2| /™ol AWS KMSE
(R

S£% 2IMg ZA™ELICH K| ofom AWS KMS 22H0|HE o] Z|HM(X| -t A)2 A omu
AWS SDK for Python (Boto3)0l 438+ 2|2 AFSFLICE Pythonl| 2|7 AMEHof| CHEF XEMIEH LIS

AWS SDK for Python(Boto3) APl X 9| 7148 XML,

Java& DynamoDB Encryption Client= X|&gt Z2t0|HE0] 2|T10| Z&El B2 AWS KMS ZE+0|2A
EQo| Z|HolM AWS KMSE £ & 2Ig A™ELICH O%X| ef2™ AWS SDK for Javaoll A T8t
2|T1E ALSELICH AWS SDK for Javaoil 42| 2|7 MEHof CHEF RHA[EH LI& 2 AWS SDK for Java 7H

gEXF OFLHA 2] AWS E|F MEHE R XFHAMI2.

Java

// Replace the example key ARN and Region with valid values for your application

final String keyArn = 'arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab"
final String region = 'us-west-2'

final AWSKMS kms = AWSKMSClientBuilder.standard().withRegion(region).build();
final DirectKmsMaterialProvider cmp = new DirectKmsMaterialProvider(kms, keyArn);

Python

CHS oflolME ARN 712 AL 35H0o{ AWS KMS keyZE XI&ELICH 7| Algdxtol AWS 2IF7F 28 E|
x| et2 &< DynamoDB Encryption Client= 7 43E! Botocore MM (= ZE<) EE= Boto 7|2740d
MEl™dg 7k E L

# Replace the example key ID with a valid value
kms_key = 'arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab"
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kms_cmp = AwsKmsCryptographicMaterialsProvider(key_id=kms_key)

Amazon DynamoDB 22 E|0[=2 & A& dt= G AWSKMS CHE 2 7|2 E||0|E'| &= 5t5t=
[0l EgUct OF8 2™ 7|1= SYEt 71 IDQ 7| 7+ QA E 7HX7] 2o MZE WEte AASE =
A= CHEEH AWS E2[712| AWS KMS keysLICH AtAIEH LHE S 2 otE E{H AWS Key Management
Service WAt QHLHMO| CFHE 2T 7| AHE 2 FHASM L.

o 1o

® Note
=2 H|0|E KT 2017.11.298 MEst= B2 ollofEl SA HEJH & 5 8tE|HL HBEIX|
S £ NYs dgslor gLICh RME L2 o|H B =24 E0|= #8 =X MM
2 ¥ZstMl=

DynamoDB Encryption Clientoil M CtE 2| 7|& AHE5tE{H CHE 2™ 7|E 4d3sto{ of E 2|7 0|
o] Al&iz|= 2|™oll SAMELICt 2™ CFHS DynamoDB Encryption Client7t AWS KMS2 2 &5t 2l
Mol Ct& 2I1™ 7|8 AH8 35 Direct KMS Providerg T#4&LICtH

Ctg oMol M= oFE 2™ 7|8 AH835t0d O|1F SH(HXILIOF 55 )(us-east-1) 22| CIO|EE &5
stst O|= MB(2oE)(us-west-2) E|T0{ M 0|& = =35t =5 DynamoDB Encryption ClientE T
Aot
Java

Ol 0f A0 A DynamoDB Encryption Client= AWS KMS Z20|HE 9| 2|0l AWS KMSE £ &
ot7| et 2IME 7FMSLICH O] keyArn Zt2 S 2Xo| OHE 2| 7|18 A-EELICH

// Encrypt in us-east-1

// Replace the example key ARN and Region with valid values for your application
final String usEastKey = 'arn:aws:kms:us-east-1:111122223333:key/
mrk-1234abcdl2ab34cd56ef1234567890ab'

final String region = 'us-east-1'

final AWSKMS kms = AWSKMSClientBuilder.standard().withRegion(region).build();
final DirectKmsMaterialProvider cmp = new DirectKmsMaterialProvider(kms, usEastKey);

// Decrypt in us-west-2
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AWS Ci[O|E{H| 0| A 255 SDK 7k Rt 7Hol=

// Replace the example key ARN and Region with valid values for your application
final String usWestKey = 'arn:aws:kms:us-west-2:111122223333:key/
mrk-1234abcdl2ab34cd56ef1234567890ab'

final String region = 'us-west-2'

final AWSKMS kms = AWSKMSClientBuilder.standard().withRegion(region).build();
final DirectKmsMaterialProvider cmp = new DirectKmsMaterialProvider(kms, usWestKey);

Python

0| od| Aol A DynamoDB Encryption Client= 7| ARN2| i 2T AWS KMSE £&8 2™
7tx4Z Lt

mo

# Encrypt in us-east-1

# Replace the example key ID with a valid value

us_east_key = 'arn:aws:kms:us-east-1:111122223333:key/
mrk-1234abcdl2ab34cd56ef1234567890ab'

kms_cmp = AwsKmsCryptographicMaterialsProvider(key_id=us_east_key)

# Decrypt in us-west-2

# Replace the example key ID with a valid value

us_west_key = 'arn:aws:kms:us-west-2:111122223333:key/
mrk-1234abcdl2ab34cd56ef1234567890ab'

kms_cmp = AwsKmsCryptographicMaterialsProvider(key_id=us_west_key)

F HE Al

o

A
ol

Direct KMS Provider= CtZ CHO[o{ 2R MAE ALS A7 XH 8= AWS KMS keyol| 2|5 25 &=
gz5 L ME 7|E HHEtELICH
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Direct KMS Provider

Direct KMS Provider
Iltem encryptor

Application
‘ KMS key ID ’7"[ GE”ErEtEDﬂtEKE?] Plaintext data ke -derive- | | |[Encryption key

¥ * | signing key
Encrypted data key — | Encrypted data key
Encryption algorithms

r

KMS Key 1D ‘

KMS P

AWS KMS key

- &5 A2 E MA57| /80 Direct KMS Provider= AFEXE7F X| &8 AWS KMS keyE AH2 3504
zt gt=0f CHst TRt CO|E| 7|2 MASIEE AWS KMSO| 2 M 8tL|Ct o] 3Z2XH= Cl0olE{ 7|9
= 59| &tz Y 4o MEE

o AE SAROIN BBo 5t U M 7|8 2B O3

stEl Olole 7|2t &M =5 & ME 7|E gHetgfLCt

o2

g2 Aqd537s 255 2 MHHE FIE AE5I04 7HsE & el HIZ 20 255 2 ME 7|2 K|
gLt ot ME I Io|E 7|2 &S 3lE SAIE0H &5 51E g =0i XEHELICE

. 253 X2 E MA57| 25l Direct KMS Provider= AWS KMSO{| & 53t El C|0|E] 7|2 235355t
oo Q™ELICH O ChE Yt A E |0 7[0d A 3—.*0._| UMHEFIE FESF{ET LSS
Tof grEtsrLCt.
g2 A5V 52 &0lstn Eolol MB35t 2SS E 2t 558 ELIcH O O 7tsE
| 2 2|0 712 MHELICE

o535l X2 7HX{L 7|

Ol thploMe &5 2535t TToM E33t AtZ 2% =41 Al Direct KMS Provider2| /24, £21 4

2|0 CHal REA|S| AZEEhL|Ct.
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« AWS KMS key2| 7| ID/LI|C}.

AR AHE MT: Ol2{E gte SEHOIKIET HRof £7bste AR MY

ot 5 8t 7|( Ukt HYAE)
M 7|

goll MEELCt.

=2 O _J_‘I\_ o
amzn-ddb-env-key: AWS KMS key0d| 2|5l & =3} &l Baseb4 2 QIZZE C|O[H 7|
amzn-ddb-env-alg: & £3t & 1 2|&, 7|22/ 2 AES/256

amzn-ddb-sig-alg: ME L1 2|&, 7[&22f2 HmacSHA256/256

« amzn-ddb-wrap-alg: kms

el

1.

Direct KMS Provider= X|'HE AWS KMS key2 AI&35+04 & =0 CHEt 725 ClO|E 7|& 45t
Ete 23S AWS KMSofl EHLICH 0] 22 bt ElAE 7|9t AWS KMS key 2 2 S 3HEl EAHE
£ gteteoict ol Xt 2 & =7| 7| Atz2t guct

Ol 2HS AWS KMS 53t ZIEHIAE | CHS gt LBt HIAEZ T EELICH o|248t HIZ O] of
e dSstE M| s HAC R HIRIEEIEZ 5535 A SUSH 53 ZHHAET EHRF
LIC}. O] Zt2 AL 3504 AWS CloudTrail 210 AWS KMSO| CHE &2 Alddst £~ Q)& L|Ct

« amzn-ddb-env-alg - ¥ 53} &1 2|&F, 7|24t 2 AES/256

« amzn-ddb-sig-alg - M& & 1 2|&, 7|22f2 HmacSHA256/256

Ol

o (MEY AME) aws-kms-table — ### ##

0

o (MEHAVEY g # ## - ### # #(OIT! 22 Base64 2 QI E)

o (MEHALE) ## # ##-## # #(O|T 2L 2 Baseb4 = Q1IF Y E)

=4

Direct KMS Provider= & =01 Ci$t DynamoDB & £ 3} ZA{EIA E oA AWS KMS &35 ZAEIAE
k€ 7kXZLCt DynamoDB & 2 3t ?_‘“E"*Eﬂ Ello|2 O|§ Z2 22 Z&36IX| = 4= e
O|E-7Zt Ho{7} AWS KMS & 5 5 ZAEIAE of A M2FE|L|C},
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2. Direct KMS Provider= Cl[O|E{ 7|0l CHA! & 53 7| U M F|1E FEELICH 7|EX O 2 Secure
Hash Algorithm(SHA) 256 3 REC5869 HMAC 7|t 7| & &8 A 8h01 256HI AES CHE &f

53} 7| & 256H|E HMAC-SHA-256 M3E 7|& &Lt

B

of XIME S48 AT MY 718 AL 5t0d MR A2 A
HELICH THS B B WEl HZalolM Ykt HAE 7|8 HH
Lict,

53535 2 7K
O] EHloME &5 253t TFoA S53t A2 2% 41 A| Direct KMS Provider2| /24, £24 gl
O

o =
MelE RHMls| dEELICH.

2/24(oH & /7| 0440 M)

« AWS KMS key2| 7| IDILIC}.

7| 1DQ| Z2t2 AWS KMS key2| 7| ID, 7| ARN, HZ& O|§ E= HE ARNY = J&LCt 21Tat 2
Ol 7| IDOY| Z & E|X| 2 2 E Zf2 AWS HHE T2 Lo A AL J0{0F EFL|Ct 7| ARN2
HAWS KMSM ER 2 st= 2 E g2 MSghLict

[
)
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0
>

el
1. Direct KMS Provider= 22 3tEl 52| Atz 8 £H0|M &f 3 3HE H0|H 7|8 7K SLICt

2. 93 51 ClO|E| 718 =331517] SlaH XIRE AWS KMS keyE AFR & g AWS KMSOl| 238
LIt of hde it &
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Ol 22 ol 7|& &8 & & 353tst= O AEE Wt S AWS KMS 55 ZHEAEE A

SoffoF gfLICt.

* aws-kms-table — ### ##

o #h# # ##—###t # #(O|T! 2L Base64E QA HE)

o (MEH AR ## # ##—## # #(OIT! 22 Base64Z QIAEE)
« amzn-ddb-env-alg - ¥ &3} &1 2|F, 7|24t AES/256

« amzn-ddb-sig-alg - M& L1 2|&, 7|2 2L2 HmacSHA256/256

3. Direct KMS Provider= Secure Hash Algorithm(SHA) 256 & RFC5869 HMAC 7|EF 7| ot M 7|5 &
At235t04 Ol|o|E] 7|of|A 256H|E AES CHE! &5 35} 7|2 256H|E HMAC-SHA-256 AMEH 7|E mhAf
ghct.
=]

Wrapped Materials Provider

@ Note
2CI0|ME & &3 35} 2lo|E 2|2 0|& 0] AWS Database Encryption SDKZ #4 £|%
&LICtH CHS Aol M = Java® DynamoDB Encryption Client FHA 1.x~2.x 2 Python&
DynamoDB Encryption Client tH™ 1.x~3.x0l CiEt HEE NS & LICk AtMIE LHE =2 AWS
Database Encryption SDK for DynamoDB & X| &2 & E5HMI2.
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BIZE CMPE SHE3H THOIH %25t AR E BEIY £ s OHE 21 010l 3t M=t

2i& & CMP= DynamoDB Encryption Client7t X|¢5t= 042 2535t A2 32 XHCMP) & StLt L
Ct. ZIEF CMPO]| CHE REMIBH LHE 2 S35t At E SZA MME FHASAM L.

[e]]]
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« Java: AsymmetricEncryptedltem

» Python: wrapped-rsa-encrypted-table, wrapped-symmetric-encrypted-table
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// This example uses asymmetric wrapping and signing key pairs
final KeyPair wrappingKeys = ...
final KeyPair signingKeys = ...

final WrappedMaterialsProvider cmp =
new WrappedMaterialsProvider(wrappingKeys.getPublic(),
wrappingKeys.getPrivate(),
signingKeys);

Python

# This example uses symmetric wrapping and signing keys
wrapping_key
signing_key

wrapped_cmp = WrappedCryptographicMaterialsProvider(
wrapping_key=wrapping_key,
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https://github.com/aws/aws-dynamodb-encryption-java/blob/master/examples/src/main/java/com/amazonaws/examples/AsymmetricEncryptedItem.java
https://github.com/aws/aws-dynamodb-encryption-python/blob/master/examples/src/dynamodb_encryption_sdk_examples/wrapped_rsa_encrypted_table.py
https://github.com/aws/aws-dynamodb-encryption-python/blob/master/examples/src/dynamodb_encryption_sdk_examples/wrapped_symmetric_encrypted_table.py
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unwrapping_key=wrapping_key,
signing_key=signing_key

EHEE CMP= ZE 5ol CHol M &= 2= 3t 7|& Mgt oS cholo{ 2240t ZHo| AHS ATt
MBS 2, 2 SR L MY 718 AT LIC
Wrapped CMP Item encryptor
Application [Generate encryption key} » Plaintext encryption key
iwrap key

Wrapping key »Wrapped encryption key » Wrapped encryption key

Unwrapping key

Signing key » Sighing key
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https://en.wikipedia.org/wiki/Advanced_Encryption_Standard
https://en.wikipedia.org/wiki/RSA_(cryptosystem)
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Most Recent Provider

(® Note
Z2cto|¢E & £ 35| 2tolE2{2l9| 0|& 0] AWS Database Encryption SDKZ BB E[A
& LICt ChE Ao H= Java& DynamoDB Encryption Client HHZ 1.x~2.x 2 Python&
DynamoDB Encryption Client HH% 1.x~3.x0| CHet HE & XS LICH XpMEH LHE =2 AWS
Database Encryption SDK for DynamoDB & X| &2 & E5tMI2.

Most Recent Provider= 3= At AE 049t 74 2 SstEF MH =
ZEZX AE0{0|A CMPE 7IX{2 1 CMPOI|A{ Ht&tEH oF
E M835to ¢35t At=of CHEN 042 ™2 SFFLICH
27t MHALE El= HRIE AMoistn 7
StX| ot AF85tE CMP 82 HAY £ QlaLch

33t XAH 2 S 2 AHCMP)LCE

7tKZLCtH YRt 2 ZF CMP
A AEO0{9] 7|5 A& 35Ho{ Rt
, Most Recent ProviderE 4723
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» Java: MostRecentEncryptedltem
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https://docs.aws.amazon.com/kms/latest/developerguide/
https://docs.aws.amazon.com/kms/latest/developerguide/
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#master_keys
https://github.com/aws/aws-dynamodb-encryption-java/blob/master/examples/src/main/java/com/amazonaws/examples/MostRecentEncryptedItem.java
https://github.com/aws/aws-dynamodb-encryption-python/blob/master/examples/src/dynamodb_encryption_sdk_examples/most_recent_provider_encrypted_table.py
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Java

// Set the name for MetaStore's internal table
final String keyTableName = 'metaStoreTable'

// Set the Region and AWS KMS key

final String region = 'us-west-2'

final String keyArn = 'arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab"

// Set the TTL and cache size
final long ttlInMillis = 60000;
final long cacheSize = 1000;

// Name that identifies the MetaStore's CMPs in the provider store
final String materialName = 'testMRP'

// Create an internal DynamoDB client for the MetaStore
final AmazonDynamoDB ddb =
AmazonDynamoDBClientBuilder.standard().withRegion(region).build();

// Create an internal Direct KMS Provider for the MetaStore

final AWSKMS kms = AWSKMSClientBuilder.standard().withRegion(region).build();

final DirectKmsMaterialProvider kmsProv = new DirectKmsMaterialProvider(kms,
keyArn);

// Create an item encryptor for the MetaStore,
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// including the Direct KMS Provider
final DynamoDBEncryptor keyEncryptor = DynamoDBEncryptor.getInstance(kmsProv);

// Create the MetaStore
final MetaStore metaStore = new MetaStore(ddb, keyTableName, keyEncryptor);

//Create the Most Recent Provider
final CachingMostRecentProvider cmp = new CachingMostRecentProvider(metaStore,
materialName, ttlInMillis, cacheSize);

Python

# Designate an AWS KMS key
kms_key_id = 'arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab’

# Set the name for MetaStore's internal table
meta_table_name = 'metaStoreTable'

# Name that identifies the MetaStore's CMPs in the provider store
material_name = 'testMRP'

# Create an internal DynamoDB table resource for the MetaStore
meta_table = boto3.resource('dynamodb').Table(meta_table_name)

# Create an internal Direct KMS Provider for the MetaStore
kms_cmp = AwsKmsCryptographicMaterialsProvider(key_id=kms_key_id)

# Create the MetaStore with the Direct KMS Provider
meta_store = MetaStore(

table=meta_table,

materials_provider=kms_cmp

# Create a Most Recent Provider using the MetaStore
# Sets the TTL (in seconds) and cache size (# entries)
most_recent_cmp = MostRecentProvider(
provider_store=meta_store,
material_name=material_name,
version_tt1=60.0,
cache_size=1000
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7t X|"4El CMPE Most Recent Provider2 gtetgfL|Ct.
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2t 3tEl CMPE =35 gfLICt LHE CMP7} Direct KMS ProviderO|8 O EFAH|of= AWS Key
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Most Recent ProviderE LtEILH= MostRecentProvider 7|2 = Java& DynamoDB
Encryption Client H& 1.15 ! Python& DynamoDB Encryption Client EHZ 1.30{|A{ f 0|4
A E|X| 2t F 10 7¥ 25 2| DynamoDB Encryption Client HHZ 2.0.001 M |74 E L
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CachingMostRecentProvider2 O|0|E3SIE{M ZEMHAM 7|5 OIS HZ5HoF ELICH CHE 2
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Static Materials Provider

(® Note

22l0|HE & ¢ 53} 2to|=E{2/9] 0|& 0l AWS Database Encryption SDKZ 173 |}
& LI|Ct CHE FAI0 M= Javad& DynamoDB Encryption Client HH 1.x~2.x 2 Python&
DynamoDB Encryption Client HH% 1.x~3.x0f| C8t HE & M S g LICH RHA[EF LIS 2 AWS

Database Encryption SDK for DynamoDB HH7& K| 2 & E5tM .

Static Materials Provider(&% CMP)= EIAE, 7Hd Y o2 L 2i|HA| 28
&S5 Atz SZAHCMP)ILCE.
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3t 7| Y MY 7| = 7| HO{E MSELICH dS3E 52 S535teiH SLUE 7|18 MSdtok &
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® Note
Java 2}0|E 22|28 Asymmetric Static Provider= Static Provider7} oF2lL|C} Et&=3]
Wrapped CMPO{| CHE CHA d&XHE M3 #Lic Z2HM gtFoMe trsHXR|E 7ts
5t e EE CMPE &Y ArE &t oF gLt

%™ CMP& DynamoDB Encryption Client7} X|¢45t= 048] 2 53t Xt2 SZXHCMP) & StLtILICEH
7|EF CMPO| CHEH REMIBH LI 2 &5 5} Al2 22 A MMHE & XML
oA Z=E= CIE 2 FXTstAAIR.

« Java: SymmetricEncryptedltem

|

0%
It

0%
1=

= 7l Hoiet ME 7| EE= 7| Ho{E MSELICH Elol2 &5
™ 7| Xtz & MSsHokF gLict

// To encrypt

SecretKey cek = ...; // Encryption key

SecretKey macKey = ...; // Signing key

EncryptionMaterialsProvider provider = new SymmetricStaticProvider(cek, macKey);

// To decrypt

SecretKey cek = ...; // Encryption key

SecretKey macKey = ...; // Verification key

EncryptionMaterialsProvider provider = new SymmetricStaticProvider(cek, macKey);

Python

# You can provide encryption materials, decryption materials, or both
encrypt_keys = EncryptionMaterials(
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https://aws.github.io/aws-dynamodb-encryption-java/com/amazonaws/services/dynamodbv2/datamodeling/encryption/providers/AsymmetricStaticProvider.html
https://github.com/aws/aws-dynamodb-encryption-java/blob/master/examples/src/main/java/com/amazonaws/examples/SymmetricEncryptedItem.java
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encryption_key = ...,
signing_key = ...

decrypt_keys = DecryptionMaterials(
decryption_key = ...,
verification_key = ...

static_cmp = StaticCryptographicMaterialsProvidex(
encryption_materials=encrypt_keys
decryption_materials=decrypt_keys

)
KHE b Al
1To O T
UM S2Ate 85 258 =70 ASstes dE5 U ME 7|8 MEELIchEEs 2 MY 717t E|
Ol &= &E3 I MBSt Ol 2 ASE ER). 2 &=of tiéll CHE 7I1E MB5HX| ot & 2
E &30l st 7174 AL ELC
Static CMP
Application | » AESencryption key - » Item encryptor
Signing key/pair

ot5 3} AR 72 7|

o] BHloiHE 2535t At 2 2% 441 A| Static Materials Provider(Z3% CMP)2| 124, &2 3! X{Z|o]
CHSH RtAIS| A EfLlct.
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« 253} 7| - Advanced Encryption Standard(AES) 7|2+ Z+2 CH&l 7|o{of &hL|Ch.
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« &5 3%} 7| - Advanced Encryption Standard(AES) 7|2+ Z-2 CH&! 7|odoF &tL|Ch.

ME 7| -0l E 7| == HICHE 7] Ho{Y = U&LIct

Amazon DynamoDB Encryption Client0l A AFE & = Il T2 3212 104

(® Note

Zelo|ME & ¢33t 2tol=E{2l2] 0|& 0| AWS Database Encryption SDKE B Z |
&LICt Ct2 M0 M= Java& DynamoDB Encryption Client HHE 1.x~2.x 2 Python&
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Database Encryption SDK for DynamoDB H{7

> ok
oz
HL
;I
Pl
OH
o
C
[ul
P2l
x
ok
i
oo
ro
>
S
wn

2i2lE Ccheatxipt At 73 435 280

r
(Y MF)st Python 2EI0|MEZ =S E5 358 £ Q&LCH

N
orr
ot
r
n
2
]
uin
o
—_—r
[
Q

<

Q

REMIEE LI 2 oS X

M
ok
FO

ELOY

=HA

« Amazon DynamoDB Encryption Client for Java

» DynamoDB Encryption Client for Python

Amazon DynamoDB Encryption Client for Java

(® Note

Zelo|ME & ¢33t 2tolE2{2l2] 0|& 0| AWS Database Encryption SDKE B Z |
&LICtE Chg XM= Java& DynamoDB Encryption Client & 1.x~2.x 2 Python&
DynamoDB Encryption Client HH% 1.x~3.x0f| CHet HE & XS LIch RHA[EF LHE=2 AWS
Database Encryption SDK for DynamoDB ™ X| ¥ HZEFHAMIL.

0| &A|0 A= Amazon DynamoDB Encryption Client for Javag Mx|5t1 Ar85tE Wde MY
LIC}. DynamoDB Encryption ClientS AF238H =2 221 2of cHt REAMIEH LI 2 Java oA, GitHub
9| aws-dynamodb-encryption-java Z|ZX|E 2|0 = 0i|A| L DynamoDB Encryption Client&
Javadoc2 FHZESHA L.

® Note

Java® DynamoDB Encryption Client HH& 1.x.xE 2022'7 722 E x| 5= EHAof U&L
Ct 7ts8t &t el 2|4 HHMOZE YOB|0|EHM 2.
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https://github.com/aws/aws-dynamodb-encryption-java/tree/master/examples
https://aws.github.io/aws-dynamodb-encryption-java/
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- MAX|

« DynamoDB Encryption Client for Java A&

« DynamoDB Encryption Client for Java2| Xl 2 E

e

=z

Amazon DynamoDB Encryption Client for Javag Ax|5t7| 70l CtZ AP Z740| SFE
greict

Java 7et &3

Java 8 O|&} 0| E2EfLICt Oracle & AtO|EO0{A Java SE CH2 ZE 2 0|S8 CHE Java SE
Development Kit(JDK)E CI2 2 =504 A x|&LICEH

Oracle JDKE At&3st= 4 Java Cryptography Extension(JCE) Unlimited Strength Jurisdiction
Policy Filek Ct2 2 =35t04 4 X|5H{oF & L|Ct.
AWS SDK for Java

DynamoDB Encryption Client0l= O Z2[#0|440| DynamoDB2} &% 2 &3tX| &f= AR0=
op A

AWS SDK for Javal| DynamoDB 2 & 0| R gFL|Ct. TX| SDKE Mx|5t7{Lt O] 2= MX[&

£ Ql&LICH Maveng AF835tE A< pom.xml I aws-java-sdk-dynamodb2 F 7L
Ct.
AWS SDK for Java ‘x| & o] CHEF RbM[EH LHE 2 AWS SDK for Javag & ZESHAAIL.

3t

CtS1 22 &2 2 Amazon DynamoDB Encryption Client for Javag Mx|& 4 U&LICH

Amazon DynamoDB Encryption Client for Javag 43 %|5t2{2 aws-dynamodb-encryption-java
GitHub 2| Z X|E2|E EXst7{LI CIRZE=5HM 2.

Apache Maven AlE

Amazon DynamoDB Encryption Client for Java= Ctg& 4% & 2|9t & 7H Apache Maveng &3l

AEE = U&LICH

<dependency>
<groupId>com.amazonaws</groupIld>
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https://www.oracle.com/technetwork/java/javase/downloads/index.html
http://www.oracle.com/technetwork/java/javase/downloads/jce8-download-2133166.html
http://www.oracle.com/technetwork/java/javase/downloads/jce8-download-2133166.html
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/getting-started.html
https://github.com/aws/aws-dynamodb-encryption-java/
https://maven.apache.org/
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<artifactId>aws-dynamodb-encryption-java</artifactId>
<version>version-number</version>
</dependency>

SDKE Mx|8t F0i= 0] 7}0|=9| 0| M| Z E 2t GitHub2| DynamoDB Encryption Client Javadoce 4
HE = JEE AlFELCH

0II

DynamoDB Encryption Client for Java AF&

(@ Note

Z2l0|ME & 53| 2to|E2{2|2| 0|F 0] AWS Database Encryption SDKZ 8473 E| X
&L|Ct CHE Ao H= Java® DynamoDB Encryption Client & 1.x~2.x 2} Pyth n&
DynamoDB Encryption Client HHZ 1.x~3.x0i| CH&F HE & NS gLIct XtAIEH LI 2 AWS

Database Encryption SDK for DynamoDB H7& K| 2 & ZE5tM .

Ol FMoMz ctE Z2aefd o] FFrdoMe= HE = iz Javall DynamoDB Encryption Client
75 & YR E MEFLICH

DynamoDB Encryption Client& At&38t T2 dof Cist RtMIEH LI &2 Java 0i|A, GitHubod| CH
8t aws-dynamodb-encryption-java repository2| 0iA| & DynamoDB Encryption Client&
JavadocE FHZESIMIL.
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« &5 Qr 335} =7 AttributeEncryptor 2! DynamoDBEncryptor

- M& SE F4d

- Javal| &4 &

- E|O|Z O|& A& 9

&= f 331 = AttributeEncryptor 2! DynamoDBEncryptor

Java2| DynamoDB Encryption Clientdll= 5 71| &5 255 £+, & 5t =&

DynamoDBEncryptor &! AttributeEncryptor7} Q4 &L|CH.

AttributeEncryptor= DynamoDB Encryption Client.2| DynamoDB Encryptor2t &7A
AWS SDK for Java0ilA{ DynamoDBMapperg At&3t= Ol =20| &= & FeiAL(Ct
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https://aws.github.io/aws-dynamodb-encryption-java/
https://github.com/aws/aws-dynamodb-encryption-java/tree/master/examples
https://aws.github.io/aws-dynamodb-encryption-java/
https://aws.github.io/aws-dynamodb-encryption-java/com/amazonaws/services/dynamodbv2/datamodeling/encryption/DynamoDBEncryptor.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/DynamoDBMapper.Methods.html
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DynamoDBMapper2t 7 AttributeEncryptorE AFSStH ALK & 52 MEE M &F2 Al
=N EE71| et ststn MAEFLICEH 8 ALK E S 2

AttributeEncryptor & DynamoDBMapperE& At&3t0] MHEF QU7HLE 55 L MBE £440][ QU
= H 0|2 =2 F7IstHU nAE = U&LICE 0|2{8 o] B CtF oflet 20

= |
2 MEsIEE Fdgste Wol E&LICH OEX| o™ CI|0|EE S&3t6tx| RE + J&LICH

DynamoDBMapperConfig mapperConfig =
DynamoDBMapperConfig.builder().withSaveBehavior(SaveBehavior.PUT).build();
DynamoDBMapper mapper = new DynamoDBMapper(ddb, mapperConfig, new
AttributeEncryptor(encryptor));

ElO|2 S0 R2ZE S4B HOlO|EstE 7|8 MY SEHE A8t B89 Z2ZEX| 2 &
e

g2 ME| B E|X| et H|O|E A 7ol ofs BEX(X| eE&LICH. ek
ZEotx| et Mol LiSol ZE £48E 2 W MEBo| ASE[X| ef&LCH

SEH T HEMss T slolg #Ee

3 X|5t7| 28l DynamoDB Encryption Client= AttributeEncryptorg& X% S%0|
FE PUTZ A E|X| 8t 2 DynamoDBMapper 2 &7 AH25HE 22 HEFY of| 2|2 2 M A

oflXofl AFR El 0] ZEE 4™ DynamoDBMapper AFHE &! GitHub2| aws-dynamodb-
encryption-java 2lZX|EZ|0] = AwsKmsEncryptedObject.java 0|ME & Z5HA 2.

S8 A2 A5st U MBElE £ 2F, MEe Bl S8 Y U FAEE &4 g2 2HEUo 54
xFod X Cl AH&3t= HIME= DynamoDBMapper % AttributeEncryptor, £ 39
& DynamoDBEncryptor & 01= A& AtEst=X|of et FEet&L(Ct.

/A Important
&4 52 AFBsto Elolg HE2 ehssist & ClolE RYolM S48 F7hst ALt & A5t
CIOIE{E S&&totx| T & + A&LICH KA LIS 2 T O|E
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https://github.com/aws/aws-dynamodb-encryption-java/blob/master/examples/src/main/java/com/amazonaws/examples/AwsKmsEncryptedObject.java
https://aws.github.io/aws-dynamodb-encryption-java/com/amazonaws/services/dynamodbv2/datamodeling/encryption/DynamoDBEncryptor.html
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2 Ql1 M3l ofF 3tEHZIE @DynamoDBVersionAttribute 442 AP%?PO# 9 US
PN

| OrlAIR. O™ X| o™ i 2fE A8stE Z2710| 2|8t x|

o oe >x
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// Attributes are encrypted and signed
@DynamoDBAttribute(attributeName="Description")

// Partition keys are signed but not encrypted
@DynamoDBHashKey(attributeName="Title")

// Sort keys are signed but not encrypted
@DynamoDBRangeKey(attributeName="Author")

o RI& X[YstedH

5 DynamoDB Encryption Client for Javadl o|&El &35t £M S AFSELICH E2ilA
&0 M x[HE5HH

s Ztol Zea el 7[#2fol Eulct.

rl:l rl:l

// Sign only
@DoNotEncrypt

// Do nothing; not encrypted or signed

@DoNotTouch
0 & E04 0|28 A2 PublicationYear &40l MHES X 2 S5}5HK|= ofom ISBN &M 2t
2 g3 3stotHLE MBS 2f& Lt

// Sign only (override the default)
@DoNotEncrypt

@DynamoDBAttribute(attributeName="PublicationYear")

// Do nothing (override the default)
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https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/DynamoDBMapper.Annotations.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/DynamoDBMapper.OptimisticLocking.html
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@DoNotTouch
@DynamoDBAttribute(attributeName="ISBN")

DynamoDBEncryptor0i| CHEt &4 =4

DynamoDBEncryptorE 2 AtE5tes 3¢ £ & UE XIYstEd™ 0|F-2t mlo{7t £ 0|F L K|

Mt e E$S= HashMap A& RHELICEH

& Zdo| R&8 42 EncryptionFlags €7 RS2 HolE|0] U&LICH ENCRYPT & SIGNSt
2H M85t 7LE SIGN B S22 AF85t7LE = CF = F & Q&L 3HX|2HENCRYPT HF S22 A
&35t= B2 DynamoDB Encryption Clientol A 2/ 7+ 2 e LICH MESHX| o2 S482 d55HE ¢
&Lt
ENCRYPT
SIGN
/A Warning
7|2 7l 542 ¢535s5H K| oA, Yt A E 2 = 7] 5010k DynamoDBOi| A ZiA| E|0|=
AME dAotx| f ol =2 HE + J&LICH

S35t AHAEO| M Z2t0|HE| 7|18 XI™MSHD LA Z2tolHE| 7| S0l Chet &4 2ol
ENCRYPT% X8 3t= @< DynamoDB Encryption Client0l| A 04| 2|7} & A48t Lt

0|2 £0{ C}2 Java ZEE record &=2
OFEL|CH MBEE|QAK[BE QF 2
test 42 oflYL|CH.

SO RE fE2 d55tstn HHS= actions HashMap2
StE|X| ef2 WEIM 7| Y HE 7| £ L MBE[ALE Z 3R] 2

Fol

final EnumSet<EncryptionFlags> signOnly = EnumSet.of (EncryptionFlags.SIGN);

final EnumSet<EncryptionFlags> encryptAndSign = EnumSet.of(EncryptionFlags.ENCRYPT,
EncryptionFlags.SIGN);

final Map<String, Set<EncryptionFlags>> actions = new HashMap<>();

for (final String attributeName : record.keySet()) {
switch (attributeName) {
case partitionKeyName: // no break; falls through to next case
case sortKeyName:

// Partition and sort keys must not be encrypted, but should be signed
actions.put(attributeName, signOnly);
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https://aws.github.io/aws-dynamodb-encryption-java/com/amazonaws/services/dynamodbv2/datamodeling/encryption/DynamoDBEncryptor.html
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break;

case "test":
// Don't encrypt or sign
break;

default:
// Encrypt and sign everything else
actions.put(attributeName, encryptAndSign);
break;

7 Ch= DynamoDBEncryptorl| encryptRecord Ei2 S £ [ M2 attributeFlags oj2to|
E{9| ZtS 2 X|™ELIC o & £01, encryptRecordd| CHEF O

// Encrypt the plaintext record
final Map<String, AttributeValue> encrypted_record = encryptor.encryptRecord(record,
actions, encryptionContext);

Elo|E o|& xiE2l

3t A 5353 HAME ML

DynamoDB Encryption Client0iA{ DynamoDB E{|0[£9| 0|§2 &35 =
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CH Ol{Er 59| MBS SE3tetHLE = ele %EH E1|0|% Ol%% Zotol ¥=S A3 Estn M
Hot= ol ArEE ot S DynamoDB & 53t ZARAE S ME Sl oF gLICH TX Bo|= oIF2 &

DynamoDBEncryptor& At835t= A< DynamoDB 535t ZARHAEE =502 ZAfgLICt O

H -
c4L} DynamoDBMapperE AF23tE A< AttributeEncryptore 3%l E|0|2 0| & Z & 5l0]
DynamoDB & &35} ZARIAEE OHEL|CH AttributeEncryptorOiA CHE E|O|E OIES R &5 5
HEAEE MHETE X|™H5t2d™H EncryptionContextOverrideOperatorE AFSELICEH

& E0{CtE ZEO|ME CMP(Z &3 Xt 2 32Xt & DynamoDBEncryptorl| QIAEIAE Ot
SL|Ct 327 CH2 DynamoDBEncryptorf| setEncryptionContextOverrideOperator MIA]
E S E&Lct stLtel E|o|2 o|&§2 A 2l5t= overrideEncryptionContextTableName
ARLE AL ELICH o] o2 M E|MH AttributeEncryptor & oldTableName CH
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https://aws.github.io/aws-dynamodb-encryption-java/com/amazonaws/services/dynamodbv2/datamodeling/encryption/DynamoDBEncryptor.html#encryptRecord-java.util.Map-java.util.Map-com.amazonaws.services.dynamodbv2.datamodeling.encryption.EncryptionContext-
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/PointInTimeRecovery.html

JHEER} 70| =

AWS Clo|Ef#0lA 8 33t SDK
£l newTableName2 Z&35l= DynamoDB & 53} ZHRHIAEE MAMEL|CE A A=

EncryptionContextOverridesWithDynamoDBMapper.java

final DirectKmsMaterialProvider cmp = new DirectKmsMaterialProvider(kms, keyArn);

final DynamoDBEncryptor encryptor = DynamoDBEncryptor.getInstance(cmp);

encryptor.setEncryptionContextOverrideOperator(EncryptionContextOperators.overrideEncryptionCor

newTableName));

oldTableName,
52 =536t 2 Ql5t= DynamoDBMapper 2| load HHMEE S &¢& [ ¥l ElO|= Ol 2 X|I™H
%I-L_||:|.
=

mapper.load(itemClass, DynamoDBMapperConfig.builder()

withTableNameOverride(DynamoDBMapperConfig.TableNameOverride.withTableNameReplacement(oldTabl

.build());
024 E{|0|8 O|& & A 2|5t= overrideEncryptionContextTableNameUsingMap QI&HAFE Al
& =L JUsLct
EO|2 O|& Mol ddtxt= YEHMO 2 H|O|EHE |5 35tetn MBS =elg m ASELICH a2t
2t s 3} 2 MH Al DynamoDB 2535t ZAEHIAEO| E|O|Z O|F2 CtE g2 MMYst= Ol A" =
A& LICE
DynamoDBEncryptorE AtE5t= A< E|O|2 OIF MEo| AAAE AEStX| OFMA|L. CHAI Heh

EE MHETD 233 HME MESHAAIL

Elo|2 o|Ecz 535 HEA

DynamoDB Encryption Client for JavaQ| 0i|A| 2=

(@ Note
ZCl0[UE & 43

&LICH CtE FHM=
DynamoDB Encryption Client HH& 1.x~3.x0ll st HEE MBS ELICt RHMIEH LS

Database Encryption SDK for DynamoDB HH& X| 2 & ZE5tM .

gl 2to|=22q2l9| 0|& 0l AWS Database Encryption SDKZ H#Z3|¥}

Java& DynamoDB Encryption Client HH& 1.x~2.x 2} Pyth nS
AWS

0| M| 0 A= DynamoDB Encryption Client for JavaE Ar& 304 o Z 2|71 0|04 A DynamoDB E|
Ol 52 E&st= WE E0o4ELICt GitHub2| aws-dynamodb-encryption-java ZIZX|E2|2] of
= &Lct

M CHEZMH H B2 dNdE #H T AY AN3SE =

CHS
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https://github.com/aws/aws-dynamodb-encryption-java/blob/master/examples/src/main/java/com/amazonaws/examples/EncryptionContextOverridesWithDynamoDBMapper.java
https://github.com/aws/aws-dynamodb-encryption-java/
https://github.com/aws/aws-dynamodb-encryption-java/tree/master/examples
https://github.com/aws/aws-dynamodb-encryption-java/tree/master/examples
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|

« DynamoDBEncryptor AF&

« DynamoDBMapper A&

DynamoDBEncryptor A&

O| | M|0f M= Direct KMS Provider2t &7H 3t =& DynamoDBEncryptorE A& st= WS Hod
& LIC}. Direct KMS Provider= AF& X7t X8t AWS Key Management Service(AWS KMS)2| AWS

KMS key2 &£ 3 RI2E 4 L ES8LCH

DynamoDBEncryptor®t &7 £&t 7tsdt 253t At E SZXHCMP)E AHEE = U1
DynamoDBMapper %! AtiributeEncryptor0i| A= Direct KMS Provider& A& & = Q& LIC}.

MA 2= ME 27| AwsKmsEncryptedltem.java

1E+HA|: Direct KMS Provider 2844

XIHE 2T AFR510 AWS KMS 22I0|HE QIAEAE MAIStL|CH O3 CF2 S2I0|ME QI
ABIAE AE35104 H5HE AWS KMS keyZ Direct KMS ProviderQ| QIAEIA S MM |C}

O| oMo M= Amazon E2l&A O[F(ARN)E AFE 6101 AWS KMS keyE A5t K|EH AL AtE 2

FEE AEXE MAEE & J&LICH

rin

final String keyArn = 'arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab'
final String region = 'us-west-2'

final AWSKMS kms = AWSKMSClientBuilder.standard().withRegion(region).build();
final DirectKmsMaterialProvider cmp = new DirectKmsMaterialProvider(kms, keyArn);

2EHA 5 MY

O| oAM= ME EH|0|& =2 LIEIHLHE record HashMap2 & o|&LIC}.

final String partitionKeyName = "partition_attribute";
final String sortKeyName = "sort_attribute";

final Map<String, AttributeValue> record = new HashMap<>();
record.put(partitionKeyName, new AttributeValue().withS("valuel"));
record.put(sortkKeyName, new AttributeValue().withN("55"));
record.put("example", new AttributeValue().withS("data"));
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https://aws.github.io/aws-dynamodb-encryption-java/com/amazonaws/services/dynamodbv2/datamodeling/encryption/DynamoDBEncryptor.html
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#master_keys
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#master_keys
https://github.com/aws/aws-dynamodb-encryption-java/blob/master/examples/src/main/java/com/amazonaws/examples/AwsKmsEncryptedItem.java
https://docs.aws.amazon.com/kms/latest/developerguide/viewing-keys.html#find-cmk-id-arn
https://docs.aws.amazon.com/kms/latest/developerguide/viewing-keys.html#find-cmk-id-arn
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record.put("numbers", new AttributeValue().withN("99"));

record.put("binary", new AttributeValue().withB(ByteBuffer.wrap(new byte[]{0x00,
0x01, 0x02})));

record.put("test", new AttributeValue().withS("test-value"));

3EHAl: DynamoDBEncryptor 4444

Direct KMS ProviderE AF&310{ DynamoDBEncryptor QIAEA S MAMsHL|CH
final DynamoDBEncryptor encryptor = DynamoDBEncryptor.getInstance(cmp);

ATtA|: DynamoDB 53} ZHEHIAE Y

DynamoDB 2 &35} ZAEIAE o= HO|E #Zo & 53 & HE Yol cHet

eIt
LIC}. DynamoDBMapper & A3t 4< AttrlbuteEncryptoroﬂA‘I sz of
E 4ot

final String tableName = "testTable";

final EncryptionContext encryptionContext = new EncryptionContext.Buildexr()
.withTableName(tableName)
.withHashKeyName(partitionKeyName)
.withRangeKeyName(sortKeyName)
.build();
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JavaOll M &4 =tedg X|Yste{™ £ 0|§ X EncryptionFlags &f HO{2 F#ME HashMap=
MAFLICE

o & %01 CtS Java ZE= Hs‘ TIAX|EE & Z 3| K| f 2 THE[M 7 2 7| 581t
E|HLE S SHE|X| 22 test HHE M RlEt record 52| ZE S48 HE8stT AHBS=

actions HashMap2 MMgfL|Ct.

final EnumSet<EncryptionFlags> signOnly = EnumSet.of (EncryptionFlags.SIGN);

final EnumSet<EncryptionFlags> encryptAndSign = EnumSet.of(EncryptionFlags.ENCRYPT,
EncryptionFlags.SIGN);

final Map<String, Set<EncryptionFlags>> actions = new HashMap<>();
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for (final String attributeName : record.keySet()) {
switch (attributeName) {

case partitionKeyName: // fall through to the next case

case sortKeyName:
// Partition and sort keys must not be encrypted, but should be signed
actions.put(attributeName, signOnly);
break;

case "test":
// Neither encrypted nor signed
break;

default:
// Encrypt and sign all other attributes
actions.put(attributeName, encryptAndSign);
break;

[a

2 o535t A 5242 DynamoDBEncryptor 2| QIAEIAO|AM encryptRecord
2 &S (record), 8 H(actions) L 53 HEHAE
XIEg .

final Map<String, AttributeValue> encrypted_record = encryptor.encryptRecord(record,
actions, encryptionContext);

7E7|: DynamoDB Ef|0|20f &= 7|

Ofx|ato 2 &t &35l |1 MHE

og

=2 DynamoDB E|O|E0i g&LCt.

final AmazonDynamoDB ddb = AmazonDynamoDBClientBuilder.defaultClient();
ddb.putItem(tableName, encrypted_record);

DynamoDBMapper A&

CHZ odloll M= Direct KMS Provider@t & 74l DynamoDB O = 0| 2EHAE AI835le YHE Eod

& LIC}. Direct KMS Provider= AF& X7t X8t AWS Key Management Service(AWS KMS)2| AWS
KMS keyZ 253t AI2E dd X E5FLICH

DynamoDBMapper®t &7 2t 7St 53t A2 SZXHCMP)E MEE += U2, 5t =&
DynamoDBEncryptor2 &7 Direct KMS ProviderE AF& £ Q& LICH.
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https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#master_keys
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#master_keys
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MAM ZE ME 27|: AwsKkmsEncryptedObject.java

1E+7|: Direct KMS Provider 4443

XEE 22 AFE 350 AWS KMS Z210|E QIARAE MdehL|Ct O™ Ch& 22+0|ME 2l
ABRAE ALE3104 5= AWS KMS key 2 Direct KMS Provider2| QIAEIAE MAMEHLICI

0| oMol A= Amazon ElAA O|E(ARN) AHR35104 AWS KMS keyS Al st K|BH ALK}

E RE3 AUNE ASE 4 UBLICH

rr
|HD

final String keyArn = 'arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab’
final String region = 'us-west-2'

final AWSKMS kms = AWSKMSClientBuilder.standard().withRegion(region).build();
final DirectKmsMaterialProvider cmp = new DirectKmsMaterialProvider(kms, keyArn);

2t A|: DynamoDB Encryptor 2 DynamoDBMapper 2HE 7|

0| EHAH 0|l M 44 et Direct KMS ProviderE A& 3t04 DynamoDB Encryptor2| IAHAE 4
grLICt. DynamoDB Mapperg& A& 35tE{H 5t =& 2| DynamoDB Encryptorg 1A EAS}5HOf
gruct.

1% CFE DynamoDB O|O|E{H|O|A QIAEIAQ DI 42 BtE 1 O|E A& 35t0{ DynamoDB
MapperQ| QIAEIAE BHEL|CH

/A Important
DynamoDBMapper% Ar83stod MBE(EEe L3535t U MBE) &5 2 FItstHLE HESt
F SEE MSSEE FAE

£ ZR CHS oot 20| 2E £498 ZEsHE pUTS 22 HE
LICt 2= X| oo™ Ho|EHE S & 356tK| 2

LS —

final DynamoDBEncryptor encryptor = DynamoDBEncryptor.getInstance(cmp)
final AmazonDynamoDB ddb =

AmazonDynamoDBClientBuilder.standard().withRegion(region).build();

DynamoDBMapperConfig mapperConfig =
DynamoDBMapperConfig.builder().withSaveBehavior(SaveBehavior.PUT).build();

DynamoDBMapper mapper = new DynamoDBMapper(ddb, mapperConfig, new
AttributeEncryptor(encryptor));
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https://github.com/aws/aws-dynamodb-encryption-java/blob/master/examples/src/main/java/com/amazonaws/examples/AwsKmsEncryptedObject.java
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#key-id
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#key-id
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3E7|: DynamoDB Ef|0|2 ZH 2|

CHE2 22 DynamoDB E|O|E& HolEtLICt FAE ME50 £ 2 g XI™E LI o] ofX|od M
£ DynamoDB E|0|Z, ExampleTable %! E|O|Z =& LIEILi= DataPoJo 224 E BFHELICL

O| MZ H|o|EoMHe 7|2 7| £40| MBE[X|¢H & Z st E|X|= i&LICt Ol=
@DynamoDBHashKey &A40| &2l partition_attribute & @DynamoDBRangeKey FA40| &
2l sort_attributed| M8 ELICH

@DynamoDBAttribute 40| & &l £4(0d: some numbers)2 ¥=3F L MHEELICH
= @DoNotTouch(&
{leave me &40

DynamoDB Encryption Client0{ A 23 2|3t @DoNotEncrypt(7|Z B i)
S EE MECHE) LES FAS At SH2 oflLICH KE &

ot
@DoNotTouch F£40| e =22 A FStE|7HLE MEE|X| of&LICH

FH )|.

o

@DynamoDBTable(tableName = "ExampleTable")
public static final class DataPoJo {
private String partitionAttribute;
private int sortAttribute;
private String example;
private long someNumbers;
private byte[] someBinary;
private String leaveMe;

@DynamoDBHashKey(attributeName = "partition_attribute")
public String getPartitionAttribute() {
return partitionAttribute;

public void setPartitionAttribute(String partitionAttribute) {
this.partitionAttribute = partitionAttribute;
}

@DynamoDBRangeKey(attributeName = "sort_attribute")
public int getSortAttribute() {
return sortAttribute;

public void setSortAttribute(int sortAttribute) {
this.sortAttribute = sortAttribute;

@DynamoDBAttribute(attributeName = "example")
public String getExample() {
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return example;

public void setExample(String example) {
this.example = example;

@DynamoDBAttribute(attributeName = "some numbers")
public long getSomeNumbers() {
return someNumbers;

public void setSomeNumbers(long someNumbers) {
this.someNumbers = someNumbers;

@DynamoDBAttribute(attributeName = "and some binary")
public byte[] getSomeBinary() {
return someBinary;

public void setSomeBinary(byte[] someBinary) {
this.someBinary = someBinary;

}

@DynamoDBAttribute(attributeName = "leave me")
@DoNotTouch
public String getlLeaveMe() {

return leaveMe;

public void setlLeaveMe(String leaveMe) {
this.leaveMe = leaveMe;

@Override
public String toString() {
return "DataPoJo [partitionAttribute=" + partitionAttribute + ", sortAttribute="
+ sortAttribute + ", example=" + example + ", someNumbers=" + someNumbers
+ ", someBinary=" + Arrays.toString(someBinary) + ", leaveMe=" + leaveMe +
"1
}
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4EHA: ElO|2 B2 53l U x{E

O|AM| Bl|0]& =& BHE 1 DynamoDB MapperE At&36t04 K& stH & =0| B|0|Z2 0 F7HE|7]
Mol KtsSe 2 =81 MBEELICH

O] oMol MHE recordetes E|0|% %*5% HolgfLct. E|o|=20i MEE|Z| o 5H
& £42 DataPolo EcHAQ FME J|Hto 2 5 tE| T MHEELICEH O] B
PartitionAttribute, SortAttribute 2! LeaveMeE ANQISt ZE SMH2 &3

LIC} PartitionAttribute & SortAttributes= MEEF ElLICH LeaveMe £42 &S 35}
Hu MBEIX| et &L Ct

record &5 L =36t MEE CHS ExampleTable0l| £7+6t2424 DynamoDBMapper Z2H4
HMEE &8 LICH DynamoDB Mappers PUT M& Si2 A5t E LA E|o] Qe
CHalol SYEt =etolHE| 7|12 &S tAErLICH o[E A ot MHEO|

=
Uxlst EO|E0M =2 7t W ol =2l FSE 5538 + U&LICH

ol

DataPoJo record = new DataPoJo();
record.setPartitionAttribute("is this");
record.setSortAttribute(55);
record.setExample("data");
record.setSomeNumbers(99);

record.setSomeBinary(new byte[]{0x00, 0x01, 0x02});
record.setlLeaveMe("alone");

mapper.save(record);

DynamoDB Encryption Client for Python

@ Note

Z22I0|ME & 53| 2t0|E2{2|2| 0|& 0] AWS Database Encryption SDKZ 473 |}
&LICH ot& FXo| M= Java& DynamoDB Encryption Client {3 1.x~2.x 2t Python%
DynamoDB Encryption Client HH& 1.x~3.x0| Cigt HEE S & Lct RtAM[EH LHE2 AWS
Database Encryption SDK for DynamoDB & X| &2 & E5HMI2.

0| X0 A= DynamoDB Encryption Client for PythoE AX|5t 1 AFE5tE WS AYEEILICH Al
a5te Ol =20 £l A L HAEE ME IS E Z #5104 GitHub2| aws-dynamodb-encryption-
python E|ZX|EZ|HM T EE &S += U&LICH
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https://github.com/aws/aws-dynamodb-encryption-python/tree/master/examples
https://github.com/aws/aws-dynamodb-encryption-python/
https://github.com/aws/aws-dynamodb-encryption-python/
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® Note

DynamoDB Encryption Client for Python2| HHZ 1.x.x & 2.x.x= 2022'4 782 H X|&
AHofl JA&Lct 7tsEt 8t 2| x4 HHSE HI80|=5HMIR.
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« DynamoDB Encryption Client for Python At&

DynamoDB Encryption Client for Python2| 0{|Al| 2 E

[z}

A
4 =7

Amazon DynamoDB Encryption Client for Python& A x|5t7| Mol S M™ Z740| SFEUR=X| &
It

X| 9=l Python HH

Amazon DynamoDB Encryption Client for Python E{%1 3.1.0 0|4t 0{l& Python 3.6 O|A0| =2 &L
Ct. Python2 CHR2 2 E324™ Python CHREEEE R ZSHMI2.

0| % 2| Amazon DynamoDB Encryption Client for Python= Python 2.7 ! Python 3.4 O|&&
K| 43 X|2F %A T 2] DynamoDB Encryption ClientE AF&35t= Z30| E4&LICH

Python& pip x| =7

Python 3.6 O|&f0fl= pip7t Z&fE[o{ UX|BF Haeio|=7t He g =X U&LICH pip F1El0|=
= MXlof cHet REM[EH LIE 2 pip dBML| HX[E HZstM L.

CH2 oAt Z 0l pipE AHE 304 Amazon DynamoDB Encryption Client for PythonZ M x| gL|C},

|8 HE MR

b

pip install dynamodb-encryption-sdk
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https://www.python.org/downloads/
https://pip.pypa.io/en/latest/installation/
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pipE AI&3sto{ 7 |X|E EX| X Yo 0|=5t= Lo CHEF AHAIEH LHE2 THZ|X| HX[E FHZESHY
A2.

DynamoDB Encryption Clientoll= 2 & E81 &0l =5t 20|22 27t EELICH 2& HTQ| pipe
Windows0fl &= 3} 2t0|EB{Z|E§ Mx|5tT LEFLICH pip 8.1 0|42 Linuxoll &5 3HE MHX[stD 7
Z&fLct o|™ A Q| pipE A2 Z0|1 Linux 0] 2535 gto|l2EE|E YeEst=e o Zedt =7
7t eie 42 e =& dxIsHoF gLt REM[EH LHE 2 LinuxdlM 253t EIEE FHESMR

GitHub2| aws-dynamodb-encryption-python 2% X|E 2|0{| A{ DynamoDB Encryption Client2| Z[£! 7H

4 HYME U = UELICH

DynamoDB Encryption Client& &x[8t & 0| 7}0|=2| Python Z= OXME A T{E D A|ESHA L.

DynamoDB Encryption Client for Python A&

@ Note
Z20|HE & ¢ 3t 2tol=2{2l2| 0| 0|l AWS Database Encryption SDKZ #1Z3 E| R}
&Lct otE X o MHE Java8 DynamoDB Encryption Client {7 1.x~2.x 2t Python%
DynamoDB Encryption Client HH% 1.x~3.x0f CHgt HE & XS LICh RHA[EF LHE =2 AWS
Database Encryption SDK for DynamoDB HH7& X| 2 & E5HM .

o FAMoM= CtE Z2 a2 dof FH M= &2 == 4= DynamoDB Encryption Client for
Python2| L& 7|50l CHsf B eFLICt o248t 7152 7t& etet WS 2 DynamoDB Encryption
ClientE Cf &/H MEE = ULT MAHEIRIGLICH et AL Ated|7t ofL|2t™ Ol A& st RO
E&LICH

DynamoDB Encryption Client& At&8t Z=2| o Cist REA[eH LHE 2 0] 7t0|=2| Python 0iAl,
GitHub2| ws-dynamodb-encryption-pytho 2IZ X|E 2[2| 0| x| & DynamoDB Encryption Client0| CH St
Python EME & ZEFHAML.
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https://packaging.python.org/tutorials/installing-packages/
https://cryptography.io/en/latest/
https://cryptography.io/en/latest/installation/#building-cryptography-on-linux
https://github.com/aws/aws-dynamodb-encryption-python/
https://github.com/aws/aws-dynamodb-encryption-python/tree/master/examples
https://aws-dynamodb-encryption-python.readthedocs.io/en/latest/
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EncryptedResource.
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https://boto3.amazonaws.com/v1/documentation/api/latest/reference/services/dynamodb.html#table
https://aws-dynamodb-encryption-python.readthedocs.io/en/latest/lib/encrypted/table.html#module-dynamodb_encryption_sdk.encrypted.table
https://boto3.amazonaws.com/v1/documentation/api/latest/reference/services/dynamodb.html#service-resource
https://aws-dynamodb-encryption-python.readthedocs.io/en/latest/lib/encrypted/resource.html
https://boto3.amazonaws.com/v1/documentation/api/latest/reference/services/dynamodb.html#client
https://aws-dynamodb-encryption-python.readthedocs.io/en/latest/lib/encrypted/client.html
https://docs.aws.amazon.com/amazondynamodb/latest/APIReference/API_DescribeTable.html
https://aws-dynamodb-encryption-python.readthedocs.io/en/latest/lib/tools/structures.html#dynamodb_encryption_sdk.structures.TableInfo
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I ALSELICH JEX| o™ BAMo = MMde = UGLICH oAl &5 258 7 ALSolM &
QISHMIL.
TableInfo ZH&{|oi CH3H refresh_indexed_attributes ¥ S 5% 3§lT DynamoDB
DescribeTable 242 3 &35t0{ ZHx|o| &4 Zto| R ZILIC} E|o|E 2| stE FEE QIHA 0]
EECH €M o g™ QILICE TableInfo E2iA0E DynamoDB ¥ 55t ZHEIAE N HRE Zf2 A
335tE encryption_context_values §8E Z & E|0] QU&LCt
refresh_indexed_attributes 282 A& 35tE{™H S E X0l CH& E|0|= 0l A DynamoDB
DescribeTable 242 S &8 = = 0| Qlo{of & LICt.
Python2| &7 =4
S8 AU =0l 4 Sdof CHall +E Y2 = 55 TFo ZE{ELICt Pythonol M &4
g X|H5tedH 7|8 A £ sMdof Cist ofQl7F £&E AttributeActions ZHA|E RHEL
Ct &8 2t CryptoAction @7 & HolglLIC
/A Important
&8 &S Ar835to{ HIO|E E52 23358 # Olo|E RRAM £88 FIHsHHL M6t
M MEB HE 277 Y504 CIO|EHE 5= 85t K| T8 = USLICH RHA[EH LHE 2 HI0|E
DE P CHHE FHESAA L.
DO_NOTHING = ©
SIGN_ONLY = 1
ENCRYPT_AND_SIGN = 2
o & £04, Ol AttributeActions M= ZE 4ol CiE 7|22/ S ENCRYPT_AND_SIGN2E A
M35t 1SBN 2! PublicationYear &40l CHEH 0| X[ ELICH
actions = AttributeActions(

default_action=CryptoAction.ENCRYPT_AND_SIGN

attribute_actions={
"ISBN': CryptoAction.DO_NOTHING,

'PublicationYear': CryptoAction.SIGN_ONLY



https://docs.aws.amazon.com/amazondynamodb/latest/APIReference/API_DescribeTable.html
https://docs.aws.amazon.com/amazondynamodb/latest/APIReference/API_DescribeTable.html

AWS Ci[O|E{H| 0| A 255 SDK 7k Rt 7Hol=

i ZeHAE MEste B9
|

IHE
20| E EiH EeilA= ZEl0

Z2lo|E i ZE|AE AF26HK| ot Z2to|H2| ZF0|ENCRYPT_AND_SIGN 21 A2 Earom
X

2| Z|ofl cHEr 2Fd 2 XI'datoF g Lct. Z2to|H2] Zloi chet & ZX[= SIGN_ONLYRILICH O|&
Al st2d™ Z2to|HEl 7101l SIGN_ONLYE AF&5HHLE 7|8 2dQl B2 DO_NOTHINGS A|'9'5|'E
set_index_keys ¥ AIErLIC}
/A Warning
7|12 7| 42 L5 355HA| Ot A|. Uit HIAE 2 & 7{ F01{0F DynamoDBO| M A E|O|&
AHE A™ASX| ot S E§FE HE + UGLIC

actions = AttributeActions(
default_action=CryptoAction.ENCRYPT_AND_SIGN,
)

actions.set_index_keys(*table_info.protected_index_keys())

DynamoDB Encryption Client for Python2| oAl 2=

(® Note

Z2cto|ME & ¢f 5 35} 2to|=222]2] 0|& 0| AWS Database Encryption SDKZ #4734 |
&LICt CtZ FA|0| M= Java& DynamoDB Encryption Client HH& 1.x~2.x 2t Python&
DynamoDB Encryption Client HH% 1.x~3.x0f| CHgF HE & MBS & LICH RHA[EF LHE 2 AWS
Database Encryption SDK for DynamoDB ™ X| ¥ &HZEFHAMIL.

CHZ oi| Mol A= DynamoDB Encryption Client for PythonE AF& 3104 off Z 2|71 0|440{ A DynamoDB
CIoIEHE ESst= W2 Eo{ELICt GitHubd &= aws-dynamodb-encryption-python 2|ZX[EE|
O| oA CIHE M O B2 AE &1 &Y 7|04E = U&LIC.

=M
 EncryptedTable 22}0|ME #1{ EiA AIS
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https://github.com/aws/aws-dynamodb-encryption-python/
https://github.com/aws/aws-dynamodb-encryption-python/tree/master/examples

AWS H|O|E{H[O| & ¢f 5 5 SDK YRt 7tol=

EncryptedTable 22I0|HE ¥ ZE1A AL

CHZ ol Mol A= Direct KMS Provider® EncryptedTable 22t0|E &1 S EiA Q9 &7H AF& 5=
WS Ho{ELICE O| oMo Cts &5 253t =7 ALS ofX|et S Y53t At2 SZRE
ASELCE JeqLt 52l =& &5 255 =79 Y 45 & 83t= CH4l EncryptedTable 2H
AE AFSELICH

O[2{t oI NMIE H| st Z2t0|E = 20| FeiA 7 elisie U &Y &= U&LICH 047(o=
DynamoDB &35t ZAHIAEE M5t7{LL ZEIO|HE| 7| £8E & MGt MiE &S5 5HE|X|
oi2 MEfE fX|5te S2| 2ol ZEELICH 2535 ZHEIAEE BHED ZZI0|HE| 7|8 M5
2|&l 22to|HE ¥ EeiA = DynamoDB DescribeTable 22 £ &§LICt 0| ZEE A&52{H
O] 3dE2 S &E = U= HEHo| Qlofok gLt
M ZE MEZ 27| aws_kms_encrypted_table.py
1EtA|: E|O|Z BFE T

EO|Z O|&& Ar&35t0{ & DynamoDB E|0|2 2| QIARAE HM5t= JWRE AZELICH

table_name="'test-table'
table = boto3.resource('dynamodb').Table(table_name)

M43t of 5 5 AHE 2 RHCMP)Q| AIATIAE MBIt

O| of|Mlof M= Direct KMS ProviderE AFE35HX|TH AF K= 2 E 38 %|E CMPE APR%E = A&
LIC}. Direct KMS ProviderE A438t2484 AWS KMS keyE R|& gL
key2| Amazon El4&A O|F(ARN)2 AFESHX|TH R &8 7| AlHEXIE M9-°* T ‘/?A'Ql—lEP.

kms_key_id="'arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab"
kms_cmp = AwsKmsCryptographicMaterialsProvider(key_id=kms_key_id)

SEA!: &4 = HA 4

b B — B |

0%

S8 HY2 g5 4 S0l tisl +de HHS &= &3t =70l dedELICH o] ofx| <]
AttributeActions A= FAIZIE test SHE MRUT ZE =2 S E3tetn MERLICH

Zcto|ME 20| 2ciaE

IEE M ZetolHel 7| S0 thEt &
Ct. EncryptedTable E2iAE or 2

[
eto|lHE| 7| £ 88 MBSt &

(=13
o=
g
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https://docs.aws.amazon.com/amazondynamodb/latest/APIReference/API_DescribeTable.html
https://github.com/aws/aws-dynamodb-encryption-python/blob/master/examples/src/dynamodb_encryption_sdk_examples/aws_kms_encrypted_table.py
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#master_keys

JHeER 7Hol=

&= 3t SDK

AWS Ci|O|E{t[0] A

actions = AttributeActions(

default_action=CryptoAction.ENCRYPT_AND_SIGN
CryptoAction.DO_NOTHING}

attribute_actions={'test’

AUAIBHL|C}. O Bt

Elolg2

EZ E|0|E, Direct KMS Provider !
A= FHo| =2 ELICH
EncryptedTable(

encrypted_table

table=table,
materials_provider=kms_cmp,

attribute_actions=actions

7

o

=
=

oo

Uit HAE
2 55500

5EHA: Elo|E 0
encrypted_tableO!| CHEF put_item &S

|04 DynamoDB E|O|= 0l F7+E LICtH

MK Eo|2 ¥

plaintext_item = {
partition_attribute': 'valuel',
ort_attribute': 55

'example 'data’
99,

'numbers':
'binary': Binary(b'\x00\x01\x02'),

'"test': 'test-value'

O7 oS E|o|Eol &Lt

encrypted_table.put_item(Item=plaintext_item)
ZHA|ofl CHEF get_ite

852 711284 table Z
ol CHEF get_item HIME

Ao 2 DynamoDB E|0|& 01| A
£ ¥or{M encrypted_table

sl as

[0)
>

for D
POI-

=|
—
L

—‘_r'oi’t

Iy fob
o o

r

o o




AWS H|O|E{H|O|A & 5 3t SDK 7k Rt 7Hol=

S oz =7 AR

0%

0

O| Mol M= Ello|E 852 =&t M &5 =3
AE A8 3H= L&l DynamoDB Encryption Client2| &
o0& L|Ct.

0| 7|8 A5t DynamoDB & 53t ZEIAE QL 14 ZHA|(CryptoConfig)E £SO 2 MAISfL
5 9| £ & DynamoDB H|O|E0] € &L|Ct. O|& Sa

At X|Z8t 1 Dyn amoDB En cryption Client& At&3t04 DynamoDBE & E[ |
o o

0| | X|0J A= Direct KMS Provider® AF25HK|EH AFA= D E S 8HE|= CMPE AF2E £ QlaL
ct.

MA 2= ME H7]: aws_kms_encrypted_item.py

1EtA: Ello|E BHE T

E|O|Z O|&& At&3t0{ & DynamoDB E{|0|& E2|AA 0| QIARAE W= AR E AIRTEL
Ct.

table_name="'test-table'
table = boto3.resource('dynamodb').Table(table_name)

MEEE of S5t L2 B2 XHCMP)2| QARIAE MABLIC

O| of|M|of M= Direct KMS Provider& AME35HK|EH AFRXE 2 E
L|C}. Direct KMS ProviderE ‘44335t2484 AWS KMS keyE X|
key2| Amazon 2|44 O|F(ARN)S A8 3HX|TF &5 7| A

SEEIE CMPE ALY 4 28
HEtLct o] o &0l AH=AWS KMS
HALE ALSE 4 UBLic

kms_key_id="arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab’
kms_cmp = AwsKmsCryptographicMaterialsProvider(key_id=kms_key_id)

3EHA|: Tableinfo &1{ SEiA AFS

SR bleInfo °|*E|_‘|éa oH
ghLict. %EFol?_*E %é!ﬂ'l %EHﬁ FAFEAHE CHAISHOq O Bfdg s~&EFLICEH
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https://github.com/aws/aws-dynamodb-encryption-python/blob/master/examples/src/dynamodb_encryption_sdk_examples/aws_kms_encrypted_item.py
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#master_keys

AWS H|O|E{H[O| & ¢f 5 5 SDK YRt 7tol=

TableInfofl refresh_indexed_attributes MAE £ DescribeTable DynamoDB X4 A}
a

25104 E|O|E0f CHEF Hetgh HEE AAZtS 2 71X ZLICt 07]|oll= Z2to|HE| 7| 24 &
22 BX QIEIA T ZEE|LICH S EX}I0{|7| DescribeTableE E&E& £ Q&= H™8t0| Qlo{of

grLICH.

table_info = TableInfo(name=table_name)
table_info.refresh_indexed_attributes(table.meta.client)

ATHA: DynamoDB ¥ 35t ZHEHAE M4

DynamoDB ¥ &3} ZIEIAEO|= E|O|& X2 &35t L ME Lo ciet MEJ 28 k|0 /Y&
LICE O] oMol MHE &5 453 =72 435 X882 Z DynamoDB 253t ZHEAEE HA|XO
2 MMgrL|ct 2210|91E €1 E2fA = DynamoDB 335t ZHRHIAEE MAEHL|C}.

Tablelnfo & A Q| £MHS AM&5t0{ THE|M 7|2 ME 7|8 7IXH2 = U&LICh

index_key = {
'partition_attribute': 'valuel',
'sort_attribute': 55

encryption_context = EncryptionContext(
table_name=table_name,
partition_key_name=table_info.primary_index.partition,
sort_key_name=table_info.primary_index.sort,
attributes=dict_to_ddb(index_key)

N

-’—'.‘-’H 5.“?:,8 %*EQI Zt Sdof sl ~Ae e &= 58 70| LedELIC o] oflxe
o}

etolHE| 7| 81 FAIZlE test

rlo
i

CH X|H3HoF ghLich Z2lo|H 2| 7]0dl CHSF SIGN_ONLYS AFE3H7HLE 7|2 =Hedol
32 DO_NOTHINGS AF23H= set_index_keys HIMEE A& &= Q&LICH

= AA EH

ToF Al ASER5tT J|E X2{0| ENCRYPT_AND_SIGNQ! AL =Zzto|HZ| Z|of|
% S

zztolHel 7|18 XIHE35H7]| {51 O] MM A= DynamoDB £ &£ A X|= Tablelnfo ZH&l| 2| 1
A F|1E ASELICE o] 7|22 =Z2to|l2| 7| o|§2 st 2 Y st= JECH eF™ELICt.
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https://docs.aws.amazon.com/amazondynamodb/latest/APIReference/API_DescribeTable.html

AWS H|O|E{H[O| & ¢f 5 5 SDK YRt 7tol=

actions = AttributeActions(
default_action=CryptoAction.ENCRYPT_AND_SIGN,
attribute_actions={'test': CryptoAction.DO_NOTHING}
)

actions.set_index_keys(*table_info.protected_index_keys())
6THA|: E=of CHet 4 BHE7|

DynamoDB Encryption ClientE T435t2{™ E|0|Z & =0l CHEt CryptoConfig 74401 A &= A4
5t X E AFSELICH 22t0|HE " Eelia= AFEXHE 25l CryptoConfig& P& LICH.

crypto_config = CryptoConfig(
materials_provider=kms_cmp,
encryption_context=encryption_context,
attribute_actions=actions

TEA: E5 ¢33

Ol EFA0ME E5E & E &8st A st x| DynamoDB El|0|£0]| K& st X|= 2f&LICt

Z2o|ME E 2HAE ASE ER 0| ASK 22 g=35 L MEE CHE, ASK7HE
o 224 9| put_item HAMEE 5 £¢& [ DynamoDB EHIO|E0f FIHELICH 85 ¢33t =7 E
M A5t 49 gE5t 3 3 2 SE™M UL

plaintext_item = {

'partition_attribute': 'valuel',
'sort_key': 55,
'example': 'data’,

'numbers': 99,
'binary': Binary(b'\x00\x01\x02'),

'test': 'test-value'
}
OHCHS 25356t T MBELICH encrypt_python_item &#0l& CryptoConfig 743 ZHA|
7t 2 ghuct

encrypted_item = encrypt_python_item(plaintext_item, crypto_config)

Z2O2f3 @10 194


https://aws-dynamodb-encryption-python.readthedocs.io/en/latest/lib/encrypted/config.html

AWS Ci[O|E{H| 0| A 255 SDK LR 7Hol=

8EHA|: ElolE0] &= 7|

Ol EFAMMHE 2E 3|1 MBEE

g

=& DynamoDB El|0|20f E&LICt

table.put_item(Item=encrypted_item)

ASslEl =2 E2{M encrypted_table Z4A| CHAI Y2 table Z4A|of CHEl get_item YRS
SEELICEH 52 &ol A £353}5HK| &1 DynamoDB HIO|E0M &= & 7HKS LI

encrypted_item = table.get_item(Key=partition_key)['Item']

CtS ol0lXlE 58t Eln HBE Eolg &= ofxe] FE EoiELICH

A S SHEl 4 72t2 O[Tl Clo|HUL|Ct Z2to|HE| 7] £4d(partition_attribute &
sort_attribute)2| OIS} 2t L test 42 LRt HIAEZ RX|ELICH Ol E™2 A‘l':c'i'(*amzn-
ddb-map-sig*)2 Z&st= £80 X2 Y £4(*amzn-ddb-map-desc*)g E0{ELIC}.

{

"*amzn-ddb-map-desc*': Binary(b'\x00\x00\x00\x00\x00\x00\x00\x10amzn-ddb-env-a:
\X00\x00\x00\xe@AQEBAHNA84wNXjEJdBbBBY1RUFCcZZK2j7xwh6UyLoL28nQ
+0FAAAAHAWTAYIK0ZIhvcNAQCcGoG8wbQIBADBoBgkghkiGOweBBWEWHEYJYIZIAWUDBAEUMBEEDPeFBydmc
izY1OROCAM7WAKGEEL/N/bgTmHI=\x00\x00\x00\x17amzn-ddb-map-signingAlg\x00\x00\x00\nHm:
\x00\xee\xee\x11/CBC/PKCS5Padding\xee\xee\xee\x1eamzn-ddb-sig-alg\xe0\xee\xee\xeeHrn
\x00\x00\x00\x0faws-kms-ec-attr\x00\x00\x00\xe6*keys*"'),

'*amzn-ddb-map-sig*': Binary(b"\xd3\xc6\xc7\n\xb7#\x13\xd1lY\xea\xe4. | *\xbd\xdf"

‘binary’': Binary(b'!"\xc5\x92\xd7\x13\x1d\xe8Bs\x9b\x7f\xa8\x8e\x9c\xcf\x10\x1¢

'example': Binary(b"'b\x933\x9%9a+s\xfl\xd6a\xc5\xd5\x1laZz\xed\xd6\xce\xedX\xfoT\>

"'numbers': Binary(b'\xd5\xa@\\d\xcc\x85\xf5\x1le\xb9-f!\xbo\xb8\x8a\x1laT\xbag\x’

'partition_attribute': 'valuel',

‘sort_attribute': 55,

"test': 'test-value'

GlOJE] 2 HE

(® Note
Zelo|dE & ¢35 3 2tol=22{2l2] 0|& 0] AWS Database Encryption SDKZ B4 Z E|{
&LICH CtS FA| o HE= Java® DynamoDB Encryption Client HHZ 1.x~2.x 2 Python&
DynamoDB Encryption Client HH% 1.x~3.x0f| CHgt HE & MBS g LICH RHA[EF L8 2 AWS
Database Encryption SDK for DynamoDB ™ X| ¥ &HZEFHAMIL.
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L
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X|5tedm 2CHH T2 MAZ O] HAS 1345}
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1. HO|E2& e4HU A= ZE ofZ2[FH0|MolM £ 2t #HZEELICH O|28 #H18 AtE 2 HiZ 5t
T HHO|EV R E CHY 3AE 0 Mot zR=X] FlELCH

2. Eo|= &=2| M 4ol 2tS #&Lich

CHS oAM= ol
AEMBste M E
MoM=E MB HE
Eol M &4 5y

KE —7TS7|-§."L_|IZ|-. o| 3= Yt EA'AE o7<IE|0+OI= =Nt OI 04I
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Java DynamoDB Mapper

(M= x|

DynamoDB Mapper 2 AttributeEncryptorE AIS35lE 42 7|EXMe (
3 SIS X|’gstedH

A5 C|X| fF)E Melstns ZE £80| ¢35 & MIELICH MY H

@DoNotEncrypt FME AFSELIC.

Ol oMol MHE M 1ink &30 CHEF @DoNotEncrypt &M AFSELICH,

@DynamoDBTable(tableName = "ExampleTable")
public static final class DataPoJo {
private String partitionAttribute;
private int sortAttribute;
private String link;

@DynamoDBHashKey(attributeName = "partition_attribute")
public String getPartitionAttribute() {
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return partitionAttribute;

public void setPartitionAttribute(String partitionAttribute) {
this.partitionAttribute = partitionAttribute;
}

@DynamoDBRangeKey(attributeName = "sort_attribute")
public int getSortAttribute() {
return sortAttribute;

public void setSortAttribute(int sortAttribute) {
this.sortAttribute = sortAttribute;

@DynamoDBAttribute(attributeName = "1link")
@DoNotEncrypt
public String getLink() {

return link;

public void setLink(String link) {
this.link = link;

@Override
public String toString() {
return "DataPoJo [partitionAttribute=" + partitionAttribute + ",
sortAttribute=" + sortAttribute + ",
link=" + link + "]";

Java DynamoDB encryptor

5t¢l =& DynamoDB ¥ &3 =T 0| A ZF &/gof CHEt 2fds st oF gLict. o] X0l A= 7|
E7/0| encryptAndSign@! switch 2 A Mad 7| 2 M 1ink S440f CHEHAM
= ol @7} RIHELICE o] MM 2T &4 I =T AAEE|7| Fof| 25| HIZ || b2 B &
3 &£42 UR ofEe/F oMM dEstE|T MBEE[X|EE CHE o E 2|7 ol He AMEet Eu
Ct.

for (final String attributeName : record.keySet()) {
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switch (attributeName) {

case partitionKeyName:
// fall through to the next case

case sortKeyName:
// partition and sort keys must be signed, but not encrypted
actions.put(attributeName, signOnly);
break;

case "link":
// only signed
actions.put(attributeName, signOnly);
break;

default:
// Encrypt and sign all other attributes
actions.put(attributeName, encryptAndSign);
break;

Python

DynamoDB Encryption Client for Python0l M= 2 & £40i CHEH 7|& =dg XI-E O S olelE

XEg + A&LIC

Python Z2+0|d
eigLict Z2tolAd

m
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—rTi
m
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rr
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e
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i
i1}
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lgﬁ
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oy *
40 0o
R4l

Al Elolg &7 giol= CIOIEHE =+

O| ol M|ofl A= SIGN_ONLY 2 E 71X 2= M 1ink &40i CHEr of|RIE K| EFLICE.

actions = AttributeActions(
default_action=CryptoAction.ENCRYPT_AND_SIGN,
attribute_actions={
'example': CryptoAction.DO_NOTHING,
'link': CryptoAction.SIGN_ONLY
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