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c. AME HE MMM 2= ¥ DNS O|§2 SAHELICHmy-1load-
balancer-1234567890.us-east-1.elb.amazonaws.coml FAIE).

d. ZLt WA DNS 0|§2 H=8| QEUlo| ¢ZE & EEteXe| F4 EEo| 20{d&LICH
2L WHMI SHEH XS &2 B2 el 7|2 HolX|7F Z AlELICH
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16. AFXf|(A1EH

217l =HIelE {8t CNAME B2 =71 Qe BolE MZ2 2xIE 7I2
d E AX|5H7| ol DNS #4ZE0| M8 E [[H77PX| Z|CcHE Lt

b. https://console.aws.amazon.com/ec2/H| A Amazon EC2 2&& L|C}.

c. ELE YWIHME ME{gfLICH

d. |-O|=-'|’ = = HHE—lA—l AI-X-“E /\-|EHo|-|_||_—_|._

e. 20l HAIXI7H LIEILIH confirmE {8t C}S AR MetgtLich

o 2ZC HME AXE Solx 2= WHMo| S2E EC2 AABAL A& MHELICH A
MHEIE YR EE HA AIZHEE 230| MTELICH EC2 QAHAT} Cf 014 TS| o
S 72 %7 30| wMs K| 4T = BXIsHHL BRY £ UsLICH

S AHS5H0Y LI 22 Wik 4
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1. C}23} 20| --scheme SME internal 2 A& 8t create-load-balancer WS A2 EFLICH

aws elb create-load-balancer --load-balancer-name my-internal-loadbalancer --
listeners Protocol=HTTP,LoadBalancerPort=80, InstanceProtocol=HTTP,InstancePoxrt=80
--subnets subnet-4e05f721 --scheme internal --security-groups sg-b9ffedd5

Ct

0|0
rlo

SEol o LCt siE ol§2 0|d0| LHF =& WiAets WS LIEH-LICH

"DNSName": "internal-my-internal-loadbalancer-786501203.us-
west-2.elb.amazonaws.com"

}

2. CFS1 Z 0| register-instances-with-load-balancer 3@ AI&35t0{ QIARHAE FIIEHLICE
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aws elb register-instances-with-load-balancer --load-balancer-name my-internal -
loadbalancer --instances i-4f8cf126 i-0bb7ca62

ChE2 SEol o Lot

{
"Instances": [
{
"Instanceld": "i-4f8cf126"
1,
{
"Instanceld": "i-@bb7ca62"
}
]
}
3. (M= AME) CHZ describe-load-balancers W& AI&5104 LIE 2= WHME = QIFL|Ct

aws elb describe-load-balancers --load-balancexr-name my-internal-loadbalancer

EtollE 0]Zd0| LI 2E g3 Mete 242 LIEHLHE DNSName 2! Scheme ZEJF 2 & [o]
L|Ct.

o> olo

~

"LoadBalancerDescriptions": [

{

"DNSName": "internal-my-internal-loadbalancer-1234567890.us-

west-2.elb.amazonaws.com",

"SecurityGroups": [
"sg-b9ffedd5"

1,

"Policies": {
"LBCookieStickinessPolicies": [],
"AppCookieStickinessPolicies": [],
"OtherPolicies": []

}I

"LoadBalancerName": "my-internal-loadbalancer",
"CreatedTime": "2014-05-22T720:32:19.920Z7",
"AvailabilityZones": [

"us-west-2a"
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"Scheme": "internal",
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Classic Load Balancer0i| CHEt £ & o443 M|t A|ZF 74

Z2}0|ME7} Classic Load Balancerg &35l &45t= 2 20l CHal 2= WM
SAFLUC THE = 442 Zet0|HEL 2E WM ALO[of Q& L|Ct. B
Mot SEE EC2 QIAEA ALO|of| U&LICH ZE HHMH Y HAZE| MBE|=
70| +dElof U&LICH | F AEH AlZtol ZotE m77tK| ClO|E{7F HE &L T =
oM ZC WHME ZHE Q= 42 SEHLICH It YEC Z0| AlZHo| 22 ZEl= 240 &
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1. https://console.aws.amazon.com/ec2/0|Al Amazon EC2 £ & LI}
2. EMM ol | pad Balancing OFZHOIM 2E WM E MEHSHL|CH.

ZE WAM 0|§E MHstod MF HE 0|X[|E FLICH.
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4. &8 HolM MES MEFLCH

5. B2E WM 54 W Ho|x|e] ECHE T MMM & AT AlZt 72 L=EgUct 5 A
8 AlZHo| BRI = 1~ 4,000F L|CH

6. HE MY MES MEFLCH

AWS CLIE Al235lod §F A AlzZt M

2 WHMIM S F Bt AlZtE & 5H24™ oF2ll modify-load-balancer-attributes B2d& AHE Al
(@}

aws elb modify-load-balancer-attributes --load-balancer-name my-loadbalancer --load-
balancer-attributes "{\"ConnectionSettings\":{\"IdleTimeout\":30}}"

{
"LoadBalancerAttributes": {
"ConnectionSettings": {
"IdleTimeout": 30
}
b
"LoadBalancerName": "my-loadbalancer"
}

Classic Load Balancer0llA i} 3 2 £ giHAS A

it ¥y 2= WHAZ AL 5HHM Classic Load Balancer0ll CH8H ZH2fo| 2= WM =7} M43}
ERE 718 G0l U= SEE QAHA 7Hol| LEE S BAELICH DR ¥ 2E WA A
Ol HIEH3IE B0z 229 2= WHM =71 T 7+8 Yolot Q= SSE QAHA ZH 2
Mg ?E5tH 24t RHAIEH LHE 2 Elastic Load Balancing AHS B A Q| Wit 20 2= HHE
A8 XML

DAt Y¥Y 2 WHAZ AS5IH gdstEl 24 7t8 FHof| SUF 2| QIABAE |X(|E HR7t R
o, oHE2|70|M0| ECt Ao = StLf O[4 9| QIAFA &AZ XEIE = UA&LICH StX|EH LHEA
FEE 07| M= 285 E 24 718 YoM QARA =& (Mo 2 SUSHA |RXIst= X
Ol Z&LICH.

AWS CLIE AHE3t0 & F Mg Al 74 18


https://docs.aws.amazon.com/cli/latest/reference/elb/modify-load-balancer-attributes.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/userguide/how-elastic-load-balancing-works.html#cross-zone-load-balancing
https://docs.aws.amazon.com/elasticloadbalancing/latest/userguide/how-elastic-load-balancing-works.html#cross-zone-load-balancing

Classic Load Balancer

ELB

<
0%
<
Toll
__o._
<
EE

—_—
[Ile)

Z2I0|21E 7} DNS

t=l04 U&LICH.

a

[
S
=

—

A

AH
oSS

FAI7AM 2Et0IAE EH Soll EX|7t

[

&Lt

A
et E2FEILICH API EE & CLIOIAM

AWS Management 2& & Al
L|C}. Classic Load Balancer2

=

s
Classic Load Balancer&

ot
20
ol
0
ol

Classic Load Balancer0i| A

ol

ol
0

d
=
il

|

|

o
1K

r

—r
1o

0l

ol
<
ml

% 9| Load Balancing Ot 2
Fod M8 HE 0| X|E L|Ct.

https://console.aws.amazon.com/ec2/H| A Amazon EC2 2&& L|C}.

El AH
=

1.

2.

04

|
Ol

I.O

0l M

M

19

M.

15

X
o

-

=
[=)
A

t2424 AWS CLI

dFE2 A

©°

=k
O 2

FAd

modify-load-balancer-attributes
aws elb modify-load-balancer-attributes --load-balancexr-name my-loadbalancer --

load-balancer-attributes "{\"CrossZoneLoadBalancing\":{\"Enabled\":true}}"

o

[==]
CrossZonelLoadBalancing £ trueZ

Ct

1.



https://console.aws.amazon.com/ec2/
https://docs.aws.amazon.com/cli/latest/reference/elb/modify-load-balancer-attributes.html

{

Classic Load Balancer

ELB

2.

"LoadBalancerAttributes":
"CrossZonelLoadBalancing": {

"Enabled": true

°

}
1,
"LoadBalancerName": "my-loadbalancer"
22 4

}
(ME ALY) 22 HEMOM it SY 22
HHE AESAHL

load-balancer-attributes

{

{
"LoadBalancerAttributes":
"ConnectionDraining": {

"Enabled": false,
"Timeout": 300

1,
"CrossZonelLoadBalancing": {
"Enabled": true

st0|
-

H
=
oo=
aws elb describe-load-balancer-attributes --load-balancer-name my-loadbalancer

5t24T ol 2l describe-

.
"ConnectionSettings": {
"IdleTimeout": 60
I
"AccesslLog": {
"Enabled": false
}
}
}
WA ¥ == diH A H|E M|
2 WHMOIMO| AXMEX| At B 2= WHA S M2 H|EGste = A&Litt
dod 2 WA A H|E A3} 20



https://docs.aws.amazon.com/cli/latest/reference/elb/describe-load-balancer-attributes.html
https://docs.aws.amazon.com/cli/latest/reference/elb/describe-load-balancer-attributes.html

ELB Classic Load Balancer

ZE2 AE5to{ It P 2= WHA S HIF M3t

1. https://console.aws.amazon.com/ec2/0l Al Amazon EC2 &2 LCt.

2. EfM Z9|Load Balancing Of2H0ilH 2= SHHAME MEHFHLICE

3. EC WMHM O|ES MEfsto MF HE H0|X|E LICt.

4. 58 Bl HES MEiELC

5. 2C WM £ WE Ho[X[e] 718 ¥ 2l T MMM nit S 2 WHAS H|EH
st

E Ar8sto Wit N 2= WY S HIE H3t6ted™ AWS CLI

1. OF2H modify-load-balancer-attributes WS AIE5HAM L.

aws elb modify-load-balancer-attributes --load-balancexr-name my-loadbalancer --
load-balancer-attributes "{\'"CrossZoneLoadBalancing\":{\"Enabled\":false}}"

OS2 SEel o Lot

"LoadBalancerAttributes": {
"CrossZonelLoadBalancing": {
"Enabled": false

+

"LoadBalancerName": "my-loadbalancer"

2. (MEHAE) 2= WAHAMOIAM Xt Q¥ 2= WHAO| HIE HSHEIR=X| & l5tE{™ of
2ildescribe-load-balancer-attributes W2 AF25HMIR.

aws elb describe-load-balancer-attributes --load-balancer-name my-loadbalancer
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"LoadBalancerAttributes": {

"ConnectionDraining": {
"Enabled": false,
"Timeout": 300

1,

"CrossZonelLoadBalancing": {
"Enabled": false

.

"ConnectionSettings": {
"IdleTimeout": 60

1,

"AccesslLog": {
"Enabled": false

Classic Load Balancer®| A Connection Draining =43
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2. EfM %9l Load Balancing OF2HoilH 2= WHRHAME MENEHLICH

3. EC H#HM 0|2 MEsto] MF HE HO|X[E ¥t

4. &S =HolM HES MEdgrL|Ct

5. ZC WHM &4 MZE Ho|Xx|e] EciT T MMM Connection Draining & 4182 MEHEL

ZHEIolY 7Hz)oll 1~3,600% | LHoA] Zte i=dstLict T x| oto ™
7127421 300 7 A2 ElL|CE.

\I
rII
oY
Pl
0ok
Rl
02!
mjo
rx
U
it]
-
n

E AM835tof A48 =hlo|d e Edstste{td AWS CLI

oF2 modify-load-balancer-attributes W2 AFE5HAMI2.

Connection Draining & 433} 23


https://console.aws.amazon.com/ec2/
https://docs.aws.amazon.com/cli/latest/reference/elb/modify-load-balancer-attributes.html

ELB Classic Load Balancer

aws elb modify-load-balancer-attributes --load-balancer-name my-loadbalancer --load-
balancer-attributes "{\"ConnectionDraining\":{\"Enabled\":true,\"Timeout\":300}}"

chE2 SEol o Lot

{
"LoadBalancerAttributes": {
"ConnectionDraining": {
"Enabled": true,
"Timeout": 300
}
3,
"LoadBalancerName": "my-loadbalancer"
}
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1 https://console.aws.amazon.com/e02/01|H Amazon EC2 2&2 LICt.

2. B 9| Load Balancing Ot2{0lA 2ZE WAME M= L|CH
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6. WHEAE MES MEHFLICH

£ A8stod 2 =0l HIF d3tete{H AWS CLI

oF2 modify-load-balancer-attributes WS AFE5HAMIL.

aws elb modify-load-balancer-attributes --load-balancer-name my-loadbalancer --load-
balancer-attributes "{\"ConnectionDraining\":{\"Enabled\":false}}"

chE2 SEol o Lot
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"LoadBalancerAttributes": {
II. {

"ConnectionDraining":

"Enabled": false,

"Timeout": 300

iy

"LoadBalancerName": "my-loadbalancer"
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create-Ib-cookie-stickiness-policy HHEHE AL SHAI2.

aws elb create-lb-cookie-stickiness-policy --load-balancer-name my-loadbalancer --
policy-name my-duration-cookie-policy --cookie-expiration-period 60

= 2 WAHMOM MM THE #d3t5te4d™ ot 2 set-load-balancer-policies-of-listener &

A8 3k IR

o A
o oﬁ

aws elb set-load-balancer-policies-of-listener --load-balancer-name my-loadbalancer
--load-balancer-port 443 --policy-names my-duration-cookie-policy

(® Note
set-load-balancer-policies-of-listener WY X|HE ZE WHM Z

A Hxel HHM MEE CHAELICH ol BHEES A8 mioich E43He 2 E HAHY

E2 EZANSEE --policy-names SME X|HELICH.
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aws elb describe-load-balancers --load-balancex-name my-loadbalancer

SEolE Che T Zol XIME ZEO| BlAL{o] THal R0| S EINS S BoixE W
& =l0f RlasLict
{

"LoadBalancerDescriptions": [

{

"ListenerDescriptions": [

{

K| &ol5t2{™ o} 2H describe-load-balancers WS A2 5HAMI 2.
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"Listener": {
"InstancePort": 443,
"SSLCertificateId": "arn:aws:iam::123456789012:server-

certificate/my-server-certificate",
"LoadBalancerPort": 443,
"Protocol": "HTTPS",
"InstanceProtocol": "HTTPS"

I

"PolicyNames": [
"my-duration-cookie-policy",
"ELBSecurityPolicy-TLS-1-2-2017-01"

}I

]I

"Policies": {
"LBCookieStickinessPolicies": [

{
"PolicyName": "my-duration-cookie-policy",
"CookieExpirationPeriod": 60

1,

"AppCookieStickinessPolicies": [],
"OtherPolicies": [
"ELBSecurityPolicy-TLS-1-2-2017-01"

}I
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dHOl= OIAEAAO|AM St £ (path, port, domain, secure, httponly, discard, max-age,
expires, version, comment, commenturl ! samesite)O| £7|2| ECI0|HEZ ME&ELICE.

QIAEIATL ATfst L HIEA AEH7} ElPd 22 WHAME ST lasiaz ol @8 BteElg EX(t
0 7IE 2E WA S EIES MR M AEjol QAHAS M2 MHELICH 2E WalkE Al
22 WY NEf QIAHA "IHE 2o 2 MMS HMElstn M QIAHAT SIS S MM B
BT ST QAHAR AL 2MS B LI

-_—

https://console.aws.amazon.com/ec2/H| A Amazon EC2 2&& L|C}.
=f M Z 9| Load Balancing Of2{0i| A 2= WM E MEHFHL|CE

ZC W3 AM o|§ S MEisto M7 HE mo|X|§ FLIct.

AL BoM 2lAL ZelE MEdEFLICH

2lAL 22| HO|X[HM YO0 EE EALE F1 F7| nHo|M HES MEfgrL|Ct
OHZ 2|71 O| Moi| A S MEdgFLICE

[Cookie Name]oi| O Z2[71|0| M F7|2| O|F S =g L|Ct.

M7 AFS KRS MBI

©® N o o b~ w b

E A83sto of Z2|7H|0|d Ao MM n7H S & d3tsteds AWS CLI

1. EE WMEHM7I 27| 1™ HME M55 5249 of2ll create-app-cookie-stickiness-policy &
242 Al2zlAlO
o= A|'o Ol'k”.u_.

aws elb create-app-cookie-stickiness-policy --load-balancexr-name my-loadbalancer --
policy-name my-app-cookie-policy --cookie-name my-app-cookie

EC WHMOIM MM 1H 2 &3l 5t24™ ot 2 set-load-balancer-policies-of-listener WE2 At
E3tML.

aws elb set-load-balancer-policies-of-listener --load-balancer-name my-loadbalancer
--load-balancer-port 443 --policy-names my-app-cookie-policy

OHZ 2|70 Ao M 17 29
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® Note
set-load-balancer-policies-of-listener B2 X|HE ZE WHM ZEO]| ¢
ZE HNo| WM MEE THMELICH o] BHES MSE ot E-ste ZE HAo| F

E2 EANSES --policy-names M2 X|I™HgLICH.

fjo

3. (MEfAE) T HAo| S EIRI= K| & 2l5tE{H o2l describe-load-balancers BEE AL& 5t

o o O T
M.

aws elb describe-load-balancers --load-balancer-name my-loadbalancer
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"LoadBalancerDescriptions": [

{

"ListenerDescriptions": [
{
"Listener": {

"InstancePort": 443,
"SSLCertificateId": "arn:aws:iam::123456789012:server-

certificate/my-server-certificate",
"LoadBalancerPort": 443,

"Protocol": "HTTPS",
"InstanceProtocol": "HTTPS"

.

"PolicyNames": [
"my-app-cookie-policy",
"ELBSecurityPolicy-TLS-1-2-2017-01"

"Listener": {
"InstancePort": 80,
"LoadBalancerPort": 80,
"Protocol": "TCP",
"InstanceProtocol": "TCP"

.
"PolicyNames": []

of =270l Mo MM 1Y


https://docs.aws.amazon.com/cli/latest/reference/elb/describe-load-balancers.html

ELB Classic Load Balancer

1,

"Policies": {
"LBCookieStickinessPolicies": [],
"AppCookieStickinessPolicies": [
{
"PolicyName": "my-app-cookie-policy",
"CookieName": "my-app-cookie"

15
"OtherPolicies": [
"ELBSecurityPolicy-TLS-1-2-2017-01"

iy
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Desync Mitigation Modet= HTTP DesyncZ QI8 EXMEZFE o E 2702 ESFLICH 2= W
Me 9" &0 met 2 238 BFotD st RLEE 5188 Chs xIHE &8t 2Eof M XIS

CHE f=E 2t3tELICt Desync Mltlgatlon Mode= Monitor, Defensive 5 & Strictest 2= ILIC} 7|
22t 2 Defensive ZEQILICH O] ZE&= ofEZ|AI0|MQ| 718 E 2 R XISHHAM HTTP Desyncoll CHEF
X|&%Ql 2+ % IS & LICt o E 2|7 0| Mol RFC 72302 &35t Q™D =415t 5 Strictest &

I
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<
Q
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« Desync Mitigation Mode =73
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® Tip
O] 42 Classic Load Balancer0i| 2t 24 & & L|Ct. Application Load Balancerd 24& E|= KhAll
8t LI 2 Application Load Balancers™| CHE S 7|3} Al 2t8F ZEE & ZSHML.

H =

—TT

EFcCiSn Z&LicH

« TH &5 -2%3O0|RFC 72302 £&435tH Y2{El 2o 20| ei&LICt

« 318 7t - RHO| RFC 72302 £45HK| ofx|2H 2Tl Hot 2|%40| giaLich

- 23 - Q%O|RFC 72302 &5t X| A K|DH CHLSH 2l MR ZEA|7F CIE2H| XHE|E £ U222
Q&g =eHgtuct.

e AMZH.QHMO| =2 Hot Qe ZTelEtLIcH 2EE H M= @M ®xEstT Z2H0|1E0d| CHSH 400
SHE M35t1 2C0|HE HA4GE S2ELICH

Cl2 S 2o ZF E50]| CHEt EXME MdHEsHCt

8 7ts

&llHol| 5| ASCIl == Ao 2XH7F Z & E|o] U&LC.
Q™ HHo| ¥R E gto| ZE /o gLt
GET E &= HEAD 270 it 20| 02! Content-Length SlICH7}F Q4 &LICH.

23 URIO| URLO| QIZRE|X| ot 2 ZEH0| Z & |0 U&LICEH

ok

=2

« 2% URIO|| Ao EXF7H Z e 2|0 U&LICH

R Hoi| Transfer-Encoding 3l{2} Content-Length SIC{7F 25 Z & E|of A&LICEH
Zto| 5Bt Content-Length &llC{7}F 0424 74 Q& LICH.
&7t Hlo{ AU7HLE S et = E0| /U&LICH

o UBIMOIBEIAE Hst 7|22 AF& 3504 Transfer-Encoding B2 = Content-Length2 Ht5Her 4= Q
= sl 7t U&Lct.

GET EE&= HEAD 270 CH$t Content-Length SlIE 7} Q& LICH
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« GET == HEAD 2 &0 ci$t Transfer-Encoding Sl 7F Q& LICEH

AlZE
==

« 2% URIO null 2&t EE= 7HE|X| 2[E o] 2 & &lo{ U&LICH.
* Content-Length &llH0ofl & EME & L &8 A7t ot 2hol Z & Elof /& LICH

o &I null 2%t E

rir
=
o
A

2
« Transfer-Encoding sllC{of| &2l 70| Z k|0 U&LICt

- 2 HAMES A0l R EIR&LICH
C

« Zt0| MZ C}IE Content-Length SllC47} 0424 7§ Y& LIC}.

« 042] Transfer-EncodingO| & L|C}: chunked 3i|H.

RHO|RFC 72302 &3tX| i 49 EE WHME
DesyncMitigationMode_NonCompliant_Request_Count X|EZE F7FAIZILICE RIMIEH LIS
Classic Load Balancer X| & EH#g B ESHMAIL.

Modes

CHR E oAM= Classic Load Balancer7t Z2E U 2FE 71822 QFHE XMelste WHdol cis AT
LIC}.

Classification Monitor 2= Defensive 2= Strictest 2=
TEEs Allowed HEE Allowed
& 7t Allowed Allowed AHEHE
23 Allowed k= AHEHE
&z Allowed AHEHE RHEHE
' QM E EtRESHK|E 2EI0|ME AN CHA HAAE SEELICH
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Desync Mitigation Mode <=7

2£ 8 AE83H0{ Desync Mitigation ModeE 4H|0|E 5l2dH

1. https://console.aws.amazon.com/ec2/0l Al Amazon EC2 &2 LCt.

2. EfM Z9|Load Balancing Of2HoiH 2= SHHAME MEHFHLICE

3. EE HEHA O|EE MEHSI0] M|E ME H0|X|E Lt

4. &8 oM HES MEdgLC

5. 2C WM &4 WE Ho|X|o EcfE FHIM Ho{™ - HE I HdHE T= ZLEZS M
EHEFLICH

E ME5l0{ H5 7|5 2t REE 0|0|E5tE{™ AWS CLI

A MO

elb.http.desyncmitigationmode £48& monitor, defensive =& strictestE 447504
modify-load-balancer-attributes S AL HAI2.

aws elb modify-load-balancer-attributes --load-balancer-name my-load-balancer --load-
balancer-attributes file://attribute.json

Ct22 attribute. jsonQ| LIS ILICE.

{
"AdditionalAttributes": [
{
"Key": "elb.http.desyncmitigationmode",
"Value": "strictest"
}
]
}

Classic Load Balancer0| ZEA| ZZEZE 74

ZSAZRESL MBS QHHE 2A01M HZ0| QHE CHYOZ 47 HEE MY Of AL
s QB ZRESULICH ELBE AFRH0| 948 4 2 3IE HAIZ A8sts L2 A Z2E 2 HE
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7|2HMo 2 xHE e 4l g o= o4 2 F0f| A TCP(Transmission Control Protocol)& A& 5tH™
Classic Load Balancer= S sl|HE HE6IX| 1 QIAEHARZ QHEHE HMELICI ZEA|ZEEZE
2 2M3I5H AR 0| glg &= UeE A9 FHIF AAIPFA, I IPFA ZE HSQH 2 A4
MEE x&sle 2™ slldoll F7HEILICH o= A 5t SC7F Lol YR ZE QIAE AN MESELICH

® Note
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A C| DNS O|E 0| &0lE = Q= IP TAQ Ux|5HH ipv6 £ dualstack2ZE A|RHEILICH 2
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PROXY_STRING + single space + INET_PROTOCOL + single space + CLIENT_IP + single space +
PROXY_IP + single space + CLIENT_PORT + single space + PROXY_PORT + "\r\n"
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PROXY TCP4 198.51.100.22 203.0.113.7 35646 80\r\n

. 2C WMt ZSA ZRETO| HASHE TS A MuE X|2etK| S K| HoIstich ZE Al A
H

Hot 2E WHM Do ZEA| ZZEZ0| HMEE FR0E 2ZE E”.E_A‘lﬂ E%*I AME{04| A
O|0| IHE 7tX| U= ol &£ OHE SIHE FIHELICH QIABA S| T4 Wedof h2t of2{3t
S50|2LFE Yoz = &Lt

« QAARHAIIZEA ZZ2EZE HEE ®2IE = U=X| Zolghct

- ZlA NHO| Z8A| Z2EEZ S X|Het=X| =IFLICt XtAM[EH LI& 2 Classic Load Balancer2]
glAL 78 HHE FESMAIRL

AWS CLIE A[E5l0{ ZEA| T2 EZ &M3}

EZ8 45524 ProxyProtocolPolicyType 80| HME M8t OIS QIAH

&35l ProxyProtocolPolicyType 82| 2EE WHME 28t M WS M5t ME
H HHE HME T E 802 QIATAR MM CHE, HA0| E S E[UR=X| = QlghLCt.

0>-

I
Q'I_l
™
N
rEI

BC HHMO| CHEt ZEA| Z2EZE &

=

CZ describe-load-balancer-policy-types &2 AF& 35104 ELBOIM X|5tE HAMS

o|-

aws elb describe-load-balancer-policy-types

SHME=E X|#HEl= UM 8ol o|§1 ofof CHEF MHO| ZE /o] JU&LICH OS2
ProxyProtocolPolicyType &0 L £242 Eo{ELIC

"PolicyTypeDescriptions": [

"PolicyAttributeTypeDescriptions": [

ZEAZZEZS B85 SIF AT = 36


https://docs.aws.amazon.com/cli/latest/reference/elb/describe-load-balancer-policy-types.html
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ELB
"Cardinality": "ONE",
"AttributeName": "ProxyProtocol",
"AttributeType": "Boolean"
}
1,
"PolicyTypeName": "ProxyProtocolPolicyType",
"Description": "Policy that controls whether to include the IP address
and port of the originating
request for TCP messages. This policy operates on TCP/SSL listeners only"
},
]
}
2. ZEANZZEZE gM3lste WM MM5ted™ ol2l create-load-balancer-policy HHEE AL
SHAIR.

aws elb create-load-balancer-policy --load-balancer-name my-loadbalancer --policy-
name my-ProxyProtocol-policy --policy-type-name ProxyProtocolPolicyType --policy-
attributes AttributeName=ProxyProtocol,AttributeValue=true

ME HEE HME XIYHE ZEO|AM & 355t2dH ofel set-load-balancer-policies-for-backend-

server BHE ALESHAM[L. O] BHO| XY &gstEl HHM MEE CHAFLICH mekAM --policy-
names SME S8l S50l F7I 52! H=H(0f: my-ProxyProtocol-policy)lt X & A3l El

M (0d: my-existing-policy) ZF & X|H35H0F gL|CH.

aws elb set-load-balancer-policies-for-backend-server --load-balancer-name my-
loadbalancer --instance-port 80 --policy-names my-ProxyProtocol-policy my-existing-

policy
(MEH AL ZEA| Z2EZ0| M3 E|o] Q=X| &Qlsted™ ol 2f describe-load-balancers HH

rr

SHol= o=t 7E Ol my-ProxyProtocol-policy 0| ZE 8001 HZAELIUSE E0iF
X

"LoadBalancerDescriptions": [

AWS CLIE M85t ZEA| 22 EZ st 37
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ELB

"BackendServerDescriptions": [

{
"InstancePort": 80,
"PolicyNames": [

"my-ProxyProtocol-policy"
]
}

1. --policy-names SM0IM O|E Met5t1 &4
existing-policy)2 Z&AIH ZEA|Z2EZ S H|F Y5624 ofel set-load-
balancer-policies-for-backend-server &2 AL 5HA2

aws elb set-load-balancer-policies-for-backend-server --load-balancer-name my-
loadbalancer --instance-port 80 --policy-names my-existing-policy
gdste ChE HHo| gle dRoll= ch81 20| --policy-names S S8l Bl EALE |
Hefuich,
aws elb set-load-balancer-policies-for-backend-server --load-balancer-name my-
loadbalancer --instance-port 80 --policy-names "[]"
2. (ME ALE) HAO| HIEESHEIRA= K| & 215tE{H o2l describe-load-balancers WS AH& SHA|

(@]
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Classic Load Balancer
{
"LoadBalancerDescriptions": [
{
"BackendServerDescriptions": [],
}
]
}
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EN1 =7}

At 2= WMo B2 & FIHE & A&LICH

Z&E AL85t0o{ Bl E F7tstt{™

-_—

https://console.aws.amazon.com/ec2/0lA{ Amazon EC2 2& & iLLCt.
Ef M 20| Load Balancing OFZHOIM 2= WHME MEHEFL|C}

EC YA 0|FS MEiSo MF HE m|o|X|§ JLIct.

Bl R0l M Bl BHEIE MEiEFLICH
Ef 22| mO|X|ofl A ZH EN10d| CHEH A Ef T A S MENS O 7|9 ZEe KI&ELC.

Bl £7HE B ST M AY MES M LI

o a0 A~ W D

E AH235t0d Ef2E F7t5t242 AWS CLI

X|HEE Ei21E F7tste{™ ot add-tags BHE AS5HAIL.

aws elb add-tags --load-balancer-name my-loadbalancer --tag "Key=project,Value=Lima"

Bl AFS S OHE miotch 25 WAMoAM i3 E MHE = U&LICH

Z&E AL83stod Bl E X 74stE{H™

1. https://console.aws.amazon.com/ec2/0l A Amazon EC2 £ & L|C}.
2. EfM Z9|Load Balancing Ot2H0ilH 2= SHHME MEHFHLICE

3. ZEE WHAM O|§ 2 MEsto{ ME HE HO|X|E iL|ct.

4. E{1 EHolM Ef1 BI2|E MEiELCE.

5. EfZ 2| Ho|X|o M ®MHE 2 ej T Fo| M7HE = EhLCh.

6. B XNHE 2t=stH HE AT MES MEFLICH

£ A83stod Ef2 & M7Hsted{H AWS CLI

XHE 7|18 Sl Ei2E M7H5tE{™ of2l remove-tags BHEE ALSSHAIR.
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aws elb remove-tags --load-balancer-name my-loadbalancer --tag project
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aws elb attach-load-balancer-to-subnets --load-balancer-name my-load-balancer --
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7FX| U&LICE. Classic Load Balancer= CHS X-Forwarded SIS x| & LICH

HTTP 247301 CHt RFM|EH LI 2 Elastic Load Balancing AFHE AT B2 & 2 XS & XSAML2.

MH =7

2|4 L -0l M X-Forwarded 374 X[ E|=X| & IghL|C RtMIEH LHE 2 Classic Load
Balancer®| Z|A L] 74 CHd2 B XA A2,

- SEHOIUE IP FLE VIS S ¥ MHE THELICH

{0

I

X-Forwarded &1

» X-Forwarded-For

» X-Forwarded-Proto

o X-Forwarded-Port

X-Forwarded-For

X-Forwarded-For & = AS2E FIIE|0{ HTTP E£= HTTPS 2C WHME AISE I 2
CO|EQ| IP FAE AlHSl= O =22 SLICH 2= WHAMIL 22I0|HELS M ZHo| EBfEE 7
EXM7| HEA HH HMA 230 2EE WHMO| IP FAO ZFELICH 2CH0|MES| IP FAE &
5t2i™ X-Forwarded-For 278 d|HE AE5tAAIL. ELBE X-Forwarded-For & 5l|Hol| Eef
O|HEQ| IP FLE XMESIL FHE MHE MY FLICH X-Forwarded-For 8 37 &0l £
HEX| 2 32, EE WHME SE0|UE IP FAE LY USE AI&5104 5tLIE MdeLct O
ZX|otoM EE WH M7 E2I0|ME IP F4AE 7IE sl 76t SIHE MHE MEELICH
X-Forwarded-For¥ sHol= &lE2 FEE o] IP FATL X E £ U&LICH 1Y 21F Fa
= 20| MZ BHE0{%! 20| E IPRLICH O Chgoll= MRl & T EA| AlHEX}L7 FLCt.

i

X-Forwarded-For 273 &l A2 Cha3 Z &L ch

X-Forwarded-For: client-ip-address

X-Forwarded 31l 56


https://datatracker.ietf.org/doc/html/rfc2616#section-4.2
https://docs.aws.amazon.com/elasticloadbalancing/latest/userguide/how-elastic-load-balancing-works.html#request-routing
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ct

0jo

SIPFEATF203.0.113.7Q 2210|HE Q| X-Forwarded-For &% s|dlL|Ct.
X-Forwarded-For: 203.0.113.7

CI22 IPv6 TA7F X-Forwarded-ForQ! Z2t0|1E 9|
2001:DB8: :21f:5bff:febf:ce22:8a2e & &l L|C}.

X-Forwarded-For: 2001:DB8::21f:5bff:febf:ce22:8a2e

X-Forwarded-Proto

X-Forwarded-Proto 2% §l{E Zct0|MET 2 WHM 40| AISEt ZTZEZHTTP EE
HTTPS)E Aldste Ol =88 FUCh Mt HMA 230l Mot 2E WHM 7t AHSE Z2E
S0t 2o U2, EC0IHUEL 2 WM Zho] AISE ZZEZ0of CHEt WE = Z 8 E|o] /UK
ot&Lch 2oto|HER 22 WM Ztol AISE Z2EEZE #Ql5t2{™ X-Forwarded-Proto 3
SIHE ALEstAA|2. ELBE 2Ct0|HES}t 2E WM 7FHo| AI8ElE Z2EZE X-Forwarded-
Proto 2% sl{o M&E et slHE MHHZ TR LICH

[

r

|l

O Z2|7|0|M0|Lt ¢ AIO|EE X-Forwarded-Proto & sC{ol| MEE Z2E AFE35H04 sHE

URLZ SF0| 2lC|ElMd E|=5 §Lch.

MU
mjo

X-Forwarded-Proto 278 &l{o| ¥Al2 i Z&Lch
X-Forwarded-Proto: originatingProtocol

CHS oXMol= HTTPS SEZ A EEI0|UEAHM A|ZHEl @%0f CHEF X-Forwarded-Proto &
Sl7F L& |0 U&LICt

X-Forwarded-Proto: https

X-Forwarded-Port

X-Forwarded-Port % = ECI0|UEI} 2E WA 24ZZ0]| AFSEH CHA T EE A5 = O

=2 &L
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Classic Load Balancer& {8t HTTPS 2| AL

otE5tEl HZ(SSL RQE 2T B2 QI3 SSUTLS ZRESS AI3ts 25 WHAE MAE
AUELICE O] 7|52 ArS6tH 2 WMt HTTPS MME AlE5t= EEI0[ME 7._01I - =1 =

|
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HH
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A OIA|
T =

E WMt EC2 QAR A 7H 240 CHal EciE 23537t 7hsEL|CH
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ELBE 29 H2H0|2t 1 5l= Secure Sockets Layer(SSL) &4 F S AL&35t04 2CI0|MES ZE H
HE A= HAZ0|A HTTPS/SSLE AF&3HH AFM ol 2o HAQ|
2 &L|CH 2E @M of| SSL QB ME BrEA| HiZ 5l oF B L
142 SE5tT QIAHAR ME5HT| o EEI0|MES 2F

Wikl WO QiZdolM & ot s TBS ASELICH QIABIAAM QIF
o
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Classic Load Balancer= Server Name Indication(SNI)& X|5tX| et &L|Ct. CHAlO CFHS CHot & 5t

LIE MEE =+ AU&LICH

. 2 WAl B 74Ol QIBAME HESHT ZF £71 WAIO|=0f FA
SANE ALS 3 3fLtol QB ME AL 310 0fE] BAE 0|8 S EE%*—’F?A%LIEL
IEI= SANS| 49 SANS %7+ 3 ARlshs WHol CHEH RHMEH LIS @15 M BSRtoH 2ol3t
MAIR.

« ZHE 2l Gl Wiole o442 QIFF T E 443014 TCP E|ALHE AISSHAAIR. 22 WHME 2F
2 JCHE MEstE 2 EC2 AAHANAM HTTPS B2 E #elE + &L

r*°

Classic Load Balancer= & & TLS 21&(mTLS)S X|H5tX| L &LICH mTLS X|#HE I8l TCP =417|
£ ddgLtt 22 WM E %S 02 MESEE EC2 QUAHANM mTLSE 78E = &
L|Ct.

LHE

« Classic Load Balancerg |8t SSL/TLS @I58 M

« Classic Load Balancerg <|8t SSL & 74

» Classic Load Balancer0i| CHaH O|2| & o|El SSL £ o &34

« HTTPS 2|AL{E &3l Classic Load Balancerg 244

« Classic Load Balancerg <8t HTTPS 2lA L] 74

« Classic Load Balancerg ?|8t SSL 215 M LA

« Classic Load Balancer@| SSL &4 744 dO|0|E

58
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Classic Load Balancerg& |8 SSL/TLS 21& A

THE AE 2|ALH0MH HTTPS(SSL EE= TLS)E M 835tE A0l 2= WMol SSL/TLS 218 M

E gt Al HiZ 5o ELICH 25 HEHME 0| IS ME ALE5H ¢iA8 SER5HT QIATHAR ME5H7|

xl_ |E.E|.O|O-|EO| Ox-lC> OHEOFL_||_—_|.

8 X.509 21& ‘|(SSL/TLS MH QIS M)E ALE5l E210|21EQ} Wol= o E 2
Ct X.509 QIE M= 21F 7|2H(CA)oIMH e Z 8t CIX|E "EHe| MR B 22, ID

EA 7|, dE #H5, HEEXFOI CIXIE MEO| & E[o] AU&LCt.

AWS Certificate Manager EE = OpenSSLI ZH2 SSL 2 TLS ZZ2EE & X|HeE TFE AF25H0d

QIBME MME 4= QaLICH 22 WHME Q|8 HTTPS EIALE MM &= UOo|EE mj 0] 2IF

ME RIHELICH 22 WHAMe &7 AEE QISME Y88 M =HIQl Ol XI-sHof &LCt

2 Welkoh BH ALY B ME ANY M THQI OIS S XIBsHoF BLICH AF Mol TH9l ol
2 A8 XI% SHQl Ol BB =9k URISHOF BrLICH YRISHK| S ZD TLS 9IS SHoIE 4 g

ooz Egl=lo| &5 3tE| K| ot&L|C}.

|&(FQDN) EE= example.comit ZH2

E2 Ar&35to{ SUFH Q! Lo A 0
E ode M HEME THQl 0|§2

|Ct. 0 & E0q *.example.com2

Q1B Mol www.example.comdt Z2 M &HE
apex THIQ! O|§ & X|sHof ELICH HEME
i AlO|E 0|ES E58 £ & &LICH e
oH 212 0f 9}o} &} oH_+0| 5t EHQ +=FEOFESE £+ Q
corp.example.com & images.example.com2 2% 5t X[
g == igLct Eft *.example.com example.com?| 5t¢ ZHQIEF 2 5 5t1 H|0f EE= apex
EH2l(example.com)2 E56tX| RELICE A UE=7IE O|F2 FA H=e 2B M| A ChA O]

g &0 EAIELLCH HER 25 M 2o cigt XEMISH LI 2 AWS Certificate Manager AHS A™H
Mol HEZ!I QIEM 2HE HEFAMR.

30
>
=T

test.login.example.com& £%

E A875104 SSL/TLS RAB M MM EE= 71X 27| AWS Certificate Manager

AWS Certificate Manager (ACM)2 Al&3504 2E Wiz of CHE QAIBME MAStHLE 7HK2E Z0]
Z&LICH ACM2 ELBS SE |0 2= WMo QB MHE HIZE = JU&LICH 2= WHMof| 215
ME HiEZ35t2{H QB M7t 2E iz Aot ZH2 2|Tof R/o{oF gFL|ct XFAIEH LI 2 AWS Certificate
Manager A& HEMO| HEE| QIEM 2 = QUEM 7HK 27|

A& XE7F AWS Management 2& 2 AL&35t01 25 W Ao QIS A E HiZ5tE{T ACM
ListCertificates API Zrdof CHEt HMAE 5{E35H0F B LICH REAMIBH LHE 2 AWS Certificate

Manager A& MYEMO| CIEM S5 3|8 FZTsHMR.

SSL/TLS 215 A 59


https://docs.aws.amazon.com/acm/latest/userguide/gs-acm-request-public.html#request-public-console
https://docs.aws.amazon.com/acm/latest/userguide/gs-acm-request-public.html
https://docs.aws.amazon.com/acm/latest/userguide/import-certificate.html
https://docs.aws.amazon.com/acm/latest/userguide/security_iam_id-based-policy-examples.html#policy-list-certificates
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/A Important
ACMIto| E8t2 Sall 2= WA 0] 4096H|E RSA 7| EEE EC 7|7} =& El QIS ME Mx|&
T Qi&LICH 22 WHMeF &7 ArE35H7| /s E 4096H|E RSA 7| == EC 7|71 =& &
CIZEME IAMO| Y= =35l ofF ghL|Ct.

IAM2 AF235}04 SSL/TLS @15 A &0l

ACMEZ ALE5tX| &f= B OpenSSLI ZH2 SSL/TLS =7 E AF85t04 QI M MHE H(CSR)2 A

M5t CA7L MEEH CSRE 7HX2tM QIS ME BHE D IAMO| QIS ME UECEE = U&LICH RHAE
LI 2 IAM AHE DB XOIM MEH PIEM S M EstM L.

11°"

Classic Load Balancerg& ?/&F SSL &4 74

ELBE= 202t H20|2t 1 3t SSL(Secure Socket Layer) 84 742 AL 3510 2CI0|MESt ZE
A 7to| SSL A S FAELICEH 2ok HA2 A security policy is a combination of SSL Z2E &,

SSL &5 3! Server Order Preference M| ZEQLICH 2= YWHME & SSL o444 7 4J0i| CHEH
KFMIEE LI 2 Classic Load Balancerl| 2|ALIE EZESHAAIL.
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AWS Certificate Manager (ACM)0i| M X3 5t= 215 AMoll= RSA HEE! 7|7t Z & k|0 U&LICH et
MACM7t MBste QIBME AL E 4 2o MM RSAE M85t &2 OES HIEA| 28t

QJojof stH, 2 X| oo™ TLS 4o AlmfghL|Ct.
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_server-certs.html
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7HE 2|20 AP Mol EoF HAHo| 0|F ol EAIE odn 2o e HM ™EJF 8 E|o] U&LCt
o€ E0{ 7|& AT Ho| EoF A2 ELBSecurityPolicy-2016-08%ILICH AMX & o] HOF Z{=H
Ol M2 & EZE miolCt 0|2 AIBSIEE A2 UO0|EE 4= Q&L

MM Ho| Hot HAM|M X|Els Z2EZ L &S0 CHEr XHAIEH LH& 2 Classic Load Balanceroi|
CHal O|2| Zo|El SSL EoF HAHE AR5t A AL,

SSLZZEZE FEH0IHESt Mt Zhol Hot ¢iZe Muistol Z2t0IES 2e WA Zhof HE

oM 7|2 HIO|EIE &5 35t6t= O A= U535 Z2EZQLICH TLISEZEEZ2 SSLZ2EEZ
O] Al HAQLICH ELB MEMOMESSLZEEZN TISZEEZES ZFE SSLZEZEZ0|2tn

u

| Ho|El 2ot A0l ELBSecurityPolicy-TLS-1-2-2017-0101] AF == TLS 1.28 A& 3tE= 0|
LICH AAEXF XH 2ot HAo| TLS 1.28 AIEE =& U&LICH 7|2 2o HHM2 TLS 1.22} O
HTO| TLSE 25 X|¥32 2 ELB SecurityPolicy-TLS-1-2-2017-012CF 29t =ZF 0] F&LICH.

>oay O
>

o I

O|Tof AFERL XY Aol SSL 2.0 ZEEZ S E43t8 F0f
Y™ & StLE Yolo|EstE Zol F&LCH

Hok mMg njz| HolE Hot

rr
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Server Order Preference

ELBE= ZC}0|HEQ 2= WA 7ho| M4 42
40| O|F0{X|= St EC0|MES ZE ¥E

HE Ha HME 4 _EE% g5

2 MEE &0% EAIELICL 7|[E2Mo = EC0|HES S50 ZE WHMo| &t & sttt &
x|5te & ¢ =7t SSL A4S 2l MEAELICH 2= W M7t Server Order Preference& X|H
SIS FM0| £lof /o 2E WHAMTL 2EI0[HES &5 S5 U N Hm S E MEIEL
Ch M2t 2= M7 SSL 440l ofH 25 & AI8E ZWRIX| A™E &= U&LCt. Server Order
PreferenceE & 4355tX| i 2 AR0= SEI0[HET AT &390 =XM7t 2EI0|ES} 2= W
M 7ol A4 Hatol Ar&ELCt

SSL &=

SSL 3= AYE HAIXKIE
EZ2 0] 7He|SSL ¥ EE

AWS Certificate Manager (ACM)0i| M X3 5t= 215 AMoll= RSA HEZ! 7|7t Z & k|0 U&LICt ket
M ACM7t MBote QLEME AISE B2 2ot HHo| RSAE M85l &5 OES BEA| ZEstn
QJ0{0F 5tH, IZ K| o™ TLS 94730 AlmiEhL|ct.

ELB= Classic Load Balancer@t &7H A& = UEE OIS E S & K[HFLICH AP ZHof SSL M2
of k2t O =0l 5t eSS HItELICE O|F 2= ZF AFSA X[ HHo| AASE = JU&LICH

7|2 Hol MAHo]| Z&HEI &S
=2 etdstx| eL7| mE o At

2t 3 (Ciphers)

+ ECDHE-ECDSA-AES128-GCM-SHA256 *
+ ECDHE-RSA-AES128-GCM-SHA256 *

+ ECDHE-ECDSA-AES128-SHA256 *

+ ECDHE-RSA-AES128-SHA256 *

+ ECDHE-ECDSA-AES128-SHA *

+ ECDHE-RSA-AES128-SHA *

+ DHE-RSA-AES128-SHA

+ ECDHE-ECDSA-AES256-GCM-SHA384 *
+ ECDHE-RSA-AES256-GCM-SHA384 *

+ ECDHE-ECDSA-AES256-SHA384 *

Server Order Preference 62
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+ ECDHE-RSA-AES256-SHA384 *
+ ECDHE-RSA-AES256-SHA *

+ ECDHE-ECDSA-AES256-SHA *

+ AES128-GCM-SHA256 *

+ AES128-SHA256 *

« AES128-SHA *

+ AES256-GCM-SHA384 *

+ AES256-SHA256 *

« AES256-SHA *

+ DHE-DSS-AES128-SHA

« CAMELLIA128-SHA

+ EDH-RSA-DES-CBC3-SHA

« DES-CBC3-SHA

+ ECDHE-RSA-RC4-SHA

+ RC4-SHA

+ ECDHE-ECDSA-RC4-SHA

+ DHE-DSS-AES256-GCM-SHA384
+ DHE-RSA-AES256-GCM-SHA384
+ DHE-RSA-AES256-SHA256

+ DHE-DSS-AES256-SHA256

+ DHE-RSA-AES256-SHA

+ DHE-DSS-AES256-SHA

* DHE-RSA-CAMELLIA256-SHA

* DHE-DSS-CAMELLIA256-SHA

+ CAMELLIA256-SHA

+ EDH-DSS-DES-CBC3-SHA

+ DHE-DSS-AES128-GCM-SHA256
+ DHE-RSA-AES128-GCM-SHA256
+ DHE-RSA-AES128-SHA256

+ DHE-DSS-AES128-SHA256

SSLY=E
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+ DHE-RSA-CAMELLIA128-SHA
+ DHE-DSS-CAMELLIA128-SHA
+ ADH-AES128-GCM-SHA256
+ ADH-AES128-SHA

+ ADH-AES128-SHA256

+ ADH-AES256-GCM-SHA384
+ ADH-AES256-SHA

+ ADH-AES256-SHA256

« ADH-CAMELLIA128-SHA

+ ADH-CAMELLIA256-SHA

+ ADH-DES-CBC3-SHA

« ADH-DES-CBC-SHA

+ ADH-RC4-MD5

« ADH-SEED-SHA

+ DES-CBC-SHA

+ DHE-DSS-SEED-SHA

+ DHE-RSA-SEED-SHA

+ EDH-DSS-DES-CBC-SHA

+ EDH-RSA-DES-CBC-SHA

+ |IDEA-CBC-SHA

+ RC4-MD5

+ SEED-SHA

+ DES-CBC3-MD5

+ DES-CBC-MD5

+ RC2-CBC-MD5

+ PSK-AES256-CBC-SHA

+ PSK-3DES-EDE-CBC-SHA
+ KRB5-DES-CBC3-SHA

+ KRB5-DES-CBC3-MD5

+ PSK-AES128-CBC-SHA

SSL &5 64
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+ PSK-RC4-SHA

+ KRB5-RC4-SHA

+ KRB5-RC4-MD5

+ KRB5-DES-CBC-SHA

+ KRB5-DES-CBC-MD5

« EXP-EDH-RSA-DES-CBC-SHA
+ EXP-EDH-DSS-DES-CBC-SHA
+ EXP-ADH-DES-CBC-SHA

+ EXP-DES-CBC-SHA

+ EXP-RC2-CBC-MD5

+ EXP-KRB5-RC2-CBC-SHA

+ EXP-KRB5-DES-CBC-SHA

+ EXP-KRB5-RC2-CBC-MD5

+ EXP-KRB5-DES-CBC-MD5

+ EXP-ADH-RC4-MD5

+ EXP-RC4-MD5

+ EXP-KRB5-RC4-SHA

+ EXP-KRB5-RC4-MD5

* 7|2 2ot 2K EL BSecurityPolicy-2016-0801 L &HEl &f S EQlL|C}
ol Q17dg QIEt s I8

Classic Load Balancere= gHQ

=
B QIABAT HAAS HYY =+

+ AES256-GCM-SHA384
+ AES256-SHA256

+ AES256-SHA

+ CAMELLIA256-SHA

+ AES128-GCM-SHA256
+ AES128-SHA256

SO oidg S8 s OE 65
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+ AES128-SHA

+ CAMELLIA128-SHA

+ RC4-SHA

+ DES-CBC3-SHA

+ DES-CBC-SHA

+ DHE-DSS-AES256-GCM-SHA384
+ DHE-RSA-AES256-GCM-SHA384
+ DHE-RSA-AES256-SHA256

+ DHE-DSS-AES256-SHA256

+ DHE-RSA-AES256-SHA

+ DHE-DSS-AES256-SHA

+ DHE-RSA-CAMELLIA256-SHA

+ DHE-DSS-CAMELLIA256-SHA

+ DHE-DSS-AES128-GCM-SHA256
+ DHE-RSA-AES128-GCM-SHA256
+ DHE-RSA-AES128-SHA256

+ DHE-DSS-AES128-SHA256

+ DHE-RSA-AES128-SHA

+ DHE-DSS-AES128-SHA

* DHE-RSA-CAMELLIA128-SHA

* DHE-DSS-CAMELLIA128-SHA

+ EDH-RSA-DES-CBC3-SHA

+ EDH-DSS-DES-CBC3-SHA

+ EDH-RSA-DES-CBC-SHA

+ EDH-DSS-DES-CBC-SHA

Classic Load Balanceri| CH3H O|2| X 9o|=l SSIL &2 OF X4=H

HTTPS/SSL ZIAL{0]| CHEt A Zo| H ot XA = 5HLIE MEHEH £ Ql&LCt
ELBSecurityPolicy-TLS E* & stLIE AFE5l0 §He TLS ZE2EEE TS HIZE 3t 5Hok st

A Mol ssL E ot A 66
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RSA 7|gt 2/ DSA 7|gt &5 &= SSL
Hot Mo M X|HElE FEES 7|HoR dhe ME LT EES AHEFHAM SSL QIBME

 EES S5 4 UALICH EE ASK KN Hot HAMS MMy £+ JaLich

ABME ddste ol AEEE ME Lduz|Fotct TRELICH
Al

A st &l Al

o

—_—r.

Server Order Preference7t &8sl HAg MEHS Z0= ZE WA TL o7]0f X|HE =AMCIZE
ASE AIESI0{ ECIO0IMER} ZE WA 7Hof 944 A S §LICH JEX| oM 2 WHMII 2

-
EHO|HE| EAIE =A0Z 45 E AASELICH

0]

= O

220l AE BO|E Hot HAg
A
T

teH A ModlA

1

E EMSIEISSL Z2EZ 4l SSL ¢S E Z 35109 Classic Load Balancer0ll CHal 7H&
A O

X
0%
el
T
[l
Q

o
escribe-load-balancer-policies W& & AF2304 AFH H

2
HL

= Classic Load Balancer0l| 2t M EE|L|C} CIE 2= WHM0| ML= AIMIEH LHE
lication Load Balancer0i| CH{8F 2 9 Z4&1 Ol Network Load Balancer0i| CHEF 2 0oF HA S

=
=

02 o2 oo
12
T
I3
HU
HM
Mk

12
nE
nQ
Fol

2
Fol
nE
0
12

MM T2ED

CIS EoMeE ZF 2o HAMO| X|[HSIl=E TLS Z2EZE S MHEL|CH

Hot M TLS 1.2 TLS11 TLS1.0

ELBSecurityPolicy-TLS-1-2-2017-01
o] ofLie ot
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https://docs.aws.amazon.com/cli/latest/reference/elb/describe-load-balancer-policies.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/application/describe-ssl-policies.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/network/describe-ssl-policies.html
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H O
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g

ELBSecurityPolicy-TLS-1-1-2017-01

ELBSecurityPolicy-2016-08

ELBSecurityPolicy-2015-05

ELBSecurityPolicy-2015-03

ELBSecurityPolicy-2015-02

ok g

ELBSecurityPolicy-TLS-1-2-2017-01

TLS1.2 TLS1.1 TLS1.0

of of otLIL

of o] o]

of of of

of of of

of of| of|

2t 3 (Ciphers)

+ ECDHE-ECDSA-AES128-GCM-SHA256
+ ECDHE-RSA-AES128-GCM-SHA256

+ ECDHE-ECDSA-AES128-SHA256

+ ECDHE-RSA-AES128-SHA256

+ ECDHE-ECDSA-AES256-GCM-SHA384
+ ECDHE-RSA-AES256-GCM-SHA384

+ ECDHE-ECDSA-AES256-SHA384

+ ECDHE-RSA-AES256-SHA384

+ AES128-GCM-SHA256

+ AES128-SHA256

+ AES256-GCM-SHA384

+ AES256-SHA256
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ELBSecurityPolicy-TLS-1-1-2017-01

2t 3 (Ciphers)

ECDHE-ECDSA-AES128-GCM-SHA256
ECDHE-RSA-AES128-GCM-SHA256
ECDHE-ECDSA-AES128-SHA256
ECDHE-RSA-AES128-SHA256
ECDHE-ECDSA-AES128-SHA
ECDHE-RSA-AES128-SHA
ECDHE-ECDSA-AES256-GCM-SHA384
ECDHE-RSA-AES256-GCM-SHA384
ECDHE-ECDSA-AES256-SHA384
ECDHE-RSA-AES256-SHA384
ECDHE-ECDSA-AES256-SHA
ECDHE-RSA-AES256-SHA
AES128-GCM-SHA256
AES128-SHA256

AES128-SHA

AES256-GCM-SHA384
AES256-SHA256

AES256-SHA
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ELBSecurityPolicy-2016-08

2t 3 (Ciphers)

ECDHE-ECDSA-AES128-GCM-SHA256
ECDHE-RSA-AES128-GCM-SHA256
ECDHE-ECDSA-AES128-SHA256
ECDHE-RSA-AES128-SHA256
ECDHE-ECDSA-AES128-SHA
ECDHE-RSA-AES128-SHA
ECDHE-ECDSA-AES256-GCM-SHA384
ECDHE-RSA-AES256-GCM-SHA384
ECDHE-ECDSA-AES256-SHA384
ECDHE-RSA-AES256-SHA384
ECDHE-ECDSA-AES256-SHA
ECDHE-RSA-AES256-SHA
AES128-GCM-SHA256
AES128-SHA256

AES128-SHA

AES256-GCM-SHA384
AES256-SHA256

AES256-SHA
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ELBSecurityPolicy-2015-05

2t 3 (Ciphers)

ECDHE-ECDSA-AES128-GCM-SHA256
ECDHE-RSA-AES128-GCM-SHA256
ECDHE-ECDSA-AES128-SHA256
ECDHE-RSA-AES128-SHA256
ECDHE-ECDSA-AES128-SHA
ECDHE-RSA-AES128-SHA
ECDHE-ECDSA-AES256-GCM-SHA384
ECDHE-RSA-AES256-GCM-SHA384
ECDHE-ECDSA-AES256-SHA384
ECDHE-RSA-AES256-SHA384
ECDHE-ECDSA-AES256-SHA
ECDHE-RSA-AES256-SHA
AES128-GCM-SHA256
AES128-SHA256

AES128-SHA

AES256-GCM-SHA384
AES256-SHA256

AES256-SHA

DES-CBC3-SHA
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ELBSecurityPolicy-2015-03

2t 3 (Ciphers)

ECDHE-ECDSA-AES128-GCM-SHA256
ECDHE-RSA-AES128-GCM-SHA256
ECDHE-ECDSA-AES128-SHA256
ECDHE-RSA-AES128-SHA256
ECDHE-ECDSA-AES128-SHA
ECDHE-RSA-AES128-SHA
ECDHE-ECDSA-AES256-GCM-SHA384
ECDHE-RSA-AES256-GCM-SHA384
ECDHE-ECDSA-AES256-SHA384
ECDHE-RSA-AES256-SHA384
ECDHE-ECDSA-AES256-SHA
ECDHE-RSA-AES256-SHA
AES128-GCM-SHA256
AES128-SHA256

AES128-SHA
AES256-GCM-SHA384
AES256-SHA256

AES256-SHA
DHE-RSA-AES128-SHA
DHE-DSS-AES128-SHA
DES-CBC3-SHA
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ELBSecurityPolicy-2015-02 + ECDHE-ECDSA-AES128-GCM-SHA256
+ ECDHE-RSA-AES128-GCM-SHA256
+ ECDHE-ECDSA-AES128-SHA256
+ ECDHE-RSA-AES128-SHA256
+ ECDHE-ECDSA-AES128-SHA
+ ECDHE-RSA-AES128-SHA
+ ECDHE-ECDSA-AES256-GCM-SHA384
+ ECDHE-RSA-AES256-GCM-SHA384
+ ECDHE-ECDSA-AES256-SHA384
+ ECDHE-RSA-AES256-SHA384
+ ECDHE-ECDSA-AES256-SHA
+ ECDHE-RSA-AES256-SHA
+ AES128-GCM-SHA256
+ AES128-SHA256
+ AES128-SHA
+ AES256-GCM-SHA384
+ AES256-SHA256
+ AES256-SHA
+ DHE-RSA-AES128-SHA
+ DHE-DSS-AES128-SHA

o5 0l ok By o
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a

Iju

OpenSSL — ECDHE-ECDSA-AES128-  « ELBSecurityPolicy-TLS-1-2-2017-01  ¢02b
GCM-SHA256 - ELBSecurityPolicy-TLS-1-1-2017-01
+ ELBSecurityPolicy-2016-08
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IANA — TLS_ECDHE_ECDSA_WI
TH_AES_128_GCM_SHA256

fok

ol

il

OpenSSL - ECDHE-RSA-AES128-G
CM-SHA256

IANA — TLS_ECDHE_RSA _WITH
_AES_128_GCM_SHA256

OpenSSL - ECDHE-ECDSA-AES128-

SHA256

IANA - TLS_ECDHE_ECDSA_WI
TH_AES_128_CBC_SHA256

OpenSSL — ECDHE-RSA-AES128-S
HA256

IANA - TLS_ECDHE_RSA _WITH
_AES_128_CBC_SHA256

OpenSSL - ECDHE-ECDSA-AES128-

SHA

IANA - TLS_ECDHE_ECDSA_WI
TH_AES_128 CBC_SHA

b R4%H
O T

ELBSecurityPolicy-2015-05
ELBSecurityPolicy-2015-03
ELBSecurityPolicy-2015-02

ELBSecurityPolicy-TLS-1-2-2017-01
ELBSecurityPolicy-TLS-1-1-2017-01
ELBSecurityPolicy-2016-08
ELBSecurityPolicy-2015-05
ELBSecurityPolicy-2015-03
ELBSecurityPolicy-2015-02

ELBSecurityPolicy-TLS-1-2-2017-01
ELBSecurityPolicy-TLS-1-1-2017-01
ELBSecurityPolicy-2016-08
ELBSecurityPolicy-2015-05
ELBSecurityPolicy-2015-03
ELBSecurityPolicy-2015-02

ELBSecurityPolicy-TLS-1-2-2017-01
ELBSecurityPolicy-TLS-1-1-2017-01
ELBSecurityPolicy-2016-08
ELBSecurityPolicy-2015-05
ELBSecurityPolicy-2015-03
ELBSecurityPolicy-2015-02

ELBSecurityPolicy-TLS-1-1-2017-01
ELBSecurityPolicy-2016-08
ELBSecurityPolicy-2015-05
ELBSecurityPolicy-2015-03
ELBSecurityPolicy-2015-02
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c009
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OpenSSL - ECDHE-RSA-AES128-SHA  » ELBSecurityPolicy-TLS-1-1-2017-01 c013

IANA — TLS_ECDHE _RSA WITH » ELBSecurityPolicy-2016-08
AES 128 CBC SHA * ELBSecurityPoIicy—2015—05
» ELBSecurityPolicy-2015-03

» ELBSecurityPolicy-2015-02

OpenSSL — ECDHE-ECDSA-AES256- + ELBSecurityPolicy-TLS-1-2-2017-01 c02c

GCM-SHA384 - ELBSecurityPolicy-TLS-1-1-2017-01
IANA — TLS_ECDHE_ECDSA_WI » ELBSecurityPolicy-2016-08
TH_AES_256_GCM_SHA384 . ELBSecurityPolicy-2015-05

» ELBSecurityPolicy-2015-03
» ELBSecurityPolicy-2015-02

OpenSSL - ECDHE-RSA-AES256-G - ELBSecurityPolicy-TLS-1-2-2017-01  c030
CM-SHA384 - ELBSecurityPolicy-TLS-1-1-2017-01
IANA — TLS ECDHE RSA WITH  ELBSecurityPolicy-2016-08
_AES_256_GCM_SHA384 - ELBSecurityPolicy-2015-05

» ELBSecurityPolicy-2015-03
+ ELBSecurityPolicy-2015-02

OpenSSL — ECDHE-ECDSA-AES256- » ELBSecurityPolicy-TLS-1-2-2017-01 c024

SHA384 - ELBSecurityPolicy-TLS-1-1-2017-01
IANA — TLS ECDHE ECDSA WiI + ELBSecurityPolicy-2016-08
TH_AES_256_CBC_SHA384 - ELBSecurityPolicy-2015-05

+ ELBSecurityPolicy-2015-03
+ ELBSecurityPolicy-2015-02
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OpenSSL - ECDHE-RSA-AES256-S
HA384

IANA — TLS_ECDHE_RSA_WITH
_AES_256_CBC_SHA384

OpenSSL — ECDHE-ECDSA-AES256-
SHA

IANA — TLS_ECDHE_RSA WITH
_AES_256_CBC_SHA

OpenSSL — ECDHE-RSA-AES256-SHA

IANA - TLS_ECDHE_ECDSA_WI
TH_AES_256_CBC_SHA

OpenSSL — AES128-GCM-SHA256

IANA - TLS_RSA WITH_AES_1
28_GCM_SHA256

b R4%H
O T

ELBSecurityPolicy-TLS-1-2-2017-01
ELBSecurityPolicy-TLS-1-1-2017-01
ELBSecurityPolicy-2016-08
ELBSecurityPolicy-2015-05
ELBSecurityPolicy-2015-03
ELBSecurityPolicy-2015-02

ELBSecurityPolicy-TLS-1-1-2017-01
ELBSecurityPolicy-2016-08
ELBSecurityPolicy-2015-05
ELBSecurityPolicy-2015-03
ELBSecurityPolicy-2015-02

ELBSecurityPolicy-TLS-1-1-2017-01
ELBSecurityPolicy-2016-08
ELBSecurityPolicy-2015-05
ELBSecurityPolicy-2015-03
ELBSecurityPolicy-2015-02

ELBSecurityPolicy-TLS-1-2-2017-01
ELBSecurityPolicy-TLS-1-1-2017-01
ELBSecurityPolicy-2016-08
ELBSecurityPolicy-2015-05
ELBSecurityPolicy-2015-03
ELBSecurityPolicy-2015-02

of
=

ok

c028

c014

c00a

9c

Iju

ne

to

M
0
2

76



ELB Classic Load Balancer

ot

b R4%H of
[

[= R | =

fok
ok

ol

il
HL
o

a

Iju

OpenSSL — AES128-SHA256 « ELBSecurityPolicy-TLS-1-2-2017-01 3c
IANA — TLS_RSA WITH_AES. 1 « ELBSecurityPolicy-TLS-1-1-2017-01
28 CBC SHA256 » ELBSecurityPolicy-2016-08
- . ELBSecurityPolicy-2015-05
» ELBSecurityPolicy-2015-03
» ELBSecurityPolicy-2015-02

OpenSSL - AES128-SHA - ELBSecurityPolicy-TLS-1-1-2017-01  2f
. ityPolicy-2016-

IANA — TLS_RSA_WITH_AES_1 ELBSecurityPolicy-2016-08

28 CBC SHA » ELBSecurityPolicy-2015-05

» ELBSecurityPolicy-2015-03
» ELBSecurityPolicy-2015-02

OpenSSL — AES256-GCM-SHA384 « ELBSecurityPolicy-TLS-1-2-2017-01 9d
IANA — TLS_RSA WITH AES 2 » ELBSecurityPolicy-TLS-1-1-2017-01
56 GCM SHA384 » ELBSecurityPolicy-2016-08
- - ELBSecurityPolicy-2015-05
» ELBSecurityPolicy-2015-03
+ ELBSecurityPolicy-2015-02

OpenSSL - AES256-SHA256 » ELBSecurityPolicy-TLS-1-2-2017-01 3d

. [ icy-TLS-1-1-2017-01

IANA — TLS_RSA WITH_AES 2 ELBSecurityPolicy-TLS-1-1-2017-0
+ ELBSecurityPolicy-2015-05
+ ELBSecurityPolicy-2015-03

+ ELBSecurityPolicy-2015-02

ne

to

M
0
2

77



ELB Classic Load Balancer

o3 olF ok A o5 18
OpenSSL - AES256-SHA » ELBSecurityPolicy-TLS-1-1-2017-01 35

IANA — TLS_RSA WITH_AES_2 » ELBSecurityPolicy-2016-08
56_CBC_SHA » ELBSecurityPolicy-2015-05

» ELBSecurityPolicy-2015-03
» ELBSecurityPolicy-2015-02

OpenSSL — DHE-RSA-AES128-SHA » ELBSecurityPolicy-2015-03 33

IANA — TLS_DHE _RSA WITH A » ELBSecurityPolicy-2015-02

ES_128 CBC_SHA

OpenSSL — DHE-DSS-AES128-SHA » ELBSecurityPolicy-2015-03 32

IANA — TLS_DHE DSS_WITH_A + ELBSecurityPolicy-2015-02

ES_128_CBC_SHA

OpenSSL - DES-CBC3-SHA » ELBSecurityPolicy-2015-05 Oa

IANA — TLS RSA WITH_3DES._ + ELBSecurityPolicy-2015-03

EDE_CBC_SHA
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c. A= QIF0|ERH HR QUAHA T2EZZ HTTPSE HATLICE O Sz QlAH
A ZEJ} 44392 00| EELICH
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11.

12.

13.

14.

15.

i. QIBEMEEPEMAIZGE)M QIEM Z2HZE SASH 20{d&LCt HEE 7|7t 0]
7|2t Lx|ste R0l 2= WHMTL QARALQL S4IS BLICH

i. CHE QUBME F7I6te{H M HAlE QIEM FIHE MEAFILICH 57H7HK| 7HS & LICH

& El 22l

a. ping CH& MMM ping ZEEZ1} ping ZEE MEAFLICH EC2 QIAEAE X|'HE ping
ZEO|M ECiEE E8fof fLICH.

b. ping ZEO|A ZE7J} 802IX| & QIgFL|Ct.

c. ping BR0iA 7|22t €Al StLb(/)E CHAELICH ol=2t 22 & M2l 7|2 & H 0l X|
EHdEH ERIHEE LHE% ELBO{l X|A|&LICtindex. html.

d. I= e =l d™HoM 7|28fE AFSELIch

QUARA
QUARA FILE (S QIAEIA MEH SHEHO| LIEFELICE.

b. AIE 7t5E QLAHANM M MEAE HERT HYE 7|HICE 2EE WM A 7t5
g TR QIARIA T MEHE = &Lt

c. Tots OIE MEARICIH &olg MEHSto] 25 WMo S5 QAHAE FIIELC
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16.

17.

Verify

a. ME2 2 WHME MEIEL|CE

b. CHA QUAEIA EHollA AEH &0l U &QIgtL|Ct EC2 QIAEIA & Xo{T &L} 0|40 MH|
A ZEf7L E|ofofRt 2EE HWRAME HAEY = U&LICH

c. ME HE MMo|M 2= ¥ DNS 0|§2 SAHELICHmy-1oad-
balancer-1234567890.us-east-1.elb.amazonaws.comt FAIE).

d. Z2C HAM DNS 0|F2 H=2! QlE{Hlol| ¢Z2E &l HEl*X el 4 EEo 2oig&Lct
EC HHMI} SHIEAH &S 52 32 A2l 7|2 HO|X|7F EA|ELICH

APH|(MEE ALE)

a. EE WHME 7127l THIE 28 CNAME BlZE7} e BolEe MER 2IXIE 7t2
7|25 st 2= WHME 4X|S7| Tl DNS #H1Z80| MEE W7t x| 7|ChEIL|Ct.

b. https://console.aws.amazon.com/ec2/0| A Amazon EC2 2&£& L|C}.

c. 2. HWHME MEiFLICEH

d. Y, 2C WM AXE MEfEL|CH

e. EOIMHAIX|I7} LIEFLH confirmE @248t CFS AMKIE MEIEFLICEH

f. ZE HWHME MXF Fot 2= WHMO SFE EC2 QIAHAE AL ASMELICH HH
Al YR e A AlZtEE @F0| HFELICH EC2 QIARATJLH O|d HRStX| &
2 4% FIt QF 0| YMSIX| A& SXIGHHL SEE = U&LICH

E AI&3t0d HTTPS Z2E A M4 AWS CLI

CtE XIEol 2t AWS CLIE AFE3t0{ HTTPS/SSL 2E HZHME BtEMAIR.
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1A ElaH 74

O| iAo ZHE Q= Ol HHOlE O Z40| AIRE ZEQ T2ZEZE X|&5l0] 2EE HHHMEo 2

2702| BIALIE FAEFLICH & M 2|ALlE ZE 800 HTTP A £25l1 HTTPE AF235}04
EZE 809| QIAEAN @HE MEELICH 5 Hl E|lALE ZE 4430 HTTPS 22 &5l X
E 802 HTTPE AI85l0{ QIAEIAN 2 E ™S ELICE

Hl 2|AL7F ZTHE QlE HZAES IS HTTPSE AI2617| 20 2= Y& A0l SSL M 215
HE HFEAI HiZ3Hof EfL|Ct 2= WM E O| QIS AME A5l ¢iES asiérﬂ QIAEIAR MEF

1. SSL 215 XM2| Amazon 2|44 O|F(ARN)E 7HX{ZLICH O o & & &6t

>

Al2.

ACM
arn:aws:acm:region:123456789012:certificate/12345678-1234-1234-1234-123456789012
IAM

arn:aws:iam: :123456789012:server-certificate/my-server-certificate

2. F e 2lAHE 7HEl EE W ME F/45t24™ ofel create-load-balancer @& A

olo
9'|_|
x
X0}

aws elb create-load-balancer --load-balancer-name my-load-balancer --listeners
"Protocol=http,LoadBalancerPort=80,InstanceProtocol=http,InstancePoxt=80"
"Protocol=https,LoadBalancexPort=443,InstanceProtocol=http,InstancePort=80,SSLCertificatel
--availability-zones us-west-2a

"DNSName": "my-loadbalancer-012345678.us-west-2.elb.amazonaws.com"
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3. (MEHAE) RE HHMO| HE HEE 2FQl5te{™ ol describe-load-balancers B&E 2 AH& 5t
M.
aws elb describe-load-balancers --load-balancer-name my-load-balancer
2CHA|: SSL 2ot M 74
AR 0| Hok MM B SHLHE ML 2ot WS XIHHMOR XIHE & UsL
Ch. 2= X| oM ELBE 7|2 AT HolEl 2ot MOl 2 22 WHME T 8L
CELBSecurityPolicy-2016-08. XtAl|8t L& 2 Classic Load BalancerE 9|8 SSL &4 714 &
212 A XAl
Aol AAE|o] U= x| & QlstedH
L%
14 Z[04

2C WHA}7|E o

ot2H describe-load-balancers &2 A& 5tAll
aws elb describe-load-balancers --load-balancex-name my-loadbalancer

LICt. ELBSecurityPolicy-2016-08= X E 443°| 2= WA} ¢4

of

2CH |
[SH=E

T Ol
3o

L

o> 1

"LoadBalancerDescriptions":
[

{
"ListenerDescriptions":
{
"Listener": {
"InstancePort": 80,
"SSLCertificateId": "ARN",
"LoadBalancerPort": 443,
"HTTPS",
"HTTP"

"Protocol"
"InstanceProtocol"
[

},
"PolicyNames":
"ELBSecurityPolicy-2016-08"

{

{
"Listener"
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"InstancePort": 80,
"LoadBalancerPort": 80,
"Protocol": "HTTP",
"InstanceProtocol": "HTTP"
iy
"PolicyNames": []
}
15
}
]
HE 7He, 7|2 2ot MM A O 2 {ofl CHEH SSL 2ot HMg Tays 4 ol
(MEH AFE) A HO| SSL 2ot HAME A8 5t
1. A Ho| 2ok HzHo| 0|8 SE 2 2 4™ describe-load-balancer-policies @& & AMSHAIR.

AT Mol Hot Mg 2fF F4of CHEF XFMIBH L& 2 Classic Load Balancer0d| CHaH O]2| 9|
21 SSL 2o S AT AAIL
2. OIF EHHlolM AHet AT Ho| 2ot MM 5 5L AL 5104 SSL B4 TS Madsteded of el
create-load-balancer-policy HHE AL 3HM2
aws elb create-load-balancer-policy --load-balancer-name my-loadbalancer
--policy-name my-SSLNegotiation-policy --policy-type-name SSLNegotiationPolicyType
--policy-attributes AttributeName=Reference-Security-
Policy,AttributeValue=predefined-policy
3. (MEH ALE) HEHo| MM E|I= K| 2 Ol5tEdH of2H describe-load-balancer-policies WS AFES
MeL.
aws elb describe-load-balancer-policies --load-balancexr-name my-loadbalancer --
policy-name my-SSLNegotiation-policy
ol 2&Hol= HAof CHEt dBO| & |0 U&LICH
4. E2E WHM ZE 4430 HM S g3l 5t2{H otel set-load-balancer-policies-of-listener &S
A Z5tMIL.
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aws elb set-load-balancer-policies-of-listener --load-balancer-name my-loadbalancer
--load-balancer-port 443 --policy-names my-SSLNegotiation-policy

(® Note

set-load-balancer-policies-of-listener @HE2 X|HE 2ZE YWHM ZE

AKX HAM N EE XIYHE HM MEZE CHAELICH --policy-names S50 & &3t
SE HAO| BtEA| ZEE|0] Rlo{oF EFLCt TR EMEHE HME FE5H 0
HI& & 3HEL[C.

ro mot r_°,|_'

5. (MEfALY) EHo0|

ok

3R

rr

K| Eol5t24™ ol 2l describe-load-balancers W2 AI25HM| 2.

aws elb describe-load-balancers --load-balancer-name my-loadbalancer

CHS2 ZE 4430iM GAo| 29 EIUS

fjo

HoiFx= SH2 olLch.

{
"LoadBalancerDescriptions": [
{
"ListenerDescriptions": [
{
"Listener": {
"InstancePort": 80,
"SSLCertificateId": "ARN",
"LoadBalancerPort": 443,
"Protocol": "HTTPS",
"InstanceProtocol": "HTTP"
b
"PolicyNames": [
"my-SSLNegotiation-policy"
]
b
{

"Listener": {
"InstancePort": 80,
"LoadBalancerPort": 80,
"Protocol": "HTTP",
"InstanceProtocol": "HTTP"

}I
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ELB
"PolicyNames": []
}
1,
}
]
}

M-SR XH 2ot HAMg MME M= 874 O|4 ol Z2EZ 1 & 7Ho| 3 & vtE Al 23t 5HoF &
LICt DSA 2 RSA &&= SSL QIBME dMste Ol A Ele MB gD Z|&0tct TR ELCt o|O|
SSL QIBME 7HX|1 /e FR0o= 2IEM Mol ArSE FZE BtEA| 24355t AAIR. AAEXRL K]
M Mol 0|E2 ELBSecurityPolicy- 5= ELBSample-2Z A|ZHE 4= Qi&LICH O|E{8t MFAtE
AT Ho| Hot 2ol O|§2 2 of| 2Fxfof /U&LICEH
(MES AL AP XF X SSL 2o HAE ALS5tEd™

A H22 MM35HE{H create-load-balancer-policy &3

M-SR RIE EoF HEZ AL&Sto SSL

o
£ MEstHE. ChE K E HZstAAlI2.

aws elb create-load-balancer-policy --load-balancex-name my-loadbalancer
--policy-name my-SSLNegotiation-policy --policy-type-name

SSLNegotiationPolicyType
--policy-attributes AttributeName=Protocol-TLSv1.2,AttributeValue=true

AttributeName=Protocol-TLSv1l.1,AttributeValue=true
AttributeName=DHE-RSA-AES256-SHA256,AttributeValue=true
AttributeName=Sexrver-Defined-Cipher-0Ordexr,AttributeValue=true

P

o

Fo15tE4™ oF2H describe-load-balancer-policies WS AFS

gl

N

rr

) ‘Z2o] Y-

o2

2. (MEf A

Me.

aws elb describe-load-balancer-policies --load-balancer-name my-loadbalancer --

policy-name my-SSLNegotiation-policy

>0
=
|0
jo
0%
LOL
Q'I_l
u
-
2

3. R M ZE 4430{| A H
A5t L.
aws elb set-load-balancer-policies-of-listener --load-balancer-name my-loadbalancer
--load-balancer-poxt 443 --policy-names my-SSLNegotiation-policy
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® Note

set-load-balancer-policies-of-listener WY X|HE 2= WHM =
gt M M MEE XIHE M MEZ cHAME LI --policy-names S50i= 43t
g 2E WAO| HHEA] ZEE|0{ Qlo{of BrL|Ct A #-5HE HAME FE 0

=
2 HIg gstELck

ot

4. (MEHALE) HAO| PSR =Rl =152 o2l describe-load-balancers BEE AL 5HAL.

aws elb describe-load-balancers --load-balancer-name my-loadbalancer

HoiF= SEH o dLict

fjo

CIS 2 ZE 4430 M 20| M3 2SS

{
"LoadBalancerDescriptions": [
{
"ListenerDescriptions": [
{
"Listener": {
"InstancePort": 80,
"SSLCertificateId": "ARN",
"LoadBalancerPort": 443,
"Protocol": "HTTPS",
"InstanceProtocol": "HTTP"
},
"PolicyNames": [
"my-SSLNegotiation-policy"
]
},
{
"Listener": {
"InstancePort": 80,
"LoadBalancerPort": 80,
"Protocol": "HTTP",
"InstanceProtocol": "HTTP"
b
"PolicyNames": []
}
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}
]
}
BEA|: M= QIARA OIF F (M ALY
HHlE A Fof M HTTPS/SSLE AE e Z<oil= M=ol mat & Q158 dEE £ &Lt
HHlE CIARA QIS E UUY M HER 7| HME dYUCh - ohF, old{et HE™ 7| EMe
MNE35to] HHolE QIAEIA QIF Mg MMEELICH OIX|Y 22 HTTPS Z2EZES I8t QlAHA Z
EZ ol QARA QIF YAMS MYRLICH
QUAHATL ZE WM MAIR HER 7|7t 2= WHME I8t 215 Mo HER| 7|9t Ux[sH=
Aot 2 WA T} QIABIAQL SAIBLICE

o
0jo
0%
o
mjo
>
0o
Q'I_l
hvd
El
11
qu
N
mjn
oy
1=
o
rC
ful

aws elb create-load-balancer-policy --load-balancer-name my-loadbalancer --policy-
name my-PublicKey-policy \

--policy-type-name PublicKeyPolicyType --policy-attributes
AttributeName=PublicKey, AttributeValue=MIICiTCCAfICCQD6mM70Rw@uX0jANBgkghkiGOw
@BAQUFADCBiDELMAKkGA1UEBhMCVVMxCzAJBgNVBAgTA1dBMRAwWDgYDVQQHEwWdTZ
WF@dGx1MQ8wDQYDVQQKEwWZBbWF6b24XxFDASBgNVBASTCO1BTSBDb25zb2x1MRIw
EAYDVQQDEw1UZXN@Q21sYWMxHzAdBgkqhkiGOw@BCQEWEG5vb251QGFtYXpvbi5
jb2@wHhcNMTEWNDI1MjAONTIXxWhcNMTIWNDIOMjAONTIXWjCBiDELMAKGALUEBhA
MCVVMxCzAJBgNVBAgTA1dBMRAwWDgYDVQQHEwWdTZWF@dGx1MQ8wDQYDVQQKEwWZBb
WF6b24xFDASBgNVBASTCO1BTSBDb25zb2x1MRIWEAYDVQQDEW1UZXNOQ21sYWMx
HzAdBgkghkiGOw@BCQEWEG5vb251QGFtYXpvbi5jb20wgZ8wDQYJIKoZIhvcNAQE
BBQADgYQAMIGIA0GBAMaK@dn+a4GmWIWI21uUSTfwfEvySWtC2XADZ4nB+BLYgVI
k60CpiwsZ3G93vUEIO3IyNoH/fOwYK8mOTrDHudUZg3qX4walG5M43q7Wgc/MbQ
ITx0USQv7c7ugFFDzQGBzZswY6786m86gpEIbb30hjZnzcvQAaRHhd1QWIMm2nx
AgMBAAEwDQYJKoZIhvcNAQEFBQADgYEAtCu4nUhVVxYUntneD9+h8Mg9q6q+auN
KyExzylLwax1Aoo7TJIHidbtS4J5iNmZgXLOFkbFFBjvSfplI1J0@zbhNYS5f6Guo
EDmFJ10ZxBHjInyp3780D8uTs7fLvjx79LjSTbNYiytVbZPQUQ5Yaxu2jXnimvw
3rrszlaEXAMPLE=

M
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@® Note
--policy-attributes& @&t HEE 7| gt2 X|™H5le{H HEE] 7|9 A Hmi £} ot
X2 E&C----- BEGIN PUBLIC KEY----- "& ZEetn Ue EA----- END PUBLIC
KEY----- "& ZES D UE E)S AHMSHAIL. AWS CLI E0IM S 2XE 585X

& LICH--policy-attributes.

my-PublicKey-policyE AlEdl HAE QAEA QIF MM S M4dstE{ of2H create-load-

balancer-policy @& 2 AF&5HAI 2.

aws elb create-load-balancer-policy --load-balancex-name my-
loadbalancer --policy-name my-authentication-policy --policy-type-
name BackendSexverAuthenticationPolicyType --policy-attributes
AttributeName=PublicKeyPolicyName, AttributeValue=my-PublicKey-policy

MEdod| ek oed 7Hel HEE| 7| EH
7|8 AT gLict QAEATL MAIE HER! 7[7t 0

AEIATE Q1B 0| EHUCH

mo
>
oo
ek
4>
™ 32
Iy
W
o
Hu
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nx
m
x
rr
ro
rt

my-authentication-policy2 HTTPSE 2[¢F CQIAEHA ZEZ M St2{™ ot set-load-
balancer-policies-for-backend-server &2 AFE5tAR. O] M0 QUABIA ZE = X E 443

L|Ch.

aws elb set-load-balancer-policies-for-backend-server --load-balancer-name my-
loadbalancer --instance-poxrt 443 --policy-names my-authentication-policy

Hzo| 252 He{™ ol describe-load-balancer-policies

rin

(M= AMEH R WHME 9t 2
4 3|.

aws elb describe-load-balancer-policies --load-balancexr-name my-loadbalancer --
policy-names my-authentication-policy
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ELB= 78 &Ef =2l

okl configure-health-check WS AI&5HAIL.

aws elb configure-health-check --load-balancexr-name my-loadbalancer --health-check
Target=HTTP:80/ping, Interval=30,UnhealthyThreshold=2,HealthyThreshold=2, Timeout=3

ChE2 SEol o Lok

{

"HealthCheck": {

"HealthyThreshold": 2,
"Interval": 30,
"Target": "HTTP:80/ping",
"Timeout": 3,
"UnhealthyThreshold": 2

}

}

2 WHME ddst U Fole BEA| 2E WMo EC2 QIAHAE SSEolof FLICH B 7HE
JA e 22 I LH 042 7H8 B9 EC2 QIAHAE ZE WM Z MEHS &+ QU&LICH RHAIE
Li& 2 Classic Load BalancerE ?{2F SS & QIAHA BHHE HESHAUAIR

aws elb register-instances-with-load-balancer --load-balancer-name my-loadbalancer --
instances i-4f8cf126 i-0bb7ca62
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{
"Instances": [
{
"InstanceIld": "i-4f8cfl26"
.
{
"InstanceId": "i-@bb7cab2"
}
]
}

SE7H [ O FA[ 2ZE HWHME AEE =+ JU&LICH

on
Jju
rn
ro
>
rl‘ﬂ
>
Of
ol
I
u
0l
H
3
(Va]
D
=
<
|_|
(@]
D

M=ZE SEEIEC2 QIAEHAO| ME MEE =015l24™ o} 2 describe-instance-health W22 A2 5HA]|
(@]

aws elb describe-instance-health --load-balancex-name my-loadbalancer --
instances i-4f8cf126 i-0bb7ca62

ChE2 SEel o Lot

{
"InstanceStates": [
{
"InstanceId": "i-4f8cfl26",
"ReasonCode": "N/A",
"State": "InService",
"Description": "N/A"
.
{
"InstanceId": "i-0@bb7cab2",
"ReasonCode": "Instance",
"State": "OutOfService",
"Description": "Instance registration is still in progress"
}
]
}
QIAEAAO] CHEF State EE7| OutOfService? BLR0E QAEAT 04FF| S8 F0|7| HEY
2= Q& LICt RFM|8H LI 2 Classic Load Balancer 24| | 3: QIAEA S2 B B XFHAAIL.
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StLt O &t of RQUIAEAA AENJ} InServiceO{Of 2E WHME EHIAEE 5= QELICH ZE WHME
ElAESE{H 2= W2 A{Q| DNS 0|2 SAlsHA QIE{Llof HZAE & EElX{el F4 Eeof 0
d&LcH 22 WRAAT}L RS B2 Aolle HTTP Me{el 7|2 = o|x|7F EAIEUC

B2 WHME AMK|5H HAEI EC2 QIAEAT AFECE S8 FAELICH 22 WHM7F AMN £ H
O FA 22 giH Mol ciet @ 2 waio| SX|E/L|CH 2Lt EC2 QIAEAT] AL ARME|H 2 20|
H& g MshLCH

2 WHME AMX|5t24H ol 2l delete-load-balancer WHE A2 5HAMI2.

aws elb delete-load-balancer --load-balancer-name my-loadbalancer

EC2 QIARAE SX|5I2{™ stop-instances BEE AL M. EC2 QIARAE FZ352{™ stop-
instances A2 AFESHMIL.

ZE BOMAM HTTP REE +=&dt= 2lAHE 7HE EE WHMO| BR0= ZE 4430 HTTPS
Mg £ESlE 2lALE FIHE £ USLICEH HTTPS 2lAL7F ZE 802| QIARAZ @HE MESIT
E x|H3t Aol 2& WHM7I SSL M2 E26t1 2E WHMOM QIABARZO| EAI0| &S
SIE|X| & LICH HTTPS ElAL7} L E 44320| QIAEA R QHE MESE ZAR0s ZE WMo
MRIAEHARZ Ol S4l0| &= 3HELICE

2C WHMT} QUAEAQIO| SAIZ 25l A Z3HE A2 AI8SlE BR0lE MEHo| Mt QAAEHA
RIE S &Mste = JgLIch et HEE 7171 4 82 2= WH M| X|1-E 7[2 Yxlstes
AR08 2E HWHMII QIABAQL SAE S & = UsLTH
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ACM

arn:aws:acm:region:123456789012:certificate/12345678-1234-1234-1234-123456789012

IAM

arn:aws:iam::123456789012:server-certificate/my-server-certificate

2. X E 4430|M HTTPS XS 23t HTTPE AI85101 ZE 802| QIAEHAR QHE MASIE
2E WHMo|| 2|ALIE F£7t8t2{™ o2l create-load-balancer-listeners WS AL SHA| 2.

aws elb create-load-balancer-listeners --load-balancer-name my-load-balancer --
listeners

Protocol=HTTPS,LoadBalancexPort=443,InstanceProtocol=HTTP, InstancePort=80,SSLCertificateld

WA= QIARA QIS S HYStL Ao ot BHES AEdH ZE 44301M HTTPS R¥E =3
St HTTPSE A25101 ZE 4439| QIAEAR QXS ager Al

aws elb create-load-balancer-listeners --load-balancer-name my-load-balancer --
listeners

Protocol=HTTPS,LoadBalancerPort=443,InstanceProtocol=HTTPS, InstancePort=443,SSLCertificate

S O LO|O|EEl MF HEE = Ql5te{™ ol2lf describe-load-balancers &

aws elb describe-load-balancers --load-balancer-name my-load-balancer

CHE2 852 oo,

"LoadBalancerDescriptions": [

{

"ListenerDescriptions": [
{
"Listener": {
"InstancePort": 80,
"SSLCertificateId": "ARN",
"LoadBalancerPort": 443,

[III[lI
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"Protocol": "HTTPS",
"InstanceProtocol": "HTTP"
},
"PolicyNames": [
"ELBSecurityPolicy-2016-08"

]
},
{

"Listener": {
"InstancePort": 80,
"LoadBalancerPort": 80,
"Protocol": "HTTP",
"InstanceProtocol": "HTTP"

I

"PolicyNames": []

}

}

4. (MEHAMEN 7|2 2ot MRS ALZEH HTTPS ElALE MASHSLICH CHE AR X o| H ok 2434
O|L} AFE X} Ho| Hot HAg x|H35ln 4 2™ create-load-balancer-policy & set-load-balancer-
policies-of-listener BEE A& SHMIR. RtM[EH LI 2 E AFE5t0{ SSL &4 #4 YHIO|E AWS
CLI EHHE & XRFHAAI2.

AEA OB E MXEE{H set-load-balancer-policies-for-backend-server &
HE ASSHHIL. RHAIE LIS 2 BiolE QIARA OIF T8 HASMAIL.

Classic Load BalancerE 2|8t SSL 215 M 1A

HTTPS 2IA L7} QICtH 2|AL{E MAMsH | 2= gHH A 0] SSL M QIS ME HiZ S ZdlLc}.
Zt QIZE Mol & 7I7Ho| I&LICH & 7|ZH0] BLEZ| Moj QISME A

oM XME35tD 2= WMo AWS Certificate Manager HHZ E QIS ME RIS 2 AAE £ QlaL]

Ct. ACM2 1B M7t FEE|7| Hoi| A4S A= gLct REMI8H LI &2 AWS Certificate Manager AH&
MEMoAM 228 dilg ;M'Ilo ACMO]| QIBME 7HX{2 BR0l= QIS Ao Bt2US BtEA|
ZLEZHAM BLE2E|7| Tl 25 ME A LlsHok & LCt REA[EH LHE 2 AWS Certificate Manager At
8 MHEMOIM Q15 712 7|8 XM, ZE WH Mol HiZ & QIS M7I ZAAE ol MEZR2
QFAM AE AB M7 AASELICE.
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https://docs.aws.amazon.com/cli/latest/reference/elb/create-load-balancer-policy.html
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https://console.aws.amazon.com/ec2/H|A Amazon EC2 & & L|c}.
B M & 9| Load Balancing OF2H0ilA 2 WHME HE4FFLICH

2. WHA 0|2 MEHSI0 M| HE m0|X|E YL|Ct.

N

BlAL ol BlAL BElE MeErLIcH
2lALd 22| HOo| R0l M HEI0|E 8 BIALE 1, 7|2 SSL 2B MolM BES M
5 sLtE Sy

b CF
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{0

o b~ 0N

- E M83to QB ME M HLE 7tX{2 Z S ACMOI A AWS Certificate Managerg& ME45t 1
SE0|M ABME MEIE 1S HE AL KT S d=FLcH

(@ Note
Ol M2 2 X|ste EI™o|ME AEE = U&LICH AWS Certificate Manager
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* ACM2Z 7tME SSL QIEA7H U= B2 7HX27(9t ACM 2 & MEAgHL|CH QIS M ZEO|
5 7oA PEM Q1ZE ZEto|H! 7| mtelo| 2RIx
PEM I3 HE2 7| &M mtAo| 2EXE S At 20

_

ZE8 AFE5t0{SSL QIE M A 99


https://console.aws.amazon.com/ec2/
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St UX| et HetRX{7t Q1B ME SAIHez 8 st= 20| ELstK| SCtH IS M &2l -
MEH AL Ol PEM 212 Q15 M #Ql o] 2EIXE FAtcl 20igd&LICH

. 7X2 SSL 1B M7t Xl o] 2IElol A ACMO| XIMIEIX| S HL K279t IAMe 2 8
MBI 1B M OI8Ol Q1B Mol 018 S 2fBrLICH @1B M Zatold! 7|0 PEM 212
Ztoly 7| BHUo| ZHAE A BoiALICH Q1B M ER0iM PEM Q12T HEZ 7| 2
S o] 2RSS HAH EolSaich KA M IS NE BT AR 81 LRI
7 QIBZME SAMOE $2H5ts %0l SR 3HA| SCHH Q1B M ALl - 4= Aol PEM 2
o QIZ A HQl THo| EHAE SARSH BoidaLict

.
T

=
HE AL XY E MEELICH

AWS CLIE At&3t04 SSL 218 A 1A

2 WMo HiEZE 2B ME ACMO| MBS ASALE IAMO| UZEE QIBME TME =+ &L
Ct.
ACMOIA XS 8t 2B ME SSL QIBAE LA|5tEH

1. request-certificate BHES AL 35104 M| Q1B ME - FLICEH

aws acm request-certificate --domain-name www.example.com

2. OIBEME MZA5te4T o2l set-load-balancer-listener-ssl-certificate W2 A2 SHMIR.

aws elb set-load-balancer-listener-ssl-certificate --load-balancer-
name my-load-balancer --load-balancer-port 443 --ssl-certificate-id
arn:aws:acm:region:123456789012:cextificate/12345678-1234-1234-1234-123456789012

IAMLE YZCE§t QIS ME SSL QIBSME

El

A|She{ T

1. SSLQIBEM7I UKIEH YR & 5tx| of2 BR0IE IAM AHS MHMO| M QIEM Y2 & 3

[ |
XotMI2.

2. CQlIBEAMO| ARNZ @ o2{H ofEHget-server-certificate HES AFESHMIL.

aws iam get-server-certificate --server-certificate-name my-new-certificate

3. QBME MXSte{T ol 2 set-load-balancer-listener-ssl-certificate WHEE Al 5HM|L.
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https://docs.aws.amazon.com/cli/latest/reference/acm/request-certificate.html
https://docs.aws.amazon.com/cli/latest/reference/elb/set-load-balancer-listener-ssl-certificate.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_server-certs.html#upload-server-certificate
https://docs.aws.amazon.com/cli/latest/reference/iam/get-server-certificate.html
https://docs.aws.amazon.com/cli/latest/reference/elb/set-load-balancer-listener-ssl-certificate.html
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aws elb set-load-balancer-listener-ssl-certificate --load-balancer-
name my-load-balancer --load-balancer-port 443 --ssl-certificate-id
arn:aws:iam::123456789012:serxvexr-cextificate/my-new-certificate

Classic Load Balancer@| SSL &4 14 A4OH|0|E

2EI0|UES 2E WM 7+ SSL HdS ¥ st Ol AL E A EolEl ssL #d #40|
ot Yig NI ELICH 2lAL4& HTTPS/SSL Z2E 22 AFE35tT R
P YA F StLHE AL 5L AIMMe 2 Hot HAME XIHE & UELICH

Hot 78"—‘—'."01| EH3|' X|‘A'I|%|‘ LH £ Classic Load BalancerE {|8t SSL A FAME ;EZS%I_ AIO ELB
ol M MZsHe 2ot Mol ol Chst xFMIEH LIS S 448 2 51M|RClassic Load Balancero Cf
3l 02| HolEl SSL o A,

oF x{=H
— |
HH

2 Q45 X| &t 11 HTTPS/SSL 2IAL{E MM3s
82 AMELBSecurityPolicy-2016-082F AZ2&rL|CH

E| Eérf /ﬂOI ZE&LICH
CS oKX= HTTPS/SSL E|AL{E I8F SSL 34 M E UO|0|EsStE W E HoiFLICH HAEE S
T 2 WHM =0f 0|0 4lElo] HA AEH CHA S Z BIREI0| ER] 52 2Hoe g&e O/x|X|

A x|2F, Hoo|EE 2 +AlE M oM AFSELICH

=&2 A835t0{ SSL &4 74 AOlo|E
E A G

1| 0|E AWS CLI

|I_ o T = =H
THMZ2 AP Ho| Mg A8t S 2 WHME Uolo|EstE WOl LICt ofL|H CHE At
M dol 2ot g MEfstAHLE AER X|H HHE dEE + J&LICH

1. https://console.aws.amazon.com/ec2/0{|A{ Amazon EC2 2& & JLIC}.
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https://console.aws.amazon.com/ec2/
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ELB

2. EfM Z9|Load Balancing Of2H0ilH 2= SHHAME MEHFHLICE

3. ZEC WHM O|§S MEfsto] MF HE HO|X|E L|ct.

4. BlA "olM ElAal] #E|IE MEHELICH

5. Elald 2| Ho|X|o|A HUCIo|EE E|ALE &1, Hot WA HEM OE S 3 StLHE Al

8oto] Eot WA MEELCE

- 7|& »¥HQl ELBSecurityPolicy-2016-082 R X5t B3 AL K& S MEARFLICY.
« 7|22t olelof A HolEl HA S MENSt T, HE Al XE S MENELICE.

L— HA

«  ASXEXIEE M=t ofeliet 2ol B Vi old el Z=EE 1t B Vel A E &S ELICH

a. [SSL Protocols]ollM &&ste T2 EZ 2 B 7H 04 MEdEFL|CH

b. [SSL ZM(SSL Options)|HIAM [MHH =A 7|& AZ(Server Order Preference)]& ME4S}
04 SSL ¥4 Al Classic Load Balancer0d CHaH O|2| & o|Fl SSL 2 oF Ao LIPEE &
ME AFErLILCE.

c. [SSL Ciphers]ollM & d3ter &5 & 8 7l Old ME4FFLICE SSL 215 M7t olo| = &
o= AEME ddste Ol M%E._' A3 E HEA| Ed&stoF fLICH DSA & RSA &

P
ZE ME gdne|&otct

d. HIEAE MYS MEHELICH

E A&73504{ SSL &4 74 4H|0|E AWS CLI

7|2%Ql A Ho| Hot MMl ELBSecurityPolicy-2016-08, CHE AT 2O E ot B2 £ = A}
%

S &I 2ot A
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—

1.

= AME) AP Ho|El SSL E ot HAMg A 5hE{H

o
SME AEE + A&LIC

=
T

CHZ describe-load-balancer-policies &S AL 310 ELBO| A XS5t
2 LIGgtLIct AL B2l 2 Aot Mo el AI8 st 2T &

Linux

aws elb describe-load-balancexr-policies --quexry 'PolicyDescriptions[?
PolicyTypeName=="SSLNegotiationPolicyType ].{PolicyName:PolicyName}' --output table

Windows

=
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https://docs.aws.amazon.com/cli/latest/reference/elb/describe-load-balancer-policies.html

ELB

Classic Load Balancer

aws elb describe-load-balancer-policies --query "PolicyDescriptions[?
PolicyTypeName=="SSLNegotiationPolicyType'].{PolicyName:PolicyName}" --output table

CHS 2 ol £33 LIcH

| ELBSecurityPolicy-2016-08 |
| ELBSecurityPolicy-TLS-1-2-2017-01 |
| ELBSecurityPolicy-TLS-1-1-2017-01 |
| ELBSecurityPolicy-2015-05 |
| ELBSecurityPolicy-2015-03 |
| ELBSecurityPolicy-2015-02 |
| ELBSecurityPolicy-2014-10 |
| ELBSecurityPolicy-2014-01 |
| ELBSecurityPolicy-2011-08 |
| ELBSample-ELBDefaultCipherPolicy |
| ELBSample-OpenSSLDefaultCipherPolicy |

RR0l| O 957} B A38HE|0f QU= X| 2OISHH of2 HHS ASFHAINL

aws elb describe-load-balancer-policies --policy-names ELBSecurityPolicy-2016-08 --
output table

A Ho| Eot Hag |Ft 4o CHEr REAISH LY Classic Load Balancer0dl CH&H O|2| & 9|
=l SSL Eot HME AT,

O|7 EtAH|0I| A MHFH AFM Ho| Hot MM = 5HLHE AFE5H0 SSL B4 M S M5t ol
create-load-balancer-policy BE 2 AE5tM L. & £04 ot BHE2 7|2 Q1 A Mol ot

YME ASELICH

aws elb create-load-balancer-policy --load-balancex-name my-loadbalancer
--policy-name my-SSLNegotiation-policy --policy-type-name SSLNegotiationPolicyType
--policy-attributes AttributeName=Reference-Security-
Policy,AttributeValue=ELBSecurityPolicy-2016-08

E A
=
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https://docs.aws.amazon.com/cli/latest/reference/elb/create-load-balancer-policy.html
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2= g Mo
A-835tX| ot S E AXStM L.
Al

CHEt 2 0| St & X138t B2 delete-load-balancer-policy BEE A& 3104
x4

3. (MEE ALE) HEO| MM E[RI= K| & RI5HE{ o2l describe-load-balancer-policies BEE AL& S

o
M.

aws elb describe-load-balancer-policies --load-balancexr-name my-loadbalancer --
policy-name my-SSLNegotiation-policy

Ol LH0|= HAof CHEt MHO| Z & E|o] U&LICH
4. BRE YWRHM X E 4430 M S & 44381624 of2lf set-load-balancer-policies-of-listener &S

| =
ALE3tMIR.

aws elb set-load-balancer-policies-of-listener --load-balancer-name my-loadbalancer
--load-balancer-poxrt 443 --policy-names my-SSLNegotiation-policy

(® Note
set-load-balancer-policies-of-listener W2 X|HE 2= WHM ZE0f CH

B R M MES XIWE MM MER THELICH --policy-names SHolE 45t
& D E HAo| B Al Z8HE(0] Rlo{oF BLICH HAH HAISHE HAMS £t of T
2 HIZ~stELIch

5 (MEHAIE) 22 HAo| 2= WHM ZEO|M &HStE|R=X| & Ql5t24™ o2l describe-load-

balancers &2 AFS M.
aws elb describe-load-balancers --load-balancex-name my-loadbalancer

HoiF= SEH oot

fjo

CHE2 EZE 44301 M YHo| Y EIUS

"Listener": {
"InstancePort": 443,
"SSLCertificateId": "ARN",
"LoadBalancerPort": 443,
"Protocol": "HTTPS",
"InstanceProtocol": "HTTPS"
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https://docs.aws.amazon.com/cli/latest/reference/elb/delete-load-balancer-policy.html
https://docs.aws.amazon.com/cli/latest/reference/elb/describe-load-balancer-policies.html
https://docs.aws.amazon.com/cli/latest/reference/elb/set-load-balancer-policies-of-listener.html
https://docs.aws.amazon.com/cli/latest/reference/elb/describe-load-balancers.html
https://docs.aws.amazon.com/cli/latest/reference/elb/describe-load-balancers.html
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3,
"PolicyNames": [
"my-SSLNegotiation-policy"

AFS R RIE Hot M AT mjs B 7 0|40l ZREBT 3 0| 4S8 BHEA| Badstsot B
ICh. DSA 9 RSA 2 £ SSL 21BNE U B ASEIE N YnaiBnict 2L, ol

SSL QIBME 7HX|T /i B0l QIB A Madol ST 25 U= Al BASSHAAR. ALSR X
SR Al=HeE 4 GiBLICE O3t MEAHE

2 ELBSecurityPolicy- == ELBSample-ZE
A Ho| Hot HAo| 0|F 22 of ofk[o] /y&LICH.

1. AFSXF X[E 2ot DM E ALS 5104 SSL o HAME M52 create-load-balancer-policy B3

aws elb create-load-balancer-policy --load-balancex-name my-loadbalancer
--policy-name my-SSLNegotiation-policy --policy-type-name
SSLNegotiationPolicyType
--policy-attributes AttributeName=Protocol-TLSv1l.2,AttributeValue=true
AttributeName=Protocol-TLSv1l.1l,AttributeValue=true
AttributeName=DHE-RSA-AES256-SHA256,AttributeValue=true
AttributeName=Sexver-Defined-Cipher-Ordexr,AttributeValue=true

2 E WMo CHEr H& o Bt & Z 18t B2 delete-load-balancer-policy BEE AH& 504
A85tR| ote EHE At L.
2. (M= ALE) HAO| MM EIRA=K| 2 l5tE{™ o2l describe-load-balancer-policies BE & At& st
He.
aws elb describe-load-balancer-policies --load-balancexr-name my-loadbalancer --
policy-name my-SSLNegotiation-policy
ol 2ol= Ao CiEh dHOo| ZE /o U&LICH
3. EL WA ELE 4430iM XS &3 stedH OF2l set-load-balancer-policies-of-listener B&&
MBstM 2.
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https://docs.aws.amazon.com/cli/latest/reference/elb/create-load-balancer-policy.html
https://docs.aws.amazon.com/cli/latest/reference/elb/delete-load-balancer-policy.html
https://docs.aws.amazon.com/cli/latest/reference/elb/describe-load-balancer-policies.html
https://docs.aws.amazon.com/cli/latest/reference/elb/set-load-balancer-policies-of-listener.html
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aws elb set-load-balancer-policies-of-listener --load-balancer-name my-loadbalancer
--load-balancer-port 443 --policy-names my-SSLNegotiation-policy

(® Note
set-load-balancer-policies-of-listener WY X|HE 2= “”E'M'l ZEo CH
B $4KH MA MEE X|HE MM MEZ DAELICH --policy-names S 0= &445
g 2E HAO| HtEA| ZEE[o{ Qlofof BfLICt A EMstEl HAME +26tH o HA

4. (MEHAE) MER HM0| 2E WHM ZEO| M S HEEIUR=X] 20l5t24™ ot 2f describe-load-
balancers BHEE AFE M.

aws elb describe-load-balancers --load-balancex-name my-loadbalancer

CHE2 ZE 44301 M YAo| 2 Y EIUS

fjo

Hoix

rr
0l0
mn
10
2
I°
r
ful

"Listener": {
"InstancePort": 443,
"SSLCertificateId": "ARN",
"LoadBalancerPort": 443,
"Protocol": "HTTPS",
"InstanceProtocol": "HTTPS"

},

"PolicyNames": [
"my-SSLNegotiation-policy"
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https://docs.aws.amazon.com/cli/latest/reference/elb/describe-load-balancers.html
https://docs.aws.amazon.com/cli/latest/reference/elb/describe-load-balancers.html

ELB Classic Load Balancer

Classic Load Balancerg& gt SE T QIAEHA
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|C}
LHE
o OIAEIA E] AlE
« VPC 234 HE ALE
« Classic Load Balancer0i 2IAEIA 52
« Classic Load Balancer| QIAEIA AE| &0l
« Classic Load Balancer QIAEIAO| HOot O &
« Classic Load Balancer 2IAEAO| HEQ|3 ACL
AEAA BE ALE|
« 2E WHAMII 2lAL ZE L HEf =HQl ZEO|M QUAEHAL SAE & £+ U=X| 2 I5HOF B L
C}. XkM|EH LHE € Classic Load Balancer OF 5 F+ g & XSHAAIR. QIAE A0 CHEt E

ot IS 2C WRHAME 98t & MEUIO| £ ZE IR0 FUEFOZ EPfES s{RaHok BT},

» ApacheLt IS(RIE{H! HE AMH|2) Z2 B HHE 2= WEMol| S5 of -l 2 & QABAN HX|
g LICH

« HTTP 2 HTTPS 2|lAL{9| B2, 2= W A{J} 0{2] ECI0|ME LA QAR AN CHEt HAZES
MAIS S & UE S EC2 QAHANM €2 RX| SMHE &MH3l5lE 20| E&LICH ol A & &
Mol CHE R 6t& Eo|1 2= WHMO| MEIFE =& = JGLICH 2= WHMT| QAR A0 CH
g aE MUK T BEY £ Uoe{H A4 RX| AMEt Alzho| 60 0|4 0| k|o{ok & Lct,

- ELBE £ %[0 & HR(MTU) AME X[ELICH B2 MTU 40| SHIEA 288 = /28
M OIAE A CHEH 2O T E 0| ICMP =237} ZRsH(RE 3, ZE 4) HIAIXIE 8IS
LICH REAEH LI 2 Amazon EC2 A& MEMO| ZE MTU HAME XML,
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/network_mtu.html#path_mtu_discovery
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201454 AWS HI% OO0l E M435tx| of2 B2 2 ElToll 712 VPCT} UgLich 22 iAo 7|&
VPC(UE Z2)E AHZ 8 7LE M VPCE M8 4 AALICH AHMIBH LI Amazon VPC AHE A
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Ec WHME Q& MEX
EE WHMI MG H & VtsSotEs EE WHME 28 4 MEYo| &[4 B 74| /27H|E OtA
3(0:10.0.0.0/27)E 7tTI CIDR 50| U1 Ar& 7tsEt IP =47t 871 0|4 Re=X| &elgtL|ct
EE WHME 0|28 IP TAE ALE5t04 QIAE AN CHEt S MHStD R 49 AU ofR

BHLICH IP F47} S26HK| 02 B9 2C WHME ST £ gi0] 8 HF02 Q15 503 2771

dh e o~ A&LICH

QIAEIAE AStStIA} St 2t 748 YOI AMEUAS MAFLICH A Atzllof met HE S Myl
OlLt Zato|s! MELIOA, Ei O] £ Zotst BZoIM QAHAE & LI HEE A
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2 YWHME MMe | 2= WH Mo HES! MEUE & 71 o|4 F7Ial{of & LICH QIARATIL T
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1, 2 WAHMo| o|2{E HER! MEYE FIIELCt

HE2/3 ACL

VPCE 92t LIEQ|Z ACLE El&a ZEQ B 52 ZEM|M T2 ECiES 5185t oF &L
Ct. REMIEH LI 2 Classic Load Balancer QIAEAO| I EQ|3 ACL BRI X IAIAI

Classic Load Balancer0f QIAEA S5

EC2 QIARHAE SE5tH 2= WHMO|| QIAEAT FIHELICH 2E WML M5 E 718 g
HAM SEE QIAEHAO| MEIE X|EHOZE D LIE{RISH0{ HA ME|O| CIAEAR ERfEE BIREE
LICt QIAEIAO CHEF @771 S7I5tH O|& X2I5t7| o 2= WHAMH| FIIE QLAHAE S8
&= AgLct.

EC2 QIABIAE 55 F4stH 2= WHM|M QAAEHAT MHELICEH SE0| FAEE SAEE
HHME QAHAZRO| @ BtREY S SXIFLICH QIARHA CiEt LTIt HASHHL QIAEAE
MHE|ABHOF 5t= AR0llE 2E %*EJHOHH QAEA SEE FAH = UsLICH S5 FAE QIAH
AE 05| ™ SO|X|EH O 0|4 2= WHMUM EEE =AISHK| E&LICH EH|7t £ CHA|
2C WHMO| QLAEHAE SEE = JU&LICH
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CIARA SEE F4 5 44 =8|o|do| EH3etEl Z2 ELB= TI™ 502 30| =2 E w7tx| 7|
CHRILICEH REAMIEH LH& 2 Classic Load Balancer0| A Connection Draining 74 B2 & XSt AIL.
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ofl R}S SEELIC} Auto Scaling ZE0AM ZE WHAME EE|6tH

F| A= L|CE
ELBE IP TAE AI®35t04 Z2E WA EC2 QIAEHAE SFFLICH

[EC2-VPC] Et3™M HER|T QIEHO|AENIN7I HIAE dEHUM QIAHAE SE5tH ZE WHMIt
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of AUs B2, ERE o JEl HQI2 Susts FA 2= WHA oM ECiEE AT EHTI 22

3 AS 0O

1. https://console.aws.amazon.com/ec2/0| Al Amazon EC2 £ & L|C}.
2. EM &9|Load Balancing Ot2i{oil M 2= WM E MEAEFLICE,

3. ELC WHAM 0|2 MEHSIo| ME HE H0|X|E Lt
4

5

CHe QIAEA B0l M QIARIA RHEIE MEfEHLICH

QIAEIA 2| HO|X|o| AFR 7158t QIAEA EO|E0A EE WHEHA| SEE QAEHAE M
EHSHL|C}.

6. SEO|ZREt QIAEIAT} MEHSH QIAEA HE E|O|E Lol AKX A=X| ZlghL|ct.
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Al 2.

o

ol 2 register-instances-with-load-balancer EE A

aws elb register-instances-with-load-balancer --load-balancer-name my-loadbalancer --
instances i-4e05f721
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{
"Instances": [
{
"Instanceld": "i-315b7e51"
I
{
"InstanceId": "i-4e@5f721"
}
]
}

aws elb describe-load-balancers --load-balancex-names my-load-balancer --output text --
query "LoadBalancerDescriptions[*].Instances[*].Instanceld"
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i-e905622e
i-315b7e51
i-4e05f721

aws elb describe-load-balancers --output text --query "LoadBalancerDescriptions[?
Instances[?Instanceld=='i-e905622¢']].[LoadBalancerName]"
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{
"ITnstanceId": "i-315b7e51"
}
]
}
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aws elb describe-instance-health --load-balancexr-name my-load-balancer
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2. HADET|E MEHELIC
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{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Sexvice": "logdelivery.elasticloadbalancing.amazonaws.com"
},
"Action": "s3:PutObject",
"Resource": "arn:aws:s3:::amzn-s3-demo-bucket/prefix/AWSLogs/123456789012/*"
}
]
}
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arn:aws:s3:::amzn-s3-demo-logging-bucket/logging-prefix/AWSLogs/123456789012/*
[AWS GovCloud (US)] EHZ oflA|of M= AWS GovCloud (US) Regions0l ARN 222 AF& & LIC}H

arn:aws-us-gov:s3:::amzn-s3-demo-logging-bucket/logging-prefix/AWSLogs/123456789012/*
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arn:aws:s3:::amzn-s3-demo-logging-bucket/AWSLogs/123456789012/*

[AWS GovCloud (US)] CF2 of|M|oll A= AWS GovCloud (US) Regionsol ARN 228 A &FL|CH
arn:aws-us-gov:s3:::amzn-s3-demo-logging-bucket/AWSLogs/123456789012/*

ol 7HAl HZ! EA

Mol= 2022'A 88 o|Toi| A& 7hsEt 2T B2 oY 27l LR e ELB Aol HetE Foist
Aol EeF&LICH o] BlIHAl EA2 o4T5| x| K|, 2fol ATHE 2[& Mo = CHAE A
St I

5| X|
MR LICH EA|Z|0] AUX| X 2HAl HA EME A& MEsitds B2 U= AEE = U

o> mo rr ©
)
2]

HD2oM X|HE ELB AI™Eo| IDsE CHEt Z&LICtPrincipal. Ol 550 = 21T 2llHA| H
2 HME K| @otR| &Lt
- 0= SR (HX|LIoF 55) - 127311923021

HMA B2 A5 139



ELB Classic Load Balancer

. 0|= S5(2350|2) - 033677994240
ZiB|ZL|o} §5) - 027434742980

- 0= ME(EIZ) — 797873946194

- OFZZ|FHF O|ZELR) - 098369216593

« OfAlot EHH (B E) - 754344448648

- OFA|o} EfE Q¥ (KIFH2E}) — 589379963580

« OFA|o} Ef K (EHIO]) — 718504428378

o OfA|Ot EfEQF(LALF}) — 383597477331

- OFA|o} EfH (M) - 600734575887

« OfAJo} Ef T (ATIEZZ) - 114774131450

« OFA|O} Ef (A= L) — 783225319266
& (

. OfA|o} ENTI Q¥ (T F) — 582318560864
« FHLICHE F) - 985666609251

- SHEZFIFZE)- 054676820928
« FH(OIYAE) - 156460612806

- RFH(ET)-652711504416

- FHE(YEtr) -635631232127

- SE(T2l) - 009996457667

- RYAEEE)- 897822967062

- SS(HHEIR!) - 076674570225

F

or
=

. ZolH|EIZHA IS &) - 507241528517
- AWS GovCloud(O|2 S5 - 190560391635
. AWS GovCloud(O|=2 M) - 048591011584

o

H ok B At

Hotg Z3tst{ HEE S3 HZ! ARNZ AFSELICH
« S3 HHZ! ARNH# D o2t MR 2lAaA B2 E AFSELICH

« S3HHZ! ARNS| AH™E ID BES = &g
« S3HZI ARNS| A ID 2 £0i| FUEFE(E AFESHX| OIMIL.

HMA B2 A5 140



ELB Classic Load Balancer

A M Amazon S3 2& = AWS CLI E@&1} 22 Amazon S3 CIE{H|0|AE ALE 5
01 HZ! M2 g S3 HHZlof| 4= gLt

0
rol
R

ZE£E MEsH0{ HZ! YA E HZlof ¢dsiedH

https://console.aws.amazon.com/s3/MH| A
HZ! 0|&2 MEIstod MR HE Ho|X|E

E ALE35tod HZ! HAg s3 HAof 4A5tE{™ AWS CLI
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aws s3api put-bucket-policy \
--bucket amzn-s3-demo-bucket \
--policy file://access-log-policy.json

3EA: HMA 2T T

ChS Hxtof et 23 HEE AxfstT 21 ©tUE S3 HA| TSstE S HMHA 208 FEEL
Ct.

QLT AMNE
HZI2 1B Ao MHE 2T AME S SF5Hof 5t 2B 7o Mol et HZ! HAS 4735 of & LCt.
MFAE X|HeE B2 S A 'AWSLogs' EAt 0| Z & E|X| ofolof &fLCt,

T
Mg
fjo
>.

to 2= Wiz xfof ChEt AMA 2O E FHst= Y'Y

ol

S

=

https://console.aws.amazon.com/ec2/0lA{ Amazon EC2 2£& iL]LCt.
=M & 9| Load Balancing OfEH0IM 2E WEHME MEAEFLICY,
ELC H#EHA O|F2 MEIsto] MF HE HO|X|E YLt

HE a=
£ Bol M WEES MENELIC.

iy

o &M 0 bdh =

=
2= WM 44 B Ho|x|el LB Mol e g S &L

HMA 2 g5t 141


https://console.aws.amazon.com/s3/
https://docs.aws.amazon.com/cli/latest/reference/s3api/put-bucket-policy.html
https://console.aws.amazon.com/ec2/

ELB Classic Load Balancer
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e A= URI: s3://amzn-s3-demo-1logging-bucket/logging-prefix
« MSF A7} Q1= URI: s3://amzn-s3-demo-1ogging-bucket

c. EU 7t 60 minutes - default® {X|gHL|Ct.

E M83%tod EE WMo CHEt HMA 2O E F445t2{8 AWS CLI

MX ELB7} 22 Z4x{5t0o4 201 CHEH 2448t S3 H{Zlol| 60E0tCH MEE &= Q= json IHAUS M
MErct.
{

"AccessLog": {
"Enabled": true,

"S3BucketName": "amzn-s3-demo-logging-bucket",
"EmitInterval": 60,
"S3BucketPrefix": "my-app"

CH2 e 2, ch2 1 20| modify-load-balancer-attributes &304 json TS XA EHLIC.

aws elb modify-load-balancer-attributes --load-balancer-name my-loadbalancer --load-
balancer-attributes file://my-json-file.json

OS2 SEol o Lot

"LoadBalancerAttributes": {
"AccesslLog": {
"Enabled": true,
"EmitInterval": 60,
"S3BucketName": "amzn-s3-demo-logging-bucket",
"S3BucketPrefix": "my-app"

iy

"LoadBalancerName": "my-loadbalancer"
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« MFAT}F UE Xl amzn-s3-demo-1loadbalancer-logs/logging-prefix/
AWSLogs/123, 456, 789, 012/ELBAccessLogTestFile

o MEAMIRE /Xl amzn-s3-demo-1loadbalancer-1logs/AWSLogs/123, 456,789,012/
ELBAccessLogTestFile
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Classic Load Balancer M|A 21 H|& A5}
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ot Z2 modify-load-balancer-attributes &S AI& 350 HMA 2 E HIE GSHELICH

aws elb modify-load-balancer-attributes --load-balancex-name my-loadbalancer --load-
balancer-attributes "{\"AccessLog\":{\"Enabled\":false}}"

CHE2 852 oo

"LoadBalancerName": "my-loadbalancer",
"LoadBalancerAttributes": {
"AccesslLog": {
"S3BucketName": "amzn-s3-demo-loadbalancer-logs",
"EmitInterval": 60,
"Enabled": false,
"S3BucketPrefix": "my-app"
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https://docs.aws.amazon.com/AmazonS3/latest/userguide/creating-buckets-s3.html
https://console.aws.amazon.com/ec2/
https://docs.aws.amazon.com/cli/latest/reference/elb/modify-load-balancer-attributes.html
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