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HE), o|Azt(=otH|E),
FHLICE M (Z7HEI), OF A
of E{H F (2 2i|o|Alo}), of
Alot ERE (22| O Alo}),

ENETEE

il
i
o
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Amazon EMR Amazon EMR & Z|= 7}0|=

OsRelea Amazon Linux 7{'s & ME JtsE M XeEl=E 2™

Label(Ar

zon

Linux

)

2023 6.1.128-136.201.am 2025\ 32 8 0|5 S5 (HX|LIot 55,

H6& zn2023 0= s8(@s0|2), O0/=

2025 MEEe[ZLot =8), O

= 2 MR(ERD), RH(AS

218.2 =8), #E(Hetk), 7H

=1 (ZHIFEE), FEH(OIY
fHe), REHERT), S8

OF AlO} EHEE 2F(
Alot EfE (=), Of Alo}
EfE (M Z), Ok Alo} EHE
% (QALFL), ofAlot Ef T
(&7tZ2), ot Alot EfH
(AME=L), obAlot EHEE (R}
Ft2E}), ofZ 2|F7HFH 0| =
Et2), & otH 2IFH A 2
£), &5(dtellel), FHLtct
(B5), AWS GovCloud(O|
= M%&), AWS GovCloud(
Ol s8), 5=(H0|%),
S=('2AF), ok Alo} EHE
&(5to|ClEtHtE), B8
(UAE), fE(&H 2, f&
(FI2l3l), ok Alo} Ef T F(H
HE), o|AEtA(EotH|E),
FHLECE M (Z7HEI), OF A
of EHE (i[O Alo}), of
Alot EfE k(2 e 0| Alo}),

ENETE

il
i
o
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Amazon EMR Amazon EMR & Z|= 7}0|=

OsRelea Amazon Linux 7{'s & ME JtsE M XeEl=E 2™

Label(Ar

zon

Linux

)

2023 6.1.127-135.201.am 2025'H 22 26 0|= S (HX|LIot 55,

H6E zn2023 0= S8(235t0|2), 0=

2025 MEFE2[ZLot =8), O

= 2 MR (ED), RH(AS

211.0 £E), R(Yat), R
(ZFEIFEE) fE(OIL
), (), R

of Alo} EHE 2(
Alot EHE (=), Ot Alo}
ENE & (A{2), ot Alot EHE
L (2ALFE), of Alof EfE
(A7t 2), ot Alot EHE Y
(AMEL), ofAlot ERE (Rt
Ft2E}), ot Z 2|Z7HFH 0| =
Et2), ZotH2IFH A o2
£), s Htalel), ZHLtct
(B55), AWS GovCloud(O|
= ME), AWS GovCloud(
0= S8), 5= (H0lE),
S3('SAF), ot Alot EHE

& (SHO|CIEHHIE), &5
(UAE), 8 (&H ), &
(F2lsl), ot Alo} EHET (L
HE), o|Azt(=otH|E),
FHLICE M (Z7HEI), OF A
of E{H F (2 2i|o|Alo}), of
Alot ERE (22| O Alo}),

ENETEE

il
i
o
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Amazon EMR Amazon EMR & Z|= 7}0|=

7.9.0 7|2 Java HHZ

Amazon EMR ZI2|A 7.9 0|42 Apache LivyE A 2|3t 1 Corretto 17(OpendDK)E X| 5= OfEZ 2]
70| MHof| 7|22 2 Z Amazon Corretto 17(OpenJDK 7|2h 1t & 74 M3 ElLICt

Ct= E0i= Amazon EMR 7.9.02| o Z2|7|0|Mof CHEt 7| Java HTO| L2t /& Lict EB{AE9
7|# JVM2 #HE5t2dH 22| AEOM A-ET|= ZF o Z2[7H0|Moi| CHal S7% Java 7t HAIS AL
st = ofZ2|#H oM Mol XIS WELICH 2R{AE|AME Java HEFY A 171k AFRE £ 9
&Lt Amazon EMR2 S8t 2E{AEOM CHESE HEIR TS M8 MECHE == E= OHE
2l70lME M™st=E WS RIHSHR| et&LICH.

—

Application Java 2! Amazon Corretto (7|22t 2 =2
2 EA|)
HE} 17,11, 8
Flink 17,11, 8
HBase 17,11, 8
HCatalog 17,11, 8
Hadoop 17,11, 8
Hive 17,11, 8
Hudi 17,11, 8
Iceberg 17, 11
Livy 17,11, 8
Oozie 17,11, 8
I|=lA 17,11, 8
PrestoDB 8
Spark 17,11, 8

Spark RAPIDS

17,11, 8
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Amazon EMR Amazon EMR & Z|= 7}0|=

Application Java & Amazon Corretto HE(7 |22/ 2 = 2]
2 EA)

Tez2| Hive A& AlZt H|m 17,11, 8

Trino 21,17

Zeppelin 17,11, 8

Pig 17,11, 8

Zookeeper 17,11, 8

7.9.0 718 24 HT

O| 2IZ|AE &3l Amazon EMRO| Mx[5t= T4 4= CtE1 Z&LCH Y5 = 2 Clo|E ofEE|
Flo|M mi7|x|o] Y2 MxIELIC LIHX|E Amazon EMRO| T8 8HH AlAE EEHI& HUls=E
Q5 dxIEILICH Ol YO 2 emr & awsE AIZHELICH 2|2 Amazon EMR Z2|29| 2! O 0|
E{ ofZ 27| 0|M mF7[X|= LEtXo = FHFLIE|o|M H7dE &[4 HAJL|CH 7HsE %._ i 2] Amazon
EMRO|M AR LIE| 2IZIAE MSELICH

Amazon EMRS| & 7 A= HRLIE| HT CHELICEH Ol 7+ 240=
CommunityVersion-amzn-EmrVersion ¥4|0] A B|0|20]| YU&LICH EmrVersion 004 A
AIZFBILICE Ol & E01, T 2.22 myapp-componentEte LE AA HRFRLIE| 24 QA7 CHE
Amazon EMR ZZ|A0 ZRE|EE M H =HE F2 T 2E2|A HHR 2.2-amzn-22 LIEEL]
Cf.

TE A 7 ME

adot-java-agent 1.31.0 of Z 2|71|0|M CHZ (daemon)of
M X|EE £El5t= Java 010]
MELICH.

delta 3.3.0-amzn-1 Delta Lake= YCHEF 249 | O
E{ MEE {8t 2E Hol2 &
AlRlL|ct,
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Amazon EMR Amazon EMR & Z|= 7}0|=

FHE A A A
emr-amazon-cloudwatch- 1.300032.2-amzn-0 Amazon EC2 QIAEIAO|A LK
agent 2 AAER =& X|EQ AHEXt

X8 ofEE|70|ME K| E =
Zlst= ofZ (7 oM Lt

emr-ddb 5.7.0 5t ol ZA[AE] ofE2[7|0|M
& Amazon DynamoDB 7{<Eq

emr-goodies 3.18.0 Helet 5tE o ZAIAHE F
7t 2tol=22 2|
emr-kinesis 3.22.0 StE Ol ZAIAE o Z2|7| 0|

2 Amazon Kinesis 7{=!E.

emr-notebook-env 1.18.0 Jupyter Enterprise Gateway7}
X E EMR =ES& Conda
&3

emr-s3-dist-cp 2.39.0 Amazon S3& L2 2 %|™M35E

E AL S AL ol Z2[7H| 0| M.

emr-s3-select 2.18.0 EMR S3Select 7{=!E]

emr-wal-cli 1.3.4 emrwal SE/AK|0]| AR E|E
CLIIL|C}.

emrfs 2.70.0 5t Ol ZA[AE! o E 2|7 0|M

2 Amazon S3 F{4lE.

o

flink-client 1.20.0-amzn-3 Apache Flink @& & Z2}0|¢d
E A3Z|E 9l ojZ2|7o|M

flink-jobmanager-config 1.20.0-amzn-3 Apache Flink JobManagero]|
CHSt EMR = EO0|M B[AAE
Zrelghlct
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Amazon EMR Amazon EMR Z/2|= 7}0|=

TFHEA ™ MH

hadoop-client 3.4.1-amzn-1 'hdfs', 'hadoop’, 'yarn' S+ &
2 5t BBE ZFEI0[HE

hadoop-hdfs-datanode 3.4.1-amzn-1 ESE XMESt= HDFS =
TZ& MH|A&

hadoop-hdfs-library 3.4.1-amzn-1 HDFS @& & Z20|E &
ctolE 2|

hadoop-hdfs-namenode 3.4.1-amzn-1 jrigel |% ol 25 QX|E FH
St= S MH|A

hadoop-hdfs-journalnode

hadoop-httpfs-server

hadoop-kms-server

hadoop-mapred

hadoop-yarn-nodemanager

hadoop-yarn-resour
cemanager

hadoop-yarn-timeline-server

3.4.1-amzn-1

3.4.1-amzn-1

3.4.1-amzn-1

3.4.1-amzn-1

3.4.1-amzn-1

3.4.1-amzn-1

3.4.1-amzn-1

HA 22 AEM 3t T+
AMAEI XD E &2lst7| et

flE
HDFS MH|A&

HDFS 2 doi Ci gt HTTP 1=
ZQIE

5E 2| KeyProvider APIZ 7|
o2 ot= &E 8 7| 22l M
E

MapReduce OfZ Z|70|M2
A& 5t= MapReduce &/ 2
Zl 2tolee{E|

e = =9| Z4H|0|LHE &2
st= YARN AMH|A

2R{AE 24 T
2i7lolMg B o
YARN AH|A

Ab of
2|5t

bl
Mk

o
[
ol
rr

bl

ol

=

=

YARN OH%EIHIOI/\=|o 24X
715 2 & 7HM2E AH|&
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Amazon EMR Amazon EMR ZZ|= 7}0|=
THE A B =
hbase-hmaster 2.6.2-amzn-0 2l =Y 4 oo HEo| AR
g G955t HBase EHAFE]
& MH|A
hbase-region-server 2.6.2-amzn-0 $t 71 o|&f o] HBase 2|70l M
HIAE M35 MH|A
hbase-client 2.6.2-amzn-0 HBase H™ & 2CI0|HE
hbase-rest-server 2.6.2-amzn-0 HBase& RESTful HTTP 2=
EQIEE M35t MH|A
hbase-thrift-server 2.6.2-amzn-0 HBaseOl Thrift IEZQIEE
MSstE MHlA
hbase-operator-tools 2.6.2-amzn-0 Apache HBase 2{AEHE =
=
hcatalog-client 3.1.3-amzn-18 hcatalog-serverg Z’d3t7| €l
8t 'hcat' BHEE 2CI0|UE
hcatalog-server 3.1.3-amzn-18 Mo E 7ol AEEK|
#Z2| A E, = 0|Z & HCatalog
EAN -Z-EF: MH|A
hcatalog-webhcat-server 3.1.3-amzn-18 HCatalog0ll REST QIE{H 0| A
E N33t HTTP A= ZQIE
hive-client 3.1.3-amzn-18 Hive 3@ ZE 22I0|ME
hive-hbase 3.1.3-amzn-18 Hive-hbase ZE}0|1E
hive-metastore-server 3.1.3-amzn-18 st& Ao cidt sQLE m|Et

ClOIE7F ME El= AITHE] 2
ZX|E2|Q! Hive HIEFAE 00
HM|ASHZ| @8 MH|A
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Amazon EMR Amazon EMR ZZ|= 7}0|=

TE A A AE

hive-server2 3.1.3-amzn-18 Hive #HZIE ¢ REoZ &
St7| {8t MH|A

hudi 0.15.0-amzn-6 W2 At =2 52
O Z O|o|E mto|=Zztelg +
S5t & Ml ZH L.

hudi-presto 0.15.0-amzn-6 HudiZ PrestoE A&3t7| 2
st HE 2tol=2d2l.

hudi-trino 0.15.0-amzn-6 Hudi®t &7 TrnioE A& st7|
Qst HE glo|E Bl

hudi-spark 0.15.0-amzn-6 Hudi?t & 7 Spark& &l&ist7|
Qst HE Zlo|=BEl.

hue-server 411.0 ot & | A|AE! ofZ 2|7 0|M
= Ar&75t04 Cl|O|EHE 245t
= 2 ofE2[7| oM.

iceberg 1.7.1-amzn-2 Apache Iceberge Y CHEH 24
ClolE| MIEE ?[8t 2 H|O|
£ gAelLct.

jupyterhub 1.5.0 Jupyter Notebook& CtE AtE
NWSI=E

livy-server 0.8.0-incubating Apache Spark2} & 5 Z-&35}7|
28t REST QIE{H|0|A

nginx 1.12.1 HTTPQ! nginx [engine x] & &4
e TEA| M

mariadb-server 5.5.68 0|4t MariaDB Ci| O|E{H| O] A AMEH.

nvidia-cuda 12.3.0 Nvidia E2t0|B{2} Cuda =+

7| E
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Amazon EMR Amazon EMR & Z|= 7}0|=

FME A B &4 A od

o — = O

oozie-client 5.2.1 Oozie BHE ZLI0|UE

oozie-server 5.2.1 Oozie HIEZZ 23S +2tst
= MH|A

opencyv 4.7.0 QE AL HFH H|H Blo|=
22|

phoenix-library 5.2.1 M & Z2+0|21E 2| phoenix
ctolE 2|

phoenix-connectors 6.0.0 Spark-3& Apache Phoenix 74
=

phoenix-query-server 6.0.0 Avatica API0 CHEH JSON & 4]

HMIA L Z2EZ H{IH HA|
AE H|25104{ JIDBC HAMAE
M3ste 43 MH

presto-coordinator 0.287-amzn-3 presto-worker2| #2|& T2 5t
1 2{E| ™S 2Elsts AH|
A

presto-worker 0.287-amzn-3 oz] F{EIE Al™dst= MH[A.

presto-client 0.287-amzn-3 Presto AMH{7} A|ZHE|X| ©f 2

HA 22{AE{°| CH7| Ot AE{0]
Mx|El Presto HEZE Z2}0|

HE,

trino-coordinator 467-amzn-2 trino-workers 2| #2|& &5}
o HE| A™ME #elste M|
sy

trino-worker 467-amzn-2 o F2|E ™St MH|A.
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Amazon EMR Amazon EMR 2 Z|= 7t0|E

THd A HZ =k

trino-client 467-amzn-2 Trino AME{7F A|ZFE|X| @I2
HA Z22{AE|o| Ci7| OFAE{O
MX|E Trino BHEZE Z2t0(2
E

pig-client 0.17.0 Pig @Y & Z2I0|E

r 4.3.2 SH HAFEE REZENE

ranger-kms-server 2.0.0 Apache Ranger 7| #2| AlA
=
[=|

spark-client 3.5.5-amzn-0 Spark BHEE Z20|E.

spark-history-server 3.5.5-amzn-0 2t 2 El Spark o Z 2|71 0| M9
Z=Hoi CHsH 7| =€l O|HIEE
ZZ[st= # Ul

spark-on-yarn 3.5.5-amzn-0 YARNS 9l M2 2| A& AEl

spark-yarn-slave 3.5.5-amzn-0 YARN &Z|0|E0M ER3t

spark-rapids

tensorflow

tez-on-yarn

tez-on-worker

25.02.1-amzn-0

2.16.1

0.10.2-amzn-16

0.10.2-amzn-16

Apache Spark 2t0|E242I.

GPUZ Apache SparkZ 7%
8l 5= Nvidia Spark RAPIDS
=32l

TensorFlows T1AMS £x%| A|

MELLE LA LATEQ0] 2t

ol2z{z|lLCt.

tez YARN OHZ2|7{[0| M & 2}
olE2zzl.

?74 = E0i| CHEt tez YARN Of
Zcl7lold & 2tolE {2l
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Amazon EMR Amazon EMR & Z|= 7}0|=

SFER=PY 7 L=

zeppelin-server 0.11.1 CHate Cl|lo|e &440| 7tsEt
#olgtES

zookeeper-server 3.9.3-amzn-1 +48 "2 || &2, o|§ |
1 |

zookeeper-client 3.9.3-amzn-1 ZooKeeper BHEZE Z2}0[2A

790 FE &7

THERE MM oS 2FH0IME AR XIHE £ Ql&LICH Ol 55 hive-site.xmllt Z
O oiZE[70lM el T8 XML T ol sHEBFLICH AHAEF LIS 2 OiZE[701M 778 EHoiE |
Al2.

F>|
oh
Zﬂl

A srete Al of Chet 7442 x|

3 as
% XH-_r“éj AR AIFFEFLICE REMIE H%

m°l'
o 4>
oo
[t
r
ful
>
3
Q)
N
O
-}

= O oI_I
EMR2 AMER7t +74&t
MeIAEA JF M7d

emr-7.9.0 &

=% ME M7 A
capacity-scheduler 3t= capacity-scheduler.xml Restarts the ResourceM
kol gtg Hagg L ct. anager service.
container-executor 5= YARNZ| container- Not available.
executor.cfg It O| Zt S #H3
g LICH
container-log4j 5l& YARNZ2| container- Not available.
log4j.properties I+ 90| Zt S
AgfLict.
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Amazon EMR Amazon EMR & Z|= 7}0|=

= M AT A 5

core-site St & core-site.xml It U2l ZfE2  Restarts the Hadoop

Aguct. HDFS services Namenode,
SecondaryNamenode,
Datanode, ZKFC, and
Journalnode. Restarts the
Hadoop YARN services
ResourceManager,
NodeManager, ProxyServ
er, and TimelineServer. Ad
ditionally restarts Hadoop
KMS, Ranger KMS, HiveServe
r2, Hive MetaStore, Hadoop
Httpfs, and MapReduce-
HistoryServer.

docker-conf Docker &34 MM E HZAE L Not available.

emrfs-site EMRFS AHE& wd4dgLict. Restarts the Hadoop
HDFS services Namenode,
SecondaryNamenode,
Datanode, ZKFC, and
Journalnode. Restarts the
Hadoop YARN services
ResourceManager,
NodeManager, ProxyServ
er, and TimelineServer. Ad
ditionally restarts HBaseRegi
onserver, HBaseMaster,
HBaseThrift, HBaseRest,
HiveServer2, Hive MetaStore
, Hadoop Httpfs, and
MapReduce-HistoryServer.
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Amazon EMR Amazon EMR &Z|= 70|=
= =ES M 2
flink-conf flink-conf.yaml A& &g Restarts Flink history server.
L[C.
flink-log4j Flink log4j.properties A& 2 Restarts Flink history server.

flink-log4j-session

flink-log4j-cli

hadoop-env

BHEELICH

Kubernetes & Yarn A|0]
CHEt Flink log4j-session.prop
erties &2 HAFLICH

Flink log4j-cli.properties A%
£ HagLch

Restarts Flink history server.

Restarts Flink history server.

Restarts the Hadoop

HDFS services Namenode,
SecondaryNamenode,
Datanode, ZKFC, and
Journalnode. Restarts the
Hadoop YARN services
ResourceManager,
NodeManager, ProxyServ
er, and TimelineServer. Ad
ditionally restarts PhoenixQu
eryserver, HiveServer2, Hive
MetaStore, and MapReduce-
HistoryServer.
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Amazon EMR

Amazon EMR 2 Z2|= 7}0|=

H =
=TT

hadoop-log4j

hadoop-ssl-server

hadoop-ssl-client

hbase

hbase-env

hbase-log4j2

hbase-metrics

nx
0%

E log4j.properties It 0| Zt
&g LICt

ol

mo

hadoop ssl M & & B4 E
L|C.

hadoop ssl 22I0|21E M4 S
HEgrLlCt

Apache HBaseOi| CHi &t
Amazon EMR #Z[0|E M™
L|C}.

HBase 49| 7t g448& L
C}.

HBase 2| hbase-log4j2.prope
rties TtUO|M gt BHEE L
Ct.

HBase hadoop-metrics2-hb
ase.properties It 9| Zt & 14
Aot

AT A B

Restarts the Hadoop
HDFS services Secondary
Namenode, Datanode,
and Journalnode. Resta
rts the Hadoop YARN
services ResourceManager,
NodeManager, ProxyServ
er, and TimelineServer. Ad
ditionally restarts Hadoop
KMS, Hadoop Hittpfs, and
MapReduce-HistoryServer.

Not available.

Not available.

Custom EMR specific
property. Sets emrfs-site and
hbase-site configs. See those
for their associated restarts.

Restarts the HBase services
RegionServer, HBaseMaster,
ThriftServer, RestServer.

Restarts the HBase services
RegionServer, HBaseMaster,
ThriftServer, RestServer.

Restarts the HBase services
RegionServer, HBaseMaster,
ThriftServer, RestServer.
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Amazon EMR Amazon EMR &Z|= 70|=
2= L K74 e
hbase-policy HBase hbase-policy.xml I} & Not available.
o| ZtE wHA@ELICH.
hbase-site HBase hbase-site.xml| I} 9| Restarts the HBase services

hdfs-encryption-zones

hdfs-env

hdfs-site

hcatalog-env

hcatalog-server-jndi

hcatalog-server-proto-hive-site

hcatalog-webhcat-env

hcatalog-webhcat-log4j2

fE HEELICL

HDFS hdfs-site.xml2| S &4
gt

HCatalog t732| 2t2 wHZ4E
L|C}.

HCatalog jndi.properties &2
o| Ztg HEELct

HCatalog proto-hive-site.xml2]
e HEFLICH

HCatalog WebHCat 72| 2t
2 HEFLIC

HCatalog WebHCat log4j2.pr
operties@| gt BEgLICt.

RegionServer, HBaseMast
er, ThriftServer, RestServer.
Additionally restarts Phoenix
QueryServer.

This classification should not
be reconfigured.

Restarts Hadoop HDFS
services Namenode,
Datanode, and ZKFC.

Restarts the Hadoop
HDFS services Namenode,
SecondaryNamenode,
Datanode, ZKFC, and
Journalnode. Additionally
restarts Hadoop Hittpfs.

Restarts Hive HCatalog
Server.

Restarts Hive HCatalog
Server.

Restarts Hive HCatalog
Server.

Restarts Hive WebHCat
server.

Restarts Hive WebHCat
server.
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Amazon EMR & Z|= 7}0]|

=

H =
=TT

hcatalog-webhcat-site

hive

hive-beeline-log4j2

hive-parquet-logging

hive-env

hive-exec-log4j2

hive-llap-daemon-log4j2

hive-log4j2

hive-site

Ad404
=o

HCatalog WebHCat webhcat-
site.xml T Q| Zf S HEE L
Ct.

Apache Hiveo CH&t Amazon
EMR Fil0|E M LCt.

Hive beeline-log4j2.properties
ool k2 HEgLICH.

Hive parquet-logging.pr
operties It A Q| 7S BHE L

Hive hive-exec-log4j2.p
roperties It 0| /2 HAEE
LICE.

Hive llap-daemon-log4;2
.properties TtUO| gt =2 P& g
LICE.

Hive hive-log4j2.properties I}
Yol ZtE HEELICH

Hive hive-site.xml| I} 2 Q| Zf &
AL}

AT A B

Restarts Hive WebHCat
server.

Sets configurations to launch
Hive LLAP service.

Not available.

Not available.

Restarts HiveServer2,
HiveMetastore, and Hive
HCatalog-Server. Runs Hive
schemaTool CLI commands to
verify hive-metastore.

Not available.

Not available.

Not available.

Restarts HiveServer2,
HiveMetastore, and Hive
HCatalog-Server. Runs Hive
schemaTool CLI commands
to verify hive-metastore. Also
restarts Oozie and Zeppelin.
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Amazon EMR 2 Z2|= 7}0|=

H =
=TT

hiveserver2-site

hue-ini

httpfs-env

httpfs-site

hadoop-kms-acls

hadoop-kms-env

hadoop-kms-java-home

hadoop-kms-log4j

hadoop-kms-site

hudi-env

hudi-defaults

iceberg-defaults

Ad404
=o

Hive Server2 hiveserver2-
site.xml Tt O| 7} S BHE =L
Ct.

Hue ini It 0| 2fS HEE L

Cth.

HTTPFS & Z2| 22 M
L|ct.

3l & httpfs-site.xml ZFL 2| Zf
H

otE KMS &89l gt HEe

L|Ct.

Hadoop2| KMS java & #4743

Hudi2| hudi-defaults.conf I} &
oM Zt& HZAELICt

Iceberg 2| iceberg-defaults.c
onf Tt UM 2t S HEFLICH

AT A B

Not available.

Restarts Hue. Also activates
Hue config override CLI
commands to pick up new
configurations.

Restarts Hadoop Httpfs
service.

Restarts Hadoop Httpfs
service.

Not available.

Restarts Hadoop-KMS
service.

Not available.

Not available.

Restarts Hadoop-KMS and
Ranger-KMS service.

Not available.

Not available.

Not available.
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Amazon EMR & Z|= 7}0]|

=

H =
=TT

delta-defaults

jupyter-notebook-conf

jupyter-hub-conf

jupyter-s3-conf

jupyter-sparkmagic-conf

livy-conf

livy-env

livy-log4j2

mapred-env

mapred-site

oozie-env

oozie-log4j

Ad404
=o

Delta2| delta-defaults.conf I}
UM gte HEELICE

Jupyter Notebook2| jupyter_n
otebook_config.py It oi| A Zt
£ HEF LI

JupyterHubs 9| jupyterhu
b_config.py Tt LA ZtS
agct

Jupyter Notebook S3 X|<&4d
T8
Sparkmagic2| config.json I+

o| ¢tE HEFLICH

Livy 2| livy.conf It 4 9O| Zt S
Aot

Livy log4j2.properties & &
BHZEE L

MapReduce OfZ 2|7i[0]41 &
d9| gt HEFLICH

MapReduce O Z 2|7 0|M
mapred-site.xm| It o| 7k
HZEE LI

Oozie oozie-log4j.properties
ol gt S HEg LI

AT A B

Not available.

Not available.

Not available.

Not available.

Not available.

Restarts Livy Server.

Restarts Livy Server.

Restarts Livy Server.

Restarts Hadoop MapReduce-
HistoryServer.

Restarts Hadoop MapReduce-
HistoryServer.

Restarts Oozie.

Restarts Oozie.
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= = AN =
oozie-site Oozie oozie-site.xml It 2| ZF  Restarts Oozie.

phoenix-hbase-metrics

phoenix-hbase-site

phoenix-log4j2

phoenix-metrics

pig-env

pig-properties

pig-log4;

presto-log

presto-config

presto-password-authenticator

presto-env

= HEFLICH

Phoenix hadoop-metrics2-hb
ase.properties It 9| 7} =
Aot

Phoenix hbase-site.xml I} & 9|
e HgeLct

Phoenix2| log4j2.properties I}
of| A gt2 HagtLct.

Phoenix hadoop-metrics2-ph
oenix.properties I+ 9| 72

HZBLIC

Pig @0l Zt2 ¢4 ELICt

IIIIO

Pig pig.properties I} 0| Zt
B ZE gt

Pig log4j.properties It 9| Zt
£ HEELC

Presto log.properties I} 9|
7t B4745HL|C)

HA =2 L—

Presto config.properties I+
o| zt= wdZdstL|C}.

HAEZE L-_OH
Presto2| password-authentic
ator.properties It 20| 7} 2
AgfLct.

Presto2| presto-env.sh I} 0]
M g2tg #HEELct

Not available.

Not available.

Restarts Phoenix-QueryServe
r.

Not available.

Not available.

Restarts Oozie.

Not available.

Restarts Presto-Server (for
PrestoDB)

Restarts Presto-Server (for
PrestoDB)

Not available.

Restarts Presto-Server (for
PrestoDB)
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presto-node

presto-connector-blackhole

presto-connector-cassandra

presto-connector-hive

presto-connector-jmx

presto-connector-kafka

presto-connector-lakeformat
ion

presto-connector-localfile

presto-connector-memory

presto-connector-mongodb

presto-connector-mysq|

presto-connector-postgresq|

A4 O
= O

Presto2| node.properties It
oM gt2 Haguct

Presto blackhole.properties It

Yol gfS HEELICH

Presto cassandra.properties
ol 7t HEE LIt

Presto hive.properties I} 2]
e HEFLIC

Presto jmx.properties I} 9|
k2 W@

Presto kafka.properties I} & 2|
2 HEFLIC

Presto2| lakeformation.prop
erties TFUOIM 72 BHEEL
Ct.

Presto localfile.properties I} &
o| Zt2 HAEE L.

Presto memory.properties It

o| gt HBELICH

Presto mongodb.properties I}

Uo| gte HEE LI

Presto mysq|.properties I}
o| gt HEFLICE.

Presto postgresql.properties
ol gt S HEg LI

AT A B

Not available.

Not available.

Not available.

Restarts Presto-Server (for

PrestoDB)

Not available.

Not available.

Restarts Presto-Server (for
PrestoDB)

Not available.

Not available.

Not available.

Not available.

Not available.
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presto-connector-raptor

presto-connector-redis

presto-connector-redshift

presto-connector-tpch

presto-connector-tpcds

trino-log

trino-config

trino-password-authenticator

trino-env

trino-node

trino-connector-blackhole

trino-connector-cassandra

AdOd
= O

Presto raptor.properties I+
o| gt HEFLICH

Presto redis.properties I} 9|
22 HagLco.

Presto redshift.properties I+l
o| gt wiEgLICt

Presto tpch.properties I} 9|
e HEFLIC

Presto tpcds.properties I} 9|
22 WagL .

Trino2| log.properties I} 0]
M 2t eEgct.

Trino2| config.properties It
oM 2t =2 HEFLICH

Trino2| password-authentic

4 =1

ator.properties I} A0{|AM gt

HZELICH

Trino2] trino-env.sh I} 04| Aq
Zrg wAsghct.

Trino2| node.properties I}
oM gt2 HEg Lt

Trino2| blackhole.properties
oM 2k BHE gL CH

Trino2| cassandra.properties
ool M gt S BFE g LICh

AT A B

Not available.

Not available.

Not available.

Not available.

Not available.

Restarts Trino-Server (for

Trino)

Restarts Trino-Server (for
Trino)

Restarts Trino-Server (for
Trino)

Restarts Trino-Server (for
Trino)

Not available.

Not available.

Not available.
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trino-connector-delta

trino-connector-hive

trino-exchange-manager

trino-connector-iceberg

trino-connector-hudi

trino-connector-jmx

trino-connector-kafka

trino-connector-localfile

trino-connector-memory

trino-connector-mongodb

trino-connector-mysq|

trino-connector-postgresql

Ad404
=o

Trino2| delta.properties I+
ol M 2t 2 BHEELICH

Trino2| hive.properties I} 01|
M 2t eEgLCt.

Trino2| exchange-manager.p
roperties I+ 0l 7t 2 44
gfLic

Trino2| iceberg.properties It
LM 2t 2 HEELICH.

Trino2]| hudi.properties I} 0]
M 2t wZEgct

Trino2| jmx.properties I} 0]
M gtg HEgLch

Trino2| kafka.properties I+
oM 2t =2 HEFLICH

Trino2| localfile.properties It
LM 22 HE gLt

Trino2| memory.properties It
Lol M 2t HEELICE

Trino2| mongodb.properties
oM 2t BEE Lt

Trino2| mysql.properties I}
ol M 2t 2 BHEELICE.

Trino2| postgresql.properties
ool M gt S BFE g LICh

AT A B

Restarts Trino-Server (for
Trino)

Restarts Trino-Server (for
Trino)

Restarts Trino-Server (for
Trino)
Restarts Trino-Server (for
Trino)

Restarts Trino-Server (for

Trino)

Not available.

Not available.

Not available.

Not available.

Not available.

Not available.

Not available.
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trino-connector-raptor

trino-connector-redis

trino-connector-redshift

trino-connector-tpch

trino-connector-tpcds

ranger-kms-dbks-site

ranger-kms-site

ranger-kms-env

ranger-kms-logback

ranger-kms-db-ca

spark

Ad404
=o

Trino2| raptor.properties I+
ol M 2t 2 BHEELICH

TrinoQ| redis.properties I}
oM 2t 2 HEg LIt

Trino2| redshift.properties I}
LM ZtE HAE LICH

Trino2] tpch.properties It 0]
M 2t HZAgLCH.

Trino2| tpcds.properties I+
oM gt2 Hagct

Ranger KMSO{| A dbks-site
xml It Yol gt WHAE LIt

Ranger KMSO| A ranger-kms-
site.xml T Q| Zf S BHEE L
Ct.

Ranger KMS 39| 7t ¥4
gLt

Ranger KMS 2| kms-logba
ck.xml TtUo| M gt2 BHE gL
Ct.

Ranger KMS2}+2| MySQL SSL
HAENM CA ool g2 g

gfLCH.

Apache Spark0il CH8t Amazon
EMR F2[0|E MEelL|Ct

AT A B

Not available.

Not available.

Not available.

Not available.

Not available.

Restarts Ranger KMS Server.

Restarts Ranger KMS Server.

Restarts Ranger KMS Server.

Not available.

Not available.

This property modifies spark-
defaults. See actions there.
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spark-defaults

spark-env

spark-hive-site

spark-log4;j2

spark-metrics

tez-site

yarn-env

yarn-site

zeppelin-env

Ad404
=o

Spark spark-defaults.conf It

o| g2 HEFLICH

the Spark gt29| gt wE¢st
L|C.

Spark hive-site.xml Z} Q| Zt
2 WHZEFLICH

Spark2| log4j2.properties It
ol M 2t 2 BHEELICH

Spark metrics.properties I+
of 42 HagLct.

Tez tez-site.xml| Tt o| Zt2
A LI

YARN #39| gt HEEL

Ct.

YARN yarn-site.xml It 9| Zt
£ HEELc

AT A B

Restarts Spark history server
and Spark thrift server.

Restarts Spark history server
and Spark thrift server.

Not available.

Restarts Spark history server
and Spark thrift server.

Restarts Spark history server
and Spark thrift server.

Restart Oozie and HiveServe
r2.

Restarts the Hadoop YARN
services ResourceManager,
NodeManager, ProxyServ

er, and TimelineServer. Ad
ditionally restarts MapReduce-
HistoryServer.

Restarts the Hadoop YARN
services ResourceManager,
NodeManager, ProxyServ
er, and TimelineServer. Ad
ditionally restarts Livy Server
and MapReduce-HistoryS
erver.

Restarts Zeppelin.
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zeppelin-site zeppelin-site. xmIO|A 4 A Restarts Zeppelin.

zookeeper-config

zookeeper-logback

emr-metrics

2025-05-19

2025-05-19

2025-05-19

Amazon EMR &l

A O

e

7.8.0 X|

=8B 37

g HEELICL

ZooKeeper zoo.cfg Tt 9| Z}
= Hag o,

ZooKeeper2| logback.xml I}
LM 2t HEFLICE

off CH8t emr X|E A

EM HAl

HiZ 2t=

E7| Mg Eela

£ 7.8.0

Restarts Zookeeper server.

Restarts Zookeeper server.

Restarts the CloudWatc
hAgent service.

Ad04
= o

Amazon EMR 7.9.0 22|A A
B E|Z= HA|

XHEl= 2 E 2|0l Amazon
EMR 7.9.0 2t i =

Amazon EMR 7.9.00| & 7| &
2 2|0 M2 HjZEH

CtE E oAM= Amazon EMR ZI2|A 7.8.001 X|[¥ElE 8 F7| dmE dBEfLICH

K| EHA|

=7| gg|A It

=

20254 38 7
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X3 EA

780 BEA FE 24

Amazon EMR 7.8.00{l= C}& o Z2|7|o|A0]| Z &[0 QY

=

2027'4 32 6L
20274 3 74

2028 3% 7

AmazonCloudWatchAgent, Delta, Flink, Hadoop, HBase, HCatalog, Hive, Hudi, Livy, Iceberg,

JupyterEnterpriseGateway, Phoenix, Spark, Tez, Trino, Zookeeper

7t

oo

2.
— .

i

Hue, JupyterHub, Oozie, Pig, Presto, TensorFlow, Zeppelin

2 H

7.8.0 OHEZ 2|7 0| A

3t=| ol 7| X|ol| CHEF RFA|EH LI
AT U F7 g50f cHEt REAMIEH LIS

2 Amazon EMR 7.x Z2

I._ HHE HESMR. 2

£ Amazon EMR &

0| &2|A0ll= AmazonCloudWatchAgent, , Delta, Flink, HBase, HCatalog, Hadoop, Hive,

Hudi, Huelceberg, JupyterEnterpriseGateway, JupyterHub, Livy, Oozie, , Phoenix, Pig, Spark,

PrestoTensorFlow, Tez, TrinoZ! o1& 2|71|0|440| Z & k|04 Zeppelin®d & LICtZooKeeper.

otz Eflo|E0f= O]t Amazon EMR ZIZ|AM|M AFE2E
Amazon EMR Z2|A Y S

Zt Amazon EMR ZI2|A 0| M ofZ 2|7 0|M HZF2

* Amazon EMR 7.x &

2lA

o| o E2|7H0|4H HH

ol

MA 7|52 ohE =X

M
ik

» Amazon EMR 6.x 2

2|A

o| ofE 2|70l HE

« Amazon EMR 5.x &l

2lA

o| o E 2|70l HH

* Amazon EMR 4.x 2

2lA

o| o E2|7i0|4 HE

HEE|91|0I*4 HHHD o™ Ml 7HK|
st= d<2)2l ofE2|7 0l o] Lt

=
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https://docs.aws.amazon.com/emr/latest/ReleaseGuide/emr-release-app-versions-7.x.html
https://docs.aws.amazon.com/emr/latest/ReleaseGuide/emr-standard-support.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/Install-CloudWatch-Agent.html
https://delta.io/
https://flink.apache.org/
http://hbase.apache.org/
https://cwiki.apache.org/confluence/display/Hive/HCatalog
http://hadoop.apache.org/docs/current/
http://hive.apache.org/
https://hudi.apache.org
http://gethue.com/
https://iceberg.apache.org/
https://jupyter-enterprise-gateway.readthedocs.io/en/latest/
https://jupyterhub.readthedocs.io/en/latest/#
https://livy.incubator.apache.org/
http://oozie.apache.org/
https://phoenix.apache.org/
http://pig.apache.org/
https://spark.apache.org/docs/latest/
https://prestodb.io/
https://www.tensorflow.org/
https://tez.apache.org/
https://trino.io/
https://zeppelin.incubator.apache.org/
https://zookeeper.apache.org
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Of & 2[7i[0]4d T

AWS Java&
SDK

Python
Scala

AmazonClo
udWatchAgent

Delta
Flink
Ganglia
HBase
HCatalog
Hadoop
Hive
Hudi

Hue
Iceberg

JupyterEn
terpriseGateway

JupyterHub
Livy

MXNet

A

O -l

emr-7.8.0

2.29.52,
1.12.780

3.9, 3.1
2.12.18

1.300032.2

3.3.0-amzn-0

1.20.0

2.6.1

3.1.3

3.4.1

3.1.3
0.15.0-amzn-5
4.11.0
1.7.1-amzn-1

2.6.0

1.5.0

0.8.0

emr-7.7.0

2.29.44,
1.12.780

3.9, 3.1
2.12.18

1.300032.2

3.2.1-amzn-2

1.20.0

2.6.1

3.1.3

34.0

3.1.3
0.15.0-amzn-4
4.11.0
1.7.1-amzn-0

2.6.0

1.5.0

0.8.0

emr-7.6.0

2.29.25,
1.12.779

3.9, 3.1
2.12.18

1.300032.2

3.2.1-amzn-1

1.20.0

2.6.1

3.1.3

34.0

3.1.3
0.15.0-amzn-3
4.11.0
1.6.1-amzn-2

2.6.0

1.5.0

0.8.0

emr-7.5.0

2.28.8,1.12.772

3.9, 3.1
2.12.18

1.300032.2

3.2.1-amzn-0

1.19.1
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3.1.3

34.0

3.1.3
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1.6.1-amzn-1
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1.5.0

0.8.0
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emr-7.8.0 emr-7.7.0 emr-7.6.0 emr-7.5.0

Mahout - - - -
Oozie 5.2.1 5.2.1 5.2.1 5.2.1
Phoenix 5.2.1 5.2.1 5.2.0 5.2.0
Pig 0.17.0 0.17.0 0.17.0 0.17.0
Presto 0.287 0.287 0.287 0.287
Spark 3.54 3.5.3 3.5.3 3.5.2
Sqoop - - - -
TensorFlow 2.16.1 2.16.1 2.16.1 2.16.1
Tez 0.10.2 0.10.2 0.10.2 0.10.2
Trino (PrestoSQ 467 467 457 446
L)
Zeppelin 0.11.1 0.11.1 0.11.1 0.11.1
ZooKeeper 3.9.3 3.9.2 3.9.2 3.9.2

7.8.0 2ElAa HE

Cts 22lA HE o= Amazon EMR 2 2[4 7.8.00 Chet HE 7+ ZEFElo] gLt

« OZ2|A0|M L 8|0|= — Amazon EMR 7.8.0 application upgrades include AWS SDK for Java
2.29.52/1.12.780, Delta 3.3.0-amzn-0, Hadoop 3.4.1, Hudi 0.15.0-amzn-5, Iceberg 1.7.1-amzn-1,

Spark 3.5.4, and Zookeeper 3.9.3.
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7.8.0 7|2 Java HHZ

Amazon EMR ZIZ2|A 7.8 0|42 Apache LivyE A 2|3t 1 Corretto 17(OpendDK)E X| 5= OfZ 2]
70| MHof| 7|22 2 Z Amazon Corretto 17(OpenJDK 7|2h 1t & 74 M3 ElLICt

Ct= E0i= Amazon EMR 7.8.02| o Z2|7|0|Mofl CHEt 7| Java HTO| L2t /& LIct EB{AE9
7|# JVM2 #HE5t2dH 22| AEOM A-ET|= ZF o Z2[7H0|Moi| CHal S7% Java 7t HAIS AL
st = ofZ2|#H oM Mol XIS WELICH 2R{AE|AME Java HEFY A 171k AFRE £ 9
&Lt Amazon EMR2 S8t 2E{AEOM CHESE HEIR TS M8 MECHE == E= OHE
2l70lME M™st=E WS RIHSHR| et&LICH.

—

Application Java 2! Amazon Corretto (7|22t 2 =2
2 EA|)
HE} 17,11, 8
Flink 17,11, 8
HBase 17,11, 8
HCatalog 17,11, 8
Hadoop 17,11, 8
Hive 17,11, 8
Hudi 17,11, 8
Iceberg 17, 11
Livy 17,11, 8
Oozie 17,11, 8
I|=lA 17,11, 8
PrestoDB 8
Spark 17,11, 8

Spark RAPIDS

17,11, 8
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Application Java & Amazon Corretto HE(7 |22/ 2 = 2]
2 EA)

Tez2| Hive A& AlZt H|m 17,11, 8

Trino 21,17

Zeppelin 17,11, 8

Pig 17,11, 8

Zookeeper 17,11, 8

78078 24 HT

o| 2lZ|AE &3l Amazon EMRO| Mx|5tE 7+ QA E Ot Z&LIch 2= Bl Olo|E o E2|
Flo|M mi7|x|o] Y2 MxIELIC LIHX|E Amazon EMRO| T8 8HH AlAE EEHI& HUls=E
Q5 dxIEILICH Ol YO 2 emr & awsE AIZHELICH 2|2 Amazon EMR Z2|29| 2! O 0|
Ef OHZ 2|7 0| W7 |X|E YetHoz HRLIE|o|M LZ4E |4l LTt 7Hs 8t é & 2| Amazon
EMROIM HFLIE| 2E2|AE MBS gL

Amazon EMRS| & 7 A= HRLIE| HT CHELICEH Ol 7+ 240=
CommunityVersion-amzn-EmrVersion ¥4|0] A B|0|20]| YU&LICH EmrVersion 004 A
AIZFBILICE Ol & E01, T 2.22 myapp-componentEte LE AA HRFRLIE| 24 QA7 CHE
Amazon EMR ZZ|A0 ZRE|EE M H =HE F2 T 2E2|A HHR 2.2-amzn-22 LIEEL]
Cf.

FHE L ™ B

adot-java-agent 1.31.0 of Z 2|71|0|M CHZ (daemon)of
M R|EE £Zl5t= Java 0o 0|
MEQILICH

delta 3.3.0-amzn-0 Delta Lake= &CH8F £ Ol 0|
ElHEE gt 2Z Ho|E ¥
Alo]L |},
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FHE A A A
emr-amazon-cloudwatch- 1.300032.2-amzn-0 Amazon EC2 QIAEIAO|A LK
agent 2 AAER =& X|EQ AHEXt

X8 ofEE|70|ME K| E =
Zlst= ofZ (7 oM Lt

emr-ddb 5.6.0 5t ol ZA[AE] ofE2[7|0|M
& Amazon DynamoDB 7{<Eq

emr-goodies 3.17.0 Helet 5tE o ZAIAHE F
7t 2tol=22 2|
emr-kinesis 3.21.0 StE Ol ZAIAE o Z2|7| 0|

2 Amazon Kinesis 7{=!E.

emr-notebook-env 1.18.0 Jupyter Enterprise Gateway7}
X E EMR =ES& Conda
&3

emr-s3-dist-cp 2.38.0 Amazon S3& L2 2 %|™M35E

E AL S AL ol Z2[7H| 0| M.

emr-s3-select 2.17.0 EMR S3Select 7{=!E]

emr-wal-cli 1.3.3 emrwal SE/AK|0]| AR E|E
CLIIL|C}.

emrfs 2.69.0 5t Ol ZA[AE! o E 2|7 0|M

2 Amazon S3 F{4lE.

o

flink-client 1.20.0-amzn-2 Apache Flink @& & Z2}0|¢d
E A3Z|E 9l ojZ2|7o|M

flink-jobmanager-config 1.20.0-amzn-2 Apache Flink JobManagero]|
CHSt EMR = EO0|M B[AAE
Zrelghlct
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THA H ME
hadoop-client 3.4.1-amzn-0 'hdfs', 'hadoop’, 'yarn' S+ &
2 5t HYE Sto|YUE
hadoop-hdfs-datanode 3.4.1-amzn-0 ESE XMESt= HDFS =
=& MH|A
hadoop-hdfs-library 3.4.1-amzn-0 HDFS BHEZ& ZZI0|E &
2tol= 22
hadoop-hdfs-namenode 3.4.1-amzn-0 ut el |§ 1 =25 2XIE FH
st= S MH|A&
hadoop-hdfs-journalnode 3.4.1-amzn-0 HA EBAEO0AM 5t THY
AMAEL XD #Elsh7| {8t
HDFS MH|A
hadoop-httpfs-server 3.4.1-amzn-0 HDFS &fdof CHet HTTP QI=
IQE
hadoop-kms-server 3.4.1-amzn-0 5= 2| KeyProvider APIE 7|
o= 5t= &3 7| #El M
EH
hadoop-mapred 3.4.1-amzn-0 MapReduce OfZ Z|70|M2
A& 5t= MapReduce &/ 2
£l gtol=z{E
hadoop-yarn-nodemanager 3.4.1-amzn-0 i L. = 9| Z4El|O[L{E e
&= YARN A{H|A
hadoop-yarn-resour 3.4.1-amzn-0 SHAH 2lAA L BN fE
cemanager 27 o|ME &Y U &Elst=
YARN AMH|A
hadoop-yarn-timeline-server 3.4.1-amzn-0 YARN OH%EWHOWO SR 2

715 2 & 7HM2E AH|&
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THE A B =
hbase-hmaster 2.6.1-amzn-2 2l =Y 4 oo HEo| AR
g G955t HBase EHAFE]
& MH|A
hbase-region-server 2.6.1-amzn-2 8t 74 o|4 2| HBase 2|70 M
HIAE M35 MH|A
hbase-client 2.6.1-amzn-2 HBase H™ & 2CI0|HE
hbase-rest-server 2.6.1-amzn-2 HBase& RESTful HTTP 2=
EQIEE M35t MH|A
hbase-thrift-server 2.6.1-amzn-2 HBaseOl Thrift IEZQIEE
MSstE MHlA
hbase-operator-tools 2.6.1-amzn-2 Apache HBase 2{AEHE =
=
hcatalog-client 3.1.3-amzn-17 hcatalog-serverg Z’d3t7| €l
8t 'hcat' BHEE 2CI0|UE
hcatalog-server 3.1.3-amzn-17 Mo E 7ol AEEK|
#Z2| A E, = 0|Z & HCatalog
EAN %EF: MH|A
hcatalog-webhcat-server 3.1.3-amzn-17 HCatalog0ll REST QIE{H 0| A
E N33t HTTP A= ZQIE
hive-client 3.1.3-amzn-17 Hive 3@ ZE 22I0|ME
hive-hbase 3.1.3-amzn-17 Hive-hbase ZE}0|1E
hive-metastore-server 3.1.3-amzn-17 st& Ao cidt sQLE m|Et

ClOIE7F ME El= AITHE] 2
ZX|E2|Q! Hive HIEFAE 00
HM|ASHZ| @8 MH|A
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TE A A AE

hive-server2 3.1.3-amzn-17 Hive #HZIE ¢ REoZ &
St7| {8t MH|A

hudi 0.15.0-amzn-5 W2 At =2 52
O Z O|o|E mto|=Zztelg +
S5t & Ml ZH L.

hudi-presto 0.15.0-amzn-5 HudiZ PrestoE A&3t7| 2
st HE 2tol=2d2l.

hudi-trino 0.15.0-amzn-5 Hudi®t &7 TrnioE A& st7|
Qst HE glo|E Bl

hudi-spark 0.15.0-amzn-5 Hudi?t & 7 Spark& &l&ist7|
Qst HE Zlo|=BEl.

hue-server 411.0 ot & | A|AE! ofZ 2|7 0|M
= Ar&75t04 Cl|O|EHE 245t
= 2 ofE2[7| oM.

iceberg 1.7.1-amzn-1 Apache Iceberge Y CHEH 24
ClolE| MIEE ?[8t 2 H|O|
£ gAelLct.

jupyterhub 1.5.0 Jupyter Notebook& CtE AtE
NWSI=E

livy-server 0.8.0-incubating Apache Spark2} & 5 Z-&35}7|
28t REST QIE{H|0|A

nginx 1.12.1 HTTP Q! nginx [engine x] % &4
e TEA| M

mariadb-server 5.5.68 0|4t MariaDB Ci| O|E{H| O] A AMEH.

nvidia-cuda 12.3.0 Nvidia E2t0|B{2} Cuda =+

7| E
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FME A B &4 A od

o — = O

oozie-client 5.2.1 Oozie BHE ZLI0|UE

oozie-server 5.2.1 Oozie HIEZZ 23S +2tst
= MH|A

opencyv 4.7.0 QE AL HFH H|H Blo|=
22|

phoenix-library 5.2.1 M & Z2+0|21E 2| phoenix
ctolE 2|

phoenix-connectors 6.0.0 Spark-3& Apache Phoenix 74
=

phoenix-query-server 6.0.0 Avatica API0 CHEH JSON & 4]

HMIA L Z2EZ H{IH HA|
AE H|25104{ JIDBC HAMAE
M3ste 43 MH

presto-coordinator 0.287-amzn-2 presto-worker2| #HZ|E $235}
T FHe| A™E #elstE Myl
A

presto-worker 0.287-amzn-2 odzd R 2|2 A= MH|A.

presto-client 0.287-amzn-2 Presto AMH{7} A|ZHE|X| ©f 2

HA 22{AE{°| CH7| Ot AE{0]
Mx|El Presto HEZE Z2}0|

HE,

trino-coordinator 467-amzn-1 trino-workers 2| #2|& &5}
o HE| A™ME #elste M|
sy

trino-worker 467-amzn-1 o F2|E ™St MH|A.
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THE A ™ =ES

trino-client 467-amzn-1 Trino ME{7} A[ZHE[X] §E2
HA Z22{AE|o| Ci7| OFAE{O
MX|E Trino BHEZE Z2t0(2
E

pig-client 0.17.0 Pig @Y & Z2I0|E

r 4.3.2 SHEAREEREZZENME

ranger-kms-server 2.0.0 Apache Ranger 7| #2| AlA
Ei|
[=|

spark-client 3.5.4-amzn-0 Spark BHEE Z20|E.

spark-history-server 3.5.4-amzn-0 2t 2 El Spark o Z 2|71 0| M9
Z=Hoi CHsH 7| =€l O|HIEE
ZEetE & Ul

spark-on-yarn 3.5.4-amzn-0 YARNS 9l M2 2| A& AEl

spark-yarn-slave 3.5.4-amzn-0 YARN £2|0|E20{M E 25t

spark-rapids

tensorflow

tez-on-yarn

tez-on-worker

24 .12.0-amzn-0

2.16.1

0.10.2-amzn-15

0.10.2-amzn-15

Apache Spark 2t0|E242I.

GPUZ Apache SparkZ 7%
8l 5= Nvidia Spark RAPIDS
=32l

TensorFlows T1AMS £x%| A|

MELLE LA LATEQ0] 2t

ol2z{z|lLCt.

tez YARN OHZ2|7{[0| M & 2}
olE2zzl.

?74 = E0i| CHEt tez YARN Of
Zcl7lold & 2tolE {2l
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SFER=PY 7 L=

zeppelin-server 0.11.1 CHate Cl|lo|e &440| 7tsEt
#olgtES

zookeeper-server 3.9.3-amzn-0 +48 "2 || &2, o|§ |
1 |

zookeeper-client 3.9.3-amzn-0 ZooKeeper BHEZE Z2}0[2A

780 TFE EF

THERE MM oS 2FH0IME AR XIHE £ Ql&LICH Ol 55 hive-site.xmllt Z
O oiZE[70lM el T8 XML T ol sHEBFLICH AHAEF LIS 2 OiZE[701M 778 EHoiE |
Al2.

F>|
oh
Zﬂl

A srete Al of Chet 7442 x|

3 as
% XH-_r“éj AR AIFFEFLICE REMIE H%

m°l'
o 4>
oo
[t
r
ful
>
3
Q)
N
O
-}

= O oI_I
EMR2 AMER7t +74&t
MeIAEA JF M7d

emr-7.8.0 &

=% ME M7 A
capacity-scheduler 3t= capacity-scheduler.xml Restarts the ResourceM
kol gtg Hagg L ct. anager service.
container-executor 5= YARNZ| container- Not available.
executor.cfg It O| Zt S #H3
g LICH
container-log4j 5l& YARNZ2| container- Not available.
log4j.properties I+ 90| Zt S
AgfLict.

emr-7.8.0

63



Amazon EMR Amazon EMR & Z|= 7}0|=

= M AT A 5

core-site St & core-site.xml It U2l ZfE2  Restarts the Hadoop

Aguct. HDFS services Namenode,
SecondaryNamenode,
Datanode, ZKFC, and
Journalnode. Restarts the
Hadoop YARN services
ResourceManager,
NodeManager, ProxyServ
er, and TimelineServer. Ad
ditionally restarts Hadoop
KMS, Ranger KMS, HiveServe
r2, Hive MetaStore, Hadoop
Httpfs, and MapReduce-
HistoryServer.

docker-conf Docker &34 MM E HZAE L Not available.

emrfs-site EMRFS AHE& wd4dgLict. Restarts the Hadoop
HDFS services Namenode,
SecondaryNamenode,
Datanode, ZKFC, and
Journalnode. Restarts the
Hadoop YARN services
ResourceManager,
NodeManager, ProxyServ
er, and TimelineServer. Ad
ditionally restarts HBaseRegi
onserver, HBaseMaster,
HBaseThrift, HBaseRest,
HiveServer2, Hive MetaStore
, Hadoop Httpfs, and
MapReduce-HistoryServer.
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= =ES M 2
flink-conf flink-conf.yaml A& &g Restarts Flink history server.
L[C.
flink-log4j Flink log4j.properties A& 2 Restarts Flink history server.

flink-log4j-session

flink-log4j-cli

hadoop-env

BHEELICH

Kubernetes & Yarn A|0]
CHEt Flink log4j-session.prop
erties &2 HAFLICH

Flink log4j-cli.properties A%
£ HagLch

Restarts Flink history server.

Restarts Flink history server.

Restarts the Hadoop

HDFS services Namenode,
SecondaryNamenode,
Datanode, ZKFC, and
Journalnode. Restarts the
Hadoop YARN services
ResourceManager,
NodeManager, ProxyServ
er, and TimelineServer. Ad
ditionally restarts PhoenixQu
eryserver, HiveServer2, Hive
MetaStore, and MapReduce-
HistoryServer.
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Amazon EMR

Amazon EMR 2 Z2|= 7}0|=

H =
=TT

hadoop-log4j

hadoop-ssl-server

hadoop-ssl-client

hbase

hbase-env

hbase-log4;

hbase-metrics

nx
0%

E log4j.properties It 0| Zt
&g LICt

ol

mo

hadoop ssl M & & B4 E
L|C.

hadoop ssl 22I0|21E M4 S
HEgrLlCt

Apache HBaseOi| CHi &t
Amazon EMR #Z[0|E M™
L|C}.

HBase 49| 7t g448& L

Ct.

HBase hbase-log4j.properties
ol gfS HEg LI

HBase hadoop-metrics2-hb
ase.properties It 9| Zt & 14
Aot

AT A B

Restarts the Hadoop
HDFS services Secondary
Namenode, Datanode,
and Journalnode. Resta
rts the Hadoop YARN
services ResourceManager,
NodeManager, ProxyServ
er, and TimelineServer. Ad
ditionally restarts Hadoop
KMS, Hadoop Hittpfs, and
MapReduce-HistoryServer.

Not available.

Not available.

Custom EMR specific
property. Sets emrfs-site and
hbase-site configs. See those
for their associated restarts.

Restarts the HBase services
RegionServer, HBaseMaster,
ThriftServer, RestServer.

Restarts the HBase services
RegionServer, HBaseMaster,
ThriftServer, RestServer.

Restarts the HBase services
RegionServer, HBaseMaster,
ThriftServer, RestServer.
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2= L K74 e
hbase-policy HBase hbase-policy.xml I} & Not available.
o| ZtE wHA@ELICH.
hbase-site HBase hbase-site.xml| I} 9| Restarts the HBase services

hdfs-encryption-zones

hdfs-env

hdfs-site

hcatalog-env

hcatalog-server-jndi

hcatalog-server-proto-hive-site

hcatalog-webhcat-env

hcatalog-webhcat-log4j2

fE HEELICL

HDFS hdfs-site.xml2| S &4
gt

HCatalog t732| 2t2 wHZ4E
L|C}.

HCatalog jndi.properties &2
o| Ztg HEELct

HCatalog proto-hive-site.xml2]
e HEFLICH

HCatalog WebHCat 72| 2t
2 HEFLIC

HCatalog WebHCat log4j2.pr
operties@| gt BEgLICt.

RegionServer, HBaseMast
er, ThriftServer, RestServer.
Additionally restarts Phoenix
QueryServer.

This classification should not
be reconfigured.

Restarts Hadoop HDFS
services Namenode,
Datanode, and ZKFC.

Restarts the Hadoop
HDFS services Namenode,
SecondaryNamenode,
Datanode, ZKFC, and
Journalnode. Additionally
restarts Hadoop Hittpfs.

Restarts Hive HCatalog
Server.

Restarts Hive HCatalog
Server.

Restarts Hive HCatalog
Server.

Restarts Hive WebHCat
server.

Restarts Hive WebHCat
server.
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hcatalog-webhcat-site

hive

hive-beeline-log4j2

hive-parquet-logging

hive-env

hive-exec-log4j2

hive-llap-daemon-log4j2

hive-log4j2

hive-site

Ad404
=o

HCatalog WebHCat webhcat-
site.xml T Q| Zf S HEE L
Ct.

Apache Hiveo CH&t Amazon
EMR Fil0|E M LCt.

Hive beeline-log4j2.properties
ool k2 HEgLICH.

Hive parquet-logging.pr
operties It A Q| 7S BHE L

Hive hive-exec-log4j2.p
roperties It 0| /2 HAEE
LICE.

Hive llap-daemon-log4;2
.properties TtUO| gt =2 P& g
LICE.

Hive hive-log4j2.properties I}
Yol ZtE HEELICH

Hive hive-site.xml| I} 2 Q| Zf &
AL}

AT A B

Restarts Hive WebHCat
server.

Sets configurations to launch
Hive LLAP service.

Not available.

Not available.

Restarts HiveServer2,
HiveMetastore, and Hive
HCatalog-Server. Runs Hive
schemaTool CLI commands to
verify hive-metastore.

Not available.

Not available.

Not available.

Restarts HiveServer2,
HiveMetastore, and Hive
HCatalog-Server. Runs Hive
schemaTool CLI commands
to verify hive-metastore. Also
restarts Oozie and Zeppelin.

emr-7.8.0

68



Amazon EMR

Amazon EMR 2 Z2|= 7}0|=

H =
=TT

hiveserver2-site

hue-ini

httpfs-env

httpfs-site

hadoop-kms-acls

hadoop-kms-env

hadoop-kms-java-home

hadoop-kms-log4j

hadoop-kms-site

hudi-env

hudi-defaults

iceberg-defaults

Ad404
=o

Hive Server2 hiveserver2-
site.xml Tt O| 7} S BHE =L
Ct.

Hue ini It 0| 2fS HEE L

Cth.

HTTPFS & Z2| 22 M
L|ct.

3l & httpfs-site.xml ZFL 2| Zf
H

otE KMS &89l gt HEe

L|Ct.

Hadoop2| KMS java & #4743

Hudi2| hudi-defaults.conf I} &
oM Zt& HZAELICt

Iceberg 2| iceberg-defaults.c
onf Tt UM 2t S HEFLICH

AT A B

Not available.

Restarts Hue. Also activates
Hue config override CLI
commands to pick up new
configurations.

Restarts Hadoop Httpfs
service.

Restarts Hadoop Httpfs
service.

Not available.

Restarts Hadoop-KMS
service.

Not available.

Not available.

Restarts Hadoop-KMS and
Ranger-KMS service.

Not available.

Not available.

Not available.
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delta-defaults

jupyter-notebook-conf

jupyter-hub-conf

jupyter-s3-conf

jupyter-sparkmagic-conf

livy-conf

livy-env

livy-log4j2

mapred-env

mapred-site

oozie-env

oozie-log4j

Ad404
=o

Delta2| delta-defaults.conf I}
UM gte HEELICE

Jupyter Notebook2| jupyter_n
otebook_config.py It oi| A Zt
£ HEF LI

JupyterHubs 9| jupyterhu
b_config.py Tt LA ZtS
agct

Jupyter Notebook S3 X|<&4d
T8
Sparkmagic2| config.json I+

o| ¢tE HEFLICH

Livy 2| livy.conf It 4 9O| Zt S
Aot

Livy log4j2.properties & &
BHZEE L

MapReduce OfZ 2|7i[0]41 &
d9| gt HEFLICH

MapReduce O Z 2|7 0|M
mapred-site.xm| It o| 7k
HZEE LI

Oozie oozie-log4j.properties
ol gt S HEg LI

AT A B

Not available.

Not available.

Not available.

Not available.

Not available.

Restarts Livy Server.

Restarts Livy Server.

Restarts Livy Server.

Restarts Hadoop MapReduce-
HistoryServer.

Restarts Hadoop MapReduce-
HistoryServer.

Restarts Oozie.

Restarts Oozie.
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oozie-site Oozie oozie-site.xml It 2| ZF  Restarts Oozie.

phoenix-hbase-metrics

phoenix-hbase-site

phoenix-log4j2

phoenix-metrics

pig-env

pig-properties

pig-log4;

presto-log

presto-config

presto-password-authenticator

presto-env

= HEFLICH

Phoenix hadoop-metrics2-hb
ase.properties It 9| 7} =
Aot

Phoenix hbase-site.xml I} & 9|
e HgeLct

Phoenix2| log4j2.properties I}
of| A gt2 HagtLct.

Phoenix hadoop-metrics2-ph
oenix.properties I+ 9| 72

HZBLIC

Pig @0l Zt2 ¢4 ELICt

IIIIO

Pig pig.properties I} 0| Zt
B ZE gt

Pig log4j.properties It 9| Zt
£ HEELC

Presto log.properties I} 9|
7t B4745HL|C)

HA =2 L—

Presto config.properties I+
o| zt= wdZdstL|C}.

HAEZE L-_OH
Presto2| password-authentic
ator.properties It 20| 7} 2
AgfLct.

Presto2| presto-env.sh I} 0]
M g2tg #HEELct

Not available.

Not available.

Restarts Phoenix-QueryServe
r.

Not available.

Not available.

Restarts Oozie.

Not available.

Restarts Presto-Server (for
PrestoDB)

Restarts Presto-Server (for
PrestoDB)

Not available.

Restarts Presto-Server (for
PrestoDB)
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presto-node

presto-connector-blackhole

presto-connector-cassandra

presto-connector-hive

presto-connector-jmx

presto-connector-kafka

presto-connector-lakeformat
ion

presto-connector-localfile

presto-connector-memory

presto-connector-mongodb

presto-connector-mysq|

presto-connector-postgresq|

A4 O
= O

Presto2| node.properties It
oM gt2 Haguct

Presto blackhole.properties It

Yol gfS HEELICH

Presto cassandra.properties
ol 7t HEE LIt

Presto hive.properties I} 2]
e HEFLIC

Presto jmx.properties I} 9|
k2 W@

Presto kafka.properties I} & 2|
2 HEFLIC

Presto2| lakeformation.prop
erties TFUOIM 72 BHEEL
Ct.

Presto localfile.properties I} &
o| Zt2 HAEE L.

Presto memory.properties It

o| gt HBELICH

Presto mongodb.properties I}

Uo| gte HEE LI

Presto mysq|.properties I}
o| gt HEFLICE.

Presto postgresql.properties
ol gt S HEg LI

AT A B

Not available.

Not available.

Not available.

Restarts Presto-Server (for

PrestoDB)

Not available.

Not available.

Restarts Presto-Server (for
PrestoDB)

Not available.

Not available.

Not available.

Not available.

Not available.
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presto-connector-raptor

presto-connector-redis

presto-connector-redshift

presto-connector-tpch

presto-connector-tpcds

trino-log

trino-config

trino-password-authenticator

trino-env

trino-node

trino-connector-blackhole

trino-connector-cassandra

AdOd
= O

Presto raptor.properties I+
o| gt HEFLICH

Presto redis.properties I} 9|
22 HagLco.

Presto redshift.properties I+l
o| gt wiEgLICt

Presto tpch.properties I} 9|
e HEFLIC

Presto tpcds.properties I} 9|
22 WagL .

Trino2| log.properties I} 0]
M 2t eEgct.

Trino2| config.properties It
oM 2t =2 HEFLICH

Trino2| password-authentic

4 =1

ator.properties I} A0{|AM gt

HZELICH

Trino2] trino-env.sh I} 04| Aq
Zrg wAsghct.

Trino2| node.properties I}
oM gt2 HEg Lt

Trino2| blackhole.properties
oM 2k BHE gL CH

Trino2| cassandra.properties
ool M gt S BFE g LICh

AT A B

Not available.

Not available.

Not available.

Not available.

Not available.

Restarts Trino-Server (for

Trino)

Restarts Trino-Server (for
Trino)

Restarts Trino-Server (for
Trino)

Restarts Trino-Server (for
Trino)

Not available.

Not available.

Not available.
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trino-connector-delta

trino-connector-hive

trino-exchange-manager

trino-connector-iceberg

trino-connector-hudi

trino-connector-jmx

trino-connector-kafka

trino-connector-localfile

trino-connector-memory

trino-connector-mongodb

trino-connector-mysq|

trino-connector-postgresql

Ad404
=o

Trino2| delta.properties I+
ol M 2t 2 BHEELICH

Trino2| hive.properties I} 01|
M 2t eEgLCt.

Trino2| exchange-manager.p
roperties I+ 0l 7t 2 44
gfLic

Trino2| iceberg.properties It
LM 2t 2 HEELICH.

Trino2]| hudi.properties I} 0]
M 2t wZEgct

Trino2| jmx.properties I} 0]
M gtg HEgLch

Trino2| kafka.properties I+
oM 2t =2 HEFLICH

Trino2| localfile.properties It
LM 22 HE gLt

Trino2| memory.properties It
Lol M 2t HEELICE

Trino2| mongodb.properties
oM 2t BEE Lt

Trino2| mysql.properties I}
ol M 2t 2 BHEELICE.

Trino2| postgresql.properties
ool M gt S BFE g LICh

AT A B

Restarts Trino-Server (for
Trino)

Restarts Trino-Server (for
Trino)

Restarts Trino-Server (for
Trino)
Restarts Trino-Server (for
Trino)

Restarts Trino-Server (for

Trino)

Not available.

Not available.

Not available.

Not available.

Not available.

Not available.

Not available.
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trino-connector-raptor

trino-connector-redis

trino-connector-redshift

trino-connector-tpch

trino-connector-tpcds

ranger-kms-dbks-site

ranger-kms-site

ranger-kms-env

ranger-kms-logback

ranger-kms-db-ca

spark

Ad404
=o

Trino2| raptor.properties I+
ol M 2t 2 BHEELICH

TrinoQ| redis.properties I}
oM 2t 2 HEg LIt

Trino2| redshift.properties I}
LM ZtE HAE LICH

Trino2] tpch.properties It 0]
M 2t HZAgLCH.

Trino2| tpcds.properties I+
oM gt2 Hagct

Ranger KMSO{| A dbks-site
xml It Yol gt WHAE LIt

Ranger KMSO| A ranger-kms-
site.xml T Q| Zf S BHEE L
Ct.

Ranger KMS 39| 7t ¥4
gLt

Ranger KMS 2| kms-logba
ck.xml TtUo| M gt2 BHE gL
Ct.

Ranger KMS2}+2| MySQL SSL
HAENM CA ool g2 g

gfLCH.

Apache Spark0il CH8t Amazon
EMR F2[0|E MEelL|Ct

AT A B

Not available.

Not available.

Not available.

Not available.

Not available.

Restarts Ranger KMS Server.

Restarts Ranger KMS Server.

Restarts Ranger KMS Server.

Not available.

Not available.

This property modifies spark-
defaults. See actions there.
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spark-defaults

spark-env

spark-hive-site

spark-log4;j2

spark-metrics

tez-site

yarn-env

yarn-site

zeppelin-env

Ad404
=o

Spark spark-defaults.conf It

o| g2 HEFLICH

the Spark gt29| gt wE¢st
L|C.

Spark hive-site.xml Z} Q| Zt
2 WHZEFLICH

Spark2| log4j2.properties It
ol M 2t 2 BHEELICH

Spark metrics.properties I+
of 42 HagLct.

Tez tez-site.xml| Tt o| Zt2
A LI

YARN #39| gt HEEL

Ct.

YARN yarn-site.xml It 9| Zt
£ HEELc

AT A B

Restarts Spark history server
and Spark thrift server.

Restarts Spark history server
and Spark thrift server.

Not available.

Restarts Spark history server
and Spark thrift server.

Restarts Spark history server
and Spark thrift server.

Restart Oozie and HiveServe
r2.

Restarts the Hadoop YARN
services ResourceManager,
NodeManager, ProxyServ

er, and TimelineServer. Ad
ditionally restarts MapReduce-
HistoryServer.

Restarts the Hadoop YARN
services ResourceManager,
NodeManager, ProxyServ
er, and TimelineServer. Ad
ditionally restarts Livy Server
and MapReduce-HistoryS
erver.

Restarts Zeppelin.
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zeppelin-site zeppelin-site. xmIO|A 4 A Restarts Zeppelin.

zookeeper-config

zookeeper-logback

emr-metrics

2025-03-07

2025-03-06

2025-02-28

Amazon EMR &l

A O

e

7.7.0 X|

=8B 37

g HEELICL

ZooKeeper zoo.cfg Tt 9| Z}
= Hag o,

ZooKeeper2| logback.xml I}
LM 2t HEFLICE

off CH8t emr X|E A

EM HAl

HiZ 2t=

E7| Mg Eela

A£7.7.0

Restarts Zookeeper server.

Restarts Zookeeper server.

Restarts the CloudWatc
hAgent service.

Ad04
= o

Amazon EMR 7.8.0 22|A M
BI XM HAIE

XHEl= 2 E 2|0l Amazon
EMR 7.8.0 2t Hi{=Z

Amazon EMR 7.8.00| & 7| &
2 2|0 M2 HjZEH

CtE EO|ME= Amazon EMR ZE2|A 7.7.001 X|¥ElE 8 F7| dmE dEEfLICH

K| EHA|

=7| gg|A It

=

20254 28 6
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Amazon EMR 7.7.00{l= C}& o Z 2|7 0|40 Z & &[0 QY

=

2027 28 5
20274 28 6

20284 28 6

AmazonCloudWatchAgent, Delta, Flink, Hadoop, HBase, HCatalog, Hive, Hudi, Livy, Iceberg,

JupyterEnterpriseGateway, Phoenix, Spark, Tez, Trino, Zookeeper

7t

oo

2.
— .

i

Hue, JupyterHub, Oozie, Pig, Presto, TensorFlow, Zeppelin

2 H

7.7.0 o0HZ 2|7 0| A

3t=| ol 7| X|ol| CHEF RFA|EH LI
AT U F7 g50f cHEt REAMIEH LIS

2 Amazon EMR 7.x Z2

I._ HHE HESMR. 2

£ Amazon EMR &

0| &2lA0ll= AmazonCloudWatchAgent, , Delta, Flink, HBase, HCatalog, Hive, Hadoop, Hudi,

Huelceberg, JupyterEnterpriseGateway, JupyterHub, Livy, Oozie, Phoenix, Presto, Pig, Spark,

TensorFlow, Tez, Trino% of Z2|7|0|40| & £|0{ Zeppelin A& LICHZooKeeper.

otz El0|Z0l= Ol Amazon EMR ZZ|20{A At
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Zt Amazon EMR 22| A0 A o= 2|7|0|M BH{ZFI o] MR
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o| o E2|7H0|4H HH

AN
22 = UEs

£ 82)2l oiZ 2|7 0| HTIo| LIt R
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S2os =A

M
ik
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2|A

o| ofE 2|70l HE
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2lA
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/Install-CloudWatch-Agent.html
https://delta.io/
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http://hbase.apache.org/
https://cwiki.apache.org/confluence/display/Hive/HCatalog
http://hive.apache.org/
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https://iceberg.apache.org/
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http://oozie.apache.org/
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https://prestodb.io/
http://pig.apache.org/
https://spark.apache.org/docs/latest/
https://www.tensorflow.org/
https://tez.apache.org/
https://trino.io/
https://zeppelin.incubator.apache.org/
https://zookeeper.apache.org
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Of & 2[7i[0]4d T

AWS Java&
SDK

Python
Scala

AmazonClo

udWatchAgent

Delta
Flink
Ganglia
HBase
HCatalog
Hadoop
Hive
Hudi

Hue
Iceberg

JupyterEn

terpriseGateway

JupyterHub
Livy

MXNet

A

O -l
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emr-7.7.0 emr-7.6.0 emr-7.5.0 emr-7.4.0
Mahout - - - -
Oozie 5.2.1 5.2.1 5.2.1 5.2.1
Phoenix 5.2.1 5.2.0 5.2.0 5.2.0
Pig 0.17.0 0.17.0 0.17.0 0.17.0
Presto 0.287 0.287 0.287 0.287
Spark 3.5.3 3.5.3 3.5.2 3.5.2
Sqoop - - - 1.4.7
TensorFlow 2.16.1 2.16.1 2.16.1 2.16.1
Tez 0.10.2 0.10.2 0.10.2 0.10.2
Trino (PrestoSQ 467 457 446 446
L)
Zeppelin 0.11.1 0.11.1 0.11.1 0.11.1
ZooKeeper 3.9.2 3.9.2 3.9.2 3.9.2
7.7.0 EEA FTE 24 MF HE
Amazon EMR 7.7.02| &7} mi7|X|of CHEH REMISH I8 2 CIS EE &=
Application oHEEl70|M &  Package mZ7[X| & 7| K| HT
3
S
AmazonClo Core hadoop-hdfs- Ft &S 3.4.0-amz
udWatchAgent journalnode n-3-1.amzn2023
AmazonClo Core ranger-kms FHES 2.0.0-1.a
udWatchAgent mzn2023
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Application
AmazonClo

udWatchAgent

AmazonClo
udWatchAgent

AmazonClo

udWatchAgent

Flink

Flink

Flink

Flink

Flink

Flink

Flink

Flink

Flink

ofZZ|7|old &

Core

Core

Core

Core

Core

Core

Core

Core

Core

Core

Core

Package

s3-dist-cp

zookeeper

zookeeper-
server

hadoop-client

hadoop-hdfs

hadoop-hdfs-
datanode

hadoop-hdfs-
journalnode

hadoop-hdfs-
namenode

hadoop-httpfs

hadoop-kms

hadoop-ma
preduce

hadoop-ma
preduce-h
istoryserver

7| x| HE

2.37.0-1.
amzn2023

3.9.2.amz
n.1-1.amzn2023

3.9.2.amz
n.1-1.amzn2023

3.4.0.amz
n.3-1.amzn2023

3.4.0.amz
n.3-1.amzn2023

3.4.0.amz
n.3-1.amzn2023

3.4.0.amz
n.3-1.amzn2023

3.4.0.amz
n.3-1.amzn2023

3.4.0.amz
n.3-1.amzn2023

3.4.0.amz
n.3-1.amzn2023

3.4.0.amz
n.3-1.amzn2023

3.4.0.amz
n.3-1.amzn2023
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Application OHZC|7|0|l4d &  Package m7|x| 78 Ij 7| K| B
%
Flink Core hadoop-yarn F = 3.4.0.amz
n.3-1.amzn2023
Flink Core hadoop-yarn- Xt E= 3.4.0.amz
nodemanager n.3-1.amzn2023
Flink Core hadoop-yarn- FHE= 3.4.0.amz
proxyserver n.3-1.amzn2023
Flink Core hadoop-ya FHES 3.4.0.amz
rn-resour n.3-1.amzn2023
cemanager
Flink Core hadoop-yarn- =hEs 3.4.0.amz
timelineserver n.3-1.amzn2023
Flink Core hudi FHES 0.15.0.am
zn.4-1.am
zn2023
Flink Core ranger-kms =HEs 2.0.0-1.a
mzn2023
Flink Core hadoop FES 3.4.0.amz
n.3-1.amzn2023
HBase Core s3-dist-cp FHES 2.37.0-1.
amzn2023
HCatalog Core hadoop-yarn- FMES 3.4.0.amz
proxyserver n.3-1.amzn2023
HCatalog Core mariadb-c FMES

onnector-java
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Amazon EMR Amazon EMR Z/2|= 7}0|=
Application OHEZ|AH0|M &  Package 71X 8 7| X| BHE
%
Hive Core hadoop-httpfs FHE= 3.4.0.amz
n.3-1.amzn2023
Hive Core hadoop-yarn- FES 3.4.0.amz
proxyserver n.3-1.amzn2023
Hive Core hive-hbase FHE= 3.1.3.amz
n.16-1.am
zn2023
Hive Core mariadb-c FHE=S 2.7.2-1
onnector-java
Hive Core s3-dist-cp FE=S 2.37.0-1.
amzn2023
I|=A Core s3-dist-cp FHES 2.37.0-1.
amzn2023
Spark Core spark-dat FES 3.5.3.amz
anucleus n.1-1.amzn2023
TezO| Hive &8  Core hadoop-ma Ft &S 3.4.0.amz
AlZh H| preduce n.3-1.amzn2023
Tez2| Hive &%  Core hadoop-ma =ES 3.4.0.amz
Alzt "l preduce-h n.3-1.amzn2023
istoryserver
Tez2| Hive &8  Core hadoop-yarn- F=HESs 3.4.0.amz
AlZt H|m proxyserver n.3-1.amzn2023
Trino Core bigtop-utils FMES 1.2.0-1.a
mzn2023
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Application OHEZ|AH0|M &  Package 71X 8 7| X| BHE
%
Trino Core hadoop-client F = 3.4.0.amz
n.3-1.amzn2023
Trino Core hadoop-hdfs F = 3.4.0.amz
n.3-1.amzn2023
Trino Core hadoop-hdfs- Ft =S 3.4.0.amz
datanode n.3-1.amzn2023
Trino Core hadoop-hdfs- Ft = 3.4.0.amz
journalnode n.3-1.amzn2023
Trino Core hadoop-hdfs- F =S 3.4.0.amz
namenode n.3-1.amzn2023
Trino Core hadoop-kms FE=S 3.4.0.amz
n.3-1.amzn2023
Trino Core hadoop-ma FE=S 3.4.0.amz
preduce n.3-1.amzn2023
Trino Core hadoop-ma FES 3.4.0.amz
preduce-h n.3-1.amzn2023
istoryserver
Trino Core hadoop-yarn FHES 3.4.0.amz
n.3-1.amzn2023
Trino Core hadoop-yarn- FMES 3.4.0.amz
nodemanager n.3-1.amzn2023
Trino Core hadoop-yarn- FEg=E 3.4.0.amz
proxyserver n.3-1.amzn2023

emr-7.7.0 84



Amazon EMR Amazon EMR & Z|= 7}0|=

Application OHEZ|AH0|M &  Package 71X 8 7| X| BHE
S
Trino Core hadoop-ya F =S 3.4.0.amz
rn-resour n.3-1.amzn2023
cemanager
Trino Core hadoop-yarn- FHES 3.4.0.amz
timelineserver n.3-1.amzn2023
Trino Core hive =HEs 3.1.3.amz
n.16-1.am
zn2023
Trino Core hive-hcatalog- =HEs 3.1.3.amz
server n.16-1.am
zn2023
Trino Core mariadb-c =HEs 2.7.2-1
onnector-java
Trino Core ranger-kms =HEs 2.0.0-1.a
mzn2023
Trino Core zookeeper FES 3.9.2.amz
n.1-1.amzn2023
Trino Core zookeeper- Ft &S 3.9.2.amz
server n.1-1.amzn2023
Trino Core bigtop-groovy FHES 2.5.4-1.a
mzn2023
Trino Core bigtop-jsvc FMES 1.2.4-1.a
mzn2023
Trino Core hadoop FMES 3.4.0.amz

n.3-1.amzn2023
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Application OHZC|7|0|l4d &  Package m7|x| 78 Ij 7| K| B
%
Trino Core hadoop-Izo FHE= 0.4.19-1.
amzn2023
Trino Core hive-hcatalog F = 3.1.3.amz
n.16-1.am
zn2023
Trino Core hive-jdbc Ft =S 3.1.3.amz
n.16-1.am
zn2023
Zookeeper Core emrfs Ft = 3.9.2.amz
n.1-1.amzn2023
Zookeeper Core hadoop-client F =S 3.9.2.amz
n.1-1.amzn2023
Zookeeper Core hadoop-hdfs FE=S 3.9.2.amz
n.1-1.amzn2023
Zookeeper Core hadoop-hdfs- FES 3.9.2.amz
datanode n.1-1.amzn2023
Zookeeper Core hadoop-hdfs- FES 3.9.2.amz
journalnode n.1-1.amzn2023
Zookeeper Core hadoop-hdfs- FHES 3.9.2.amz
namenode n.1-1.amzn2023
Zookeeper Core hadoop-httpfs FMES 3.9.2.amz
n.1-1.amzn2023
Zookeeper Core hadoop-kms FEg=E 3.9.2.amz

n.1-1.amzn2023
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Application OHEZ|AH0|M &  Package 71X 8 7| X| BHE
%

Zookeeper Core hadoop-ma F =S 3.4.0.amz
preduce n.3-1.amzn2023

Zookeeper Core hadoop-ma FH =S 3.4.0.amz
preduce-h n.3-1.amzn2023
istoryserver

Zookeeper Core hadoop-yarn Ft =S 3.4.0.amz

n.3-1.amzn2023

Zookeeper Core hadoop-yarn- Ft =S 3.4.0.amz
nodemanager n.3-1.amzn2023

Zookeeper Core hadoop-yarn- FE=S 3.4.0.amz
proxyserver n.3-1.amzn2023

Zookeeper Core hadoop-ya FHES 3.4.0.amz
rn-resour n.3-1.amzn2023
cemanager

Zookeeper Core hadoop-yarn- FES 3.4.0.amz
timelineserver n.3-1.amzn2023

Zookeeper Core ranger-kms FHES 2.0.0-1.a

mzn2023
7.7.0 EE|A

CHS 2I2|A HE o= Amazon EMR 2 2|A 7.7.001 CHat

HEII e klo] Q&Lch

- OEZZ|70|M 4a80|= - Amazon EMR 7.7.0 application upgrades include Delta 3.2.1-amzn-2,
Hudi 0.15.0-amzn-4, Iceberg 1.7.1-amzn-0, and Trino 467.
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DECOMMISSIONING & EllExecutorStatect= Af 2 A™ELICE Yarn2 7| 521 A
7|2 ALE5t0] U2 &S = Qloo2 ZeF A A S0 2o CHa A A
7|& 2-™gct ek EMR Managed Scaling, EMR Auto Scaling £= EMR-EC2 2
HAE S AKX 2 HAHLIEE A5t S Spark DRAE HIE A3t6tH Yarn
Of Zf fdol| 318 &l= =ICH A™7IE Y = A&LICt ol 2XE Y X|5te{H f/2] 7

g2 A8 & Ml spark.dynamicAllocation.enabled £ TRUE (ZI£%))

e

A4BtLICH EE8F Spark 2@19] spark.dynamicAllocation.maxExecutors 2!

P4

b olr

spark.dynamicAllocation.minExecutors &4 22 M504 2] A= ol & A& 7|
=8 ANEtsto] &[4 L x|CH A7 MY =S MYE s U&LICH

« EMR 7.7.02E At& &2l Iceberg HE2 [ 0|4 Java 82 K|St X| & &LICt EBt Iceberge
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7.7.0 7|8 Java HHZ

Amazon EMR ZI2|A 7.7 0|42 Apache LivyE A 2|3t 1 Corretto 17(OpenJDK)E K| 5= OfZE]
70| MHof| 7|22 2 Z Amazon Corretto 17(OpenJDK 7|2h 1t & 74 M3 ElLICt

Ct= E0i= Amazon EMR 7.7.02| o Z2|7|0|Mofl CHEt 7| Java HTO| L2t /& LIct E2{AE9
7|# JVM2 #HE5t2dH 22| AEOM A-ET|= ZF o Z2[7H0|Moi| CHal S7% Java 7t HAIS AL
st = ofZ2|#H oM Mol XIS WELICH 2R{AE|AME Java HEFY A 171k AFRE £ 9
&Lt Amazon EMR2 S8t 2E{AEOM CHESE HEIR TS M8 MECHE == E= OHE
2l70lME M™st=E WS RIHSHR| et&LICH.

—

Application Java 2! Amazon Corretto (7|22t 2 =2
2 EA|)
HE} 17,11, 8
Flink 17,11, 8
HBase 17,11, 8
HCatalog 17,11, 8
Hadoop 17,11, 8
Hive 17,11, 8
Hudi 17,11, 8
Iceberg 17, 11
Livy 17,11, 8
Oozie 17,11, 8
I|=lA 17,11, 8
PrestoDB 8
Spark 17,11, 8

Spark RAPIDS

17,11, 8
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Application Java & Amazon Corretto HE(7 |22/ 2 = 2]
2 EA)

Tez2| Hive A& AlZt H|m 17,11, 8

Trino 21,17

Zeppelin 17,11, 8

Pig 17,11, 8

Zookeeper 17,11, 8

7.7.0 718 24 HT

o| 2lZ|AE &3l Amazon EMRO| Mx|5tE 7+ QA E Ot Z&LIch 2= Bl Olo|E o E2|
Flo|M mi7|x|o] Y2 MxIELIC LIHX|E Amazon EMRO| T8 8HH AlAE EEHI& HUls=E
Q5 dxIEILICH Ol YO 2 emr & awsE AIZHELICH 2|2 Amazon EMR Z2|29| 2! O 0|
Ef OHZ 2|7 0| W7 |X|E YetHoz HRLIE|o|M LZ4E |4l LTt 7Hs 8t é & 2| Amazon
EMROIM HFLIE| 2E2|AE MBS gL

Amazon EMRS| & 7 A= HRLIE| HT CHELICEH Ol 7+ 240=
CommunityVersion-amzn-EmrVersion ¥4|0] A B|0|20]| YU&LICH EmrVersion 004 A
AIZFBILICE Ol & E01, T 2.22 myapp-componentEte LE AA HRFRLIE| 24 QA7 CHE
Amazon EMR ZZ|A0 ZRE|EE M H =HE F2 T 2E2|A HHR 2.2-amzn-22 LIEEL]
Cf.

TE A 7 ME

adot-java-agent 1.31.0 of Z 2|71|0|M CHZ (daemon)of
M X|EE £El5t= Java 010]
MELICH.

delta 3.2.1-amzn-2 Delta Lake= YCHEF 249 | O
E{ MEE {8t 2E Hol2 &
AlRlL|ct,
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FHE A A A
emr-amazon-cloudwatch- 1.300032.2-amzn-0 Amazon EC2 QIAEIAO|A LK
agent 2 AAER =& X|EQ AHEXt

X8 ofEE|70|ME K| E =
Zlst= ofZ (7 oM Lt

emr-ddb 5.6.0 5t ol ZA[AE] ofE2[7|0|M
& Amazon DynamoDB 7{<Eq

emr-goodies 3.16.0 Helet 5tE o ZAIAHE F
7t 2tol=22 2|
emr-kinesis 3.20.0 StE Ol ZAIAE o Z2|7| 0|

2 Amazon Kinesis 7{=!E.

emr-notebook-env 1.18.0 Jupyter Enterprise Gateway7}
X E EMR =ES& Conda
&3

emr-s3-dist-cp 2.37.0 Amazon S3& L2 2 %|™M35E

E AL S AL ol Z2[7H| 0| M.

emr-s3-select 2.16.0 EMR S3Select 7{=!E]

emr-wal-cli 1.3.2 emrwal SE/AK|0]| AR E|E
CLIIL|C}.

emrfs 2.68.0 5t Ol ZA[AE! o E 2|7 0|M

2 Amazon S3 F{4lE.

o

flink-client 1.20.0-amzn-1 Apache Flink @& & Z2}0|¢d
E A3Z|E 9l ojZ2|7o|M

flink-jobmanager-config 1.20.0-amzn-1 Apache Flink JobManagero]|
CHSt EMR = EO0|M B[AAE
Zrelghlct
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THA H ME
hadoop-client 3.4.0-amzn-3 'hdfs', 'hadoop’, 'yarn' S+ &
2 ot5 HWHE Zclo|YUE
hadoop-hdfs-datanode 3.4.0-amzn-3 ESE XMESt= HDFS =
=& MH|A
hadoop-hdfs-library 3.4.0-amzn-3 HDFS BHEZ& ZZI0|E &
gtolE22{2]
hadoop-hdfs-namenode 3.4.0-amzn-3 ut el |§ 1 =25 2XIE FH
st= S MH|A&
hadoop-hdfs-journalnode 3.4.0-amzn-3 HA EBAEO0AM 5t THY
AAE DS gh2lst7| f/E
HDFS MH|A
hadoop-httpfs-server 3.4.0-amzn-3 HDFS &fdof CHet HTTP QI=
IQE
hadoop-kms-server 3.4.0-amzn-3 5= 2| KeyProvider APIE 7|
o= 5t= &3 7| #El M
EH
hadoop-mapred 3.4.0-amzn-3 MapReduce OfZ Z|70|M2
A& 5t= MapReduce &/ 2
£l gtol=z{E
hadoop-yarn-nodemanager 3.4.0-amzn-3 i L. = 9| Z4El|O[L{E e
&= YARN A{H|A
hadoop-yarn-resour 3.4.0-amzn-3 SHAH 2lAA L BN fE
cemanager 27 o|ME &Y U &Elst=
YARN AMH|A
hadoop-yarn-timeline-server 3.4.0-amzn-3 YARN OH%EWHOWO SR 2

715 2 & 7HM2E AH|&
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FHE A A A

hbase-hmaster 2.6.1-amzn-1 2l =Y 4 oo HEo| AR
g G955t HBase EHAFE]
2 MH[A

hbase-region-server 2.6.1-amzn-1 8t 74 o|4 2| HBase 2|70 M

hbase-client 2.6.1-amzn-1 HBase H™ & 2CI0|HE

hbase-rest-server 2.6.1-amzn-1 HBase& RESTful HTTP ¢l =
ZOlEE NMS35t= MH[A

hbase-thrift-server 2.6.1-amzn-1 HBaseOl Thrift IEZQIEE
M33stE AMH|A

hbase-operator-tools 2.6.1-amzn-1 Apache HBase E{AEE 5§
SRR
hcatalog-client 3.1.3-amzn-16 hcatalog-serverg& Z%5t7| ¢

8t 'hcat' BHEE 2CI0|UE

hcatalog-server 3.1.3-amzn-16 =4t o E2[A 0|48 AEE(K]
#Z2| A E, = 0|Z & HCatalog
E A %EP: MH|A

hcatalog-webhcat-server 3.1.3-amzn-16 HCatalog0ll REST QIE{H 0| A
E N3st= HTTP AEXRIE

hive-client 3.1.3-amzn-16 Hive 3@ ZE 22I0|ME
hive-hbase 3.1.3-amzn-16 Hive-hbase EE}0|2HE
hive-metastore-server 3.1.3-amzn-16 st& Ao cidt sQLE m|Et

ClOIE7F ME El= AITHE] 2
ZX|E2|Q! Hive HIEFAE 00
HM|ASHZ| @8 MH|A
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THE A B =

hive-server2 3.1.3-amzn-16 Hive #Z|E & QO ZE 2
t7| {1 MH|A

hudi 0.15.0-amzn-4 W2 RAHAA Y252
O Z O|O|F mo|=ZZIelg F
Sotle 32 AMel a3,

hudi-presto 0.15.0-amzn-4 HudiZ PrestoE &&35l7|
st HE 2lolEd2l.

hudi-trino 0.15.0-amzn-4 Hudi2t 74 TrnioS A& S}H7|
28t HE 2lolE B 2l.

hudi-spark 0.15.0-amzn-4 Hudi?t & 7 Spark& &l&ist7|
2|8t HHE BlolE 2.

hue-server 4.11.0 5tS | A|AE! OfZ 2|7 0|M
2 Ar835t04 Cl|O|EHE B M5t
= g ol Z2|F 0| M.

iceberg 1.7.1-amzn-0 Apache Iceberge= W LHEH £ 4
CllOIEf MEE 2§ 2Z HEO]
g ALt

jupyterhub 1.5.0 Jupyter Notebook& CtE AtE
NWSI=E

livy-server 0.8.0-incubating Apache Spark2} & 5 Z-&35}7|
2|3t REST QIE{H|0|A

nginx 1.12.1 HTTP Q! nginx [engine x] % &4
dref ZE Al HH

mariadb-server 5.5.68 0| At MariaDB Ci|O|E{H[ O] A AMHE.

nvidia-cuda 12.3.0 Nvidia E2}0|HH2} Cuda EF

7| E
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FME A B &4 A od

o — = O

oozie-client 5.2.1 Oozie BHE ZLI0|UE

oozie-server 5.2.1 Oozie HIEZZ 23S +2tst
= MH|A

opencyv 4.7.0 QE AL HFH H|H Blo|=
22|

phoenix-library 5.2.1 M & Z2+0|21E 2| phoenix
ctolE 2|

phoenix-connectors 6.0.0 Spark-3& Apache Phoenix 74
=

phoenix-query-server 6.0.0 Avatica API0 CHEH JSON & 4]

HMIA L Z2EZ H{IH HA|
AE H|25104{ JIDBC HAMAE
M3ste 43 MH

presto-coordinator 0.287-amzn-1 presto-worker2| #HZ|E $235}
T FHe| A™E #elstE Myl
A

presto-worker 0.287-amzn-1 odzd R 2|2 A= MH|A.

presto-client 0.287-amzn-1 Presto AMH{7} A|ZHE|X| ©f 2

HA 22{AE{°| CH7| Ot AE{0]
Mx|El Presto HEZE Z2}0|

HE,

trino-coordinator 467-amzn-0 trino-workers 2| #2|& &5}
o HE| A™ME #elste M|
sy

trino-worker 467-amzn-0 o F2|E ™St MH|A.
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THd A HZ =k

trino-client 467-amzn-0 Trino ME{7t A[ZFE|X| 22
HA Z22{AE|o| Ci7| OFAE{O
MX|E Trino BHEZE Z2t0(2
E

pig-client 0.17.0 Pig @Y & Z2I0|E

r 4.3.2 SH HAFEE REZENE

ranger-kms-server 2.0.0 Apache Ranger 7| #2| AlA
=
[=|

spark-client 3.5.3-amzn-1 Spark BHEE Z20|E.

spark-history-server 3.5.3-amzn-1 2t 2 El Spark o Z 2|71 0| M9
Z=Hoi CHsH 7| =€l O|HIEE
ZZ[st= # Ul

spark-on-yarn 3.5.3-amzn-1 YARNS 9l M2 2| A& AEl

spark-yarn-slave 3.5.3-amzn-1 YARN &Z|0|E0M ER3t

spark-rapids

tensorflow

tez-on-yarn

tez-on-worker

24.10.1-amzn-1

2.16.1

0.10.2-amzn-14

0.10.2-amzn-14

Apache Spark 2t0|E242I.

GPUZ Apache SparkZ 7%
8l 5= Nvidia Spark RAPIDS
=32l

TensorFlows T1AMS £x%| A|

MELLE LA LATEQ0] 2t

ol2z{z|lLCt.

tez YARN OHZ2|7{[0| M & 2}
olE2zzl.

?74 = E0i| CHEt tez YARN Of
Zcl7lold & 2tolE {2l
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SFER=PY 7 L=

zeppelin-server 0.11.1 CHate Cl|lo|e &440| 7tsEt
#olgtES

zookeeper-server 3.9.2-amzn-1 +48 "2 || &2, o|§ |
1 |

zookeeper-client 3.9.2-amzn-1 ZooKeeper BHEZE Z2}0[2A

770 18 2R

THERE MM oS 2FH0IME AR XIHE £ Ql&LICH Ol 55 hive-site.xmllt Z
O oiZE[70lM el T8 XML T ol sHEBFLICH AHAEF LIS 2 OiZE[701M 778 EHoiE |
Al2.

F>|
oh
Zﬂl

A srete Al of Chet 7442 x|

3 as
% XH-_r“éj AR AIFFEFLICE REMIE H%

= O oI_I
EMR2 AMER7t +74&t
MeIAEA JF M7d

m°l'
o 4>
oo
[t
r
ful
>
3
Q)
N
O
-}

emr-7.7.0 2&

=% ME M7 A
capacity-scheduler 3t= capacity-scheduler.xml Restarts the ResourceM
kol gtg Hagg L ct. anager service.
container-executor 5= YARNZ| container- Not available.
executor.cfg It O| Zt S #H3
g LICH
container-log4j 5l& YARNZ2| container- Not available.
log4j.properties I+ 90| Zt S
AgfLict.
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= M AT A 5

core-site St & core-site.xml It U2l ZfE2  Restarts the Hadoop

Aguct. HDFS services Namenode,
SecondaryNamenode,
Datanode, ZKFC, and
Journalnode. Restarts the
Hadoop YARN services
ResourceManager,
NodeManager, ProxyServ
er, and TimelineServer. Ad
ditionally restarts Hadoop
KMS, Ranger KMS, HiveServe
r2, Hive MetaStore, Hadoop
Httpfs, and MapReduce-
HistoryServer.

docker-conf Docker &34 MM E HZAE L Not available.

emrfs-site EMRFS AHE& wd4dgLict. Restarts the Hadoop
HDFS services Namenode,
SecondaryNamenode,
Datanode, ZKFC, and
Journalnode. Restarts the
Hadoop YARN services
ResourceManager,
NodeManager, ProxyServ
er, and TimelineServer. Ad
ditionally restarts HBaseRegi
onserver, HBaseMaster,
HBaseThrift, HBaseRest,
HiveServer2, Hive MetaStore
, Hadoop Httpfs, and
MapReduce-HistoryServer.
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Amazon EMR Amazon EMR &Z|= 70|=
= =ES M 2
flink-conf flink-conf.yaml A& &g Restarts Flink history server.
L[C.
flink-log4j Flink log4j.properties A& 2 Restarts Flink history server.

flink-log4j-session

flink-log4j-cli

hadoop-env

BHEELICH

Kubernetes & Yarn A|0]
CHEt Flink log4j-session.prop
erties &2 HAFLICH

Flink log4j-cli.properties A%
£ HagLch

Restarts Flink history server.

Restarts Flink history server.

Restarts the Hadoop

HDFS services Namenode,
SecondaryNamenode,
Datanode, ZKFC, and
Journalnode. Restarts the
Hadoop YARN services
ResourceManager,
NodeManager, ProxyServ
er, and TimelineServer. Ad
ditionally restarts PhoenixQu
eryserver, HiveServer2, Hive
MetaStore, and MapReduce-
HistoryServer.
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Amazon EMR 2 Z2|= 7}0|=

H =
=TT

hadoop-log4j

hadoop-ssl-server

hadoop-ssl-client

hbase

hbase-env

hbase-log4;

hbase-metrics

nx
0%

E log4j.properties It 0| Zt
&g LICt

ol

mo

hadoop ssl M & & B4 E
L|C.

hadoop ssl 22I0|21E M4 S
HEgrLlCt

Apache HBaseOi| CHi &t
Amazon EMR #Z[0|E M™
L|C}.

HBase 49| 7t g448& L

Ct.

HBase hbase-log4j.properties
ol gfS HEg LI

HBase hadoop-metrics2-hb
ase.properties It 9| Zt & 14
Aot

AT A B

Restarts the Hadoop
HDFS services Secondary
Namenode, Datanode,
and Journalnode. Resta
rts the Hadoop YARN
services ResourceManager,
NodeManager, ProxyServ
er, and TimelineServer. Ad
ditionally restarts Hadoop
KMS, Hadoop Hittpfs, and
MapReduce-HistoryServer.

Not available.

Not available.

Custom EMR specific
property. Sets emrfs-site and
hbase-site configs. See those
for their associated restarts.

Restarts the HBase services
RegionServer, HBaseMaster,
ThriftServer, RestServer.

Restarts the HBase services
RegionServer, HBaseMaster,
ThriftServer, RestServer.

Restarts the HBase services
RegionServer, HBaseMaster,
ThriftServer, RestServer.
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Amazon EMR Amazon EMR &Z|= 70|=
2= L K74 e
hbase-policy HBase hbase-policy.xml I} & Not available.
o| ZtE wHA@ELICH.
hbase-site HBase hbase-site.xml| I} 9| Restarts the HBase services

hdfs-encryption-zones

hdfs-env

hdfs-site

hcatalog-env

hcatalog-server-jndi

hcatalog-server-proto-hive-site

hcatalog-webhcat-env

hcatalog-webhcat-log4j2

fE HEELICL

HDFS hdfs-site.xml2| S &4
gt

HCatalog t732| 2t2 wHZ4E
L|C}.

HCatalog jndi.properties &2
o| Ztg HEELct

HCatalog proto-hive-site.xml2]
e HEFLICH

HCatalog WebHCat 72| 2t
2 HEFLIC

HCatalog WebHCat log4j2.pr
operties@| gt BEgLICt.

RegionServer, HBaseMast
er, ThriftServer, RestServer.
Additionally restarts Phoenix
QueryServer.

This classification should not
be reconfigured.

Restarts Hadoop HDFS
services Namenode,
Datanode, and ZKFC.

Restarts the Hadoop
HDFS services Namenode,
SecondaryNamenode,
Datanode, ZKFC, and
Journalnode. Additionally
restarts Hadoop Hittpfs.

Restarts Hive HCatalog
Server.

Restarts Hive HCatalog
Server.

Restarts Hive HCatalog
Server.

Restarts Hive WebHCat
server.

Restarts Hive WebHCat
server.
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H =
=TT

hcatalog-webhcat-site

hive

hive-beeline-log4j2

hive-parquet-logging

hive-env

hive-exec-log4j2

hive-llap-daemon-log4j2

hive-log4j2

hive-site

Ad404
=o

HCatalog WebHCat webhcat-
site.xml T Q| Zf S HEE L
Ct.

Apache Hiveo CH&t Amazon
EMR Fil0|E M LCt.

Hive beeline-log4j2.properties
ool k2 HEgLICH.

Hive parquet-logging.pr
operties It A Q| 7S BHE L

Hive hive-exec-log4j2.p
roperties It 0| /2 HAEE
LICE.

Hive llap-daemon-log4;2
.properties TtUO| gt =2 P& g
LICE.

Hive hive-log4j2.properties I}
Yol ZtE HEELICH

Hive hive-site.xml| I} 2 Q| Zf &
AL}

AT A B

Restarts Hive WebHCat
server.

Sets configurations to launch
Hive LLAP service.

Not available.

Not available.

Restarts HiveServer2,
HiveMetastore, and Hive
HCatalog-Server. Runs Hive
schemaTool CLI commands to
verify hive-metastore.

Not available.

Not available.

Not available.

Restarts HiveServer2,
HiveMetastore, and Hive
HCatalog-Server. Runs Hive
schemaTool CLI commands
to verify hive-metastore. Also
restarts Oozie and Zeppelin.
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Amazon EMR 2 Z2|= 7}0|=

H =
=TT

hiveserver2-site

hue-ini

httpfs-env

httpfs-site

hadoop-kms-acls

hadoop-kms-env

hadoop-kms-java-home

hadoop-kms-log4j

hadoop-kms-site

hudi-env

hudi-defaults

iceberg-defaults

Ad404
=o

Hive Server2 hiveserver2-
site.xml Tt O| 7} S BHE =L
Ct.

Hue ini It 0| 2fS HEE L

Cth.

HTTPFS & Z2| 22 M
L|ct.

3l & httpfs-site.xml ZFL 2| Zf
H

otE KMS &89l gt HEe

L|Ct.

Hadoop2| KMS java & #4743

Hudi2| hudi-defaults.conf I} &
oM Zt& HZAELICt

Iceberg 2| iceberg-defaults.c
onf Tt UM 2t S HEFLICH

AT A B

Not available.

Restarts Hue. Also activates
Hue config override CLI
commands to pick up new
configurations.

Restarts Hadoop Httpfs
service.

Restarts Hadoop Httpfs
service.

Not available.

Restarts Hadoop-KMS
service.

Not available.

Not available.

Restarts Hadoop-KMS and
Ranger-KMS service.

Not available.

Not available.

Not available.
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H =
=TT

delta-defaults

jupyter-notebook-conf

jupyter-hub-conf

jupyter-s3-conf

jupyter-sparkmagic-conf

livy-conf

livy-env

livy-log4j2

mapred-env

mapred-site

oozie-env

oozie-log4j

Ad404
=o

Delta2| delta-defaults.conf I}
UM gte HEELICE

Jupyter Notebook2| jupyter_n
otebook_config.py It oi| A Zt
£ HEF LI

JupyterHubs 9| jupyterhu
b_config.py Tt LA ZtS
agct

Jupyter Notebook S3 X|<&4d
T8
Sparkmagic2| config.json I+

o| ¢tE HEFLICH

Livy 2| livy.conf It 4 9O| Zt S
Aot

Livy log4j2.properties & &
BHZEE L

MapReduce OfZ 2|7i[0]41 &
d9| gt HEFLICH

MapReduce O Z 2|7 0|M
mapred-site.xm| It o| 7k
HZEE LI

Oozie oozie-log4j.properties
ol gt S HEg LI

AT A B

Not available.

Not available.

Not available.

Not available.

Not available.

Restarts Livy Server.

Restarts Livy Server.

Restarts Livy Server.

Restarts Hadoop MapReduce-
HistoryServer.

Restarts Hadoop MapReduce-
HistoryServer.

Restarts Oozie.

Restarts Oozie.
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= = AN =
oozie-site Oozie oozie-site.xml It 2| ZF  Restarts Oozie.

phoenix-hbase-metrics

phoenix-hbase-site

phoenix-log4j2

phoenix-metrics

pig-env

pig-properties

pig-log4;

presto-log

presto-config

presto-password-authenticator

presto-env

= HEFLICH

Phoenix hadoop-metrics2-hb
ase.properties It 9| 7} =
Aot

Phoenix hbase-site.xml I} & 9|
e HgeLct

Phoenix2| log4j2.properties I}
of| A gt2 HagtLct.

Phoenix hadoop-metrics2-ph
oenix.properties I+ 9| 72

HZBLIC

Pig @0l Zt2 ¢4 ELICt

IIIIO

Pig pig.properties I} 0| Zt
B ZE gt

Pig log4j.properties It 9| Zt
£ HEELC

Presto log.properties I} 9|
7t B4745HL|C)

HA =2 L—

Presto config.properties I+
o| zt= wdZdstL|C}.

HAEZE L-_OH
Presto2| password-authentic
ator.properties It 20| 7} 2
AgfLct.

Presto2| presto-env.sh I} 0]
M g2tg #HEELct

Not available.

Not available.

Restarts Phoenix-QueryServe
r.

Not available.

Not available.

Restarts Oozie.

Not available.

Restarts Presto-Server (for
PrestoDB)

Restarts Presto-Server (for
PrestoDB)

Not available.

Restarts Presto-Server (for
PrestoDB)
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H =
=TT

presto-node

presto-connector-blackhole

presto-connector-cassandra

presto-connector-hive

presto-connector-jmx

presto-connector-kafka

presto-connector-lakeformat
ion

presto-connector-localfile

presto-connector-memory

presto-connector-mongodb

presto-connector-mysq|

presto-connector-postgresq|

A4 O
= O

Presto2| node.properties It
oM gt2 Haguct

Presto blackhole.properties It

Yol gfS HEELICH

Presto cassandra.properties
ol 7t HEE LIt

Presto hive.properties I} 2]
e HEFLIC

Presto jmx.properties I} 9|
k2 W@

Presto kafka.properties I} & 2|
2 HEFLIC

Presto2| lakeformation.prop
erties TFUOIM 72 BHEEL
Ct.

Presto localfile.properties I} &
o| Zt2 HAEE L.

Presto memory.properties It

o| gt HBELICH

Presto mongodb.properties I}

Uo| gte HEE LI

Presto mysq|.properties I}
o| gt HEFLICE.

Presto postgresql.properties
ol gt S HEg LI

AT A B

Not available.

Not available.

Not available.

Restarts Presto-Server (for

PrestoDB)

Not available.

Not available.

Restarts Presto-Server (for
PrestoDB)

Not available.

Not available.

Not available.

Not available.

Not available.
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presto-connector-raptor

presto-connector-redis

presto-connector-redshift

presto-connector-tpch

presto-connector-tpcds

trino-log

trino-config

trino-password-authenticator

trino-env

trino-node

trino-connector-blackhole

trino-connector-cassandra

Ad404
=o

Presto raptor.properties I+
o| gt HEFLICH

Presto redis.properties I} 9|
22 HagLco.

Presto redshift.properties I+l
o| gt wiEgLICt

Presto tpch.properties I} 9|
e HEFLIC

Presto tpcds.properties I} 9|
22 WagL .

Trino2| log.properties I} 0]
M 2t eEgct.

Trino2| config.properties It
oM 2t =2 HEFLICH

Trino2| password-authentic
ator.properties I} A0 AM Zf S
HEgLct

Trino2] trino-env.sh I} 04| Aq
Zrg wAsghct.

Trino2| node.properties I}
oM gt2 HEg Lt

Trino2| blackhole.properties
oM 2k BHE gL CH

Trino2| cassandra.properties
ool M gt S BFE g LICh

AT A B

Not available.

Not available.

Not available.

Not available.

Not available.

Restarts Trino-Server (for

Trino)

Restarts Trino-Server (for
Trino)

Restarts Trino-Server (for
Trino)

Restarts Trino-Server (for
Trino)

Not available.

Not available.

Not available.
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trino-connector-delta

trino-connector-hive

trino-exchange-manager

trino-connector-iceberg

trino-connector-hudi

trino-connector-jmx

trino-connector-kafka

trino-connector-localfile

trino-connector-memory

trino-connector-mongodb

trino-connector-mysq|

trino-connector-postgresql

Ad404
=o

Trino2| delta.properties I+
ol M 2t 2 BHEELICH

Trino2| hive.properties I} 01|
M 2t eEgLCt.

Trino2| exchange-manager.p
roperties I+ 0l 7t 2 44
gfLic

Trino2| iceberg.properties It
LM 2t 2 HEELICH.

Trino2]| hudi.properties I} 0]
M 2t wZEgct

Trino2| jmx.properties I} 0]
M gtg HEgLch

Trino2| kafka.properties I+
oM 2t =2 HEFLICH

Trino2| localfile.properties It
LM 22 HE gLt

Trino2| memory.properties It
Lol M 2t HEELICE

Trino2| mongodb.properties
oM 2t BEE Lt

Trino2| mysql.properties I}
ol M 2t 2 BHEELICE.

Trino2| postgresql.properties
ool M gt S BFE g LICh

AT A B

Restarts Trino-Server (for
Trino)

Restarts Trino-Server (for
Trino)

Restarts Trino-Server (for
Trino)
Restarts Trino-Server (for
Trino)

Restarts Trino-Server (for

Trino)

Not available.

Not available.

Not available.

Not available.

Not available.

Not available.

Not available.
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trino-connector-raptor

trino-connector-redis

trino-connector-redshift

trino-connector-tpch

trino-connector-tpcds

ranger-kms-dbks-site

ranger-kms-site

ranger-kms-env

ranger-kms-logback

ranger-kms-db-ca

spark

Ad404
=o

Trino2| raptor.properties I+
ol M 2t 2 BHEELICH

TrinoQ| redis.properties I}
oM 2t 2 HEg LIt

Trino2| redshift.properties I}
LM ZtE HAE LICH

Trino2] tpch.properties It 0]
M 2t HZAgLCH.

Trino2| tpcds.properties I+
oM gt2 Hagct

Ranger KMSO{| A dbks-site
xml It Yol gt WHAE LIt

Ranger KMSO| A ranger-kms-
site.xml T Q| Zf S BHEE L
Ct.

Ranger KMS 39| 7t ¥4
gLt

Ranger KMS 2| kms-logba
ck.xml TtUo| M gt2 BHE gL
Ct.

Ranger KMS2}+2| MySQL SSL
HAENM CA ool g2 g

gfLCH.

Apache Spark0il CH8t Amazon
EMR F2[0|E MEelL|Ct

AT A B

Not available.

Not available.

Not available.

Not available.

Not available.

Restarts Ranger KMS Server.

Restarts Ranger KMS Server.

Restarts Ranger KMS Server.

Not available.

Not available.

This property modifies spark-
defaults. See actions there.
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spark-defaults

spark-env

spark-hive-site

spark-log4;j2

spark-metrics

tez-site

yarn-env

yarn-site

zeppelin-env

Ad404
=o

Spark spark-defaults.conf It

o| g2 HEFLICH

the Spark gt29| gt wE¢st
L|C.

Spark hive-site.xml Z} Q| Zt
2 WHZEFLICH

Spark2| log4j2.properties It
ol M 2t 2 BHEELICH

Spark metrics.properties I+
of 42 HagLct.

Tez tez-site.xml| Tt o| Zt2
A LI

YARN #39| gt HEEL

Ct.

YARN yarn-site.xml It 9| Zt
£ HEELc

AT A B

Restarts Spark history server
and Spark thrift server.

Restarts Spark history server
and Spark thrift server.

Not available.

Restarts Spark history server
and Spark thrift server.

Restarts Spark history server
and Spark thrift server.

Restart Oozie and HiveServe
r2.

Restarts the Hadoop YARN
services ResourceManager,
NodeManager, ProxyServ

er, and TimelineServer. Ad
ditionally restarts MapReduce-
HistoryServer.

Restarts the Hadoop YARN
services ResourceManager,
NodeManager, ProxyServ
er, and TimelineServer. Ad
ditionally restarts Livy Server
and MapReduce-HistoryS
erver.

Restarts Zeppelin.
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zeppelin-site zeppelin-site. xmIO|A 4 A Restarts Zeppelin.

zookeeper-config

zookeeper-logback

emr-metrics

2025-02-07

2025-02-06

2025-01-30

Amazon EMR &l

A O

e

7.6.0 X|

=8B 37

g HEELICL

ZooKeeper zoo.cfg Tt 9| Z}
= Hag o,

ZooKeeper2| logback.xml I}
LM 2t HEFLICE

off CH8t emr X|E A

EM HAl

HiZ 2t=

E7| Mg Eela

£ 7.6.0

Restarts Zookeeper server.

Restarts Zookeeper server.

Restarts the CloudWatc
hAgent service.

Ad04
= o

Amazon EMR 7.7.0 22|A A
B E|Z= HA|

XHEl= 2 E 2|0l Amazon
EMR 7.7.0 2t Hi{ =

Amazon EMR 7.7.00| 7| &
2 2|0 M2 HjZEH

CtE EO|M= Amazon EMR ZE2|A 7.6.001 X|¥ElE 8 F7| dmE dEEfLICH

K| EHA|

=7| gg|A It

=

20254 1€ 10
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Amazon EMR

Amazon EMR ZZ|= 70|E

X3 EA

76.0BE2A FE 24

Amazon EMR 7.6.00{l= C}& o Z2|70|40]| Z &[0 QY

=

20274 18 9
20274 18 10

2028 1€ 10

AmazonCloudWatchAgent, Delta, Flink, Hadoop, HBase, HCatalog, Hive, Hudi, Livy, Iceberg,

JupyterEnterpriseGateway, Phoenix, Spark, Tez, Trino, Zookeeper

7t

oo

2.
— .

i

Hue, JupyterHub, Oozie, Pig, Presto, TensorFlow, Zeppelin

2 H

7.6.0 OHEZ 2|7 0| A

3t=| ol 7| X|ol| CHEF RFA|EH LI
AT U F7 g50f cHEt REAMIEH LIS

2 Amazon EMR 7.x Z2

I._ HHE HESMR. 2

£ Amazon EMR &

0| &2|A0ll= AmazonCloudWatchAgent, , Delta, Flink, HBase, HCatalog, Hadoop, Hive, Hudi,

Huelceberg, JupyterEnterpriseGateway, JupyterHub, Livy, Oozie, Phoenix, Presto, Pig, Spark,

TensorFlow, Tez, Trino% of Z2|7|0|40| & £|0{ Zeppelin A& LICHZooKeeper.

otz El0|Z0l= Ol Amazon EMR ZZ|20{A At
Amazon EMR ZZ|A(GHES

Zt Amazon EMR 22| A0 A o= 2|7|0|M BH{ZFI o] MR

* Amazon EMR 7.x &

2lA

o| o E2|7H0|4H HH

AN
22 = UEs

£ 82)2l oiZ 2|7 0| HTIo| LIt R

ol

S2os =A

M
ik

» Amazon EMR 6.x 2

2|A

o| ofE 2|70l HE

« Amazon EMR 5.x &l

2lA

o| o E 2|70l HH

* Amazon EMR 4.x 2

2lA

o| o E2|7i0|4 HE

OHEE |91|0I/‘4 HHZ 0 O™ M| 7HX|

=
FO
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https://docs.aws.amazon.com/emr/latest/ReleaseGuide/emr-release-app-versions-7.x.html
https://docs.aws.amazon.com/emr/latest/ReleaseGuide/emr-standard-support.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/Install-CloudWatch-Agent.html
https://delta.io/
https://flink.apache.org/
http://hbase.apache.org/
https://cwiki.apache.org/confluence/display/Hive/HCatalog
http://hadoop.apache.org/docs/current/
http://hive.apache.org/
https://hudi.apache.org
http://gethue.com/
https://iceberg.apache.org/
https://jupyter-enterprise-gateway.readthedocs.io/en/latest/
https://jupyterhub.readthedocs.io/en/latest/#
https://livy.incubator.apache.org/
http://oozie.apache.org/
https://phoenix.apache.org/
https://prestodb.io/
http://pig.apache.org/
https://spark.apache.org/docs/latest/
https://www.tensorflow.org/
https://tez.apache.org/
https://trino.io/
https://zeppelin.incubator.apache.org/
https://zookeeper.apache.org
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Amazon EMR 2 Z2|= 7}0|=

Of & 2[7i[0]4d T

AWS Java&
SDK

Python
Scala

AmazonClo
udWatchAgent

Delta
Flink
Ganglia
HBase
HCatalog
Hadoop
Hive
Hudi

Hue
Iceberg

JupyterEn
terpriseGateway

JupyterHub
Livy

MXNet

A

O -l

emr-7.6.0
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emr-7.3.0
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emr-7.6.0 emr-7.5.0 emr-7.4.0 emr-7.3.0
Mahout - - - -
Oozie 5.2.1 5.2.1 5.2.1 5.2.1
Phoenix 5.2.0 5.2.0 5.2.0 5.1.3
Pig 0.17.0 0.17.0 0.17.0 0.17.0
Presto 0.287 0.287 0.287 0.285
Spark 3.5.3 3.5.2 3.5.2 3.5.1
Sqoop - - 1.4.7 1.4.7
TensorFlow 2.16.1 2.16.1 2.16.1 2.16.1
Tez 0.10.2 0.10.2 0.10.2 0.10.2
Trino (PrestoSQ 457 446 446 442
L)
Zeppelin 0.11.1 0.11.1 0.11.1 0.11.1
ZooKeeper 3.9.2 3.9.2 3.9.2 3.9.1

7.6.0 UUHTQI F[ob4d Bl o

CIS E o= H%E Amazon EMR 7.6.0 72404 M AR E|
CVEs7t Lt&k|of &Lt Amazon EMR |
O, Amazon EMRO| £=% Al&hg &olst
AMH™ME MSELICEH

(=1
—
s
-

Ol E=2025'A 12 1020 Ud|0|EE|F&LICE.

CVEID ST CVE M5 H& URL
CVE-2020-15250 St https://nvd.nist.gov/vuln/detail/

CVE-2020-15250
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https://nvd.nist.gov/vuln/detail/CVE-2020-15250
https://nvd.nist.gov/vuln/detail/CVE-2020-15250

Amazon EMR Amazon EMR ZZ|= 70|E

CVE ID SEALT CVE M2 HE URL
CVE-2020-17521 &t https://nvd.nist.gov/vuln/detail/
CVE-2020-17521
CVE-2024-12798 St https://nvd.nist.gov/vuln/detail/
CVE-2024-12798
CVE-2024-12801 <= https://nvd.nist.gov/vuln/detail/
CVE-2024-12801
CVE-2024-47554 H=o|x| ore https://nvd.nist.gov/vuln/detail/
CVE-2024-47554
CVE-2022-1471 2l https://nvd.nist.gov/vuln/detail/
CVE-2022-1471
CVE-2022-25857 == https://nvd.nist.gov/vuln/detail/
CVE-2022-25857
CVE-2022-38749 St https://nvd.nist.gov/vuln/detail/
CVE-2022-38749
CVE-2022-38750 ) https://nvd.nist.gov/vuln/detail/
CVE-2022-38750
CVE-2022-38751 St https://nvd.nist.gov/vuln/detail/
CVE-2022-38751
CVE-2022-38752 st https://nvd.nist.gov/vuln/detail/
CVE-2022-38752
CVE-2022-41854 St https://nvd.nist.gov/vuln/detail/

CVE-2022-41854

CVE-2022-42003

K
mjo

https://nvd.nist.gov/vuln/detail/
CVE-2022-42003

K
mlo

CVE-2022-42004 https://nvd.nist.gov/vuln/detail/

CVE-2022-42004
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https://nvd.nist.gov/vuln/detail/CVE-2020-17521
https://nvd.nist.gov/vuln/detail/CVE-2020-17521
https://nvd.nist.gov/vuln/detail/CVE-2024-12798
https://nvd.nist.gov/vuln/detail/CVE-2024-12798
https://nvd.nist.gov/vuln/detail/CVE-2024-12801
https://nvd.nist.gov/vuln/detail/CVE-2024-12801
https://nvd.nist.gov/vuln/detail/CVE-2024-47554
https://nvd.nist.gov/vuln/detail/CVE-2024-47554
https://nvd.nist.gov/vuln/detail/CVE-2022-1471
https://nvd.nist.gov/vuln/detail/CVE-2022-1471
https://nvd.nist.gov/vuln/detail/CVE-2022-25857
https://nvd.nist.gov/vuln/detail/CVE-2022-25857
https://nvd.nist.gov/vuln/detail/CVE-2022-38749
https://nvd.nist.gov/vuln/detail/CVE-2022-38749
https://nvd.nist.gov/vuln/detail/CVE-2022-38750
https://nvd.nist.gov/vuln/detail/CVE-2022-38750
https://nvd.nist.gov/vuln/detail/CVE-2022-38751
https://nvd.nist.gov/vuln/detail/CVE-2022-38751
https://nvd.nist.gov/vuln/detail/CVE-2022-38752
https://nvd.nist.gov/vuln/detail/CVE-2022-38752
https://nvd.nist.gov/vuln/detail/CVE-2022-41854
https://nvd.nist.gov/vuln/detail/CVE-2022-41854
https://nvd.nist.gov/vuln/detail/CVE-2022-42003
https://nvd.nist.gov/vuln/detail/CVE-2022-42003
https://nvd.nist.gov/vuln/detail/CVE-2022-42004
https://nvd.nist.gov/vuln/detail/CVE-2022-42004

Amazon EMR

Amazon EMR ZZ|= 70|E

CVE ID

CVE-2023-6378

CVE-2023-6481

CVE-2024-36114

CVE-2015-1832

CVE-2018-1313

CVE-2019-10219

CVE-2020-10693

CVE-2020-13949

CVE-2020-13955

CVE-2020-29582

CVE-2020-8908

CVE-2021-28170

CVE-2021-34538

T

s
1

K
Ol

CVE M= HE& URL

https://nvd.nist.gov/vuln/detail/

CVE-2023-6378

Hir
Ol

https://nvd.nist.gov/vuln/detail/

CVE-2023-6481

FEX S

EliY

https://nvd.nist.gov/vuln/detail/

CVE-2024-36114

>
X

https://nvd.nist.gov/vuln/detail/

CVE-2015-1832

o

https://nvd.nist.gov/vuln/detail/

CVE-2018-1313

o

https://nvd.nist.gov/vuln/detail/

CVE-2019-10219

ot
3

https://nvd.nist.gov/vuln/detail/

CVE-2020-10693

Hir
Ol

https://nvd.nist.gov/vuln/detail/

CVE-2020-13949

of
S

https://nvd.nist.gov/vuln/detail/

CVE-2020-13955

of

https://nvd.nist.gov/vuln/detail/

CVE-2020-29582

AL
Ojo

https://nvd.nist.gov/vuln/detail/

CVE-2020-8908

Of
s

https://nvd.nist.gov/vuln/detail/

CVE-2021-28170

K
Ol

https://nvd.nist.gov/vuln/detail/

CVE-2021-34538
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https://nvd.nist.gov/vuln/detail/CVE-2023-6378
https://nvd.nist.gov/vuln/detail/CVE-2023-6378
https://nvd.nist.gov/vuln/detail/CVE-2023-6481
https://nvd.nist.gov/vuln/detail/CVE-2023-6481
https://nvd.nist.gov/vuln/detail/CVE-2024-36114
https://nvd.nist.gov/vuln/detail/CVE-2024-36114
https://nvd.nist.gov/vuln/detail/CVE-2015-1832
https://nvd.nist.gov/vuln/detail/CVE-2015-1832
https://nvd.nist.gov/vuln/detail/CVE-2018-1313
https://nvd.nist.gov/vuln/detail/CVE-2018-1313
https://nvd.nist.gov/vuln/detail/CVE-2019-10219
https://nvd.nist.gov/vuln/detail/CVE-2019-10219
https://nvd.nist.gov/vuln/detail/CVE-2020-10693
https://nvd.nist.gov/vuln/detail/CVE-2020-10693
https://nvd.nist.gov/vuln/detail/CVE-2020-13949
https://nvd.nist.gov/vuln/detail/CVE-2020-13949
https://nvd.nist.gov/vuln/detail/CVE-2020-13955
https://nvd.nist.gov/vuln/detail/CVE-2020-13955
https://nvd.nist.gov/vuln/detail/CVE-2020-29582
https://nvd.nist.gov/vuln/detail/CVE-2020-29582
https://nvd.nist.gov/vuln/detail/CVE-2020-8908
https://nvd.nist.gov/vuln/detail/CVE-2020-8908
https://nvd.nist.gov/vuln/detail/CVE-2021-28170
https://nvd.nist.gov/vuln/detail/CVE-2021-28170
https://nvd.nist.gov/vuln/detail/CVE-2021-34538
https://nvd.nist.gov/vuln/detail/CVE-2021-34538
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CVE ID SEALT CVE M2 HE URL
CVE-2021-38153 St https://nvd.nist.gov/vuln/detail/
CVE-2021-38153
CVE-2022-24329 St https://nvd.nist.gov/vuln/detail/
CVE-2022-24329
CVE-2022-25647 == https://nvd.nist.gov/vuln/detail/
CVE-2022-25647
CVE-2022-36364 == https://nvd.nist.gov/vuln/detail/
CVE-2022-36364
CVE-2022-39135 s https://nvd.nist.gov/vuln/detail/
CVE-2022-39135
CVE-2022-42889 £z https://nvd.nist.gov/vuln/detail/
CVE-2022-42889
CVE-2022-46337 &z https://nvd.nist.gov/vuln/detail/
CVE-2022-46337
CVE-2022-46751 == https://nvd.nist.gov/vuln/detail/
CVE-2022-46751
CVE-2023-1370 == https://nvd.nist.gov/vuln/detail/
CVE-2023-1370
CVE-2023-20863 st https://nvd.nist.gov/vuln/detail/
CVE-2023-20863
CVE-2023-20883 == https://nvd.nist.gov/vuln/detail/

CVE-2023-20883

CVE-2023-25194

K
mjo

https://nvd.nist.gov/vuln/detail/
CVE-2023-25194

K
mlo

CVE-2023-2976 https://nvd.nist.gov/vuln/detail/

CVE-2023-2976
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https://nvd.nist.gov/vuln/detail/CVE-2021-38153
https://nvd.nist.gov/vuln/detail/CVE-2021-38153
https://nvd.nist.gov/vuln/detail/CVE-2022-24329
https://nvd.nist.gov/vuln/detail/CVE-2022-24329
https://nvd.nist.gov/vuln/detail/CVE-2022-25647
https://nvd.nist.gov/vuln/detail/CVE-2022-25647
https://nvd.nist.gov/vuln/detail/CVE-2022-36364
https://nvd.nist.gov/vuln/detail/CVE-2022-36364
https://nvd.nist.gov/vuln/detail/CVE-2022-39135
https://nvd.nist.gov/vuln/detail/CVE-2022-39135
https://nvd.nist.gov/vuln/detail/CVE-2022-42889
https://nvd.nist.gov/vuln/detail/CVE-2022-42889
https://nvd.nist.gov/vuln/detail/CVE-2022-46337
https://nvd.nist.gov/vuln/detail/CVE-2022-46337
https://nvd.nist.gov/vuln/detail/CVE-2022-46751
https://nvd.nist.gov/vuln/detail/CVE-2022-46751
https://nvd.nist.gov/vuln/detail/CVE-2023-1370
https://nvd.nist.gov/vuln/detail/CVE-2023-1370
https://nvd.nist.gov/vuln/detail/CVE-2023-20863
https://nvd.nist.gov/vuln/detail/CVE-2023-20863
https://nvd.nist.gov/vuln/detail/CVE-2023-20883
https://nvd.nist.gov/vuln/detail/CVE-2023-20883
https://nvd.nist.gov/vuln/detail/CVE-2023-25194
https://nvd.nist.gov/vuln/detail/CVE-2023-25194
https://nvd.nist.gov/vuln/detail/CVE-2023-2976
https://nvd.nist.gov/vuln/detail/CVE-2023-2976

Amazon EMR Amazon EMR ZZ|= 70|E

CVE ID SEALT CVE M2 HE URL
CVE-2023-33201 st https://nvd.nist.gov/vuln/detail/
CVE-2023-33201
CVE-2023-33202 =) https://nvd.nist.gov/vuln/detail/
CVE-2023-33202
CVE-2023-34453 == https://nvd.nist.gov/vuln/detail/
CVE-2023-34453
CVE-2023-34454 == https://nvd.nist.gov/vuln/detail/
CVE-2023-34454
CVE-2023-34455 == https://nvd.nist.gov/vuln/detail/
CVE-2023-34455
CVE-2023-3635 == https://nvd.nist.gov/vuln/detail/
CVE-2023-3635
CVE-2023-39410 =3 https://nvd.nist.gov/vuln/detail/
CVE-2023-39410
CVE-2023-42503 St https://nvd.nist.gov/vuln/detail/
CVE-2023-42503
CVE-2023-43642 == https://nvd.nist.gov/vuln/detail/
CVE-2023-43642
CVE-2023-5072 == https://nvd.nist.gov/vuln/detail/
CVE-2023-5072
CVE-2023-51074 st https://nvd.nist.gov/vuln/detail/
CVE-2023-51074
CVE-2024-23945 BEREX XS https://nvd.nist.gov/vuln/detail/
CVE-2024-23945
CVE-2024-25710 st https://nvd.nist.gov/vuln/detail/

CVE-2024-25710
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https://nvd.nist.gov/vuln/detail/CVE-2023-33201
https://nvd.nist.gov/vuln/detail/CVE-2023-33201
https://nvd.nist.gov/vuln/detail/CVE-2023-33202
https://nvd.nist.gov/vuln/detail/CVE-2023-33202
https://nvd.nist.gov/vuln/detail/CVE-2023-34453
https://nvd.nist.gov/vuln/detail/CVE-2023-34453
https://nvd.nist.gov/vuln/detail/CVE-2023-34454
https://nvd.nist.gov/vuln/detail/CVE-2023-34454
https://nvd.nist.gov/vuln/detail/CVE-2023-34455
https://nvd.nist.gov/vuln/detail/CVE-2023-34455
https://nvd.nist.gov/vuln/detail/CVE-2023-3635
https://nvd.nist.gov/vuln/detail/CVE-2023-3635
https://nvd.nist.gov/vuln/detail/CVE-2023-39410
https://nvd.nist.gov/vuln/detail/CVE-2023-39410
https://nvd.nist.gov/vuln/detail/CVE-2023-42503
https://nvd.nist.gov/vuln/detail/CVE-2023-42503
https://nvd.nist.gov/vuln/detail/CVE-2023-43642
https://nvd.nist.gov/vuln/detail/CVE-2023-43642
https://nvd.nist.gov/vuln/detail/CVE-2023-5072
https://nvd.nist.gov/vuln/detail/CVE-2023-5072
https://nvd.nist.gov/vuln/detail/CVE-2023-51074
https://nvd.nist.gov/vuln/detail/CVE-2023-51074
https://nvd.nist.gov/vuln/detail/CVE-2024-23945
https://nvd.nist.gov/vuln/detail/CVE-2024-23945
https://nvd.nist.gov/vuln/detail/CVE-2024-25710
https://nvd.nist.gov/vuln/detail/CVE-2024-25710

Amazon EMR

Amazon EMR ZZ|= 70|E

CVE ID

CVE-2024-26308

CVE-2024-29857

CVE-2024-30171

CVE-2024-31141

CVE-2024-38808

CVE-2024-38820

CVE-2024-47561

CVE-2024-52046

CVE-2024-53990

CVE-2024-56128

CVE-2024-7254

GHSA-chfm-68vv-pvw5

CVE-2024-47535
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CVE M= HE& URL

https://nvd.nist.gov/vuln/detail/

CVE-2024-26308

https://nvd.nist.gov/vuln/detail/

CVE-2024-29857

https://nvd.nist.gov/vuln/detail/

CVE-2024-30171

https://nvd.nist.gov/vuln/detail/

CVE-2024-31141

https://nvd.nist.gov/vuln/detail/

CVE-2024-38808

https://nvd.nist.gov/vuln/detail/

CVE-2024-38820

https://nvd.nist.gov/vuln/detail/

CVE-2024-47561

https://nvd.nist.gov/vuln/detail/

CVE-2024-52046

https://nvd.nist.gov/vuln/detail/

CVE-2024-53990

https://nvd.nist.gov/vuln/detail/

CVE-2024-56128

https://nvd.nist.gov/vuln/detail/

CVE-2024-7254

TIAE ASE & l&LICH

https://nvd.nist.gov/vuln/detail/

CVE-2024-47535
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https://nvd.nist.gov/vuln/detail/CVE-2024-26308
https://nvd.nist.gov/vuln/detail/CVE-2024-26308
https://nvd.nist.gov/vuln/detail/CVE-2024-29857
https://nvd.nist.gov/vuln/detail/CVE-2024-29857
https://nvd.nist.gov/vuln/detail/CVE-2024-30171
https://nvd.nist.gov/vuln/detail/CVE-2024-30171
https://nvd.nist.gov/vuln/detail/CVE-2024-31141
https://nvd.nist.gov/vuln/detail/CVE-2024-31141
https://nvd.nist.gov/vuln/detail/CVE-2024-38808
https://nvd.nist.gov/vuln/detail/CVE-2024-38808
https://nvd.nist.gov/vuln/detail/CVE-2024-38820
https://nvd.nist.gov/vuln/detail/CVE-2024-38820
https://nvd.nist.gov/vuln/detail/CVE-2024-47561
https://nvd.nist.gov/vuln/detail/CVE-2024-47561
https://nvd.nist.gov/vuln/detail/CVE-2024-52046
https://nvd.nist.gov/vuln/detail/CVE-2024-52046
https://nvd.nist.gov/vuln/detail/CVE-2024-53990
https://nvd.nist.gov/vuln/detail/CVE-2024-53990
https://nvd.nist.gov/vuln/detail/CVE-2024-56128
https://nvd.nist.gov/vuln/detail/CVE-2024-56128
https://nvd.nist.gov/vuln/detail/CVE-2024-7254
https://nvd.nist.gov/vuln/detail/CVE-2024-7254
https://nvd.nist.gov/vuln/detail/CVE-2024-47535
https://nvd.nist.gov/vuln/detail/CVE-2024-47535

Amazon EMR Amazon EMR ZZ|= 70|E

CVE ID SEALT CVE M2 HE URL
CVE-2012-5783 St https://nvd.nist.gov/vuln/detail/
CVE-2012-5783
CVE-2012-6153 =) https://nvd.nist.gov/vuln/detail/
CVE-2012-6153
CVE-2016-5018 2z https://nvd.nist.gov/vuln/detail/
CVE-2016-5018
CVE-2016-6796 == https://nvd.nist.gov/vuln/detail/
CVE-2016-6796
CVE-2018-10237 =) https://nvd.nist.gov/vuln/detail/
CVE-2018-10237
CVE-2018-11798 St https://nvd.nist.gov/vuln/detail/
CVE-2018-11798
CVE-2019-0205 =3 https://nvd.nist.gov/vuln/detail/
CVE-2019-0205
CVE-2020-15522 St https://nvd.nist.gov/vuln/detail/
CVE-2020-15522
CVE-2020-1945 st https://nvd.nist.gov/vuln/detail/
CVE-2020-1945
CVE-2021-36373 St https://nvd.nist.gov/vuln/detail/
CVE-2021-36373
CVE-2021-36374 st https://nvd.nist.gov/vuln/detail/
CVE-2021-36374
CVE-2018-1000180 == https://nvd.nist.gov/vuln/detail/
CVE-2018-1000180
CVE-2020-26939 st https://nvd.nist.gov/vuln/detail/

CVE-2020-26939
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https://nvd.nist.gov/vuln/detail/CVE-2012-5783
https://nvd.nist.gov/vuln/detail/CVE-2012-5783
https://nvd.nist.gov/vuln/detail/CVE-2012-6153
https://nvd.nist.gov/vuln/detail/CVE-2012-6153
https://nvd.nist.gov/vuln/detail/CVE-2016-5018
https://nvd.nist.gov/vuln/detail/CVE-2016-5018
https://nvd.nist.gov/vuln/detail/CVE-2016-6796
https://nvd.nist.gov/vuln/detail/CVE-2016-6796
https://nvd.nist.gov/vuln/detail/CVE-2018-10237
https://nvd.nist.gov/vuln/detail/CVE-2018-10237
https://nvd.nist.gov/vuln/detail/CVE-2018-11798
https://nvd.nist.gov/vuln/detail/CVE-2018-11798
https://nvd.nist.gov/vuln/detail/CVE-2019-0205
https://nvd.nist.gov/vuln/detail/CVE-2019-0205
https://nvd.nist.gov/vuln/detail/CVE-2020-15522
https://nvd.nist.gov/vuln/detail/CVE-2020-15522
https://nvd.nist.gov/vuln/detail/CVE-2020-1945
https://nvd.nist.gov/vuln/detail/CVE-2020-1945
https://nvd.nist.gov/vuln/detail/CVE-2021-36373
https://nvd.nist.gov/vuln/detail/CVE-2021-36373
https://nvd.nist.gov/vuln/detail/CVE-2021-36374
https://nvd.nist.gov/vuln/detail/CVE-2021-36374
https://nvd.nist.gov/vuln/detail/CVE-2018-1000180
https://nvd.nist.gov/vuln/detail/CVE-2018-1000180
https://nvd.nist.gov/vuln/detail/CVE-2020-26939
https://nvd.nist.gov/vuln/detail/CVE-2020-26939

Amazon EMR Amazon EMR ZZ|= 70|E

CVE ID &2t CVE M¥ HE URL
CVE-2020-28052 == https://nvd.nist.gov/vuln/detail/
CVE-2020-28052
CVE-2021-29425 St https://nvd.nist.gov/vuln/detail/
CVE-2021-29425
CVE-2015-5237 =8 https://nvd.nist.gov/vuln/detail/
CVE-2015-5237
CVE-2017-15095 21z https://nvd.nist.gov/vuln/detail/
CVE-2017-15095
CVE-2017-17485 2l https://nvd.nist.gov/vuln/detail/
CVE-2017-17485
CVE-2017-7525 &z https://nvd.nist.gov/vuln/detail/
CVE-2017-7525
CVE-2018-11307 &z https://nvd.nist.gov/vuln/detail/
CVE-2018-11307
CVE-2018-12022 == https://nvd.nist.gov/vuln/detail/
CVE-2018-12022
CVE-2018-12023 == https://nvd.nist.gov/vuln/detail/
CVE-2018-12023
CVE-2018-14718 &z https://nvd.nist.gov/vuln/detail/
CVE-2018-14718
CVE-2018-14719 &zt https://nvd.nist.gov/vuln/detail/
CVE-2018-14719
CVE-2018-14720 &z https://nvd.nist.gov/vuln/detail/
CVE-2018-14720
CVE-2018-14721 &z https://nvd.nist.gov/vuln/detail/

CVE-2018-14721
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https://nvd.nist.gov/vuln/detail/CVE-2020-28052
https://nvd.nist.gov/vuln/detail/CVE-2020-28052
https://nvd.nist.gov/vuln/detail/CVE-2021-29425
https://nvd.nist.gov/vuln/detail/CVE-2021-29425
https://nvd.nist.gov/vuln/detail/CVE-2015-5237
https://nvd.nist.gov/vuln/detail/CVE-2015-5237
https://nvd.nist.gov/vuln/detail/CVE-2017-15095
https://nvd.nist.gov/vuln/detail/CVE-2017-15095
https://nvd.nist.gov/vuln/detail/CVE-2017-17485
https://nvd.nist.gov/vuln/detail/CVE-2017-17485
https://nvd.nist.gov/vuln/detail/CVE-2017-7525
https://nvd.nist.gov/vuln/detail/CVE-2017-7525
https://nvd.nist.gov/vuln/detail/CVE-2018-11307
https://nvd.nist.gov/vuln/detail/CVE-2018-11307
https://nvd.nist.gov/vuln/detail/CVE-2018-12022
https://nvd.nist.gov/vuln/detail/CVE-2018-12022
https://nvd.nist.gov/vuln/detail/CVE-2018-12023
https://nvd.nist.gov/vuln/detail/CVE-2018-12023
https://nvd.nist.gov/vuln/detail/CVE-2018-14718
https://nvd.nist.gov/vuln/detail/CVE-2018-14718
https://nvd.nist.gov/vuln/detail/CVE-2018-14719
https://nvd.nist.gov/vuln/detail/CVE-2018-14719
https://nvd.nist.gov/vuln/detail/CVE-2018-14720
https://nvd.nist.gov/vuln/detail/CVE-2018-14720
https://nvd.nist.gov/vuln/detail/CVE-2018-14721
https://nvd.nist.gov/vuln/detail/CVE-2018-14721

Amazon EMR Amazon EMR ZZ|= 70|E

CVE ID &2t CVE M¥ HE URL
CVE-2018-19360 &2 https://nvd.nist.gov/vuln/detail/
CVE-2018-19360
CVE-2018-19361 &z https://nvd.nist.gov/vuln/detail/
CVE-2018-19361
CVE-2018-19362 2z https://nvd.nist.gov/vuln/detail/
CVE-2018-19362
CVE-2018-5968 == https://nvd.nist.gov/vuln/detail/
CVE-2018-5968
CVE-2018-7489 2z https://nvd.nist.gov/vuln/detail/
CVE-2018-7489
CVE-2019-12086 == https://nvd.nist.gov/vuln/detail/
CVE-2019-12086
CVE-2019-12384 St https://nvd.nist.gov/vuln/detail/
CVE-2019-12384
CVE-2019-12814 St https://nvd.nist.gov/vuln/detail/
CVE-2019-12814
CVE-2019-14379 oz https://nvd.nist.gov/vuln/detail/
CVE-2019-14379
CVE-2019-14439 == https://nvd.nist.gov/vuln/detail/
CVE-2019-14439
CVE-2019-14540 &z https://nvd.nist.gov/vuln/detail/
CVE-2019-14540
CVE-2019-14892 &zt https://nvd.nist.gov/vuln/detail/
CVE-2019-14892
CVE-2019-14893 &z https://nvd.nist.gov/vuln/detail/

CVE-2019-14893
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https://nvd.nist.gov/vuln/detail/CVE-2018-19360
https://nvd.nist.gov/vuln/detail/CVE-2018-19360
https://nvd.nist.gov/vuln/detail/CVE-2018-19361
https://nvd.nist.gov/vuln/detail/CVE-2018-19361
https://nvd.nist.gov/vuln/detail/CVE-2018-19362
https://nvd.nist.gov/vuln/detail/CVE-2018-19362
https://nvd.nist.gov/vuln/detail/CVE-2018-5968
https://nvd.nist.gov/vuln/detail/CVE-2018-5968
https://nvd.nist.gov/vuln/detail/CVE-2018-7489
https://nvd.nist.gov/vuln/detail/CVE-2018-7489
https://nvd.nist.gov/vuln/detail/CVE-2019-12086
https://nvd.nist.gov/vuln/detail/CVE-2019-12086
https://nvd.nist.gov/vuln/detail/CVE-2019-12384
https://nvd.nist.gov/vuln/detail/CVE-2019-12384
https://nvd.nist.gov/vuln/detail/CVE-2019-12814
https://nvd.nist.gov/vuln/detail/CVE-2019-12814
https://nvd.nist.gov/vuln/detail/CVE-2019-14379
https://nvd.nist.gov/vuln/detail/CVE-2019-14379
https://nvd.nist.gov/vuln/detail/CVE-2019-14439
https://nvd.nist.gov/vuln/detail/CVE-2019-14439
https://nvd.nist.gov/vuln/detail/CVE-2019-14540
https://nvd.nist.gov/vuln/detail/CVE-2019-14540
https://nvd.nist.gov/vuln/detail/CVE-2019-14892
https://nvd.nist.gov/vuln/detail/CVE-2019-14892
https://nvd.nist.gov/vuln/detail/CVE-2019-14893
https://nvd.nist.gov/vuln/detail/CVE-2019-14893

Amazon EMR Amazon EMR ZZ|= 70|E

CVE ID &2t CVE M¥ HE URL
CVE-2019-16335 &z https://nvd.nist.gov/vuln/detail/
CVE-2019-16335
CVE-2019-16942 &z https://nvd.nist.gov/vuln/detail/
CVE-2019-16942
CVE-2019-16943 &zt https://nvd.nist.gov/vuln/detail/
CVE-2019-16943
CVE-2019-17267 21z https://nvd.nist.gov/vuln/detail/
CVE-2019-17267
CVE-2019-17531 s https://nvd.nist.gov/vuln/detail/
CVE-2019-17531
CVE-2019-20330 £z https://nvd.nist.gov/vuln/detail/
CVE-2019-20330
CVE-2020-10650 == https://nvd.nist.gov/vuln/detail/
CVE-2020-10650
CVE-2020-10672 == https://nvd.nist.gov/vuln/detail/
CVE-2020-10672
CVE-2020-10673 == https://nvd.nist.gov/vuln/detail/
CVE-2020-10673
CVE-2020-10968 == https://nvd.nist.gov/vuln/detail/
CVE-2020-10968
CVE-2020-10969 == https://nvd.nist.gov/vuln/detail/
CVE-2020-10969
CVE-2020-11111 == https://nvd.nist.gov/vuln/detail/
CVE-2020-11111
CVE-2020-11112 == https://nvd.nist.gov/vuln/detail/

CVE-2020-11112
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https://nvd.nist.gov/vuln/detail/CVE-2019-16335
https://nvd.nist.gov/vuln/detail/CVE-2019-16335
https://nvd.nist.gov/vuln/detail/CVE-2019-16942
https://nvd.nist.gov/vuln/detail/CVE-2019-16942
https://nvd.nist.gov/vuln/detail/CVE-2019-16943
https://nvd.nist.gov/vuln/detail/CVE-2019-16943
https://nvd.nist.gov/vuln/detail/CVE-2019-17267
https://nvd.nist.gov/vuln/detail/CVE-2019-17267
https://nvd.nist.gov/vuln/detail/CVE-2019-17531
https://nvd.nist.gov/vuln/detail/CVE-2019-17531
https://nvd.nist.gov/vuln/detail/CVE-2019-20330
https://nvd.nist.gov/vuln/detail/CVE-2019-20330
https://nvd.nist.gov/vuln/detail/CVE-2020-10650
https://nvd.nist.gov/vuln/detail/CVE-2020-10650
https://nvd.nist.gov/vuln/detail/CVE-2020-10672
https://nvd.nist.gov/vuln/detail/CVE-2020-10672
https://nvd.nist.gov/vuln/detail/CVE-2020-10673
https://nvd.nist.gov/vuln/detail/CVE-2020-10673
https://nvd.nist.gov/vuln/detail/CVE-2020-10968
https://nvd.nist.gov/vuln/detail/CVE-2020-10968
https://nvd.nist.gov/vuln/detail/CVE-2020-10969
https://nvd.nist.gov/vuln/detail/CVE-2020-10969
https://nvd.nist.gov/vuln/detail/CVE-2020-11111
https://nvd.nist.gov/vuln/detail/CVE-2020-11111
https://nvd.nist.gov/vuln/detail/CVE-2020-11112
https://nvd.nist.gov/vuln/detail/CVE-2020-11112

Amazon EMR Amazon EMR ZZ|= 70|E

CVE ID &2t CVE M¥ HE URL
CVE-2020-11113 == https://nvd.nist.gov/vuln/detail/
CVE-2020-11113
CVE-2020-11619 =8 https://nvd.nist.gov/vuln/detail/
CVE-2020-11619
CVE-2020-11620 == https://nvd.nist.gov/vuln/detail/
CVE-2020-11620
CVE-2020-14060 == https://nvd.nist.gov/vuln/detail/
CVE-2020-14060
CVE-2020-14061 == https://nvd.nist.gov/vuln/detail/
CVE-2020-14061
CVE-2020-14062 == https://nvd.nist.gov/vuln/detail/
CVE-2020-14062
CVE-2020-14195 == https://nvd.nist.gov/vuln/detail/
CVE-2020-14195
CVE-2020-24616 == https://nvd.nist.gov/vuln/detail/
CVE-2020-24616
CVE-2020-24750 == https://nvd.nist.gov/vuln/detail/
CVE-2020-24750
CVE-2020-35490 == https://nvd.nist.gov/vuln/detail/

CVE-2020-35490

CVE-2020-35491

Hir
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https://nvd.nist.gov/vuln/detail/
CVE-2020-35491
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mjo

CVE-2020-35728 https://nvd.nist.gov/vuln/detail/

CVE-2020-35728
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Ol

CVE-2020-36179 https://nvd.nist.gov/vuln/detail/

CVE-2020-36179
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https://nvd.nist.gov/vuln/detail/CVE-2020-11113
https://nvd.nist.gov/vuln/detail/CVE-2020-11113
https://nvd.nist.gov/vuln/detail/CVE-2020-11619
https://nvd.nist.gov/vuln/detail/CVE-2020-11619
https://nvd.nist.gov/vuln/detail/CVE-2020-11620
https://nvd.nist.gov/vuln/detail/CVE-2020-11620
https://nvd.nist.gov/vuln/detail/CVE-2020-14060
https://nvd.nist.gov/vuln/detail/CVE-2020-14060
https://nvd.nist.gov/vuln/detail/CVE-2020-14061
https://nvd.nist.gov/vuln/detail/CVE-2020-14061
https://nvd.nist.gov/vuln/detail/CVE-2020-14062
https://nvd.nist.gov/vuln/detail/CVE-2020-14062
https://nvd.nist.gov/vuln/detail/CVE-2020-14195
https://nvd.nist.gov/vuln/detail/CVE-2020-14195
https://nvd.nist.gov/vuln/detail/CVE-2020-24616
https://nvd.nist.gov/vuln/detail/CVE-2020-24616
https://nvd.nist.gov/vuln/detail/CVE-2020-24750
https://nvd.nist.gov/vuln/detail/CVE-2020-24750
https://nvd.nist.gov/vuln/detail/CVE-2020-35490
https://nvd.nist.gov/vuln/detail/CVE-2020-35490
https://nvd.nist.gov/vuln/detail/CVE-2020-35491
https://nvd.nist.gov/vuln/detail/CVE-2020-35491
https://nvd.nist.gov/vuln/detail/CVE-2020-35728
https://nvd.nist.gov/vuln/detail/CVE-2020-35728
https://nvd.nist.gov/vuln/detail/CVE-2020-36179
https://nvd.nist.gov/vuln/detail/CVE-2020-36179

Amazon EMR Amazon EMR ZZ|= 70|E

CVE ID &2t CVE M¥ HE URL
CVE-2020-36180 == https://nvd.nist.gov/vuln/detail/
CVE-2020-36180
CVE-2020-36181 == https://nvd.nist.gov/vuln/detail/
CVE-2020-36181
CVE-2020-36182 =5 https://nvd.nist.gov/vuln/detail/
CVE-2020-36182
CVE-2020-36183 == https://nvd.nist.gov/vuln/detail/
CVE-2020-36183
CVE-2020-36184 == https://nvd.nist.gov/vuln/detail/
CVE-2020-36184
CVE-2020-36185 == https://nvd.nist.gov/vuln/detail/
CVE-2020-36185
CVE-2020-36186 == https://nvd.nist.gov/vuln/detail/
CVE-2020-36186
CVE-2020-36187 == https://nvd.nist.gov/vuln/detail/
CVE-2020-36187
CVE-2020-36188 == https://nvd.nist.gov/vuln/detail/
CVE-2020-36188
CVE-2020-36189 == https://nvd.nist.gov/vuln/detail/
CVE-2020-36189
CVE-2020-36518 == https://nvd.nist.gov/vuln/detail/
CVE-2020-36518
CVE-2020-8840 &z https://nvd.nist.gov/vuln/detail/
CVE-2020-8840
CVE-2020-9546 &z https://nvd.nist.gov/vuln/detail/

CVE-2020-9546
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https://nvd.nist.gov/vuln/detail/CVE-2020-36180
https://nvd.nist.gov/vuln/detail/CVE-2020-36180
https://nvd.nist.gov/vuln/detail/CVE-2020-36181
https://nvd.nist.gov/vuln/detail/CVE-2020-36181
https://nvd.nist.gov/vuln/detail/CVE-2020-36182
https://nvd.nist.gov/vuln/detail/CVE-2020-36182
https://nvd.nist.gov/vuln/detail/CVE-2020-36183
https://nvd.nist.gov/vuln/detail/CVE-2020-36183
https://nvd.nist.gov/vuln/detail/CVE-2020-36184
https://nvd.nist.gov/vuln/detail/CVE-2020-36184
https://nvd.nist.gov/vuln/detail/CVE-2020-36185
https://nvd.nist.gov/vuln/detail/CVE-2020-36185
https://nvd.nist.gov/vuln/detail/CVE-2020-36186
https://nvd.nist.gov/vuln/detail/CVE-2020-36186
https://nvd.nist.gov/vuln/detail/CVE-2020-36187
https://nvd.nist.gov/vuln/detail/CVE-2020-36187
https://nvd.nist.gov/vuln/detail/CVE-2020-36188
https://nvd.nist.gov/vuln/detail/CVE-2020-36188
https://nvd.nist.gov/vuln/detail/CVE-2020-36189
https://nvd.nist.gov/vuln/detail/CVE-2020-36189
https://nvd.nist.gov/vuln/detail/CVE-2020-36518
https://nvd.nist.gov/vuln/detail/CVE-2020-36518
https://nvd.nist.gov/vuln/detail/CVE-2020-8840
https://nvd.nist.gov/vuln/detail/CVE-2020-8840
https://nvd.nist.gov/vuln/detail/CVE-2020-9546
https://nvd.nist.gov/vuln/detail/CVE-2020-9546

Amazon EMR

Amazon EMR ZZ|= 70|E

CVE ID

CVE-2020-9547

CVE-2020-9548

CVE-2021-20190

CVE-2021-22569

CVE-2021-22570

CVE-2022-3171

CVE-2022-3509

CVE-2022-3510

CVE-2023-50387

CVE-2023-50868

CVE-2023-52428

CVE-2024-23454

CVE-2024-23944
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CVE M= HE& URL

https://nvd.nist.gov/vuln/detail/
CVE-2020-9547

https://nvd.nist.gov/vuln/detail/
CVE-2020-9548

https://nvd.nist.gov/vuln/detail/
CVE-2021-20190

https://nvd.nist.gov/vuln/detail/
CVE-2021-22569

https://nvd.nist.gov/vuln/detail/
CVE-2021-22570

https://nvd.nist.gov/vuln/detail/
CVE-2022-3171

https://nvd.nist.gov/vuln/detail/
CVE-2022-3509

https://nvd.nist.gov/vuln/detail/

CVE-2022-3510

https://nvd.nist.gov/vuln/detail/
CVE-2023-50387

https://nvd.nist.gov/vuln/detail/

CVE-2023-50868

https://nvd.nist.gov/vuln/detail/
CVE-2023-52428

https://nvd.nist.gov/vuln/detail/

CVE-2024-23454

https://nvd.nist.gov/vuln/detail/

CVE-2024-23944
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https://nvd.nist.gov/vuln/detail/CVE-2020-9547
https://nvd.nist.gov/vuln/detail/CVE-2020-9547
https://nvd.nist.gov/vuln/detail/CVE-2020-9548
https://nvd.nist.gov/vuln/detail/CVE-2020-9548
https://nvd.nist.gov/vuln/detail/CVE-2021-20190
https://nvd.nist.gov/vuln/detail/CVE-2021-20190
https://nvd.nist.gov/vuln/detail/CVE-2021-22569
https://nvd.nist.gov/vuln/detail/CVE-2021-22569
https://nvd.nist.gov/vuln/detail/CVE-2021-22570
https://nvd.nist.gov/vuln/detail/CVE-2021-22570
https://nvd.nist.gov/vuln/detail/CVE-2022-3171
https://nvd.nist.gov/vuln/detail/CVE-2022-3171
https://nvd.nist.gov/vuln/detail/CVE-2022-3509
https://nvd.nist.gov/vuln/detail/CVE-2022-3509
https://nvd.nist.gov/vuln/detail/CVE-2022-3510
https://nvd.nist.gov/vuln/detail/CVE-2022-3510
https://nvd.nist.gov/vuln/detail/CVE-2023-50387
https://nvd.nist.gov/vuln/detail/CVE-2023-50387
https://nvd.nist.gov/vuln/detail/CVE-2023-50868
https://nvd.nist.gov/vuln/detail/CVE-2023-50868
https://nvd.nist.gov/vuln/detail/CVE-2023-52428
https://nvd.nist.gov/vuln/detail/CVE-2023-52428
https://nvd.nist.gov/vuln/detail/CVE-2024-23454
https://nvd.nist.gov/vuln/detail/CVE-2024-23454
https://nvd.nist.gov/vuln/detail/CVE-2024-23944
https://nvd.nist.gov/vuln/detail/CVE-2024-23944

Amazon EMR

Amazon EMR ZZ|= 70|E

CVE ID

CVE-2024-25638

CVE-2024-29025

CVE-2024-29131

CVE-2024-29133

CVE-2024-51504

CVE-2024-6763

CVE-2024-8184

CVE-2022-40149

CVE-2022-40150

CVE-2022-45685

CVE-2022-45693

CVE-2023-1436

CVE-2013-7285
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https://nvd.nist.gov/vuln/detail/
CVE-2024-25638

https://nvd.nist.gov/vuln/detail/
CVE-2024-29025

https://nvd.nist.gov/vuln/detail/

CVE-2024-29131

https://nvd.nist.gov/vuln/detail/
CVE-2024-29133

https://nvd.nist.gov/vuln/detail/

CVE-2024-51504

https://nvd.nist.gov/vuln/detail/
CVE-2024-6763

https://nvd.nist.gov/vuln/detail/

CVE-2024-8184

https://nvd.nist.gov/vuln/detail/
CVE-2022-40149

https://nvd.nist.gov/vuln/detail/

CVE-2022-40150

https://nvd.nist.gov/vuln/detail/
CVE-2022-45685

https://nvd.nist.gov/vuln/detail/

CVE-2022-45693

https://nvd.nist.gov/vuln/detail/

CVE-2023-1436

https://nvd.nist.gov/vuln/detail/

CVE-2013-7285
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https://nvd.nist.gov/vuln/detail/CVE-2024-25638
https://nvd.nist.gov/vuln/detail/CVE-2024-25638
https://nvd.nist.gov/vuln/detail/CVE-2024-29025
https://nvd.nist.gov/vuln/detail/CVE-2024-29025
https://nvd.nist.gov/vuln/detail/CVE-2024-29131
https://nvd.nist.gov/vuln/detail/CVE-2024-29131
https://nvd.nist.gov/vuln/detail/CVE-2024-29133
https://nvd.nist.gov/vuln/detail/CVE-2024-29133
https://nvd.nist.gov/vuln/detail/CVE-2024-51504
https://nvd.nist.gov/vuln/detail/CVE-2024-51504
https://nvd.nist.gov/vuln/detail/CVE-2024-6763
https://nvd.nist.gov/vuln/detail/CVE-2024-6763
https://nvd.nist.gov/vuln/detail/CVE-2024-8184
https://nvd.nist.gov/vuln/detail/CVE-2024-8184
https://nvd.nist.gov/vuln/detail/CVE-2022-40149
https://nvd.nist.gov/vuln/detail/CVE-2022-40149
https://nvd.nist.gov/vuln/detail/CVE-2022-40150
https://nvd.nist.gov/vuln/detail/CVE-2022-40150
https://nvd.nist.gov/vuln/detail/CVE-2022-45685
https://nvd.nist.gov/vuln/detail/CVE-2022-45685
https://nvd.nist.gov/vuln/detail/CVE-2022-45693
https://nvd.nist.gov/vuln/detail/CVE-2022-45693
https://nvd.nist.gov/vuln/detail/CVE-2023-1436
https://nvd.nist.gov/vuln/detail/CVE-2023-1436
https://nvd.nist.gov/vuln/detail/CVE-2013-7285
https://nvd.nist.gov/vuln/detail/CVE-2013-7285

Amazon EMR Amazon EMR ZZ|= 70|E

CVE ID &2t CVE M¥ HE URL
CVE-2014-8125 == https://nvd.nist.gov/vuln/detail/
CVE-2014-8125
CVE-2016-3674 =8 https://nvd.nist.gov/vuln/detail/
CVE-2016-3674
CVE-2017-7957 == https://nvd.nist.gov/vuln/detail/
CVE-2017-7957
CVE-2019-10173 21z https://nvd.nist.gov/vuln/detail/
CVE-2019-10173
CVE-2020-26217 =5 https://nvd.nist.gov/vuln/detail/
CVE-2020-26217
CVE-2020-26258 == https://nvd.nist.gov/vuln/detail/
CVE-2020-26258
CVE-2021-21341 =5 https://nvd.nist.gov/vuln/detail/
CVE-2021-21341
CVE-2021-21342 oz https://nvd.nist.gov/vuln/detail/
CVE-2021-21342
CVE-2021-21343 == https://nvd.nist.gov/vuln/detail/
CVE-2021-21343
CVE-2021-21344 &z https://nvd.nist.gov/vuln/detail/
CVE-2021-21344
CVE-2021-21345 &z https://nvd.nist.gov/vuln/detail/
CVE-2021-21345
CVE-2021-21346 &zt https://nvd.nist.gov/vuln/detail/
CVE-2021-21346
CVE-2021-21347 &z https://nvd.nist.gov/vuln/detail/

CVE-2021-21347

emr-7.6.0 137


https://nvd.nist.gov/vuln/detail/CVE-2014-8125
https://nvd.nist.gov/vuln/detail/CVE-2014-8125
https://nvd.nist.gov/vuln/detail/CVE-2016-3674
https://nvd.nist.gov/vuln/detail/CVE-2016-3674
https://nvd.nist.gov/vuln/detail/CVE-2017-7957
https://nvd.nist.gov/vuln/detail/CVE-2017-7957
https://nvd.nist.gov/vuln/detail/CVE-2019-10173
https://nvd.nist.gov/vuln/detail/CVE-2019-10173
https://nvd.nist.gov/vuln/detail/CVE-2020-26217
https://nvd.nist.gov/vuln/detail/CVE-2020-26217
https://nvd.nist.gov/vuln/detail/CVE-2020-26258
https://nvd.nist.gov/vuln/detail/CVE-2020-26258
https://nvd.nist.gov/vuln/detail/CVE-2021-21341
https://nvd.nist.gov/vuln/detail/CVE-2021-21341
https://nvd.nist.gov/vuln/detail/CVE-2021-21342
https://nvd.nist.gov/vuln/detail/CVE-2021-21342
https://nvd.nist.gov/vuln/detail/CVE-2021-21343
https://nvd.nist.gov/vuln/detail/CVE-2021-21343
https://nvd.nist.gov/vuln/detail/CVE-2021-21344
https://nvd.nist.gov/vuln/detail/CVE-2021-21344
https://nvd.nist.gov/vuln/detail/CVE-2021-21345
https://nvd.nist.gov/vuln/detail/CVE-2021-21345
https://nvd.nist.gov/vuln/detail/CVE-2021-21346
https://nvd.nist.gov/vuln/detail/CVE-2021-21346
https://nvd.nist.gov/vuln/detail/CVE-2021-21347
https://nvd.nist.gov/vuln/detail/CVE-2021-21347

Amazon EMR Amazon EMR ZZ|= 70|E

CVE ID &2t CVE M¥ HE URL
CVE-2021-21348 == https://nvd.nist.gov/vuln/detail/
CVE-2021-21348
CVE-2021-21349 == https://nvd.nist.gov/vuln/detail/
CVE-2021-21349
CVE-2021-21350 &zt https://nvd.nist.gov/vuln/detail/
CVE-2021-21350
CVE-2021-21351 21z https://nvd.nist.gov/vuln/detail/
CVE-2021-21351
CVE-2021-29505 == https://nvd.nist.gov/vuln/detail/
CVE-2021-29505
CVE-2021-39139 == https://nvd.nist.gov/vuln/detail/
CVE-2021-39139
CVE-2021-39141 == https://nvd.nist.gov/vuln/detail/
CVE-2021-39141
CVE-2021-39144 == https://nvd.nist.gov/vuln/detail/
CVE-2021-39144
CVE-2021-39145 == https://nvd.nist.gov/vuln/detail/
CVE-2021-39145
CVE-2021-39146 == https://nvd.nist.gov/vuln/detail/
CVE-2021-39146
CVE-2021-39147 == https://nvd.nist.gov/vuln/detail/

CVE-2021-39147

CVE-2021-39148
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mjo

https://nvd.nist.gov/vuln/detail/
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CVE-2021-39149 https://nvd.nist.gov/vuln/detail/

CVE-2021-39149
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https://nvd.nist.gov/vuln/detail/CVE-2021-21348
https://nvd.nist.gov/vuln/detail/CVE-2021-21348
https://nvd.nist.gov/vuln/detail/CVE-2021-21349
https://nvd.nist.gov/vuln/detail/CVE-2021-21349
https://nvd.nist.gov/vuln/detail/CVE-2021-21350
https://nvd.nist.gov/vuln/detail/CVE-2021-21350
https://nvd.nist.gov/vuln/detail/CVE-2021-21351
https://nvd.nist.gov/vuln/detail/CVE-2021-21351
https://nvd.nist.gov/vuln/detail/CVE-2021-29505
https://nvd.nist.gov/vuln/detail/CVE-2021-29505
https://nvd.nist.gov/vuln/detail/CVE-2021-39139
https://nvd.nist.gov/vuln/detail/CVE-2021-39139
https://nvd.nist.gov/vuln/detail/CVE-2021-39141
https://nvd.nist.gov/vuln/detail/CVE-2021-39141
https://nvd.nist.gov/vuln/detail/CVE-2021-39144
https://nvd.nist.gov/vuln/detail/CVE-2021-39144
https://nvd.nist.gov/vuln/detail/CVE-2021-39145
https://nvd.nist.gov/vuln/detail/CVE-2021-39145
https://nvd.nist.gov/vuln/detail/CVE-2021-39146
https://nvd.nist.gov/vuln/detail/CVE-2021-39146
https://nvd.nist.gov/vuln/detail/CVE-2021-39147
https://nvd.nist.gov/vuln/detail/CVE-2021-39147
https://nvd.nist.gov/vuln/detail/CVE-2021-39148
https://nvd.nist.gov/vuln/detail/CVE-2021-39148
https://nvd.nist.gov/vuln/detail/CVE-2021-39149
https://nvd.nist.gov/vuln/detail/CVE-2021-39149

Amazon EMR Amazon EMR ZZ|= 70|E

CVE ID &2t CVE M¥ HE URL
CVE-2021-39150 == https://nvd.nist.gov/vuln/detail/
CVE-2021-39150
CVE-2021-39151 =8 https://nvd.nist.gov/vuln/detail/
CVE-2021-39151
CVE-2021-39152 == https://nvd.nist.gov/vuln/detail/
CVE-2021-39152
CVE-2021-39153 == https://nvd.nist.gov/vuln/detail/
CVE-2021-39153
CVE-2021-39154 == https://nvd.nist.gov/vuln/detail/
CVE-2021-39154
CVE-2021-41411 &zt https://nvd.nist.gov/vuln/detail/
CVE-2021-41411
CVE-2021-43859 =3 https://nvd.nist.gov/vuln/detail/
CVE-2021-43859
CVE-2022-1415 == https://nvd.nist.gov/vuln/detail/
CVE-2022-1415
CVE-2022-40151 == https://nvd.nist.gov/vuln/detail/
CVE-2022-40151
CVE-2022-41966 == https://nvd.nist.gov/vuln/detail/
CVE-2022-41966
CVE-2024-47072 et = PN IS, https://nvd.nist.gov/vuln/detail/
CVE-2024-47072
CVE-2019-10172 == https://nvd.nist.gov/vuln/detail/
CVE-2019-10172
CVE-2019-10202 &z https://nvd.nist.gov/vuln/detail/

CVE-2019-10202
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https://nvd.nist.gov/vuln/detail/CVE-2021-39150
https://nvd.nist.gov/vuln/detail/CVE-2021-39150
https://nvd.nist.gov/vuln/detail/CVE-2021-39151
https://nvd.nist.gov/vuln/detail/CVE-2021-39151
https://nvd.nist.gov/vuln/detail/CVE-2021-39152
https://nvd.nist.gov/vuln/detail/CVE-2021-39152
https://nvd.nist.gov/vuln/detail/CVE-2021-39153
https://nvd.nist.gov/vuln/detail/CVE-2021-39153
https://nvd.nist.gov/vuln/detail/CVE-2021-39154
https://nvd.nist.gov/vuln/detail/CVE-2021-39154
https://nvd.nist.gov/vuln/detail/CVE-2021-41411
https://nvd.nist.gov/vuln/detail/CVE-2021-41411
https://nvd.nist.gov/vuln/detail/CVE-2021-43859
https://nvd.nist.gov/vuln/detail/CVE-2021-43859
https://nvd.nist.gov/vuln/detail/CVE-2022-1415
https://nvd.nist.gov/vuln/detail/CVE-2022-1415
https://nvd.nist.gov/vuln/detail/CVE-2022-40151
https://nvd.nist.gov/vuln/detail/CVE-2022-40151
https://nvd.nist.gov/vuln/detail/CVE-2022-41966
https://nvd.nist.gov/vuln/detail/CVE-2022-41966
https://nvd.nist.gov/vuln/detail/CVE-2024-47072
https://nvd.nist.gov/vuln/detail/CVE-2024-47072
https://nvd.nist.gov/vuln/detail/CVE-2019-10172
https://nvd.nist.gov/vuln/detail/CVE-2019-10172
https://nvd.nist.gov/vuln/detail/CVE-2019-10202
https://nvd.nist.gov/vuln/detail/CVE-2019-10202

Amazon EMR Amazon EMR ZZ|= 70|E

CVE ID SEALT CVE M2 HE URL
CVE-2022-45688 == https://nvd.nist.gov/vuln/detail/
CVE-2022-45688
CVE-2023-0833 St https://nvd.nist.gov/vuln/detail/
CVE-2023-0833
CVE-2024-21634 == https://nvd.nist.gov/vuln/detail/
CVE-2024-21634
CVE-2024-9823 EREX XS https://nvd.nist.gov/vuln/detail/
CVE-2024-9823
CVE-2022-37866 == https://nvd.nist.gov/vuln/detail/
CVE-2022-37866
CVE-2012-0881 == https://nvd.nist.gov/vuln/detail/
CVE-2012-0881
CVE-2022-23437 St https://nvd.nist.gov/vuln/detail/
CVE-2022-23437
CVE-2020-13936 == https://nvd.nist.gov/vuln/detail/
CVE-2020-13936
CVE-2022-37865 &z https://nvd.nist.gov/vuln/detail/
CVE-2022-37865
CVE-2009-2625 st https://nvd.nist.gov/vuln/detail/
CVE-2009-2625
CVE-2017-10355 St https://nvd.nist.gov/vuln/detail/
CVE-2017-10355
CVE-2021-31684 == https://nvd.nist.gov/vuln/detail/
CVE-2021-31684
CVE-2020-14338 St https://nvd.nist.gov/vuln/detail/

CVE-2020-14338
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https://nvd.nist.gov/vuln/detail/CVE-2022-45688
https://nvd.nist.gov/vuln/detail/CVE-2022-45688
https://nvd.nist.gov/vuln/detail/CVE-2023-0833
https://nvd.nist.gov/vuln/detail/CVE-2023-0833
https://nvd.nist.gov/vuln/detail/CVE-2024-21634
https://nvd.nist.gov/vuln/detail/CVE-2024-21634
https://nvd.nist.gov/vuln/detail/CVE-2024-9823
https://nvd.nist.gov/vuln/detail/CVE-2024-9823
https://nvd.nist.gov/vuln/detail/CVE-2022-37866
https://nvd.nist.gov/vuln/detail/CVE-2022-37866
https://nvd.nist.gov/vuln/detail/CVE-2012-0881
https://nvd.nist.gov/vuln/detail/CVE-2012-0881
https://nvd.nist.gov/vuln/detail/CVE-2022-23437
https://nvd.nist.gov/vuln/detail/CVE-2022-23437
https://nvd.nist.gov/vuln/detail/CVE-2020-13936
https://nvd.nist.gov/vuln/detail/CVE-2020-13936
https://nvd.nist.gov/vuln/detail/CVE-2022-37865
https://nvd.nist.gov/vuln/detail/CVE-2022-37865
https://nvd.nist.gov/vuln/detail/CVE-2009-2625
https://nvd.nist.gov/vuln/detail/CVE-2009-2625
https://nvd.nist.gov/vuln/detail/CVE-2017-10355
https://nvd.nist.gov/vuln/detail/CVE-2017-10355
https://nvd.nist.gov/vuln/detail/CVE-2021-31684
https://nvd.nist.gov/vuln/detail/CVE-2021-31684
https://nvd.nist.gov/vuln/detail/CVE-2020-14338
https://nvd.nist.gov/vuln/detail/CVE-2020-14338

Amazon EMR Amazon EMR ZZ|= 70|E

CVE ID S Edg CVE M2 HE URL
CVE-2018-2799 St https://nvd.nist.gov/vuln/detail/
CVE-2018-2799
CVE-2021-27568 =) https://nvd.nist.gov/vuln/detail/
CVE-2021-27568
CVE-2013-4002 == https://nvd.nist.gov/vuln/detail/
CVE-2013-4002
CVE-2020-13956 St https://nvd.nist.gov/vuln/detail/
CVE-2020-13956
CVE-2020-25649 == https://nvd.nist.gov/vuln/detail/
CVE-2020-25649
CVE-2023-26049 =) https://nvd.nist.gov/vuln/detail/
CVE-2023-26049
CVE-2024-43382 BEREX| IS https://nvd.nist.gov/vuln/detail/
CVE-2024-43382
CVE-2023-34462 St https://nvd.nist.gov/vuln/detail/
CVE-2023-34462
CVE-2021-21290 st https://nvd.nist.gov/vuln/detail/
CVE-2021-21290
CVE-2023-44487 == https://nvd.nist.gov/vuln/detail/
CVE-2023-44487
CVE-2019-20445 &z https://nvd.nist.gov/vuln/detail/
CVE-2019-20445
GHSA-xpw8-rcwv-8f8p == ZFIE MEE = gisLICt
CVE-2021-37136 == https://nvd.nist.gov/vuln/detail/

CVE-2021-37136
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https://nvd.nist.gov/vuln/detail/CVE-2018-2799
https://nvd.nist.gov/vuln/detail/CVE-2018-2799
https://nvd.nist.gov/vuln/detail/CVE-2021-27568
https://nvd.nist.gov/vuln/detail/CVE-2021-27568
https://nvd.nist.gov/vuln/detail/CVE-2013-4002
https://nvd.nist.gov/vuln/detail/CVE-2013-4002
https://nvd.nist.gov/vuln/detail/CVE-2020-13956
https://nvd.nist.gov/vuln/detail/CVE-2020-13956
https://nvd.nist.gov/vuln/detail/CVE-2020-25649
https://nvd.nist.gov/vuln/detail/CVE-2020-25649
https://nvd.nist.gov/vuln/detail/CVE-2023-26049
https://nvd.nist.gov/vuln/detail/CVE-2023-26049
https://nvd.nist.gov/vuln/detail/CVE-2024-43382
https://nvd.nist.gov/vuln/detail/CVE-2024-43382
https://nvd.nist.gov/vuln/detail/CVE-2023-34462
https://nvd.nist.gov/vuln/detail/CVE-2023-34462
https://nvd.nist.gov/vuln/detail/CVE-2021-21290
https://nvd.nist.gov/vuln/detail/CVE-2021-21290
https://nvd.nist.gov/vuln/detail/CVE-2023-44487
https://nvd.nist.gov/vuln/detail/CVE-2023-44487
https://nvd.nist.gov/vuln/detail/CVE-2019-20445
https://nvd.nist.gov/vuln/detail/CVE-2019-20445
https://nvd.nist.gov/vuln/detail/CVE-2021-37136
https://nvd.nist.gov/vuln/detail/CVE-2021-37136

Amazon EMR Amazon EMR Z/E2|= 7}0|=

CVE ID S EALS CVE M%® HME URL
CVE-2021-21295 St https://nvd.nist.gov/vuln/detail/
CVE-2021-21295
GHSA-58qw-p7gm-5rvh ZFZ I E AMEE = Lt
CVE-2021-37533 St https://nvd.nist.gov/vuln/detail/
CVE-2021-37533
CVE-2019-20444 21z https://nvd.nist.gov/vuln/detail/
CVE-2019-20444
CVE-2022-40152 == https://nvd.nist.gov/vuln/detail/

CVE-2022-40152

7.6.0 222 FTH A MF HE

Amazon EMR 7.6.02| &7} mi7|X|of| CHEt AtM[EH LIS 2 CHE EE XML,

Application oHEZ|7AH0|M &  Package 71X 8 7| K| BHE

%
AmazonClo Core hadoop-hdfs- FHE= 3.4.0.amz
udWatchAgent journalnode n.2-1.amzn2023
AmazonClo Core ranger-kms FHE= 2.0.0-1.a
udWatchAgent mzn2023
AmazonClo Core s3-dist-cp Ft =S 2.36.0-1.
udWatchAgent amzn2023
AmazonClo Core zookeeper Ft =S 3.9.2.amz
udWatchAgent n.0-1.amzn2023
AmazonClo Core zookeeper- F =S 3.9.2.amz
udWatchAgent server n.0-1.amzn2023
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https://nvd.nist.gov/vuln/detail/CVE-2021-21295
https://nvd.nist.gov/vuln/detail/CVE-2021-21295
https://nvd.nist.gov/vuln/detail/CVE-2021-37533
https://nvd.nist.gov/vuln/detail/CVE-2021-37533
https://nvd.nist.gov/vuln/detail/CVE-2019-20444
https://nvd.nist.gov/vuln/detail/CVE-2019-20444
https://nvd.nist.gov/vuln/detail/CVE-2022-40152
https://nvd.nist.gov/vuln/detail/CVE-2022-40152

Amazon EMR Amazon EMR 2 Z|= 7t0|E
Application OHEZ|AH0|M &  Package 71X 8 7| X| BHE
%
Flink Core hadoop-client F =S 3.4.0.amz
n.2-1.amzn2023
Flink Core hadoop-hdfs FH =S 3.4.0.amz
n.2-1.amzn2023
Flink Core hadoop-hdfs- FHE= 3.4.0.amz
datanode n.2-1.amzn2023
Flink Core hadoop-hdfs- FHE=S 3.4.0.amz
journalnode n.2-1.amzn2023
Flink Core hadoop-hdfs- FHES 3.4.0.amz
namenode n.2-1.amzn2023
Flink Core hadoop-httpfs FE=S 3.4.0.amz
n.2-1.amzn2023
Flink Core hadoop-kms FMES 3.4.0.amz
n.2-1.amzn2023
Flink Core hadoop-ma FHES 3.4.0.amz
preduce n.2-1.amzn2023
Flink Core hadoop-ma FMES 3.4.0.amz
preduce-h n.2-1.amzn2023
istoryserver
Flink Core hadoop-yarn FMES 3.4.0.amz
n.2-1.amzn2023
Flink Core hadoop-yarn- FEg=E 3.4.0.amz
nodemanager n.2-1.amzn2023
Flink Core hadoop-yarn- F = 3.4.0.amz

proxyserver

n.2-1.amzn2023
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Amazon EMR Amazon EMR & Z|= 7}0|=

Application OHZC|7|0|l4d &  Package m7|x| 78 Ij 7| K| B
%

Flink Core hadoop-ya FHE= 3.4.0.amz
rn-resour n.2-1.amzn2023
cemanager

Flink Core hadoop-yarn- FH =S 3.4.0.amz
timelineserver n.2-1.amzn2023

Flink Core hudi FHE= 0.15.0.am

zn.3-1.am
zn2023

Flink Core ranger-kms =HEs 2.0.0-1.a

mzn2023

Flink Core hadoop FE=S 3.4.0.amz

n.2-1.amzn2023

HBase Core s3-dist-cp FE=S 2.36.0-1.

amzn2023

HCatalog Core hadoop-yarn- FMES 3.4.0.amz
proxyserver n.2-1.amzn2023

HCatalog Core mariadb-c =HES
onnector-java

Hive Core hadoop-httpfs FHES 3.4.0.amz

n.2-1.amzn2023

Hive Core hadoop-yarn- FMES 3.4.0.amz
proxyserver n.2-1.amzn2023

Hive Core hive-hbase F=HESs 3.1.3.amz

n.15-1.am
zn2023
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Amazon EMR Amazon EMR 2 Z|= 7t0|E
Application OHEZ|AH0|M &  Package 71X 8 7| X| BHE
%
Hive Core mariadb-c FMES 2.7.2-1
onnector-java
Hive Core s3-dist-cp Xt E= 2.36.0-1.
amzn2023
I|=lA Core s3-dist-cp FMES 2.36.0-1.
amzn2023
Spark Core spark-dat Ft = 3.5.1.amz
anucleus n.0-1.amzn2023
Tez9| Hive &&  Core hadoop-ma FMES 3.4.0.amz
AlZt H| preduce n.2-1.amzn2023
Tez9| Hive &  Core hadoop-ma FE=S 3.4.0.amz
AlZt "l preduce-h n.2-1.amzn2023
istoryserver
Tez2| Hive &8  Core hadoop-yarn- FMES 3.4.0.amz
AlZt H| proxyserver n.2-1.amzn2023
Trino Core bigtop-utils =HEs 1.2.0-1.a
mzn2023
Trino Core hadoop-client FHES 3.4.0.amz
n.2-1.amzn2023
Trino Core hadoop-hdfs FMES 3.4.0.amz
n.2-1.amzn2023
Trino Core hadoop-hdfs- FEg=E 3.4.0.amz
datanode n.2-1.amzn2023
Trino Core hadoop-hdfs- FE= 3.4.0.amz

journalnode

n.2-1.amzn2023
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Amazon EMR Amazon EMR & Z|= 7}0|=

Application OHEZ|AH0|M &  Package 71X 8 7| X| BHE
%
Trino Core hadoop-hdfs- FHE= 3.4.0.amz
namenode n.2-1.amzn2023
Trino Core hadoop-kms F = 3.4.0.amz
n.2-1.amzn2023
Trino Core hadoop-ma Ft =S 3.4.0.amz
preduce n.2-1.amzn2023
Trino Core hadoop-ma Ft = 3.4.0.amz
preduce-h n.2-1.amzn2023
istoryserver
Trino Core hadoop-yarn FMES 3.4.0.amz
n.2-1.amzn2023
Trino Core hadoop-yarn- FHES 3.4.0.amz
nodemanager n.2-1.amzn2023
Trino Core hadoop-yarn- FMES 3.4.0.amz
proxyserver n.2-1.amzn2023
Trino Core hadoop-ya =HEs 3.4.0.amz
rn-resour n.2-1.amzn2023
cemanager
Trino Core hadoop-yarn- FHES 3.4.0.amz
timelineserver n.2-1.amzn2023
Trino Core hive FMES 3.1.3.amz
n.12-1.am
zn2023
Trino Core hive-hcatalog- FEg=E 3.1.3.amz
server n.12-1.am
zn2023
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Amazon EMR Amazon EMR & Z|= 7}0|=

Application OHZC|7|0|l4d &  Package m7|x| 78 Ij 7| K| B
%
Trino Core mariadb-c =hEs 2.7.2-1
onnector-java

Trino Core ranger-kms FHES 2.0.0-1.a
mzn2023

Trino Core zookeeper Ft =S 3.9.2.amz
n.0-1.amzn2023

Trino Core zookeeper- Ft =S 3.9.2.amz

server n.0-1.amzn2023

Trino Core bigtop-groovy FHES 2.5.4-1.a
mzn2023

Trino Core bigtop-jsvc =HEs 1.2.4-1.a
mzn2023

Trino Core hadoop FES 3.4.0.amz
n.2-1.amzn2023

Trino Core hadoop-Izo Ft &S 0.4.19-1.
amzn2023

Trino Core hive-hcatalog FMES 3.1.3.amz
n.15-1.am
zn2023

Trino Core hive-jdbc FMES 3.1.3.amz
n.12-1.am
zn2023

Zookeeper Core emrfs FEg=E 3.9.2.amz

n.0-1.amzn2023
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Amazon EMR Amazon EMR Z/2|= 7}0|=
Application OHEZ|AH0|M &  Package 71X 8 7| X| BHE
%
Zookeeper Core hadoop-client FMES 3.9.2.amz
n.0-1.amzn2023
Zookeeper Core hadoop-hdfs F = 3.9.2.amz
n.0-1.amzn2023
Zookeeper Core hadoop-hdfs- Ft =S 3.9.2.amz
datanode n.0-1.amzn2023
Zookeeper Core hadoop-hdfs- Ft = 3.9.2.amz
journalnode n.0-1.amzn2023
Zookeeper Core hadoop-hdfs- F =S 3.9.2.amz
namenode n.0-1.amzn2023
Zookeeper Core hadoop-httpfs FE=S 3.9.2.amz
n.0-1.amzn2023
Zookeeper Core hadoop-kms FE=S 3.9.2.amz
n.0-1.amzn2023
Zookeeper Core hadoop-ma FES 3.4.0.amz
preduce n.2-1.amzn2023
Zookeeper Core hadoop-ma FHES 3.4.0.amz
preduce-h n.2-1.amzn2023
istoryserver
Zookeeper Core hadoop-yarn FMES 3.4.0.amz
n.2-1.amzn2023
Zookeeper Core hadoop-yarn- FEg=E 3.4.0.amz
nodemanager n.2-1.amzn2023
Zookeeper Core hadoop-yarn- FE= 3.4.0.amz

proxyserver

n.2-1.amzn2023
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Amazon EMR Amazon EMR & Z|= 7}0|=

Application O Z 2|710|M Package 71X 8 7| X| BHE
%

Zookeeper Core hadoop-ya FHE= 3.4.0.amz
rn-resour n.2-1.amzn2023
cemanager

Zookeeper Core hadoop-yarn- Xt E= 3.4.0.amz
timelineserver n.2-1.amzn2023

Zookeeper Core ranger-kms FHE= 2.0.0-1.a

mzn2023
7.6.0 A ™ME
Ctg 22lA HEoll= Amazon EMR 224 7.6.00 CHEt HE 7 Z ko] A& LICH

« OEZZ|AH 0|4 L 8|0|= — Amazon EMR 7.6.0 application upgrades include HBase 2.6.1, Flink
1.20.0, Spark 3.5.3, and Trino 457.

- 228 ™ol 843 | YARN ResourceManager(RM)0i| A1Z+8H mat 2 X7} g M5to{ S A| &
o=z DECOMMISSIONINGOHA-I DECOMMISSIONED & E{Z ™Metg | SESHX| et&LIct ol=
5| 2AE7 2 B EoM 2T LICH 0| 2 = AEf| MEtn ofZ 27| 0|4 HEf Heto| 25
21| X| 2fo} ResourceManager2| 4l 7|52 £1t%{o 2 OiH|A|ZILICt i Wio 2 Z 2ol
2| LE0|M CtS HES AHE5t0{ RM JVMS CHA| A|EFEFLICH

||

sudo systemctl restart hadoop-yarn-resourcemanager

« CapacityScheduler =& 0]2]|9] YARN A7 &E{FairScheduler(0i: FIFO AHEE)
2 EMR E2{AEE A|Z 35 YARNMemoryAvailablePercentage X|E7} CloudWatchZ
FAE[X] o &LICH o] EXl= #EI™ 2H™o| gd3stEl Fe{AE o] 40| J&2 DIEILICH
YARNMemoryAvailablePercentage X|Z0i| 2t EEtX|= E A8 XY #El® -2 A
g2 0|2 & U&LIcH sE Yo 2 CapacityScheduler EEE8 A& LICIFairScheduler.
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Amazon EMR Amazon EMR & Z|= 7}0|=
HE AL, S E 75 D sHEE =X

* Spark 3.3.1(EMR H% 6.10 0| &0l M x| &) FE MHH[A i

oAEOlE

AlSH |:
O —

DECOMMISSIONING & E{ExecutorStatect= Mf 2 AHELICH Yarn2 H7| £ A
21 ZFdof CHal A A= 7|
L|C}. 2t EMR Managed Scaling, EMR Auto Scaling &&= EMR-EC2 224

O%IEI-

roh o 2 M o o
> IIIIO I[S’. \2 E

FYEIZ S

AERXE ZE HALIES
of HExl= =|cf A™HTIE
MEE I spark.dynamicAllocation.enabled £82

L|C} =8t Spark 249| spark.dynamicAllocation.maxExecutors &!

#7I8 A8 5t0] S BT 4 ¢oDE WRH HS MY S

A& 3t S0t Spark DRAE HIE A3t5tH™ YarnO| Z+

Qe + UA&LICH Ol EXME EXsted™ 2[2l 7|5 =

TRUE (Z|&2hHE &Y

AMO

=
spark.dynamicAllocation.minExecutors &4 22 MM5t04 & A Fof S E A

=& Kghstod 2[4 & 2|0 M- Mof 2E U = U&

e CloudWat

LICt.

ch MO|ME &= EMR 7.6 O|& & HEIY] o4& FHAE M K[HELICH RIMIE LIE2
Amazon CloudWatch 00| EE 2 X5HM2.

« Amazon Elastic Map Reduce(EMR) 2 2|A H 7.6.05E S3A Tt A|AE! 7

S3 Z2t0|

HE & & S3HE K[RELICH

« EMR 7.6.05E{ TLSE HMaster &!

HBase: HBaseE Al

| RegionServe

rve |_
8t TLS X[Hoi CHEt Ch=S £ E ’E.*E%P IR.

OsRelea Amazon Linux 72 7 AHE 7ts8 E

Label(Ar
zon
Linux

)

2023
A 72
2025
=

609.0

ol
=

6.1.140-154.222.am
zn2023

2025\ 78 14

HIE{= O|A| Amaz

FR(ASES) S5(HHE
2l), S=(t0| &), ot Aot
EfE o (2l ol), (T

21), of Alo} Ef TS (Rt 2
Eh, 012 S8(230/2),
otz E|7HFHOIZELR), R
H(OILHE), SS(UAE),

OE—|(_\.LE|'3_AI-'-_E E), =ko}
H2|7HE o= F), ot A[o}
EfE (&), otAlot EHE

7|

on
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https://docs.aws.amazon.com/emr/latest/ReleaseGuide/emr-AmazonCloudWatchAgent.html
https://docs.aws.amazon.com/emr/latest/ManagementGuide/emr-encryption-support-matrix.html#emr-encryption-support-matrix-hbase

Amazon EMR Amazon EMR & Z|= 7}0|=

OsRelea Amazon Linux 7{'s & ME JtsE M XeEl=E 2™
Label(Ar

zon

Linux

E{ %)

&(stol|2tHtE), Ol= S
E(HX[L|ol | &), ot Alo}
.u.=|ok(A-| ) o|.A|o|. E_H.u.=|
F(L2AL7t), ok Alot Ef B QF
(ZcilolAloh), (&), ,
OfAlol EHBY(HHE), &
H(Hete), okAlot Ef T QF
(£32), AWS GovCloud(O|
= &5), AWS GovCloud(
012 M&), 012 M2
), 012 M5 (ZelZL ot
£), ObAloh EfZI 2 (Al7}
EZE2), ot AloF B (A=
L), o|Aaztd (R otH|E),
FHLiCHEF), FHLc HE
(Z7Hal), sHde), &
= (A, RE(FI2lS])
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Amazon EMR Amazon EMR & Z|= 7}0|=

OsRelea Amazon Linux 7{'s & ME JtsE M XeEl=E 2™

Label(Ar

zon

Linux

)

2023 6.1.134-152.225.am 20254 6& 19 FHASEE), s(HH
A 78 zn2023 Ql), 53 (0| Z)), o Alo}
2025052 EHE (2 i[O Alot), OFA
1 of EfE(ZHtol), R (T

2/), Of Alo} BT ¥(Rt7t=
Eh), 0= SF(2350(2),
ofZZ|7H(AIO|ZEtR), 7
(ot E), SS(UAE),
RHEZZTIFEE), ot
H2lz7H A o2 F), o Alo}
ENZ (S B), ofAlot L
&(sto|2tHtE), Ol= S
2(HX|L|ol 5&), of Ao}
ENZQF (M), OF Alo} EfE
F(L2AL7t), ok Alot B QF
(ZcilolAlot), (&), ,
OfAlo ENBY(HHE), &
H(ZEt), ofAlof EfE Y
(£3), AWS GovCloud(O|
= &), AWS GovCloud(
0= M&8), 0I5 MR
BlZ), HAZ(SE), 0=
K& (ZalZ Lot =5, of
Aloh EfT(A7LEZ), of
Alo} EHE(AIEL]), O|A
ctd(=otH[E), ot Alo} Ef
ek (Elo|H|O]), FHLICH S
), ZHLECE HE (R HE]),
oE—|(/\u_.||o|) % (L_IM:)
== )
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Amazon EMR

Amazon EMR 2 Z2|= 7}0|=

OsRelea Amazon Linux 72 7

Label(Ar
zon

Linux
k)

2023
o 7%
2025
A 5%

12

6.1.134-152.225.am
zn2023

At

20254 6 4

ol
N
oIr
rot
e
)

X HEl= 2l

0| SR(HEILIOL 25),
Ol s&(stol), Ol=

M& (B Z Lot 58), 0|

= MR(edle), sH(=
¥aF2E) RE(OIYH
), RTEE), R (Y
L), SH@al), SH A
Ql), RH(ASES), R
(121351, oFAlot EATI (S

3), otAlot EfE L (stold|
2tHtE), OFAlOF EHE QF(RE
72 E}), ObA|of EH T QF (L
ci| O Alo}), Ok Alof EHEEQF
(HEHE), ot Aot Ej T (F
HFOI), O AlOF EHE F(L2AL
7}), ok Alot EHE (M),
OfAlo} EfEF(H7IEE)
, OFA|O} EHE (A= L),
OfAlo} EHEY (= =), Ot =
2I7H# 0| Z Ef2), ZotH|
2FH& a2 F), S5
eh, & (UAE), FHLICHE
B FiLict M @72,
AWS GovCloud(O|= &
£), AWS GovCloud(O|=
ME), Z=(H0IE), 5=

(‘S AF), O|AEIH(RUOHH| =)
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Amazon EMR

Amazon EMR 2 Z2|= 7}0|=

OsRelea Amazon Linux 72 7
Label(Ar
zon

Linux
k)

2023 6.1.134-150.224.am
H73 zn2023

2025

A

428.1

ol
=

At

ol
N
oIr
rot
e
=

202574 52 23

X HEl= 2l

0|2 S2(HAILIoL 25),
0l s&(23sto[), Ol=
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T==), TT H =
o), SHH), 9H(at
=), fEmzl), REEH
o), REHEASEEE) §H
(FI2l5l), ok Alot EfE(Z
&), ot Alo} Ef'E(stolH|

2tHIE), OF Alo} ENE (Rt
7+ 2E}), ot Alof Ef T (L
il 0| Alo}), OofAlO} EHE
(HEHE), ot Alot Ef B (F
HEO[), ofAloF EH (LA
7}), ot Alot Ef B (M),
OfAlo} Ef B (&7t E)
, Ot Alo} EHEF(A|EL),
ofAlof EfZE (2 el O] Ao}
), OFAlot EfE (=), of
= 2[7H7| 0| ZE}2), ot
HEIZH & o2 F), S5
2l 2l), S (UAE), FHLtCt
(BF), ZHLICH M (Z A
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S5), AWS GovCloud(0O|
= M), S3(HI0IE), &
=('GAk), o|AEtA (= otH|

g), YAZ(ES)
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OsRelea Amazon Linux 7{'s ™ ME 7tsEt I ™t X|HEl= 2™

Label(Ar

zon

Linux

H{7)

2023  6.1.132-147.221.am 2025\ 58 12 0|2 SE(HRILIoF 28,

A7 zn2023 0= S8(23st0|2), 0=

2025 ME(ZE|Z Lot 25, O

A 4¢ = MEREE), fRHEAS

142 £8) 9¥(Yetk), 9
(ZAIF2E) KH(OIY
He), SE@EY), s

2l), ot Alot EfBH(ESB),
ofAlot EHE F(F HIOl)
Alot EfE (=), Of Alo}
EfE (M Z), Ok Alo} EHE
% (QALFL), ofAlot Ef T
(&7tZ2), ot Alot EfH
(AME=L), obAlot EHEE (R}
Ft2E}), ofZ 2|F7HFH 0| =
Et2), & otH 2IFH A 2
£), &5(dtellel), FHLtct
(B5), AWS GovCloud(O|
= M%&), AWS GovCloud(
Ol s8), 5=(H0|%),
S=('2AF), ok Alo} EHE
&(5to|ClEtHtE), B8
(UAE), fE(&H 2, f&
(FI2l3l), ok Alo} Ef T F(H
HE), o|AEtA(EotH|E),
FHLECE M (Z7HEI), OF A
of EHE (i[O Alo}), of
Alot EfE k(2 e 0| Alo}),

WA Z(FR),
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OsRelea Amazon Linux 7{'s ™ ME 7tsEt I ™t X|HEl= 2™

Label(Ar

zon

Linux

)

2023  6.1.131-143.221.am 2025'4 42 18 0= S8(HXILot £,

H7e  zn2023 0= S8(25t0(2), 0=

2025 MEFE2[ZLot =8), O

A I MR (d®), RS

SEAEY £5) 9H(Yetk), £
(ZFEIFEE) fE(OIL
M), RE(EY), S @

OF AlO} EHEE F(
Alot EfEF (=), Of Alo}
EfE (M E), ok Alo} EHE
% (QALFL), OFAlof Ef T
(&7IZ2), ot Alo} EfEQF
(AME=L), obAlot EHEE (R}
Ft2E}), ot Z 2|Z7HFH 0| =
Et2), & otH 2IFH & 2
£), s Htalel), ZHLtct
(B55), AWS GovCloud(O|
= M%&), AWS GovCloud(
Ol s8), 5=(H0|%),
S=('2AE), ok Alot EHE
&(5to|HIZHHIE), &S
(UAE), S8 (2H ), &
(FI2l3l), ok Alof EfEF(H
HE), o|AEtA(EotH|E),
FHLICE M (Z7HEI), OF A
of EHE (2 i[O Alot), of
Alot EfE (2 & 0| Alo}),
HA|Z(ZF), okAlo} EHE

(=)

il
i
o
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Linux

)

2023 6.1.129-138.220.am 2025 3¢ 27 0l S8 (HX|L|ot |8),

H6& zn2023 0= s8(@s0|2), O0/=

2025 ME(ZAE|Z Lot 55, 0]

A I MR (o®), RS

e £5) |H(Yetk), £
(ZEIFEE) fE(OIL
de), fEHEY), @

OF AlO} EHEE 2F(
Alot EfE (=), Of Alo}
EfE (M Z), Ok Alo} EHE
% (QALFL), ofAlot Ef T
(&7tZ2), ot Alot EfH
(AME=L), obAlot EHEE (R}
Ft2E}), ofZ 2|F7HFH 0| =
Et2), & otH 2IFH A 2
£), &5(dtellel), FHLtct
(B5), AWS GovCloud(O|
= M%&), AWS GovCloud(
Ol s8), 5=(H0|%),
S=('2AF), ok Alo} EHE
&(5to|ClEtHtE), B8
(UAE), fE(&H 2, f&
(FI2l3l), ok Alo} Ef T F(H
HE), o|AEtA(EotH|E),
FHLECE M (Z7HEI), OF A
of EHE (i[O Alo}), of
Alot EfE k(2 e 0| Alo}),

ENETE

il
i
o
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Label(Ar

zon

Linux

)

2023 6.1.128-136.201.am 20254 3& 8 0|= S (HX|LIot 55,

H6E zn2023 0= S8(235t0|2), 0=

2025 MEFE2[ZLot =8), O

= 2 MR (ED), RH(AS

218.2 £8), fH(Ectr), /-
(ZFEIFEE) fE(OIL
He), REHET), (@

of Alo} EHE 2(
Alot EHE (=), Ot Alo}
ENE & (A{2), ot Alot EHE
L (2ALFE), of Alof EfE
(A7t 2), ot Alot EHE Y
(AMEL), ofAlot ERE (Rt
Ft2E}), ot Z 2|Z7HFH 0| =
Et2), ZotH2IFH A o2
£), s Htalel), ZHLtct
(B55), AWS GovCloud(O|
= ME), AWS GovCloud(
0= S8), 5= (H0lE),
S3('SAF), ot Alot EHE

& (SHO|CIEHHIE), &5
(UAE), 8 (&H ), &
(F2lsl), ot Alo} EHET (L
HE), o|Azt(=otH|E),
FHLICE M (Z7HEI), OF A
of E{H F (2 2i|o|Alo}), of
Alot ERE (22| O Alo}),

ENETEE
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2023 6.1.127-135.201.am 2025\ 22 26 0|5 S5 (HX|LIot 55,

H6& zn2023 0= s8(@s0|2), O0/=

2025 MEEe[ZLot =8), O

= 2 MR(ERD), RH(AS

211.0 £E), RH(Lal), R
(ZEIFEE) fE(OIL
AE), R (IS, RH(T

OF AlO} EHEE 2F(
Alot EfE (=), Of Alo}
EfE (M Z), Ok Alo} EHE
% (QALFL), ofAlot Ef T
(&7tZ2), ot Alot EfH
(AME=L), obAlot EHEE (R}
Ft2E}), ofZ 2|F7HFH 0| =
Et2), & otH 2IFH A 2
£), &5(dtellel), FHLtct
(B5), AWS GovCloud(O|
= M%&), AWS GovCloud(
Ol s8), 5=(H0|%),
S=('2AF), ok Alo} EHE
&(5to|ClEtHtE), B8
(UAE), fE(&H 2, f&
(FI2l3l), ok Alo} Ef T F(H
HE), o|AEtA(EotH|E),
FHLECE M (Z7HEI), OF A
of EHE (i[O Alo}), of
Alot EfE k(2 e 0| Alo}),

ENETE
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Linux
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2023 6.1.124-134.200.am 2025'H 1€ 27 0|= S (HX|LIot 55,
H6E zn2023 0= S8(235t0|2), 0=
250123.- ME(ZE|ZL|ol 5&), O]

= MR8, RH(ERS

£8) H(Yttr), R

of Alo} EHE 2(
Alot EHE (=), Ot Alo}
ENE & (A{2), ot Alot EHE
L (2ALFE), of Alof EfE
(A7t 2), ot Alot EHE Y
(AMEL), ofAlot ERE (Rt
Ft2E}), ot Z 2|Z7HFH 0| =
Et2), ZotH2IFH A o2
£), s Htalel), ZHLtct
(B55), AWS GovCloud(O|
= ME), AWS GovCloud(
0= S8), 5= (H0lE),
S3('SAF), ot Alot EHE

& (SHO|CIEHHIE), &5
(UAE), 8 (&H ), &
(F2lsl), ot Alo} EHET (L
HE), o|Azt(=otH|E),
FHLICE M (ZE7HE)
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2023 6.1.119-129.201.am 20257 1& 23 0|5 S5 (HX|LIot 55,
H6& zn2023 0= s8(@s0|2), O0/=
2025011 ME(@e|=ZL|ol 5&), O]
0 = MR(22ld), RS

£8) f(Yttr), R

OF AlO} EHEE 2F(
Alot EfE (=), Of Alo}
EfE (M Z), Ok Alo} EHE
% (QALFL), ofAlot Ef T
(&7IZE), ot Alo} Ef
(AME=L), obAlot EHEE (R}
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Et2), & otH 2IFH A 2
£), sHtalel), ZHLtct
(B55), AWS GovCloud(O|
= M%&), AWS GovCloud(
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S=('2AF), ok Alo} EHE
&(5to|oIZtHIE), &S
(UAE), S8 (2H2l), &
(FI2l3l), ok Alo} Ef T F(H
HE), o|AEtA(EotH|E),
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OsRelea Amazon Linux 7{'s & ME JtsE M XeEl=E 2™

Label(Ar

zon

Linux

E{ %)

2023.5.2 6.1.109-118.189.am 202414 9% 62 0|2 SE(HRILo} 25,
240916 zn2023 0l S8(2350|2), 0|=

ME(EIZ Lot £5), O]
2 MR (2alH), fHAS

£8) H(Yttr), R

of Alo} EHE 2(
Alot EHE (=), Ot Alo}
ENE & (A{2), ot Alot EHE
L (2ALFE), of Alof EfE
(A7t 2), ot Alot EHE Y
(AMEL), ofAlot ERE (Rt
Ft2E}), ot Z 2|Z7HFH 0| =
Et2), ZotH2IFH A o2
£), s Htalel), ZHLtct
(B55), AWS GovCloud(O|
= ME), AWS GovCloud(
0= S8), 5= (H0lE),
S3('SAF), ot Alot EHE

& (SHO|CIEHHIE), &5
(UAE), 8 (&H ), &
(F2lsl), ot Alo} EHET (L
HE), o|Azt(=otH|E),
FHLICE M (ZE7HE)
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7.6.0 7|2 Java HHZ

Amazon EMR ZIZ|A 7.6 0|42 Apache LivyE A 2|3t 1 Corretto 17(OpenJDK)E K| 5H= OfZ 2]
70| MHof| 7|22 2 Z Amazon Corretto 17(OpenJDK 7|2h 1t & 74 M3 ElLICt

Ct= E0i= Amazon EMR 7.6.02| o Z2|71|0|Mof CHEt 7| Java HTO| L2t /& LIct EB{AE9
7|# JVM2 #HE5t2dH 22| AEOM A-ET|= ZF o Z2[7H0|Moi| CHal S7% Java 7t HAIS AL
st = ofZ2|#H oM Mol XIS WELICH 2R{AE|AME Java HEFY A 171k AFRE £ 9
&Lt Amazon EMR2 S8t 2E{AEOM CHESE HEIR TS M8 MECHE == E= OHE
2l70lME M™st=E WS RIHSHR| et&LICH.

—

Application Java 2! Amazon Corretto (7|22t 2 =2
2 EA|)
HE} 17,11, 8
Flink 17,11, 8
HBase 17,11, 8
HCatalog 17,11, 8
Hadoop 17,11, 8
Hive 17,11, 8
Hudi 17,11, 8
Iceberg 17,11, 8
Livy 17,11, 8
Oozie 17,11, 8
I|=lA 17,11, 8
PrestoDB 8
Spark 17,11, 8

Spark RAPIDS

17,11, 8
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Application Java & Amazon Corretto HE(7 |22/ 2 = 2]
2 EA)

Tez2| Hive A& AlZt H|m 17,11, 8

Trino 21,17

Zeppelin 17,11, 8

Pig 17,11, 8

Zookeeper 17,11, 8

76078 24 H

O| 2IZ|AE &3l Amazon EMRO| Mx[5t= T4 4= CtE1 Z&LCH Y5 = 2 Clo|E ofEE|
Flo|M mi7|x|o] Y2 MxIELIC LIHX|E Amazon EMRO| T8 8HH AlAE EEHI& HUls=E
Q5 dxIEILICH Ol YO 2 emr & awsE AIZHELICH 2|2 Amazon EMR Z2|29| 2! O 0|
E{ ofZ 27| 0|M mF7[X|= LEtXo = FHFLIE|o|M H7dE &[4 HAJL|CH 7HsE %._ i 2] Amazon
EMRO|M AR LIE| 2IZIAE MSELICH

Amazon EMRS| & 7 A= HRLIE| HT CHELICEH Ol 7+ 240=
CommunityVersion-amzn-EmrVersion ¥4|0] A B|0|20]| YU&LICH EmrVersion 004 A
AIZFBILICE Ol & E01, T 2.22 myapp-componentEte LE AA HRFRLIE| 24 QA7 CHE
Amazon EMR ZZ|A0 ZRE|EE M H =HE F2 T 2E2|A HHR 2.2-amzn-22 LIEEL]
Cf.

TE A 7 ME

adot-java-agent 1.31.0 of Z 2|71|0|M CHZ (daemon)of
M X|EE £El5t= Java 010]
MELICH.

delta 3.2.1-amzn-1 Delta Lake= YCHEF 249 | O
E{ MEE {8t 2E Hol2 &
AlRlL|ct,
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FHE A A A
emr-amazon-cloudwatch- 1.300032.2-amzn-0 Amazon EC2 QIAEIAO|A LK
agent 2 AAER =& X|EQ AHEXt

X8 ofEE|70|ME K| E =
Zlst= ofZ (7 oM Lt

emr-ddb 5.6.0 5t ol ZA[AE] ofE2[7|0|M
& Amazon DynamoDB 7{<Eq

emr-goodies 3.15.0 Helet 5tE o ZAIAHE F
7t 2tol=22 2|
emr-kinesis 3.19.0 StE Ol ZAIAE o Z2|7| 0|

2 Amazon Kinesis 7{=!E.

emr-notebook-env 1.18.0 Jupyter Enterprise Gateway7}
X E EMR =ES& Conda
&3

emr-s3-dist-cp 2.36.0 Amazon S3& L2 2 %|™M35E

E AL S AL ol Z2[7H| 0| M.

emr-s3-select 2.15.0 EMR S3Select 7{=!E]

emr-wal-cli 1.3.1 emrwal SE/AK|0]| AR E|E
CLIIL|C}.

emrfs 2.67.0 5t Ol ZA[AE! o E 2|7 0|M

2 Amazon S3 F{4lE.

o

flink-client 1.20.0-amzn-0 Apache Flink @& & Z2}0|¢d
E A3Z|E 9l ojZ2|7o|M

flink-jobmanager-config 1.20.0-amzn-0 Apache Flink JobManagero]|
CHSt EMR = EO0|M B[AAE
Zrelghlct
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Amazon EMR Amazon EMR 2 Z|= 7t0|E
THA H ME
hadoop-client 3.4.0-amzn-2 'hdfs', 'hadoop’, 'yarn' S+ &
2 5t HYE Sto|YUE
hadoop-hdfs-datanode 3.4.0-amzn-2 ESE XMESt= HDFS =
=& MH|A
hadoop-hdfs-library 3.4.0-amzn-2 HDFS BHEZ& ZZI0|E &
gtolE22{2]
hadoop-hdfs-namenode 3.4.0-amzn-2 ut el |§ 1 =25 2XIE FH
st= S MH|A&
hadoop-hdfs-journalnode 3.4.0-amzn-2 HA EBAEO0AM 5t THY
AAE DS gh2lst7| f/E
HDFS MH|A
hadoop-httpfs-server 3.4.0-amzn-2 HDFS &fdof CHet HTTP QI=
IQE
hadoop-kms-server 3.4.0-amzn-2 5= 2| KeyProvider APIE 7|
o= 5t= &3 7| #El M
EH
hadoop-mapred 3.4.0-amzn-2 MapReduce OfZ Z|70|M2
A& 5t= MapReduce &/ 2
£l gtol=z{E
hadoop-yarn-nodemanager 3.4.0-amzn-2 i L. = 9| Z4El|O[L{E e
&= YARN A{H|A
hadoop-yarn-resour 3.4.0-amzn-2 SHAH 2lAA L BN fE
cemanager 27 o|ME &Y U &Elst=
YARN AMH|A
hadoop-yarn-timeline-server 3.4.0-amzn-2 YARN OH%EWHOWO SR 2

715 2 & 7HM2E AH|&
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TFHd L 7 =L

hbase-hmaster 2.6.1-amzn-0 2™ E2E o 2tg| HHEo| o™
£ E25t= HBase 22{AH
& Md[A&

hbase-region-server 2.6.1-amzn-0 $t 71 o|&f o] HBase 2|70l M

hbase-client 2.6.1-amzn-0 HBase H™ & 2CI0|HE

hbase-rest-server 2.6.1-amzn-0 HBase& RESTful HTTP ¢l =
ZOlEE NMS35t= MH[A

hbase-thrift-server 2.6.1-amzn-0 HBaseOl Thrift IEZQIEE
M33stE AMH|A

hbase-operator-tools 2.6.1-amzn-0 Apache HBase E{AEE 5§
= Lest
hcatalog-client 3.1.3-amzn-15 hcatalog-serverg& Z%5t7| ¢

8t 'hcat' BHEE 2CI0|UE

hcatalog-server 3.1.3-amzn-15 =4t o E2[A 0|48 AEE(K]
#Z2| A E, = 0|Z & HCatalog
E A %EP: MH|A

hcatalog-webhcat-server 3.1.3-amzn-15 HCatalog0ll REST QIE{H 0| A
E N3st= HTTP AEXRIE

hive-client 3.1.3-amzn-15 Hive 3@ ZE 22I0|ME
hive-hbase 3.1.3-amzn-15 Hive-hbase EE}0|2HE
hive-metastore-server 3.1.3-amzn-15 st& Ao cidt sQLE m|Et

ClOIE7F ME El= AITHE] 2
ZX|E2|Q! Hive HIEFAE 00
HM|ASHZ| @8 MH|A

emr-7.6.0 167



Amazon EMR Amazon EMR ZZ|= 7}0|=

TE A A AE

hive-server2 3.1.3-amzn-15 Hive #HZIE ¢ REoZ &
St7| {8t MH|A

hudi 0.15.0-amzn-3 W2 At =2 52
O Z O|o|E mto|=Zztelg +
S5t S8 Ml T3,

hudi-presto 0.15.0-amzn-3 HudiZ PrestoE A&3t7| 2
st HE 2tol=2d2l.

hudi-trino 0.15.0-amzn-3 Hudi®t &7 TrnioE A& st7|
Qst HE glo|E Bl

hudi-spark 0.15.0-amzn-3 Hudi?t & 7 Spark& &l&ist7|
Qst HE Zlo|=BEl.

hue-server 411.0 ot & | A|AE! ofZ 2|7 0|M
= Ar&75t04 Cl|O|EHE 245t
= 2 ofE2[7| oM.

iceberg 1.6.1-amzn-2 Apache lceberge= 2 CHEH £4
ClolE| MIEE ?[8t 2 H|O|
£ gAelLct.

jupyterhub 1.5.0 Jupyter Notebook& CtE AtE
NWSI=E

livy-server 0.8.0-incubating Apache Spark2} & 5 Z-&35}7|
28t REST QIE{H|0|A

nginx 1.12.1 HTTP Q! nginx [engine x] % &4
e TEA| M

mariadb-server 5.5.68 0|4t MariaDB Ci| O|E{H| O] A AMEH.

nvidia-cuda 12.3.0 Nvidia E2t0|B{2} Cuda =+

7| E
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FME A B &4 A od

o — = O

oozie-client 5.2.1 Oozie BHE ZLI0|UE

oozie-server 5.2.1 Oozie YT EZE M2 =6t
= MH|A

opencyv 4.7.0 QE AL HFH H|H Blo|=
Sal=]

phoenix-library 5.2.0 M & Z2+0|21E 2| phoenix
ctolEgq2|

phoenix-connectors 6.0.0 Spark-3& Apache Phoenix 74
Ll E

phoenix-query-server 6.0.0 Avatica API0{ CHEt JSON & Al

HMIA L Z2EZ H{IH HA|
AE H|25104{ JIDBC HAMAE
M3ste 43 MH

presto-coordinator 0.287-amzn-1 presto-worker2| #HZ|E $235}
T FHe| A™E #elstE Myl
A

presto-worker 0.287-amzn-1 odzd R 2|2 A= MH|A.

presto-client 0.287-amzn-1 Presto AMH{7} A|ZHE|X| ©f 2

HA 22{AE{°| CH7| Ot AE{0]
Mx|El Presto HEZE Z2}0|

HE,

trino-coordinator 457-amzn-0 trino-workers 2| #2|& &5}
o HE| A™ME #elste M|
sy

trino-worker 457-amzn-0 o F2|E ™St MH|A.
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Amazon EMR Amazon EMR 2 Z|= 7t0|E

THd A HZ =k

trino-client 457-amzn-0 Trino AME{7F A|ZFE|X| @I2
HA Z22{AE|o| Ci7| OFAE{O
MX|E Trino BHEZE Z2t0(2
E

pig-client 0.17.0 Pig @Y & Z2I0|E

r 4.3.2 SH HAFEE REZENE

ranger-kms-server 2.0.0 Apache Ranger 7| #2| AlA
=
[=|

spark-client 3.5.3-amzn-0 Spark BHEE Z20|E.

spark-history-server 3.5.3-amzn-0 2t 2 El Spark o Z 2|71 0| M9
Z=Hoi CHsH 7| =€l O|HIEE
ZZ[st= # Ul

spark-on-yarn 3.5.3-amzn-0 YARNS 9l M2 2| A& AEl

spark-yarn-slave 3.5.3-amzn-0 YARN &Z|0|E0M ER3t

spark-rapids

tensorflow

tez-on-yarn

tez-on-worker

24.10.1-amzn-0

2.16.1

0.10.2-amzn-13

0.10.2-amzn-13

Apache Spark 2t0|E242I.

GPUZ Apache SparkZ 7%
8l 5= Nvidia Spark RAPIDS
=32l

TensorFlows T1AMS £x%| A|

MELLE LA LATEQ0] 2t

ol2z{z|lLCt.

tez YARN OHZ2|7{[0| M & 2}
olE2zzl.

?74 = E0i| CHEt tez YARN Of
Zcl7lold & 2tolE {2l
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SFER=PY 7 L=

zeppelin-server 0.11.1 CHate Cl|lo|e &440| 7tsEt
#olgtES

zookeeper-server 3.9.2-amzn-0 +48 "2 || &2, o|§ |
1 |

zookeeper-client 3.9.2-amzn-0 ZooKeeper BHEZE Z2}0[2A

760 T8 EF

THERE MM oS 2FH0IME AR XIHE £ Ql&LICH Ol 55 hive-site.xmllt Z
O oiZE[70lM el T8 XML T ol sHEBFLICH AHAEF LIS 2 OiZE[701M 778 EHoiE |
Al2.

F>|
oh
Zﬂl

A srete Al of Chet 7442 x|

3 as
% XH-_r“éj AR AIFFEFLICE REMIE H%

= O oI_I
EMR2 AMER7t +74&t
MeIAEA JF M7d

m°l'
o 4>
oo
[t
r
ful
>
3
Q)
N
O
-}

emr-7.6.0 &

=% ME M7 A
capacity-scheduler 3t= capacity-scheduler.xml Restarts the ResourceM
kol gtg Hagg L ct. anager service.
container-executor 5= YARNZ| container- Not available.
executor.cfg It O| Zt S #H3
g LICH
container-log4j 5l& YARNZ2| container- Not available.
log4j.properties I+ 90| Zt S
AgfLict.
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= M AT A 5

core-site St & core-site.xml It U2l ZfE2  Restarts the Hadoop

Aguct. HDFS services Namenode,
SecondaryNamenode,
Datanode, ZKFC, and
Journalnode. Restarts the
Hadoop YARN services
ResourceManager,
NodeManager, ProxyServ
er, and TimelineServer. Ad
ditionally restarts Hadoop
KMS, Ranger KMS, HiveServe
r2, Hive MetaStore, Hadoop
Httpfs, and MapReduce-
HistoryServer.

docker-conf Docker &34 MM E HZAE L Not available.

emrfs-site EMRFS AHE& wd4dgLict. Restarts the Hadoop
HDFS services Namenode,
SecondaryNamenode,
Datanode, ZKFC, and
Journalnode. Restarts the
Hadoop YARN services
ResourceManager,
NodeManager, ProxyServ
er, and TimelineServer. Ad
ditionally restarts HBaseRegi
onserver, HBaseMaster,
HBaseThrift, HBaseRest,
HiveServer2, Hive MetaStore
, Hadoop Httpfs, and
MapReduce-HistoryServer.
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flink-conf flink-conf.yaml A& &g Restarts Flink history server.
L[C.
flink-log4j Flink log4j.properties A& 2 Restarts Flink history server.

flink-log4j-session

flink-log4j-cli

hadoop-env

BHEELICH

Kubernetes & Yarn A|0]
CHEt Flink log4j-session.prop
erties &2 HAFLICH

Flink log4j-cli.properties A%
£ HagLch

Restarts Flink history server.

Restarts Flink history server.

Restarts the Hadoop

HDFS services Namenode,
SecondaryNamenode,
Datanode, ZKFC, and
Journalnode. Restarts the
Hadoop YARN services
ResourceManager,
NodeManager, ProxyServ
er, and TimelineServer. Ad
ditionally restarts PhoenixQu
eryserver, HiveServer2, Hive
MetaStore, and MapReduce-
HistoryServer.
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hadoop-log4j

hadoop-ssl-server

hadoop-ssl-client

hbase

hbase-env

hbase-log4;

hbase-metrics

nx
0%

E log4j.properties It 0| Zt
&g LICt

ol

mo

hadoop ssl M & & B4 E
L|C.

hadoop ssl 22I0|21E M4 S
HEgrLlCt

Apache HBaseOi| CHi &t
Amazon EMR #Z[0|E M™
L|C}.

HBase 49| 7t g448& L

Ct.

HBase hbase-log4j.properties
ol gfS HEg LI

HBase hadoop-metrics2-hb
ase.properties It 9| Zt & 14
Aot

AT A B

Restarts the Hadoop
HDFS services Secondary
Namenode, Datanode,
and Journalnode. Resta
rts the Hadoop YARN
services ResourceManager,
NodeManager, ProxyServ
er, and TimelineServer. Ad
ditionally restarts Hadoop
KMS, Hadoop Hittpfs, and
MapReduce-HistoryServer.

Not available.

Not available.

Custom EMR specific
property. Sets emrfs-site and
hbase-site configs. See those
for their associated restarts.

Restarts the HBase services
RegionServer, HBaseMaster,
ThriftServer, RestServer.

Restarts the HBase services
RegionServer, HBaseMaster,
ThriftServer, RestServer.

Restarts the HBase services
RegionServer, HBaseMaster,
ThriftServer, RestServer.
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2= L K74 e
hbase-policy HBase hbase-policy.xml I} & Not available.
o| ZtE wHA@ELICH.
hbase-site HBase hbase-site.xml| I} 9| Restarts the HBase services

hdfs-encryption-zones

hdfs-env

hdfs-site

hcatalog-env

hcatalog-server-jndi

hcatalog-server-proto-hive-site

hcatalog-webhcat-env

hcatalog-webhcat-log4j2

fE HEELICL

HDFS hdfs-site.xml2| S &4
gt

HCatalog t732| 2t2 wHZ4E
L|C}.

HCatalog jndi.properties &2
o| Ztg HEELct

HCatalog proto-hive-site.xml2]
e HEFLICH

HCatalog WebHCat 72| 2t
2 HEFLIC

HCatalog WebHCat log4j2.pr
operties@| gt BEgLICt.

RegionServer, HBaseMast
er, ThriftServer, RestServer.
Additionally restarts Phoenix
QueryServer.

This classification should not
be reconfigured.

Restarts Hadoop HDFS
services Namenode,
Datanode, and ZKFC.

Restarts the Hadoop
HDFS services Namenode,
SecondaryNamenode,
Datanode, ZKFC, and
Journalnode. Additionally
restarts Hadoop Hittpfs.

Restarts Hive HCatalog
Server.

Restarts Hive HCatalog
Server.

Restarts Hive HCatalog
Server.

Restarts Hive WebHCat
server.

Restarts Hive WebHCat
server.
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hcatalog-webhcat-site

hive

hive-beeline-log4j2

hive-parquet-logging

hive-env

hive-exec-log4j2

hive-llap-daemon-log4j2

hive-log4j2

hive-site

Ad404
=o

HCatalog WebHCat webhcat-
site.xml T Q| Zf S HEE L
Ct.

Apache Hiveo CH&t Amazon
EMR Fil0|E M LCt.

Hive beeline-log4j2.properties
ool k2 HEgLICH.

Hive parquet-logging.pr
operties It A Q| 7S BHE L

Hive hive-exec-log4j2.p
roperties It 0| /2 HAEE
LICE.

Hive llap-daemon-log4;2
.properties TtUO| gt =2 P& g
LICE.

Hive hive-log4j2.properties I}
Yol ZtE HEELICH

Hive hive-site.xml| I} 2 Q| Zf &
AL}

AT A B

Restarts Hive WebHCat
server.

Sets configurations to launch
Hive LLAP service.

Not available.

Not available.

Restarts HiveServer2,
HiveMetastore, and Hive
HCatalog-Server. Runs Hive
schemaTool CLI commands to
verify hive-metastore.

Not available.

Not available.

Not available.

Restarts HiveServer2,
HiveMetastore, and Hive
HCatalog-Server. Runs Hive
schemaTool CLI commands
to verify hive-metastore. Also
restarts Oozie and Zeppelin.
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hiveserver2-site

hue-ini

httpfs-env

httpfs-site

hadoop-kms-acls

hadoop-kms-env

hadoop-kms-java-home

hadoop-kms-log4j

hadoop-kms-site

hudi-env

hudi-defaults

iceberg-defaults

Ad404
=o

Hive Server2 hiveserver2-
site.xml Tt O| 7} S BHE =L
Ct.

Hue ini It 0| 2fS HEE L

Cth.

HTTPFS & Z2| 22 M
L|ct.

3l & httpfs-site.xml ZFL 2| Zf
H

otE KMS &89l gt HEe

L|Ct.

Hadoop2| KMS java & #4743

Hudi2| hudi-defaults.conf I} &
oM Zt& HZAELICt

Iceberg 2| iceberg-defaults.c
onf Tt UM 2t S HEFLICH

AT A B

Not available.

Restarts Hue. Also activates
Hue config override CLI
commands to pick up new
configurations.

Restarts Hadoop Httpfs
service.

Restarts Hadoop Httpfs
service.

Not available.

Restarts Hadoop-KMS
service.

Not available.

Not available.

Restarts Hadoop-KMS and
Ranger-KMS service.

Not available.

Not available.

Not available.
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delta-defaults

jupyter-notebook-conf

jupyter-hub-conf

jupyter-s3-conf

jupyter-sparkmagic-conf

livy-conf

livy-env

livy-log4j2

mapred-env

mapred-site

oozie-env

oozie-log4j

Ad404
=o

Delta2| delta-defaults.conf I}
UM gte HEELICE

Jupyter Notebook2| jupyter_n
otebook_config.py It oi| A Zt
£ HEF LI

JupyterHubs 9| jupyterhu
b_config.py Tt LA ZtS
agct

Jupyter Notebook S3 X|<&4d
T8
Sparkmagic2| config.json I+

o| ¢tE HEFLICH

Livy 2| livy.conf It 4 9O| Zt S
Aot

Livy log4j2.properties & &
BHZEE L

MapReduce OfZ 2|7i[0]41 &
d9| gt HEFLICH

MapReduce O Z 2|7 0|M
mapred-site.xm| It o| 7k
HZEE LI

Oozie oozie-log4j.properties
ol gt S HEg LI

AT A B

Not available.

Not available.

Not available.

Not available.

Not available.

Restarts Livy Server.

Restarts Livy Server.

Restarts Livy Server.

Restarts Hadoop MapReduce-
HistoryServer.

Restarts Hadoop MapReduce-
HistoryServer.

Restarts Oozie.

Restarts Oozie.
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oozie-site Oozie oozie-site.xml It 2| ZF  Restarts Oozie.

phoenix-hbase-metrics

phoenix-hbase-site

phoenix-log4j2

phoenix-metrics

pig-env

pig-properties

pig-log4;

presto-log

presto-config

presto-password-authenticator

presto-env

= HEFLICH

Phoenix hadoop-metrics2-hb
ase.properties It 9| 7} =
Aot

Phoenix hbase-site.xml I} & 9|
e HgeLct

Phoenix2| log4j2.properties I}
of| A gt2 HagtLct.

Phoenix hadoop-metrics2-ph
oenix.properties I+ 9| 72

HZBLIC

Pig @0l Zt2 ¢4 ELICt

IIIIO

Pig pig.properties I} 0| Zt
B ZE gt

Pig log4j.properties It 9| Zt
£ HEELC

Presto log.properties I} 9|
7t B4745HL|C)

HA =2 L—

Presto config.properties I+
o| zt= wdZdstL|C}.

HAEZE L-_OH
Presto2| password-authentic
ator.properties It 20| 7} 2
AgfLct.

Presto2| presto-env.sh I} 0]
M g2tg #HEELct

Not available.

Not available.

Restarts Phoenix-QueryServe
r.

Not available.

Not available.

Restarts Oozie.

Not available.

Restarts Presto-Server (for
PrestoDB)

Restarts Presto-Server (for
PrestoDB)

Not available.

Restarts Presto-Server (for
PrestoDB)
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presto-node

presto-connector-blackhole

presto-connector-cassandra

presto-connector-hive

presto-connector-jmx

presto-connector-kafka

presto-connector-lakeformat
ion

presto-connector-localfile

presto-connector-memory

presto-connector-mongodb

presto-connector-mysq|

presto-connector-postgresq|

A4 O
= O

Presto2| node.properties It
oM gt2 Haguct

Presto blackhole.properties It

Yol gfS HEELICH

Presto cassandra.properties
ol 7t HEE LIt

Presto hive.properties I} 2]
e HEFLIC

Presto jmx.properties I} 9|
k2 W@

Presto kafka.properties I} & 2|
2 HEFLIC

Presto2| lakeformation.prop
erties TFUOIM 72 BHEEL
Ct.

Presto localfile.properties I} &
o| Zt2 HAEE L.

Presto memory.properties It

o| gt HBELICH

Presto mongodb.properties I}

Uo| gte HEE LI

Presto mysq|.properties I}
o| gt HEFLICE.

Presto postgresql.properties
ol gt S HEg LI

AT A B

Not available.

Not available.

Not available.

Restarts Presto-Server (for

PrestoDB)

Not available.

Not available.

Restarts Presto-Server (for
PrestoDB)

Not available.

Not available.

Not available.

Not available.

Not available.
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presto-connector-raptor

presto-connector-redis

presto-connector-redshift

presto-connector-tpch

presto-connector-tpcds

trino-log

trino-config

trino-password-authenticator

trino-env

trino-node

trino-connector-blackhole

trino-connector-cassandra

Ad404
=o

Presto raptor.properties I+
o| gt HEFLICH

Presto redis.properties I} 9|
22 HagLco.

Presto redshift.properties I+l
o| gt wiEgLICt

Presto tpch.properties I} 9|
e HEFLIC

Presto tpcds.properties I} 9|
22 WagL .

Trino2| log.properties I} 0]
M 2t eEgct.

Trino2| config.properties It
oM 2t =2 HEFLICH

Trino2| password-authentic
ator.properties I} A0 AM Zf S
HEgLct

Trino2] trino-env.sh I} 04| Aq
Zrg wAsghct.

Trino2| node.properties I}
oM gt2 HEg Lt

Trino2| blackhole.properties
oM 2k BHE gL CH

Trino2| cassandra.properties
ool M gt S BFE g LICh

AT A B

Not available.

Not available.

Not available.

Not available.

Not available.

Restarts Trino-Server (for

Trino)

Restarts Trino-Server (for
Trino)

Restarts Trino-Server (for
Trino)

Restarts Trino-Server (for
Trino)

Not available.

Not available.

Not available.
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trino-connector-delta

trino-connector-hive

trino-exchange-manager

trino-connector-iceberg

trino-connector-hudi

trino-connector-jmx

trino-connector-kafka

trino-connector-localfile

trino-connector-memory

trino-connector-mongodb

trino-connector-mysq|

trino-connector-postgresql

Ad404
=o

Trino2| delta.properties I+
ol M 2t 2 BHEELICH

Trino2| hive.properties I} 01|
M 2t eEgLCt.

Trino2| exchange-manager.p
roperties I+ 0l 7t 2 44
gfLic

Trino2| iceberg.properties It
LM 2t 2 HEELICH.

Trino2]| hudi.properties I} 0]
M 2t wZEgct

Trino2| jmx.properties I} 0]
M gtg HEgLch

Trino2| kafka.properties I+
oM 2t =2 HEFLICH

Trino2| localfile.properties It
LM 22 HE gLt

Trino2| memory.properties It
Lol M 2t HEELICE

Trino2| mongodb.properties
oM 2t BEE Lt

Trino2| mysql.properties I}
ol M 2t 2 BHEELICE.

Trino2| postgresql.properties
ool M gt S BFE g LICh

AT A B

Restarts Trino-Server (for
Trino)

Restarts Trino-Server (for
Trino)

Restarts Trino-Server (for
Trino)
Restarts Trino-Server (for
Trino)

Restarts Trino-Server (for

Trino)

Not available.

Not available.

Not available.

Not available.

Not available.

Not available.

Not available.
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trino-connector-raptor

trino-connector-redis

trino-connector-redshift

trino-connector-tpch

trino-connector-tpcds

ranger-kms-dbks-site

ranger-kms-site

ranger-kms-env

ranger-kms-logback

ranger-kms-db-ca

spark

Ad404
=o

Trino2| raptor.properties I+
ol M 2t 2 BHEELICH

TrinoQ| redis.properties I}
oM 2t 2 HEg LIt

Trino2| redshift.properties I}
LM ZtE HAE LICH

Trino2] tpch.properties It 0]
M 2t HZAgLCH.

Trino2| tpcds.properties I+
oM gt2 Hagct

Ranger KMSO{| A dbks-site
xml It Yol gt WHAE LIt

Ranger KMSO| A ranger-kms-
site.xml T Q| Zf S BHEE L
Ct.

Ranger KMS 39| 7t ¥4
gLt

Ranger KMS 2| kms-logba
ck.xml TtUo| M gt2 BHE gL
Ct.

Ranger KMS2}+2| MySQL SSL
HAENM CA ool g2 g

gfLCH.

Apache Spark0il CH8t Amazon
EMR F2[0|E MEelL|Ct

AT A B

Not available.

Not available.

Not available.

Not available.

Not available.

Restarts Ranger KMS Server.

Restarts Ranger KMS Server.

Restarts Ranger KMS Server.

Not available.

Not available.

This property modifies spark-
defaults. See actions there.

emr-7.6.0

183



Amazon EMR

Amazon EMR 2 Z2|= 7}0|=

H =
=TT

spark-defaults

spark-env

spark-hive-site

spark-log4;j2

spark-metrics

tez-site

yarn-env

yarn-site

zeppelin-env

Ad404
=o

Spark spark-defaults.conf It

o| g2 HEFLICH

the Spark gt29| gt wE¢st
L|C.

Spark hive-site.xml Z} Q| Zt
2 WHZEFLICH

Spark2| log4j2.properties It
ol M 2t 2 BHEELICH

Spark metrics.properties I+
of 42 HagLct.

Tez tez-site.xml| Tt o| Zt2
A LI

YARN #39| gt HEEL

Ct.

YARN yarn-site.xml It 9| Zt
£ HEELc

AT A B

Restarts Spark history server
and Spark thrift server.

Restarts Spark history server
and Spark thrift server.

Not available.

Restarts Spark history server
and Spark thrift server.

Restarts Spark history server
and Spark thrift server.

Restart Oozie and HiveServe
r2.

Restarts the Hadoop YARN
services ResourceManager,
NodeManager, ProxyServ

er, and TimelineServer. Ad
ditionally restarts MapReduce-
HistoryServer.

Restarts the Hadoop YARN
services ResourceManager,
NodeManager, ProxyServ
er, and TimelineServer. Ad
ditionally restarts Livy Server
and MapReduce-HistoryS
erver.

Restarts Zeppelin.
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25 L= AT A B

|
zeppelin-site zeppelin-site. xmIO|A 4 A Restarts Zeppelin.
Mg HEEL o
zookeeper-config ZooKeeper zoo.cfg I+ O gk Restarts Zookeeper server.
=2 Hgg o
zookeeper-logback ZooKeeper?2| logback.xml I} Restarts Zookeeper server.

Lol 2t HEELICH

emr-metrics O| ==of CHEt emr X|E M Restarts the CloudWatc
2 Haggct. hAgent service.

SR O|HE =k
2025-01-13 2 M HAl Amazon EMR 7.6.0 22[A&

7t Mg AAIE

2025-01-10 HHZ 2t=2 X2 E= 2E 2|70] Amazon
EMR 7.6.0 2t Hi{=Z

2025-12-26 =7| ggla Amazon EMR 7.6.00| Z=7| &
2 2|0 M2 HjZEH
Amazon EMR & 2|A 7.5.0

750 X|H = F7|

CtE Eo| M= Amazon EMR 22|24 7.5.000 X[kl =8 F7| & dEgfLch.

K| EHA B
7| gela Em 2024'A 112 21
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XHSE 2026 112 21
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HYE AZEQof & Mo (2t EMR EHAEN Q&S FX| ot 5260 LEHXQI F|okM al
E(CVEs) 582 7.5.0 204 A Zlo] CHaH {7l URIAMOI F[okd Al &2 A ZTSIHR.

>

T4 24

5.0 22

N

Amazon EMR 7.5.00|= C& ofE2|7|0|M 0| & &[0 U&LICEH

21

o4 QI El:

—- -

AmazonCloudWatchAgent, Delta, Flink, Hadoop, HBase, HCatalog, Hive, Hudi, Livy, Iceberg,
JupyterEnterpriseGateway, Phoenix, Spark, Tez, Trino, Zookeeper

0%

7t

=.
—.

1

Hue, JupyterHub, Oozie, Pig, Presto, TensorFlow, Zeppelin

Z&E mZ7|x|of cHEr REMIEH LHE 2 Amazon EMR 7.x & | O| HEE|A
AT U 7L LF0il CHE XHM|EE LIS 2 Amazon EMR £ & X|#E HZ oM.

o
e

7.5.0 o{EZ 2|7 0| HH

o| 22|A 0= AmazonCloudWatchAgent, , Delta, Flink, HBase, HCatalog, Hadoop, Hive, Hudi,
Huelceberg, JupyterEnterpriseGateway, JupyterHub, Livy, Oozie, Phoenix, , Pig, Spark, PrestoTrino,
TensorFlowTez, 2 O Z 2|7/0|440| Z & E|0] Zeppelin® & LICtZooKeeper.

ot2H E|o|&0i= 0|81 Amazon EMR ZZ|A0M AHEE = /= o EE(70|M BTt O™ Al 7+X|
Amazon EMR ZZ2|AEE st d<)2l ol Z 2|7 0| HT 0| L2t }& Lt

Ct Al

ro
i
ook
B
g'l_l
x
FO

0jo
4

Zt Amazon EMR ZIZ|A 0| M oOHEZZ|F|0|M HEo| MA| 7|2

* Amazon EMR 7.x 2Z2|A 2| ojZ 2|7 0| B{F
» Amazon EMR 6.x 2 Z|A 2| ojEZ2|7H0|M B{F
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1.5.0-amzn-0

2.6.0

1.5.0
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Amazon EMR Amazon EMR ZE|= 7}0|=
emr-7.5.0 emr-7.4.0 emr-7.3.0 emr-7.2.0

Livy 0.8.0 0.8.0 0.8.0 0.8.0
MXNet - - - 1.9.1
Mahout - - - -
Oozie 5.2.1 5.2.1 5.2.1 5.2.1
Phoenix 5.2.0 5.2.0 5.1.3 5.1.3
Pig 0.17.0 0.17.0 0.17.0 0.17.0
Presto 0.287 0.287 0.285 0.285
Spark 3.5.2 3.5.2 3.5.1 3.5.1
Sqgoop - 1.4.7 1.4.7 1.4.7
TensorFlow 2.16.1 2.16.1 2.16.1 2.11.0
Tez 0.10.2 0.10.2 0.10.2 0.10.2
Trino (PrestoSQ 446 446 442 436
L)
Zeppelin 0.11.1 0.11.1 0.11.1 0.10.1
ZooKeeper 3.9.2 3.9.2 3.9.1 3.9.1
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Amazon EMR

Amazon EMR ZZ|= 70|E

CVE ID

CVE-2020-35728

CVE-2021-37533

CVE-2018-14721

CVE-2020-26939

CVE-2022-3171

CVE-2024-47554

CVE-2021-38153

CVE-2020-36188

CVE-2020-10673

CVE-2020-8908

CVE-2022-3509

CVE-2022-41966
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Ojo

Hir
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CVE M2 HE& URL

https://nvd.nist.gov/vuln/detail/
CVE-2020-35728

https://nvd.nist.gov/vuln/detail/
CVE-2021-37533

https://nvd.nist.gov/vuln/detail/
CVE-2018-14721

https://nvd.nist.gov/vuln/detail/
CVE-2020-26939

https://nvd.nist.gov/vuln/detail/
CVE-2022-3171

https://nvd.nist.gov/vuln/detail/

CVE-2024-47554

https://nvd.nist.gov/vuln/detail/
CVE-2021-38153

https://nvd.nist.gov/vuln/detail/

CVE-2020-36188

https://nvd.nist.gov/vuln/detail/
CVE-2020-10673

https://nvd.nist.gov/vuln/detail/

CVE-2020-8908

https://nvd.nist.gov/vuln/detail/
CVE-2022-3509

https://nvd.nist.gov/vuln/detail/

CVE-2022-41966
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https://nvd.nist.gov/vuln/detail/CVE-2020-35728
https://nvd.nist.gov/vuln/detail/CVE-2020-35728
https://nvd.nist.gov/vuln/detail/CVE-2021-37533
https://nvd.nist.gov/vuln/detail/CVE-2021-37533
https://nvd.nist.gov/vuln/detail/CVE-2018-14721
https://nvd.nist.gov/vuln/detail/CVE-2018-14721
https://nvd.nist.gov/vuln/detail/CVE-2020-26939
https://nvd.nist.gov/vuln/detail/CVE-2020-26939
https://nvd.nist.gov/vuln/detail/CVE-2022-3171
https://nvd.nist.gov/vuln/detail/CVE-2022-3171
https://nvd.nist.gov/vuln/detail/CVE-2024-47554
https://nvd.nist.gov/vuln/detail/CVE-2024-47554
https://nvd.nist.gov/vuln/detail/CVE-2021-38153
https://nvd.nist.gov/vuln/detail/CVE-2021-38153
https://nvd.nist.gov/vuln/detail/CVE-2020-36188
https://nvd.nist.gov/vuln/detail/CVE-2020-36188
https://nvd.nist.gov/vuln/detail/CVE-2020-10673
https://nvd.nist.gov/vuln/detail/CVE-2020-10673
https://nvd.nist.gov/vuln/detail/CVE-2020-8908
https://nvd.nist.gov/vuln/detail/CVE-2020-8908
https://nvd.nist.gov/vuln/detail/CVE-2022-3509
https://nvd.nist.gov/vuln/detail/CVE-2022-3509
https://nvd.nist.gov/vuln/detail/CVE-2022-41966
https://nvd.nist.gov/vuln/detail/CVE-2022-41966

Amazon EMR

Amazon EMR ZZ|= 70|E

CVE ID

CVE-2023-3635

CVE-2020-25649

CVE-2017-17485

CVE-2024-25710

CVE-2023-25194

GHSA-58qw-p7gm-5rvh

CVE-2023-51074

CVE-2023-20883

CVE-2022-42004

CVE-2024-47561

CVE-2023-2976

CVE-2022-45685

CVE-2023-33202
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CVE-2023-51074
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https://nvd.nist.gov/vuln/detail/
CVE-2022-42004

https://nvd.nist.gov/vuln/detail/

CVE-2024-47561
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https://nvd.nist.gov/vuln/detail/CVE-2023-3635
https://nvd.nist.gov/vuln/detail/CVE-2023-3635
https://nvd.nist.gov/vuln/detail/CVE-2020-25649
https://nvd.nist.gov/vuln/detail/CVE-2020-25649
https://nvd.nist.gov/vuln/detail/CVE-2017-17485
https://nvd.nist.gov/vuln/detail/CVE-2017-17485
https://nvd.nist.gov/vuln/detail/CVE-2024-25710
https://nvd.nist.gov/vuln/detail/CVE-2024-25710
https://nvd.nist.gov/vuln/detail/CVE-2023-25194
https://nvd.nist.gov/vuln/detail/CVE-2023-25194
https://nvd.nist.gov/vuln/detail/GHSA-58qw-p7qm-5rvh
https://nvd.nist.gov/vuln/detail/GHSA-58qw-p7qm-5rvh
https://nvd.nist.gov/vuln/detail/CVE-2023-51074
https://nvd.nist.gov/vuln/detail/CVE-2023-51074
https://nvd.nist.gov/vuln/detail/CVE-2023-20883
https://nvd.nist.gov/vuln/detail/CVE-2023-20883
https://nvd.nist.gov/vuln/detail/CVE-2022-42004
https://nvd.nist.gov/vuln/detail/CVE-2022-42004
https://nvd.nist.gov/vuln/detail/CVE-2024-47561
https://nvd.nist.gov/vuln/detail/CVE-2024-47561
https://nvd.nist.gov/vuln/detail/CVE-2023-2976
https://nvd.nist.gov/vuln/detail/CVE-2023-2976
https://nvd.nist.gov/vuln/detail/CVE-2022-45685
https://nvd.nist.gov/vuln/detail/CVE-2022-45685
https://nvd.nist.gov/vuln/detail/CVE-2023-33202
https://nvd.nist.gov/vuln/detail/CVE-2023-33202

Amazon EMR Amazon EMR ZZ|= 70|E

CVE ID SEALT CVE M2 HE URL
CVE-2019-14892 == https://nvd.nist.gov/vuln/detail/
CVE-2019-14892
CVE-2023-33201 == https://nvd.nist.gov/vuln/detail/
CVE-2023-33201
CVE-2023-1436 == https://nvd.nist.gov/vuln/detail/
CVE-2023-1436
CVE-2018-10237 == https://nvd.nist.gov/vuln/detail/
CVE-2018-10237
CVE-2015-5237 == https://nvd.nist.gov/vuln/detail/
CVE-2015-5237
CVE-2022-42003 == https://nvd.nist.gov/vuln/detail/
CVE-2022-42003
CVE-2024-36114 == https://nvd.nist.gov/vuln/detail/
CVE-2024-36114
CVE-2024-7254 == https://nvd.nist.gov/vuln/detail/
CVE-2024-7254
CVE-2020-14061 == https://nvd.nist.gov/vuln/detail/
CVE-2020-14061
CVE-2024-23944 == https://nvd.nist.gov/vuln/detail/
CVE-2024-23944
CVE-2020-10969 == https://nvd.nist.gov/vuln/detail/

CVE-2020-10969

CVE-2023-52428

K
mjo

https://nvd.nist.gov/vuln/detail/
CVE-2023-52428

AL
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CVE-2024-29857 https://nvd.nist.gov/vuln/detail/

CVE-2024-29857
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https://nvd.nist.gov/vuln/detail/CVE-2019-14892
https://nvd.nist.gov/vuln/detail/CVE-2019-14892
https://nvd.nist.gov/vuln/detail/CVE-2023-33201
https://nvd.nist.gov/vuln/detail/CVE-2023-33201
https://nvd.nist.gov/vuln/detail/CVE-2023-1436
https://nvd.nist.gov/vuln/detail/CVE-2023-1436
https://nvd.nist.gov/vuln/detail/CVE-2018-10237
https://nvd.nist.gov/vuln/detail/CVE-2018-10237
https://nvd.nist.gov/vuln/detail/CVE-2015-5237
https://nvd.nist.gov/vuln/detail/CVE-2015-5237
https://nvd.nist.gov/vuln/detail/CVE-2022-42003
https://nvd.nist.gov/vuln/detail/CVE-2022-42003
https://nvd.nist.gov/vuln/detail/CVE-2024-36114
https://nvd.nist.gov/vuln/detail/CVE-2024-36114
https://nvd.nist.gov/vuln/detail/CVE-2024-7254
https://nvd.nist.gov/vuln/detail/CVE-2024-7254
https://nvd.nist.gov/vuln/detail/CVE-2020-14061
https://nvd.nist.gov/vuln/detail/CVE-2020-14061
https://nvd.nist.gov/vuln/detail/CVE-2024-23944
https://nvd.nist.gov/vuln/detail/CVE-2024-23944
https://nvd.nist.gov/vuln/detail/CVE-2020-10969
https://nvd.nist.gov/vuln/detail/CVE-2020-10969
https://nvd.nist.gov/vuln/detail/CVE-2023-52428
https://nvd.nist.gov/vuln/detail/CVE-2023-52428
https://nvd.nist.gov/vuln/detail/CVE-2024-29857
https://nvd.nist.gov/vuln/detail/CVE-2024-29857

Amazon EMR Amazon EMR ZZ|= 70|E

CVE ID &2t CVE M¥ HE URL
CVE-2024-30171 == https://nvd.nist.gov/vuln/detail/
CVE-2024-30171
CVE-2022-41854 == https://nvd.nist.gov/vuln/detail/
CVE-2022-41854
CVE-2022-3510 == https://nvd.nist.gov/vuln/detail/
CVE-2022-3510
CVE-2018-7489 == https://nvd.nist.gov/vuln/detail/
CVE-2018-7489
CVE-2020-35491 == https://nvd.nist.gov/vuln/detail/
CVE-2020-35491
CVE-2020-11111 == https://nvd.nist.gov/vuln/detail/
CVE-2020-11111
CVE-2020-15250 == https://nvd.nist.gov/vuln/detail/
CVE-2020-15250
CVE-2020-9548 == https://nvd.nist.gov/vuln/detail/
CVE-2020-9548
CVE-2024-51504 == https://nvd.nist.gov/vuln/detail/
CVE-2024-51504
CVE-2023-6378 == https://nvd.nist.gov/vuln/detail/
CVE-2023-6378
CVE-2023-34453 == https://nvd.nist.gov/vuln/detail/
CVE-2023-34453
CVE-2024-29025 &zt https://nvd.nist.gov/vuln/detail/
CVE-2024-29025
CVE-2024-36124 &z https://nvd.nist.gov/vuln/detail/

CVE-2024-36124
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https://nvd.nist.gov/vuln/detail/CVE-2024-30171
https://nvd.nist.gov/vuln/detail/CVE-2024-30171
https://nvd.nist.gov/vuln/detail/CVE-2022-41854
https://nvd.nist.gov/vuln/detail/CVE-2022-41854
https://nvd.nist.gov/vuln/detail/CVE-2022-3510
https://nvd.nist.gov/vuln/detail/CVE-2022-3510
https://nvd.nist.gov/vuln/detail/CVE-2018-7489
https://nvd.nist.gov/vuln/detail/CVE-2018-7489
https://nvd.nist.gov/vuln/detail/CVE-2020-35491
https://nvd.nist.gov/vuln/detail/CVE-2020-35491
https://nvd.nist.gov/vuln/detail/CVE-2020-11111
https://nvd.nist.gov/vuln/detail/CVE-2020-11111
https://nvd.nist.gov/vuln/detail/CVE-2020-15250
https://nvd.nist.gov/vuln/detail/CVE-2020-15250
https://nvd.nist.gov/vuln/detail/CVE-2020-9548
https://nvd.nist.gov/vuln/detail/CVE-2020-9548
https://nvd.nist.gov/vuln/detail/CVE-2024-51504
https://nvd.nist.gov/vuln/detail/CVE-2024-51504
https://nvd.nist.gov/vuln/detail/CVE-2023-6378
https://nvd.nist.gov/vuln/detail/CVE-2023-6378
https://nvd.nist.gov/vuln/detail/CVE-2023-34453
https://nvd.nist.gov/vuln/detail/CVE-2023-34453
https://nvd.nist.gov/vuln/detail/CVE-2024-29025
https://nvd.nist.gov/vuln/detail/CVE-2024-29025
https://nvd.nist.gov/vuln/detail/CVE-2024-36124
https://nvd.nist.gov/vuln/detail/CVE-2024-36124

Amazon EMR Amazon EMR ZZ|= 70|E

CVE ID &2t CVE M¥ HE URL
CVE-2013-4002 &z https://nvd.nist.gov/vuln/detail/
CVE-2013-4002
CVE-2019-14379 &z https://nvd.nist.gov/vuln/detail/
CVE-2019-14379
CVE-2020-36186 &zt https://nvd.nist.gov/vuln/detail/
CVE-2020-36186
CVE-2022-45688 21z https://nvd.nist.gov/vuln/detail/
CVE-2022-45688
CVE-2020-17521 s https://nvd.nist.gov/vuln/detail/
CVE-2020-17521
CVE-2024-8184 £z https://nvd.nist.gov/vuln/detail/
CVE-2024-8184
CVE-2020-14195 &z https://nvd.nist.gov/vuln/detail/
CVE-2020-14195
CVE-2023-40167 &z https://nvd.nist.gov/vuln/detail/
CVE-2023-40167
CVE-2024-6763 St https://nvd.nist.gov/vuln/detail/
CVE-2024-6763
CVE-2022-25647 st https://nvd.nist.gov/vuln/detail/
CVE-2022-25647
CVE-2018-14719 St https://nvd.nist.gov/vuln/detail/

CVE-2018-14719

CVE-2024-29131

K
mjo

https://nvd.nist.gov/vuln/detail/
CVE-2024-29131

CVE-2020-9546

K
mlo

https://nvd.nist.gov/vuln/detail/
CVE-2020-9546
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https://nvd.nist.gov/vuln/detail/CVE-2013-4002
https://nvd.nist.gov/vuln/detail/CVE-2013-4002
https://nvd.nist.gov/vuln/detail/CVE-2019-14379
https://nvd.nist.gov/vuln/detail/CVE-2019-14379
https://nvd.nist.gov/vuln/detail/CVE-2020-36186
https://nvd.nist.gov/vuln/detail/CVE-2020-36186
https://nvd.nist.gov/vuln/detail/CVE-2022-45688
https://nvd.nist.gov/vuln/detail/CVE-2022-45688
https://nvd.nist.gov/vuln/detail/CVE-2020-17521
https://nvd.nist.gov/vuln/detail/CVE-2020-17521
https://nvd.nist.gov/vuln/detail/CVE-2024-8184
https://nvd.nist.gov/vuln/detail/CVE-2024-8184
https://nvd.nist.gov/vuln/detail/CVE-2020-14195
https://nvd.nist.gov/vuln/detail/CVE-2020-14195
https://nvd.nist.gov/vuln/detail/CVE-2023-40167
https://nvd.nist.gov/vuln/detail/CVE-2023-40167
https://nvd.nist.gov/vuln/detail/CVE-2024-6763
https://nvd.nist.gov/vuln/detail/CVE-2024-6763
https://nvd.nist.gov/vuln/detail/CVE-2022-25647
https://nvd.nist.gov/vuln/detail/CVE-2022-25647
https://nvd.nist.gov/vuln/detail/CVE-2018-14719
https://nvd.nist.gov/vuln/detail/CVE-2018-14719
https://nvd.nist.gov/vuln/detail/CVE-2024-29131
https://nvd.nist.gov/vuln/detail/CVE-2024-29131
https://nvd.nist.gov/vuln/detail/CVE-2020-9546
https://nvd.nist.gov/vuln/detail/CVE-2020-9546

Amazon EMR Amazon EMR ZZ|= 70|E

CVE ID SEALT CVE M2 HE URL
CVE-2018-1000180 == https://nvd.nist.gov/vuln/detail/
CVE-2018-1000180
CVE-2023-39410 =8 https://nvd.nist.gov/vuln/detail/
CVE-2023-39410
CVE-2021-22570 FZ https://nvd.nist.gov/vuln/detail/
CVE-2021-22570
CVE-2022-46751 St https://nvd.nist.gov/vuln/detail/
CVE-2022-46751
CVE-2021-36373 =) https://nvd.nist.gov/vuln/detail/
CVE-2021-36373
CVE-2023-26048 =) https://nvd.nist.gov/vuln/detail/
CVE-2023-26048
CVE-2024-30172 == https://nvd.nist.gov/vuln/detail/
CVE-2024-30172
CVE-2022-36364 == https://nvd.nist.gov/vuln/detail/
CVE-2022-36364
CVE-2022-46337 == https://nvd.nist.gov/vuln/detail/
CVE-2022-46337
CVE-2019-16869 == https://nvd.nist.gov/vuln/detail/

CVE-2019-16869

CVE-2022-38751
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https://nvd.nist.gov/vuln/detail/
CVE-2022-38751
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https://nvd.nist.gov/vuln/detail/
CVE-2022-1415

CVE-2021-22569
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CVE-2021-22569
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https://nvd.nist.gov/vuln/detail/CVE-2018-1000180
https://nvd.nist.gov/vuln/detail/CVE-2018-1000180
https://nvd.nist.gov/vuln/detail/CVE-2023-39410
https://nvd.nist.gov/vuln/detail/CVE-2023-39410
https://nvd.nist.gov/vuln/detail/CVE-2021-22570
https://nvd.nist.gov/vuln/detail/CVE-2021-22570
https://nvd.nist.gov/vuln/detail/CVE-2022-46751
https://nvd.nist.gov/vuln/detail/CVE-2022-46751
https://nvd.nist.gov/vuln/detail/CVE-2021-36373
https://nvd.nist.gov/vuln/detail/CVE-2021-36373
https://nvd.nist.gov/vuln/detail/CVE-2023-26048
https://nvd.nist.gov/vuln/detail/CVE-2023-26048
https://nvd.nist.gov/vuln/detail/CVE-2024-30172
https://nvd.nist.gov/vuln/detail/CVE-2024-30172
https://nvd.nist.gov/vuln/detail/CVE-2022-36364
https://nvd.nist.gov/vuln/detail/CVE-2022-36364
https://nvd.nist.gov/vuln/detail/CVE-2022-46337
https://nvd.nist.gov/vuln/detail/CVE-2022-46337
https://nvd.nist.gov/vuln/detail/CVE-2019-16869
https://nvd.nist.gov/vuln/detail/CVE-2019-16869
https://nvd.nist.gov/vuln/detail/CVE-2022-38751
https://nvd.nist.gov/vuln/detail/CVE-2022-38751
https://nvd.nist.gov/vuln/detail/CVE-2022-1415
https://nvd.nist.gov/vuln/detail/CVE-2022-1415
https://nvd.nist.gov/vuln/detail/CVE-2021-22569
https://nvd.nist.gov/vuln/detail/CVE-2021-22569

Amazon EMR

Amazon EMR ZZ|= 70|E

CVE ID

CVE-2024-35255

CVE-2021-28170

CVE-2022-40149

CVE-2023-50868

CVE-2023-34454

CVE-2022-38750

CVE-2020-14060

CVE-2023-42503

CVE-2024-25638

CVE-2024-29133

CVE-2022-37865

CVE-2018-19361

CVE-2018-19362
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CVE M= HE& URL

https://nvd.nist.gov/vuln/detail/

CVE-2024-35255

https://nvd.nist.gov/vuln/detail/

CVE-2021-28170

https://nvd.nist.gov/vuln/detail/

CVE-2022-40149

https://nvd.nist.gov/vuln/detail/

CVE-2023-50868

https://nvd.nist.gov/vuln/detail/

CVE-2023-34454

https://nvd.nist.gov/vuln/detail/

CVE-2022-38750

https://nvd.nist.gov/vuln/detail/

CVE-2020-14060

https://nvd.nist.gov/vuln/detail/

CVE-2023-42503

https://nvd.nist.gov/vuln/detail/

CVE-2024-25638

https://nvd.nist.gov/vuln/detail/
CVE-2024-29133

https://nvd.nist.gov/vuln/detail/

CVE-2022-37865

https://nvd.nist.gov/vuln/detail/
CVE-2018-19361

https://nvd.nist.gov/vuln/detail/

CVE-2018-19362
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https://nvd.nist.gov/vuln/detail/CVE-2024-35255
https://nvd.nist.gov/vuln/detail/CVE-2024-35255
https://nvd.nist.gov/vuln/detail/CVE-2021-28170
https://nvd.nist.gov/vuln/detail/CVE-2021-28170
https://nvd.nist.gov/vuln/detail/CVE-2022-40149
https://nvd.nist.gov/vuln/detail/CVE-2022-40149
https://nvd.nist.gov/vuln/detail/CVE-2023-50868
https://nvd.nist.gov/vuln/detail/CVE-2023-50868
https://nvd.nist.gov/vuln/detail/CVE-2023-34454
https://nvd.nist.gov/vuln/detail/CVE-2023-34454
https://nvd.nist.gov/vuln/detail/CVE-2022-38750
https://nvd.nist.gov/vuln/detail/CVE-2022-38750
https://nvd.nist.gov/vuln/detail/CVE-2020-14060
https://nvd.nist.gov/vuln/detail/CVE-2020-14060
https://nvd.nist.gov/vuln/detail/CVE-2023-42503
https://nvd.nist.gov/vuln/detail/CVE-2023-42503
https://nvd.nist.gov/vuln/detail/CVE-2024-25638
https://nvd.nist.gov/vuln/detail/CVE-2024-25638
https://nvd.nist.gov/vuln/detail/CVE-2024-29133
https://nvd.nist.gov/vuln/detail/CVE-2024-29133
https://nvd.nist.gov/vuln/detail/CVE-2022-37865
https://nvd.nist.gov/vuln/detail/CVE-2022-37865
https://nvd.nist.gov/vuln/detail/CVE-2018-19361
https://nvd.nist.gov/vuln/detail/CVE-2018-19361
https://nvd.nist.gov/vuln/detail/CVE-2018-19362
https://nvd.nist.gov/vuln/detail/CVE-2018-19362

Amazon EMR Amazon EMR ZZ|= 70|E

CVE ID &2t CVE M¥ HE URL
CVE-2020-10650 BES https://nvd.nist.gov/vuln/detail/
CVE-2020-10650
CVE-2020-35490 2SS https://nvd.nist.gov/vuln/detail/
CVE-2020-35490
CVE-2024-23454 2z https://nvd.nist.gov/vuln/detail/
CVE-2024-23454
CVE-2023-43642 21z https://nvd.nist.gov/vuln/detail/
CVE-2023-43642
CVE-2020-24750 2z https://nvd.nist.gov/vuln/detail/
CVE-2020-24750
CVE-2020-11112 &zt https://nvd.nist.gov/vuln/detail/
CVE-2020-11112
CVE-2019-14439 &z https://nvd.nist.gov/vuln/detail/
CVE-2019-14439
CVE-2023-34455 oz https://nvd.nist.gov/vuln/detail/
CVE-2023-34455
CVE-2024-26308 st https://nvd.nist.gov/vuln/detail/

CVE-2024-26308

CVE-2019-20445

Hir
mjo

https://nvd.nist.gov/vuln/detail/
CVE-2019-20445

CVE-2023-0833

Hir
Ol

https://nvd.nist.gov/vuln/detail/
CVE-2023-0833

CVE-2020-36185

K
mjo

https://nvd.nist.gov/vuln/detail/
CVE-2020-36185

CVE-2023-6481

K
Ol

https://nvd.nist.gov/vuln/detail/
CVE-2023-6481
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https://nvd.nist.gov/vuln/detail/CVE-2020-10650
https://nvd.nist.gov/vuln/detail/CVE-2020-10650
https://nvd.nist.gov/vuln/detail/CVE-2020-35490
https://nvd.nist.gov/vuln/detail/CVE-2020-35490
https://nvd.nist.gov/vuln/detail/CVE-2024-23454
https://nvd.nist.gov/vuln/detail/CVE-2024-23454
https://nvd.nist.gov/vuln/detail/CVE-2023-43642
https://nvd.nist.gov/vuln/detail/CVE-2023-43642
https://nvd.nist.gov/vuln/detail/CVE-2020-24750
https://nvd.nist.gov/vuln/detail/CVE-2020-24750
https://nvd.nist.gov/vuln/detail/CVE-2020-11112
https://nvd.nist.gov/vuln/detail/CVE-2020-11112
https://nvd.nist.gov/vuln/detail/CVE-2019-14439
https://nvd.nist.gov/vuln/detail/CVE-2019-14439
https://nvd.nist.gov/vuln/detail/CVE-2023-34455
https://nvd.nist.gov/vuln/detail/CVE-2023-34455
https://nvd.nist.gov/vuln/detail/CVE-2024-26308
https://nvd.nist.gov/vuln/detail/CVE-2024-26308
https://nvd.nist.gov/vuln/detail/CVE-2019-20445
https://nvd.nist.gov/vuln/detail/CVE-2019-20445
https://nvd.nist.gov/vuln/detail/CVE-2023-0833
https://nvd.nist.gov/vuln/detail/CVE-2023-0833
https://nvd.nist.gov/vuln/detail/CVE-2020-36185
https://nvd.nist.gov/vuln/detail/CVE-2020-36185
https://nvd.nist.gov/vuln/detail/CVE-2023-6481
https://nvd.nist.gov/vuln/detail/CVE-2023-6481

Amazon EMR Amazon EMR ZZ|= 70|E

CVE ID SEALT CVE M2 HE URL
CVE-2022-38752 &t https://nvd.nist.gov/vuln/detail/
CVE-2022-38752
CVE-2020-1945 St https://nvd.nist.gov/vuln/detail/
CVE-2020-1945
CVE-2020-13936 St https://nvd.nist.gov/vuln/detail/
CVE-2020-13936
CVE-2023-36478 St https://nvd.nist.gov/vuln/detail/
CVE-2023-36478
CVE-2020-10968 =) https://nvd.nist.gov/vuln/detail/
CVE-2020-10968
CVE-2020-28052 ) https://nvd.nist.gov/vuln/detail/
CVE-2020-28052
CVE-2021-43859 == https://nvd.nist.gov/vuln/detail/
CVE-2021-43859
CVE-2021-27568 & https://nvd.nist.gov/vuln/detail/
CVE-2021-27568
CVE-2020-11113 = https://nvd.nist.gov/vuln/detail/
CVE-2020-11113
CVE-2022-40150 == https://nvd.nist.gov/vuln/detail/
CVE-2022-40150
CVE-2023-5072 == https://nvd.nist.gov/vuln/detail/
CVE-2023-5072
CVE-2018-11307 BEREX| &S https://nvd.nist.gov/vuln/detail/
CVE-2018-11307
CVE-2024-21634 == https://nvd.nist.gov/vuln/detail/

CVE-2024-21634

emr-7.5.0 197


https://nvd.nist.gov/vuln/detail/CVE-2022-38752
https://nvd.nist.gov/vuln/detail/CVE-2022-38752
https://nvd.nist.gov/vuln/detail/CVE-2020-1945
https://nvd.nist.gov/vuln/detail/CVE-2020-1945
https://nvd.nist.gov/vuln/detail/CVE-2020-13936
https://nvd.nist.gov/vuln/detail/CVE-2020-13936
https://nvd.nist.gov/vuln/detail/CVE-2023-36478
https://nvd.nist.gov/vuln/detail/CVE-2023-36478
https://nvd.nist.gov/vuln/detail/CVE-2020-10968
https://nvd.nist.gov/vuln/detail/CVE-2020-10968
https://nvd.nist.gov/vuln/detail/CVE-2020-28052
https://nvd.nist.gov/vuln/detail/CVE-2020-28052
https://nvd.nist.gov/vuln/detail/CVE-2021-43859
https://nvd.nist.gov/vuln/detail/CVE-2021-43859
https://nvd.nist.gov/vuln/detail/CVE-2021-27568
https://nvd.nist.gov/vuln/detail/CVE-2021-27568
https://nvd.nist.gov/vuln/detail/CVE-2020-11113
https://nvd.nist.gov/vuln/detail/CVE-2020-11113
https://nvd.nist.gov/vuln/detail/CVE-2022-40150
https://nvd.nist.gov/vuln/detail/CVE-2022-40150
https://nvd.nist.gov/vuln/detail/CVE-2023-5072
https://nvd.nist.gov/vuln/detail/CVE-2023-5072
https://nvd.nist.gov/vuln/detail/CVE-2018-11307
https://nvd.nist.gov/vuln/detail/CVE-2018-11307
https://nvd.nist.gov/vuln/detail/CVE-2024-21634
https://nvd.nist.gov/vuln/detail/CVE-2024-21634

Amazon EMR Amazon EMR ZZ|= 70|E

CVE ID &2t CVE M¥ HE URL
CVE-2020-36518 == https://nvd.nist.gov/vuln/detail/
CVE-2020-36518
CVE-2020-36180 EREX XS https://nvd.nist.gov/vuln/detail/
CVE-2020-36180
CVE-2021-34538 == https://nvd.nist.gov/vuln/detail/
CVE-2021-34538
CVE-2021-29425 == https://nvd.nist.gov/vuln/detail/
CVE-2021-29425
CVE-2020-8840 == https://nvd.nist.gov/vuln/detail/
CVE-2020-8840
CVE-2020-9547 == https://nvd.nist.gov/vuln/detail/
CVE-2020-9547
CVE-2020-36179 == https://nvd.nist.gov/vuln/detail/
CVE-2020-36179
CVE-2019-16943 BEREX XS https://nvd.nist.gov/vuln/detail/
CVE-2019-16943
CVE-2016-5018 == https://nvd.nist.gov/vuln/detail/
CVE-2016-5018
CVE-2024-34447 == https://nvd.nist.gov/vuln/detail/
CVE-2024-34447
CVE-2024-39676 == https://nvd.nist.gov/vuln/detail/
CVE-2024-39676
CVE-2021-21290 == https://nvd.nist.gov/vuln/detail/
CVE-2021-21290
CVE-2019-12086 == https://nvd.nist.gov/vuln/detail/

CVE-2019-12086
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https://nvd.nist.gov/vuln/detail/CVE-2020-36518
https://nvd.nist.gov/vuln/detail/CVE-2020-36518
https://nvd.nist.gov/vuln/detail/CVE-2020-36180
https://nvd.nist.gov/vuln/detail/CVE-2020-36180
https://nvd.nist.gov/vuln/detail/CVE-2021-34538
https://nvd.nist.gov/vuln/detail/CVE-2021-34538
https://nvd.nist.gov/vuln/detail/CVE-2021-29425
https://nvd.nist.gov/vuln/detail/CVE-2021-29425
https://nvd.nist.gov/vuln/detail/CVE-2020-8840
https://nvd.nist.gov/vuln/detail/CVE-2020-8840
https://nvd.nist.gov/vuln/detail/CVE-2020-9547
https://nvd.nist.gov/vuln/detail/CVE-2020-9547
https://nvd.nist.gov/vuln/detail/CVE-2020-36179
https://nvd.nist.gov/vuln/detail/CVE-2020-36179
https://nvd.nist.gov/vuln/detail/CVE-2019-16943
https://nvd.nist.gov/vuln/detail/CVE-2019-16943
https://nvd.nist.gov/vuln/detail/CVE-2016-5018
https://nvd.nist.gov/vuln/detail/CVE-2016-5018
https://nvd.nist.gov/vuln/detail/CVE-2024-34447
https://nvd.nist.gov/vuln/detail/CVE-2024-34447
https://nvd.nist.gov/vuln/detail/CVE-2024-39676
https://nvd.nist.gov/vuln/detail/CVE-2024-39676
https://nvd.nist.gov/vuln/detail/CVE-2021-21290
https://nvd.nist.gov/vuln/detail/CVE-2021-21290
https://nvd.nist.gov/vuln/detail/CVE-2019-12086
https://nvd.nist.gov/vuln/detail/CVE-2019-12086

Amazon EMR Amazon EMR ZZ|= 70|E

CVE ID &2t CVE M¥ HE URL
CVE-2018-14718 &z https://nvd.nist.gov/vuln/detail/
CVE-2018-14718
CVE-2020-36181 == https://nvd.nist.gov/vuln/detail/
CVE-2020-36181
CVE-2022-39135 EREX XS https://nvd.nist.gov/vuln/detail/
CVE-2022-39135
CVE-2019-16335 EREX XS https://nvd.nist.gov/vuln/detail/
CVE-2019-16335
CVE-2020-36184 == https://nvd.nist.gov/vuln/detail/
CVE-2020-36184
CVE-2022-45693 == https://nvd.nist.gov/vuln/detail/
CVE-2022-45693
CVE-2020-14062 St https://nvd.nist.gov/vuln/detail/
CVE-2020-14062
CVE-2020-15522 St https://nvd.nist.gov/vuln/detail/
CVE-2020-15522
CVE-2019-14540 == https://nvd.nist.gov/vuln/detail/
CVE-2019-14540
CVE-2017-15095 == https://nvd.nist.gov/vuln/detail/
CVE-2017-15095
CVE-2018-5968 == https://nvd.nist.gov/vuln/detail/

CVE-2018-5968

K
mjo

CVE-2019-14893 https://nvd.nist.gov/vuln/detail/

CVE-2019-14893

K
mlo

CVE-2019-12814 https://nvd.nist.gov/vuln/detail/

CVE-2019-12814
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https://nvd.nist.gov/vuln/detail/CVE-2018-14718
https://nvd.nist.gov/vuln/detail/CVE-2018-14718
https://nvd.nist.gov/vuln/detail/CVE-2020-36181
https://nvd.nist.gov/vuln/detail/CVE-2020-36181
https://nvd.nist.gov/vuln/detail/CVE-2022-39135
https://nvd.nist.gov/vuln/detail/CVE-2022-39135
https://nvd.nist.gov/vuln/detail/CVE-2019-16335
https://nvd.nist.gov/vuln/detail/CVE-2019-16335
https://nvd.nist.gov/vuln/detail/CVE-2020-36184
https://nvd.nist.gov/vuln/detail/CVE-2020-36184
https://nvd.nist.gov/vuln/detail/CVE-2022-45693
https://nvd.nist.gov/vuln/detail/CVE-2022-45693
https://nvd.nist.gov/vuln/detail/CVE-2020-14062
https://nvd.nist.gov/vuln/detail/CVE-2020-14062
https://nvd.nist.gov/vuln/detail/CVE-2020-15522
https://nvd.nist.gov/vuln/detail/CVE-2020-15522
https://nvd.nist.gov/vuln/detail/CVE-2019-14540
https://nvd.nist.gov/vuln/detail/CVE-2019-14540
https://nvd.nist.gov/vuln/detail/CVE-2017-15095
https://nvd.nist.gov/vuln/detail/CVE-2017-15095
https://nvd.nist.gov/vuln/detail/CVE-2018-5968
https://nvd.nist.gov/vuln/detail/CVE-2018-5968
https://nvd.nist.gov/vuln/detail/CVE-2019-14893
https://nvd.nist.gov/vuln/detail/CVE-2019-14893
https://nvd.nist.gov/vuln/detail/CVE-2019-12814
https://nvd.nist.gov/vuln/detail/CVE-2019-12814

Amazon EMR Amazon EMR ZZ|= 70|E

CVE ID &2t CVE M¥ HE URL
CVE-2020-10672 &2 https://nvd.nist.gov/vuln/detail/
CVE-2020-10672
CVE-2020-24616 &z https://nvd.nist.gov/vuln/detail/
CVE-2020-24616
CVE-2020-13949 2z https://nvd.nist.gov/vuln/detail/
CVE-2020-13949
CVE-2023-50387 21z https://nvd.nist.gov/vuln/detail/
CVE-2023-50387
CVE-2018-12022 2z https://nvd.nist.gov/vuln/detail/
CVE-2018-12022
CVE-2020-36189 &zt https://nvd.nist.gov/vuln/detail/
CVE-2020-36189
CVE-2021-37137 el https://nvd.nist.gov/vuln/detail/
CVE-2021-37137
CVE-2019-12384 oz https://nvd.nist.gov/vuln/detail/
CVE-2019-12384
CVE-2023-26049 BEREX XS https://nvd.nist.gov/vuln/detail/
CVE-2023-26049
CVE-2022-1471 == https://nvd.nist.gov/vuln/detail/
CVE-2022-1471
CVE-2023-1370 == https://nvd.nist.gov/vuln/detail/
CVE-2023-1370
CVE-2019-16942 == https://nvd.nist.gov/vuln/detail/
CVE-2019-16942
CVE-2022-40152 == https://nvd.nist.gov/vuln/detail/

CVE-2022-40152
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https://nvd.nist.gov/vuln/detail/CVE-2020-10672
https://nvd.nist.gov/vuln/detail/CVE-2020-10672
https://nvd.nist.gov/vuln/detail/CVE-2020-24616
https://nvd.nist.gov/vuln/detail/CVE-2020-24616
https://nvd.nist.gov/vuln/detail/CVE-2020-13949
https://nvd.nist.gov/vuln/detail/CVE-2020-13949
https://nvd.nist.gov/vuln/detail/CVE-2023-50387
https://nvd.nist.gov/vuln/detail/CVE-2023-50387
https://nvd.nist.gov/vuln/detail/CVE-2018-12022
https://nvd.nist.gov/vuln/detail/CVE-2018-12022
https://nvd.nist.gov/vuln/detail/CVE-2020-36189
https://nvd.nist.gov/vuln/detail/CVE-2020-36189
https://nvd.nist.gov/vuln/detail/CVE-2021-37137
https://nvd.nist.gov/vuln/detail/CVE-2021-37137
https://nvd.nist.gov/vuln/detail/CVE-2019-12384
https://nvd.nist.gov/vuln/detail/CVE-2019-12384
https://nvd.nist.gov/vuln/detail/CVE-2023-26049
https://nvd.nist.gov/vuln/detail/CVE-2023-26049
https://nvd.nist.gov/vuln/detail/CVE-2022-1471
https://nvd.nist.gov/vuln/detail/CVE-2022-1471
https://nvd.nist.gov/vuln/detail/CVE-2023-1370
https://nvd.nist.gov/vuln/detail/CVE-2023-1370
https://nvd.nist.gov/vuln/detail/CVE-2019-16942
https://nvd.nist.gov/vuln/detail/CVE-2019-16942
https://nvd.nist.gov/vuln/detail/CVE-2022-40152
https://nvd.nist.gov/vuln/detail/CVE-2022-40152

Amazon EMR Amazon EMR ZZ|= 70|E

CVE ID SEALT CVE M2 HE URL
CVE-2023-20863 == https://nvd.nist.gov/vuln/detail/
CVE-2023-20863
CVE-2018-11798 == https://nvd.nist.gov/vuln/detail/
CVE-2018-11798
CVE-2019-20330 =8 https://nvd.nist.gov/vuln/detail/
CVE-2019-20330
CVE-2019-17531 == https://nvd.nist.gov/vuln/detail/
CVE-2019-17531
CVE-2020-11620 == https://nvd.nist.gov/vuln/detail/
CVE-2020-11620
CVE-2021-31684 == https://nvd.nist.gov/vuln/detail/
CVE-2021-31684
CVE-2020-11619 == https://nvd.nist.gov/vuln/detail/
CVE-2020-11619
CVE-2022-40151 == https://nvd.nist.gov/vuln/detail/
CVE-2022-40151
CVE-2019-17267 == https://nvd.nist.gov/vuln/detail/
CVE-2019-17267
CVE-2020-36182 == https://nvd.nist.gov/vuln/detail/
CVE-2020-36182
CVE-2016-6796 == https://nvd.nist.gov/vuln/detail/

CVE-2016-6796

CVE-2019-0205

K
mjo

https://nvd.nist.gov/vuln/detail/
CVE-2019-0205

K
mlo

CVE-2018-10054 https://nvd.nist.gov/vuln/detail/

CVE-2018-10054
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https://nvd.nist.gov/vuln/detail/CVE-2023-20863
https://nvd.nist.gov/vuln/detail/CVE-2023-20863
https://nvd.nist.gov/vuln/detail/CVE-2018-11798
https://nvd.nist.gov/vuln/detail/CVE-2018-11798
https://nvd.nist.gov/vuln/detail/CVE-2019-20330
https://nvd.nist.gov/vuln/detail/CVE-2019-20330
https://nvd.nist.gov/vuln/detail/CVE-2019-17531
https://nvd.nist.gov/vuln/detail/CVE-2019-17531
https://nvd.nist.gov/vuln/detail/CVE-2020-11620
https://nvd.nist.gov/vuln/detail/CVE-2020-11620
https://nvd.nist.gov/vuln/detail/CVE-2021-31684
https://nvd.nist.gov/vuln/detail/CVE-2021-31684
https://nvd.nist.gov/vuln/detail/CVE-2020-11619
https://nvd.nist.gov/vuln/detail/CVE-2020-11619
https://nvd.nist.gov/vuln/detail/CVE-2022-40151
https://nvd.nist.gov/vuln/detail/CVE-2022-40151
https://nvd.nist.gov/vuln/detail/CVE-2019-17267
https://nvd.nist.gov/vuln/detail/CVE-2019-17267
https://nvd.nist.gov/vuln/detail/CVE-2020-36182
https://nvd.nist.gov/vuln/detail/CVE-2020-36182
https://nvd.nist.gov/vuln/detail/CVE-2016-6796
https://nvd.nist.gov/vuln/detail/CVE-2016-6796
https://nvd.nist.gov/vuln/detail/CVE-2019-0205
https://nvd.nist.gov/vuln/detail/CVE-2019-0205
https://nvd.nist.gov/vuln/detail/CVE-2018-10054
https://nvd.nist.gov/vuln/detail/CVE-2018-10054

Amazon EMR Amazon EMR ZZ|= 70|E

CVE ID &2t CVE M¥ HE URL
CVE-2018-14720 St https://nvd.nist.gov/vuln/detail/
CVE-2018-14720
CVE-2022-24329 EREX XS https://nvd.nist.gov/vuln/detail/
CVE-2022-24329
CVE-2020-36183 2z https://nvd.nist.gov/vuln/detail/
CVE-2020-36183
CVE-2023-44981 21z https://nvd.nist.gov/vuln/detail/
CVE-2023-44981
CVE-2022-37866 2z https://nvd.nist.gov/vuln/detail/
CVE-2022-37866
CVE-2015-1832 &zt https://nvd.nist.gov/vuln/detail/
CVE-2015-1832
CVE-2023-38647 &z https://nvd.nist.gov/vuln/detail/
CVE-2023-38647
CVE-2018-1313 BEREX XS https://nvd.nist.gov/vuln/detail/
CVE-2018-1313
CVE-2018-12023 == https://nvd.nist.gov/vuln/detail/
CVE-2018-12023
CVE-2021-20190 == https://nvd.nist.gov/vuln/detail/
CVE-2021-20190
CVE-2024-38808 == https://nvd.nist.gov/vuln/detail/
CVE-2024-38808
CVE-2019-20444 == https://nvd.nist.gov/vuln/detail/
CVE-2019-20444
CVE-2012-0881 == https://nvd.nist.gov/vuln/detail/

CVE-2012-0881
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https://nvd.nist.gov/vuln/detail/CVE-2018-14720
https://nvd.nist.gov/vuln/detail/CVE-2018-14720
https://nvd.nist.gov/vuln/detail/CVE-2022-24329
https://nvd.nist.gov/vuln/detail/CVE-2022-24329
https://nvd.nist.gov/vuln/detail/CVE-2020-36183
https://nvd.nist.gov/vuln/detail/CVE-2020-36183
https://nvd.nist.gov/vuln/detail/CVE-2023-44981
https://nvd.nist.gov/vuln/detail/CVE-2023-44981
https://nvd.nist.gov/vuln/detail/CVE-2022-37866
https://nvd.nist.gov/vuln/detail/CVE-2022-37866
https://nvd.nist.gov/vuln/detail/CVE-2015-1832
https://nvd.nist.gov/vuln/detail/CVE-2015-1832
https://nvd.nist.gov/vuln/detail/CVE-2023-38647
https://nvd.nist.gov/vuln/detail/CVE-2023-38647
https://nvd.nist.gov/vuln/detail/CVE-2018-1313
https://nvd.nist.gov/vuln/detail/CVE-2018-1313
https://nvd.nist.gov/vuln/detail/CVE-2018-12023
https://nvd.nist.gov/vuln/detail/CVE-2018-12023
https://nvd.nist.gov/vuln/detail/CVE-2021-20190
https://nvd.nist.gov/vuln/detail/CVE-2021-20190
https://nvd.nist.gov/vuln/detail/CVE-2024-38808
https://nvd.nist.gov/vuln/detail/CVE-2024-38808
https://nvd.nist.gov/vuln/detail/CVE-2019-20444
https://nvd.nist.gov/vuln/detail/CVE-2019-20444
https://nvd.nist.gov/vuln/detail/CVE-2012-0881
https://nvd.nist.gov/vuln/detail/CVE-2012-0881
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CVE ID

CVE-2020-36187

CVE-2020-13956

CVE-2022-38749

CVE-2017-7525

CVE-2018-19360

CVE-2021-37136

CVE-2022-42889

CVE-2021-36374

CVE-2020-13955

CVE-2022-25857
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CVE M= HE& URL

https://nvd.nist.gov/vuln/detail/
CVE-2020-36187

https://nvd.nist.gov/vuln/detail/
CVE-2020-13956

https://nvd.nist.gov/vuln/detail/
CVE-2022-38749

https://nvd.nist.gov/vuln/detail/
CVE-2017-7525

https://nvd.nist.gov/vuln/detail/
CVE-2018-19360

https://nvd.nist.gov/vuln/detail/
CVE-2021-37136

https://nvd.nist.gov/vuln/detail/
CVE-2022-42889

https://nvd.nist.gov/vuln/detail/
CVE-2021-36374

https://nvd.nist.gov/vuln/detail/
CVE-2020-13955

https://nvd.nist.gov/vuln/detail/

CVE-2022-25857
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https://nvd.nist.gov/vuln/detail/CVE-2020-36187
https://nvd.nist.gov/vuln/detail/CVE-2020-36187
https://nvd.nist.gov/vuln/detail/CVE-2020-13956
https://nvd.nist.gov/vuln/detail/CVE-2020-13956
https://nvd.nist.gov/vuln/detail/CVE-2022-38749
https://nvd.nist.gov/vuln/detail/CVE-2022-38749
https://nvd.nist.gov/vuln/detail/CVE-2017-7525
https://nvd.nist.gov/vuln/detail/CVE-2017-7525
https://nvd.nist.gov/vuln/detail/CVE-2018-19360
https://nvd.nist.gov/vuln/detail/CVE-2018-19360
https://nvd.nist.gov/vuln/detail/CVE-2021-37136
https://nvd.nist.gov/vuln/detail/CVE-2021-37136
https://nvd.nist.gov/vuln/detail/CVE-2022-42889
https://nvd.nist.gov/vuln/detail/CVE-2022-42889
https://nvd.nist.gov/vuln/detail/CVE-2021-36374
https://nvd.nist.gov/vuln/detail/CVE-2021-36374
https://nvd.nist.gov/vuln/detail/CVE-2020-13955
https://nvd.nist.gov/vuln/detail/CVE-2020-13955
https://nvd.nist.gov/vuln/detail/CVE-2022-25857
https://nvd.nist.gov/vuln/detail/CVE-2022-25857
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Application

AmazonClo
udWatchAgent

AmazonClo
udWatchAgent

AmazonClo
udWatchAgent

AmazonClo
udWatchAgent

AmazonClo

udWatchAgent

Flink

Flink

Flink

Flink

Flink

Flink

Flink

ofZZ|7olMd &

Package

hadoop-hdfs-
journalnode

ranger-kms

s3-dist-cp

zookeeper

zookeeper-
server

hadoop-client

hadoop-hdfs

hadoop-hdfs-
datanode

hadoop-hdfs-
journalnode

hadoop-hdfs-
namenode

hadoop-httpfs

hadoop-kms

7| x| HE

3.3.6.amz
n.5-1.amzn2023

2.0.0-1.a
mzn2023

2.33.0-1.
amzn2023

3.9.1.amz
n.1-1.amzn2023

3.9.1.amz
n.1-1.amzn2023

3.3.6.amz
n.5-1.amzn2023

3.3.6.amz
n.5-1.amzn2023

3.3.6.amz
n.5-1.amzn2023

3.3.6.amz
n.5-1.amzn2023

3.3.6.amz
n.5-1.amzn2023

3.3.6.amz
n.5-1.amzn2023

3.3.6.amz
n.5-1.amzn2023
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Application OHZC|7|0|l4d &  Package m7|x| 78 Ij 7| K| B
%
Flink Core hadoop-ma FMES 3.3.6.amz
preduce n.5-1.amzn2023
Flink Core hadoop-ma F = 3.3.6.amz
preduce-h n.5-1.amzn2023
istoryserver
Flink Core hadoop-yarn FHE= 3.3.6.amz
n.5-1.amzn2023
Flink Core hadoop-yarn- FHES 3.3.6.amz
nodemanager n.5-1.amzn2023
Flink Core hadoop-yarn- FMES 3.3.6.amz
proxyserver n.5-1.amzn2023
Flink Core hadoop-ya =HEs 3.3.6.amz
rn-resour n.5-1.amzn2023
cemanager
Flink Core hadoop-yarn- FMES 3.3.6.amz
timelineserver n.5-1.amzn2023
Flink Core hudi FMES 0.15.0.am
zn.0-1.am
zn2023
Flink Core ranger-kms FHES 2.0.0-1.a
mzn2023
Flink Core hadoop FMES 3.3.6.amz
n.5-1.amzn2023
HBase Core s3-dist-cp FMES 2.33.0-1.
amzn2023
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Application OHEZ|AH0|M &  Package 71X 8 7| X| BHE
S
HCatalog Core hadoop-yarn- FHE= 3.3.6.amz
proxyserver n.5-1.amzn2023
HCatalog Core mariadb-c FH =S
onnector-java
Hive Core hadoop-httpfs Ft =S 3.3.6.amz
n.5-1.amzn2023
Hive Core hadoop-yarn- T = 3.3.6.amz
proxyserver n.5-1.amzn2023
Hive Core hive-hbase FHES 3.1.3.amz
n.12-1.am
zn2023
Hive Core mariadb-c FHES 2.7.2-1
onnector-java
Hive Core s3-dist-cp FES 2.33.0-1.
amzn2023
I|=lA Core s3-dist-cp g3 2.33.0-1.
amzn2023
Spark Core spark-dat FMES 3.5.1.amz
anucleus n.0-1.amzn2023
Tez2| Hive &8  Core hadoop-ma F=HESs 3.3.6.amz
AlZt | preduce n.5-1.amzn2023
Tez2| Hive A&  Core hadoop-ma FMES 3.3.6.amz
AlZt Bl preduce-h n.5-1.amzn2023

istoryserver
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Amazon EMR Amazon EMR Z/2|= 7}0|=
Application OHEZ|AH0|M &  Package 71X 8 7| X| BHE
%
Tez2| Hive &  Core hadoop-yarn- FMES 3.3.6.amz
AlZt H| proxyserver n.5-1.amzn2023
Trino Core bigtop-utils FHE= 1.2.0-1.a
mzn2023
Trino Core hadoop-client Ft =S 3.3.6.amz
n.5-1.amzn2023
Trino Core hadoop-hdfs Ft = 3.3.6.amz
n.5-1.amzn2023
Trino Core hadoop-hdfs- F =S 3.3.6.amz
datanode n.5-1.amzn2023
Trino Core hadoop-hdfs- FE=S 3.3.6.amz
journalnode n.5-1.amzn2023
Trino Core hadoop-hdfs- FE=S 3.3.6.amz
namenode n.5-1.amzn2023
Trino Core hadoop-kms FES 3.3.6.amz
n.5-1.amzn2023
Trino Core hadoop-ma FHES 3.3.6.amz
preduce n.5-1.amzn2023
Trino Core hadoop-ma FMES 3.3.6.amz
preduce-h n.5-1.amzn2023
istoryserver
Trino Core hadoop-yarn FEg=E 3.3.6.amz
n.5-1.amzn2023
Trino Core hadoop-yarn- FE= 3.3.6.amz

nodemanager

n.5-1.amzn2023
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Amazon EMR Amazon EMR & Z|= 7}0|=

Application OHEZ|AH0|M &  Package 71X 8 7| X| BHE
%
Trino Core hadoop-yarn- FHE= 3.3.6.amz
proxyserver n.5-1.amzn2023
Trino Core hadoop-ya F = 3.3.6.amz
rn-resour n.5-1.amzn2023
cemanager
Trino Core hadoop-yarn- FHE= 3.3.6.amz
timelineserver n.5-1.amzn2023
Trino Core hive =HEs 3.1.3.amz
n.12-1.am
zn2023
Trino Core hive-hcatalog- FMES 3.1.3.amz
server n.12-1.am
zn2023
Trino Core mariadb-c FHES 2.7.2-1
onnector-java
Trino Core ranger-kms =HEs 2.0.0-1.a
mzn2023
Trino Core zookeeper FES 3.9.1.amz
n.1-1.amzn2023
Trino Core zookeeper- FHES 3.9.1.amz
server n.1-1.amzn2023
Trino Core bigtop-groovy FMES 2.5.4-1.a
mzn2023
Trino Core bigtop-jsvc FMES 1.2.4-1.a
mzn2023
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Application OHEZ|AH0|M &  Package 71X 8 7| X| BHE
%
Trino Core hadoop FES 3.3.6.amz
n.5-1.amzn2023
Trino Core hadoop-Izo FH =S 0.4.19-1.
amzn2023
Trino Core hive-hcatalog =HEs 3.1.3.amz
n.12-1.am
zn2023
Trino Core hive-jdbc FHE=S 3.1.3.amz
n.12-1.am
zn2023
Zookeeper Core emrfs FHES 2.64.0-1.
amzn2023
Zookeeper Core hadoop-client FE=S 3.3.6.amz
n.5-1.amzn2023
Zookeeper Core hadoop-hdfs FES 3.3.6.amz
n.5-1.amzn2023
Zookeeper Core hadoop-hdfs- Ft &S 3.3.6.amz
datanode n.5-1.amzn2023
Zookeeper Core hadoop-hdfs- FHES 3.3.6.amz
journalnode n.5-1.amzn2023
Zookeeper Core hadoop-hdfs- FMES 3.3.6.amz
namenode n.5-1.amzn2023
Zookeeper Core hadoop-httpfs FEg=E 3.3.6.amz

n.5-1.amzn2023
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Application OHZC|7|0|l4d &  Package m7|x| 78 Ij 7| K| B
%
Zookeeper Core hadoop-kms FHE= 3.3.6.amz
n.5-1.amzn2023
Zookeeper Core hadoop-ma F = 3.3.6.amz
preduce n.5-1.amzn2023
Zookeeper Core hadoop-ma Ft =S 3.3.6.amz
preduce-h n.5-1.amzn2023
istoryserver
Zookeeper Core hadoop-yarn Ft = 3.3.6.amz
n.5-1.amzn2023
Zookeeper Core hadoop-yarn- F =S 3.3.6.amz
nodemanager n.5-1.amzn2023
Zookeeper Core hadoop-yarn- FE=S 3.3.6.amz
proxyserver n.5-1.amzn2023
Zookeeper Core hadoop-ya FMES 3.3.6.amz
rn-resour n.5-1.amzn2023
cemanager
Zookeeper Core hadoop-yarn- FES 3.3.6.amz
timelineserver n.5-1.amzn2023
Zookeeper Core ranger-kms FHES 2.0.0-1.a
mzn2023

CHS 2ig|A ME 0= Amazon EMR ZI2|A 7.5.00) CHEF M2 7 £ 8tE|o] Ql&LCt.
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Amazon EMR Amazon EMR & Z|= 7}0|=

MZ

A
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o
am

- OHZ 2|70l ¥4a8I0|E - Amazon EMR 7.5.0 application upgrades include Delta 3.2.1-amzn-0,
HBase 2.5.10, Hudi 0.15.0-amzn-2, and Iceberg 1.6.1-amzn-1.

- EMR O|2| 27| 2a(WAL)= 2214 H 7 SXE KIHELICH RtA[EH LI 2 EMR WAL E2{AE
t SNE FASHMR.

= &m0
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e
o

& ™ol 43tz |™ YARN ResourceManager(RM)0l| 2128t w2t 2 X7} 2hM5tod S A| &
© Z DECOMMISSIONINGO{|A{ DECOMMISSIONED &EHZ T™ghet
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& 2|Z|X| oto} ResourceManager?| 4l 7|58 0o Z OFH|AIZILICE 12 wHo 2 =ZZlo|d
2l =M Chg BHEE ALE5t04 RM JVME CHA| A|ZFELCH

sudo systemctl restart hadoop-yarn-resourcemanager

« CapacityScheduler EE&= 0|2|2] YARN 2 #H|EE{FairScheduler(0i: FIFO AHE D)

2 EMR 2AEE A|Z5t™M YARNMemoryAvailablePercentage X|E 7} CloudWatch2
FAZX| ef&LICH ol EXME 2EIE ZHo| &3t El 2{AEL HA0 FE2 DIELICH
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- Spark 3.3.1(EMR HZ 6.10 O| &0l X|2E)FEl MH|A SHM SAEQ| EE A™T I
DECOMMISSIONING & EiiExecutorStatecte= M 2 MY ELICH Yarn2 H7| ¢
7|2 AFR5H0d EHoiS stotat & gloo @ ZIQsH 4 AlsH =0 xHodoi| sl A A|g7|
£ Q¥gLct et EMR Managed Scaling, EMR Auto Scaling == EMR-EC2 A&
E{o| AEXt XI™H 2 HIFHLIEZ ME3t= S Spark DRAE H|&d3}t6HH YarnO| 2t
xFO*oﬂ HEEl= z/CH A™MTIE QEY = U&LICH Ol ZEXME YXIstedH e 7Is =

A&%& | spark.dynamicAllocation.enabled £432 TRUE (ZIBZHZ MY
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https://docs.aws.amazon.com/emr/latest/ReleaseGuide/emr-hbase-wal-cross-cluster.html
https://docs.aws.amazon.com/emr/latest/ReleaseGuide/emr-hbase-wal-cross-cluster.html

Amazon EMR Amazon EMR & Z|= 7}0|=

« Amazon EMRE ZAE{0 CHal MEiEt QIAEIA 30 [I}2} TensorFlow 2HO|E 2|9 CFF5t
4= E AFEELIC} E8F Amazon EMR2 EMR-7.5.0 0|4 9| aarch64 QIAEIA 2% (Graviton Q1A
E1A)0| = E{AEO| TensorFlowE X|4gLCt

CtE E0l= EMR-7.5.02| QIAEA W L7t LIFE|of /{&LCH

EC2 Q! TensorFlow 2 E

ABIA

+y

M5 &l Intel MKL %2435} 71 M F
C5 Tensorflow 2.16.1

P2, P4D, CUDA 12.3, cuDNN 8.9.7.297} X

P5, & El Tensorflow 2.16.1

G4DN,

G5, G6,

GR6

P3, CUDA 12.3, cuDNN 8.9.7.29,
P3DN, NCCL 2.20.3-1 Nvidia NCCLO| &

G3,G3S & El Tensorflow 2.16.12 P3 1A
EAAO|MEH AFEE = R &LICE
%|E ALE Rt 2HO[MA H2F(EULA)
- Amazon EMRO{| M Nvidia 7t
RAE MEFHH XE EULAO M
HEl 0|8 ool 52l5t= Al

Ct.

Graviton( Tensorflow 2.16.1
EMR-7.5.0

« FGAC(Fine-Grained Access Control)7t & 433}El AWS Lake Formation Amazon EMR 22 AE =
O|M| CtS hdfs-site.xml A2 2 Z|CH 256712 S A| EHAHIE X|HE = &L
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"Classification": "hdfs-site",

"Properties": {
"dfs.datanode.handler.count": "40@",
"dfs.datanode.max.transfer.threads": "16384",
"dfs.namenode.handler.count": "64",
"dfs.replication": "1"

"Classification": "hdfs-env",
"Configurations": [
{
"Classification": "export",
"Properties": {
"HADOOP_DATANODE_HEAPSIZE": "5120"

}
1,

"Properties": {3}
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O oiZE[70lM el T8 XML T ol sHEBFLICH AHAEF LIS 2 OiZE[701M 778 EHoiE |
Al2.

F>|
oh
Zﬂl

A srete Al of Chet 7442 x|

3 as
% XH-_r“éj AR AIFFEFLICE REMIE H%

= O oI_I
EMR2 AMER7t +74&t
MeIAEA JF M7d

m°l'
o 4>
oo
[t
r
ful
>
3
Q)
N
O
-}

emr-7.5.0 &

=% ME M7 A
capacity-scheduler 3t= capacity-scheduler.xml Restarts the ResourceM
kol gtg Hagg L ct. anager service.
container-executor 5= YARNZ| container- Not available.
executor.cfg It O| Zt S #H3
g LICH
container-log4j 5l& YARNZ2| container- Not available.
log4j.properties I+ 90| Zt S
AgfLict.
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= M AT A 5

core-site St & core-site.xml It U2l ZfE2  Restarts the Hadoop

Aguct. HDFS services Namenode,
SecondaryNamenode,
Datanode, ZKFC, and
Journalnode. Restarts the
Hadoop YARN services
ResourceManager,
NodeManager, ProxyServ
er, and TimelineServer. Ad
ditionally restarts Hadoop
KMS, Ranger KMS, HiveServe
r2, Hive MetaStore, Hadoop
Httpfs, and MapReduce-
HistoryServer.

docker-conf Docker &34 MM E HZAE L Not available.

emrfs-site EMRFS AHE& wd4dgLict. Restarts the Hadoop
HDFS services Namenode,
SecondaryNamenode,
Datanode, ZKFC, and
Journalnode. Restarts the
Hadoop YARN services
ResourceManager,
NodeManager, ProxyServ
er, and TimelineServer. Ad
ditionally restarts HBaseRegi
onserver, HBaseMaster,
HBaseThrift, HBaseRest,
HiveServer2, Hive MetaStore
, Hadoop Httpfs, and
MapReduce-HistoryServer.

emr-7.5.0 235



Amazon EMR Amazon EMR &Z|= 70|=
= =ES M 2
flink-conf flink-conf.yaml A& &g Restarts Flink history server.
L[C.
flink-log4j Flink log4j.properties A& 2 Restarts Flink history server.

flink-log4j-session

flink-log4j-cli

hadoop-env

BHEELICH

Kubernetes & Yarn A|0]
CHEt Flink log4j-session.prop
erties &2 HAFLICH

Flink log4j-cli.properties A%
£ HagLch

Restarts Flink history server.

Restarts Flink history server.

Restarts the Hadoop

HDFS services Namenode,
SecondaryNamenode,
Datanode, ZKFC, and
Journalnode. Restarts the
Hadoop YARN services
ResourceManager,
NodeManager, ProxyServ
er, and TimelineServer. Ad
ditionally restarts PhoenixQu
eryserver, HiveServer2, Hive
MetaStore, and MapReduce-
HistoryServer.
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hadoop-log4j

hadoop-ssl-server

hadoop-ssl-client

hbase

hbase-env

hbase-log4;

hbase-metrics

nx
0%

E log4j.properties It 0| Zt
&g LICt

ol

mo

hadoop ssl M & & B4 E
L|C.

hadoop ssl 22I0|21E M4 S
HEgrLlCt

Apache HBaseOi| CHi &t
Amazon EMR #Z[0|E M™
L|C}.

HBase 49| 7t g448& L

Ct.

HBase hbase-log4j.properties
ol gfS HEg LI

HBase hadoop-metrics2-hb
ase.properties It 9| Zt & 14
Aot

AT A B

Restarts the Hadoop
HDFS services Secondary
Namenode, Datanode,
and Journalnode. Resta
rts the Hadoop YARN
services ResourceManager,
NodeManager, ProxyServ
er, and TimelineServer. Ad
ditionally restarts Hadoop
KMS, Hadoop Hittpfs, and
MapReduce-HistoryServer.

Not available.

Not available.

Custom EMR specific
property. Sets emrfs-site and
hbase-site configs. See those
for their associated restarts.

Restarts the HBase services
RegionServer, HBaseMaster,
ThriftServer, RestServer.

Restarts the HBase services
RegionServer, HBaseMaster,
ThriftServer, RestServer.

Restarts the HBase services
RegionServer, HBaseMaster,
ThriftServer, RestServer.
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2= L K74 e
hbase-policy HBase hbase-policy.xml I} & Not available.
o| ZtE wHA@ELICH.
hbase-site HBase hbase-site.xml| I} 9| Restarts the HBase services

hdfs-encryption-zones

hdfs-env

hdfs-site

hcatalog-env

hcatalog-server-jndi

hcatalog-server-proto-hive-site

hcatalog-webhcat-env

hcatalog-webhcat-log4j2

fE HEELICL

HDFS hdfs-site.xml2| S &4
gt

HCatalog t732| 2t2 wHZ4E
L|C}.

HCatalog jndi.properties &2
o| Ztg HEELct

HCatalog proto-hive-site.xml2]
e HEFLICH

HCatalog WebHCat 72| 2t
2 HEFLIC

HCatalog WebHCat log4j2.pr
operties@| gt BEgLICt.

RegionServer, HBaseMast
er, ThriftServer, RestServer.
Additionally restarts Phoenix
QueryServer.

This classification should not
be reconfigured.

Restarts Hadoop HDFS
services Namenode,
Datanode, and ZKFC.

Restarts the Hadoop
HDFS services Namenode,
SecondaryNamenode,
Datanode, ZKFC, and
Journalnode. Additionally
restarts Hadoop Hittpfs.

Restarts Hive HCatalog
Server.

Restarts Hive HCatalog
Server.

Restarts Hive HCatalog
Server.

Restarts Hive WebHCat
server.

Restarts Hive WebHCat
server.
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hcatalog-webhcat-site

hive

hive-beeline-log4j2

hive-parquet-logging

hive-env

hive-exec-log4j2

hive-llap-daemon-log4j2

hive-log4j2

hive-site

Ad404
=o

HCatalog WebHCat webhcat-
site.xml T Q| Zf S HEE L
Ct.

Apache Hiveo CH&t Amazon
EMR Fil0|E M LCt.

Hive beeline-log4j2.properties
ool k2 HEgLICH.

Hive parquet-logging.pr
operties It A Q| 7S BHE L

Hive hive-exec-log4j2.p
roperties It 0| /2 HAEE
LICE.

Hive llap-daemon-log4;2
.properties TtUO| gt =2 P& g
LICE.

Hive hive-log4j2.properties I}
Yol ZtE HEELICH

Hive hive-site.xml| I} 2 Q| Zf &
AL}

AT A B

Restarts Hive WebHCat
server.

Sets configurations to launch
Hive LLAP service.

Not available.

Not available.

Restarts HiveServer2,
HiveMetastore, and Hive
HCatalog-Server. Runs Hive
schemaTool CLI commands to
verify hive-metastore.

Not available.

Not available.

Not available.

Restarts HiveServer2,
HiveMetastore, and Hive
HCatalog-Server. Runs Hive
schemaTool CLI commands
to verify hive-metastore. Also
restarts Oozie and Zeppelin.
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hiveserver2-site

hue-ini

httpfs-env

httpfs-site

hadoop-kms-acls

hadoop-kms-env

hadoop-kms-java-home

hadoop-kms-log4j

hadoop-kms-site

hudi-env

hudi-defaults

iceberg-defaults

Ad404
=o

Hive Server2 hiveserver2-
site.xml Tt O| 7} S BHE =L
Ct.

Hue ini It 0| 2fS HEE L

Cth.

HTTPFS & Z2| 22 M
L|ct.

3l & httpfs-site.xml ZFL 2| Zf
H

otE KMS &89l gt HEe

L|Ct.

Hadoop2| KMS java & #4743

Hudi2| hudi-defaults.conf I} &
oM Zt& HZAELICt

Iceberg 2| iceberg-defaults.c
onf Tt UM 2t S HEFLICH

AT A B

Not available.

Restarts Hue. Also activates
Hue config override CLI
commands to pick up new
configurations.

Restarts Hadoop Httpfs
service.

Restarts Hadoop Httpfs
service.

Not available.

Restarts Hadoop-KMS
service.

Not available.

Not available.

Restarts Hadoop-KMS and
Ranger-KMS service.

Not available.

Not available.

Not available.
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delta-defaults

jupyter-notebook-conf

jupyter-hub-conf

jupyter-s3-conf

jupyter-sparkmagic-conf

livy-conf

livy-env

livy-log4j2

mapred-env

mapred-site

oozie-env

oozie-log4j

Ad404
=o

Delta2| delta-defaults.conf I}
UM gte HEELICE

Jupyter Notebook2| jupyter_n
otebook_config.py It oi| A Zt
£ HEF LI

JupyterHubs 9| jupyterhu
b_config.py Tt LA ZtS
agct

Jupyter Notebook S3 X|<&4d
T8
Sparkmagic2| config.json I+

o| ¢tE HEFLICH

Livy 2| livy.conf It 4 9O| Zt S
Aot

Livy log4j2.properties & &
BHZEE L

MapReduce OfZ 2|7i[0]41 &
d9| gt HEFLICH

MapReduce O Z 2|7 0|M
mapred-site.xm| It o| 7k
HZEE LI

Oozie oozie-log4j.properties
ol gt S HEg LI

AT A B

Not available.

Not available.

Not available.

Not available.

Not available.

Restarts Livy Server.

Restarts Livy Server.

Restarts Livy Server.

Restarts Hadoop MapReduce-
HistoryServer.

Restarts Hadoop MapReduce-
HistoryServer.

Restarts Oozie.

Restarts Oozie.
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oozie-site Oozie oozie-site.xml It 2| ZF  Restarts Oozie.

phoenix-hbase-metrics

phoenix-hbase-site

phoenix-log4j2

phoenix-metrics

pig-env

pig-properties

pig-log4;

presto-log

presto-config

presto-password-authenticator

presto-env

= HEFLICH

Phoenix hadoop-metrics2-hb
ase.properties It 9| 7} =
Aot

Phoenix hbase-site.xml I} & 9|
e HgeLct

Phoenix2| log4j2.properties I}
of| A gt2 HagtLct.

Phoenix hadoop-metrics2-ph
oenix.properties I+ 9| 72

HZBLIC

Pig @0l Zt2 ¢4 ELICt

IIIIO

Pig pig.properties I} 0| Zt
B ZE gt

Pig log4j.properties It 9| Zt
£ HEELC

Presto log.properties I} 9|
7t B4745HL|C)

HA =2 L—

Presto config.properties I+
o| zt= wdZdstL|C}.

HAEZE L-_OH
Presto2| password-authentic
ator.properties It 20| 7} 2
AgfLct.

Presto2| presto-env.sh I} 0]
M g2tg #HEELct

Not available.

Not available.

Restarts Phoenix-QueryServe
r.

Not available.

Not available.

Restarts Oozie.

Not available.

Restarts Presto-Server (for
PrestoDB)

Restarts Presto-Server (for
PrestoDB)

Not available.

Restarts Presto-Server (for
PrestoDB)
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presto-node

presto-connector-blackhole

presto-connector-cassandra

presto-connector-hive

presto-connector-jmx

presto-connector-kafka

presto-connector-lakeformat
ion

presto-connector-localfile

presto-connector-memory

presto-connector-mongodb

presto-connector-mysq|

presto-connector-postgresq|

A4 O
= O

Presto2| node.properties It
oM gt2 Haguct

Presto blackhole.properties It

Yol gfS HEELICH

Presto cassandra.properties
ol 7t HEE LIt

Presto hive.properties I} 2]
e HEFLIC

Presto jmx.properties I} 9|
k2 W@

Presto kafka.properties I} & 2|
2 HEFLIC

Presto2| lakeformation.prop
erties TFUOIM 72 BHEEL
Ct.

Presto localfile.properties I} &
o| Zt2 HAEE L.

Presto memory.properties It

o| gt HBELICH

Presto mongodb.properties I}

Uo| gte HEE LI

Presto mysq|.properties I}
o| gt HEFLICE.

Presto postgresql.properties
ol gt S HEg LI

AT A B

Not available.

Not available.

Not available.

Restarts Presto-Server (for

PrestoDB)

Not available.

Not available.

Restarts Presto-Server (for
PrestoDB)

Not available.

Not available.

Not available.

Not available.

Not available.
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presto-connector-raptor

presto-connector-redis

presto-connector-redshift

presto-connector-tpch

presto-connector-tpcds

trino-log

trino-config

trino-password-authenticator

trino-env

trino-node

trino-connector-blackhole

trino-connector-cassandra

Ad404
=o

Presto raptor.properties I+
o| gt HEFLICH

Presto redis.properties I} 9|
22 HagLco.

Presto redshift.properties I+l
o| gt wiEgLICt

Presto tpch.properties I} 9|
e HEFLIC

Presto tpcds.properties I} 9|
22 WagL .

Trino2| log.properties I} 0]
M 2t eEgct.

Trino2| config.properties It
oM 2t =2 HEFLICH

Trino2| password-authentic
ator.properties I} A0 AM Zf S
HEgLct

Trino2] trino-env.sh I} 04| Aq
Zrg wAsghct.

Trino2| node.properties I}
oM gt2 HEg Lt

Trino2| blackhole.properties
oM 2k BHE gL CH

Trino2| cassandra.properties
ool M gt S BFE g LICh

AT A B

Not available.

Not available.

Not available.

Not available.

Not available.

Restarts Trino-Server (for

Trino)

Restarts Trino-Server (for
Trino)

Restarts Trino-Server (for
Trino)

Restarts Trino-Server (for
Trino)

Not available.

Not available.

Not available.
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trino-connector-delta

trino-connector-hive

trino-exchange-manager

trino-connector-iceberg

trino-connector-hudi

trino-connector-jmx

trino-connector-kafka

trino-connector-localfile

trino-connector-memory

trino-connector-mongodb

trino-connector-mysq|

trino-connector-postgresql

Ad404
=o

Trino2| delta.properties I+
ol M 2t 2 BHEELICH

Trino2| hive.properties I} 01|
M 2t eEgLCt.

Trino2| exchange-manager.p
roperties I+ 0l 7t 2 44
gfLic

Trino2| iceberg.properties It
LM 2t 2 HEELICH.

Trino2]| hudi.properties I} 0]
M 2t wZEgct

Trino2| jmx.properties I} 0]
M gtg HEgLch

Trino2| kafka.properties I+
oM 2t =2 HEFLICH

Trino2| localfile.properties It
LM 22 HE gLt

Trino2| memory.properties It
Lol M 2t HEELICE

Trino2| mongodb.properties
oM 2t BEE Lt

Trino2| mysql.properties I}
ol M 2t 2 BHEELICE.

Trino2| postgresql.properties
ool M gt S BFE g LICh

AT A B

Restarts Trino-Server (for
Trino)

Restarts Trino-Server (for
Trino)

Restarts Trino-Server (for
Trino)
Restarts Trino-Server (for
Trino)

Restarts Trino-Server (for

Trino)

Not available.

Not available.

Not available.

Not available.

Not available.

Not available.

Not available.
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trino-connector-raptor

trino-connector-redis

trino-connector-redshift

trino-connector-tpch

trino-connector-tpcds

ranger-kms-dbks-site

ranger-kms-site

ranger-kms-env

ranger-kms-logback

ranger-kms-db-ca

spark

Ad404
=o

Trino2| raptor.properties I+
ol M 2t 2 BHEELICH

TrinoQ| redis.properties I}
oM 2t 2 HEg LIt

Trino2| redshift.properties I}
LM ZtE HAE LICH

Trino2] tpch.properties It 0]
M 2t HZAgLCH.

Trino2| tpcds.properties I+
oM gt2 Hagct

Ranger KMSO{| A dbks-site
xml It Yol gt WHAE LIt

Ranger KMSO| A ranger-kms-
site.xml T Q| Zf S BHEE L
Ct.

Ranger KMS 39| 7t ¥4
gLt

Ranger KMS 2| kms-logba
ck.xml TtUo| M gt2 BHE gL
Ct.

Ranger KMS2}+2| MySQL SSL
HAENM CA ool g2 g

gfLCH.

Apache Spark0il CH8t Amazon
EMR F2[0|E MEelL|Ct

AT A B

Not available.

Not available.

Not available.

Not available.

Not available.

Restarts Ranger KMS Server.

Restarts Ranger KMS Server.

Restarts Ranger KMS Server.

Not available.

Not available.

This property modifies spark-
defaults. See actions there.

emr-7.5.0

246



Amazon EMR

Amazon EMR 2 Z2|= 7}0|=

H =
=TT

spark-defaults

spark-env

spark-hive-site

spark-log4;j2

spark-metrics

tez-site

yarn-env

yarn-site

zeppelin-env

Ad404
=o

Spark spark-defaults.conf It

o| g2 HEFLICH

the Spark gt29| gt wE¢st
L|C.

Spark hive-site.xml Z} Q| Zt
2 WHZEFLICH

Spark2| log4j2.properties It
ol M 2t 2 BHEELICH

Spark metrics.properties I+
of 42 HagLct.

Tez tez-site.xml| Tt o| Zt2
A LI

YARN #39| gt HEEL

Ct.

YARN yarn-site.xml It 9| Zt
£ HEELc

AT A B

Restarts Spark history server
and Spark thrift server.

Restarts Spark history server
and Spark thrift server.

Not available.

Restarts Spark history server
and Spark thrift server.

Restarts Spark history server
and Spark thrift server.

Restart Oozie and HiveServe
r2.

Restarts the Hadoop YARN
services ResourceManager,
NodeManager, ProxyServ

er, and TimelineServer. Ad
ditionally restarts MapReduce-
HistoryServer.

Restarts the Hadoop YARN
services ResourceManager,
NodeManager, ProxyServ
er, and TimelineServer. Ad
ditionally restarts Livy Server
and MapReduce-HistoryS
erver.

Restarts Zeppelin.

emr-7.5.0

247



Amazon EMR Amazon EMR Z/2|= 7}0|=
= =ES M 2
zeppelin-site zeppelin-site. xmIO|A 4 A Restarts Zeppelin.

zookeeper-config

zookeeper-logback

emr-metrics

2024-11-21

2024-11-21

2024-11-13

g HEELICL

ZooKeeper zoo.cfg Tt 9| Z}
= Hag o,

ZooKeeper2| logback.xml I}
LolM gt2 HEF LI

of CHt emr X|E 7

Amazon EMR & 2|A 7.4.0

740 X|H +=H F7|

Restarts Zookeeper server.

Restarts Zookeeper server.

Restarts the CloudWatc
hAgent service.

Ad04
= o

Amazon EMR 7.5.0 22|A A
H X|ZT HA|

XHEl= 2 E 2|0l Amazon
EMR 7.5.0 2t Hi{ =

Amazon EMR 7.5.00| & 7| &
2 2|0 M2 HjZEH

CtE EOM= Amazon EMR 2Z2|A 7.4.00| M X[kl =8 F7| IME AFeLct

K| EHA|

=7| gg|A It

=

20244 11 13
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Amazon EMR Amazon EMR Z/E2|= 7}0|=

N =R= ot

EE KM E= AH 2026 118 128
XNHE= 2026 112 13
+HEZ 2027 112 13

LU Adof 2t EMR 22 AE{ 0] Y&
L E(CVEs) S22 F 0 ATlo] CHaH 2EdEl 7.4.0 EHE

Amazon EMR 7.4.00|= CH& ofE2|7|0|M 0| & &[0 U&LICEH

AmazonCloudWatchAgent, Delta, Flink, Hadoop, HBase, HCatalog, Hive, Hudi, Livy, Iceberg,
JupyterEnterpriseGateway, Phoenix, Spark, Tez, Trino, Zookeeper

7t

0%

=.
—.

1

Hue, JupyterHub, Oozie, Pig, Presto, Sqoop, TensorFlow, Zeppelin

Z&E mZ7|x|of cHEr REMIEH LHE 2 Amazon EMR 7.x & | O| HEE|A
AT U 7L LF0il CHE XHM|EE LIS 2 Amazon EMR £ & X|#E HZ oM.

o
e

7.4.0 O E2|7i[0]4 HH

0| 22|A 0= AmazonCloudWatchAgent, , Delta, Flink, HBase, HCatalog, Hive, Hadoop, Hudi,
Huelceberg, JupyterEnterpriseGateway, JupyterHub, Livy, Oozie, , Phoenix, Pig, Presto, Sqoop,
SparkTrino, TensorFlowTez, 2! O Z 2[71|0|440| Z & &[0 Zeppelin®{ & LICtZooKeeper.

ofzl Ell0|Z 0= Ol Amazon EMR ZE[A0M AHSE += U= o E2|7H 0| HE 1t O|F M| 7HK|
Amazon EMR ZZ2|AEE st d<)2l ol Z 2|7 0| HT 0| L2t }& Lt

i
ook
B
g'l_l
x
FO

Ct Al

ro
0jo
4

Zt Amazon EMR ZIZ|A 0| M oOHEZZ|F|0|M HEo| MA| 7|2

* Amazon EMR 7.x 2Z2|A 2| ojZ 2|7 0| B{F
» Amazon EMR 6.x 2 Z|A 2| ojEZ2|7H0|M B{F
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/Install-CloudWatch-Agent.html
https://delta.io/
https://flink.apache.org/
http://hbase.apache.org/
https://cwiki.apache.org/confluence/display/Hive/HCatalog
http://hive.apache.org/
http://hadoop.apache.org/docs/current/
https://hudi.apache.org
http://gethue.com/
https://iceberg.apache.org/
https://jupyter-enterprise-gateway.readthedocs.io/en/latest/
https://jupyterhub.readthedocs.io/en/latest/#
https://livy.incubator.apache.org/
http://oozie.apache.org/
https://phoenix.apache.org/
http://pig.apache.org/
https://prestodb.io/
http://sqoop.apache.org/
https://spark.apache.org/docs/latest/
https://trino.io/
https://www.tensorflow.org/
https://tez.apache.org/
https://zeppelin.incubator.apache.org/
https://zookeeper.apache.org

Amazon EMR

Amazon EMR 2 Z2|= 7}0|=

« Amazon EMR 5.x ZZ|A 9| o Z 2|7 0|M {7

« Amazon EMR 4.x 2 Z2|A 9| ojE 2|7 0| BT

of 2|70l HH

AWS Javag
SDK

Python
Scala

AmazonClo
udWatchAgent

Delta
Flink
Ganglia
HBase
HCatalog
Hadoop
Hive
Hudi

Hue
Iceberg

JupyterEn
terpriseGateway

JupyterHub

x4
S

emr-7.4.0

2.28.8,1.12.772

3.9, 3.1
2.12.18

1.300032.2

3.2.0-amzn-1

1.19.1

255

3.1.3

34.0

3.1.3
0.15.0-amzn-1
411.0
1.6.1-amzn-0

2.6.0

1.5.0

emr-7.3.0

2.25.70,
1.12.747

3.9, 3.1
2.12.18

1.300032.2

3.2.0-amzn-0

1.18.1

2417

3.1.3

3.3.6

3.1.3
0.15.0-amzn-0
411.0
1.5.2-amzn-0

2.6.0

1.5.0

emr-7.2.0

2.23.18,
1.12.705

3.9, 3.1
21217

1.300032.2

3.1.0

1.18.1

2417

3.1.3

3.3.6

3.1.3
0.14.1-amzn-1
411.0
1.5.0-amzn-0

2.6.0

1.5.0

emr-7.1.0

2.23.18,
1.12.656

3.9, 3.1
21217

1.300032.2

3.0.0

1.18.1

2417

3.1.3

3.3.6

3.1.3
0.14.1-amzn-0
411.0
1.4.3-amzn-0

2.6.0

1.5.0

emr-7.4.0
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Amazon EMR Amazon EMR ZE|= 7}0|=
emr-7.4.0 emr-7.3.0 emr-7.2.0 emr-7.1.0

Livy 0.8.0 0.8.0 0.8.0 0.8.0
MXNet - - 1.9.1 1.9.1
Mahout - - - -
Oozie 5.2.1 5.2.1 5.2.1 5.2.1
Phoenix 5.2.0 5.1.3 5.1.3 5.1.3
Pig 0.17.0 0.17.0 0.17.0 0.17.0
Presto 0.287 0.285 0.285 0.284
Spark 3.5.2 3.5.1 3.5.1 3.5.0
Sqgoop 1.4.7 1.4.7 1.4.7 1.4.7
TensorFlow 2.16.1 2.16.1 2.11.0 2.11.0
Tez 0.10.2 0.10.2 0.10.2 0.10.2
Trino (PrestoSQ 446 442 436 435
L)
Zeppelin 0.11.1 0.11.1 0.10.1 0.10.1
ZooKeeper 3.9.2 3.9.1 3.9.1 3.9.1

M

7.4.0 M1 Fofd I o

CI2 EollE HE Amazon EMR 7.4.0 A0AM Az = AE =
CVEs7t LI¥E|0o] Q& LICH Amazon EMRE UAER| QE AAO| £3 ALe 7240 S& (0] Q)
O, Amazon EMRO| =74 At&2 =Qlst £ 90 O 2

A HHE M3 E

Ol EE 2024'A 112 1520i Cl0|E & LICE.
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Amazon EMR Amazon EMR ZZ|= 70|E

CVE ID SEALT CVE M2 HE URL
CVE-2021-37533 == https://nvd.nist.gov/vuln/detail/
CVE-2021-37533
CVE-2018-14721 =8 https://nvd.nist.gov/vuln/detail/
CVE-2018-14721
CVE-2020-26939 == https://nvd.nist.gov/vuln/detail/
CVE-2020-26939
CVE-2022-3171 == https://nvd.nist.gov/vuln/detail/
CVE-2022-3171
CVE-2024-47554 St https://nvd.nist.gov/vuln/detail/
CVE-2024-47554
CVE-2021-38153 &zt https://nvd.nist.gov/vuln/detail/
CVE-2021-38153
CVE-2022-41966 &z https://nvd.nist.gov/vuln/detail/
CVE-2022-41966
CVE-2023-3635 oz https://nvd.nist.gov/vuln/detail/
CVE-2023-3635
CVE-2020-25649 oz https://nvd.nist.gov/vuln/detail/
CVE-2020-25649
CVE-2017-17485 St https://nvd.nist.gov/vuln/detail/
CVE-2017-17485
CVE-2024-25710 st https://nvd.nist.gov/vuln/detail/
CVE-2024-25710
CVE-2023-25194 == https://nvd.nist.gov/vuln/detail/

CVE-2023-25194
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https://nvd.nist.gov/vuln/detail/CVE-2021-37533
https://nvd.nist.gov/vuln/detail/CVE-2021-37533
https://nvd.nist.gov/vuln/detail/CVE-2018-14721
https://nvd.nist.gov/vuln/detail/CVE-2018-14721
https://nvd.nist.gov/vuln/detail/CVE-2020-26939
https://nvd.nist.gov/vuln/detail/CVE-2020-26939
https://nvd.nist.gov/vuln/detail/CVE-2022-3171
https://nvd.nist.gov/vuln/detail/CVE-2022-3171
https://nvd.nist.gov/vuln/detail/CVE-2024-47554
https://nvd.nist.gov/vuln/detail/CVE-2024-47554
https://nvd.nist.gov/vuln/detail/CVE-2021-38153
https://nvd.nist.gov/vuln/detail/CVE-2021-38153
https://nvd.nist.gov/vuln/detail/CVE-2022-41966
https://nvd.nist.gov/vuln/detail/CVE-2022-41966
https://nvd.nist.gov/vuln/detail/CVE-2023-3635
https://nvd.nist.gov/vuln/detail/CVE-2023-3635
https://nvd.nist.gov/vuln/detail/CVE-2020-25649
https://nvd.nist.gov/vuln/detail/CVE-2020-25649
https://nvd.nist.gov/vuln/detail/CVE-2017-17485
https://nvd.nist.gov/vuln/detail/CVE-2017-17485
https://nvd.nist.gov/vuln/detail/CVE-2024-25710
https://nvd.nist.gov/vuln/detail/CVE-2024-25710
https://nvd.nist.gov/vuln/detail/CVE-2023-25194
https://nvd.nist.gov/vuln/detail/CVE-2023-25194

Amazon EMR Amazon EMR ZZ|= 70|E

CVE ID SEALT CVE M2 HE URL
GHSA-58qw-p7gm-5rvh BEREIX AZ https://nvd.nist.gov/vuln/detail/
GHSA-58qw-p7gm-5rvh
CVE-2023-51074 St https://nvd.nist.gov/vuln/detail/
CVE-2023-51074
CVE-2023-20883 St https://nvd.nist.gov/vuln/detail/
CVE-2023-20883
CVE-2022-42004 St https://nvd.nist.gov/vuln/detail/
CVE-2022-42004
CVE-2024-47561 St https://nvd.nist.gov/vuln/detail/
CVE-2024-47561
CVE-2023-2976 St https://nvd.nist.gov/vuln/detail/
CVE-2023-2976
CVE-2022-45685 =3 https://nvd.nist.gov/vuln/detail/
CVE-2022-45685
CVE-2023-33202 == https://nvd.nist.gov/vuln/detail/
CVE-2023-33202
CVE-2019-14892 == https://nvd.nist.gov/vuln/detail/
CVE-2019-14892
CVE-2023-33201 == https://nvd.nist.gov/vuln/detail/
CVE-2023-33201
CVE-2023-1436 == https://nvd.nist.gov/vuln/detail/
CVE-2023-1436
CVE-2018-10237 == https://nvd.nist.gov/vuln/detail/
CVE-2018-10237
CVE-2015-5237 == https://nvd.nist.gov/vuln/detail/

CVE-2015-5237
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https://nvd.nist.gov/vuln/detail/GHSA-58qw-p7qm-5rvh
https://nvd.nist.gov/vuln/detail/GHSA-58qw-p7qm-5rvh
https://nvd.nist.gov/vuln/detail/CVE-2023-51074
https://nvd.nist.gov/vuln/detail/CVE-2023-51074
https://nvd.nist.gov/vuln/detail/CVE-2023-20883
https://nvd.nist.gov/vuln/detail/CVE-2023-20883
https://nvd.nist.gov/vuln/detail/CVE-2022-42004
https://nvd.nist.gov/vuln/detail/CVE-2022-42004
https://nvd.nist.gov/vuln/detail/CVE-2024-47561
https://nvd.nist.gov/vuln/detail/CVE-2024-47561
https://nvd.nist.gov/vuln/detail/CVE-2023-2976
https://nvd.nist.gov/vuln/detail/CVE-2023-2976
https://nvd.nist.gov/vuln/detail/CVE-2022-45685
https://nvd.nist.gov/vuln/detail/CVE-2022-45685
https://nvd.nist.gov/vuln/detail/CVE-2023-33202
https://nvd.nist.gov/vuln/detail/CVE-2023-33202
https://nvd.nist.gov/vuln/detail/CVE-2019-14892
https://nvd.nist.gov/vuln/detail/CVE-2019-14892
https://nvd.nist.gov/vuln/detail/CVE-2023-33201
https://nvd.nist.gov/vuln/detail/CVE-2023-33201
https://nvd.nist.gov/vuln/detail/CVE-2023-1436
https://nvd.nist.gov/vuln/detail/CVE-2023-1436
https://nvd.nist.gov/vuln/detail/CVE-2018-10237
https://nvd.nist.gov/vuln/detail/CVE-2018-10237
https://nvd.nist.gov/vuln/detail/CVE-2015-5237
https://nvd.nist.gov/vuln/detail/CVE-2015-5237

Amazon EMR Amazon EMR ZZ|= 70|E

CVE ID SEALT CVE M2 HE URL
CVE-2022-42003 == https://nvd.nist.gov/vuln/detail/
CVE-2022-42003
CVE-2024-36114 == https://nvd.nist.gov/vuln/detail/
CVE-2024-36114
CVE-2024-7254 == https://nvd.nist.gov/vuln/detail/
CVE-2024-7254
CVE-2020-14061 == https://nvd.nist.gov/vuln/detail/
CVE-2020-14061
CVE-2024-23944 == https://nvd.nist.gov/vuln/detail/
CVE-2024-23944
CVE-2020-10969 == https://nvd.nist.gov/vuln/detail/
CVE-2020-10969
CVE-2023-52428 == https://nvd.nist.gov/vuln/detail/
CVE-2023-52428
CVE-2024-29857 =) https://nvd.nist.gov/vuln/detail/
CVE-2024-29857
CVE-2024-30171 == https://nvd.nist.gov/vuln/detail/
CVE-2024-30171
CVE-2022-41854 == https://nvd.nist.gov/vuln/detail/
CVE-2022-41854
CVE-2022-3510 == https://nvd.nist.gov/vuln/detail/

CVE-2022-3510

CVE-2018-7489

K
mjo

https://nvd.nist.gov/vuln/detail/
CVE-2018-7489

K
mlo

CVE-2020-35491 https://nvd.nist.gov/vuln/detail/

CVE-2020-35491
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https://nvd.nist.gov/vuln/detail/CVE-2022-42003
https://nvd.nist.gov/vuln/detail/CVE-2022-42003
https://nvd.nist.gov/vuln/detail/CVE-2024-36114
https://nvd.nist.gov/vuln/detail/CVE-2024-36114
https://nvd.nist.gov/vuln/detail/CVE-2024-7254
https://nvd.nist.gov/vuln/detail/CVE-2024-7254
https://nvd.nist.gov/vuln/detail/CVE-2020-14061
https://nvd.nist.gov/vuln/detail/CVE-2020-14061
https://nvd.nist.gov/vuln/detail/CVE-2024-23944
https://nvd.nist.gov/vuln/detail/CVE-2024-23944
https://nvd.nist.gov/vuln/detail/CVE-2020-10969
https://nvd.nist.gov/vuln/detail/CVE-2020-10969
https://nvd.nist.gov/vuln/detail/CVE-2023-52428
https://nvd.nist.gov/vuln/detail/CVE-2023-52428
https://nvd.nist.gov/vuln/detail/CVE-2024-29857
https://nvd.nist.gov/vuln/detail/CVE-2024-29857
https://nvd.nist.gov/vuln/detail/CVE-2024-30171
https://nvd.nist.gov/vuln/detail/CVE-2024-30171
https://nvd.nist.gov/vuln/detail/CVE-2022-41854
https://nvd.nist.gov/vuln/detail/CVE-2022-41854
https://nvd.nist.gov/vuln/detail/CVE-2022-3510
https://nvd.nist.gov/vuln/detail/CVE-2022-3510
https://nvd.nist.gov/vuln/detail/CVE-2018-7489
https://nvd.nist.gov/vuln/detail/CVE-2018-7489
https://nvd.nist.gov/vuln/detail/CVE-2020-35491
https://nvd.nist.gov/vuln/detail/CVE-2020-35491

Amazon EMR Amazon EMR ZZ|= 70|E

CVE ID &2t CVE M¥ HE URL
CVE-2020-11111 == https://nvd.nist.gov/vuln/detail/
CVE-2020-11111
CVE-2020-15250 =8 https://nvd.nist.gov/vuln/detail/
CVE-2020-15250
CVE-2020-9548 == https://nvd.nist.gov/vuln/detail/
CVE-2020-9548
CVE-2024-51504 == https://nvd.nist.gov/vuln/detail/
CVE-2024-51504
CVE-2023-6378 =5 https://nvd.nist.gov/vuln/detail/
CVE-2023-6378
CVE-2023-34453 =5 https://nvd.nist.gov/vuln/detail/
CVE-2023-34453
CVE-2024-29025 &z https://nvd.nist.gov/vuln/detail/
CVE-2024-29025
CVE-2024-36124 &z https://nvd.nist.gov/vuln/detail/
CVE-2024-36124
CVE-2013-4002 oz https://nvd.nist.gov/vuln/detail/
CVE-2013-4002
CVE-2019-14379 &z https://nvd.nist.gov/vuln/detail/
CVE-2019-14379
CVE-2020-36186 &z https://nvd.nist.gov/vuln/detail/
CVE-2020-36186
CVE-2022-45688 &zt https://nvd.nist.gov/vuln/detail/
CVE-2022-45688
CVE-2020-17521 &z https://nvd.nist.gov/vuln/detail/

CVE-2020-17521
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https://nvd.nist.gov/vuln/detail/CVE-2020-11111
https://nvd.nist.gov/vuln/detail/CVE-2020-11111
https://nvd.nist.gov/vuln/detail/CVE-2020-15250
https://nvd.nist.gov/vuln/detail/CVE-2020-15250
https://nvd.nist.gov/vuln/detail/CVE-2020-9548
https://nvd.nist.gov/vuln/detail/CVE-2020-9548
https://nvd.nist.gov/vuln/detail/CVE-2024-51504
https://nvd.nist.gov/vuln/detail/CVE-2024-51504
https://nvd.nist.gov/vuln/detail/CVE-2023-6378
https://nvd.nist.gov/vuln/detail/CVE-2023-6378
https://nvd.nist.gov/vuln/detail/CVE-2023-34453
https://nvd.nist.gov/vuln/detail/CVE-2023-34453
https://nvd.nist.gov/vuln/detail/CVE-2024-29025
https://nvd.nist.gov/vuln/detail/CVE-2024-29025
https://nvd.nist.gov/vuln/detail/CVE-2024-36124
https://nvd.nist.gov/vuln/detail/CVE-2024-36124
https://nvd.nist.gov/vuln/detail/CVE-2013-4002
https://nvd.nist.gov/vuln/detail/CVE-2013-4002
https://nvd.nist.gov/vuln/detail/CVE-2019-14379
https://nvd.nist.gov/vuln/detail/CVE-2019-14379
https://nvd.nist.gov/vuln/detail/CVE-2020-36186
https://nvd.nist.gov/vuln/detail/CVE-2020-36186
https://nvd.nist.gov/vuln/detail/CVE-2022-45688
https://nvd.nist.gov/vuln/detail/CVE-2022-45688
https://nvd.nist.gov/vuln/detail/CVE-2020-17521
https://nvd.nist.gov/vuln/detail/CVE-2020-17521

Amazon EMR Amazon EMR ZZ|= 70|E

CVE ID SEALT CVE M2 HE URL
CVE-2024-8184 &z https://nvd.nist.gov/vuln/detail/
CVE-2024-8184
CVE-2020-14195 &z https://nvd.nist.gov/vuln/detail/
CVE-2020-14195
CVE-2023-40167 &zt https://nvd.nist.gov/vuln/detail/
CVE-2023-40167
CVE-2024-6763 St https://nvd.nist.gov/vuln/detail/
CVE-2024-6763
CVE-2022-25647 =) https://nvd.nist.gov/vuln/detail/
CVE-2022-25647
CVE-2018-14719 ) https://nvd.nist.gov/vuln/detail/
CVE-2018-14719
CVE-2024-29131 == https://nvd.nist.gov/vuln/detail/
CVE-2024-29131
CVE-2020-9546 == https://nvd.nist.gov/vuln/detail/
CVE-2020-9546
CVE-2018-1000180 =2 https://nvd.nist.gov/vuln/detail/
CVE-2018-1000180
CVE-2023-39410 == https://nvd.nist.gov/vuln/detail/
CVE-2023-39410
CVE-2021-22570 <& https://nvd.nist.gov/vuln/detail/
CVE-2021-22570
CVE-2022-46751 st https://nvd.nist.gov/vuln/detail/
CVE-2022-46751
CVE-2021-36373 St https://nvd.nist.gov/vuln/detail/

CVE-2021-36373
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https://nvd.nist.gov/vuln/detail/CVE-2024-8184
https://nvd.nist.gov/vuln/detail/CVE-2024-8184
https://nvd.nist.gov/vuln/detail/CVE-2020-14195
https://nvd.nist.gov/vuln/detail/CVE-2020-14195
https://nvd.nist.gov/vuln/detail/CVE-2023-40167
https://nvd.nist.gov/vuln/detail/CVE-2023-40167
https://nvd.nist.gov/vuln/detail/CVE-2024-6763
https://nvd.nist.gov/vuln/detail/CVE-2024-6763
https://nvd.nist.gov/vuln/detail/CVE-2022-25647
https://nvd.nist.gov/vuln/detail/CVE-2022-25647
https://nvd.nist.gov/vuln/detail/CVE-2018-14719
https://nvd.nist.gov/vuln/detail/CVE-2018-14719
https://nvd.nist.gov/vuln/detail/CVE-2024-29131
https://nvd.nist.gov/vuln/detail/CVE-2024-29131
https://nvd.nist.gov/vuln/detail/CVE-2020-9546
https://nvd.nist.gov/vuln/detail/CVE-2020-9546
https://nvd.nist.gov/vuln/detail/CVE-2018-1000180
https://nvd.nist.gov/vuln/detail/CVE-2018-1000180
https://nvd.nist.gov/vuln/detail/CVE-2023-39410
https://nvd.nist.gov/vuln/detail/CVE-2023-39410
https://nvd.nist.gov/vuln/detail/CVE-2021-22570
https://nvd.nist.gov/vuln/detail/CVE-2021-22570
https://nvd.nist.gov/vuln/detail/CVE-2022-46751
https://nvd.nist.gov/vuln/detail/CVE-2022-46751
https://nvd.nist.gov/vuln/detail/CVE-2021-36373
https://nvd.nist.gov/vuln/detail/CVE-2021-36373

Amazon EMR Amazon EMR ZZ|= 70|E

CVE ID &2t CVE M¥ HE URL
CVE-2023-26048 St https://nvd.nist.gov/vuln/detail/
CVE-2023-26048
CVE-2024-30172 =8 https://nvd.nist.gov/vuln/detail/
CVE-2024-30172
CVE-2022-36364 == https://nvd.nist.gov/vuln/detail/
CVE-2022-36364
CVE-2022-46337 == https://nvd.nist.gov/vuln/detail/
CVE-2022-46337
CVE-2019-16869 =5 https://nvd.nist.gov/vuln/detail/
CVE-2019-16869
CVE-2022-38751 == https://nvd.nist.gov/vuln/detail/
CVE-2022-38751
CVE-2022-1415 == https://nvd.nist.gov/vuln/detail/
CVE-2022-1415
CVE-2021-22569 == https://nvd.nist.gov/vuln/detail/
CVE-2021-22569
CVE-2024-35255 == https://nvd.nist.gov/vuln/detail/
CVE-2024-35255
CVE-2021-28170 == https://nvd.nist.gov/vuln/detail/
CVE-2021-28170
CVE-2022-40149 et = PN IS, https://nvd.nist.gov/vuln/detail/
CVE-2022-40149
CVE-2023-50868 == https://nvd.nist.gov/vuln/detail/
CVE-2023-50868
CVE-2022-38750 st https://nvd.nist.gov/vuln/detail/

CVE-2022-38750
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https://nvd.nist.gov/vuln/detail/CVE-2023-26048
https://nvd.nist.gov/vuln/detail/CVE-2023-26048
https://nvd.nist.gov/vuln/detail/CVE-2024-30172
https://nvd.nist.gov/vuln/detail/CVE-2024-30172
https://nvd.nist.gov/vuln/detail/CVE-2022-36364
https://nvd.nist.gov/vuln/detail/CVE-2022-36364
https://nvd.nist.gov/vuln/detail/CVE-2022-46337
https://nvd.nist.gov/vuln/detail/CVE-2022-46337
https://nvd.nist.gov/vuln/detail/CVE-2019-16869
https://nvd.nist.gov/vuln/detail/CVE-2019-16869
https://nvd.nist.gov/vuln/detail/CVE-2022-38751
https://nvd.nist.gov/vuln/detail/CVE-2022-38751
https://nvd.nist.gov/vuln/detail/CVE-2022-1415
https://nvd.nist.gov/vuln/detail/CVE-2022-1415
https://nvd.nist.gov/vuln/detail/CVE-2021-22569
https://nvd.nist.gov/vuln/detail/CVE-2021-22569
https://nvd.nist.gov/vuln/detail/CVE-2024-35255
https://nvd.nist.gov/vuln/detail/CVE-2024-35255
https://nvd.nist.gov/vuln/detail/CVE-2021-28170
https://nvd.nist.gov/vuln/detail/CVE-2021-28170
https://nvd.nist.gov/vuln/detail/CVE-2022-40149
https://nvd.nist.gov/vuln/detail/CVE-2022-40149
https://nvd.nist.gov/vuln/detail/CVE-2023-50868
https://nvd.nist.gov/vuln/detail/CVE-2023-50868
https://nvd.nist.gov/vuln/detail/CVE-2022-38750
https://nvd.nist.gov/vuln/detail/CVE-2022-38750

Amazon EMR Amazon EMR ZZ|= 70|E

CVE ID SEALT CVE M2 HE URL
CVE-2020-14060 == https://nvd.nist.gov/vuln/detail/
CVE-2020-14060
CVE-2023-42503 == https://nvd.nist.gov/vuln/detail/
CVE-2023-42503
CVE-2024-25638 St https://nvd.nist.gov/vuln/detail/
CVE-2024-25638
CVE-2024-29133 St https://nvd.nist.gov/vuln/detail/
CVE-2024-29133
CVE-2022-37865 == https://nvd.nist.gov/vuln/detail/
CVE-2022-37865
CVE-2018-19361 == https://nvd.nist.gov/vuln/detail/
CVE-2018-19361
CVE-2018-19362 St https://nvd.nist.gov/vuln/detail/
CVE-2018-19362
CVE-2020-10650 23 https://nvd.nist.gov/vuln/detail/
CVE-2020-10650
CVE-2020-35490 B2S https://nvd.nist.gov/vuln/detail/
CVE-2020-35490
CVE-2024-23454 &z https://nvd.nist.gov/vuln/detail/
CVE-2024-23454
CVE-2023-43642 &zt https://nvd.nist.gov/vuln/detail/
CVE-2023-43642
CVE-2020-24750 &z https://nvd.nist.gov/vuln/detail/
CVE-2020-24750
CVE-2020-11112 &z https://nvd.nist.gov/vuln/detail/

CVE-2020-11112
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https://nvd.nist.gov/vuln/detail/CVE-2020-14060
https://nvd.nist.gov/vuln/detail/CVE-2020-14060
https://nvd.nist.gov/vuln/detail/CVE-2023-42503
https://nvd.nist.gov/vuln/detail/CVE-2023-42503
https://nvd.nist.gov/vuln/detail/CVE-2024-25638
https://nvd.nist.gov/vuln/detail/CVE-2024-25638
https://nvd.nist.gov/vuln/detail/CVE-2024-29133
https://nvd.nist.gov/vuln/detail/CVE-2024-29133
https://nvd.nist.gov/vuln/detail/CVE-2022-37865
https://nvd.nist.gov/vuln/detail/CVE-2022-37865
https://nvd.nist.gov/vuln/detail/CVE-2018-19361
https://nvd.nist.gov/vuln/detail/CVE-2018-19361
https://nvd.nist.gov/vuln/detail/CVE-2018-19362
https://nvd.nist.gov/vuln/detail/CVE-2018-19362
https://nvd.nist.gov/vuln/detail/CVE-2020-10650
https://nvd.nist.gov/vuln/detail/CVE-2020-10650
https://nvd.nist.gov/vuln/detail/CVE-2020-35490
https://nvd.nist.gov/vuln/detail/CVE-2020-35490
https://nvd.nist.gov/vuln/detail/CVE-2024-23454
https://nvd.nist.gov/vuln/detail/CVE-2024-23454
https://nvd.nist.gov/vuln/detail/CVE-2023-43642
https://nvd.nist.gov/vuln/detail/CVE-2023-43642
https://nvd.nist.gov/vuln/detail/CVE-2020-24750
https://nvd.nist.gov/vuln/detail/CVE-2020-24750
https://nvd.nist.gov/vuln/detail/CVE-2020-11112
https://nvd.nist.gov/vuln/detail/CVE-2020-11112

Amazon EMR Amazon EMR ZZ|= 70|E

CVE ID &2t CVE M¥ HE URL
CVE-2019-14439 &2 https://nvd.nist.gov/vuln/detail/
CVE-2019-14439
CVE-2023-34455 &z https://nvd.nist.gov/vuln/detail/
CVE-2023-34455
CVE-2024-26308 St https://nvd.nist.gov/vuln/detail/
CVE-2024-26308
CVE-2019-20445 == https://nvd.nist.gov/vuln/detail/
CVE-2019-20445
CVE-2023-0833 =5 https://nvd.nist.gov/vuln/detail/
CVE-2023-0833
CVE-2020-36185 == https://nvd.nist.gov/vuln/detail/
CVE-2020-36185
CVE-2023-6481 =3 https://nvd.nist.gov/vuln/detail/
CVE-2023-6481
CVE-2012-5783 == https://nvd.nist.gov/vuln/detail/
CVE-2012-5783
CVE-2022-38752 st https://nvd.nist.gov/vuln/detail/
CVE-2022-38752
CVE-2020-1945 St https://nvd.nist.gov/vuln/detail/
CVE-2020-1945
CVE-2020-13936 st https://nvd.nist.gov/vuln/detail/
CVE-2020-13936
CVE-2023-36478 St https://nvd.nist.gov/vuln/detail/
CVE-2023-36478
CVE-2020-10968 st https://nvd.nist.gov/vuln/detail/

CVE-2020-10968
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https://nvd.nist.gov/vuln/detail/CVE-2019-14439
https://nvd.nist.gov/vuln/detail/CVE-2019-14439
https://nvd.nist.gov/vuln/detail/CVE-2023-34455
https://nvd.nist.gov/vuln/detail/CVE-2023-34455
https://nvd.nist.gov/vuln/detail/CVE-2024-26308
https://nvd.nist.gov/vuln/detail/CVE-2024-26308
https://nvd.nist.gov/vuln/detail/CVE-2019-20445
https://nvd.nist.gov/vuln/detail/CVE-2019-20445
https://nvd.nist.gov/vuln/detail/CVE-2023-0833
https://nvd.nist.gov/vuln/detail/CVE-2023-0833
https://nvd.nist.gov/vuln/detail/CVE-2020-36185
https://nvd.nist.gov/vuln/detail/CVE-2020-36185
https://nvd.nist.gov/vuln/detail/CVE-2023-6481
https://nvd.nist.gov/vuln/detail/CVE-2023-6481
https://nvd.nist.gov/vuln/detail/CVE-2012-5783
https://nvd.nist.gov/vuln/detail/CVE-2012-5783
https://nvd.nist.gov/vuln/detail/CVE-2022-38752
https://nvd.nist.gov/vuln/detail/CVE-2022-38752
https://nvd.nist.gov/vuln/detail/CVE-2020-1945
https://nvd.nist.gov/vuln/detail/CVE-2020-1945
https://nvd.nist.gov/vuln/detail/CVE-2020-13936
https://nvd.nist.gov/vuln/detail/CVE-2020-13936
https://nvd.nist.gov/vuln/detail/CVE-2023-36478
https://nvd.nist.gov/vuln/detail/CVE-2023-36478
https://nvd.nist.gov/vuln/detail/CVE-2020-10968
https://nvd.nist.gov/vuln/detail/CVE-2020-10968

Amazon EMR Amazon EMR ZZ|= 70|E

CVE ID S Edg CVE M2 HE URL
CVE-2020-28052 &t https://nvd.nist.gov/vuln/detail/
CVE-2020-28052
CVE-2021-43859 == https://nvd.nist.gov/vuln/detail/
CVE-2021-43859
CVE-2021-27568 FZ https://nvd.nist.gov/vuln/detail/
CVE-2021-27568
CVE-2020-11113 F= https://nvd.nist.gov/vuln/detail/
CVE-2020-11113
CVE-2022-40150 == https://nvd.nist.gov/vuln/detail/
CVE-2022-40150
CVE-2023-5072 == https://nvd.nist.gov/vuln/detail/
CVE-2023-5072
CVE-2018-11307 &z https://nvd.nist.gov/vuln/detail/
CVE-2018-11307
CVE-2019-16943 &z https://nvd.nist.gov/vuln/detail/
CVE-2019-16943
CVE-2022-39135 &z https://nvd.nist.gov/vuln/detail/
CVE-2022-39135
CVE-2019-16335 &z https://nvd.nist.gov/vuln/detail/
CVE-2019-16335
CVE-2017-7525 &zt https://nvd.nist.gov/vuln/detail/
CVE-2017-7525
CVE-2018-19360 &z https://nvd.nist.gov/vuln/detail/

CVE-2018-19360

K
mlo

CVE-2020-35728 https://nvd.nist.gov/vuln/detail/

CVE-2020-35728
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https://nvd.nist.gov/vuln/detail/CVE-2020-28052
https://nvd.nist.gov/vuln/detail/CVE-2020-28052
https://nvd.nist.gov/vuln/detail/CVE-2021-43859
https://nvd.nist.gov/vuln/detail/CVE-2021-43859
https://nvd.nist.gov/vuln/detail/CVE-2021-27568
https://nvd.nist.gov/vuln/detail/CVE-2021-27568
https://nvd.nist.gov/vuln/detail/CVE-2020-11113
https://nvd.nist.gov/vuln/detail/CVE-2020-11113
https://nvd.nist.gov/vuln/detail/CVE-2022-40150
https://nvd.nist.gov/vuln/detail/CVE-2022-40150
https://nvd.nist.gov/vuln/detail/CVE-2023-5072
https://nvd.nist.gov/vuln/detail/CVE-2023-5072
https://nvd.nist.gov/vuln/detail/CVE-2018-11307
https://nvd.nist.gov/vuln/detail/CVE-2018-11307
https://nvd.nist.gov/vuln/detail/CVE-2019-16943
https://nvd.nist.gov/vuln/detail/CVE-2019-16943
https://nvd.nist.gov/vuln/detail/CVE-2022-39135
https://nvd.nist.gov/vuln/detail/CVE-2022-39135
https://nvd.nist.gov/vuln/detail/CVE-2019-16335
https://nvd.nist.gov/vuln/detail/CVE-2019-16335
https://nvd.nist.gov/vuln/detail/CVE-2017-7525
https://nvd.nist.gov/vuln/detail/CVE-2017-7525
https://nvd.nist.gov/vuln/detail/CVE-2018-19360
https://nvd.nist.gov/vuln/detail/CVE-2018-19360
https://nvd.nist.gov/vuln/detail/CVE-2020-35728
https://nvd.nist.gov/vuln/detail/CVE-2020-35728

Amazon EMR Amazon EMR ZZ|= 70|E

CVE ID SEALT CVE M2 HE URL
CVE-2023-34454 == https://nvd.nist.gov/vuln/detail/
CVE-2023-34454
CVE-2024-21634 == https://nvd.nist.gov/vuln/detail/
CVE-2024-21634
CVE-2020-36518 == https://nvd.nist.gov/vuln/detail/
CVE-2020-36518
CVE-2012-6153 FZ https://nvd.nist.gov/vuln/detail/
CVE-2012-6153
CVE-2020-36180 BEREX| IS https://nvd.nist.gov/vuln/detail/
CVE-2020-36180
CVE-2021-34538 == https://nvd.nist.gov/vuln/detail/
CVE-2021-34538
CVE-2021-29425 == https://nvd.nist.gov/vuln/detail/
CVE-2021-29425
CVE-2020-8840 == https://nvd.nist.gov/vuln/detail/
CVE-2020-8840
CVE-2020-9547 == https://nvd.nist.gov/vuln/detail/
CVE-2020-9547
CVE-2020-36179 == https://nvd.nist.gov/vuln/detail/
CVE-2020-36179
CVE-2016-5018 == https://nvd.nist.gov/vuln/detail/
CVE-2016-5018
CVE-2024-34447 == https://nvd.nist.gov/vuln/detail/
CVE-2024-34447
CVE-2024-39676 == https://nvd.nist.gov/vuln/detail/

CVE-2024-39676

emr-7.4.0 261


https://nvd.nist.gov/vuln/detail/CVE-2023-34454
https://nvd.nist.gov/vuln/detail/CVE-2023-34454
https://nvd.nist.gov/vuln/detail/CVE-2024-21634
https://nvd.nist.gov/vuln/detail/CVE-2024-21634
https://nvd.nist.gov/vuln/detail/CVE-2020-36518
https://nvd.nist.gov/vuln/detail/CVE-2020-36518
https://nvd.nist.gov/vuln/detail/CVE-2012-6153
https://nvd.nist.gov/vuln/detail/CVE-2012-6153
https://nvd.nist.gov/vuln/detail/CVE-2020-36180
https://nvd.nist.gov/vuln/detail/CVE-2020-36180
https://nvd.nist.gov/vuln/detail/CVE-2021-34538
https://nvd.nist.gov/vuln/detail/CVE-2021-34538
https://nvd.nist.gov/vuln/detail/CVE-2021-29425
https://nvd.nist.gov/vuln/detail/CVE-2021-29425
https://nvd.nist.gov/vuln/detail/CVE-2020-8840
https://nvd.nist.gov/vuln/detail/CVE-2020-8840
https://nvd.nist.gov/vuln/detail/CVE-2020-9547
https://nvd.nist.gov/vuln/detail/CVE-2020-9547
https://nvd.nist.gov/vuln/detail/CVE-2020-36179
https://nvd.nist.gov/vuln/detail/CVE-2020-36179
https://nvd.nist.gov/vuln/detail/CVE-2016-5018
https://nvd.nist.gov/vuln/detail/CVE-2016-5018
https://nvd.nist.gov/vuln/detail/CVE-2024-34447
https://nvd.nist.gov/vuln/detail/CVE-2024-34447
https://nvd.nist.gov/vuln/detail/CVE-2024-39676
https://nvd.nist.gov/vuln/detail/CVE-2024-39676

Amazon EMR Amazon EMR ZZ|= 70|E

CVE ID SEALT CVE M2 HE URL
CVE-2021-21290 == https://nvd.nist.gov/vuln/detail/
CVE-2021-21290
CVE-2019-12086 == https://nvd.nist.gov/vuln/detail/
CVE-2019-12086
CVE-2018-14718 &zt https://nvd.nist.gov/vuln/detail/
CVE-2018-14718
CVE-2020-36181 == https://nvd.nist.gov/vuln/detail/
CVE-2020-36181
CVE-2020-36184 == https://nvd.nist.gov/vuln/detail/
CVE-2020-36184
CVE-2022-45693 == https://nvd.nist.gov/vuln/detail/
CVE-2022-45693
CVE-2020-14062 St https://nvd.nist.gov/vuln/detail/
CVE-2020-14062
CVE-2020-15522 St https://nvd.nist.gov/vuln/detail/
CVE-2020-15522
CVE-2019-14540 == https://nvd.nist.gov/vuln/detail/
CVE-2019-14540
CVE-2017-15095 == https://nvd.nist.gov/vuln/detail/
CVE-2017-15095
CVE-2018-5968 == https://nvd.nist.gov/vuln/detail/

CVE-2018-5968

CVE-2019-14893

K
mjo

https://nvd.nist.gov/vuln/detail/
CVE-2019-14893

K
mlo

CVE-2019-12814 https://nvd.nist.gov/vuln/detail/

CVE-2019-12814
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https://nvd.nist.gov/vuln/detail/CVE-2021-21290
https://nvd.nist.gov/vuln/detail/CVE-2021-21290
https://nvd.nist.gov/vuln/detail/CVE-2019-12086
https://nvd.nist.gov/vuln/detail/CVE-2019-12086
https://nvd.nist.gov/vuln/detail/CVE-2018-14718
https://nvd.nist.gov/vuln/detail/CVE-2018-14718
https://nvd.nist.gov/vuln/detail/CVE-2020-36181
https://nvd.nist.gov/vuln/detail/CVE-2020-36181
https://nvd.nist.gov/vuln/detail/CVE-2020-36184
https://nvd.nist.gov/vuln/detail/CVE-2020-36184
https://nvd.nist.gov/vuln/detail/CVE-2022-45693
https://nvd.nist.gov/vuln/detail/CVE-2022-45693
https://nvd.nist.gov/vuln/detail/CVE-2020-14062
https://nvd.nist.gov/vuln/detail/CVE-2020-14062
https://nvd.nist.gov/vuln/detail/CVE-2020-15522
https://nvd.nist.gov/vuln/detail/CVE-2020-15522
https://nvd.nist.gov/vuln/detail/CVE-2019-14540
https://nvd.nist.gov/vuln/detail/CVE-2019-14540
https://nvd.nist.gov/vuln/detail/CVE-2017-15095
https://nvd.nist.gov/vuln/detail/CVE-2017-15095
https://nvd.nist.gov/vuln/detail/CVE-2018-5968
https://nvd.nist.gov/vuln/detail/CVE-2018-5968
https://nvd.nist.gov/vuln/detail/CVE-2019-14893
https://nvd.nist.gov/vuln/detail/CVE-2019-14893
https://nvd.nist.gov/vuln/detail/CVE-2019-12814
https://nvd.nist.gov/vuln/detail/CVE-2019-12814

Amazon EMR Amazon EMR ZZ|= 70|E

CVE ID &2t CVE M¥ HE URL
CVE-2020-10672 &2 https://nvd.nist.gov/vuln/detail/
CVE-2020-10672
CVE-2020-24616 &z https://nvd.nist.gov/vuln/detail/
CVE-2020-24616
CVE-2020-13949 2z https://nvd.nist.gov/vuln/detail/
CVE-2020-13949
CVE-2023-50387 21z https://nvd.nist.gov/vuln/detail/
CVE-2023-50387
CVE-2018-12022 2z https://nvd.nist.gov/vuln/detail/
CVE-2018-12022
CVE-2020-36189 &zt https://nvd.nist.gov/vuln/detail/
CVE-2020-36189
CVE-2021-37137 el https://nvd.nist.gov/vuln/detail/
CVE-2021-37137
CVE-2019-12384 oz https://nvd.nist.gov/vuln/detail/
CVE-2019-12384
CVE-2023-26049 BEREX XS https://nvd.nist.gov/vuln/detail/
CVE-2023-26049
CVE-2022-1471 == https://nvd.nist.gov/vuln/detail/
CVE-2022-1471
CVE-2023-1370 == https://nvd.nist.gov/vuln/detail/
CVE-2023-1370
CVE-2019-16942 == https://nvd.nist.gov/vuln/detail/
CVE-2019-16942
CVE-2022-40152 == https://nvd.nist.gov/vuln/detail/

CVE-2022-40152
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https://nvd.nist.gov/vuln/detail/CVE-2020-10672
https://nvd.nist.gov/vuln/detail/CVE-2020-10672
https://nvd.nist.gov/vuln/detail/CVE-2020-24616
https://nvd.nist.gov/vuln/detail/CVE-2020-24616
https://nvd.nist.gov/vuln/detail/CVE-2020-13949
https://nvd.nist.gov/vuln/detail/CVE-2020-13949
https://nvd.nist.gov/vuln/detail/CVE-2023-50387
https://nvd.nist.gov/vuln/detail/CVE-2023-50387
https://nvd.nist.gov/vuln/detail/CVE-2018-12022
https://nvd.nist.gov/vuln/detail/CVE-2018-12022
https://nvd.nist.gov/vuln/detail/CVE-2020-36189
https://nvd.nist.gov/vuln/detail/CVE-2020-36189
https://nvd.nist.gov/vuln/detail/CVE-2021-37137
https://nvd.nist.gov/vuln/detail/CVE-2021-37137
https://nvd.nist.gov/vuln/detail/CVE-2019-12384
https://nvd.nist.gov/vuln/detail/CVE-2019-12384
https://nvd.nist.gov/vuln/detail/CVE-2023-26049
https://nvd.nist.gov/vuln/detail/CVE-2023-26049
https://nvd.nist.gov/vuln/detail/CVE-2022-1471
https://nvd.nist.gov/vuln/detail/CVE-2022-1471
https://nvd.nist.gov/vuln/detail/CVE-2023-1370
https://nvd.nist.gov/vuln/detail/CVE-2023-1370
https://nvd.nist.gov/vuln/detail/CVE-2019-16942
https://nvd.nist.gov/vuln/detail/CVE-2019-16942
https://nvd.nist.gov/vuln/detail/CVE-2022-40152
https://nvd.nist.gov/vuln/detail/CVE-2022-40152

Amazon EMR Amazon EMR ZZ|= 70|E

CVE ID SEALT CVE M2 HE URL
CVE-2023-20863 == https://nvd.nist.gov/vuln/detail/
CVE-2023-20863
CVE-2018-11798 == https://nvd.nist.gov/vuln/detail/
CVE-2018-11798
CVE-2019-20330 =8 https://nvd.nist.gov/vuln/detail/
CVE-2019-20330
CVE-2019-17531 == https://nvd.nist.gov/vuln/detail/
CVE-2019-17531
CVE-2020-11620 == https://nvd.nist.gov/vuln/detail/
CVE-2020-11620
CVE-2021-31684 == https://nvd.nist.gov/vuln/detail/
CVE-2021-31684
CVE-2020-11619 == https://nvd.nist.gov/vuln/detail/
CVE-2020-11619
CVE-2022-40151 == https://nvd.nist.gov/vuln/detail/
CVE-2022-40151
CVE-2019-17267 == https://nvd.nist.gov/vuln/detail/
CVE-2019-17267
CVE-2020-36182 == https://nvd.nist.gov/vuln/detail/
CVE-2020-36182
CVE-2016-6796 == https://nvd.nist.gov/vuln/detail/

CVE-2016-6796

CVE-2019-0205

K
mjo

https://nvd.nist.gov/vuln/detail/
CVE-2019-0205

K
mlo

CVE-2018-10054 https://nvd.nist.gov/vuln/detail/

CVE-2018-10054
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https://nvd.nist.gov/vuln/detail/CVE-2023-20863
https://nvd.nist.gov/vuln/detail/CVE-2023-20863
https://nvd.nist.gov/vuln/detail/CVE-2018-11798
https://nvd.nist.gov/vuln/detail/CVE-2018-11798
https://nvd.nist.gov/vuln/detail/CVE-2019-20330
https://nvd.nist.gov/vuln/detail/CVE-2019-20330
https://nvd.nist.gov/vuln/detail/CVE-2019-17531
https://nvd.nist.gov/vuln/detail/CVE-2019-17531
https://nvd.nist.gov/vuln/detail/CVE-2020-11620
https://nvd.nist.gov/vuln/detail/CVE-2020-11620
https://nvd.nist.gov/vuln/detail/CVE-2021-31684
https://nvd.nist.gov/vuln/detail/CVE-2021-31684
https://nvd.nist.gov/vuln/detail/CVE-2020-11619
https://nvd.nist.gov/vuln/detail/CVE-2020-11619
https://nvd.nist.gov/vuln/detail/CVE-2022-40151
https://nvd.nist.gov/vuln/detail/CVE-2022-40151
https://nvd.nist.gov/vuln/detail/CVE-2019-17267
https://nvd.nist.gov/vuln/detail/CVE-2019-17267
https://nvd.nist.gov/vuln/detail/CVE-2020-36182
https://nvd.nist.gov/vuln/detail/CVE-2020-36182
https://nvd.nist.gov/vuln/detail/CVE-2016-6796
https://nvd.nist.gov/vuln/detail/CVE-2016-6796
https://nvd.nist.gov/vuln/detail/CVE-2019-0205
https://nvd.nist.gov/vuln/detail/CVE-2019-0205
https://nvd.nist.gov/vuln/detail/CVE-2018-10054
https://nvd.nist.gov/vuln/detail/CVE-2018-10054

Amazon EMR Amazon EMR ZZ|= 70|E

CVE ID S Edg CVE M|% EE URL
CVE-2018-14720 St https://nvd.nist.gov/vuln/detail/
CVE-2018-14720
CVE-2022-24329 EREX XS https://nvd.nist.gov/vuln/detail/
CVE-2022-24329
CVE-2020-36183 2z https://nvd.nist.gov/vuln/detail/
CVE-2020-36183
CVE-2023-44981 21z https://nvd.nist.gov/vuln/detail/
CVE-2023-44981
CVE-2022-37866 2z https://nvd.nist.gov/vuln/detail/
CVE-2022-37866
CVE-2015-1832 &zt https://nvd.nist.gov/vuln/detail/
CVE-2015-1832
CVE-2023-38647 &z https://nvd.nist.gov/vuln/detail/
CVE-2023-38647
CVE-2018-1313 BEREX XS https://nvd.nist.gov/vuln/detail/
CVE-2018-1313
CVE-2018-12023 == https://nvd.nist.gov/vuln/detail/
CVE-2018-12023
CVE-2021-20190 == https://nvd.nist.gov/vuln/detail/
CVE-2021-20190
CVE-2024-38808 == https://nvd.nist.gov/vuln/detail/
CVE-2024-38808
CVE-2019-20444 == https://nvd.nist.gov/vuln/detail/
CVE-2019-20444
GHSA-chfm-68vv-pvw5 =8 https://github.com/advisories/

GHSA-chfm-68vv-pvwS
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https://nvd.nist.gov/vuln/detail/CVE-2018-14720
https://nvd.nist.gov/vuln/detail/CVE-2018-14720
https://nvd.nist.gov/vuln/detail/CVE-2022-24329
https://nvd.nist.gov/vuln/detail/CVE-2022-24329
https://nvd.nist.gov/vuln/detail/CVE-2020-36183
https://nvd.nist.gov/vuln/detail/CVE-2020-36183
https://nvd.nist.gov/vuln/detail/CVE-2023-44981
https://nvd.nist.gov/vuln/detail/CVE-2023-44981
https://nvd.nist.gov/vuln/detail/CVE-2022-37866
https://nvd.nist.gov/vuln/detail/CVE-2022-37866
https://nvd.nist.gov/vuln/detail/CVE-2015-1832
https://nvd.nist.gov/vuln/detail/CVE-2015-1832
https://nvd.nist.gov/vuln/detail/CVE-2023-38647
https://nvd.nist.gov/vuln/detail/CVE-2023-38647
https://nvd.nist.gov/vuln/detail/CVE-2018-1313
https://nvd.nist.gov/vuln/detail/CVE-2018-1313
https://nvd.nist.gov/vuln/detail/CVE-2018-12023
https://nvd.nist.gov/vuln/detail/CVE-2018-12023
https://nvd.nist.gov/vuln/detail/CVE-2021-20190
https://nvd.nist.gov/vuln/detail/CVE-2021-20190
https://nvd.nist.gov/vuln/detail/CVE-2024-38808
https://nvd.nist.gov/vuln/detail/CVE-2024-38808
https://nvd.nist.gov/vuln/detail/CVE-2019-20444
https://nvd.nist.gov/vuln/detail/CVE-2019-20444
https://github.com/advisories/GHSA-chfm-68vv-pvw5
https://github.com/advisories/GHSA-chfm-68vv-pvw5

Amazon EMR Amazon EMR Z/E2|= 7}0|=

CVE ID &2t CVE M¥ HE URL
CVE-2012-0881 == https://nvd.nist.gov/vuln/detail/
CVE-2012-0881
CVE-2020-36187 == https://nvd.nist.gov/vuln/detail/
CVE-2020-36187
CVE-2020-13956 =8 https://nvd.nist.gov/vuln/detail/
CVE-2020-13956
CVE-2022-38749 == https://nvd.nist.gov/vuln/detail/
CVE-2022-38749
CVE-2021-37136 EREX XS https://nvd.nist.gov/vuln/detail/
CVE-2021-37136
CVE-2022-42889 == https://nvd.nist.gov/vuln/detail/
CVE-2022-42889
CVE-2021-36374 == https://nvd.nist.gov/vuln/detail/
CVE-2021-36374
CVE-2020-13955 == https://nvd.nist.gov/vuln/detail/
CVE-2020-13955
CVE-2022-25857 oz https://nvd.nist.gov/vuln/detail/

CVE-2022-25857

740 EEA FE A AME HE

Amazon EMR 7.4.02| 7} miZ|X|oi CHEt REM|EH LIS CIE EE & ZTFHAMIR.

Application oHEEl70|M &  Package m7[X| &3 7| K| BHT

g
AmazonClo Core hadoop-hdfs- F =S 3.3.6.amz
udWatchAgent journalnode n.5-1.amzn2023
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https://nvd.nist.gov/vuln/detail/CVE-2012-0881
https://nvd.nist.gov/vuln/detail/CVE-2012-0881
https://nvd.nist.gov/vuln/detail/CVE-2020-36187
https://nvd.nist.gov/vuln/detail/CVE-2020-36187
https://nvd.nist.gov/vuln/detail/CVE-2020-13956
https://nvd.nist.gov/vuln/detail/CVE-2020-13956
https://nvd.nist.gov/vuln/detail/CVE-2022-38749
https://nvd.nist.gov/vuln/detail/CVE-2022-38749
https://nvd.nist.gov/vuln/detail/CVE-2021-37136
https://nvd.nist.gov/vuln/detail/CVE-2021-37136
https://nvd.nist.gov/vuln/detail/CVE-2022-42889
https://nvd.nist.gov/vuln/detail/CVE-2022-42889
https://nvd.nist.gov/vuln/detail/CVE-2021-36374
https://nvd.nist.gov/vuln/detail/CVE-2021-36374
https://nvd.nist.gov/vuln/detail/CVE-2020-13955
https://nvd.nist.gov/vuln/detail/CVE-2020-13955
https://nvd.nist.gov/vuln/detail/CVE-2022-25857
https://nvd.nist.gov/vuln/detail/CVE-2022-25857

Amazon EMR

Amazon EMR 2 Z2|= 7}0|=

Application
AmazonClo

udWatchAgent

AmazonClo
udWatchAgent

AmazonClo
udWatchAgent

AmazonClo

udWatchAgent

Flink

Flink

Flink

Flink

Flink

Flink

Flink

Flink

ofZZ|7|old &

Core

Core

Core

Core

Core

Core

Core

Core

Core

Core

Core

Package

ranger-kms

s3-dist-cp

zookeeper

zookeeper-
server

hadoop-client

hadoop-hdfs

hadoop-hdfs-
datanode

hadoop-hdfs-
journalnode

hadoop-hdfs-
namenode

hadoop-httpfs

hadoop-kms

hadoop-ma
preduce

7| x| HE

2.0.0-1.a
mzn2023

2.33.0-1.
amzn2023

3.9.1.amz
n.1-1.amzn2023

3.9.1.amz
n.1-1.amzn2023

3.3.6.amz
n.5-1.amzn2023

3.3.6.amz
n.5-1.amzn2023

3.3.6.amz
n.5-1.amzn2023

3.3.6.amz
n.5-1.amzn2023

3.3.6.amz
n.5-1.amzn2023

3.3.6.amz
n.5-1.amzn2023

3.3.6.amz
n.5-1.amzn2023

3.3.6.amz
n.5-1.amzn2023
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Amazon EMR Amazon EMR & Z|= 7}0|=

Application OHEZ|AH0|M &  Package 71X 8 7| X| BHE
%

Flink Core hadoop-ma FHE= 3.3.6.amz
preduce-h n.5-1.amzn2023
istoryserver

Flink Core hadoop-yarn FES 3.3.6.amz

n.5-1.amzn2023

Flink Core hadoop-yarn- FHE= 3.3.6.amz
nodemanager n.5-1.amzn2023

Flink Core hadoop-yarn- FHE=S 3.3.6.amz
proxyserver n.5-1.amzn2023

Flink Core hadoop-ya =HEs 3.3.6.amz
rn-resour n.5-1.amzn2023
cemanager

Flink Core hadoop-yarn- FHES 3.3.6.amz
timelineserver n.5-1.amzn2023

Flink Core hudi FMES 0.15.0.am

zn.0-1.am
zn2023

Flink Core ranger-kms g3 2.0.0-1.a

mzn2023

Flink Core hadoop FHES 3.3.6.amz

n.5-1.amzn2023

HBase Core s3-dist-cp FMES 2.33.0-1.

amzn2023

HCatalog Core hadoop-yarn- FEg=E 3.3.6.amz
proxyserver n.5-1.amzn2023
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Amazon EMR

Amazon EMR 2 Z2|= 7}0|=

Application

HCatalog

Hive

Hive

Hive

Hive

Hive

=)
5N
>

Spark

Tez2| Hive
AlZh H|m

Tez2| Hive
AlZH H|

Tez2| Hive
AlZFH|1

==

0%

|7 0lM &

Core

Core

Core

Core

Core

Core

Core

Core

Core

Core

Core

Package

mariadb-c
onnector-java

hadoop-httpfs

hadoop-yarn-
proxyserver

hive-hbase

mariadb-c
onnector-java

s3-dist-cp

s3-dist-cp

spark-dat
anucleus

hadoop-ma
preduce

hadoop-ma
preduce-h
istoryserver

hadoop-yarn-
proxyserver

7| x| HE

3.3.6.amz
n.5-1.amzn2023

3.3.6.amz
n.5-1.amzn2023

3.1.3.amz
n.12-1.am
zn2023

2.7.21

2.33.0-1.
amzn2023

2.33.0-1.
amzn2023

3.5.1.amz
n.0-1.amzn2023

3.3.6.amz
n.5-1.amzn2023

3.3.6.amz
n.5-1.amzn2023

3.3.6.amz
n.5-1.amzn2023
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Amazon EMR Amazon EMR Z/2|= 7}0|=
Application OHEZ|AH0|M &  Package 71X 8 7| X| BHE
%
Trino Core bigtop-utils FHE= 1.2.0-1.a
mzn2023
Trino Core hadoop-client FES 3.3.6.amz
n.5-1.amzn2023
Trino Core hadoop-hdfs Ft =S 3.3.6.amz
n.5-1.amzn2023
Trino Core hadoop-hdfs- Ft =S 3.3.6.amz
datanode n.5-1.amzn2023
Trino Core hadoop-hdfs- FE=S 3.3.6.amz
journalnode n.5-1.amzn2023
Trino Core hadoop-hdfs- FE=S 3.3.6.amz
namenode n.5-1.amzn2023
Trino Core hadoop-kms FES 3.3.6.amz
n.5-1.amzn2023
Trino Core hadoop-ma Ft &S 3.3.6.amz
preduce n.5-1.amzn2023
Trino Core hadoop-ma FMES 3.3.6.amz
preduce-h n.5-1.amzn2023
istoryserver
Trino Core hadoop-yarn FMES 3.3.6.amz
n.5-1.amzn2023
Trino Core hadoop-yarn- FEg=E 3.3.6.amz
nodemanager n.5-1.amzn2023
Trino Core hadoop-yarn- F = 3.3.6.amz

proxyserver

n.5-1.amzn2023
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Amazon EMR Amazon EMR & Z|= 7}0|=

Application OHEZ|AH0|M &  Package 71X 8 7| X| BHE
%

Trino Core hadoop-ya F =S 3.3.6.amz
rn-resour n.5-1.amzn2023
cemanager

Trino Core hadoop-yarn- FES 3.3.6.amz
timelineserver n.5-1.amzn2023

Trino Core hive FHE= 3.1.3.amz

n.12-1.am
zn2023

Trino Core hive-hcatalog- =HEs 3.1.3.amz
server n.12-1.am

zn2023

Trino Core mariadb-c FHES 2.7.2-1
onnector-java

Trino Core ranger-kms =HEs 2.0.0-1.a

mzn2023

Trino Core zookeeper FES 3.9.1.amz

n.1-1.amzn2023

Trino Core zookeeper- Ft &S 3.9.1.amz
server n.1-1.amzn2023

Trino Core bigtop-groovy FHES 2.5.4-1.a

mzn2023

Trino Core bigtop-jsvc FMES 1.2.4-1.a

mzn2023

Trino Core hadoop FMES 3.3.6.amz

n.5-1.amzn2023
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Amazon EMR Amazon EMR & Z|= 7}0|=

Application OHZC|7|0|l4d &  Package m7|x| 78 Ij 7| K| B
%
Trino Core hadoop-Izo FHE= 0.4.19-1.
amzn2023
Trino Core hive-hcatalog F = 3.1.3.amz
n.12-1.am
zn2023
Trino Core hive-jdbc Ft =S 3.1.3.amz
n.12-1.am
zn2023
Zookeeper Core emrfs Ft = 2.64.0-1.
amzn2023
Zookeeper Core hadoop-client F =S 3.3.6.amz
n.5-1.amzn2023
Zookeeper Core hadoop-hdfs FE=S 3.3.6.amz
n.5-1.amzn2023
Zookeeper Core hadoop-hdfs- FES 3.3.6.amz
datanode n.5-1.amzn2023
Zookeeper Core hadoop-hdfs- FES 3.3.6.amz
journalnode n.5-1.amzn2023
Zookeeper Core hadoop-hdfs- FHES 3.3.6.amz
namenode n.5-1.amzn2023
Zookeeper Core hadoop-httpfs FMES 3.3.6.amz
n.5-1.amzn2023
Zookeeper Core hadoop-kms FEg=E 3.3.6.amz

n.5-1.amzn2023
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Amazon EMR Amazon EMR Z/2|= 7}0|=
Application HEZ|AH0|M &  Package 71X 8 7| X| BHE
g

Zookeeper Core hadoop-ma 3.3.6.amz
preduce n.5-1.amzn2023

Zookeeper Core hadoop-ma 3.3.6.amz
preduce-h n.5-1.amzn2023
istoryserver

Zookeeper Core hadoop-yarn 3.3.6.amz

n.5-1.amzn2023

Zookeeper Core hadoop-yarn- 3.3.6.amz
nodemanager n.5-1.amzn2023

Zookeeper Core hadoop-yarn- 3.3.6.amz
proxyserver n.5-1.amzn2023

Zookeeper Core hadoop-ya 3.3.6.amz
rn-resour n.5-1.amzn2023
cemanager

Zookeeper Core hadoop-yarn- 3.3.6.amz
timelineserver n.5-1.amzn2023

Zookeeper Core ranger-kms FHES 2.0.0-1.a

mzn2023

CHS 2ig|A ME 0= Amazon EMR ZI2|A 7.4.00] CHEF ME 71 ZgtE|o] Ql&LCt.

- OEZZ|70|M Ha80|E — Amazon EMR 7.4.0 application upgrades include AWS SDK for Java
2.28.8, Delta 3.2.0-amzn-1, Flink 1.19.1, Hadoop 3.4.0, HBase 2.5.5, Hudi 0.15.0-amzn-1, Iceberg
1.6.1-amzn-0, Phoenix 5.2.0, Presto 0.287, Spark 3.5.2, Trino 446, and Zookeeper 3.9.2.
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Amazon EMR Amazon EMR & Z|= 7}0|=

- Ol 2E[A0= HERXHIE S&t TE S 0|H Y =3HE X|Hot= 771 LE AA JEZQIETL
FIHE|R&LICE O] 7HM A& ol= Hue, Livy, JupyterEnterpriseGateway, Zookeeper 2! Ranger

KMSSH 22 9F A4 Z3U9ia7t ZEELICH T4 5 HOlE| ¥ 558 HAIstsm Ol2{3 ol
ZOIEO| (ZsHEE FL TLS SAIS XINUG TS T=E £HsHoF B £ UALICH TBRE FL 0f
2{8t A= ZOIE0f CHE TLSE HIZASHE 4+ AUALICH XIMEE A= ZOIES| S S8L T8

5 o535 OlsHE HESMR

« emr-6.11.0 O|F 0|70l Hive & BHEE{E X[¥ &t Yarn ResourceManager2|
yarn.resourcemanager.decommissioning-nodes-watcher.wait-for-shuffle-data
&2 O|X| emr-7.4.00 A YarnOll M Spark& A& [ Spark 2/F ME MH|ATI MBS 5tE T o
EEEMel HI[E MR LICH

Spark on Yarn2 A& & f Spark Q|5 ME MH|AQ| 7|2 SE 2 ofZE|70|MH0| B=

=l i Yarn NodeManager?} OHZ 2|7|0|MH MHE Tt g AM7HE=E ALICh ol L& o

71 5 W HFE ASE FE2 0|E = JUsLICH 7| & ofE 2|70l BRE
spark.shuffle.service.removeShuffle 2 M™truedtod O O|& AISE[X| &t= HE Tt
2 M7HstH &9 ME HIO|E @0l =8 o = H =7 |& &= &LICt

« Amazon S3 Select 7} 24 - Amazon S3 Select= Presto &! Trino0l CHEt 2|7 ZF F2|E K| 25
K| et&LICE Presto &! Trino EE|IAM AISE == U= §H 7|50 Cist REMIEH LIE 2 Presto &
TrinoE & Z35HMI2.

« Amazon EMR Z/2|A 7. 40 M= Apache Ranger7t X| 2| x| of&LICt.

« Apache Sqoop2 L 4%l X SQOOP-3485Z 15l Apache Hadoop 3.42F S &HZ|X| ef&LICH
Amazon EMR ZI2|A 7.40{& Apache SqoopO| Z & &|X|BF X[ E|X| o &LICH Apache Sqoop2
Amazon EMR ZIZ2|A 7.5 0|4 2I2|A0M MHE LICEH

- 22|13 XH0| &3t E|™ YARN ResourceManager(RM)0i| A2t st maF 2 X7} gr 245404 S A| &f
o =2 DECOMMISSIONINGO{|A DECOMMISSIONED #&tEHZ ZetE (0 E |
E35| AT 2 EEoiM L ELICE 0] B9 == HE| Mt ofZ2(7| 0| AEf MEto| 25
2= X| 2£0oF ResourceManager®| 84! 7|52 08O 2 OrH|AIZILICE SHZE o 2 Zeto|H
2 tE0M O BEEZ AFE35t0{ RM JVME CHA| A[ZHE Lt

sudo systemctl restart hadoop-yarn-resourcemanager

- CapacityScheduler = 0[2|2] YARN £ 7| E2{FairScheduler(0d: FIFO AHE )
2 EMR 2AEKE A|Z5tMH YARNMemoryAvailablePercentage X|&E 7}t CloudWatch2
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https://docs.aws.amazon.com/emr/latest/ReleaseGuide/emr-presto.html
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Amazon EMR Amazon EMR & Z|= 7}0|=

FAER| A&LICH O] EXl= BEI" 2™Oo| #dstEl FAE S FA40| &S DIEILICH
YARNMemoryAvailablePercentage X|E0|| 2l EEIX|= B AAEX XY 2HEI™E 2HOE &
&g 0|2 + A&LcH 2 YHS = CapacityScheduler EE=8 AFE & LICIFairScheduler.

ol

=

HE A

0%
0%

ALE| 7|

O -

HEE =A

oIr
ol
E

Spark 3.3.1(EMR HZ1 6.10 O|&0lM X|HE)VEE MH|A A SAEQ| RE A&MY|=
DECOMMISSIONING A E{ExecutorStatedts M 2 AX™ELICH Yarn2 H 7| S A
MIIE AI25I0{ 22 &8Ee £ glon2 Todt A Ald QI ZHedof CHaH A Al 7|

E 23FgLict M2k EMR Managed Scaling, EMR Auto Scaling &£ EMR-EC2 224
Bl M AHE X X =™ HIFLIEE A 83t= S¢F Spark DRAE H|E3}t5HH YarnO|

Zh Ztdof HE = 2|cf A™MTIE @HE = U&LICt ol EXE EX|5tE{H 2| 7[s =
g2 M8 Ml spark.dynamicAllocation.enabled ’—.‘*"o TRUE (Z|2ZhHE H™
st A

spark. dynamchllocatlon minExecutors £4J0i CH3H Zt2 ’é”"‘oN# e A Foll g E

A™T| & MEhstod z(4 A 2[0f A™AT| Mof 2 A = U&LICH

« Amazon EMR2 Z2{AE{0f| CHal =48t QIAEIA Ko 2t CHE LE 2| TensorFlow 20| 2
2§ AL E LTt EE Amazon EMR2 EMR-7.5.0 0|2 2| aarch64 QIAEA f&(Graviton 1A E
£)0| e EB{AE TensorFlowE K| LICH

. Iceberg HIZ=0f et S3 2™ 7| =™ %M} - EMR 34 v7.4 22|48 &7 IcebergE AHE S}
L 174o| 42 S3= V|2 AEZI| #|HZ 20X+ base-2(0d: 35 01010110100110110010) SHAIZ
Clo|ERI&LICE Ol MER base-2 HEZRL| MH = At & £0|11 S37} CH4 Iceberg YA E
EOl 0 ¥ N H SFS HMEA XNSSE Z™eE = UL S Lt =8t T 2= 7} 503
AZE 8HE BEStE AlztE &L

OsRelea Amazon Linux 7{'d & AME TtsEH E/t XHEl= 2™

Label(Ar

zon

Linux

)

2023 6.1.140-154.222.am 20254 78 14 SHASES), 35HHH
A 78 zn2023 2l), = (HIO|Z), ot Alo}
2025 EfE 2 (ZHtol), R (T
A 2l), ok Alot EfEH A (XF7HE
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Amazon EMR Amazon EMR & Z|= 7}0|=

ol
N
oIr
rot
e
)

OsRelea Amazon Linux 7{'s ™ At X|HEl= 2™
Label(Ar

zon

Linux

)

609.0 Et), 0= 88(230|2),
ol otZ2|ZHA O|ZEIR), &
H(otYLHE), SS(UAE),
SHEFIAFEE), Ho}
HI2IZH A T2 F), oFAlo}
ENZiQK(Z ), OfAlo} BT
&(stol|2tHtE), Ol= S
E(HX|L|o} | &), ofAlot
.u.=|ok(A-| ) o|.A|o|. E_H.u.=|
% (QALFL), ofAlot Ef
(Zrello|Aloh), SE(FT), ,
OfAlof EHE Y (HHE), ®
H(Zz2t ), ofAlot Ef B
(£3), AWS GovCloud(O|
= S5), AWS GovCloud(
0= M2), 0= M2
), Ol= ME(AZ|ZL|o}
£), obAlof EfE (&7}
Z), o} Alo} EHH (A=
), O|AEIA (R otH|E),
FNLCHESE), FHLICE ME
(A7HE)), FHaHel), &
= (EAk), fE(FIEls])

L H=I A FH
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Amazon EMR Amazon EMR & Z|= 7}0|=

OsRelea Amazon Linux 7{'s & ME JtsE M XeEl=E 2™

Label(Ar

zon

Linux

)

2023 6.1.134-152.225.am 20254 6& 19 FHASEE), s(HH
A 78 zn2023 Ql), 53 (0| Z)), o Alo}
2025052 EHE (2 i[O Alot), OFA
1 of EfE(ZHtol), R (T

2/), Of Alo} BT ¥(Rt7t=
Eh), 0= SF(2350(2),
ofZZ|7H(AIO|ZEtR), 7
(ot E), SS(UAE),
RHEZZTIFEE), ot
H2lz7H A o2 F), o Alo}
ENZ (S B), ofAlot L
&(sto|2tHtE), Ol= S
2(HX|L|ol 5&), of Ao}
ENZQF (M), OF Alo} EfE
F(L2AL7t), ok Alot B QF
(ZcilolAlot), (&), ,
OfAlo ENBY(HHE), &
H(ZEt), ofAlof EfE Y
(£3), AWS GovCloud(O|
= &), AWS GovCloud(
0= M&8), 0I5 MR
BlZ), HAZ(SE), 0=
K& (ZalZ Lot =5, of
Aloh EfT(A7LEZ), of
Alo} EHE(AIEL]), O|A
ctd(=otH[E), ot Alo} Ef
ek (Elo|H|O]), FHLICH S
), ZHLECE HE (R HE]),
oE—|(/\u_.||o|) % (L_IM:)
== )
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Amazon EMR

Amazon EMR 2 Z2|= 7}0|=

OsRelea Amazon Linux 72 7

Label(Ar
zon

Linux
k)

2023
o 7%
2025
A 5%

12

6.1.134-152.225.am
zn2023

At

20254 6 4

ol
N
oIr
rot
e
)

X HEl= 2l

0| SR(HEILIOL 25),
Ol s&(stol), Ol=

M& (B Z Lot 58), 0|

= MR(edle), sH(=
¥aF2E) RE(OIYH
), RTEE), R (Y
L), SH@al), SH A
Ql), RH(ASES), R
(121351, oFAlot EATI (S

3), otAlot EfE L (stold|
2tHtE), OFAlOF EHE QF(RE
72 E}), ObA|of EH T QF (L
ci| O Alo}), Ok Alof EHEEQF
(HEHE), ot Aot Ej T (F
HFOI), O AlOF EHE F(L2AL
7}), ok Alot EHE (M),
OfAlo} EfEF(H7IEE)
, OFA|O} EHE (A= L),
OfAlo} EHEY (= =), Ot =
2I7H# 0| Z Ef2), ZotH|
2FH& a2 F), S5
eh, & (UAE), FHLICHE
B FiLict M @72,
AWS GovCloud(O|= &
£), AWS GovCloud(O|=
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