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https://docs.aws.amazon.com/cli/latest/userguide/cli-chap-getting-set-up.html
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/index.html
https://aws.amazon.com/compliance/hipaa-compliance/
https://aws.amazon.com/compliance/hipaa-compliance/
https://aws.amazon.com/healthlake/pricing/
https://calculator.aws/#/createCalculator/HealthLake
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https://docs.aws.amazon.com/healthlake/latest/APIReference/API_StartFHIRImportJob.html
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https://docs.aws.amazon.com/healthlake/latest/APIReference/API_DescribeFHIRImportJob.html
https://docs.aws.amazon.com/healthlake/latest/APIReference/API_StartFHIRExportJob.html
https://docs.aws.amazon.com/healthlake/latest/APIReference/API_StartFHIRExportJob.html
https://docs.aws.amazon.com/healthlake/latest/APIReference/API_DescribeFHIRExportJob.html
https://docs.aws.amazon.com/healthlake/latest/APIReference/API_DescribeFHIRExportJob.html
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https://hl7.org/fhir/R4/
http://hl7.org/fhir/us/core/STU3.1.1/
https://hl7.org/fhir/us/core/STU4/index.html
https://hl7.org/fhir/us/core/STU4/index.html
http://hl7.org/fhir/us/carin-bb/STU1.1/
http://hl7.org/fhir/us/carin-bb/STU1.1/
https://hl7.org/fhir/us/carin-bb/STU1/
https://hl7.org/fhir/us/davinci-pdex/
https://hl7.org/fhir/us/davinci-hrex/2020Sep/
https://hl7.org/fhir/us/davinci-hrex/2020Sep/
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= olefEE
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Example - 2| AAMMH FEE|= FHIR Z 20t S = Q15240
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https://hl7.org/fhir/us/davinci-pdex-plan-net/STU1.1/
https://hl7.org/fhir/us/davinci-pdex-plan-net/STU1.1/
https://hl7.org/fhir/us/davinci-pdex-plan-net/STU1/
https://hl7.org/fhir/us/davinci-pdex-plan-net/STU1/
https://hl7.org/fhir/us/davinci-drug-formulary/STU1.1/
https://hl7.org/fhir/us/davinci-drug-formulary/STU1.1/
https://hl7.org/fhir/us/davinci-drug-formulary/STU1.0.1/
https://hl7.org/fhir/us/davinci-drug-formulary/STU1.0.1/
https://www.nrces.in/ndhm/fhir/r4/index.html
https://www.nrces.in/ndhm/fhir/r4/index.html
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"resourceType": "Patient",
"id": "abcdl234efgh5678hijk9012",
"meta": {
"lastUpdated": "2023-05-30T0Q0:48:07.8443764-07:00",
"profile": [
"http://hl7.0rg/fhir/us/core/StructureDefinition/us-core-patient"
]
}

}

Example - 7|20] ot=l X[ FHIR Z2Z 8 &=t d

X|¢El= 7|20] otel = 2 E(0d]: CarinBB 1.0.0) - HX(|'2 T+ E)URLO| = =21
meta.profile 49| 7|2 Z2AUZ FIIELICL O] o|X| ElAAE HWetd S 26 ZXigLct

°
=l
c
A
—

{
"resourceType": "ExplanationOfBenefit",
"id": "sample-EOB",
"meta": {
"lastUpdated": "2024-02-02T05:56:09.4+00:00",
"profile": [

"http://hl7.0xg/fhir/us/carin-bb/StructureDefinition/C4BB-
ExplanationOfBenefit-Pharmacy|1.0.0",
"http://hl7.0rg/fhir/us/carin-bb/StructureDefinition/C4BB-
ExplanationOfBenefit-Pharmacy”
]
}
}
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https://synthetichealth.github.io/synthea/
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https://portal.aws.amazon.com/billing/signup
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
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https://aws.amazon.com/
https://console.aws.amazon.com/
https://console.aws.amazon.com/
https://docs.aws.amazon.com/signin/latest/userguide/console-sign-in-tutorials.html#introduction-to-root-user-sign-in-tutorial
https://docs.aws.amazon.com/signin/latest/userguide/console-sign-in-tutorials.html#introduction-to-root-user-sign-in-tutorial
https://docs.aws.amazon.com/IAM/latest/UserGuide/enable-virt-mfa-for-root.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/enable-virt-mfa-for-root.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/get-set-up-for-idc.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/quick-start-default-idc.html
https://docs.aws.amazon.com/signin/latest/userguide/iam-id-center-sign-in-tutorial.html
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https://docs.aws.amazon.com/singlesignon/latest/userguide/get-started-create-a-permission-set.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/addgroups.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/Using_SettingUpUser.html#Using_CreateUser_console
https://docs.aws.amazon.com/IAM/latest/UserGuide/PoliciesOverview.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/PoliciesOverview.html
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« ZE|Q| AFS A EE EOll CHS IAM AWS HEIE HAg FIbeC
AWSLakeFormationDataAdmin

(® Note

O| AWSLakeFormationDataAdmin a2 2 E AWS Lake Formation 2|2 201 CHE
HMA HEHS FogfLICt XS 2tR6le o R Fh 2|4 HErE &4 A5t XW0|

Z&LICH XEAEE LIE2 IAM AL DB L] IAM 23 AL E A ZR oM.

Xt E= dgol ChE elete! X E FIHELICE RtAE LI 2 1AM AFS dB M| 2letel E
=

{
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"s3:GetObject",
"s3:PutObject"

1,

"Resource": [
"arn:aws:s3:::amzn-s3-demo-source-bucket/*",
"arn:aws:s3:::amzn-s3-demo-logging-bucket/*"

]

},
{

"Effect": "Allow",

"Action": [
"ram:GetResourceShareInvitations",
"ram:AcceptResourceShareInvitation",
"glue:CreateDatabase",
"glue:DeleteDatabase"

1,

"Resource": "*"

}
]
}
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https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#inline-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#inline-policies
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AWSLakeFormationDataAdmin 23240 H?_ KEMIBH LI 2 Lake Formation 7HEFXF OHLHA{ 2| Lake
Formation HZ=ALE 2 |AM Mt 2 X5 XML, AWS

Lake Formation0ilA| Data Lake Z2|XI2 A} X EEE= 48 F7}
(IAM & Z2|XH

CHS 22 IAM ZE|IRHE Lake Formation0il A CIOIE{ Bll0]3 ZE|X 2 1EHH oA MAS ALS R =
g g F7tolof gLich.

IAM AFE X EE= g C|0|H Bilo]|3 #E|Xt= F7+stedH

1. AWS Lake Formation &2 LICt. https://console.aws.amazon.com/lakeformation/

(® Note

Lake Formation2 {2 Y 235t= Z <2 Lake Formation Z2|XIE & 9o|5l2t= Welcome to
Lake Formation CH&l & X} 7} LEEFSFLICEH

Welcome to Lake Formation X

The first step in creating your data lake in Lake Formation is defining one or more
administrators. Administrators have full access to the Lake Formation console, and
control the initial data configuration and access permissions.

Choose the initial administrative users and roles
You may add yourself and/for other principals.

Add myself
AWS account 728347309221

Add other AWS users or roles
Select additional 1AM users and roles to be data lake administrators.

Choose up to a maximum of 10 data lake administrators.

Cancel
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https://docs.aws.amazon.com/
https://docs.aws.amazon.com/
https://console.aws.amazon.com/lakeformation/
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3. Lake Formation HealthLake ZZ|XI2 T AI2E & 2|XIE MEHSFL|CT
Get started& MEHEILICY.
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https://docs.aws.amazon.com/lake-formation/latest/dg/getting-started-setup.html#setup-change-cat-settings
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https://docs.aws.amazon.com/healthlake/latest/APIReference/API_DescribeFHIRDatastore.html
https://docs.aws.amazon.com/healthlake/latest/APIReference/API_ListFHIRDatastores.html
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J(AWS Management Console)
J(AWS CLI & AWS SDKs)
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OOl AE 0] M (AWS Management Console)

A HealthLake 2& *t0|H
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https://console.aws.amazon.com/healthlake/home
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AWS CLI

ClS oAM= AWS CLIZ CreateFHIRDatastore & AF23t= &€ Eof ELICH O] of A

E Al-iste{t AWS CLIE Mx[slof g LICt TI0|E{ AE0{E M M} &2l X[™H5HK| et= 8 X
A EEsE 7[2HOE AWSA R KMS 7|2 AEELICEH of & Z5toi CHEE AFA[EH LEE 2 MM
ealthLake & ZREST5HAM| 20 M0l REST CHE &F 5 3F AWS HealthLake.

I >
1154
W

o

|
A

CF= £ Unix, Linux, macOSE &Aoo 2 X|HEl oM L|Ct. Windowse| B2 Z
EHAI(\) Unix 1% EXHE I ()2 2 HEELICHA,

m&

Z0f

>

rr
1=
>

aws healthlake create-fhir-datastore \
--datastore-type-version R4 \
--preload-data-config PreloadDataType="SYNTHEA" \
--datastore-name "your-data-store-name"

dS5tHE S0 242 JSON S22 2| EluCt Hlo|Ef AE0{7| HIO|EHE =& & &H|7t &E|™
MEf7} 2 YA ELICFACTIVE. HealthLake Cl|O|E{ AE0{2 H|O|E{E 7IX{ 2= o Cist XEA|
U2 MME X SHMIL HealthLake O|O|E| AE 0|2 T 7IX{27].

{

"DatastoreId": "eeb8005725ae22b35b4edbdc68cf2dfd",
"DatastoreArn": "arn:aws:healthlake:us-west-2:111122223333:datastore/fhir/
eeb8005725ae22b35b4edbdc68cf2dfd",
"DatastoreStatus": "CREATING",

"DatastoreEndpoint": "https://healthlake.us-west-2.amazonaws.com/datastore/
eeb8005725ae22b35b4edbdc68cf2dfd/r4/"

}

PE OB AE0{Q 22 HP{M ListFHIRDataStore 22 AF2E £ & LICt.
HealthLake &0 &M HIO|E{ AEO{ BSES £ =T U&LICH

olo|Ef AE 04 AA(AWS CLI 2 AWS SDKs) 19


https://docs.aws.amazon.com/healthlake/latest/APIReference/API_ListFHIRDatastores.html
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Python (boto3)

CHE M0 M= create_fhir_datastore 2 S AF235104 HealthLake CIOIE{ AE0{E MM
ot W2 Eo{ELICH ClOJEH AE0{ ME Al S 3HE MstM He| X[HEX| et= 8 7|85
O E AWSAR AWS KMS 7|7t D™ ELICH of e =50 CHEH REA[EH LHE2 MM E HealthLake
I ZRESTSHAM| 204 Mol REST CHEF @F 3 31 AWS HealthLake.

import boto3

import logging #built in logging library

from botocore.exceptions import ClientError, ValidationError #specific exception
ClientError from the boto3 library

def create_healthlake_datastore(DatastoreName=None):
:param DatastoreName: the name of the data store, string
:param:
:return: True if the data store is created, else False

# Create an Amazon Healthlake data store
# Should we say something about region setting?
# Should this example have some handling KMS keys

try:
if DatastoreName is None:
healthlake_client = boto3.client('healthlake')
healthlake_client.create_fhir_datastore(DatastoreTypeVersion='R4"')

else:
healthlake_client = boto3.client('healthlake')
healthlake_client.create_fhir_datastore(DatastoreTypeVersion="'R4',
DatastoreName=DatastoreName)
except (ClientError, ValidationError) as e:
logging.error(e)
return False

return True

# Run the function above
create_healthlake_datastore(DatastoreName="'test-datastore-delete-me-2"')

olo|Ef AE 04 AA(AWS CLI 2 AWS SDKs) 20
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ClO|E| AE0{= Ul 7tX| 4Ef & stLIE 7HE &= A& LICh &Efof 7|810| HealthLake Cl|O|E{ A
E0|{§82 E= list_fhir_datastores Ol At & LICE O] KXol M= CI|O|E{ AE042] 2FEH

E 7|8te 2 EE{Rsts W E 2oiE L
import boto3

healthlake_client = boto3.client('healthlake"')

data_store_list = healthlake_client.list_fhir_datastores(Filter={'DatastoreStatus':
'"ACTIVE'})

print(data_store_list)

KEMIEH LH2 2 Boto3 A A{list fhir datastore| MME & X35HML.

ol
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https://boto3.amazonaws.com/v1/documentation/api/latest/reference/services/healthlake.html?highlight=healthlake#HealthLake.Client.list_fhir_datastores
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HealthLake Cl|O|E{ AE 0|2 1l 7} X2 7|

£ 2t2 8 & Amazon Simple Storage Service(Amazon S3) HZ!0M CIO|E{ AE0{Z THAUS THKS
0| CIO[E AE0{ M4 AWS HealthLake= A&LICH TtLE 71X{ 221 HealthLake 2& = &Y
2 AI835104 7kXK{2 7| StartFHIRImportJob APl 1S A|ZEtL|C}.

7tX{ 7| Hele MAIEH [ Amazon S32| 124 Ol|0|E] /x|, £21 21 1} 9| Amazon S3 H{Z! 9%,
HZIoll CHEt HealthLake M| A HEHS 20{5tE IAM & L 14 AR EE= AWS 27 AWS Key
Management Service 7|8 X|H g LICt =0| 7|& HealthLake AF&35104 £ A 2|X[MIM HIOIEE &5
35t 7t HealthLake 7tX 2 = JUE & |2 3t5t= Ol AFSELICH 7HKH27] & Q 01| CHEt T Ao
CHEF REMIEH LIS 2 MM E B ERSIMRII M2 7| 2hedof CHEH M A% AWS KMS 7| e & AkZof|

CHE REAMIEH LI & 2 AWS Key Management Service 7HE X CHLHAM O] 7| MM S R ZSHMI2.

HealthLake = E HHBES 2 FEEIUSON(.ndjson) FAlo| 2 mtadg ErgfLIC o{7|M 2 &2
£ 8 FHIR 2|AAZ M EILICH DescribeFHIRImportJob 2! API 1S ALE3lod TId FQl 7}
x107| tolg M D LFEListFHIRImportJobsE = QU&LICH.

Zt 7k K2 7| 2ol CHE manifest. json IFUE HealthLake MAEILICH O] 2a& 71K 27| &Y
ol M3 AIHE ZF MEFLICLE=E 7HX27| 2HE YEE W X['HE Amazon S3HASE mt S
HealthLake £23&fL|CE XtMIEH LHE 2 OHLIHAE JSON It EHEE FHERSHAAIR.

Q7| EE 2| 512 Ch7IQol 98 4 BLIC Ol2{#t HIS 7| 7HK27| EE LHE 7] &
MEIEILICH 7Hd2 7] EE LHE 7] Sdo] TIMEIS S2t FHIR 2l4
I.

AAE =+ A&LCH

Clole AE0{E O|2] E=E H|0|HZE M 7{L} CIO|EHE 7tX{2 F Amazon AthenaSQLOMMHE ALE
504 CllO|E{ AE 0] R E2|E AlZE = lelﬁl-—ll:l' XEMIEH LI 2 Amazon AthenaSQLOIMHE A& 510d
AWS HealthLake C|O|E{ AE 04 2| EHHE X SHAA|2.

=X

« ZtX27| Z ol CHEr Heh 8

« MM 712 7] 5 A% HealthLake

o OjL|mHAE JSON Tl
« Of:E AI23504 71427 B Al 2 B LIE{@ AWS CLI

22


https://docs.aws.amazon.com/kms/latest/developerguide/create-keys.html
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7tM 27| 5rdof cHer Hek A

ItU e HIo|E{ AE0{Z 7FK 27| 710{ Amazon S32| &/24 2l £29 W{Zlof| HAM|AE £ Q=
HealthLake T8t £ 043l0F & LICt. HealthLake HMA TEHS F0{5t2{HH| CHEF IAM MH|A 4F

£ ‘Y&t HealthLake, &0l A= TS F715104 HealthLake = A& HEHS Fo{st1, &of
et HAE 24726104 Amazon S3 HHZ!0l| CHEF HM|A HetE FogrLIch

7tXQ 7| e MAdEr mol chaio] @& 9| Amazon ElAA O|&(ARN)S X EL
CtDataAccessRoleArn. IAM & 3! AIZ| HEHo| CHEE RFM[EH LI 2 IAM &S TR SHAI2.

Tere ddet o= 7IM7| 2l E AF8stod TS 0B AEO0{Z 7t E #EH|7F EIR&LICH
S o

= =
A|EF HealthLake EHHE TR SHAIAL.

1. OFE| MetX| et A2 £33 21 utod| CHEt CHA Amazon S3 HZ!E A& LICH Amazon S3
HZ2 Mu|Aet SUFH AWS 2|Tof Qlofof ot 2 & SMof Cia H=
SfloF &FLICH AFMIEF LHE2 Amazon S3 HHEZ! HM[A RIE AHE 2 R ZSHMIL. Amazon &% EE
= 0 AF KMS 7|2 &5 3510d| Ab&3HOoF B LICH KMS 7| AF&0d| CHEt REAIEH LI 2 Amazon
Key Management ServiceE & X 3HAMI2.

2. of CHEt ool HMIA MH|A AE S M35 T HealthLake AH|AO| CHS AE| HAHE AL 04
O|E =¢&lef = U= HEHES HealthLake R O{¥LICH.= O|E HealthLake AtE 3504 £2 Amazon
S3 HZ!E &Lict,

C

{
"Version": "2012-10-17",
"Statement": [{
"Effect": "Allow",
"Principal": {
"Service": ["healthlake.amazonaws.com"]
},
"Action": "sts:AssumeRole",
"Condition": {
"StringEquals": {
"aws:SourceAccount": "your-account-id"
1,
"ArnEquals": {
"aws:SourceArn": "arn:aws:healthlake:us-west-2:account:datastore/
fhir/data store ID"
}

FFx2 7] EFdofl CHat Hat A 23


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/access-control-block-public-access.html
https://docs.aws.amazon.com/kms/latest/developerguide/overview.html
https://docs.aws.amazon.com/kms/latest/developerguide/overview.html
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1]
}
3. Amazon S3 HHZ!0f| HAM|AE = UL E 5{E5t= Het MM E C[o|E HAM|A Aol FIHELICE
amzn-s3-demo-bucketE HZ! O|§ 22 HIE LIC},
{
"Version": "2012-10-17",
"Statement": [{
"Action": [
"s3:ListBucket",
"s3:GetBucketPublicAccessBlock",
"s3:GetEncryptionConfiguration"
1,
"Resource": [
"arn:aws:s3:::amzn-s3-demo-source-bucket"
1,
"Effect": "Allow"
.
{
"Action": [
"s3:PutObject"
1,
"Resource": [
"arn:aws:s3:::amzn-s3-demo-logging-bucket/*"
1,
"Effect": "Allow"
},
{
"Action": [
"kms:DescribeKey",
"kms:GenerateDataKey*"
1,
"Resource": [
"arn:aws:kms:us-east-1:012345678910:key/d330e7fc-b56c-4216-a250-
fac43ef46e83"
1,
"Effect": "Allow"
1]
}
JHM7| 2ol chgh HEt MY 24
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OlM 7KL 7] &t AlEF HealthLake

OB AEO0{E M5t T 7HX 27| R Q(7HX 27| Zfdof CHEF M d&)oll CHEt HEteS d-He =
NtMR27| AHdE Ar8sto I 7HMH7(|E AlRTE = U&LICEH AWS HealthLake 2& & 71K 27|

API, start-fhir-import-job APIE AF& 3504 AWS HealthLake 7tXK{ 27| S A|EHE &= Q& LICH.

=X

Zrd2 AL & AWS HealthLake API IHE X AWS Identity and Access Management (IAM) HH 2

St IAM 2 &ol| edZ33HoF BLICH IAM 4& L AlZ| FHRMoi| CHEF REMIBH LIS 2 1AM B3 2 A
B2 EXSMR. 3t T2 2F 5510l KMS 7|& ALE3HOF & LICH KMS 7| AtE0i CHE REAIEH LHE
Amazon Key Management ServiceE & Z5HA|2.

I L(API)E 7tX2e{H CtS EHE AFSELICE

1. Amazon S3 H{Z!0] C|IO|E{ & HE=FhLCt

2. start-fhir-import-job API APl 242 ALSEfLICH 2 S AlZHe [ 4= updo| &=
Amazon S3 HZ!2| O|F, & =5t0l AFEE KMS 7| & £33 o0& 4 x4

3. FHIR 7}X 27| 4ol cHaH AkMIS| & otE 2™ describe-fhir-import-job 232 A& 5+0{ Zed 9]
ID, ARN, O|&, A&} AlZh, & Alzt & FHX o EHE 7tXAZLICE. list-fhir-import-job & AFE5t0{ =2
£ 7tMR7| 240t s o EHE EAIRLICH

oA E 7txe{H ChE BAHE WmELch

1. Amazon S3 HZ!of| H|O|EE YEE= gLt
2. https://console.aws.amazon.com//healthlake/ & 0| A{ HealthLake 2& & iLIC}.
3. Olo|E| AE042| OO|E| AE0{ ME ME HO|X|Z 0|5 35l0{ 7IX 27|18 MEiELICH

0|M 7t X2 7| ] A|Zf HealthLake 25


https://docs.aws.amazon.com/healthlake/latest/APIReference/API_StartFHIRImportJob.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html
https://docs.aws.amazon.com/kms/latest/developerguide/overview.html
https://docs.aws.amazon.com/healthlake/latest/APIReference/API_StartFHIRImportJob.html
https://docs.aws.amazon.com/healthlake/latest/APIReference/API_DescribeFHIRImportJob.html
https://docs.aws.amazon.com/healthlake/latest/APIReference/API_ListFHIRImportJob.html
https://console.aws.amazon.com/healthlake/home
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4. Amazon S3 HZ!E XMt AL E IAM L& KMS 7|12 MA45HHLE Algdgthict.
5. OlO|E]| 7}x{27|E MESLICEH
OjL|HAE JSON I

Zk 7k K 27| 2ol CHEl manifest. json IFYUE HealthLake M ELICEH 71K 27| H S HME
[ X|ZeF Amazon S3 HHZ!2 2 1l Y& HealthLake &23&tL|C}.

manifest.json T2 7tX{27| 2ol H3 0t AWE 2F dHFELICH 23 ot U2 SUCCESS &
2te & 71l E62 FEELICIFAILURE. £3 mtol= RlEs WEI 28 E = U222 7127
AU e M £33 Amazon S3 HA I 43818 AWS KMS 7|& 25 A|SsHok gLt
CtE2 £ manifest. json TtHO| of L|Ct. Aulist 71X 27| & EXNE lZa5t= X EHA RO
oA 2 AEste [o| E&LCt ZH Thdof CHEE ME HEQ 71X 27| 2Fedo| Alufdt #el2 NS E L
Ct.

{

"inputDataConfig": {

"s3Uri": "s3://amzn-s3-demo-source-bucket/healthlake-input/invalidInput/"
},
"outputDataConfig": {

"s3Uri": "s3://amzn-s3-demo-logging-bucket/32839038a2f47f17c2fe@f53f0c3a0ba-
FHIR_IMPORT-19dd7bb7bcc8eel2a@9bf6d322744a3d/",

"encryptionKeyID": "arn:aws:kms:us-west-2:123456789012:key/fbbbfee3-20b3-42a5-a99d-
c48c655ed545"

},
"successOutput": {

"successOutputS3Uri": "s3://amzn-s3-demo-logging-
bucket/32839038a2f47f17c2fe@f53f0c3a®ba-FHIR_IMPORT-19dd7bb7bcc8eel2a@9bf6d322744a3d/
SUCCESS/"

.
"failureOutput": {

"failureOutputS3Uri": "s3://amzn-s3-demo-logging-
bucket/32839038a2f47f17c2fe@f53f@c3a@ba-FHIR_IMPORT-19dd7bb7bcc8eel2a@9bf6d322744a3d/
FAILURE/"

},

"numberOfScannedFiles": 1,
"numberOfFilesImported": 1,
"sizeOfScannedFilesInMB": ©0.023627,
"sizeOfDataImportedSuccessfullyInMB": 0.011232,

oL A E JSON T 26
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AWS HealthLake
numberOfResourcesScanned"
"numberOfResourcesImportedSuccessfully": 4,
numberOfResourcesWithCustomerError": 5,
"numberOfResourcesWithServerError": 0@

. 9,

Fok 1L

ELUEZ AWS CLI
BUER

AN EH

}
5t04 7IXK{ 27| &4 A|%}
504 7FX{ 27| E1=2 AWS Command Line Interface A|Z!
olaL|Ct.

A-E

o. &
o=
HodELIC}. start-fhir-import-job APIT AF&&

CtE XM MH=E ALS

HeHS H
o=

aws healthlake start-fhir-import-job \

--input-data-config S3Uri=s3://amzn-s3-demo-source-bucket/inputFolder/ \
--data-access-role-arn "arn:aws:iam::012345678910:role/DataAccessRole" \

--job-output-data-config '{"S3Configuration": {"S3Uri":"s3://amzn-s3-demo-logging-

--datastore-id (Datastore ID) \
bucket/healthlake-output", "KmsKeyId":"arn:aws:kms:us-east-1:012345678910:key/d330e7fc-

b56c-4216-a250-f4c43ef46e83"3} ' \
1 HIAIX|7F E Al LIC.

--region us-east-1
o 5F
—_ =

=LA

7tM27| 240l AlEf =M Cf

"8a4077553e9a485ad889c1a89c7541f0"
""32839038a2f47f17c2fe@f53f0c3adba"

{
"JobId":
"JobStatus": "SUBMITTED"
"DatastoreId"
}
r27| Bedo| HEIE BLIERE MU T4 448 gotezH
F= AWS CLI HHE AF2ErLCt.

import-job APl &=
aws healthlake describe-fhir-import-job \
--datastore-id (Datastore ID) \
--job-id c145fbb27b192af392f8cebe7838e34f \

L|E{2 AWS CLI

CHS ol XM2F Z0| describe-fhir-

27

of:E At&3t0d 7tX{27| Brd Al=F 2l 2


https://docs.aws.amazon.com/healthlake/latest/APIReference/API_StartFHIRImportJob.html
https://docs.aws.amazon.com/healthlake/latest/APIReference/API_DescribeFHIRImportJob.html
https://docs.aws.amazon.com/healthlake/latest/APIReference/API_DescribeFHIRImportJob.html
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--region us-east-1

0lo

Ho=Z 2 MEE g Euct.

{
"ImportJobProperties": {
"InputDataConfig": {
"S3Uri": "s3://amzn-s3-demo-source-bucket/(Prefix Name)/"
},
"DataAccessRoleArn": "arn:aws:iam::(AWS Account ID):role/(Role Name)",
"JobStatus": "COMPLETED",
"JobId": "cl45fbb27b192af392f8ce6e7838e34f",
"SubmitTime": 1606272542.161,
"EndTime": 1606272609.497,
"DatastoreId": "(Datastore ID)"
}
}

TE VN7 &Y S8 Eid™ O3 o.Mt 20| list-fhir-import-jobs API EE= AWS CLI BEE At
2S5 hv =
o =

F7tstod AE Mete = J&Lch

aws healthlake list-fhir-import-jobs\

--datastore-id (Datastore ID) \

--submitted-before (DATE like 2024-10-13T19:00:00Z)\
--submitted-after (DATE like 2020-10-13T19:00:00Z )\
--job-name "FHIR-IMPORT" \

--job-status SUBMITTED \

--max-results (Integer between 1 and 500)

SEHeZ g WEE & ELuch.

~

"ImportJobProperties": {

"OutputDataConfig": {

"S3Uri": "s3://(Bucket Name)/(Prefix Name)/",
"S3Configuration": {

"S3Uri": "s3://(Bucket Name)/(Prefix Name)/",
"KmsKeyId" : "(KmsKey Id)"

.
},

of:& AHE3t04 7kX{27| &t AlRF & 2LIE{”] AWS CLI 28


https://docs.aws.amazon.com/healthlake/latest/APIReference/API_ListFHIRImportJobs.html
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"DataAccessRoleArn": "arn:aws:iam::(AWS Account ID):role/(Role Name)",
"JobStatus": "COMPLETED",

"JobId": "cl1l45fbb27b192af392f8cebe7838e34f",

"JobName" "FHIR-IMPORT",

"SubmitTime": 1606272542.161,

"EndTime": 1606272609.497,

"DatastoreId": "(Datastore ID)"

}

}
"NextToken": String

o: & ALE3tod 7t 7] 2t Alaf & 2 LB~ AWS CLI 29
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HealthLake Cl|O|E{ AEO0{0{| A T} LHE LH 7|

CIOIEf 22 0{& M43t HO|EE 7tM2 F(E= 0|2 ZEE ME 0B E M83tE B9)
Amazon S3 HZ!S 2 H|0|HE LIEH 4= Q&LICH HealthLake G| O[Ef 2E 010 A CIO|HE LHLLY
o OhE SrdE A gL
« X E ALE35t04 StartFHIRExportJob API S AFE3504 AWS SDKs LHELH7| RS +~F
LICt HealthLake.
-+ Ol B2 AAE A WEWZ| 2 -8t X3 Lo

« E AF235104 export #FEE AF&35t0{ HealthLake FHIR LHELH7| 23 & ELICIRESTAPI.
x

« O] 2 AIAE A, &tX & 28 LWEUY| 28 dd8E X[HEELICH otet0/EeE & stod LY
27| @40 Clo[ElE 712 LERE £ & YaLich
/A Important

HealthLake SDK StartFHIRExportJob APl 242 At LIELZ| 2T}
StartFHIRExportJobWithPost API 24 A& 8t FHIR REST API LHELHZ| 23

ol Wz ol IAM 2fd0| QY&LICH £ AF23t0{ SDK LHE LHStartFHIRExportJobd

£ A835104 FHIR REST API LHELHE 2 IAM 22 5{&/HE Hete W2 X2|g
StartFHIRExportJobWithPosts U&LICH SDK & FHIR REST API LHELHZ|E 25 A
8t5t24™ 2 1AM EHdol| CHEt HEt2 7S sl ofF &hct.

5 & 25 Amazon S3(S3) HAIS 2 Tt LHE L7 |2k X| & L|CtH C|0|Ef AE0{9| HealthLake 2
= IU2 & HHECSE FEEUSON(.ndjson) TILE LHELHX|H, 2 E2 REE FHIR 2| &A2 F
MELct

= & BF MH|A 2dgto| e tLICt 0{7|MHE MH|A Eot FH|2 o] HealthLake £|0{0F 5+
e LHE'H Amazon Simple Storage Service(S3) HHZ!E Ho|aloF EFLICH XM LI LHE LY 7|
Eredoi CHEH HEH MHE HESHAAIR.

7tXM7| = LHE 7| 2d 2 ool @& = JU&LICt o248t HISZ| 7t X7 EE= WEWZ| &
MelEuUc 7HX7| Ee LHEUWZ] 20| Tl-E|l= ¢ FHIR 2|4
C At

O|E E& AXME =+ JU&LICh

HealthLake C|O|E{ AEO0{0| Tt U S LHELHE{™H CIF MMHE T 5HAMIL.
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o LHELH7| Ztedof| cHst Mk A3
+ HealthLake 2& EE=E AF835104 O|O|E{ AEO0{0|M I LHE LHZ| AWS SDKs
. FHIR REST API &2 At235+04 O|0|E{ A E 0{0f A HealthLake HIO|E{ LHE LY 7|

LHE LHZ| &rdof| CHst ek M

ClO|Ef AE 00 M TS LHE LHZ| Z10 Amazon S32| £24 H{Zlo]| HAM|AE £ 2= HealthLake
32 H04aloF B LICH HealthLake AA|A HEHS Soi5E{Bof CHEH IAM AHIA 4EHE MM stD
HealthLake, 23&t0o]| A2 A S ¥7P0P04 HealthLake =& @& H&tS £045t 11, Amazon S3 HZ!0f|
CHE HMA HEHS 2045t HE HAME Agtof A LICH

HealthLake Of|A{0]| CH3F @d5t2 o|O| MAIsH AL 71X 7| Zdoi| CHEr HEH Adxiedst2 RIAIR5tT
Ol &X[ofl LtFE LHELHZ| Amazon S3 EHZ!of| CHEH F71 HEHE 2o{g = UELICH IAM & 3 4
2| HAof| CHEF AEMIEF LEE 2 IAM A Bl HEFS FESHA2.
/A Important
HealthLake SDK StartFHIRExportJob API 212 AtE 8t LIELHZ| 281t

StartFHIRExportJobWithPost APl & A& 3t FHIR REST API LHELHZ| 27F

ofl= Hx ol IAM 0| l&LICt & A&5t0{ SDK LHE LHStartFHIRExportJob1l

£ Al23104 FHIR REST API LHELHE ZF IAM 22 §{E/HE Hete U 2 X2E
StartFHIRExportJobWithPost% QU&LICH SDK 2 FHIR REST API LIELHZ|E 25 A|
stote{™ Z IAM Efdod| CHEt #EHE 7t oF B LICH AFS Kol AH|of| CHEF A HMA HEtS
£ 045tH IAM AL X} HEtE B4 e E 7t HealthLake @i & L|Ct.

S MHSHE ALSRE EE B0l offtg MAHT, WS MasT, WS st Ty &
Ae HEto| QloqoF FLICH CHS IAM HA2 o|gq8 HEt2 Fo{gLict.
{
"Version": "2012-10-17",
"Statement": [{
"Action": ["iam:CreateRole", "iam:CreatePolicy", "iam:AttachRolePolicy"],
"Effect": "Allow",
"Resource": "*"
Yo
"Action": "iam:PassRole"

"Effect": "Allow",

LHELHZ| 2 doil CHEr HEt 4 31
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"Resource": "*",
"Condition": {
"StringEquals": {
"iam:PassedToService": "healthlake.amazonaws.com"

]

LHELHZ| HetE d-stedH

1. OF& MMSIX| 2 B2 Clo|E| AE0{0f|A LHE ' T|O|E{ofl CHEt CHAF Amazon S3 E{Z!
gfL|Ct. Amazon S3 H{Z!/2 AMH|A QL S8 AWS 2|F0f Qlo{of 5t 2E SMof cial o
HM|A RIEHS 2 d3taloF & LICH REMIEH LHE 2 Amazon S3 I

M|

MA RIEAIE S

M. Amazon A% EEE T2 AR KMS 7| &5 3l0f AFE3loF & LICH KMS 7| AFE0i C

M8t LI 2 Amazon Key Management ServiceE & XM 2.

2. OFZ] MM35tK| ot 2 Z<0f CHE ClIOIE] YAM|A AH]
S AE HMoZ £ £+ Qe WSS HealthLak

e
23 Amazon S3 HHZI2 &LICt oM o|0| MAdst <

>

445l T HealthLake AH|A0f C}
|£ HealthLake Al235l0{ &
1| CHEE e A A 504

o452 Al
=

o

CtE EFAI0IMH Amazon S3 HZ!of| CHEE HEFE F0{E + U&EL

"Version": "2012-10-17",
"Statement": [{
"Effect": "Allow",
"Principal": {
"Service": ["healthlake.amazonaws.com"]
},
"Action": "sts:AssumeRole",
"Condition": {
"StringEquals": {
"aws:SourceAccount": "your-account-id"

.
"ArnEquals": {

"aws:SourceArn": "arn:aws:healthlake:us-west-2:account:datastore/

fhir/data store ID"
}

1]
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3. OIlO|E{ HAM|A A& ol £33 Amazon S3 HZ!0| AMAE =
s3-demo-bucketE H{Z! O|E 2 Z HFELILC}

St

I

LIC}. amzn-

{
"Version": "2012-10-17",
"Statement": [{
"Action": [
"s3:ListBucket",
"s3:GetBucketPublicAccessBlock",
"s3:GetEncryptionConfiguration"
1,
"Resource": [
"arn:aws:s3:::amzn-s3-demo-source-bucket"
1,
"Effect": "Allow"
b
{
"Action": [
"s3:PutObject"
1,
"Resource": [
"arn:aws:s3:::amzn-s3-demo-1logging-bucket/*"
1,
"Effect": "Allow"
},
{
"Action": [
"kms:DescribeKey",
"kms:GenerateDataKey*"
1,
"Resource": [
"arn:aws:kms:us-east-1:012345678910:key/d330e7fc-b56c-4216-a250-
f4c43ef46e83"
1,
"Effect": "Allow"
1]
}
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HealthLake & EE=& AI850{ C|O|E{ AE0{0{| M It LHE L} 7|
AWS SDKs

e

% O|0|E{ AE 040 A Amazon Simple Storage Service(Amazon S3) HZIS 2 T LK
Qo CHet Mt M4 U&LICH O|O[E AE0{0| A IS LHZ LHE{THo M LHE LY
AZFEFLICH HealthLake. LHE L7 ZF 42 CIO|E AE0{0M Tt UE E HHELZ FEE
JSON(.ndjson) @4lo2 LHEHLI|CH 0{7|H 24 E2 |RE 8 FHIR 2|&AA 2 FEELICH LHE L]
HUs MY m F3EE I8 AWS KMS 7|E X|FsH ok ELICH KMS 7| & doll CHer RbAMIEH LIS
2 AWS Key Management Service 7H& R} eFHLHA Q| 7| S H XML,

mo |HL rok
=
N
Jﬁ

N OHL M
po:
2 &= Hu

Ct2 FAolH= AWS HealthLake 2&2 AFE3H01 LHELHZ| S AlZHSHD start-fhir-export-job
API 12 AL83t01 AWS SDKsE Al 5t WS ChELct

=AM

« OlO|E{ AE0{0iAM Tt LHELHZ|(E &)

« OO|E{ AE0{0{M T} LHE LHZ[(AWS SDKs)

OB AEO0{0i M T LHELHZ|[(EE)

oS LHE LHE{H(

rH
>

) CtE EAHE ALSELCH

1. o S 2|70l £33 S3 A2 M/ & LICt HealthLake.

2. MUEL7| 242 AlEH6tE{™ £33 Amazon S3 HAI2 AESH T AFS5tE{E IAM &2 M43t
ALt AleEgtL|Ct 1AM 3g 2 AlZ| HAof CHE AEMIBH LI 2 1AM 8 2 FXESHAMIR. KMS 7|
&St AFSEILICEH KMS 7| AFEof CHEE AFMIE LH& 2 Amazon Key Management ServiceE
ZESHMIL.

3. UWELWZ| 2ol AFEfE EE{™ ListFHIRExportJobs APl 212 At8fLCt,

CllO|E AE0{0| M ot LHE LHZ[(AWS SDKs)

£ A835t04 Cl|o|E AE0{0| M T2 LHE LH24P start-fhir-export-job 2242 AWS SDKsAIE &L
Ct. CHS I =& SDK for Python(Boto3)2 AF&35t0 LIELHY| S AlZH5HE=

import boto3

client = boto3.client('healthlake')
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https://docs.aws.amazon.com/kms/latest/developerguide/overview.html
https://docs.aws.amazon.com/healthlake/latest/APIReference/API_ListFHIRExportJobs.html
https://docs.aws.amazon.com/healthlake/latest/APIReference/API_StartFHIRexportJob.html
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response = client.start_fhir_export_job(
JobName="'job name',
OutputDataConfig={
'S3Configuration': {
'S3Uri': 's3://amzn-s3-demo-bucket/output-folder',
'KmsKeyId': 'arn:aws:kms:us-west-2:account-number:key/AWS KMS key ID'

},
Datastoreld='data store ID',
DataAccessRoleArn="'role ARN',
)
print(response['JobStatus'])

FHIR LIELH7| 2t210| ID, ARN, O|2, A&t AlZH, S2 AlZ 2 3K MBS 7} QE{HE AFREHL
Ctdescribe-fhir-export-job. list-fhir-export-jobs& Ar&35t0{ 2 & LHELHZ| 2t SHE A ENE Lt&e L
Ct.

C& IZ == SDK for Python(Boto3)2 AFE3501 £ LHELH7| 2ol 4 E 7HX{e YHE EoiE
L|CF.

import boto3
client = boto3.client('healthlake')

describe_response = client.describe_fhir_export_job(
DatastoreId=datastoreld,
JobId=jobId

)

print(describe_response['ExportJobProperties'])

FHIR REST API 2fd& A& 35t04 O|O|E{ A E 010{ A HealthLake C|
Ol LHELKZ|

E 223t 5 FHIR REST API 242 AF2 5104 0| O|E{ AE 040 A{ HealthLake HIO|E{S LHE W LIE
LH7| Eredof CHEF HBt & ’8# AELICH & A85t0d LHELHZ| RS s&siz{™ TR Mol Ue
IAM AL&XE, 18 E= 80| FHIR REST APIRI0{0F 3tH R 2| $export YE 2 POSTE X|Hstn

451 of

Ox-l E_'?_o-" O7'é> |.E|.

_I_

E{E2 Z&slof Lict FHIR AF O] 2 FHIR M= GET 238 x|
St POST QS X|HE £ J&Lich F7t miet0|EE X|[5t2ddH LHELHZ|E AlESHE o 2 20|
LIQSlE 20 M POST 2% 2 HealthLake K| &rL|C}.

FHIR REST API 2112 Ab&35104 Ci|O|E| LHE LY 7| 35
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/A Important
HealthLake 2023 62 1 O|&of| MAMEI C|0|E| AE0{E A|AE! KA LHE LY7o CHst
FHIR REST API 7|tF LHE LH7| 9 @ &at x|4&tL|C}.
HealthLake 2023'7 6% 12 O|of MAEl Cl|0|Ef AE0{= O|O|E{ AE049] 2 CIEO|A

GET RS At8stod LHIELNZ| HEIE 7IM2 = W& X|stXx| ef&LIct.

E M835to =&st= E% H LHZ7| L2 ndjson @AISZ HtetE| T Amazon S3 HHAIS 2 LIE LY
FHIRRESTAPIZIL|C}. Z o= B FHIR 2lAaA R0 ZEHEL|CEH

AWS A gtekof et LHWEWZ| - thr|8o| €2 4= Q&LC oF 4=l Service Quotasoi| CH
$F RHMIEH L& 2 MM E HealthLake & Z5FM| S AWS HealthLake AI=E X QIE Gl sFEF2F

22 M 7R fEel tiE LIEUZ| =X QIE @ E X|HELICH

Ojo

HealthLake = C}

A OH ?.

= O

0%
MO

o
T

AMAEL MEHHOIM 2E CIO|E{E LHE  POST https://healthlake. your-regi

LHEL}  HL|CI HealthLake FHIR. on .amazonaws.com/datastore/ your-data

7| store-id /r4/$export

BE 2t ElAaA R dAE 2] POST https://healthlake. your-regi

Xt LA FES ZEG0{ 2EE ' on .amazonaws.com/datastore/ your-data
Aot #EEl 2 E C|o|E{& L store-id /r4/Patient/$export

2HR} JE IDE X|I”GE A 2§3  POST https://healthlake. your-regi

Jg = 2 E O[o|EE LHE'Y  on .amazonaws.com/datastore/ your-data
L|Ct. store-id /r4/Group/ ID/$export

SE AMEstod LHEUTY| 2™ E std™ Chg 27 Atg 2 SSFHIRRESTAPIELICH HealthLake.

- HEWZ| 23e sdste ol 28 HEto| YUes AFBXH & £ 92 Mok gLt XHA
Bt LI 2 export 28 5212 FZSHAAIL
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3 BHZ!0d| CHEF HealthLake HAM|A THEFE £ 045H= MH[A
T E MH|A 2ot £X| HealthLake 2 X|HaH{oF & L|CH ™
ZSMLUIELEZ| ZFdo] CHEF et M.

« OO|E{E LHEH Amazon S
sHo{oF ErL|ch MH[A d4E

= ==
B AHAIEt LiS 2 Mt &

$export LEE & I AHEAH, I8 = dEole HAo| Z& &
StartFHIRExportJobWithPostDescribeFHIRExportJobWithGet, &
CancelFHIRExportJobWithDelete IAM 2F40| Qlo{oF & L|C}.

/A Important

HealthLake SDK StartFHIRExportJob APl & AFESH LHELHZ| 2T}
StartFHIRExportJobWithPost APl 22 A& § FHIR REST API LHELWZ|

Hols €z o IAM 40| l&LICH 2 SDK LHELHZ| StartFHIRExportJob &

Z FHIRREST API LHELHZ|QF Z2 ZF IAM 2 T 2 58/ HEte M2lg
StartFHIRExportJobWithPosts A&LICt SDK % FHIR REST API LHELZ|E 25 A
gtated™ ZH IAM & dod| CHEt HEtE 75 sl oF &LICt.

SMARTOIME AtZ5t0d 2% & 2IFHIR(OAuth 2.0)

FHIR & A3} El HealthLake O|O|E{ AE0{SMARTMME $export LT M= MUSH Hl7I =
o{of gfLIC}. X[HEl= H2lol CHEF REMIBH LIE 2 MM E F = otMQHealthLake Cl|O[Ef AE 04 FHIR

2lAAE B{Q|

export 22&5}7|

O| MMoJM= FHIR RESTE AF85t0{ LIEWZ| 23 & M =&3lof 5t= B BHHE MdHEEL|CH
API.

AWS HHol| =2 2F0| FoE|X| == export FE2 MB5HK| &1 POST 2 stod LHE Hi

AEstE 20| E&LICH

export 28 &¢! 37
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FO
0
jo
Q'I_l
EE
e
_lTI_
mjo
mjo

2ot Briich

1. X|HElE =X QIEexportoll URL CHEH POST 40l E X|™ELICEH
. Zost & metolE{E x|&efch.
3. Zeft metO/EHE Holste 28 22 XI-gurct.
1EHA|: X|2ElE A EZQIEexportol URL CHE POST 2HIE X|HELICH
HealthLake = M| 7tX| REo| iEF LHEW7| A =X QIE @S X[ELICH THE LIEWZ| 28

StedH X[ HEleE M A=2QlE F Lol CHEH POSTZIEF @& sof HLCt CFS olAoME 278
export|ME X|™5t= WHE E0{ELICIURL.

* POST https://healthlake.your-region.amazonaws.com/datastore/your-
datastore-id/r4/$export

 POST https://healthlake.your-region.amazonaws.com/datastore/your-
datastore-id/r4/Patient/$export

* POST https://healthlake.your-region.amazonaws.com/datastore/your-
datastore-id/r4/Group/ID/$export

e POST 27 EXAtLM X|Ele ChExnt 242 A Lieti[EHE MAEE + /U&LCH

HealthLake = CHE LHELH7| -0 CHE A +=HXHE x| LICH

Olz48t oMoz REE MESHT| Tol Q2 FH5Hok 5t= S EXH7F 2 E[o] U&LICH

A 42 Aoy of| &
_outputFormat oL e @EE CiE
CIOE mtol & A

= application/
fhir+ndjson ,
application/
ndjson , &L
Ctndjson.
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Observation

E ME2F0{ LHELHZ| e M2 stedM™ Cf 2 5 & ntet0|E{E X|AFHIRRESTAPISHOF &L Ct.

> TH
Fol
>

o

a

i

Ct

0jo

3EHA!: 7} st

LHELHZ| 2%0i= JSON

7

DataAccessRoleArn

Ell= E}Ql: application/fhir+json

I&: respond-async

(@)
S

ot

. EE0l= Chs TetolE7t &£

AL

arn:aws:i
444455556

HealthLake AMH|A <4
SFARNS| ILICH Al
L= MH[A <

- A&Lich
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7| L2 =L ot
E MH|A ot TR 666 :role/your-
HealthLake 2 K|35 healthlake-se
OF & Lct. rvice-role
JobName oL LHELHZ| 239 O|&  your-export-
Lt job-name
S3Uri o OutputDataConfig 7| s3://D0OC-
ol UL lL|ct LHEHH  EXAMPLE-D
CiO|E{E CH22E=%8  ESTINATION-
CH& HHZIURIS| S32]  BUCKET/ EXPORT-
LICH. JoB /
KmsKeyld o OutputDataConfig arn:aws:k
7|o| YR L|ct. ms: region-of-
Amazon S HHZIE2 2 bucket:123456789
Sote Ol A ElE= 012 :key/1234abcd-
AWS KMS 7|ARNZ] 12ab-34cd
2JLch. -56ef-123
4567890ab

Example -2 AI&3t04 ™ E LHELH7| 27 O| 22 FHIR REST API

£ MEstod LHELY| 2HE stedH Chsxt 20| E &2 XIGFHIRRESTAPISHOF Bf LICH.

{

"DataAccessRoleArn": "arn:aws:iam: :444455556666:r0le/your-healthlake-service-role",
"JobName": "your-expoxrt-job",
"OutputDataConfig": {
"S3Configuration": {
"S3Uri": "s3://DOC-EXAMPLE-DESTINATION-BUCKET/EXPORT-JOB",
"KmsKeyId": "arn:aws:kms:region-of-
bucket: 444455556666 :key/1234abcd-12ab-34cd-56ef-1234567890ab"
}
}
}
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=S A Eulch

AWS HealthLake
e 2
_ oHd

mN

0| d&otH Ct=

S5 sl
https://healthlake.your-region.amazonaws.com/datastore/your-

content-location:
datastore-id/r4/export/your-export-request-job-id

8E 2=
{
"datastoreId": "your-data-store-id",
"jobStatus": "SUBMITTED",
"jobId": "your-export-request-job-id"
}
HEU7| 2% 22
LHELHZ| 20| 435t exportE Ar&35tod TAH LIELHT| 2ol HEHE MBSt A LHE LT
RLYE Fiexportsto] siE L2 &El” = U&LICH
E Ar&3stod HEZ| LS FARESTAPISHE B2 F 4 282 MESH A™EM K| LHEH Cl|o[H
20 CHai Bt 2 Z 0| BT E LCtH
QYO HEE T XML FAE = = YHE dHELIC

4K LHE LW Z|

ChS &AM
LHELZ| @& FA
SA0f A 2t IDE AM|Z e LI|CIURL.

HEZ| @EE #|A5tE4T DELETE RE S st &
DELETE https://healthlake.your-region.amazonaws.com/datastore/your-datastore-id/r4/

export/your-export-request-job-id

QHO0| d3stH ot A Eulch

"exportJobProperties": {
your-original-export-request-job-id"

IlebIdll: n
"jobStatus": "CANCEL_SUBMITTED",
"datastoreId": "your-data-store-id"

41
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}

230| 4

"resourceType":
"issue": [
{
"severity":
"code": "not-supported",

"error",

0K
Q'I_l
Zi
Q'I_l
2
iul
mjo
fjo
1
=
mo
r
[l

"OperationQutcome",

"diagnostics": "Interaction not supported."

}

HELZ| 238 dF

LHE LT | %ol HEHE 71X{22{™ export LE A8

job-id.

504 GET 28 #LICtexport-request-

GET https://healthlake.your-region.amazonaws.com/datastore/your-datastore-id/r4/

export/your-export-request-id

© ExportJobProperties

HE 7

DataAccessRoleArn oL
SubmitTime otLIR
EndTime ot

x| 7F 22t E

A
=

02

HealthLake AMH|A 4
SARNS| IL|C}. Al
&= MH|A HER2
E MH|A Eot =R
HealthLake 2 K|35}
OF &Lt

LHELHZ| 2 o] MZ
2 /ot

LHELHZ| Zrdof 2=
El AlZhLCt.

LICt o{7|ofl= Ct St

I
=

arn:aws:i

am:: 444455556
666 :role/your-
healthlake-se
rvice-role

Apr 21, 2023
5:58:02

Apr 21, 2023
6:00:08 PM

¢2 7l:gk mo{7t &£

LIELHZ| 23 #el
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B L2

JobName ot

JobStatus ot

S3Uri of

KmsKeyld o

Example :E AF&35t0{ &E M LIELHZ| 2F°

Ad
o

Okl
o

e CtS JSON SE& &H Lt

Ojo

"exportJobProperties": {
"jobId": "your-export-request-id",
"JobName":
"jobStatus":
"submitTime":

"your-export-job",
"SUBMITTED",

"Apr 21, 2023 5:58:02 PM",

Ad404
=o

LIELHZ| o] o|F
2LICt.

OutputDataConfig Z4
Mol U L|Ct LY
2 OO|E{E CIRE
=g 4 HZIURICS]
Amazon S3QILIC},

OutputDataConfig
7o Y= elLc.
Amazon S3 HZI2 &
St ol A8 EIE
AWS KMS 7|ARNS|
iLct

o| 22 FHIR REST API

o
Ea

your-export-
job-name

4

= ¢

o> 0
rot
ro

T fob

Ct.

SUBMITTED |
IN_PROGRESS
| COMPLETED
_WITH_ERRORS |
COMPLETED |
FAILED

s3://D0C-
EXAMPLE-D
ESTINATION-
BUCKET/ EXPORT-
JoB /

arn:aws:k

ms: region-of-
bucket:123456789
012 :key/1234abcd-
12ab-34cd
-56ef-123
4567890ab

LHELHZ| 23 &2
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"endTime": "Apr 21, 2023 6:00:08 PM",
"datastoreId": "your-data-store-id",
"outputDataConfig": {
"s3Configuration": {
"S3Uri": "s3://DOC-EXAMPLE-DESTINATION-BUCKET/EXPORT-JOB",
"KmsKeyId": "arn:aws:kms:region-of-
bucket: 444455556666 :key/1234abcd-12ab-34cd-56ef-1234567890ab" "
}
},

"DataAccessRoleArn": "arn:aws:iam: :444455556666:r0le/your-healthlake-service-role",

LHELHZ| & atz 44
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o{| A O|O|E]l AE 0] AMK|| HealthLake

HOIE 2E 04 AK|= HIS7| HAULICH A E[H &Ef7 ATK S22 HZAELICH Clo[E AE0{=
S AE0{9| 2 E FHIR Cl|O|E{eF 8t 7[&2 QlzetT MHE W7hK| AKX SEfE 7 XITLICH

OOl & QlZ 27} M7=l HealthLake Cl|O|E{ AE0{ & Ef7} AK|EIC 2 BAZG=EL|CE AA| £ O O]
E{ AE0{0]| CHE MI5® ME = DescribeFHIRDataStore 2! ListFHIRDataStores 22 74 &
OF Al23aHOFTE A28 4= QI&LICH 720| X|LHEH AMX|El O|O|E| AE 047} Z1tol| EA|IE|X| S &LICH

CIOIEf AEO0{E HBXMoZ AX|StE{H RLEE stE AFSAL I8 & g
2'240| glue:DeleteDatabase F7+E[0{ R{0{0F FLICt. O] IAM Z2 ZtE|
2 2§ E|X| t&LICtAmazonHealthlLakeFullAccess.

AWS Management Console AWS SDKsE=E AFE35t0{ HIO|E{ AE0{E AKX = A& LICHAWS
CLI.

=H

- OO|E{ AE0{ & X[(EE)

- Olo|EH AE0{ 4%||(AWS SDKs 2! AWS CLI)

o[ AEO0] &fX|(2 &)

242 A85t0{ ClOJE| AE oS ARIsHEIEd CIOIE| A 0] HO|X|olM EIOIE] AE0{E MEtstn
ARIE MEE LI

HealthLake Cl|lO|E{ 2 E0{& 4|5t

1. https://console.aws.amazon.com//healthlake/&l0{| M HealthLake 2&& ILICt.

EFAH ZH(M)2 4L|C}.
O3 ChS O|o|Ef AE0{E MEFHLIC,

o|O|E| 2E04 I|O| X[ M At K|5tEd= CI|O|Ef AE0{ Fof U= SMS MEAFLICH
O oS AXE MERLICH
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https://console.aws.amazon.com/healthlake/home
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ClO|E{ AE 04 A XI(AWS SDKs 2! AWS CLI)

Otz ZE MEZS AI235}0q4 HealthLake O|O|E{ AE0{E AtX|E £ Q)& LICE.

CtS ol KMol =0l A DeleteFHIRDatastore 22 A5l &EdE Eo{FLICI AWS CLI. O]
oNIE Aste{™ AWS CLIE A x|sHoF FL|Ct.

aws healthlake delete-fhir-datastore --datastore-id
'eeb8005725ae22b35b4edbdc68cf2dfd!

=

e

OH
ol

ted CtS 0 22 JSON 852 & Eulct

"DatastoreProperties": {
"DatastoreId": "eeb8005725ae22b35b4edbdc68cf2dfd",
"DatastoreArn": "arn:aws:healthlake:us-west-2:728347309221:datastore/fhir/",
"DatastoreName": "delete-me",
"DatastoreStatus": "ACTIVE",
"CreatedAt": "2022-10-03T10:53:45.020000-07:00",
"DatastoreTypeVersion": "R&4",
"DatastoreEndpoint": "https://healthlake.us-west-2.amazonaws.com/
datastore/5b6e4cd798289a4ab8dad6cl1002dd731/x4/",
"SseConfiguration": {
"KmsEncryptionConfig": {
"CmkType": "AWS_OWNED_KMS_KEY™"

1,
"PreloadDataConfig": {
"PreloadDataType": "SYNTHEA"

Python (boto3)

Python& = AWS SDK Et m}Zt0|E{0|MHE A8 3StE describe_fhir_datastore HIMEE X|
#grLICiDatastoreld.

import boto3

CllolE{ AE 04 AFA|(AWS SDKs 2! AWS CLI) 46
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#Create a Healthlake client
healthlake_client = boto3.client('healthlake')

#Call the describe_fhir_datastore method
data_store_details =

healthlake_client.describe_fhir_datastore(DatastoreId='cdf8f1557e57c543bdc627fb8f12b7fd")

print(data_store_details)
35t python AFMS HherEHLICE,

{'DatastoreProperties': {'Datastoreld': 'cdf8f1557e57c543bdc627fb8f12b7fd",
'DatastoreArn': 'arn:aws:healthlake:us-west-2:728347309221:datastore/fhir/
cdf8f1557e57c543bdc627fb8f12b7fd', 'DatastoreName': '08-24-2022-test-data-
store', 'DatastoreStatus': 'ACTIVE', 'CreatedAt': datetime.datetime(2022,
8, 23, 22, 12, 14, 359000, tzinfo=tzlocal()), 'DatastoreTypeVersion': 'R4',
'DatastoreEndpoint': 'https://healthlake.us-west-2.amazonaws.com/datastore/
cdf8f1557e57c543bdc627fb8f12b7fd/xr4/"', 'SseConfiguration': {'KmsEncryptionConfig':
{'CmkType': 'AWS_OWNED_KMS_KEY'}}, 'PreloadDataConfig': {'PreloadDataType':
'SYNTHEA'}}, 'ResponseMetadata': {'RequestId': 'aef4b268-ad4b-4b57-
bc97-2da956356835"', 'HTTPStatusCode': 200, 'HTTPHeaders': {'date': 'Wed, @5 Oct
2022 01:21:44 GMT', 'content-type': 'application/x-amz-json-1.0', 'content-
length': '547', 'connection': 'keep-alive', 'x-amzn-requestid': 'aef4b268-ad4b-4b57-
bc97-2da956356835'}, 'RetryAttempts': 0}}

&t EHofl & 7l O|&ro| Cl|O|E{ AE0{0f CHEF M| MEE BHetsle48 ListFHIRDatastore

CHS odl A2 AWS CLI Z 0|2 AF23t04 DeleteFHIRDataStore WS AFE&LIC} delete-thir-
datastore APl E= 2&2 AF&5t0{ CIO|H AE0{& &KXE = JU&LICH OI0|E AE0{E A X5t
M C|o|Ef AE0{Q 7|2 Q= Etof Z&E ZE FHIR 2l4AA H{TO| M7HELICEH AXE ClolE AE
o{e} ZHEl 2= HIPAA X|&lof 2t MH|A AX LHol| 2 & ElLct.

aws healthlake delete-fhir-datastore
--datastore-id (Data Store ID)

[

CtS ol X JSON SEOM 2 &= US0| HEH7} “DELETING’Z HHZE|0{ O|O|E| AE 042} SHE ZE
7t AX S| &#QlEhL|ct.
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https://docs.aws.amazon.com/healthlake/latest/APIReference/API_DeleteFHIRDataStore.html
https://docs.aws.amazon.com/healthlake/latest/APIReference/API_DeleteFHIRDataStore.html
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"DatastoreEndpoint": "https://healthlake.us-east-1.amazonaws.com/
datastore/eeb8005725ae22b35b4edbdc68cf2dfd/x4/",
"DatastoreArn": "arn:aws:healthlake:us-east-1:(AWS Account ID):datastore/(Datastore
ID)",
"DatastoreStatus": "DELETING",
"DatastoreId": "(Datastore ID)"

ololE| AE 04 AFK|(AWS SDKs 2! AWS CLI) 48
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HealthLake CI|O|E{ AE0{2t°| FHIR REST API & & &F& Al

(=]

o

Ol A= Fast Healthcare &% 284 El4&4(FHIR) REST API 8% 5&8 AWS HealthLakeAt&3t04
ClOJEf AE012| FHIR 2|24 & #E|5tT AMELICH FHIR REST APl 4% &2 0B £2E049|
Ela20lM 4y, 27|, Yolo|E X AA|(CRUD) &5 2 8& st Ol AHEELITH & FHIRX|H
e A xtd0| 5+ HEE XISt 2 2 GET HealthLake = POST HTTP 8 & At83sto{ St
AM ExtgE 78 2 AsLU

HMetMde 8l FHIR 2lAA 88 HL7 FHIR R4 StructureDefinition 2|AA0] 2t S ElL|C}. &4
HealthLake C|O|E{ AE0{2| FHIRE® 7|52 &2 CI21} URLZ 0|0 metadataZl XIHEIE

GET % &fL|Ct.

GET https://healthlake.region.amazonaws.com/datastore/datastore-id/r4/metadata

435t HealthLake Ci|O|E| AE040f CHEt 200 HTTP 85 T EQ 7|5 HBE &HA ELICH XpAMlE
L& 2 HL7 FHIR R4 ¥ AMCapabilityStatementl| MME FHE M.

CHE Eo=0lM X|5t= FHIR &% 20| L} QP E|o] U&LICH AWS HealthLake.
FHIRO|M X|&5tE &5 Z& AWS HealthLake

FHIR 43 %8 =k

capabilities AlAEf CHEt 7|5 A3 7HX{=7|

batch/tra EHl A5 2F2ofM 2laA EE UOo|E, MM e A
nsaction
R =E HE S

create MH &2 IDE M 2[AA M

search UL ZE| 7|2 7|H o2 ZlAA R HAM

history EY ElaA fol| CiEh HE 7|15 M
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https://hl7.org/fhir/R4/structuredefinition.html
http://hl7.org/fhir/R4/capabilitystatement.html
https://hl7.org/fhir/R4/http.html#capabilities
https://hl7.org/fhir/R4/http.html#transaction
https://hl7.org/fhir/R4/http.html#transaction
https://hl7.org/fhir/R4/http.html#create
https://hl7.org/fhir/R4/http.html#search
https://hl7.org/fhir/R4/http.html#history
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read 2laA0| FHR AEf 17|
history S 2laao et HE 7|5 47|
vread 2lAA0 5 HH AEf 27|
update IDE 2|AA UHIOIE(EE M 2240 F2 M)
delete 2lAaA AN
A

« 0M X|HE|= FHIR 2lA&A 8 AWS HealthLake

- HealthLake D O|E{ AE0{ofl M A8A, 217], AC|0|E L AFK|(CRUD) &HQd 4 &

* FHIR REST API & Al 3}04 HealthLake O|O|E{ AE 04 Z4A4

s FHIR 2lA&A 7|2 217

+ X} $everything FHIR REST API 5fdo 2 & X} H|0|E 71X 27|

+ $exportE Ar&35+04 Cl|O|E| AE 0{0{| A HealthLake CIIO|E{ LHE LK 7|

oM X[ E[= FHIR 2[4 £ AWS HealthLake

Che o0 M X|2d5Hs FHIR R4 2l4&2 S80| LY E|of QI&LICH AWS HealthLake. RHAIEH LIS
H A

o
L7 FHIR R4 dBAQ| E[AA QIEAE FHZotAM 2.

(=}
— =

FHIROM|AM X|25t= R4 2lA&A R HealthLake

HE Detectedlssue LN ES AR
ActivityDefinition A x| Ztol=2{g| PractitionerRole
AdverseEvent DeviceDefinition 4 (Shy;
Allergylntolerance DeviceMetric Lt 53
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https://hl7.org/fhir/R4/http.html#read
https://hl7.org/fhir/R4/http.html#history
https://hl7.org/fhir/R4/http.html#vread
https://hl7.org/fhir/R4/http.html#update
https://hl7.org/fhir/R4/http.html#delete
https://hl7.org/fhir/R4/resourcelist.html
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7| <k oSt PaymentNotice VisionPrescription

ME He ImmunizationEvalua PaymentReconciliat VerificationResult
tion ion

CoveragekEligibilit ImmunizationRecomm  Person

yRequest endation

CoveragekEligibilit InsurancePlan PlanDefinition

yResponse

A FHIR AbF 2 HealthLake

. HP0|L‘I EI HE OperationOutcomeE‘—<I O 2t0|E{Q ZHe 2lAA SEE AF83510{ GET EE=

+ AuditEvent - AuditEvent 2| AAE M5 HLE 212 £ UX|BF LHIO|ESHHLE ANME =&
AgLcH
dreoll= o] 7HX|7F }&LIch RhAMlE 82

- HE . HE @™ E HealthLake & 2[5t
2 A25104 0424 FHIR 2lAA ZtE|

0 o

W
e
—
N
M0
©
e
O

« VerificationResult —O| Z|AA L 202 |0 ME OO|E AE 0404 AMBE

K| pdELct.

HealthLake G| O|E{ AE0{0 A 244, 217, AO|0|E Tl AtA|
(CRUD) &t =&

HlO|E| AE0{E #2l5t1, HIOIEE 7tX 21, CIO|E{E LHE i WIO|E|E AWS Z A2 AL 5K
Ok 47tX| &2 FHIR HTTP U2 A8 35104 HealthLake GIO|E{ AE0{ LHOI M FHIR E|AAE MM
(POST) 217|(GET), Mcllo|E(PUT) & AAM|(DELETE) & LICt. CtE FX|0dHE FHIR REST API AMH|A
= AF& 3104 HealthLake GIO|E{ AE0{0{AM M4, 217], UO|O|E L AX|(CRUD) 242 Agoa_ b
MEELICH HTTP 22I0|MEE S8l S E RS 215 HealthLake APISHAT ME T 4
EMNAE ME5HoF ELICH REAE LIE 22| MY KT 4 ME ZEHAE FHESMQAWS Yt

I'II'
0

_>r_

o 02 T mu
|'>| [K ﬂ||0
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https://docs.aws.amazon.com/general/latest/gr/signature-version-4.html
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« E AIE510q 2|lAA MM POST

« E AI835l0d BlAA 17| GET

E A835l0q 2lAA YHI0|E PUT

« E M350 2|AA AKX DELETE
HES ALE510 02 FHIR 2|44 2|

E MEstod ElaA MH POST

POST ™2 Al235}04 HealthLake O|O|E{ AE0{0{|A Al BIAAE MAEFLICE POST &= id
FEIQ7I ELIC BlAATF 83X o2 MM E|MH HealthLake MEHE 201 MEE HTTP

L2E M3
HEf IEE gHEtErLICE
® Note
DocumentReference ElAA S0 CHE POST 2 E 51H 7|E & E 2 =HE[X| k&
L|Ct CHal 7|1ZE & %bo| ZaHEl Af &2 O|o|E|f AE 040l AWS HealthLake &7}t &tL|Ct.
HealthLake 7} DocumentReference ElA&A K0 Xted0{ Z{ZI(NLP)E ALE5t01 2
gt o|2 HIO|HE F&5t= Yol CiEh REMIE L2 MME FESMRM ElaA R

O| X}@10{ X Z|(NLP)E 7|8t 2 XS 3IE! FHIR DocumentReference ElAA M4 ALE AWS
HealthLake.

Example POST &2 Al&3510{ Patient 2|44 M.

HealthLake C|O|E{ AE 04 POST LS MA35t2{M HIO|E| AE0{Q| JEXQIEE AFR 351D JSON
Y EEZ MIBELICt H0|E| AE0{o| AEZQIEE 3O P{M HealthLake 2£ 2| H|O|E{ AE
0{& Arm{E 7{L} AWS HealthLake APl & X ©| DescribeFHIRDatastore 2f4d& AF&&rL|Ct.

POST Request

POST https://healthlake.your-region.amazonaws.com/datastore/your-datastore-id/r4/
Patient

JSON Request Body

"resourceType": "Patient",

POST 2% 53


https://docs.aws.amazon.com/healthlake/latest/APIReference/API_DescribeFHIRDatastore.html
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"identifier": [ { "system": "urn:o0id:1.2.36.146.595.217.0.1", "value":

"12345" } 1],
"name": [ {
"family": "Silva",
"given": ["Ana", "Carolina"]
} 1,
"gender": "female",
"birthDate": "1992-02-10"

JSON 8%

BHAF 2lAA M2 2015 7] Q5 201 MAEIHTTP AEl 2 =9 CH2 JSON &S 8HA| =lLct.

o o = L=

"resourceType": "Patient",
"identifier": [

{
"system": "urn:o0id:1.2.36.146.595.217.0.1",

"value": "12345"

1,

"name": [

"family": "Silva",
"given": [
IlAnall’
"Carolina"

}
1,

"gender": "female",
"birthDate": "1992-02-10",
"id": "274b408a-1201-4e9f-a621-1df937f1la26d",

"meta": {
"lastUpdated": "2022-06-13T23:31:24.4272"

E AI835t0d 2lAA 217| GET

Ol Mo MHE GET REE A8 38104 # XAt FHIR EIAAE Sl YW E EoiE LI

GET 2%
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Example GET 282 At&35t0f £ Patient 2|44 217,

HealthLake C|O|E{ AE0{ GET L&A MM5l2{™H H|0|E{ AE0{o| AEZQIEE A2 ¢EL|Ct O|0|E
AE0{o AEZQIEE 3O pP{MH HealthLake 2£ 2| H|0|E{ AE0{E AT E 7{L} AWS HealthLake
API &t &= 9| DescribeFHIRDatastore 2912 At 8fL|C}.

Lt 2lAA @%Patientt K58 AHEXIE T EHSHOF B LIC2de04858-bab5-44c1-8afl-
f2fe69a977d9.

GET https://healthlake.your-region.amazonaws.com/datastore/your-datastore-id/r4/
Patient/2de04858-ba65-44cl1-8afl-f2fe69a977d9

JSON 8%

4S5t 200 HTTP &E Z =2 CHS JSON SHE &7 ELICh

"resourceType": "Patient",
"active": true,
"name": [

{

use": "official",
"family": "Doe",
"given": [

"Jane"

use": "usual",
"given": [

IIJanell

1,
"gender": "female",
"birthDate": "1966-09-01",
"meta": {
"lastUpdated": "2020-11-23T06:24:13.2022"
1,
"id": "2de@4858-ba65-44cl1-8afl-f2fe69a977d9"

GET 2% 55
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E M504 2lAA UH|0|E PUT

CHS XM=& PUT AFR5H04 Xl FHIR 2lAA S| &t Xtof CHEH M8 HEE YO|O|ESte &
He Ho{FL|C} Edt of &l MAE|X| ot 2lAA CHE PUT QA6 Z 7| {Z0| MA4=L|Ct.
2lAATH HO0|EE BR0M 200 HTTP &Ef ZEE BHEHSHHLE Mf ElAATF HEE B2 201
HTTP &Ef ZEE BIEHSIE S Q& ELICH
® Note
DocumentReference 2lAA Q&0 CHaH PUT LA 5tH 7|&E &&0| £8E|X| et&L|Ct Cf

A 7|E EEo| ZEE M EEE O|o|Ef AE0{0]l AWS HealthLake F7}&FL|CH. HealthLake
7} DocumentReference El&A RE0|M Xt240{ X{Z2|(NLP)E AtE35t0{ L8 o|= O 0]
EHE F&5tc Yol CHet REMIEH LI 2 MME FH XM El4A R ol Xtedof XE|
(NLP)E 7|8to 2 XIS 3HEl FHIR DocumentReference 2lAA M AHE AWS HealthLake.

Example PUT 282 At&35t04 Patient 2l&A R YO|0|E

PUT 2% g & W= HlolEf 2AE0{9| A= ZQIE, AL[0|ESIEE 2lAhA |0 0|5, AlHAt &

PUTE AFS3H0] M BIAAE MAsHE 72 MBE AMRE ALS5t0f M 2lAAE M4BT
PUT Request

PUT L™9| oAl ++=:

ol
rot

o
T

PUT https://healthlake.your-region.amazonaws.com/datastore/your-datastore-id/r4/
Patient/2de@4858-ba65-44c1-8afl-f2fe69a977d9

JSON Request Body

XEE 2xt 2laa g Yolo|EstE ol AHE = oA JSON =& LC.

{
"id": "2de@4858-bab5-44cl1-8afl-f2fe69a977d9",
"resourceType": "Patient",
"active": true,
"name": [
{

PUT 23 56
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"use": "official",
"family": "Doe",

"given": [
"Jane"
]
.
{
"use": "usual",
"given": [
"Jane"
]
}
1,

"gender": "female",
"birthDate": "1985-12-31"

5t7| 95 CS JSON HIA|X|7F E A|EL|CE.

"id": "2de04858-ba65-44cl1-8afl-f2fe69a977d9",
"resourceType": "Patient",
"active": true,
"name": [{
"use": "official",
"family": "Doe",

"given": [
"Jane"
]

.

{
"use": "usual",
"given": [
"Jane"
]

}

1,

"gender": "female",
"birthDate": "1985-12-31",
"meta": {
"lastUpdated": "2020-11-23T06:43:45.133Z"

PUT 28
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}
}
Z7HE ddo|E
ZHE UOO|EE AHE85I™ =2|% ID7} ot | UL Aled AM F|Zof 2 7|E 2lAAE LO|o|EE
= & LICH MH7to| AC|o|EE *EI5tH0| 2%of CHE B =2[X IDE 1235tV fI5H Elaa R
goj et E& AM 7[s2 Ar835to] Mg =~ gLct.
O] &fdo| =¥E|= &rd2 wWHE x| &= o et Eat & Lot
- UX| Q2 QH EBH MBS E ID RS AHH7I Bl AAE MAHELICH
- UX| &= IF, MSE ID L 2|AATLHIDR B of R EXHSHK| &t F: MHE 4% &8 HO|0|E
2 435 2 MYS ®Melguct
« Ux| &5 g2, ID MBS 2 o|O| ERH: M7 409 Conflict 27 &7 AClo|EE HEELICH
o UX = 174, 2lAaA ID7F MSBEIX| &2 OR(E|AA ID7F MBS E|lD AME 2|AAQF UX|E: HH
= 2ot Zo| xlsts 2lacof CHa YHIO|EE s=-ELICH 0{7|M ElAATF HCI|0|EE B A
H=8 SHALL ghetgfLIct200 oK.
 StLto| X, 2lAA ID7F MBEIRR|BH L 7dEl 2| A A UX|SHK| & F: Mu{7t EE2I0[E ID AFY
O 7h:=.‘ Xo|Ho| EXM7F USE LIEFLHE 409 Conflict 7 E gHetetLICH OperationOutcome
- 0424 Yx| &=: MEH7} 412 Precondition Failed 22t0|1E Q| 7|&0| 72 % 0|H

OperationOutcome

Example - O|§ 0| peterO| 1 MIA 0| 20004 1 120|H &S 7+ 123456789021 BHAF 2L A
E dolo|EgfLct.

PUT https://healthlake.your-region.amazonaws.com/datastore/your-datastore-id/r4/
Patient?name=peter&birthdate=2000-01-01&phone=1234567890

E ME35l0{ 2|AA AKX DELETE
HealthLake Cl|O|E{ 2AE0{0{|M E|&AE AMA|SHE{™ DELETE HTTP &2 ok & LCt.
Example DELETE 2 & AI835l01 £ Patient ZlAA & AbA|

DELETE R E Y/ dsl2{H Clo|E AE0{9| A=EXQIEE ASELICH H|O|Ef AE0{2| A= Z QI
EE 3o 740 HealthLake 2£ 2| H|O|E{ AEO % At EH 7{L} AWS HealthLake APl & ZX0f /=
DescribeFHIRDatastore 242 Al 8tL|Ct.

DELETE 23 58


https://docs.aws.amazon.com/healthlake/latest/APIReference/API_DescribeFHIRDatastore.html

AWS HealthLake FHEERE FLHA

alas R8I Q2

rot

AR Zefslok gfLICH

DELETE https://healthlake.your-region.amazonaws.com/datastore/your-datastoxre-id/r4/
Patient/2de04858-ba65-44c1-8afl-f2fe69a977d9

HTTP S&

MB5HH E|AATIH 0|4 HIO|E AE040d Q1SS &Ql5t= 204 HTTP &E I =E 9HA FEL|Ch 4t
M 30| AlulfstH DELETE 70| Aluf$t O|RE LIEILEE= 400 AI2[= HTTP 4B I =EE 8HA ElL
Ct.

HE S AH838H04 0481 FHIR 244 22

HL7 FHIR R4 Al 0l HE 2 BH&35| 2lAA 22 2lLICHE FHIR REST APl %0 HHE Z|AA R

2 MMstT HE ETHME AI25104 EHY FHIR REST APl %0 A 042 CRUD 22 £3ligt

= UL = HealthLake X P ELICH HE ERTMO|ME batch FHIR REST API 2 E0lA{et Z 0| &

£ s8¢ x|HslofF gLCt.

DE HE &0l 95l 7|EELICH AWS CloudTrail. CloudTrail 2F &7HE A5t o] CHst X}

Mgt L2 MME HealthLakeZ = 5tMIRAWS CloudTrail2 AF2 35104 AWS HealthLake APl 35

71

2.

HL7 FHIR R4 2|AA (25

o MA| AP E 2/o2{MH FHIR dEAM QHAQ| E[AA R HEES HXFAHL.
« E M2 HIX| 435 20 CHEF XHMIEH LI FHIR ME A IHlA 0| FHIR RESTE A28t Hi |
MS H2E APIETESIMI2. FHIR REST API

otef MMoM=E M 1S ElaLE A5t HLE HAME S ALE5t0d Bl AL E THEXH S 2 *E
Q% 4

57| €/8l FHIR REST API

A HealthLake 2%, AWS CLI% 7Fo| X
HealthLake 2&2 Q0| HE 2[4 RFO0| X|HE HE RS ALt x[AELT

FHIRRESTAPIURL.

fin
0]
0t
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https://hl7.org/fhir/R4/Bundle.html
https://hl7.org/fhir/R4/http.html#transaction
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FHIR HES AI83104 042 CRUD 2 =&

Ao 2lAA REO| X|HE|X| &f2 Z2 URL FHIR REST APl 232 71 H|0|Ef AE0{ ERHAHM
o= FE EMELICE JSON E20| MBE ZF CRUD 20| W1 S HTTP HEf I =7} ghet
ZElL|Ch = HE 8 E HealthLake X| ¥ & LICtbatch.

e FHIR REST API 270{| A 0i2{ CRUD % +=dstciH CIZ 2 s~ LICH

C}g 222 HE oMo ARE|S FHIRREST API % E20| &l 28 BoiELc ®A o8
222 042 CRUD &0 ZFE HE QF MMS HAFML

1. POST 280l E|A4 f¥E XIHsX| oM A2,

POST https://healthlake.your-region.amazonaws.com/datastore/youxr-datastore-id/r4/

2. 2 ER0M HE REE 2 XIFEELICE "type": "batch"

3. X ER0|M resource 7|2 A|ESI= ZH CRUD &% 220 Cist 2|AAH HI0O|E{E X|&EhL

4. Zt CRUD &2 Cl31 20| 2™ EFrequestdM 2 X|HE LICEH

{
"request" : {
"method" : "HTTP-VERB",
"url™ : "FHIR-RESOURCE-TYPE-URL"
}
}

JSON SEIM 230 x|ZE ZF CRUD %ol Cier HTTP &Eil ZEE 7FMHSLICh

£ 9| M|&F HealthLake ¢ x|0ofl CHEE XEAM|SH LR 2 MME R SHMRAWS HealthLake @I = 32 QI
m]

HE2F 60
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Example - 032] CRUD 20| Z&E HE @3 44,

m
wn
_|
>
Y
0]
(0
o
Q'I_l
At
e
i
o
m

>.
H
9_
m
1

Ab& 3104

WS HealthLake APl £ X 2| DescribeFHIRDatastore &f

A
g 32 + A&Lch

HealthLake 2£ 2| O|0|E{ AE 040l A EE
o2 Al235l04 O|O|E{ AE0{9o| Q= Z Ol

POST Request

GlolE] AE0{o| A= ZOIEE AL 50 POST QEEILICH O} ©0l JSON 2H BE
QM B0 W4 QA4S sHolgL

fjo

A&

tod

ol

POST https://healthlake.your-region.amazonaws.com/datastore/youxr-datastore-id/r4/
JSON Request Body

4|O|E{ 2t Bf7H| CHS 71:2k To{E XS

H 2F50M 71 CRUD 7o CHst CHE FHI HE
Y E HZIJSON RE 2ES EoiELt F

R
FEfLICEH X B oxllE ERE RAE TZ EA
O X

| o M= A JSON 28 258 EoiELCH

2k

"resourceType": "Bundle",
"id": "bundle-batch-operation",
"meta": {
"lastUpdated": "2014-08-18TQ1:43:30Z"
I
"type": "batch", ## Required
"entry": [
{
## CRUD Transaction - 1
"resource": {
"resourceType": "Patient",
I
"request": { ## Required
"method": "POST",
"url": "Patient"
}
},
{

## CRUD Transaction - 2

|-II
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"resource": {
"resourceType": "Medication",

I
"request": { ## Required

"method": "POST",
"url": "Medication"

A od| M| Lt

]
)
TS S

>

Ct=22 M Patient & Medication 2|4

{
"resourceType": "Bundle",
"id": "bundle-transaction",

"meta": {
"2014-08-18T0Q1:43:30Z2"

"lastUpdated":

1,
: "batch",

"type":
"entry": [
{
"resource": {
"resourceType": "Patient",
"meta": {
"lastUpdated": "2022-06-03T17:53:36.724Z"
.
"text": {
"status": '"generated",
"div": "Some narrative"
.
"active": true,
"name": [
{
"use": "official",
"family": "Jackson",
"given": [
"Mateo",
"James"
]
}
1,
HE 2F 62
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"gender": "male",
"birthDate": "1974-12-25"
},
"request": {
"method": "POST",
"url": "Patient"
}
I
{

"resource": {
"resourceType": "Medication",
"id": "med@310",
"contained": [

{
"resourceType": "Substance",
"id": "sub@3",
"code": {
"coding": [
{
"system": "http://snomed.info/sct",
"code": "55452001",
"display": "Oxycodone (substance)"
}
]
}
}
1,
"code": {
"coding": [
{
"system": "http://snomed.info/sct",
"code": "430127000",
"display": "Oral Form Oxycodone (product)"
}
]
I
"form": {
"coding": [
{
"system": "http://snomed.info/sct",
"code": "385055001",
"display": "Tablet dose form (qualifier value)"
}
]
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},

"ingredient": [
{

"itemReference": {
"reference": "#sub@3"

.
"strength": {
"numerator": {

"value": 5,
"system": "http://unitsofmeasure.org",

Ilcodell: Ilmgll

1,
"denominator": {

"value": 1,

"system": "http://terminology.hl7.org/CodeSystem/v3-

orderableDrugForm",

"code": "TAB"

]
1,
"request": {

"method": "POST",
"Medication

"url":

JSON 8%

x| HE EZME Mo X|HE 2|AAQ| =t
HTTP &E I EE 7}X{SL|C}. CRUD Z¢j0| Alu{stH
2|Z HTTP HEN7} E A|IEILICE.

ko

=

of CHal 201 MM =

£ LIEtLHE 400 Al

{
"resourceType": "Bundle",
"type": "batch-response",

"timestamp": "2022-06-15T01:31:34.300+00:00",
"entry": [
{
HE 2F 64
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"response": {
"status": "201",
"location": "Patient/fd68ce38-ba30-4459-9eeb-476ad9f4f4ca”,
"lastModified": "2022-06-15T01:31:34.180+00:00"

}
.
{
"response": {
"status": "201",
"location": "Medication/5bf3b8cc-4076-4219-abal-e2c53d7916f4",
"lastModified": "2022-06-15T01:31:34.180+00:00"
}
}
]
}
ZIAAE HE B|lAA REOZE IES
MHE Elas FES H43524™ FHIR REST API 2%0{ BundleE XIH5tn &M O &ststed= 2
A2ATL ZEE 28 JSON 2E22 AMS3Hok & Lct.

ol HEO| X|HE|/™ JSON 2% EE 2| URLLHE 0| HealthLake HIO|E| AE0{0f Q= ZCHZE X
FEILICH 2k 7HE 2lAA f80i CH3 CRUD A2 +3E &= Qi&LICH o] f8ol HEME &
i 2|44 ID7F EFE UL 2l&aAE Qe IR MEEEE HE Z|4a4A 0 XMEHE 71E 2
ofl CH3H GET 2= POST g & £+ giaLch

0x o

o

B
|>

(® Note
HL7 FHIRR4 At 2 I8, 78 A S 52 AE5}0d EI_+_ £ JE3tste R/ x|dgfct
O[2HE 2las REE dY x| ef&Lict.
A8 AL8stod 7HE 2laA§ ZhE[ZLIcH maw olaﬁ Elas R8S
AE T

I%ZII-I_ 7HI:|=| El/\

CHAl Reference
AHE5HHE 2|AA LYo

Bundle EI/\ o312 MASE{HE POST Q80| 2|AA £ X|MstD Z&s5ieds Z|AAE JSON
BHst=E HNS3HoF &LCt.

Example - POST XS AI2510 HHE B|AA MM

bundle 2|&AE HYstedH ChE S S ELICH

i

ed 65
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1. Ct23} Z 0| FHIR REST APl 2% o| FA|Z X|F&LCt.

POST https://healthlake.your-region.amazonaws.com/datastore/your-

datastore-id/r4/Bundle
2. 8 1 ESE E|AAE X|H5t= JSON EE22 M3 ELICH o] oMol ME 5 7He| B X} 2|AAE

&8t LICH

"resourceType": "Bundle",
"id": "bundle-transaction",

"meta": {

"lastUpdated": "2018-03-11T11:22:16Z"

iy

"type": "document",

"entry": [
{

"resource": {
"resourceType": "Patient",
"name": [

{
"family": "Smith",

"given": [
"Jane"

}
]I

"gender": "female",
"address": [

{
"line": [
"123 Main St."
1,
"city": "Anycity",
"state": "Any State",
"postalCode": "12345"

}
iy
{

"resource": {
"resourceType": "Patient",

"name": [

66
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{
"family": "Jackson",
"given": [
"Mateo"
]
}
1,
"gender": "male",
"address": [
{
"line": [
"1234 Main St."
1,
"city": "Anycity",
"state": "Any State",
"postalCode": "12345"
}
]

FHIR REST API 242 Al 8735104 HealthLake O|O|E{ AE 04 Z4AH

HealthLake = FHIR E& 2| 28 2 X2 = REST API 212 Al25t0{ O|0|E|{ AE0{ HME x|gt
LICt. o] Mo = o] 7HX| 2l&A FEof CHaH GET & POST 2F2

3! = 4 g T
A& LICH
(@ Note
7HRl Al HE((PI) EEE 23 CHA 42 HE(PHI)7F ZEHE #2[0] B POST 2HE AFE36t
£ 730 Z&LICE POST LHEAM PI 2 PHIE @ EEO| YR Z FIIE|H ME ol &3

stELICH

r

|45t R |2t 5+2| EE Ot HealthLake K| EFLICH XEAIEH LHE
| b

— © = [
#ste 15 #H4 Theb 0B HealthLake TH2IE &

X
2 Xl dM oetolH 8 2 oM X A ZstMR.

—

FHIR REST API 2 & AL 35104 HIO|E{ AE0{E HMEFLICE.
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- K=l A metolE

=0
oo

« oM X|¥ete 12 HM nl2l0|E| HealthLake

_include

_revinclude

s _summary
_elements

_total

e« sort

_count

Chaining and Reverse Chaining(_has)

- XEEls dM "R

- XEls M H[W Y|

« oM X|HE|X| ot= A M nt2t0|E{ HealthLake
POST 0K 2 Z4A4
GET o{N|2 ZdAd

ChS 2olE0iM X|HEls A4 oietole R0l Liet U&LICH HealthLake.

XpEle M o2tole R

A 1} 2tO|E MH
_id 2| A A ID(RA OFEURL)
_lastUpdated 0K o 2 AUO[o|EEl IMLICH MBEol=

BH G ol cet RiF ol AU&LICH.

_Ef3 B|AA EfI2 Z4AEHL|C).

_profile T2 L2 BTt XIHE 2 E ElAAE HME
L|CF.

_Hot o| 2lAA0 MEE HOot o822 ZHAEL|CH.

Xl AM o2tole /8 68
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AM mgholH A

AA 2lAAS| EXE HMELICH

HAE ElaA0| MeS HAMELICH

createdAt AR XE =& -0l M ZAME L ClereatedAt.
® Note

Ct2 AM mEt0|E{= 2023 122 9 o= of| M=l O|o|E{ AE0{of| CHaHAEh X[ &ElL|Ct
_security, _source, _text, createdAt.

ChE E= XIHE 2las Yo CHsl X|HEE lo|lEH 32 7oz 2| EXIE2 +=-dt= YE 9|
0 & Ho{ELICH HeH2 25l oA Qo| E+ EXte= QIZEE[X| A &LICH #HEIE HS™MezE +
dsted™ 22| EAtE 0| 2HIEAH I Y E[RA=K] B Qg LCE.
I 2t0|e |38 4 Mg AL 1PN
=Kt XHE E|lAAM <A} 4/ 2 [parameter]=100
AMgtLict 58 X7}t &
&H=|1|C}. [parameter]=1e2
o5 xtala ofxlg| 02 A< [parameter]=1t100
st A miekole gkodl et
of T R&L|Ct

=t xt/DateTime Ed 9 E= AlZtE AE [parameter]=eq2013
LICt ofl & FAI2 yyyy-mm- -01-14
ddThh:mm:ss[Z]| (+]|-)
hh:mm] OIX|ot CHE £ Ql& [parameter]=gt2013
|—|E—|’. -01-14T10:00

[parameter]=ne2013
H| -01-14

date, , dateTlme al
ClO|E EAlg 5

|I°l'

Xl dM oetole /Y 69
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o2t0|Ee &

String

o 54
BIR=]

74 AH

[

=

NS AL

CtinstantPeriodTiming.
ZAMoi M o|z4Et |olH /&
2 MEstE Yol CHEr Kt
gt LIS FHIR A A] 2l
AQ| Lt E EXFIML.

T
>

k=L

MFALE 518

E Lot
Xt =

74
=

o 2Xt Al
.

> B
mu Ho

I_I OII

(L
L

2z
o -

i &

HumanName 2! Address &
EHE 25 X|HELICH REAMIEE
LHE2 FHIR B A QI=H A Q|

HumanName O|O|E{ & 4! &

Al
S 1t Address CIlO[E{ 84 &

S22 FXSM L.

g AM2 itext =HAE

A&stod x| HELICH

|

st Mol o|g I = Zt1 H
o1 EXAo] CHEH UXIE
&FL|C} close-to-exact.

oY kI OM
1z ob op

CHAEA FE2 ZEIE 4
—I- [[H A|'9-E|_ = Al/\E-IIO-"
AZELICHAH| 7|8 fE|l=
CHAZEXR F210F 2EE =X

E E£0/l=d =30/ E =+ '%
LIEI. EI=12|'A-|° _<|3_|°H |7|. ol3
SE|X| ik &LICE.

ol Al

[base]/Patient?giv
en=eve

[base]/Patient?giv
en:contains=eve

[parameter]=[syste
m] | [code] :047]of

M[system]&=
Xt R =TT

[e]
-

4, =c
Ic e

E

o uT o
Y F
i

r

[parameter]=[code] : 04
70 32 I E F= AlA

[= R
2o U x| LCH
[parameter]=|[code]
0{7|0 M 22 I =9t AUK|
StH A|AE] S0l AR}

7t & LICE.

_=|’_E'I Al/\E-IIQ
= x4 A|AE] LHoJ A
£ [code] & X

RIHEE A4 HetE 7 8

70


https://www.hl7.org/fhir/search.html#date
https://www.hl7.org/fhir/datatypes.html#HumanName
https://www.hl7.org/fhir/datatypes.html#Address

AWS HealthLake

THERE QLA

netalE fE A4
=St

1 H

+3

GRILIPN

NS AL

=-HxtH$ &, S AL 5104
Etel 2|AA 3 LHofA oi
It2HO|EE AMELICE

Hluw HFAH=E {8 ELIcH

Pal
>
[>
m
by YO
e ¥
iy o1
M
i
N
|0
Hu

rir

_0'|:

r

1

lo 1 4o px MH
ol

+
o]
El

sl
In

> = T rr
Jm

ol Mo >-
mo o w g

ou yo T
0ok

1 I
°

Hu

ok

r

1
e o
il
4 =0
o

chen zto| JHME 22
AEErLICt [paramete
r]=[prefix][number
1| [system]|[code]

CI2 2|AA0| CHEH 2 ZE A
MsFL|CE

ol Al

/Patient?language=
FR,NL&language=EN

Observation?compon
ent-code-value-qua
ntity=http://loinc
.0rg|8480-6%1t60

[base]/Group?chara
cteristic-value=ge
nder$mixed

[base]/Observation
?value-quantity=5.
4|http://unitsofme
asure.org|mg

[base]/Observation
?value-quantity=5.
4|http://unitsofme
asure.org|mg

[base]/Observation
?value-quantity=5.
4|http://unitsofme
asure.org|mg

[base]/Observation
?value-quantity=le
5.4|http://unitsof
measure.org|mg

[base]/Observation?
subject=Patient/23

test

RIHEE A4 HetE 7 8
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https://www.hl7.org/fhir/datatypes.html#Quantity
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I2t0|e |8 M M5 AHE PN
URI 84 228 HESHA AR [base]/ValueSet?ur
St 2AIEE dMgLct. l=http://acme.org/
fhir/ValueSet/123
£ E% 9|2 NLP &%& g 7|82
2 AMer|ct

oM X|2et= 1= A4 metO0|E HealthLake

HealthLake = Ct5 2t Z2 T2 AM miet0|HE KIRELICH

Al M of| M| 718
_includc M Ho F7} 2[AAE 8 Encounter
Bt & st ol A EH ?_include
LICE CH& 2lAA QIARIAON  =Encounte
M EZStE 2lAAE BHErE r:subject
LIC}.
_revinc. M Ho| FI} 2[AAE 8 Patient?_
de ot & st o AHEE id= patient-
LICt 7|2 2|AA QIAEIAE  jdentifier
HZx5e 2lAAE dhErEiL & revincl
Ct. ude=Encou
nter:patient
_summar' 24 AL&3t0q BlaA9| 5 Patient?_ XHEl= 29F utetolE
?EEE ¥ = JA&LICt. summary=text = _summary=true ,
_summary=false |,
_summary=text , L]
C}_summary=data .
_elemen ZAM ZAntoiM E|AA0| USR Patient?_
ZHEE EHQAMEE R elements=
Hefct

oM X|5t= 12 A 120/ HealthLake 72
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04 %] A4 O
[N ) = O
_total ZAM miztolE{Qt Lx|stE 2
LA B HHEELICH
_sort X2 AEE SEE M85
of PiEtEl M ZHuto| Mad =
ME XIFELCE - HF A=
2HE2 FRE S§o ZEH
H AEo| AASE = e W
2lXl=2 LEHHLICH
_count M HEO| HO|X|T grEtE|
= 2lAaA 8 FNo{gLCt.
chainini &ZE Z|AAO| QA HM
gLich = AdE HME #E
E2laAa Lol A2 | ME
gt
reverse CIAAE HZSE 2lAA R
chaininc &8 7[HIO 2 2|AAE HAM
(_has) &uUCh.
_include
AM 22|_included|ME AFRSHH X|HE
ALE35l0{ o2 HAAE E|AAE ZHEHELIC

of Al
identifie
r,active,
link

Patient?_
total=acc
urate

Observati
on?_sort=
status, -date

Patient?_
count=100

Diagnosti
cReport?s
ubject:Pa
tient.nam
e=peter

Patient?_
has:0bser
vation:pa
tient:cod
e=1234-5

_total=accurate ,E X|

7|

olr

_?—I__I

gfLICt_total=none .

s8o| 2 Hed HHE K|
&t LICINumber, String,
Quantity, Token, URI,
Reference . H& 7|&
Date 2023 12& 9 O|F
of M+E H|o|E{ AE0{0f CH
S B X[ ELCt =[cH 57H2]
MEH =g X|pELCt

o=

%|cH HO|X| 2 7|= 100 L
C}.

._include&

oM X|dstE 12 A mteto|E HealthLake
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Example -2 _include AF835t0{ X EE= 7|& FIES w2 #X a5 3 op{H

FIE F=olM 7|2l € X|H5tE Condition 2lAA FES AME CHS SHY TlEtsubject ol & dhet
SIE2 _include X|HSIEE A2 ELICE Condition ElAA SEEO|M &AL B AA RE EE I8

BlAA RS subject LIEFHLICH

BEr G2 2ol odlHel = EAte QUIYEIX| AAELICH HEIE Moo= s&5te{H 2l Xt

Ho| 2HIEA IZE IR =K] = IF L Ct.

GET https://healthlake.your-region.amazonaws.com/datastore/your-datastore-id/r4/
Condition?code=49727002&_include=Condition:subject

_revinclude

Example - _revinclude& AtE35t0{ £ EAiet HAE #rdd &8 & 2E 2[4as RS X8 sttd
o

Ol Mg sstE{™ M _id A mtZtO|E{ol| A|=ERHE X|Z&Patientstod 7HE!
ofF &LICt 2H CI] 7 X Encounter:patient LE AFE35104 £7} FHIR 2lAA
ClObservation:patient.

gHdeg Qo dxel &+ EXtE LRI EIX| fA&LICH FEE d3Hez +AstedH e 24t
Ol 2HI=2H| AR E[RA=K] H LI

e oF

GET https://healthlake.your-region.amazonaws.com/datastore/your-datastore-id/r4/
Patient?_id=patient-
identifier&_revinclude=Encounter:patient&_revinclude=0Observation:patient

_summary

AM 2UZ|_summarylME A2 5HH AL RE7E FHIR 2lAA 0| 5t Rgte 2 ME £ laLct .k
Zt & stLE =& & Q&LICHrue, text, data, false.ClE BE ZI2 55X o2 W
2 ®2lELct. gHetE 2|AAE metattag' SUBSETTED ' 0 2 EA|Z|0 B|AAT} E2tME S LIEFH

LICH.

« true: 2|AA9| 7|82 HO|o|M 'summary(2)'E EAIE X|HEl= ZE QA E vretLICH

oM X|5t= 12 A 120/ HealthLake 74
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. text:'HAE' id, HEF QAL ubest D £|AbQ| B4 @ ADF BHEHSHL|C}
- data: 'HIAE' QAE XQIft RE RES HHeteiLIC

« false: ElAA(E)e 2E BE Hi#t

Bt M @ Mol ME _include & _revinclude A mZt0|E{QF ZEHE & _summary=text

HA&LCH

Example - Cl|O|E{ 2 E0{0{| A &R} E[AAQ|“HIAE” QA E JIX{ZLICEH

fol

GET https://healthlake.your-region.amazonaws.com/datastore/your-datastore-id/r4/

Patient?_summary=text

_elements

(o)

AM Z|E[_elementsOHIME AIE5IE £ FHIR 2|A4A QA E T £ JU&LICH HHEHE 2l

£ meta.tag' SUBSETTED' 0| 2 EA|Z|0] B|AAT} EtME S LIEFALICH

>

_elements IZI2tO|EHE E|lAAQS| £

Eo=2 THELICH LUEE 2

TEOM Holgl 240 Zo| HER FEE VIE 24
= 3

- — —
82 MHE aid 248 FAlet

FEIL|ICH elements Lt2t0O|E] Ztol 2 2E @A X

S
0 EHr A RES QAE HHEHELICH

o o
i o

_elements= ZEE 2laA (@M 2ETL QI BHEHE 2|aA)0|le MBE|X| et&LICtinclude.

Bt HM Q HOIME=EE _summary A4 TietO0|EF ZAEE = _elements Q& LICH

Example — HealthLake G| O|E{ AE 0{0{| M Bt X} 2L A Q| “AlMEX} “gH " “BlT” QAE 7S L C.

GET https://healthlake.youxr-region.amazonaws.com/datastore/your-datastore-id/r4/
Patient?_elements=identifier,active,link

_total

AM ZZ|_totaldME AHS5HH QY E AM mtetO|E{et YR[sHes Blaa =7t HHt
ElLICt HealthLake = A SH 2|0l YUX[5t= ElAAEM ZETt Q1 BHEHE 2|4

_totalE accurate, none It2tO|E 42 X[HELICH _total=estimate= XIHEIX| et&LICt
CIE 2E 242 R&E35X| A2 NWo 2 XME|'EULCt _totale Z&E 2lAAAM ZET} Q1 BHEHE 2

AA)O| M E|X| &f&LICHinclude.

oM X|dstE 12 A mteto|E HealthLake
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Example - CIO|E{ AE0{2| & & Xt 2l =& 7S LICH

GET https://healthlake.youxr-region.amazonaws.com/datastore/your-datastore-id/r4/

Patient?_total=accurate

sort
AM 2| _sorttME AFE5HH 27t EH & M2 HHEELICH Zots ¢Z2 FREE HE 73 =
E2 M =92 HHEELICH HE &2 K58 4M mtetO|E{oqoF & LICH CHE 2 22 |55t
Xl 2 Ao 2 XMeE|ELct

Ch 444 3ol M 2T 5702l T 74 ThatnlElE AL =
S50l UElieg EAY + YaLith MHE JlEtoz oBfeoz BuEUL,

Xl 8 M o2tole 882 QLICNumber, String, Date, Quantity, Token,
URI, Reference. ZM mietO/E7t EHE QLA E & ZTdt= A<0| AM miat0lE = HEo| XL
x| et&LICt o & E01, 2l -.‘?r%é_cll '0|E'0ofl CHet A & XH= HumanName G| O|E{ & Al0| S - =

WO B ZtF&|= Patient.name 248 LIEHELICH [H2tA '0|§'E 7IES R BtAt B AAE HHS=
R Kl=lx| ef&Lct

e}

Example - O|O|E{ AE0{0| M &R} E|AAE 7HMD HAHUS 7|ELE QE =2 E HEFL

Ct.

GET https://healthlake.your-region.amazonaws.com/datastore/your-datastore-id/r4/
Patient?_sort=birthdate
_count

ut2t0|E{_countE Bt m|O|X|0f A BFEtSHOF ot = 244 =0i CHE M XIH2 2 HolF LI
| Hio|X| 27| 100Ut 1002 L 2 212 R ESHX| f&LICH _count=0& X|IEZIX| St&L
CH.

Example — A} ElAAE AMS D AM I 0|X| 27|82 252 MHELICH

GET https://healthlake.your-region.amazonaws.com/datastore/your-datastore-id/r4/
Patient?_count=25
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Chaining and Reverse Chaining(_has)

O Ml & ElHA M2 &% HAE HIOIHE o EE2X0|T HHYEsSHH UE = U= YHS FHIR
MEst2z ofe] B ol 2|7t ER2stK| ofom JHEAtet AFEX7L C|O|E AME o HElstAH & =+
A&LICH.

AMFH £=Z0] 10074 O|Ate] AW E

Ht2t 5= 3 HealthLake = 4xx2 EHetstod O|O|E{ AE 047} 21
2Er|o] 042 H 0| x| O 0] &t L]

o
{5t x| ot =5 25 gfLict

ox M

Example - 242 - Xl 0|F 0| Z|E{2l tXHE DiagnosticReport &=

= 25

ot

=2 JtMELh

OII

GET https://healthlake.your-region.amazonaws.com/datastore/your-datastore-id/r4/
DiagnosticReport?subject:Patient.name=peter

Example - Y& A4 - & A JKL7] - stLt Ol&f of BHE oM B At B[ AAE A ZELICH 0
7IM 2E o == 12340| 1 gHA2 A AM miEt0lE{ef B At ElAAE FHZELICH

Pal
U]
>

GET https://healthlake.your-region.amazonaws.com/datastore/your-datastore-id/r4/
Patient?_has:0bservation:patient:code=1234
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oM X E[X| &= A4 mt2tO0|E HealthLake

XHzle A4 oetolEe] MA §52 FHIR A mfetilE BX[AEEE M ASHMIL. HealthLake El
O|=0f LI¥E et O/EE Mgt 2E AA m2t0|EE K| e c

K|H=lx| ot= AM o2k 0lE

Consent-source-reference

HE M A|K| Hef At
HE /3 Resource-content
HE ElQABRNT 2lAA AZ|

POST O X2 ZHAH

POST 212 S8l HealthLake GIOJEf AE 018 ZME 4 Q&LICH URI TE 2% 220l A2l 1t
BHOIEIE MBE 4 UXIZ Y F0IM S O AL 45 giaLic

ol FAo| ofiMl= 2 AHHIE WS LICH.

(® Note
0Ol Aldd ME(PI) EEE B35 4 747 HE(PHI)7F Z&E 2|2 B POST 2HE AIE36t
= Zd0| Z4LICE POST LB PIl EE= PHIE Q3 ER0| UEZ FIIEH XS o &5

shELICH

POST Y B0l meto|EE A85to] e =& §|H2| Content-Type: application/x-
www-form-urlencoded Y82 AMSELICEH

ol FHMME CHE 2lAL FEE ALE5I0{ POSTE AMstE Yol o & MSELICH

« Age: Age=0lM HolEl ElaA RHEO| OI-L—|L.|L'_|-FHIR CHAI Q232 BHR} BlAA 9310 o= E ZHR
ELCH &4 A £ o8 Helol| wek 2x 252 AMste{HE AL & LICHhe section called
‘KHE[= AM Hw 7" REMEH L2 FHIR 23 -I PIHA O E|AA R EHALE RESHAML.
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https://hl7.org/fhir/R4/searchparameter-registry.html
https://hl7.org/fhir/R4/patient.html
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CHS S AFS 504 Patient B4 4 S&0l CHEH POSTY ¥ 2444 &8 £ &BHLICH 0 A2 eq
244 HIT 7| AFS 504 19974A0]] Efo{Lt JHOlS ZiAustL It

QEURLY 2H 2E& X|YsloF &LICH CHE2 2389 o ILICHURL.

HO

POST https://healthlake.your-region.amazonaws.com/datastore/your-datastore-id/r4/
Patient/_search
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https://hl7.org/fhir/R4/condition.html
https://hl7.org/fhir/R4/documentreference.html
https://hl7.org/fhir/R4/location.html
https://hl7.org/fhir/R4/observation.html
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JSON 8%

MB35 200 HTTP S& T EQF RASH JSON SE S gHA Eluct.

Condition
CIS & AF835104 Condition ElAA REE POST @A™ EL|Ct O] HAM2 HealthLake CIO|E{ AE
o{0M o|& F =7} ZEE x|IE FH&LICH72892002.
SHEURLI X EE S X|HsloF gfLICH CIS2 239 o &L|CHURL.

POST https://healthlake.your-region.amazonaws.com/datastore/your-datastore-id/r4/
Condition/_search

AMsiedis olg ZEE X[H5Ie{H @ 2200| JSON RAE FIHELICEH

code=72892002

JSON 8%

MBotH 200 HTTP 8 I =E A ElL|ct B HE 2[5H CFHE JSON SEO| HR&LIC.

"resourceType": "Bundle",
"type": "searchset",
"entry": [{
"resource": {
"resourceType": "Condition",
"id": "Q063326c-6b42-4d13-af2f-1lefe@ab5f016",
"meta": {
"lastUpdated": "2022-08-23T00:22:49.681Z"
},
"clinicalStatus": {
"coding": [{
"system": "http://terminology.hl7.o0rg/CodeSystem/condition-clinical",
"code": "resolved"
1]
},

"verificationStatus": {
"coding": [{
"system": "http://terminology.hl7.o0rg/CodeSystem/condition-ver-status",
"code": "confirmed"
]
},
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"code": {

"coding": [{
"system": "http://snomed.info/sct",
"code": "72892002",
"display": "Normal pregnancy"

11,

"text": "Normal pregnancy"
1,

"subject": {

"reference": "Patient/5fc0070a-696a-4855-94a9-175f1c641a33"
3,

"encounter": {

"reference": "Encounter/44078ab9-7ac7-4731-9ac8-4b3ff21a7bdb"
.

"onsetDateTime": "2019-08-15T01:19:17-07:00",
"abatementDateTime": "2020-03-26T01:19:17-07:00",
"recordedDate": "2019-08-15T01:19:17-07:00"

.
"search": {
"mode": "match"
}
.
{
"resource": {
"resourceType": "Condition",
"id": "d@oafdb2-1d2c-44fe-9f3b-033c0fe751a3",
"meta": {
"lastUpdated": "2022-08-23T00:20:47.100Z"
},
"clinicalStatus": {
"coding": [{
"system": "http://terminology.hl7.o0rg/CodeSystem/condition-clinical",
"code": "resolved"
1]
},
"verificationStatus": {
"coding": [{
"system": "http://terminology.hl7.o0rg/CodeSystem/condition-ver-status"
"code": "confirmed"
1]
},
"code": {
"coding": [{

"system": "http://snomed.info/sct",

’
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"code": "72892002",
"display": "Normal pregnancy

1,

"text": "Normal pregnancy"
},
"subject": {

"reference": "Patient/d0@a5cdle-8da7-41bd-9b2f-41leef45246e5"
.

"encounter": {

"reference": "Encounter/73758e67-4aaf-4e80-982b-8821f0befdfb"
},

"onsetDateTime": "2019-06-13T20:37:40-07:00",
"abatementDateTime": "2020-01-23T19:37:40-08:00",
"recordedDate": "2019-06-13T20:37:40-07:00"

},
"search": {
"mode": "match"
}
}
1
}
DocumentReference
DocumentReference ZlAA &0 CHEH POST L& & [ HealthLake2| S8 xtod0{ x| Azt

(NLP)E 2243 CH2 T 20| 23 BAIZ XN LICH

POST https://healthlake.youxr-region.amazonaws.com/datastore/your-datastore-id/r4/
DocumentReference/_search

& DocumentReference 24 E X|H5t2{H MME A XSIMAM ni2l0|EH. 2H 282
X

|42 LICHJSON.

S
EX
_lastUpdated=1e2021-12-19&infer-icdl@cm-entity-text-concept-score;=streptococcal|

0.6&infer-rxnorm-entity-text-concept-score=Amoxicillin|@.8
ol #2| 2XtE2 o] AM mtO|EE A8 sto] SEE 2|2 NLP ZHHE ddst= Ol A 8Els

Amazon Comprehend Medical APl 24 74 A48 L|C}.

Location
SHLICH o] HAMe FA0| UEZ T A|0|E

[e¥ k=13
i)
E a&Lct

CI=22 AF25l0{ Location BIAA SEE POST 2
BostonO| Z & =l HealthLake O|O|E{ AE042] | %|
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QEURLL 2 E&FE XIgslioF &LICH 22 28 2| o LICURL.

POST https://healthlake.youxr-region.amazonaws.com/datastore/your-datastore-id/r4/
Location/_search

AMUMH EARHE X[Hsle{MH 2 B0 ChE A E FIHgLCH
address=Boston

JSON 8%

/3l JSON S 0| &Ri&LC

rlIIo

AZ 5 200 HTTP SF Z =S gh ELict ey

"resourceType": "Bundle",
"type": "searchset",
"entry": [{
"resource": {
"resourceType": "Location",
"id": "@a6903c7-25c5-4ae4-8354-be88f9c5f2ee",
"meta": {
"lastUpdated": "2022-08-23T00:24:24.570Z"
},
"status": "active",
"name": "BRIGHAM AND WOMEN'S HOSPITAL",
"telecom": [{

"system": "phone",
"value": "6177325500"
1,
"address": {
"line": [
"75 FRANCIS STREET"
1,

"city": "BOSTON",
"state": "MA",
"postalCode": "02115",
"country": "US"

I

"position": {
"longitude": -71.020173,
"latitude": 42.33196

I

"managingOrganization": {
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"reference": "Organization/27379046-608b-32f0-9df7-8c833cf5d11d",

"display": "BRIGHAM AND WOMEN'S HOSPITAL"

}
I
"search": {
"mode": "match"
}
I
{
"resource": {
"resourceType": "Location",
"id": "ca5e7f65-4eb5-4bff-9a6f-07bc80acf8do",
"meta": {
"lastUpdated": "2022-08-23T00:20:47.100Z"
I
"status": "active",

"name": "BETH ISRAEL DEACONESS MEDICAL CENTER",
"telecom": [{

"system": "phone",
"value": "6176677000"
1,
"address": {

"line": [

"330 BROOKLINE AVENUE"
1,

"city": "BOSTON",
"state": "MA",
"postalCode": "02215",
"country": "US"

},

"position": {
"longitude": -71.020173,
"latitude": 42.33196

},

"managingOrganization": {

"reference": "Organization/cb6a50e0-af76-3758-99ad-3200ede@3fff",

"display": "BETH ISRAEL DEACONESS MEDICAL CENTER"

}
.
"search": {
"mode": "match"
}

}
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]
}
Observation
CHE 2 AL&5t0d Observation 2|44 {0l CHEt POSTZ | AM 2HE s~gfLICH ol AM2
value-concept A4 IEtO|E{E AFE5t0] |2 I EE A&LICH266919005. O HEf=E LIE}
ol of| LICtURL.

HL|CINever smoker.

£ X|™slfor EfLICH CHE2 23

MO

SQHEURLI 2H &2
POST https://healthlake.youxr-region.amazonaws.com/datastore/your-datastore-id/r4/

Observation/_search
MEHE X|H5tE{™ Never smokerl| EEvalue-concept=2669190050ME A& L|CHJSON.

value-concept=266919005

JSON 8%
HE5tH 200 HTTP 82 Z =& 2A ELUCh TS 2ls CHS JSON 85 0| HRI&LICH

{
"resourceType": "Bundle",
"type": "searchset",
"link": [{

"next",

"relation":
"url": "https://healthlake.us-west-2.amazonaws.com/
datastore/3651c6d3cle81e785adba®6b710b52a9/r4/0bservation?value-

concept=266919005&=AAMA-

1,
"entry": [{
"resource": {
"resourceType": "Observation",
"id": "000038e0-71c6-4cc@-9c6c-50c8b1c53309"
"meta": {
"lastUpdated": "2022-11-03T01:02:38.981Z"

Iy
"status": "final",
[{

"category":
"coding": [{
system": "http://terminology.hl7.org/CodeSystem/observation-category

POST ofM|2 HA4
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"code": "survey",
"display": "survey"
1]
1,
"code": {
"coding": [{

"system": "http://loinc.org",
"code": "72166-2",
"display": "Tobacco smoking status NHIS"

11,

"text": "Tobacco smoking status NHIS"
},

"subject": {

"reference": "Patient/598c9d7a-0494-448e-a8le-d50e3606e8db"

}I

"encounter": {

"reference": "Encounter/86bdee4a-2aa9-474a-b43f-6237cd68e512"

iy
"effectiveDateTime": "2019-12-11T19:44:57-08:00",

"issued": "2019-12-11T19:44:57.438-08:00",
"valueCodeableConcept": {
"coding": [{
"system": "http://snomed.info/sct",
"code": "266919005",

"display": "Never smoker"
1,
"text": "Never smoker"
}
},
"search": {
"mode": "match"
}
},
{
"resource": {
"resourceType": "Observation",
"id": "Q@c2f6260-e671-4cfd-ac3d-e75f073fa3cd",
"meta": {
"lastUpdated": "2022-11-03T01:05:21.488Z"
},
"status": "final",
"category": [{
"coding": [{
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"system": "http://terminology.hl7.org/CodeSystem/observation-category",

"code": "survey",
"display": "survey"
1]
1,
"code": {
"coding": [{

"system": "http://loinc.oxg",
"code": "72166-2",
"display": "Tobacco smoking status NHIS"

1,

"text": "Tobacco smoking status NHIS"
},

"subject": {

"reference": "Patient/89d9a9b7-9720-4881-a2ab-d7907544b26f"
.

"encounter": {

"reference": "Encounter/8ebba7b0-fdfc-4ecl-a9aa-907cccf60925"
},
"effectiveDateTime": "2018-11-17T03:59:36-08:00",
"issued": "2018-11-17T03:59:36.550-08:00",
"valueCodeableConcept": {

"coding": [{

"system": "http://snomed.info/sct",

"code": "266919005",

"display": "Never smoker"
1,
"text": "Never smoker"
}
.
"search": {
"mode": "match"
}
}
]
}
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https://hl7.org/fhir/R4/patient.html
https://hl7.org/fhir/R4condition.html
https://hl7.org/fhir/R4documentreference.html
https://hl7.org/fhir/R4/location.html
https://hl7.org/fhir/R4observation.html
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MH|DZZ|E AL
GET https://healthlake.your-region.amazonaws.com/datastore/your-datastoxe-id/r4//

Patient?birthdate=eql1997

JSON 8&
MZ35tH 200 HTTP SH ZEE A E L.
Condition
CHE & At&35t04 Condition El&A REE GET RYELICE 0| B2 HealthLake HIO|E AE
& El 2Ix|E 3&LICH2892002.
L|CHURL.

23| ol

ojoiM o2 ZET Z
eH EREE XY

SHEURLY 2F Sf{oF gFLICt Ct&2
GET https://healthlake.your-region.amazonaws.com/datastore/your-datastore-id/r4/

MO

Condition?code=72892002

JSON 8&
H35tH 200 HTTP 88 ZEE W ELICH B H S 2I8H CHS JSON SEHO| RI&LICH
{
"resourceType": "Bundle",
"type": "searchset",
"entry": [{
"resource": {
"resourceType": "Condition",
"id": "@063326c-6b42-4d13-af2f-1efe@ab5f016"
"meta": {
"lastUpdated": "2022-08-23T00:22:49.681Z"
},
"clinicalStatus": {
"coding": [{
system": "http://terminology.hl7.0rg/CodeSystem/condition-clinical",
"code": "resolved"
1]
},
verificationStatus": {
"coding": [{

90
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"system": "http://terminology.hl7.org/CodeSystem/condition-ver-status",

"code": "confirmed"
1]
1,
"code": {
"coding": [{
"system": "http://snomed.info/sct",
"code": "72892002",
"display": "Normal pregnancy"
1,
"text": "Normal pregnancy"
1,
"subject": {
"reference": "Patient/5fc0070a-696a-4855-94a9-175f1c641a33"
1,

"encounter": {

"reference": "Encounter/44078ab9-7ac7-4731-9ac8-4b3ff21a7bdb"
.
"onsetDateTime": "2019-08-15T01:19:17-07:00",
"abatementDateTime": "2020-03-26T01:19:17-07:00",
"recordedDate": "2019-08-15T01:19:17-07:00"

.
"search": {
"mode": "match"
}
.
{
"resource": {
"resourceType": "Condition",
"id": "d@oafdb2-1d2c-44fe-9f3b-033c0fe751a3",
"meta": {
"lastUpdated": "2022-08-23T00:20:47.100Z2"
},
"clinicalStatus": {
"coding": [{
"system": "http://terminology.hl7.o0rg/CodeSystem/condition-clinical",
"code": "resolved"
1]
},
"verificationStatus": {
"coding": [{
"system": "http://terminology.hl7.o0rg/CodeSystem/condition-ver-status",
"code": "confirmed"
1]
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},
"code": {
"coding": [{
"system": "http://snomed.info/sct",
"code": "72892002",
"display": "Normal pregnancy"
1,
"text": "Normal pregnancy"
},
"subject": {
"reference": "Patient/d0@a5cdle-8da7-41bd-9b2f-41leef45246e5"
.

"encounter": {
"reference": "Encounter/73758e67-4aaf-4e80-982b-8821f0b6fdfb"

},

"onsetDateTime": "2019-06-13T20:37:40-07:00",
"abatementDateTime": "2020-01-23T19:37:40-08:00",
"recordedDate": "2019-06-13T20:37:40-07:00"
},

"search": {

"mode": "match"

DocumentationReference

O| M| = AMA 2 EIEHS Bh 1 OfFA|AZIE XE 2 #X9| DocumentReference 2l
AA 30| O3 Z4M Q%S MAISIE Y2 HodE Lo

GET https://healthlake.your-region.amazonaws.com/datastore/your-datastore-id/r4/
DocumentReference?_lastUpdated=1e2021-12-19&infer-icdl@cm-entity-text-concept-
score;=streptococcal|0.6&infer-rxnorm-entity-text-concept-score=Amoxicillin|@.8

M3 5tH CHS JSON 852 &H ELulch

{
"resourceType": "Bundle",
"type": "searchset",
"entry": [
{

"resource": {
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"resourceType": "DocumentReference",
"id": "985c3e94-4219-4c79-97al-c94694525e24",
"meta": {
"lastUpdated": "2020-11-23T06:09:10.719Z2"
},
"extension": [
{
"url": "http://healthlake.amazonaws.com/aws-cm/",
"extension": [
{

"url": "http://healthlake.amazonaws.com/aws-cm/infer-icd10/",
"extension": [
{

"url": "http://healthlake.amazonaws.com/aws-cm/infer-icd10/raw-

response",

"valueString": "{Entities: [{Id: @,Text: otitis media,Category:
MEDICAL_CONDITION, Type: DX_NAME,Score: 0.9815994,BeginOffset: 151,EndOffset:
163,Attributes: [],Traits: [{Name: DIAGNOSIS,Score: 0.950424253}],ICD1@CMConcepts:
[{Description: Otitis media, unspecified, unspecified ear,Code: H66.90,Score:
0.7176407}, {Description: Otitis media, unspecified,Code: H66.9,Score:
0.6930445}, {Description: Otitis media, unspecified, left ear,Code: H66.92,Score:
0.688161}, {Description: Otitis media, unspecified, bilateral,Code: H66.93,Score:
0.6748094}, {Description: Otitis media, unspecified, right ear,Code:
H66.91,Score: 0.66456183}]1}, {Id: 1,Text: streptococcal sore throat,Category:
MEDICAL_CONDITION, Type: DX_NAME,Score: 0.92208487,BeginOffset: 461,EndOffset:
486,Attributes: [],Traits: [],ICD1@CMConcepts: [{Description: Streptococcal
pharyngitis,Code: J02.0,Score: 0.55638546}, {Description: Acute streptococcal
tonsillitis, unspecified,Code: J03.00,Score: 0.53159785}, {Description:
Streptococcal sepsis, unspecified,Code: A40.9,Score: ©0.51865804}, {Description:
Acute pharyngitis, unspecified,Code: J02.9,Score: 0.45085955}, {Description:
Streptococcal infection, unspecified site,Code: A49.1,Score: 0.41550553}]},

{Id: 3,Text: disorder,Category: MEDICAL_CONDITION, Type: DX_NAME, Score:
0.9191257,BeginOffset: 488,EndOffset: 496,Attributes: [],Traits: [{Name:
DIAGNOSIS,Score: ©0.933720773}],ICD10CMConcepts: [{Description: Parkinson's
disease,Code: G20,Score: ©0.6959145}, {Description: Illness, unspecified,Code:
R69,Score: 0.68428487}, {Description: Disorder of bone, unspecified, Code:
M89.9,Score: 0.6542605}, {Description: Unspecified mental disorder due to known
physiological condition,Code: FQ@9,Score: 0.6240179}, {Description: Mental disorder,
not otherwise specified,Code: F99,Score: 0.61046}]1}],ModelVersion: 0.1.0}"

.

{

"url": "http://healthlake.amazonaws.com/aws-cm/infer-icd10/

model-version",

"valueString": "0.1.0"
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}I
{

"url": "http://healthlake.amazonaws.com/aws-cm/infer-icd10/aws-
cm-icdl1@-entity",
"extension": [
{
"url": "http://healthlake.amazonaws.com/aws-cm/infer-icd10/
aws-cm-icdl1@-entity-id",
"valueInteger": 0
I
{
"url": "http://healthlake.amazonaws.com/aws-cm/infer-icd10/
aws-cm-icdl1@-entity-text",
"valueString": "otitis media"
},
{
"url": "http://healthlake.amazonaws.com/aws-cm/infer-icd10/
aws-cm-icdl1@-entity-begin-offset",
"valueInteger": 151
I
{
"url": "http://healthlake.amazonaws.com/aws-cm/infer-icd10/
aws-cm-icdl@-entity-end-offset",
"valueInteger": 163
},
{
"url": "http://healthlake.amazonaws.com/aws-cm/infer-icd10/
aws-cm-icdl1@-entity-score",
"valueDecimal": ©.9815994
I
{
"url": "http://healthlake.amazonaws.com/aws-cm/infer-icd10/
aws-cm-icd1@-entity-ConceptList",
"extension": [
{
"url": "http://healthlake.amazonaws.com/aws-cm/infer-
icdl0/aws-cm-icdl1l@-entity-Concept",
"extension": [
{
"url": "http://healthlake.amazonaws.com/aws-cm/
infer-icdl1@/aws-cm-icdl@-entity-Concept-Code",
"valueString": "H66.90"
},
{
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infer-icd1@/aws-cm-

unspecified ear"

infer-icd1@/aws-cm-

icdl@/aws-cm-icdl10-

infer-icdl10/aws-cm-

infer-icd1@/aws-cm-

infer-icdl10/aws-cm-

icd1@/aws-cm-icdl10-

infer-icd1@/aws-cm-

"url": "http://healthlake.amazonaws.com/aws-cm/
icdl@-entity-Concept-Description”,
"valueString": "Otitis media, unspecified,

},
{
"url": "http://healthlake.amazonaws.com/aws-cm/
icdl@-entity-Concept-Score",
"valueDecimal": 0.7176407

]
I
{
"url": "http://healthlake.amazonaws.com/aws-cm/infer-
entity-Concept",
"extension": [
{
"url": "http://healthlake.amazonaws.com/aws-cm/
icdl@-entity-Concept-Code",
"valueString": "H66.9"
},
{
"url": "http://healthlake.amazonaws.com/aws-cm/
icdl@-entity-Concept-Description”,
"valueString": "Otitis media, unspecified"
I
{
"url": "http://healthlake.amazonaws.com/aws-cm/
icdl@-entity-Concept-Score",
"valueDecimal": 0.6930445

]
},
{
"url": "http://healthlake.amazonaws.com/aws-cm/infer-
entity-Concept",
"extension": [
{
"url": "http://healthlake.amazonaws.com/aws-cm/
icdl@-entity-Concept-Code",
"valueString": "H66.92"
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Location

CHE S AL835104 Location ElAA REES GET LYEFLICE O AM2 FAO| URE T A| 0|F

BostonO| EZ & El HealthLake O|O|E{ AE0{Q| & %k|E & &LICH

GET https://healthlake.your-region.amazonaws.com/datastore/your-datastore-id/r4//
Location?address=boston

JSON 8

HS5tH 200 HTTP 8 ZEE Bt A ElLICH P2 25H JSON SEo| HRA&LICE.

{
"resourceType": "Bundle",
"type": "searchset",
"entry": [
{
"resource": {
"resourceType": "Location",
"id": "@ab6903c7-25c5-4ae4-8354-be88f9c5f2ee",
"meta": {
"lastUpdated": "2022-08-23T00:24:24.570Z"
},
"status": "active",

"name": "BRIGHAM AND WOMEN'S HOSPITAL",
"telecom": [

{
"system": "phone",
"value": "6177325500"
}
1,
"address": {
"line": [
"75 FRANCIS STREET"
1,
"city": "BOSTON",
"state": "MA",
"postalCode": "02115",
"country": "US"
I

"position": {
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"longitude": -71.020173,
"latitude": 42.33196
},
"managingOrganization": {
"reference":
"Organization/27379046-608b-32f0-9df7-8c833cf5d11d",
"display": "BRIGHAM AND WOMEN'S HOSPITAL"

I
"search": {
"mode": "match"

"resource": {
"resourceType": "Location",
"id": "3cc3ad99-e0ff-48b4-b277-052abfc41058",
"meta": {
"lastUpdated": "2022-08-23T00:19:37.029Z"
I
"status": "active",
"name": "NEW ENGLAND BAPTIST HOSPITAL",
"telecom": [

{
"system": "phone",
"value": "6177545800"
}
1,
"address": {
"line": [
"125 PARKER HILL AVENUE"
1,
"city": "BOSTON",
"state": "MA",
"postalCode": "02120",
"country": "US"
},

"position": {
"longitude": -71.020173,
"latitude": 42.33196
},
"managingOrganization": {
"reference": "Organization/9a7149fa-49fc-3c87-b935-
d29c55808717",
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"display": "NEW ENGLAND BAPTIST HOSPITAL"

I
"search": {
"mode": "match"

"resource": {
"resourceType": "Location",
"id": "3f956715-3890-4235-85be-3fba5e3488ee",
"meta": {
"lastUpdated": "2022-08-23T00:23:38.981Z"
I
"status": "active",
"name": "MASSACHUSETTS GENERAL HOSPITAL",
"telecom": [

{
"system": "phone",
"value": "6177262000"
}
1,
"address": {
"line": [
"55 FRUIT STREET"
1,
"city": "BOSTON",
"state": "MA",
"postalCode": "02114",
"country": "US"
},

"position": {
"longitude": -71.020173,
"latitude": 42.33196

iy

"managingOrganization": {

"reference": "Organization/d78e84ec-30aa-3bba-a33a-

£29a3a454662",
"display": "MASSACHUSETTS GENERAL HOSPITAL"

I
"search": {
"mode": "match"
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},
{
"resource": {
"resourceType": "Location",
"id": "6cc@7b51-7287-443c-b772-c864f7831el3",
"meta": {
"lastUpdated": "2022-08-23T00:21:11.045Z"
I
"status": "active",

"name": "TUFTS MEDICAL CENTER",
"telecom": [

{
"system": "phone",
"value": "6176365000"
}
1,
"address": {
"line": [
"800 WASHINGTON STREET"
1,
"city": "BOSTON",
"state": "MA",
"postalCode": "02111",
"country": "US"
},

"position": {
"longitude": -71.020173,
"latitude": 42.33196
},
"managingOrganization": {
"reference": "Organization/b7175ab4-
bde5-3848-891b-579bccb77c7c",
"display": "TUFTS MEDICAL CENTER"

}
},
"search": {
"mode": "match"
}
},
{
"resource": {
"resourceType": "Location",
"id": "8101300f-f685-49e7-b428-43b7855c39¢ee",
"meta": {

GET Oi|M| 2 24

99



AWS HealthLake FHEERE FLHA

"lastUpdated": "2022-08-23T00:22:06.474Z"
iy
"status": "active",
"name": "BOSTON CHILDREN'S HOSPITAL",
"telecom": [
{
"system": "phone",
"value": "6177356000"

1,
"address": {
"line": [
"300 LONGWOOD AVENUE"
1,
"city": "BOSTON",
"state": "MA",
"postalCode": "02115",
"country": "US"
},
"position": {
"longitude": -71.020173,
"latitude": 42.33196
},
"managingOrganization": {
"reference": "Organization/d7b11827-25f2-350b-
bcd8-939fc59851b0",
"display": "BOSTON CHILDREN'S HOSPITAL"

I
"search": {
"mode": "match"

"resource": {
"resourceType": "Location",
"id": "8b7641d3-6997-48bb-bd60-23e35dfaaed9d",
"meta": {
"lastUpdated": "2022-08-23T00:20:47.099Z"
I
"status": "active",
"name": "BRIGHAM AND WOMEN'S FAULKNER HOSPITAL",
"telecom": [

{
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"system": "phone",
"value": "6179837000"
}
1,
"address": {
"line": [
"1153 CENTRE STREET"
1,
"city": "BOSTON",
"state": "MA",
"postalCode": "02130",
"country": "US"
},

"position": {
"longitude": -71.020173,
"latitude": 42.33196

iy

"managingOrganization": {

"reference": "Organization/d733d4a9-080d-3593-

b910-2366e652b7ea",

"display": "BRIGHAM AND WOMEN'S FAULKNER HOSPITAL"

I
"search": {
"mode": "match"

"resource": {
"resourceType": "Location",
"id": "998ef80b-7b58-4dc3-99ac-c440ec9e282d",
"meta": {
"lastUpdated": "2022-08-23T00:21:11.046Z"
I

"status": "active",

"name": "BRIGHAM AND WOMEN'S FAULKNER HOSPITAL",

"telecom": [

{
"system": "phone",
"value": "6179837000"
}
1,
"address": {
"line": [
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"1153 CENTRE STREET"

1,
"city": "BOSTON",
"state": "MA",

"postalCode": "02130",
"country": "US"
},
"position": {
"longitude": -71.020173,
"latitude": 42.33196
},
"managingOrganization": {
"reference": "Organization/d733d4a9-080d-3593-
b910-2366e652b7ea",
"display": "BRIGHAM AND WOMEN'S FAULKNER HOSPITAL"

I
"search": {
"mode": "match"

"resource": {
"resourceType": "Location",
"id": "c454bed3-7013-4376-81cf-4f49342F1402",
"meta": {
"lastUpdated": "2022-08-23TQ0:24:24.573Z"
I
"status": "active",
"name": "MASSACHUSETTS GENERAL HOSPITAL",
"telecom": [

{
"system": "phone",
"value": "6177262000"
}
1,
"address": {
"line": [
"55 FRUIT STREET"
1,

"city": "BOSTON",
"state": "MA",
"postalCode": "02114",
"country": "US"
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iy

"position": {
"longitude": -71.020173,
"latitude": 42.33196

},
"managingOrganization": {
"reference": "Organization/d78e84ec-30aa-3bba-a33a-
f29a3a454662",
"display": "MASSACHUSETTS GENERAL HOSPITAL"

I
"search": {
"mode": "match"

"resource": {
"resourceType": "Location",
"id": "ca5e7f65-4eb5-4bff-9a6f-07bc80acf8do",
"meta": {
"lastUpdated": "2022-08-23T00:20:47.100Z"
I
"status": "active",
"name": "BETH ISRAEL DEACONESS MEDICAL CENTER",
"telecom": [

{
"system": "phone",
"value": "6176677000"
}
1,
"address": {
"line": [
""230 BROOKLINE AVENUE"
1,
"city": "BOSTON",
"state": "MA",
"postalCode": "02215",
"country": "US"
},

"position": {
"longitude": -71.020173,
"latitude": 42.33196

iy

"managingOrganization": {

GET M2 A 103



AWS HealthLake FHEERE FLHA

"reference": "Organization/cb6a50e0-

af76-3758-99ad-3200ede@3fff",
"display": "BETH ISRAEL DEACONESS MEDICAL CENTER"

I
"search": {
"mode": "match"

Observation

CI2 8 AI25104 Observation 2lAA S&0| CHEF GETZ|EH M @S $&ELICH o] HA
value-concept AM mi2tO|E{E AFE5t0{ |2 FEE 3&LICH266919005. O AEH=E LIE}

HL|CINever smoker.

QEHURLI 2| EArEE KIGstiof FLICH CHE2 29| o AILICIURL.

POST https://healthlake.your-region.amazonaws.com/datastore/your-datastore-id/r4/
Observation?value-concept=266919005

AEHE X|HSIEdHE F 2l EXFQvalue-concept=266919005Z Never smokerAdZgfL|Ct.

JSON 8%

HE5tH 200 HTTP & Z =& &AH EUICH BeEfdE QI8 TS JSON SHO| HRI&LICH

"resourceType": "Bundle",
"type": "searchset",
"link": [{
"relation": "next",
"url": "https://healthlake.us-west-2.amazonaws.com/
datastore/3651c6d3cle8le785adba®6b710b52a9/r4/0bservation?value-
concept=266919005&=AAMA-
EFRSURBSG1pcGIyN250ZGOWRXVnTTFOdmtxQk9Bb3YQYjhVcVdUMGVOeVozNmdjQUINRjRNUUtscjhCZ1INMUG84VGNQgN

1,
"entry": [{
"resource": {
"resourceType": "Observation",

"id": "000038e@-71c6-4cc@-9c6c-50c8b1c53309",
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"meta": {
"lastUpdated": "2022-11-03T01:02:38.98172"
1,
"status": "final",
"category": [{
"coding": [{
"system": "http://terminology.hl7.org/CodeSystem/observation-category",
"code": "survey",
"display": "survey"
]
1,
"code": {
"coding": [{

"system": "http://loinc.oxg",
"code": "72166-2",
"display": "Tobacco smoking status NHIS"

1,

"text": "Tobacco smoking status NHIS"
},

"subject": {

"reference": "Patient/598c9d7a-0494-448e-a8le-d50e3606e8db"
I

"encounter": {
"reference": "Encounter/86bdee4a-2aa9-474a-b43f-6237cd68e512"
},
"effectiveDateTime": "2019-12-11T19:44:57-08:00",
"issued": "2019-12-11T19:44:57.438-08:00",
"valueCodeableConcept": {
"coding": [{
"system": "http://snomed.info/sct",
"code": "266919005",

"display": "Never smoker"
1,
"text": "Never smoker"
}
I
"search": {
"mode": "match"
}
I
{
"resource": {
"resourceType": "Observation",
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"id": "0c2f6260-e671-4cfd-ac3d-e75f073fa3cd",

"meta": {
"lastUpdated": "2022-11-03T01:05:21.488Z"
I
"status": "final",
"category": [{
"coding": [{
"system": "http://terminology.hl7.o0rg/CodeSystem/observation-category",
"code": "survey",
"display": "survey"
1]
1,
"code": {
"coding": [{

"system": "http://loinc.org",
"code": "72166-2",
"display": "Tobacco smoking status NHIS"

11,

"text": "Tobacco smoking status NHIS"
},

"subject": {

"reference": "Patient/89d9a9b7-9720-4881-a2ab-d7907544b26f"
3,

"encounter": {

"reference": "Encounter/8ebba7b0-fdfc-4ecl-a%9aa-907cccf60925"
.
"effectiveDateTime": "2018-11-17T03:59:36-08:00",
"issued": "2018-11-17T03:59:36.550-08:00",
"valueCodeableConcept": {

"coding": [{

"system": "http://snomed.info/sct",

"code": "266919005",

"display": "Never smoker"
1,
"text": "Never smoker"
}
},
"search": {
"mode": "match"
}
}
]
}
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"response" : {
"status" : "201 Created",
"location" : "Patient/12423/_history/1",
..}
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GET https://healthlake.region.amazonaws.com/datastore/datastore-id/r4/Patient/id/
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GET Request
GET https://healthlake.your-region.amazonaws.com/datastore/your-datastore-id/r4/

Patient/patient-id/$everything

(® Note
8 2laAE 2las fE U E2laA IDEHE HEELICH
Ztd FHIR API 109


https://www.hl7.org/fhir/R4/http.html#vread

AWS HealthLake

THERE QLA
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2t X} $everything Th2HO|E]

HealthLake = CHS # 2| Zi2tO/E{E K| ELICEH
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AIE REE AlZ Em o]0l 2E A HI0[EE 7hMELICH
end XEE S=d o|™of| 2E 2 CO|EHE 7t SLICH
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2tXt $everything2 start EEE AF835t0{ §H ™ 0

GET https://healthlake.your-region.amazonaws.com/datastore/your-datastore-id/r4/
Patient/patient-id/$everything?start=2024-03-15T00:00:00.000Z

Example - X|&E S=2 Y O|™oi| 2E £ X} O|0|E 7127

gtx} $everything2 end HE{E ALE5t0{ & I O[] HIO|E{ B 2{Z|&

= A&Lich

GET https://healthlake.your-region.amazonaws.com/datastore/your-datastore-id/r4/
Patient/patient-id/$everything?end=2024-03-15T00:00:00.000Z

Example - X|&E St o|F0f 2 & 2tXt C|0|EHE UO|0|EFLICEH
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GET https://healthlake.youxr-region.amazonaws.com/datastore/your-datastore-id/r4/
Patient/patient-id/$everything?since=2024-03-15T00:00:00.000Z
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GET https://healthlake.your-region.amazonaws.com/datastore/your-datastore-id/r4/
Patient/patient-id/$everything?_type=0bservation,Condition
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GET https://healthlake.your-region.amazonaws.com/datastore/your-datastore-id/r4/
Patient/patient-id/$everything?_count=15
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Condition
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glAA 24

AuditEvent.period.start

Basic.created

NO_DATE

CarePlan.period.start

CareTeam.period.start

Chargeltem.occurrenceDateTime, Chargeltem.occurrencePeriod.start, Chargelte

m.occurrenceTiming.event
Claim.billablePeriod.start

ClaimResponse.created

Clinicallmpression.date

Communication.sent

CommunicationRequest.occurrenceDateTime, CommunicationRequest.occurr
encePeriod. A| &

Composition.date

45

7

—-

recordedDate

S 9|.dateTime

Coverage.period.start

CoveragekEligibilityRequest.created

A $RE W start &

end &4
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glAA 24

CoveragekEligibilityResponse.created

DetectedIssue. 2123 =

DeviceRequest.authoredOn

DeviceUseStatement.recordedOn

DiagnosticReport.effective

DocumentManifest.created

DocumentReference.context.period.start

Encounter.period.start

EnrollmentRequest.created

EpisodeOfCare.period.start

ExplanationOfBenefit.billablePeriod. A| &}

NO_DATE

Flag.period.start
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end &4
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NO_DATE

ImagingStudy.started

Immunization.recorded

ImmunizationEvaluation.date

ImmunizationRecommendation.date

Invoice.date
List.date

MeasureReport.period.start

Media.issued

MedicationAdministration.effective

MedicationDispense.whenPrepared

MedicationRequest.authoredOn

MedicationStatement.dateAsserted
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NO_DATE

NutritionOrder.dateTime

Observation.effective

NO_DATE
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Procedure.performed

Provenance.occurredPeriod.start, Provenance.occurredDateTime

QuestionnaireResponse.authored

NO_DATE

RequestGroup.authoredOn

ResearchSubject. 7|7}

RiskAssessment.occurrenceDateTime, RiskAssessment.occurrencePeriod. A| &}

2 planningHorizon

ServiceRequest.authoredOn

E &2 receivedTime
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end &4
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Resource 2IAA @A

SupplyDel SupplyDelivery.occurrenceDateTime, SupplyDelivery.occurrencePeriod.start,
ivery SupplyDelivery.occurrenceTiming.event

SupplyReq  SupplyRequest.authoredOn
uest

VisionPre VisionPrescription.dateWritten
scription
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Amazon AthenaSQLO|AE A& 35104 AWS HealthLake G| O]
E| AE0{ F

HealthLake Cl|O|E{ AE0{E M5t 1= 2 SHE FHIR C|0|E T+ X7 Amazon Athena0i| =&l &
T E AE3to] #EZ| 7SEt Iceberg E|O|2 2 A& #HBHEILICISQL. O M 2|4 A0 CHEF HAM|A HE
£ 04= AWS Lake Formation2 At& 304 2|ELICtH ZF FHIR 2lAA &2 Athena0i| A 7HE E| 0]
22 EAIELCY.

/A Important
2022'A 112 14 o|X™of MM E HIO|Ef AE0{2| BRE ALE35lod #2|5le{™ 7| £ Hlo|E
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L MH|A 48r g FIteoF gFLich et MAof| CHE XFMEH LI 2 MME R ESIMIQAFE S AIRFE
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srE ot ddof CHEt REMIEH L& 2 Athena AHE ABEAM Q| Iceberg EllO|E AL 2 EEFHAIR.
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« AEX O& = g0l HealthLake Ci|O|E{ A& 0104 CHEF M| A HEH F0{(AWS Lake
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MME ZF O|o|Ef AE010] CHE AWS Lake Formation 2& 0| 5 7H2| 50| ZAIELIC 8 7tX| &
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STEP 2: HealthLake C|O|E{ AE0{ B|AA BlF 0| B E E|O|E0] CHEF HMA HEH Fod

1.  AWS Lake Formation 2& 2 JLIC}. https://console.aws.amazon.com/lakeformation/

2. 7|8 BN 250A IO|E{H O|AE MEHELICE.
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« 2| AntE XEE Amazon S3 HZ!E K| EhLCt.

Atstod™ AL X, 38 = 2380l AmazonAthenaFullAccess 2! AmazonS3FullAccess
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® Note
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HealthLake C|O|E{ AE 04 22| SQL.
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https://docs.aws.amazon.com/athena/latest/ug/manage-queries-control-costs-with-workgroups.html
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E Al235}04 HealthLake G| O|E{ AE0{ 2| SQL

@ Note
2023' 28 20 O| ¥ HealthLake H|O|EH 2E0{= 7|2X 22 S& RH10{ MEZI(NLP)E At
&5t x| pf&LICt HIO|E AE0{0lMO] 7|sE &8st E—HI SHZ HealthLake2| S& Xt

5240
2101 AI2| 7152 HBH o{B7 ok BHLIZ? Bo| MM
ol ZR|2| ZE OF0I M Synthea AR 304 AT 7H4 GIOJEIE AFSELICE Synthea

GIOIE|Z 2] 22 HlOJEf AE 018 AAsHE WiHof CHEE RHMEH LISS MM ZHEsHA

R0 M HIO|E{ AE0{ M4 AWS HealthLake.

HealthLake Cl|O|E{ AE 0{& AthenaZ 7}X{ 2™ HealthLake C|O|E{ AE0{2| Z} E|AA R&O| H|

O|2 2 HEtEILICE ol248t Ef|o|E2 IWEMo 2 Z{2|5HHLE SQLZ|EF FE|IE AF85t0d 1§ E #

2|8 & U&LICH Hlo|Ef AE0{e| X2 &l Clo|E{E 042 CIO|E| R 2 Z AthenaZ 7HK{S L
I.

Ch. Ol243t CIOIE| R0l YMAE 4 = SQL HEIS MAIsHe Yol THE KEMIEH LI 2 Amazon
Athena A2 MAEMO| EZet 3 Ol =& 2 X2 HIY Z2|E & ZX5HMIL.

2|44 S8l Zh @ 40) CHEH FHIR AL 2 7hC|RIEIE HolgLic 40| siridalEl=0l 247}
LIERS 4 QIE H4-0l 3H3HTt A3He HOlBLICH SQL 28 MAE mf ol Zafsior BT o8
So{ 2|44 R XM B 7K QAE A{EZI& L

. 24: 0|8 FHIR ALZE 7IC|JEIEIE 2 MhsiLicte. . ».

AE HHEZE A ELICH.

[{

id = null,
extension = null,
use = official,
_use = null,

text = null,
_text = null,
family = Wolf938,
_family = null,
given = [Noel608],
_given = null,
prefix = null,
_prefix = null,
suffix = null,

M
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_suffix = null,
period = null

]
AthenaOll A 2|44 RE0| o{EH +EER=X] Elsizd® Bol2 X! E7(0M sl RES M
2fLICH O] B e 240 HMAStEIH ™M BEV7|HE MAEE & U&LICH CHS2 given X O] Zfof

HM|ASHE ZHEFE o M ILICH amily.

SELECT
name[1].given as FirstName,

name[1l].family as LastName
FROM Patient

« QA : MaritalStatus FHIR AFX2 FIC|H2IEIE 2 DA™ LICle. . 1.

ol 24 = = HAELICHISON.

id = null,
extension = null,
coding = [
{
id = null,
extension = null,
system = http: //terminology.hl7.org/CodeSystem/v3-MaritalStatus,
_system = null,
version = null,
_version = null,
code = S,
_code = null,
display = Never Married,
_display = null,
userSelected = null,
_userSelected = null

]I

text = Never Married,
_text = null
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AthenaOilA 2|44 R0 ofEH +EEIR=X| FHlstt{H E|0|E L FollM slid R3S AME

LICE ol A 7|-2f mofol] HM|AsHE{H & E7|HE ALSStE JSONELICH H{EO0] ofL|= 2 Hi Q!
At HestK| et&LICH ChS 201 CHet gfol AMAst= ZHEF B o 2ILICHtext,
SELECT

maritalstatus.text as MaritalStatus
FROM Patient

HM[A I HAol| CHEF REMIEH LHE 2 Athena AFHE DB M 2| Z{2[JSONE JSONF ZotM|2.

Athena Data Manipulation Language(DML) # 2| & TrinoE 7|8t 2 FL|Ct. Athenas Trino2| 2
£ 7|52 XIHstK| o &8t XH0[7F U&LICH AFM|EH LHE 2 Amazon Athena AHE AE A Q]
DML #H2l, & 2 HAMKIE FHZ5HM L.

EE$F Athena= OB AE0{2| Z{2|E MM mf g &= = 048] HealthLake Cl|O|E &8
K| 8Lt Athena2l TI|O|E{ & of CHEt REM|I8 LIS Amazon Athena AFE A3 A 9| Amazon
Athenall H|0|E| &2 & X35IM 2. Amazon Athena

Athena0il A SQL HEI7t &t Sst= Ao CHEH REMIEH LHE 2 SQL Amazon Athena AHE A1 9]

Pl

Amazon Athena & X E & X35HM|2.

0
i}
i
FO
B>
M
N
x
9.'—'
rr
T
IR

2t 2ol Athena® AHS 301 XIHE Bl44 83 U B 240] o7} Lok Qe

CH.

Element: Extension
QA E OO AEO{0M ALEAL XY EEE W d5tE O extension AFEELILCE.

St YHES Eod

O| Mo M= Patient ElAA F&0| U= extension 249 7|50 HAHA
ZLCt.

HealthLake O|O|E{ AE0{& AthenaZ 7} MM B|AA R8O QA7 Cl2H 28 EME/L|CE
O| +ZXelement= 70|22 A 7|00 &85 XIHE &= Q&LICE O|lzEh s HE XelsH7|

QIsh i Lol 47 ERIEE MEELICH

o =
T Eﬂ =
= o A

O £ MH|M 2 extension MHE LAE & Patient U&LICH Harray<string>, Q=
22 AHE304 HiE A0 HMAE = U&LICH JBLE EAtE | R A0 HMASIE{HE Al

A
83oF & LCtjson_extract.

Ct=2 &KL E|0|E0] U= extension 49| Bl &S QlL|Ct.
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https://docs.aws.amazon.com/athena/latest/ug/querying-JSON.html
https://docs.aws.amazon.com/athena/latest/ug/functions-operators-reference-section.html
https://docs.aws.amazon.com/athena/latest/ug/data-types.html
https://docs.aws.amazon.com/athena/latest/ug/data-types.html
https://docs.aws.amazon.com/athena/latest/ug/ddl-sql-reference.html
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THERE QLA

[{
"valueString": "Kerryl75 Cummeratal6l",
"url": "http://hl7.0rg/fhir/StructureDefinition/patient-mothersMaidenName"

1,
{
"valueAddress": {
"country": "DE",
"city": "Hamburg",
"state": "Hamburg"
1,
"url": "http://hl7.0rg/fhir/StructureDefinition/patient-birthPlace"
1,
{

"valueDecimal": 0.0,

"url": "http://synthetichealth.github.io/synthea/disability-adjusted-life-years"
1,

{

"valueDecimal": 5.0,
"url": "http://synthetichealth.github.io/synthea/quality-adjusted-life-years"

—_

S %8t O|X|BF JSONAthenaE O|E BAIYEZE #Z&LICT.

0| SQL #HzZ| oMo HE= patient-mothersMaidenName 2! patient-birthPlace @47} X
FElE|o|2 2 MMste S EoiELICt o238t QA0 HAMASE{H ME CHE HIY QI=A

S
=
[m]

2IE ALSSHOF B LICH json_extract.

SELECT
extension[1],
json_extract(extension[1], '$.valueString') AS MothersMaidenName,

extension[2],
json_extract(extension[2], '$.valueAddress.city') AS birthPlace

FROM patient

o gtdEl F{2[of CHEt AtAMIEH LHE 2 Amazon Athena AFE AE XM Q| of M H|O|E| =EJSONE

JSONE ZSHMIR.

Element: birthDate (Age)

ool M Bxt Elas REol 247} OFLLICIFHIR. CHS S 918S 7IZ02 TERsts ZAlo]

o
5 7FR| o L c

M
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https://docs.aws.amazon.com/athena/latest/ug/extracting-data-from-JSON.html
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THERE QLA

sEe o4t
olstaq Elolg

L2 2 SQL #ElbirthDatedlE Al2EtLICH 2 A7) o™
slod Eolg & L

ol Hoj A E|0|2 0|22 FHIRZAMS!

0
=
=

Ol A 1: 4 2f ALt

O] MZ sqQL #Hz|tME 7|2 A& SQL E7 current_date LE AI25l0{ 0|8t T QA E

FEyear®LICh O3 ChE M BHXES| X E S 2t Y2 grerEfLiCtage.

SELECT
(year(current_date) - year(date(birthdate))) as age
FROM patient

of| K| 2: O|710]| EjO{%t2019-01-011 QI Al E ZE{2IEL|Clmale.

SQL F2|= CAST &2 AI23510d birthDate L4AE 8o 2 IWAEIDATESH= &Ed 1} WHERE
I:I

Ho| F Itx| 7|1&E

rlIIO

7|
AEE CASTE =& oHO|= 3HL|C}DATE. 213 CFS < Q4AkR}
& LICH2019-01-01. 2 AF25104 WHERE &of 5 wimi 7|

S EEERE
WoIoh Hlm et 4

A& LICH

20 F|[|

SELECT birthdate
FROM patient
-- we convert birthdate (varchar) to date > cast that as date too

WHERE CAST(birthdate AS DATE) < CAST('2019-01-01' AS DATE) AND gender = 'male'

Resource type: Location

O| of|XMlof M= = A| O|E 0| Attleboro®! Location ZlAA S8 L] xIE ZHAMstLct.

SELECT *

FROM Location

WHERE address.city='ATTLEBORO'
LIMIT 10;

Element: Age

SELECT birthdate
FROM patient
-- we convert birthdate (varchar) to date > cast that as date too

WHERE CAST(birthdate AS DATE) < CAST('2019-01-01' AS DATE) AND gender = 'male'’

oz LERstE 4HE EdELILL 24 7|EXHoz /Y EAtd=z
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Resource type: Condition

BIAA QY XTHE | &2 A48T EX|e 2ed=E FIE Of|0|E{E X ZEHEFL|C}. HealthLake

| O|Z XtQ104 AHZ|(NLP)E= Condition ElAA R0 Ues MR HEE 7(HIC 2 M
DocumentReference Elf_ﬁz MMELICE M 2IAATF MMHE|F7F SYSTEM_GENERATED meta
LA Ef1E HealthLake F7I&LICE O] MEZ SQL #Ele= =7 E|o|22 AMStT ZAntot A7
El SYSTEM_GENERATED Z1 £ tetst= WS EoiELCt.

O

HealthLake2| S & X210 X{ZI(NLP)0H| CHE REAMIEH LIS 2 MM FZ= M0 M EIAA
&4 0| xtedof ®{2|(NLP)E 7|82 2 XI53}HE! FHIR DocumentReference 2|lAA
HealthLake.

SELECT *
FROM condition
WHERE meta.tag[1l] is NULL

XNYE 25 24 LM ZAstod 22| F7IE EEHEE =& /J&Lct
modifierextension 240 X7 MEE MM5tE O| A2 El DocumentReference Z|AA
of CHet M2 HEIt Z&E|of A&LICE CHA| 28t X[BF json_extractE AL&36104 AthenaZ &
AEZ 72 5 JSON 2 A0i HAM|ABHOF B LICH

O| MZ SQL #H2ls EME 7|Hto 2 MMEIREE HMConditionstE WS Eo{EL|
CDocumentReference. & AFE35l0{ JSON 2AE BAIYEZ CAST ME510{E AFE 504 H|w g
£ LIKE U&LICt

SELECT
meta.tag[1l].display as SystemGenerated,
json_extract(modifierextension[4], '$.valueReference.reference') as
DocumentReference
FROM condition
WHERE meta.tag[l].display = 'SYSTEM_GENERATED'

AND CAST(json_extract(modifierextension[4], '$.valueReference.reference') as
VARCHAR) LIKE 'S%DocumentReference/67aa0278-8111-40d0-8adc-43055eb9d18d%"'

Resource type: Observation

2lAaA REQ ZE 2 2K, ClHHO|A = 7|EF FX|lof CHet FH X 7HEHS ofdME XHEE L
Ct. HealthLake2| & & X210 A 2|(NLP)= Observation ElAA0M HHE ME HEE 7(|HtS
2 M DocumentReference E|AAE MHELICH O] MZ SQL #2|0l= WHERE meta.tag[1]
is NULL F4J0| Z&E|0o{ Qe 22 SYSTEM_GENERATED 217t £ &HElLICH.

M
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SELECT valueCodeableConcept.coding[1l].code

FROM Observation

WHERE valueCodeableConcept.coding[1l].code = '266919005"
-- WHERE meta.tag[1l] is NULL

0| ¥ 2 7}xgt&LIChstruct. MEtM & E7[HE AL85lo] LIE 40 HMAE £ QlaLch

Resource type: MedicationStatement

MedicationStatement = X7} 23! A =2& S0|HL = =585 E <=of oY

gt MR HEE XMEste Ol A8 E = U= FHIR 2|24 R LICEH HealthLakel| S 2

2 Xt240{ X 2[(NLP)= MedicationStatement 2| A A FHEM L HEE EMHE 7[EI2 2 M
DocumentReference CIAAS MAEHLICH A BIAA T MAE|T47} SYSTEM_GENERATED meta
QA0 Ef21E HealthLake F7IELICI O] ME SQL # 2l AHEAE AFESo{ B & XHE 7|8
O 2 EHEZsI0M SEHoll 2l FIHE 2| AAE FE= F 2l HealthLakeE H45t= HHE o4

Z LICINLP.

>~0II
\l
I
=
-

T

SELECT *

FROM medicationstatement

WHERE meta.tag[l].display = 'SYSTEM_GENERATED' AND subject.reference =
'Patient/0679b7b7-937d-488a-b48d-6315b8e7003b " ;

HealthLakel| &8 o|Z0il CHEH AFAM|SH LHE 2 MME NLPEZSHML0 M 2|AA & O X910

o —

HM2ZI(NLP)E 7|8t 2 XIS 3HE FHIR DocumentReference 2|AA MA) AL AWS HealthLake.

St WE{>Ig A8 8 sQL #HE| oA

® Note
2023' 22 20 O|= HealthLake CI|O|E{ AE0{= 7|EM2 2 S A}210{ X{E|(NLP)E At
&35t X| ef &Lt H[0[E AE0{0AM0] 7|58 & EX| sl E HealthLake2| S At
20{ X2| 7SS 74tiT oL 7| SHoF B LI7H? Fol MME HESHAM 2.

o &Xe| oflxofl= S& e EE{E HealthLake2 A&t Athena2te| SE0fl CHEF SQL HE|7F Z &
Lot
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https://iceberg.apache.org/spec/#schemas-and-data-types

AWS HealthLake FHEERE FLHA

Example Q17 S7| CIO|EE 7[|Eto 2 EHE{R 7|& 4

A IS EE ddE M SHHE BtX QIFEAE AHstE W0l SQELICE o] ME FHElE Trino H
E7Y UE ALE3510{ HealthLake CI|O|E{ AE0{2| C|O|E{& EE{@json_extractdte YRS E0d

SELECT
id
, CONCAT(name[1l].family, ' ', name[1].given[1]) as name
, (year(current_date) - year(date(birthdate))) as age
, gender as gender
, json_extract(extension[1], '$.valueString') as MothersMaidenName
, json_extract(extension[2], '$.valueAddress.city') as birthPlace
, maritalstatus.coding[l].display as maritalstatus
, address[1].line[1] as addressline
, address[1].city as city
, address[1].district as district
, address[1l].state as state
, address[1].postalcode as postalcode
, address[1].country as country
, json_extract(address[1].extension[1], '$.extension[@].valueDecimal') as latitude
, json_extract(address[1].extension[1], '$.extension[1].valueDecimal') as longitude
, telecom[1].value as telNumber
, deceasedboolean as deceasedIndicator
, deceaseddatetime

FROM database.patient;

Athena 2£2 AIE5IH A1 E FIIE2 HEst

kI
_ITI_
1o
Hu
In
Mok
4>
z0
o>
r
_ITI_

Example Bt} & 2t24 T 7401 CHEF EE M4

O| MZ Z|2|= HealthLake IO|E{ AEO0{0IM &2 &XIo| D E R XA 3tn HYsts WHe 2
04& LILC}.

SELECT
patient.id as patientId

, condition.id as conditionId
, CONCAT(name[l1].family, ' ', name[l].given[1]) as name
, condition.meta.tag[1l].display
, json_extract(condition.modifierextension[1], '$.valueDecimal') AS confidenceScore
, category[1].coding[1].code as categoryCode
, category[l].coding[1].display as categoryDescription
, code.coding[1l].code as diagnosisCode
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, code.coding[1l].display as diagnosisDescription
, onsetdatetime
, severity.coding[1].code as severityCode
, severity.coding[l].display as severityDescription
, verificationstatus.coding[1].display as verificationStatus
, clinicalstatus.coding[1].display as clinicalStatus
, encounter.reference as encounterId
, encounter.type as encountertype
FROM database.patient, condition
WHERE CONCAT('Patient/', patient.id) = condition.subject.reference
ORDER BY name;

Athena 2£ 2 AF8st0{ 0|28 AW E FII2 YHsHU FI7H EME QIS CI22EE + U

Example 2 At 3 2h24 HErofl Cieh 2B 4d

O| #Z FC|= HealthLake Cl|lO|E{ AE 010 A &2 &R HE 23 Hah 2 21 HEPsts ¥
o4& LICtH.
SELECT

patient.id as patientId
, observation.id as observationId
, CONCAT(name[1l].family, ' ', name[1].given[1]) as name
, meta.tag[l].display
, json_extract(modifierextension[1], '$.valueDecimal') AS confidenceScore
, Sstatus
, category[1].coding[1l].code as categoryCode
, category[l].coding[1].display as categoryDescription
, code.coding[1l].code as observationCode
, code.coding[1l].display as observationDescription
, effectivedatetime
, CASE
WHEN valuequantity.value IS NOT NULL THEN CONCAT(CAST(valuequantity.value AS
VARCHAR), ' ',valuequantity.unit)
WHEN valueCodeableConcept.coding [ 1 J.code IS NOT NULL THEN
CAST(valueCodeableConcept.coding [ 1 ].code AS VARCHAR)
WHEN valuestring IS NOT NULL THEN CAST(valuestring AS VARCHAR)
WHEN valueboolean IS NOT NULL THEN CAST(valueboolean AS VARCHAR)
WHEN valueinteger IS NOT NULL THEN CAST(valueinteger AS VARCHAR)
WHEN valueratio IS NOT NULL THEN CONCAT(CAST(valueratio.numerator.value AS
VARCHAR), '/',CAST(valueratio.denominator.value AS VARCHAR))
WHEN valuerange IS NOT NULL THEN CONCAT(CAST(valuerange.low.value AS
VARCHAR), '-',CAST(valuerange.high.value AS VARCHAR))

SQL St HE{F S ALEE FE
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WHEN valueSampledData IS NOT NULL THEN CAST(valueSampledData.data AS VARCHAR)
WHEN valueTime IS NOT NULL THEN CAST(valueTime AS VARCHAR)
WHEN valueDateTime IS NOT NULL THEN CAST(valueDateTime AS VARCHAR)
WHEN valuePeriod IS NOT NULL THEN valuePeriod.start
WHEN component[1] IS NOT NULL THEN CONCAT(CAST(component[2].valuequantity.value
AS VARCHAR),' ',CAST(component[2].valuequantity.unit AS VARCHAR),
'/', CAST(component[1l].valuequantity.value AS VARCHAR),'
' ,CAST(component[1].valuequantity.unit AS VARCHAR))
END AS observationvalue
, encounter.reference as encounterId
, encounter.type as encountertype
FROM database.patient, observation
WHERE CONCAT('Patient/', patient.id) = observation.subject.reference
ORDER BY name;

Example At & 2ted Mxjol| CHEF ZE{R 274 M

BtAIQto| 4 MAtE 9|20 S8t SHAL|CE 0] SQL FHEl= X L T2 AIX Z|AA RSS2 At
& 75104 Athena0lA O|& =&5t= RS E0o{ELICt 0| SQL #2l= HealthLake H|O|E{ AE 0404 !

£ ZE Aot gl Mt E grerEulch

SELECT
patient.id as patientId
, PROCEDURE.id as procedureld
, CONCAT(name[1l].family, ' ', name[1].given[1]) as name
, Sstatus
, category.coding[1l].code as categoryCode
, category.coding[1].display as categoryDescription
, code.coding[1l].code as procedureCode
, code.coding[1l].display as procedureDescription
, performeddatetime
, performer[1]
, encounter.reference as encounterId
, encounter.type as encountertype
FROM database.patient, procedure
WHERE CONCAT('Patient/', patient.id) = procedure.subject.reference
ORDER BY name;

(o)

Mok
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Example A+ & 2r24 M of ciet EEE =2

0z
0x

A7 58 B2 dEQ M SES E= X0l SLELICE AthenaE A& 35101 HealthLake Ci|O|E
A= AL & MedicationRequest 2|AA KRS 25 AL&st= SQL #HEIE e = Us

0| SQL #HZl= AthenaZ 7tX{2 & X} 2! MedicationRequest El|0|& & ZEQIEFLIC} =
AE3sto MU S JiH 5o 2 FdgLct

M EIH

rok
mjo

SELECT
patient.id as patientId
, medicationrequest.id as medicationrequestid
, CONCAT(name[1].family, ' ', name[1].given[1]) as name
, Status
, statusreason.coding[l].code as categoryCode
, Statusreason.coding[1l].display as categoryDescription
, category[1].coding[1l].code as categoryCode
, category[l].coding[1].display as categoryDescription
, priority
, donotperform
, encounter.reference as encounterId
, encounter.type as encountertype
, medicationcodeableconcept.coding[1].code as medicationCode
, medicationcodeableconcept.coding[1l].display as medicationDescription
, dosageinstruction[1l].text as dosage
FROM database.patient, medicationrequest
WHERE CONCAT('Patient/', patient.id ) = medicationrequest.subject.reference
ORDER BY name

Athena 2& 2 AM835to ANE HHSHHLE FIt 2M2 /i CH2ECE £ A&LCH
Example MedicationStatement 2|4 A &0l 27AE FE 27|

ol #2l=E AtE35t04 AthenaZE JSON 7+X{= %’;‘.‘5._'% Tdste Y % _'?’_ 15 I—IEPSQL FHEl=
meta LAE Al&310q HealthLake2| S A+210{ %{2()0
NLP. HealthLake 2| Amazon Comprehend MedicalZ}2| & E

-r‘o

QUM ElAA f& 9| XIedo{ XZ|NLP)E 7|82 2 X5 3HE FHIR DocumentReferen 2lAA MM
A& AWS HealthLake. E£8F json_extractE AFE5t04 JSON EAtE HHE LHO| CIO|EE AL

CH.

SELECT
medicationcodeableconcept.coding[1].code as medicationCode
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, medicationcodeableconcept.coding[1].display as medicationDescription
, meta.tag[l].display

, json_extract(modifierextension[1],

'$.valueDecimal') AS confidenceScore

FROM medicationstatement;

Athena
Example &7

O| of| x|

=
=

Ci

—

SELECT patient.id as patientlId,
condition.id as conditionId,

CONCAT(name

[ 1 J.family, ' ', name [ 1 J.given [ 1 ]) as name,

(year(current_date) - year(date(birthdate))) AS age,

CASE

WHEN condition.encounter.reference IS NOT NULL THEN condition.encounter.reference
WHEN observation.encounter.reference IS NOT NULL THEN observation.encounter.reference
END as encounterId,

CASE

WHEN condition.encounter.type IS NOT NULL THEN observation.encounter.type
WHEN observation.encounter.type IS NOT NULL THEN observation.encounter.type
END AS encountertype,

condition.code.coding [ 1 ].code as diagnosisCode,

condition.code.coding [ 1 ]J.display as diagnosisDescription,

observation.
observation.
observation.
observation.

category [ 1 J.coding [ 1 ].code as categoryCode,

category [ 1 ].coding [ 1 J.display as categoryDescription,
code.coding [ 1 ].code as observationCode,

code.coding [ 1 ].display as observationDescription,

effectivedatetime AS observationDateTime,

CASE

WHEN valuequantity.value IS NOT NULL THEN CONCAT(CAST(valuequantity.value AS

VARCHAR), " '

,valuequantity.unit)

WHEN valueCodeableConcept.coding [ 1 J.code IS NOT NULL THEN
CAST(valueCodeableConcept.coding [ 1 ].code AS VARCHAR)

WHEN valuestring IS NOT NULL THEN CAST(valuestring AS VARCHAR)

WHEN valueboolean IS NOT NULL THEN CAST(valueboolean AS VARCHAR)

WHEN valueinteger IS NOT NULL THEN CAST(valueinteger AS VARCHAR)

WHEN valueratio IS NOT NULL THEN CONCAT(CAST(valueratio.numerator.value AS

VARCHAR), /"'

,CAST(valueratio.denominator.value AS VARCHAR))

WHEN valuerange IS NOT NULL THEN CONCAT(CAST(valuerange.low.value AS

VARCHAR), '-"'

,CAST(valuerange.high.value AS VARCHAR))

WHEN valueSampledData IS NOT NULL THEN CAST(valueSampledData.data AS VARCHAR)
WHEN valueTime IS NOT NULL THEN CAST(valueTime AS VARCHAR)

22 A8 A
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WHEN valueDateTime IS NOT NULL THEN CAST(valueDateTime AS VARCHAR)
WHEN valuePeriod IS NOT NULL THEN valuePeriod.start
WHEN component[1] IS NOT NULL THEN CONCAT(CAST(component[2].valuequantity.value
AS VARCHAR),' ',CAST(component[2].valuequantity.unit AS VARCHAR),
'/', CAST(component[1l].valuequantity.value AS VARCHAR),'
' ,CAST(component[1].valuequantity.unit AS VARCHAR))
END AS observationvalue,
CASE
WHEN condition.meta.tag [ 1 ].display = 'SYSTEM GENERATED' THEN 'YES'
WHEN condition.meta.tag [ 1 ].display IS NULL THEN 'NO'
WHEN observation.meta.tag [ 1 ]J.display = 'SYSTEM GENERATED' THEN 'YES'
WHEN observation.meta.tag [ 1 J.display IS NULL THEN 'NO'
END AS IsSystemGenerated,
CAST(
json_extract(
condition.modifierextension [ 1 1,
'$.valueDecimal’
) AS int
) AS confidenceScore
FROM database.patient,
database.condition,
database.observation
WHERE CONCAT('Patient/', patient.id) = condition.subject.reference
AND CONCAT('Patient/', patient.id) = observation.subject.reference
AND (year(current_date) - year(date(birthdate))) >= 18
AND (year(current_date) - year(date(birthdate))) <= 75
AND condition.code.coding [ 1 ].display like ('%diabetes%');
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4 &£ = AWS Direct Connect 2122 HealthLake APIs 20| HISTHZ HMASHE C| AR E &= UE 7|§-
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of CH8t QIE{H0|A VPC AEZQIEE ME 57| F0i Amazon VPC AF2 MM 9| QIE{mH0|A =
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ofl CHSt QIE{m|O|A VPC AIE ZQIE A4 HealthLake

Amazon VPC &£ EE = AWS Command Line Interface ()& AF8 5104 HealthLake; AH|A01 CHSE
VPC EZRIE S MAE 4= QI&LICIAWS CLI. AtMIEH LIE 2 Amazon VPC AH8 MY MOl QIE{ T
O|AQEZOIE MME FHEFIML.

C}S AMH|A O|B & AF235104 HealthLakeOll CHEH VPC I= ZQIEE MAI8HL|CH

« com.amazonaws.region.healthlake

A=z OIEof DNS CHsl Zztold!e 74 2|F 2| 7|2 DNS 0|2 A2 351040i| API HealthLake 2%
g 4= Ql&LICE Of: healthlake.us-east-1.amazonaws.com.
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https://aws.amazon.com/privatelink
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/using-eni.html
https://docs.aws.amazon.com/vpc/latest/userguide/vpce-interface.html
https://docs.aws.amazon.com/vpc/latest/userguide/vpce-interface.html#vpce-interface-limitations
https://docs.aws.amazon.com/vpc/latest/userguide/vpce-interface.html#vpce-interface-limitations
https://docs.aws.amazon.com/vpc/latest/userguide/vpce-interface.html#create-interface-endpoint
https://docs.aws.amazon.com/vpc/latest/userguide/vpce-interface.html#create-interface-endpoint
https://docs.aws.amazon.com/vpc/latest/userguide/vpce-interface.html#access-service-though-endpoint
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Amazon VPC Al2 A 9| VPC AIEZQIEE AL2510{ AH|A0| CHEF HAA Ko

2.
0i: HealthLake % 40l CigF VPC AIEZQIE HHY

ChS20f CHE A= Z QIE 54 0| of LIC} HealthLake. Y= ZQIE 0] HZATIHO| B2 D E 2|4
H =

AH
A 9| HealthLake 2 & E O FX||0oi C3H CreateFHIRDatastore Zr40i CHEF HAM|A HEHE Fo{E
L|C.
{
"Statement": [
{
"Principal":"*",
"Effect":"Allow",
"Action":[
"healthlake:create-fhir-datastore"
1,
"Resource":"*"
}
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https://docs.aws.amazon.com/vpc/latest/userguide/vpc-endpoints-access.html
https://docs.aws.amazon.com/vpc/latest/userguide/vpc-endpoints-access.html
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of| M 2[AA Ef1 K| AWS HealthLake

AWS 2|20l E{T SEfZ HEC|OIEHE XEE & JU&LICH Z Bfa= AER el 7|2t Zfez +
dE BlolSLICH E{a & MEsH 2lAaAE &£lA #el, A, Hel, M A HEE Y + J&Litt

Ol FHOIAE YELD £24xi0) o2 HAE Feiste o £Ho| sk uxily
CHo SHLICH Cha Mol A= AWS B4 4, EfT X
(0l CHEH 712 XIA2 RS LICHAM.,

Zt Bj3ol= oS & 7K 220 AU&LIch

« E}2 7|(0f: CostCenterZtZd t= T2 ME) E|1 7|E CHARXIE & LICH
« BN Z(04: 111122223333 EE= Production). Bl 7% B Zte CHIASALE 2edstLct.
Ei1E AMtE35t0d %, ARKH BB E= J|E 7|ECR EBAAE BRE = UELICH RIAMIE LI 2

Zt Bl&aA0| MHIA 2&, MHIA EE0fM & gof tLtol ElaAo| EfTE FIHAPI, ¥4 E&= XA
g = U&LICLAWSCLI

mo

Ei X|'HE & /4dst5t24™ TagResources 7H SRIEIRA=X| & QIEHLICH CH AL 22 1AM H3Y
TagResources 2135101 HetE2 F 048 = UA&LICEH

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": "healthlake:CreateFHIRDatastore",
"Resource": "*"

},

{
"Effect": "Allow",
"Action": "healthlake:TagResource",
"Resource": "*"

}
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https://d1.awsstatic.com/whitepapers/aws-tagging-best-practices.pdf
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https://docs.aws.amazon.com/ARG/latest/userguide/welcome.html
https://docs.aws.amazon.com/resourcegroupstagging/latest/APIReference/overview.html
https://docs.aws.amazon.com/resourcegroupstagging/latest/APIReference/overview.html
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CllO|E{ A E 0404 Ef2 F7}

ClO|E] AE0{0f B E F7t5tE AWS 2|AAE AlE & FYs5t1 2laA0 EH?_ HHAE grElete
o =gol &+ QJQLIEP X Cllo|Ef A& 040 3H—P ol&¢fof E{(7|-2f o) E F7HEfLICE ALS AL
S zICH 507He EH & M8 = JU&LICH 7| & 2 HEO A8E = e -E—XPOH B AMEE &
L|C.

Ef27t /o™ O|2{E Ef 2 & 7|8 2 Cf|o|E AEofoi CHEF HUMAE Bt E[StE IAM Hig e
£ Ql&LICH HealthLake 24 FEEE AF2610{ HI0O|E| AE0{0f| E{1E AWS CLI F7He £ &L

Ch 2lZX|E2/0l 2 E F7I6HH i SIZXIEE[of CiEE AMA0 FES & + &Lt dlolEH

AEO0{0l 2 E F7+5t7| Toll EfOE ALE504 CIOIE AE0{Q Z2 2|4 A0 CiEH HMAE K|o]
g+ Us IAM g HAESHoF &,

Ct= EHAlof| 22 AF2 35104 HealthLake O|O|E{ AE0{ AWS CLI 0| Ej2E F7}&LIC} CIO|E| AE
0{E€ MM& M ElOE F7I5te{H MME AT XSHMI Q0| M Cl|O|E{ AE 0] A4 AWS HealthLake.

EHOld E= BYEO|M E{2E F7+e Ol0|E AE012] Amazon 2|44 O|F(ARN)Z —’$7P3PE4E El
19| 7| & 2k 2 X|Z5t04 tag-resource BHES AAELICH C|O|E{ AE0{o| Ef2E F 7§ Ol FIHE
T AELICH 7| K gt HEo| AL8E == lE EXtol CHE MIFHE JSLICHE T X1 27 ALE. 01|E
£04, HI0|E] 2B 047} Y YE|= Sot C|o|8 AE0{0l E{ZE F7tste{Ho| A CHE BHS AASE L
Ch AWS CLI. CIO|E| AE0{2| O|F2 Test_Data_Store0| 1, 7|7t A= F 7He| FIHE EHI = key! X
key20|M gt2 22 value1 & value2lLICt.

aws healthlake create-fhir-datastore --datastore-type-version R4 --preload-data-config
PreloadDataType="SYNTHEA" --datastore-name "Test_Data_Store" --tags '[{"Key": "keyl",
"Value": "valuel"}, {"Key": "key2", "Value": "value2"}]' --region us-east-1

7|& Hlole AEo0{of B2 & F7tstedH CHS ollx BB S A-FLICH

aws healthlake tag-resource --resource-arn "arn:aws:healthlake:us-
east-1:691207106566:datastore/fhir/0725c83f4307f263e16fd56b6d8ebdbe" --tags '[{"Key":
"keyl", "Value": "valuel"}]' --region us-east-1
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C|O|E{ AE 040 CHEF Ef 2 L}

CtS CHAOf 22 AF2 5109 HealthLake Cl|O|E{ AE0{9| AWS EiZ1 S22 AWS CLI SL|Ct. Efj1
7F FILEIX| ot 2 A2 BtEtE|l= S8 2 H|o U&LICH.

B0l £ By

IIH)I

ol M CHS ol X2} list-tags-for-resource 20| B S Al&stL|Ct

aws healthlake-test list-tags-for-resource --resource-arn "arn:aws:healthlake:us-
east-1:674914422125:datastore/fhir/0725c83f4307f263el6fd56b6d8ebdbe" --region us-
east-1

"tagS": {
"key": "value",
"keyl": "valuel"
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E= HBEO0IAM untag-resource Bg M504 Ef1E XM 7HE CIOIEf AE 012 Amazon E
= o M7HE Ef2 ol Efa 718 RIHE LI

aws healthlake untag-resource --resource-arn "arn:aws:healthlake:us-
east-1:674914422125:datastore/fhir/b91723d65c6fdebld26543a49d2ed1fa" --tag-keys
'"["keyl"]' --region us-east-1
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X|E = C}2 & HealthLake APIsZ & 5l04 2 =0 CHEH 2 D ElL|Ct.

O|O|E{ AE0{ & 2| APIs - CreateFHIRDatastore, DeleteFHIRDatastore, DescribeFHIRDatastore,
ListFHIRDatastores

« 7tX27] Y LHELHZ| APIs - S tartFHIRImport2 ¢4, L istFHIRImport2 4, D escribeFHIRImportZf
¥, S tartFHIRExport® ¢, L istFHIRExport& 24, D escribeFHIRExportZh

« HTTP REST ZZI0|E 4 Z|AA B 2| APIs — CreateResource, DeleteResource,
GetCapabilities, ReadResource SearchAll, SearchWithGet, SearchWithPost, UpdateResource.
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AWS HealthLake FHEERE FLHA

- B3 X|"H APIs — ListTagsForResource, TagResource, UntagResource

CtE E = HealthLakeOl M AHE 7ts 8 X|E 2} AFRS G7HEH AULICH
Ctg XIE7t EoELICH Z= AH8XF XIH HI0|E Helel B =2 EA[ELICH
INE:3
INE: ME
SE NF of Cigt 22 +LICIAPIs. Ol A™E £& K|

HE HIO|E AE0{0of Chall EnE + U&LIC

&8t &7I: Sum, Count

EX7|F: & O|o|E{ AEO0]{ ID, HIO|E{ AE
o7&

43 2% S API 2% +LiCt
EH: 74

S =8t SH: Sum, Average

xH¢4: =Hed H|0|E{ AE0f, HIO|E{ AE0] &

3

>
olo
_>'-|_
to
4u
>.

I @F 2 Qs Alufst 2% +elu|c}.
EHRL: 7H

S =& &7: Sum, Average

EM7|&E: &, dlo|EH{ AE0{ID, CIO|E{ AE
o /Y
MH 2F MH 272 QlsH Aulist @& +lLCt.
chel: 7Y
S =& &7: Sum, Average

M

A&8t ZLIE{Z CloudWatch 142



AWS HealthLake

THERE QLA

INE:3

HEl(throttle) 2

X[ed Alzt

Dimensions
Operation
DataStorelD

DataStoreType

AWS Management Console, AWS CLIZE =& HealthLake A& 31040 CHEH X|EE 7HK]

&LICH CloudWatch APl. Amazon AWS A Z EQfo] 7igt F|E(SDKs) e =7 & &Lt

H7|&: &Y, olo|E{ AE01ID, CIO|E AE

k

Q& £QLiC 0| X EE ASXF EE
Me @8 4ol Z8relx| gLt

o
Olm

Al: Sum, Average

EX7|Z&: 24 O|o|e{ AE0{ID, C|O|E{ AE

7

AEX 2FE ®MElste ol Zalx Eelef Alz

I
o2
N
[
2

O
jnl
[)
i

>.
Hm
2
&
E
[
o

>.
Hm

AT
A2 E API &
APl 270 Z& = Ho|E| AE 0

HIO|E AE 04 R& (34X FHIR R4Et X|24E)

mn o

E M&8 2LIE{& CloudWatch

143



AWS HealthLake FHEERE FLHA

CloudWatch APl AF& & CloudWatch APl &= QI&LICH HealthLake 2& 22| HA| HIO|EHE 7|HIS 2
2= & EA|ELICH CloudWatch API.

ol EL|E{2lE £ HealthLake = ZZ 8t CloudWatch ™ 8t0| 2lo{of & LICt CloudWatch. XFA|8t
LH 2 Amazon AFE AZHA{ 2| Amazon 215 L HAH|A XN|0{Z CloudWatch & XSHAM|IL. CloudWatch

HealthLake X|E E 7|
X|EE E2{H(CloudWatch 2£&)

AWS Management Console0| 21213t04 CloudWatch &2 JLICt.
XEE MEistD 2 E X|EE MENF CI S AWS/HealthLakeE MEHRFLICE
E O|§2 M={Et CtE J ol F7HE MEHEFLICE

7

N
St Hel 2t S MEEfL|CH MEfE IR 2ol CHEt XIE JH7t Z2efZ ol EAIELICH

A WO DN -
>
o
=

E AN835lo{ ZE MM CloudWatch

CloudWatch A2 = X|I'HE 7|7t S0 B X|EE Z A3t Amazon Simple Notification
Service(AmazonSNS) FA| 5= & Auto Scaling Z2of &2l ELHE SiL 0|40l 2tdg &
A Es U2 X|Het oftd 7(2t s xIEE A Zhol Chet x| & 22 7[Bte 2 gLich=
Ef7} $4EE [ Amazon SNS HIA|X[E 2 =T CloudWatch }{&LICEH

\|

CloudWatch ZE &= ArEf7}

[
ox

HinipNps!

rot
\d

|2 SeF X|&E o

1
Q
o
fok
M
Q'Ig
T
n

X|EE E24H(CloudWatch 2&)

AWS Management Console0l 2121504 CloudWatch 2& & iL|CH.

Qe E MEE Chs LB dHES MEELICH

AWS/HealthLakeE ME4SH CIS K| EE MHEHFLICE.

AlZH {0 P LIE{RIE AlZH HYE MEISH &
|E al Jk-ll:|=|c> OI_=||

Whenever0i Al >=&

B dEjof]l TEFE M o|HYE 2L CloudWatch 24T 2Fd MMojMo| ZE7
SEfTH HE MEELICALARM. 23 ™S Ol ol HLE S52 MEfstLE A

oMUY S5 MaEc

N o o bk~ w0 Dd =

r
J’" n
H]
dn o
mo
x

HealthLake X|& 27| 144


https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/auth-and-access-control-cw.html
https://console.aws.amazon.com/cloudwatch/home
https://console.aws.amazon.com/cloudwatch/home
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https://docs.aws.amazon.com/healthlake/latest/APIReference/API_CreateFHIRDatastore.html
https://docs.aws.amazon.com/healthlake/latest/APIReference/API_IdentityProviderConfiguration.html
https://docs.aws.amazon.com/healthlake/latest/APIReference/API_IdentityProviderConfiguration.html
https://docs.aws.amazon.com/healthlake/latest/APIReference/API_IdentityProviderConfiguration.html
https://docs.aws.amazon.com/healthlake/latest/APIReference/API_IdentityProviderConfiguration.html
http://hl7.org/fhir/smart-app-launch/1.0.0/
http://hl7.org/fhir/smart-app-launch/1.0.0/
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FHIR & 43} &l HealthLake Cl|O|E{ AE0{0{|A{0f| SMART CH&t FHIR REST
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HealthLake G| O|E{ AE0{0|AM R| R L= e Ho{ H L

He| & of| M| 1< At
patient/(fhir-resource | '*'). patient/A 220 E ofE2[AH o
('read' | 'write' | '*') llergyInt Mg de{x[of chst ¢
olerance.* 7|/ 7| HMA HEHO|
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0 IdentityProviderConfiguration Z{&{|0f X|HARNELICY.
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LICt C|O|E{ AE0{E M8t 0= Lambdag B1ZEE &= ARN Q&LICH O|O|E AE 047} MM E
ARN X|X8t LambdaE £ 248 DescribeFHIRDatastore API 22 Al &tL|C}.
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- FHIRREST API 238 2t=stc{H Cts ZoiYo| 2Lt RtAlEr LHE2 E el X
SHAAI2.
* nbf
> exp
* isAuthorized
* aud
* scope
LambdaZ e M= Lambda & 2ol A& dgfnt 2|4 7|8 HAg Hdslok gfLich
Lambda 20| A g2 & of HEIY| HR B AWS MH|A & Z|AA0 HMAE = U=
gLtk MBHe 2144 7|8 HMSTL ASKHE ClAlstod 48 25

ol ZH|o| B0l S2H0I1E OHE M OIMO iRl AT CIZLE ST, AWS Lambda 48
MAshs O TR T, 7 £ YUY HealthLake % U= BlAA 7|8 HMS Midsts $HS MHL

Ct.

« 28: AWS Lambda & 0| M AL 5l = HealthLake AMH|A & A

« 35: Lambda &+ 9o| A& 24& UH|0|E
« 45: Lambda &0 2|AA HAH F7}
« 55: Lambda & 01 CHEt SAIHE Z2H|X

AWS Lambda &= A4

Ol MM M El Lambda &+ =7F FHIR & A3} El HealthLake Cl|O|E{ AE 0{0| A SMARTO CHEt
2 & HealthLake =218 [ EE|7HELICH E2I0|HE ofEZE|F|0|Mo| @ Ho|l= REST APl &1}
HMA EEO0| ZEE HEH Bof Sll{7F ZEELICH

GET https://healthlake.youxr-region.amazonaws.com/datastore/your-datastore-id/r4/
Authorization: Bearer i8hweunweunweofiwweoijewiwe

O] &x|2| Lambda & 4 0{|X|= AWS Secrets Manager £ At&35t04 HEH £ 04 A2} ‘-FE._E._ INEL IS
HZ 7tRILICH Lambda & 0| HE 204 M 2302 ME HEE 2 M3 5HR| b= WAool E&L
Ct.
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Example ™8t £0{ ME Xt EZ0| Z& E FHIRREST F 4

0|>|

Lambda &+ O|M|= FHIR & d3}El HealthLake CllO|E{ 2AE0{SMARTO|A 2 & E FHIR REST

ol

Hg d&sts Y S 2o{ELICE O Lambda &f =& Fedct= Yol CHE step-by-steps X|E2 A

M XM RLE AE3H04 Lambda & < 44 AWS Management Console.

FHIR REST APl 280l &3t HIO|EH AE0{ AEEZQIE, HNHA EF L REST 20| Z&HE[0] R
X| ofo™ Lambda & 47 MufgtL|Ch T4 HEH £of 1tH A0f CHEH REMIBH LIRS MME At x5}

MeZ+ e

import baseb4

import boto3

import logging

import json

import os

from urllib import request, parse

logger = logging.getlLogger()
logger.setlLevel(logging.INFO)

## Uses Secrets manager to gain access to the access key ID and secret access key for
the authorization server

client = boto3.client('secretsmanager', region_name="region-of-datastore")

response = client.get_secret_value(SecretId='name-specified-by-customer-in-
secretsmanager')

secret = json.loads(response['SecretString'])

client_id = secret['client_id']

client_secret = secret['client_secret']

unencoded_auth = f'{client_id}:{client_secret}'

headers = {
'Authorization': f'Basic {base64.b64encode(unencoded_auth.encode()).decode()}",
'Content-Type': 'application/x-www-form-urlencoded'

auth_endpoint = os.environ['auth-server-base-url'] # Base URL of the Authorization
server

user_role_arn os.environ['iam-role-arn'] # The IAM role client application will use
to complete the HTTP request on the datastore

def lambda_handler(event, context):
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if 'datastoreEndpoint' not in event or 'operationName' not in event or
'bearerToken' not in event:
return {}

datastore_endpoint = event['datastoreEndpoint']

operation_name = event['operationName']

bearer_token = event['bearerToken']

logger.info('Datastore Endpoint [{}], Operation Name:
[{}]'.format(datastore_endpoint, operation_name))

## To validate the token

auth_response = auth_with_provider(bearer_token)

logger.info('Auth response: [{}]'.format(auth_response))

auth_payload = json.loads(auth_response)

## Required parameters needed to be sent to the datastore endpoint for the HTTP
request to go through

auth_payload["isAuthorized"] = bool(auth_payload["active"])

auth_payload["nbf"] = auth_payload["iat"]

return {"authPayload": auth_payload, "iamRoleARN": user_role_arn}

## access the server
def auth_with_provider(token):
data = {'token': token, 'token_type_hint': 'access_token'}
req = request.Request(url=auth_endpoint + '/vl/introspect',
data=parse.urlencode(data).encode(), headers=headers)
with request.urlopen(req) as resp:
return resp.read().decode()

E AM83+0{ Lambda &4 444 AWS Management Console

O| HRIo M= SMART FHIR & A3l El HealthLake H|O|E{ AE 04104 AM0i| CHEF FHIR REST API 2H &
Mol [ =2 HealthLake 3t2i= AH|A Qg2 o|0| MEFICtD 7HEELICH ME|A " S st
x| et 7"001|E Lambda &+& MAME £ Q&LICH Lambda & 71 258240 X MH|A &

Q MM5t Lambda & 0l M X|Hst= EEdol cHEt AFAE

Ol AFS El= AWS Lambda g =0i| At & HealthLake A{H|

_|

Lambda & & 4435t24(AWS Management Console)

1. Lambda 2£2| &<+ H0|X|E iL|C}.

2. &+ MM(Create function)S MEHEFL|CH
3. MZ zdg MEfghLct
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4. 7|2 SEo|M & 0|5 LU LICt HEH0|A Python 7|8 HEL IS MEHSFL|CH

5. Execution role(&& 23%&0i X Create a new role with basic Lambda permissions(7|& Lambda
THet2 71 M g dH)E MENELIC.

Lambdas & £0{ Amazon0l 23 Y28 ¢
CloudWatch. Lambda g gE 4
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import baseb4

import boto3

import logging

import json

import os

from urllib import request, parse

logger = logging.getlLogger()
logger.setlLevel(logging.INFO)

## Uses Secrets manager to gain access to the access key ID and secret access key
for the authorization server

client = boto3.client('secretsmanager', region_name="region-of-datastore")
response = client.get_secret_value(SecretId='name-specified-by-customer-in-
secretsmanager')

secret = json.loads(response['SecretString'])

client_id = secret['client_id']

client_secret = secret['client_secret']

unencoded_auth = f'{client_id}:{client_secret}'

headers = {
'Authorization': f'Basic {base64.b64encode(unencoded_auth.encode()).decode()}",
'Content-Type': 'application/x-www-form-urlencoded'

auth_endpoint = os.environ['auth-server-base-url'] # Base URL of the Authorization
server
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user_role_arn = os.environ['iam-role-arn'] # The IAM role client application will
use to complete the HTTP request on the datastore

def lambda_handler(event, context):
if 'datastoreEndpoint' not in event or 'operationName' not in event or
'bearerToken' not in event:
return {}

datastore_endpoint = event['datastoreEndpoint']

operation_name = event['operationName']

bearer_token = event['bearerToken']

logger.info('Datastore Endpoint [{}], Operation Name:
[{}]'.format(datastore_endpoint, operation_name))

## To validate the token

auth_response = auth_with_provider(bearer_token)

logger.info('Auth response: [{}]'.format(auth_response))

auth_payload = json.loads(auth_response)

## Required parameters needed to be sent to the datastore endpoint for the HTTP
request to go through

auth_payload["isAuthorized"] = bool(auth_payload["active"])

auth_payload["nbf"] = auth_payload["iat"]

return {"authPayload": auth_payload, "iamRoleARN": user_role_arn}

## Access the server
def auth_with_provider(token):
data = {'token': token, 'token_type_hint': 'access_token'}
req = request.Request(url=auth_endpoint + '/vl/introspect',
data=parse.urlencode(data).encode(), headers=headers)
with request.urlopen(req) as resp:
return resp.read().decode()

Z£0iM HAM57HLE Lambda IAM 2£0|M 71 HE 44E45104 Lambda & 2| & A E +HE &
A&LICH Lambda B+ A& g gr2(ol CHE ZtMIEE LHE2 Ml E A ZstMLambda A2 98
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Example Ofl CHet HM|A HEHS F0{5H= Lambda &+ A&l 298 GetSecretValue

AR Aol IAM HUE FItGetSecretValuedt™ ME Lambda &7t & Sshe ol Ee HEHO

ol
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rot

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "secretsmanager:GetSecretValue",
"Resource": "arn:aws:secretsmanager:your-region:your-aws-account-
id:secret:secret-name-DKodTA"
}
]
}
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|

A

2l

|

=
CreateRes EZlAA MM HEHE H0d A CllO|E{ AE 0{ ARN: arn:aws:healthlake
ource gt 7| 'your-region :111122223333 :datastore/

fhir’'your-datastore-id

DeleteRes ZlAAES AMX|E £ e Ak Cl|O|E{ AE 01 ARN: arn:aws:healthlake
ource TS Fo{gLct 7| :your-region :111122223333 :datastore/

fhir’'your-datastore-id

ReadResou z|
rce st

Y

Ol O|E{ AE 01 ARN: arn:aws:healthlake
L|Ct. 7 'your-region :111122223333 :datastore/
fhir’'your-datastore-id
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xhoq AN oH ElAA SEESP)
Al
A
2|
(=R l]
=

SearchWit GET HMEZR 2|AAE el Ol O|E{ AE 0{ ARN: arn:aws:healthlake

hGet Hugr = = HEtE R 7| 'your-region :111122223333 :datastore/
O{gfLCt. fhir/'your-datastore-id

SearchWit POST HIMEZR 2|AAE 2] HlO|E{ AE0{ ARN: arn:aws:healthlake

hPost AMe == HEtE & 7l 'your-region :111122223333 :datastore/
ofgfLCt, fhir’'your-datastore-id

StartFHIR & AFS35t0{ FHIR LHELH A4 O|O|E{ AE0{ ARN: arn:aws:healthlake

ExportJob 7| ZHdE AEE = 7| :your-region :111122223333 :datastore/

WithPost ~ T&hE FO{&LICE GET fhir’your-datastore-id

UpdateRes EZlAAE UO|O|EE Ak CllO|E{ AE 0{ ARN: arn:aws:healthlake

ource U}e TetE FoighLct. 7| :your-region :111122223333 :datastore/

fhir’'your-datastore-id

Al SIE{HE A2 E £ Ql&LICtAmazonHealthLakeFullAccess. O] =42 O|O|Ef AE 040f QY
£ FHIR Zl&A0] CHaH 2471, Ar7|, A & LHE LH7|E 2 o4& LICt O|o[E AE0{of| CHE 17|
Hete Ho{3te{HE AFE & LICAmazonHealthLakeReadOnlyAccess.

AWS Management Console AWS CLIEE= IAME AL&3510{ ARt X HAME st Widod| Cist
REMIEH L8 2 1AM AHE B YA Y H S IAM SDKsEH Z35HM L.

off CHBt AMH[A AE 4] HealthLake (IAM 2&)
O] HAtE ALE5t0d MH|A e g YHEFLICH MHIAE dEe m 1AM A S X[FsloF &fLC.
of CHEF MH|A g2 Md5tE{™ HealthLake (IAM £2£&)

1. o 232! AWS Management Console 3t 10{| M IAM 2& 2 L|Chhitps:/
console.aws.amazon.com/iam/.

2. 1AM 20 B BojAf ofErg MEizLIC
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
https://console.aws.amazon.com/iam/
https://console.aws.amazon.com/iam/
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3. OHCIS A dds MEfshLICt

4. AME| IHA e HO| X[ M AFE R X|E AlZ| HAME MESSHLICE

5. CISOE AI2X
idE A™H H=E

LICE.

Ral
>
L

z

Hu
>
L
bl
o

E
&M Ch2ot 20| ME ¥AME AHo|o|EFLICH your-account-

[==—] = =
7| == LHE L 7| ZFdofl AF2E H|0|E| AE0{ARNS|E F 7}

Hu
Kl
%
to

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": "sts:AssumeRole",
"Principal": {
"Service": "healthlake.amazonaws.com"
b
"Condition": {
"StringEquals": {
"aws:SourceAccount": "your-account-id"
b
"ArnEquals": {
"aws:SourceArn": "arn:aws:healthlake:your-region:your-account-
id:datastore/fhir/your-datastore-id"
}
}
}
]
}
6. 2|1 CtES MEiFLICH
7. Het %7} HOIXIoIM HealthLake AHIATF QU8 MM MAFLICH MM Fopipd Mt &
Mol M i WS HMELICh
8. T CIZ HH A4S =g
9. IHCIZ AE 0|F otziel O|F, HE L 4 HOo|X[ofM O|F S YU=dF Lt
10. (M= ALEY) O3 CtS A ofeHof J&hof CHet ZFEHSH DEE FobefLct
11. 7t58 Z< 0| dE9o| EM g AlHst= O =20| £l Y& 0|§0|Lt HE 0|F ™OIAE =i
LICt. 238 O|§2 LHollM nratiof ELIc AWS A™. CHAR R = FH35HX| oE&LICH 0| § E04,
O|&0| PRODROLEX} prodrole, 5 7tX|E X|HE d& g oHE &= d&LCt et =A7F
g2 XY = U7 MEo] dgo| HHE Tz e 0|2 HEY == &Lt
12. g ME HEE AESH ChS dg Yy MEigL o
MH|A o4 My
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ME Lambda B4ARNOIM S8 XIHsHe WS Yobaipim MMS AT stARAWS Lambda
2 AHAA
T O o.

Lambda A&l <4t

Lambda 40| Al% S{E2 40 AWS AHIA U A0 HHAE 4 Q= HEHE Hoists 1AM
of8r2ILICt. O] HO|K|OIME Lambda BF40] A8 o182 MAJstn H1 Balshs WHol Ciet M=

£ M3 gLt

7|12Mo 2 Lambdac= & ALE5t0{ M| Lambda & +& o
2 LICt AWS Management Console. &34 & of| A 20o{El HEtE 2 E2(5t24™ Lambda 7HEERF OFLY
9o

Mol 1AM 20iA] A% o8 M2 BESHNL.

Ol =Hof M3 E MZ Lambda &£ Secrets Managerg Ar&35t04 Mt 204 AH{2| Xt BHE 7t
EIL_||:|.
= .

ddote ZE IAM SFE D OFE7HR| 2 Z| A HEF 2 AR E 2= 20| SLELICE /e 75 Soil
2ot 7 olyel HetE Fofste E27 AGLICH B M2 Z2HM g Fo &8 HAlsHT| ™
of Zest Mottt efotT § YME T7™ste 20| 7HE E&LICH RHAlEH LIS 2 1AM AHE A A 9|
Z|4 Het MEE HEotMIR.

7t Lambda & & E2|7{ HealthLake st 5 {8
HealthLake 7} At8 XHE CHAI5t0f Lambda B8 258 £+ U002 Chg 8 &l of BLich

« CreateFHIRDatastore R0|A 5= HealthLake 5t24= Lambda & $£ARNS2|2}
IdpLambdaArn SU3StAHE 6ok gLICt.

o 7} AF2XIE CHAISHO] Lambda & +Z2 5 = HealthLake stE & {5tE 2lAA 7| Malio| 2§t
LIC}.

7t FHIR & 33} &l HealthLake C|O|E{ AE0{2] SMARTO] CHEt FHIR REST API 2 3 & HealthLake
T&I5tH ALEAHE CHAlsto] HIO|E AE0{ 8 Al X|HE Lambda &f+& £ &£ HEH0| 2R &L
C. HealthLake A& HEHE F0{5t2{H ElaA 7[gh HAME AL ELICH Lambda & =0 CHEF 2[4
A 7|8k HE Mol cHet REAM[EF LHE 2 AWS Lambda 7HEF AL @FLHA{ S| AWS MHH|A 0| A Lambda &

=5 518 HEotM 2.

1]
fon
M
ol
ol

o
T
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https://docs.aws.amazon.com/lambda/latest/dg/lambda-intro-execution-role.html#permissions-executionrole-console
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#grant-least-privilege
https://docs.aws.amazon.com/lambda/latest/dg/access-control-resource-based.html#permissions-resource-serviceinvoke
https://docs.aws.amazon.com/lambda/latest/dg/access-control-resource-based.html#permissions-resource-serviceinvoke
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Lambda &0 CHEt SA|HE Z2H|X{L

/A Important

HealthLake O|A{= Lambda & 2| Z|CH A% A|Z+O] 1% (10002 2[%) O|2too{of & L|C}.
Lambda & 47F A3 A|ZE MIEH2 Z 15t TimeOut 04| 2|7} ghatishL|Ct

ol 09l WISt Z2HIKE SANS TAsE 0| E4LICH 250| 7ty Mo Zz 4|
MPE SAIMS BLsHH B K| AIZIO 2 X7|5HE QIATAM ZE Q¥ HMElGEE & 4
QUELICH ZRHIKSE SAIA T430] CHE AHMEH LIS 2 Lambda WL AL OFLHA S| Z2HIMLE S
A FHE BEHHL.

Lambda & 2] %-E‘ AlsH AlZHE 22484 $4XH Lambda 240 A Lambda & 2| ZL|E{2! 1| 0|X|E
MEFLICE 7|2XM2oE Lambda 2&£2 &+ ZE7H O|HIEE ®Elste Ol 223 B, |4 2 %[y

Azt HEoiF = I7f O Z E A2 LICt Lambda &% ZLIE{2l0f Ciet RHAMIEH LI 2 Lambda 7H
2R HHA S| Lambda 2&£0M &t 2LIEHZ S XML,

Lambda & =01 CiEF SA|EE o|0| Z2H|X'Jst O|F ZLIE{ZetedT Lambda 7HEAF QFHLHA{ 2|
SAE ZLEZEE ®Z

FHIR & 3} El HealthLake G| O|E{ AE 0{SMARTO{|A{ A4

oF 74 FHIR Z2| 42 SMARTO|ME AtE5tEdE C reateFHIRDatastore 2 &0 X|HE
IdentityProviderConfiguration It2t0O|E{2 HealthLake Cl|O|E AE 0{& HealthLake A& L]
Ct. IdentityProviderConfiguration Lt2tO|E{0IAM CIS HEE X|HELICH

Q5 A Ad%dEHL|CFSMART_ON_FHIR_V1.

« E2} AuthorizationStrategy &
C

- HEt 20{ MHZE EE C|ZEE BEI5H7] 8 AWS Lambda 4438 ARN2|2} IdpLambdaArm S
StAHIE -t

+ P8t Sof Aol JSON E=22 XIGE pEtdolE| 248 FolgfLict ol2{#t tEtEI0E 24
M 2 Mof| ekekEL|Ct
o MEH ALEHE M3 EFLICHFineGrainedAuthorizationEnabled. OlA M&5t= MESHE et Ho{E

A&352d™ TrueE X|HELICH HealthLake
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https://docs.aws.amazon.com/ambda/latest/dg/provisioned-concurrency.html
https://docs.aws.amazon.com/ambda/latest/dg/provisioned-concurrency.html
https://docs.aws.amazon.com/lambda/latest/dg/monitoring-functions-access-metrics.html#monitoring-console-graph-types
https://docs.aws.amazon.com/lambda/latest/dg/monitoring-functions-access-metrics.html#monitoring-console-graph-types
https://docs.aws.amazon.com/lambda/latest/dg/monitoring-concurrency.html
https://docs.aws.amazon.com/healthlake/latest/APIReference/API_IdentityProviderConfiguration.html
https://docs.aws.amazon.com/healthlake/latest/APIReference/API_IdentityProviderConfiguration.html
https://docs.aws.amazon.com/healthlake/latest/APIReference/API_IdentityProviderConfiguration.html
https://docs.aws.amazon.com/healthlake/latest/APIReference/API_IdentityProviderConfiguration.html
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AWS Command Line Interface (AWS CLI)Z AFE35H7LE AWS X|HElE & stLIE S8l FHIR g3l
=l O 0|E{ AEO0{SMARTO|ME BFE = U&LICISDKs. FHIR & 43} &l HealthLake G| O|E{ A E 04
SMARTO|ME Mdst= W2 HealthLake 2&2 AF& 304 X|HE|X| et &LICt.

AWS CLI € Al273504 FHIR & A3} &l HealthLake O|O|E{ AE 0{SMARTO]|
MY

CI2 2 E oA E AFR510{E AL 510 FHIR & 443 =l HealthLake O|O|E{ AE0{SMARTOIAME M
At 4= Q& LICH AWS CLI. FHIR & 4435} =l HealthLake Ol O|E{ AE0{SMARTO|AME MAME e
identity-provider-configuration IZt2t0|E{E X|Zd5HoF & LCH

identity-provider-configuration Lt2t0|E{0IAHE

FineGrainedAuthorizationEnabled2 A%i5l04 MESIEl et £0{E MEIXIo 2 &AI5}
& £+ U&LICHTrue. ME3HE 8t F040i CHEF RFAM|EH LIS MME FHZSIMILFHIR & A 35HE
HealthLake C|O|E{ AE 0{SMARTO|AQ} &7 MESH=El et Hod AL, of2f X0l & ufE =
O|A&F0|Z ZXtE \ LIEILlE & EX7F £ k(o] U&LICE ol et 2t ALt
aws healthlake create-fhir-datastore \
--region us-east-1 \
--datastore-name "your-data-store-name" \
--datastore-type-version R4 \
--preload-data-config PreloadDataType="SYNTHEA" \
--sse-configuration '{ "KmsEncryptionConfig": { \
"CmkType": "customer-managed-kms-keyl",
"KmsKeyId": "arn:aws:kms:us-east-1l:your-account-id:key/your-key-id" } }' \
--identity-provider-configuration \
"{"AuthorizationStrategy": "SMART_ON_FHIR_V1", \
"FineGrainedAuthorizationEnabled": boolean-false-by-default, \
"IdpLambdaArn": "arn:aws:lambda:your-region:your-account-id:function:your-lambda-

name" \

"Metadata": "{\"issuer\":\"https://ehr.example.com\",\"jwks_uri\":\"https://
ehr.example.com/.well-known/jwks.json\",\"authorization_endpoint\":\"https://
ehr.example.com/auth/authorize\",\"token_endpoint\":\"https://ehr.token.com/auth/
token\",\"token_endpoint_auth_methods_supported\":[\"client_secret_basic\",\"foo\"],
\"grant_types_supported\":[\"client_credential\",\"foo\"],\"registration_endpoint\":
\"https://ehr.example.com/auth/register\",\"scopes_supported\":[\"openId\",\"profile\",
\"launch\"],\"response_types_supported\":[\"code\"],\"management_endpoint\":\"https://
ehr.example.com/user/manage\",\"introspection_endpoint\":\"https://ehr.example.com/
user/introspect\",\"revocation_endpoint\":\"https://ehr.example.com/user/revoke\",
\"code_challenge_methods_supported\":[\"S256\"],\"capabilities\":[\"launch-ehr\",\"sso-
openid-connect\",\"client-public\"J1}"}"
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https://docs.aws.amazon.com/healthlake/latest/APIReference/API_IdentityProviderConfiguration.html
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e ChEat 22 JSON 852 & A ELulch.

Ad
o

Okl
o

"DatastoreArn": "arn:aws:healthlake:your-region:111122223333:datastore/fhir/your-

datastore-id",

"DatastoreEndpoint": "https://healthlake.your-region.amazonaws.com/datastore/your-
datastore-id/r4/",

"DatastoreId": "your-data-store-id",

"DatastoreStatus": "data-store-creation-status"

[

FHIR &3} El HealthLake Cl|O|E{ 2AE 0{SMARTO| A2} &7H A&
StEl HEt 20 AIR
HUt o 2= QAR HIO|Ef AEO0{0| A HMAE HEHO| = TIO|E{of CHEF E+ ME HEE

ol

AN
MEetx| ef&LICH MEstE Het F018 AHEsHH FHIR & J3HEl HealthLake CllO|E AE 042
SMARTO]| CHEF HMA HEHE RoiE M H =2 —’F—-’.f— o| 50|dE AEY = J&LICH MEStE H

= T

Bt 2048 AtE5t24™ C reateFHIRDatastore 28 2| IdentityProviderConfiguration Zt2t0O]

E{TruedME F1neGra1nedAuthorlzatlonEnabledE SpSio ey

5L HEH ROIE BAISHE ZD HEt S04 M= AMA E2T 1d_token B FhirUser

teterL|ct. O|= A 5ttd E2t0|1E o E (7| 0| Mol M AFEXtol| CHEF HEE AME = UE

. 22I0|E o Z2|FH0|MS fhirUser 8IS A AFEXIE LIEILHE FHIR 2[AAURIS| 2
5IL|C}. Patient, Practitioner == RelatedPerson R8& XIHE £ U&LICH Bt

Hod Mu{o| 2EolE A X7 HMAE 4 = O|0|E|E MHolstE user/ HRIE ZEHELICEH 2|4

AFHIRYE He|et ztzdEl Helof cHal| HolEl 22 AFSELC.

X

o T pf
Iy 1 40 Hr

[

user/(fhir-resource | '*').('read' | 'write' | '*')

CIES2 MEstE Heh 2048 AF25104 Cl|O|E HAMA #3 FHIR 2lAA REE FIIZ X|HstE A
Of of| L|Ct.

« fhirUser7} @l B PractitionerMlEstE HEH 20404 [MEF AR K} HBMAE £~ U A}
2Eo| A-ELICH of CHEF HM|AfhirUser= EHAF7F B Z2HE|MHL{fhirUser2EE X5t

=20oH

geolet & E LIt

Patient.generalPractitioner : [{Reference(Practitioner)}]
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« fhirUser7} Patient == 0|1 Q™0 B =El EX}7} RelatedPerson®t CIHE A
fhirUserMIE23lEl M8t £04E€ Sl @ ™E &Xt2lof fhirUser CHEH M AT A™HE 'L—IEP. X
El Patient 2lA&20 X|HE &H I} U B2 HAMATF B EILICE

Patient.link.other : {Reference(Patient|RelatedPerson)}

SMART FHIR & 4135} &l HealthLake O|0|E{ AE0{2| ZAM 2 A0{ A

7t 7]

Z22t0|21E o Z2/70|M0] MBS Z FHIR REST 2% 5124™ HealthLake G| OB A& 0{ol| & o|E
F

Teh 704 27 A S +&dlioF gLICH 0] 20| d3stcdH HEt Foi(Hloie] EE)7F Eestx| &
&Lt

O|= /| 3t2d™ GET 2&
OlEof Z7}8HL|C}.

fjo

5t CIO|E{ AE049| /.well-known/smart-configuration ¢IEX

GET https://healthlake.your-region.amazonaws.com/datastore/your-datastore-id/r4/.well-
known/smart-configuration

O|= 7| JSON 3t HealthLake Ci|O|E{ AE 012 A A7} Blob2 2 HFeHEL|CH. 0
7|0{ M HealthLake Cl|O|E| AE0{0f Ho|El At 2 7|S 1t token_endpoint &7
authorization_endpoint & &g & U&LICH

{
"authorization_endpoint": "https://oidc.example.com/authorize",
"token_endpoint": "https://oidc.example.com/oauth/token",
"capabilities": [
"launch-ehr",
"client-public"
]
}

- Mt Ro{d=xQIE: Z2I0|ME o EE(F|0|M EE= AL Xtol| A HEHE F045t= O URL 2R3t
Lct

- EZUEXQIE: ZEI0|ME ofEEIF|0|M0| EZ AE=EZRIER} S4I5t= Ol A5t HE £ 04
Mo ?jEEO._IE%!qu
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SMART & g3} El HealthLake O|O|E{ AE0{0| A FHIR REST API

o

FHIRE 445} El HealthLake Cl|O|E{ AE0{2| SMARTO{I A FHIR REST API & & £ Ql&LICt CIS
oMol M HEH Rod FJwTo 7t 2 8HEl Zato|E ol Z2[7H0|M ol 281 LambdaZt SEE Cl

— - T
IAYets YHS Eo{ELICH 2to|AUE o E2|7H 0| 30| £¢l I QS E = oil= Het 04 AMH

EE2EH 27|18 EZE golof gLICt oA SMART FHIRE 443} El HealthLake Ol O|E{ A E 0404 A0
CH3F FHIR REST APl £X S Hd | 3t Bod 5ol Hlolgd E2S AF35HL|Ct.

ok

GET https://healthlake.youxr-region.amazonaws.com/datastore/your-datastore-id/r4/

Patient/[ID]
Authorization: Bearer auth-server-provided-bearer-token

e 20oqd 5|0 M Hlo{g EE0| &S| T ID7F A XRIE|X| AWS IAM &£t 7| 201 SMART FHIR
& M3} El HealthLake Ci|O|E{ AE0{2|7} ’él..“éé =1 [H X|HEl Lambda & 4+& HealthLake & &fL|C}|.
047|0f|A Lambda &0 2|3l EE0| M3Mo 2 C|AEE|= A9 2 MS L= oA SELICH
HealthLake.

{

"authPayload": {
"iss": "https://authorization-server-endpoint/oauth2/token", # The issuer

identifier of the authorization server

"aud": "https://healthlake.your-region.amazonaws.com/datastore/your-datastore-id/

r4/", # Required, data store endpoint
"iat": 1677115637, # Identifies the time at which the token was issued

"nbf": 1677115637, # Required, the earliest time the IWT would be valid

"exp'": 1997877061, # Required, the time at which the IWT is no longer valid

"isAuthorized": "true", # Required, boolean indicating the request has been
authorized

"uid": "100101", # Unique identifier returned by the auth server

"scope": "system/*.*" # Required, the scope of the request

}I

"iamRoleARN": "iam-role-arn" #Required, IAM role to complete the request
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o] =AM ME 28 AWS H Kol T2 H|X{Ls8H0F 5= 2|AA HealthLake, FHIR & 435} =
HealthLake O|O|E{ AE0{SMARTOIAM A4 FHIR ECI0|1E ofjE | 0|Me|o| HEH &
HealthLake CIO|E{ AE 042} &5 Z&35l= W0 SMART CHaH AEEHLICEH

Ol 12 E=Z o BHl= SMART FHIR & M| B e| 7|2 EAH e ol 228 2|aAE ol
CH.

SMART FHIR 278 Al Z2M|A0f|M Al 7He| ol Z2|7i|olA 0] &7 &S & LICH
« %[Z MEXE it o 2 FHIR o & E[7 0|4 SMART & 2| EfALE AL& 6104 HealthLake ClIO|E &
E0{9| Oi|O|E{of| HM|Ast= B A} EE= HefolL|Ct

« SMART FHIR OZZ|7|0|M(Z2I0|HE ofZZ|AH 0| 0|2t &)2l : HealthLake G| O|E{ AE 040
U= CIO|E{of HM|ASHEd= oOHE2IFH 0| LC}.

o TEH F0{ MH: ALK E Q& 5t HMA EES L2 = U= OpenlD Connect £ 8 MHE{ L
Ct.

+ HealthLake CI[O|E{ AE04: Lambda &+& AF&35t0{ Hlo{2{ EEE AME35t= FHIR REST 20
2&5l= FHIR & 4431 El HealthLake G| O|E{ AE0{SMARTZ2| &lL|C}.

[T

o248t o Z Z|7|o]|M0] &7 ZSstedd Ol 2|AAE MAIsHoF gFLct.

et F0{ MHE 85t Heet HelE Folet # EE T HAE ®{E[sh= AWS Lambda & &
8 F SMART FHIR & &3HEl HealthLake H|O|E{ AE0{0IME WH5t= 0| E&LICH

1. et 2o M = xZQlE MA - HEH Hod AMH

FHIR ZR|UIISMARTOHIME A+ 5240 HIO|E{ AE0{0 M O|F0{Z! FHIR REST XS 758
= UE ERAL THEH 204 MHE M 8Hok ELICH oM AL E HEH 204 MH A= 2 QIE A3 oi| CHE
AEAIEH L8 2 M2 HealthLake® =5t MIQSMARTL|0] CHEF 915 27 ALE FHIR.

2. T8t 204 MH 2| O|0|E HealthLake A2 E0{0{| Q= CI[O|E{0f| HMAE &= /U= AFRXHE HMo{dl=
H| Hol - HEt Fo{ AMb

tod QIS El 20| HMAE 4= e FHIR 2|A&

Hehg dAstsE WY ULIch FHIR ZRd93

ol

SMART on FHIR Framework= OAuth E1Q|E Al

.l
=T
A2t Hr & AYEELICH HRIE Helsts A2
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SMARTOI Mol ofslf Ho|=[TolM X|dstE Helol Cheh RiMIEr L& 2 MM E HealthLake & Z= ot All
RSMARTO|M FHIR OAuth 9| X|# HealthLake.

3. E2 LHE AAIE s=8E &= Q= AWS Lambda &4 A% - AWS HH™

SMART FHIR & 43} El O|0|E{ AE 0{2|0i A SEI0|HE o EZ2|H 0|M0
JSON ® EZ()0| ZE EILICHWT. Lambda &4+ E C|ZESID AEE ¢+
SHAMEt Lige o C|aE 8 IWTEXSIM L.

20 I

4. FHIR & ‘g3t El HealthLake H|O|E{ 2 E0{SMARTOAM 44 - AWS A H

FHIR HealthLake H|O|E{ AE0{SMARTO|ME M4 stE{TE XSatoF &L
ClIdentityProviderConfiguration. C reateFHIRDatastore 2 H0|A £ &t
IdentityProviderConfiguration It2t0[E{E AtA|S| ZotE e FHIR & «d5tEl HealthLake
ClO|E] AEO0{SMARTO|A MM EHHE & EFHAAIL.

Z2t0|E of Z2|71|0|M0]| HIO|E| AE0{FHIR & &3SMART2|0 A
HealthLake CllO|E{12 A|&t 5T @& st Hhe

Ol MMojM= ZEt0|HE oiEE|70|M40] SMART FHIR ZAEAEO0|ME AH& 3504 AR E|T
HealthLake O|O|E{ AE0{0{|A HMEBZOZ FHIR REST L& £ Qe &edg MHsL|Ct

1. 22I0|2HE ofZ 2|7 0|MH0| & 224Z! Uniform Resource Identifierol GET 2%

SMART & 443} El 2210|21E o Z2|71|0|442 HealthLake HIO|E{ AE0{Q| et Ho{ A=z QIEE
37| @Il GET 23t ofF ELICH o= & 2 24%l Uniform Resource Identifier(URI) .u."é% Sl =8E
LICt. olof CHSt REMIEH LI 2 SMART FHIR & 43l El HealthLake CllO|E] A E04{2] Z4A B Mol M
72 7|E HEFIML.

2. HNIA U Ol 2

SEH0IRIE OHEEIAOIML ASRITE ZIQIE £ UL S i Rof Mu{o Wit Rof A= TQIES

ASELICH Ol ZZHALE ASRE ABELICH U= SEH0IHE HEZIHOIMO| HHAY £ 9
£ HealthLake GIOJEf AE 019 FHIR 2|4 A8 Holsts Ol AHSEILICH 9| ojof CHEt REAISH L
2 MME FZSHLSMARTOH A FHIR OAuth 8| X|# HealthLake.

3. HMA EZ

O|M| AHE X7t QIBEIeEZ ZEI0|UE OfEE|7H 0|2 HEt F0{ MHEFE JWT ML EEE
2H&LICH ol EE2 ZEH0|¢E ofEEI710|440] FHIR REST 23 E'd | XS ELICH HealthLake.

mlo

2EI0[HE 0 E2(74|0]490] CO|E| £2E01 FHIR & &ESMART2I0f M HealthLake CIOIE{E Al%rstn 2 167
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JWT7} Lambda 848 Ab& 3104 CIZ Tl S0l CHEH REMIS LIS S MMS
3.

It

I ZSHMREE 3

4. FHIR & /d%}El HealthLake O|O|E{ AE 010 A SMARTO| FHIR REST 23

Ol 2EI0|ME ofE2|7io|d2 HEF 04 MHUM MSst= HML EES ALESH04 HealthLake
ClOJE AEO{ JIEZQIEO| FHIRREST 22 2 = JU&LICH oA FHIR REST REE Ee{H
MME B ZSHMSMART & 3t El HealthLake G| O|E{ AE0{0{|A FHIR REST API 2%.

5 JWT HMA EEZ ASB

MM MEE HMA ESS ZAB524H Lambda & 42 A ELICH E2 LIS ZA}
[e] M=l =

4o BHelg A SHAAIQAWS Lambda 34 A4

%@tomé ofZ2|7lo[0] HIolE] AE 0] FHIR & 43ISMART 2|0l A HealthLake CIO[E{E Al&f3tT @ 168
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oM BlAA ROl Xted0{ AHEINLP)E 7([Ete 2 KIS
3} =l FHIR DocumentReference 2|AA MAd A2 AWS
HealthLake

@ Note
2023 2 20 O|=F HealthLake CIO|E{ AEO0{= 72X 2 S8 X210 HEI(NLP)E At
&5t x| pf&LICt OB AE0{0{Mo] 7|sE &8stetci™ EX| siE HealthLakeo| S At

01 M| 7Is=S 7424™ o= A SHok ELI? &ol MME HXSML.

Amazon Comprehend Medical2| £&E 74 NLPZA< DocumentReference ZlAAE MM 3}
Lt Holo|EE W AWS HHo| 2= 0| LU LICH REMEH LIS AWS HealthLake 2 =2
xl-x °|.A-||O

Amazon Comprehend Medical2 OFA|O} EfZE F(F HIO|) 0l A AL &
F(EHHO|) 2T M M AdEl HealthLake CIO|E{ AE0{E SE X0
LICENLP.

0]

HealthLake = DocumentReference ZlAA &0 A& E C|O|E{of CHE HIHEE C|OIE] H2IE 2
&l Amazon Comprehend Medical2 AtE5t01 & Xti0{ A EI(NLP)E RIS 2 XS ELICt. o|F
7l 32424 Amazon Comprehend Medical DetectEntities-V2, InferICD10-CME InferRxNorm
AP| 2212 HealthLake £ & &L|Ct. A= DocumentReference ElAAO &E T2 33O Z X}
S22 FI7HEILICH Amazon Comprehend Medical APl 2210| SIGN, SYMPTOMZ! Q1 EMHE ZH K|
5™ DIAGNOSIS Linkage El4&A R80| A5 2 HMELICH M =74 & #E 2[AAE SIGN,
SYMPTOME=2| SO 2 AHE JHA|0]| M HAIDIAGNOSISEIHO| 44 E|AAE AF8S0 A4 &
Mol AZELCt.

SEolM HEE BlAA0| A2 GET 2FE NLPE = UX|BF ol24er M 2|las AME2 X|HEX| f&

HealthLake2| Athena®to| £E&2 AF2 35104 0|g43t &&HS HAM 5= dhedo]| CHEF AFM|EH L2 MM
2 XM E A8 3504 HealthLake HIO|E|{ AE0{ F2| SQL.

it
« Amazon Comprehend Medical 0|2} & &l =l= &' HealthLake
- FHIR REST API 21} S#
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https://aws.amazon.com/healthlake/pricing/
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« Amazon Comprehend Medical API 24 20f S & 5t= &8 9| 0 HealthLake

. 744 njatolg

Amazon Comprehend MedicalO0|2} & & &|= W8] HealthLake

HealthLake & Amazon Comprehend Medical2 At&3t0{ DocumentReference El&A R

M 3t2 O|o|E{E FE&LICH Amazon Comprehend Medical APl 2t DetectEntities-V2,
InferICD10-CMEE O|8tX MEHE EMHOZ InferRxNorm Z X|EHL|CH ZF 22 MZE CHE QAL
O|EE NS ELICt.

A d0{ x| &

Amazon Comprehend Medical APl 242 Qo A EZ FEl o|F JHA|BF Z X|gfLICt.

« DetectEntities-V2: & EIAE 0| CtE S o|F JHA|7F U= K| AASED 70X EHFE, /x| 2 AMEE
X

Tt 22 EY HEE HrEreLc

[

* InferlICD10-CM: 2t} B2 E 2| Ol ™ HEHE JHAMZE ZXIstD, MAH B 7|7 ()l #HEt Fodof [t
2t CDCo| S & 274 &7 HE{Q| ICD-10-CM X|A] Z[8to]| U= MHstE 70 AExtof sHE 70|
£ ZELICtWHO.

« InferRxNorm: &} HlZ=0i LIFE JHAMZ &E S ZH XI5t National Library of Medicine | A
RxNorm Ci|O|E{H|O| A 0| H7t & &l 7H'F AlERtof QdAELICE.

FIF

Zt API 2o X[ E|lE EAL2 SIGN, 2 SYMPTOMQILICIDIAGNOSIS. £440| Z X|E|/H HealthLake
ClO|E{ AE0{Q| C}E2 2|x|0fl FHIRCHE 7+ &4 &txto 2 FIHE|L|CH

b

t&ol F7tels fIRILICH

| -

« DocumentReference: Amazon Comprehend Medical API 2 ¢io| Ant= DocumentReference 2
AA S L0 S £ extension UE 24 EMol| 2 FIHEILICH &&o| Aits £ OESZ L}
ELch & 7|8 e 2 AntolM &2 &= U&LICHURL.

* http://healthlake.amazonaws.com/system-generated-resources/
« O|=0ilM dgstHLEo F=7HeE 2[AA FERILICH HealthLake.

 http://healthlake.amazonaws.com/aws-cm/
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« Amazon Comprehend Medical API 2 42| #A| £210| HealthLake |O|E{ AE0{0]| FIIE[=
&I LC.

« Linkage:0| E|&A RS2 &
ZAE 2|lAA S5 E2 Linkage gHetgiLICE 7tol F7HLinkage EIAEX]
[{"display": "SYSTEM_GENERATED"}] 7I|-Zt H0{Z HealthLake& &L
CHEl REMIEH 82 FHIR B XM IHA 9| Z|AA R HZEE HFXSHAML.

« FHIR Amazon Comprehend Medical API £f40| ZAnt 2 MM E BlAaA FELIC.

« Observation: §40| SIGN &&= ¥ [lf Amazon Comprehend Medical API operations
DetectEntities-V2 2! InferlCD10-CM2| Z1} 7} £ 7HE|QA& LICISYMPTOM.

« Condition: §40| & Il Amazon Comprehend Medical API operations DetectEntities-V2 &
InferiICD10-CM2| A3} 7} F7}=|{& LICIDIAGNOSIS.

|I IIO||

Fo| B2 FIHE|HLE M ELICINLP. §7Hof CHet GET 232 ¢
2fQlstedd FIHE "tag"
LICt 9372 FHIR AFFof|

+ MedicationStatement: Amazon Comprehend Medical API Z¢49| Z41} 7} InferRxNorm F 7}
ERAELICE.

FHIR REST AP| 1} E8f

Hretc| x| ef&L

ok
am
0x
rlo
()]
m
_|
FO
0%
>

7|22 2 Amazon Comprehend Medical API & 404 A 2 X[Et
Ct.

Oledet ElA&A R0 CHEF SE NLP 2 o] A& HidH LedTlE x| ok g LICHD.

* Linkage
* Observation
* Condition

e MedicationStatement

DocumentReference ElAA R Qo] & NLP & Aut= X|HE0 Amazon Comprehend
Medical APl Zt40| ZAut7t T3 E Hdo2 ID LE4ZI GET RHE SHMEF A8 E = &Lt

Amazon Comprehend Medical API 2120 S&35t= 2o of
HealthLake
0d| X 1: HealthLake Ci|O|E{ AE0{0f =& = &%l HZE=

CHee o METtotol Bat MES 7HZ B Y4 IS0l ofelLict
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A =& Olo|E

O| ool HIAEE= B 2EA0|H 71 dE HE()E Z & st x| ef&LICHPHI

1991-08-31

# Chief Complaint

- Headache

- Sinus Pain

- Nasal Congestion

- Sore Throat

- Pain with Bright Lights
- Nasal Discharge

- Cough

# History of Present Illness
Jeronimo599
is a 4 month-old non-hispanic white male.

# Social History

Patient has never smoked.

Patient comes from a middle socioeconomic background.
Patient currently has Aetna.

# Allergies
No Known Allergies.

# Medications
No Active Medications.

# Assessment and Plan

Patient is presenting with bee venom (substance), mold (organism), house dust

mite (organism), animal dander (substance), grass pollen (substance), tree pollen
(substance), lisinopril, sulfamethoxazole / trimethoprim, fish (substance).

## Plan
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The patient was prescribed the following medications:
- astemizole 10 mg oral tablet

- nda020800 0.3 ml epinephrine 1 mg/ml auto-injector
The patient was placed on a careplan:

- self-care interventions (procedure)

£ 1 2 0| ME = DocumentReference 2| A0 M base64 FASE QALY ELICE O] EA{7to =F
|11 HealthLake Amazon Comprehend Medical APl 2 40| 2t 2 £|M 2[A A DocumentReference
R0l CHEt GETRHEOZE A|EfSlod AUt E 2 = /U&LICH.

GET https://https://healthlake.your-region.amazonaws.com/datastore/your-datastore-id/
r4/eeb8005725ae22b35b4edbdc68cf2dfd/r4/DocumentReference

Amazon Comprehend Medical APl 2240| A3 35lH CIS 1} extension AAZE LYo M o|248t 7|-2k
Ho{E Br&LICH "url": "http://healthlake.amazonaws.com/aws-cm/"

"url": "http://healthlake.amazonaws.com/aws-cm/status/",
"valueString": "SUCCESS"

},

{

"url": "http://healthlake.amazonaws.com/aws-cm/message/",
"valueString": "The Amazon HealthlLake integrated medical NLP operation was

successful."

[

0

22 +=EE ol 7|50| 2|l&A RO 2} HealthLake CIO|E{ AE0{0f| E1 k= WS &0

Ct.

AN

oy 0

DocumentReference

0l M Bt DocumentReference ZlAA f&0f CHst AT E He{MH EH 2lAAido7F B L=

GET 2H& ghLict.

GET https://https://healthlake.your-region.amazonaws.com/datastore/your-datastore-
id/r4/eeb8005725ae22b35b4edbdc68cf2dfd/r4/DocumentReference/0e938f03-da7f-4178-acd8-

eea9586c¢c46ed

dE5tH 200 HTTP 8& =2t LS JSON SEH(FHYE fls H&)0| ZAIELICH
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CI22 http://healthlake.amazonaws.com/system-generated-resources/ &
Ct. M7} F7tLinkage/e366d291-2c22-4c19-866e-09603937935ak|RS S & Qle

LIC}. HealthLake 7} 574 Observation 2! Condition ElAA S0 FE 7|8 A A

7ter RIRIE FHelg = J&LICH

mo
z
m
=
2|_l
L
n

Ol2fet B4 4 REO| OfEH S HE|GEX| 2HolshHH B B

"extension": [

{
"url": "http://healthlake.amazonaws.com/linkage",

"valueReference": {

"reference": "Linkage/e366d29f-2c22-4c19-866e-09603937935a"
}
},

{
"url": "http://healthlake.amazonaws.com/nlp-entity",

"valueReference": {

"reference": "Observation/c6e@a3ff-7al7-4d8b-bfd0-d02d7dad90c5"
}
},

{
"url": "http://healthlake.amazonaws.com/nlp-entity",

"valueReference": {
"reference": "Condition/0854el1f3-894d-448e-a8d9-3af5b9902bat"

}
X
]I

"url": "http://healthlake.amazonaws.com/system-generated-resources/"

}

Linkage

oM Bt Linkage 2|44 RYof CHEF 20t E Hi{H &4 2|AAIDQ7I MSEl= GET 282

SHMI2.

GET https://https://healthlake.your-xregion.amazonaws.com/
datastore/your-datastore-id/r4/eeb8005725ae22b35b4edbdc68cf2dfd/r4/

Linkage/e366d29f-2c22-4c19-866e-09603937935a
&2 JSON 8EH 2 7tXZLICt.

oz

Ojo
rlo

AMZ5H 200 HTTP & I =9

o
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SHHE item 247 ZEELICH 0{7|M 7|-3f Hlo{=E& +=™ConditiondtE Ol AIE L= &
DocumentReference &= & "type": "source" LIEFLHH "type": "alternate" 7|-Zt H|
o1 of2Hoi Observations L}dE[L|C}H
LSt meta 4 L G FI-2F ©o] "tag”: [{"display": "SYSTEM_GENERATED"}]7} EA|
Tlo{ oled&t I A710f ol HEEIURSE LIEFHLICH HealthLake.
{
"resourceType": "Linkage",

"id": "e366d29f-2c22-4c19-866e-09603937935a",
"active": true,
"item":
[
{
"type": "alternate",
"resource": {
"reference": "Observation/c6e@a3ff-7al7-4d8b-bfd0-d02d7da090c5",
"type": "Observation"
}
},
{
"type": "alternate",
"resource": {
"reference": "Condition/9d5clef6-f822-4faf-b55f-7c70f2a4aa8d",
"type": "Condition"
}
1,
{
"type": "source",
"resource": {

"reference": "DocumentReference/0e938f03-da7f-4178-acd8-eea9586c46ed",

"type": "DocumentReference"
}
}
1)
"meta": {
"lastUpdated": "2022-10-21T19:38:31.32772",
"tag": [{
"display": "SYSTEM_GENERATED"
1]
}
}
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Resource type: Observation

ofl A

o
o=

tel Observation 2|lA&4A S0 CHst 21t E HEe{H EH 2|AAIDOI7F MBS El= GET 2
FLICE.

]IolI rl'l

GET https://https://healthlake.your-region.amazonaws.com/
datastore/your-datastore-id/r4/eeb8005725ae22b35b4edbdc68cf2dfd/r4/
Observation/e366d29f-2c22-4c19-866e-09603937935a

Amazon Comprehend Medical APl 2/249| ZA1t= code, metal LA E THEL]

CtmodifierExtension.

F8o 24 8lL|CtCodeableConcept. AtA|EF LIE 2 FHIR ¥ M QIEIACodeableConcept2|
S

HealthLake = Ct& Al 7tX| 7|-2t m0{E F7t&FL|Ct
- "system": "http://healthlake.amazonaws.com/aws-cm/infer-icd10/": 0{7|M&
£ 7% Amazon Comprehend Medical APl 2212 URL LIEFHLICH O] A< InferlCD10CMILIC}.

« "code": "A52.06": 047|A A52.06+= Centers for Disease Control2| X|4! 7|Hlo| M &S £
e Jide Al¥s = ICD-10-CM 2 EQ]LC}.

- "display": "Other syphilitic heart involvement": 07| "Other syphilitic
heart involvement"& onlogy2| ICD-10-CM Z =04 CH8H Z1 AL},

Ct2 2 JSON SE0IE code 2 AR ZTEHELICH

"code": {
"coding":
[
{

"system": "http://healthlake.amazonaws.com/aws-cm/infer-icdl10/",
"code": "A52.06",
"display": "Other syphilitic heart involvement"
}
1,
"text": "Other syphilitic heart involvement"

}
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&= ICD-10-CM ZE7} SHt2Cte BEO| AME|TE 0|5H5t2d™ modifierExtension A4S

—

o
ALSELCt
meta

meta 2A0|= Amazon Comprehend Medical API 75.*04 of ol F7IE M HE7} code 2240

EZE|0] U=X| 048 E LIEIU = HIEFHIO|E{ 7} &’ E|0] RI&LICE.
CS Z2I JSON SHO|E meta AR ZEHEIL|CE
"meta": {
"lastUpdated": "2022-10-21T19:38:30.879Z",
Iltagll: [{
"display": "SYSTEM_GENERATED"
}]
}
modifierExtension
modifierExtension SA4A0|E code 240 U SHE T EO| AMEB|T &0 CHst &t

Mgt Lol Z & Zlo] U&LICH =8 2t 2l 224 Linkage 2lAA 8 H4s= dl
DocumentReference AFE El HE0i CHEt 3 E CHA| MESste 71-2F Ho{E U&LICH

ZF7tEl Zt coding 2401 Cid entity-score Z7tof entity—Concept—Score FIMEIRE
L|CtmodifierExtension. 7|-gf mo{2| Zt Ztoil CHaH =7t EA|EILICH 2| B2 entity-scoreO|
M= Amazon Comprehend MedicalO| & x| ME T of CH3H #= AMEIE =&EILICE ol B=
entity-Concept-ScoreO| <= Amazon Comprehend MedicalO| 7H&{|7} ICD-10-CM 7H'E 0|
HESHA AAx|o] Ut B4l =FULICE

C= &2l JSON 2H0|E modifierExtension A0 ZTsHEL|CEH

"modifierExtension": [{

"url": "http://healthlake.amazonaws.com/aws-cm/infer-icd10/aws-cm-icdl@-entity-
score",
"valueDecimal": @.45005733
},
{

"url": "http://healthlake.amazonaws.com/aws-cm/infer-icd10/aws-cm-icdl@-entity-

Concept-Score",
"valueDecimal": ©.1111792
I
{
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"url": "http://healthlake.amazonaws.com/system-generated-linkage",
"valueReference": {
"reference": "Linkage/e366d29f-2c22-4c19-866e-09603937935a"
}
},
{
"url": "http://healthlake.amazonaws.com/source-document-reference",
"valueReference": {
"reference": "DocumentReference/0e938f03-da7f-4178-acd8-eea9586c46ed"
}
}
]

A JSON 8

{
"subject": {
"reference": "Patient/0679b7b7-937d-488a-b48d-6315b8e7003b"
b
"resourceType": "Observation",
"status": "unknown",
"code": {
"coding": [{

"system": "http://healthlake.amazonaws.com/aws-cm/infer-icdl1@/",
"code": "A52.06",
"display": "Other syphilitic heart involvement"

1,
"text": "Other syphilitic heart involvement"
b
"meta": {
"lastUpdated": "2022-10-21T19:38:30.879Z",
"tag": [{
"display": "SYSTEM_GENERATED"
}]
b

"modifierExtension": [{
"url": "http://healthlake.amazonaws.com/aws-cm/infer-icd10/aws-cm-icdl@-entity-
score",
"valueDecimal": 0.45005733
},
{
"url": "http://healthlake.amazonaws.com/aws-cm/infer-icd1@/aws-cm-icdl@-entity-
Concept-Score",
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"valueDecimal": 0.1111792

iy
{

"url": "http://healthlake.amazonaws.com/system-generated-linkage",
"valueReference": {
"reference": "Linkage/e366d29f-2c22-4c19-866e-09603937935a"

}

.

{

"url": "http://healthlake.amazonaws.com/source-document-reference",
"valueReference": {
"reference": "DocumentReference/0e938f03-da7f-4178-acd8-eea9586c46ed"
}
}
1,
"id": "7e88c7c5-21a5-4dd7-8fc2-a02474fba583"

}

Condition

oM Bt Condition 2l4A4A ol CHEt AUt E HedH & E[AAIDO7 MBS ElE GET 28

2 oM.

OOI'

GET https://https://healthlake.youx-region.amazonaws.com/datastore/youx-
datastore-id/r4/eeb8005725ae22b35b4edbdc68cf2dfd/r4/Condition/b06d343d-
ddb8-4f36-82cb-853fcd434dfd

Amazon Comprehend Medical AP| 2 19| A1l = code, metall A2 =HE L]

CtmodifierExtension.

code
Rl 4 lL|CtCodeableConcept. AHMIEH LI 2 FHIR AB M 1= ACodeableConcept2]
MME FERSMLR.

HealthLake & Ct& M| 7} X| Z7|-Zt o1& F7+EFLICH
- "system": "http://healthlake.amazonaws.com/aws-cm/infer-icd10/": 0i7|M&
£ Amazon Comprehend Medical API 212 URL LIEFHL|CE O] B InferICD10CM &I L|C}.

« "code": "I70.0": 0{7|AM A52.06+&= Centers for Disease Control2| X|4&| 7|80 &S 5= Q!
= /g2 A¥Est= ICD-10-CM Z =Lt
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- "display": "Atherosclerosis of aorta": 047|AX "Other syphilitic heart
involvement" £ onlogy2l ICD-10-CM Z=of Cist 71 MElL|C}.

Ct= 2l JSON 82 0= code 240 ZFHEILICH
"code": {
"coding":
[
{
"system": "http://healthlake.amazonaws.com/aws-cm/infer-icdl10/",
"code": "I170.0",
"display": "Atherosclerosis of aorta"
}
1,
"text": "Atherosclerosis of aorta"
}

St El ICD-10-CM ZE 7 SHIECH=s RHo| AME|TEE 0|8H5I2d™H modifierExtension R4S

meta

meta 240|= Amazon Comprehend Medical APl ZFJ0llM F=7H8 ME HE 7} code Q40 £
grz|of Q=X| 042 E LIEtHL = HIEHHIOIE{ 7t Z & E|o{ A& LICEH

CS 2l JSON SEHol= meta A8 ZEEILICEH

"meta": {
"lastUpdated": "2022-10-21T19:38:30.877Z2",
"tag": [{
"display": "SYSTEM_GENERATED"
1]
}
modifierExtension

modifierExtension 2A0|E code 240 U= SHE I
Mgt LHEo| =& =|of Qd&Lct. =8t ZAnt 2l 2tE Linkage 2
DocumentReference AFE E &0 CHEt @3 E CHA| MBS st= 71-2F Ho{E U&LICE.
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FIHEl 2t coding 2401 CHElH entity-score 2740f entity-Concept-Score F7HEIUE

L|CtmodifierExtension. 7|-2f m[o{2| Zt Ztoil CHaH =7t EA|EILICH 2| B2 entity-scoreO|

== Amazon Comprehend MedicalO| Ef X| H& = of {5l = A== =&ELIC} o B2

entity-Concept-ScoreO| 4= Amazon Comprehend MedicalO| 7|7} ICD-10-CM 7H'= 0|

Y&t HdExlof [icteE &l +=FE QL

CS &2l JSON 2H0|= modifierExtension A 0F ZTsHEL|CEH

"modifierExtension": [{

"url": "http://healthlake.amazonaws.com/aws-cm/infer-icd1@/aws-cm-icdl@-entity-
score",
"valueDecimal": 0.94417894
},

{

"url": "http://healthlake.amazonaws.com/aws-cm/infer-icd10/aws-cm-icdl@-entity-
Concept-Score",
"valueDecimal": 0.8458298
.
{

"url": "http://healthlake.amazonaws.com/system-generated-linkage",
"valueReference": {
"reference": "Linkage/e366d29f-2c22-4c19-866e-09603937935a"
}
I
{

"url": "http://healthlake.amazonaws.com/source-document-reference",

"valueReference": {
"reference": "DocumentReference/0e938f03-da7f-4178-acd8-eea9586c46ed"

™A JSON &t

{
"subject": {
"reference": "Patient/0679b7b7-937d-488a-b48d-6315b8e7003b"
},
"resourceType": "Condition",
"code": {
"coding": [{

"system": "http://healthlake.amazonaws.com/aws-cm/infer-icdl10/",
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"code": "I70.0",
"display": "Atherosclerosis of aorta"

1,
"text": "Atherosclerosis of aorta"

I
"meta": {
"2022-10-21T719:38:30.877Z2",

"lastUpdated":
"tag": [{
"display": "SYSTEM_GENERATED"

]

iy
"modifierExtension": [{
"url": "http://healthlake.amazonaws.com/aws-cm/infer-icd10/aws-cm-icdl1l@-entity-

score",
"valueDecimal": 0.94417894

I
{
"url": "http://healthlake.amazonaws.com/aws-cm/infer-icd10@/aws-cm-icdl@-entity-

Concept-Score",
"valueDecimal": ©.8458298

{

iy
"url": "http://healthlake.amazonaws.com/system-generated-linkage",

"valueReference": {
"reference": "Linkage/e366d29f-2c22-4c19-866e-09603937935a"

}

iy
"url": "http://healthlake.amazonaws.com/source-document-reference",

{
i {
"DocumentReference/0e938f03-da7f-4178-acd8-eea9586c46ed"

"valueReference":
"reference":

}
3
1,
"id":
}
ZEEA

"b@6d343d-ddb8-4f36-82cb-853fcd434dfd"

i
o
N
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A &4 HolE
0]

| Ko IAE = 3tAd ZE

Tom is not prescribed Advil

CIE §12 £ &E o& 7|80| 2lAaA 280 2t HealthLake HIO|E{ AE0{0f| E1 k= S Hod
ZLCt.
DocumentReference

ol A Bt DocumentReference 2lAA 80| CHst AN E HEe{H EH™ 2|AAIDQI7 MB &l

GET 2T & stMlL.

GET https://https://healthlake.your-region.amazonaws.com/datastore/your-datastore-
id/r4/eeb8005725ae22b35b4edbdc68cf2dfd/r4/DocumentReference/c549125d-a218-421f-
b8bf-23614c5e796¢

MB5H 200 HTTP S& I =t CSut Z42 Z2l JSON S 0| EAIELICE

o
7|-gt Ho{Rl=0] gtof U= ElAaA REO| Amazon Comprehend Medical API & 104|
Ol F7textensionZIRASE "url": "http://healthlake.amazonaws.com/

system-generated-resources/"LtEFEALICEH Af Linkage El&A Rt 042
MedicationStatement ZIAAE £ £ QU&LICH

"extension": [{
"extension": [{
"url": "http://healthlake.amazonaws.com/linkage",
"valueReference": {
"reference": "Linkage/394bb244-177b-4409-8657-26b20ed56dd7"

}

iy

{
"url": "http://healthlake.amazonaws.com/nlp-entity",

"valueReference": {
"reference": "MedicationStatement/cbf6afl1@-b0b9-451c-bdde-99611e3498a8"
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"url": "http://healthlake.amazonaws.com/nlp-entity",

"valueReference": {

"reference": "MedicationStatement/9a89b@d3-6681-45ca-9926-27951edce5c7"
}
},

{
"url": "http://healthlake.amazonaws.com/nlp-entity",

"valueReference": {

"reference": "MedicationStatement/4a@l1f6c8-5f3a-4122-80ab-405312f96aa2"
}
},

{
"url": "http://healthlake.amazonaws.com/nlp-entity",

"valueReference": {

"reference": "MedicationStatement/fbfb77d8-70cf-4579-b4c@-d6fe3c@1656b"
}
},

{
"url": "http://healthlake.amazonaws.com/nlp-entity",
"valueReference": {
"reference": "MedicationStatement/1340c9ce-9c48-4bf9-9b2f-d0ab@27f5e0b"
}
}
1,

"url": "http://healthlake.amazonaws.com/system-generated-resources/"

}

Linkage

oM Bt Linkage 2|44 RO gt 20t E HiiH §H 2[AAIDO7t MBE=E GET 2F

gLICH.

GET https://https://healthlake.your-region.amazonaws.com/
datastore/your-datastore-id/r4/eeb8005725ae22b35b4sedbdc68cf2dfd/r4/
Linkage/394bb244-177b-4409-8657-26b20ed56dd7

4335t 200 HTTP S ZE2+ ChE JSON SE Ol ZAIELIC

of

ot

4% 00
03 ml
rr rr

meta 24 LY 7|-gf Ho{Ql &£ & = J2em"tag": [{"display":

item @A47F ZEELICE 047|M 7|-gf H0{= MedicationStatement 2|AA RAES
Ol A+ El= 57 DocumentReference &2 "type": "source" LIEFHL|CE

"SYSTEM_GENERATED"}], Ol O[2{8F 2[4 AT1of| ofsh WH LIRS E LIEHALICH HealthLake.
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"resourceType": "Linkage",
"id": "394bb244-177b-4409-8657-26b20ed56dd7",
"active": true,
"item": [{
"type": "alternate",
"resource": {
"reference": "MedicationStatement/cbf6afl1@-b@b9-451c-bdde-99611e3498a8",
"type": "MedicationStatement"
}
.
{
"type": "alternate",
"resource": {
"reference": "MedicationStatement/9a89b0d3-6681-45ca-9926-27951edce5c7",
"type": "MedicationStatement"
}
},
{
"type": "alternate",
"resource": {
"reference": "MedicationStatement/4a@1f6c8-5f3a-4122-80ab-405312f96aa2",
"type": "MedicationStatement"
}
.
{
"type": "alternate",
"resource": {
"reference": "MedicationStatement/fbfb77d8-70cf-4579-b4c@-d6fe3c@1656b",
"type": "MedicationStatement"
}
},
{
"type": "alternate",
"resource": {
"reference": "MedicationStatement/1340c9ce-9c48-4bf9-9b2f-d@ab027f5e0b",
"type": "MedicationStatement"
}
.
{
"type": "source",
"resource": {
"reference": "DocumentReference/c549125d-a218-421f-b8bf-23614c5e796c",
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"type": "DocumentReference"
}
}
1,
"meta": {
"lastUpdated": "2022-10-24T20:05:03.50172",
"tag": [{
"display": "SYSTEM_GENERATED"
}]
}
}

MedicationStatement

of| A Bt MedicationStatement ElAA S0 CHEt 20 E Ee{H EH 2[AAIDO7| MBS
= GET 23g &Lch

GET https://https://healthlake.your-region.amazonaws.com/
datastore/your-datastore-id/r4/eeb8005725ae22b35b4edbdc68cf2dfd/r4/
MedicationStatement/9a89b0d3-6681-45ca-9926-27951edce5c7

MedicationStatement 2|A A &2 Amazon Comprehend Medical InferRxNorm AP| 49| 2
IE A2 £ Qe RQULICH ZTHE medicationCodeableConcept, metal! LA Z £+HEL

CtmodifierExtension.

medicationCodeableConcept

F8o 24 8lL|CtCodeableConcept. AtA|EF LIE 2 FHIR ¥ M @IEIACodeableConcept2|
SES

HealthLake £ Ct& M| 7t x| 7|-2f W[o1& FIHELICH

- "system": ""http://healthlake.amazonaws.com/aws-cm/infer-rxnorm/: 017|Af
£ £7% Amazon Comprehend Medical APl 2¢12 URL LIEFHLICE O] 22 InferRxNorm.

« "code": "731533":097|AX 731533&= Rx2tI L 3t= RxNorm 7H'd IDLICICUI.

« "display": "ibuprofen 200 MG Oral Capsule [Advil]": ibuprofen 200 MG
Oral Capsule [Advil]E= RxNorm 7HH0f CHEF AREQL|C.

C= &2l JSON 2H 0= MedicationStatement AR ZLEHEIL|CE

"medicationCodeableConcept": {
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"coding": [
{
"system": "http://healthlake.amazonaws.com/aws-cm/infer-rxnorm/",
"code": "731533",
"display": "ibuprofen 200 MG Oral Capsule [Advil]"
}
]
}

meta

meta 240|= Amazon Comprehend Medical APl 240l =78t ME HE 7l code 240 X
g Elo] J=X| 042 E LIEHN = HIEFC|O|E{ 7 Z & &0 U& LIt

CS 2l JSON SEHol= meta A0 ZEHEILICEH
"meta": {
"lastUpdated": "2022-10-24T20:05:02.800Z",
"tag": [
{
"display": "SYSTEM_GENERATED"
}
]
}
modifierExtension

modifierExtension 240 Z1t & ## Linkage 2laA RS Mdst=
DocumentReference AFE El HE0] CiEF @3 E CHA| MBS 35t= 7-2F o7t Z & =0 /& LCt.

"modifierExtension": [
{
"url": "http://healthlake.amazonaws.com/system-generated-linkage",
"valueReference": {
"reference": "Linkage/394bb244-177b-4409-8657-26b20ed56dd7"

}
},

{

"url": "http://healthlake.amazonaws.com/source-document-reference",
"valueReference": {
"reference": "DocumentReference/c549125d-a218-421f-b8bf-23614c5e796c"
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A4 T2t 0]E
ChE Eols 88 ol=of CHet HA 7ttt £40| L& E[o] A& LICINLP.
Z A4 mtetolE
A4 mgtolE] ol CHEt LR FFE H&LITH
detectEntities-entity-category AWS CM &% LI 9| DetectEntities 5+ & & Li o
IHA =
detectEntities-entity-text AWS CM & & L 9| DetectEntities 5t & &H LH9|
WA A E
detectEntities-ANE{E|- & AWS CM & & LI 9| DetectEntities 5t E&EH Lo
IHA &
detectEntities-entity-score AWS CM & & LI O] DetectEntities 52| & & LH 74
MY
infer-icd10cm-entity-text AWS CM &% Li 9| InferICD10CM &< & & H LH2o
A HAE
infer-icd10cm-entity-score AWS CM & LHO| InferlICD10CM 3+ & & H Lj o
IHA H=
infer-icd10cm-entity-concept-code AWS CM &% LH9| InferlICD10CM 5t =& EH Li9|
WA 70 2=
infer-icd10cm-entity-concept-description ~ AWS CM & & LH9Q| InferICD10CM &+ & & LHS
THA i M
infer-icd10cm-entity-concept-score AWS CM &% LHO| InferlICD10CM 59 =& H Li 9|
THA 7 M=
infer-rxnorm-entity-score AWS CM &% LI O] InferRxNorm 39| & & & L 74|
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AHA o2k 0[E

infer-rxnorm-entity-text

infer-rxnorm-entity-concept-code

infer-rxnorm-entity-concept-A&

infer-rxnorm-entity-concept-

EntityText 2 EntityCategory7}

M S HealthLake M2 ¢&fLICH CI2 &
HealthLake.

ul2}0|E
AM 12t 0[E

detectEntities-entity-text-category

detectEntities-entity-type-score

detectEntities-entity-text-score

detectEntities-entity-text-type

detectEntities-entity-category-score

of et UX| =& &L

AWS CM &% L 9| InferRxNorm 59| & Lio| 74
M EAE

AWS CM &% LHO| InferRxNorm &H%] &2 LHo| 74
AMHE ZE

AWS CM &% Li 9| InferRxNorm 59| & LI ol 74
A g M

AWS CM &% LI o] InferRxNorm 5+ & Lio| 74
A g ™M=

ef JiA el AR QI Z7[En ARIAZ|7] s S+ 4

£ WolM XlgEls S+ A4 mietoleHE dYELIc

i}

ok

tEl LR

oo

=2
=

DetectEntities 5t & & >H0] entityText & & Ct} &
x|5t= 7HA|7F Stk O] & RI= B RentityCategory.

£ & Hoi entityType & E Ciol &

DetectEntities 5t &%
0|4 = B <entityScore.

|
x|st= A7t stLt

DetectEntities 52| & & ol entityText & = Ctet &
x|8t= 7HA 7t StLt Of& 4= A< entityScore.

DetectEntities 5t 2 & Hoi| entityText & = Ctet &
x|5t= 7HA| 7t StLt O & U= FRentityType.

entityCategory & = Ctet L x|5t= JHA|7t StLt O 4
= B<=entityScore.
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infer-icd10 cm-entity-text-conceptZ =

infer-icd10cm-entity-text-concept-score

infer-icd10cm-entity-concept-description-

concept-score

infer-rxnorm-entity-text-7H'&3-2 =

infer-rxnorm-entity-text-7i{'4- &<

infer-rxnorm-entity-concept-description-

concept-score

oo

ghetEl UX| &S

ok

InferlCD10CM &+ & & of et L x|st= 747} 5t
L} O|4 /11 FE entityText 2F LxI5HE HE 7HA

StLt 0|0l U= B2

conceptCode 01 CH3H

InferiICD10CM &% & &ollet Ux|sH= 70X 74 SHLE
0|4} entityText {411 M2 Y xX|5t= conceptScore

o |
JHA|7L stLt Ol U= B2

InferlCD10CM &t 2| &2 2| 7HA| LHo| 7H'd A 2ot
Ux[st= 7HHO] skt o4 U= B conceptScore.

InferRxNorm &< & & ol I =9 YUx|st= 707}
StLt Ol &) entityText U1 1S 7HA| conceptCode O]
CHall 2=t Ux|5t= 7HA 7F StLE O|4 U= B2,

InferRxNorm st<2| &r&tHod|eF e x|5t= &7} SHLF
0|4 entityText AT M2t YX[St= conceptScore
JWA|7t StLE Ol & U= B2,

InferRxNorm S| = &o| 7HA| LHo| 7H'E M 2ot &

%|5t= 7H'0| 5tLt Ol4 = F < conceptScore.
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"Statement": [
{
"Sid": "Allow access to create data stores and do CRUD/search in AWS
HealthLake",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:HealthLakeFullAccessRole"
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"Action": [
"kms:DescribeKey",
"kms:CreateGrant",
"kms:GenerateDataKey",
"kms:Decrypt"
1,
"Resource": "*",
"Condition": {
"StringEquals": {
"kms:ViaService": "healthlake.amazonaws.com",
"kms:CallerAccount": "111122223333"

}
}
}
]
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{
"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "EXAMPLEROLE:Sampleuser@l",
"arn": "arn:aws:sts::111122223333:assumed-role/Sampleuser0l,
"accountId": "111122223333",
"accessKeyId": "EXAMPLEKEYID",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "EXAMPLEROLE",
"arn": "arn:aws:iam::111122223333:r0le/Sampleuser@l",
"accountId": "111122223333",
"userName": "Sampleuser@l"
.
"webIdFederationData": {3},
"attributes": {
"creationDate": "2021-06-30T19:33:37Z",
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"mfaAuthenticated": "false"

}

},

"invokedBy": "healthlake.amazonaws.com"
},
"eventTime": "2021-06-30T20:31:15Z2",
"eventSource": "kms.amazonaws.com",
"eventName": "CreateGrant",
"awsRegion": "us-east-1",
"sourceIPAddress": "healthlake.amazonaws.com",
"userAgent": "healthlake.amazonaws.com",

"requestParameters": {
"operations": [
"CreateGrant",
"Decrypt",
"DescribeKey",
"Encrypt",
"GenerateDataKey",
"GenerateDataKeyWithoutPlaintext",
"ReEncryptFrom",
"ReEncryptTo",

"RetireGrant"
1,
"granteePrincipal": "healthlake.us-east-1.amazonaws.com",
"keyId": "arn:aws:kms:us-east-1:111122223333:key/EXAMPLE_KEY_ARN",
"retiringPrincipal": "healthlake.us-east-1.amazonaws.com"

},

"responseElements": {
"grantId": "EXAMPLE_ID_01"

I

"requestID": "EXAMPLE_ID_02",

"eventID": "EXAMPLE_ID_03",

"readOnly": false,

"resources": [

{

"accountId": "111122223333",

"type": "AWS::KMS::Key",

"ARN": "arn:aws:kms:us-east-1:111122223333:key/EXAMPLE_KEY_ARN"
}

1,

"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",
"eventCategory": "Management"
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{
"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "EXAMPLEUSER",
"arn": "arn:aws:sts::111122223333:assumed-role/Sampleuser@l”,
"accountId": "111122223333",
"accessKeyId": "EXAMPLEKEYID",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "EXAMPLEROLE",
"arn": "arn:aws:iam::111122223333:role/Sampleuser@l",
"accountId": "111122223333",
"userName": "Sampleuser@l"
},
"webIdFederationData": {3},
"attributes": {
"creationDate": "2021-06-30T21:17:06Z",
"mfaAuthenticated": "false"

}

},

"invokedBy": "healthlake.amazonaws.com"
},
"eventTime": "2021-06-30T21:17:3772",
"eventSource": "kms.amazonaws.com",
"eventName": "GenerateDataKey",
"awsRegion": "us-east-1",
"sourceIPAddress": "healthlake.amazonaws.com",
"userAgent": "healthlake.amazonaws.com",

"requestParameters": {
"keySpec": "AES_256",

"keyId": "arn:aws:kms:us-east-1:111122223333:key/EXAMPLE_KEY_ARN"

1,
"responseElements": null,
"requestID": "EXAMPLE_ID_01",
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"eventID": "EXAMPLE_ID_02",
"readOnly": true,

THERE QLA

"resources": [

{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-east-1:111122223333:key/EXAMPLE_KEY_ARN"
}
1,

"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",

"eventCategory": '"Management"

CHS oMo =7¢

= 335} 5US HealthLake 2 &304 X El 2t £ 318 ClOIE| 7|8 AL stof 2%
gt =l CllOo|E{o]| HM|ASH= WedE Eo{ELICt
{
"eventVersion": "1.08",

"userIdentity": {

"type": "AssumedRole",

"principalId": "EXAMPLEUSER",
"arn":

"arn:aws:sts::111122223333:assumed-role/Sampleuser@l",
"accountId": "111122223333",

"accessKeyId": "EXAMPLEKEYID",
"sessionContext": {
"sessionIssuer": {
"type": "Role",

"principalId": "EXAMPLEROLE",
"arn":

"arn:aws:iam::111122223333:ro0le/Sampleuser@l”,
"accountId": "111122223333",

"userName": "Sampleuser@l"
3,

"webIdFederationData": {3},
"attributes": {
"creationDate":

"2021-06-30T21:17:062",
"mfaAuthenticated": "false"

}I

"invokedBy": "healthlake.amazonaws.com"
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},

"eventTime": "2021-06-30T21:21:597",
"eventSource": "kms.amazonaws.com",
"eventName": "Decrypt",

"awsRegion": "us-east-1",

"sourceIPAddress": "healthlake.amazonaws.com",
"userAgent": "healthlake.amazonaws.com",

"requestParameters": {
"encryptionAlgorithm": "SYMMETRIC_DEFAULT",
"keyId": "arn:aws:kms:us-east-1:111122223333:key/EXAMPLE_KEY_ARN"
},
"responseElements": null,
"requestID": "EXAMPLE_ID_01",
"eventID": "EXAMPLE_ID_@2",
"readOnly": true,
"resources": [

{

"accountId": "111122223333",

"type": "AWS::KMS::Key",

"ARN": "arn:aws:kms:us-east-1:111122223333:key/EXAMPLE_KEY_ARN"
}

1,

"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",
"eventCategory": "Management"

CtS oMol =71 DescribeKey 2242 HealthLake AFH& 35104 AWS KMS 174 A2 AWS KMS 7|7}
A& 7tset SEHQIX| EelstT 2 SEHK| oie AR ALSAIF EXME sHASte ol =20 &= ¢S
HoiEL|Ct

{
"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "EXAMPLEUSER",
"arn": "arn:aws:sts::111122223333:assumed-role/Sampleuser@l”,
"accountId": "111122223333",
"accessKeyId": "EXAMPLEKEYID",

"sessionContext": {
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"sessionIssuer": {
Iltypell: IIROlell’
"principalId": "EXAMPLEROLE",

"arn": "arn:aws:iam::111122223333:r0le/Sampleuser@l",

"accountId": "111122223333",
"userName": "Sampleuser@l"

},

"webIdFederationData": {3},

"attributes": {
"creationDate": "2021-07-01T18:36:1472",
"mfaAuthenticated": "false"

}I

"invokedBy": "healthlake.amazonaws.com"

iy
"eventTime": "2021-07-01T18:36:36Z",
"eventSource": "kms.amazonaws.com",

"eventName": "DescribeKey",

"awsRegion": "us-east-1",

"sourceIPAddress": "healthlake.amazonaws.com",
"userAgent": "healthlake.amazonaws.com",

"requestParameters": {

"keyId": "arn:aws:kms:us-east-1:111122223333:key/EXAMPLE_KEY_ARN"

I

"responseElements": null,
"requestID": "EXAMPLE_ID_01",
"eventID": "EXAMPLE_ID_02",
"readOnly": true,
"resources": [

{

"accountId": "111122223333",

"type": "AWS::KMS::Key",

"ARN": "arn:aws:kms:us-east-1:111122223333:key/EXAMPLE_KEY_ARN"
}

1,

"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",
"eventCategory": "Management"
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.aws.amazon.com/singlesignon/latest/userguide/what-is.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#rotate-credentials
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#rotate-credentials
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_groups.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/gs-identities-iam-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/gs-identities-iam-users.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_manage-assume.html
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{
"Version": "2012-10-17",
"Statement": [
{

"Sid": "ViewOwnUserInfo",

"Effect": "Allow",

"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"

1,

"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]

},
{

"Sid": "NavigateInConsole",

"Effect": "Allow",

"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"

1,

"Resource": "*"

}
]
}
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{
"Version": "2012-10-17",
"Statement": [
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#customer-managed-policies
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{

"Action": [
"healthlake:*",
"s3:ListAl1MyBuckets",
"s3:ListBucket",
"s3:GetBucketLocation",
"iam:ListRoles"

1,

"Resource": "*",

"Effect": "Allow"

},
{

"Effect": "Allow",

"Action": "iam:PassRole",

"Resource": "*",

"Condition": {
"StringEquals": {
"iam:PassedToService": "healthlake.amazonaws.com"
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"Version": "2012-10-17",
"Statement": [
{

"Action": [
"healthlake:ListFHIRDatastores",
"healthlake:DescribeFHIRDatastore",
"healthlake:DescribeFHIRImportJob",
"healthlake:DescribeFHIRExportJob",
"healthlake:GetCapabilities",
"healthlake:ReadResource",
"healthlake:SearchwWithGet",
"healthlake:SearchWithPost",
"healthlake:SearchEverything"

1,

"Effect": "Allow",

"Resource": "*"
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* DescribeFHIRImportJob
* DescribeFHIRExportJob
* StartFHIRImportJob

* ListFHIRImportJobs
 StartFHIRExportJob

* ListFHIRExportJobs

* CreateFHIRDatastore
 ListFHIRDatastores

* DeleteFHIRDatastore

* DescribeFHIRDatastore
* UpdateResource

* CreateResource
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"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AROA2B3ZHOADD20J4AHJX:git
full_access_iam_role580074395690222150",
"arn": "arn:aws:sts::691207106566:assumed-role/
colossusfrontend_full_access_iam_role/_iam_role580074395690222150",
"accountId": "AccountID",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
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Iltypell: IlRolell’
"principalld": "AROA2B3ZHOADD20J4AHJX",

"arn": "arn:aws:iam::691207106566:role/full_access_iam_role",
"accountId": "AccountID",
"userName": "full_access_iam_role"

iy
"webIdFederationData": {

iy

"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2020-11-20T00:08:1572"

}
}
},
"eventTime": "2020-11-20T00:08:16Z",
"eventSource": "healthlake.amazonaws.com",
"eventName": "CreateFHIRDatastore",
"awsRegion": "us-east-1",

"sourceIPAddress": "3.213.247.1",
"userAgent": "Coral/Netty4",
"requestParameters": {

"datastoreName":
"testCreateFHIRDatastore_GBYAZFCLLBLSUTOYYFQZRLBLQINFOYQVRPZBOJAITIUAHICAEAGIWLNVQEYAMSXVWMBLXC
"datastoreTypeVersion": "R4",

"clientToken": "d737ffe@-14dd-44cc-9f0a-fdf59b26c66b"
},
"responseElements": {
"datastoreId": "datastorelID",
"datastoreArn": "arn:aws:healthlake:us-
east-1:691207106566:datastore/55576c487ff4975262b10d1d65eb4509",
"datastoreStatus": "CREATING",
"datastoreEndpoint": "datastore_endpoint/"
I
"requestID": "68e62bdd-d2d4-44cl-af69-e6f055a69f99",
"eventID": "7ef483dc-5dca-469e-823a-7d9e3a7fe924",
"readOnly": false,
"eventType": "AwsApiCall",
"managementEvent": true,
"eventCategory": "Management",
"recipientAccountId": "691207106566"
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AccessDeniedException: Insufficient Lake Formation permission(s): Required Database on
Catalog
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ClO|E{ AE 0] MAMof CHEF YUO|O|EEI |AM M2 @7 ASHES HE{H AWS 228 Mg XM
AmazonHealthLakeFullAccess. IAM AFE Xl EE= ghof O|2EF HAME F 75t 2o cist X|&E2
step-by-step MM E FXSHMQAE S AlEIe Het A7 AWS HealthLake

OO|E| AEO0{E MMSIE{M 2 T AR L= Amazon 28 KMS 7| At235&Hof &Lct IAM A
AMof ZHIE HEHo| U= gfo._'s*L—IEP. KEM|IEH L

HEE 18kl HIO|H £AE0] =& =& LICH

HealthLake 0= HIHE 10702 HIO|EH AE 0o & Z 0| JaLcH L B7IE L¥sis s &
OtEE{M AWS X|H MIE{E L ESIM L.

of| CHEH HEF F0{E MA5tE{H 042 H| FHIR RESTful SHOoF & L7}
API|s?

MEXeE MB HT 4 HE Z2MHAE ALE5t0I HTTP 22I0|HEE Sall TEE o 21E52
HealthLake APl Z=7}+5H0F Bf LICH REAISH LHE 2 MTE HH 4 ME ZEMAE FHZSHML.
AWS SDK for Python2 AF&3t0q sigv4 Q152 M-HE5tE{™ CHF oKt At AT ERIEE 88
Ct.
import boto3
import requests
import json
from requests_auth_aws_sigv4 import AWSSigV4
# Set the input arguments
data_store_endpoint = 'https://healthlake.us-east-1.amazonaws.com/datastore/<datastore
id>/x4//"
resource_path = "Patient"
requestBody = {"resourceType": "Patient", "active": True, "name": [{"use":
"official", "family": "Dow", "given": ["Jen"]}, {"use": "usual", "given":
["Jen"]}],"gendexr": "female","birthDate": "1966-09-01"}
region = 'us-east-1'

#Frame the resource endpoint
resource_endpoint = data_store_endpoint+resource_path
session = boto3.session.Session(region_name=region)

HEE 51&l= ClolEH AE0{ +& ZRI&LICH 238
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client = session.client("healthlake")

# Frame authorization
auth = AWSSigV4("healthlake", session=session)

# Calling data store FHIR endpoint using SigV4 auth

r = requests.post(resource_endpoint, json=requestBody, auth=auth, )
print(zr.json())

PythonAWSSDK& & At & 35101 sigv4 T3t £ 048 A5t W0l CHEF XhA|EH LHE 2 Boto3 £ ot 2l
S gFolM gelg = JU&Lct.

HO|E{7} FHIR R4 & 4{0| OfLICHE A& A8 = QLIR
HealthLake?
FHIR R4 &4|9| O|O|E{2t HealthLake C|O|E{ AEO0{Z 7IXE £ Q&LICH A XF7} COIE{E w8t

st O =E20| &l MEE M35t TItEL] S5 2 AWS HealthLake TFEL{E XML

ZH ot3|3d KMS 7|2 25 351=l O|0|E{ AE040]| FHIR RESTul
AP|S% A& ¢ [ AccessDenied 2771 & dst= Ol FUQUL
V)] 30

MEX} EE= 80| H|o|E| AE0{0f| M| ASIE{H 1 E"E|§> 7|9t IAM &% D =of CHst #8Ho|
ZELICH AL AtE 1 2EI-™ 7|18 M85t ol 228 IAM #Heto| Qlo{ok FLCH AAZXRI7L 1
ZHAEE KMS 7|1E AI8E £ U E HEHE FE0{8t HealthLake TEHE FIASHHLE AR K|S B2
HealthLake &= 27 & BtEH&LICH AccessDenied.

IIII
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Yo
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HealthLake Ofli= 124 G| O|E{o UM A3, CIOIE| 22012 7hX{2 M FHIR 2l&AE of
98 Al FHIR 21448 3158 4 9= Hsto| glofok &I

REMIEE Li82 7] HMlA EX sHZE S HESHAIR.

7tM 27| ZHedo| 44E 8t output inputFileName.ndjson I+ 0| Qe EC{7} MM x| 7w
HIZEE 7IXMX| 28 £ UELICH 0| B2 7tX27|of Mufst Bz =o| oiLHAE St &
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https://boto3.amazonaws.com/v1/documentation/api/latest/guide/credentials.html
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https://aws.amazon.com/healthlake/
https://docs.aws.amazon.com/kms/latest/developerguide/policy-evaluation.html
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= WAl FAILURE EC{7F MAEILICH OHUIHAE Thofl M AE &Hed 3 9/x|= YLt
JobPropertiesJobOutputDataConfig.S3Configuration.S3Uri.

O| BHLHAE mofs 438 2ZE SE 9| {xl(successOutput.successOutputS3Uri), Aot 2 E

SE 9| 2{Xl(failureOutput. fallureOutputS3Ur|) 3 =71 2] X[EeF Z2 2 =0l CHe MR HE
7t ZEE|o JU&LICH OLHAE ol 182 Z2aeiY WAloE 2 BME = U&LICH OIS

ME OiLHAE Yol = Amazon S3 HHZA! 2| 123 & £231} AZHE 2Z|AA = W HBHo 2 7HK4=2

=
AL 20l OiE HET LEEE[o] A& LICH

1]

{

"inputDataConfig": {

"s3Uri": "s3://amzn-s3-demo-source-bucket/healthlake-input/invalidInput/"

.

"outputDataConfig": {

"s3Uri": "s3://amzn-s3-demo-logging-
bucket/32839038a2f47f17c2fe@f53f@c3a@ba-FHIR_IMPORT-19dd7bb7bcc8eel2a@9bf6d322744a3d/",

"encryptionKeyID": "arn:aws:kms:us-west-2:123456789012:key/
fbbbfee3-20b3-42a5-a99d-c48c655ed545"

.

"successOutput": {

"successOutputS3Uri": "s3://amzn-s3-demo-logging-
bucket/32839038a2f47f17c2fe@f53f@c3a@ba-FHIR_IMPORT-19dd7bb7bcc8eel2a@9bf6d322744a3d/
SUCCESS/"

1,

"failureOutput": {

"failureOutputS3Uri": "s3://amzn-s3-demo-logging-
bucket/32839038a2f47f17c2fe@f53f0c3a@ba-FHIR_IMPORT-19dd7bb7bcc8eel2a@9bf6d322744a3d/
FAILURE/"

.

"number0fScannedFiles": 1,

"numberOfFilesImported": 1,

"sizeOfScannedFilesInMB": 0.023627,

"sizeOfDataImportedSuccessfullyInMB": 0.011232,

"numberOfResourcesScanned": 9,

"numberOfResourcesImportedSuccessfully": 4,

"numberOfResourcesWithCustomerError": 5,

"numberOfResourcesWithServerError": 0

}
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7tM27| 2Fdo| At o|RE
JobProperties. Ct&2 HE &

=A95t24™ D escribeFHIRImport2 42 AFE5H01E = AJAPIEfLICE

M
_ijl_

- &Ef7} FAILED 0| HIAIX|7t = B¢ A= =3 HI0|H 27| E= HealthLake &S =1t
Ste= 3 ot o ZF2 = mi2t0(E{ et #tEdo| U&LICE

o 7tX27| & AEf7F COMPLETED_WITH_Ql 2<% OfL|HAE mt Y2l Manifest.json0|A Hd33 S
2 71X X| £t o cHet HE E ERRORSE QIE LT

e 7tX27| &ed AEf7}F FAILED O|T HIA|X|7t Qe AR 2] &34 Q|%|2 0|5 5t04 OHL|HAE T}
21 Manifest.json0fl {AM|AEFL|C}.

2121 mt ol chall 7t X270 Aulist 2|AA o] @13 mt 0|F 0| /= Aluf £3 ol U&LCH
Erol= = dlolE o] %ol siEst= & 35 (lineld), FHIR 8 ZH&l|(UpdateResourceResponse)
Fo| AE} 3 = (statusCode) 7} Z & ELICH
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M
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=

td2 Chst Z&Lct

{"1lineId":3, UpdateResourceResponse:{"jsonBlob":

{"resourceType":"OperationOutcome", "issue":

[{"severity":"error", "code":"processing", "dlagnostics":"l validation error detected:
Value 'Patientl23' at 'resourceType' failed to satisfy constraint: Member must satisfy
reqgular expression pattern: [A-Za-z]{1,256}"}1}, "statusCode":400}

{"lineId":5, UpdateResourceResponse:{"jsonBlob":

{"resourceType":"OperationOQutcome", "issue":

[{"severity":"error", "code":"processing", "d1agnostics":"This property must be an
simple value, not a com.google.gson.JsonArray", "location":["/EffectEvidenceSynthesis/
name"]}, {"severity":"error", "code":"processing", "diagnostics":"Unrecognised

property 'etelecom'", "locatlon"'["/EffectEv1denceSynthesis"]},
{"severity":"error","code":"processing", "diagnostics":"Unrecognised

property '@gender'","location":["/EffectEvidenceSynthesis"]},
{"severity":"error","code":"processing", "diagnostics":"Unrecognised

property '@birthDate'","location":["/EffectEvidenceSynthesis"]},
{"severity":"error","code":"processing", "diagnostics":"Unrecognised

property '@address'","location":["/EffectEvidenceSynthesis"]},
{"severity":"error","code":"processing", "diagnostics":"Unrecognised

property '@maritalStatus'","location":["/EffectEvidenceSynthesis"]},
{"severity":"error","code":"processing", "diagnostics":"Unrecognised

property '@multipleBirthBoolean'","location":["/EffectEvidenceSynthesis"]},
{"severity":"error","code":"processing", "diagnostics":"Unrecognised

property '@communication'","location":["/EffectEvidenceSynthesis"]},
{"severity":"warning", "code":"processing", "diagnostics":"Name should be usable as an
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identifier for the module by machine processing applications such as code generation
[name.matches('[A-Z]([A-Za-z0-9_]){0@,254}')]","location":["EffectEvidenceSynthesis"]},
{"severity":" :"processing", "diagnostics":"Profile http://hl7.o0xrg/fhir/
StructureDeflnltlon/EffectEv1denceSynthesis, Element 'EffectEvidenceSynthesis.status':
minimum required = 1, but only found 0","location":["EffectEvidenceSynthesis"]},
{"severity":"error","code":"processing", "diagnostics":"Profile
http://hl7.0rg/fhir/StructureDefinition/EffectEvidenceSynthesis,

Element 'EffectEvidenceSynthesis.population': minimum required

= 1, but only found 0","location":["EffectEvidenceSynthesis"]},
{"severity":"error","code":"processing", "diagnostics":"Profile
http://hl7.0rg/fhir/StructureDefinition/EffectEvidenceSynthesis,

Element 'EffectEvidenceSynthesis.exposure': minimum required =

1, but only found @","location":["EffectEvidenceSynthesis"]},
{"severity":"error","code":"processing", "diagnostics":"Profile http://
hl7.org/fhir/StructureDefinition/EffectEvidenceSynthesis, Element
'EffectEvidenceSynthesis.exposureAlternative': minimum required

= 1, but only found 0","location":["EffectEvidenceSynthesis"]},
{"severity":"error","code":"processing", "diagnostics":"Profile http://hl7.o0xrg/fhir/
StructureDefinition/EffectEvidenceSynthesis, Element 'EffectEvidenceSynthesis.outcome’:
minimum required = 1, but only found @","location":["EffectEvidenceSynthesis"]},
{"severity":"
extension http.//synthetlchealth.glthub.1o/synthea/disability—adjusted—
life-years","location":["EffectEvidenceSynthesis.extension[3]"]},
{"severity":"information", "code":"processing", "diagnostics":"Unknown extension
http://synthetichealth.github.io/synthea/quality-adjusted-life-years","location":
["EffectEvidenceSynthesis.extension[4]"]}1}, "statusCode":400}
{"1lineId":7, UpdateResourceResponse:{"jsonBlob":
{"resourceType":"OperationOutcome", "issue":

[{"severity":" :"processing", "d1agnostics":"2 validation errors detected:
Value at resourceId falled to satisfy constraint: Member must satisfy regular
expression pattern: [A-Za-z0-9-.]{1,64}; Value at 'resourceIld' failed to satisfy
constraint: Member must have length greater than or equal to 1"}]}, "statusCode":400}
{"1lineId":9, UpdateResourceResponse:{"jsonBlob":
{"resourceType":"OperationOQutcome", "issue":

[{"severity":" :"processing", "d1agnostics":"Missing required id field in
resource json"}1}, "statusCode".A@@}
{"lineId":15, UpdateResourceResponse:{"jsonBlob":
{"resourceType":"OperationOQutcome", "issue":

[{"severity":"error", "code":"processing", "d1agnostics":"Invalid JSON found in input
file"}]1}, "statusCode":A@@}

error code

information", "code":"processing", "diagnostics":"Unknown

error code

error code
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O oAM= =3 mblol i U= BtlolM 3, 4,7, 9, 15801 EolH7I QIS S Eo{FLICt olEt 24 &
of CHet MHE2 CtZot Z&LCt

« 3 SE2 22 ntdo| 3- ol resourceType MBS EI7I R &5HX| ofctn MAEEHLICH

- 530 SES i3 nto| 5380 FHIR 23 27/ 7t ASS HHFLIC

« BRI 70 SES 2230 2 resourceld MB 0l AZ EX7F /S2 YL

« 2}Ql 90 SES 23 mol| R &3 2|AA ID7F ZEE|ofof StChm AHEBHLICH

- 150 2] mtdo| 8EH2 w0l &3 JSON E4/0| ofL|2t= AdLct

DocumentReference ZIAA 7 R &E5HX| ot2 4
£ LIEtU = =& 2 MSELICEH NLP ®2| S0

2 HealthLake = S& S|E NLP E2 CHAM HE 2 F

A AE
4M F| cm-decoration-status 2! 7444

o=

=

At

=7} dr M8t DocumentReference 2|4 A

‘_O _|> 0|)| I

7| fla e 7 Zt VALIDATION_ERRORZSZ} & 74 HealthLake2|
AM et E AZE = JU&LICH o] AMo= 2 EMg HHSE= F HAIXKIQ EH EE 2F
7t gt ME 2 E DocumentReference ElAA T LIFQEILICEH A 2F 71 2= DocumentReference E|
AAO|EHY EHE AXE O o|MQF SAFEFLICEH

"extension": [

{
"extension": [
{
"url": "http://healthlake.amazonaws.com/aws-cm/status/",
"valueString": "VALIDATION_ERROR"
1,
{
"url": "http://healthlake.amazonaws.com/aws-cm/message/",
"valueString": "Resource led to too many nested objects after NLP
operation processed the document. 10937 nested objects exceeds the limit of 10000."
}
1,
"url": "http://healthlake.amazonaws.com/aws-cm/"
}
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0= VALIDATION_ERRORZ} et

NLP A2 Q 3H SHE A4 7k 10,0007H o] HHEE= B
| gfoffoF &fLICE.

4+ aLIch o] Z2 &2l Mo 2ME O 52 2ME B

Amazon AthenaZ AI235IEE 7|Z O|0|E{ AE0{ Oto|2d|0|M

2022 112 14 o|™of| M= C|o|E AE0{= & S5HX|PHE AL 5109 Athenadl M #HEIR &+ Q1&
LICISQL. Athena& ALE35t0{ 7|Z O|0|E{ AE0{E FZ|5tedH HX{ A T|O|E{ AE0{Z Ot0|28yO|
AMHoF &hLCt.

dlo|E{E A Ol|o|E| AE0{Z oto|2e||o|AM5tE{H

1. M OIO|E]{ AE0{E MAIEHLIC}H
2. 7|Z2| HI0|E{& Amazon S3 HHZleZ LIEHL|CT
3. Amazon S3 H{Z!0{|M M H|O|E{ AE0{£ H|O|E{E 7IAZLICl.

Amazon S3 HZ!2 2 H|0|HE LHELH £7F 2F 0| WgtLIch £7t 232 LHEU= HO|Ee 2
7ol trt2k CHE Lict.

Athenal| M AW E CHE AWS A{H|A0 4
Athenal| AM ZATME CHE AWS AMH|ASt SRE M X7t &g = JU&Lct.
E SQL M A 2|9] json_extract[1] YF 2 AIEStH EX|7 &g = JU&LCH.

Ol 2XME siZ&ste{HE = Yo|o|EsHoF B LICICATVAR.

M H|0|B] AE0{Z O|O|EE 7tX2 ¥ Athena E2£0| 2S5HX| &
&LICH

CIOIEHE M CIO|E 2E0{2 7IX2 Foll£ CIOIEHE HAI ALEetX| XY + J&LICH O|= C|o|E 7t
lceberg Ei|O|2 0] +=EIE AlZFE 51&3et7| @Iet ZULICH LIS 0l CEA] A|=otA|R.
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M Clo|&{ Bflo|= 2t2|XtE FIHE PutDatalLakeSettings [ Lake
Formation &t @5 lakeformation:7} &A= 0| = FoiQlL]

7?2

IAM AL X} EE= 238toi| AWSLakeFormationDataAdmin AWS 22|& Z&Ho| = &El A< Af O]
E dlo|3 #elXtE FIIE &= Q&LICH OIS S ZT&6ts @F7F 2hME

User arn:aws:sts::111122223333:assumed-role/lakeformation-admin-user is not authorized
to perform: lakeformation:PutDatalakeSettings on resource: arn:aws:lakeformation:us-

east-2:111122223333:catalog:111122223333 with an explicit deny in an identity-based
policy

AWS ZE|8 A2 |AM ALE At EE= 482 AWS Lake Formation Cl|O|E &i|0|3 #E|XtE F7+5t
= Ol AdministratorAccess EELICE IAM AL XA EEE A& &do| Z&E E2 20
I{AWSLakeFormationDataAdmingfL|C}. AWSLakeFormationDataAdmin AWS & 2% HAHo]
AWS Lake Formation API &0 CHEF dH 7S 7t Z & E[0] U &LICtPutDatalakeSetting.

A

=
L—
—

AdministratorAccess AWS Z 2|3 A2 AWS AF251040d| CHEH A M A Heto| e & E|A}
= AWSLakeFormationDataAdmin Z&Hoj o|5l XMEtE £ U&LICH.

HealthLakel| &g Xt¢10{ 2| 7|s2 7424 0{=H| SHok & L|7t?
2023 2 20U E{ HealthLake C|O|E{ AE04Q| 7|&# S2H0| HAEII&LICEH

24Xl O|O|E{ AE04: $4A 2 E HealthLake H|O|E{ AE0{= base64 213 & DocumentReference I
AA0M AFR101 HEINLP) AHE 2 S X|RLICH. ENLP, M DocumentReference E|AAEE AFE St
0 EME|X| SO ElAA RYO|HIAEE J|HIOZ M DocumentReference S|AA 7 MM E|X|

Or&LICH 7|Z& DocumentReference B|AAC| ARE E5f MAME HO|E] L 2|AAE NLP £X|E|
X2t 2023A 2 20 O|F0f|= HOO|EEIX| & &LICEH

M O|O|E{ AE04:2023H 22 20 O|F 0f MM El HealthLake Cl|O|E{ AE0{E= base64 QI E
DocumentReference 2|A&A0M Xt210{ R{Z|(NLP)E &5tX| et & LCt.

0| 7|5 & HE{HE AtE5t0{ AHHIE A/ datioF B LICFAWS Support Center Console. At2|E 45t
ol 222 AWS A Het CFS Abell dES MEHELICH AR & A 22| d-ofl CHEr RHAMIEE LI 2

K| AME HBMO| X7 Ated] S AfE 22 8 At 2.
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LH Cl[O|E] AE0{ &FEf7} oA HEE|X| &

2
=
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M HealthLake Cl|O|E{ AE0{E MAM5t24{T 5t=0l C|O|E{ AE0{ HEN7I MMM BHEEX| &t= 4
S E MESITF AthenaE YTl O|ESHofF B LICH AWS Glue Data Catalog.

XKEMIEH LI 2 Amazon Athena AHE AE M 2| AWS Glue H|O|E{ ZIEI 2 T 2 4 I8|0|=E £ step-by-
step HZSHAMIL.

E M3™Mo 2 ¢a78|0|= AWS Glue Data Catalogt % O|A| CI|O|E| AE0{E ME &+ U&LICt.

O|™ Cl|O|Ef AE0{E M|7{3tE{HE AL 5104 APEﬂE MAM35tod A|EFEFLICFAWS Support Center
Console. AtEH|E d4dstE{Tol 2321 AWS HHEt Ot S Atell ddg MEgLCH XHMEH &2 X|#
A8 dEMO| X[ Atz 2 AtE| 22| MeE2 FXSAMR.

SDK CIIO|Ef AE01 4 &ENT ol EEE & &~ IS EHE B
ghic
=SS OOIE 2AE0] £ MEHIOIEf 2E0{ API 250| 0@ E= & = 9= CIOIE AE0{ HEHE

HFsFSDKoP‘ HRE A HTICZ UHO|ESHAAL.
413Request13Request Entity Too Large 27 E 7tx{2 7| 2|5H
10MB EAME AF2 3= FHIR POST API 24 ILICH HealthLake

AWS HealthLake 0ll= X|91 A|Zt 2! X8t A|ZHE =2IX| =5 5MBL| &7(4] M 4l AH|0|E API
X|gto| &Lt

"

H2ZF 7HK{ 27|18 A8 5104 HEO|L{Z|E ResourceType AF& 35104 Z|CH 164MB2| CHEZE EME &
4= Q& L|CIAPI.
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https://docs.aws.amazon.com/healthlake/latest/devguide/managing-fhir-data-read-resource-history.html
https://docs.aws.amazon.com/healthlake/latest/devguide/managing-fhir-data-read-resource-history.html
https://docs.aws.amazon.com/healthlake/latest/devguide/managing-fhir-data-read-resource-history.html
https://docs.aws.amazon.com/healthlake/latest/devguide/search-parameters-advanced.html
https://docs.aws.amazon.com/healthlake/latest/devguide/search-parameters-advanced.html
https://docs.aws.amazon.com/healthlake/latest/devguide/search-parameters-advanced.html
https://docs.aws.amazon.com/healthlake/latest/devguide/smart-on-fhir.html
https://docs.aws.amazon.com/healthlake/latest/devguide/smart-on-fhir.html
https://docs.aws.amazon.com/healthlake/latest/devguide/smart-on-fhir.html
https://docs.aws.amazon.com/healthlake/latest/devguide/profile-validation.html
https://docs.aws.amazon.com/healthlake/latest/devguide/profile-validation.html
https://docs.aws.amazon.com/healthlake/latest/devguide/export-datastore.html
https://docs.aws.amazon.com/healthlake/latest/devguide/export-datastore.html
https://docs.aws.amazon.com/general/latest/gr/Amazon-HealthLake.html
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