adws
AMEX 7H0|E

Incident Manager

Copyright © 2024 Amazon Web Services, Inc. and/or its affiliates. All rights reserved.



Incident Manager

Incident Manager: AF& Xl 7}0|=

Copyright © 2024 Amazon Web Services, Inc. and/or

Amazono| A& 4l
Hu oA ES

E AlT =
o AL L

2=

Amazon 2| ME
m
o

CC =
a1

geh
K=Rye]
=

Amazon 742

= Amazon 2|
ol
=

LICt.

Alo 2 AR El

its affiliates. All rights reserved.

CcC
s

Hej &=

—_ e —=

= MH|Aet &, o|O|X|& Ho{ceg|
F 4~ Qd&L|CH AmazonO| AS5HX| ok J|EF 2

X2 LAl ofF ol S&eiol sliE ARKL| KA




Incident Manager AL 7Hol=

Table of Contents

AWS Systems Manager Incident ManagerO|2F FSILITE? (oo, 1
e = L = RO 1
Incident Manager AP Q| OIT .. ..ottt et enens 3
TR A H A ettt a ettt e et a et a s 4
Incident Manager SHMIZS L. .o e, 4
Incident Manager Bl Bl B B ettt 5
INCIENt MANAGET 5 -oei ittt et e et e e ettt e et e e e et e e s te e e eaaeeenbeeebeeeenseeeaseeesnseeas 5
o L = o N o = 5

T e L T OO 6
TS RO 7
= L - OO 8
DN L = e RPN 9

= £ SRR 10
T BEOT AWV S T e e 10
ZHEIRE HAMIA HEHO| QU AF B R A A e 10
ZZ2 ORI AL HMIA FHEF BT e, 12
Incident Manager A0l Bl R 8t Q& e 13

EN N1 T 14
S R e RO 14
e =L B L= N PO 14

AZRA BT U IZEA AT QAT E B e 20
AERA BIT QUAIEIE BEE| e 20
ARA A QA E Bl e e 21

R Bl e e e e 21
EA A™E QIAEHE ZE[E AT L FEBILITH e 21
S N =L 23

D A EH e e e 24
Ll | LT (Y 1Yot e TV ) R 26
L S BN e 26

R KB ottt ettt et eaens 27
SR MEQ] B L B e 28
N e I A | OO 29
i = - TP 29
B R R oo e 30




Incident Manager AL 7Hol=

S oE I = R 31

i = = OO 31
A ME HEE FAZBOE TEKAR T oo, 32
CHZ] R A BET] oottt 33
CHZ] T BEE T ottt sttt 33
TIZ THTL QT BEEL oottt 37
OAZARIOIM ZHEL A .ottt n e e e 43
S = o [ OO PP PPTPPPUPPPPPPPRt 43
OMAZRIOIM ZHIZ BEET] ettt 44

7 L= LS . e TSP 44
2 1: ME REE Amazon SNS FM| M E= UOIOIE ..o 45
2EHH: AWS ChatbotOll A RHE! RHE A A e 47
2t 3: Incident Manager2| CHE A& RE M FIh oo, 49
A RS BB A B E B et 49
T e OO 50
HE QI EZE AMEGD MASE Ol B IAM T e, 52
RS TFBFOIE] BE R ettt ettt n e 54
B T O e e 56
Incident Manager TS BlE Sl .., 57
R I =R 58
I B RO 59

L I B e e e e e 64
ZA Aol CHEF MH|A e S 2dstotm MEBILICH e 65
EA A™E ZAF AT RO CHBE BBE T e 66

o N L] = PP 67
CloudWatch BEE AIE50{ AFS 2R QUAEHE M e 68
EventBridge O|HIEE AI&5t0{ AFSCE QUA[EE A e, 68
SaaS TEL] O|HIEE AFE35H04 QIAITE M e, 68
AWS MH|A OJHIEE AFE304 QUAIEE A e 70
A E B A ettt 72
D A B R e e e 73
N E B e, 73
N L= S L RO 73
A EE HHLA oottt r e 74
TaTedTo L= o) Al 1Y, = F= Vo 1Y RPNt 74

=1 OO PR SRR UUR SRR 75




. 75

AR 7H0|E

Incident Manager

76
77
78
. 78
79
79

81
81
81
81
82
.. 82
83
83
83
83
83
84
.. 84
86
86

.. 87
90
92
92

.. 93
94
97
99

100
101
102
. 103
104
107

__||
o]
0 CloudWatch Z
=

15T T T O O O I - S A
m.A_lmmmmmmmm_._._A.._A.om o E
" "wwmww"mm____uomA

: S R
B R R T : b
BT R I AU o R R ol
S O Al oy
WMol W &M -~ Tof Mol Wdlmi B
R o= %o
o 3

I
M
o
=
=
C
3
5|
o
—
I
s
cl ...
oH

A

r P L KO
N s - D22 od
. o T ol g
Mo X Wy
S & ow
ok H O K0

EN R N 4_._£

F

TN TN TN TN TN ~

ol &1 31 31 381 ol
K=~

H

MIAZAE ...
e(foJ]=3!

T W
= 1 h H #
ol

Incident Manager&
1
2
3
4
5
A
| O|E

SIEAENV = o PN b=

REEM e
H of




Incident Manager AL 7Hol=

IAM2| AWS Systems Manager Incident Manager & 2FAl 109
PN = B L e B o N RO 116
BIAA TIHE BB O] ..o 120
TR MHIA EE T CHEIQ BER] et 122
MHIA RIS Q38 AL et en e, 123
AWS QUAIEE ZHEIRFE QB B EIE R e, 126
I B e e 132
Incident Manager0ll A S QA L OIS A& AP 134
A L CHS AES SRHT| RAE AT F AL e 135
B A H A e e, 135

i = I | TR 135
T8 HBIX] EEE CHS HIE B B R oot 136
BF AR EEE CHE A& A et 136
BF AR L EHS & BB e 137
ARl B B T e et e e e e e e e e e ee e e e e e eeneeaneeanes 137
A A I B e 137
TE Y T B O e, 137
B B e, 138
D B B O e e e 139
VPC HEZQIE EFU(AWS PHVALELINK) covvooooeeeeoeeeeeeeeeee oo eeee e eeeeeeeseeee 140
Incident Manager VPC NEZOIEOf THEE T8 AFE oo 140
Incident Managerof| CH8F QIE{H|O|A VPC HIEZEQIE MA e, 140
Incident Manager0i| CHEt VPC QIEEZQIE A Mg e 141
= S LT e O 141
LR BN PR 142
Incident Manager O|2F EOF BT AFBI| L., 142
Incident Manager O|2F EOF BT AFBI| L., 143
R O I L B ] e e e, 145
Amazon CloudWatCh RIZE ..ottt e eeeete e e eneeneas 145
CloudWatch 2£0{M Incident Manager KIZE E 7] ..o, 147

R I BB e e 148
AWS CloudTrail2 AF&310q Incident Manager APl I S8 22 i, 148
CloudTrail@| Incident Manager Z3E ... ..o, 149
Incident Manager 21 TP &S OIBH ...oooiiioiiiie e 149

D = o i RO 152
B R AW S A H | e e 152

Vi



Incident Manager AL 7Hol=

CFE RIE A MBI A R B R oot 157
HMA Rt ZHE AR A% PagerDuty AWS Secrets Manager .............ccoceeveveveeeevennane. 162
R Il B e 168
Q& MAIX|: validationException - We were unable to validate the AWS
SeCTrets ManNageT SECT T it 168
Bl B I BH .o 169
AV S B 0 B e e 170
AP AR T8 ettt 171
...................................................................................................................................................... clxxxiii

Vii



Incident Manager AL 7Hol=

AWS Systems Manager Incident ManagerO|Zt £ SIL|7}?

AWS Systems Manager?2| 7|S Q! Incident Manager= AWSOIM S AR OHZE[AH0|MH FES F&=
RQINEEE 2t3tstn SF5t= O AAE = UTE HAHEIRELICE

AWSO] BiZHof M QIAIE S HIELIA 2P0l SCHE WHS DIA £ s o4 x| 3 SToILE M|
A EFKSHE LD MatM ZES QAHES 28502 o8 U ST57| 98 S K
£2UstT ¥ QAREES ofwsty| 2IEt TAIE Fists 2ol BREFLID

- QAEE CHES MAUXIE EEM = H0{A[Z|7] 2let KtS=HE A&l MSELICH

Incident Manager0ll LHEEl 7|5 & KI EZ2 = AmazonO| 7{2| ME 7|2 E 7HL& 2 QIAHE Y
S2 et 2 AtEHIE VI8t 2 & LICE. Incident Manager= Amazon CloudWatch, AWS CloudTrail,
AWS Systems Manager %! Amazon EventBridge ZH 2AWS AMH|A 29 S&HELICH.

712 2 24 4l 7|

olr

Ol Mol M= QIAIEIE ChS HES MBsHe Gl AB3HE Incident Manager®] 7|5 01 CHai B LI
=

CHg A
CHS HES QIAIE wa Al hdsfol 8 AE S Molste HESIo| o8 S BLiCh o470l ot
g1 ze M R,
« QIAIEE 24 Al CHS 8loF 5H= B A}
. QIAIES t8t5t7| Qlsh 22T XS CHS
. THS PRV QIARE] Chsl S4l5t D RIS YRS S 4I5HE Ol AR S0k st HY EF
QIAHE Ex|

AWS El4&A0] SFE OIXlE 2 = HE AF 0| HX|E 42 AUAEEE YHstT= Amazon

CloudWatch Z3 & 2} Amazon EventBridge O|HEE F4%& 4 Ql&LICt

olr

712 #+4

0]

ENg=U



Incident Manager ALZ%t 7H0|=

NI R N
Incident Manager LHOI| M AtS &t THHE Al%6t0{ QIAEHE| CHet 28 CHEE AIS8tst %=
CHE EHEROA M8 BAHE MBE & U&Lch

zho4 & of Aol M
o A=z 2 7iE QLA E CHal 2 & AR H L 2|5 BAIL|0{ J&LICEH Incident
Manager0i| 78t 71 Q42X E X[ S7{L} Incident Manager0il M BHE CH7| 2 E XIHE =
AU&LICt B Fof H &= ol Aol BRIt XIHE|0] Qlo{ OfsH BAIXI 7L &S mstT
RQAHE i Z2AMA0 HI X2 2 Fode = U&LICH

CHZ| L™
Incident Manager2| CH7| €72 sHT Lol CHaH M43t Stk o|efe|l WCHE A ELICH ZF Wy
Of 2IcH 30Ol HAXE EEE + USLICH | AZR 0|4 HZo|Lt CHS A=l £7te 7S, o
7| dHE2 8 EE Ao 7Ho| EoF QIAITE Yl Al 2EIS W= AE S Folgch iz
HE S5l QIAITE CHEol 2R3t BtE 25D SFE HEFF X[BHE &2 = /U&Lch

x4 %40 5404

1T 1 —- =H -

k=2
S H
A A

=
s4letm

A
0

o 0[0

>
—

o4 2
B oon
flood L o> o

05

[l
—_—
0l
2
[
P el
ro
d
P sl
rx

ZXE BHED XSE HSE AE5H0d

RIEHS X[ 25H7] 2130 Incident ManagerOll A ZAF A1t 7|s & &45te
I.

E5 QIAEEN sSXo 2 O}

o O T

LICt. AWS ChatbotE Slack, Microsoft Teams, EE = Amazon Chime2 AL SHE Incident
d OFE7|E X|HELICH CHE HEAtE MEZ R S4lsta, QIAHE
Slack 2! Microsoft TeamsH| A &5 Incident Manager CLI(EEZ €I

A& LICH

E

HAIZ]0f o] QIAIHESF BE10| U2 7t
odeDeploy H{Z ! AWS CloudFormation £ EH
M HolE Hotste o 2R3t AlZto| Z0{=0

O 0z




Incident Manager AL 7Hol=

C20| 2 &= U&LICH Incident Manager= A IEHE OS2 /M= Ol AIEE = Q= HE =
= Al
=

CIAHE & x| & CHE ZF0i| M Incident ManagerE AF23tE B2 ¢S £ Qe O|™o CHsH ol

]]>|

°
kl
M
N
1A
|0
u
rA
m
o
-
[ul

EXNE 58%

748t Amazon CloudWatch A= & Amazon EventBridge O|HIE = of & x| 28 SEO|LI HHIA &
B X7 ddE 32 NS ANEHEE 48F + /&L

CloudWatch B2 &= 042 7|7t S YAzt X|&E = EFHA 210l HEEl= B 0

1 ELICH EventBridge O'HlE = EventBridge &0l X|&3t 84, ofZ2|71|0|M == AMHIAT #HE
C|H MAELICH AE = o|HIEE MAE [ Incident Manager0ll A 48438 QIA|HE O C
ot MMt CHS H &S X|H5t0 QAIHE Q| Foq, o AZE|o|M I 2t3tE HXIE = UaL

Incident Manager= CloudWatch X|E & AtE35t04 QLIAIEHES ZHHE X|EE KIS 2 +~&5t1 FX
st= 7ls2 M3 LICH CloudWatch ZEE Sall QIAIHEE Mg ml QAHE| CH3H A4 E
S XE Qo= AAZIS R X|EE =82 FIt6t04 QIAEHE S EERI0|H F7t ZHRHIAEQ}

O|HE M3 E =+ A&LICt

Incident Manager QIA|HE EtIEIQIZ AIE5I04 24 XI™ME AlZt=o 2 EA
CHE EHEAt= EtUEIRIE Ar&5tod AHAI0| FUE
A XIE O|HIEE FIHE &= /J&LICt Ris3tE 4] X[™Holl= ool e ELc.
« CloudWatch BE &&= EventBridge #210| QIA|IHEE MA8rL|Ct

« QAIEHE X|EE Incident Managerdl| A4l £ T EL|C},

- CHS HYRHEO| Frodst AU&LICtH

HE BAH7F MB3XMo =z R E(iaLo)

Fol

12 Q1 204

Incident Manager= Q12f A, CH7| Y, of|AZB|0|M A= L ME AM'EE ALE5t0 QIAHE T8 F
SXHE StLEE Z ST Incident Managerdl M 217 7HE ¢42HX{E HO|5tm 42X 7|2 M (olH|

T S

Incident Manager A2 2| 0| 3



Incident Manager AL 7Hol=

A&E s

Chatbot 22t0|HEE ME5tH MSst= 14 XHE' XH""Oﬂ cHE
o A ME 288 5 QELICH 8 Incident Manager= A& &
Holl QIAEHE S EE Rl AlA|ZH Edg E AlSt0od CHE AL H HEIAEE M3 ELCH

=
FL HUo HEY = M.=.L—IEP Incident Managero| M HS2 QUAHEE s Zst7| 2ol F[sHZT! A
M HolE d#ol =X[QILICH XHS3HE 5ol 7lsn E EHHE Zetstod TS EE At

=
It BEE EMotn Olof OIS E + U= JF S L=He + USLICHL

Incident Managerg& At&3t04 QIAIHE BME H A|ISHH '01|A‘| ‘=’EP ZEdst
ZC|70|M Mtof HZE AE S XE5to FF QAIHE & z
g QIAEHE AtE BME Sdll HE

224 MH|A

Incident Manager= 0424 7|Ef AWS AH|A 3 EfAF MH[A H =70t ST E(0] QIAEHEE B X| & of

A5t API 2G1 ZHHMo 2 435 A 85tH Qo E HElE = UESE XIHELICE RHME &2
Incident Manager2t A& L MH|A SEE FZTSHMR.

Incident Manager 4[4

ct

ajo

gt B StLEE A8 3109 Incident Manager0l] M| A& &= Q& LICH.

« Incident Manager &

« AWS CLI - RtAM|I8t LI 2 AWS Command Line Interface A2 AHAMO|A AWS CLI A|Z5HT|E
=M. Incident Manager2| CLI B0l CHEF AtAIEH LI 2 AWS CLI BE HZE M| ssm-
incidents & ssm-contactsE & X 5IM 2.



https://console.aws.amazon.com/systems-manager/incidents/home
https://docs.aws.amazon.com/cli/latest/userguide/cli-chap-getting-started.html
https://docs.aws.amazon.com/cli/latest/reference/ssm-incidents/
https://docs.aws.amazon.com/cli/latest/reference/ssm-incidents/
https://docs.aws.amazon.com/cli/latest/reference/ssm-contacts/

Incident Manager AL 7Hol=

« Incident Manager API — XtA|EF LI& 2 AWS Systems Manager Incident Manager API & ZME %t
ZotMR.

« AWS SDK -AtA[EH LHE 2 AWS 7|Eto| =T & FHESHAM L.

Incident Manager 2|7 & &&hak
Systems Manager0i| M X|#45t= 2 E AWS Z2|Z04| A Incident Manager& X|§5t= 242 ot ELct.

Incident Manager 2| & g2 2ol CHet AtMIEH LHE 2 Amazon Web Services &g & X o] AWS
Systems Manager Incident Manager IE ZQIE L S22 A XM Q.

Incident Manager =

Incident ManagerE At&35tH AL 27t R obEILICE RFM[EH LHE 2 AWS Systems Manager 7tZ32 %t
M 2.

(® Note
0| MH|AQ} &t2d45l0d N2 &= 7|EF AWS MH|A, AWS 2EIx 2l X|3X} 2EIX0i= WHE o

0| FutE + e F7I o] HEE + U&LICH

AWS Bt Z0o el H|ET 2o 8BS
M2| AWS Trusted Advisorg &=

|X3}E &£ Trusted Advisor2| 712 = AWS Support AHS MY

b
2

Pl
FO

(o]l

FA

Incident Manager?2| 2IA|HE 2tO|Z ALO|Z

AWS Systems Manager Incident Manager= AH|A SEHO[LE 2ot (340t ZH2 QIAIEHEE AlHstn
olof CHS 37| @8t 2 A€ 7[Ete 2 5= l:F74|‘="' I E MSELICE Insident Manager2|
Hi =

T2 ZY2S 2ATEt QIAEE BHOo|Z Ao 2 FHg Sl S e= MHIA E= of 270
ME zlOiEh e HY dEZ S =+ %'E% XI-.d%FE ZJLICH

Incident Manager= QIAITIE 2tO|ZALO|E 2| 2 HAHE I3t =72 2 A3l E MS Lt



https://docs.aws.amazon.com/incident-manager/latest/APIReference/Welcome.html
https://aws.amazon.com/developer/tools
https://docs.aws.amazon.com/general/latest/gr/incident-manager.html
https://docs.aws.amazon.com/general/latest/gr/incident-manager.html
https://aws.amazon.com/systems-manager/pricing/
https://docs.aws.amazon.com/awssupport/latest/user/trusted-advisor.html

Incident Manager INT=IY A To] =]

. QIAHE AE EX

A A A

Triage

Determine the impact

i s N - .-f..--."f
Y 4 to customers, prioritize ] _«"" ,
/’r\] L ~ L = 0=}/
.y \ active incidents. Q\ { E\:‘.‘_:

W

rd

LA e
|

Alerting & engagement Investigation & mitigation

Bring awareness to Investigate and mitigate

using the Incident

incidents within

your application. dashboard’s runbooks,

+ _ timelines, and metrics.

Post-incident analysis

Reflact on the Incident
and formulateways to

improve customer experience.

o2l 8l 2o

RIAEHE Zto|ZAto|Z2 2| &3 & Fo{ A= o ZE2(FAH 0l I MH|A LM QIAIFHEE @I

o ™2 SLICt ol BAlE AUAHETL HX|E|7| ol A=l ol Z2|7H|ol4dof| cet 22 o

RELICE Amazon CloudWatch X|EE A& 3Sto4 o Z 2|7 0| H 50 CHet CIOIEE ZLEE

Chefet A4, OHEZ (A 0|M U MH[A 0| RS EAE = R

Zole o7 7[EE HoiLhs x|®of s
o

2 LIE{@(Monitoring)2 & Z5HAMIL.

Amazon EventBridgeZE & &3}04
OHZ Z|7l0|Mof CHEF ZLIERS St
&LCch 2LIER 2 Alglol CHEt REMISH LHE 2

CHE YRl QIAHE FIEHE |13P7| ?I5H Incident Manageroll Al =AF 21t 7|5 gMete =
UELICH ZAF Z2abE QIAIEE 2 Al7|of g M8H AWS CodeDeploy HiZ 2! AWS CloudFormation

AN EH E

o

o3 A #od


https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/working_with_metrics.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/

Incident Manager AL 7Hol=

A= 4o Ol =0 CHEH R 2ILiTh 0] FEvt Qo™ FAA §0I12 Witsts O WS Alzto| Fois

=
0 QIAHE S| B 57 A[ZHMTTR)E £ =+ JU&LICH

O of ZE2[ZH|0|Mofl M AAHEE ZLIERsHT 2B 2 CIAEHE S0 AASE AAHE OIS A
|2 "olg =+ U&LCt CHS A= ddof cher RtM[EF LIE 2 Incident Manager0i| Al CHE 7= At
& MME &= 3tM L. Amazon EventBridge O[HIE &= CloudWatch ZE & CHS H&Eg HESle

E AE5t0 KSR QUAHEE HMHE = UELICH QAAIHE ddof CHEt REAIEH LHE 2 Incident
ManagerOl A QIAIEHE MHE HZESHA L.

CHS HE2 #had ol Aol 1= L o A&lg 250 2% O Qg QAIHEN FUF L
Ct. ol Aol A= Do cHEt REMIEH LHE 2 o AZE 0| A& BHE7| MME BX5HMR. SAl
ol AWS Chatbot2 ME A2 SdH CHS HE X0l 0§ 2|1 QIAEHE ME HE HOo|X|Z Ly
gLICH B2 AME D QIASHE ME HEE A835t0{ 2|72 WetstD QIACEE BERE = /UE
LIC}. Incident Manager2| R &' &0l CHEF AFMIEH LA 2 257 AWS Chatbotod| A #HE ZHE

dE MMEE HZEsHMR.

2A
AMAE Z|E CHE EHY A7 DA O|x|= &S otsie 7S LELICE Incident Manager 2&
O| CINEE ME HE E7|= g 2 X7 QAIAHEE Hotste ol 30| &= Efeteln x| EE
MBELICt Est CIAEHE O] WEFE WItstH CIAIEE| CHEF CHE AlZH s & FHRLIZIolME ¢
st ECHE OFRE &= U&LICH CHE HE A= 1(B2)0MH 5(JE QI2)HK|2] & S22 AH&3510d
CINEHES| 2M =2 & HELICH
RS Yot U2 2 JE S20| HESt HlE Holgh = U&LICH OIS Eoes 4 g8 &0 &
Mo 2 ™Ho|z|= e ol of 7} Lot /l&LcH
¥ AL %k 0|12 AMZ X{o| 2
1 Critical CHE 29| nZHof|A K& O
%= T ojEZ 2|7 0|4 ZHoH
2 High QUL TZHof|AH| YEE O|xIE
MR of = 2|71 o] Zol
3 Medium DH0H M5t EEXQ
o= 2|70|M ol

ia
>
~



Incident Manager AL 7Hol=

HE I A& 0|2 ME Mol He
4 Low DA AMEHAel dEE O
x|z 7H&dx el & of
5 No Impact T2 3N F&FS BhX| eE x|
ot e mlsty| /sl 718 =
X7t €t
ZAF & 2HEf
CINEE ME HE E7]= ol H5, Etetel 2 X[ EE NS E Lt QAEHE X2 ¢WHs ot
2{H QIAIEHE ME HE MME XML
S 2 LMo 2 TA HAE HMBStH AIS2 2 HI0|HE 7HXHHLE YEIHo 2 A8kl &8 M
2 AT e = JU&LICH £t HE2 oM QIAHEE 2t3l5t= Ol f&5tCtn EEet BE St EH=
7tst EHAHIE MSELICH HSE B2 38K HE BAo 2HS FETD o4 L Oj2f BAE EodEL
Ct.

1]

Incident Manager= Systems Manager At S3l2t S |o{ HEE FHELICH HIE AI&Sto{ TS

2 T} MAL.

ro
5
L
|>
o

£ 2] fof Cist AHAIEH LI 2 AWS Systems Manager A& A& M 2| Systems Manager
xFo{ xbx

EFlatel Solls ST ZAI7H EAIELICH EHUBIQIS EBlUAT ol RIS 02 MAE ME B
871 2422 SRS LI Eheiztolol AL SR AT OIHEE 271512121 o] ALS HBAel SIAIEIE A
5= Ho|X|of Qs EFEIl MMS XML,

TiEh Eoll= RSz MUTl X E2 +52

=
ofZE[7o|M &S0l et S8t HEE MSELICH

P
N
_O'_I
>

E7F EAELICH Ol FE QUAIHE & Al



https://docs.aws.amazon.com/systems-manager/latest/userguide/automation-actions.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/automation-actions.html

Incident Manager AL 7Hol=

F

o

HolME CIAITEN| A X E FIME + UM, AUAEHEN AR E HIR7F MEEAH =XIE
T UALET E|aLE MSE =+ UELICH A= Hol& ofaZAef ol A& E= 712l &od A
==
o

off &ro4gfLICt.

L
mo met

d

-

FEl ADS IRl OIA|HE gl Elo| O} 2 [ otokxiol X% Ci5ts
2 AM&7510d Slack, Microsoft Teams ! Amazon ChimeOi| A RE! &'z
Microsoft Teams MM CHS EHE A= 0424 ssm-incidents &
=
o

QNHESR &% 58 + UELICEH ZAtME L2 AME MEE

st
e 2
=2=
242
o=
3t A

5

—

|.

o

QIAIHIE AbE 24

Insident Manager= QIAHEE gt¥stn, &% QAIHET| CHA| 2 M5HX| 2 & WX|5t= O 2ERF
ZX|E #5t1, CINEE T8 &8 TMUtHo 2 JHMet7| I8t ZRIYUHIE MBS ELIC M AL
o= ct&ol & uct,

« QIAIHE S BT OhE A0 ¥, E 0] Al B30 AIAHR JhMst T LTRSS &
U 4 et

. QIAGIE CHS A% WZ. AlZh Liof S48t DES SHHAAL

. S0l T 7. TollM S0l B2 B9 RS EHE 4+ UL BAHIE RHMIS| Lohg 4 e
=

. P T QAT SR 3 o QAHES o Wal Yl ol ASE & AU XIEA
B EQIEE WS £ AsLICH

Insident Manager= QIA|IHE EFUZIQITL 74 LS| CIAEHE Al: BM EE U XX EF2 A
83504 O|z{8t HAHM JIHME FSTIFLICH BA8 S8 7HMof chal| XFMIS| &otE 2™ Incident
ManagerOi M QIAEHE AtE 24 =3 MME H XM L.

ro
>
r
Im
>
ol
I
1z
[(e]



Incident Manager AL 7Hol=

AWS Systems Manager QI A|EE Z2|A}F A

Irdg #elsheE ol A2 SHE HI'Holl AWS Systems Manager QIAIEE #E|AHE HHS= 20| 4
I

L|Ct. Incident Managerg& & ALEtCtE HA{ CHE 2y S 2t= sl oF & L|Ct.

« 7tstod AWS HIE

o 2R} HHA HEHO| Q= ALK AlA
=
S

T2 WA AN R

Incident Manager A7501| 2 8F o3&

7telstod AWS A H
HZo| e AR CIS EHAIE &t25l0 HHE ptEML. AWS AN
7telste4s AWS A

1. https://portal.aws.amazon.com/billing/signup2 0{A| 2.

2. 2O XA AIEE [MEAM L.

Ml E gt F|IHER QI 2=stE nhEol U&LIcH

0l

IE

ofn
M[n

£ =it Soil

rr
M

ol AWS 7871 st AWS HE FE AERta7t S IELICH FE AR AHE AL 2E

AWS MH|A Ll B|AA HAHA HEHO| USLICH EOF TR A= A X0 22| M A HEt

S HTSHL, FE ASKIE AHBSH0I T2 ALS R UNIA HEHO| TR E Sl £ #sHE WYL

Ch

‘_

AWS 7+ Mxp7F g2 E & el ojH e B
A (My Account)2 MEHSIO] 34X HIH €SS B0 AHEHE B2l = J&uch

22X} HAM| A HEFO| U= ASR ES

SEtAWS AE =0l &M Yol FE ASKE AISSHR| SIS #HE[AEXE ESstn

o
AWS IAM Identity Center& A3} 5t T MAISHAIA|2 AWS HIH R E AFZ XL

|Ct. @XM E K| hitps://aws.amazon.com/2 2 7FA{ LK

7telstod Aws A


https://portal.aws.amazon.com/billing/signup
https://docs.aws.amazon.com/accounts/latest/reference/root-user-tasks.html
https://aws.amazon.com/

Incident Manager AL 7Hol=

Hotg2 QX|StMIR. AWS A RE ALKt

1. FE AMSKE MEIStD AWS A oY FAE &=235t0] A AWS Management ConsoleZ>
RAE 231E L CHE Ho|X[o| M HIZHEE I=3gLct
FE MEXIE ME5t04 EO0QI6t= Ol =2 0| ERotHAWS 221 AME HBMO| FE ALSAE
E 2I0I8 XML
2. RE MEXe| CtE QB (MFA)S EM5HELICH
XIE2 1AM ALE HB MO AWS A R E ASXH (2£) ol CHEt 714 MFA C|HEO|A S M3 E #
A

ZHE[At HMA HEHO| U= AFS A A
1. IAM Identity CenterS & As}&LICt

X| &2 AWS IAM Identity Center AFE A A 2| AWS IAM Identity Center ™ & XA 2.

2. 1AM Identity Center0i| A AFE KFoi|AH| 22| HAM|A HEHS FoiFLICt

£ ID £AE MEstE Yo CHE A& ME A HBML| 7|22I2 E IAM Identity Center £
EZIAFS A HMA T2 FHESHAAI2. IAM Identity Center C|ZE{Z] AWS IAM Identity Center

e AM A H

2

Ol Ue ArERIZ =192

« IAM IDentity Center A& AtE2 21915t2{T IAM IDentity Center AFEALE ME M O/HY F4
E MEE 232/ URLE M-S E LIt

IAM Identity Center AFEXIE AF25t0d 2 1915l= O 20| ZR 6 AFE AHAM O] AWS Al
A ZEo| 23912 HEFAAI AWS 239

Z7t AL R A AN A HEH B
1. IAM Identity Center0f| M Z|4 HFt ME ZH Al E 2= HEF MEE MMFLICH

X|EI2AWS IAM Identity Center AH& AAHE A 2| Create a permission setE& & X 5HAM|L2.
2. MEXE a0 gE5t1, 20 Single Sign-On AAM|A HEHS SEEHLICH

X|&I2AWS IAM Identity Center AFHE A 2| Add groupsE & ZotM| 2.

ZEIRE AMA HEFO| JUE AHSR A 11


https://console.aws.amazon.com/
https://docs.aws.amazon.com/signin/latest/userguide/console-sign-in-tutorials.html#introduction-to-root-user-sign-in-tutorial
https://docs.aws.amazon.com/signin/latest/userguide/console-sign-in-tutorials.html#introduction-to-root-user-sign-in-tutorial
https://docs.aws.amazon.com/IAM/latest/UserGuide/enable-virt-mfa-for-root.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/get-set-up-for-idc.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/quick-start-default-idc.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/quick-start-default-idc.html
https://docs.aws.amazon.com/signin/latest/userguide/iam-id-center-sign-in-tutorial.html
https://docs.aws.amazon.com/signin/latest/userguide/iam-id-center-sign-in-tutorial.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/get-started-create-a-permission-set.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/addgroups.html

Incident Manager

ZZ2OcfT S A

AEXRI7FAWS 25 AFEXIet A5

Management ConsoleZ 2 12 4o HMA HEHE R0{5t=

(et CHELICH AWS

AERtoAH Zz2aei T LA HMA HEHE Fofeted{H OHS S

Zzafd g A HMATHE
R AL XE

rir
i 4
1
o
N
kO
~D

xtod ol2d |ID

b B — R by |

(IAM Identity Center7} & 2|3t
= AL X}

IAM

IAM

UAl R4 ZBHE AHE 5104
AWS CLI, AWS SDK EE&=
of cHer =23 el "é ofl A

Fe = AUA&LICH AW

HAl XtH SFE A& 5104
AWS CLI, AWS SDK E= API
of ciet Z2IeiY LA Y
of MEE £ Q&LICH AWS

ol

(HHEEIX| )
7| X3 ZHE A
AWS CLI, AWS SDK EE = API
of cHet Z2 e &0 A
HE = U&LIcH AWS

tod

Alo| HMA T} EIQ E.L.IL'J' AWS

« AWS CLI o CHEF LHS 2 At
2 MHMO| AWS CLIAIE S
AWS IAM Identity Center<|
gt TS FESAAAW
S Command Line Interface

« AWS SDK, =7+ 2 AWS
APIS| B2 AWS SDK 2! =
T & Zx oL o] IAM ID Al
Bl RIS S HZSHHAIR.

IAM A2 AT o] AWS 2|4
AQLETH Al RHH B ALS

9| X|ZE mWEHAL.

APQ%P_T'JP ot=

CH&t X

QIE{m| o] A0

« Of CHEH LHE =2 AIE A
MOl IAM AL X} XA &
HE AEEQEE &X

St AIA|2. AWS CLIAWS
Command Line Interface



https://docs.aws.amazon.com/cli/latest/userguide/cli-configure-sso.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-configure-sso.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-configure-sso.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-configure-sso.html
https://docs.aws.amazon.com/sdkref/latest/guide/access-sso.html
https://docs.aws.amazon.com/sdkref/latest/guide/access-sso.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp_use-resources.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp_use-resources.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp_use-resources.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-authentication-user.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-authentication-user.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-authentication-user.html

Incident Manager AL 7Hol=

Z2IEY A ANATLE  To AUMA HEHS ROISHE A
28 ABRHE FTUTR? xt

+ AWS APIC |¥§' IAM AtE

x
w 0%
x
\3
Z
> 4
oo
Pal
_0
O
I
;

o

Incident Manager A%30]| 25t 4

AlZHod| @F A A ZHof IAM 8t iam:CreateServicelLinkedRoleO| 2!0{0F & LIC}. Incident
Managere O| H8H2 AF83t0{ 7HH0f AWSServiceRoleforIncidentManager& M4 gLICt Xt
Mgt L& 2 Incident Manager2| AH|A 9474 AE2(8) XML,

Incident Manager %ol &2 §F 48t 13


https://docs.aws.amazon.com/sdkref/latest/guide/access-iam-users.html
https://docs.aws.amazon.com/sdkref/latest/guide/access-iam-users.html
https://docs.aws.amazon.com/sdkref/latest/guide/access-iam-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_access-keys.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_access-keys.html

Incident Manager AL 7Hol=

Incident Manager A|Zt&}7]

0| MMof M= Incident Manager 2&0|A EHI5tE -2 CHLIFLICH QIAEHE Zt2|of| A 5HE{™
HX{ 2£01M 7‘I:iloUI 2tZ 5ok ErLICH oAl SH ME, (A L] 942Hx ! SHLbo| o A&
Aol A=, X H CHS H &S dH5t= S CHLHELICH ot DB A= Incident Managert
CIAHE 2tO|ZALO|Z & o|sHst= Ol =2 0| ELICt.

« AWS Systems Manager Incident ManagerO|2t F 4 ILI71?
« Incident Manager®| /A E 2tO|Z ALO|E

Incident Managerg& & At 35t= B2 AWS Systems Manager QIAEHE #E[XF MHE HEFAML.
Zrodg ohElsteE ol AF83she AI™OIM Incident Managerg AE 5= 40| EZ2&LICH

Incident Manager &H| OFALE AlZH5H7| T10]| Systems Manager HitE MX[& 2 E3 E Ay -%Eﬁ
LICE 2 AFE5to HE El= 2 Atalol et RkF ArEste MHIA H 7152

ManagerE Systems Manager 7|52 AF&3510{ AL X2 AWS H| X1} 224 El

Systems Managerg HX| FEESEM 0|HE UE = JU&LICH

£ H[St7| OF AL

Incident ManagerE X2 AL23tE B2 Incident Manager MH|A & T O|X|0lAM EH| OFHAL] A
Ag = JELICH HHE XS 228 F FH| OHAN| HMASIE{E QIAIHE 5 H0|X|o|M EH]

—

1. Incident Manager 2& & L|C}.
A EH

=
2. Incident Manager AH] | O|X|ol| M EH|E MEHELICY.

1. et 4™l ot s MEiErLIC

2. Terms and Conditions(0|& 2ZHE 25 2J0{E M| 2. Incident Manager2| 0|8 2 tol SolstE
B2, Incident Manager 0|& A& & IS Olof So|FFLICHE MEHEH F CIZ S MEELICH
3. Bl gdoiM= M AWS ZIT0| X MES| X #Hml 2|2 EAIELICH SX MEH o B

2 cI™E F7tetedH 2l S5olM 2|HS MEig L/

[}
4>
B
n
N


https://console.aws.amazon.com/systems-manager/incidents/home

Incident Manager AL 7Hol=

(® Note
X MEE Md5tH AFEXF HHo| A AwSServiceRoleforIncidentManager A{H|
A 0474 od8t0| MAI=lL|C}. 0| @3&hof CHEr REAMIBH LY Incident Manager2| AMH|A ¢4
2 g MMg XS,

4. SH MEo| Chsf 3 2HE HdYsttd™ CFE & stLHE >R LICH

(® Note
2 E Incident Manager 2lAA = 3 SHEILICEH O|O|E & &3 o] CHEH RHMIS] ot
£4™ Incident Manager |CIOIEH E& MME FHEFHMR. InC|dent Manager S| ME0o
A

« AWS AR 7|2 AI25tc{MH AWS AR 7| A2 S MEHEFLICE

« XA AWS KMS 7|& AF83tEdH 7|&E AWS KMS key MEHS M HE.* LIC} 3EFAH0) A MEHSH ZH
2|x10l CHal AWS KMS 7|2 MEYEH{LE AWS KMS Amazon 2|44 O|E(ARN)S l24%t

—I'

® Tip
MEE £+ U= AWS KMS key7t 8i= B AWS KMS key HA S MEARFLICY

5. (M= ALY) EiO S0l M =Xl M Eof Chal stLt ol el EfaE F7HE LT EfTolE 7|7F =2
i

&t

CtEeh WAooz BR/RY 4 U&LICH RHAIE LH%% Incident

b
=
_>,|_
r|r

6. (M= AME) MHIA AMA SAoM A 20t 7SS EE3tsied™ o] AE el ZAF ZAxtoi| CHEt
MH[& g BHE 7| Eelgrs MEfgrL|ch

ZAZHTHE QIAHETL MAE Al7|2t 7Ol 22 Al7|of wAlE Fe HHE Ei QImal Mo of
B HEQILICH ZA ZIHE QAITES| BAIE HOlo 2 ZAE £ UALICH Of2{8 &RE 24l

ZHI3t7] Ot AL 15



LICH.

I.

=

AR 7H0|E

LHE 2 Incident
7t 2tok

=
—e

I.

—

=

REA

I.

—

HElLICH o2

=7

2|21A AWS Systems Manager Incident
L|Ct. 4=Fx{of| CH

H M| o|X|of
=

V|
S
Z|

ESER{UN

[————

=
+2 A|&HStD O F ol 271 2 EQF 7FUA} EH

1

O

Incident Manager7}
ol M

Manager0i| A

o|&oi

=
S

S30AM ol SMS

® Tip

&Lcth
a.

Incident Manager

2.

ICH. 2

i
ol
il

3

<
M

[N
__A_l

&Lt

=

70l E

—

[

o "olst

74 o]

O{A|Z|= ol A

TIEE

SE

o

M A

|HE &

A

o O
_—

A

A
=

—
1jo

Mo

ol

16

o4 H&of |4 F 7He| C[HLO|

I.

=

(® Note
P

HI5t7| Db AL

=
=



Incident Manager

a. 2=fx| Af'd o|Foil CHsll A=A ' SHoilM X|ZEr AMdS M=FLICH

b. #o0d AlZHE)E A=A MES FHoIAIF|7| Tol| CHI I AlZh(E)S Y=L

]
o
-t
Rl
Bl
Pl
ik
o
.l
ok
n
=
2

Ol F7totcd &0 7t MEfghL|CH

o
ik
A
X
o
2
%
I
a
>
—_
2 WL
Ju Il||0

10. HEXME 25 LU=et = obEHS ME{ELICH

(ME4 ALY ol & o]M H =]

1. o AZdpo|M H =l MiAS AMEHSH |C}.

-1 O O

AE StLt Old MBSt T Y| AlZHE 0(0)ER2 2 X|Hote

Aol CHall stk Ol&f el & F7HEfLICH Ejol= 7|7t &

ZE

&t

o AZEO|M AHZlS QIAIRIE WA Al ¢=HHE SaH o AZa 0] |2 2 Incident Manager7}
o C

=
QANHE & Al SHIE IS HIAHE HoIAH = &L
X

LHE 2 Incident Manageroil/\‘l oflAZefo[M H & AH8 AME XA L.

a. oflAZdpo|M Mol A RrodE 2R

= -I =
b. EEA7I oA ol A= EAe] TdS
MEHEFLICEH

c. ErAol Af'dE of F7tstcdH ol a2y oM A F7HE ME{ELICE

ICt. ofl AZeflo]d | =loi| CHEF REA|IEH

ZHI3t7] Ot AL



Incident Manager AL 7Hol=

5.
6.

ol AZeio[Md H=lo| M EFAIE BrEE{™ Bl F7HE MEist o BHA| MF Y2 E FItefLich
(ME ALY Bl B0l ol &Zel|old A= ol CHal stk ol&f o i & FIHEfLICH Ejaol=
717t 2 x|, 2ot 42 o ZELICh

Bia= 2laao g tEl t
BE 722 ot S ElAAE YT YA oz BRY & JU&LICH RHAIEH LY

Manager?| 2|AA EfZ

@
orl
Q'I_l
rr
x
]
A
2
m
m

T o
n
°
r
o
1
H
i
Pl
ol
g'l_l
2
ol
H1
b
=0
Pal
A
rr
ok

oo
rlo
5
0.
o
D

=}

[ |
| AZdR|0|A H & AAS AMERSHL |},

-1 OO

CHS AEl S MBtLICH THS H2l2 AHZ 5104 BHS OIS d2hxigt ol AZaolM HElg 8§
geEfLICH &3/ TS HAElE Mg dEste R0l of AlFet7| ohHALS| OHS M2 ME ALY
ULCH

- MY AL

. 2=

. xl-o;|

LtSof ole43t LA E CHE A&l F7t5t= HEdod| CHet REAMIBH LHE 2 Incident Manager0f| A 2l
o %
—-=

AEE EH| MMEE HZstMe
O|F0ll TS Hl&le| n7ret OlFS LUMELICL 0§ 2 CHS A= ARNSE ddst=0 AAS 7Lt
EA| O|F0| gie TS 7[=ol ASE LI

¥
M=ol= o] ChS HED paiE QIARE 932 AlYsts ol £20| = M= gL X
Mt 22 Z QAIRE S| K=o ZEELICH QIARES RS AE £ o[HER MSof &
JhELIch

oM ol cHE A& tzdE QJAHE | CHel ol & st= W& =&E(M: Critical E= Low)S
MERSHL|C}H

[ = |
(MEH ALEH) @90l CIAEHE S| T2 E MBstE ol A ElE 7tk Mug Ql2dstL|
Incident Manager= QIA|HE &0 434 HEE o0 AtS2 2 AMZLICH.

ZHI3t7] Ot AL 18



Incident Manager

o)
Tl

18 LIC}. Incident Manager= O] 2AHY

7. (M AE) B2 AH 2RLols B2 MM 21t
a8 9 {2] QIARETH MAElE 2 Wr/E

S A8 stod SR AFIM St

LICE.

o J

S5 M7H E2XE2 AAHM 55 QUAEHEE §|°|3PE | M%éPE 80{E= 2FULLCHL &
=5 XMH 2XhE x™Hst= A< Incident Manager=
o EUst 2xlodo| TaHE 0|51 QIAHES 7448 |
MeINHES| B52 QUAHE | M AM7HE LIt

Il dedupeString ZE
2t K| £|™ Incident Manager=

ful
O
i
o

M rinor

N1

(® Note

7|29 2 Incident Manager= &S &8 Amazon CloudWatch ZE 5= Amazon
EventBridge O|HIEZ M El 048] LIAEHE S| ZF2 RS2 2 M7HELICE Ol248t 2|4
A fYol =S YK &l 55 ®MH EXLEE =Y e Eee gLt

- =

8. (M= AL Ei FHo M CHE H|=lol| CHal stit ol el i3 E FIHELICH Ef20l= 7|7t &2
|

EiaE 2laa0 €Yot MEHA HEHIO[ELICH B2 & M85 8, ARA E= #
B2 7IELR ot S EIALAE OIYE YA o2 ERY & U&LICH RHM|EH LIE 2 Incident

g MA8 £ Amazon CloudWatch ZE =& Amazon EventBridge O|HIE S CHS 7| &0} &
%l—lEP OlZ7 5t B2 L= O|HEE 7|Eto 2 CINEHET Ri5 22 MM ELICH RtAlE

oL 1T

ZHI3t7] Ot AL



Incident Manager AL 7Hol=

Incident ManagerolAd 324 Z|IT L FZA A QIAIEHE
2
AWS Systems Manager2| 7|S Q! Incident Managerg& T+435t04 0424 AWS 2| & HHo M =S 5t

o
ESE 5 AGLICH o MMoME Z2A 2[M W I 24 AHE 2 M, A BA|, 2T HME A
ol ChHat dBELC

|
- 324 2™ QIAEHE 2E|
« 324 A% QIAIHE Ei

2L 2™ QUAEHE zeE|

Incident Manager= 02{ AWS E[F0|M Xt5 & =8 QAAIHE & X[t &H(57| OHY
AME A& 35109 Incident Managerdl| & 22 Y E M= SA MEoi =|CH 3747HK| AWS 2[HE x|
& = & LICH Amazon CloudWatch ZZE & Amazon EventBridge O[HIE O oJ5H XIS 22 MY
El CIAHE S| A2, Incident Manager= O|HE 7= EE= A2t S AWS E|T0IM QIAEHEE
MAstedn AT EHLICh AWS 2IF0|M Incident ManagerE AF& & 4= QiE B2 CloudWatch EE&
EventBridge= S| MEO| X|HE AHE 7t58t 21X & StLtol| QLAIHEE XS 2 HMErLC.

/A Important

CtEot 22 32 MF ol FolgfLct

- S MEoi| = 74 ol4 2ol AWS E2|HE X|H3
ot © ™ Incident ManagerE At E = Qi 7
L|C}.

- 324 M ol X[z YHEE QAAEEE OIS A&l X|HE A5 E ZEtX| ef&LICH

Incident Manager 2 2% X F7} 2|7 x50l ChEt XFMIEH LHE 2 Incident Manager AZ5H7|& &=
StM 2.

AERA B|I™ QAHE #E| 20


https://docs.aws.amazon.com/general/latest/gr/incident-manager.html

Incident Manager AL 7Hol=

AZ2A HHE CIAEHE 22

Incident Manager= AWS Resource Access Manager(AWS RAM)E A& 35to{ 22| ! o Z 2|71 0|4
H’E TErod| A Incident Manager 2| AAE S| ELICH O] MMoM= I 2A H™H 2 Ated, Incident
Manager2| A 2A AN 7|58 HY5t= W, Incident Managerl| 2 2A HH 7|s0i Cigh &e{%
MEt Ateol CHal dEELICt

4-|'E| 7=||7c-|o 204 1|-E|
=F%4, of&ZeiolM A

o
Q

Fdste O AHS st A™YLICH =& AHoMH 2El A-E2 g A
, 5 4 7|E} AWS Systems Manager 2|AAE AR ELICH

Jok i

OHZ 2|70l HH2 o EE[FAH0|ME T E5tE BIAAE ARG T Ue APEYLICE o|2{8t 2l4aA
Amazon EC2 QIAEA Amazon DynamoDB EO|8 E= AWS 22220 o EE|7o|ME 55
= Ol AA&35t= 7IE 2lAaad = Ql&LCH E8F o ZE2[7H0|M HE2 Incident Manager0l A 2IA|

EE 4M35t= Amazon CloudWatch ZE2 2 Amazon EventBridge O|HEE A &LICH

A

AWS RAME2 E|AaA SRE ALE5to] HH 7t 2|44 E SRELICH AWS RAMOIAM HE 7t CHE
A& 2 HAEK EAAE SRE £ UELICEH O[3t E|AAE SFHH ofZ2|7H0lM A™D 22| AH|
Ho| &of 2 QAHES} &35 588 £+ U&LICH CHS AEE2 S75IH Y CIS HES AH85Hod
MEEI ZE Ot 2 Oj2 QINEEE SR/RE & JU&LICH HSXE SFoHH H=X] E= IS H =

D e AR

021 H"H0{| A Incident Manager E2|AAE SRE M= CHE 23 AEHIE [MMEAA2.

- CHS HE U od=fx{et &7 ElAaA SRE 7Moo 2 UU|0|ESIML.
- BlAA 3R B FHE HIIMoE HESIAMR.
« 22| A™EoIM Incident Manager, 5, ZHE! D2 MMM,

322 M QIAHE BalE MY U TS

CHE EFA0I M E Incident Manager E|AAE
HE MYELICE A 3 2A HAE 7IsS
E2A HE BIAAE AFE5H0{ 5 Ml QIA|H
EEotM.

MO ME D 0|12 3 2A HH 7|50 AF 5= 4t
$ MH|AQ} BIAAE THHME = A&LICH 3
At5t7| ol CHS BHAIE F AE M3 EAER

1. (M= ALE) AWS Organizations& Ar&36t0] =& & T X| | E M ELICH. AWS Organizations
A& MEMO| AHEM: =2 MM Ol 40| BHAHE & EFLICH

T2 AN JAGE B 21


https://docs.aws.amazon.com/organizations/latest/userguide/orgs_tutorials_basic.html

Incident Manager AL 7Hol=

2. (M= AHE) Systems Manager 2 A 7|52 AH&5t0 4 AEA AE HSS THE M ASE
2HFHE AWS Identity and Access Managemen 182 MEELICH REM[EF LI 2 AWS Systems
Manager AHE HBEMOIM HEE H™HE FXstMl2

3. AWS Systems ManagerAt& B M| CtE AWS Z|™ 2 AHHof| M AtS3E Ao l—f°"5._ | &7 o]
[t 2} Systems Manager At &3t EA0| HS S S AA . HF
M AHY B StLIR A™-Y = UELICH ALS Atzllof et QIAEHE

LI @8t odstof =488t AWS CloudFormation ElZ2!2 M x|sHof &

o HEAEWM HE A" 22| HH2 AWS-SystemsManager -
AutomationReadOnlyRole CloudFormation Bl E%!2 Ct2 2 E5t 11 A |5l oF & LICt.
AWS-SystemsManager-AutomationReadOnlyRole A x| A| Z& o EZ|AH 0|M AHI™H
O H'H IDE XI™HstAAI2. O] &S S5 ofE 2|7 0|M HEH2 CIAEHE ME HE 10|
Xl H=Eo| HEHE 212 &= U&LICH oHEZ 2|7 0|4 H 0| AWS-SystemsManager -
AutomationAdministrationReadOnlyRole CloudFormation El&2!S M k|3l ok &L
Ch QIAIHE M2 HE HO|X|= O] &2 ArE5to] e AN ERE Xt&S8 4EfE 7HA
SLct

- OfEEIAH oI HAHoH HE A™. el A8 AWS-SystemsManager -
AutomationAdministrationReadOnlyRole CloudFormation EI£3/2 CIR2EE3I1
Mx|sHof BLICE Ol H&E 2 Sall &l HHE2 ofZ2IF0|M HHe| #HE HEHE eig =
A&LICH ofZ 2|7 0|4 H & 0| AWS-SystemsManager-AutomationReadOnlyRole
CloudFormation El£ X2 CIRE =5t A X|5HOF B LICH AWS-SystemsManager-
AutomationReadOnlyRole MX| A| 22 A% L CHE ol E2|AI0|M HHe| HH IDE At
EafoF gfLct. zte| A& CHE ofZ 2|7 0|4 HZH 0| o] AE S +=5to HE | HEHE ¢
&LCt.

4, (ME4 AR ZE|o| ZF o E 2|7 0|4 H A AWS-SystemsManager -
IncidentManagerIncidentAccessServiceRole CloudFormation I E5!2 CIRE2E5t1T
Mx|&LICH AWS-SystemsManager-IncidentManagerIncidentAccessServiceRole A
x| Al #2l AEe| AE IDE RI-E & LCt 0] 24& 2 Incident Manager7t AWS CodeDeploy HH 2
2! AWS CloudFormation A& |0 E0f CHEF HE o HMASHE O s HEHE MBELIC
ZAMN A 7|so| 2HstE A2 ol HETL QIAEHEN CHEF ZAF A2 B ELICH RHAE LS

2 Incident Manager0l M RQIA|EHE 2] MME F X 5HM| 2.

5. AE2tx{, olAZeo|M A=l MY M, CHS AElS MY D MA5H24H Incident Manageroil A
RIANEE FH|of| dHE HAHE MEAMR.

— = O -

6. AWS RAMOIAM Q42tx{ L CHS H & Z|AAE 7|E BlAA 37 £ M 2lAaA FRol| 7
LICF REAM[SH LI 2 AWS RAM AFE MHAMO| AWS RAM A|%517E R AFHMIL. CHS AH&Ee
AWS RAMO]| of Z 2|70 HZH0| CHS H &S AL&5t04 BHE QIAHE Il QIAIHE CHA[E =0

AZAAY UAEHE #EIE 48 & FEFLICH 22


https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-quick-setup.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-quick-setup.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-automation-multiple-accounts-and-regions.html
https://s3.amazonaws.com/aws-incident-manager-assets.us-east-1/cross-account-setup/AWS-SystemsManager-AutomationReadOnlyRole.zip
https://s3.amazonaws.com/aws-incident-manager-assets.us-east-1/cross-account-setup/AWS-SystemsManager-AutomationReadOnlyRole.zip
https://s3.amazonaws.com/aws-incident-manager-assets.us-east-1/cross-account-setup/AWS-SystemManager-AutomationAdministrationReadOnlyRole.zip
https://s3.amazonaws.com/aws-incident-manager-assets.us-east-1/cross-account-setup/AWS-SystemManager-AutomationAdministrationReadOnlyRole.zip
https://s3.amazonaws.com/aws-incident-manager-assets.us-east-1/cross-account-setup/AWS-SystemManager-AutomationAdministrationReadOnlyRole.zip
https://s3.amazonaws.com/aws-incident-manager-assets.us-east-1/cross-account-setup/AWS-SystemManager-AutomationAdministrationReadOnlyRole.zip
https://s3.amazonaws.com/aws-incident-manager-assets.us-east-1/cross-account-setup/AWS-SystemsManager-AutomationReadOnlyRole.zip
https://s3.amazonaws.com/aws-incident-manager-assets.us-east-1/cross-account-setup/AWS-SystemsManager-IncidentManagerIncidentAccessServiceRole.zip
https://s3.amazonaws.com/aws-incident-manager-assets.us-east-1/cross-account-setup/AWS-SystemsManager-IncidentManagerIncidentAccessServiceRole.zip
https://docs.aws.amazon.com/ram/latest/userguide/getting-started.html

Incident Manager AL 7Hol=

OH M| ABH 2
8 A=
70| d AHHo

LIt 8 oHZ 2l7H 0| HHE2 CloudWatch ZE X! EventBridge O|HIEE CH
= UA ELich A= A o &Zef| oM A& S AWS RAMOI| F7}8tH o E 2|
A|EHE CHA|E E0) M 042 &Ql5t 11 QIEF R E RrodA|Z £ Q)& LC}.

= T AAHEH

mﬁ 30
o me o>

18

7. CloudWatch Z£0| 3 2A A™E I EA 2|™ 7|5€ FIIELICEH A & XHA[EH L= Amazon
CloudWatch AF& AHMO| 3 2A A I EA 2[™ CloudWatch 2£2 & X35HAML. 0] 7S
bl
C|

2715101 4A38 O Z 2 OIM AET 22| B0l SIAIBLE 2 EA] ChAIZ0lM AIEE 51

HEE 4 gL

=

—

AM
=

8. A ZA 7™ Amazon EventBridge O|HIE HHA S MAgHL|CH EHA 2 H\1|°P LHE AWS 7=||7"I
7t Amazon EventBridge O|HE T™& 3l 4l
OHZ2|7H0| M H ol M CIAHEE B K|5t1

dgg = A&LCH

Rt Abe

Ct=2 Incident Managerl| A2 A H™E 7|sof CiEt 247 AEH AFE ILCH.

- QAEHE ME BME ddsts AlE2 EME B0 HEE &+ U fFYE AZYLICE ofEE2|7 0
M AHEE AL835t04 QAEHE At x BME BEs E2 ofT A-e /B EMe 20 HEE &
AELICEH ZE| AEE AEs0{ IANEHE A= EME BIEE F0E SYELICH

« OEE|70|lME AHoM deEl= At SE EA0l= EtEtR] o|HIET AKX S &LICH ofE 2|7

Ol HHoM deiz|= XtS3t 2412l HO[O|E= A E 2| Runbook B{0i|A 2 QIE =~ Q&L

Ct.

« Amazon CloudWatch 2| ! Amazon EventBridge O|'HE Amazon SNS =X aiE FA 7 AL
I 8 A= SUF 2™ L Aol M Elo{of BLICH B2 H™E A5t 2E SNS F
MO8 A= E ddste Z[ol E&L

- olAZy oM H =
ol oflaZeflo|M

—

M
>
oo
2-':'
x
ra
0z
0%
ok
4%
30
>
-
[ul
OH
r
rr
N

- CHS A&, ANEHE 7|5 & =Ko MSE el R LA7A AHAME 21 +HE
LICF.

Mgt AL 23


https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/Cross-Account-Cross-Region.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-cross-account.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-cross-account.html

Incident Manager

CIAIEHE A

£ M7 ™ol & %

=l
=

2 2lA|

24



Incident Manager

MEXE7tol=

G
€2

AWS Chatbot

2 =$\
[B=]
=]

Escalation plans + Contacts

Runbooks

Enable teams to use chat Multi-stage plans to define Create blueprints for
to monitor and respond. when people get engaged. incident mitigation.

Amazon CloudWatch
Use monitoring to start an incident
the moment they are triggered.
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Response plans
Be prepared by defining templates
that engage responders and activate
a runbook at the time of detection.
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Incident + Analysis
Collect information to diagnose,
remediate, and learn from incidents.
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https://console.aws.amazon.com/iam/home#/policies/arn:aws:iam::aws:policy/AWSIncidentManagerResolverAccess$jsonEditor
https://docs.aws.amazon.com/chatbot/latest/adminguide/teams-setup.html
https://console.aws.amazon.com/iam/home#/policies/arn:aws:iam::aws:policy/AWSIncidentManagerResolverAccess$jsonEditor
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Amazon ChimeOlM ME! DS DHES{H
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Slack 2! Microsoft Teams2| &' A Incident ManagerE AF23tH CHE B Y A7 CHS ssm-
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» start-incident

* list-response-plan
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https://docs.aws.amazon.com/chatbot/latest/adminguide/chime-setup.html
https://docs.aws.amazon.com/cli/latest/reference/ssm-incidents/start-incident.html
https://docs.aws.amazon.com/cli/latest/reference/ssm-incidents/list-response-plan.html
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* get-response-plan

* create-timeline-event

* delete-timeline-event

» get-incident-record

» get-timeline-event

* |ist-incident-records

* list-timeline-events

« list-related-items

* update-related-items

» update-incident-record

update-timeline-event

ZI% F21 QIAHE 0| ME Mol i HHS AT 02 HAS ABFHUAIR. cli-optionsS
B0l T BE SMOE BT LA

@aws ssm-incidents cli-options

of:

@aws ssm-incidents start-incident --response-plan-arn arn:aws:ssm-
incidents::111122223333:response-plan/test-response-plan-chat --region us-east-2

@aws ssm-incidents create-timeline-event --event-data "\"example timeline event"\" --
event-time 2023-03-31 T20:30:00.000 --event-type Custom Event --incident-record-azrn

arn:aws:ssm-incidents::111122223333:incident-record/MyResponsePlanChat/98c397e6-7c10-
2al0-9b86-f199aEXAMPLE

@aws ssm-incidents list-incident-records
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https://docs.aws.amazon.com/cli/latest/reference/ssm-incidents/get-response-plan.html
https://docs.aws.amazon.com/cli/latest/reference/ssm-incidents/create-timeline-event.html
https://docs.aws.amazon.com/cli/latest/reference/ssm-incidents/delete-timeline-event.html
https://docs.aws.amazon.com/cli/latest/reference/ssm-incidents/get-incident-record.html
https://docs.aws.amazon.com/cli/latest/reference/ssm-incidents/get-timeline-event.html
https://docs.aws.amazon.com/cli/latest/reference/ssm-incidents/list-incident-records.html
https://docs.aws.amazon.com/cli/latest/reference/ssm-incidents/list-timeline-events.html
https://docs.aws.amazon.com/cli/latest/reference/ssm-incidents/list-related-items.html
https://docs.aws.amazon.com/cli/latest/reference/ssm-incidents/update-related-items.html
https://docs.aws.amazon.com/cli/latest/reference/ssm-incidents/update-incident-record.html
https://docs.aws.amazon.com/cli/latest/reference/ssm-incidents/update-timeline-event.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-automation.html
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https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-automation.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-automation.html
https://docs.aws.amazon.com/systems-manager-automation-runbooks/latest/userguide/automation-runbook-reference.html
https://aws.amazon.com/systems-manager/pricing/
https://docs.aws.amazon.com/incident-manager/latest/userguide/tutorials-runbooks.html
https://docs.aws.amazon.com/incident-manager/latest/userguide/tutorials-runbooks.html
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A& 3™ Incident Manager7} Systems Manager StartAutomationExecution
A&t 2™ Chg o] 2 Ml 7tX| Amazon 2|44 O|F(ARN) Ao 2 E AL
SH =

T HHE2 &Y HS0| ¥ te A-HM A™-E M HS MH|A A 0| CHE AEM A
g2 AT 8 FSELCt RHMIEH LIS AWS Systems Manager AFE A A{2] 042 AWS 2|7 2 A|
HollM At S 3 Mg BERFA

{

"Version": "2012-10-17",
"Statement": [
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https://docs.aws.amazon.com/systems-manager/latest/userguide/automation-setup.html#automation-setup-configure-role
https://docs.aws.amazon.com/systems-manager/latest/userguide/automation-setup.html#automation-setup-configure-role
https://docs.aws.amazon.com/systems-manager/latest/userguide/running-automations-multiple-accounts-regions.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/running-automations-multiple-accounts-regions.html
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{
"Effect": "Allow",
"Action": "ssm:StartAutomationExecution",
"Resource": [
"arn:aws:ssm: *:{{DocumentAccountId}}:automation-definition/{{DocumentName}}:*",
"arn:aws:ssm:*: {{DocumentAccountId}}:document/{{DocumentName}}:*",
"arn:aws:ssm: *::automation-definition/{{DocumentName}}:*"
]
},
{
"Effect": "Allow",
"Action": "sts:AssumeRole",
"Resource": "arn:aws:iam::*:role/AWS-SystemsManager-AutomationExecutionRole",
"Condition": {
"StringEquals": {
"aws:CalledVialast": "ssm.amazonaws.com"
}
}
}

Automation AssumeRole T8t

CHE A& S BrE 7L YO[o|Eg [ 042 AWS E2|& HE S0i| M ME45109 Incident Manager 7t A4
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= 0] 7tX| LEHEQI =g ARME 4= Qe TEHS MSELICH o248t 22l HA F 5tLt o[4S
MENSHO] AssumeRole HAof Ciet HEtE AMS e = U&LICH CFHE E0|= Incident Manager &
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AmazonSSMAutomationRole Systems Manager Automation A{H|A0{ 24
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CHE H=o| 52 F7IHe I H50| HELJol| Ar&3tjof 5t= mtetOlEHE XI'HE = U&LICH CHE
Aele Ex 7ot 8™ L0l EF = Tet0|EHE X|ELCh 8™ gtol A< S A=loi M mtztal
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O|Ef 2t A™ErLICH Incident Managere CH2 O 242 5™ mi2t0|E{E K[ ELICH

Incident ARN

Incident Manager7t QIA|HEE e M A|ARS Y QUAIEHE B|Z=9| Amazon 2|44 O|F
(ARN)2 Zix{5t1 &59| o] mtztO IE-|01| CHa d=qghct.
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https://docs.aws.amazon.com/systems-manager-automation-runbooks/latest/userguide/automation-runbook-reference.html
https://docs.aws.amazon.com/systems-manager-automation-runbooks/latest/userguide/automation-runbook-reference.html
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AWS MH|A 2lAaA %

Amazon DynamoDB =EYH EX QlHA

Amazon EC2 o|O| x|

AWS Lambda g+ =3

Amazon Relational Database Service(RDS) 2{AH
ClO|E{H[O| A RIARA

Amazon Simple Storage Service(S3) oA

EventBridge T+%/

A|AEO| EventBridge O|HE MM QUAIHEE M4 35HH Incident Manager= ME8t T2t O|EE 0|
HIE O| Resources 822 AMZLICH XtAMIEH LHE 2 Amazon EventBridge AF& MBEAS| Amazon
EventBridge O|HIEE & X 3HM 2.

+So2 MNE QIAHE

Startincient APl 24 E A& 35to{ QAIHEE 4436t Incident Manager7t API 21 5 &
o| MEE At235t04 MEHSt ul2tO|E{E S LICH 5], relatedItems It2tO|E{0f FEH=
INVOLVED_RESOURCE 39| &5 At&35t04 It2tO|EE AMSLCt.

m

(® Note

INVOLVED_RESOURCES g(2 StringlList fR&2o| uf2tOlEol|ot 228 &= U&LICt CHE
SOl otetolEol g stH HS0| A#ME|X| et&LICH.



https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-events.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-events.html
https://docs.aws.amazon.com/incident-manager/latest/APIReference/API_StartIncident.html
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https://docs.aws.amazon.com/systems-manager/latest/userguide/automation-documents.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-automation-multiple-accounts-and-regions.html
https://console.aws.amazon.com/systems-manager/
https://docs.aws.amazon.com/systems-manager/latest/userguide/automation-setup.html#automation-setup-configure-role
https://console.aws.amazon.com/systems-manager/
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1. https://console.aws.amazon.com/systems-manager/ 4| A AWS Systems Manager &2 JLILC}.

2. B oM Documents& MEAELICE

3. XISSHE MEHELICE

4. O|F0| HEES dHst= o|F2 LUZELICHO: IncidentResponseRunbook).
5. HWE7| S MEisty HES MEiFL|CE

6. Cis 2H=E WE7|o 20 E&LICt

description: This runbook attempts to restart an Amazon EC2 instance that caused an
incident.
schemaVersion: '0.3'
parameters:
IncidentRecordArn:
type: String
description: The incident
mainSteps:
- name: ListTimelineEvents
action: 'aws:executeAwsApi'
outputs:
- Selector: '$.eventSummaries[0].eventId'
Name: eventId
Type: String
inputs:
Service: ssm-incidents
Api: ListTimelineEvents
incidentRecordArn: '{{IncidentRecordArn}}'
filters:
- key: eventType
condition:
equals:
stringValues:
- SSM Incident Trigger
description: This step retrieves the ID of the first timeline event with the
CloudWatch alarm details.
- name: GetTimelineEvent
action: 'aws:executeAwsApi'
inputs:
Service: ssm-incidents
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https://docs.aws.amazon.com/systems-manager/latest/userguide/automation-documents.html
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Api: GetTimelineEvent
incidentRecordArn: '{{IncidentRecordArn}}'
eventId: '{{ListTimelineEvents.eventId}}'
outputs:
- Name: eventData
Selector: $.event.eventData
Type: String
description: This step retrieves the timeline event itself.
- name: JsonDecode
action: 'aws:executeScript'
inputs:
Runtime: python3.8
Handler: script_handler
Script: |-
import json

def script_handler(events, context):
data = json.loads(events["eventData"])
return data
InputPayload:
eventData: '{{GetTimelineEvent.eventDatal}}'
outputs:
- Name: rawData
Selector: $.Payload.rawData
Type: String
description: This step parses the timeline event data.
- name: JsonDecode?2
action: 'aws:executeScript'
inputs:
Runtime: python3.8
Handler: script_handler
Script: |-
import json

def script_handler(events, context):
data = json.loads(events['"rawData"])
return data
InputPayload:
rawData: '{{JsonDecode.rawData}}"'
outputs:
- Name: Instanceld
Selector:
'$.Payload.detail.configuration.metrics[@].metricStat.metric.dimensions.Instanceld"’
Type: String
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description: This step parses the CloudWatch event data.
- name: RestartInstance

action: 'aws:executeAutomation'
inputs:

DocumentName: AWS-RestartEC2Instance

DocumentVersion: $DEFAULT

RuntimeParameters:

Instanceld: '{{JsonDecode2.Instanceld}}'

description: This step restarts the Amazon EC2 instance

7. Create automation(XtS 3t d4)2 MEARFLICY.
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1. https://console.aws.amazon.com/iam/0lAM IAM 2& 2 dL|C}

2. B FHo|M GE(Roles)2 MEHEH T AE M 4(Create role)2 MEAELICE

3. AE[E £ U= AEE| RFEOIM AWS AMHIAE MEHSHOF B LICH

4. A MEQ] 7|EF AWS AMH|A A& Al EE0i Incident ManagerE &/23TtLCE.

5. Incident Manager& MEi5t1 CtS2 MEELICEH

6. TEH WM HAZA HOo|X[o| M HE S MEASILICE et HET(7F A EBF X Fo|Lt BolMq &
2iLCH.

7. M HE|7|0]M JSON RS MENEFL|C,

8. Lt e Y2 S A JSON HEZ|o 204 D& LICH account_IDE AWS AH1™H IDE HiE L
Ct.

{

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Resource": [
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https://console.aws.amazon.com/iam/
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"arn:aws:ssm: *:account_ID:automation-definition/
IncidentResponseRunbook:*",
"arn:aws:ssm: *::automation-definition/AWS-RestartEC2Instance:*"

1,
"Action": "ssm:StartAutomationExecution"
.
{
"Effect": "Allow",
"Resource": "arn:aws:ssm:*:*:automation-execution/*",
"Action": "ssm:GetAutomationExecution"
},
{
"Effect": "Allow",
"Resource": "arn:aws:ssm-incidents:*:*:*",
"Action": "ssm-incidents:*"
.
{

"Effect": "Allow",
"Resource": "arn:aws:iam::*:role/AWS-SystemsManager-
AutomationExecutionRole",

"Action": "sts:AssumeRole"
1,
{
"Effect": "Allow",
"Resource": "*",
"Action": [
"ec2:StopInstances",
"ec2:DescribeInstanceStatus",
"ec2:StartInstances"
]
}
]
}
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10. (MEH AR ERE 42 Aol Ef 3 & FItELIct
1. CI2: HEE MEigLCt
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https://docs.aws.amazon.com/cli/latest/reference/cloudwatch/set-alarm-state.html
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Runbook steps

00:00:00 (UTC+11:00)

15:01:44 [#] ListTimelineEvents @ Success
15:01:44 [#] GetTimelineEvent ® Success
15:01:45 [#] JsonDecode ® Success
15:01:49 [¥] JsonDecode2 ® Success
15:01:53 [#] RestartInstance @ Success

23:59:59
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v Tags - optional

Key Value - optional
Q, Environment X Q, Linux X ‘ Remove ‘
‘ Add new tag ‘

You can add up to 49 more tags.

EiIOE z20eiT A2 AEsE{H Cha API Y E ALSELICH

« TagResource
» UntagResource
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_tags.html
https://docs.aws.amazon.com/incident-manager/latest/APIReference/API_TagResource.html
https://docs.aws.amazon.com/incident-manager/latest/APIReference/API_UntagResource.html
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» ListTagsForResource
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https://aws.amazon.com/compliance/data-privacy-faq
https://aws.amazon.com/compliance/data-privacy-faq
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https://aws.amazon.com/blogs/security/the-aws-shared-responsibility-model-and-gdpr/
https://aws.amazon.com/compliance/fips/
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Mg MMSHE wHe Ho{FLICt o] HAolE 240 AWS CLI EEE AWS APIE AFE35l0{ Z 2
Jeiy HAloR O] 2YE MEE = U= HEto| ZEELICEH
{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "ViewOwnUserInfo",
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"Effect": "Allow",
"Action": [
"iam:GetUserPolicy",

iam:ListGroupsForUser",

jam:ListAttachedUserPolicies",

iam:ListUserPolicies",

iam:GetUser"

1,
"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]
.
{
"Sid": "NavigateInConsole",
"Effect": "Allow",
"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"
1,
"Resource": "*"
}

CHS H=ol KA

0| of|oll A= Amazon Web Services 7’3 2| IAM AFE X0 | Incident Manager CHS & & 5L 2!
exampleplanof CHEt HAM|A FHEHE FodstE{m BLICH ESH ALEXIIt CHE HEE F7t YO(0|E

ol A X|SIEE §{&3te{n &Lct.

O] M2 ssm-incidents:ListResponsePlans, ssm-incidents:GetResponsePlan, ssm-
incidents:UpdateResponsePlan %! ssm-incident:ListResponsePlan &2 AL XIO{AH|
FoqgfLict.

{
"Version":"2012-10-17",
"Statement": [
{
"Sid":"ListResponsePlans",
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"Effect":"Allow",
"Action":[
"ssm-incidents:ListResponsePlans"

1,

"Resource":"arn:aws:ssm-incidents:::*

"Sid":"ViewSpecificResponsePlanInfo",

"Effect":"Allow",

"Action":[
"ssm-incidents:GetResponsePlan"

1,

"Resource":"arn:aws:ssm-incidents:*:111122223333:response-plan/exampleplan"

"Sid":"ManageResponsePlan",

"Effect":"Allow",

"Action":[
"ssm-incidents:UpdateResponsePlan"

1,

"Resource":"arn:aws:ssm-incidents:*:111122223333:response-plan/exampleplan/*"

off CHst 2laa Z7(8F HAH of| K| AWS Systems Manager Incident Manager

AWS Systems Manager Incident Manager QIA|EHE Z 2Kt CHE A= L A=k &0l CHEt 2|44 7|8t
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CHS A&lo|Lt @it x{E Ot = WS 2 olEE{™ Incident Managerol A CHE 7= AFE ! Incident
ManagerOi| A QIEF ] 21d MM E XML

Z X 9| Incident Manager CHE &l HAM|A |5t

CH2 oflol M= 0-abc123def45 XX IDE 7HE X & L A2 XH0IA myplan CHE HIE2 AF2510{ A
ME CINEHEN CHSE + U HEH2 FogLich.
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Condition= &2 StringEquals Z711} AWS Organizations % aws :PrincipalOrgID =7
7121 =74 7|& M-S LICH olg{8t =7 Z|oi| Cit REAlEt L2 HAo| 27 X|HE BT ghuch.

"Version": "2012-10-17",
"Statement": [
{

"Sid": "OrganizationAccess",

"Effect": "Allow",

"Principal": “*”,

"Condition": {
"StringEquals": {"aws:PrincipalOrgID":"o-abcl23def45"}

1,

"Action": [
"ssm-incidents:GetResponsePlan",
"ssm-incidents:StartIncident",
"ssm-incidents:UpdateIncidentRecord",
"ssm-incidents:GetIncidentRecord",
"ssm-incidents:CreateTimelineEvent",
"ssm-incidents:UpdateTimelineEvent",
"ssm-incidents:GetTimelineEvent",
"ssm-incidents:ListTimelineEvents",
"ssm-incidents:UpdateRelatedItems",
"ssm-incidents:ListRelatedItems"

1,

"Resource": [
"arn:aws:ssm-incidents:*:111122223333:response-plan/myplan",
"arn:aws:ssm-incidents:*:111122223333:incident-record/myplan/*"

| -
[

E ot ZX|o| Al Incident Manager 212f % HAM|A FHEF XIS

CtS ol Alo A= ARN arn:aws:iam: :999988887777:rootE EF 38 EoF F&|of| Al 4=Fx
mycontactOf CHEt 018 ME = = HEt2 FoigLct

"Version": "2012-10-17",
"Statement": [
{
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"Sid": "PrincipalAccess",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::999988887777:root"

1,

"Action": [
"ssm-contacts:GetContact",
"ssm-contacts:StartEngagement",
"ssm-contacts:DescribeEngagement",
"ssm-contacts:ListPagesByContact"

1,

"Resource": [
"arn:aws:ssm-contacts:*:111122223333:contact/mycontact"
"arn:aws:ssm-contacts:*:111122223333:engagement/mycontact/*"

Incident Manager0i| A &t MHH|A =S El CHEl X of &

ST Chz|xt EX= 2ds -8 Mol gie AEE[7F MEto| o BE2 AEEIE S &E5t0{ &2
TS ot A0 L MELICH O|E S5 4o|xel SAX= A" E= HMAF = U= HEHO
ol HHEE AL 2lAAE =HE = UsLUTH

AWSOHIME= A 2A MHIA AECR Qe 2 tig| Aluze(7t E8E £ Jauch ik My|A 7t
A2 8 MUHIA(RHMo R E&5t= MU|A)7HOHE MHIA(RIYMOR SEE|E MHIA)E EYEo
2 3 E5ts dYULICH do|Mol SAX=E £ & MHIAE 86l BAolE gl HEHE AL&3stod Ot
B MH|A 9| E|AAE HAE £ &Lt

AWS MH|A F=H|ol|H Aol 2lAA0 CHE B2 HMA HBHS MZ5H0 B|AAO| Hor2 H S 35}

= o =28 &UCt 2lAA HMo|E aws:SourceArn & aws:SourceAccount M T4 ZHEIA
E 7|18 A83l= ZJo| EZ4LICE o|q8t 7= Y 2lA A0 CHE MH|A0] AWS Systems Manager
Incident Manager £ 045t= T&t2 MEHELICH F 2E2EH =7 HEAE F7|E ZF ME5t= 82
aws :SourceAccount ZfZ} aws:SourceArn ZLOIM R ZE AHS SUSH Y BoM AIBE B2
SYUst HE IDE AFE5Hok gLc.

aws:SourceArn?| {2 G2 B2 ClA|
XM ARNS 2 E B2 E= 04 2IAAE X
U= (*)E Z &8 aws:SourceArn 22H = ?_'"5—*!&5 9|§ ArEELICH o & S04,

aws:SourceArn~arn:aws:ssm-incidents::111122223333:*& MM & £ &LIC}.

HE fZEQS |ARNO|010|= grLict 2lAaao| ™
gl 7

TR MH~ E5 5 o2l 2] 122


https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-sourcearn
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-sourceaccount

Incident Manager AL 7Hol=

Ct2 A2 X2 of| ol ME aws:SourceArn X271 7|2 Al235l04 QIA|HE BT EQ| ARNE 7|tz
MH|A edgrof CHEt HMAE MEHELICEH CHS A& myresponseplantiid M E CIAHE HZE

CH
Oro| Ol g2 MEE =+ U&LICH

"Version": "2012-10-17",
"Statement": {
"Effect": "Allow",
"Principal": { "Service": "ssm-incidents.amazonaws.com" },
"Action": "sts:AssumeRole",
"Condition": {
"ArnLike": {
"aws:SourceArn": "arn:aws:ssm-incidents:*:111122223333:incident-record/
myresponseplan/*"
}
}
}
}
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Incident Manager AL 7Hol=

Incident Manager0i| CHEH AMHH|A o474 o4& Mt

=]
AWSServiceRoleforIncidentManagerAt & XF & CHA15}04 °._|A|':._E J-FEW O'*l':'IE 718 & #HE 2l

AE #rElg + &Lt

o

AWSServiceRoleforIncidentManager MH|A 912 A& 2 CHg MH[AE AlZ[Slo] HegE =g L

* ssm-incidents.amazonaws.com

A AWSIncidentManagerServiceRolePolicyE Incident Manager7t X|IHEl ElAA
g 2RSS S ELICH

o ZQd: Ardu ptEdEl B E 2|AAM CHE ssm-incidents:ListIncidentRecords
o B Aqnt pEl B E B|AAO| CHE ssm-incidents:CreateTimelineEvent
o A Ztqnl pAEl D E 2|AA0] CHE ssm:CreateOpsItem

- ZQ4: 311 resources related to the action.Of CHEt

ssm:AssociateOpsItemRelatedItem

o ZQY: Frdut ptEEI B E 2[AA0| CHEt ssm-contacts:StartEngagement

o ZF|: HIYAHO|A cloudwatch:PutMetricData LH CloudWatch HIE2loj CHEF = x| AWS/
IncidentManager

r

IAM AIEE|(AFE XL, O &, <
g g = &L le

rok mol-
::OM

)7+ MHIA 23 43g M HESLE AXE & AT S Het
A4 04 4 5 o &t
=

=

7t gi&LICH AWS Management Console AWS CLI, EE&
RIAEHE E2[At7F MH|A 644 82 XIS 2 Mot

[

>
E
w
>
U
s
x|
HI
2

ACHIt CHA| M d3tioF 5t SUS T2 MAE A 5H0{ HHoIAM A
E|- Ex MEE MASH InC|den t ManagerO| A MH|A @42 & 0| XI&

Incident Manager& AMH|A @173 d& THE
CIAHE ZH2|X}od| A= AWSServiceRoleforincidentManager MH|A 9374 8t WEIE 4~ ei&LICh
MH|A 44 g S MM Foi= CHY st AEE(7 YES HZE £ U7 IHE| HE ol HEE

MHIA &3 o

o

TS 124


https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#service-linked-role-permissions
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AWS 2|3 H&: AWSIncidentManagerincidentAccessServiceRolePolicy
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#customer-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
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« codedeploy— FEX7t HHE LIS 242 AWS CodeDeploy &= A& LICt Ol= QIAIHE EH2|Xt
7t QIA|HE QI #Z4El CodeDeploy HIE & CHA S A= O 2R EFLICH.
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{
"Version": '"2012-10-17",
"Statement": [
{
"Sid": "IncidentAccessPermissions",
"Effect": "Allow",
"Action": [
"cloudformation:DescribeStackEvents",
"cloudformation:DescribeStackResources",
"codedeploy:BatchGetDeployments",
"codedeploy:ListDeployments"”,
"codedeploy:ListDeploymentTargets",
"autoscaling:DescribeAutoScalingInstances"
1))
"Resource": "*"
}
]
}
A4 70| JSON & BAIE T aH5t04 Mol CHEH F7t MIE HES 2odw AWS Bal8 B3 &
Z= 9HLHM Q] AWSIncidentManagerincidentAccessServiceRolePolicyE & Z35HMIL.
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https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AWSIncidentManagerIncidentAccessServiceRolePolicy.html
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 cloudwatch— FEA}7t X|EE CloudWatch HAIE &= Q& LICH Ol Incident Manager7t QIA|EH
Eot #tHE X[EE A AlStE o 2 gLct.

"Version": "2012-10-17",
"Statement": [

{

"Sid": "UpdateIncidentRecordPermissions",

"Effect": "Allow",

"Action": [
"ssm-incidents:ListIncidentRecords",
"ssm-incidents:CreateTimelineEvent"

1,

"Resource": "*"

},
{

"Sid": "RelatedOpsItemPermissions",

"Effect": "Allow",

"Action": [

"ssm:CreateOpsItem",
"ssm:AssociateOpsItemRelatedItem"
1,
"Resource": "*"
.
{
"Sid": "IncidentEngagementPermissions",

"Effect": "Allow",

AWS QIAHE EEZ|XHE e #eld ¥ 128
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"Action": "ssm-contacts:StartEngagement”,
"Resource": "*"
},
{
"Sid": "PutCloudWatchMetricPermission",
"Effect": "Allow",
"Action": [
"cloudwatch:PutMetricData"
1,
"Resource": "*",
"Condition": {
"StringEquals": {
"cloudwatch:namespace": "AWS/IncidentManager"
}
}
}
]
}
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https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AWSIncidentManagerServiceRolePolicy.html
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"Version": "2012-10-17",
"Statement": [
{
"Sid": "StartIncidentPermissions",
"Effect": "Allow",
"Action": [
"ssm-incidents:StartIncident"”

1,

"Resource'": "*"

"Sid": "ResponsePlanReadOnlyPermissions",

"Effect": "Allow",

"Action": [
"ssm-incidents:ListResponsePlans",
"ssm-incidents:GetResponsePlan"

:]I

"Resource": "*"

"Sid": "IncidentRecordResolverPermissions",

"Effect": "Allow",

"Action": [
"ssm-incidents:ListIncidentRecords",
"ssm-incidents:GetIncidentRecord",
"ssm-incidents:UpdateIncidentRecord",
"ssm-incidents:ListTimelineEvents",
"ssm-incidents:CreateTimelineEvent",
"ssm-incidents:GetTimelineEvent",
"ssm-incidents:UpdateTimelineEvent",
"ssm-incidents:DeleteTimelineEvent",
"ssm-incidents:ListRelatedItems",
"ssm-incidents:UpdateRelatedItems"

1,

"Resource": "*"
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https://docs.aws.amazon.com/cli/latest/reference/ram/create-resource-share.html
https://docs.aws.amazon.com/ram/latest/userguide/working-with-sharing.html#working-with-sharing-update
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https://docs.aws.amazon.com/incident-manager/latest/APIReference/API_SSMContacts_ListContacts.html
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/programs/
https://docs.aws.amazon.com/artifact/latest/ug/downloading-documents.html

Incident Manager AL 7Hol=

A& Al E &4 AWS AH|A A2 C|o[E e BIH T, 3Ate| A E &4 SE, &3 HE I 770l
et 2EELLch AWS 778 &0 =&0| &= O3 ElAAE MSELICH

=< |
F.”éi —’é¢01| AWS %’.‘:1% A= 2_*75'2 Hi = &1 7| TI E+71|E X1 2% LIEL
« Amazon Web Services2| HIPAA 2ot & A =& 2|8t M7 — o] iAo M= 7|40 HIPAA X
FA |—= Hd
A

Z oHECIAH0|ME Br=E= AWS O| AF8E = rHe dEELICH

[ = N )

@ Note
ZE AWS MHIA ALZOl HIPAA AH 248 ZHE 22 ObELICh AHMIEH LIS HIPAA X174 M

HA HEE HATSAAL,

L

A
g2 4+ 9

L

o>

« AWS 78 £ E|4LAAWS — 0| #{35 A 710|E 282 s & & X[l H
Ct.

« AWS I 7% & 710|E — ™ &9 #HolM 38 MU ZEE olalist & A2, 0] 7H0|=0f
ME 2o+ RX|5H7| I8t 28 ALEIE AWS MH|A 2935lD o5 ZR(3 (O|= E& 7| o
A (NIST), ZA| 7t A 2ot EZE Q243| (PCI), 2 A EF317]|7 (1ISO) S) 0llA E2F Moo CH
%I_|- x|x|° |:||.|.u.|ol-|__||_—_|.

« AWS Config 7H&r X}t SFLHM Q| # =2 AFE 50 E
MOl L2 23, A XE U AHE ot & &

AA HIL — 0] AWS Config AMH|AE BlAA T
ot=X| BItehLlct.,

« AWS Security Hub— O|& AWS AH|A S35 LIS AWSE O dEE ZTZ Mo 2 ntotd = &L
Ct. Security Hub= 2.0t M[0{E& AL& 304 AWS E|AAE HItstD 2ot A & & D& Abed|of

=
CHEt 78 &8 = elgLict X|ElE MH|A X Mo S5 2 Security Hub Mo X & &R 5HA
Al.

« Amazon GuardDuty — 21301 o| A FHT 2 o|XQl #F0| U=X| AWS HHELIEZ 50 I3 2
=, Zefo|d L cllolE{of CHEF REAHA {32 AWS MH|A EFX|EILICH GuardDuty EH 74 &4
|10] E

TR UY0IM QT el BRI 2F A S £330 PCIDSSS 22 CHes A8 &4 2
Mg et ol £201 4 2

o| Bl&E2|HA AWS Systems Manager Incident Manager

AWS 2 2 QIZEtE AWS K|S & 718 Bdg Sz A FELCH AWS XI°"% sclHez Ee
Tl A2[E 03] 718 BHE MBS stH, Ol2deh 718 BH2 X Aol H 1 MEIFol £H &=

=3 138


https://aws.amazon.com/quickstart/?awsf.filter-tech-category=tech-category%23security-identity-compliance
https://docs.aws.amazon.com/whitepapers/latest/architecting-hipaa-security-and-compliance-on-aws/welcome.html
https://docs.aws.amazon.com/whitepapers/latest/architecting-hipaa-security-and-compliance-on-aws/welcome.html
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https://aws.amazon.com/compliance/hipaa-eligible-services-reference/
https://aws.amazon.com/compliance/resources/
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https://docs.aws.amazon.com/config/latest/developerguide/evaluate-config.html
https://docs.aws.amazon.com/securityhub/latest/userguide/what-is-securityhub.html
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https://docs.aws.amazon.com/audit-manager/latest/userguide/what-is.html
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https://aws.amazon.com/about-aws/global-infrastructure/
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https://docs.aws.amazon.com/STS/latest/APIReference/Welcome.html
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/using-eni.html
https://docs.aws.amazon.com/vpc/latest/userguide/vpce-interface.html
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"Statement": [
{

"Principal":"*",

"Effect":"Allow",

"Action": [
"ssm-contacts:ListContacts",
"ssm-incidents:ListResponsePlans",
"ssm-incidents:StartIncident"

1,

"Resource":"*"
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https://docs.aws.amazon.com/vpc/latest/userguide/vpce-interface.html#access-service-though-endpoint
https://docs.aws.amazon.com/vpc/latest/userguide/vpc-endpoints-access.html
https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/shared-responsibility-model/
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https://docs.aws.amazon.com/cli/latest/userguide/cli-chap-install.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-chap-install.html
https://docs.aws.amazon.com/powershell/latest/userguide/pstools-getting-set-up-windows.html#pstools-updating
https://docs.aws.amazon.com/powershell/latest/userguide/pstools-getting-set-up-linux-mac.html#pstools-updating-linux
https://docs.aws.amazon.com/powershell/latest/userguide/pstools-getting-set-up-linux-mac.html#pstools-updating-linux
https://docs.aws.amazon.com/systems-manager/latest/userguide/security-best-practices.html
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https://docs.aws.amazon.com/cli/latest/reference/support/describe-trusted-advisor-checks.html
https://docs.aws.amazon.com/cli/latest/reference/support/describe-trusted-advisor-checks.html
https://status.aws.amazon.com/
https://docs.aws.amazon.com/health/
https://docs.aws.amazon.com/health/
https://aws.amazon.com/architecture/security-identity-compliance/?cards-all.sort-by=item.additionalFields.sortDate&cards-all.sort-order=desc
https://aws.amazon.com/blogs/security/getting-started-follow-security-best-practices-as-you-configure-your-aws-resources/
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/best-practices-security.html
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https://docs.aws.amazon.com/awssupport/latest/user/trusted-advisor.html
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/cloudwatch_concepts.html#Metric
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/working_with_metrics.html
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-user-guide.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-aws-service-specific-topics.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/configure-sns-notifications-for-cloudtrail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/receive-cloudtrail-log-files-from-multiple-regions.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-receive-logs-from-multiple-accounts.html
https://docs.aws.amazon.com/incident-manager/latest/APIReference/Welcome.html
https://docs.aws.amazon.com/incident-manager/latest/APIReference/Welcome.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-event-reference-user-identity.html
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{
"eventVersion": "1.08",
"userIdentity": {
"type": "IAMUser",
"principalld": "1234567890@abcdef@",
" "arn:aws:iam::246873129580111122223333 :user/nikki_wolf",
"accountId": "abcdef01234567890",
"accessKeyId": "©21345abcdef6789",
"userName": "nikki_wolf"

arn  :

1,

"eventTime": "2021-04-22T23:20:10Z2",

"eventSource": "gamma-ssm-incidents.amazonaws.com",
"eventName": "StartIncident",

"awsRegion": "us-west-2",
"sourceIPAddress": "192.0.2.0",
"userAgent": "aws-cli/2.0.58 Python/3.7.4 Darwin/19.6.0 exe/x86_64 command/
ssmincidents.start-incident",
"requestParameters": {
"responsePlanArn": "arn:aws:ssm-incidents::555555555555: response-plan/security-
test-response-plan-non-dedupe-v1l",
"clientToken": "12345678-1111-2222-3333-abcdefghijkl"

1,
"responseElements": {
"incidentRecordArn": "arn:aws:ssm-incidents: :444455556666:incident-record/
security-test-response-plan-non-dedupe-vl/abcdefgh-abcd-1234-1234-1234567890"
1,

"requestID": "abcdefgh-1234-abcd-1234-1234567abcdef",
"eventID": "12345678-1234-1234-abcd-abcdef1234567",
"readOnly": false,

"eventType": "AwsApiCall",

"managementEvent": true,

"eventCategory": "Management",

"recipientAccountId": "12345678901234567"

C}2 2 DeleteContactChannel 2 & E0{F &= CloudTrail 21 = 0| LIEFH o M L|C}.

Incident Manager 21 I+ &= 0|3 150



Incident Manager AL 7Hol=

"eventVersion":"1.08",
"userIdentity":{
"type":"IAMUser",
"principallId":"1234567890abcdef@",
"arn":"arn:aws:iam: :246873129580111122223333 :user/nikki_wolf",
"accountId":"abcdef01234567890",
"accessKeyId":"021345abcdef6789",
"userName":"nikki_wolf"
},
"eventTime":"2021-04-08T02:27:2172",
"eventSource":"ssm-contacts.amazonaws.com",
"eventName":"DeleteContactChannel",
"awsRegion":"us-east-1",
"sourceIPAddress":"192.0.2.0",
"userAgent":"Apache-HttpClient/UNAVAILABLE (Java/1.8.0_282)",
"requestParameters":{
"contactChannelId":"arn:aws:ssm-contacts:us-west-2:555555555555:device/
bnuomysohc/abcdefgh-abcd-1234-1234-1234567890"
},
"responseElements":null,
"requestID":"abcdefgh-1234-abcd-1234-1234567abcdef",
"eventID":"12345678-1234-1234-abcd-abcdef1234567",
"readOnly":true,
"eventType":"AwsApiCall",
"managementEvent":true,
"eventCategory":"Management",
"recipientAccountId":"12345678901234567"
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https://docs.aws.amazon.com/cdk/api/v1/docs/aws-ssmincidents-readme.html
https://docs.aws.amazon.com/cdk/api/v1/docs/aws-ssmcontacts-readme.html
https://docs.aws.amazon.com/chatbot/latest/adminguide/
https://docs.aws.amazon.com/sns/latest/dg/
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/Welcome.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/AWS_SSMIncidents.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/AWS_SSMContacts.html

Incident Manager

otOtE CloudWatch

Amazon Chime

CloudWatch&lgl 521 AWS Z|A ALl o Z 2|7

O|lM2 AWS AA|Zte 2 T LIE{ZIgtLICt & At
275104 CloudWatch 2|AA 2 o Z 2|7 0|Mof

XS A& (/?/\IE I:|=|_/|\_O |].||EEI° /\XI°|.

o T
P QU&LICH

QIAIHE ZE[RtoM QUAIHEE M5 E
£ CloudWatch 2 & T+ & = A&LICH
CloudWatch Systems Manager %! QIA|EHE &t
2Rkt B 2 Ss5tod BEIF BE dEE TE
2 [ cHE A= "HER0M QIAHEE Mg

LICH

KB MHE2 CloudWatch ZEE Al&35lod &}
EOE O|A|EﬂE AHA—I kl)\d% 7'<I-_7l<_g|.M|_<L3I__

Amazon Chime 2|2/, X HZELIA &

HE
o
sH& e 2etel & St

Chime2 Al235t01 =& LI
ME U HEUA S3HE ™

L|C}. Amazon
QIE M &9,

- A&Lich

mok %@ o ¥d

AWS Chatbot0l A Amazon Chime& & ‘"
2 BHE OH3 THS Aol s Ade F7t5tod
Amazon Chime %2 Incident Manager 2 301|

H

E¢h AWS MH|A

154


https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/
https://docs.aws.amazon.com/chime/latest/ug/
https://docs.aws.amazon.com/chatbot/latest/adminguide/

Incident Manager

otOHE EventBridge

AWS Secrets Manager

A& 3tod o E 2|70l
‘IH1EIA MHIAZ, O
7|gt o EZ2l7HoldE

AWS 2|49 OJHE HES ZAISHE S
EventBridge 74lg 745t m, O[HIET} ol E

D LX|SHE B Insivent Manager0i| A Q!

AMEHEE 498 + JU&LICH 73S Sl =4

7 AWS MH|A 2 ELAL OH%EI?HOI*"J—P MH[A
o| o|HE mEHE ZLIHZE &+ AU&LICH

REAMI8H M EventBridge O|HEE AL 5}0]

=
AHSOE QIAHE M MM AN,

Secrets ManagerE AI&35tH = F7| 5o+ O
O[E{H|O|A E ot 21F, o E2|7H0|M 2ot 2IF,
OAuth E2, APl 7| 2! 7|E} &S E E2|, A,

wHE A&l

QIAIEHE EE|X}E PagerDuty MH|AQ SEHat
™ Secrets Manager0i| A PagerDuty At &&
O Ze&El AR E ddELC.

RhMEt AH2 M A X9 SHE A 2o X
& PagerDuty AWS Secrets Manager 4442 &t

Z3tMR.

E¢h AWS MH|A

155


https://docs.aws.amazon.com/eventbridge/latest/userguide/
https://docs.aws.amazon.com/secretsmanager/latest/userguide/

Incident Manager AL 7Hol=

AWS Systems Manager Systems Manager= OHZ 2[7{0[4 2l
21 Moi{ste O A = UeE 2Y
A 2EtRE #EE fleh 22 end-to-end #E|
£ F MRILC} C}Z Systems Manager 7|1s2
Incident Manager®}t =& S&HEILIC.

« Automation — Automation FHHE A&
Systems Manager7t AWS Z|A A0 CHEH 5
ot ZYS HOlFLICE Incident Manager

x
ol ise QINHES sZsts of AHSH
20| A5 U £5 TS HolgLic

Incident Manager2}t AF23517| 2[8 XIS 3}
HE Mol ChHEt XEMIEH LI 2 Systems
Manager Incident Manager AtS 3} #HS AFS

MHE FEStMR.

* OpsCenter— 2 A x|L{o{2t
AWS B|AAQ HE 2 &
o
=

KEM|EH M2 Incident Manager0i| A Q1A=

= M
EAE BAM L8 MM BTSMS.

AWS Trusted Advisor Trusted Advisor7 |2 = WAL x| EHS
Hs AWS 10| AI8E + e =7
Cl. Trusted Advisor AWS &t732 ZdALsH =
HI8S HAstD, AAH 71848 X HsS 714
St74Lt, 2ot AXIE EO0l= Ol =20/ E =
= 713871 S m HE AES M AR LICH

Insivent Manager2| 2<%, X[23 &0 = X|
2SS K|t 7| AWS 2T 2/l SH| Al
Eo| 70| 5 74 O|&E A& St=X| Trusted
Advisor = Q1§ L|C},

E¢h AWS MH|A =


https://docs.aws.amazon.com/systems-manager/latest/userguide/what-is-systems-manager.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-automation.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/OpsCenter.html
https://docs.aws.amazon.com/awssupport/latest/user/trusted-advisor.html

Incident Manager AL 7Hol=

CHE A& & MH[A2F ST

1

Incident ManagerE CHg Eof MEE EtAL MH|A L SESHHL AL E = U&LICH

Jira Cloud E ME5IH QIAEHE BE|RHE ELAL 22t
fE 7|8t I3 E= E3HECQ! Jira Cloud
(Atlassian) &t S&e = U&LICEH. AWS Service
Management Connector

OII
OII

Jira Cloud2te| S&& +#+d% # Incident

ManagerOi M A QIA|EHEE BHEMH S8 S
E3H Jira Cloudol| = QIA|HE } HM=IL|C}
Incident Manager0i| M QIA|HEE AC|0|E5tH

Jira Cloud?| si® QIAIHE 7} 04I:-IIOIEE' L|C}.

Incident Manager EE = Jira Cloud0il M QIAIEE
s HZ@ste B SE2 ALSR7E 24 712

— OT O HIL-
ol et & MH|A 2F0A QAHEE &Y
gfLic

my nx mI

REMIEH LIg 2 BHElRt LMol S B AWS
Systems Manager Incident Manager (Jira
Cloud) € & ZEStAA|2. AWS Service
Management Connector

Jira Service Management £ AF&30{ AWS Service Management
Connector QIA|HE BE|XHE EFAL B2 E 7|
Ht 2|3 Z2 ZEHEQI Jira Service Management

Jira Service Management2to| S&2 7+ 4E
Incident Manager0il A A QIA|EHEE BtEMH &
gt2 E3l Jira Service Managementol| = QIA|
HE 7 MAELICH Incident ManagerOil A QIA|
HEE 0| E 35t Jira Service Managemen
to| 3 QUAIEHE T} AH|O|EELICEH Incident
Manager £ Jira Service Management0i| A Q!
AHEE sl Zstes B2 AERI7E 8 7|2

CIE AIE & AHIAS BE 157


https://www.atlassian.com/enterprise/cloud
https://www.atlassian.com/enterprise/cloud
https://docs.aws.amazon.com/smc/latest/ag/jsmcloud-im.html
https://docs.aws.amazon.com/smc/latest/ag/jsmcloud-im.html
https://docs.aws.amazon.com/smc/latest/ag/jsmcloud-im.html
https://www.atlassian.com/software/jira/service-management
https://www.atlassian.com/software/jira/service-management

Incident Manager AL 7Hol=

Mol et SEe Sai F AMblA 2Rl ol
AHET} sZAE LC

ALAMIEH HE = AWS Service Managemen
t Connector & Z|At B M 2| Jira Service

Management 742 & E5HM L.

Microsoft Teams Microsoft TeamstE & HIA|E, 2C|L Y H|C|
30|, IlY BRE et EcRE 7Bt HY =+

X-"_l_ol'l__ll:l.'

AWS Chatbot0| A Microsoft Team& /&t &
MES ot ok 2 SiiY AME S CHS A=ol F7¢
5l04 Microsoft Teams &= 2 Incident Manager

20l g + A&LC

KEMIBH M>HE Incident Managerol| M A& xHL
A (=N

HY MMHE HZsHMR.

T

CHE ME L MH|AaQt SFF 158


https://docs.aws.amazon.com/smc/latest/ag/jsd-integration-configure-jsd.html
https://docs.aws.amazon.com/smc/latest/ag/jsd-integration-configure-jsd.html
https://www.microsoft.com/en-us/microsoft-teams/group-chat-software
https://docs.aws.amazon.com/chatbot/latest/adminguide/

Incident Manager AL 7Hol=

PagerDuty PagerDutym|0|& /{2222 & oA ZE| 0|4
HAMZ X|HstE QLUAHE i =7 LY.

CIAEHE #E|RHE 2t PagerDuty S &5 CH

& HlEloi| PagerDuty MH|AE %‘—ﬂg* = A&
LICH. O™ CIAHE EE[XtofM QIAIHE T}
PagerDuty &+3E jotct sHE °._U\|'F;|E7P A
=|L|Ch. o] OIA|EE S OIA|EE E|Xlo| T o|
I EZ of|AZE0|M HA Qlof = AFS AL
7t Mol HO|Y K EE et of|AZE|0[M HA
£ PagerDuty AF&&tLICH PagerDutyRIA|IHE
2[Rl EtUEel O|HIEE QIAITHE o CHE O
2= HEFLCH

CIAHE B 2|XHE PagerDuty & &3tz HA
PagerDuty A}Z4 ZHO0| AWS Secrets Manager
ZEE H[2E ptEo{of ct.

3 2l0f PagerDuty REST API 7| 2! 7|E} &
2 HEE F7tst= WEof CHer XtAIEH LHE

2 2 HZsHHAIAMA Xt FHE AlZ 30

X% PagerDuty AWS Secrets Manager. AWS
Secrets Manager

PagerDuty 7| 2| PagerDuty AH|AE QIA|E
E ztz|xte| cHS A= | F7+5t= dredol| cHet
EMIEt LIE2 &= 2| CHE AH[=l0l PagerDuty A

HAE Sgot= BHAHE HZEsHAUAICHS A=

AH AH
(=X=F

CIE AIE & AHIAS BE 159


https://www.pagerduty.com

Incident Manager AL 7Hol=

ServiceNow £ AF&3HM AWS Service Management
Connector QIA|HE #EZ|XHE EFAL 2EI2E 7|
gt 2|3 Z 2 ServiceNowZZHZ QI EtA} 22

EoEr 3 &= ESHEDN SEY = JU&LICH

E&E 78 £ QAHE BRI A A QLA
HEE MAMSIH ServiceNow S22 QIA|H

ET MMELICH ServiceNow 2IA|HE 22X}
oM CIAEHEE HOIO|EH ol M sHE QUAIH
E 7} ServiceNow YE|O|EELI|CE QIAIEHE
2|X EE= ServiceNow QIAIHE ZHE[X}oi| A 2
AMEHEE siiZste 42 SE2 ALSAF 748t

7|2 d™oi et & MH[A 2F0iA QIAIEHE

£ siggfLct.

REMIEH LI 2 AWS Service Management
Connector #2|Xt AWS Systems Manager

Incident Manager ©FLH{A{2[ ServiceNow S & £
AR SIAIAIQ.

Slack Slacke & HIAIA, @C|2 2 HIC|2 3|o|, m}Y
2QE Q8 FeRE JHt HY =7 E [ME2%
L|C}.

AWS Chatbot0l| M Slack2 @I8t &M&! x{'dS ot
£ O3 siie A2 S AH=ol F

M'EE Incident Manager 280l S&E = Y&
L|Ct.

CIE AIE & AHIAS BE 160


https://www.servicenow.com/
https://docs.aws.amazon.com/smc/latest/ag/sn-im.html
https://www.slack.com
https://docs.aws.amazon.com/chatbot/latest/adminguide/

Incident Manager AL 7Hol=

Terraform HashiCorp Terraform C} 8 22t E MHH|A
E ztzlst| fIEt -8 E QIEm oA (CLI) f43
ZZE XMEBStE 2EZ A4 AEEH Q= 2| (1aC)
AZEQo] EFLICH InC|dent Manager°| 3
2 Terraform2 AtE35t0{ Ct& 2 & EI5H7HL A
3

g = A&LCH
SSM QIAIHE ZE|R} A=A 2l4a

e aws_ssmcontacts_contact

* aws_ssmcontacts_contact_channel

* aws_ssmcontacts_plan

* aws_ssm_contacts_rotation

SSM 4=fH H|O|E &4

* aws_ssmcontacts_contact

* aws_ssmecontacts_contact_channel

* aws_ssmcontacts_plan
- AWS_ssm®i2rx{_ZEf| oM

SSM Incident Manager 2[&A

« aws_ssmincidents_replication_set

* aws_ssmincidents_response_plan

SSM Incident Manager Gi|O|E{ A A

« aws_ssmincidents_replication_set

* aws_ssmincidents_response_plan

CHE ME & MH|A9 SE 161


https://registry.terraform.io/
https://registry.terraform.io/providers/hashicorp/aws/latest/docs/resources/ssmcontacts_contact
https://registry.terraform.io/providers/hashicorp/aws/latest/docs/resources/ssmcontacts_contact_channel
https://registry.terraform.io/providers/hashicorp/aws/latest/docs/resources/ssmcontacts_plan
https://registry.terraform.io/providers/hashicorp/aws/latest/docs/resources/ssmcontacts_rotation
https://registry.terraform.io/providers/hashicorp/aws/latest/docs/data-sources/ssmcontacts_contact
https://registry.terraform.io/providers/hashicorp/aws/latest/docs/data-sources/ssmcontacts_contact_channel
https://registry.terraform.io/providers/hashicorp/aws/latest/docs/data-sources/ssmcontacts_plan
https://registry.terraform.io/providers/hashicorp/aws/latest/docs/data-sources/ssmcontacts_rotation
https://registry.terraform.io/providers/hashicorp/aws/latest/docs/resources/ssmincidents_replication_set
https://registry.terraform.io/providers/hashicorp/aws/latest/docs/resources/ssmincidents_response_plan
https://registry.terraform.io/providers/hashicorp/aws/latest/docs/data-sources/ssmincidents_replication_set
https://registry.terraform.io/providers/hashicorp/aws/latest/docs/data-sources/ssmincidents_response_plan

Incident Manager AL 7Hol=

H=Z PagerDuty 95 S&f2 g3l & CIAIHE g2|At= CtS1a £ 2 PagerDuty &40 2

« CINEE 2[R0l A M RQIAHEE PagerDuty BHE M QIAIHE BE|XI7F s QIAEHEE 4 gF

« oA OHE HO|A KT EZ e} AR 0|M HMES B0 M PagerDuty AF&ELICH PagerDuty 5t
x|k CIAHE 2t2[Xt= F/82 PagerDuty 7tX{ 2 X| et &LICt.

- QAIEHE BE|Xt= EFEtR! O|HEE %|CH 2,0007H2| HZ277HX| QIA|HE O PagerDuty CHE 22
HAlgfLICH

flx
ol

 PagerDuty QIA|HE ZE|XI0|A 27 QIAEHE

g & A&LCH

HZ

nek

M AAHEE RIS 2 i dst =5 &Y

| |

jn
ol

A

ot
=

P

i

E Z2|XHE PagerDuty S &5t24d T X PagerDuty Xt74 53 0| AWS Secrets Manager EZ &
E Dt=o0{oF LICt O|E &all QIAIEHE £ E2[Xt= PagerDuty AMH|A 2 SAIE = &LICH O

—

£0
=
RIAEHE gtE[Xtof| M M5t = CHE H| &0l PagerDuty MHIAE ZEAIZ = AU&LICH

M ro

oo fon

Secrets Managerd| A &45t= 0| & =0f

rr

e JSON 84l = ChZ0| A2 F E|o{ok gfLICH.

« PagerDuty A/ 2| API 7|. Yt HAM|A REST APl 7| £ AF X E2 REST API 7| & SILIE AL

g & A&LCH

 PagerDuty 5t¢| =HIQIe| &8t AFEXt O|HIY F&

- 5t9| =Ml HiZFt PagerDuty A{H|A X[,

® Note
PagerDuty 5t 2| TH|Qlo| 2E MH|AE= S8t MH|A X|2fof BHa=ZElL|CE.

e

A
4 =7

Secrets Managero| A &5 & M5t 7| Mol Ctg T AHEE SFstof gLt

2
x
[>
pal
i)
0l

2
ﬂ||0
>ru

lo] {Z} PagerDuty AWS Secrets Manager 162



Incident Manager

KMS 7|

AWS Key Management Service () AWS KMS 01| A{ 48t T 7H 22| 7|& A8 5to{ M
ZE A3 3laHok &It PagerDuty At 3EE M&E st &5 E OHE M o] 7|1E XI™ELICH

/A Important

Secrets Manager= & AF&5t0{ 5 & =356t SM2 XMB5HKIE Ol FE3t EEE=
K| HE|X| et &LICH AWS #E|E 7|

T g 7= o 27 MEE SFsHok #Lict

- 7| R O01Ee Mg

- FIAE: 5 U S SHES MENELICH

. K| CHES HEE odp] JHE 2X|5t2{H Ot E X[ 7|2 AWS 2| MEfsHof Bt
7| HH

CHE A= E Fdste AEXRte 72| 2|44 7|8t Ao CHEF kms : GenerateDataKey &

kms :Decrypt T&H0| Ql0{0F ELIC} ssm-incidents.amazonaws.com AMH|A £ Fxl|= 7

of B|AA 7|8 HAHoj CHBF kms : GenerateDataKey & kms:Decrypt HeHE 7FX|1 Qlo{of &
L|Ct.

HetE E0{FLICt user input placeholderE AFEAS| HEZ HIEL

"Version": "2012-10-17",
"Id": "key-consolepolicy-3",
"Statement": [

{

"Sid": "Enable IAM user permissions",
"Effect": "Allow",
"Principal": {

"AWS": "arn:aws:iam::account-id:root"
.
"Action": "kms:*",
"Resource": "*"

).

HMIA RHZ4 BEE A2 2ol X% PagerDuty AWS Secrets Manager 163



Incident Manager AL 7Hol=

},
{
"Sid": "Allow creator of response plan to use the key",
"Effect": "Allow",
"Principal": {
"AWS": "IAM_ARN_of_principal_creating_response_plan"
},
"Action": [
"kms:Decrypt",
"kms:GenerateDataKey*"
1,
"Resource": "*"
},
{
"Sid": "Allow Incident Manager to use the key",
"Effect": "Allow",
"Principal": {
"Service": "ssm-incidents.amazonaws.com"
},
"Action": [
"kms:Decrypt",
"kms:GenerateDataKey*"
1,
"Resource": "*"
}
}
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"Sid": "Enable IM Permissions",
"Effect": "Allow",
"Principal": {

"Service": "ssm-incidents.amazonaws.com"
},
"Action": ["kms:Decrypt", "kms:GenerateDataKey*"],
"Resource": "*",

"Condition": {
"StringEquals": {

"kms:ViaService": "secretsmanager.us-east-2.amazonaws.com"
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{
"pagerDutyToken": "pagerduty-token",
"pagerDutyServiceRegion": "pagerduty-region",
"pagerDutyFromEmail": "pagerduty-email"
}
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"pagerDutyToken": "y_NbAkKc66xyYEXAMPLE",
"pagerDutyServiceRegion": "US",
"pagerDutyFromEmail": "JohnDoe@example.com"
}
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{
"Effect": "Allow",
"Principal": {
"Service": "ssm-incidents.amazonaws.com"
},
"Action": "secretsmanager:GetSecretValue",
"Resource": "*"
}
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