adws

JHeFRE 70| E

AWS loT FleetWise

Copyright © 2024 Amazon Web Services, Inc. and/or its affiliates. All rights reserved.



AWS loT FleetWise TR 7H0|E

AWS loT FleetWise: 7t A} 7t0|E

Copyright © 2024 Amazon Web Services, Inc. and/or its affiliates. All rights reserved.

AmazonQ| & & & HHE C|X}QI2 Amazon 2| M& E= MH|AQ #E5t0] Do ES2 Yo
2= Qe Y AIO|Lt Amazon EZHE O|0|X|E HO{EE|= WAIO 2 A £+ gi&LICH Amazon0| &A%
StX| et 2 7|Et 2E & E &= Amazondt K| F B HO[7LE #t240| UHLE T 2HAH[QF BHAH|IgI0] T &
K Ate| RpAtIL|CE,

Z1




AWS loT FleetWise TR 7H0|E

Table of Contents

AWS 10T FleetWise BF B Od @ LTTb 2 oo, 1
OB OSSPSR 2
AEE BRIl ettt ne e 2
AWS 10T FleetWiseZ R AFRSEAILER? oo 3
AWS 10T FIeetWWISE Bl M| e et e et e e e et e e e e 3
AWS 10T FIBEIWISE ZEHZH ... oottt e e et ee st ean e 3
AW S 10T FleetWWise BEE B A oo e ettt e e 3

B T ettt et ettt et et et e teeaeeteeneeneens 4
AWS 10T FIEEIWISEOl S B . oot 7
BEZE ATHIZS ettt ettt ettt nens 8

AV S 10T FIEBt WIS A ettt e et e et e et e e et e e e e e e e e e e e 9

AV S Z 8 A T e 9
AW S 0l B ..o 9
BBl AR R A e e e 9

B AIREGET] ettt 11

A B L A e ettt ettt 11
A B L A () oottt e, 11
AGTS TEASIAWS CLIY cooeooeeeeeeeeeeeeeeee e 12

A B Gl | ettt ettt et 14
R T A e e e e e 14
IR OIOITHE AEE O] T Ab B e, 14
EN R T == PR 15

TR 7 ettt ettt 16
1EHA|: AWS 10T& Oof|X| Of|O|HE AZ E Q|0 M FleetWise ......cccoveveeviereeeeeeee 16
2 A B R A A e 18
BEH AL Ll DL I A E A A e, 19
AEHA|: L AT DRI A E T A et 20
B Al BB A A e ettt 21
B A I Ol A A e 22
T Tl T e e 23
LS BTl e e ettt e, 24

B O R R T O B B oot 25

PN = L OO UUSRTR 28
T I == S OO 31




v
AWS loT FleetWise TR 7H0|E

B L e et 33
AME FFEFE T MAAWS CLI) oot 39
A ] == R £ TR URRTORRRRR 43
AME FIEFR T QOOIE(AWS CLIY oot 53
AME FFEFZE T AFRIAWS CLI) oottt 55
AE FIEFR T HE TERL2TIAWS CLI oot 55
P = OO 56
R Il M A ettt 57
REZE DR QIEIOIE(AWS CLI) ¢ttt e, 63
B A Il ettt 64
R D HE TR TIAWS CLI) oottt 65
CIFE OHLITHIAE ettt et et 66
HERF QE{HOIA LU CIZEH MEE FAABILICE e 68
L O A E A A e 70
CIZE OHLTHIAE QTIOIE(AWS CLIY oot 78
CIZE OHLITHIAE AFRI oot 78
ClZ2EH OHLHIAE EE TEKARLT] (AWS CLI) oo 79
B ettt e ettt e ettt e et e e et e e e e et e et e e e e e e e e e en e 81
B B et ettt 82
R Ol o e e 83
B B B 0d ettt e, 84
08 B o Rl oot 86
B A A ettt ettt 87
R A A () oottt 88
RERE RHATIAWS CLI .ottt e et 90
04T KFRE AHAT (AWS CLI) ot et 92
KFRE QATHIOIE. (AWS CLI) oottt et e e ee e se e e 93
042 REZF LEIOIE (AWS CLIY oottt n et n e en s 94
=SS | TSP U 95
B A R () oottt ettt e, 95
REZE AERIAWS CLIY e ettt et ee e, 96
REZE T TR TI(AWS CLI) e ettt 96
e ettt ettt ettt e ettt 97
Z B TEE TI(AWS CLI) oot ettt ettt 98
REZFS Z 21T QIZA(AWS CLI) oottt et 98
REZFIE Z 21 QAZ SHARNAWS CLI) .ot 99




AWS loT FleetWise TR 7H0|E

Z 21 QTIOIE(AWS CLIY oo oo 99
Z 21 AFRI(AWS CLI coroeeeeeoeeeeeeeeeeeoeeeeee oo oo 100
Z 21 T QT|(AWS CLIY oo 100
B T R e e e e e e e 102
e L PSR 107
e L B T = RPN 107
ZHIH Q1 AHAS(AWS CLIY oveeoooeeee oo eee oo eeeeeeeeee 114
I R O] B Ba A s 117
ZHIH Q1 QT OIE. (AWS CLI) wovooooeeeeeeeeeeeeeeee oo eeee e 119
B T Rl A Rl et 119
e L S o == R 119
ZHIH Q1 AFKI(AWS CLI) oveeooeeeeeeeeeeeeeeeeeeeeee e eeee e 120
ZHHQl HE TERAL2 ZI(AWS CLI) 1ottt ae et ene e 120
o~ =TT = R e = LN e - P 121
TimestreamOl A KEZE THOIE] RAE ..o 121
TimestreamOll KT E! KEZF THOIE] AIZESE .o 122
S3UA ZFZF THOIE] RAR| i 122
S Rl B A e 123
S0 KHEHE REZF T OIE] B A e 123
AWS CLI 2 AWS SDK ...ttt e e e e e e 126
R Il B e 127
CIZE OHLIEHAE E R ittt 127
AWS 10T& FleetWise 2ZE 2|04 Edge Agent BRIl ......ooomiiiieeeee e 130
EX: Edge Agent 2Z EQ0{7} ABFE[X] EELITH Lo 130
EAl: [ERROR] [loT FleetwiseEngine::connect]: [K|& 4 2tO|E 22| Z 7|5t Alol] ................ 132

EX: Edge Agent AZE |07} 22 E ZIZHOBD) Il PID & ZIEH 22X ZE(DTC)E &5t
p = T OO 132

2Xl: AWS IoT FleetWise2 Edge Agent AZEQJo{7} HE QT 0l M CIOIE{E £=Zl6tK| &
AL CIOIE] AAF A2 HEE = QAL (e 132

E2X: [ERROR] [AwslotConnectivityModule::connect]: [2F 2 QI8 @472 Almlf] &= = [WARN]
[AwslotChannel::send]: [&4d MQTT @12 0| Q& LICE] oo, 133
B O et ettt et e e e et eeeeee—eeeeeeeeeeeeeieteeiateeeeeaeeeeeeeareteiaeesareeeaseeeaeteeaeeeianesaneneas 134
T O B B & e et 134
R B R B Bt e 136
T S - RO 136
THOIET @ BB et e e e e ee e e 136




AWS loT FleetWise TR 7H0|E

O | I O e e e e et e e 144
Amazon S3 CHA 0l AWS IoT FleetWise CHEE HAM|A FHEF B0 i 144
Amazon Timestream CH&M0ll AWS [oT FleetWise CHEF HA|A FEH 204 i 147

DD B O M A B et 150
L2 e e et e e e e e e e e e e e e e aar et 150
R B R e B 1B et 151
HAHE AR BE A A BEE] e 154
AWS 10T8t FleetWise IAME] BE G B Al e, 156
KEZd B TIHE B O AL e e, 165
B Il BH R oo e 168

T B A oo e 170

R R e et 171

DL I B Ok et 171
IE{H|0|A VPC FleetWise AEZQIEE S AWS loTH A& ..., 172

T A O O A B A e, 175

O A Al oottt 176
TES B B A BB B0 e, 176
TIZE HEE TIS SR QR o 176
APl 3£ 7|82 E& O AFSELICE AWS CloudTrail . .o 176
TRIO| AHIE ST A EHR B Rl e 176

L ] e e e e 177

CloudWatchS AR GH0d L E ) e 177

CloudWatch LogsE S8 ELIE R ..o et 181
CloudWatch 2Z&0|A AWS 10T FleetWise 2L E7| oo 181
R T A e e 186

(04 [0 T0 Lo I I = 11 == TR 189
CloudTrail2] AWS 10T FleetWise Z3E ... .ot 189
AWS |oT FleetWise 21 TR BT Ol OBl ..oooviieeeeeeeeeeeeeeee e 190

AL A A T B oo e 192
........................................................................................................................................................ CXCiV

Vi



AWS loT FleetWise TR 7H0|E

AWS loT FleetWise Bt FSIIL|7}?

AWS [oT FleetWise= A& CIO|E{E £ZI5t0 22t 0l #45t= Ol A& = e HEI-™ M
HIAQLICH £=ZIE CIOIE{E AH83tod At EE, 5 Y X248 MME £ U&LICH AWS loT
FleetWiseE AtEs5T Clet T2 E 21 O|O|EH HAE MA85tE RHF M HIOIHE €A =&t
T8 = Q&LICH AWS loT FleetWiseE XK=& HIAIX|E AR O| 212 £ QE o2 #HEtst o O
OlE] Mg Qlall 2et*E0lM HiolE| EAlg EFEI6HE ol =22 Sulch =8 Hlo|E =& Zm| Q!
2 ™oldto] =& E it HI0|EQ i HIO|EE ECtRER MEE Al7|E Moig = &Lt

A& COlE{7I EEt2E0 Qo™ £ HENE EM5= ofZEE|70|M A8 E £ Ql&LIct o Hlo|
Ele HAACl X2+ EXME AEstD, R L) QIZE|QIHE AARE O ADIESHA QHED, B4
2l 7|H &ML Sl A2 T L 2T X AIARD 22 13 7I&2 HME = laLint

Ct2 clolo{23e AWS loT FleetWisel| 7|£ o} 7|EIx{E Ho{=L|Ct.

v
— {mm\ -==
g
ju————
s G ===
—_— =
& o ;
CA[\{\IS loT Flz:ethsed Model Connect Select Collect Transfer
tra:sf::t\;et;?crlz g;rt::’ tac?the Model your vehicle and its Build and install your Edge Define schemes for what data Your Edge Agent receives the Your Edge Agent
cloud in near real time sensors in the cloud using Agent for AWS loT FleetWise to collect and under what policy and collects vehicle transfers data to AWS so
AWS loT FleetWise Designer on target hardware conditions, and apply the data accordingly end users can feed it into
scheme to the vehicle analytics applications

|
- O|H
< AE AL

+ AWS loT FleetWiseE xS AIESIAILIR

* AWS loT FleetWise @AM A

« AWS loT FleetWise 7}24

« AWS loT FleetWise &5 Al

. B MHIA

—




AWS loT FleetWise TR 7H0|E

ol

AWS |oT FleetWisel| &2 O|M2 CtS1t Z&L|Ct

Bt XIs™Mez itE ololE =&

2442 9I5) LR Clo|E{R BALER M XI5H GlO/E £E2 S Clojs 2 Y
HE 4+ aLic

o
MK

2ol EZSE CIOIHE &

IH E 2| Clo|E)2k HITY AlAE0| A &gt o|o|&{(ZHHI2t, 2ilolH, 2tolctel Tl o]
Moz FHQlstn FEIREHM XIS 2 S7I3HE dElz fX|E + A&LICH AWS loT
FleetWise= HE & HIHH H|I™ AAE CIO|H, HIEIHO|E], EF MM CI|O|HE St =01 M &t
S22 7|3 LICt 0|§ Sall oHEE TAM|Maz mtofetn QIMO|EE U= Z2MAT ZHA
stEILICH

rx
o L
14
(wi}

(® Note
HIZ Al&® Ho|lB= B7HE 2E|A0|H HEE &+ AU&LICH

AL ARE|
AWS loT FleetWiseE A& £ Q= AlLtg|e= ChE1F Zr&LCH
AIML & &2

A Ekoilkl Gl o] 1% +Zlotod AtE T A ™ME 2K} x| AL ASE[E 717 &

QUZEQHE AARO| C|O|EE AtEsto] At L A8 2RIxCL QM CIMO|EE Ert 2HEdd
UA BHE LICH.




AWS loT FleetWise TR 7H0|E

AE S22 YEf 7K

E3 HOlE{ol M P2 QIAIO|EE ALS5tod EV HHEIZ] AEH X ST £E2 SLIEYSD, KK 2
+ UHS BESIL, M2 AHIE BAMSE S| HYS SHHLIC

AWS loT FleetWiseE #S A5l 4 HX CHS MME elo{E = ZJo| E&LILCE

« AWS loT FleetWise &S g Al
« AWS loT FleetWise A7
o SIX|OfO|ME AZEQ|0]{OE

- 2EIRER OIO|[H =%

AWS loT FleetWise Y AMIA

AWS IoT FleetWise 2& £ APIE AFE35104 AWS loT FleetWiseOf UM A S 4= Ql&LICH

AWS loT FleetWise 7+4

XS MQTT HIAIX|E S8l OIO|E{E Z2tREZ MSELICH AWS loT FleetWiseOl A BHE &t Zfof

CHE HIS S o2 Zrofl XIZ&LICh =8 REZo M =& 8 HIA|X|ofl CHEt HIE = XIEELICH 2F0
CHEF |41 HE = AWS loT FleetWise 2 = HO|X|E FHZESIM L. MQTT HAIE Z2EZ 0 CH3H AHA|

o| 2otEE{E4 AWS loT Core7He At QHLHM S| MQTTE FHESHAIL.

=
=t
=

AWS loT FleetWise &5 HiAl

2IHE 12 F AWS loT FleetWiseE MY ot= WS LotEE{™ AWS IoT FleetWise A7 Al4d
xF
=

ZotMlL.

« AWS loT FleetWise2| E %!

AWS loT FleetWiseE % AFEstAILIR? 3


https://aws.amazon.com/iot-fleetwise/pricing/
https://docs.aws.amazon.com/iot/latest/developerguide/mqtt.html

AWS loT FleetWise TR 7H0|E

=9 714

AWS loT FleetWise= 22} S oA AT} AMA{ L HZOO|E|E DHEIet £ Q)= %2 Doi2l za)
-IHE MSELCH A D et E Zho| Eot S48 X|/st7| £I5H AWS loT FleetWise= Rt20d|
dx[g = U= Edge Agent 2AZE Qo] JHL 0o =20| &= X 73T MSELICH ZF2HRE0AM O

0|E-| A AMAE dolst T O|E Aol BiZE & A&SLICH AL oM M Sl Edge Agent £ZE

lo{= CIOo|E =& MHE AtE5to] =& E HO|Ee FEIREE MEE Al7|& AMo{ghLCt

CHS2 AWS loT FleetWise2| 314! 7HE]L|Ct

rE
tz = AF ClO|E et sHE HIEIHO|IEE Z&SIESE Holste 7|2 X LICH s &, &
7|, MM E= HAFOO|HY = JU&LICH & Eof, At L 2 g[S #4l5t1 MA] O|F, tlolH
a8 U ERE Z&E HEHOIEE XME St MAME MHEE = JA&LICH RHAE 82 A= 7t
SE20 Mo 2l gl MME FESHM L.

& A

-1 O
S£42 itMo 2 HARX| b MM HE (o MZUA L ME=Y)E LIEHHLICY.

= K|
EHlxls M5 E SHE #EZ LHELICEH EEliX|= A5 7 |o TEE Eo{ELICE GE E
01, Vehicle EZix|0ll= 3t EHRX|, PowertrainOl|(7l) U&LICt. Powertrain E&ix|0l=

xlof
5t2| 2R X|, combustionEngineO|(7}) U&LICH combustionEngine ERX|IE 3o 2{™
Vehicle.Powertrain.combustionEngine E3A|S AISIMIL.

M
M EOIEf= xtarol #ixf MEHSH AlZtol IFE wWahol: R/ +F, 25, IS, MY 5)8 218
Lict

N 0f| 0| Ef
% 0f 0lEf GlOJEIE BEY, 316, ToIST 22 A FxlQl MEHE Sagich &g &zl My
£ W75 0] 0|E] HlO|EIE UH|O|EE 4 U&LICH oIS Soi, SIEIE LIEHLE Hojo|
EIE HOlg 4 BLICH SIEIE AL T 1 Aol 0lE{7} A :4|0|E+% S algtc

ASR R TE

MERXIE FR(FEAEt T

B)E S S5 24 HOlS| X8 LS, 0/ B4 Sue
A 20M 4438 ClOIEIE 2 =Bl =

Moz HielYstHL 2 E8EE & J&LICH 7 A

I'II'
A g
ok
i

I
0]
=
ot
N



AWS loT FleetWise TR 7H0|E

OlE| 8 e TA ZYS LIEHHE X2 20| MAH 42 IOIEIE 47LE & mf AL EIL

|E|2 O|O|EH {3 CcH4l A HIO|E R0l et =& M85t

= TN dM, £, BF0f0|E, HI A|AH CI|O|E RS H
S0 MEE = JaUTH A f82| AME 7 SAE|HL fAlE= E

AWS loT FleetWise= Z&E D E &30/ &8 g2 712 A2 o422 2E ES2 &

£2lL|C} of & 0] L= *||0i Vehicle.Camera.lmage.height, Vehicle.Camera.lmage.width &!

Vehicle.Camera.Image.data &S 0| Z& & Z2 S4lE Al5of o|ltet 2& &=9| Zto| Z&E A

S Z of &FLct,

4
kA
2
=l
o
0
=
fo
rr
3]
o
O

0

® Note

HIE A2 HOlElS BIHE YalA0H WHE £ AsLIH

AMNEXXIE &4

AMNEX XIE £d2 58 Olo|E x| HHE LIEHHELICE 42| Hjo|H fR¥2 Z2|0|E[E0]H
Lt CHE FZ2AY =+ A&LICH

TN AER XE £EE AHEstod 1A ZYE BHY M= o
22 Holx[1 EAELLCH AEX XIE £€2 ZE E 5

2|7} ol B E = EE Ho|stE o AFSElLICH

[o]]]
T
|.|'
[n
i
2
1o

=
fok

FIEIZ2

Az st 20l A ZHMo| ZE /o] U&LICH &
21} dlolH HAlg ASstE AFES st
X

M=ol M BHE 5 CHel

— 1>
T
[l
g'l_l
-
rr
]
A
02

=
otod RHE L 2 2t s 4g & U&LICH Ol MM F AtF e BTCHE LIEHLHE Ol A8 E +

—
UBLICH AHAIE LSS 412 71520 M4 O o] MHS HZSML.

>

A nE(ZE ofumA

Im

AT D2 AT EHAS EESSD XF LY AE ZHol 21 Holo A8E £ U= MM 7xEY
LICH 3 RE2 St f8ol OtE Aol dE SEE MEFLICH MEE FIISI{RF 2
e SIFLICEH RtME 82 A ZE dE 2 #E MME HRotMR




AWS loT FleetWise TR 7H0|E

C|Z2H OjLEHAE

Cl2H oHLmAEol= Xt REo| Zt Mz of Tt CIZ Y CE7F L e Elo] Q&LICH &tZo| M
Mot HEof 0B = MeZ&E HA|IX|(HO|LHE| HIOIH)E T

o
F3
(=

grLICt. AWS IoT FleetWise= C|ZH
OHLHAEE AF235H04 HHO|LZ| CIOIE{E AMEO| &8 = U oz HEE £ J&LICH ZE
C|ZE DL HAEE A2 DE N AZAELICH RIMIEH L2 C|ZE OjLTHAE A4 2l Zt2| Al

NS XM

EISEE RIS 1 [ ES

A U HEXIAM A5t T2 EZ0f Cist HEJ £0{ U&LICH AWS IoT FleetWise= C}
S ZZEZE X|N{ELICH
HEEDH ¥ LIESII(CAN H2)

XX Ao (ECU) ZH CllO|E{ EAl Al Molste T2 EZQILICH ECUE AT AMof &R,

1 &%l
Of0{tH EE= QLC|2 AJAEIQ 4~ Q& |

-

25 FIEHoBD) I

RHA| ZITH OlO|E{7F ECU ZHol MEE|= Y AlE Holste F7I 7Y E T2 EZ QILICH Xt 9|
EXME A¥Hste o £80| £lE o8] EZE ZTIE 22X ZE(DTC)E MBIt

X2 0|E9 04
HEQF QIEmo|A 8oz Mo|x|= RHEF 0|So{LIct A2 O|EHo{e d2E 28
2 AMAM(ROS 2) U IPE St &% 7tsFt MH|A X|E O/Z90{(SOME/IP)7t Q& LICE

® Note
AWS loT FleetWise= H|™ A|AE! H|O|E{& ROS 2 O|ER0{E X|ELICE

i o
L
=]
1> 0
L m
2
o
p
=
Lo
|I11
Lu
ro
_‘T_'
é
2
>.
_w,
H T
ok
i

C|Z2H ofL|EIAEol| &2 OIS 9o QEmo|AE ZEE[o] (s B HAIXICIZEH 4571 X8
Tjofof grLct.

I

0]



AWS loT FleetWise TR 7H0|E

At

AR 'F%‘f(oilz ASAEE EH)S Y2 EFE WULICH AF2 A ZEo| QIAFHAQIL
PR RN MEE AE2 SUE ME OES dSLELICH 2 RIE2 AWS loT A

A
E32 AF OES LtEFRLICEH o] AFEF S &l 2relsted™ X JHE S S /ol dZ5Hok
g LICH.

Campaign

CIOIE =& A& ZeELICH 2et*=0M A QIS Helstn 0|8 AHF E= 2
Ct. Ao 212 Edge Agent 2 Z E Q|0 X|&lof [}t HIOIE-E MEfstn +&lstn 2EtREZ MEdt

= g XMSeuict.

ClOlE & A A|

HlO|Ef =& &A= Edge Agent A2Z Efo{0] Cl|lO[E{ =& &0 CHE X[™E MB LIt 24Xy
AWS loT FleetWises Z=7d 7|8t =& XA\t AlZt Z[gF =& MAE K| HEFLct

=4 708 =& A

=E2|& B4 Ar85t04 =& e Cl|o|EE 2IAIELICH Edge Agent &~

Efloiz =7d0o| S5 kl= B HIO|[HE +=&ELICE 0o E B0, 4*'0|
$variable.myVehicle.InVehicleTemperature >35.02! < Edge Agent AZ EQ0{=
35_0_I;i_|_-_|. 3 7t *x|°|'L,|L'_|-_

L HAE=E T H

AlZE 718 =& A A

de[x BR= 7I7hE R Estod HlolH =& F7|& HalFLICh & S04, 7[2H0] 10,000 2|=
21 B2 Edge Agent AZ E9jo{= 10X 0}C 3 #HM C|OIEHE +=&ELICH.

F2F AMSE FM8HL|CE AWS loT FleetWise

x |
5 AF(VSS)S K| HELICH



https://covesa.github.io/vehicle_signal_specification/introduction/overview/

AWS IoT FleetWise

JHeER 7Hol=

A7 Z1gk olo|Ef =&

7tRI7t 22 AF CO|EHE 2EtRER MEote YAS HolstFLICH 40 & Ztste & LY
2 2t ClolE{et Z ol =&e Ho|EE Mofst= = 7|8 MAHE Calg + A&LICH HolE =
& gz & Mofst= Alzt 78 MAHE Holgd + U&LICH

AWS IoT FleetWise A& Z E 9J0{& Edge Agent

xZFol M AME|E Edge Agent AZEQo{e it2n IR E 7Ho
o] 22t2E=0| HZE|0] Q= S92 Edge Agent 2ZEQo{= X|&H
st 20 2k Clo|EeE &g Lt

224 MH|A

AWS IoT FleetWise= CI2 AWS MHIAE E8 SCIRE &FMo| 7t

AWS loT Core — xt& C|O|E{E AWS loT FleetWise0ll dZE3t= AWS loT HXIE S
StMl2. RtMIEF LHE2 AWS loT 7HEt R} 740[= 2] AWS 10T O|BF R UULITM?E #
Amazon Timestream — A|7H|Q2 C|O|E{H|O|A & AFE5t0{ A CI|O|HE K& St &4
8t L2 2 0olE 24 Amazon Timestream 7HEFAF QFLHAM 2| Timestream e FSIQI71E & tAl 2
Amazon S3 — ZiX| AEZ|X| MHIAE AIS

S
2 Amazon Simple Storage Service At B XS] Amazon S3= FURITIE & EFHAML.

A O
o =

=)
ok
021
0x
[0
d
—_—
rx
o
r
[ul

m|m
?|':
b
=
FO

T A

tod A& HIO|HE Mot #rE[BfLICE RtMIEF LHE



https://docs.aws.amazon.com/iot/latest/developerguide/what-is-aws-iot.html
https://docs.aws.amazon.com/timestream/latest/developerguide/what-is-timestream.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/Welcome.html

AWS loT FleetWise TR 7H0|E

AWS loT FleetWise A

AWS loT FleetWiseE *MZ AtE BTt HX ChZ AMo| EHAE 2tz sfjok gfLICtH

CtE EfA3 E &2 510 AWSOf| 7t st BEIRE o gLict.
AWS Aol 55

AWS HH g=0| gio™ CtS Mxtol e MA5HMIL.

AWS H|’Zoi| 7+l st

1. https://portal.aws.amazon.com/billing/signup2 jLIC}.
2. 2o XA AL E [HENM L.

7t Hit S TSt

o

2o M3 7IHER EQl AEE 3stE 10| Q&L

AWS HZof 7tUSHH AWS AHE FE AISX 50| MMHEIL r FE ABXoH AHe 2 E
AWS MH|A L 2| AA]| CHEF BM|A HEHO| Q& L|CH EHOoF I AlE|= o2 MRXFOHHI =
At HMA HEtS S 2atn, FE AEXIE FE ALK HMA HEHO| EHRF EHATE ™5

Lot
AWS =2 7t MRt 2t 2 &l F ALE R0l A &2l o|HdE TS ELICH AXME K] https://
aws.amazon.com/2Z 0|S5l1 L HHE MEISIo] s AH ES52 E1 AHE ZElg &= AsL

Ct.
22| ArER 4

AWS 7’8ol 7hdstn, AWS AYE FE ALEXtol 2ok ZX|E §F TS, AWS IAM Identity CenterE &
H3tstod YRl 2ol FE MESKHE ASeHX| S 2E| AHSKE d-FLICH

=~

AWS HE dH 9


https://portal.aws.amazon.com/billing/signup
https://docs.aws.amazon.com/singlesignon/latest/userguide/getting-started.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/getting-started.html
https://docs.aws.amazon.com/accounts/latest/reference/root-user-tasks.html
https://aws.amazon.com/
https://aws.amazon.com/

AWS loT FleetWise TR 7H0|E

Tlstel AWS H™E FE ALK &

fok

1. FE MSKE MEIStD AWS AE O|HY FAE 245104 AWS Management Consoleddl |1
N E:LO._IE.* LICt CHS HO|X|of|AMH HIZHE E Q2

FE MEXIE ME504 2a¢lst= ol =20 ER6tH AWS 2101 AFE A XM Q| Signin as
the root userg & E35HM|L2.

2. FE AM8Ko|CtE CIE(MFA)2 &35kt
X2 IAM ALE MEAMO| AWS HHE FE ALEXHE 7Hat MFA CIHFO|A & M3 (E &) MM2 &
ZSHM2.

el AFS A A
1. IAM Identity CenterS & As}&LICt

X|&2 AWS IAM Identity Center AtE MEAM 2| AWS IAM Identity Center 2 435I & & ZSHMIR.

||

2. 1AM Identity Centeroi| A 22| AtE Xt H| B 2| HM|A FHEHE Fo{gLCt.

IAM Identity Center C|ZEE{2|E ID &AE AFE St o] CHEE Xt& M= AWS IAM Identity
Center AF& A 2| 7|& |IAM Identity Center C|HIE{Z|2 AL A} HAMA FHE FEFHAML.

#HEXALE A Z 230!

«  IAM X3 BH ME| AFSXIZ 23215124 IAM X123 S ME| AFEXIE MAe mff ojlHIY FA
2 MSE 232 URLE AFS &L

A2 AWS 221 AL MBEAM 9

o
rot

ol Ee

IAM Identity Center AFE A2 230QI6t= Ol &
AWS HM|A ZEo| 2012 R XML,

(@ Note
AWS loT FleetWise®Qt & 71 MH|A 44 AE S AFSE £ U&LICH MH|A 94 &2 AWS
loT FleetWiseO 2|5l O|2| 22|, AWS loT FleetWise?} Amazon CloudWatchol| X|E &
M&sle o 2ot Hete Z &L REAIE LI 2 AWS [0TE MH|A 017 & ALS
O

FleetWise MM E & = 5tAl

x

e ALSA Y 10


https://console.aws.amazon.com/
https://docs.aws.amazon.com/signin/latest/userguide/console-sign-in-tutorials.html#introduction-to-root-user-sign-in-tutorial
https://docs.aws.amazon.com/signin/latest/userguide/console-sign-in-tutorials.html#introduction-to-root-user-sign-in-tutorial
https://docs.aws.amazon.com/IAM/latest/UserGuide/enable-virt-mfa-for-root.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/get-set-up-for-idc.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/quick-start-default-idc.html
https://docs.aws.amazon.com/signin/latest/userguide/iam-id-center-sign-in-tutorial.html

AWS loT FleetWise TR 7H0|E

=2 &0 M A[E ST

OF2 AWS H ™ol 2aQI5HK| 2 B 2218t CFS AWS loT FleetWise 28 LICH AWS loT
FleetWiseE A|Xf5tE{H A& DRSS MMHELICH M ZE2 X HAE EESHELICH

=]
1. AWS loT FleetWise 2£ 2 0|5 &tL|Ct.
2. AWS IoT FleetWise(2)Z2 A|Zt5t7(|01 M, AlZH5t7|E MEHFLIC

A R HGol CHeF REMEF L8 2 A 22 YE(EE)S(E) BEstAL.

TV E

AWS loT FleetWise 2& = APIE A& 35101 Amazon CloudWatch Logs X3, Amazon CloudWatch
LogsOil CHEH M E F M5t AWS EEI™ 7|2(B) Ar836t0 HI0|HE =3t = A&LICH

CloudWatch X|EE AF235tH AWS IoT FleetWise?} 7|EF AWS BIAAE ZLIEEE £ Q)& L|Ct
CloudWatch X|EE Al235l0{ MH|A St 1Tt 048 E &0I5tE S K|EE £ 85l1 FMHE = UL
L|C}. CloudWatch X|E0f| CH3t XEAlI8H LI Amazon CloudWatchZ AWS loT FleetWise 2 L|E{Z
MM A ESIM Q.

CloudWatch LogsE AtE35t AWS IoT FleetWise7t 21 O|O|E{& CloudWatch 211 I8 2 ™M&
StH, A& Xt= Ol 238 AI835t0{ EA|E At 1 2t5ter = I&LICH CloudWatch LogsOl CHEF A}
Mgt LH82 AWS loT FleetWise 22 T4 Mg F XML,

835104 C|O|EE & S 3tELCt.

ClO|E] &= 3HE S35l AWS loT FleetWises= AWS ZE|E 7|2(E) A
AU&LICH 2f 5 3tof CHE RHAIEH LIS

I
AWS KMSZ(E) At85t04 7|18 BHED 2|5t & MEle =2
2 lojef &

HE FE(ES)

OFZ&! AWS Aol 2QI6tK| ot2 AR 2018t CF2 AWS IoT FleetWise 2£ 2 L|C}.

1. AWS loT FleetWise 2 2 0|SgtL|C}.

2. 2% HoM dHE MEfELICE

L|C}. AWS loT FleetWise= CloudWatch Z2|3 A2 MH|A 423 A
loudWatch X|EE EAIStErLICt.

3. X|EOAM EHEEE M
2ol Rts2 El

el WO
9

zm
oﬂﬂ

4. 2Zo|M ™

Z&0M AIESH7] 11


https://console.aws.amazon.com/iotfleetwise/
https://console.aws.amazon.com/iotfleetwise/
https://console.aws.amazon.com/iotfleetwise/
https://console.aws.amazon.com/iotfleetwise/

AWS IoT FleetWise

Herxt 7tols
a. CloudWatch ZZMdMoM 21 25 S Y=erLct.
b. HEAEE XMFsiciH, MES MENFLICE
5. &35 MMM HES MEIgL|Ct
a. Ar835te{E 7| EtU2 MEHELICH RHAIEH LI 7| 22| MME R ESHM .
i. AWSZ| Al — AWS loT FleetWiseE 7|1& A% stD ZEIEtLCt.
i. CHE AWS Key Management Service 7| 184 — 7|7d0i| 2{= AWS KMS keys2(E) & E|
glct.
b. HAEAEE XMYsiciH, MES MENFLICE
1734 1 &(AWS CLI)
AWS CLIOIM HHE S535to{ B¥E F/ =L ct
1. dH¥E FdsteiH, Chs HES At
aws iotfleetwise register-account
2. MNEE Eolslp{H ChE HEE Adstod S5 AEHE ATt
@ Note
MH|A A 24&2 AWS loT FleetWise X|EE CloudWatcholl HIA|SHE ClIEH AFS EIL
Ch. XEM[EF LHE 2 AWS 10T& MH|A 2448 238 AL FleetWise MME EZ5HML.

aws iotfleetwise get-register-account-status

Example &

"accountStatus": "REGISTRATION_SUCCESS",
"creationTime": "2022-07-28T11:31:22.603000-07:00",
"customerAccountId": "012345678912",
"jamRegistrationResponse": {

"errorMessage": ""
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"registrationStatus": "REGISTRATION_SUCCESS",
"roleArn": "arn:aws:iam::012345678912:role/AWSIoTFleetwiseServiceRole"

+
"lastModificationTime": "2022-07-28T11:31:22.854000-07:00",

[
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Internet of Things

AWS loT FleetWise
Unlock the value of
vehicle data

With AWS IoT FleetWise, you can model vehicles, transform binary data into

human-readable values, and control what vehicle data to collect and when
to transfer selected data to the cloud.

Get started with AWS loT
FleetWise

Create a vehicle model to get started with
AWS loT FleetWise. Models standardize
the format of your vehicles.

View models
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https://docs.aws.amazon.com/accounts/latest/reference/manage-acct-creating.html
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samples/EngineSignals.zip
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© Vehicle model created X
You successfully created the vehicle model: demo.

AWS |oT FleetWise » Vehicle models » Demo

demo ‘ Duplicate ‘ ‘ Create vehicle ‘ Create decoder manifest

When a decoder manifest is associated with a vehicle model, you can create a vehicle. To use the API to create vehicles with this vehicle model, follow the

instructions in the AWS loT FleetWise Developer Guide. After you create vehicles, you can create campaigns for them.

Summary info

Vehicle model ARN Status Date created
arn:aws:iotfleetwise:us-east- @ ACTIVE February 01, 2023 at 14:40 (UTC-05)

1:012345678912:model-manifest/demo

Signal catalog ARN Description Last modified

J arn:aws:iotfleetwise:us-east- - February 01, 2023 at 14:40 (UTC-05)
1:012345678912:signal-
catalog/DefaultSignalCatalog
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© Vehicle model created X

You successfully created the vehicle model: demo.

AWS |oT FleetWise » Vehicle models » Demo

demo ‘ Duplicate ‘ ‘ Create vehicle ‘ Create decoder manifest

When a decoder manifest is associated with a vehicle model, you can create a vehicle. To use the API to create vehicles with this vehicle model, follow the

instructions in the AWS loT FleetWise Developer Guide. After you create vehicles, you can create campaigns for them.

Summary info

Vehicle model ARN Status Date created
arn:aws:iotfleetwise:us-east- @ ACTIVE February 01, 2023 at 14:40 (UTC-05)

1:012345678912:model-manifest/demo

Signal catalog ARN Description Last modified

J arn:aws:iotfleetwise:us-east- - February 01, 2023 at 14:40 (UTC-05)
1:012345678912:signal-
catalog/DefaultSignalCatalog
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https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_CreateSignalCatalog.html
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https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_ImportSignalCatalog.html
https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_UpdateVehicle.html
https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_DeleteSignalCatalog.html
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https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_GetSignalCatalog.html
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o (MEH ALE) unit — AlZ of oSt B2 (04 km EEE AM).

o (MEH AFE) min — AZ | F|AZFRILICH

o (MEH AE) max — A Z 9| F|CHZE LI

o (MEH AR assignedValue — A& of & E ZEILCY

o (MB4 ALE) allowedValues — &lE 7t HotE0|= gt S5 LICH

o (M4 AtE) deprecationMessage — O|& EE= AA|El= == E= B7/0d CHEE X[ SE HIA|
X|duct.

deprecationMessage= Z|CH 2048XI7H x| & == &Lt R &8 &4t a—=z, A-Z, 0-9, (&), (&
E), I -(5t0|E)

o (MEY ALE) comment — AH Q|of ZHI : = =2
of cHet 7t HE (of: 0|8 ™ 2 = & MM E= HFofO|E{of Cist #XE) E M3E = U

L|C.

HE = Z|CH 2048K7H K| & == JU&LICH REE EXF a-z, A-Z, 0-9, (
)

e kU
ﬂIHJ
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o

=3 Glole] RE 74

Jir

2 OolH RE2 HI™ A|ARS RRZE M AASELICH 27| 2/of= o|z{8t HIo|H €2 #+X
TEAMEIIE Bhet SEo 2 FHELUO FXA = o|0lX|et 20| odE ZteE MEE|= AE
£¢2 z2|0[E[E Ho[E fF(0: UINT8) £& CHE F=A|(of: EfHARE) ot Zh2 T ZH ol HHE
LFEHLICE. ol & & 01 Vehicle.Cameras.Front= 7|8 LIEFLH T Vehicle.Cameras.Front.Image= T
Z | E LIEILH Vehicle.Cameras.Timestampe &4 LIEFHLICE.
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S =g dolE 8 oAle 43 Y OIO|H 82 EY JSON Itz LHELE ¢S 2oiELICH
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"Vehicle": {

"type": "branch"

// Signal tree
b
"ComplexDataTypes": {

>
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"VehicleDataTypes": {
// complex data type tree

"children": {
"branch": {
"children": {
"Struct": {
"children": {

"Property": {
Iltypell: Ilpropertyll’
"datatype": "Data type",

"description": "Description",
//
}
I
"description": "Description",
"type": "struct"
}
}
"description": "Description",
"type": "branch"
}
}
}
}
}
(® Note
Cl2 A3 EEE CHR2 225101 ROS 2 HIAIXIE AlZE 7R 239t F8HE|= VSS JSON It 2
HHEHE 4~ Q& LICh REAM|EH LHE 2 Vision System Data Developer GuideE & =M 2.
HIT! A|lAE] H|0|E= BIHE 2I2[A0|H HEE &= /JU&LICH
FEA 7N

M-SR XIE AR (EE FZAM)E Fdsted O S HEE XIFg L

fullyQuallfledName AER X FERO| H3tE O|FLICE o & S04, AEX}F XIH X9
MTFsHE O|&2 ComplexDataTypes.VehicleDataTypes.SVMCamera® & QU&LICH.

r
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« (ME AL Description — AlE 0 CHEF Ml |CH

M2 Z[CH 2048KHILICH &8 Bt a-z, A-Z, 0-9, :(EE), (L&), L -(510|&E)
o (M4 AtE) deprecationMessage — O|& EE= M A|El= == E= 2704 CHEE X[ SE HIA|

R|LCh.

deprecationMessage= X|CH 2048At77 K| £ &= /U&LICH. REE 21t a—z, A-Z,0-9, (EE), (T
E), & -(5t0[E)

(MEH ALEH) comment — AH Qlof IHEE F7teHLICt THES AR50 MA] == HF0i0|E]
of CHet &7} HE (of: O|2X 274 == & MM =t HFofo|E{of CHEF & X)) E MSE = UE
L|C}.

FAHEE= Z|CH 2048AH7H K| £ £ U&LICH K& 8 EXl: a—z, A-Z, 0-9, (EE), (L&), L -(50]
Z)

dataType - 21Z 2| HIO|H R 2 CtF & StLto{oF & LIC}. INT8, UINTS, INT16, UINT16,
INT32, UINT32, INT64, UINT64, BOOLEAN, FLOAT, DOUBLE, STRING, UNIX_TIMESTAMP,
INT8_ARRAY, UINT8_ARRAY, INT16_ARRAY, UINT16_ARRAY, INT32_ARRAY,
UINT32_ARRAY, INT64_ARRAY, UINT64_ARRAY, BOOLEAN_ARRAY, FLOAT_ARRAY,
DOUBLE_ARRAY, STRING_ARRAY, UNIX_TIMESTAMP_ARRAY = UNKNOWN

fullyQualifiedName - AtEXt X £4 9| HstEl O|FLICH 6§ S04, AFEXRL X|H £449
XM73tE 0|2 ComplexDataTypes.VehicleDataTypes.SVMCamera.FPSE &= QU&LICH

2t™s| ¥stE 0|2 =I0H 150K K| 7tsELICH &8 EA: a2z, A-Z,0-9,: (BE), ¥ _ (2
(B4 ALE) Description — AlE0of CHE A QILICY.
MRS Z|CH 2048A+ILICH R &8t B4} a-z, A-Z, 0-9, (B &), (EE), ¥ -(5l0|E)

ME4 AE) deprecationMessage — 0|8 & AN|ElE = E= 27(0 CHE X[ SE HIA|

deprecationMessage= Z|CH 2048XI7H x| & == &Lt R &8 &4t a—=z, A-Z, 0-9, (EE), (&

E), ¥ -(3t0l|E)
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o (MEH AR comment — AE ol IHEE FIIELICH THEE AF&5H0{ MA =
off CHet =71 HE (of: 0|B™ 2 & 2t MM = HZof|o|E{of CiEt #X) E

LICH.

I-.U
HF
b

IoH 2048R17HR| & % Ql&LICH R EF BAE 2z, A-Z,0-9, (B E), (YF), L (3t0]

)

o (ME4 AtE) dataEncoding - /40| HO|L{2| CIOIE{RIX| 04 & LIEFALICH AFS A X|H &4 9|

{ Q1A E2 BINARY E= TYPED & 5tLE0{0F EfLICI.

o (M= AFE) structFullyQualifiedName — AFEXAl K| £49| O|O|E REO| Struct = 2!
AL A8R X1 sMof chgt XA (struct) ==2| M EHE 0|& &ILICH StructArray.

a

25| Er&tE ol&§2 =|0i 150K K| 7hsELICH R&E8 X a—z, A-Z,0-9,: (EE), ¥ _(Z

M FHEET HE(AWS CLI)

CreateSignalCatalogAP| & AF&35t04 A3 FIEH 238 BHE £ U&LICt O AoHE E Al
&L|c AWS CLI.

it

Mz 7208 Precdd oS BES Adeuict

Tdo| L& E JSON It O|§2 2 signal-catalog-configurationdtF &AL,

aws iotfleetwise create-signal-catalog --cli-input-json file://signal-catalog-
configuration.json

« MM FOIAS FIEI29| signal-catalog-nameO|E 22 HIFAA|
A

&) descriptiong ¢E FHRHEOE AHEsle Ol 20| &l dBSE "iEL|CH

E71, 54, M L HF0|0|HE F&stE S0l CHEr RiMEH LIS 2 &lE 774 MME B EStMIR.

{
"name": "signal-catalog-name",
"description": "description",
"nodes": [
{
"branch": {

"fullyQualifiedName": "Types"

Al
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}
I
{
"struct": {
"fullyQualifiedName": "Types.sensor_msgs_msg_CompressedImage"
}
},
{
"struct": {
"fullyQualifiedName": "Types.std_msgs_Header"
}
I
{
"struct": {
"fullyQualifiedName": "Types.builtin_interfaces_Time"
}
},
{
"property": {
"fullyQualifiedName": "Types.builtin_interfaces_Time.sec",
"dataType": "INT32",
"dataEncoding": "TYPED"
}
I
{
"property": {
"fullyQualifiedName": "Types.builtin_interfaces_Time.nanosec",
"dataType": "UINT32",
"dataEncoding": "TYPED"
}
},
{
"property": {
"fullyQualifiedName": "Types.std_msgs_Header.stamp",
"dataType": "STRUCT",
"structFullyQualifiedName": "Types.builtin_interfaces_Time"
}
I
{
"property": {
"fullyQualifiedName": "Types.std_msgs_Header.frame_id",
"dataType": "STRING",
"dataEncoding": "TYPED"
}

A
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},
{
"property": {
"fullyQualifiedName": "Types.sensor_msgs_msg_CompressedImage.header",
"dataType": "STRUCT",
"structFullyQualifiedName": "Types.std_msgs_Header"
}
I
{
"property": {
"fullyQualifiedName": "Types.sensor_msgs_msg_CompressedImage.format",
"dataType": "STRING",
"dataEncoding": "TYPED"
}
},
{
"property": {
"fullyQualifiedName": "Types.sensor_msgs_msg_CompressedImage.data",
"dataType": "UINT8_ARRAY",
"dataEncoding": "BINARY"
}
I
{
"branch": {
"fullyQualifiedName": "Vehicle",
"description": "Vehicle"
}
I
{
"branch": {
"fullyQualifiedName": "Vehicle.Cameras"
}
},
{
"branch": {
"fullyQualifiedName": "Vehicle.Cameras.Front"
}
I
{
"sensor": {
"fullyQualifiedName": "Vehicle.Cameras.Front.Image",
"dataType": "STRUCT",
"structFullyQualifiedName": "Types.sensor_msgs_msg_CompressedImage"
}

Al
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"fullyQualifiedName": "Types.std_msgs_msg_Float64"

"fullyQualifiedName": "Types.std_msgs_msg_Float64.data",

"structFullyQualifiedName": "Types.std_msgs_msg_Float64"

sensor_msgs_msg_RegionOfInterest"

sensor_msgs_msg_RegionOfInterest.x_offset",

sensor_msgs_msg_RegionOfInterest.y_offset",

1,

{
"struct": {
}

1,

{

"property": {

"dataType": "DOUBLE",
"dataEncoding": "TYPED"
}
1,
{

"sensor": {
"fullyQualifiedName": "Vehicle.Velocity",
"dataType": "STRUCT",

}

1,
{

"struct": {
"fullyQualifiedName": "Types.

}

1,
{

"property": {
"fullyQualifiedName": "Types.
"dataType": "UINT32",
"dataEncoding": "TYPED"

}

1,
{

"property": {
"fullyQualifiedName": "Types.
"dataType": "UINT32",
"dataEncoding": "TYPED"

}

1,
{

"property": {

"fullyQualifiedName": "Types.

"dataType": "UINT32",
"dataEncoding": "TYPED"

sensor_msgs_msg_RegionOfInterest.height",

Al
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}
.
{
"property": {
"fullyQualifiedName": "Types.sensor_msgs_msg_RegionOfInterest.width",
"dataType": "UINT32",
"dataEncoding": "TYPED"
}
},
{
"property": {
"fullyQualifiedName": "Types.sensor_msgs_msg_RegionOfInterest.do_rectify",
"dataType": "BOOLEAN",
"dataEncoding": "TYPED"
}
.
{
"branch": {
"fullyQualifiedName": "Vehicle.Perception"
}
},
{
"sensor": {
"fullyQualifiedName": "Vehicle.Perception.Obstacle",
"dataType": "STRUCT",
"structFullyQualifiedName": "Types.sensor_msgs_msg_RegionOfInterest"

(@ Note
O2 AFEEE CIH2EE504 ROS 2 HAIX|E 41& 7R 209 S8HE|= VSS JSON U2
BHEHe = & LCt RHAMIE LI 2 Vision System Data Developer GuideE & Z=35HM|2.
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« signal-catalog-configuration-vssVSSOl ol 457t L3 E JSON EAY 10| 0|F
o=z HHFAAIL.
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- (ME ALY dBE MEIIRZOE

I
ol

7

I
1B

A, MM U HEOOIEE TAISHE ol ChE REAIEH LIS 2 A5 T4 MM

mjo
itd]
B
9'|_|
x
kO

k

aws iotfleetwise import-signal-catalog \
--name signal-catalog-name \
--description description \
--vss file://signal-catalog-configuration-vss.json

JSONE EAIE3t5t04 vssIson HEoi| T aloF BfLICE CHS2 vssol FeolEl &15 of oM lLct.

{
"Vehicle": {
"type": "branch",
"children": {

"Chassis": {
"type": "branch",
"description": "All data concerning steering, suspension, wheels, and brakes.",
"children": {
"SteeringWheel": {
"type": "branch",
"description": "Steering wheel signals",
"children": {
"Diameter": {
"type": "attribute",

"description": "The diameter of the steering wheel",
"datatype": "float",

"unit": "Cm",

"min": 1,
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"max": 50
I
"HandsOff": {
"type": "branch",
"children": {
"HandsOffSteeringState": {
"type": "actuator",
"description": "HndsOffStxWhlDtSt. Hands Off Steering State",
"datatype": "boolean"
I
"HandsOffSteeringMode": {
"type": "actuator",
"description": "HndsOffStrWhlDtMd. Hands Off Steering Mode",
"datatype": "int8",
"min": O,
"max": 2
}
}
}
}
},

"Accelerator": {
"type": "branch",

"description": ""
"children": {
"AcceleratorPedalPosition": {
"type": "sensor",
"description": "Throttle_ Position. Accelerator pedal position as percent.

Not depressed. 100 = Fully depressed.",
"datatype": "uint8",

"unit": "%",
"min": Q,
"max": 100.000035
}
}
}
}
I

"Powertrain": {
"type": "branch",
"description": "Powertrain data for battery management, etc.",
"children": {
"Transmission": {
"type": "branch",

M FIEt2 T 7K 7]
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"description": "Transmission-specific data, stopping at the drive shafts.",
"children": {
"VehicleOdometer": {
"type": "sensor",
"description": "Vehicle_Odometer",
"datatype": "float",
"unit": "km",
"min": Q,
"max": 67108863.984375
}
}

iy
"CombustionEngine": {
"type": "branch",

"description": "Engine-specific data, stopping at the bell housing.",
"children": {
"Engine": {
"type": "branch",
"description": "Engine description",
"children": {
"timing": {
"type": "branch",
"description": "timing description",
"children": {
"run_time": {
"type": "sensor",
"description": "Engine run time",

"datatype": "intl6",
Ilunitll: "mS",

"min": Q,
"max": 10000
I
"idle_time": {
"type": "sensor",
"description": "Engine idle time",
"datatype": "intl6",
"min": O,
"unit": "ms",
"max": 10000
}
}
}
}
}
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}
}
}
I
"Axle": {
"type": "branch",
"description": "Axle signals",
"children": {
"TireRRPrs": {
"type": "sensor",
"description": "TireRRPrs. Right rear Tire pressure in kilo-Pascal",
"datatype": "float",
"unit": "kPaG",
"min": Q,
"max": 1020
}
}
}
}
I

"Cameras": {
"type": "branch",

"description": "Branch to aggregate all cameras in the vehicle",
"children": {
"FrontViewCamera": {
"type": "sensor",
"datatype": "VehicleDataTypes.SVMCamera",
"description": "Front view camera"
1,
"RearViewCamera": {
"type": "sensor",
"datatype": "VehicleDataTypes.SVMCamera",
"description": "Rear view camera"
1,
"LeftSideViewCamera": {
"type": "sensor",
"datatype": "VehicleDataTypes.SVMCamera",
"description": "Left side view camera"
1,
"RightSideViewCamera": {
"type": "sensor",
"datatype": "VehicleDataTypes.SVMCamera",
"description": "Right side view camera"

}

M FIEt2 T 7K 7]
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}
I
"ComplexDataTypes": {
"VehicleDataTypes": {
"type": "branch",
"description": "Branch to aggregate all camera related higher order data types",
"children": {
"SVMCamera": {
"type": "struct",

"description": "This data type represents Surround View Monitor (SVM) camera
system in a vehicle",
"comment": "Test comment",
"deprecation": "Test deprecation message",
"children": {
"Make": {
"type": "property",
"description": "Make of the SVM camera",
"datatype": "string",
"comment": "Test comment",
"deprecation": "Test deprecation message"
},

"Description": {
"type": "property",
"description": "Description of the SVM camera",
"datatype": "string",
"comment": "Test comment",
"deprecation": "Test deprecation message"
I
"FPS": {
"type": "property",
"description": "FPS of the SVM camera",
"datatype": "double",
"comment": "Test comment",
"deprecation": "Test deprecation message"
},
"Orientation": {
"type": "property",
"description": "Orientation of the SVM camera",
"datatype": "VehicleDataTypes.Orientation",
"comment": "Test comment",
"deprecation": "Test deprecation message"
I
"Range": {
"type": "property",
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"description": "Range of the SVM camera",

"datatype": "VehicleDataTypes.Range",

"comment": "Test comment",

"deprecation": "Test deprecation message"
},

"RawData": {

"type": "property",

"description": "Represents binary data of the SVM camera",

"datatype": "uint8[]",

"dataencoding": "binary",

"comment": "Test comment",

"deprecation": "Test deprecation message"
},

"CapturedFrames": {

"type": "property",

"description": "Represents selected frames captured by the SVM camera",
"datatype": "VehicleDataTypes.Frame[]",

"dataencoding": "typed",

"comment": "Test comment",
"deprecation": "Test deprecation message"
}
}
},
"Range": {
"type": "struct",
"description": "Range of a camera in centimeters",
"comment": "Test comment",
"deprecation": "Test deprecation message",
"children": {
"Min": {
"type": "property",
"description": "Minimum range of a camera in centimeters",
"datatype": "uint32",
"comment": "Test comment",
"deprecation": "Test deprecation message"
I
"Max": {
"type": "property",
"description": "Maximum range of a camera in centimeters",
"datatype": "uint32",
"comment": "Test comment",
"deprecation": "Test deprecation message"
}
}
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iy
"Orientation": {
"type": "struct",

"description": "Orientation of a camera",
"comment": "Test comment",
"deprecation": "Test deprecation message",
"children": {
"Front": {
"type": "property",
"description": "Indicates whether the camera is oriented to the front of the
vehicle",
"datatype": "boolean",
"comment": "Test comment",
"deprecation": "Test deprecation message"
},
"Rear": {
"type": "property",
"description": "Indicates whether the camera is oriented to the rear of the
vehicle",
"datatype": "boolean",
"comment": "Test comment",
"deprecation": "Test deprecation message"
},
"Side": {
"type": "property",
"description": "Indicates whether the camera is oriented to the side of the
vehicle",
"datatype": "boolean",
"comment": "Test comment",
"deprecation": "Test deprecation message"
}
}
},
"Frame": {
"type": "struct",
"description": "Represents a camera frame",
"comment": "Test comment",
"deprecation": "Test deprecation message",
"children": {
"Data": {

"type": "property",
"datatype": "string",
"dataencoding": "binary",
"comment": "Test comment",
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"deprecation": "Test deprecation message"

ote ofXlol M= vSsol HeolEl At St 41Z & JSON EAtE = EoiELICH

"vssJson": "{\"Vehicle\":{\"type\":\"branch\",\"children\":{\"Chassis\":{\"type

\":\"branch\",\"description\":\"All data concerning steering, suspension, wheels,

and brakes.\",\"children\":{\"SteeringWheel\":{\"type\":\"branch\",\"description
\":\"Steering wheel signals\",\"children\":{\"Diameter\":{\"type\":\"attribute\",
\"description\":\"The diameter of the steering wheel\",\"datatype\":\"float\",\"unit
\":\"em\",\"min\":1,\"max\":503},\"HandsOff\": {\"type\":\"branch\",\"children\":
{\"HandsOffSteeringState\": {\"type\":\"actuator\",\"description\":\"HndsOffStrWh1DtSt.

Hands Off Steering State\",\"datatype\":\"boolean\"},\"HandsOffSteeringMode\":
{\"type\":\"actuator\",\"description\":\"HndsOffStrWhlDtMd. Hands Off Steering Mode
\",\"datatype\":\"int8\",\"min\":0,\"max\":2}}}}},\"Accelerator\": {\"type\":\"branch
\",\"description\":\"\",\"children\":{\"AcceleratorPedalPosition\":{\"type\":\"sensor
\",\"description\":\"Throttle__ Position. Accelerator pedal position as percent. 0

= Not depressed. 100 = Fully depressed.\",\"datatype\":\"uint8\",\"unit\":\"%\",
\"min\":0,\"max\":100.0000353}3}}}},\"Powertrain\":{\"type\":\"branch\",\"description
\":\"Powertrain data for battery management, etc.\",\"children\":{\"Transmission\":
{\"type\":\"branch\",\"description\":\"Transmission-specific data, stopping at the
drive shafts.\",\"children\":{\"VehicleOdometer\":{\"type\":\"sensor\",\"description
\":\"Vehicle_Odometer\",\"datatype\":\"float\",\"unit\":\"km\",\"min\":0,\"max
\":67108863.984375}}},\"CombustionEngine\": {\"type\":\"branch\",\"description\":
\"Engine-specific data, stopping at the bell housing.\",\"children\":{\"Engine\":
{\"type\":\"branch\",\"description\":\"Engine description\",\"children\":{\"timing\":
{\"type\":\"branch\",\"description\":\"timing description\",\"children\":{\"run_time\":
{\"type\":\"sensor\",\"description\":\"Engine run time\",\"datatype\":\"intl6\",\"unit
\":\"ms\",\"min\":0,\"max\":10000},\"idle_time\":{\"type\":\"sensor\",\"description
\":\"Engine idle time\",\"datatype\":\"intl6\",\"min\":0,\"unit\":\"ms\",\"max
\":10000333333333,\"Axle\": {\"type\":\"branch\",\"description\":\"Axle signals\",
\"children\":{\"TireRRPrs\": {\"type\":\"sensor\",\"description\":\"TireRRPrs. Right
rear Tire pressure in kilo-Pascal\",\"datatype\":\"float\",\"unit\":\"kPaG\",\"min
\":0,\"max\":1020}33}3}31}"
}
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OETAAI:I

A FHE 2T UO|O|E(AWS CLI)

UpdateSignalCatalogAP| 42 AL&3504 7|
oMz & AASELICH AWS CLI.

M

ME FIEH2OE HUO0IEE + U&LICH TS ol

7| ME 20 E Hoo|ESte{H Chs BB S A-ELICH

TA4o| Z&E JSON It O|E2 2 signal-catalog-configurationHt &AL

aws iotfleetwise update-signal-catalog --cli-input-json file://signal-catalog-
configuration.json
UC|O|ESiEdE M3 I 29| signal-catalog-nameO|E 22 HI T AAIL.

E71, &4, M L H4F00[EE Fgst= G- CHEr RHMIEF LI 2 4lE 78 s B XS,

Fol

/A Important
AMNEX XIE aE HEBY + Sl&LICH 7IE A8 XIE FR(FEA) S| =AME HE s HLE
442 HUsiol st Z2 TXE ANST Aot 44 £A2 25| MER TXE M4

L|ch.

ALERF X[H T AMX|SHEd™ nodesToRemove A Sl t X o M&HE Ol S FIIE

Ch S0 FHEEE FEE AXE = lgLICH 7= E HEs5te ZE A5 EHE Olo|H &
go| o 22 Holg)e AE 71EHZ2T0 UOH0|EE @3 5t7| 7of| YO|o|Est7HLt A K|S
OF §fLct.
{
"name": "signal-catalog-name",
"nodesToAdd": [{
"branch": {
"description": "Front left of vehicle specific data.",
AE FHEF2 T 4 0| E(AWS CLI)
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https://raw.githubusercontent.com/aws/aws-iot-fleetwise-edge/main/tools/cloud/ros2-to-nodes.py
https://github.com/aws/aws-iot-fleetwise-edge/blob/main/docs/dev-guide/vision-system-data/vision-system-data-demo.ipynb
https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_UpdateSignalCatalog.html
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"fullyQualifiedName": "Vehicle.Front.Left"

}
},
{
"branch": {
"description": "Door-specific data for the front left of vehicle.",
"fullyQualifiedName": "Vehicle.Front.Left.Door"
}
},
{

"actuator": {
"fullyQualifiedName": "Vehicle.Front.Left.Door.Lock",
"description": "Whether the front left door is locked.",
"dataType": "BOOLEAN"
}
.
{
"branch": {
"fullyQualifiedName": "Vehicle.Camera"
}
},
{

"struct": {
"fullyQualifiedName": "Vehicle.Camera.SVMCamera"
}
1,
{
"property": {
"fullyQualifiedName": "Vehicle.Camera.SVMCamera.ISO",
"dataType": "STRING"
}
}
1,
"nodesToRemove": ["Vehicle.Chassis.SteeringWheel.HandsOffSteeringState"],
"nodesToUpdate": [{
"attribute": {
"dataType": "FLOAT",
"fullyQualifiedName": "Vehicle.Chassis.SteeringWheel.Diameter",

"max": 55
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/A Important
ME FIE 2T E AXSHY| Mo 23 A B, C|ZH oiLHAE, RHE, E3! E= Hul0]
AR EOlGM L. XIE2 22 #
o At DE AE|
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aws iotfleetwise delete-signal-catalog --name signal-catalog-name
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DERMES IIEZETO 2% S5 HO|X|HEE HAMSIe{H g BB S gLl
aws iotfleetwise list-signal-catalogs
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https://console.aws.amazon.com/iotfleetwise/
https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_CreateModelManifest.html
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aws iotfleetwise create-model-manifest --cli-input-json file://vehicle-model-
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configuration.json

O Z HITAAIL.

« BFE T vehicle-model-nameUE A ZEHO| 0|5
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o (ME4 AL AR ZEIE AHE5E Ol 220 &= ##2 2 HELCH
27|, &4, M L HZF0{|0|HE 7 H5t= Yol CHEF AtMEH LHE2 415 74 MME XML
{
"name": "vehicle-model-name"
'signalCatalogArn": "signal-catalog-ARN",
"description": "description",
"nodes": ["Vehicle.Chassis"]
}
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{
"name": "vehicle-model-name",
"status": "vehicle-model-status",
"description": "description",
"nodesToAdd": ["Vehicle.Front.Left"],
"nodesToRemove": ["Vehicle.Chassis.SteeringWheel"],
}
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Ho|AE C|2H DHLHAE F7HE = Ql&LICh
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- UHERZ IEmo|A0MOSE L

CtH,

HE3 QIEm0|A oA CAN_INTERFACE == OBD_INTERFACEE MEAEFLICY.

b. UHEL3 QE|Ho|lAL 1Lst 0|22 ladstL|C}.
o]

0

c. 1f&tUHERI CIEHO|A IDE LUZAELICH AWS lIoTOHM MME IDE AIEE £+
FleetWise 4 &LIC}H.
d. #t&F 2Eof X|HE StLE oA o] AMS & MEHSHod C|Z ] AlS 2 Ho{~&IELICH
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CIE HESYT QIE{HO|AE F7}517|2 AMEH
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CIZH OLHAES| T4 & Qe CHS MM S MENELICH
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2O HUBAES PSR Ohe TS M¥eLD
/80| decoder-manifest-configurationZ&El JSON I} O|§ 2 2 HIFAAIL

aws iotfleetwise create-decoder-manifest --cli-input-json file://decoder-manifest-
configuration.json

« OFE 11 decoder-manifest-nameUe CIZH OL|HAEQS| O|ELE HITAMAIL.

« vehicle-model-ARNS R E':é'ol Amazon E|l&A O|F(ARN)2 2 WA{|FL|Ct
(MEH AR ##2 Cl2H OHLIHAEE AHE5t= Ol 20| &l dESE WA ELICH

- 2O

270, 84, MM LU AF0f|0|HE Fdst= Lol CHEt RtMIEH &2 HIERT ClEHo|A 2 C(=
HASE FHELICH MME FHESHAML.
{
"name": "decoder-manifest-name",
"modelManifestArn": "vehicle-model-arn",
"description": "description",
"networkInterfaces": [
{
"canInterface": {
"name": "myNetworkInterface",
"protocolName": "CAN",
"protocolVersion": "2.0b"

iy
"interfaceId": "QglacaenByOB3sSM39SYm",
"type": "CAN_INTERFACE"

}
1,
"signalDecoders": [
{
"canSignal": {
"name": "Engine_Idle_Time",
"factor": 1,
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"isBigEndian": true,
"isSigned": false,

"length": 24,
"messageId": 271343712,
"offset": O,

"startBit": 16
},
"fullyQualifiedName": "Vehicle.EngineIdleTime",
"interfaceId": "QglacaenByOB3sSM39SYm",
"type": "CAN_SIGNAL"

},
{
"canSignal": {
"name": "Engine_Run_Time",
"factor": 1,
"isBigEndian": true,
"isSigned": false,
"length": 24,
"messageld": 271343712,
"offset": 0O,
"startBit": 40
I
"fullyQualifiedName": "Vehicle.EngineRunTime",
"interfaceId": "QglacaenByOB3sSM39SYm",
"type": "CAN_SIGNAL"
}

« OFE1 decoder-manifest-nameU= CIZH OLIHAEQS| O|E2E HIFAMAIL.
« vehicle-model-ARNS *t& ROl Amazon 2|4 A O|§(ARN)2 2 WA ghL|Ct.
o (MR AR ##2 Cl|ZEH HLITHAEE A|HESHE= O] =20| &l ABo =2 wAlELCt

FETEM) &4 o] 2AE AF A2 WA DY(RY HUBAS)0 HolE XN §Y
517 R RIEIofof BLICH E7], &4, MM W AF00EIE TAISHE WHol CHE RHME LIS S L=
943 QIE{H0lA B C|RC A5 S PAELIC MMS

"name": "decoder-manifest-name",
"modelManifestArn": "vehicle-model-arn",
"description": "description",
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"networkInterfaces": [{
"canInterface": {
"name": "myNetworkInterface",
"protocolName": "CAN",
"protocolVersion": "2.0b"
I
"interfaceId": "QglacaenByOB3sSM39SYm",
"type": "CAN_INTERFACE"
Yo &
"type": "VEHICLE_MIDDLEWARE",
"interfaceId": "G1lKzxkdnmV5Hn7wkV3ZL9",
"vehicleMiddleware": {
"name": "R0OS2_test",
"protocolName": "ROS_2"
}
1,
"signalDecoders": [{
"canSignal": {
"name": "Engine_Idle_Time",
"factor": 1,
"isBigEndian": true,
"isSigned": false,
"length": 24,
"messageld": 271343712,
"offset": O,
"startBit": 16
},

"fullyQualifiedName": "Vehicle.EngineIdleTime",
"interfaceId": "QglacaenByOB3sSM39SYm",

"type": "CAN_SIGNAL"

},

{

"canSignal": {
"name": "Engine_Run_Time",
"factor": 1,
"isBigEndian": true,
"isSigned": false,
"length": 24,
"messageld": 271343712,
"offset": 0O,
"startBit": 40

I

"fullyQualifiedName": "Vehicle.EngineRunTime"
"interfaceId": "QglacaenByOB3sSM39SYm",
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"type": "CAN_SIGNAL"
.
{

"fullyQualifiedName": "Vehicle.CompressedImageTopic",

"type": "MESSAGE_SIGNAL",
"interfaceId": "G1lKzxkdnmV5Hn7wkV3ZL9",
"messageSignal": {

"topicName": "CompressedImageTopic:sensor_msgs/msg/CompressedImage",

"structuredMessage": {
"structuredMessageDefinition": [{
"fieldName": "header",
"dataType": {
"structuredMessageDefinition": [{
"fieldName": "stamp",
"dataType": {
"structuredMessageDefinition": [{
"fieldName": "sec",
"dataType": {
"primitiveMessageDefinition": {

"ros2PrimitiveMessageDefinition":

"primitiveType": "INT32"
}

}
}I
{

"fieldName": "nanosec",
"dataType": {
"primitiveMessageDefinition": {

"ros2PrimitiveMessageDefinition":

"primitiveType": "UINT32"

"fieldName": "frame_id",

"dataType": {

"primitiveMessageDefinition": {
"ros2PrimitiveMessageDefinition": {
"primitiveType": "STRING"
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"fieldName": "format",
"dataType": {
"primitiveMessageDefinition": {
"ros2PrimitiveMessageDefinition": {
"primitiveType": "STRING"
}

}
}I

{
"fieldName": "data",

"dataType": {
"structuredMessagelListDefinition": {
"name": "listType",
"memberType": {
"primitiveMessageDefinition": {
"ros2PrimitiveMessageDefinition": {
"primitiveType": "UINT8"
}
}
},
"capacity": 0,
"listType": "DYNAMIC_UNBOUNDED_CAPACITY"
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aws iotfleetwise update-decoder-manifest /
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--status ACTIVE
/A Important
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AASHEdE C|2E DL AE Q| decoder-manifest-nameO|E 22 HFFEAA|L.
aws iotfleetwise delete-decoder-manifest --name decoder-manifest-name
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PECIZH OLHAES @oF E52 HO|X| EHR2 AMstE{H Ch3 BHES A L|Ct
aws iotfleetwise list-decoder-manifests

ListDecoderManifestSignalsAPl 242 A& 35t0{ C
x| 2ol = A&LCt CHE oXoMd=E E AHSE

‘__
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oA

2ol =0l C|3H OjLHAES| decoder-manifest-nameO|E O 2 HIFAMA|L.

aws iotfleetwise list-decoder-manifest-signals /
--name decoder-manifest-name

ListDecoderManifestNetworkInterfacesAPI 242 At&5104 C|ZH OfL|HAE S| HERXZ 2IE{H O
A7 AOO|EEIREX| &OIE &= QU&LICE CFS 0dlol= AWS CLIO|(7F) AFS & LCY.
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Eof 9l BE Cl3H AB (=)0 2% S22 Ho|x|H2 TEs 0 2}
stoct.
=]

XME C|2EH OILUHAENAM RE HEST CIE|H0|AL| Q9% 222 HIo|X|HE 2250 M5t
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aws iotfleetwise list-decoder-manifest-network-interfaces /
--name decoder-manifest-name
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ListVehicles— 2 E xt2Fo| @2 I0|X|E OiZ! SS& ZHMELICH

GetVehicle— Xt 20 CHEt HEE ZHAMELICT
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A™AE[= AWS 10T Edge Agent FleetWise 2 ZEQ|0{= C|O|E{E +=T5l0o] FEIRER

Ck. AWS loTE MQTTS} FleetWise AWS loT Core St T|0{ Edge Agent AZEQJo{Q} 22}
Hot SEAE K| HELICH 2 XE2F2 AWS loT AFE 0l SHEEFLICE 7|& AWS loT AFE S Al
F2 BFE7HLE AWS I0TE FleetWise &350 Xt E& AWS loT AIZ 2 XIS 2 Mde =
Ch XtMEH HEE & dEAWS CLI)E HZstAL.
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https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_CreateVehicle.html
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https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_UpdateVehicle.html
https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_BatchUpdateVehicle.html
https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_DeleteVehicle.html
https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_ListVehicles.html
https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_GetVehicle.html
https://docs.aws.amazon.com/iot/latest/developerguide/authentication.html
https://docs.aws.amazon.com/iot/latest/developerguide/iot-authorization.html
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« policy-name& ddstei= EH 0|2 E HiELICH

o ## ### ### TEE JSON IIY O|F 22 HF A A|2. AWS loT Core

aws iot create-policy --policy-name policy-name --policy-document file://file-
name . json

oMl HME ALEst7| ™ol ChE S +~FLICH

o ### AWS loT FleetWise 2| AAE MAEH AWS X[HSZE HITEAAIL.
o AWS ### ## ID# HIFEAMAIL. AWS

0| of|ol= AWS loTOl| A of|2F8t A7} L& E|01 FleetWise U&SLICH HEHof| FX|E F7I6HoF &

LICH RtMIEE HE= o & El FHIE HESHAR

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"iot:Connect"
1,
"Resource": [
"arn:aws:iot:region:awsAccount:client/
${iot:Connection.Thing.ThingName}"
]
I

{
"Effect": "Allow",

"Action": [
"iot:Publish"

>
o
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]I

"Resource": [
"arn:aws:iot:region:awsAccount:topic/$aws/iotfleetwise/vehicles/
${iot:Connection.Thing.ThingName}/checkins",
"arn:aws:iot:region:awsAccount:topic/$aws/iotfleetwise/vehicles/
${iot:Connection.Thing.ThingName}/signals"
]

iy
{
"Effect": "Allow",

"Action": [
"iot:Subscribe"
1,
"Resource": [
"arn:aws:iot:region:awsAccount:topicfilter/$aws/iotfleetwise/
vehicles/${iot:Connection.Thing.ThingName}/collection_schemes",
"arn:aws:iot:region:awsAccount:topicfilter/$aws/iotfleetwise/
vehicles/${iot:Connection.Thing.ThingName}/decoder_manifests"
]
I

{
"Effect": "Allow",

"Action": [
"iot:Receive"
1,
"Resource": [
"arn:aws:iot:region:awsAccount:topic/$aws/iotfleetwise/vehicles/
${iot:Connection.Thing.ThingName}/collection_schemes",
"arn:aws:iot:region:awsAccount:topic/$aws/iotfleetwise/vehicles/
${iot:Connection.Thing.ThingName}/decoder_manifests"

]
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Zf R=ol CHet M QIS ME ddste X[ol E&LICH

1. RSAZ|AE MMSIT X500 QIEMHE YZ5tedH CHS HHES A-ELICEH

 cert& CertitificatePEM2| BHE £2 LIS XM 5t It O|F2E WA FLCY.
o ## ## KeyPair#t BE £ L2 MEsl= H
« private-key# KeyPair# BYE &3 LIS XMEsl= Tt O

PrivateKey.

aws iot create-keys-and-certificate \
--set-as-active \
--certificate-pem-outfile cert.pem \
--public-key-outfile public-key.key" \
--private-key-outfile private-key.key"

240 M 215 A 2| Amazon ElAA O|S(ARN)S SAHEFLICH.

2. &Y
QI Mol HMS MW O3 BUS ABELICH

3. ¢

« policy-name# ‘4’88t AWS loT Core H& 0|E 22 HIFAAIL.

« certificate-arn2 SA8t QIS5 M| ARNSZ A& LICt.

aws iot attach-policy \
--policy-name policy-name\
--target "certificate-arn"

4. QABME AtSol ddstedH Chs BZS A-AFLICH

o ## ### AWS loT AIS

0
« certificate-arn2 £A}st 2l

aws iot attach-thing-principal \
--thing-name thing-name \
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--principal "certificate-arn"

of| ol Z K

AWS loTE= CI2 =ANE AM25IE 2 FleetWise 0| 2F&fL|CH. of| 2k El X7t &
S5H7HLE AAIE = U&LICH a{Lt ] 7IZ 2 AIESE M FHE A
E =AM RIHER| &= HAl E2 75 EYS

S| A

O ol

18 & 2cI0|AE %
.I

I

$aws/iotf H Al
leetwise/
vehicles/

vehicleName /
checkins

$aws/iotf Publish
leetwise/
vehicles/

vehicleName /

signals

=
A-&stH eddo| S=E + JU&LICH

Y

Edge Agent AZE)
o{E At JEf HEE
o =HA[ofl HAIZLICE.
A2 A HEE T
E 2 H(protobuf)
Aoz mEtELICH
REMIEH LHE2 AWS
loT& Edge Agent

Hu

FleetWise & Z E 9]0

W R SHHME B &
StAAIL.

FX| OO|HE AZE
Hoi= o] FAof dl=
£ HlAIELICE.

=L
H I (protobuf) &4

2 wEHEILICH KA
& LI82 AWS 0T &
Edge Agent FleetWise
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LHME FESHMAIR.
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https://github.com/aws/aws-iot-fleetwise-edge/blob/main/docs/dev-guide/edge-agent-dev-guide.md#data-models
https://github.com/aws/aws-iot-fleetwise-edge/blob/main/docs/dev-guide/edge-agent-dev-guide.md#data-models
https://github.com/aws/aws-iot-fleetwise-edge/blob/main/docs/dev-guide/edge-agent-dev-guide.md#data-models
https://github.com/aws/aws-iot-fleetwise-edge/blob/main/docs/dev-guide/edge-agent-dev-guide.md#data-models
https://github.com/aws/aws-iot-fleetwise-edge/blob/main/docs/dev-guide/edge-agent-dev-guide.md#data-models
https://github.com/aws/aws-iot-fleetwise-edge/blob/main/docs/dev-guide/edge-agent-dev-guide.md#data-models
https://github.com/aws/aws-iot-fleetwise-edge/blob/main/docs/dev-guide/edge-agent-dev-guide.md#data-models
https://github.com/aws/aws-iot-fleetwise-edge/blob/main/docs/dev-guide/edge-agent-dev-guide.md#data-models
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=H BT FElolE & H-H
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$aws/iotf Subscribe AWS loTE O|
leetwise/ FleetWise F&X|0f| CH
vehicles/ gt Olo|Ef =& MAE
vehicleNa HAIZLICH RHE2 Ol
me /collecti 218t ool =& A|H|

on_schemes £ ASELICt.

$aws/iotf Subscribe AWS loT= O] Ao
leetwise/ CHSH C|3a O ojL|HA
vehicles/ E E FleetWise HlA|
vehicleNa sh|ct. %2k olzq{st
me /decoder_ ClZH DL HAEE
manifests A& gLt

A3 A

AWS |oT FleetWise & = APIE AFE5t04 RIS OHE £ U&LICH

/A Important

« A ZEO| Ao{oF st &t ZEIO| ACTIVE & EH0{0F B LICH RHMIEF HEE At ZH
m] o

[mm]

HL|HAEQ edZ |00k 5t C|AH OjL|HAE = ACTIVE ArEHodof
|.

_|
efLICH RtAlet 2= CIEZH ofLmAE M4 3 2E[E AESAL.
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/A Important
AlZHSt 7| Hofl ot ALE o R2l5HMIL.
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OfL|H| A E oF edZA|oof 5t 1 C|ZH OfLI|H|AE = ACTIVE &EfO40F

_|
42 Ol UTAS A4 3 #alg AL,

2. B Fo|M RS MEHEFLICE
t

3. XA 29 H0|X|0|AM R
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https://console.aws.amazon.com/iotfleetwise/
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/A Important
AE2 AFE 0 AWS loT sHE & LICH S O|§ 2| AFZ 0] 00| UE B AFH S loT AFE
of AAS MEHSI0 ST AHHFS 2 AFE S UOIO|ERLICE EE= CHE RIZ 0| S MEHS
B AWS FleetWise loT7} AFS 2 2 &F2Foi| CHEF A O|=E 2 AMAIEHLILCE.

2=
i i |
3. 250|MCIZH HUHAES M¥shch ClF0 HUHMAEE A% DY 7L

4. (M AE) A 492 AZHEIH 44 £7HE MELICH O] BHAIE TLFIH Aol AN
$ &442 F7hsHoF ZmlQlol BHZ E 4 Lot

5. (M AHE) EJLE Aol HZSHEIEI A Ef £7HE MEBLICH HFS THE FOIT BB £
The 4 Lt

6. CHee MearLict

AHEE AWS loT AFE 2 At Estedt YAo| MR & At QB AE Fdaliof gfLICH o] BAHIE AT

1. HMO| Z JIE WM 0152 YUTBILICH M BAS MAIsEIE, HA M MesrLrt
2. Ctee MeEc

ACHA|: AE 4l MM

2 2Alg 2ol
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/A Important
S MAIS Sof= QIS MO 7|2 cte2 = slof stLch RIE At THOl 7|2 AF=25t0d

- -O
AWS |oT& Edge Agent FleetWise A~ Z EJo{0f| M x2S Q4 LICT

AHE ME(AWS CLI)

AFE BE MeE CI2H LB AESE HAAE AF Z2E ALSol{of & LICH CreateVehicleAPI & 4
2 M85t AF S LY + JUELICH TS oMol ME AWS CLIZ(E) ASELICH

/A Important
AlEFet7| ™ol oS AL ol RelstMIL.

A DEO| ACTIVE &EHO{oF §FLICH RIM|Et HE= A& & M

xt =l ar
Mo a2 xS,
LIHAEQI ¢dZdE|o{0of 6t 0 C|ZH OjL|HAE = ACTIVE ArEH0{0}

S |2
FLICH RtMEt HE = C|ZH ofLHAE Hd & 2HE[E AESAL.

A S dYotciH Chs BE s A-dELict

file-nameg AZF FH0| ZEE JSON It O|F2 2 WHELICH

aws iotfleetwise create-vehicle --cli-input-json file://file-name.json

Example AH&F 7

-« (MEH ALE) associationBehavior 2 CtS & st = U&LCH.

- CreateIotThing— Xt 0| YA E|H AWS loT7t AWS loT A 2| X ID 0|22 MES
FleetWise AtS2 2 H4dErL|CH

- ValidateIotThingExists— 7|& A2 2 AL&30 AWS loT &
AZE AWS loT dd5t2{H CHE BES AT LICH ## ##2 BHED 42 AI2 2| 0|E2Z HE

[=N=)
TH L.
aws iot create-thing --thing-name thing-name
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https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_CreateVehicle.html

AWS loT FleetWise TR 7H0|E

X|ZSH K| eto™ AWS loT7} FleetWise A S22 X2 AWS loT AFE S MAIEFLICE

A Important

vehicle-nameg Ctg & SILIE HHHR M.
« MEZ292|0|& (AWS loT #ME associationBehavior B<).ValidateIotThingExists

+ associationBehaviorO|(7}) CreateIotThing(2)Z F+MHE B MM& xt2F IDILICH.

X IDE 1~100KHY = JU&LICH R &8t BAF: a—z, A-Z, 0-9, CH4 (-), ZE (), X EE ().
model-manifest-ARNS A E DE(Z2E OfL|HAE)S| ARNSZE WA FLICH
decoder-manifest-ARNS X|HE xtEF D2} 224E C|3H OjLIHAE S| ARNSE WA &L
Ct.

(MEH ALE )%’8% ZF 7504 Of
Ct. o€ 04 ™7| RIS E Al
"electrlc"}.

2 BEolM BHE Cf
x4

N N
8sots ¢ 4ol o3 22 I

/A Important

S4E 7HE ®Fol F7t

kel
s
e
e
b
e
il
Zt
I-IJ

I'I
©
x
b

_I.
fijo
o
1o
=I0I=l
L=]
m-
=
in|

{
"associationBehavior": "associationBehavior",
"vehicleName": "vehicle-name",
"modelManifestArn": "model-manifest-ARN",
"decoderManifestArn": "decoder-manifest-ARN",
"attributes": {

"key": "value"

}

}

&t

2 MAM(AWS CLI)
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024 At 44 (AWS CLI)

ol ofe] AtF S G + U&LICH CHE dAMoM=

r°l-

BatchCreateVehicleAPl 2212 Al 5}04
AWS CLIZ(E) AL EHLICtH

XS o O MAMSIE{H CFS By S AsistLIct
file-nameS 0] At2F 2| £440| £ & E JSON I} O|E 2= wH|5IAM2.

aws iotfleetwise batch-create-vehicle --cli-input-json file://file-name.json

Example &2 T4

{
"vehicles": [

{
"associationBehavior": "associationBehavior",
"vehicleName": "vehicle-name",
"modelManifestArn": "model-manifest-ARN",
"decoderManifestArn": "decoder-manifest-ARN",
"attributes": {

"key": "value"

}

1,

{
"associationBehavior": "associationBehavior",
"vehicleName": "vehicle-name",
"modelManifestArn": "model-manifest-ARN",
"decoderManifestArn": "decoder-manifest-ARN",
"attributes": {

"key": "value"

}

}

]
}

ZF Hi x| Zf 4ol chal Z|

CH
H(AWS CLI) MM FXSHMIR.

ofe] xhar A (AWS CLI) 92


https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_BatchCreateVehicle.html

AWS IoT FleetWise

JHeER 7Hol=

At AUC|O|E (AWS CLI)

UpdateVehicleAPl 242 AI835t0{ 7|& AHE 2 UO0|EE & U&LICH CHS o Aol M= AWS CLI

Z(E) AF &Lt
A S Yoo|EsiE{H Cl= WS AldstL|ct.
file-nameS A& F40| LEE JSON Il O|E 22 WA|5HAMIL2.

aws iotfleetwise update-vehicle --cli-input-json file://file-name.json

Example xt2F 7

« vehicle-name2 YO|O|EStE{= AE Q| IDE W A|5tM L.
o (MEH AL model-manifest-ARNE AHR S X REES wX|st= O AHR
OfL|HAE)S| ARNSZ A& LICH.

o (MEH AR decoder-manifest-ARNS X|E8H M #t3F 2T ¢4ZAE C|2H OL|HAE S| ARN

oZ mASML.

o (MEH AMEN AHEF attribute-update-modeSH 2 WA 5

Rl
to

=
* Merge— 7|&E £82 M S E YOO|ESIT M £50| ie™ FItstod M &

HErerict

dg 7|1E &doi

o€ £04, xtZFol {"color": "black", "fuelType": "electric"}oh@) Z &40| Y
1 AEFZ {"color": "", "fuelType": "gasoline", "model": "x"} HM8S=Z C|0|
EdtH Yool EE Aol £d2 Ctadt Z&LICh {"fuelType": "gasoline", "model":

"x"

« Overwrite— 7|& 82 M §482Z CHA|ELICE

0 & E0f, RtF0l| {"color": "black", "fuelType": "electric"}oH@) Z £40|
A 2 AFE Y {"model": "x"} HHSE UO|0|ESHH HO|O|EE R ZFH T S
{"model": "x"} &4d0| U&LICH.

"fuelType": "electric"}.

-~

&g MASHE{H attributeUpdateMode2(E) Merge(2)E FASIMIQ.

o
12 FIISHHL 71E §482 M 222 YO|0|ESIEd™ attributesE(E)
DA

o
E0{ ™MY| XS E A8t 32 4ol O3 U2 XIEE &= U&LIch

A& L0 E (AWS CLI)
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"vehicleName": "vehicle-name",
"modelManifestArn": "model-manifest-arn",
"decoderManifestArn": "decoder-manifest-arn",
"attributeUpdateMode": "attribute-update-mode"

}

o2 Xt AC|0|E (AWS CLI)

BatchUpdateVehicleAPI & At&35t0d 7|E RE 02 CHE B Hol| YOO|EE &= U&LICH CFHS
of| Mol M= AWS CLIZ(E) AFS &Lt

oic] AHF S Yo|O|EStE{H Chg BES A-AFLICH

file-name& O] AtZF 2| 70| L& E JSON I O|F 22 DA SHA L.
aws iotfleetwise batch-update-vehicle --cli-input-json file://file-name.json

Example xt2F 74

{
"vehicles": [

{
"vehicleName": "vehicle-name",
"modelManifestArn": "model-manifest-arn",
"decoderManifestArn": "decoder-manifest-arn",
"mergeAttributes": true,
"attributes": {
"key": "value"
}

},

{
"vehicleName": "vehicle-name",

o2 xH& OI0|E (AWS CLI) 94
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"modelManifestArn": "model-manifest-arn",
"decoderManifestArn": "decoder-manifest-arn",
"mergeAttributes": true,

"attributes": {

"key": "value"

}

xS

>
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HEe xEF Uo|o|E (AWS CLI) MM & ESHMIL.
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AWS loT FleetWise 2& = APIE AF25104 =2 AMNIE 4= &Lt

/A Important

AHZFO| AP K| [T AWS loTE &2 R L ZHH Q| M RIEFE FleetWise AHS 22 M| 7{EL|C.
AME L2 E5 MY 4l ot ! HE el S8 Oo|E =& &l ME MME A XML, 5t

X[BH RS2 04T15| A= E EXSEHLE Ab2 1 22 E[0] UELICEH. AWS loT CoreAt= AFA|0f
CHeF X|&2 AWS IoT Core 7Y At 740|E20| ALE ATKE A ESIML.
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r
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1. AWS loT FleetWise & 2 0|S&fLICH

2. A Fo|M RS MEHEFLICE

3. AF HO|X|oM AtKIGtE = AHE ol U= HES MEHFLICH

4. MXE MEHFLICH
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https://docs.aws.amazon.com/iot/latest/developerguide/thing-registry.html#delete-thing
https://console.aws.amazon.com/iotfleetwise/
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AH2F AFMI(AWS CLI)

DeleteVehicleAPI 2 Q&S At&st0 AtFE A ME + UELICH CFS oolM= & AHSELICHAWS
CLL.

AEF S AXlste{H ChE E-ES A>gc.
vehicle-name2 At N|5tEd= A& Q| IDE W A& LICt.

aws iotfleetwise delete-vehicle --vehicle-name vehicle-name

AtE HE 71X 2 71(AWS CLI)

ListVehiclesAPI 2 4E At&st0d Rt 0| A M E[R=X| & lE = U&LICH TS oXo] M= AWS
CLIZ(E) AtS &Lt

2 E xtEFol cHet Ho|X| Oi74Tl @of S5 AMStE{™ O3S BHES ALt
aws iotfleetwise list-vehicles

GetVehicleAP| Zr12 Ab&35t0d At ME S ZHME 4 UALICH CHS oM E AWS CLIZ(E) AF
gt

AtFo| HEHOIHE AMsied™ ChS BES AdeLict

vehicle-name& AM3IE{= X Q| IDE WAH|SHHIL.

aws iotfleetwise get-vehicle --vehicle-name vehicle-name

(® Note
O S ZIS UsAS ZraLich ChAl LaiM S HASICIELE HHE BHIE|X| o2
=T A&t

Rt AFAI(AWS CLI) 5


https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_DeleteVehicle.html
https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_ListVehicles.html
https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_GetVehicle.html
https://web.stanford.edu/class/cs345d-01/rl/eventually-consistent.pdf
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* CreateFleet

» AssociateVehicleFleet —

» DisassociateVehicleFleet — X} &F

LICE.

F
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=

« UpdateFleet — 7|& £2/0f CHst MHE AO|0|E

LICH.
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 DeleteFleet — 7|& ZEE2!I2 AMK||
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EOF
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FLCE.
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HEE AMELch
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https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_CreateFleet.html
https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_AssociateVehicle.html
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HI™ AIAE C|o|B{E BI7HE E2(A0|H HEE = U&LICH
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CECI2 220 A S3 EE= Timestream2 MEHSHL|C}.
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2 ME835to{ At E HIO|EHE F2|5t0] FAM|IQ TfEHE AEe = U&LICt 0& E0q Timestream2
A835tod xtE M= =Fof CHEt &2 OFE = U&LICH S0{2E= AHE O|o|EHE el AAZte
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Amazon Timestream

/A Important

AWS loT FleetWise0l TimestreamO G|O|E{E £ T5t0| = E< 02 HIO|E{E HIOIEE ™
S8 £ QUL HMA et Fodol CHE REMISE LI 2 AWS IoT FleetWise S A8 HA|
A HMo{E A ESML.

112


https://docs.aws.amazon.com/iot-fleetwise/latest/developerguide/controlling-access.html
https://docs.aws.amazon.com/timestream/latest/developerguide/what-is-timestream.html
https://docs.aws.amazon.com/timestream/latest/developerguide/what-is-timestream.html
https://docs.aws.amazon.com/iot-fleetwise/latest/developerguide/controlling-access.html
https://docs.aws.amazon.com/iot-fleetwise/latest/developerguide/controlling-access.html

JHeER 7Hol=

AWS IoT FleetWise

AL

oju

EtAAER] B0l dHEAM CHS

FLct.

od

SHS

etelAE 2 Hlo|E{# 0l4 0|2 BP
EHUAERS MulA HMAOM CHES 4

=
=

mHr

3EHA:

<ar

ol

L
__o=._

pa
ol
ol

&LCh.

FLICE.

et

_l

Of S 501

3

AL

FLE %

©°

® Note

gt gk M

L
__o=._

ol
ol
=

O|&0| fuelType?l B2 Y E/ 22 gasoline

| X2 ol

°

i

ICH 57| &tF £d1t FX

LICt =

F

=
=

Hr

113

|L|C}.

OF =]
==

F O|& otefod| Lt

o

=
|CH 100CH2| AtZFO| EA|ELIC ZmQlof =2

o| &t

knd

—

—

(@ Note
HA Zotof

Adst7|(




AWS loT FleetWise TR 7H0|E

4E|-7:||: ?:'.'E Ol AHAA

Auels BHE Foi= AF8AH 2= Blo| Zm|QIS AtZrofl HiaZsf{of grL|ct.

Am[elE BHE Foil= AAEX E= Elo| Am|elS xHFo HizZsloF gLict

o
=
2. HHZE AlEfstn ZmQlol HEE AT 22 FE O|0|H =& AZEX| AESHT &l

Zu2lo 173 At ol ClOIE £ TS YA| FXIstE{R ZH[Ql 29 HO[X|ofA] YA
Lick 24w Qlof HZE Kol HlOlE] 7S R7HSHEIEd R7HE MeBrLict

01>|
ml_m
:
J
I

A 2l & (AWS CLI)

CreateWorkGroup API 242 AI&3504 & 1
CLIZ(E) A+SELIct.

I
fjo

AMAIst £ Q& L|CH CF2 od|A|ol M= AWS

Amels Mg m Aol A =& & ol0IE{E Amazon S3(S3) EE= Amazon TimestreamOl| X{%H &
= UELICH TimestreamS ME45EH 70| AA|ZH XME2[7t 28t CI|0|EE MESHe S =T &5
M

7hsstH M7 22 Qe AlHIY TIO|E{HIOIAE AHEE 4= l&LICH YA =1 o &EY, ololH
78 2ot M58 #4E A AEZ|X|Z S3E MEHFIA2.
/A Important
AWS IoT FleetWise0l| S3 EE = TimestreamOl| G| O|E{E & H&0o| /= ZB<0i2F X2 Ci|O|E
£ MESE = USLICH AMA HE Fodof it REMEH LI 2 AWS oT FleetWiseE AtS &t
°—*1A‘||¢ Mo{E M.
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https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_CreateCampaign.html
https://docs.aws.amazon.com/iot-fleetwise/latest/developerguide/controlling-access.html
https://docs.aws.amazon.com/iot-fleetwise/latest/developerguide/controlling-access.html
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JHeER 7Hol=

Q1 A

/A Important

o Qe M8 0= UpdateCampaign APl 2 A& 3to4 ZHH Q12 &2l5H0
o

Ch REAIEH LHE2 2 Q) YO|0|E (AWS CLI) EHHE FESHMAL.

"name": "campaign-name",
"targetArn": "target-arn",
"signalCatalogArn": "signal-catalog-arn",
"collectionScheme": {
"conditionBasedCollectionScheme": {
"conditionLanguageVersion": 1,
"expression": "$variable. Vehicle.DemoBrakePedalPressure® > 7000",
"minimumTriggerIntervalMs": 1000,
"triggerMode": "ALWAYS"

},

"compression": "SNAPPY",
"diagnosticsMode": "OFF",
"postTriggerCollectionDuration": 1000,
"priority": 0,

"signalsToCollect": [

mo
-

ol M (AWS CLI)
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{
"maxSampleCount": 100,
"minimumSamplingIntervalMs": 0,

"name": "Vehicle.DemoEngineTorque"

1,

{
"maxSampleCount": 100,
"minimumSamplingIntervalMs": 0,

"name": "Vehicle.DemoBrakePedalPressure

iF
"spoolingMode": "TO_DISK",
"dataDestinationConfigs": [

{
"s3Config": {
"bucketArn": "bucket-arn",
"dataFormat": "PARQUET",
"prefix": "campaign-name",

"storageCompressionFormat":

O|=

Amel o2 Bt=

- signal-catalog-arng 415 72219 Amazon El&A

"GZIP"

=8 0HED Q= campaign-nameL 2 WA L|C.

O|E(ARN)2

« target-arn2 4% £3 £ AF O ARNSZ WH|ELICH

e« role-arng AWS loT FleetWise0l E}UAEZ! E{|0|E 2 | 0|E]

= &hod AldH o9t o] ARNS 2 1 &||EL|Ct.

e table-arng E}QUAEZ E|O|Eo| ARNCE W A|EL|C}.

"name": "campaign-name",
"targetArn": "target-arn",

"signalCatalogArn": "signal-catalog-arn",

"collectionScheme": {
"conditionBasedCollectionScheme": {
"conditionLanguageVersion": 1,

"expression": "$variable. Vehicle.DemoBrakePedalPressure'

"minimumTriggerIntervalMs": 1000,

mbs| k2
MEst = Qle
> 7000",

FL|C}.

:III_._l

o
jo

I

[o][]
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"triggerMode": "ALWAYS"
}
3,

"compression": "SNAPPY",
"diagnosticsMode": "OFF",
"postTriggerCollectionDuration": 1000,
"priority": 0,

"signalsToCollect": [

{
"maxSampleCount": 100,
"minimumSamplingIntervalMs": 0,
"name": "Vehicle.DemoEngineTorque"

},

{
"maxSampleCount": 100,
"minimumSamplingIntervalMs": 0,
"name": "Vehicle.DemoBrakePedalPressure"

}

1,

"spoolingMode": "TO_DISK",
"dataDestinationConfigs": [

{

"timestreamConfig": {
"executionRoleArn": "role-arn",
"timestreamTableArn": "table-arn"

}

}
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https://docs.aws.amazon.com/iotevents/latest/developerguide/iotevents-expressions.html
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TEJIROS2 Ho|E =2

type: sensor
datatype: Vehicle.ADAS.CameraStruct

description:

"A camera sensor"

myVehicle.ADAS.CameraStruct:
type: struct

description:

rr

B2

"An obstacle detection camera output struct"

{
Vehicle.ADAS.CameraStruct.msg:
boolean obstaclesExists
uint8[] image
Obstacle[30] obstacles

}

{
Vehicle.ADAS.Obstacle.msg:
float32: probability
uint8 o_type
float32: distance

}

st 2E OHIE E3A Hez= O Z&LTt

{
$variable. ‘myVehicle.ADAS.Camera.obstaclesExists"”
$variable. ‘myVehicle.ADAS.Camera.Obstacle[@].probability"
$variable. ‘'myVehicle.ADAS.Camera.Obstacle[1].probability"
$variable. ‘myVehicle.ADAS.Camera.Obstacle[29].probability"
$variable. ‘myVehicle.ADAS.Camera.Obstacle[@].o_type"
$variable. ‘'myVehicle.ADAS.Camera.Obstacle[1].o_type"
$variable. ‘myVehicle.ADAS.Camera.Obstacle[29].0_type"
$variable. ‘myVehicle.ADAS.Camera.0Obstacle[@].distance’
$variable. ‘myVehicle.ADAS.Camera.Obstacle[1].distance"
$variable. ‘myVehicle.ADAS.Camera.Obstacle[29].distance’

}
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i 21 4| 0|E (AWS CLI)

UpdateCampaign APl Z4Z AI&3t04 7|ZE AW QlE YOOI EE = AU&LICt O BE 2 AWS CLI
2(8) ArS gLt

« campaign nameg YO|O|EslEi= AW RIo| O|§2E WAELICEH
- actionE Lt & oiLtE CHARfLICH
- APPROVE— AWS IoT FleetWiseZ} O|& #t& L= SR 0| HHZE = Q== 5t AW IS 52
LI},

* SUSPEND— ZIH|QI2 LA SEEfLICH Am| Qo] AtZFolM AEln LA SEE Aw|Qloi| Z&
E 2E XAF2 Oole M&E

« RESUME— SUSPEND Zim| @l
E{E CtA| TS ELICEH

FAl g d3tefLict Zm|elo] 2 & Rl AEiR| =2 AtZ ol o o]

« UPDATE— &g ™Holst1 41529} ¢d4435t04 @l MO|o|EgL|C}.

aws iotfleetwise update-campaign \
--name campaign-name \
--action action

1. AWS loT FleetWise 2& 2 0|S &Lt

2. ErM EoAM AHmelg MEdFLCE

3. ZnQl Ho|x|ofA CHal ZmQlS MENSFLCE.
4. Delete2 MEHFILIC,
5

AKX FQI7I2 campaign-name?2(E) AKX Zm Q2 U=3E Otz =els MEigLICt

™| @l ACl|o|E (AWS CLI) 119


https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_UpdateCampaign.html
https://console.aws.amazon.com/iotfleetwise/
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Z4TH| 1 AMK|(AWS CLI)

DeleteCampaign API 242 At&35t04 2|2 AtK||e = Q&LICt CHS of|ofl= AWS CLIO|(7t) At

&L
AHLQlE AfXlsted™ Chg HES AL

campaign-name2 AKN|stEd= XA F | O|F 22 wAELIC

aws iotfleetwise delete-campaign --name campaign-name

Zim| Rl HE 71X 2 7|(AWS CLI)

ListCampaign2| APl 2/ 4S A& 5to{ Zim|Ql0| &K [} = K]
AWS CLIZ(E) A+ &rLCt,

2E AHQIS A2 HOoIXI7t HHE 29 S5 HM st

aws iotfleetwise list-campaigns

_>|'_|
o
02
HL
M
oy
1=
ok

GetCampaign APl 2f4& AL&3}o
At &t

FHIH|Q1S ZH M35l O} S mads AlsSH O},

campaign-nameg @AMstti= AW QI O|§ 22 WA ELIC.

aws iotfleetwise get-campaign --name campaign-name

(® Note
ol Zeie ZARE opHde ZresLich ChAl 2o Zme
=T A&t

lg HZSICIEHT HH2 HHEIX| o2

T 1 A X|(AWS CLI)
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https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_DeleteCampaign.html
https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_ListCampaigns.html
https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_GetCampaign.html
https://web.stanford.edu/class/cs345d-01/rl/eventually-consistent.pdf
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x2F O|O|E] 2| 2! A|Z+Hs}

10

AWS loT FleetWise& Edge Agent= MEHEl X ZF G|O|E{E Amazon Timestream = Amazon
Simple Storage Service(S3)E & & LICtH C|O[E{7} HIO|E S X|of| =&F6t™ CHE AWS AMHIAE
ArEZ35t04 CIOIEE AlZt&tstn 3RE = USLICH

TimestreamOi| A R & Cl|O|E{ %2

Timestream 50| =X 7HQ| A|H Y HIO|E{ ZRIEE X‘l"*%P_T’_ EME £+ Qe 2t ZEI-E AlA
A Clo|E{Hlo|AILICH OIo|E{= o] & 2l5t= EIY | & EILICH Timestream2
A2 35to4 xH2f Cl|O|E{E FEl5tod RiZHof CHEF S&=E —1‘- U&LICH REMIEH LHE 2 Amazon

TimestreamO|Zt FOIULITNI?E FHESIMS

ne |>'
mm

Timestream2 2 M4 k= 7|2 O|o|E| A7|Otol= CF2 Ze 7 Zet=L|ct

ZE ol& ol K3 Description

eventId varchar ClolE{ =% o|H E 9|
ID.

vehicleName varchar CllO|IE{ 7} =&IEl XH&
9| ID.

name varchar Edge Agent 2 ZE Q|
017} CIlO|EHE &5t
= Ol Ar8 5t o 2l
o| 0|E.

time El AR T Clo|Ef ZQIE Q| EI &
AEHIOIL|C}

measure_name varchar 25 9| o|F L.

measure_v bigint M+ Yol tlz gt

alue::bigint

measure_v double o2 fd9 Az 4t
alue: :double
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https://docs.aws.amazon.com/timestream/latest/developerguide/what-is-timestream.html
https://docs.aws.amazon.com/timestream/latest/developerguide/what-is-timestream.html
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Zc 0|2 ClolE & Description
measure_v boolean 22 889 s gL

alue: :boolean

TimestreamOi X{ & El X2 O|O|E{ AlZ 3}

O|E{7} Timestream2 2 M&E | CFS AWS AHH|AE AFE35104 O|O|E{E AlZ S, ZLIER

1O s A 2N
SFE = U&LCh

Ar >t
1x ol
o

bl

Grafana 2= Amazon Managed GrafanaE AF& 3504 CHA|EE 9| C|O|EHE AlZtststn 2 LIE{-
g 2 Q& LICH B Grafana CHAIEEE AFE 6104 048] AWS A A (0: Amazon CloudWatch &
Timestream) 2! 7|E} Ci|O|E{ AA 0| T|O|E{E A|Z&tE = Ql&LICH

« Amazon QuickSight& At&35t0{ CHA|EEO| O|O|E{ & BA5t T AlZHEHgfLCt

S30i| A X+ Cl|O|E ®{E]

H0|E{E ME st B35t X AEE|X| MH[AILICE CO|E] 20|
 OIE{Z 2lo|= o Z2|AH|0|M, AWS IoT C|HIO|A, Bl T|O|Ef M S C} Y
Bt MQ ME#IOiIH S3E AT £ USLICH HIo|EE S30] HZ! 2| |2 KEHEILICEH RFMIEH L2

5t 4= Q
Amazon S3Et £AIQI71?7& & XML

Amazon S3& -°|"_3PE Lol

Amazon S32 M& Ll 7|2 0| A7|Otole 2 ZEeJt ==Lt

ZC 0l& ClolH |3 Description

eventId varchar Cllo|E =%! o|H E 9|
ID.

vehicleName varchar Cllo|E7 =&El xt&F
9| ID.

name varchar Edge Agent AT E2|
047} CllO|EE +=%l5t
= O ArE st 2 2l
O| O|E.
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https://docs.aws.amazon.com/timestream/latest/developerguide/Grafana.html
https://docs.aws.amazon.com/timestream/latest/developerguide/Quicksight.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/Welcome.html

AWS loT FleetWise Hefxt 7tol=
ZC O|& ClolEH |/ Description
time El AR T Clo|E| ZRIE Q| El Y
AEBHZ QI |C}
measure_name varchar 25 0| O|F ULCt
measure_v bigint M+ 8o B gL
alue_BIGINT
measure_v double H=E |9 &Mz gt
alue_DOUBLE
measure_v boolean 22 /8o dE %
alue_BOOLEAN
measure_v struct TEA ol AME
alue_STRUCT ok
S3 A Al
AWS loT FleetWise= & C|O|E{E S3Z M&35HH S301 Cl|O|E{7} & 2 K& ElL|CH E||0|E-|§
FotAH AlHE5tE 2| URIE AHE5H0{ T QoM CIOIEE &2 &= J&LICH S3 A URI EAI2 =

ZlEl H[Oo|E{7t HIE Y 0Bl x| E== AME[E Cllo[E{ I X|of 2t & 2k &L C.

H|&& ol o|E

HFAlO
o ==

T
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o

|Bi= Ol2] Zelx|x| &

Fw

Amazon lon I} o| A5 O|O|E{2} & 74 AWS loT FleetWise 2 7 FE._|

o

A HAIXlE

2 S30i| A& ELICH S3 AA = Z4 A5 & LIEHLHH Hio|L 2= /2 EELICH

H|Z3& o|O|E{ S3 ZiX|| URIE CIS A2 AIS

gfLict

s3://bucket-name/prefix/unstructured-data/random-ID-yyyy-MM-dd-HH-mm-ss-SSS-

vehicleName-signalName-fieldName

Z 8301 MEFELICt o|Olx| EEE HIC|22H &2 ChYE
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—
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~elE HlolH

el Clo|E{= s30l MY EIH HAIXRIE A5, EZ, Hetst= M2l BAE HELICH AA S50 &
== %2l ClolEe] o Lct.

S3Z2 M&E Oo|E= 2 102 5ot HHZE BZEE LiEtH = A2 XMEELICH 7[2Xe

2, AWS IoT FleetWise= S30{| 7HXME A2 7| ™o UTC AlZt HSFAFE year=YYYY/month=MM/
date=DD/hour=HH @A 2 FI}EILICt O HF A= HAo| =2/ A& £ X E Mdst=dl, HAS
TZ= Lol M &2 Al(/) St 8t HIEs S g Lct A2l clo|E{ol= HIHE Slo|&{of cHEt S3 24
A URIZ =Z & ELct.

AMElE HIolH 83 A URIE CHS EAlg AASELICH

s3://bucket-name/prefix/processed-data/year=YYYY/month=MM/day=DD/hour=HH/
part-0000-random-ID.gz.parquet

2l Al O|O|E

Z2|0|E|E Clo|E2t = St= Al OIO|E{= Amazon lon Tt YoM =&l Cllo|E{ L|ct. 2 A| T O]

EIE At&5to EXE sliZstHL 27 e 2= QIS mtate = JU&LCH

=

Al HIOJE] S3 ZA| URIE CHE SAIE AASELICH

s3://bucket-name/prefix/raw-data/vehicle-name/eventID-timestamp.10n

830l ME &l A& Cllo[E 24

A2 CIOIE{7H S32 TS E Fol CHE AWS MEIAE A 5t04 CIOIEIE ZLIER), #4 W 3R
o

Amazon SageMakerE At&35t0{ CIR2AEZ H0|E X|E & 7|A &&ML) HIEZE <5l CIO|HE

=& 4 FAMFLCH
RtMIEH LI 2 Amazon SageMaker 7HEE At SHLHMO|AM CHS FHIE FHZSHMIL.

- Clo|E 2|
- 71A ste 2E &

- olgix| gllol= x|
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https://docs.aws.amazon.com/sagemaker/latest/dg/processing-job.html
https://docs.aws.amazon.com/sagemaker/latest/dg/train-model.html
https://docs.aws.amazon.com/sagemaker/latest/dg/sms-label-images.html
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Amazon AthenaS AI23504 O|O|E{E AWS Glue A E 8 7IEI2 3551 BEMSIAAL. 7|EXo =2
S30] 7|SE ZAol= 7I-2f Mol S22 HAAE O|o|E ZEE EZ&35H= Apache Hive AEHY AlZt 1}
E|MO| Ql&LICH

KtM[EF L& 2 Amazon Athena AHE B MM CHE FHE HESHAML.

 AthenaO M CIO|E{ 2&
« AWS Glue=2(E) AH&3+04 Amazon S32| H|0|E{ £ A0 Y44
« AWS Glue2t(1}) &7l AthenaZ AFS & o] = AbE|

Amazon QuickSightE Al &304 Athena El|O|E& & S3 HHZ!2 & 210 CIOIEE AlASHE = U&
L|CH.

® Tip
Amazon QuickSight= Apache Parquet @412 X|#5tX| 22 = S30i|M &Y el= < #t
2 CI|O|E{7 JSON & AIRIX| & QIEFLCt.

XtMIEE LI 2 Amazon QuickSight AHE AEMH|M CHS FXE F = 5tA

o

o KL= OIOIE AA

« CoJEf &4 MY
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https://docs.aws.amazon.com/athena/latest/ug/partitions.html
https://docs.aws.amazon.com/athena/latest/ug/data-sources-glue.html
https://docs.aws.amazon.com/athena/latest/ug/glue-best-practices.html
https://docs.aws.amazon.com/quicksight/latest/user/supported-data-sources.html
https://docs.aws.amazon.com/quicksight/latest/user/create-a-data-source.html
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Syntax error: value,
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"Version": "2012-10-17",
"Statement": [
{
"Sid": "Stmt1603902045292",
"Action": [
"kms:GenerateDataKey*",
"kms:Decrypt",
"kms:DescribeKey",
"kms:CreateGrant",
"kms:RetireGrant",
"kms :RevokeGrant"
1,
"Effect": "Allow",
"Resource": "*"
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aws iotfleetwise put-encryption-configuration --encryption-type
FLEETWISE_DEFAULT_ENCRYPTION
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aws iotfleetwise put-encryption-configuration —kms-key-id KMS key id —encryption-type
KMS_BASED_ENCRYPTION

Example S&

{
"kmsKeyId": "customer_kms_key_id",
"encryptionStatus": "PENDING",
"encryptionType": "KMS_BASED_ENCRYPTION"
}

KMS 7| Z3*=H

KMS 7|2 ZHE ol 2|48t ClS MHE KMS 7| HEHof| F£7}5H0F AWS IoTOAM S & 4~ &L
C}. FleetWise

"Sid": "Allow FleetWise to encrypt and decrypt data when customer managed KMS key
based encryption is enabled",
"Effect": "Allow",
"Principal": {
"Service": "iotfleetwise.amazonaws.com"
.
"Action": [
"kms:GenerateDataKey*",
"kms:Decrypt",
"kms:DescribeKey",
"kms:CreateGrant",
"kms:RetireGrant",
"kms :RevokeGrant"

1,

"Resource": "*"

AWS FleetWiseloT2t &7H A& KMS 7| H2E TE 5= Widof CHE XHAIE LI 2 AWS Key
Management Service 7HE X} eFHLHA Q| 7| A B8 2 R T SHAA.
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"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": [
"iotfleetwise.amazonaws.com"
]
},
"Action": [
"s3:ListBucket"
1,
"Resource": "arn:aws:s3:::bucket-name"
.
{
"Effect": "Allow",
"Principal": {
"Service": [
"iotfleetwise.amazonaws.com"
]
},
"Action": [
"s3:GetObject",
"s3:PutObject"
1,

"Resource": "arn:aws:s3:::bucket-name/*",

"Condition": {
"StringEquals": {
"aws:SourceArn": "campaign-arn",
"aws:SourceAccount": "account-id"
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"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": [
"iotfleetwise.amazonaws.com"
]
},
"Action": [
"s3:ListBucket"
1,
"Resource": "arn:aws:s3:::bucket-name"
.
{
"Effect": "Allow",
"Principal": {
"Service": [
"iotfleetwise.amazonaws.com"
]
},
"Action": [
"s3:GetObject",
"s3:PutObject"
1,
"Resource": "arn:aws:s3:::bucket-name/*",
"Condition": {
"StringLike": {
"aws:SourceArn": "arn:aws:iotfleetwise:region:account-id:campaign/*",
"aws:SourceAccount": "account-id"
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"Version": "2012-10-17",
"Effect": "Allow",
"Principal": {
"Service": "iotfleetwise.amazonaws.com"

},

"Action": [
"kms:GenerateDataKey",
"kms:Decrypt"

";ésource": "key-arn"
}
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« trust-policyg& M= HMZ ZeE JSON It = wA[EL(CEH

aws iam create-role --role-name TimestreamExecutionRole --assume-role-policy-document
file://trust-policy.json

"Version": "2012-10-17",
"Statement": [
{
"Sid": "timestreamTrustPolicy",
"Effect": "Allow",
"Principal": {
"Service": "iotfleetwise.amazonaws.com"
b
"Action": "sts:AssumeRole",
"Condition": {
"StringEquals": {
"aws:SourceArn": [
"arn:aws:iotfleetwise:region:account-id:campaign/campaign-name"
1,
"aws:SourceAccount": [
"account-id"
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aws iam create-policy --policy-name AWSIoTFleetwiseAccessTimestreamPermissionsPolicy --
policy-document file://permissions-policy.json

"Version": "2012-10-17",
"Statement": [
{

"Sid": "timestreamIngestion",

"Effect": "Allow",

"Action": [
"timestream:WriteRecords",
"timestream:Select",
"timestream:DescribeTable"

1,

"Resource": "table-arn"

"Sid": "timestreamDescribeEndpoint",

"Effect": "Allow",

"Action": [
"timestream:DescribeEndpoints"

1,

"Resource": "*"
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aws iam attach-role-policy --policy-arn permissions-policy-arn --role-
name TimestreamExecutionRole
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"Version": "2012-10-17",
"Statement": [
{

"Sid": "ViewOwnUserInfo",

"Effect": "Allow",

"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"

]I

"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]

"Sid": "NavigateInConsole",

"Effect": "Allow",

"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_compare-resource-policies.html
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/programs/
https://docs.aws.amazon.com/artifact/latest/ug/downloading-documents.html
https://aws.amazon.com/quickstart/?awsf.filter-tech-category=tech-category%23security-identity-compliance
https://docs.aws.amazon.com/whitepapers/latest/architecting-hipaa-security-and-compliance-on-aws/welcome.html
https://docs.aws.amazon.com/whitepapers/latest/architecting-hipaa-security-and-compliance-on-aws/welcome.html
https://aws.amazon.com/compliance/hipaa-eligible-services-reference/
https://aws.amazon.com/compliance/hipaa-eligible-services-reference/
https://aws.amazon.com/compliance/resources/
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https://d1.awsstatic.com/whitepapers/compliance/AWS_Customer_Compliance_Guides.pdf
https://docs.aws.amazon.com/config/latest/developerguide/evaluate-config.html
https://docs.aws.amazon.com/securityhub/latest/userguide/what-is-securityhub.html
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-controls-reference.html
https://docs.aws.amazon.com/audit-manager/latest/userguide/what-is.html
https://aws.amazon.com/about-aws/global-infrastructure/
https://docs.aws.amazon.com/timestream/latest/developerguide/what-is-timestream.html
https://aws.amazon.com/security/
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MgsHe 74% VPC2} AWS FleetWise loT 7t| EAle MX o2 HELT Lo £ELICH AWS
Zt VPC AEZQIE = StLt 0|4 o] EF2dX LE 2T IE{H0|A(ENI) ¥ VPC MELIO| mato|H! IP
AR 1%_4 =[S

CIE{H|O|A VPC A= X QIE = QIE{L! H|O|EH| O], NAT C|H}O|A, VPN @32 _._E 172 FleetWise §
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https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/infrastructure-protection.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/infrastructure-protection.html
https://docs.aws.amazon.com/STS/latest/APIReference/Welcome.html
https://docs.aws.amazon.com/AmazonVPC/latest/UserGuide/vpce-interface.html
https://docs.aws.amazon.com/AmazonVPC/latest/UserGuide/vpce-interface.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/using-eni.html
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CIE{H|O|A VPC AIEZQIEE MMt = =X QIE0| Z20|H! DNS SAE 0|E2 EM5t5tH 7

|
2 AWS loT AIEZQIE T} VPC FleetWise QIEZQIEZ EHOIEIL|CH. AWS l0T2| 7|& AMH|A 0|5 2
E X QIEE C}2 FleetWise EAIQLICE.

iotfleetwise.Region.amazonaws.com

IZ7I0|H! DNS SAE O|E2 A235K| = 32 Amazon VPCE CI2 Ao 2 A28 £ 2/= DNS
A= xZQlE 0|2 MBEHLICH

VPCE_ID.iotfleetwise.Region.vpce.amazonaws.com

REMIEH LHE 2 Amazon VPC AHE A A 2| QIE{H|0|A VPC QIE (AWS PrivateLink) & & =35}
AAIL.

AWS loTE VPC LS| 2= API Zd0i| CHEF &2 FleetWise X|EFLIC}H.

VPC l= ZOIE A VPC A= Z oI 0] 4745104 IAM H o Fa|of CHEF AMAS Mofg 4 U
Lic}. Eot 188 VPC A ZQIE o oiZdstod IP R4 WIS e UEST EjTlol AAg)CiAE
7o E olHhR E U ofRHHEE HMAS FofE £ AUALICH RHAMIE HEE VPC = ZolES

Sall MH[A0 CHEF HA|A Ko{E FHESHMR.

loTE &t VPC A =EXQIE A MM AWS FleetWise
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XMt HE = Amazon VPC AHE B M| VPC RIE X QIEE S35l AH[A0| CHEF HA|A Ko{E Ff
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https://docs.aws.amazon.com/vpc/latest/userguide/vpn-connections.html
https://docs.aws.amazon.com/directconnect/latest/UserGuide/create-connection.html
https://docs.aws.amazon.com/AmazonVPC/latest/UserGuide/vpce-interface.html#create-interface-endpoint
https://docs.aws.amazon.com/AmazonVPC/latest/UserGuide/vpce-interface.html#create-interface-endpoint
https://docs.aws.amazon.com/vpc/latest/userguide/vpce-interface.html
https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_Operations.html
https://docs.aws.amazon.com/vpc/latest/userguide/vpc-endpoints-access.html
https://docs.aws.amazon.com/vpc/latest/userguide/vpc-endpoints-access.html
https://docs.aws.amazon.com/vpc/latest/userguide/vpc-endpoints-access.html
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Example — X|’'HE HHEHSZEEQ ZE HMAE HESI= VPC AEXQIE MM AWS
CHE VPC AEXQIE HMR A= ZQIEE M8t ZE API 3E2 AWS H™E 123456789012 74
2ot
{
"Statement": [
{
"Action": "*",
"Effect": "Allow",
"Resource": "*",
"Principal": "*"
1,
{
"Action": "*",
"Effect": "Deny",
"Resource": "*",
"Principal": {
"AWS": [
"123456789012"
]
}
}

Example — K| El 20t FX|(AFE AH 0| CHEHAZH VPC HMIAE §{&3t= VPC AE=EXQIE 2

## VPC #####t ### #4# 123456789012# ## HUH##A#H #HE HH## #####. AWS CIE RE |IAM
ZA7I AEEZQIEN HMASHE ZHdE HESHLICE.

{
"Statement": [
{
"Action": "*",
"Effect": "Allow",
"Resource": "*",
"Principal": {
"AWS": [
"arn:aws:iam::123456789012:usexr/lijuan"
]
}
1]
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Example — loT AWS %12 2|8t VPC AEXZQIE A FleetWise

CI=S2 AWS [0TE @I8t IEZQIE XA O| FleetWise 0| AMQULICH #a##ntt #ust ## # ###
123456789012## IAM ### FleetWise# ### AWS IoT FleetWise ### ## H## HHH HHHY
#. AWS ##

"Statement": [
{
"Principal": {
"AWS": [
"arn:aws:iam::123456789012:usexr/fleetWise"
1,

"Resource": "*",

"Effect": "Allow",

"Action": [
"iotfleetwise:ListFleets",
"iotfleetwise:ListCampaigns",
"iotfleetwise:CreateVehicle",
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https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/shared-responsibility-model/
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https://docs.aws.amazon.com/iot/latest/developerguide/security-best-practices.html
https://docs.aws.amazon.com/iot/latest/developerguide/security-best-practices.html#device-clock

AWS loT FleetWise TR 7H0|E

AWS loT FleetWise 2 L|E{Z

AWS IoT FleetWise L/ CIE AWS £F MO AMEM, 7128 U M52 fX|5te{H ZLIE{ZI0| 52
LICH. AWSE AWS IoT FleetWiseE ZLIE{2!5t 1, 0|4 0| /2 | 0|2 Z
TxE FE U ECIST L2 ZLIEE E-TL% N3 ghuct,

« Amazon CloudWatch= AWSO0I| A A& st= AWS 2| AL O E 2|71 0]4M
gL XEE 8 U FH5t D, ASX XE HAEEE M8 = e, RI™E X|E7t X
gt UAZLo| =S AL XA L E|HLE ZXIE F[HE BEE HHEE = U
CloudWatch0ll A Amazon EC2 QIAEIAO| CPU Al EE= J|EF X|EE FXM5lT TR I RIS
OF M QUAEAE AIRTE £ QI&LICH REAMIE LHE 2 Amazon CloudWatch AFR MHME & X5t
M.

 Amazon CloudWatch LogsE A& 304 Amazon EC2 QIAEIA  CloudTrail, 7|Et AA 9| 27 1t
g DLEZ, MY L HMHAE £+ Q&LICH CloudWatch LogsE 21 TS| MEE 2 LIE-St D
S dztoll T2 5tH AASRto|H L= = A& EF 0 73 e AEEX|of 23 0|
E{1E MEE & &LIch XAISH LI 2 Amazon CloudWatch Logs AFHE MM E T A2

» AWS CloudTrails AWS HIE0IM E& 0| HEE CHalsto] +-E AP
gt 22 LM AFEXE7}F X8 Amazon S3 HHZl0l 21 mhle MEE
HZHO0| AWSE SEFM=X| 0H AA |IP FA0| SZ0| O|F 0 =X| A
g 2 Q& LICH REAIBH LI 2 AWS CloudTrail AHE MEME HE3FHAML.

>|_

Amazon CloudWatchZ AWS loT FleetWise 2 L|EZ!

Amazon CloudWatch X|E&= AWS 2|40t T Hs58 ELEZ = Y ILICH AWS IoT FleetWise

X|EE CloudWatch0l & &L Ct. AWS Management Console, AWS CLI EE= APIE A& 75104
AWS loT FleetWise7} CloudWatchZ & 5t= X|EE LIEE = U&LICH XHAMIEH LHE2 Amazon
CloudWatch AL MBEAME &= OH‘HO

/A Important

AWS loT FleetWise7} K|
U2 MY 72 MM

v

ar
E=23
=

£ CloudWatchZ &8 &= U E M™HE 7 d56HoF gFL|c REA
HZESAMLR.

AWS/IoTFleetWise HIQAH O|AO Z& =l X|E= Ct=20 Z&LCH

CloudWatch& At&3t0{ ZLIEE 177


https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/
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https://docs.aws.amazon.com/general/latest/gr/iotfleetwise.html
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VehicleNotFound

Campaigninvalid

CampaignNotFound

Description

2% S7A: Sum

Description
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XE Description

TimestreamWriteError AWS loT FleetWise7} x2S 2 £ E{ Amazon
Timestream E{|O|E0f H|A|X|E 7|E 5 K| 23
&Lt
EHRL: 7H

x}24: DatabaseName, TableName

S3WriteError AWS loT FleetWise= xIZF0{ A Amazon
Simple Storage Service(S3) HHZ!0of| HIA|X|E A
X| A& LCE

=T

#}2: BucketName

S3ReadError AWS loT FleetWise7} Amazon Simple Storage
Service(S3) HZ!0 M xtZFo| A 7|& ¢4X| 2
W&o

£l o)

%} 2: BucketName

T a2 AWS KMS £ X|E&

XE Description

KMSKeyAccessDenied AWS KMS 7| M A 7HE 27 E 0o AWS
loT FleetWise7} xt& 2| H|A[X|E Timestream
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{ $.logLevel = "ERROR" }

Elil
mo

ZEf T34 Mol cHEt XEAIEH LH& 2 Amazon CloudWatch Logs AHE MAEAM Q| ZE THE
%

{
"accountId": "123456789012",
"vehicleName": "test-vehicle",
"message": "Unrecognized signal ID",
"eventType": "MODELING_ERROR",
"logLevel": "ERROR",
"timestamp": 1685743214239,
"campaignName": "test-campaign",
"signalCatalogName": "test-catalog",
"signalld": 10242
}
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VEHICLE_NOT_FOUND
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CAMPAIGN_INVALID
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TIMESTREAM_WRITE_ERROR
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"Version":"2012-10-17",
"Statement": [
{

"Action": [

"jotfleetwise:PutLoggingOptions",
"iotfleetwise:GetLoggingOptions"
1,

"Resource": [

" n

1,
"Effect":"Allow",

"Sid":"IoTFleetwiselLoggingOptionsAPI"

"Sid":"IoTFleetwiselLoggingCWwL",

"Action":[
"logs:CreatelLogDelivery",
"logs:GetLogDelivery"
"logs:UpdatelLogDelivery",
"logs:DeletelLogDelivery",
"logs:ListLogDeliveries",
"logs:PutResourcePolicy",
"logs:DescribeResourcePolicies",
"logs:DescribelogGroups"”

1,

"Resource":[

"y n

1,
"Effect":"Allow"
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aws iotfleetwise get-logging-options
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aws iotfleetwise put-logging-options --cloud-watch-log-delivery
logType=ERROR, logGroupName=MyLogGroup
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"eventVersion": "1.05",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::111122223333:assumed-role/Nikkiwolf",
"accountId": "111122223333",
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"accessKeyId": "access-key-id",
"userName": "NikkiWolf"
},
"eventTime": "2021-11-30T09:56:35Z",
"eventSource": "iotfleetwise.amazonaws.com",
"eventName": "AssociateVehicleFleet",

"awsRegion": "us-east-1",
"sourceIPAddress": "192.0.2.21",
"userAgent": "aws-cli/2.3.2 Python/3.8.8 Darwin/18.7.0 botocore/2.0.0",
"requestParameters": {
"fleetId": "f1234567890",
"vehicleId": "v0213456789"
},
"responseElements": {
},
"requestID": "9f861429-11e3-11e8-9eea-0781b5c@ac21",
"eventID": "17385819-4927-41lee-a6a5-29m10br812v4",
"eventType": "AwsApiCall",
"recipientAccountId": "111122223333"
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