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https://console.aws.amazon.com/iotfleetwise/
https://console.aws.amazon.com/iotfleetwise
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M T E(AWS CLI)
oll A HIE AWS CLIS = 5104 MR TAEHLICH

AY SSS 215 1AM Mt M

RegisterAccount APIE 83XMo 2 S &5t2{H IAM H3 ZMof
iam:CreateServicelLinkedRoleE X &5l of °*I_II:} O| APIE= CloudWatchoil AWS loT FleetWise
[o | o 7;||x-|o.|| AHA-IoI- ||:|. 7;||x-|o| A-l_T'_X-IOE %gﬂ

RIEE A M= o ASEE Muls AE HAES
RAEX| &0l5l2{™H GetRegisterAccountStatus APIE &35t S8 AE|7} QK| &g
CIREGISTRATION_SUCCESS.

CtZ oMol A= RegisterAccount 2of CHEt HEHE MHSHY| *IFt ME HM EMHE EoiE L

ClGetRegisterAccountStatus.

"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"iotfleetwise:RegisterAccount",
"iotfleetwise:GetRegisterAccountStatus",
"iam:CreateServicelinkedRole"

1,

"Resource": [

"

M F&(AWS CLI) 15
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MH|A 247 248t 2 CloudWatchOll AWS IoT FleetWise X|E & H|A|5H= o|od
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Ch. RbMIEH LH2 2 AWS IoT FleetWiseOf| CHEH MH|A @473 248t Al
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aws iotfleetwise get-register-account-status

Example response

"accountStatus": "REGISTRATION_SUCCESS",
"creationTime": "2022-07-28T11:31:22.603000-07:00",
"customerAccountId": "©12345678912",
"iamRegistrationResponse": {

"errorMessage": ,
"registrationStatus": "REGISTRATION_SUCCESS",

"roleArn": "arn:aws:iam::012345678912:role/AWSIoTFleetwiseServiceRole"

.
"lastModificationTime": "2022-07-28T11:31:22.854000-07:00",
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« REGISTRATION_SUCCESS - AWS E|AATI MBXMoZ SEL|UELICE.
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Al A3l FM 2.

A FH(AWS CLI)



AWS loT FleetWise TR 7H0|E

IPv6E AF&3101 AWS IoT FleetWisedl 273

CIE{Y T2 E 2 K 6(IPv6) L IPVAE S5 AWS loT FleetWise® S 41510 BIAAE BEIE 2 9
&LICLIPVE IPv4 U ABHAIEZQIEE |Pv6 L IPv4E S35l AWS loT FleetWise APIsOf| CHEH &
£ K|HELICH IPv6E S sdloes 71 2Z0| B0tz X| & LCt.

|S 0| U= AHAICH IP E&ELICEH IPv4Q| 71 F=
b =

=2l A7} 32H|IE QI S0 128H]|
FLICH IPVAE 4.29 x 1009 TAE MAME i

Pl
OH
o
C U

EQ|ZIFA BUE AN 4 Ql= HiH |Pve= 3.4 x 10738
FAE JHE £ d&Lct

HAEE Zgel A=EEZQIEof CHEE IPVvE AP =74

IPv6 Z2EZ X|2 7AEE ZQl A=z QlEo| Cia A S 2 EAMetELICH HEE EQ|2 22t
O|EN AEZQIEE AISE = M O|E FEAI(SNI) 22 XMEBafok gL|Ct 22I0|E = SNI
EEE AI85t0o{ ¢d2F FQI M| O|E 1 Yt A= ZQIEE AIBSIEX| OfL|H T AB A= 2O
EE MN83IEXIE LIEI &= QUELICH T AR AEZOIE AIEE(E) XML

AWS PrivateLink 2 Eof CHst IPve X|H

AWS IoT FleetWiseE & Al235l04 QIE{H 0|A VPC 2= Eof CHEt IPve & Al R|ELICH AWS
PrivateLink.

IPv6 4 S HAE

Linux/Unix EE= Mac OS XE AI835t= 42 CFS o|A|QF 20| curl HHEE AIE35H04 IPv6E Sall 7
AEHAEZOIE O] HMAE £ Q! A

curl -v https://iotfleetwise.<us-east-1>.api.aws

CHS ofX|2t FAHEE HE & 7IMELICH IPv6E Sall 914E 32 Qe IP FAE IPve T4t ElL
CH.

* Host iotfleetwise.us-east-1.api.aws:443 was resolved.

* IPv6: ::ffff:3.82.78.135, ::ffff:54.211.220.216, ::ffff:54.211.201.157

* IPv4: (none)

*  Trying [::ffff:3.82.78.135]:443...

* Connected to iotfleetwise.us-east-l.api.aws (::ffff:3.82.78.135) port 443
* ALPN: curl offers h2,http/1.1

IPv6 with AWS loT FleetWise At& 17


https://www.rfc-editor.org/rfc/rfc3546#section-3.1
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CHE X2t 20| ping HEE Ar&E 5104 IPv6

8%
P+ AUEX|HAEE + &L

Microsoft Windows 7 EE & Windows 102 Al &35tE

EE IPVE S8l FU A A= ZQIEOf HA|A
ping iotfleetwise.<us-east-1>.api.aws

IAM HA0{| A IPv6 T4 AFE

2laA0f IPV6E AFESHT| ol IP T4 EHE— AIZEE 2

Zlo] QEX| EQlslofF BLICH IMSZ HAMA HeteE BElste dH 1| CHE XHHIoF LH 2 AWS IoT
FleetWise 2| Identity and Access Management EHd& & X 5HM 2.

IP =AE ZEJSE IAM HM2 1P T4 T GAMXIE AFRELICEH CHS HAM2 1P A 74 o4t
KIE AIE25101 HEElE IPv4 TA2|54.240.143 . * HRIE AHELICH DE IPve TA7 HEE
2|E Blo{LtE 20| HAE2 IPv6 TAE AFE8H SAIZ WX|ELICH

JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Sid": "IPAllow",
"Effect": "Allow",
"Principal": "*",
"Action": "iotfleetwise:*",
"Resource": "arn:aws:iotfleetwise:us-east-1:111122223333:*",
"Condition": {
"IpAddress": {"aws:Sourcelp": "54.240.143.0/24"}
}
}
]
}
IPv6 =AE T 35240 CHS oflX|QF 20| IPv4(54.240.143.0/24) X! IPv6(2001:DB8:1234:5678::/64)
4 HQIE BT 5ISSES MM X7 248 +WE 4 UsLict

"Condition": {
"IpAddress": {

IAM H20{| M IPve T4 ALS 18


https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements.html#Conditions_IPAddress
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"aws:Sourcelp": [
"54.240.143.0/24",
"2001:DB8:1234:5678::/64"

IPv6 2! IPv4E E3H AWS loT FleetWise APIsOi| CHEH £
OZ2 |Pv4 EE IPv6 FAE EQIELICH FA

REST APIE AF835lE E2 A= X QIE O|&(URI)S AF&310{ AWS loT FleetWise AIEZQIEof E
MM AE 4= UESLICEH AWS IoT FleetWises 2| 7 AR A= X QIE O|F B X[&ELICH F,E 0|
5ol AWS 2|1 U 2 X|sHoF & LICH.

S B0l IPv4 & 7 AR D EE MEF [ AWS loT FleetWise0i| CHEF ZHEE Eﬂ (= qe]
Eo| F4 0| Lot &Lt o2 e A=ZQIEof CHEN REMIEH LIEE2 AWS IoT FleetWise 2= 3 QI
EE XM

A=xQlE IPv4 4 FHAMBDC

HEE &2l  iotfleetwise.<##>.amazonaws.com iotfleetwise.<region>.api.aws

AWS CLI 2/ AWS SDKsE AtS & [ AWS_USE_DUALSTACK_ENDPOINT 4 H#H E=
2 ™9l use_dualstack_endpoint LIZIO|E{E AF2510{ 7Y AEH A= F H
LICH F mt oA AWS IoT FleetWise AEEZQIE Q| AHO|ZE FU AE4 A=
T JU&LIC RHMIEH LIE2 0|5 AB L FIPS AIEXZQIEE FZ MR

E A8 i Config Tt Yo ZE2 I Utrued| M 4 ZLE AWS use_dualstack_endpoint2 HH
8 AWS CLI% QI&LICH Ol 554 Bl of3t ZE AWS IoT FleetWise 230 XIHE Mol &

U AR AEZQIER MEELICE --region SME AIE5to 74 I £= BHof ZITME X|IEg
L|C}.

$ aws configure set default.iotfleetwise.use_dualstack_endpoint true

DE B 7H AR JA=ZQIEE ArSste CHA 574 BHo| o218 A=ZQIEE ASELICH



https://docs.aws.amazon.com/general/latest/gr/iotfleetwise.html
https://docs.aws.amazon.com/general/latest/gr/iotfleetwise.html
https://docs.aws.amazon.com/sdkref/latest/guide/feature-endpoints.html
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>

aws iotfleetwise list-fleets \
--endpoint-url <endpoint-url>
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KF& A: AWS loT FleetWise A|ZHsH7|
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® Vehicle model created X

You successfully created the vehicle model: demo.

AWS loT FleetWise » Vehicle models » Demo

demo ‘ Duplicate ‘ ‘ Create vehicle ‘ Create decoder manifest

When a decoder manifest is associated with a vehicle model, you can create a vehicle. To use the API to create vehicles with this vehicle model, follow the

instructions in the AWS loT FleetWise Developer Guide. After you create vehicles, you can create campaigns for them.

Summary info

Vehicle model ARN Status Date created
arn:aws:iotfleetwise:us-east- ) ACTIVE February 01, 2023 at 14:40 (UTC-05)

1:012345678912:model-manifest/demo

Signal catalog ARN Description Last modified
arn:aws:iotfleetwise:us-east- - February 01, 2023 at 14:40 (UTC-05)

1:012345678912:signal-
catalog/DefaultSignalCatalog
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(® Vehicle model created X
You successfully created the vehicle model: demo.

AWS loT FleetWise » Vehicle models » Demo

demo ‘ Duplicate ‘ ‘ Create vehicle ‘ Create decoder manifest

When a decoder manifest is associated with a vehicle model, you can create a vehicle. To use the API to create vehicles with this vehicle model, follow the

instructions in the AWS loT FleetWise Developer Guide. After you create vehicles, you can create campaigns for them.

Summary info

Vehicle model ARN Status Date created
arn:aws:iotfleetwise:us-east- ) ACTIVE February 01, 2023 at 14:40 (UTC-05)

1:012345678912:model-manifest/demo

Signal catalog ARN Description Last modified
arn:aws:iotfleetwise:us-east- - February 01, 2023 at 14:40 (UTC-05)

1:012345678912:signal-
catalog/DefaultSignalCatalog
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It AASo 2 C|AE OiLHAES 2445 8HLIC}H
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<. Aolel, def HEEA(otel) == = EFE *”“ow# CIOIEHE +&E &+ A&LICH
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AWS IoT FleetWise7t Zm|QlE xtF = E5/0f| HIZ 524 UpdateCampaign THX] API
g Ar83tod ZHQlE s latok BLICh REAIEH LHE2 AWS IoT FleetWise Z4H| Q1 &
Cilo|E EHE HESHAAIL.

8. (M ALY dEf RIESIS HYELIch del EER2 AFol tHZELICH dEf RIES2 AE AR
b7t Ao HEfE FHME & e HAHUES MSELICH REMEH LIS 2 Aol otx|[2fe = ey
T e ZLIEE BHE ARstAAIR
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15}
Vehicle
Signal Catalog 4 |
T 1.n
1*.'.n 1..n
bclc!ng to reference
1 'in 1 ','n belong to
Signal Campaign  -1.n -associated with
|
1.n
1..n
v
Fleet

associated with 1.np,

ME = & dlolEet Y HECIOIEHE 2t 5 Holst
71, dlM E= AFo0 | IE-I‘DE'—’l‘—‘BA'QI—IEP g S0 3

24|
Z1 ool A AF%ﬁE At
MELAMM BHE & CHel X I:IIE-?—.IEL(CAN I:I-IA) s
ArEstn CHE OH—P'_ OBD(REE FIEHh ZZ2ZEES A}9-°F IE} AS FIEFZT0M MME Mo
St AHF U 2 2tE st F &F o AHCHE LIEHLHE Ol Ab
AU&LICH REMIEH LHE 2 Manage AWS loT FleetWise ._§_ FIEIE20 EHplg HZTSHMAIL.

1
§9
=
r
D_
o
é
>.
\o

34



AWS loT FleetWise TR 7H0|E

A

DR ofLHAE)

[
jo
0z
0%
o
-
o
:
pal
=
ro
:‘T:
rIo
=
Q
>
Q
(o]}
D
>
=
wn
_|
T
D
ol
=
n
D
_>|;

ClZ2H oL HAEN = #2F 2Rlo| zH AMlSof cist Cl2e MEJF 8 E|o] l&L|CH xtZFol Al

AAEH

Mot HF00|E = X+Z& HIAIX|(HO|LAE| CIO|E)& ™&ELICH CIZH IIIHL—IJHI*E g A8stH

AWS loT FleetWise7t O|ZI CIO|E{E ALRO| @12 + QU= U E HEte = /J&LIch Z& C|2H
OHLHAE= A 220 dZAFE L|CH RHAIEH LHE 2 Manage AWS loT FIeetW|se C|Z] O L |

AE B2 BESHAANL.

AWS loT FleetWise 2& == APIE AF8St04 ChE1 22 Yooz AiF e ZEZE + U&LICH

A DS BrEE Ol AFSE AlSTH ZEBE AS RIS ML RS LICH RHMIE LS
2 AWS IoT FleetWise A15 F}EF2 7 MAd Al AlS FIEFE T 7}X{Q2 7|(AWS CLI) MM & 5tA|
(@)

EI:I

® Note
« AWS IoT FleetWise 2& 2 AFE36t0od & tHmf A1 DHS MMst=s A M3 7B 2D
E 502 MM ZIQ U} &L & Bl At R E 2 oS ™ AWS IoT FleetWise 7}

sz ME FIHEOE MHELICH RHME LHE2 AWS IoT FleetWise A2 T E A
S HHg HFRSHUAIR

« AWS loT FleetWise= 34X & ZF AWS AH|&of CHst A5 FIEF 28 X|HELICH AWS

CAE FIEETOO MESE AESH0 A REE MMM, REAIE LI 2 AWS IoT FleetWise A2
AH Al

(@ Note
- AWS IoT FleetWise 28 AI235t04 12 DRSS
0 MSE 7IXE = UELICH .dbce ZHEEH Y
7t X|gete ohY HAIQILICH k& ZEO| MALT
2 FIHEILICE REMIE LI 2 AWS loT FleetWise

Mete 39 .dbc IS HUZESF|
HE 23 (CAN HA) HIoIEﬂﬂIoIA
M AIE71 AlE I EFE2 00 RE S
2= MY EEg 3 x—w/qo_

- =

12 oz

T

r

>
Il

35



AWS IoT FleetWise
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® Note
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https://raw.githubusercontent.com/aws/aws-iot-fleetwise-edge/main/tools/cloud/ros2-to-nodes.py
https://github.com/aws/aws-iot-fleetwise-edge/blob/main/docs/dev-guide/vision-system-data/vision-system-data-demo.ipynb
https://covesa.github.io/vehicle_signal_specification/introduction/overview/
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2 HIRE 2E R MSAH MEE = UE
AWS loT FleetWiseE Z&E ZE &850 8=
F=lLCt o & 01 7= *|0i Vehicle.Camera.
Vehicle.Camera.Image.data & 50| Z& & E2 -S—*._'
OS2 of & ELiCt.
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T
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https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_CreateSignalCatalog.html
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+ ImportSignalCatalog - .json I U& Y2 E5t04 M E 7txQ 45 FIEHE0E HHELICH 5=
VSSof 2t Holst T JSON Ao 2 K& 8Hof §

UpdateSignalCatalog — 4|2 & CI0|E

Ct.

DeleteSignalCatalog - 7| & ¢l3 tEf 23 & AMXIELICEH
ListSignalCatalogs - ZE 413 7t 29| Qo 55
X (o]

=
ListSignalCatalogNodes - X|&HE 413 FHEF2 30 Q!
2 HAgct

GetSignalCatalog - 41 7tE 2701 CHEF HEE ZMFLICH

INEZVS
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https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_ImportSignalCatalog.html
https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_UpdateSignalCatalog.html
https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_DeleteSignalCatalog.html
https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_ListSignalCatalogs.html
https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_ListSignalCatalogNodes.html
https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_GetSignalCatalog.html
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Vehicle.Chassis.SteeringWheel SteeringWheel E2H%|o| 2t 3| HFsHE ol L|C}.
Vehicle.Chassis. 7l E2ix|o| B2 ILICt.

HstE |2 Z|CH 150K R| 7S ELICH &8 A a—z, A-Z,0-9, E22() L EE()

(MEH ALE) Description — E2ix|of CHSF A>EQlL|C}.

MH2 Z|CH 2048KHLICH &8 EAt: a-z, A-Z, 0-9, :(EE), (L&), L -(510|&E)

(E=)
(MEH AL deprecationMessage - 0|8 EE= &K 5@l & EE= E7(0f CiEh X[ ST HIAIX]

deprecahonMessage_ Z|CH 2048K7H K| £ = J&LICH f&E8 2% a—z, A-Z, 0-9, (B E), (T
£), ¥ -(5t0|E)
(MEH ALEH) comment - A

2 220 X0l CHEt &= § E3R|of CHE £+ H

IHE = %|CH 2048KH77H K| £ 5= Ql&LICH R&ES B4 a-z, A-Z, 0-9, (EE), _(ZE), ¥ (510

HdE FdstedH O HEE XIHsHA 2.

dataType- £49| CllO|E| K82 Tt & tLto{ok B LICH INT8, UINTS, INT16,

UINT16, INT32, UINT32, INT64, UINT64, BOOLEAN, FLOAT, DOUBLE, STRING,
UNIX_TIMESTAMP, INT8_ARRAY, UINT8_ARRAY, INT16_ARRAY, UINT16_ARRAY,
INT32_ARRAY, UINT32_ARRAY, INT64_ARRAY, UINT64_ARRAY, BOOLEAN_ARRAY,
FLOAT_ARRAY, DOUBLE_ARRAY, STRING_ARRAY, UNIX_TIMESTAMP_ARRAY, UNKNOWN.
fullyQualifiedName EE= Ci[O|E| R E7(0i| Ho|El AFE AL X[ A

fullyQualifiedName - £49| 2%5| HatE 0|2 &4 ZA=of &4

O|§2 it ZtULIch XA AE & LIEHHE{H ™H()2 AFSELICH o & 01
Vehicle.Chassis.SteeringWheel.Diameter= Diameter £439| 2715| M 5tE 0|5 L
Ct. Vehicle.Chassis.SteeringWheel.2 &40| ZZQIL|C}

HstE ol8 2 AIC 150K K] TS HLICH Ra 8

HO

At a-z, A-Z,0-9,: (EE), ¥ _ (&

(A4 AFE) Description — 2430} ChaH QL)
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I:I
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H2 %|CH 2048KILICH &8t BXF: a—z, A-Z, 0-9, (B E), (YE), L -(510|FE)
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=

) =
(MEH AL min — £40f &|AZLILICH
(MEH AL max — £40f Z|CHZE ILICH
(MEH AE) defaultValue — 49| 7|22t
(MEd AL assignedValue — EAof & El ZrlLICh
(M AFE) allowedValues — 40| 31& st 4t SFULICH
(MEH4 AtE) deprecationMessage — O|§ E& AXMElE L E E= &7(0f CHE XIY SE HIA|
Rlduct
deprecationMessage= Z|CH 2048XI7H x| & == &Lt R &8 &4t a—=z, A-Z, 0-9, (EE), (&
5), 2 (301 E)
(MEH ALE) comment - Y 2|of| AHEE FIIEHLICH ZHEE AHE5tod H4of it 0|2 2
7Lt 2hEd Kol CHEE & X S S Mol Ciet 7t HEE NS E = J&Lict

HE = Z|CH 2048KH7H K| £ o= U&LICEH 58 E4 a-z, A-Z,0-9, (2 E), (EE), ¥ (50|

)

rH I-.U

MM E= HFoO|EE FE=LICE

L

MM EsE HEAOIEHE #+M5te{H CHS HEE RIYg LIt

dataType- 215 0| HIO|E| R&2 C}2 & stLto{ok ELIC} INTS, UINTS, INT16,
UINT16, INT32, UINT32, INT64, UINT64, BOOLEAN, FLOAT, DOUBLE, STRING,
UNIX_TIMESTAMP, INT8_ARRAY, UINT8_ARRAY, INT16_ARRAY, UINT16_ARRAY,
INT32_ARRAY, UINT32_ARRAY, INT64_ARRAY, UINT64_ARRAY, BOOLEAN_ARRAY,

FLOAT_ARRAY, DOUBLE_ARRAY, STRING_ARRAY, UNIX_TIMESTAMP_ARRAY, UNKNOWN.

fullyQualifiedName EE = C|O|E| & £7(0f Ho|El AF2RF XX 2 XA
fullyQualifiedName— &1Z 0| 2tF35| HTstE O|E2 A5 AZEof Al

O|§2 et "Lt ot A= & LIEHLHEA™ H() S MAEELICH o E EO'I
Vehicle.Chassis.SteeringWheel.HandsOff.HandsOffSteeringStatec
HandsOffSteeringState AZF0i|0|E{ 9| 2t™5| M 5tEl O|F LICH
Vehicle.Chassis.SteeringWheel.HandsOff.7} AF0{0|E{Q| ZZQILIC}

25| HrtatE ol&2 zIc 150K K| 7S LICH R&E8F 2% a—z, A-Z,0-9,: (EE), ¥ _ (&

MO

(MEH AFEH) Description — &lZo0i CHE MHEQILICE
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AME2 Z[CH 2048KHULICH &8 A} a—=z, A-Z, 0-9, ( , (&), & -(5t0[E&E)

o (MEH ALE) unit- km EEE AMQt 22 AlSo| npsk B lL|Ct

o (MEH A min — AE 90| E|AZEQILICH

o (MEH ALE) max — A Z 9| E|CHZERILICE,

o (MEH AR assignedValue — A& of & E ZEILCY

o (MB4 ALE) allowedValues — &lE 7t HotE0|= gt S5 LICH

o (M4 AtE) deprecationMessage — O|& EE= AA|El= == E= B7/0d CHEE X[ SE HIA|
X|duct.

deprecationMessage= Z|CH 2048XI7H x| & == &Lt R &8 &4t a—=z, A-Z, 0-9, (&), (&
E), I -(5t0|E)

o (MEY ALE) comment — AH Q|of ZHI : = =2
of cHet 7t HE (of: 0|8 ™ 2 = & MM E= HFofO|E{of Cist #XE) E M3E = U

L|C.

HE = Z|CH 2048K7H K| & == JU&LICH REE EXF a-z, A-Z, 0-9, (
)

e kU
ﬂIHJ
(i
3
¥
5
o

=3 Glole] RE 74

Jir

2 OolH RE2 HI™ A|ARS RRZE M AASELICH 27| 2/of= o|z{8t HIo|H €2 #+X
TEAMEILE Bet S840 FHELCH FXA= o|0lX|2t 2ol odE ZteE MAEE|= AlE Lt
M2 ZZ|0|E|E H|0|H R(0: UINT8) = CHE 7 EA|(0d: EtUARIZ ot 22 XA ol HHE
LIEHELICE o & 01 Vehicle.Cameras.Front= &7|& LtEFLH T Vehicle.Cameras.Front.Image= T
Z | E LIEILH Vehicle.Cameras.Timestampe &4 LIEFHLICE.

—~

n

& S&EololH

o

A oxE Az HolE HAlg HY json THUZ LHELE H¥E EoiELICH

ExampleS & C|O|E &

"Vehicle": {

"type": "branch"

// Signal tree
b
"ComplexDataTypes": {

>
fok
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"VehicleDataTypes": {
// complex data type tree

VSS .json It =2

2 Vision System Data Developer Guide& & Z3HM 2.

"children": {
"branch": {
"children": {
"Struct": {
"children": {
"Property": {
"type": "property",
"datatype": "Data type",
"description": "Description",
//
}
I
"description": "Description",
"type": "struct"
}
}
"description": "Description",
"type": "branch"
}
}
}
}
}
(® Note
ClE ASZEE CIR2EE35104 ROS 2 HIAIXIE AlE 7R 209 S &&=
WEHE & QJALICH KRS LA
|:||7(|_-| AléEl':-ll |O||_:_.|'— _u.=|7|..u.|- EIE|/\O||:|;| I:!=|7=|EI ) OI/\L_||_—_|._
FEA T

AR XX TX(EE TXANE T

« fullyQualifiedName - At& At X|H & 9| HrgtEl O|FLICH ol &

HetE olg2

25| HrtatE ol&2 zIch 150K K| 7Hs
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deotedH O S HE & xIE&LICH
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https://raw.githubusercontent.com/aws/aws-iot-fleetwise-edge/main/tools/cloud/ros2-to-nodes.py
https://github.com/aws/aws-iot-fleetwise-edge/blob/main/docs/dev-guide/vision-system-data/vision-system-data-demo.ipynb

AWS loT FleetWise JHErRE 7Ho|=
« (ME AL Description — AlE 0 CHEF Ml |CH

M2 Z[CH 2048KHILICH &8 Bt a-z, A-Z, 0-9, :(EE), (L&), L -(510|&E)
o (M4 AtE) deprecationMessage — O|& EE= M A|El= == E= 2704 CHEE X[ SE HIA|

R|LCh.

deprecationMessage= X|CH 2048At77 K| £ &= /U&LICH. REE 21t a—z, A-Z,0-9, (EE), (T
E), & -(5t0[E)

(MEH ALEH) comment — AH Qlof IHEE F7teHLICt THES AR50 MA] == HF0i0|E]
of CHet &7} HE (of: O|2X 274 == & MM =t HFofo|E{of CHEF & X)) E MSE = UE
L|C}.

FAHEE= Z|CH 2048AH7H K| £ £ U&LICH K& 8 EXl: a—z, A-Z, 0-9, (EE), (L&), L -(50]
Z)

dataType - 21Z 2| HIO|H R 2 CtF & StLto{oF & LIC}. INT8, UINTS, INT16, UINT16,
INT32, UINT32, INT64, UINT64, BOOLEAN, FLOAT, DOUBLE, STRING, UNIX_TIMESTAMP,
INT8_ARRAY, UINT8_ARRAY, INT16_ARRAY, UINT16_ARRAY, INT32_ARRAY,
UINT32_ARRAY, INT64_ARRAY, UINT64_ARRAY, BOOLEAN_ARRAY, FLOAT_ARRAY,
DOUBLE_ARRAY, STRING_ARRAY, UNIX_TIMESTAMP_ARRAY = UNKNOWN

fullyQualifiedName - AtEXt X £4 9| HstEl O|FLICH 6§ S04, AFEXRL X|H £449
XM73tE 0|2 ComplexDataTypes.VehicleDataTypes.SVMCamera.FPSE &= QU&LICH

2t™s| ¥stE 0|2 =I0H 150K K| 7tsELICH &8 EA: a2z, A-Z,0-9,: (BE), ¥ _ (2
(B4 ALE) Description — AlE0of CHE A QILICY.
MRS Z|CH 2048A+ILICH R &8t B4} a-z, A-Z, 0-9, (B &), (EE), ¥ -(5l0|E)

ME4 AE) deprecationMessage — 0|8 & AN|ElE = E= 27(0 CHE X[ SE HIA|

deprecationMessage= Z|CH 2048XI7H x| & == &Lt R &8 &4t a—=z, A-Z, 0-9, (EE), (&

E), ¥ -(3t0l|E)

r=

]
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o (MEH ALE}) comment — AH QJof| AHEE FIIEHLICH IHEE AI250{ MA EEE AZ0i0|E
of CHEr &7+ HE (0f: OIEXM 2 = 2t MM EE= AFof o|E{of| CHEt & X) & 2
LICt.

|CH 2048XI77H K| £ %= U&L

1

b &8 24k a-z, A-Z,0-9, :(E8), (¥&), ¥ -(5t0|

b

« (ME AL dataEncoding - £430| HIO|L{2| CI|O|E{QIX| 04F E LIEFLICH AFE A X|H £ 49
Clo|E{ 22 &2 BINARY EE= TYPED & 5tLtoqof &hL|Ct.

o (MEH AFEH structFullyQuallfledName - AR RE £49| O
StructArray?! 22 AFEAF X|H Sdof ChEt 2 Z(FEA) =E9| ’Sﬁir% O|&lL|Ct.

MO

2t X5 M7 EHE 0|22 %|CH 150K K| 7S &fLICH R&38 22Xt a—z, A-Z,0-9, : (22), & _ (Y
AWS loT FleetWise #1% FIEFZ2 1 MM

CreateSignalCatalog APl 212 AI85t04 A% FIEHZOE OHE = UELICH CHS WAIMEE Al
%&L|ct AWS CLI.

ME 2O E PHE{ O S EEE A->dE LI
signal-catalog-configurationg T+30| Z&E json I} Lol O|§2=E HtELICE

aws iotfleetwise create-signal-catalog --cli-input-json file://signal-catalog-
configuration.json

» signal-catalog-nameg ‘8 Cl 41&Z 7IEH270| 0|§2 = HITAH L.

ot Ol =20| &l d¥2 2 HhEL(Ch

um
Hu
W
m
1
&

o (MEH AEY descriptiong dE 7

L&A, M I A0 0|EIE TAISHE WiHofl CHEF RHMIEH LIR 2 AWS IoT FleetWise A3 T4

{
"name": "signal-catalog-name",
"description": "description",
"nodes": [
{
"branch": {
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"fullyQualifiedName": "Types.builtin_interfaces_Time.nanosec",

"fullyQualifiedName": "Types.std_msgs_Header.stamp",

"structFullyQualifiedName": "Types.builtin_interfaces_Time"

IlTypeSIl

"Types.sensor_msgs_msg_CompressedImage"

"Types.std_msgs_Header"

"Types.builtin_interfaces_Time"

"Types.builtin_interfaces_Time.sec",

"fullyQualifiedName":

}

},
{

"struct": {
"fullyQualifiedName":

}

I
{

"struct": {
"fullyQualifiedName":

}

},
{

"struct": {
"fullyQualifiedName":

}

I
{

"property": {
"fullyQualifiedName":
"dataType": "INT32",
"dataEncoding": "TYPED"

}

},
{

"property": {
"dataType": "UINT32",
"dataEncoding": "TYPED"

}

I
{

"property": {
"dataType": "STRUCT",

}

},
{
"property": {

"fullyQualifiedName": "Types.std_msgs_Header.frame_id",

"dataType": "STRING",

"dataEncoding": "TYPED"
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}
I
{
"property": {
"fullyQualifiedName": "Types.sensor_msgs_msg_CompressedImage.header",
"dataType": "STRUCT",
"structFullyQualifiedName": "Types.std_msgs_Header"
}
},
{
"property": {
"fullyQualifiedName": "Types.sensor_msgs_msg_CompressedImage.format",
"dataType": "STRING",
"dataEncoding": "TYPED"
}
I
{
"property": {
"fullyQualifiedName": "Types.sensor_msgs_msg_CompressedImage.data",
"dataType": "UINT8_ARRAY",
"dataEncoding": "BINARY"
}
},
{
"branch": {
"fullyQualifiedName": "Vehicle",
"description": "Vehicle"
}
},
{
"branch": {
"fullyQualifiedName": "Vehicle.Cameras"
}
I
{
"branch": {
"fullyQualifiedName": "Vehicle.Cameras.Front"
}
},
{
"sensor": {
"fullyQualifiedName": "Vehicle.Cameras.Front.Image",
"dataType": "STRUCT",
"structFullyQualifiedName": "Types.sensor_msgs_msg_CompressedImage"
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"fullyQualifiedName": "Types.std_msgs_msg_Float64"

"fullyQualifiedName": "Types.std_msgs_msg_Float64.data",

"structFullyQualifiedName": "Types.std_msgs_msg_Float64"

sensor_msgs_msg_RegionOfInterest"

sensor_msgs_msg_RegionOfInterest.x_offset",

sensor_msgs_msg_RegionOfInterest.y_offset",

}

I

{
"struct": {
}

},

{

"property": {

"dataType": "DOUBLE",
"dataEncoding": "TYPED"
}
I
{

"sensor": {
"fullyQualifiedName": "Vehicle.Velocity",
"dataType": "STRUCT",

}

},
{

"struct": {
"fullyQualifiedName": "Types.

}

I
{

"property": {
"fullyQualifiedName": "Types.
"dataType": "UINT32",
"dataEncoding": "TYPED"

}

},
{

"property": {
"fullyQualifiedName": "Types.
"dataType": "UINT32",
"dataEncoding": "TYPED"

}

I
{

"property": {

"fullyQualifiedName": "Types.

"dataType": "UINT32",

sensor_msgs_msg_RegionOfInterest.height",
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"dataEncoding": "TYPED"

}
},
{
"property": {
"fullyQualifiedName": "Types.sensor_msgs_msg_RegionOfInterest.width",
"dataType": "UINT32",
"dataEncoding": "TYPED"
}
I
{
"property": {
"fullyQualifiedName": "Types.sensor_msgs_msg_RegionOfInterest.do_rectify",
"dataType": "BOOLEAN",
"dataEncoding": "TYPED"
}
},
{
"branch": {
"fullyQualifiedName": "Vehicle.Perception"
}
I
{
"sensor": {
"fullyQualifiedName": "Vehicle.Perception.Obstacle",
"dataType": "STRUCT",
"structFullyQualifiedName": "Types.sensor_msgs_msg_RegionOfInterest"
}
}
]
}
(® Note
2 A5 2EE CH22 53504 ROS 2 HAIXIE A5 72209 S 8HE|= VSS json THUZ
EHEHer &~ Q& LICH AFA|EH LH& 2 Vision System Data Developer GuideE & E5HAIL.
HIT! A|lAE HIO|E = B7HE 2I2[A0|H HEE £ /JU&LICH
D2 22l AWS KMS 7|8 At835to] 255t S S 4stet A2 A& 0| CreateSignalCatalog API
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JSON

"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": [
"kms : GenerateDataKey*",
"kms :Decrypt"

1,

"Resource": [
"arn:aws:kms:us-east-1:111122223333:key/KMS_KEY_ID"
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MEM AE 9FEE*§:L(SignaI catalog)& ME4FLICE
FHO|X|M A= FHEF 2T 7H X 7|E M= LICE
g 7t ELch.

B oS Y= EstcdH™
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:I:
o
-
o

a. S30{lX 7}X{2 7|(Import from S3)
b. S3 % 0tE7|(Browse S3)E MEH
c. H{Zlo| A H{Z! 0|E EE= ZHF|

-
SHEHLICH T MEH HE

mo ri
c

]

o
T
[l

EE = S3 URICS| € Amazon Simple Storage Service URIZ I2I&FLICH AFMIEH LIS 2
Amazon S3 AtE MEAMO| HZlof M| ASH=E HEHE FHESHAML.

. HREOIM BUS HRCEE B

ImportSignaICatang AP| Et212 AI235t0{ A5 FIEFZ2 T MAJo| 20| £l= JSON IHlg Y=g
= A&LICH AEE JSON Thof| MEstedd A F 415 A (VSS)E heEkok BLIC CHS of|Ki|of A
EE ASELICE AWS CLI.

M FIREOE 7HME{H O S BES A-dFELICH

« signal-catalog-nameS ‘84 Sl A& FIE 29[ 0|E2E H A L.

o (MEf AR MEBE S IIEEOE AlHstE Ol E20| Ele #4222 HHMR.

« signal-catalog-configation-vss& VSSO| Ho|El A&7} ZEHE JSON BEALY mtelo| 0|F
O F HIAM2.

2], &4, MM 2 HF0|EE F5te Widoll CHEH AFAIBH LIE S AWS IoT FleetWise 415 T4

aws iotfleetwise import-signal-catalog \
--name signal-catalog-name \

>
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https://docs.aws.amazon.com/AmazonS3/latest/userguide/access-bucket-intro.html
https://www.w3.org/auto/wg/wiki/Vehicle_Signal_Specification_(VSS)/Vehicle_Data_Spec
https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_ImportSignalCatalog.html
https://www.w3.org/auto/wg/wiki/Vehicle_Signal_Specification_(VSS)/Vehicle_Data_Spec
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--description description \
--vss file://signal-catalog-configuration-vss.json

JSONEZ EXAtZ3tetod vssIson EEOf TG sHof gfLICH CHE 2 VSSof HealE &3 of of M LC.

{
"Vehicle": {
"type": "branch",
"children": {

"Chassis": {
"type": "branch",
"description": "All data concerning steering, suspension, wheels, and brakes."
"children": {
"SteeringWheel": {
"type": "branch",
"description": "Steering wheel signals",
"children": {
"Diameter": {
"type": "attribute",

"description": "The diameter of the steering wheel",
"datatype": "float",
"unit": "cm",
"min": 1,
"max": 50
},
"HandsOff": {
"type": "branch",
"children": {
"HandsOffSteeringState": {
"type": "actuator",

"description": "HndsOffStrWhlDtSt. Hands Off Steering State",
"datatype": "boolean"

1,

"HandsOffSteeringMode": {
"type": "actuator",
"description": "HndsOffStxWhlDtMd. Hands Off Steering Mode",
"datatype": "int8",
"min": Q,

max": 2

AlS FlEF2 T 77|
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}I

"Accelerator": {
"type": "branch",

"description": "",
"children": {
"AcceleratorPedalPosition": {
"type": "sensor",
"description": "Throttle_ Position. Accelerator pedal position as percent. 0 =

Not depressed. 100 = Fully depressed.",
"datatype": "uint8",

"unit": "%",
"min": Q,
"max": 100.000035
}
}
}
}
I

"Powertrain": {
"type": "branch",
"description": "Powertrain data for battery management, etc.",
"children": {
"Transmission": {
"type": "branch",

"description": "Transmission-specific data, stopping at the drive shafts.
"children": {
"VehicleOdometer": {
"type": "sensor",
"description": "Vehicle_Odometer",
"datatype": "float",
"unit": "km",
"min": Q,
"max": 67108863.984375
}
}
I

"CombustionEngine": {
"type": "branch",

"description": "Engine-specific data, stopping at the bell housing.",
"children": {

"Engine": {

"type": "branch",

"description": "Engine description",

"children": {

n
’

M FIEt2 T 7K 7]
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"timing": {
"type": "branch",
"description": "timing description",
"children": {
"run_time": {
"type": "sensor",
"description": "Engine run time",
"datatype": "intl6",
"unit": "ms",
"min": Q,
"max": 10000
I
"idle_time": {
"type": "sensor",
"description": "Engine idle time",
"datatype": "intl6",
"min": O,
"unit": "ms",
"max": 10000
}
}
}
}
}
}
}
}
I
"Axle": {
"type": "branch",
"description": "Axle signals",
"children": {
"TireRRPrs": {
"type": "sensor",
"description": "TireRRPrs. Right rear Tire pressure in kilo-Pascal",
"datatype": "float",
"unit": "kPaG",
"min": Q,
"max": 1020
}
}
}
}
I
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"Cameras": {
"type": "branch",

"description": "Branch to aggregate all cameras in the vehicle",
"children": {
"FrontViewCamera": {
"type": "sensor",
"datatype": "VehicleDataTypes.SVMCamera",
"description": "Front view camera"
1,
"RearViewCamera": {
"type": "sensor",
"datatype": "VehicleDataTypes.SVMCamera",
"description": "Rear view camera"
1,
"LeftSideViewCamera": {
"type": "sensor",
"datatype": "VehicleDataTypes.SVMCamera",
"description": "Left side view camera"
1,
"RightSideViewCamera": {
"type": "sensor",
"datatype": "VehicleDataTypes.SVMCamera",
"description": "Right side view camera"
}
}
1,

"ComplexDataTypes": {
"VehicleDataTypes": {
"type": "branch",

"description": "Branch to aggregate all camera related higher order data types",

"children": {
"SVMCamera": {
"type": "struct",

"description": "This data type represents Surround View Monitor (SVM) camera

system in a vehicle",
"comment": "Test comment",
"deprecation": "Test deprecation message",
"children": {
"Make": {
"type": "property",
"description": "Make of the SVM camera",
"datatype": "string",
"comment": "Test comment",
"deprecation": "Test deprecation message"

M FIEt2 T 7K 7]
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},
"Description": {
"type": "property",
"description": "Description of the SVM camera",
"datatype": "string",
"comment": "Test comment",
"deprecation": "Test deprecation message"
1,
"FPS": {
"type": "property",
"description": "FPS of the SVM camera",
"datatype": "double",
"comment": "Test comment",
"deprecation": "Test deprecation message"
},
"Orientation": {
"type": "property",

"description": "Orientation of the SVM camera",
"datatype": "VehicleDataTypes.Orientation",
"comment": "Test comment",
"deprecation": "Test deprecation message"

I

"Range": {
"type": "property",
"description": "Range of the SVM camera",
"datatype": "VehicleDataTypes.Range",
"comment": "Test comment",
"deprecation": "Test deprecation message"

},

"RawData": {
"type": "property",
"description": "Represents binary data of the SVM camera",
"datatype": "uint8[]",
"dataencoding": "binary",
"comment": "Test comment",
"deprecation": "Test deprecation message"

},

"CapturedFrames": {

"type": "property",

"description": "Represents selected frames captured by the SVM camera",
"datatype": "VehicleDataTypes.Frame[]",

"dataencoding": "typed",

"comment": "Test comment",

"deprecation": "Test deprecation message"
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}
}
},
"Range": {
"type": "struct",
"description": "Range of a camera in centimeters",
"comment": "Test comment",
"deprecation": "Test deprecation message",
"children": {
"Min": {
"type": "property",
"description": "Minimum range of a camera in centimeters",
"datatype": "uint32",
"comment": "Test comment",
"deprecation": "Test deprecation message"
I
"Max": {
"type": "property",
"description": "Maximum range of a camera in centimeters",
"datatype": "uint32",
"comment": "Test comment",
"deprecation": "Test deprecation message"
}
}
},

"Orientation": {
"type": "struct",

"description": "Orientation of a camera",
"comment": "Test comment",
"deprecation": "Test deprecation message",
"children": {
"Front": {
"type": "property",
"description": "Indicates whether the camera is oriented to the front of the
vehicle",
"datatype": "boolean",
"comment": "Test comment",
"deprecation": "Test deprecation message"
},
"Rear": {
"type": "property",
"description": "Indicates whether the camera is oriented to the rear of the
vehicle",

"datatype": "boolean",
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"comment": "Test comment",
"deprecation": "Test deprecation message"
},
"Side": {
"type": "property",
"description": "Indicates whether the camera is oriented to the side of the
vehicle",
"datatype": "boolean",
"comment": "Test comment",
"deprecation": "Test deprecation message"
}
}
},
"Frame": {
"type": "struct",
"description": "Represents a camera frame",
"comment": "Test comment",
"deprecation": "Test deprecation message",
"children": {
"Data": {
"type": "property",
"datatype": "string",
"dataencoding": "binary",
"comment": "Test comment",
"deprecation": "Test deprecation message"
}
}
}
}
}
}
}

ot Ao M= vSSof HolEl Zdnt SUst AlSE JSON EAIYEZE E0o{ELICH

"vssJson": "{\"Vehicle\":{\"type\":\"branch\",\"children\":{\"Chassis\":{\"type
\":\"branch\",\"description\":\"All data concerning steering, suspension, wheels,
and brakes.\",\"children\":{\"SteeringWheel\":{\"type\":\"branch\",\"description
\":\"Steering wheel signals\",\"children\":{\"Diameter\":{\"type\":\"attribute\",
\"description\":\"The diameter of the steering wheel\",\"datatype\":\"float\",\"unit
\":\"em\",\"min\":1,\"max\":503},\"HandsOff\": {\"type\":\"branch\",\"children\":

M FIEt2 T 7K 7]
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{\"HandsOffSteeringState\": {\"type\":\"actuator\",\"description\":\"HndsOffStrWhlDtSt.
Hands Off Steering State\",\"datatype\":\"boolean\"},\"HandsOffSteeringMode\":
{\"type\":\"actuator\",\"description\":\"HndsOffStxWhlDtMd. Hands Off Steering Mode
\",\"datatype\":\"int8\",\"min\":0,\"max\":2}}}3}3},\"Accelerator\": {\"type\":\"branch
\",\"description\":\"\",\"children\":{\"AcceleratorPedalPosition\":{\"type\":\"sensor
\",\"description\":\"Throttle__ Position. Accelerator pedal position as percent. 0
= Not depressed. 100 = Fully depressed.\",\"datatype\":\"uint8\",\"unit\":\"%\",
\"min\":0,\"max\":100.0000353}3}}}},\"Powertrain\":{\"type\":\"branch\",\"description
\":\"Powertrain data for battery management, etc.\",\"children\":{\"Transmission\":
{\"type\":\"branch\",\"description\":\"Transmission-specific data, stopping at the
drive shafts.\",\"children\":{\"VehicleOdometer\":{\"type\":\"sensor\",\"description
\":\"Vehicle_Odometer\",\"datatype\":\"float\",\"unit\":\"km\",\"min\":0,\"max
\":67108863.984375}}},\"CombustionEngine\": {\"type\":\"branch\",\"description\":
\"Engine-specific data, stopping at the bell housing.\",\"children\":{\"Engine\":
{\"type\":\"branch\",\"description\":\"Engine description\",\"children\":{\"timing\":
{\"type\":\"branch\",\"description\":\"timing description\",\"children\":{\"run_time\":
{\"type\":\"sensor\",\"description\":\"Engine run time\",\"datatype\":\"intl6\",\"unit
\":\"ms\",\"min\":0,\"max\":100003},\"idle_time\":{\"type\":\"sensor\",\"description
\":\"Engine idle time\",\"datatype\":\"intl16\",\"min\":0,\"unit\":\"ms\",\"max
\":10000333333333,\"Axle\": {\"type\":\"branch\",\"description\":\"Axle signals\",
\"children\":{\"TireRRPrs\": {\"type\":\"sensor\",\"description\":\"TireRRPrs. Right
rear Tire pressure in kilo-Pascal\",\"datatype\":\"float\",\"unit\":\"kPaG\",\"min
\":0,\"max\":1020}}3}}3}1}"

}

(@ Note
Cl2 ASEEE CIR22LE510§ ROS 2 HA|IXIE 4l& 72209t 38t Ek|= VSS JSON It =2
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JSON

"Version":"2012-10-17",
"Statement": [
{
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https://raw.githubusercontent.com/aws/aws-iot-fleetwise-edge/main/tools/cloud/ros2-to-nodes.py
https://github.com/aws/aws-iot-fleetwise-edge/blob/main/docs/dev-guide/vision-system-data/vision-system-data-demo.ipynb

AWS loT FleetWise TR 7H0|E

"Effect": "Allow",
"Action": [
"kms : GenerateDataKey*",
"kms :Decrypt"

1,

"Resource": [
"arn:aws:kms:us-east-1:111122223333:key/KMS_KEY_ID"

AWS loT FleetWise 413 FIEFE T AC|0|E
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aws iotfleetwise update-signal-catalog --cli-input-json file://signal-catalog-
configuration.json
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{
"name": "signal-catalog-name",
"nodesToAdd": [{
"branch": {
"description": "Front left of vehicle specific data.",
"fullyQualifiedName": "Vehicle.Front.Left"
}
},
{
"branch": {
"description": "Door-specific data for the front left of vehicle.",
"fullyQualifiedName": "Vehicle.Front.Left.Door"
}
},
{
"actuator": {
"fullyQualifiedName": "Vehicle.Front.Left.Door.Lock",
"description": "Whether the front left door is locked.",
"dataType": "BOOLEAN"
}
.
{
"branch": {
"fullyQualifiedName": "Vehicle.Camera"
}
},
{
"struct": {
"fullyQualifiedName": "Vehicle.Camera.SVMCamera"
}
.
{
"property": {
"fullyQualifiedName": "Vehicle.Camera.SVMCamera.ISO",
"dataType": "STRING"
}
}
1,
"nodesToRemove": ["Vehicle.Chassis.SteeringWheel.HandsOffSteeringState"],
"nodesToUpdate": [{
"attribute": {
"dataType": "FLOAT",
"fullyQualifiedName": "Vehicle.Chassis.SteeringWheel.Diameter",
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0| UpdateSignalCatalog API
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{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"kms : GenerateDataKey*",
"kms :Decrypt"
1,
"Resource": [
"arn:aws:kms:us-east-1:111122223333:key/KMS_KEY_ID"
]
}
]
}
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aws iotfleetwise list-signal-catalog-nodes --name signal-catalog-name
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JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"kms :Decrypt"
]I
"Resource": [
"arn:aws:kms:us-east-1:111122223333:key/KMS_KEY_ID"
]
}
]
}
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« AWS IoT FleetWise xt3 2 & AFA|

« AWS IoT FleetWise C|ZC OiL|HAE A
« AWS loT FleetWise X2 AFA]|

« AWS loT FleetWise Z5! At A
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aws iotfleetwise delete-signal-catalog --name signal-catalog-name
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aws iotfleetwise list-signal-catalogs

T ZHE|E AWS KMS 7|E AF85t04 =35t E E45tel A2 € 0| ListSignalCatalogs API
FUS EEY S JUTE OF B B2 ZEhuct

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"kms :Decrypt"
1,
"Resource": [
"arn:aws:kms:us-east-1:111122223333:key/KMS_KEY_ID"
]
}
]
}
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aws iotfleetwise get-signal-catalog --name signal-catalog-name
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JSON
{
"Vexrsion":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"kms :Decrypt"
]I
"Resource": [
"arn:aws:kms:us-east-1:111122223333:key/KMS_KEY_ID"
]
}
]
}
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aws iotfleetwise create-model-manifest --cli-input-json file://vehicle-model-
configuration.json
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{
"name": "vehicle-model-name",
"signalCatalogArn": "signal-catalog-ARN",
"description": "description",
"nodes": ["Vehicle.Chassis"]

}

178 2213 AWS KMS 7|2 AFE35H0{ &S SHE 2458t A A& 0| CreateModelManifest API
= H

JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"kms : GenerateDataKey*",
"kms :Decrypt"
]I
"Resource": [
"arn:aws:kms:us-east-1:111122223333:key/KMS_KEY_ID"
]
}
]
}
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=0

« vehicle-model-nameg UC|0|E &©QI

- (M AVE R 2

/A Important

At ZEE E

o (## ##) ##2 A

{
"name": "vehicle-model-name",
"status": "vehicle-model-status",
"description": "description",
"nodesToAdd": ["Vehicle.Front.Left"],
"nodesToRemove": ["Vehicle.Chassis.SteeringWheel"],
}
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"Version":"2012-10-17",
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https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_UpdateModelManifest.html
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"Effect": "Allow",

"Action": [
"kms : GenerateDataKey*",

"kms :Decrypt"
1,

"Resource": [
"arn:aws:kms:us-east-1:111122223333:key/KMS_KEY_ID"
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aws iotfleetwise list-model-manifest-nodes /
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JSON

{

"Version":"2012-10-17",

"Statement": [

{
"Effect": "Allow",

"Action": [
"kms :Decrypt"

1,

"Resource": [
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"arn:aws:kms:us-east-1:111122223333:key/KMS_KEY_ID"
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aws iotfleetwise delete-model-manifest --name model-manifest-name
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JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"kms :Decrypt"”
]I
"Resource": [
"arn:aws:kms:us-east-1:111122223333:key/KMS_KEY_ID"
]
}
]
}
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aws iotfleetwise get-model-manifest --name vehicle-model
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{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"kms :Decrypt"
]I
"Resource": [
"arn:aws:kms:us-east-1:111122223333:key/KMS_KEY_ID"
]
}
]
}
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QIE{m|0|A O|§2 1 aloF 5tH 1~100AtE Zefe = QU&LICH

« (ME4 ALE) protocolName — ZZEZ 0|E.
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« 3EA: H4E &
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ZtC|Z2E oL HAEN = WER 3 CIE{H 0| A7} 5tLt O|AF Qlo{oF &Lt o4E] 7He| WIE LA QIE
HO|AE C|ZE LU TAEN FIHE £ Ql&LCt
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2. UHE<3 2lEHOo|AQ| Ol S U=ITLICH AFEA K| CIE{HO|AE HEESH A< 0|§0]| 0]
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7|8 MEX XIE EIZHE 4 YstedH

1. F2E M50l oiet 7|2 AF8AF X1 Cl20 M2 MEfshio),

o4 CAN AZ & OHEE = J&ELICH FEE AEof cHet 7|2 AHER X
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ClZ2H LT AEE ddstedH @M XAF 22 S ER8lofF gfLICH 2 E C|2H EIHI—ITHIAE

At 22 AZT|o{0F B LICH RFAMIEE LI 2 AWS IoT FleetWise At2 =& & EH
FRSHAAIL.

o2k rIr

ClZ2H DHLHAEE BrEed™ O S BE S A-deLich

decoder-manifest-configurationgs T'80| Z& &l json I+L2| O|F 22 HFELICH.

n°l'

aws iotfleetwise create-decoder-manifest --cli-input-json file://decoder-manifest-
configuration.json

o

« decoder-manifest-nameg Q&1 Q= C|AH OLHAES| 0|22 WA|ELICH

« vehicle-model-ARNE A& 2 O] Amazon 2|44 O|F(ARN)2Z WA &L|CH
o (ME AR ##2 ClZE OHLIHAEE AH5l=s Ol 20| &l dESE wHErLCH.

271, 54, dM L AF0i0|HE -_r“é'>'3|'E dredoll CHEt REMIBH L8 2 AWS IoT FleetWise HIE 23
OIE{H|0|A L C|FC AlE FM MME &I ZSHA 2.
{
"name": "decoder-manifest-name",
"modelManifestArn": "vehicle-model-arn",
"description": "description",
"networkInterfaces": [
{
"canInterface": {
"name": "myNetworkInterface",
"protocolName": "CAN",
"protocolVersion": "2.0b"

iy
"interfaceId": "QglacaenByOB3sSM39SYm",
"type": "CAN_INTERFACE"

15
"signalDecoders": [

{

"canSignal": {
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"name": "Engine_Idle_Time",
"factor": 1,

"isBigEndian": true,
"isSigned": false,

"length": 24,
"messageId": 271343712,
"offset": O,

"startBit": 16
},
"fullyQualifiedName": "Vehicle.EngineIdleTime",
"interfaceId": "QglacaenByOB3sSM39SYm",
"type": "CAN_SIGNAL"

},
{
"canSignal": {
"name": "Engine_Run_Time",
"factor": 1,
"isBigEndian": true,
"isSigned": false,
"length": 24,
"messageld": 271343712,
"offset": 0O,
"startBit": 40
I
"fullyQualifiedName": "Vehicle.EngineRunTime",
"interfaceId": "QqlacaenByOB3sSM39SYm",
"type": "CAN_SIGNAL"
}

« decoder-manifest-nameg BHED U= C|ZH OILIHAES| O|ESE WA|ELICE
« vehicle-model-ARNS & ROl Amazon 2|4 A O|§(ARN)2 2 WA ghLCt.

o (MEAY) ##2 CI20 LHAEE AEete Ol =&0| &le B2z WAELCH

FERTFEA) L SE Eo| &M A FtE 2T U A2
570 R RIElofok BLICE £7], %4, MM W Azojlo]

HLHAE)H| HolE Ja 5
E C
loT FleetWise LIE /3 QIE{T|0|A L EIFC] Al 74 MM

= O =
Ashe ol CHEt KRAIEH LIZ 2 AWS
o
=

{

"name": "decoder-manifest-name",
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"modelManifestArn": "vehicle-model-arn",
"description": "description",
"networkInterfaces": [{
"canInterface": {
"name": "myNetworkInterface",
"protocolName": "CAN",
"protocolVersion": "2.0b"
I
"interfaceId": "QglacaenByOB3sSM39SYm",
"type": "CAN_INTERFACE"
Yo &
"type": "VEHICLE_MIDDLEWARE",
"interfaceId": "G1lKzxkdnmV5Hn7wkV3ZL9",
"vehicleMiddleware": {
"name": "R0OS2_test",
"protocolName": "ROS_2"
}
1,
"signalDecoders": [{
"canSignal": {
"name": "Engine_Idle_Time",
"factor": 1,
"isBigEndian": true,
"isSigned": false,
"length": 24,
"messageld": 271343712,
"offset": O,
"startBit": 16
},

"fullyQualifiedName": "Vehicle.EngineIdleTime",
"interfaceId": "QglacaenByOB3sSM39SYm",

"type": "CAN_SIGNAL"

},

{

"canSignal": {
"name": "Engine_Run_Time",
"factor": 1,
"isBigEndian": true,
"isSigned": false,
"length": 24,
"messageld": 271343712,
"offset": 0O,
"startBit": 40

I
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"fullyQualifiedName": "Vehicle.EngineRunTime",

"interfaceId": "QglacaenByOB3sSM39SYm",
"type": "CAN_SIGNAL"

.

{

"fullyQualifiedName": "Vehicle.CompressedImageTopic",

"type": "MESSAGE_SIGNAL",
"interfaceId": "G1lKzxkdnmV5Hn7wkV3ZL9",
"messageSignal": {

"topicName": "CompressedImageTopic:sensor_msgs/msg/CompressedImage",

"structuredMessage": {
"structuredMessageDefinition": [{
"fieldName": "header",
"dataType": {
"structuredMessageDefinition": [{
"fieldName": "stamp",
"dataType": {
"structuredMessageDefinition": [{
"fieldName": "sec",
"dataType": {
"primitiveMessageDefinition": {

"ros2PrimitiveMessageDefinition":

"primitiveType": "INT32"
}

}
}I
{

"fieldName": "nanosec",
"dataType": {
"primitiveMessageDefinition": {

"ros2PrimitiveMessageDefinition":

"primitiveType": "UINT32"

"fieldName": "frame_id",
"dataType": {
"primitiveMessageDefinition": {
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"ros2PrimitiveMessageDefinition": {
"primitiveType": "STRING"

"fieldName": "format",
"dataType": {
"primitiveMessageDefinition": {
"ros2PrimitiveMessageDefinition": {
"primitiveType": "STRING"
}

}
}I

{
"fieldName": "data",

"dataType": {
"structuredMessagelistDefinition": {
"name": "listType",
"memberType": {
"primitiveMessageDefinition": {
"ros2PrimitiveMessageDefinition": {
"primitiveType": "UINT8"
}
}
},
"capacity": 0,
"listType": "DYNAMIC_UNBOUNDED_CAPACITY"
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» decoder-manifest-name& BtE1 Q= C|ZH OfLIHAES| O|E 22 WA|ELICEH
« vehicle-model-ARNS *& D& 9| Amazon 2|44 O|F(ARN)2 2 WA LICt.

o (MEHAHE) #4282 C|ZE OHLIHAEE AH5l= Ol =20| &l dEo 2 wAghLct.

27|, &9, MA & HF0{0|EHE 5= LEdol CHEE REMIEH LHE 2 AWS loT FleetWise HIE 3
ClE{mHO|A 2 C|AH AME FA MME EI XA L.

"name": "decoder-manifest-name",
"modelManifestArn": "vehicle-model-arn",
"description": "description",
"networkInterfaces": [
{
"interfaceIld": "myCustomInterfaceId",
"type": "CUSTOM_DECODING_INTERFACE",
"customDecodingInterface": {

"name": "myCustomInterface"

}

}
1,
"signalDecoders": [
{

"customDecodingSignal": {
"fullyQualifiedName": "Vehicle.actuatorl",
"interfaceld": "myCustomInterfaceId",
"type": "CUSTOM_DECODING_SIGNAL",
"customDecodingSignal": {

"id": "Vehicle.actuatorl"
}
}
.
{

"customDecodingSignal": {
"fullyQualifiedName": "Vehicle.actuator2",
"interfaceld": "myCustomInterfaceId",
"type": "CUSTOM_DECODING_SIGNAL",
"customDecodingSignal": {

"id": "Vehicle.actuator2"
}
}
}
]
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}
(@ Note
G2 ASEIEE CHRRE5t0f BT AlAR AS7 ZEHE Ol HUHAEE M & 9
&LICt XIM|EH LH& 2 Vision System Data Developer Guide& & Z35HM| 2.
HIT AlAE CIOIEfS T7HE YalA0|H WZE £ aLich
T8 2218 AWS KMS 7| AtE36t0d 258t E 4358t A9 AE0| CreateDecoderManifest
API SIS 358 4 AT S Ohg WM S Zashin
JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"kms : GenerateDataKey*",
"kms :Decrypt"
1,
"Resource": [
"arn:aws:kms:us-east-1:111122223333:key/KMS_KEY_ID"
]
}
]
}

AWS loT FleetWise C|ZH O|L|HAE 40| E

/A Important
E X AWS loT FleetWise 7|0 CH#t A
loT FleetWisel| 2|1™ ! 7|5 718 &
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ClZ2H oL HAEE HO|O|Ested™ O BEE A=gfLCh

decoder-manifest-nameg YO|O|EdtE{= C|ZH OLIHAE S| O|§ 2 2 A& LICE.

aws iotfleetwise update-decoder-manifest /
--name decoder-manifest-name /
--status ACTIVE

Mol XHE CI2Y FAl0| s FL 72 CIRY FES WM £ AsLic

AEEIAMEOY
T3tEl O|F 22 CustomDecodingSignal$id A™HE AFEAL X|H C|2EE QIEmo|AM F7HE
LICt ClZ2H OLHAEE 7|2 C|2E #Ee R UO|o|EstE{H CHE BES ALt

aws iotfleetwise update-decoder-manifest /
--name decoder-manifest-name /
--status ACTIVE
--default-for-unmapped-signals CUSTOM_DECODING

/A Important
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"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
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"kms : GenerateDataKey*",
"kms :Decrypt"

1,
"Resource": [
"arn:aws:kms:us-east-1:111122223333:key/KMS_KEY_ID"

0|
= -

-

AEQ|C|ZAH ME 7 UHO|E XN

C|ZE oiLHAE MO|0|E

ListDecoderManifestSignals API &f
LICt CHS A MHEE AHS = LICH AWS CLI.

LS AH83504 C|Z ] OfL ||
3(E)o 2% S22 Ho|X[H= FE5t0] A5t

OlA

XHEE C|2EH ojUHAEN s 2E ClRH A
= BHo{E A™ELICH.
AEQ|O|ES 2 A&},

—_—

el Sl C|2H o =

decoder-manifest-name&

aws iotfleetwise list-decoder-manifest-signals /
--name decoder-manifest-name

S HA5E FS Ol
¥4 QTS Ohe MM TS THFLIC

T 74 2t2|8 AWS KMS 7|18 AtE35tod 2F 535}
ListDecoderManifestSignals APl 2fE 5 &£&

JSON

{
"Version'":"2012-10-17",

"Statement": [

{
"Effect": "Allow",

"Action": [
"kms :Decrypt"

1,
"Resource": [
"arn:aws:kms:us-east-1:111122223333:key/KMS_KEY_ID"

C|ZH U EHAE HH|0|E


https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_ListDecoderManifestSignals.html

3 QIE{m| O]

I.

[
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]
}
ListDecoderManifestNetworkInterfaces APl 24 & AF835t04 C|ZH OiLIHAE S| HEL
274 ACOIEEII=X] HUH = J/GLICH Bhs odloli= AWS CLIZH AFSELIT
ANEE ClZ2H BfLHAENM 2E HESZ CIEHHO|AL| 9 S8 2 HO|X|EE BF5to{ M5t
M Ot HES A-deich
decoder-manifest-nameg ¢l ZQI C|ZH OH{LHAEQ| O|§ 22 WwAEL|Ct
aws iotfleetwise list-decoder-manifest-network-interfaces /
--name decoder-manifest-name

2 22|™ AWS KMS 7|8 AtE35t0] 5 3HE 2 st et B 0|

ListDecoderManifestNetworkInterfaces API 28 &8 £ QIEE OIS MM MHE 2 &

grct,

JSON
{
"Version":"2012-10-17"
"Statement"
{
"Effect": "Allow",
"Action": [
"kms :Decrypt"
1,
"Resource": [
"arn:aws:kms:us-east-1:111122223333:key/KMS_KEY_ID"
]
}
AR = UA&Lict
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https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_ListDecoderManifestNetworkInterfaces.html
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https://console.aws.amazon.com/iotfleetwise
https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_DeleteDecoderManifest.html
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aws iotfleetwise delete-decoder-manifest --name decoder-manifest-name

CI20 BUBAE AHK) &9

ListDecoderManifests APl 212 AI&35t0{ C|ZH OHLITHAE 7} AN E[RFA=X| = eler = &LICE.
CtS N[0 H=E AFE ' LICH AWS CLI.

DE CIZH ojLHAES| 29 552 HO[X| B = HAMstt{H CfS TS AdEfLCh

aws iotfleetwise list-decoder-manifests

TZH 22|13 AWS KMS 7|E Al25l0d & 531 & M358 A 80| ListDecoderManifests
AP ZHig S 58 4 QTS 12 WY MYS ZEELIC
JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"kms :Decrypt"
1,
"Resource": [
"arn:aws:kms:us-east-1:111122223333:key/KMS_KEY_ID"
]
}
]
}

Get AWS loT FleetWise C|ZH OjLIHAE ME

GetDecoderManifest APl & AF&510{ C|ZH OfL|HAE S| HEX T QEHO|A & A5 C|ZH
7t OO E LR =X| &le &= Q&LICH CFS HAMIHEE AFHEFLICH AWS CLI.
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https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_ListDecoderManifests.html
https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_GetDecoderManifest.html
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aws iotfleetwise get-decoder-manifest --name decoder-manifest
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LICE CHAl ZHai M CIZ2E OiLHAEE HEstHet T HHZ B

178 2213 AWS KMS 7|2 AFE50{ S SHE 2458t A & 0| GetDecoderManifest API
= H

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"kms :Decrypt"
]I
"Resource": [
"arn:aws:kms:us-east-1:111122223333:key/KMS_KEY_ID"
]
}
]
}

ClZH L EHAE HE 71427 98


https://web.stanford.edu/class/cs345d-01/rl/eventually-consistent.pdf
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https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_CreateVehicle.html
https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_BatchCreateVehicle.html
https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_UpdateVehicle.html
https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_BatchUpdateVehicle.html
https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_DeleteVehicle.html
https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_ListVehicles.html
https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_GetVehicle.html
https://docs.aws.amazon.com/iot/latest/developerguide/authentication.html
https://docs.aws.amazon.com/iot/latest/developerguide/authentication.html
https://docs.aws.amazon.com/iot/latest/developerguide/iot-authorization.html
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« policy-name& 4dstei= EH 0|2 E HiELICH

« file-name& AWS loT Core &0| & El JSON I} Q| O|§ 2 £ HiELICE

aws iot create-policy --policy-name policy-name --policy-document file://file-
name . json

oAl HHE A& 3st7| Tl 2 & +~&TLICH

* us-east-12 AWS IoT FleetWise BIAAE MMEH AWS 2T S 2 HiEL|CE
e 1111222233332 AWS H ™ IDE HfEL|C}.

0| of|M|ofl= AWS loT FleetWiseOll A od|2Fst F=X||7} =& E|o] Q& LICH XAo| =XE F7}sHoF &L
Cl. REMIEH LI 2 AWS loT FleetWise Q| 0i|2F F x| EHHE & XFHAA|L.

JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"iot:Connect"
1,

"Resource": [
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"arn:aws:iot:us-east-1:111122223333:client/
${iot:Connection.Thing.ThingName}"
]
}I

{
"Effect": "Allow",

"Action": [
"iot:Publish"
1,
"Resource": [
"arn:aws:iot:us-east-1:111122223333:topic/$aws/iotfleetwise/
vehicles/${iot:Connection.Thing.ThingName}/checkins",
"arn:aws:iot:us-east-1:111122223333:topic/$aws/iotfleetwise/
vehicles/${iot:Connection.Thing.ThingName}/signals"
]
}I

{
"Effect": "Allow",

"Action": [
"iot:Subscribe"
1,
"Resource": [
"arn:aws:iot:us-east-1:111122223333:topicfiltexr/$aws/
iotfleetwise/vehicles/${iot:Connection.Thing.ThingName}/collection_schemes",
"arn:aws:iot:us-east-1:111122223333:topicfiltex/$aws/
iotfleetwise/vehicles/${iot:Connection.Thing.ThingName}/decodexr_manifests"
]
}I

{
"Effect": "Allow",

"Action": [
"iot:Receive"
1,
"Resource": [
"arn:aws:iot:us-east-1:111122223333:topic/$aws/iotfleetwise/
vehicles/${iot:Connection.Thing.ThingName}/collection_schemes",
"arn:aws:iot:us-east-1:111122223333:topic/$aws/iotfleetwise/
vehicles/${iot:Connection.Thing.ThingName}/decoder_manifests"
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1. RSA 7| 4& ddst1 X509 QIBME LFotedH ChE BB S A ELICH

« cert& CertitificatePEMS| & £24 LY
« public-keyE KeyPair.PublicKey2| B2 £ LI

« private-keyE KeyPair.PrivateKey2| & £29 L

aws iot create-keys-and-certificate \
--set-as-active \
--certificate-pem-outfile cert.pem \
--public-key-outfile public-key.key" \
--private-key-outfile private-key.key"

2. E20|M 25 M| Amazon EIAA O|E(ARN)S SAMEFLICH.
(@]

_I
Z Mol Mg HEstodH Oh S Wye M#ELICH
« policy-nameg 448 AWS loT Core HZHO| O|F S Z HtELICH

o
« certificate-arn2 SA8t QIS M| ARNSZ A ELICt.

aws iot attach-policy \
--policy-name policy-name\
--target "certificate-arn"

4. QABME A=Sol eddstedH Chs BES A-AFLICH

o ## ### AWS loT AFZ O|& &= A& IDE HiELICEH
« certificate-arnS SAe QIS5 MOl ARNS 2 x| &hL|Ct.
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aws iot attach-thing-principal \
--thing-name thing-name \
--principal "certificate-arn"
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https://github.com/aws/aws-iot-fleetwise-edge/blob/main/docs/dev-guide/edge-agent-dev-guide.md#data-models
https://github.com/aws/aws-iot-fleetwise-edge/blob/main/docs/dev-guide/edge-agent-dev-guide.md#data-models
https://github.com/aws/aws-iot-fleetwise-edge/blob/main/docs/dev-guide/edge-agent-dev-guide.md#data-models
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https://github.com/aws/aws-iot-fleetwise-edge/blob/main/docs/dev-guide/edge-agent-dev-guide.md#data-models
https://github.com/aws/aws-iot-fleetwise-edge/blob/main/docs/dev-guide/edge-agent-dev-guide.md#data-models
https://github.com/aws/aws-iot-fleetwise-edge/blob/main/docs/dev-guide/edge-agent-dev-guide.md#data-models
https://github.com/aws/aws-iot-fleetwise-edge/blob/main/docs/dev-guide/edge-agent-dev-guide.md#data-models
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https://github.com/aws/aws-iot-fleetwise-edge/blob/main/docs/dev-guide/edge-agent-dev-guide.md#data-models
https://github.com/aws/aws-iot-fleetwise-edge/blob/main/docs/dev-guide/edge-agent-dev-guide.md#data-models
https://github.com/aws/aws-iot-fleetwise-edge/blob/main/docs/dev-guide/edge-agent-dev-guide.md#data-models
https://github.com/aws/aws-iot-fleetwise-edge/blob/main/docs/dev-guide/edge-agent-dev-guide.md#data-models
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https://github.com/aws/aws-iot-fleetwise-edge/blob/main/docs/dev-guide/edge-agent-dev-guide.md#data-models
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https://console.aws.amazon.com/iotfleetwise
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/A Important
AFEE Yt Fols QB3 M 7|E CIRECSSof &L QB A2t ZEto|H! 7|18 AHE 504
Edge Agent for AWS loT FleetWise A Z Ef0{0i| M xtZF2 ZAErLICH

AYE OHE e CI20 tUBAE 9 1T A8 2HE A8 of #LICH CreateVehicle API &t
S AL8stod A S MAE 25 UALICH CHS IR0l ME AWS CLIE AHSEILICH

aws iotfleetwise create-vehicle --cli-input-json file://file-name.json

Example- Xt&F 74

o (MEH AFE) associationBehavior Z2 CHS & sHLEY £+ U&LICH

« CreatelotThing - At 0| M| AWS IoT FleetWise= XHE 2| XA+ ID O|F 22 AWS loT
AEE XSS E HMELICH

« ValidateIotThingExists— 7|& AE S ALE35104 AWS IoT A& E BtE =+ U&LICH.

AWS loT At2 & ‘ddstedH ot
M.

Ojo

TES ABYLICH ## ##2 UST 22 AEQ0[F2E Ht

aws iot create-thing --thing-name thing-name

X|&5tR| eto™ AWS loT FleetWise7} #xF2F0f CHEE AWS loT AFEE RIS o2 MAIEhL|CT

/A Important
AEFO| MAMEI £ AWS loT AFE 0| Z2H|XMYE|RAEK| EQISLICE RIAM|EH LHE2
Provision AWS loT FleetWise X2 CHH 2 X5 AAIL.

« vehicle-nameg& C}S & SILIZ HIRAM2.

A& & (AWS CLI) 0


https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_CreateVehicle.html
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« decoder-manifest-ARNE K|'SEl At D21t 2t3E C|2H OfLIHAE QS| ARNSE WA EL
Ct.
. (ME AFEN &4
Ch. o & S0 7| RISALE At
"electric"}.

0|-
>
X
mo
i
N
Q'I_l
i
o

|.EF EE—HQ-”A{ I:|I_|-

N N
Edts B 4ol o3 US I

o2 n
9,'1
4> i

/A Important

£82 MG Aol FIhstedH HA e A ZEM S48 Folslok gL

{
"associationBehavior": "associationBehavior",
"vehicleName": "vehicle-name",
"modelManifestArn": "model-manifest-ARN",
"decoderManifestArn": "decoder-manifest-ARN",
"attributes": {

"key": "value"

}

}

ME| HESIS AT 94Z5t0d stateTemplates BEE ALS5t0f 2t 0| &H2rol M Aref o
OlEE +FF 4 e

O| MM E CHS & St stateTemplateUpdateStrategy & U&LICH.

 periodic: Edge Agent 2AZEQJ0{7} 2t =0 AE UO0|EE MEsE I H ST E X|HE
£ A& LICHEdge Agent AZEQ0{= UO|0|E ZHof A5 Zho| AKX i 2 ARl YOo|E
E ™S&ELIoh.

« onChange: Edge Agent 2ZEQ|o{= &l& 7t HZEE mioict 415 AC|0|EE &S FLICH

A dE(AWS CLI) o



JHeER 7Hol=

AWS IoT FleetWise
=1 Q| I(ofl:):

aws iotfleetwise create-vehicle --cli-input-json file://create-vehicle.json
=

create-vehicle.json Tt 0i|
"associationBehavior",

"associationBehavior":
"vehicleName": "vehicle-name",
"modelManifestArn": "model-manifest-ARN",

"decoderManifestArn": "decoder-manifest-ARN",
"attributes": {
"key": "value"
I
"stateTemplates": [
{
"identifier": "state-template-name",
"stateTemplateUpdateStrategy": {
"periodic": {
"stateTemplateUpdateRate": {
"unit": "SECOND",
"value": 10

O| CreateVehicle API 212

}
o4st
—

—

"Version":"2012-10-17",

"Statement": [

{

"Effect": "Allow",
"Action": [

"kms : GenerateDataKey*",

"kms :Decrypt"”

1,

xHZ MA(AWS CLI)
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JHeER 7Hol=

"Resource": [

"arn:aws:kms:us-east-1:111122223333:key/KMS_KEY_ID"

0424 AWS IoT FleetWise %}

o

BatchCreateVehicle API 2212 A} 23504

AWS CLIE A&t

AFE of] Of WYstedd Chs

2F AHAA
o O
Holl of2f AT S Ml 4

ol
AA

file-name& 0ic] AHF 2| 70| ZFEl json IAUQ| O|F 2 2 HHELICEH

L|C}. 2 M=

aws iotfleetwise batch-create-vehicle --cli-input-json file://file-name.json

Example- Xt& 74

"vehicles": [
{
"associationBehavior":
"vehicleName":
"modelManifestArn":
"decoderManifestArn":
"attributes": {
"key": "value"

"associationBehavior":
"vehicleName":
"modelManifestArn":
"decoderManifestArn":
"attributes": {
"key": "value"

"associationBehavior",

"vehicle-name",
"model-manifest-ARN",

"decoder-manifest-ARN",

"associationBehavior",

"vehicle-name",
"model-manifest-ARN",

"decoder-manifest-ARN",

ofcd A+

0=
0%
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}

Z BHR| ZFdodl CHalf z[CH 10CHe| RIS HEE & U&LICH T4 ool CHEr RbMIEH LI 2 AWS

loT FleetWise At 2F M4 MME XML

T7ZH 2213 AWS KMS 7|& Al25t0{ & 53512 4458t Z 298t0| BatchCreateVehicle API
g S5 4 JUTS OHS WM MYS TEELIC
JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"kms : GenerateDataKey*",
"kms :Decrypt"
]I
"Resource": [
"arn:aws:kms:us-east-1:111122223333:key/KMS_KEY_ID"
]
}
]
}

AWS |oT FleetWise %2 2O|0|E

/A Important
E AWS IoT FleetWise 7|0 CHEr M A= SR HO|EEILICH RFMIEH LIRS AWS AWS
loT FleetWisel| 2|1™ 2! 7|5 718 B2 HZTHAAIL.

UpdateVehicle API 2t 42 AtE3tod 7|E R EE UH0|EE =+ U&LICH TS oM oA= AWS CLI
£ Ar8gfLch

AFE Uolo|EstedH OhS BES A-deLict

file-nameg A& 70| Z&E json I}AUO| O|E2Z HIELICEH

A AololE 114
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AWS IoT FleetWise

JHeER 7Hol=

aws iotfleetwise update-vehicle --cli-input-json file://file-name.json

Example- AH& 74

« vehicle-name& YO|O|ESIEd= AIE 2| IDE W H|5HAIL2.

o (MEH AL model-manifest-ARNE AFR S X REE WXt ol AR SHE
OfL|H A E)S| ARNSZ WA EFLICH.

AE 22

« (M®™ M) decoder-manifest-ARNS KI&et M At 2 A€ C|2H OiLIHAE S| ARN

o2 nFstML.

o (MEHALE) attribute-update-modeE A £SO 2 WA|GHAML.

s
« Merge— 7|&E &£82 M 22 E YOIO|ESIT M £40| gile™ F715t0{ A &4

HErerict

7|& &40

o€ E04, ®#F0l {"color": "black", "fuelType": "electrlc"}QP(J—P) &2 E540| QY
0 AEFZ {"color": "", "fuelType": "gasoline", "model": "x"} HM8S=Z AC|O|
EdtH HOolo|EE Aol £d2 Ctadt Z&LICh {"fuelType": "gasoline", "model":
"X"}_

« Overwrite— 7|& £48E2 M £4€22 CHAELICE.
o€ E04, k2ol {"color": "black", "fuelType": "electric"}oH@) Z £40|
U= A2 AES Y {"model": "x"} HHE2=E UH|O|ESIH UO|O|EE! XE T SHE
{"mOdel" an} _/_,|\_AC->|0| 9|/\L|E|_

2 M Zte 2 Aolo|E5t
2. 0§ S0 M7 KHSAE A8ste 3¢ 4ol O3 22 XI8g = U&

"electric"}.

&M8E MX|5te{™ attributeUpdateModeE MergeZ T/ E35IAIR.

/A Important

£48 JHE XZol FIhstE{H MK

r

"vehicleName": "vehicle-name",

4™ attributesE FA5HA
LICk {"fuelType":

e Xt F ZROM &2 Eolstior FLct.

*E HololE
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model-manifest-arn
"decoder-manifest-arn"
attribute-update-mode"

AWS loT FleetWise
modelManifestArn":

"decoderManifestArn"
"attributeUpdateMode"
}
}
Example- At 20t HAZAE AEf| RHIES! F7} E= FN7A
ArEstod F7h o Efl IERE ALStHLE A0 7|&E PZEE MAHE = U&LIT

 stateTemplatesToAdd
 stateTemplatesToRemove
aws iotfleetwise update-vehicle --cli-input-json file://update-vehicle.json

update-vehicle. json b0l Z & E {x|(0:):

{
"vehicleName" vehicle-name
"modelManifestArn": "model-manifest-arn
"decoderManifestArn": "decoder-manifest-arn
"attributeUpdateMode" attribute-update-mode

"stateTemplatesToAdd": [

{
"identifier" state-template-name
stateTemplateUpdateStrategy": {
{3

=2

"onChange"
I-o
=H=

}
["state-template-name"]
0| UpdateVehicle API &

O
ru°l'

1,
"stateTemplatesToRemove"

"Vexrsion":"2012-10-17"

*E HololE
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"Statement": [

{
"Effect": "Allow",

"Action": [
"kms : GenerateDataKey*",
"kms :Decrypt"

1,

"Resource": [
"arn:aws:kms:us-east-1:111122223333:key/KMS_KEY_ID"

0424 AWS loT FleetWise A& 2H|0|E

BatchUpdateVehicle API 24& At&5t0{ 7| & AtE o] CHE & Hol UCIo|EEY = JU&LICH CHS
of| Mol M= AWS CLIE AtS gLt

ofE] RS UC(0|E 3R O+ BBS MBI

file-name2 098] RtEF 2| #+40| L& & json TtYUQ| O|ESE HIELICEH
aws iotfleetwise batch-update-vehicle --cli-input-json file://file-name.json

Example- Xt& 74

{
"vehicles": [

{
"vehicleName": "vehicle-name",
"modelManifestArn": "model-manifest-arn",
"decoderManifestArn": "decoder-manifest-arn",
"mergeAttributes": true,
"attributes": {
"key": "value"
}

},

{
"vehicleName": "vehicle-name",
"modelManifestArn": "model-manifest-arn",
"decoderManifestArn": "decoder-manifest-arn",

o] A HHI0|E 117
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"mergeAttributes": true,
"attributes": {
"key": "value"

}

Zb Uz Z-dof CHEH =|CH 10CHe| RIS UOIO|EE = U&LICH O SF 2| 4401 CHst REAISH H
H = AWS loT FleetWise X2 QCl|0|E MME FHZ5HAMI2.

T 22" AWS KMS 7|E AtE5to] 255t E 243t et < &0l BatchUpdateVehicle API
AUS EEY s AUATSF OIS X HdHS ZEELICH
JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"kms : GenerateDataKey*",
"kms :Decrypt"
1,
"Resource": [
"arn:aws:kms:us-east-1:111122223333:key/KMS_KEY_ID"
]
}
]
}

/A Important

xF2FO| AFA| 24 AWS IoT FleetWises HZAE £33 L AW QoM XIS RS2 2 MHE
LICE XEM[EE LHE 2 AWS loT FleetWise| A EZ! 2| & | QIS AH& 8 Collect AWS loT

R A 118
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FleetWise O|O|E{ MME X SIM L. 3FK|PH X2 04715 A2 2 ERNSHHLE AFE T
01 A&LICH AWS loT Core. AtE Af&flof| CHEH X|EI2 AWS loT Core 7HE A} 7HO|E2| ALE AF
ME HEML.

AE AK|(EE)
AWS IoT FleetWise &2 Al235t0q4 %}

A

fljo

AFX

P

u

= 7o

[e][]

AWS loT FleetWise &8 L|C}.
S Fol M RS MESEFLICE.
A H O| X[ M &FK| 5t
AT E MESEFLICE.

Al
AfMlvehicle-nameOiAM, At O|§ 2 Q=dst CHS AMKIE MEHENLICEH

o ~ w0 bh =

X2k AFRI(AWS CLI)

DeleteVehicle APl 2 4E A8 35104 A F S AAE = JU&LICH CHS A H=E AEELICHAWS
CLI.

AFS AXGSE{H OIS BHES A>T LIC
vehicle-name2 At A|stEd= AHE Q| IDE WA ELICE
aws iotfleetwise delete-vehicle --vehicle-name vehicle-name

FO|

—

A ANK|

ok

ListVehicles APl 242 At&3H04 RHEO| AN IR =X| =l
CLIE AFS &Lt

A&LICH CHS o Aol = AWS

»

E RtErol i Hlo|X| DH74El 2of S5 AMsteiH O TS AAeLIch

aws iotfleetwise list-vehicles

MS 7|& AtEst0 Y55 E EE3tet B 90l ListVehicles API E{UE 3
_|
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https://console.aws.amazon.com/iotfleetwise
https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_DeleteVehicle.html
https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_ListVehicles.html
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JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"kms :Decrypt"
]I
"Resource": [
"arn:aws:kms:us-east-1:111122223333:key/KMS_KEY_ID"
]
}
]
}

Get AWS loT FleetWise #&F ME

/A Important

£ AWS |oT FleetWise 7|S0il CHEt HA|
loT FleetWisel| 2|7 &l 7|5 78/ B2 & ESHAAIL.

>
rr
e
3
X
o
m

i
C
n
Pal
Pl
o
C

82 AWS AWS

GetVehicle APl 242 AI85t04 xI2 HEE AME £ U&LICH CFHS oMol ME AWS CLIE AFR
ghoict
= .

At ol HEtH|O|EHE AMstedH O B> S A-AELICh

vehicle-name2 AMsEd= AIE 2| IDE W H|5HAL2.

aws iotfleetwise get-vehicle --vehicle-name vehicle-name

(® Note
Of e 2™ et 88 ZA&LCh ChA| 2ol A& E HEstHEL T HH 2 $HPE[X| BfE
=T A&t
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https://web.stanford.edu/class/cs345d-01/rl/eventually-consistent.pdf

JHeER 7Hol=

A& LI CHE oA

AWS IoT FleetWise

GetVehicleStatus API &4
oAM= AWS CLIE A& ErL|C}.

A AGE 2lAL 0| HEfE AMsiEdH CHE BE

=

o|&A7F AZE AF Q| IDE HiELICH
F &2 2t 2 CAMPAIGN,

—

e vehicle-name&
o ### AMEIE{E MNEHQ| BlAA REOZ HIELICH typel

STATE_TEMPLATE 2! DECODERYILICE,

aws iotfleetwise get-vehicle-status --vehicle-name vehicle-name --type type

=

ZH 2t2|8 AWS KMS 7|2 AF235}0
GetVehicleStatus APl &

JSON

"Version":"2012-10-17",

"Statement": [

{
"Effect": "Allow",

"Action": [
"kms :Decrypt"

1,
"Resource": [
"arn:aws:kms:us-east-1:111122223333:key/KMS_KEY_ID"
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AWS loT FleetWiseO|A{ ZE! 2|

E3/2 AF OIES LtEPLCH B3 R FO| ol ER2 S5{8 EMYLICE EXS ALE 30 0424
AFE 2 SAlol #ElstedH HA xtF S EE3/0 d26HoF gLct. 3t el Xt&o| CtE EXlol| £& =
A&LICH ZH QIS HHE 504 092] RHE S| EZI0)M o CI|O|EHE =& EX|, Al CIOIEHE =& E X
Mo{g £+ U&LIc REMISH LIE 2 |2l AFE St Collect AWS loT FleetWise CO|E{ Bt g & X
A2,

Z2loe o2 H271 ZEELct

fleetld

(MEH AFE) description
S22 ¥=d 30| ke HB.
signalCatalogArn
AlS FHEt2 79| Amazon 2|4 A O|E(ARN)ILICH.
AWS 0T FleetWise= E3/2 ddst0 2E|sts Ol AHSE = U= OIS0 22 API 2HHE MBS EL
Ct.

« CreateFleet—- 88t A5 IS &5l A 2158 HELICH
=2 =

« AssociateVehicleFleet — At &2

= A
« DisassociateVehicleFleet — 21} £2l0| ¢idE Z&LICI

+ UpdateFleet — 7|& E3!0i CHEt MHES ACl|o|EF LICH.

+ DeleteFleet — 7|& £/ ArA|EFLICEH
o

=
o ListFleets - 2 E Z&/ =
+ ListFleetsForVehicle - A}& 0| &8t 2 £3/9| ID S8 & H|O|X|YHZ L E35I04 HMELICEH

« ListVehiclesInFleet—- Z&! L 2 & X &2 2 S5 HO|X|EE #2504 HAMEHLICT

0

+ GetFleet— Z5!0f CiSt HEE ZHMELICT

|
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https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_UpdateFleet.html
https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_DeleteFleet.html
https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_ListFleets.html
https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_ListFleetsForVehicle.html
https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_ListVehiclesInFleet.html
https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_GetFleet.html
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« AWS loT FleetWise Z2! AiAd

* AWS loT FleetWise X

ol
wo |,
Mkl
i
5
Q
]

AWS loT FleetWise

mln
.
0Z

CreateFleet APl 5 E AtE 504 At £/ dEY + U&LICH Ch5 Mo MEE AEFLICH
AWS CLI.

/A Important

212 AAIS {04 HK
E

= H Mo hLlct. XEMIEH L2 AWS loT FleetWise
S IIE 2O MM BE &5

L

« fleet-idE MM QI Z219| IDZ W H|GIAML.

Z 2l D& D RsHoF 5t 1~100kt04of BfLICH S8 2XL 2/ (A-Z L a~z), X (0-9), 22 (),

MEe 1~2048K77HK| Q=dE £ l&Lct

« signal-catalog-arng &1 I 29 ARNSZ WH|5HM 2.

aws iotfleetwise create-fleet \
--fleet-id fleet-id \
--description description \
--signal-catalog-arn signal-catalog-arn
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JSON

{
"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": [
"kms : GenerateDataKey*",
"kms :Decrypt"
]I
"Resource": [
"arn:aws:kms:us-east-1:111122223333:key/KMS_KEY_ID"
]
}
]
}

AWS loT FleetWise # &2 Z2!0} 44

AssociateVehicleFleet APl IS AF235l0{ Xt S E3/0F HAGE &= USLICH OIS HAMAHIMHEE A
&L|c AWS CLI.

/A Important
- XS Z30 044 5edH MK 2 EX0] Qlo{ofF ELICH REAIEH LI 2 Manage AWS
loT FleetWise A} 2f EHHE B XA AL,

o
o %22 o0l cHA =210t 04745 AWS loT FleetWise7} XSO 2 ZH| QIS &t2F0f HHE
|.

« fleet-idE& £3/9| IDE WH|5tML.

« vehicle-nameg A IDE W A|5HML.
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aws iotfleetwise associate-vehicle-fleet --fleet-id fleet-id --vehicle-name vehicle-

name

742 238 0| AssociateVehicleFleet

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"kms : GenerateDataKey*",
"kms :Decrypt"
]I
"Resource": [
"arn:aws:kms:us-east-1:111122223333:key/KMS_KEY_ID"
]
}
]
}

DisassociateVehicleFleet APl 242 AF& 504 A E310| A4S BE = UELICEH CFHS of Ao
MeEE A2 L|CH AWS CLI.
A Z510| HAAE SHiASte{™ ChS HYEE A-ELICH

« fleet-idE Z%/9| IDE I A|5tML.

« vehicle-name& A IDE I A|5HMIL.

aws iotfleetwise disassociate-vehicle-fleet --fleet-id fleet-id --vehicle-name vehicle-

name

125
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AWS IoT FleetWise

Herxt 7hol=
TZH 2213 AWS KMS 7|2 Al25t0{ & 53512 E445et AL 48|
DisassociateVehicleFleet API &S SEE £+ U E CIS MM HHS ZTFELICH

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"kms : GenerateDataKey*",
"kms :Decrypt"
1,
"Resource": [
"arn:aws:kms:us-east-1:111122223333:key/KMS_KEY_ID"
]
}
]
}
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UpdateFleet API 212 A& 3to] E50f gt 4TS YUOIO|EE & A&LICH CFS oflol= AWS CLI
7t AAEE LI

£3/2 YololEshaiR oS HHS MM LICH

« fleet-idE& YO|O|EStE{E Z5/9| IDE I HGHAHIL.

« descriptiong M MBS ZE TWASHMSL.

MHS 1~2048KH77H K| =2d& = Ql&LICt.

My =
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4
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m

>

=
()

13
>

AHo|E 126


https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_UpdateFleet.html

AWS IoT FleetWise HEf Rt 7t0|=
JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"kms : GenerateDataKey*",
"kms :Decrypt"
1,
"Resource": [
"arn:aws:kms:us-east-1:111122223333:key/KMS_KEY_ID"
]
}
]
}
AWS loT FleetWise Z2! AMx||
DeleteFleet API 242 At&35t0o] E32 &ME = UA&LICE CHF Ao H=E AFESELICH AWS
CLI.
/A Important
E32 MX|I5t7| Mol AZE RHEFF 0| QI=X| 2t 2. XD EX/0| HAHEZ AISHE S
of CHEt REMISE L& 2 EX0IM AWS loT FleetWise xr = A4 dAS HFESAL
E3ig AxsEY O WS AL

fleet-idE& &tA|StEd= E3/Q| IDE L A|HM L.
aws iotfleetwise delete-fleet --fleet-id fleet-id

=1 F

A

o

ARK]

MK
Jlb

ListFleets API Zf4E Af&735l0o{ E&!
E ArEFLICH

& LICt S ol Aol M= AWS CLI

I
U
Iz
>
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PE E39/ 90| HO|X|HE FEE SE2 AM5te{H O3 BHES ALt
aws iotfleetwise list-fleets

ALE35I0d S35 E 2458t AR A" 0| ListFleets API EUE S &

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"kms :Decrypt"
1,
"Resource": [
"arn:aws:kms:us-east-1:111122223333:key/KMS_KEY_ID"
]
}
]
}

Get AWS loT FleetWise Z2! ME

ListFleetsForVehicle APl 2212 Al 5}04
Ql&LICH CHS oMo A= AWS CLIE A}

o
o
B S
ro
H
rn
Mk
U
lo
i
o
Ral
=2
oN
O
Ji
J
mjo
oY
1z
ok
4%

A0l

I
rot

2=

M

20| ID S &8 Ho|X| B2 HMFIE{H S HHPS At
vehicle-name2 A2 IDE T A|SHAH L.

aws iotfleetwise list-fleets-for-vehicle \
--vehicle-name vehicle-name

I 228 AWS KMS 7|8 AF8510{ S35 E 24358 AR Q& 0| ListFleetsForVehicle
= [e)
=
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JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"kms :Decrypt"
]I
"Resource": [
"arn:aws:kms:us-east-1:111122223333:key/KMS_KEY_ID"
]
}
]
}

ListVehiclesInFleet APl 22 At&38to E2! L 2 E Xt ZF 2| HO|X|E izl R S5 AME = U
&LCH CHS oMol M= AWS CLIE AFEELCE

aws iotfleetwise list-vehicles-in-fleet \
--fleet-id fleet-id

I8 2218 AWS KMS 7|E Al835t0 &S5l E 4458 AR &80l ListVehiclesInFleet API
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"Resource": [
"arn:aws:kms:us-east-1:111122223333:key/KMS_KEY_ID"

]
}
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{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"kms :Decrypt"
1,
"Resource": [
"arn:aws:kms:us-east-1:111122223333:key/KMS_KEY_ID"
]
}
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https://docs.aws.amazon.com/iot-fleetwise/latest/developerguide/controlling-access.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/creating-buckets-s3.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/creating-buckets-s3.html
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Amazon Timestream

/A Important

AWS loT FleetWise0i TimestreamO GIO|E{E £ £ U= THEHO| U= ZA<0iBt C[O|EE H|
OlE2 MEE = U&LICH HMA HE Foq0f CHEE REMIEH LIE 2 AWS loT FleetWiseE At
28t HMHA X|0{E R ESIMIL.

Ol Alo} EfZEF(FEHIO]) 2I™0lH= Amazon Timestream2 AFE & £+ Qi&LICH

EtUAEZ E|0|E0 X O|O|EHE A& 35t2{ Amazon Timestream= ME{ELICH Timestream=
Ar&35tod Xt E HIO|E{E H2|5to FA|et HEHES AlEE = U&LICH & £01 Timestream2 At
510 A IR F ol et B2 BtE = UELICH E012= XA CIO|EHE el MA|Zte 2
Timestream2 2 ™S ELICH AFM[EH L2 Amazon TimestreamO|2F FURUL|TI?7E R XML
Amazon Timestream 70 X} SLHA 2] .

EtUAEZ HOIE dHoM LIS & & eLch

1. EIUAEZ HO|E{H0|A 0|80 B EECIR2 SE0|M EIYAEZ Oo|E{H0|A 2| 0|ES M
=HEfLct
2. EIUAEZ HO|Z 0|2l 42 ESCI2 S50 M EIJAER HO[ZE2| O|F S MEiFLICH
EtAERS A |~0IM CHe e 488Lch
+  EEC0R SSolMIAM g Meighn
MQTT =X
/A Important

AWS loT FleetWise0l F=A|of| CHEF HEH0| I ZE<0i Bt Cl|O|E{E MQTT AWS loT FAMIZ 2t
QEISH & olA | |0} HM|A HEH 2040l CHEF XEA|EH LIRS AWS IoT FleetWise 2 A3 oH
MA HMo{E EXFHMIL.
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MQTT HAE2z M&E AHE CIo|E = 7He| ANzt 2 MEE|H &S Ar85tod ZXIE FISt7HLE
CiO|E{E CHE OHY 22 2t Y & U&LICH MQTT A0 CHEF REM[EF LIE 2 AWS loT Core 71
Kb QFLHA S| ClHFO|A S A 2 2 7EE2 AWS loT HESHMR.
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https://docs.aws.amazon.com/iot/latest/developerguide/protocols.html
https://docs.aws.amazon.com/iot/latest/developerguide/iot-rules.html
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AmQlol AZEE A F 2| C|o|E =TS LA % |5tedH Zm @ 2 of WO|X|oAM LAl SXIE MEE
LICH 24w Qlof| A&l RtZFolM CloIE =& 2 AH7HstedH KIHE
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CreateWorkGroup APl 212 A23510{ 2t 188 MAE £ T Q&LICH CFS oMol ME AWS
CLIE AtSE L.

A Qle MM XFoAM £=EE CIo|E{E MQTT FMZ ™& 3 7{LF Amazon S3(S3) EE=

Amazon TimestreamO0i| X{ZH&h 4= Q& LICEH TimestreamS MEHSIH 7{o| AA|ZE X 2|71 28t | 0]
HE X&sts S 21 28 71s5tH M7 22 1= AlHIYE HIO|EH0|AE AFSE &= U&LICt
YA z[no| =EM, Oo|E 718, 2ot U M52 4 & A AEZ|X|ZE S3E ME{ELICE MQTTE
MERSIO] 7| AA|ZtS 2 C|O|EH & & stmof CHet 7212 AWS loT AF&5t0{ CIO|EHE ol 7Lt

CHE A o2 Bt Rt AtYdg 2B LICH
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/A Important

AWS IoT FleetWise7} AL XIS CHAISH0d MQTT HIA|X|E ELH7HLE Amazon S3 EE&
TimestreamOf CI[O|E{& & = Q= HEH0| U= A0l 2 X2 OIO|E{E MQTT FA|, Amazon
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https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_CreateCampaign.html
https://docs.aws.amazon.com/iot/latest/developerguide/iot-rules.html
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S3 IE= Amazon Timestream2 2 & & £ Q& L|CH HAlA HEt
2 AWS loT FleetWiseE AI& 8t HM|A H|0{E EXFHMIR.
Ol Alot EfE F(FEHFO|) 2l M= Amazon TimestreamE AF2 & 4= QA& LICE.

040i CHet RpA|IEH LS
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/A Important

- AW QS BHET| Tof| Mz =0 AHE EE= E3/0] R{o{oF BfLICH RtAM[EF LHE
Manage AWS loT FleetWise £1% 7}E 2, Manage AWS loT FleetWise A&, AWS IoT
FleetWisel M E3! 2| MM E H XM L.

« 2m|QlE MAEt 20l = UpdateCampaign API A4S A& 35to4 Z{m| Q!
Ct. XkMIEH LI 2 AWS loT FleetWise Zim| Q! AC|0|E MM

file-name2 Z{H|Ql 40| & & json ItU2| O|F 22 HIELICEH
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« signal-catalog-arng £1% 12239 Amazon 2|44 O|§(ARN)2 2 WA LICt

« target-arn2 M8t E3 £ O] ARNSZ WA gLct.

bucket-arng S3 HHZ!2| ARN2 Z HiEL|C}.

"name": "campaign-name",
"targetArn": "target-arn",
"signalCatalogArn": "signal-catalog-arn",
"collectionScheme": {
"conditionBasedCollectionScheme": {
"conditionLanguageVersion": 1,
"expression": "$variable. 'Vehicle.DemoBrakePedalPressure' > 7000",
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JHeER 7Hol=

"minimumTriggerIntervalMs": 1000,
"triggerMode": "ALWAYS"

},
"compression": "SNAPPY",
"diagnosticsMode": "OFF",
"postTriggerCollectionDuration": 1000,
"priority": 0,
"signalsToCollect": [
{
"maxSampleCount": 100,
"minimumSamplingIntervalMs": 0,
"name": "Vehicle.DemoEngineTorque"
},
{
"maxSampleCount": 100,
"minimumSamplingIntervalMs": 0,

"name": "Vehicle.DemoBrakePedalPressure"

}
1,
"spoolingMode": "TO_DISK",
"dataDestinationConfigs": [

{
"s3Config": {
"bucketArn": "bucket-arn",
"dataFormat": "PARQUET",
"prefix": "campaign-name",
"storageCompressionFormat": "GZIP"
}
}
1,
"dataPartitions": [
{ ... }
]
}
(@ Note

Ot Alo} EfH & (FHI0]) 2l M= Amazon Timestream2 ALE

- ZH QI O|§ 2 BHED U= campaign-name2 2 WA LICEH
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« signal-catalog-arng 413 FIE 239 ARNSZ WX[SIMIL.

M|k

« target-arng Mt EX E= AF S ARNCE WA[EL|Ct

« role-arng Timestream E{|O|20{ LIO|IE{E TEE &= U= AWS loT FleetWise TEHE F045t=
xhoq Aldl o5t o| ARNS Z HFELICEH

« table-arng ElYUAEZ E|O|[E2| ARNCZ WH|EL|C}

{
"name": "campaign-name",
"targetArn": "target-arn",
"signalCatalogArn": "signal-catalog-arn",
"collectionScheme": {
"conditionBasedCollectionScheme": {
"conditionLanguageVersion": 1,
"expression": "$variable. Vehicle.DemoBrakePedalPressure® > 7000",
"minimumTriggerIntervalMs": 1000,
"triggerMode": "ALWAYS"
}
1,
"compression": "SNAPPY",
"diagnosticsMode": "OFF",
"postTriggerCollectionDuration": 1000,
"priority": 0,
"signalsToCollect": [
{
"maxSampleCount": 100,
"minimumSamplingIntervalMs": 0,
"name": "Vehicle.DemoEngineTorque"
1,
{
"maxSampleCount": 100,
"minimumSamplingIntervalMs": 0,
"name": "Vehicle.DemoBrakePedalPressure"
}
1,

"spoolingMode": "TO_DISK",
"dataDestinationConfigs": [
{
"timestreamConfig": {
"executionRoleArn": "role-arn",
"timestreamTableArn": "table-arn"
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}
1,

"dataPartitions": [

{ ... 1}

. ZHQl ol BrET Y

campaign-name2 2 mR|ELICH.

A& FHEF2 9| Amazon 2|4 A O|F(ARN)2 2 WA & LCt

« target-arn2 MMs E3 £= XIF S ARNSZ wH|EL|CH

« topic-arng A O|O|E{7} =& El HIAIX|S| CHY S 2 X[™E MQT

- role-arng XIG& MQTT FX|of CHEt HAIX|E ME, =41 &
FleetWise T2 F0{5l= 2] A& Q& | ARN2ZE HHELICE

mo rir

* signal-catalog-arn

Mol ARNS 2 HfEL|C}.

T=
E Fg =+ A= AWS loT

{
"name": "campaign-name",
"targetArn": "target-arn",
"signalCatalogArn": "signal-catalog-arn",
"collectionScheme": {
"conditionBasedCollectionScheme": {
"conditionLanguageVersion": 1,
"expression": "$variable. 'Vehicle.DemoBrakePedalPressure®' > 7000",
"minimumTriggerIntervalMs": 1000,
"triggerMode": "ALWAYS"
}
},
"compression": "SNAPPY",

"diagnosticsMode": "OFF",
"postTriggerCollectionDuration": 1000,
"priority": 0,

"signalsToCollect": [

{
"maxSampleCount": 100,
"minimumSamplingIntervalMs": 0,
"name": "Vehicle.DemoEngineTorque"

},

{

"maxSampleCount": 100,
"minimumSamplingIntervalMs": 0,
"name": "Vehicle.DemoBrakePedalPressure"
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AWS IoT FleetWise
}

1,
spoolingMode "TO_DISK"
"dataDestinationConfigs": [

{
"topic-arn
role-arn

o
=

{
"mqttTopicConfig"
"mgttTopicArn":
"executionRoleArn":
4% 0| CreateCampaign APl ¢4

—_
= Tl

}

T4 22[E AWS KMS 7|
BEY 4 UTE O HY MY
JSON

"Version":"2012-10-17"

"Statement": [
{
"Effect": "Allow"
"Action": [
"kms : GenerateDataKey*"
"kms :Decrypt"
"arn:aws:kms:us-east-1:111122223333:key/KMS_KEY_ID"

[

1,
"Resource"

=
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https://docs.aws.amazon.com/iotevents/latest/developerguide/iotevents-expressions.html
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ST & TAdElofof BLICH HBHER] AlA
O BLICH HIT AlAT ClO|E{Ql B9 B3

oOT AL -

01
d & StLtZ 0|o{XK|= B=e ZAgfgfLict

=H -

myVehicle.ADAS.Camera:

type: sensor

datatype: Vehicle.ADAS.CameraStruct
description: "A camera sensor"

myVehicle.ADAS.CameraStruct:
type: struct

description: "An obstacle detection camera output struct"

o
ze

T EJIROS 2 HO|E 2

rr

{
Vehicle.ADAS.CameraStruct.msg:
boolean obstaclesExists
uint8[] image
Obstacle[30] obstacles
}
{
Vehicle.ADAS.Obstacle.msg:
float32: probability
uint8 o_type
float32: distance

}

$variable. ‘myVehicle.ADAS.Camera.obstaclesExists"
$variable. ‘myVehicle.ADAS.Camera.Obstacle[@].probability"
$variable. ‘myVehicle.ADAS.Camera.Obstacle[1].probability"

$variable. ‘myVehicle.ADAS.Camera.Obstacle[29].probability"
$variable. ‘'myVehicle.ADAS.Camera.Obstacle[@].o_type"

AWS loT FleetWise Z{H|@lo| =2|X

S Al

152



AWS loT FleetWise TR 7H0|E

$variable. ‘'myVehicle.ADAS.Camera.Obstacle[1].o_type"
$variable. ‘myVehicle.ADAS.Camera.Obstacle[29].0o_type"
$variable. ‘myVehicle.ADAS.Camera.Obstacle[@].distance’
$variable. ‘myVehicle.ADAS.Camera.Obstacle[1].distance’

$variable. ‘'myVehicle.ADAS.Camera.Obstacle[29].distance’

AWS loT FleetWise ZHiH 2l 2H|0|E

UpdateCampaign APl 242 Al&3t04 7|ZE ZH|Ql2 YHIO|EE = JU&LICH OIS HHE2E AMEF
LICt AWS CLI.

« campaign nameE YO|O|EdlEi= A Rle| O|§ 22 WAELICEH
« actiong Ctg & StLIE CHAIELICE.
* APPROVE - AWS IloT FleetWise7t At& EEE E3/0] HHEZ Y = QU5 AH QS SELICH
(o] A CFE

« SUSPEND— Z{m|QlE YUA| SEHEFLICH ZHm|
T 2E X2 OOoIE ME&2 SEHELIC

« RESUME— SUSPEND Z{m|QI2 CtA| EMstELCt Q2 Ch2 M3l A| ZE RH2roi| RHHHZ
=S MYElof oM XF 2 CoIE &S RHE LI

« UPDATE - §d& ™Molst Zn|elnt 914504 ZH|2lg O|o|EELICT.
(=)

* description=

MHLe x|CH 2,048Xt77} K| 7Hs EhLCt.

. data-extra-dimensionsE XEE xHE £4H02 wAsto] ZH|Ql Soi =& E CIOIEHE &
ZELCH ol § S0{ A Qlol X3 KMZEAF 2 gk = QIO M, AWS loT FleetWise=
Amazon TimestreamOl|A C|O|E{E& Y S50 RIS E HAAELICH OH OF A F MIA L &2
o cH3l SO E FHElE = UELICH.

m

aws iotfleetwise update-campaign \
--name campaign-name \
--action action \
--description description \
--data-extra-dimensions data-extra-dimensions
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AWS loT FleetWise
D 2EE AWS KMS 7|& Ar835tod 2S5t E & 4358 A2 248 0| UpdateCampaign API 2 4E
SEE 4 QT2 Ohg MM MHS TEELC
JSON

"Version":"2012-10-17",

"Statement": [
{
"Effect": "Allow",

"Action": [
"kms : GenerateDataKey*",

"kms :Decrypt"
"arn:aws:kms:us-east-1:111122223333:key/KMS_KEY_ID"

1,
"Resource": [

}
AWS |oT FleetWise Z{H| 21 At K|
AWS loT FleetWise 24& = APIE AR50 ZHH| QIS AMK|E & &Lt
ZHH 2l AT A (2 &)
ool ArX|SHE{T AWS IoT FleetWise 2£2 AF2EFL|CH
o olg AtX|stEde B
1. AWS IoT FleetWise 2& 2 LIC
2. EfM 2ol M Zmelg MEistL|Ct
3. ZmQ! Ho|X[olAM CHA Zm|olE MEHEFLICH
4. MANE MENEFLICE
5. AMK| E27t2 campaign-name?S(E) AXE Am|QlS =Iet Ch3 & QlS MEHEFLICH
(el ALK 154
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DeleteCampaign APl 242 A& 3510 gk = U&LICH OFg oM M=E AFSELICH

AWS CLI.

AHLQlE AfXlsted™ Chg HES AL

campaign-nameg & H|5tei= A 2| O|F 22 WAELICEH

aws iotfleetwise delete-campaign --name campaign-name

® &AW E dole IEIM2 S7E £ gisLCt.
AtR| 3@ ClHFO|A0A 2 E Hl0|E{7F MI7HEI D TEMO| BlolE{7t 22t s ¥=

FHTH| O] AFX]| &HO|

ListCampaign2| API 4 AL235t04 Zm|Ql0]| AN E|R=X| &QlE £~ QU&LICH CHS oMo HE
AWS CLIE AlS&rLCt.

DE AuQlS chd 22 HOIX|7 7T 2 S5 AMstt{H Ot S TP AddgLch

aws iotfleetwise list-campaigns

Get AWS loT FleetWise Z{H|@¢l &

T
>
L
>
L
HI
MU
Y
>
==
9'|_|

GetCampaign APl 242 AL&35}0 Mg = Q& LICH CHZ oMol A= AWS CLIE Al

gLt

aws iotfleetwise get-campaign --name campaign-name
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{
"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": [
"kms :Decrypt"
]I
"Resource": [
"arn:aws:kms:us-east-1:111122223333:key/KMS_KEY_ID"
]
}
]
}
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OE|MO| C|O|E{E 2etREE MEstEE EB|HELICH == AWS loT 22 Al25t
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|

- ClOlE mE|M Ay

- AW HOEH H=E

« AWS loT 2 UE AIE35I0{ H0|EH YEE

CilOlE] mE[ 4

/A Important
EX AWS IoT FleetWise 7|0 CHer M A= $4RH HO|EEILICH RFMIEH LIS AWS AWS

loT FleetWisel| 2|1 L 7|5 718 B2 HZTSHAAI2.

m

5’HJHIO._QI HlolE] mE|M2 Al CIO|EE UAIMo 2 XMEEILICH OI0|E{E EEIRERZ MYStE Al
AdSH

CIO|E{ mtE|M2 HX] Zm R0l dataPartitionId CHSHE A& 3to{ S O|OIE| MEE XI5t
= @alo2 srsect O chg Z|CH 37| ClO|E{ TE|ME BIO|EE | X|5te E|& AlZHC|A
3) & Edge0l| CIlO|EHE XMEE {x[2t 22 TE|M AEEX| SME FIIE Holg £ JU&LICtH
E M835tod AtEF ol AEE[X| X[IE &Y = U &LIClstorageLocation. 2AEE[X| 2[x|o| [
ot 2| el AE2|X| E of2io| ojo|&| mE|Mof| CHEt Z2H O|F 0| Z™ELICH Zm el AEE|X| &
= Edge 74 mtlofl HolEl X|&H BEoM Xt 0|§ 2| 0|F ofeholl U&LICH AEEIXK| {R|
ol Mo 2= &Lt persistency_path} / {vehicle_name} / {campaign_name} /
{storage_location}.
2 E HIO|EE AHF | ClAT N MESHES TO_DISK X[ 3P g MYE
B otE|MO| O|O|E AEE|X|&= FlFO(tl?:t'z_és) 7|82 & E"L—|E|'. Z
O|E] ZHE|MO| IO &AL @44 7471/117| AHS Atadlof CHEt . =
S ™ AWS IoT FleetWise= 21Z20| ‘3;'% [ xHZFo| & B0l Ci|O|E & 7 I-’—‘T— XME L edZo] Ri7H
Z[™MH AWS IoT FleetWise= CI|O|E{E Z2tR =0 Y= =g LICE O] SE2 Edge Agent for AWS loT
FleetWise AT EQ0{0{| A FAIE 4 Q& L|Ct.
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/A Important
ool mE|Mo| M- E = AEE|X| MEHS Z0betE mtE[40| %[ Z7(of =&5HH |4
ClO|E{7} O™ Ci|O|E{& HoigsLICt AX|oM £AHE HO|EHE S7E + &L AEEX|
37|& Edge 2E2|X| stof et 2™ E LI
Clo|E7t 2EtRE0| Y2 EE|H %4 2to|E mA AjZHo| x| ¥ HIO|EHE
Ch o5t X| of2 ATME Y XIStT| @I Mt H &7 @8t 2|4 AlzhE gL
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signalsToCollect =&0| ElLICt C|lo|E| THE|MIDsE X|H5tHL A7
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SdataPartitionIdE 7|22t HZ2E/LICidataPartition.

GO mE|ME st

C}2 o X[E AIE510{ Cl[O|E] TE|[M AEE|X| ZRHACE AWl MAMEL|Ct O] oA Zm el
Amazon TimestreamOi| X} & C|O|E{E MHE =& - E|0] U&LICH.

3. role-arng Timestream El|O|E 0| C|O|EHE MEE == U= AWS loT FleetWise T2 £ 045}
= & Al Ag ol Amazon 2lA~A O|F(ARN)S E HbEL|CE

4. table-arng EtUAET HO|E9 ARNSE WA ELCt.
5. signal-catalog-arng £% FtE 29| ARNSZ WA|5HM 2.

6. dataPartitions ID 0] 9_475"%* ID 250 CHall data-partition-idE HIE
L|CtsignalsToCollect. MX £l50i AASE O|O|E TtE[MQ| IDE HbE LICH
signalsToCollectQ| A< ID._01| NM3E IDs & stLtet Lx[&loF & LICtdataPartitions.

® Note
£ IDdefault® AHE35t01 Zm|Qlo| 7|2 COIH mHE|MS dER LI
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{

"name": "campaign-name",

"description": "Measurement of SOC, SOH, thermal, and power optimization for Fleet
2704",

"targetArn": "target-arn",

"collectionScheme": {
"conditionBasedCollectionScheme": {
"conditionLanguageVersion": 1,
"expression": "$variable. Vehicle.BMS® > 50",
"minimumTriggerIntervalMs": 1000,
"triggerMode": "ALWAYS"

.
"compression": "SNAPPY",
"dataDestinationConfigs": [{
"timestreamConfig": {
"executionRoleArn": "role-arn",
"timestreamTableArn": "table-arn"

1,
"dataPartitions": [{
"id": "data-partition-id",
"storageOptions": {
"maximumSize": {
"unit": "GB",
"value": 1024
.
"minimumTimeToLive": {
"unit": "WEEKS",
"value": 6
.
"storagelocation": "string"
.
"uploadOptions": {
"conditionLanguageVersion": 1,

"expression": "$variable. Vehicle.BMS.PowerOptimization®

3,

"signalCatalogArn": "signal-catalog-arn",

"signalsToCollect": [{
"dataPartitionId": "data-partition-id",
"maxSampleCount": 50000,
"minimumSamplingIntervalMs": 100,

> 9@"
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"name": "Below-90-percent"
1,
"spoolingMode": "TO_DISK",
"tags": [{
"Key": "BMS",
"Value": "Under-90"
1]
}
XNEE BE 22 555IH 2 Oo[E{7} E2tRE=E ML 28 M AMZE =TstD X%
g+ A&l

CH2 2 2 UpdateCampaign APIE £ &3+04 Edge Agent for AWS loT FleetWise & Z E 9{|0{0 HiZ
LICH RHMIEH &2 2w QI Hjo|E YECE EHHE FESHAAL.

Al Clo|H Yz E

/A Important
E X AWS IoT FleetWise 7|s01 CHet HMAE $4RH HO|EEILICE. RFMIEH LIS AWS AWS
loT FleetWisel| 2| 2 7|5 7} EHHE XS AAIL.

Edge0l ZH 2l L|0|EHHE YR Est= o= F 7|7t U&LICh.

« UZ2E ZHE SE5HE AW Q2 IoIE{7I £QE & 22IRE0 XIS 2 YZ=FEL|C ZmQl
2 490I5l24™ updateCampaign API 212 At FLCt
« AWS loT U2 S8l XIHE =7H0| SF&IX| et HIoIEE Z A
A

Xk
N — | =
Mg L2 AWS loT 22 AFE510{ O|O|E 2 E EHHE B XRSHAAIL.

UpdateCampaign API 242 ALE5t04 ZiT Q! C|O|EHE YR E=5te{H

Qe MAISt £ 2 2 B4Z3E WAITING_FOR_APPROVAL [H77HK| Z4H| Q1 AEN7} actionZ EAIE
L|CFAPPROVED.

- [t MES M83t0d UpdateCampaign API 2| ME S Factiondto] ZH QIS YO|O|EF
LICH.
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"action": "APPROVED",
"dataExtraDimensions": [ "string" 1],
"description": "string",

"name": "string"
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/A Important
£ AWS IoT FleetWise 7|0 CHEF HM| A= $4RH HO|EELICEH RFAIEH LI = AWS AWS

=
loT FleetWisel| 2|1 L 7|5 718 B2 HZTsHAAI2.

AWS loT 2 U2 AL8stH T motch M E A+ C|o|EHE Zet*E0| Y2Es 5 AN IS

. IS IXMIE AL 35tod ZiH|Qlof| CHEH 2t BAMHE MMELICH Y EME & s 85 o &
Q& RHEF == Z2l0] CHsF HEJF ZEHE json TFUQILICH 2] E A Mol CHEr RFMIEH LIS
2 AWS loT FHE R QHLHAO|E AF2 504 2Hed MA 4l #2[E AWS CLI B R SHAI2.

otLtol 2R C|O|EE %‘.‘EE%FE% HstedH & cHA S R ¢IZZE AWS loT AFEE
MH™EFLICE od RS2 1|°._|01|H)0| CIOIEE = Eﬁf_'.:_% -sted™ xFrol| sHE st
E MECANE OE Ct=

rr m

{
"version": "1.0",
"parameters": {
"campaignArn": ${aws:iot:parameter:campaignArn},
"endTime": ${aws:iot:parameter:endTime}
}
}
a. st 21 L AHHoll CampaignArn A= AH Q12| Amazon 2|44 O[F(ARN)2E Ht

=
=
2L|Ct Z4H 2! ARNO| T shL|Ct.
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b. (MEf AHEHE 1SO 8601 UTC EAI(LE|x ML) 2 oA £FIE olo|E{9| EfAEH
ZendTimeZ HIELICH o€ £012024-03-05T23:00:00ZLICH Ef AR Z = HHEP‘*
Ol Y2 =¢ otx|2t Ci|o|e] ZRIEE ZA™EILICE endTimeE *”E%P ™ Edge Agent &
Eoiz Qo] MEE ZE CIOIE{7I YZ = K| H& YZEELICH 2E I:-I|O|E-|
7t Y2 Ex|m 5ed Als MEf7F 2 ol 0| EE LICHSUCCEEDED. 2 edo| #Ei7} 2 ol
ElLICHCOMPLETED.

#Held S HERE AL8sto] e st

mjo
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1. o™ "HES SE0{M loT-loTFleetWise-CollectCampaignData® MEH&FL|C}H RFM|ISH LI 2
AWS loT 7He At OFLHA{S| AWS 2™ Bl E S0 2] M2 FXEFAR

=
2. el™ "HE30= CampaignArn & endTime Z2HOIE 7t & LICH

|7 & AZHoll CampaignArn U= ZH 12| Amazon 2|44 O|F(ARN)2 E Ht
r |2/ ARNO| EeBFL|Ct.
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224 22X 2 FHE MMEE HESIMEA HE L MY
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https://github.com/aws/aws-iot-fleetwise-edge/blob/main/docs/dev-guide/edge-agent-uds-dtc-dev-guide.md#dtc_query-function-implementation
https://github.com/aws/aws-iot-fleetwise-edge/blob/main/docs/dev-guide/edge-agent-uds-dtc-dev-guide.md#dtc_query-function-implementation

AWS IoT FleetWise

. FEt 2x A= S I8t ololE] £ HHQl A
I A

/A Important

E7™ AWS IoT FleetWise 7|01 CHEF HMA = A HO|EEILICEH REAISH LEE 2 AWS AWS
loT FleetWisel| 2|1 & 7|5 7184 EHHE HZFAAIL

signalsToFetch Zim| Q! Mg [ metolE

m

signalsToFetch 122 AF&35t04 EdgedlAM &3 HEE 71X WS FEeLICH & &E 7t
Q7| C|AH LA EN HA|Ma =z 7"'°|5._| T2l EE & Edge First ModelingS S8l Zo|E AFE X}
XHo 2 D504 Mo{E/LICH 7K AEE AI&5t0 ZHm|Ql S0l HIOIEE 7IXMH2E Al7Iet ¥

7IHE U218 S3H0TC Y28 Y + ALt oS S0l 2€ U ot Yx(ECUN ChEt
DTC HEE E&E 4 DTC_Info 2= BHe XY RHO| AEE MNY 4 UALIC EE SH
ECUE TE{ZE 4 aLict

SignalFetchInformation #Z& %! mtztOlE| ol

structure SignalFetchInformation {
@required
fullyQualifiedName: NodePath,
@required
signalFetchConfig: SignalFetchConfig,
// Conditional language version for this config
conditionlLanguageVersion: languageVersion,

@required
actions: EventExpressionlList,
}
« fullyQualifiedName: At&X} X|H 7t 7|E A E A= 9| Hr 8l El O|F(FQDN) L
Ct.
« signalFetchConfig: {l0iM Ho|t Al S OfgfL|Ct. Al

r
_ |- 0||
m|m
N
2
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T
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« conditionLanguageVersion: #AEMAM E3HAIE & 245t
EHZ LT

+ actions: Edge0iiA HI7HE 2 E =] T340 LIC} Edge= Mol A5 0| 7t2 7t
XMLt
/A Important
2 B A8 E &+ &LICtcustom_function.
Q1 E34| 7|9
ChE 23A2 Ao X[Hste A5 o G stE 0|§2 7HM21 MZ 0 Edgel| &% ol C|O]
E{7} Qi B trueE BFEHELICH 1 8ol falseE BHEMEFLICH

isNull(signalFqdn:String): Boolean

ExampleAt&

isNull($variable. 'Vehicle.ECU1.DTC_INFO') == false

We want to make sure DTC_Info signal is being generated

on edge.
Ol E#AIR Chg Y=g AFSEILICH

functionName:String

Edge0 M X[t ALS AL X|H & +=2| o|& LCt.
u}2t0|Ed: varargsExpression

of cHgt metOlE{ILICHunctionName. Ol 2 E E 54|

oZt0/EE 2XtY, ¢, 28 E= 0|5 529 2|H
varargsExpression): Void

custom_function(functionName:String, params:
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ExampleAt&

{
"fullyQualifiedName":"Vehicle.ECU1.DTC_INFO",
"signalFetchConfig":{
"timeBased":{
"executionFrequencyMs":2000
}
Iy
"actions":"custom_function(“DTC_QUERY”, -1, 2, -1)"
}
-— AN -
RIEH 21 ZEE I3 C0JE] £ Al M
/A Important
£ AWS loT FleetWise 7|s0i CHEt HMAE= FX HO|EFLICH RHAIE LIS AWS AWS
loT FleetWisel| 2|1™ 2l 7|5 718 EHHE HZTAAIL.
o FAMoMe= ZIE 2d Z=(DTC)ol| CHEF Cl|o|E =& Am QS Mdst= WS B LCt.

1. EdgediM AF2 X X|& AlZ E &olgtLc}. Edge_O_I DTC A& of Cit C|2 Y #2IS ALK} X|H
Cl2Y A== Holaljok gLct RHMIEH LHE 2 RE&AM: AFQ-XF X C|ZE QI O|AE A5t
0 I EI 0l FoHerx| ot= CIO|E =& T4 HHHE FXRJIMAR.

2. Edge0iM ALEXR XIH & |8FLICh o UEl AlZHof Edge0ilA DTC A5 & +El57| &
g ALER X B8 "o LICt

S

o

el 11
lo

I

N [y LH%2 Edge Agent ZHE X} OFLEA{ O AFE X X[ &=~ 740|= X DTC HO[E ZH=ME &HZE

—

"branch": {
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https://github.com/aws/aws-iot-fleetwise-edge/blob/main/docs/dev-guide/custom-function-dev-guide.md
https://github.com/aws/aws-iot-fleetwise-edge/blob/main/docs/dev-guide/edge-agent-uds-dtc-dev-guide.md#dtc_query-function-implementation
https://github.com/aws/aws-iot-fleetwise-edge/blob/main/docs/dev-guide/edge-agent-uds-dtc-dev-guide.md#dtc_query-function-implementation
https://github.com/aws/aws-iot-fleetwise-edge/blob/main/docs/dev-guide/edge-agent-uds-dtc-dev-guide.md
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"fullyQualifiedName": "Vehicle",

"description": "Vehicle"
}

.

{

"branch": {

"fullyQualifiedName": "Vehicle.ECU1",
"description": "Vehicle.ECU1"
}

.

{

"sensor": {
"fullyQualifiedName": "Vehicle.ECU1.DTC_INFO",

"description": "Vehicle.ECU1.DTC_INFQ",
"dataType": "STRING"

}

4. DTC A=7} FIIE xF S MME5t 0 gMsHehLICt.

5. DTC A&7 F7IE C|ZH OHILIHAEE MAMStT & MsgiL|ct DTC Al
S = CUSTOM_DECODING_INTERFACE HE /3 CIE{HO|A R&0| UE
CUSTOM_DECODING_SIGNAL &1& C|3 f&o0|o{oF &L]|C}.

Exampled! & C|ZH

[

{
"fullyQualifiedName": "Vehicle.ECU1.DTC_INFO",
"interfaceId": "UDS_DTC",
"type": "CUSTOM_DECODING_SIGNAL",
"customDecodingSignal": {

"id": "Vehicle.ECU1l.DTC_INFOQO"

}

}

]

ExampleH E 23 QIE{H0|A

"interfaceId": "UDS_DTC",

AE =M ZEE 9I8 HoE + 4 AHel 24
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"type": "CUSTOM_DECODING_INTERFACE",
"customDecodingInterface": {

"name": "NamedSignalInterface"
}
}
]
® Note
ZEED Y HEXZ(CAN) M= At H|o|E HAIZ XIHsHK| L& LCH.
6. AHFS ZZH|XFetn dGefLich RE2 o HAHIM &dEE AFE RE(2E ofLEHAE
O C|2H U HAEE AHESloF gfLICh
7. HmlS Yt sQIELIC DTC AE(MEAMoz WA £ M3 ALE)E Holsto] ZAmels
A5t xpEFof Bfa sHok gfL|ch.
8. HOolE CHao| Cllo|E{of HMAFLICH DTC ClO|E{ol= DTCCode, DTCSnapshot 27 ZHH Q1o
Mol Cllo|Ef CHet o] YAl EXtUDTCExtendedDatastringsE Z & ELIC
=AM BIEh I = AL Ate|

/A Important
£ AWS loT FleetWise 7|50 CHEh AM|A = 247 HO|EELICH XtMIEF LIS 2 AWS AWS

loT FleetWisel| 2| 2 7|5 788 EHHE XA AIL.

CIS Al AtE|o A= DTC_QUERY &7} O|E2 A3 ZIEo| Mo|x|of Ct 7FHHEEL|CH.

7|1 7Ix 7|

ME ZtHdo 2 DTC ZAEME 714 SLch

O -

-

Cl2 oMl 2E ECUO| Vehicle.DTC_INFO CHaH AEf OtA 37} Q= 2E DTCs CHalie| F=
718 AME I 7|7F Qe o 1L|Ct ECUs of CH8H £=Z| =l oi|o|E{of| CHEt =740] /&L

= = AN H

Ctvehicle.DTC_INFO.

{

"compression'": "SNAPPY",
"spoolingMode": "TO_DISK",
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https://github.com/aws/aws-iot-fleetwise-edge/blob/main/docs/dev-guide/edge-agent-uds-dtc-dev-guide.md
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=

"signalsToFetch": [

{
"fullyQualifiedName": "Vehicle.ECU1.DTC_INFO",
"signalFetchConfig": {

"timeBased": {
// The FleetWise Edge Agent will query the UDS module for all DTCs every five
seconds.
"executionFrequencyMs": 5000
}
I
"actions": [
// Every five seconds, this action is called and its output is stored in the
// signal history buffer of Vehicle.DTC_INFO
"custom_function(\"DTC_QUERY\", -1, 2, -1)"
]
}
1,
"signalsToCollect": [
{
"name": "Vehicle.ECU1.DTC_INFQ"
}
1,

"collectionScheme": {

"conditionBasedCollectionScheme": {
"conditionLanguageVersion": 1,
// Whenever a new DTC is filled into the signal, the data is ingested.
"expression": "!isNull($variable. Vehicle.ECU1.DTC_INFO")",
"minimumTriggerIntervalMs": 1000,
// Make sure that data is ingested only when there are new DTCs.
"triggerMode": "RISING_EDGE"

}
I
"dataDestinationConfigs": [
{
"s3Config":
{
"bucketArn": "bucket-arn",
"dataFormat": "PARQUET",
"prefix": "campaign-name",
"storageCompressionFormat": "GZIP"
}
}

EA T ZE AS At
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}

A7 714 27|

Z740| EFE|/HDTC ZHME 71X SLICt o & £0{ CAN A5 7} Q1 B2 DTC HI0|E{E
Vehicle.Ignition == 17}xe} A2 =&fLCH.

CHS of|A| Zm|lofl=2e] =7 7|8 Al5 71 X{27|Vehicle.ECUL1.DTC_INFO7} 204 ECU-10i CHEl
recordNumber 12+ 274 DTC("AAA123")7} 27/ SQIX| &QlgtL|ct. o] Zim|elol= Alzh Z|EH Tl O|EH

sE o A2 =7} Q&L

"compression": "SNAPPY",
"spoolingMode": "TO_DISK",
"signalsToFetch": [

{
"fullyQualifiedName": "Vehicle.ECU1.DTC_INFO",
"signalFetchConfig": {

"conditionBased": {

// The action will only run when the ignition is on.
"conditionExpression": "$variable. Vehicle.Ignition® == 1",
"triggerMode": "ALWAYS"

}

I

// The UDS module is only requested for the specific ECU address and the specific
DTC Number/Status.

"actions": ["custom_function(\"DTC_QUERY\", 1, 2, 8, \"0OxAAA123\")"]

}
1,
"signalsToCollect": [
{
"name": "Vehicle.ECU1.DTC_INFOQO"
1,
{
"name": "Vehicle.Ignition"
}
1,

"collectionScheme": {
"timeBasedCollectionScheme": {
"periodMs": 10000
}
I

"dataDestinationConfigs": [

BA ZIE 3= AR AL 170
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{
"s3Config":
{
"bucketArn": "bucket-arn",
"dataFormat": "PARQUET",
"prefix": "campaign-name",
"storageCompressionFormat": "GZIP"
}
}
]
}
2LC|MHE 7HK 27

Z2loj CHst EX DTCE 7t SLCt.

CIOHE AS Abzlol B2 F7I5 7hxi2 7|0l BolEl Zin

oT FleetWise 242 Al
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aws iotfleetwise update-campaign \
--name campaign-name \
--action APPROVE

F % 2ol

13 CHZ DTC HIO|E{7F =&

rot
m|o

aws iotfleetwise update-campaign \
--name campaign-name \
--action SUSPEND

DTC CIO|E 7tXM27|E 2o Zm QS ChAl Ri7HE =

aws iotfleetwise update-campaign \
--name campaign-name \
--action RESUME

ot04 Zm| 2l

LA EX|E

LICH

A& LICH 2L

= K|35t 7L} C}

22X Flck IE A2 ALE|
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Visualize AWS loT FleetWise &} & O| O|E

/A Important
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https://docs.aws.amazon.com/general/latest/gr/iot_device_management.html#commands-limits
https://docs.aws.amazon.com/general/latest/gr/iot_device_management.html#commands-limits
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https://docs.aws.amazon.com/iot/latest/apireference/API_GetCommandExecution.html
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https://docs.aws.amazon.com/iot/latest/apireference/API_CreateTopicRule.html
https://docs.aws.amazon.com/iot/latest/developerguide/iot-create-rule.html

AWS loT FleetWise TR 7H0|E

"executionId": "2bd65c51-4cfd-49e4-9310-d5cbfdbc8554",
"status":"FAILED",
"statusReason": {

"reasonCode": "4",

"reasonDescription":

.

"eventType": "COMMAND_EXECUTION",

"commandArn":"arn:aws:iot:us-east-1:123456789012:command/0b9d9ddf -
e873-43a9-8e2c-9fe004a90086",

"targetArn":"arn:aws:iot:us-east-1:123456789012:thing/5006c3fc-
de96-4def-8427-7eee36c6f2bd",

"timestamp":1717708862107
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https://docs.aws.amazon.com/iot/latest/apireference/API_CreateCommand.html
https://console.aws.amazon.com/iotfleetwise
https://docs.aws.amazon.com/iot-fleetwise/latest/developerguide/controlling-access.html#generate-command-payload
https://docs.aws.amazon.com/iot-fleetwise/latest/developerguide/controlling-access.html#generate-command-payload
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- mandatory-parameters EE=0i %[CH 3712| O|&-Zt H0{E X|HE =+ AU&LICt Lt Rl M
BHS M-S M= 5ttel O|&-2F Ho{Bt & E/H name EE& $actuatorPath. HFAQ &
H HrstE ol = At8sHok gLict.

« (M= AME) display-nameE BEL| AL At £12HX Q) 0§22 HHF 1 descriptiong EHEQ
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- mandatory-parameters ZHA| Q| ### ## M Sl HHol| Lt ™
22 HF‘;Ll—lEP name ZEEE % —'|:—AP$actuatorPath 2 AL 25t
o &ME FHEI2 0] HolE HrstEl O|§LIC 0| E S04 names

$actuatorPath.Vehlcle.Cha551s SteeringWheel .HandsOff.HandsOffSteeringMode &
= QIO {"B": false}2t &2 X D MEHE LIEILIE 22 value = YUSLICH

aws iot create-command --command-id command-id \
--role-arn role-arn \
--description description \
--display-name display-name \
--namespace "AWS-IoT-FleetWise" \
--mandatory-parameters '[
{
"name": name,
"value": value

] 1

CreateCommand API 12 H239| ID & ARN(Amazon ZlA A 0|§)0| T &HE SE sheterL|ch

"commandId": "HandsOffSteeringMode",
"commandArn": "arn:aws:iot:ap-south-1:123456789012:command/HandsOffSteeringMode"
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"commandId": "HandsOffSteeringMode",
"commandArn": "arn:aws:iot:ap-south-1:123456789012:command/HandsOffSteeringMode"",
"namespace": "AWS-IoT-FleetWise",
"mandatoryParameters": [
{
"name" :
"$actuatorPath.Vehicle.Chassis.SteeringWheel.HandsOff.HandsOffSteeringMode",
"value": {"B": false }

1,

"createdAt": "2024-03-23T11:24:14.919000-07:00",
"lastUpdatedAt": "2024-03-23T11:24:14.919000-07:00",
"deprecated": false,

"pendingDeletion": false
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https://docs.aws.amazon.com/iot/latest/apireference/API_GetCommand.html
https://docs.aws.amazon.com/iot/latest/apireference/API_ListCommands.html
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aws iot list-commands --namespace "AWS-IoT-FleetWise"
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https://docs.aws.amazon.com/iot/latest/apireference/API_UpdateCommand.html
https://console.aws.amazon.com/iotfleetwise/home#/commands
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aws iot update-command \
--command-id command-id \
--display-name display-name \
--description description

UpdateCommand API 242 Ct& SE & ghat&hct.

{

"commandId": "HandsOffSteeringMode",

"deprecated": false,

"lastUpdatedAt": "2024-05-09T23:16:51.370000-07:00"
}
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aws iot update-command \
--command-id command-id \
--deprecated
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{
"commandId": "HandsOffSteeringMode",
"deprecated": true,
"lastUpdatedAt": "2024-05-09T23:16:51.370000-07:00"
}
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https://docs.aws.amazon.com/iot/latest/apireference/API_DeleteCommand.html
https://console.aws.amazon.com/iotfleetwise/home#/commands
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H 2[AA MM EHHE BIERSHAAIR

- BHS MHE W metOlEo XIEE 71222 M8 =S MEiSt B parameters ZEE 714
£ £ olaLch MM Alo| XM E|X| mandatory-parameters SF @t 7Lt mh2tO|E{of| CHEH Rbxl| Zt
£ X|H&tod 7|22 MAO|5ted™ parameters ZEZE X|&H&HoF & LIC) ol2f8 £71 M= Al
ME AXSFMSEHE AFZ AlLIE|2

- mandatory-parameters EE0i %[CH 3712| O|&-7t HO{E X|HE = AU&LICE TedLt Rl M
H 2 AMEE = stLtO| 0|E-ZF {8t {2 £/ name ZE = $actuatorPath. MFALS} &
H HrstEl ol S At&shok gLict.

A% HlolE| BRIQ A= ZQlE HS

APl B S Al 7| ™o = Z QI Eof CHEF AIHY iot:Jobs YIEZQIE URLE o{of &L|CH
o€ EH LIS WHS Adlss B2

o424 AlSH A|ZFal 3 |E{2l 202


https://docs.aws.amazon.com/iot/latest/apireference/API_iot_data_StartCommandExecution.html

AWS loT FleetWise JHEER}E 710l =
aws iot describe-endpoint --endpoint-type iot:Jobs
ofgf ME SEI Z0| AMYE A=ZQIE URLS BHetELICH.
{
"endpointAddress": "<account-specific-prefix>.jobs.iot.<region>.amazonaws.com"
}
B ofx &
AtEol BHEE Eie{H ChS BHES A-dgLc
« command-arng A&sttdiE WOl ARNSE HFELICH create-command CLI H&3 0| SE0i| A
O| HEE dg =+ A&t

@ Note

AWS loT AF=Z(AWS loT FleetWise At 2Z)2| CHat ARNZ X|He = JU&LICH AAZ2 28 &
E312 #HA x| K| &Lt

endpoint-url 20| V2 HHE A=EXQIEZ HEL|

Cthttps://123456789012abcd. jobs.iot.ap-south-1.amazonaws.com. Ohttps://: Al
YE ColE EXQ AEZRIE &S,

create-command CLIE At&35t0] BHEE Mg M X[ZH8t mandatory-parameters EEE ##
# ## HFELICH

name ZEE=E MS AM$actuatorPath. 2 AF236104 A5 FIEF2 0] Ho|El A EHE 0|2 QL

$actuatorPath.Vehicle.Chassis.SteeringWheel .HandsOff.HandsOffSteeringMode
= AUQM {"B": false}2t Z2 X ZE HEfE LIEHHE B2 Y value = YU&LICH

ME ALY F71 Th2tOIEE X|EE = J&LICtexecutionTimeoutSeconds. Of M=% HE
£ ClHio|A7 A A2 SEsHok t= AlZhE = B RIZ X|™HELICH M AlzhE Z[CH 24A|2H2
2 78 = A&

F

o

2 AlgHo| MAIZ|™ EFO|H 7| A|ZHEILICH EFO|H7I SFR E|7| oi| 23 AlgH AFEH7F SUCCEEDED
=9t Zo| Eold MEfVI Bl AEZE BHZEE|X| o™ FAILEDAEN7L RIS 2 2 HZAE L
CITIMED_OUT.
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® Note

T8k C|HHO|AE TIMED_OUT 4 ENE 21 57Lt0| 4EHE SUCCEEDED, FAILEDE =9 Z
2 SEZ MEoE &~ U MREIJECTED, BFE &d2 E{0[Z0| Lt AtAME LIS2 BF
AlS

AB MBt AlZh AE) EHEIS A ESHAIAIL.

CC

aws iot-jobs-data start-command-execution \
--command-arn command-arn \
--target-arn target-arn \
--execution-timeout-seconds 30 \
--endpoint-url endpoint-url \
--parameters '[
{
"name": name,
"value": value

:l 1

StartCommandExecution APl 212 &4 AlSlH IDE HHEtEL|C} O] IDE A8 350 3 Alsl A

Ef, M HE U BY A3 7|52 HEIF = A& Lo

"executionId": "@7e4b780-7eca-4ffd-b772-b76358da5542"

[

>
ol
=
I

BPS A=A5IH ClHto|Aof CHE HE 7 =& El & 2lo| & ELICH issued_timestamp_ms &

= StartCommandExecution API7} Z&El Alztol SHE & LICH = StartCommandExecution
5t | executionTimeoutSeconds IIZIOIE{E AL 304 A E AMBH AlZH Zhod|
timeout_ms SHEErLIC}.

>
9
i
fok
T

ok

timeout_ms: 9000000
issued_timestamp_ms: 1723847831317

mjo
0F
o
FO
0
-
x
M
4
In
glzl

BE A HEfE UOlo|Estzd™ CIHHO|ATE MQTT 214E d¥stx Ot
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O| X0 ME CHAF ClHIO|A S| 1R AlHdXl<device-id>E HFEL|CE 0| Al¥Xl= Vehicleld EE&=
AE O|E0| & = U HE W AElo| AlHXl<execution-id>E HHELICE

@ Note

« HO|ZE £ protobuf &4l2 A3l oF & LIC.

« C|HIO|AT} /accepted & /rejected 8 FHME +55t= A2 ME AP ILCt C[H}
OlAE BAIMoZ AE55HX| f2 AR olz{8t SH HIAIX|E = AIELICH

// Request topic
$aws/devices/<DeviceID>/command_executions/+/request/protobuf

// Response topics (Optional)
$aws/devices/<DeviceID>/command_executions/<ExecutionId>/response/accepted/protobuf
$aws/devices/<DeviceID>/command_executions/<ExecutionId>/response/rejected/protobuf

ClHio|AE BE SE FH ol HIAIXIE AAE = UA&LICH BEE MEIEH =0] FX|0f protobuf 2132
SEl 8HE EHLICH <DevicelID> HEE @F FH o s E=2t Lx|sHoF BLICE.

$aws/devices/<DeviceID>/command_executions/<ExecutionId>/response/<PayloadFormat>

C|HtO|A 70| F=X[of CHEt SE & HIAIEH ¥ GetCommandExecution APIE At&5t04 UCIOIEE &
2 of &

Bl 2 & AME + A&LICH BYE do| HEf= o470 LIEE Bl & stLEY = JU&LICH

IN_PROGRESS
SUCCEEDED
FAILED
REJECTED
TIMED_OUT

AEH SUCCEEDED, FAILEDZ! & 5tLto| 23 ASHREJECTEDS E{0|'EH0|H AEfE=E C|HIO|AMM EX

o =
ElL|ch @ Aol Holgdel B Aef £E 23 ZEE o 0|4 Yd|o|E&t K| et&LICt ClHlol&
L= 220l TIMED_OUT A EHE BT g 4 QlaLch 2ERE0M Enste 732 LSl Cldt
O|A0IM AEf Ol ZEE AUCIO|EE 4 &L
o & £04, Ch22 ClHto|AOIA HAIEH ME MQTT HAIXIE 204FLICH

T 4 A0 Yool 205
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® Note
H2d AlSH MENO| B C|HIO|A 7} statusReason ZHX|E AF235t04 AE HEE AHAlStE B
<L CI2 & &elslof &Lct

+ & IS reasonCode AFR[A-Z0-9_-]+3tH ZO|= 64AE =15 K| ot &LICH.

Z10|7} 1,024KFE =135} X| reasonDescription S&LICH 7HE BRIt Z2 Aol &
AHE Melgt ZE BAE A E &= U&LICH

"deviceId": "",
"executionId": "",
"status": "CREATED",
"statusReason": {
"reasonCode": "",
"reasonDescription": ""

AWS |loT Core MQTT HAE ZEI0|HEE AFR5I0{ THME #5510 HHE A HAIXK]
£ HoiF & oAM= AWS loT Core JHE A SFLHA S| MQTT HIAE ZEI0|QIEE AI235104 & |
O|E E7|2 & X35IM|2.

H2 A% 7HRQ 7|

GetCommandExecution AWS loT ZHEE Z0Q APl S AIE5t0{ W Aldtof Cist HEE 4
AW o~ Qg LICt StartCommandExecution APl 22 At&3t0o4 O] 2 o|O| M&zHo{oF &L
Ct.

M¥E B0l HELEIOEIE TASEH OHe TS ABFLICH

« execution-idE HEO| IDE HFELICH start-command-execution CLI W&o| &AM O]
MEE dg £+ U&LCt

>

« target-arng BHES AAstci= Olef XHF 2| ARN EE= AWS loT AFZ E HFELICH.

aws iot get-command-execution --execution-id execution-id \
--target-arn target-arn
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https://docs.aws.amazon.com/iot/latest/developerguide/iot-remote-command-execution-start-monitor.html#iot-remote-command-execution-update-mqtt
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https://docs.aws.amazon.com/iot/latest/apireference/API_GetCommandExecution.html
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GetCommandExecution APl &4 A A
El AlZtof cHet HETF T & E SEHS BHEHEILICH CFE T EE API & o| ME 8HE HoiELICH.

£ M335t7| ?l5H BE 7|52 statusReason A E M3
JHe| =Tt ZEHE[0] U&LICtreasonDescription. C|
et ZEE ALES5t0 R A= A Efo| CH HEE M3E = JU&LICH Ol HEE

= Al st &
|27t A& O|reasonCodestH ZEIREMM ETr

o| AEHoi| CHEF F=7F ZHAEIA
. Z8%|0f = reasonCode &! 2
| AAEH

P
reasonDescriptionELIC.

O| Y2 & ETst7| flo ClHtO|AE HOOIEE B YEE S2tR=0l AAE = A&LIct 2= o
_|

= GetCommandExecution APIE AF8350{ HE AR HElE AMSIH 2[4 el =T EAIEL

® Note

AlYl SEFO| completedAt EEE= CIHIO|ATF 2R =0 EOlE
Ct

_|
=
=F8HL|CH TIMED_OUT AEHQI Z3 CIHIO|A T} A MIEH AlZhS E & mHot I%Eﬂ “75; =
. 22t2=0dA TIMED_OUT M EHE AM%ESIH TIMED _OUT A EN7} YO|O|E K| K| et &L|Ct.
O| M8t Alzt =1t S=tof| CHEE REMISH LI 2 = AlSH AISH Al7E MEf| MME BT XSHM2.

oy ol

M

{
"executionId": "@7e4b780-7eca-4ffd-b772-b76358da5542",
"commandArn": "arn:aws:iot:ap-south-1:123456789012:command/LockDoor",
"targetArn": "arn:aws:iot:ap-south-1:123456789012:thing/myFrontDoor",
"status": "SUCCEEDED",
"statusReason": {
"reasonCode": "65536",
"reasonDescription": "SUCCESS"
3,
"createdAt": "2024-03-23T00:50:10.095000-07:00",
"completedAt": "2024-03-23T00:50:10.095000-07:00",
"Parameters": '{
"$actuatorPath.Vehicle.Chassis.SteeringWheel.HandsOff.HandsOffSteeringMode" :
{ "B": true }
3
}
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7| &4 0| mdad AlSH Lo

= O =

ListCommandExecutions AWS loT Core 7AEE Z0|Q/ HTTP API 22 AI235t0{ Ao 2 &
g Alsg LEdgiL|Ct o] oMol M= AWS CLIZ AFSEHLCH.

C}22 ListCommandExecutions APIE AFEE [ m2{al{of & 32 71 X| AFEQL|CT.

- £ BE targetArn E= O Aol CHEr A>AES LIFE X| 0450l commandArn 2} &| A8
=8 KIZdtior HLICH API QY2 H|9IE + leH SUe 80| F HEE 2F Z8fE = o
&Lt

« startedTimeFilter E== completedTimeFilter HE Dt K& 3l oF ELICH API 22 HIQIE
= oloH SYSt QY F ZEE 25 =& E £ 9l&LICH 2| el before & after A
83501 £ 7|7t Lol MME|HL 2t 2 HE M-S LIPS = U&LICH

« before & after EE 25 34X A|ZHECH 3 X| ofotof ELICH 72X =2 g XK
before ZEL= 3&|| A|ZH0|1 after ‘éEt 34XH AlZF - 670 ILICH &, AF25tE ZEof et

« sort-order IIZIO|E{E AIE350] AME 2 EX}
Exo 20| ZEE X|HSIX| tomH Aldo| RlIxte=2

- B ARNOI| CHet B A S LILe mf dEHE 7IES

BE A LIE oA

Ltdsts W e 2o{ELich

mo

CHS o &0l M= AWS 7 Zofl A Z=d A3

BHS A M S5 e M, targetArnS AFE510{ §7 C[HIO|A0f CHa MHE BHHE A
A EA[EX| EE= commandArnE ALEdtod XIHE &7 Boil| cHet A=A A X| X|gstoF &
LICF.

CHA ol Al:
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https://docs.aws.amazon.com/iot/latest/apireference/API_ListCommandExecutions.html

AWS IoT FleetWise

JHeER 7Hol=

<target-arn> CH4l Mg CHA S 2 5t C|HO|A 2] Amazon ElAA #H S (ARN)(O:

arn:aws:iot:us-east-1:123456789012:thing/b8e4157c98f332cffb37627F)E AHSF
L|C.

« <target-arn>CH¢l A E CHA OS2 6= C|HO|A LS| Amazon ElAA HE (ARN)(04:
arn:aws:iot:us-east-1:123456789012:thing/b8e4157c98f332cffb376271)E AEF
LICH.

o <after> CHA M E AMES LIFSE{= AlZHO: 2024-11-01T03:00)0| A& LIC}H

aws iot list-command-executions \
--target-arn <target-arn> \
--started-time-filter '{after=<after>}' \
--sort-order "ASCENDING"
Ol B2 MBS MAE BT MY SE, 40| AIZE AlZH U 22 E AlZHo| ZEHE S| A4
SlL|ct EF AR ME 2|1 Aefofl cHEt F7F M2 JF ZEEl statusReason ZHA| T A ZEHL|CH
{
"commandExecutions": [
{
"commandArn": "arn:aws:iot:us-east-1:123456789012:command/TestMe002",
"executionId": "b2b654ca-1a71-427f-9669-e74ae9d92d24",
"targetArn": "arn:aws:iot:us-east-1:123456789012:thing/
b8e4157c98f332cffb37627f",
"status": "TIMED_OUT",
"createdAt": "2024-11-24T14:39:25.791000-08:00",
"startedAt": "2024-11-24T14:39:25.791000-08:00"
},
{
"commandArn": "arn:aws:iot:us-east-1:123456789012:command/TestMe02",
"executionId": "34bf@l15f-ef0@f-4453-acd@-9cca2d42a48f",
"targetArn": "arn:aws:iot:us-east-1:123456789012:thing/
b8e4157c98f332cffb37627f",
"status": "IN_PROGRESS",
"createdAt": "2024-11-24T14:05:36.021000-08:00",
"startedAt": "2024-11-24T14:05:36.021000-08:00"
}
]
}
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T A ALK

BE AAE O ol A 8stR| 8fE B2, A™M SF ez MHE = U&LIch

HH 4™ SUCCEEDED, FAILED &= REJECTEDSt Z2 E{O'd &Ef7t & Z<oigh Axg
(@)

CHS oMo MHE B2 AF2610{ delete-command-execution AWS CLI HE A Abx|| st gt
HE H0o{ELICH E AA|SIEds Y Ao MY Xt<execution-id>E HIELICE

aws iot delete-command-execution --execution-id <execution-id>

etCommandExecution APIE Al

2ot 2] Alsie ME I E 2002 MASHLICE G
| Aol o olef EXstR] (=Xl HUE = U&LICH

/A Important
£ AWS loT FleetWise 7|50 CHEF HM| A= $4RH HO|EELICE RFAIEH LI = AWS AWS
b

loT FleetWisel| 2|1 L 7|5 718 B2 HZTsHAAI2.

e

CHE A0 =E AFE S0 HRE 7SS AI85te
loT FleetWise At &2 CH& C|HIO|AR AIE3I0{ &=
£ HoiEL|C

L|CF AWS CLI. O] of Aol = AWS

Z Mofst= BEE EUis 4

1N I
[0

=5

o Xt

WG EYa

. 7 TS AB5H| SIEH IAM A
T

o
2 AIB(AWS CLI)

ZE 2 L oA
=
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=

A2 XS o e oA

O| MM E CI2 2 £8iEHL|Ct.

AF235t0q Erdof CiEF E3E 2| AAE MMcreate-command AWS CLI 5104 A&l X ZEE

o
2. & AH8st04 BHO| Y E|7ALE Or X[ = AUC|0|EE AlZh Z2 BHol CiEt HEE AME L

Ctget-command AWS CLI.

3. ¥ 27t E= metOd|E{start-command-execution AWS CLI QI1& ALE38tod AHEH 2 2 Y

S H&shed Cluhol Aol A ARELICH

=
4. E AH83lo{ HE M3 ZIE 71XZLIClget-command-execution AWS CLI. A30| &t2 &|&=

= O =
AZ|E Qlotn A Atet FH A 2tzots Ol A2 AlZtD 22 FIH MR HEE AME

Ol lME &&st| ™o

« AWS loT FIeetWi X122 AWS loT BIX|AEZ|0|l AWS loT AF2E 2 Z2H|XLELCt EFt AFS
of AIBSME %h"_ EMest OIS AFEof HAg edZ85HoF gL O™ CIHIO|A Y| E2IRE
o 345t Algtst £ QIELICH RIMIEH LIB2 I3 T2 H|X{ 2 & XM L.

et API ZH S & £ e HEHE F0o{5l= IAM AFE X} &

2317
AM BRS MBI Z H2S A8 5| 2B IAM BIR,

|_

2174 TS AR5t 2I8H IAM B

Che Eolle B 7Isoll st 2E ZHEE Z22 2 dlo|E Z2Q! API ZH]ol| CHEH HMA HEES
F0{5tE ME IAM ZHO| Lot AU&LICH OHEEIAH 0| AEXtE ol EAIE OiE 2 E ¥4 THE
APl Xt 2 Y = s HEtE 47 Fulch
API Zfed
AP| X ZHEE/HolE ZZEZ MY Resource
oqo4
[= |
CreateCommand ZHEE Z8¢ HTTP T 2|AAE MEELCH - HE

AFZE ZE IHR oA
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https://docs.aws.amazon.com/iot-fleetwise/latest/developerguide/provision-vehicles.html

AWS IoT FleetWise TR 7H0|E

API & ¢] ZHEE/HOlE ZZEE MY Resource
0404
[ R |
GetCommand ZHEE Z¢2! HTTP HZol| CHEr HE & gMshL| . 33
CF.
UpdateCommand HEE Z&¢ HTTP BHE E=0 CHEt HEE o - BH
OlO|E5t0od AFE SEFEFLICEH

ListCommands ZHEE Z¢2! HTTP HEo| HHE LI AEFLICEH - HH
DeleteCommand ZHEE Zg¢ HTTP HH S AXELICEH - HH
StartComm ClolE ¥ HTTP HHE AES AlRENLICH . HH
andExecution « thing
UpdateCom ClOlE ¥ MQTT HYE A YO0|E - BY
mandExecu « thing
tion

GetComman ZHEE E8¢! HTTP 2] Alsol CHEt HEE 4 - HY
dExecution A4EhLICH . thing
ListComma ZHEE Z¢ ¢! HTTP HYo| W Mg LIde| - HA
ndExecutions Ct. « thing
DeleteCom ZHEE Z¢¢! HTTP H AES AMAErLICH . HH
mandExecu * thing
tion

CHAI| o4 Al:

* us-east-12 AWS E|HZ2E AME& LICtap-south-1.

« 111122223333 CH&I AWS A1 85 (0d: 57EXAMPLES33) 2 CHAI|EHLICt

u

« command-idEEot A2 18 W AMEHXIIF command-id2 U= command-idl, LockDoor &!
TurnOffAC.

« thing-name2t Z2 AWS loT AtZ O

il

2 MEFLCtmy_car.
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JSON

{
"Version":"2012-10-17",
"Statement": [
{

"Action": [
"jot:CreateCommand",
"iot:GetCommand",
"jot:ListCommands",
"iot:UpdateCommand",
"iot:DeleteCommand"”

]I

"Effect": "Allow",

"Resource": [
"arn:aws:iot:us-east-1:111122223333:command/command-id1",
"arn:aws:iot:us-east-1:111122223333:command/command-id2"

]

}I
{

"Action": [
"iot:GetCommandExecution",
"iot:ListCommandExecutions",
"iot:DeleteCommandExecution"

]I

"Effect": "Allow",

"Resource": [
"arn:aws:iot:us-east-1:111122223333:command/command-id",
"arn:aws:iot:us-east-1:111122223333:thing/thing-name"

]

}I
{

"Action": "iot:StartCommandExecution",

"Effect": "Allow",

"Resource": [
"arn:aws:iot:us-east-1:111122223333:command/command-id",
"arn:aws:iot:us-east-1:111122223333:thing/thing-name"

]

}
]
}
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AWS loT B AI-M(AWS CLI)

CHS2 AWS CLI & At85t0 BE e st L A 2 ZEE HEsts Y-S 2oiELICH

o

ol

2C e

b
02
fjo

ol

? 2lAaA MY

r

create-command CLIE At&35t04 C|HtO|AZ MEE BEE YIFLICH ol dMolM=E CHES
RIEgLch

« command-id &At: TurnOffSteeringMode

« role-arn "arn:aws:iam:accountId:role/FwCommandExecutionRole" & &t2ZFo
M EEE st AdE £ = HelE Foiste IAM L 0|22 E MB350k role-arn
LICH RtMIEE L8 2 E ALS5to] B0l CHet Ho|Z2EEE HMME = /= AWS IoT Device
Management T8t £04 AWS loT FleetWise EHHE Z X AAI2.

« display-name "Turn off steering mode"=E EA|
« namespace 0{0F B L|C}. AWS-IoT-FleetWise

- mandatory-parameters O|§-2f H0{E,
"$actuatorPath.Vehicle.Chassis.SteeringWheel.TurnOffSteeringMode"nameZ,
defaultValueE Z AI& { "S": "true" }

(@ Note
e oet0lEeE X|Eot k| gt BEE Y8 + A&LICH I OFS start-
=

g mtetO|EE X838t of

fjo

z
0%

9,'1

= >
o
0o

command-execution CLIE Al235t0{ &
HLICH oAl HRE AL AlLIZ|I2

/A Important
AWS-IoT-FleetWise HHAHO|AE ALEE =2 UFZE X|HEl Name EETH
$actuatorPath. 5 AIE mandatory-parameters AF23t1 Value EE7| EAA
ClO|E{ & AlE At&3dtofF &LCt.

aws iot create-command \
--command-id TurnOffSteeringMode \
--role-arn "arn:aws:iam:accountId:role/FwCommandExecutionRole" \
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--display-name "Turn off steering mode" \
--namespace AWS-IoT-FleetWise \
--mandatory-parameters '[

{

"name": "$actuatorPath.Vehicle.Chassis.SteeringWheel.TurnOffSteeringMode",
"defaultValue": { "S": "true" }

LICt. 0497|M ap-south-1 & 123456789012= AWS 2|

"commandId": "TurnOffSteeringMode",

"commandArn": "arn:aws:iot:ap-south-1:123456789012:command/Turn0ffSteeringMode"

Ol W ALl ChEH %7t M= MMS BESHMQ T Blas M4,

2. B CHE ME HM

(® Note
TES F M olY Y5t B2 ListCommands APIE ALE83t0{ AHo| ZE FEE Lt
Y L= GetCommand APIE AtE35t0{ £ B0l gt 7t S22 & HE + /&Lt
KR LIS HEo| BB LA BHelg HEsHAL.

aws iot get-command --command-id TurnOffSteeringMode

Ol WS M5 ChS SEO| ANELICH BO| HHE ATt 0ix[2re 2 Ynlol= 8 Azt
X|%3%t metle], Clbhol Aol BHS A¥E & x| oie st EAELC

{

"commandId": "TurnOffSteeringMode",

"commandArn": "arn:aws:iot:ap-south-1:123456789012:command/
TurnOffSteeringMode",
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"namespace": "AWS-IoT-FleetWise",
"mandatoryParameters": [
{
"name" :
"$actuatorPath.Vehicle.Chassis.SteeringWheel.TurnOffSteeringMode",
"defaultValue": {"S": "true" }

1,

"createdAt": "2024-03-23T00:50:10.095000-07:00",
"lastUpdatedAt": "2024-03-23T00:50:10.095000-07:00",
"deprecated": false

CtE BHE2 Aldsto] BH HAS AIRELICE 07| command-arne 9|0l A get-command
2] £290| B ARNYILICE target-arne BHES AA5t= CHA ClHEO|A O] ARNYILICE. of:
myVehicle

O| Mo BEES MAE m utetolEe] 7|84 M3 222 start-command-
execution CLI= HES AlSHE ] O|24EF 22 AFRE £ A&LICH CLIE AF2E ) u2t0|E]
of CHaH CHE 2t XIH35tod 7|27/ MOl S MElE == Q&LCH.

HF

aws iot-data start-command-execution \
--command-arn arn:aws:iot:ap-south-1:123456789012:command/Turn0ffSteeringMode \
--target-arn arn:aws:iot:ap-south-1:123456789012:thing/myVehicle

ol WS MMste B M D7} HHEHELICH O IDS AL S0 T A el MR HE U B
3 MY 7IEe HEE £ YL
{
"executionId": "@7e4b780-7eca-4ffd-b772-b76358da5542"
}

CLI AtEoi CHEt F71 A= MME HESIHLEE TE(AWS CLI).
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JHeER 7Hol=

4.
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rot
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A4 74 AH
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S BES Adstod CHY ClHtO|AOAM A=t BRFol CHE HEE AMELICH fI0M start-

=
command-execution 2¢O £240 Z execution-id¥22} CHA C|HFO|A Q| target-
arnARNQIE K| g LICt.

(® Note

e F|Al AE) RIEE o

HE Uop{® C|HO|A T MQTT APIE AHE5tE B CHt
UpdateCommandExecution MQTT of|2f 8 FXloi YCO|EE o Ef HEE HAIF
0{0F B LICH AtAMIEH LHE2 Y A A YO|o|E HHE FXEFMAIR

« E 0|&o HH AMME AR SIE B ListCommandExecutions APIE AF&35104 A
Ho| nE HY AS L}YWs OIS GetCommandExecution APIE AF235t0{ EH A
&ol CHigt 71 HEE AU + USLICH RHAE LIS2 AT ol 3 A8 LI EHS
AZSMAIR

aws iot get-command-execution \

--execution-id <"07e4b780-7eca-4ffd-b772-b76358da5542"> \
--target-arn arn:aws:iot:us-east-1:<account>:thing/myVehicle

Ol Eg%l% /él%ol-la.l:lq 04294 AlISH AISH Al

1S538 28, 28 oE ZF gl et 2 El A|Ztof| CH§F HE 7 gt
ElLICt ol & E0{CtE SEH2 CHY EIHPOI oM B 4 E'%*OI MNEMD T DETTHHSE R
o0& LLCt.
{

"executionId": "@7e4b780-7eca-4ffd-b772-b76358da5542",

"commandArn": "arn:aws:iot:ap-south-1:123456789012:command/
TurnOffSteeringMode",

"targetArn":

"arn:aws:iot:ap-south-1:123456789012:thing/myVehicle",
"result": "SUCCEEDED",

"statusReason": {
"reasonCode": "65536",
"reasonDescription": "SUCCESS"
},
"result": {
"KeyName": {
"ty

"B": true,

AWS loT & A-(AWS CLI)
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"BIN": null

iy

"createdAt": "2024-03-23T00:50:10.095000-07:00",
"completedAt": "2024-03-23T00:50:10.095000-07:00",
"parameters": '{

"$actuatorPath.Vehicle.Chassis.SteeringWheel.TurnOffSteeringMode":
{ IISII: IltIuell }
}I

Si=

O|x| BB S &' d5toq CIHHO|AAM AR

SH O
= AN —
£ UaLICH I B0 27 50 WY MBS MK 20| ¥HS x| o AlS MBI

(@ Note

Che HWYe Alstod WS AHR SXIFLICH 047|M command-id= I0A get-command &
oA z.'<_E=|o| 0424 |DOI|__||:|.
H = 1— oo =

aws iot update-command \
--command-id TurnOffSteeringMode \

--deprecated
ol e M#stn Wo| o o4 ALBEIX| 28 RoiFE o] BHEtEUC CLIE A3
of FHZ [ = U&LICH
@ Note

update-command CLIZ AI836t0{ B0 EA| 0| MTHE2
Ct. XEMIEH LHE 2 R 2|44 AOI0|E E= A8 SE MME FHESHA
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{

"commandId": "TurnOffSteeringMode",

"deprecated": true,

"lastUpdatedAt": "2024-05-09T23:16:51.370000-07:00"
}

CHS BE S ddstodo] XIEE BES AAELICtcommand-id.

aws iot delete-command --command-id TurnOffSteeringMode

MM 280l B3 A8 BT BHUS EAIMER 042 AL BT Al7|of [t HTTPIt
statusCode202 EE= 2042 EA|EILICH REMIEH LA A= EHEd 2|AA ALK MM BFX 5t
M.

get-command CLIE AFE35t04 BHO| AHAM MHER=X]| =Rl” = JU&Lct

3. (AI_-|E_I|-I A|.§>I-) 23 AlSH ALY

JlEsoR BE By AHe M8 SRR RE 6748 oLl AFIELICH

imeToLive LIZIOIE{E AIE35I040| HEE 2 &= U&LICH

+

GetCommandExecution API2]

= A JEf7}, FAILEDEE 3 5H—P Ze Zo| BY Aol EHold

REJECTEDZE? BT A S 4 M & U&LICH CHE BEE A
M execution-idE {0iA get-comma nd-execution 2d £349| 4™ ID .=.'|—|EP

aws iot delete-command-execution \
--execution-id "07e4b780-7eca-4ffd-b772-b76358da5542"

get-command-execution CLIE At&3dt0o HE AAO| AHHM MAHZR=ER] &l = A&
LICt.
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E7% AWS IoT FleetWise 7|01 CHEt HMA = SR A
loT FleetWisel| 2|™ &! 7|5 718 EHE ’E.*ZE%PQM 2.

N
9
Im
I
C
]
Pl
=
rok
=
::

= AWS AWS

B 7|52 ASE I OHS AlLIEIQolM HHS Mt A% 4 aLin
. M43 Fof THEtOIEIE A2rstT B DY XINY 4 AaLich 0l ZL CH4 ClutolAold BH
N¥E 1) S TfetOlEIE RSOk BhLict
. WS MME 0 st ol4 ol WA OIEIE XIS T 7Rt THE £ UsLICH 7IEZS MBst
M S HUS BRI TS 258 £ AsLID
. B2 MM o st 4ol THEtOIEIE XK ST n+a+n|e+c>| us 78 + glad
+ e TEE

O] MMoi|MHE CreateCommand & StartCommandExecution APIQF TH2FO|E{ AFE 0| CHEH B2 J+K|
ArE ALIEIRE MBELICH B e RIER 0 874 BEE AE5te E 7HX| ol & Eo{ELICt

|

- mt2folE giol BHE MY

» IiEtOEo| 7= S A8 sto B HY

[=]
- Ii2tOlE 2fS AtEsi0d BE dE

ME|= CreateCommand API EEE create-command CLIE AF25t04 m2t0O|E{ §10] B
S MAdste wHe HoiELICH Hae MAE o W DS 8 ARNEH RIZ s St

k01| Ust HAES odr] H EUE e AL 22 U5 AL Aol E5| K 8F
HZF0JO|E{0]| HAL|X| o R E HF0O|E{0M HHEHE A-E = U
tartCommandExecutlon AP| ILEE start-command-execution CLIE A}

r
]
o0
o
40
0
u -,—
o ©
n Jlﬂl

HH AL AlLtE|I2 220



AWS loT FleetWise TR 7H0|E

8doto] BES AAE ] HFoiolEet 22I1M &= 2k Z&ste Cidl HELYol ZhetO|EHE X8
OF gfLICt.

mandatory-parameters 221 90| T MM

Ol At Atdll= E4 meh0lE 243 glo] BEE ddstes gdHE EodELT

aws iot create-command \
--command-id "UserJourneyl" \
--role-arn "arn:aws:iam:accountId:role/FwCommandExecutionRole" \
--description "UserJourneyl - No mandatory parameters" \
--namespace "AWS-IoT-FleetWise"

l'IJ
NTH

mandatory-parameters &2 Qi0| M E B A

OII
w

_I

O & Hml oMol A LI Y E BHE ALE5H AM|EH gio] ZE AF0i0|E oM BHES A
U&LICt Zt2 10actuatorl L2 AH5te{™ LS
aws iot-jobs-data start-command-execution \

--command-arn arn:aws:iot:region:111122223333:command/UserJourneyl \

--target-arn arn:aws:iot:region:111122223333:thing/target-vehicle \

--parameters 'f{

"$actuatorPath.Vehicle.actuatorl": {"S": "10"}
}I

OrEIHRIZ & 22 dYsts B

fjo

AlSlst & qctuator3 A& LICH rue.

aws iot-jobs-data start-command-execution \
--command-arn arn:aws:iot:region:111122223333:command/UserJourneyl \
--target-arn arn:aws:iot:region:111122223333:thing/target-vehicle \
--parameters '{
"$actuatorPath.Vehicle.actuator3": {"S": "true"}

Ol B AR5t RIHE AFOOEOI M BHS Ay 4 UaLch 7122 MTstH 2xe
B U2 HUKI LTS 25 & ABLICH 08 S0{ 22 F1D &S SHFISHE LockDoor B
WO 42 B2 WS HHHKI AT S JIEYSE THE £ ABLIH

Ol A8 At2ll= SYEt BHEE o] H HM&stn xHF o &3 & &= sixet 22 s
e |
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OlOIE{OlAf CHE TS +Hsteis B0l S35 KBHLICH
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™ start-command-execution CLIO| gnyparametersE MMEE L7l Qi&LICH start-

7
=
command-execution CLIparametersO|lA{ol CHaH CHE Zf2 X SHH 7|24 0| A 2| ElLCt.

off CHet 7|22t 2 AFE35to BY 44 mandatory-parameters

CHE B™H2 actuator12] 7|22t 2 MSste g S EoiELICH

aws iot create-command \
--command-id "UserJourney2" \
--namespace "AWS-IoT-FleetWise" \
--role-arn "arn:aws:iam:accountId:role/FwCommandExecutionRole" \
--mandatory-parameters '[

{

"name": "$actuatorPath.Vehicle.actuatorl",
"defaultValue": {"S": "0"}

] 1

off CHet 7|22t 2 MM El BY 43 mandatory-parameters

BHE UserJourney2 ALS5tH HEIY Sof 23 gf2 TEE 2R glo| HHE AdY = UE
Ch. ol 22 HEIY A| A2 U Fof x|HE 7|22 2 ALS L
aws iot-data start-command-execution \
--command-arn arn:aws:iot:region:111122223333:command/UserJourney3 \
--target-arn arn:aws:iot:region:111122223333:thing/target-vehicle
ZEtY Sofl SUEH HF0|0|E{Q! actuator10d| CH3H CHE 2fS MEE =T U&LICH JHH 7|2
x

aws iot-jobs-data start-command-execution \
--command-arn arn:aws:iot:region:111122223333:command/UserJourney3 \
--target-arn arn:aws:iot:region:111122223333:thing/target-vehicle \
--parameters 'f{
"$actuatorPath.Vehicle.actuatorl": {"S": "139"}
3
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stede 4o §sl RSELICH
® Note

mandatory parameters &230] 7 O|& 2| O|&-Zf WO{7| U2 = U2l Y& =

= 2ol et 7|27k0| g = U&Lct I3 oS HELY Al AF0i0|E 0|F0|
$actuatorPath HEAtet &7 EHEtE Ol S AL85HE B HF 0| O|E{ol| A Al&E i
A8 E met0|EE Z-E = AaLch

of CHEt 7|22k 90| BHE M/ mandatory-parameters
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aws iot create-command \
--command-id "UserJourney2" \
--namespace "AWS-IoT-FleetWise" \
--role-arn "arn:aws:iam:accountId:role/FwCommandExecutionRole" \
--mandatory-parameters '[

{

"name": "$actuatorPath.Vehicle.actuatorl"
]I
of CHet 7|22k elo] MM E BH A3 mandatory-parameters

HO| Z32 actuator1 ZtS X|Ai&Hok BHL|C}. of 2 EA|= HEd AsHe 72
1S3 Mo 2 M™ErLICHe.

aws iot-data start-command-execution \
--command-arn arn:aws:iot:region:111122223333:command/UserJourney2 \
--target-arn arn:aws:iot:region:111122223333:thing/target-vehicle \
--parameters '({
"$actuatorPath.Vehicle.actuatorl": {"S": "10"}

} 1
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M) HESIT B B ALS

JHeER 7Hol=

HE Oo|H =& I Melo] BE API HUS AI8Y = UA&LICH K& S0 L3|d &)

AL HEf HIESIE EEst E= H L
UELICH CHE AMoME o el HESD 3H BE 752 A8stes YHE 2oiELCH RtME LIS
2 0| =% 3 XZ|E 2Iet e RER 2] MME FEFIML.
(® Note
mandatory-parameters 20| YR E X|HE O|F EEE= $stateTemplate HFAIE
At & 3ok gfLCt.
oAl 1: 7|2 gt2 AE5to] e REZof CHer BHE 4o
O| IM|lAM= create-command CLIE AtE5t0{ HE| HIZESIS 455t = WS EoiELICt
aws iot create-command \
--command-id <COMMAND_ID> \
--display-name "Activate State Template" \
--namespace AWS-IoT-FleetWise \
--mandatory-parameters '[
{
"name": "$stateTemplate.name"
.
{
"name": "$stateTemplate.operation",
"defaultValue": {"S": "activate"}
}
]l
OFRH7ER| 2 CFS B CLIZ AEf 2Z2start-command-executionOl A2 SHE YEHo| o & &

o1& LICtH.

aws iot-data start-command-execution \

--command-arn arn:aws:iot:region:111122223333:command/<COMMAND_ID> \
--target-arn arn:aws:iot:region:111122223333:thing/<VEHICLE_NAME> \
--parameters '{

"$stateTemplate.name": {"S": "ST345"}
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oMl 2: 7|22k eiol e RESof e FE &Y

|22 9i0] ode] e HESS YEELICt ol2de mietnlEet s 2fS At

aws iot create-command \
--command-id <COMMAND_ID> \
--display-name "Activate State Template" \
--namespace AWS-IoT-FleetWise \
--mandatory-parameters '[

{
"name": "$stateTemplate.name",
"defaultValue": {"S": "ST123"}

},

{
"name": "$stateTemplate.operation",
"defaultValue": {"S": "activate"}

},

{
"name": "$stateTemplate.deactivateAfterSeconds",
"defaultValue": {"L": "120"}

}

1
ClS BHE2 22| o|M0f start-command-execution CLIE AIE35tE WS Eo{ELICtH

aws iot-data start-command-execution \

--command-arn arn:aws:iot:region:111122223333:command/<COMMAND_ID> \

--target-arn arn:aws:iot:region:111122223333:thing/<VEHICLE_NAME> \
--parameters '{

"$stateTemplate.name": {"S": "ST345"},
"$stateTemplate.operation": {"S": "activate"},
"$stateTemplate.deactivateAfterSeconds" : {"L": "120"}
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Aol OIX|He = Uil dEf ZLET

/A Important

E™ AWS IoT FleetWise 7|01 CHEF HMA = TR HO|EEILICE REAISH LEE 2 AWS AWS
loT FleetWisel| 2| 2 7|5 78 EHHE & X AAIL.

e RIEEE ddstn A pdAstod REEF Q| OF X[ 2 BTl HEE 7ol dA|Ztez ZLIH
g = AELICH e REX 0 HAZE XA F2 onChange = periodic YO|O|E HEFE ALES
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3 MEHE B Mol MY £ AaLICHIIK27]).
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name
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signalCatalogArn
AEf RIZ30 4ZE AlS FIEF2 39| Amazon ElAA O|F(ARN)RILICH

stateTemplateProperties

GlOE7 £ RISl A5 S 2ol A6 HES 42 AT0| FALCE U= 5 AE o
GlolE & AHELICH

dataExtraDimensions

I 2 EZ HI(Protobuf) 2 QI L E XEZ|E CIO|E0| Z&E AT £ SFLICH
metadataExtraDimensions
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AWS loT FleetWise API EE = 2£& AF8510{ HEf HIZESIS MAHE = U&LICH e HIEZSI2 %}

ZO| HEHE FHot= HFHLIES NI ELICH AFol M A E[= Edge Agent for AWS loT FleetWise
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CreateStateTemplate APl 212 A& 350
CLIE AFSELICH.
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create-state-template2 SEf HES! F40| Z&E json It Y| O|E2Z HiELICEH

aws iotfleetwise create-state-template \
--cli-input-json file://create-state-template.json

Example&El IZ2 24

stateTemplateProperties M= 415 9| M stE O|F0| X & E/o{of & LICtH

dataExtraDimensions & 0ll= & 49| M&tE O|§0| X & k[o{of
metadataExtraDimensions & L|CH X|HE xS AE] HIZS0| 7|&E xH S CHAIELICH

"name": "state-template-name",

"signalCatalogArn": "arn:aws:iotfleetwise:us-east-1:account:signal-catalog/catalog-

name",

"stateTemplateProperties": [
"Vehicle.Signal.One",
"Vehicle.Signal.Two"

1,

"dataExtraDimensions": [
"Vehicle.Attribute.One",
"Vehicle.Attribute.Two"

1,

"metadataExtraDimensions": [
"Vehicle.Attribute.Three",
"Vehicle.Attribute.Four"
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UpdateStateTemplate APl 2f®1 EE= AWS loT FleetWise 2 & AF835t04 7|Z AE| HIZ8!S 00|

A Ef RIES! UC|0|E(AWS CLI)
MEf HES S YOlo|EstEiH Ot BHES Al-ELICH
update-state-templateg &Eff REZI0| F40| Z&E json ItYUO| O|E2E HHELICH

aws iotfleetwise update-state-template \
--cli-input-json file://update-state-template.json

o= 4z 9| ¥+35tE O|F0| & E|0{0F stateTemplateProperties & LIC}.

dataExtraDimensions & 0ll= A& 49| M &tE O|§0| & k[o{0f

metadataExtraDimensions &fL|C}.

"identifier": "state-template-name",

"stateTemplatePropertiesToAdd": [
"Vehicle.Signal.Three"

1,

"stateTemplatePropertiesToRemove": [
"Vehicle.Signal.One"

1,

"dataExtraDimensions": [
"Vehicle.Attribute.One",
"Vehicle.Attribute.Two"

1,

"metadataExtraDimensions": [
"Vehicle.Attribute.Three",
"Vehicle.Attribute.Four"
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aws iotfleetwise delete-state-template \
--identifier idenitfier
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GetStateTemplate AP| Z4E AF235t04 AEf HIZ2l0f CHEF HEE AME £+ &Lt CHS of Ao
ME AWS CLIE At2&rLCt.

###E SEi &S Q| 0|F 22 HiE L

aws iotfleetwise get-state-template \
--identifier idenitfier

ListStateTemplates APl 242 AI&5t0d MM E MEf HIES] S5 AME = U&LIC CHS of|A|of
ME AWS CLIE At EfLICt.

aws iotfleetwise list-state-templates

ZH ZE[E AWS KMS 7| AtE5to] Y S 5HE Edstet 89 UE0| GetStateTemplate E&
LlstStateTemplates API EUE S EE = U E Ot Y™ P2 Z&ELCH

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"kms :Decrypt"
]I
"Resource": [
"arn:aws:kms:us-east-1:111122223333:key/KMS_KEY_ID"
]
}
]
}
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ClOlE =& & ®X2[E ?IEt B ’HER XY

/A Important
£ AWS loT FleetWise 7|50 CHEt VM A= $HRH HO|EELICH REMIEH LIS AWS AWS
loT FleetWisel| 2I1™ L 7|5 718 M EHaE8 HZsHAA|2.

CHe MMolME MEl HIES'S AL 3tod CIOIE £ T2 BAI8t U HIE ST, K27 Seig 4
ct

=
k1, A F0IA HEH GIOJEIE *Elsts Wee M

=5y
. e} HESIS AS o MEH HOlE] 271 Bradst U HIEHAIS
. MEHESS AS5H0] M el AN TR

SE IE3E AL8Sto] B H|O|E =& g g3 & HIE 85t
/A Important

>
rr
o
]
X
>
m

fn
C
I
>
x
ok
[

E %X AWS IoT FleetWise 7|01 CHEF 2 Al 2 AWS AWS

loT FleetWisel| 2I1™ L 7|5 718 M B8 HZsHAA|L.

Chg MMOMEE A sto] B HESIS AR50 HIOIE| £ 212 Z 48t U HIE Matets WHe
MEgrL|c AWS CLI.
/A Important
AlEtst7| Mol el RIE3/2 o|0| st siie RE2/0 ACl|olE MEFS A B E

K| &elgfLch.

Edge Agent7t 2EHRE0] A% HHO|EE B = UEE el HES/S g d3stsior 2FLICH
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m

HEl| RIZESIE AF85104 0|28t 22 s&ste{H HA HE 2[ALAE MM OIS XEOIH BE A
HZ AIEFEILICH CHS MM =0] APIE AFE 5= &R0} OO &2 g4t L HIgd35 6=
grede MEELICEH

=S|

« CreateCommand API A2

- of: SE RIES 2 EE

« Of: e BIES! HIEE5

CreateCommand API Al

"AWS-IoTFleetwise" HIZUAHO|AA HE ZAAE MM T AE] HIZ2/0of CHEF HY ZAAE
ML M&E W CHS metO|E{E AR EhLCt.

« $stateTemplate.name - QS =T HEf HEX 2| O|FALIC 2 US =A™ HX] o El
HE22 2ol Mo BLICE KEAIE LIS 2 AWS IoT Fleetwise AEf HIE SIS %27 o173
CHHS FESHAA2.

* $stateTemplate.operation- &/Ej HET/0|M e 2HULICE o WEtOEE THE &4 &
StLIE AFSELICH

 activate - Edge Agent= A0l of B RIE32 MEE [ stateTemplateUpdateStrategy
XHeH (HE & E= F7|18)E 782 ZEIRE0 A= HOI0|EE ELH7| AZFEL|CH XEAIE

et IS SE "ES HIE IS AlZhE "olstod XIFGE 7|ZF ol %ol UCI0IEE X + U&
LICE Xt HIgd3 AlZHol MSElX| pfem e HES2 HIgdst 3 &0 AdE w7 x| U

O|EE Hl& ™SELICH

activate BHO| +AlE|l= FA| ClHIO|AE HH0|E T=foi| e B RIER o X|HE &ME
E T&aHok ELICh AWS 10T FleetWise= C|HFO|A T} &5t HHE C t
W HAIX[of &l RESIo| RE &ME AHLFO| e E[ofof BTt HEELICH & HAIX|E
GlO|E T=Fof| et & st ok &rLC.

Masts &

- deactivate - Edge Agent7| 22t EE &% HO|0|E MES SXIELICE

« fetchSnapshot - Edge Agente A E| RHIZ3! Rl Zof
stateTemplateUpdateStrategy X830l 2tH[g10] ofElf HEZ!0f Mol Al ol Uz|d A

HAES TS ELICH

L
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o (MBH ALE) $stateTemplate.deactivateAfterSeconds- X|HE A|ZtO| X|LtE A E) RIES!
O| AtSS 2 H[gdstEL|Ct. o] mt2tO|E = mtetO|E 240| $stateTemplate.operation “& 7%
st"El Aogt A8E = A&LICt of metOlE 7t XI'EEIX| fk7{Ltol metn|E{ el 240l 02! B2
Edge Agent= & Ef ElZZ/0] CHaH "HIZ Q35" 20| =412 W7 x| EctRE=0 415 AUC|O|EE A

& MSELCH dEi HES2 S22 HIEEsEX| f&L

-

I

Z|42f: 0, Z|CHEL: 4294967295.

® Note

= o —
gHehLct
- SE RS0l ChE 71 2|2 2¥2 M8l QEYLICH olE Sof HEf FER0[ 1At
FOf HIZ QSRS M3 Ot S SUE MEX 0| 4AZ 2o HIEGSEES F Hi 2
e stH A HIZYEt 7t 22 2F 0|22 MBELICH

HES0of CiEh 20| O|F 04 X2 AtZofl DELETED U&LICH

e HESS YstotoiH HM BE 2lAAE dHEELICH OH 05 def IESE gdEsitdis

Aol ohE BEE 2 = JA&LICH o] MolME BEE W de wf mhetols el 7[22kE XI™st=

YHS 2oiFLICt oledEt mtetOlE{et sl 22 B S AlEfsto] e HIESS S5t m A
=]

SeR Clofe] =4 4% & ol
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1. 0424

A

aws

Important

$stateTemplate.name & $stateTemplate.operation LtZtO/E= &
At olole ¥Alo 2 XS k|ofof & LICH CHE O|o|H ¥ A{0| M3 |7HLtol
= mi2tole & stLtt +2rE 32 AS oot A B A]o| AuiEhLct.

$stateTemplate.deactivateAfterSeconds It2tO|E{= Long H|O|E{ @A 2 A

S Z[o4oF gfLCt.

iot create-command \

--description "This command activates a state template on a vehicle"
--command-id ActivateStateTemplate \

--display-name "Activate State Template" \

--namespace AWS-IoTFleetWise \

--mandatory-parameters '[

{
"name": "$stateTemplate.name",
"defaultValue": {"S": "ST123"}

},

{
"name": "$stateTemplate.operation",
"defaultValue": {"S": "activate"}

},

{
"name": "$stateTemplate.deactivateAfterSeconds",
"defaultValue": {"L": "120"}

}

AEELERS

NEREETERE!
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/A Important
API Z10f A&t AWS IoT & HIO|E o3 API AIEZQIEE AL5HOF BLCt.

aws iot-jobs-data start-command-execution \
--endpoint-url <endpoint-url> \
--command-arn arn:aws:iot:region:111122223333:command/ActivateStateTemplate \
--target-arn arn:aws:iot:region:111122223333:thing/<VEHICLE_NAME>

3. HEfREZ 2ol HEf HM
B M-S AIZHEH & GetCommandExecution APIE AF835t0{ 4EH HIZSIS ZAME = &
L|C}.

aws iot get-command-execution --execution-id <EXECUTION_ID>

of: e ES2 1l g8t

MEf HESS b Aahot AT BIA] BT 2IALE MHHLICH 23 OF2 S5l HEXS HIE S
P RO OHS WS B 4 UaUith Ol oiMolAE B MuE o watalelel 7122 |
B3He Y BoIELICH O3 THEtOIE(S ST 2he B AHS Anrstol M| UESS HiE A
sH8 W AL EILICH

1. W alaa MY

Ao BHES TEstoH U BE 2[AAE ddsloF LICH Ao BWHES 2
X

[
— o
Ol CHA 2t 2 XIHE = UELICH ZHME L2 BE Elas Hd BHHE ARstAAl

aws iot create-command \
--description "This command deactivates a state template on a vehicle"
--command-id DeactivateStateTemplate \
--display-name "Deactivate State Template" \
--namespace AWS-IoTFleetWise \
--mandatory-parameters '[
{
"name": "$stateTemplate.name",
"defaultValue": {"S": "ST123"}

el dloje +Z& gdst & Higgst 237
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{

"name": "$stateTemplate.operation",
"defaultValue": {"S": "deactivate"}

] 1

2. AHFOIM TY N AR

aws iot-jobs-data start-command-execution \
--endpoint-url <endpoint-url> \
--command-arn arn:aws:iot:region:111122223333:command/DeactivateStateTemplate \
--target-arn arn:aws:iot:region:111122223333:thing/<VEHICLE_NAME>

I.

0
o
0

.l

w
0%
m
I
I3
M
A

Eff 74 AH

= [ == R |
WY A2 A|EHSH £ GetCommandExecution APIE AE5t0{ 4B HIZSIg ZHAME = Q&
L|Ct.
aws iot get-command-execution --execution-id <EXECUTION_ID>
e RIESIZ ALE5104 RHEF A Ef ARAF 7HK{27|
/A Important
£ 7% AWS IoT FleetWise 7|01 CHEF MM A= A HOIEELICEH AFMIE LIS AWS AWS

loT FleetWisel| 2| 2 7|5 7/ TS XS AMAIL.

FHO| SHE & ATz FHS HHLICH BE 2laA8 ddE M 4 otetolE 2kE X8 st
x| et2 B2 KIZ KIGsHor LI RiMEF LIS BE ME(AWS CLI) EHHE B ERSHAAIL.

CreateCommand AWS loT Core ZAIEE Z |2l API Q] EE= AWS loT FleetWise 2& 2 A2 5104
XO| Ot R[S 2 ATl HEHE 7IME &= U&LicH
/A Important
AS o2l CHS AILIEIR & StLFolAM ghigh &~ Q& LCt
o AIZFASSOCIATEDT &7 MBEIX| ot= AEf HIE2!0| XS ELICH.
o MEf HIZESIE M35t - K|BF DEPLOYED xF&Foi| QUX| o k& LICH
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o AE{ ElZ 2l0] CHEt R210| O|F 04X K| Tt Xt2F0oll DELETED /& LC}.

A HE AHEE TR TR E)

AWS loT FleetWise 2& 2 Al235}0d o|Orx[ate 2 2A{El AENE 7IK2 &= U&LICH AWS loT
FleetWise= OIO|E{E 7K £ UE ”5'%—3'% HAEHLICEH

1. AWS loT FleetWise 2£& LICt

2. EMFHOIM AES MEIFLIC

3. SEolMxES ME45tod ME HE HO|X|E Lct.

4. MEf HAES! HolM HIOIE 7tX27|E M= FLIC

5. BHE EHD CIOIEE 7tX& + U= AWS loT FleetWise Tt F0{st= IAM L& S MEF
LICh HAMA Mo HEFAIL.

»
N
o
to
N
0
L}
M
x
o
o
r
[ul

KM AEH ARHAF 7HR|2 7|(AWS CLI)

AHAE 7HXLE{H HA HE E|AAE M LICH OH CHS o ARAE 7M1 EdE RIE
of Ct2 W2 Bl & QI&LICH CreateCommand APl 2 sHE mt2tO|E{ AL 0l CHEF REAMIBH LI 2

x
g
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g'l_l
=
FO
(@)
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t
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(@)
O
3
3
Q)
3
o
>
Y
>

0

CHS dlAoME 7HMR7| ZdE sst7| 2ol BE 2lAAE ddsts U

o
=
ol BES B EEH o met0lE e oA 2hE XIEE = U&LICH REAE LS

aws iot create-command \

--command-id <COMMAND_ID> \

--display-name "FetchSnapshot State Template" \

--namespace AWS-IoTFleetWise \

--mandatory-parameters '[

{

"name": "$stateTemplate.name",
"defaultValue": {"S": "ST123"}
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},
{
"name": "$stateTemplate.operation",
"defaultValue": {"S": "fetchSnapshot"}
}
1
SE:
{
"commandId": "<COMMAND_ID>",
"commandArn": "arn:aws:iot:<REGION>:111122223333:command/<COMMAND_ID>"
}

FHo| dHE & ATz FHES HHLICH BE 2448 ddE M 2+ mtet0lH 2k2
x| ef2 B2 XIZ KIGsHok gfLICH XtMEr LIE2 BT ME(AWS CLI) EHHE M RStAAL
aws

iot-jobs-data start-command-execution \

--command-arn arn:aws:iot:region:111122223333:command/<COMMAND_ID> \
--target-arn arn:aws:iot:region:111122223333:thing/<VEHICLE_NAME>

SE:
{
"executionId": "<UNIQUE_UUID>"
}
3. SEfRHES! Aol HE) HAM
HY A S A|ZHSH £ GetCommandExecution APIE AF&35H04 HE HIZSI2 HME = &
LICH
aws iot get-command-execution --execution-id <EXECUTION_ID>
R AE) AL THRIR 7]
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MQTT HAIEE ALE35t04 OFX|2f o 2 E{ Tl 2 Ef A+ Cl|O|H Az

/A Important
£ AWS IoT FleetWise 7|s0i| CHEF M| A= $4RH HO|EEILICE KA LI 2 AWS AWS
loT FleetWisel| 2|™ 2! 7|5 7} EHHE & XF A AL,

XM YO0|EE 4415t OIO|E{E ®2|5I2{™ CIS MQTT FHME A S5HAML. REAIEH LI 2
AWS loT Core 7HEf X} OHLHM Sl MQTT FX|E & XSHMIR.

$aws/iotfleetwise/vehicles/$vehicle_name/last_known_state/$state_template_name/data

MQTTE =M X|HE EFstX| pfe2 2 Oix[f oz 24Tl el &F UH0|E HIAIXKIZL =Aol &

K| fH =42 = JA&LICH MQTTE A8 35104 At E OO|EHE 4l5t1 ®MEl6tE ZE 22H0|MEE
0|2 x{z|slof ELICt. OIX|Zto 2 AP{RI MEf A5 AO|0|E HIAIX|E MQTTS5 HAIR Z2EZES
[t L|C}.

Zf MQTT HIAIX|2] HIAIX] SlC{oll= ChExt 242 AHS X £40] [UA&LICH

« vehicleName - Xt 20| T AlMEX}IL|CH,
- stateTemplateName - O} X[ 2 2%l HEf| BHIEZ/0| 17 AlMEXL|Ct

ot dEf HIESE UOO|ESHHL dA5tE S metadataExtraDimensions % Ti2tO|EE
X|Estod MQTT HIAIX| SlCHol| & A2 S42 XHE = J&LIcH (SEf EE3 FX)
MQTT HIAIX| S| ArEAt £ 2 HOIZEE HASHK| o1 HIAIX|E CHE CHY 2 2 EfRElStE

ol fS&Lict

MQTT HIAIX| HO|ZE 0= Aol £ EIE C|OE{7} ZEHELICH AlE] HIZ 312 MAI5t7LE To]

Edte 892 extraDimensions @& met0|E{E X|H5104 MQTT HIA|X| HO|ZE0f| Z&E XHEF &

Mg XI-HE £ UELICH BT ZAWS IoT FleetWise ATEH HIZ S MA), F7} RH22 FIF RHHE R
Q1450 Xt oM =& E HIOIEE EZ & LICH

MQTT HAIX| HO|ZEE Z2EZ HI{(Protobuf)2 2ZEE|IH MQTT HIA|X| Sl = application/
octet-stream Z HO|El E2EHIX R EA|7|7} T &L 1 SLIEF Protobuf /32 & A7|0t= CHS 1t
&Lt

// Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.
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// SPDX-License-Identifier: Apache-2.0

syntax =

"proto3";

option java_package = "com.amazonaws.iot.autobahn.schemas.lastknownstate";
package Aws.IoTFleetWise.Schemas.CustomerMessage;

message LastKnownState {

/*
* The

absolute timestamp in milliseconds since Unix Epoch of when the event was

triggered in vehicle.

*/
uint64

/*

time_ms = 1;

* This field is deprecated, use signals instead

*/

repeated Signal signal = 2 [ deprecated = true ];

repeated Signal signals = 3;

repeated ExtraDimension extra_dimensions = 4;

message Signal {

/*
* The
name.
* For
* The
Z, 0-9,
*/

string

/*
* The
*/

Fully Qualified Name of the signal is the path to the signal plus the signal's
example, Vehicle.Chassis.SteeringWheel.HandsOff.HandsOffSteeringState
fully qualified name can have up to 150 characters. Valid characters: a-z, A-

(colon), and _ (underscore).

name = 1;

FWE reported signal value can be one of the following data types.

oneof SignalValue {
double double_value = 2;

bool

boolean_value = 3;

MQTT HAEE AL8stod OFX|2fe 2 LE{ Tl & Bl X Cl|O|E %2 242
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sint32 int8_value =

uint32 uint8_value

sint32 intl6_value

uint32 uintl6_value

sint32 int32_value =

uint32 uint32_value

sint64 int64_value =

uint64 uint64_value

float float_value =
/*

* An UTF-8 encoded or 7-bit ASCII string

*/

string string_value

message ExtraDimension {

/*

4;

5;

6;

7;

8;

9;

10;

11;

12;

13;

* The Fully Qualified Name of the attribute is the path to the attribute plus the
attribute's name.
* For example, Vehicle.Model.Color
* The fully qualified name can have up to 150 characters. Valid characters: a-z, A-

Z, 0-9,

*/

(colon), and _ (underscore).

string name = 1;

oneof ExtraDimensionValue {

/*
* An UTF-8 encoded or 7-bit ASCII string
*/
string string_value = 2;
}
}
x|
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* time_ms:
ol o|HEIF EE|HE AlZho| MLl EFUAEHE (Unix Epoch O|% ZE[X). Edge Agent AZE
Hlo{=ol Et AR T of CHsH REEFS| A|H|0|ME AHSELICH

+ signal:
(nameE2AtY) 2 AS HEE Signal Z&3SI=2| HIYZ, , double, bool, int8, uint8, int16,

uintl6int32, uint32, int64uint64, float, S| HIO|E{ @Al signalValue X|HEL]
Ctstring.

* extra_dimensions:

A S HEname(EAHY)E ExtraDimensions £ &6t extraDimensionValue $XH
string Cl|O|E R0t X[H5t=2f HH LY.

MQTT HAEE AL8stod OFX|2fe 2 LE{ Tl & Bl X Cl|O|E %2 244



AWS loT FleetWise TR 7H0|E

&M AFEXF XIE C|Z2 Y QIEHO|AE AFE510d HERA
off FLOHErX| &= O|O|E| =& £

/A Important

5% AWS IoT FleetWise 7|50l CHEt HMAE= TR AOIEE LICH RHAIE LI 2 AWS AWS
loT FleetWisel| 2|1 L 7|5 718 B2 HZTHAAI2.

A7

O A& MAME ALERL X|H C|2E QIE{H|O|AE E&dt= HIER T o FoiEX| 2= Clo|H =&
2 AL835t0{ CIO|EHE &5t HHS M-S T=E AWS IoT FleetWiseE #45t= YRS 2t
Mg LICH HEXIF o FoHEX| 2= CIO|EH +=EE M85 A E X|HE HIO|EH CHd ez 2L
7| ™Mol RHA| HAMEE AF25t0{ MSE C|AEE £ 9 gl,u:} O|Z A 3t AWS IoT FleetWise &
AMECIZHE Mg HRIt giea = Alzto] MFELICH AHA| 732 AHE504 CIRYE 215 0] 5t
? HES ERSHLU CIZEH OILIHAEE M6 HL LOI0|EE defaultForUnmappedSignals
HE AFEE = UESLICH 8 RHF L Tt Bt AA0M 2E 0 ERHE RSHH =&E = JU&L

O| ‘t&EME EE ZEED Y LIESIZ(CAN H2) QEmo|A0 s RS MEE 28 LI
Y AE L SA EE MAZ Q2T E Mol LICH

0| At& Mo A= AWS IoT FleetWise 222 E 2} SIlX| F£34 APIs.

GjojH 2 &

CHE MMOAE AL RH I CIZT QIEHOIAE AFSSH0] AT 42 DU WHS HoiE
Lich ol GlOJEf 7 U B3 AL Atalof MSELICH 8 IDLsT} 20| Aol AL El= 7|2 olo]
E{ AA @molglo| XMEL|CH

Ol ORI 4 ZIBH XH3F I M(B4R) X QIRI)2H HZHOR Mofgr 2 Ao olE{(foiz)ats F 7t
x| ’HEF £40| ALICH T 7Hx| 2 0] &AH0] HeolElof LTt
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// Vehicle WGS84 Coordinates
double Latitude;
double Longitude;

// Vehicle AC
Boolean ActivateAC;

CtE EAH= ALS A XH CI2E QIEH 0|A APIE AFE 5104 Ol2{EF Hol& AWS IoT FleetWise 2 7t
Mee JYULICH APIs

AS FIEFZ2 0 UH|0|E
AlS FIEFZ2 0 0|28t HelE 7HR{SLICt. AWS loT FleetWiseOf 21& FtEf 27} o|O| Y= AR
Ck ¢

UOIoIE APIE Y MEFLICH 9l B2 HM ME 7IEH =08 WHE O3S YOOI E APIE 58
grLict.

I

1

gfLICH VSSE AWS IoT FleetWise0l| A xF2F Cl|O|E]
LI & A 35104 'vehicle-signals.json'O|2H= json IS M AdEl

T

£ LIEtLE B R Z ASELUCH O
LICt.

// vehicle-signals.json
// Verify that branches and nodes are unique in terms of fully qualified name
// in the signal catalog.

[
{
"branch": {
"fullyQualifiedName": "Vehicle",
"description": "Vehicle Branch"
}
},
{
"branch": {
"fullyQualifiedName": "Vehicle.CurrentLocation",
"description": "CurrentlLocation"
}
},
{
"sensor": {
"dataType": "DOUBLE",
"fullyQualifiedName": "Vehicle.CurrentlLocation.Latitude",
"description": "Latitude"
}
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JHEER}E 710l =
},
{
"sensor": {
"dataType": "DOUBLE",
"fullyQualifiedName": "Vehicle.CurrentLocation.Longitude",
"description": "Longitude"
}
.
{
"actuator": {
"fullyQualifiedName": "Vehicle.ActivateAC",
"description": "AC Controller",
"dataType": "BOOLEAN"
}
}

AMZ FIEF 27} Qe B create-signal-catalogE S &8 0F gLCt.

VEHICLE_NODES="cat vehicle-signals.json’

aws iotfleetwise create-signal-catalog \
--name my-signal-catalog \
--nodes "${VEHICLE_NODES}"

FIEE2 371 ol0| = B update-signal-catalog APIE AFE5t0{ Sl Al E FTIE

M
A&LICH.

VEHICLE_NODES="cat vehicle-signals.json’

aws iotfleetwise update-signal-catalog \
--name my-signal-catalog \
--nodes-to-add "${VEHICLE_NODES}"

32 =g 9 Cl20

AME FIEIZ 0| ASE Mst £ OIS HAE A1 DEH S MMS D SHY AlSE QIAERASSE A
QlLICt. 0|2 2|8 create-model-manifest 2! create-decoder-manifest APIsE Al L]
Ct.

Hx| X2 R Eof AUstEiE AlE 0|29 HAIZ X|HELICE

# Prepare the signals for insertion into the vehicle model.
VEHICLE_NODES="cat vehicle-signals.json’
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VEHICLE_NODES="echo ${VEHICLE_NODES} | jg -r ".[] | .actuator, .sensor
| .fullyQualifiedName" | grep Vehicle\\."

VEHICLE_NODES="echo "${VEHICLE_NODES}" | jq -Rn [inputs]’

# This is how the vehicle model input looks.

echo $VEHICLE_NODES

# [ "Vehicle.CurrentLocation.Latitude",

# "Vehicle.CurrentlLocation.Longitude",

# "Vehicle.ActivateAC" ]

# Create the vehicle model with those signals.

aws iotfleetwise create-model-manifest \
--name my-model-manifest \
--signal-catalog-arn arn:xxxx:signal-catalog/my-signal-catalog \
--nodes "${VEHICLE_NODES}"

# Activate the vehicle model.
aws iotfleetwise update-model-manifest \
--name my-model-manifest --status ACTIVE

O|XM| At A X|™d CIZE QE{H|0|AE ALE5t0o{ C|ZH DHLIHAE S HEgLICt

® Note
Of iAo U&7t ol ALE At X|E IDsE X|HsteiE B0l LIERZ ClEH 0|4 &%
£ 4dstH ot
HsHE OlB(FQN)Ol ALSRH XIH C|TE 412 DY CHE m C|3E MEE o
CHEt XEMIEE LI 2 Edge Agent JHEE Xt QFLHAE & ZESHMIR.

P

OH
o
rir

o H

// Create a network interface that is of type : CUSTOM_DECODING_INTERFACE
// custom-interface.json

[

{
"interfaceId": "NAMED_SIGNAL",
"type": "CUSTOM_DECODING_INTERFACE",
"customDecodingInterface": {

"name": "NamedSignalInterface"

}

1,

{

"interfaceId": "AC_ACTUATORS",
"type": "CUSTOM_DECODING_INTERFACE",
"customDecodingInterface": {

Hl B0

e od & C=]
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]

// custom-decoders. json

// Refer to the fully qualified names of the signals, make them of

"name": "NamedSignalInterface"

// type CUSTOM_DECODING_SIGNAL, and specify them as part of the same interface ID
// that was defined above.

L

]

"fullyQualifiedName": "Vehicle.CurrentLocation.Longitude",
"interfaceId": "NAMED_SIGNAL",
"type": "CUSTOM_DECODING_SIGNAL",
"customDecodingSignal": {
"id": "Vehicle.CurrentLocation.Longitude"

"fullyQualifiedName": "Vehicle.CurrentlLocation.Latitude",
"interfacelId": "NAMED_SIGNAL",

"type": "CUSTOM_DECODING_SIGNAL",

"customDecodingSignal": {

"id": "Vehicle.CurrentLocation.Latitude"
}
"fullyQualifiedName": "Vehicle.ActivateAC",
"interfaceId": "AC_ACTUATORS",
"type": "CUSTOM_DECODING_SIGNAL",
"customDecodingSignal": {
"id": "Vehicle.ActivateAC"
}

# Create the decoder manifest.
CUSTOM_INTERFACE="cat custom-interface.json’
CUSTOM_DECODERS="cat custom-decoders.json’

aws iotfleetwise create-decoder-manifest \
--name my-decoder-manifest \

--model-manifest-arn arn:xxx:model-manifest/my-model-manifest \

--network-interfaces "${CUSTOM_INTERFACE}" \
--signal-decoders "${CUSTOM_DECODERS}"
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# Activate the decoder manifest.

aws iotfleetwise update-decoder-manifest \
--name my-decoder-manifest \
--status ACTIVE

O| A|Z40{ M AWS loT FleetWiseOllA O|g4Et S E 2tH5| ZEAFESLICH O CFS XIS M35t
T MAISH el o448t CF=20d| create-vehicle APIE A2 EFLCE.

aws iotfleetwise create-vehicle \
--decoder-manifest-arn arn:xxx:decoder-manifest/my-decoder-manifest \
--association-behavior ValidateIotThingExists \
--model-manifest-arn arn:xxx:model-manifest/my-model-manifest \
--vehicle-name "my-vehicle"

Ct= EtAIE AWS loT FleetWise Edge 2= H|O|A0| X2 U FETD ZQft FE =32 MM A
L|ct.
® Note

Edge T310f CHEt RtMIEF LHE 2 Edge 0| E THE R} SHLHME R ESML.

Send H&

OlM AZEQo{E HutUst C}Z (32t C++ IFUES CMake mHUof| F7I5H0F &) 2R E APIS2

Ry &

E0}7}0| HFEOfO|E{H M HEEE 2 EH|AESHL|CE.

// Create a command targeting your vehicle.
aws iot create-command --command-id activateAC \
--namespace "AWS-IoT-Fleetwise" \
--endpoint-url endpoint-url \
--role-arn ${SERVICE_ROLE_ARN} \
--mandatory-parameters '[ { "name": "$actuatorPath.Vehicle.ActivateAC",
"defaultValue": {"B": "false"} } 1' \
// You will receive the command ARN.

"commandId": "activateAC",
"commandArn": "arn:aws:iot:xxx:command/activateAC"
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// You can send the command to activate the AC targeting your vehicle.

JOBS_ENDPOINT_URL="aws iot describe-endpoint --endpoint-type iot:Jobs | jq -
j .endpointAddress’
aws iot-jobs-data start-command-execution \
--command-arn arn:aws:iot:xxx:command/activateAC \
--target-arn arn:xxx:vehicle/my-vehicle \
--parameters '{ "$actuatorPath.Vehicle.ActivateAC" : {"B": "true"}}' \
--endpoint-url https://${JOBS_ENDPOINT_URL}
// You will receive the corresponding execution ID.
{
"executionId": "@1HSK4ZH6ME7D43RB2BV8JC51D"

// If you have the AWS IoT FleetWise Edge Agent running, you can see the logs.
[AcCommandDispatcher.cpp:26] [setActuatorValue()]:

[Actuator Vehicle.ActivateAC executed successfully for command ID
@1HSK4ZH6ME7D43RB2BV81C51D]

251



AWS loT FleetWise TR 7H0|E

AWS CLI 2 AWS SDKs AWS loT FleetWise2}t &7 Al

Al A Ct. AWS loT FleetWise &f
4 2 O|o|E| £&o CHt REAIEE LH2 2 AWS IoT FleetWise API 2 X E & X 5IAI2.

H =

O| MMof M= AWS IoT FleetWise API 27 dAof st HEE M3 &L

ﬂﬂ'-'

o| &

olr

Chrst =2 J24 Y @1042F &7 AWS loT FleetWiseE AFS3tedH Clgat 242 XIS 7|
AWS SDKsE& A8 Lt

H2IZE MM AOQ| AR} &7 AWS IoT FleetWiseE AF2EHLICIAWS CLI. HEZ=0f|A AWS loT
FleetWise ! 7|E} MH|AE K|o{slT AT RIEE S XAIS5HE £ &LICH
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CIS ME = AWS loT FleetWisel| YA 0l EXN|E &5t o =20| 2 &= UYU&Lch
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« AWS loT FleetWise C|ZH OHL|HAE X
« Edge Agent for AWS loT FleetWise AT E 9o EXA]
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AWS loT FleetWise C|ZH OjLIHAE EX|
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C|2H oL HAE APl A1 5= RICH

F 24 o2 x|&
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FailureReason.MODEL_DATA_EN
TRIES_NOT_FOUND

UpdateOperationFailure.Mode
1ManifestValidationResponse
FailureReason.MODEL_NOT_ACTIVE

UpdateOperationFailure.Mode
1ManifestValidationResponse
FailureReason.MODEL_NOT_FOUND

UpdateOperationFailure.Mode
1ManifestValidationResponse
(FailureReason.MODEL_DATA_E
NTRIES_READ_FAILURE

UpdateOperationFailure.Vali
dationFailure

UpdateOperationFailure.KmsK
eyAccessDenied

UpdateOperationFailure.Deco
derDoesNotExist
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ason.NO_SIGNAL_IN_CATALOG_F
OR_DECODER_SIGNAL)
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ason(SignalDecoderFailureRe
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T 2A sid x|H
ason.SIGNAL_DECODER_INCOMPA Xl tA&LICH Cl2E OfLHAE| AHE E
TIBLE_WITH_SIGNAL_CATALOG) = FE M3E 2Z0oE Y StructFullyQualifi

edName ZE7t 2 9|x|o{ Rlo{oF &fL|C}. EE
fullyQualifiedNameO| /= STRUCT = E7} E

LELCE
InvalidSignalDecoder.withRe CIZH OiLEHAE Q3o AFSE 2l HAIX]
ason(SignalDecoderFailureRe & stLtZt Z2|0(EIE HIAIXKIZ HolE|X| 5k
ason.SIGNAL_DECODER_INCOMPA &LICH ol 2 E B[=Z A7t ZZ|0E|E O
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TIBLE_WITH_SIGNAL_CATALOG) OfLHAE YO[0|E @AM ZE P &4
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ANEX| gelstM L.

Edge Agent for AWS loT FleetWise &~2ZEf{|0{ EA]

Edge Agent 2 Z E|o{ EX|E sHZELICtH

S|

« EAl: Edge Agent 2 Z EQJ0{7} AR E|X| gt &L}

« 2X: [ERROR] [loT FleetwiseEngine::connect]: [K|&4d 2t0|E28{2| 7|3} AlmH)

« 2x: Edge Agent AZEgJo{7} 22 ZITHOBD) Il PID & ZIEH 28| Z=E(DTC)E £ E5HX| &b &
LIC},

« 2Al: Edge Agent for AWS loT FleetWise A ZEQJ0{7} EQ|F 0l HIO|E{E £ Zlt K| oL} O
OlE{ AAI =l ME8E =+ gigLct

« 2Xl: [ERROR] [AwslotConnectivityModule::connect]: [2 F 2 QI8 2472 Almlf] &£ = [WARN]
[AwslotChannel::send]: [& 4 MQTT @1Z0| gi&LICH]
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EA|: Edge Agent AZ EQ|0{7} A|RFE|X| &f&LICEH

Edge Agent 2 ZE Q{047 AR E|X| S B2 OIS 277 RAIE = U&LICH

Error from reader: * Line 1, Column 1
Syntax error: value, object or array expected.

Z aied: Edge Agent for AWS loT FleetWise 2AZE9|0{ 7+ mtQlo| &
St UeEX| HQIELICH H|E S04, &lE7F SHIEAH ASEIRI=X| 2Rl

£ $+&3l04 Edge Agent for AWS loT FleetWise A ZE

r

0
o
4
d
==

1.  AWS loT FleetWise 2£ 2 L|C}.

2. MH|A& & T 0| X|2] AWS IoT FleetWise A|ZSH7| MAdof| A S K| 0| O|ME EFM S MEHEHL|C}

[ERROR] [SocketCANBusChannel::connect]: [ SocketCan with name xxx is not accessible]
[ERROR] [IoTFleetWiseEngine::connect]: [ Failed to Bind Consumers to Producers ]

171 ' : Edge Agent £ Z £910{7} 743 THofl HOIE! U=92 QIET|0lA%te] A% SIS A
M5 K| RE AL 0| 277 EAIE £ )&,

T

Tdof| HolEl HE HERT QEH0|AE ALSE = U=SK| EQlsteiH Ol S BHES AdeLct
ip link show

HEX3 QIE{H0|AE 22Q] AEZ Metsted™ O HEE M™EILICH network-
interface-idE UHES3 QE{HO0|AL| IDE X SIA2.

sudo ip link set network-interface-id up

[ERROR] [AwsIotConnectivityModule::connect]: [Connection failed with error]
[WARN] [AwsIotChannel::send]: [No alive MQTT Connection.]

# or
[WARN] [AwsIotChannel::send]: [aws-c-common: AWS_ERROR_FILE_INVALID_PATH]

122 &: Edge Agent 2 E|0{0{ A AWS loT CoreZ MQTT HZ2E MHSGIX| 25tH 0| 277}
EANE = JA&LIct CHZ0| SHEA T EEIR=X| 0I5t 1T Edge Agent 2AZEQ0{E CHA| A
sI-L_||:_|.

=
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- mgttConnection::endpointUrl — AWS H|"H9| IoT C|HIO|A AE=EZQIEQIL|CE
« mqttConnection::clientID - Edge Agent 2ZE 047} A SOl X9 ID.
- mqttConnection::certificateFilename — At3 QI A mtlo| AZQlL|C}.

- mqttConnection: :privateKeyFilename — A}&F 749! 7| ot o] A=,

o
« AWS IoT Core £ AI235}04 x2S T2 H|X{LS&L|CH XFM|IEH LI Provision AWS loT
FleetWise x}2F EHHE BRI XS A|IL.

KEMIEH LHE 2 AWS loT Device SDK for C++ FAQE & ESHAMIR.

2Al: [ERROR] [loT FleetwiseEngine::connect]: [X|& A Eto|E 2| 7|8
AJTH]

o Y'™: Edge Agent AZE 047t X|HE ML E &KX XY B2 0l 2771 EAIE & U&LICH

2 o
CH2 0| SHIZA FHEIR=X] & Q15T Edge Agent A Z EQJ0{E CHA| A|EFEELICE.

persistency:persistencyPath - =& #|A|, C|ZH OHLHAE % O|o|H AHXE |X|st= O
ANEBElE 2H Z2LCH.

ZA|: Edge Agent AT EQ|0o{7} 2 E TIEHOBD) II PID & ZIE EX| ZE
(DTC)E =&stX| k&Lt

2 Y: obdInterface:pidRequestIntervalSeconds £&
obdInterface:dtcRequestIntervalSeconds7t 022 FEE B2 0| 2LF7I EAIE £+ &L
CH.

Edge Agent 2ZEQ0{7} XI5 Bi& 7| RIF0oM Al Sl B
obdInterface:hasTransmissionEcu7} trueS 2 FME|0{ YU=X| ZolghL|Ct.

XZo| EEE HEED Y HERIA(CAN HA) SR IDE X|HstE B2 XSS
obdInterface:useExtendedIds7t true@ 2 FAE|0] UEX|

=X: Edge Agent for AWS loT FleetWise AL E9||0{7} HEXZ0{A C|O]
EIE T3t ef74Lt HlOlE] A FAIS M3 + giaLict

H7=1 HFHEH. 7|§

Ct2EF
= O H=.

o o

ok
o

91t

ok

FZELR 0| 2F 71 EAIE £ &Lt

ol
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AT ER|0{7l 2EIREH HALIX| 2 F2 0| LRI EAIE = U&LICH
AL ZEQJo{= 12 AWS loT Core OtCHO| ping 22 ELi1 38 S¢t 7|CHE

L

CHA| A& gL

EAl: [ERROR] [AwsIotConnectivityModuIe::connectl: [LFEE Qe 4 Alu

[AwslotChannel::send]: [&4 MQTT ©1Z20| & LICtH]
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N ME UMY

/A Important

E7X AWS IoT FleetWise 7|01 CHEF HMHA = TR HO|EEILICE REAIEH LEE S AWS AWS
loT FleetWisel| 2|1 & 7|5 7} B E XA AIL.

A 228 2E IAM ™EH0| AccessDeniedException U= =2

2 Y Anolo| clolef HEIYE et Y U TS JISE NB3H2E 58 522 St 7ol
E A7t BRELCH AHlA Eoll Bolsto] 518 B8 S 20 HEE Mo 2l =l
st|ct

=]

2X: AWS loT 240l YZE=I H|O|E{ =& FAIELICH endTime

HE W & EMAIM HEE endtimeE XIHMELICE o & E0{ endtime= I1ISO 8601 UTC
HAlg 2x| gt&LICt) o o|ME 20 AWS IoT FleetWise 2t A1 & 20| YUS =
&L|CIMalformed IoT Job endTime: customer configured endTime. Not setting
endTime.

=A: AWS loT 2F4of CHEt Cl|O|E{ Y2 =7 REJECTED A3 AFEHQIL|CE.

S & 2hd B0l 2R E campaignArnE X|HFH&LICH 0E S0 xHEFollM AYE|X|
= 2o Qlod| i ARNS X|'H35t= Z< AWS loT FleetWise H|O|E 2 CampaignArn value
in the received job document does not match the ARN of a Store and Forward

campaigno| 2LF =& 20| EAIE = U&LICH
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AWS loT FleetWise2| £t

E 2ot AWS 0| x| &=2{uth AwWs 12
ot = FHE dlolE ME X HELZ ot7|=&2| 0|

. 2E9C HOH-AWS = AWS 2SS0 AWS MHIAS Asists ozl B3 Mol g
LICH. AWS EES§t= OHMGHA AFRE &= = AMHIAE MSELICH EFAF ZAFRFE AWS R &4 T
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O] MM = AWS IoT FleetWiseE AR E [l 35 MU ZE S M sl= WS olsHst=E ol ==20|
ELCH Bt 3 &4 S E0| U7 AWS loT FleetWiseE 745t gigds HoiEL|CH =8 AWS
loT FleetWise E|AAE DLIE|2I5tT E5 35l Ol 20| &l CHE AWS MHIAE AFES5IE Y
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« AWS loT FleetWisel| HIO|E{ E35

. C}=2 E8F AWS loT FleetWise M| A &[0

« AWS loT FleetWise 2| Identity and Access Management

« AWS AWS loT FleetWise0ll CHeF 2|3 H2 AO[0|E

o
« AWS IoT FleetWiseOll CHet #H &4+ HAS

« AWS loT FleetWise2| = 21

« AWS IoT FleetWise2| Q1= 2} E ot

« AWS IoT FleetWiseQ| T4 Q! F|okAd E A

o
« AWS loT FleetWise2| £ 0 2] Al
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JSON

"Version":"2012-10-17",
"Statement": [
{
"Sid": "Allow use of the key",
"Effect": "Allow",
"Principal": {
"Service": "iotfleetwise.amazonaws.com"
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},

"Action": [
"kms:Encrypt",
"kms :Decrypt",
"kms :ReEncrypt*",
"kms : GenerateDataKey*",
"kms :DescribeKey"

1,

"Resource":
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aws iotfleetwise put-encryption-configuration \
--encryption-type FLEETWISE_DEFAULT_ENCRYPTION

3. PutEncryptionConfiguration APl 2 E At&3l04 & =38l RS KMS_BASED_ENCRYPTIONS 2
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aws iotfleetwise put-encryption-configuration \
--encryption-type KMS_BASED_ENCRYPTION \
--kms-key-id kms_key_id
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ObdInterface
CanSignal
ObdSignal
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description

description, allowedValues, defaultVa
lue, min, max

description, allowedValues, min, max
description, allowedValues, min, max

description

description
protocolName, protocolVersion

requestMessageld, dtcReques
tintervalSeconds, hasTransm
issionEcu, obdStandard, pidReques
tintervalSeconds, useExtendedlds
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attributes

description
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PutEncryptionConfiguration APl 27 &3
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aws iotfleetwise put-encryption-configuration \
--encryption-type KMS_BASED_ENCRYPTION \

--kms-key-id kms_key_id
Example response

{

"kmsKeyId": "customer_kms_key_id",
"encryptionStatus": "PENDING",
"encryptionType": "KMS_BASED_ENCRYPTION"

}

AWS Key
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&= AWS loT FleetWise7F KMS 7|0f HMAE =~ QT E 5{ELILCE.

"Sid": "Allow FleetWise to encrypt and decrypt data when customer managed KMS key
based encryption is enabled",
"Effect": "Allow",
"Principal": {
"Service": "iotfleetwise.amazonaws.com"
},
"Action": [
"kms:GenerateDataKey*",
"kms:Encrypt",
"kms:Decrypt",
"kms:ReEncrypt*",
"kms:DescribeKey",
"kms:CreateGrant",
"kms:RetireGrant",
"kms:RevokeGrant"

]I

"Resource": "*"

Eot i A2 KMS 7| 2240 aws : SourceArn 2! aws:SourceAccount 271 7|8 F7}&hLC}.
IAM 2§ =74 7|= AWS IoT FleetWise7} AMH|A e|¢¢ Amazon 2|22 O|&(ARNs)0i|2F KMS 7|
E ME3IEE dl= aws:SourceArn Ol =&0| ElLCH

o| ZtE MHSIE B &4 0/040F aws:SourceArngL|Clarn:aws:iotfleetwise:us-
east-1:account_id:*. O/ 5t KMS 7|7} o|of CHEF 2= AWS IoT FleetWise Z|A A0 A
A 4 QI&LICHAWS HIH. AWS IoT FleetWise sl ol R E 2|AA0f CHal AT 5tLt2| KMS
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"Sid": "Allow use of the key",
"Effect": "Allow",
"Principal": {
"Service": "iotfleetwise.amazonaws.com"
},
"Action": [
"kms:Encrypt",
"kms:Decrypt",
"kms:ReEncrypt*",
"kms:GenerateDataKey*",
"kms:DescribeKey"
1,
"Resource": "*",
"Condition": {
"StringLike": {
"aws:SourceAccount": "AWS-account-ID"
},
"ArnLike": {
"aws:SourceArn": "arn:aws:iotfleetwise:region:AWS-account-ID:*"
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JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"jotfleetwise:*",
"kms : GenerateDataKey*",
"kms :Encrypt",
"kms :Decrypt",
"kms :ReEncrypt*",
"kms :DescribeKey"
1,
"Resourxce": [
mgn
]
}
]
}
Che MM MHEE 80| 53t APISE 2 &5t O ZRELICH o] H2 MHE2 AWS loT FleetWise
9| PutEncryptionConfiguration & GetEncryptionConfiguration g S S&LICH.
JSON
{

"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Action": [
"iotfleetwise:GetEncryptionConfiguration”,
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"iotfleetwise:PutEncryptionConfiguration”,

"kms : GenerateDataKey*",
"kms:Encrypt",
"kms :Decrypt",
"kms :ReEncrypt*",
"kms :DescribeKey"
1,
"Resource": [
]
}
]
}
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« IotTopicExecutionRole2 M4 &0l & o| O|F2 2 HiELICH
o
2

o trust-policyE ME HME T §SHJSON IHUZ WA EhLC.

aws iam create-role --role-name IotTopicExecutionRole --assume-role-policy-document
file://trust-policy.json

JSON

"Version'":"2012-10-17",
"Statement": [
{
"Sid": "mqttTopicTrustPolicy",
"Effect": "Allow",
"Principal": {
"Sexrvice": "iotfleetwise.amazonaws.com"
}I
"Action": "sts:AssumeRole",
"Condition": {
"StringEquals": {
"aws:SourceArn": [
"arn:aws:iotfleetwise:region:123456789012:campaign/campaign-name"
]I
"aws :SourceAccount": [
"123456789012"
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« permissions-policy=

aws iam create-policy --policy-name AWSIoTFleetwiseAccessIotTopicPermissionsPolicy --

policy-document file://permissions-policy.json

JSON

"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Action": [
"iot:Publish"

1,

"Resource": [
"topic-arn"
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aws iam attach-role-policy --policy-arn permissions-policy-arn --role-
name IotTopicExecutionRole
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JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": [
"iotfleetwise.amazonaws.com"
]
}I

"Action": [
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"s3:ListBucket"
1,
"Resource": "arn:aws:s3:::bucket-name"
},

{
"Effect": "Allow",

"Principal": {
"Sexvice": [
"iotfleetwise.amazonaws.com"
]
},
"Action": [
"s3:GetObject",
"s3:PutObject"
1,
"Resource": "arn:aws:s3:::bucket-name/*",
"Condition": {
"StringEquals": {
"aws:SourceArn": "campaign-arn",
"aws :SourceAccount": "123456789012"

CHE HA EA2 AWS 2| W A"l 2 & Zn|elod & Euct

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": [
"iotfleetwise.amazonaws.com"
]
}I

"Action": [
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"s3:ListBucket"
]I
"Resource": "arn:aws:s3:::bucket-name"
}I
{
"Effect": "Allow",
"Principal": {
"Sexvice": [
"iotfleetwise.amazonaws.com"
]
},
"Action": [
"s3:GetObject",
"s3:PutObject"
1,
"Resource": "arn:aws:s3:::bucket-name/*",
"Condition": {
"StringlLike": {
"aws:SourceArn": "arn:aws:iotfleetwise:region:123456789012:campaign/*",
"aws :SourceAccount": "123456789012"

KMS 7|7} S3 H{Z!o ¢dZE|o Q= B KMS 7|0 CtS H&o| ZErLlct 7| #2|of CHEr RtA|E
LH& 2 Amazon Simple Storage Service A& MEA{2| AWS Key Management Service 7|E AtE 8t
MH & 2t 5 5H(SSE-KMS)E AL&5t04 OO|EH ES E R EHAIL.

ok

"Version": "2012-10-17",
"Effect": "Allow",
"Principal": {
"Service": "iotfleetwise.amazonaws.com"

},

"Action": [
"kms:GenerateDataKey",
"kms:Decrypt"

1,

"Resource": "key-arn"
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aws iam create-role --role-name TimestreamExecutionRole --assume-role-policy-document
file://trust-policy.json

JSON

"Version":"2012-10-17",
"Statement": [
{
"Sid": "timestreamTrustPolicy",
"Effect": "Allow",
"Principal": {
"Service": "iotfleetwise.amazonaws.com"
}I
"Action": "sts:AssumeRole",
"Condition": {
"StringEquals": {
"aws:SourceArn": [
"arn:aws:iotfleetwise:region:123456789012:campaign/campaign-name"
]I
"aws:SourceAccount": [
"123456789012"
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aws iam create-policy --policy-name AWSIoTFleetwiseAccessTimestreamPermissionsPolicy --
policy-document file://permissions-policy.json

JSON

"Version":"2012-10-17",
"Statement": [

{

"Sid": "timestreamIngestion",
"Effect": "Allow",

"Action": [
"timestream:WriteRecords",
"timestream:Select",

"timestream:DescribeTable"

1,
"Resource":
},
{

"table-arn"

"Sid": "timestreamDescribeEndpoint",
"Effect": "Allow",

"Action": [

"timestream:DescribeEndpoints"

1,

"Resource": "*"
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r

aws iam attach-role-policy --policy-arn permissions-policy-arn --role-
name TimestreamExecutionRole
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JSON

"Version":"2012-10-17",
"Statement": [
{
"Sid": "RemoteCommandsTrustPolicy",
"Effect": "Allow",
"Principal": {
"Service": "iot.amazonaws.com"
}I

"Action": "sts:AssumeRole"
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"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": "iotfleetwise:GenerateCommandPayload",
"Resource": "*"
}
]
}
E7d xtEol| HEt 20{(loT AHE)
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o <VEHICLE_NAME>E XE2| loT AFE O|§ 22 HtELICE

JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "iotfleetwise:GenerateCommandPayload",
"Resource": "arn:aws:iot:us-east-1:111122223333:thing/<VEHICLE_NAME>"
}
]
}
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o <Vehicle.actuator2># ## ## ### ## <SIGNAL_FQN>SIL|C}.

JSON

"Version":"2012-10-17",
"Statement": [
{
"sid": "Statementl”,
"Effect": "Allow",
"Action": "iotfleetwise:GenerateCommandPayload",
"Resource": "arn:aws:iot:us-
east-1:111122223333:thing/<VEHICLE_NAME>",
"Condition": {
"ForAnyValue:StringEquals": {
"iotfleetwise:Signals": [
"<SIGNAL_FQN>"
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« <VEHICLE_NAME>E AtE 2| loT AtE O|F &LICt.
- ME| "HIZS0| MERIT} Qe <STATE_TEMPLATE_ID>QIL|LC}.

JSON

"Version":"2012-10-17",
"Statement": [
{
"sid": "Statementl”,
"Effect": "Allow",

"Action": "iotfleetwise:GenerateCommandPayload",

"Resource": [

"arn:aws:iot:us-east-1:111122223333:thing/<VEHICLE_NAME>",
"arn:aws:iotfleetwise:us-east-1:111122223333:state-

template/<STATE_TEMPLATE_ID>"
]
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JSON

"Version":"2012-10-17",
"Statement": [
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{
"Effect": "Allow",
"Action": "iotfleetwise:GenerateCommandPayload",
"Resource": "*"
},
{
"Effect": "Allow",
"Action": "kms:Decrypt",
"Resource": "arn:aws:kms:us-east-1:111122223333:key/<KMS_KEY_ID>"
}

AWS loT FleetWise2| Identity and Access Management

AWS Identity and Access Management (IAM)£ ZH2IXF7F AWS 2|A A0 CHEE BMAE HHSHA| A|
0{5t= Ol =20 AWS MH|A E|l= &LICH IAM Z2|AHE 71 AWS IoT FleetWise EIAAE AHSE
= Qe ISR U HEH(HE UR)2 2 = U=K| Mof&Lct IAME F71 H|S i0| AHSE
2= AWS MHI|A Q= dLct

ZA
- IDE 8%t 218
o HEMZS AFR5104 HAM|A EHE|

'I'

« IAMOIM AWS IoT FleetWise2| 215 &4

« AWS IoT FleetWise0f CHgt Xt 5 7|8 2= of A|
« AWS loT FleetWise Xt73 & & HMA = sHE

« AWS IloT FleetWise API &4 &l 2[AA & X

=

>

CH &

AWS Identity and Access Management (IAM)E AFS3HE &2 dgtofl et CHELICH.

MHIA AR - 7|50 HMAE £ Qi AR BEIKo|AH Het 2 - (E ZAWS loT FleetWise AH24
5% 9 HAA 2R BHZ)

=

HH B L AMA 2| 290



AWS loT FleetWise TR 7H0|E

o MHIA ZEIRF - ARX BAA A U HEE 2 ME(1AMOIA AWS 0T FleetWise2| ZHs ghHAL &t
%)
« 1AM BEIRE - HAIAE BEI57] SIEH M EHAAWS 0T FleetWiseol CHEH X174 53 7|8k 5424 of

X &)

8 A 5B S AWS AL 5todo] 2 Qlst= WHEULICH AWS AE FE AL XL 1AM
M e S +&stod S o{oF BfLICt.

AWS |IAM Identity Center (IAM Identity Center), Single Sign-On 215 _EE Google/Facebook A3 &
Bt Z2 X8 53 LA KHH ZHE AHE5to A o|M AHE ZHe 2 20l = JU&LCH
230lst= ghedo CHet AEMIEE LHE2 AWS 201 AFE B A 2| AWS HEo| 23015 W M

J

ZZ2 e HAI HAHAE Qe 2| g5 Aoz MHE £ 9l SDK 2! CLIZE AWS ANZ &

| o
LICt REAM[EF LI 2 IAM ALE DB A 2| API R EEAWS Signature Version 4 MM FH X 5HAM L.

E Mg M 2E AWS MH|A 2 Z|A A0 CHEE ™A HAMA FHEFO| 4= AWS A theroot AHE

x %QE AWS HIZIA|EHSHLICH QUARQI EjA T 0| BE AIEXIE AIE 5}
s BrLICH R AFSRE A2 BHO| WR B AU 1AM AHS MMl RE A
2K X4 ZHo| Te 5t & A-IIH% XML

7 £E2 UHE Q7 A2 XA R 5 B2 At HHB|0|ME AF235H0d Al A SHE
AWS MH|A AFE5lodo] HMASIESE @F5tE JAL|Ct

H oM Xt BH2 AE{ZEI0|= CIHEE], | AHE 3 SZA Ee A Y LA KHF 5
BWE AWS MH|A A& 3104 Directory Service 0l M ASH= AFE A LICH HEHZ|O|M IDE Al &t
3 ZHEE MBste dge sdeLIch

S ESA HMHA ZEIE 23] AWS IAM Identity CenterE FMEILICH REAM[SH HE = AWS IAM
Identity Center At& ABA{Q| What is IAM Identity Center?& & Z3HM| 2.

S
1
o
i
ro
ol

291


https://docs.aws.amazon.com/signin/latest/userguide/how-to-sign-in.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_sigv.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.aws.amazon.com/singlesignon/latest/userguide/what-is.html

AWS loT FleetWise TR 7H0|E

IAM AFEXH 2 O

IAM A EXtH= °E 74l EE= ol Z2|7l|olMof et §H HErE 7HE IDYLICH 7] RE 5Ho| /(e
IAM AEXtH EHA LA XA BB E At&st= WOl —E—% LICH ZtMEF LIS 2 IAM ALE dBMe| RtHE &
S=Ateto| 9_4%2 At Esto] Al A3 ZHE AWS ALE 51040 HM|ASHES QIZH ALEXI01H 2

-_rL St7|E AxstM L.

S

IAM 52 IAM MAER 252 KI™st CHt 2 AHEAF Elgfoi| CHE Hete o A EHELIch &t

Mgt LIE2 IAM AL HEMO| IAM AL E X AL Abad| MM

IAM 218

AM 288 YAl K2 BHS MBshe S5 HEtol ol A2 ZBLULICH ALSRLoIM 1AM HEH(E
£)2 FErSt L 2 API IS $5510] 98 S U 4 USLICH AWS CLIAWS AHMIEH LIS
2 1AM AS ATAMO| A +of WS HESHML.

IAM {82 HICIZI 0l ALR R A&, 2UAI IAM AFSRF T8 M} AT HMA, DR AHIA AAA
2 Amazon EC20iA AI#E|= ohEE|70lMol RSELICH RIS LIS 2 1AM AHS MMl T &t 7
5}

M EAL HHAE BEFML.

HAME AHE5H0] AAMA 2 E

X i 214200 94725104 AWS OflA A AE FofBrLICt B }
7 3 EE AL AT I S MOIBLIThE Het R QA 0f Of2{3 HHUES AW
A Xt

S&E
ZIL|CH JSON M& 2 Mo CiEt REMIEE LS

i |_E
1%
-I>|
E
_‘?_
E
B>
>
2
0
st
L2
e
Y
2
x
2
I?
fjo
=4
0%
ok
1
30
rr

Zl@Mez Ar8AF A HEol= ofidet HetT Si&LICH IAM 2 EIRHE IAM A E W st ArS At
.l

I
ZHEFLICH 1AM HH 2 X dg ~lstT| o A& ste U nt 2hA|gd0] &
F

ID 7|8t =

ID 7|8t A2 IDAFR A}, AFR A 28 = 2AE)of (5= JSON 8t M2 2 xelu|ct. o|z{#t
M X174 ZYHO| £8E 4 Ql= 2hed CHAF 2|AA 2 ofof B8t =742 A|o{EHLICH ID 7|8F &4
S MM g oot i IAM AFR MMM D7 2H2|3 MAo 2 ALK} KA IAM HEF ™
|2 FHZsIMIR

0
12
ijo

Ab&3stod AMA 2 E 292


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#bp-users-federation-idp
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#bp-users-federation-idp
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#bp-users-federation-idp
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_groups.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/gs-identities-iam-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_manage-assume.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#access_policies-json
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html

AWS loT FleetWise TR 7H0|E

ID 7|8 A2 Qo) A (B Dol B 28 == 223 Ha(04d] IDo| HZEE SE A ™
A = AUELicH HEl™ YA Ee Qletel Mg MElsiE WS LotEE{H 1AM AFE HHM 9|
| A 2 elEtel WA FoMq ME MM FHESML

2|laA 7|8 A

2|AA 7[8 HAe BlAA0 4ZE5E JSON H2 MPMLICE 0§ S04 1AM g 412 H2 4
Amazon S3 HZ! A0 J&LICH 2laA 7|8 HHME X|sHE MH|A0|M MH[A 2 E[XFE= Ol2{E
HHME M50 §H 2oL CHE HMAE SHE = J&LICH 2las J|H "M 2ot FHE

X|ZdsHok gfLict.

S MulAof = elatel ™At 2[AaA (8 Mo IAMLe AWS 22|

« HEH 7 - 1D 718 Aol IAM E{E|O] RoJE 4 9l ACH HEHS AWBLICH RAIME HEE
=
=

IAM AHE HEHAM Ol IAM E{E[o| HE H ¢

L=

« MH|A Ko ZZH(SCP) - AWS Organizationsli =& EE= T Z| EH{of
Ch. XFAIBH LI 2AWS Organizations AFHE MM 9| AMH

o 2lAA Ko HA(RCP) - AHO| ElAA0 AFEE &= U
AWS Organizations AtE AEAMC| 2|4 A M0 HE(RCP)2

o MM ZA _odFt r= HIC2|0|A AFRRFO| CHEH A MMEe Z2 a8
OE2 MYsteE 058 DMALICEH RHAIE IS IAM AFS A |

sist717h o SEELICH oM of] X 23
22 ofobH 24 |AM AR ATA O] A& Ty}
IAMO| Al AWS IoT FleetWisel| &5 g Al

IAMZ AF&3H0{ AWS loT FleetWiseOll CHEF HM|AE EHE|5H7| Ol AWS loT FleetWise2t & 7H AHE
& £ e IAM 7|50l cial otsLct

IAMOI A AWS IoT FleetWise2| &t & &4l 293


https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-choosing-managed-or-inline.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_principal.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_principal.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_boundaries.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_rcps.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#policies_session
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_evaluation-logic.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_evaluation-logic.html

AWS loT FleetWise TR 7H0|E

AWS loT FleetWise2t &7H AL E = A= 1AM 7|5

IAM &4 AWS loT FleetWise x|
A 5 7|8 A of
2lAA T|EF A otL|R
AN Ay o
A glaa of
i EYal ol
ACL oL
ABAC(E™ LHf Ei 1) =R
LA X H BH ol
AE{E| MEt o
MH|A o8t ofL|R
MH|A 48 g ofL|R

AWS loT FleetWise 2! 7|E} AWS MH|AZI CHEE 9| IAM 7|51 Et56t= W2 JjEXo 2 oot
24 IAM AF2 MZEA o AWS IAMS 2 ZHQl5t= MH|AE EHESHMIR

AWS loT FleetWise0l CHEF A}4 5 7|dh A

= S ™
Aol Of ZHOM Ot SIS S8 4 K]

c A
S WS PobEE{EY IAM ALS MMM T BalE

SON HAMO|M AFRE = U= BE 240 CHSH o +'='E4D=| IAM A}

IAMO{l A4 AWS 0T FleetWise2| & 4] 294


https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements.html

AWS loT FleetWise TR 7H0|E

AWS IoT FleetWiseOl CH8F X3 S 7|2 23 of &

AWS |oT FleetWise At4 S 7|dt Z4ZH0| o & Ho{H MME X
A2 5 7|dk HEH of A

I M AWS IoT FleetWise0d| CHEt

OII

AWS loT FleetWise LH2| 2|AA 7|HF Z{=H

2lAA 7|8 HA X[ | ofL| 2

2lAA 7| HAM2 BlAaAN HAGSE N A& MM lL|CH 2lAA 7|8 Aol of| K= 1AM &
& A2 23 Amazon S3 B! 75;*—.9:IL—IE+ 2lAA 7|8 HM S X|5tE MH|A0M MH[A &E|XF
E O|3{8t A2 AI235l0d EX 2|AA0] CHet HMAE EXE = USLICH ZHEO| L E 2|AAQ|
A2 M2 x|HE 2ot T sHY 2lAALF offH ZZH0|M o Zdg 8e 4+ Q=EXRIE HolE
L|C} 2|AA 7|dF Aol M EOF =& Z K|ZsHoF gfLICH 2ot FRloll= A, AL A}, 23, H|{d| 0]
M AR EET ZEE = UE&LICH AWS MH|A.

& AEH HMAE EMsl6itdes A, ™Al AIHoIL CHE AH™H 2| IAM 7HA|E SlAA 7|8 HAo| |H
OF =2 K|MHE £ QUELICH RHMIEH LIRS IAM AP Ao IAMOIA A AKX 2|AA HMAE
HZSAM L.

AWS loT FleetWiseOi| CHEF X =H =

A% 5Hed K| of

ZEIRHS AWS JSON HAS A8 5H0d 7 R0 HMAE 4 UK XY + YSLICH 5, ofE
Hot ZH7H ofE BlAA O ZZOIM BHUS £ Y + YSKIE NIBY £ AsL

JSON BR2| Action24E HHMoIM HMAS 5{8 5t 7L HESHE O ASE 4 U Srds A
BLICH T BYUS £Y £ Y HES Hoisty| YU HMo| HUS THFHML

AWS loT FleetWise 2 S £ H2{M MH|A &2 & ZE 9| AWS IoT FleetWise0l| A Z4o|8F ZidS
HXSM L.

AWS loT FleetWisel| & &4 2 214 otol| CtS MFALE AFS L.
jotfleetwise
Bt 20iAM o &2 X[Ysle{™ &2 2 #+ 2= LCh

"Action": [

IAMO{| A AWS loT FleetWisel| 5 Al 295


https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_principal.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_awskeymanagementservice.html#awskeymanagementservice-actions-as-permissions

AWS loT FleetWise TR 7H0|E

"iotfleetwise:actionl",
"iotfleetwise:action2"

AUEFIE(M)E AHE5H0{ ofE] U E XIHE + UELICEH o & £04, ListEtE B2 AlEfst=E 2
X X S

"Action": "iotfleetwise:List*"

AWS loT FleetWise At 5 7|8t 20| of & EE4H MME XS M2AWS loT FleetWise0l| CHEt
K74 5 7|k A3 of .

AWS loT FleetWiseOi| CHgF M= 2| AA

A 2laa X3 o
ZHE2|RH= AWS JSON HEZ A8 3610 71 Fodof| M AT = U=X] XEY = JU&LICH &, ofH
Hot FA7F o E|lAaaet ofH ZH0|M Y E +dE +~ UA=KIE XIEE + J&LICH

2
2

Resource JSON MM @A = 40| MEL|= stLt O|&t o X E K[HEELICH 2 Atalo| et
Amazon E|AA O|F(ARN)E AHE3510d E|AAE X|HELICH BlAA =F HEHE XX e =Y
O| B2, AUEFIE(ME AIE35tod SiiF 0| 2E E2lAA0| HEEHE LIEHHLICH

"Resource": "*"

AWS IoT FleetWise 2lAA S& 4l
FleetWiseO| A Zo|8t 2| AAE EHZXSIA
AWS loT FleetWiseOl| M Z2o|8

AWS |oT FleetWise AtZ4 S 7|gt 20| o & Ho{H MME X
A4 5 7|dF H=H of &,

FMIR AWS loT FleetWise0d| CHEF

oln

AWS [oT FleetWise0| AR E|= HA T74 7|

MH|AH MM x4 7| X||: o

ZrEZ|RHE AWS JSON HAE A& Stod 571 Foloi| MM A = UEX] XIHE = A&LICH F, ofH
Hot FH7F o™ E|AA 2 o ZZHIAM EHYE +E + USXIE XITEE + U&LICH

IAMO{| A AWS loT FleetWisel| 5 Al 296


https://docs.aws.amazon.com/IAM/latest/UserGuide/reference-arns.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_awskeymanagementservice.html#awskeymanagementservice-resources-for-iam-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_awskeymanagementservice.html#awskeymanagementservice-resources-for-iam-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_awskeymanagementservice.html#awskeymanagementservice-actions-as-permissions

AWS loT FleetWise TR 7H0|E

Condition 4 & Ho|El 7|&0i et E0| A™-E|= AlZ|E XIPELICH Z3(equals) E£= 0|8t
(less than)@ ZH2 =71 QIAMKIE AL 30 HAMO| X7HE -9l 21 YUK S MAE
QISLICH PE AWS T 74 7|2 EE{H IAM A2 MEMO| AWS Ted ZH HEIAE 7|2 & X5t
M.

AWS |oT FleetWise 271 7| S8 & E24M MH|A &2 X O] AWS loT FleetWised| AIE £l= =74
71E BXSMR. ZH FIE ASE = e & 2|laAE 2ot 2{™ AWS loT FleetWise0ll M
o|3t ZtoiS AT EAQ

AWS loT FleetWise At3 & 7|8t 20| o & Hi™H MM E FHESHMKRQAWS IoT FleetWiseod| CHEt
AE E5F 7)1 M oAl

AWS loT FleetWise2| HAM|A Xf|o{ S F(ACLs)
ACL X|3: otL|2

AN|& Fof SB(ACL)S OfE EOF FH(AT Wi, S EE AE)7} AL HNAE 4
#EHg 7HR|T UEXIE MOIZLICH ACLE JSON &M 2 BAIS AL SHX| 9R|BH Bl44 7
R0t QARBHLICH

AWS IoT FleetWiseE AF&et & 7|8 A M[A X0{(ABAC)

ABAC K| (HAo| i) REX

I
0x
\d
r
12
=
>
>
2
>
o
3>
O
rr
I
W
o
k=l
MHL
o
rr
i
0x
mo
d
rc

oz HEE Holsts e F0o4 MEL

AEE ChE 2o FA|l efavt 2laA0l Ef I LRIE

=
=
[ X4 S 51& 5t ABAC BMg MAHE 4 &Lt

E} 20 27450 HMAE M 0{3t24™H aws :ResourceTag/key-name, aws :RequestTag/key-
nameEE= aws:TagKeysZ7d 7|& Ar&5t0] HAMo| 274 40 Bl HEE NI FLCH.

MHIATF B E BlAA o CHs Ml 7HK| = 7|18 25 K|Hste B2, 4
Ch MH|A 7} 28 ZIAA S330] CHSHA T M| 71K =74 7|12 25 x||l5t=

ABACO CHEt XEAIEH LIRS IAM A2 MEAS| ABAC HEt H04E £t HEt Ho|E B XML,
ABAC M™ EHAI7} Z & E RIS ME EdH IAM AFR MM 4 7|HF HM|A X|0{(ABAC) AFE S

HESHML.

(® Note

IAMO{| A AWS loT FleetWisel| 5 Al 297


https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition_operators.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_awskeymanagementservice.html#awskeymanagementservice-policy-keys
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_awskeymanagementservice.html#awskeymanagementservice-policy-keys
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_awskeymanagementservice.html#awskeymanagementservice-actions-as-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_awskeymanagementservice.html#awskeymanagementservice-actions-as-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction_attribute-based-access-control.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/tutorial_attribute-based-access-control.html

AWS loT FleetWise TR 7H0|E

AWS loT FleetWiseOll A [A| A3 S ALE

HA RHH BB X2 of

UA| R4 S HS2 AWS Z|AA0f| CHEF BH7| HMAE XMB5HH HHYH O|ME AFRSHHLE &g et
g XPEOE MMEILICH &7 HMA FIE ALE or“ CHAl (Al At BHE 8oz Mdste A
Ol AWS Z&LICH AHAMIEH LIS 2 IAM AFS A-EMO| IAMO| A EoF X4 5 2 AMS E 2115}

._AWSA-IHIA&. 12 X SHM.

AWS loT FleetWiseO| CHEt X MH|A EOF =X H &t
MY AAM A MM(FAS) X|H: of

MY AML MM(FAS)SE 5ot 2O FA0] MEHe Ch2AE2 ME|A0| AWS MHEIA CHE 2
HIE AWS MHIABTH AL BHLICH FAS 28 Al B8 M8 HiEE HT AMA MMS HESML.

AWS loT FleetWise2| AH|A 2dgt
MH|A 38 x| ofL|2

MH|A 382 MH|A T AFEAFE CHAIS = do 245 Q1L |C}. IAM
2[R IAM LHOIAM MH|A gt MM - L AXE & USLICH REAISH LI 2 IAM AL M
Mol AWS MH|A AWSO]| TS @I dsh MM S R ZFHML

W2 7HgstE 1AM 2

/A Warning
MH|A od&to] cHst HEHE 745t H
loT FleetWise7} 22 X|

WS loT FleetWise 7|
Z2<0] 8t MH|A qerE WEIE IEP.

FIF >

>
=
0)]
o
_|
L
(9]
ol
=
(72}
D
2
[
o
ok
x
T
>
2
N
I
o

MH[A A4 A 20l AZE MH|A A 9| Bt FHLULICE AWS MH[A, MH|IAE ALEXHE CHAlSHO4
ElA3E 57| flol HEE =Y = U&LICH MH|A 44 A 201 LIELE AWS 78 H MH]
A7F ARELICH IAM #E|XE MH[A A2 HF o HetE 2 & UX|E HE2 & + &Lt

MH|A @474 o8k MM e = phE|of| CHEE REMIEE LIRS IAMS E EHd5H=AWS MH|AE EHZSIMIS.
MH|A 473 238 HollA Yes7t & E MHIAES HO|E20M Br&LICH siZ AMH|A| CHEH MH|A o
A dg dHME EiedH ol(Yes) B3 E MEFLICH

IAMO{| A AWS loT FleetWisel| 5 Al 298


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_forward_access_sessions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html

AWS loT FleetWise TR 7H0|E

AWS loT FleetWiseOl CHEt MH|A 94 48 AFE

AWS loT FleetWise = AWS Identity and Access Management (IAM) AMH|A 9474 oist2 AL EFL|CH
MH|A A4 A2 AWS IoT FleetWised| 218 AZAE 17t R IAM HEULICH &

A2 AWS loT FleetWise0l| A O|2] & 2|5tHH, Amazon CloudWatchZ HEZIZ T&

gto| Z&tElo] JYU&LICH RHAMIEH LH2 2 Amazon CloudWatchE& AFE $ Monitor AWS loT FleetWise
Amazon CloudWatch B2 X 35HAA|L.

MH|A 9174 of8t2 ALR5tH TRt HetS £S5 02 F718 TR 7} ¢10] AWS IoT FleetWise A%0|

O W2 2t 2ELICH AWS loT FleetWise= A{H[& | Het2 HolstH, HE 2 Holx|x|
2 & AWS IoT FleetWiseEBFO| aid 4% 2 I 2o|=l HEtoll= AlZ| AT HEt

&0l ZEELIC o] Mt YMe e

|2F MH|A A8 AE 2 AXE = UA&LICH O|E A st [0 ol

|

AWS IoT FleetWise 2|AA 7} E 5 = L|CT

52 x|H5t= CFE MH|A0]| CHEH XEMIBH LIS AWS IAMS E EHQd5t= MH|AE &t

Q4 4% Wof A 0@ MH|AE &&LICt sHE MH|AO] CHEF MH|A 9478 of&h AT
=

AWS |oT FleetWiseOd| CHSH MH|A @143 o4& HEt

AWS loT FleetWise= loT AWSServiceRoleForloTFleetWiseO|2t= A{H|A 0178 «dgt2 Al 8tL|Ct.
0| &2 AWS loT FleetWisel2| ZE 7|2 Heto| AAR Tl AWS 22|13 HAHQlL|C},

AWSServiceRoleForloTFleetWise AH|A 47 &2 A& S =&l57| I8l CHS MH|AE AME[E L
Ct.

e ToTFleetWise

AWSIloTFleetwiseServiceRolePolicy2h= @38 T =2 AWS IoT FleetWise7t X|'SEl 2|4 A0 A

ChS &S 2ESHES S{S LI

« &2d: cloudwatch:PutMetricData ElAA Q| BLR: *

O| Haio| w44 AtEof CHEt AFAM|IBH LIS AWSIoTFleetwiseServiceRolePolicy 2 QJH|0|EE &=

MH|A @14 A& ol= CFg CloudWatch W AT O[AM X|EE HAIR = /Y= HEto| UL

o

rot

IAMO{| A AWS loT FleetWisel| 5 Al 299


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_terms-and-concepts.html#iam-term-service-linked-role
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AWSIoTFleetwiseServiceRolePolicy.html
https://docs.aws.amazon.com/iot-fleetwise/latest/developerguide/managed-policy-updates.html

AWS loT FleetWise TR 7H0|E

ol He

FH

« AWS/IoTFleetWise - AMH|AHE X|

« AWS/Usage - AT X|E Q| B2

IAM AEIE|(M R}, 28, oFE §)7} bl 12 1S Wik HRlahiL AHIE
S THY 4 AALICH AME LIS 1AM ALS ATAMO| Mb|A 0173 o33 HEtg &

AWS loT FleetWise0 CHEH MH|A @473 o4&k A

0x

MH|A HZE A E +522 SEE U7t GI&LICH AWS loT FleetWise &, AWS CLIEE AWS
APIO] HZXE SE35tH AWS loT FleetWise7} AH|A @172 edgr2 MAIsHL|CH RFMIEH LIS AWS
loT FleetWise A& 7M1 EHHE HESHAAIL.

AWS IoT FleetWiseOl| M MH|A 2473 & A

F
N
THi
y

MH|A 92 dgte 2502 MM L7t & LICH AWS loT FleetWise 24, AWS CLI EE= AWS
APIO]| AKX E S2 5 AWS loT FleetWise7t AMH|A @178 cdet2 MAISHL|CH.

AWS IoT FleetWise0i| CHEF AMH[A 44 g HE

A AHIA O17 18 E ol AIEIEDE M XY 4 27| m2o] ofge
JE{LHIAME AL 3t0d Eo] MTS TEY 4 aLICH RIAIE Lige

0173 of8t TZIS AEFML,

IAMZ AtE35t0{ MH|A 44 AE S AX|6HT| Mol HA HAE oM A ElE 2lAAE Aok & L
ct.

(® Note
ElAAE AK|SHE{ D & [ AWS loT FleetWise7t sl &2 AFE S0[|H AMX|7F Mufg £
A&LICt o] EX|7t &5t 24 & J|CtR EUF 22 ChA| A|Z3HMI2.
AWS AP'E £ 3l service-linked-role At X|5HE 2
A g A HEFHML.

r[E J
mo I2

0II

O| MH|A A A S MAEt ChS ChAl YEsHoF 5h= Z<? AWS IoT FleetWisedll HEE SE& =
A& LICH 224 AWS loT FleetWise7h AMH|A 4 A& S CHA| Y- EfLICH

m

IAMOI A AWS IoT FleetWise2| &t & &4l 300


https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#service-linked-role-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#edit-service-linked-role
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#edit-service-linked-role
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html

AWS loT FleetWise TR 7H0|E

AWS loT FleetWiseOl| CH8F X} 4 & Z7|HF =4 of K|

J2xo =2 ALK} 2l 2dgtoll= AWS loT FleetWise BlAA S MMSIHLE £Xe £ ol= HEto| gig
ICt AFE RO A AFHEA7F HR§H BIAAM M XS £+&8E HEHES F0o45t248 IAM 2 2[RI IAM
H

L
YHg dgst ELct
o248t ofl x| JSON 2 EME AtE3t0{ IAM ID 7|EH Mg M5t HEg LotEE{H IAM AL

Zt 2lA&A o] CHEt ARNs A2 Z85H0{ AWS loT FleetWise| M Holst e 2 2|4 A R0
CHEF REAIEE LIS MH|A &2 F#Z 9| AWS IoT FleetWiseOll AFEEl= 21, 2|44 S XH 7|E &
ZotMIR.

S|

o MEH Ed AL
« AWS loT FleetWise 2& Al
« AFEX}7F RFAIO] RSt

« Amazon Timestream| 2| A A0 HAMA

rjg
_Qk
1o
e
1
s0
N
i
gl_'
00

Bk &42Hof| [t H-Hol A ALEXE7E AWS IoT FleetWise EIAAE M4, A A E= ALK
0177} ZEELICE o o= 2ls AWS 7|Hol HI&0| YdE +~ &LICH ID 7|8
=3 *5“83}7-“-} Hig e oS XED HE A S [MEML.

>
=
w
=
o
o9t
0
Ji

2 AlEhetT 24 HIOZ HE - ASA W YARE 0] HE R0IE AlRtst{H
ofS QukEiQl ALS Abdilofl CHE %_ 12 Hojsts AWS BEIE BAE AL ELICH ol ABE £
.l

USLICHAWS . A8 Abzilol 2= AWS 224 2 2l8 g Folstod Het

N= 2 =
O| E&LICH RIMIEH LIE 2 IAM AF2 MEA o] AWS 2|3 &2 e = AWS ZIF 0 CHE 2H2[3 &
Mg FESM L.

o XA HE ME - IAM YA Z ALE5to] HEtS HM5te 82, HUE sdsie o E3t Hetet
FOoiFLICH O|FEH| sted{H 2[A HEteE LE{fl EH ZHMM EY 2|AA0 CHa =& = U
= 22 HolgfLICt IAME AL835104 THeElE MEdte Yol CHEt AtMIEH HE= IAM AFE EF
Mol = i

ID 7|8 2 of Al 301


https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_awskeymanagementservice.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_awskeymanagementservice.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html

AWS loT FleetWise TR 7H0|E

HlA 2hdol| CHEF HM|A HEtE B20{8 =X U&LICH CloudFormation. RHAlIEH LI 2 IAM AHE A

o
=
BAML| IAM JSON B2 24 ZHE FRSIM L.
x

* 1AM Access AnalyzerE &35l IAM HAZ = Q15104 otM5t 1 7|
Analyzero| M IAM H& 210{(JSON)2} E'f':‘.'
0

grQIgtLICE IAM Access Analyzer= 10074
HMZ 2t 8§ 5&5LCH XPHI°
%

| st2 0} AlSl 7l 7'|c_° —}

=
o /| = e
o OFFE T 7|5 =0l 2 IAM AL M A 2| IAM Access

xH
Analyzero| M & ZHEE HZESHM L.

« CtE Q1B (MFA) 22 -0M IAM A8 AL EEE R E AFEXI7L 28 ALIEIR7F e EAR F7F 2ot
£ 25 MFAE AWS HHEZLICH API e 2HMo 2 SEE M MFA7F 2235+ HAHo MFA
ZT7HE FILELICE AHMIEE LIRS IAM AF ATEAMO| MFAE S35 HOF AP| HAAE R ESHMIL.

IAM2| 225 Atzd|ol| CHEF REMIEE LIE 2 IAM ALE A A L] IAMS| EoF Y A& & ZshM|2.

AWS loT FleetWise 2& Al

AWS loT FleetWise 2&0i HAM|AS r g4 =|A e &gol Qlofof & L|CH o|z4Et HEH=20 M AWS
loT FleetWise 2|AAO| CHEH ME MEE LIYSlT 2 &= U E 5{236HoF &Lic AWS AN, A T

= HEEOH M MEH D 7 HAg Hdsts B2, 240| aiE Yo AEE AE|E|(ASKL E
= d&hol chal o|=CHZE =S 35 X| L& Lt

AWS CLI EE= AWS APIZt S &5 ALEXRH0|HE A 2£ TEHE 5188 Ze 7t QAaLIch chAl,

SHSEIS API ST URISHs SI0IBH HNAF 4 AT FLICH

24T AWS loT FleetWise

AME2X}e} 2d&F0| 04715| AWS IoT FleetWise 2£2 AI2E £ QI
QUEHE|0| 2 LICH RtAIEH LH 2 IAM AFR

ConsoleAccess EE= ReadOnly AWS ZZ|& HA T QlE
MHMO| AFE X0 7| HEF FIHE & ERFHMI2.

L
% ol

MEXF7} RHAlS| I RFH HEtEe 2 £ YT E 5

O G A= IAM AFEAE7H RHEIO] ALE AL IDOY| AZE CIEIR H #E[F EME 2 & ULE 5185t
YHUE SEsts YHE 20iF L o] Moz 2&0|M == AWS CLI EE= AWS APIE AHE 5104
Z2IY YAz HYe dEY + Us HEtol ZEELICH

~
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"Effect": "Allow",
"Action": [
"iam:GetUserPolicy",
iam:ListGroupsForUser",
jam:ListAttachedUserPolicies",

iam:ListUserPolicies",

iam:GetUser"

1,
"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]
.
{
"Sid": "NavigateInConsole",
"Effect": "Allow",
"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"
1,
"Resource": "*"
}
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{
"Statement": [

{
"Action": "*",
"Effect": "Allow",
"Resource": "*",
"Principal": "*"

.

{
"Action": "*",
"Effect": "Deny",
"Resource": "*",
"Principal": {

"AWS": [
"123456789012"
]

}

}
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"Statement": [
{
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"Effect": "Allow",
"Resource": "*",
"Principal": {
"AWS": [
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]
}
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"AWS": [

"arn:aws:iam: :123456789012:usexr/fleetWise"

},
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"iotfleetwise:ListCampaigns",
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{
"accountId": "123456789012",
"vehicleName": "test-vehicle",
"message": "Unrecognized signal ID",

"eventType": "MODELING_ERROR",
"logLevel": "ERROR",
"timestamp": 1685743214239,
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"campaignName": "test-campaign",
"signalCatalogName": "test-catalog",
"signalld": 10242
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"Version":"2012-10-17",
"Statement": [

{

"Action": [
"iotfleetwise:PutLoggingOptions",
"iotfleetwise:GetLoggingOptions"

]I

"Resource": [
wxn

1,

"Effect": "Allow",

"Sid": "IoTFleetwiselLoggingOptionsAPI"

}I
{

"Sid": "IoTFleetwiselLoggingCWL",

"Action": [
"logs:CreatelLogDelivery”,
"logs:GetLogDelivery",
"logs:UpdateLogDelivery",
"logs:DeleteLogDelivery"”,
"logs:ListLogDeliveries",
"logs:PutResourcePolicy",
"logs:DescribeResourcePolicies",
"logs:DescribelLogGroups"

]I

"Resource": [
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"principalId": "AIDACKCEVSQ6C2EXAMPLE",

"arn": "arn:aws:iam::111122223333:assumed-role/Nikkiwolf",
"accountId": "111122223333",

"accessKeyId": "access-key-id",

"userName": "NikkiWolf"

I

"eventTime": "2021-11-30T0@9:56:35Z7",
"eventSource": "iotfleetwise.amazonaws.com",
"eventName": "AssociateVehicleFleet",
"awsRegion": "us-east-1",

"sourceIPAddress": "192.0.2.21",
"userAgent": "aws-cli/2.3.2 Python/3.8.8 Darwin/18.7.0 botocore/2.0.0",
"requestParameters": {
"fleetId": "f1234567890",
"vehicleId": "v0213456789"
I
"responseElements": {
I
"requestID": "9f861429-11e3-11e8-9eea-0781b5c@ac21",
"eventID": "17385819-4927-41lee-a6a5-29m10br812v4",
"eventType": "AwsApiCall",
"recipientAccountId": "111122223333"
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