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501 QR 2= & AZHELICH 27 C+S ClHtolAT} HEIH S8 222=0l S2EIT loT 5{=0f o
ZELCt

¢ HI2 E{x| SE(ZTS) CltolA7} BBl UASRO| AT HSI0f YALIL 01 Boi 215 4
X7} CIHHO|A QR ZEE AZHSHS CHAIO| EHA= OfFofl 22 Elof ClHO|AE T2 H Kol A

AZEE LI

EtAlofl et 22" SEodl
A AFQ = 5129 C|H}O|
|

HE MEE + U&L

« AR oL ME(UGS): 2|5 ALERH= ClHO|A S| MYME 74T CHEHY
22t of7[oE 10T {20 HE F27|, ClHo|A M ZE A
A BRMHE FE27(7t ZEE = l&Uct Ere d™-o| Alujstmo

CH.




2
o
ool
]I°|
>
=
()
o
—
@)
@
<.
Q
(0]
=
O
>
D
«Q
[v]
3
(]
=

go|ClHIOlA Z2H|ME T EZ= CIHIO|AS| 2HE @7 AFE0f FLoHEEX] €

Ch 221" S&2 ClHIO|A 8 E= ClHIO|A Z2EEZ0 E g40| C|HtO|AE 2EY
7 g X|3&Lct.

st 225k 7| I8 2HASHE AL RE QIE{m|o]A
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Clutola R ClHIO|A Zzmtelo| - F=7|§ 2tElstE ClHto|A E5!0| HXlstn 8o = Al

=+ sl

|

"7_C|
Z7|I 28 B0 e2lE sE2 &El" ME0l2ts S 2™ ClutolA 9| C|X|H ERIE HHE L
Ch 221" M2l 2E 2lTle| ZhEld ST oM ClHo|AE AEst7| @2 2E2Y -ﬁ- AERLE
managedThingID ASst=7t U&LICH ClHIO|AE HEIE S8 = EHAN C|HEO|AE EFAF 222

Coto| MAlZt 412 flal Z2H|X ' 50l 24 5{=.2 Ho{&FE LIt C|HHO IAEQF Ze ozlE A
=01 Cigt I{E 2] APIs2| owner I}ZO|E{E AHEE|= ARKIE A EL|CtGetManagedThing. C|
HtO|A& = ClHtO|A o et Y ClHHo|A Z 21t ol A ZAFLIC

(® Note
S2|5 Clto|AE M2 CHE TZolH of3] 1 Z2HIX{ s 2 2ET} of2f 7] AU % 9
&Lt

SHOIM B2 MES

CIHFO|A £ F7|= CreateManagedThing APIE A&3t0{ ZHE/E =
{#HEIE A2 S MAEIH =

St= Wo 2 A|EtE|H 11 240| DeleteManagedThing APIE AF&3H0
ZlL|C}. C|HtolA S| £ T F7|= 2 HEE! APIsO| 2|51 H2|ElLCt.
* CreateManagedThing

* ListManagedThings

* GetManagedThing

* UpdateManagedThing

* DeleteManagedThing
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C|H}O|A 2l

JHeER 7Hol=

ClHtO|& Z2utd2 M7 = Fofd
T/ ClHtolA o] 7|S 0] 2B E|0] R
o

|
A
M3 80| LLE 915 AR E M BLICH ABEIE 915 AEE ClHolA HrRELIC

AU 0
Sol MzYd= 2E2Y X Z2H|ME I EZ Fof 2eld SEolA ClHiolAol EF Mz E
£ & A&LIc ClHio|lA 2 up o] HIEtH|O|E= = 2| ClHtolA0i K
X|Eof QI ELIct ClHtO|& Z2m 0| +8 F7|= MZYA|7H 228 SEolM ClHola 22
Ue ANe M S=ELICH

2our n® i

ClHto|A Z 2 E
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HOlE 2 &

ClOlE ZE2 AlAH LHo|M Co|Ei7t 7 &l el ZX AE F X2 & LIEFELICH 8t MA| Cldt
O|l4& T30l M end-to-end SIS X|EfLICH 2EIS SEOl= F 7kX| Clo|E 20| AHSELICH 2

o
215 £% tlolel 29 U Matter ClOIE| 20| AWS THILICH FAHI0] x|t Chg Fxof M

£l 0|28 Aol U&LICH

EtA ClHFO|A 9| B9 F CIOIE 2 25 2|F ALEX, #eld S L EtAL 2= SEX 212l &
tlofl Ar8ELCH & olo|H 2= el ClHio|A B & ClHio|A O[HIE L ZH2 HIAIX|E #HEtst 7| 28l

Cloud-to-Cloud Connector 7|S0| & &=|L|C}.

=S|

- HEl™E SE HolE 22

« AWS Matter HIO|E{ 2 & 734
- Olo|H 2& A 7|0}

2reld SE ol 24
22 S8 ClolE 2Y 2T AR B S 7ol 2E SA2 BalFUC,
Clstol& AE T2

endpoint 2! capability HIO|E 4= ZE[d S Clo|H 22| C|HO|AE MHESte= O AHS
ElLct.
=

endpoint

£ 7Is0M MSste =2l EH 0|A EE MH|AE endpoint LIEHHLICE

{
"endpointId": { "type":"string" },
"capabilities": Capability[]
}
Capability

£ C|HIO|A 7|58 capability LIEFHLICEH

#elE 58 HlolE 29
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TR 7H0|E
"$id": "string", // Schema identifier (e.g. /schema-versions/
capability/matter.On0ffel.4)
"name": "string", // Human readable name
"version": "string", // e.g. 1.0

"properties": Property[],
"actions": Action[],
"events": Event[]

capability CIO|EH 40| A< siE &=2 7 M5t= Ml 7HX| =2l property, L actionZt {4
&L|Clevent. C|HtO|A St 45 2185t T DLIE{RSHE Ol A8 E £+ &Lt

- 4. T 7tsEt ZHe| A HU| =& £40 Zo| ClHio|ATF 2R EH AE JLICH

{
"name" : // Property Name is outside of Property Entity
"value": Value, // value represented in any type e.g. 4, "A", []
"lastChangedAt": Timestamp // ISO 8601 Timestamp upto milliseconds yyyy-MM-

ddTHH:mm:ss.ssssssZ
"mutable": boolean,
"retrievable": boolean,
"reportable": boolean

}

B B AT AR MBI 20l 28 4 s HAUULICH TS SHI ADE M £ sl

Ct.
{
"name": { "$ref": "/schema-versions/definition/aws.name@l.@" }, //required
"parameters": Map<String name, JSONNode value>,
"responseCode": HTTPResponseCode,
"errors": {
"code": "string",
"message": "string"
}
}

- O|HE: 7|2Mo 2 1t/ & elf MEtof CHEt BZ=EILICH = 34X 4 ENE property LIEFLHX|TH
OHEE= It7{o| Kol EHEEH &7tst= 9%—‘.-.’—5, EfUARNT 3l 24 +=2|§ ZefefLct. Of
2 S5 Aed MBS HMY 4+ S #0ofLiEt 2 & Y 4 gl ClolE U hsE
Ctproperty.

#elE e dlolH 2=
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He AL 7hol=
{
"name": { "$ref": "/schema-versions/definition/aws.name@l.0" 3}, //
required
"parameters": Map<String name, JSONNode value>
}

Matter Data Model2 AWS Tt315tH 22| S& 1t EtAF 221 E 32X 7He| 2E S4lo| #2lEU

Ct.

REMIEH LHE 2 Matter H|O|E Z&: JHYU X} E[AAE HESHAIL.

ClHFOlA AE 7=
ClHtO|AE HBst= o AH8El= Ol0|EH 4= endpoint & &L|Clcluster.

endpoint

£ 7|50M MSsts =2l™ Qe o|A EE= MH|AE endpoint LIEFLICH

{
Ilidll: { Iltypell.llstringll}'
"clusters": Cluster[]
}
cluster

£ C|HIO|A 7|58 cluster LIEFHLICE.

{
"id": "hexadecimalString",
"revision": "string" // optional
"attributes": AttributeMap<String attributeId, JSONNode>,
"commands": CommandMap<String commandId, JSONNode>,
"events": EventMap<String eventId, JsonNode>
}

cluster CIO|E{ 2A0|= sl
|.-

g g2
E|'event. ElHI'Olégl' Jg.é _I%%I-—T'— EL—IE'IEO%I'I_ E” AI' EI- #‘ AA:I l—ll-—-l'

TE5t= M 7HR| & 52l ttribute, 2 command7}t Q&L

AWS Matter C|O|E{ Z & T34


https://csa-iot.org/resources/developer-resources/page/2/?dr_keywords&dr_solution%5B0%5D=935&dr_lang=1019
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« H: xF Vst PO HA Y| =& £40 Zo| ClHo|AT ER/ et o EfILICE.
{
"id" (hexadecimalString): (JsonNode) value
}
C H B NI AR II] L0l SBEY & e THeLC TYS STT ABE M 4 AsL
Ct.
Ilidll: {
"fieldId": "fieldValue",
"responseCode": HTTPResponseCode,
"errors": {
"code": "string",
"message": "string"
}
}

. OJMIE: 7|2 ™o 2 It 7| ME) Tetol CHE BIZE LI & A AEHE attributes LIEHLHX]
oF O|HIE S Th40| Xo|H BHEEH BTt 26, BUARE U 24 9|8 ZHFLICH O
45t
=

= = = ==
& Qe CIolEe 2R T 7tSEL

E Sa&l| MEf HES HUXHE = US ot ofLIZt 2 &H 2
Clattributes.
Ilidll: {

"fieldId": "fieldValue",

Held S22 7 & /8 Holgle F 7IX| A7|0F REE X|HELICH AAZX XIH oI 2EHE
Met= Z42 JSON A7|0F 2EME AI25I04 £ AF|0F £3 = §HLFE Mo|gtLct ZF AF7|oF 2 Ao

mo x° 4> ox
lo '{'2 20 0
ful o> k>

ik
ou -
o ]
L
(n

clole{ 2& A 7|0t 16
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OhE2 7ls &7(01e] 89 =& #Z28 EAIRLICH

Capability

I
|-- Action
| -- Event
| -- Property

Xto4

|
Clutola ol 7|sato| 4% 2&E LIEtLHE JHMULICH o & E0{ HE S2(7LE & ool U= Al
g2 = elgfLich

Event
Clutola ol 7|S0M O|HIEE LIEIHLH = 7HAILICH C|HIO|A = O|HIEE H&36t0od QIANHE, F
Brs g7 sAn 22 MM Egs2 E0g = AL

2 A

-1 o
ClutolA o Efe| &Y &€& LIEHLHE I ULICH ol & Sof ®ol 22|7HLE ZX| 2t0|ET} 7K
I\AI:IL’|EI-

2t 7l50lE DR HIYUATOIA MUK, B HE U S0 CfEt HHO| ZEElof et A7
0 A OI0] M BN I8 L8301 O/ HTTel SIS RXISEIM MR 7I5E Bt
gt
= .

KEMEH LIE2 7|5 Eol A7[of EFRE HZEsHAAIR.

78 Holz MAIE 8 T dE x|pste MM 7 x3HE Clo|E R LIcH HEo HAlg XY
ot AMEhete YHE HolgLIct R Hol& AH85t0d loT £F M ™A oM EESHE |O[H B4
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ol

XY Ze B ZE0IE[R0IL WA EE 043 TET} 8
YU 4 ULtk K Hols JSON 27|10t TES A8 5o

E=E =
EXAE 4o|, 518 7tset iiEHE 2&E Mef =S X LICH

Jl52 NAE LHoIM 7150] &S st SAI0] CHEt Berst Alote MB3He M JSON 2AME A

7159 A EHa @4 & $id, nameextrinsicId, extrinsicVersion & Ct& MM & 5iLF 0|4
b | Ao @ AlL|Ct.

I

* properties
* actions

* events

7|59 MEHX QA E $ref, title, description, & version $defs L]

CtextrinsicProperties. 7|52| AR=8& HZE$refdllof &L|Claws.capability.
ChE MMolMde 71s Halof AHZEle A7[0HE RtMle| DB ELICH.
$id(E =)

$id 24

rr

A7|0F Holg AlgefLct oS X E wetok gfuct

« /schema-versions/ URI T AIZ A|ZE
« capability 27|0F 98 x &
- URI 42 FEXE &2iAl(/) A4S
E2 FE5tod A7|0HAHA B ZE(.)
- @ ZAHE AFE35to{ A7|Ot ID TS FEFLICH
(

)E A8Stod HE =2t 2 Eelste A HTeZ B L

of

A7|0r X 3B 3~12AF 20|29 RE HYHAHO|AZ AR B CHE MEHA &+ W AT O|AL} O
S22 AlZfsf{of gLCt.

715 ®eol 270t 8
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A HEoll= Hlo|X HE(ZICH 3Xt2), 0FO|L] EHT(ZICH 3Xt2]) & ME4% o x| HT(ZICH 4Xt2]) O
ZEELCH

® Note

o A& LHHAHO|A aws EE=E AHEE = Sl&LICH matter

Example $id 0

/schema-version/capability/aws.Recording@l.®

Example M| X $ref

/schema-version/definition/aws.capability@l.

o
Ojn

(4

N—"

O

2T

24k A7|0 2M0l AE{E| 018 S LEILIE 2RIUYLICH 55 Soi7t ZeHElo] Yoo o+
A2

[t2Fof &ruct.

=Kt OFEIE (), 220 Al(), t01Z(-) L SuHor Z 5
BXIE AIE
- Z|CH 64Kt

0 02

0| 24 F Amazon Web Services 22 Ul 2! ATEAMof| A2 EL|C}.

il

Example O{Al| O|&

Door Lock
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On/0ff

Wi-Fi Network Management

PM2.5 Concentration Measurement
RTCSessionController

Energy EVSE

MN=

M= 24 A7)0 EMZ EAIE=E 7HAof CHer 4E EXLQLICH 2ZE EXHE Z8E + ULH
M Mol ArSELICt 7|5 =2l 2|Ci Zol= 256K L|Ct

Example XM= 0f

Real-time Communication (RTC) Session Controller
Energy EVSE Capability

ECI=>|

Iz

description 4= A7|0F EME EAE|= JHA[o CHE XEA[EF MBS NS ELICH 2E 2XtE
ZEe 4+ Qo MBEMoi| AFSEILICEH 7S Mol 2[cH Z0lE 2048 K LILC.

Example O{|A| A&

Electric Vehicle Supply Equipment (EVSE) is equipment used to charge an Electric
Vehicle (EV) or Plug-In Hybrid Electric Vehicle.

This capability provides an interface to the functionality of Electric
Vehicle Supply Equipment (EVSE) management.

version

LICH.

« CIE HAE =22 | (OHEIE)E 72510 semver SAE AFSELICH
« MAJOR K7, z|CH 3Rt
« MINOR K7, z|CH 3Rt
« PATCH EHZT(MEH ALE), %[CH 4AtE]

. Zol&e 3~12x+ Lt

715 &ol 7|0k 20
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Example O A| {7

1.0

1.12

St HTO| X|HE AEE|QLICH BE HA AIES M HTE MM
Zr2 MAJOR.MINOR.PATCH &Alo| o|O| &|7H| HH &2IE AL EL
SET|X| ot API HE Al HIO|K{ BT &7}

OZ J|lsg F7I& W 0to|Ld B{T10| Z7}EHLICEH

- Jlsol B¥E FX| = AaEt FIHE s otH WX HH0| BIHELICH

Matter 2CH{AE{OM THMEl 7|52 HA 1.400AM 7| 0| X|HE|H Z Matter 2IZ|A= A|AEICZ 7}
XM 74O 2 o A=ILICH Matter HX2 M|O|X 2 OFO|L] £Z 0| MHE 25 AI35I22 223 E8
2 X[ HTEE ALSE = USLICH

Matteroi| CHEH T X| HAE FIHE = i Matter7t =Rt ITHHE MEFCHe & DEdsHor gLch
2 E PATCH HHTI2 Matter Atol| MBE 7HEE E3lioF otH 0T HT It 5 [o{oF Ff LI}

O|™ X} 3 8tx|X| o= EXE 312324 Connectivity Standards Alliance(CSA)2F £3245104 A
Z 2 2le|AsHoF g LCH

g S5 Ml 7txl £ 20 HEE 2%

>
=
w
g
o
o 0¥
N
olr
ro
lo
Pt
N
T
Rl
Ac|
o
=
1L
i)
[>
ﬂ
lII>
r
ful
'—\
s
o
ﬂII

extrinsicVersion(& %)

-Io
rr
f=3

AAE QoM 2E|ElE HEE LIEtHLE 2XFEQlLICH AWS loT . Matter 7|5 2| 4
extrinsicVersion OH&EELIC} revision

EALEE e U2 2 EAZIH HolE 1~10xt 2] =AY =+ U&LICH

715 "ol 27|t 21
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Example O A| {7

1567

extrinsicld(Z )

extrinsicId 4= Amazon Web Services loT A|AH! Q20| & E2|E|E AYEAE LIEFHLICE
Matter 7|s52| A HEIAEO| [} 2} clusterId, fieldId, attributeIdcommandIdeventId, &
=0i o= ELIC

= =AHEEE 102 H(1~10R2]) EE= EALESHE 16T H(0x EE= 0X HF AL Foi 1~8Xt2|
6%l extrinsicId & U&LICH

—

(® Note

AWS2| 492 22 YA ID(VID)= 0x15770| 1 Matter®| ZH 0LICH AAEIS AL X} XK
A7|0}7} o248t o2&l VIDs 7|s0i AF2SHK| St == &LCt.

Example extrinsiclds Oi/ ]|

0018
0x001A
0x15771002

$defs

$defs MM JSON A7|0FM SHRSHE A7(0F EAM LHOIM & ZE = U 5 A7|0Fe| L]
Ct. O] oM 7| 24 & X Holof| AF2E|H 2t JSON A 7|0HE MES&hLCt.

® Note
AMAERI2 $defs REB HO| ZF 519 27|07t REFH JSON 2 7|0FQ! BF MEFL|Ct F7¢
A2 MEE|X| f&LCH

715 Mol 270t 22



of CHEF 2™ &

]I°|

f AWS loT Device Management JHEER} 70| =

- Ho| o|F0f URI 213X 2XtEF ALS
Z

| =
- A7[0F M 27| Mgtol &= sl &7(oF =& ZEELICH

extrinsicProperties

extrinsicProperties 40= 2[F A|AHEI0]| Holk|of UK HIO|H 2EH LM fX[El= &
M MEJ ZEE[0] UELICEH Matter 7|52 B9 ZCL E2AH, £, BHE = O/HE Lol 2 &
FE|X| EAAHU FEMoZE RHZE CHYE 400 OfEELC.

QI £42 oS Mo =S wetok gLch.

- 54 0|§2 3oLt E+ EXt gi0] B=xRtofok ELICH

- &M ZI2 2E JSON A&7|0F LY & U&Lct

- Z|CH 20702 &4

AMAEI2 extrinsicProperties,, access, S Ct¥8t apiMaturityclicliFunctionName&

K|grLIct ol{8t £42 ACLOIAM 0|5 R 29| HE AWS (2 1 Btoh)S &0I5tA| &uict.

(® Note

Qe £ 7|52] action, eventproperty, & struct HE 240 Chal x[HEX|2H 7|
S E= HAH RAole XY X f&LIC

NAR KI# Ol &4

ANARIE ZCLE &= ZCLO|M Mt et = extrinsicProperties ¢ ChSa 20| 2R ZX| oIt
Ht 2EMez DHYE RHAE 54, BY = o|HE £4& FHELICHL
access

Zh HM|A Aol = CtS ol ZEELICH.
e op- %0l read, writeE &= @ enum 2 P E 2 invoke

« privilege - 2t0| view, , proxy_view, operate manageE£ enum@ 2 D 2IE HEt
administer

* role - AMA A E LIEHLIE A Sl 2R

715 ®eol 270t 23
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apiMaturity
M= Z LIElL= F£8t Lt E2XHPEL|Ct ZCLOIM Z£0| stable, internal, EE= enum®! 2
22 ELIClprovisional. deprecated

ChHE £d2 78 St
* isFabricScoped
 isFabricSensitive

* mustUseAtomicWrite

e mustUseTimedInvoke

S £d2 78 EXLEE EAIFLCH

* cliFunctionName

* functionName

* group

* introducedIn

* manufacturerCode
* noDefaultImplementation
* presentIf

* priority

« removedIn

* reportableChange
 reportMinInterval
 reportMaxInterval
* restriction

* storage

715 Hol A7/} 24
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BE T A Y

ZCL Hgto| B2 extrinsicProperties= 2| §10| Mol X{ZELICE HME ALEstE ALS AL K|
g A7|0Hs ZCL HEtE HRIX| eE&LICH T2iLt = AEXE X|E A 7|00 Ciet ZCL #HetE st
o 8¢ FAE gt EXd R 25 22 ZextrinsicPropertiesst WHYE, ME (T A)
2 oot Z2 X =S HolslioF FLICE O|FH £H[stH #HEt ol o|2E 48 MHstH A

=
g = A&LICH

u

BICHE 7{4E] B3 AWS o B2 FHHE F4lof O|E{Et MF HEI EREHX| fe a2 7t 75
extrinsicProperties L& T|X| of&LICH.

1
0z

SEIE LIEHALICH Zf dEf= 71-2f Ho= FHolE|H, 07[A 7= & El

o Ik
o o
mo rio

L .
(@)
N TH

>r 5
0> oo

N
= O

w0
olj (n
o o
>
I
ro
m
0z
oo
i
x
02
]
I
_lTl_

g
0%
o
Pl
Olo
g
ir
r

IS M 22 MEMSR.

o
==

> b
0x
o

MO O

x

LU rr

N

N
=

I
0%
2
184

S FSEl= ClHIO|Ao| EH HEHE LPEH-H“ 7|12 QA ]Lct. Cldt
LIEFHL|CH ADIE &
A

A 2 L3 ni
= —
Alel ClHrO|AYF Ef Moz SAlE M'E% 6P04 HEst L 435 2

Ir
=
lo

4

L

! ro
e

AL}

o2

% Of
g'l_l

oo 1> © N
« o[>

715 &40 AR T @A E extrinsicId & L|Clvalue. 7|5 40| MEHX QA E

description, retrievable, & mutable reportable ®lL|CtextrinsicProperties.
43

UCH7} JSON A7I0F E4 Mof £ XS 3t040] £440| GlOJE| KBS MO 4 AU PHE 72
olL|ct
= .

- UCHEt ol B2 type Y maxLength E=ot Z2 7|Et 7|2 JSON A7[0F MY ZZHE A

0o
o
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- S RO B2, £ one0fallofE AFE & LICtany0f. A|IARIMIM not 7|HEE X|IRSHK| o
&Lct

- DEZEH S HZdlciH K58 AM 7tSE XSt $ref EHE ASSHMIL.

. nuII Jlsdel 42 £ Eciaet & null 7ts8t £482 XM335t04 OpenAPI &8 A 7|0 H9|

PN
{
"$ref": "/schema-versions/definition/matter.uintléel.4",
"nullable": true,
"maximum": 4096
}
ZHAM T

o 21

HEHO| 715 SH2 C|H0|A Q| 7|s 3 E AT |ELICE ClHto|lAE RIHE MEIE elg = U
Xl iR E ZAH™EELICI AEfelo| SHE o}& 7|5 ET MM EDSIE xl—‘-’.;JEIXI ofooZ A|AE
LHOIMH M =X &t &LICH

of: true false

Mutable

HEN7L MT| 7tSEHR| R & HY st FSLICH

of: true EEE false
B0 Its

nE
o

kl
rir
ol

SE7H HZEE W ClHtO|A0M &EHE E T st=X| 047

]
[l

t= F2 Lt

d FH2 ClHtola9| 7|5 FEe 2 AT[ELICH ClHolA= X|HE HEf7F 21 7
X b
x|

= (oF |

o I_
SEX| 0S8 ZHBLICH AEfl0l EHE OF 715 HaMolM HISES X|ME/K| gfonz A
AE k=2
= o

P

26
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of: true EEE false

4

=

2
0

N2 2F-8H ZEES WEE A7(or 22 HYULICH 2 Zrd2 ClHolA 713 S LIEFL

- &4 HfPo| T 78 2Dt ZF

- A7|0FEM 27| MEtH = 2 9| Zedg ZEFLICH

x+od

O — |

le HE|™ S8 AMAEIOM ClHEO|A 7S 45 28351 Mo{57| {8 Z&ESHE ErdlL|ct.
Lt Y Es 8 Wet0IEHE 223 et7| fld 28t El FAlo2 FMHE CIHIO|AMM A-E
= Qe §Y WY E= S LIEFHLICH O|28 22 AFEXL IEQP C|HtO|A ZhQq Zho o474
g2 5tof ChY et Kol ANtE ClHIO|AOM LatE[D AZ[E = = KMo{E 7ts5tAH & Lct
xtofo| AR T4 @A E name & &lL|ClextrinsicId. MEHX @ AE description,
extrinsicProperties request & @lL|Clresponse.

AMOd

= O

MEo| z|cH Zo| M =742 1536 ALt

(o=

QLY MM MEN A 0|H 7F Tt2tO|E{7F gl B MErE = JU&Lct MErs5tmo| O|FEH AFS
5to Io|2E Qio| @M El £ QI&LICtAction. Ol ZH AH7| EE 117|9F Z42 ZHEHSH ZFdof|
A& ELICt

SEEt 2ol F71 oiet0E{7t 2 Lo ol& S0{ 7tz G4 AEE(Y H= A" AE
Y ZE2EEZ F= AEZE SEYWC|AEHO| C|HtO|AE S EX| o{Fof CHEF mt2tOlE 7t Z&E
= l&Lct

] QMO AR T @A E QLICtparameters. MEHX @ A= description, extrinsicId2
QlL|CtextrinsicProperties.

LY MY

MHES MM 352 SUSH FAIS M2 2[CH Z0l= 2,048 KL Tt

N
oIr
(0
I
[>
N
=]
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2rCH
S H

#ZeEld S8 ol ME SendManagedThingCommand APIE S8l & E 2 E ] 2o CHsl 20|
ClutolAo| EE et HIST| SEO| CHA| e WO 2 of & &Lt 2] 8H 20| 8Ho FXE M
O|grLCt.

] 30| B T4 4= QLU Ctparameters. MEIX @ A= name, description,

extrinsicId, & extrinsicProperties errors L|CtresponseCode.

= Y

M2t SUst A2 M2 o) Z0l= 24E,048KHLC.

8H Ol

Ol§2 2t Z2 F7I MF HES O|F(E)&Het sSUst HAIg WELICH

- 8H9| 7| 0|2 &Y O|FResponse0l| & F7t5t04 mHMEL|CH

- CIE O|E S AFE5tE{H0| name 240 M3 E = JU&LICH SH 0 nameO| MBS E BL0| Zf2 7|
Z O|FECH fMELICH

F

RYEE XMElsts 82 2R/ U 32 SHA MSE LR HAIX|e] 7 iFLICEH

Mef =7

- HAIX| E=2 oS 227t /s JSON A= MAF LI
* code: 1~64Xx+ 4ole| ExAt A _ (HE)E Z8& st XM

- message: F& BEXtY %t

Example 27 HA|X| oi| K

"errors": [

{
"code": "AD_001",
"message": "Unable to receive signal from the sensor. Please check connection

with the sensor."

—
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QYO ME[E GAE EodF = o ZEYULICH AlAH Lol 2L EE 518 stedd ClHtol& =
A Q H

S = | o=
JFHTTP MH SE AEl| I E AIY 2 AI25104 A EE dtEtstE 740 E&LCH

utetole M2 olF & st &7(0t Hoe| Moz HolELIcH AF7|OF EMol Mg e + A= B2
% utet0lE LHol 2st= 2| mietO|EHE Holg &+ A&LIC

ut2t0|E o|&ol= SxAtE AL8E = U&LICH S = V|E EXts 18 EIX| ef&LICh
Ztole Ze

O| e RAE extrinsicIld & parameterL|Ctvalue. MEHA @ A= description & &L
ClextrinsicProperties.

HdE 240 SUE A4S 2 Z|0) Zols 14F,024 KL CH

extrinsicId 2 extrinsicProperties X%

extrinsicId Y& 0|48t F7}1 ME HEQF &7 extrinsicld(Z <) L extrinsicProperties2t & 8t

& AlZ extrinsicProperties [FSLICH

b
.

OH & FO % > fO

o o3

w 1

= 220l extrinsicIdo| MZE

12 extrinsicId HX| &/SE

}. extrinsicId

SE 0l extrinsicProperties7t M3 & B Ol2{gt S22 & =F 0| MIE va
SH =ZE0M A

1> 0
om

r
O

(A

=
grLICH AAEI2 5 =& & extrinsicProperties ¥|5t1 &/

4o r
x

0{€ wxl|5HoF BfLICH extrinsicProperties

\
E

-2k

Example extrinsicld & extrinsicProperties AH& 2| o/ A

"name": "ToggleWithEffect",
"extrinsicId": "0x0001",

"extrinsicProperties": {
"apiMaturity": "provisional",

715 ®eol 270t 29
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JHeER 7Hol=

"introducedIn": "1.2"
.
"request": {
"extrinsicProperties": {
"apiMaturity": "stable",
"manufacturerCode": "XYZ"

}I

"parameters": {

},
"response": {
"extrinsicProperties": {
"noDefaultImplementation": true
},

"parameters": {

kol
L]
rlo
iul
il
A
my!
1>
r
[ul

2| oMM Y ™o &

# effective request

"name": "ToggleWithEffect",

"extrinsicId": "@x0001",

"extrinsicProperties": {
"apiMaturity": "stable",
"introducedIn": "1.2"
"manufacturerCode": "XYZ"

},

"parameters": {

# effective response

"name": "ToggleWithEffectResponse",

"extrinsicId": "0x0001",

"extrinsicProperties": {
"apiMaturity": "provisional",
"introducedIn": "1.2"
"noDefaultImplementation": true
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}I

"parameters": {

712 M3 =Y

2 E 7|s0i cHsll 7| = ReadState HE AFESt0d ALEXL X|H &2 +™E = JU&L
ClupdateState. Ol & &Y 7|9IE= O|o|H Z&oi| Yol 7|52l £dof et 2 SErLict

ReadState
o BHE ™SEmanagedThingstod &Ef £49| 22 &LICH ClHIO|A &EHE &
MReadStateZ O|0|Est=E tedo 2 E Al 8HL|Ct.

UpdateState
UF £H4E YO|o|Est= BHE EHLICH

ClHIO|A Bl STVISHE ZH MEStH CFS AlLI2[20M R8E + U&LICH

1. ClHbO|ATH Y 7(zh 2 Z 2l HEfI O[HIE S LHELHX] ft&LICH
2. ClHIO|ATH &2 Z2H|IMIEISH of % 2EtRE0iM R K| 2ElEl= JEl7 el&LIch

x|
3. ClHIO[A HEH7F ClHFO|A 9 AX| & EfSE SVI3HE|X] SE A& LICH.

ReadState 0 X|

SendManagedThingCommand APIE At&35t0{ ZHO0| 74X U=X| EE= THX U=X| & elgrL|Ct.
{
"Endpoints": [
{

"endpointId": "1",
"capabilities": [
{
"id": "aws.OnOff",
"name": "On/0ff",
"version": "1",
"actions": [
{

"name": "ReadState",

31
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"parameters": {

"propertiesToRead": [ "OnOff" ]

matter.oOnOff 7|0l CHEF R E AME] &4

& g2 &Lt
{
"Endpoints": [
{
"endpointId": "1",
"capabilities": [
{
"id": "aws.OnOff",
"name": "On/0ff",
"version": "1",
"actions": [
{
"name": "ReadState",
"parameters": {
"propertiesToRead": [ "*" ]
// Use the wildcard operator to read ALL state properties for a
capability
}
}
]
}
]
}
]

UpdateState O{| |

SendManagedThingCommand APIOnTimeE AF235t0{ ZHo|E

~

715 8ol &7(0t

JHeER 7Hol=
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L

"Endpoints":

{

"endpointId":
"capabilities":

{
Ilidll:

"name" :

"version":

II1II’
[

"matter.OnOff",

"On/0ff",
Illll’

L

"actions":

{

"name": "UpdateState",

{

"parameters":

"OnTime": 5

OlHE

CHS Aef =

O[HE H{doi T 73t Ot

« A7|O0FEM 37| MEto] &

n
Ir

C 0N R

0 4o M
I

o I

W
1
20
LOL
rn
M = o

3474 AFEHoq| CHSH AFRIO] & o
2o & X|E &=oi CHE

LHEHA LI Ol2{Eh Ot
otol XMZ & M5 HEof Cf

O|HE = CIH}O|A EE=

Ol= ClHIO|AOAM =7 g
E

rr FE

i i
ooz

ml'l
o o OH
oy ook T
b oo
N n

0lo

Q'I_l
1
29

x4

7Zdo LA O A

L QlL|CtextrinsicId.
|L|Ctrequest.

O|HIE 9 AE description,

extrinsicPropertie

o
o

> L
|0|| —\1|— T
ou my -

o

pal
—_

ol A7(ot
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A4 04

= O

AE20 dEE Qo S A2 MEALTH z/C Z2ol= 512K IL|Ct

™

request M2 MES AL O0|H QA TiEtO|E7} i 8 MErE = QUELICH MEFstH A|IARS
O|HIE O|E0F AFE35t0{ HO|2ZE Q0| O|HIE @2 E U= CIHIO|AE X|HELICH Ol Hzo| M
MEOHe &2 ZHEE O|HIE EE= Q47| = UMEA ZAHM ZE7 SAHEE B0 AFSE L
Ct.

S&E 2dol= F71 oet0|E7F 2 FLICH olE E04 7tHIE G4 AEZ[Y QHH = AIEE AE
S ZZEZ = AEZIS EMC|AZHO| CIHIOIAR FEEX| o8 of CHet Tt2t0|E{7 &=
T U&Lct

OHIE @FHOo| A e R4 - YLUCtparameters. ME M @ A= gi&LICt

SH

OolHE SE2 HA| X|HEZ|IX| f&LCt.

£ "ol A7(0}

CtS MMM E 8 Hololl A8 El= A7|0HE RHA|S| AERLICEH

$id

$id A= A7|0F HOo|E Al#HELICEH CHS T+ X & [2FoF & L.

« /schema-versions/ URI S A2 A|ZE

« definition A7|0} & =&

« URI B2 FEXZ £eiAl(/) AR

- ZZE2 O E()E F+25t0d A7|OF AtE 5H =&

. @ 2XE AI235t0{ A 7|0t IDQF HAE FE&HLICE.

o OMHEIE(.)E M3 HH =4 2 7 E25tE A HHS 2 B LCH

A7|0FAHE BH2 3~124F Z20[|0| RE HYUAHO|AZ AlZFE CHS MEHA 519 WA O|AL} O

S22 AlZfsf{ok gLCt.

34



off i Z2l3 S8 AWS IoT Device Management JHEERL 7Ho|=

A HEoll= Hlo|X HE(ZICH 3Xt2), 0FO|L] EHT(ZICH 3Xt2]) & ME4% o x| HT(ZICH 4Xt2]) O
ZEELCH

® Note

o A& LHHAHO|A aws EE=E AHEE = Sl&LICH matter

Example $id 0i| Al

/schema-version/capability/aws.Recording@l.®

$ref LA E AIAHEI LIO| 7|E /Y Holg BXRFLICH $id 240 SUE M =AHES WELICH

S Hol e 7|52 $ref ol MSE 2kt B 7A EXHsH ok BrLICE.

Example $ref Of| A

/schema-version/definition/aws.capability@l.

name
O|§ R4E A7|0F 2X2| AEE| 0|2 LHEIHLHE EAILULICH SF 207t LB E|o{ QJeH TS
&S Wekok guict

« WAL OFRIE(), £2HAI(), 5HOIE(-) & SuHat =5t

0| 24 F Amazon Web Services 22 Ul 2! ATEAMof| A2 EL|C}.

Example O{Al| O|&

Door Lock
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On/0ff

Wi-Fi Network Management

PM2.5 Concentration Measurement
RTCSessionController

Energy EVSE

M=

S 24 A7|0h M2 EAEE HHol Cist 4T 2XGULIC 2E BXE Z8E £ 2o
Mol A8 ELICH

Example X5 of

Real-time Communication (RTC) Session Controller
Energy EVSE Capability

>

404
= O

description 24 A7|0F EME EAIZ[= 7HAoll CHEF XEAIEH MBS NS ELICH ZE EXE
Zete = UoH dHAMH| AASELICEH

Example oAl A
Electric Vehicle Supply Equipment (EVSE) is equipment used to charge an Electric
Vehicle (EV) or Plug-In Hybrid Electric Vehicle.

This capability provides an interface to the functionality of Electric
Vehicle Supply Equipment (EVSE) management.

extrinsicld

extrinsicId 4= Amazon Web Services loT A|AH! Q20| EE2|E|e AYEXAE LIEFHLICE

Matter 7|s52| A ZHEIAEO| [} 2} clusterId, fieldId, attributeIdcommandIdeventId, &
=0i o= EL|Ct.

= =AtgEE 108 H(1~10R12]) EE= EALESHE 16T H(0x EE= 0X HF AL Foi 1~8Xt2|
6%4)Y extrinsicId & U&LICH

—

(® Note

AWSO| B2 2l ID(VID)E 0x15770]|11 MatterQ| B2 0QILICH A|AEIS AL X} X|H
A7|0k7}F O|248t o2 El VIDs 7|50l AFS5HR| St =5 ghLch.
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Example extrinsiclds 0| A

0018
0x001A
0x15771002

extrinsicProperties

extrinsicProperties 240 2|5 AlAH0| Holz|of UXIBHCIOIH 2 LHoIM |XIEl= &

A ME7L 28 E|o] U&LICH Matter 7|52 B ZCL EElAH, £, BH E= O|HE LM ZE
X YA REMez RHZE CE 240 DHEELICH

QIf £HM2 CtF Mt =4S Hekof #LICt

- £ 0|E2 SHMO|L} S+ EAt 10| B=zAto{of ELIC.

« &M Zt2 ZE JSON A 7|0} ZtY &= &Lt

« Z|CH 20702 &M

AMAEI2 extrinsicProperties,, access, S Ct¥ 8t apiMaturityclicliFunctionName&

K|ELCt ol2{8t 42 ACLOIAM HIO|E{ ZRZ 9| B3t AWS (2! 1 BtrH)S 0[5t Fuct.
(® Note

QI £M2 7|59 action, eventproperty, & struct ZE 40 CHal X[ E|X|2t 7|
= 22{AH RHAol=E R X et & LICh.

AARI2 ZCLE = ZCLOIM B8Het= extrinsicProperties S CtS1t 20| AR K| gk
H RE2Moz RHIE SAH, 54, B8 e o|HIE £d8 FHELICHL

access

Zh AN A o= CtZ ol ZEEL|ct
« op- 40| read, writeE = enum@! 2 EEEE 2] invoke

- privilege - 2t0l view, , proxy_view, operate manageEE &= enum@l 2 D2 El HEt
administer
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« role - AR AE S LIEHHE A s =X

apiMaturity
M=TE LIEILE £8F Uit 2P QlL|ct. ZCLMIAM Zt0] stable, internal, E£ enum@! 2
22 ELIClprovisional. deprecated

side

0
X
oo
|0
Hu
H
[
o
o
(@]

|_|
.
D

3

+

Z2f0| either, serverd 01

A
o

L

MHo
i

=
T

Ad
(=

iul
0jo
i
ro

2 Sefa ok

isFabricScoped
e isFabricSensitive
* mustUseAtomicWrite

* mustUseTimedInvoke

5t AP E EAIFELICH

cliFunctionName

« functionName

* group

* introducedIn

* manufacturerCode
* noDefaultImplementation
* presentIf

* priority

« removedIn

* reportableChange
 reportMinInterval

* reportMaxInterval
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e restriction

* storage
Bt ] AL

ZCL $#gto| B2 extrinsicProperties= M2| ¢10| Woil XF EHLICH AME ALEstE AFEX} K

Y A7|0ts ZCL #HEtE HRIX| L& Lch 2Lt &5 ASAF X[ & 7(0tofl et ZCL #HeEtE 1 3dst

oiE 32 FAE gt EXd R 2F e ZextrinsicPropertiesst WHY, WE (YR A)
1 Z10]2) Mef =4 Holsfok BLICH o= A |5t Bt Soil ol2{et $dS MASH X

+ C

0
!
fjo

o> m A
T Tl

_

o

|
A

1]

>

HiCHE B HE AWS

22 H4E 4ol o|2qet MF HEIH Eedt K| gt 227} T5
extrinsicProperties X%

1o
ok
m
-
e
>
C
n

7|5 £&7|0F EMOIM 78 ol 2dE I ME

£7inkel ZE 24& Mol R¥oR HolELI Of2{E R Mok I 98 Hol(o: £2, 27t
o, 27 E HYATO|A S8 Hol(HolE 28 712 98 oz T5E 8F Mot
ASR XIE A7I0HE Folg M 712 Holot HYAT 0|4 R HolE BF A8 £ AsLIC
=

& 3o

- Y 78 XH
- =X
- EXH
* NULL
. B
+ Objects
« HYAmolA HA HO

* aWs 17 S
. HIEY 2 Ho|
. ¥HE 2Y Ho|
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2
[m
0
&
i
o
o2
0
9||_
>
=
w
o
_‘
o
[¢]
<.
(@]
(0]
<
(V]
3
QO
«Q
[0]
3
[0]
=

JHeER 7Hol=

7182 98 Mol &El™d s8] HolE RE |8 Holo| 7 SAQILICH AFEAF XH 8 HolE
258 RE HYAHO|A HolE $ref 7I1/E EEE type 7IREE S5l 7|2 98 Ho|Z siAEL
CF.

PE ZP|0E|IE 882 nullable 7|¥EE AF25104 null0] 7}S5HH 7|1XEE AR50 ZE = 2|
OE|E R AlHEg = A&LCttype.

B

ME Fo
{
"type" : "boolean",
"default" : "false",
"nullable" : true
}
Y4 R x|g
M+ f¥2 032 XHELUC

« default 2t
« maximum Zf
« minimum Zf
« exclusiveMaximum Zt
« exclusiveMinimum Z}

« multipleOf %t

x7t A5 &l gl B2 ttZ0| trueodof EL|CtH

e X 2minimum
e X >exclusiveMinimum

e x <exclusiveMaximum

716 27I0f EM0IM 78 Hol Ut 4 A8
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A4 2E0| 09 RAHE HAR BFL|X|P 25 A4H RAHs ARSI

1.0 // Schema-Compliant
3.1415926 // NOT Schema-Compliant

o

minimum L& 25 X|MexclusiveMinimumst7HLt maximum LE 25 X|&E £ QIX|ot £ 7IHK|

£ S Aol AF85HX| 8= exclusiveMaximumZdO| E&LICH

AHZI XS |
A= o—il.
{
"type" : "integer",
"default" : 2,
"nullable" : true,
"maximum" : 10,
"minimum" : 0O,
"multipleOf": 2
}
CHA| & Ql:
{
"type" : "integer",
"default" : 2,
"nullable" : true,
"exclusiveMaximum" : 11,
"exclusiveMinimum" : -1,
"multipleOf": 2
}
At
= al

« default Zt

e maximum Zf

716 27I0f EM0IM 78 Hol Ut 4 A8
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e minimum Z}t
« exclusiveMaximum 2t
« exclusiveMinimum Zt

* multipleOf ZtLICH Hir= 5 &A™ AL = U&LICH

x7t A5 &l gl B2 CtE0| trueodof ELICH

e X 2minimum
e X >exclusiveMinimum

e X <exclusiveMaximum

ol

minimum 2 & 25 X|™exclusiveMinimumstZHLt maximum L& 25 X|™HE = UX|BF F 71K|

=
E SAloll AH835HX| 8t = exclusiveMaximumZdO| E&LICH
HME "ol
{
"type" : "number",

"default" : 0.4,
"nullable" : true,
"maximum" : 10.2,
"minimum" : 0.2,
"multipleOf": 0.2

}
CHA & ol
{
"type" : "number",
"default" : 0.4,
"nullable" : true,
"exclusiveMaximum" : 10.2,
"exclusiveMinimum" : 0.2,
"multipleOf": 0.2
}
=Rt
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o default gt

-

- maxLength ¥ minLength 22 Z& &l

« pattern ER A g

4ol Mef =Z(S =7t ot il =Xto{oF &)

HFAIS HolstH EHAI0| 2R LH of= ROIME YURIsHE Z2 2A1Y0| K& ELICH HE S0
MAS BXAY "p"# Ot ofLIZ} "apple"Tt £ 2 pE EESHE ZE EAIYL p UX|ELICH BEES
Qs S 0197t i B AL .. ¢ (0l Ap$)E A0 BT EHAIZ SEibs 2ol TaLC
HE Zo|
{
"type" : "string",
"default" : "defaultString",
"nullable" : true,
"maxLength": 10,
"minLength": 1,
"pattern" : "A([0-9a-fA-F]{2})+$"
}
NULL

{ "type": nnulln }

default - 7|EZICZ2 AISE SEQLICI
x =

items - ZE HHYE 240 ME L]

* minItems
* maxItems
pattern M4 gt

uniqueltems - HiQEQ| A7t T R5H{oF st=X| 0{F & LIEtLI= &2

715 2710F EAoIM 78 ol 9E 2 A2
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« prefixItems-Z &F0| 2M Higo| Z Il A0 SHE 5t AZ|0FR! HHEJLICH &, A i 2
270 R P B HM LA E HEStD F Hml @471 2 Yol & Hm| LA E HE 5= Hi
GdLct.
HME Yol
{
||type||: ||array||’
Ildefaultll: [Illll’ ||2||]’
"items" {

||type||: I'String"’
"pattern": "A([a-zA-Z0-9_ -/]+)$"

},

"minItems" 1,
"maxItems": 4,
"uniqueltems" : true,

HiE HE 2| of:

//Examples:

[rar, "2", "3", "4"] // Schema-Compliant

[] // NOT Schema-Compliant

crar, "1i"] // NOT Schema-Compliant:

["{"1] // NOT Schema-Compliant:
FE A5S ASE CHA Hal:

: minItems=1

uniqueIltems=true

: Does not match the RegEx pattern.

{
"type": "array",
"prefixItems": [
{ "type": "number" },
{ "type": "string" },
{ "enum": ["Street", "Avenue", "Boulevard"] 1},
{ "enum": ["Nw", "NE", "Sw", "SE"] }
]
}
//Examples:
[1600, "Pennsylvania", "Avenue", "NW"] // Schema-Compliant
715 2710 EXolM 78 Hol gE T A8
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// And, by default, it's also okay to add additional items to end:
[1600, "Pennsylvania", "Avenue", "NW", "Washington"] // Schema-Compliant

Objects

ZH=x

—

Y2 ohE8 KIYELICH

R _/_.I\_/g 7(."0# x 74

= 4=
properties - properties7|EE A&35t0] AR Q| £4(7I-2t o) HolgLIct of Zt2
HHpropertiesLICt. 047|M 2 7|= 49| o|F 0|1 & 72 Y £482 HEst= Ol A8
El= A7|0FULICH properties 7| E2| £ 0|1 YXIGHK| b= £4820| 7|/E0M F
AL,

required - 7|2X Q9 Z properties 7|¥EZ Ho
required 7|9 EE AFE5t0 Rt &4 SE2 A 2
O|& 9| ZXtY HiYS ALEELICH Ol 2t EAtE2 nRaHof Eﬂ—lEf.
propertyNames -0| 7|2E& ALE5tT™ &4 O|F 0| CHE RegEx THEH S
E S0 iAol 2E £90| EY #&of [t2t 0|F2 # =& M3 = USLICH
patternProperties - S48 A7|0o] OHEELICH &4 o|§0| XIHE HAln Ux|sHe=
a8 & 2 T 27|00l CHsH HB klo{of & LI o & E04, patternPropertiesE AtE
5to EH B3R £8 0|§2 xI'HstH 2L0| & A7|0tet x[sHok & LICt
additionalProperties -O| Z|9E&= F7t 4 2| YHE Mo{FLICH FI SE2 &4 7|
f{=0i O|FO| LIFE|X| et 7Lt S| M Alnt AX|et= £ ILICtpatternProperties. 7|23
OS2 F7I £40| 3{8ELICt. o| ZEE ZE MM falsedt™ F7H £40| HEEIX| L &LICH
unevaluatedProperties -0| 7| E= 5t 27|00 MAE 2 QA = Q= M2

additionalProperties M|2|5t242t R A PE LlEP = /\9|DP% '|E|°F [[H MIXMoE 43K
SB8E £MH EE0Z AI&5t= o

._rE|_j

A o ZHRE $42 FIh5HE 5 O 25 _r 4018 S BE 4 6L HAIE LSS ol

M E & ZstM .

anyOf -0| 7|@I= 2| g2 H|o4 RUX| ef2 Hidolofok ELICt HiEo| ZF =2 REEF JSON &7|
oto{of g Lict. ¢ ﬁ.;'AEOI 7|9 E0| gtoz HolE stLt old el AF|Otod Chs HE3XMez HE
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{
"type": "object",
"required": ["test"]
}
// Schema Compliant
{
"test": 4
}

// NOT Schema Compliant
{}

PropertyNames Of|Al:

{
"type": "object",
"propertyNames": {
"pattern": "A[A-Za-z_][A-Za-z0-9_]*$"
}
}
// Schema Compliant
{
"_a_valid_property_name_001": "value"
}

// NOT Schema Compliant
{

"1 invalid": "value"

PatternProperties 04| Al:

{
"type": "object",
"patternProperties": {
"AS_": { "type": "string" },
"AT_": { "type": "integer" }
}
}
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// Schema Compliant
{ "S_25": "This is a string" }
{ "I_0": 42 }

// NOT Schema Compliant
{ "S_@": 42 } // Value must be a string
{ "I_42": "This is a string" } // Value must be an integer

AdditionalProperties 0| Al:

"type": "object",
"properties": {
"test": {
"type": "string"

}
},
"additionalProperties": false
}
// Schema Compliant
{
"test": "value"
}
OR
{}
// NOT Schema Compliant
{
"notAllowed": false
}

UnevaluatedProperties 04| Al

"type": "object",
"properties": {
"standard_field": { "type": "string" }
},
"patternProperties": {
"r@": { "type": "integer" } // Allows properties starting with '@’
I

"unevaluatedProperties": false // No other properties allowed

|u}
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}

// Schema Compliant

{
"standard_field": "some value",
"@id": 123,
"@timestamp": 1678886400

}

// This passes because "standard_field" is evaluated by properties,
// "@id" and "@timestamp" are evaluated by patternProperties,
// and no other properties remain unevaluated.

// NOT Schema Compliant
{
"standard_field": "some value",
"another_field": "unallowed"
}
// This fails because "another_field" is unevaluated and doesn't match
// the @ pattern, leading to a violation of unevaluatedProperties: false

AnyOf of|A:
{
"anyOf": [
{ "type": "string", "maxLength": 5 },
{ "type": "number", "minimum": @ }
]
}
// Schema Compliant
"short"
12

// NOT Schema Compliant
"too long"
-5

OneOf of| K|

"oneOf": [
{ "type": "number", "multipleOf": 5 },
{ "type": "number", "multipleOf": 3 }
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]

// Schema Compliant
10
9

// NOT Schema compliant
2 // Not a multiple of either 5 or 3
15 // Multiple of both 5 and 3 is rejected.

AT 0|4 HA| Fol

HUAHO|A S8 XMoo= 7|2 93joz Y = 9310l |C} o|xst S5
namespace.typename. E2l& S&0| aws L matter l:||°'*1l1|0|é otlzHof| At HolEl R E A
3ste A2 welok #uich ook 2 HIYAHO|AE MOt ZE aws matter WIJAHO|AE Al
L

X X R0 AEE + U&LICH

ME I7ISE HYAHO|A R HolE #odd{M Type EE7} 2 MHEEl ListSchemaVersions APIE
A8 LCtdefinition.

matter &

ZIE{7} 2 M¥mattert| T Namespace EE{7} Type 2 ™ E ListSchemaVersions APIE A+& 5104
matter HIYAH O|A0|AM CIO|E RS & &LICtdefinition.

aws 78
ZE{7} 2 M™aws T/ Namespace EE{7} Type 2 MM El ListSchemaVersions APIE A& 35}04
aws HJAT | |20 Hlo|E 82 & &LICtdefinition.

HIEM 93 Hol

type Zix|0{of EfLICt,

 propertiesc Z HIE Ol Z & ot ZA|0o40F & LICH 2 HIEE= £/490] extrinsicId & €l
i dLICtvalue. Z HIEQ| gt2 %|A70[ 00| Z|CHZLO] 1 O 4 @1 Zd4=040f &Lt

HIE™ H9f.

M|k

AH
=]
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{
"title" : "Sample Bitmap Type",
"description" : "Type definition for SampleBitmap.",
"$ref" : "/schema-versions/definition/aws.bitmapel.o ",
"type" : "object",
"additionalProperties" : false,
"properties" : {
"Bitl" : {
"extrinsicId" : "0@x0000",
"value" : {
"type" : "integer",
"maximum" : 1,
"minimum" : 0
}
.
"Bit2" : {
"extrinsicId" : "@Ox0001",
"value" : {
"type" : "integer",
"maximum" : 1,
"minimum" : 0
}
}
}
}
// Schema Compliant
{
"Bitl1": 1,
"Bitl": 0
}
// NOT Schema Compliant
{
"Bitl": -1,
"Bitl": 0
}
UMY R ol

BHEE Ml 7Hx| S40] ZRE L

- type ZHA{|040F B LIC.
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+ enums 4 3Lto| #20| 9l TRE 2XHUO HH0l0{oF FHLIC
+ extrinsicIdMaps YHE 20l 42 7HE ZAIULICH 2 440| 22 LHE gtoll st
QI AlERt040F BLICH

AH
=

2171
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Mol

"title" : "SampleEnum Type",
"description" : "Type definition for SampleEnum.",
"$ref" : "/schema-versions/definition/aws.enum@l.Q",
"type" : "string",
"enum" : [
"EnumValueQ",
"EnumValuel",
"EnumValue2"
1,
"extrinsicIdMap" : {
"EnumValue@" : "Q",
"EnumValuel" : "1",
"EnumValue2" : "2"

// Schema Compliant
"EnumValue@"
"EnumValuel"
"EnumValue2"

// NOT Schema Compliant
"NotAnEnumValue"
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loT C|HtO|A HZE 4l o|HIE ZHE|
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212 A8 CIHHO|ATH 1R HHS $#sHEX| 2H SA ClHOlA THE ZSH 2 e O
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. C|HtO|A OJHIE
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T QML CIHHOIAR MSEIE BBULICL BY Quols M7 #7I9 Zo| +8E Aig x|
S mo|2=vt ZEEILICH ClutolA WS M&sy| s a1 Site S 2 =

04 SendManagedThingCommand API7t E£E|1 BHE Q30| C|HIO|A R M&SEL|CH

82 SendManagedThingCommandO|H 758t < 0|8 AI835t0{ HE M& 2 #ad
HSH FIAERE traceld FHE traceld &= UELICH.

SendManagedThingCommand API & 40]| CHBt XtA[EF LHE 2 SendManagedThingCommand& &=
M.

UpdateState ¢

ZHo| HAX|[= Alztot Z2 ClHO|A HEE O|0|ESE{™ SendManagedThingCommand APIE
S E£¢ M UpdateState ZHUS ALSELICEH oA YO|0|ESlE{= O|o|H R& SMdut M 22 XS
&fL|Ctparameters. Ot2H Xz T1F0OnTime2|E 2 YO|0|ESt= SendManagedThingCommand
APl &g E0{ELICI5.

"Endpoints": [
{
"endpointId": "1",
"capabilities": [
{
"id": "matter.OnOff",
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https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_SendManagedThingCommand.html
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"name": "On/0ff",
"version": "1",
"actions": [

{
"name": "UpdateState",

"parameters": {
"OnTime": 5

ReadState =]

D E Olole 2= £4o| 24| gt2 E 750 C|Hto|A ol 2|4l MEHE 7IX{2E{H
SendManagedThingCommand APIE S £ & [l ReadState 2 AISFLICt o= CfS S M2
A8% propertiesToReads QU &LICH

BO| AKX U=X| EE= THA J=X| onoff ERlst= S =[4l 22 17| e SH Olo|lH 2& &
12 NSt
ol
=—

C 7= Q4ALRH(*) 2 AL 5104 7|50f CHEt 2= C|HIO|A AEf 42 2l&LCH.

of2l oMol A= ReadState 2 AF23HE SendManagedThingCommand API 2 20| CHEt & A
LIZIRE 25 Eo{ELICt

"Endpoints": [
{
"endpointId": "1",
"capabilities": [
{
"id": "aws.OnOff",
"name": "On/O0ff",

"version": "1",
"actions": [
{
"name": "ReadState",
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"parameters": {
"propertiesToRead": [ "OnOff" ]
}
}
]
}
]
}
]
}
{
"Endpoints": [
{
"endpointId": "1",
"capabilities": [
{
"id": "aws.OnOff",
"name": "On/O0ff",
"version": "1",
"actions": [
{
"name": "ReadState",
"parameters": {
"propertiesToRead": [ "*" ]
}
}
]
}
]
}
13
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SEst= Bl 7| NEE ddste W0l E&LICH LEE Bl 7| NEE AHE5HH
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7t5tALE MEE EHOE 7|ESE BlAAE AM5tD EEZE = U&LICH IAM ZEoi Ef T A
d 2|01 CHEF HAM|A Kofol EfTE AEE = U&LICH

ME 2I5H AWS Management Consolel| Tag Editor= i1 & HM5tT 2Elste 5 88
SELICH RhAME 82 &2l 24 2ol Bjla HEY| &S & ZstM. AWS

= &Lt F° | Tags LEE A
X

= A
et 221 M2, Z2H|IXMY Z2 L Rt ZH 27 L over-the-air(OTA) Xz}
o

» CreateManagedThing

» CreateProvisioningProfile

CreateCredentialLocker

CreateOtaTask

CreateAccountAssociation

Ct

1jo

WHE ALE5tod EiZ 2 KIYetE 7IE ElAhL0l CHS EHIE FIH +=H, AAE = AU&LICH

« TagResource

 ListTagsForResource
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https://docs.aws.amazon.com/awsconsolehelpdocs/latest/gsg/tag-editor.html
https://docs.aws.amazon.com/awsconsolehelpdocs/latest/gsg/getting-started.html
https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_CreateManagedThing.html
https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_CreateProvisioningProfile.html
https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_CreateCredentialLocker.html
https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_CreateOtaTask.html
https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_CreateAccountAssociation.html
https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_TagResource
https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_ListTagsForResource

off i Z2l3 S8 AWS IoT Device Management JHErx} 7Ho|=

« UntagResource
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A EHAUE HE Ee HEELICH
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https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_UntagResource
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@ Note
IAM 20| R4 HEIAE 7| W 22 EfI 8 XIHE 4= UE 2laL o AHR7L e o2t
E{ Q! 2l 0 £ £0q GetCustomEndpoint AFE 2 =74 ZHEHAE

S|
7Lt 7-|—=|'—E|75| f&LIchol ™M E D XIH 7H5E 2laa @
Z X4 3 &F &R, over-the-air 2 )7} & ZE|X| &L7| HE

loT Device Management.

KEAMIEH LI 2 AWS Identity and Access Management AFFE M MOl Ef 1 E AFS8H HM| A K02 &
Z5MR. o dBAMO| IAM JSON 3 E X Ehplo M= IAMOI| A JSON 20| RHAlISH 20t M,

Q40| of, 4 U Byt 23lg s

o

| moz

CHS ol x| """‘—.._ CreateManagedThing & dof & 7tX| E{ 7|8t X 8H2 M S &LICH
MEtEl= IAM A8 XtE Chant Z &L

« Ef27} "env=prod"Q! #2[& AtES MEY = el&gLICHO| ool = & & ZE"aws:RequestTag/
env'" : "prod").

+ 71 El27} "env=prod"l B2 AH2 S S5 HLE M AT £ QIALICHO| oflofME B &
Z"aws:ResourceTag/env" : "prod").

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Deny",
"Action": "iotmanagedintegrations:CreateManagedThing",
"Resource": "arn:aws:iotmanagedintegrations:${Region}:${Account}:managed-thing/
x
"Condition": {
"StringEquals": {
"aws:RequestTag/env": "prod"
}
}
},
{

"Effect": "Deny",
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https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_GetCustomEndpoint
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awsiotmanagedintegrationsfeatureofiotdevicemanagement.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awsiotmanagedintegrationsfeatureofiotdevicemanagement.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_tags.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies.html
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"Action": [
"iotmanagedintegrations:CreateManagedThing",
"iotmanagedintegrations:DeleteManagedThing",
"iotmanagedintegrations:GetManagedThing",
"iotmanagedintegrations:UpdateManagedThing"

1,

"Resource": "arn:aws:iotmanagedintegrations:${Region}:${Account}:managed-thing/

"Condition": {
"StringEquals": {
"aws:ResourceTag/env": "prod"

}
iy
{
"Effect": "Allow",

"Action": [
"iotmanagedintegrations:CreateManagedThing",
"iotmanagedintegrations:DeleteManagedThing",
"iotmanagedintegrations:GetManagedThing",
"iotmanagedintegrations:UpdateManagedThing"

1,

"Resource": "*"

SR CHRIH 20| SR M EH1E SEM KIEE B 7lofl Chah 043 EHL 3E2 RIWE S UL

"StringEquals" : {
"aws:ResourceTag/env" : ["dev", "test"]
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SHoF & L|Ct.

ot2l=2 2|8t Amazon Kinesis A4

Amazon Kinesis A%3 EHA|

« 1EFA: Amazon Kinesis Cl|O|E{ AE 2] A4

« 207 HE EAM Y
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https://docs.aws.amazon.com/streams/latest/dev/working-with-streams.html
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HE M AN MMsEE TS
. B A MASE{H ol HAS AT JSON TE7|S AL 5104 BA Mol AHE T
S mEL

{
"Version": "2012-10-17",
"Statement": [
{
"Action": "kinesis:PutRecord",
"Resource": "*",
"Effect": "Allow"
}
]
}

IAM CHA|EEZ 0|5 5t2{H

«  IAMCHAIEEE L1 Q&g =g
REMIEH L& 2 AWS Identity and Access Management AH2 M A O] IAM 238 MM S EHE A
o

4EHAH: ALER X[E AE A ALS

AEXRF X AlE| MRS AL 504 22| S& 0] Kinesis OIO|E{ AE 2lof CHEF HM|A HEHES Foig

T U&LICH

st 2 £USIEE §{85H, Condition B2 ESE Ci2|Xt EXNME
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html#access_policies_create-json-editor
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html#access_policies_create-json-editor
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create.html
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"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Principal": {
"Service": "iotmanagedintegrations.amazonaws.com"
},
"Action": "sts:AssumeRole",
"Condition": {
"StringEquals": {
"aws:SourceAccount": "123456789012"
I
"ArnLike": {
"aws:SourceArn": "arn:aws:iotmanagedintegrations:ca-
central-1:123456789012:*"
}
}
}
]
}
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« 3EtA|: CreateNotificationConfiguration APl £ &

r

=l

o

=
(=)

i
o

U
fjo

MAMste{H OIS BAE [EAM L.
1EHAl: AF2 X}of| | CreateDestination APIE ££ & 4= /= Hdt 5o
o Ar2X0f|H CreateDestination APIE S8 £ Ql= H$t Ho

Ct2 MA 2 AF2K}7} CreateDestination APIE 53617 €

#els SEol CHet A E HErS Ao e{™ A8 HBMO| AWS MH[A0f HEE TEE £ =

AWS Identity and Access Management AF& A} &t 2048 HZEFHAM2.

{
"Version":"2012-10-17",
"Statement": [
{
"Effect":"Allow",
"Action":"iam:PassRole",
"Resource":"arn:aws:iam: :accountID:role/ROLE_CREATED_IN_PREVIOUS_STEP",
"Condition":{
"StringEquals":{
"iam:PassedToService":"iotmanagedintegrations.amazonaws.com"
}
}
},
{
"Effect":"Allow",
"Action":"iotmanagedintegrations:CreateDestination",
"Resource":"*"
}
]
}
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« CreateDestination API &
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https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_CreateDestination.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_passrole.html
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Amazon Kinesis CllO|E{ AE & I AET] HM|A 452 A6t

EL = A 215t S MASt & CreateDestination APIE &
5to & 2lo| et ElIE o3 a2 MMEtLICt DeliveryDestinationArn Z2HO|E{Q] A AH
Amazon Kinesis O|0|E{ AEZlarn2|E Al gLCH

{
"DeliveryDestinationArn": "Your Kinesis arn"
"DeliveryDestinationType": "KINESIS"
"Name": "DestinationName"
"ClientToken": "string"
"RoleArn": "arn:aws:iam::accountID:role/ROLE_CREATED_IN_PREVIOUS_STEP"
}
(® Note

ClientToken= BHEAM EZQILIC} XS0 SLUSH 22to|olE EZ

o3 o1 3) 02t 0IEIE AL
stof MZHoZ BRE QHS MATHH 57} U2 2%stx| o7 MAIZO| HZE

LICE.

CreateNotificationConfiguration APl 2 &

OFX|2f 2 2 CreateNotificationConfiguration APIE AM& 3104 MEHSH O|HIE %%‘% Kinesis Cl|O|E]
AEROR EANLE SR BtRE s = 22 748 Y YFLIct DestinationName Tt2t0O]
E{0{ A CreateDestination APIE MS S EE M SLE CH Ol S AP%E L{Ct.

"EventType": "DEVICE_EVENT"

"DestinationName" // This name has to be identical to the name in
createDestination API

"ClientToken": "string"
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https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_CreateDestination.html
https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_CreateNotificationConfiguration.html
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* DEVICE_COMMAND

Bt 2t 2 succeede

ol

 SendManagedThingCommand APl @& 9| A ENIL|Ct. &
L|Ct.

"version":"Q",

"messageld":"6a7e8feb-b491-4cf7-a9f1-bf3703467718",
"messageType" :"DEVICE_COMMAND",
"source":"aws.iotmanagedintegrations",
"customerAccountId":"123456789012",
"timestamp":"2017-12-22T18:43:487",
"region":"ca-central-1",

"resources": [
"arn:aws:iotmanagedintegrations:ca-
central-1:123456789012:managed-thing/6a7e8feb-b491-4cf7-a9f1-bf3703467718"

1,

"payload":{
"traceId":"1234567890abcdef0",
"receivedAt":"2017-12-22T18:43:48Z",
"executedAt":"2017-12-22T18:43:487",
"result":"failed"

« DEVICE_COMMAND_REQUEST

« Web Real-Time Communication(WebRTC)2| 2 @& elL|C}.

WebRTC &%
Hlo[EE ™
Z|E AEX
Mgt LHE2 WebRTCE HXE5HMIR.

EE|Ys -3 ELIct WebRTC £

r\l
q 2
o
Al
rok
=0
o2
lo
>

"version":"Q",
"messageld":"6a7e8feb-b491-4cf7-a9f1-bf3703467718",
"messageType" :"DEVICE_COMMAND_REQUEST",
"source":"aws.iotmanagedintegrations",
"customerAccountId":"123456789012",
"timestamp":"2017-12-22T18:43:487",
"region":"ca-central-1",

"resources":[

= failed¥

2 5 FLct 0|24t mloj= AAlZt HIC|L, 2C(|2 & &9
& 532 WebRTCE X|¥5t04 124 ZHIY of=Z 2|7 oMt

Z0] cHet Xt
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65


https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_SendManagedThingCommand.html
https://webrtc.org/
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"arn:aws:iotmanagedintegrations:ca-

central-1:123456789012:managed-thing/6a7e8feb-b491-4cf7-a9f1-bf3703467718"

1,
"payload":{

"endpoints":[{
"endpointId":"1",
"capabilities":[{

"id":"aws.DoorLock",
"name" :"Door Lock",
"version":"1.0"
1]
1]

 DEVICE_DISCOVERY_STATUS

« ClHto|A o] HA EHILICE.

"version":"Q",
"messageld":"6a7e8feb-b491-4cf7-a9f1-bf3703467718",
"messageType":"DEVICE_DISCOVERY_STATUS",
"source":"aws.iotmanagedintegrations",
"customerAccountId":"123456789012",
"timestamp":"2017-12-22T18:43:48Z2",
"region":"ca-central-1",
"resources": [

"arn:aws:iotmanagedintegrations:ca-central-1:123456789012

thing/6a7e8feb-b491-4cf7-a9f1-bf3703467718"

1,
"payload":{

"deviceCount": 1,

"deviceDiscoveryId": "123",

"status": "SUCCEEDED"

* DEVICE_EVENT
« C|Hjo|4 O|HIE &hefof| CHEh BT

"version":"1.0",
"messageld":"2ed545027bd347a2b855d28f94559940",

:managed-

ZEd Estoz DL EZEE= oHE 83
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"messageType" :"DEVICE_EVENT",

"source":"aws.iotmanagedintegrations",
"customerAccountId":"123456789012",

"timestamp":"1731630247280",
"resources":[

"/quit/1b15b39992f9460ba82c6c@4595d1f4f"

1,
"payload":{

"endpoints":[{
"endpointId":"1",
"capabilities":[{

"id":"aws.DoorLock",

"name" :"Door Lock",

"version":"1.0",

"properties":[{
"name" :"ActuatorEnabled",
"value":"true"

1]

1]
1]

 DEVICE_LIFE_CYCLE

 ClHtO|& =& F7|o| SEfILICE.

"version": "1.0.0",

"messageld": "8dle311a473f44f89d821531a0907b05",
"messageType": "DEVICE_LIFE_CYCLE",

"source": "aws.iotmanagedintegrations",
"customerAccountId": "123456789012",
"timestamp": "2024-11-14T19:55:57.5682846457",

"region": "ca-central-1",
"resources": [

"arn:aws:iotmanagedintegrations:ca-central-1

d5c280b423a042f3933eed@9cf408657"
1,
"payload": {
"deviceDetails": {

"id": "d5c280b423a042f3933eed@9cf408657",
"arn:aws:iotmanagedintegrations:ca-central-1:123456789012:managed-

arn":
thing/d5c280b423a042f3933eed@9cf408657",

1123456789012 :managed-thing/

TEE S8z BUHIEE O¥E w8
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"createdAt": "2024-11-14T19:55:57.515841147Z2",
"updatedAt": "2024-11-14T19:55:57.5158415597"

iy
"status": "UNCLAIMED"

« DEVICE_OTA
 C|HFO|A OTA L& QILICEH

« DEVICE_STATE
 C[HIO|A HEH7I HCIO|EEIRS Mo

"messageType": "DEVICE_STAT
"source": "aws.iotmanagedin
"customerAccountId": "12345
"timestamp": "1731623291671
"resources": [

"arn:aws:iotmanagedintegrations:ca-central-1:123456789012:managed-

thing/61889008880012345678"
1,
"payload": {
"addedStates": {
"endpoints": [{
"endpointId": "nonEnd
"capabilities": [{
"id": "aws.OnOff",
"name": "On/0ff",
"version": "1.0",
"properties": [{
"name": "OnOff",
"value": {

"propertyValue":
"lastChangedAt":

13
1}
13

=Lt

EII’
tegrations",
6789012",

n
4

pointId",

Il\llonoff\ll n ,
"2024-06-11T01:38:09

.0004142"
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https://console.aws.amazon.com/iot/home#/managed-integrations/intro
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AWS Lambda C2C H4E{Z M2
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https://docs.aws.amazon.com/lambda/latest/dg/welcome.html
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https://docs.aws.amazon.com/accounts/latest/reference/manage-acct-creating.html
https://docs.aws.amazon.com/accounts/latest/reference/manage-acct-creating.html
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https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_CreateAccountAssociation.html
https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_CreateConnectorDestination.html
https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_GetAccountAssociation.html
https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_StartAccountAssociationRefresh.html
https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_CreateCloudConnector.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awsiotmanagedintegrations.html#awsiotmanagedintegrations-actions-as-permissions
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awsiotmanagedintegrations.html#awsiotmanagedintegrations-actions-as-permissions
https://amazonaws.com/iot-mi/latest/APIReference/API_SendConnectorEvent.html
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https://datatracker.ietf.org/doc/html/rfc6749#section-1.3.1
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/mask-sensitive-log-data.html
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2. OHEZC|H ol ZTHEJCE = AssociationldE XE D %S5 AFEXIE EfAF ESHE 0| 2101 I 0]
X2 2lC|=MELCt

o Z|F MR R2OQIELICH B A A= 2CH0|E A C|HFO|A C|O|E{of CHEF HMIA
HEtE 2odghLcH

3. ElA ESHER HEt 2o I EE HAEELICH 23 AHEXA= 2|2 @™o ¢1ZdE I EE £ &
504 AWS loT Device Management Z3H& Z URIC| #2[E S22 EIC[RHMELICE

4. LEIY SES20| ZEE EHAF EHE EZ URIQF nEHEFLICH

5. EZ URI= HEt HEo{ I EE ZHAE5tD0 %5 A2 A E OAuth2.0 AAMA o A2 T E
EZg BtetEhuict.

6. ZZ|IYE ST AWS.ActivateUser XS Eal C2C HUEE SE50{ HAH AL S ES 2=
5t UserldE€ 7FX{SLICH

7. BEI3 S8e MZ st 215 H0|X|9 OAuthRedirectUrl( 7{HE] &% T Aol M)yS 12 o} Z 2|7
o|Mof gH&tehLct.

(® Note

ZHof7} gt AE 42 AWS loT Device Management2| 2|8 E&2 27 2
error_description #{ 2| Z}2t0|E{E URLO| F7}5t0{ 12 ofZ2|7|0|M0f 2F HE HE

g XN 3ELict
8. ITZHoZz|Fo|Me %|F AF2KIE OAuthRedirectUrl 2 2|C|2MgtL|Ct. ol ofZZ2|AH| 0| =
HE A== & Hml BHA[o| M 244 2] AssociationldE & 11 Q& LICH

ClHFO|A A Sl HE ME HE o ZHo| C2C HYUEE Sall EtAL 22t E E3 &0 CHEF AWS
loT Device Management2| 22|33 S&0M O|F 0T ZE & = OAuth2.0 HMA EZ
o| =& &Lt

CtS Ctolo{aR2 AE e £ 74 24 7ho| ZAHE EoiELCh

C2C 7B QB O] A & F2

8 el &2 HUE 2 255H7| sl A2l AWS Lambda 8loF 5H= 47HK| 2242 AWS loT
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1. AWS.ActivateUser - AWS loT Device Management MH|A & &2 & 20| APIE £ £ 75}0]

MZE OAuth2.0 EE1t (2=l MR o2 1T AL X AHEHXIE ZAMEL|CH 0] 2d2 MEHX
OS2 HE o T2 MAOCHEE 71 F AE S s=™8st= Ol AA8E = U&LICt
2. AWS.DiscoverDevices - AWS loT Device Management AH|A Q| #Z|& E&2 AFXto| C|Ht

O|AE M5t £I5H0| APIE FHUUE{of| S&38fL|C}.

3. AWS.SendCommand - AWS loT Device Management MH|A 9| Zt2[3 S&2 AFE Xl C|HFO[AO]

CHsH e ELi7| Q80| APIZ FHHE{o 3=38tC},

ocoo= -

4. AWS.DeactivateUser - AWS loT Device Management MH|A 2| 2|8 & 20| APIE FH4E]
E 3 E35t0{ MEt 01 MM HAZ 2 SHAE ALSAte| HMA EES HIFHSHELICH

_|_E°

2 223 SE2 AWS IoT Device Management 212 3l &4 JSON EAIE HO|ZEE AIEFl

=

04 Lambda & 4+& 5 &8 LICt AWS Lambda invokeFunction. 28 & I &= Q3 1 0|2E0
L

operationName ZEE Z 5ok & LICH RtA[EH LHE 2 AWS Lambda API F#ZXo| 7t S E8 X
St 2.

Zt

2| 22 2%z YHYEIN, 50| MustH 53] MAIZELICH

A

E A

ot
rot

F{HE{0]| CHEl 7345t = Lambdas 2% HO|2EoperationNamedAE &8 EM5t D sliY 7152
T24504 EfAL E2tR =0 O EELICH

public ConnectorResponse handleRequest(final ConnectorRequest request)
throws OperationFailedException {
Operation operation;

try {
operation = Operation.valueOf(request.payload().operationName());

} catch (IllegalArgumentException ex) {
throw new ValidationException(
"Unknown operation '%s'".formatted(request.payload().operationName()),
ex

);

return switch (operation) {
case ActivateUser -> activateUserManager.activateUser(request);

case DiscoverDevices -> deviceDiscoveryManager.listDevices(request);
case SendCommand -> sendCommandManager.sendCommand(request);
case DeactivateUser -> deactivateUser.deactivateUser(request);

1Y
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® Note

Z{E] JHERt= O™ of|Mof LIEEl activateUserManager.activateUser(request),

deviceDiscoveryManager.listDevices(request)sendCommandManager.sendCommand(zre
2 deactivateUser.deactivateUser &S

2ot OF ErL|Ct.

Ch2 o xlollAE B E T4 QlE{H oA CiEt 28 TE T}
5| ABELICH of Aol
E:

Z) A= HEl™E SEO| Uit AHHEH FEE &t
LY HEHY LE HOIREET 2F e WE 2 = ULt E sl
E &Y ClE{Ho|AN M SSHULICE
{
"header": {
"auth": {
"token": “ashriu32yr97feqy7afsaf”
"type": “OAuth2.0"
}
I
"payload":{
operationName": "AWS.SendCommand"
operationVersion": "1.0",
connectorId": “exampleld”,
}
}
712 23 3slH
7|2 sl E== ohgat Z&Lch
{
"header": {
"auth": {
"token": string, // end user's Access Token
"type": ENUM ["OAuth2.0"],
}
}
}
HHE 0l EARSHE 2 E API= CFg sl Zt2t0|E{& #2la oF & LCt.
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7|8 sl ¥ He

= T/ MBS AL AH
header:auth of {4 E 55 ol c2Cc H4EH
7t MSst= HE H#o ™
HlLct.
header:auth:token o EtAt EctRE SSA7F A
Stoof A=l AF2XIo| HEH
20 EZLICtconnector
AssociationID
header:auth:type ol Zeet Mt 2o RFULICH
® Note
Z{4Eol CHEt R E QEH = 2T AL8Xe| HMA EZO| HAAELICE 2|5 ALS KISt #2l™
S 12 7to| A" eAZo| o|0| et JHE = &LICt
LY HoIREE
it S 2oz 2E o= HOZETF U&LIC O HO|EEM= 2 &Y 30 Cigt )&
Loyt URIBH 24 HOo|ZEM = 4 EAL = 7|2 EE MET J&LICt
LE HolREE EE:
« operationName: X|HE @%HO| 5o Z  AWS.ActivateUser, AWS.SendCommand, 2t & &t
LIt ZF&LICHAWS .DiscoverDevicesAWS.DeactivateUser.
« operationVersion: 2 E X2 AlZHo| X|of w2t TSkt EFAF Z{AE{0]| CHEF Q41 QIE]
Ho|A HOlE MBS HMO| X|HELICH 228 S22 ZE QLU Ho|Z2E0 HH HEE

MEELc

« connectorlId: 2™0| M&E FHEE Q| IDYLICE.

C2C 7E] SIEH O~ & 75 81



off i Z2l3 S8 AWS IoT Device Management JHErx} 7Ho|=

7|2 84 s

2E Y2 c2Cc HHEUET7 @FE 4ot MEIE AEFS 2 & 2lst= AWS loT Device
Management2| ACK ZE2|&E S& QIHFRIO| 0d| QlL|C}.

{
"header":{
"responseCode": 200
},
"payload":{
"responseMessage'": “Example response!”
}
}
2E &Y 8= oS30 242 38 slid7} 4oof &t
{
"header": {
"responseCode": Integer
}
}
ChE Eolle 7|2 8H &lC7t LtdElo] /}&Lch

7|§ %:I- 3.|||:_| al "_"lE
T = Ll ME] AR Comment

header:responseCode of

O] 2 Mol P E Chet 7B QIE{m| O] A 2 API A 7|0 TR0 responseMessage e
Message EE7} &LICt O] EEE= C2C 7HHEE Lambda7Zt 278 & Ay = HEIAER S
st ol MEElE *"E—'.”‘—*. ZelLlch 712%0|H o||o| HEf A EE TeEfstes ZE LR LFE
MESt= HIAIX| 2f0| Z & E|o{of 200 & LICH.
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2d C2C 7H4YUE7I @™ E FAlIFIE 2 “=el"gtct= oI L ct.

SendConnectorEvent APIE A&3t FHHE{ 7t of2 S =0l AWS.DiscoverDevices
o AWS.SendCommand Ehdoi CHEt O|HIE R AFM o W& ClHIO|A OJHIE(: =852
2 7H1 5)8 E ™&sHok #Lct ol O|HE % 2 AFS Ated|of CHE REA|EH M=
2 AWS.DiscoverDewces ErQd 734, AWS.SendCommand 24 7342 EHE &R 5HAIA|
@SendConnectorEvent APIE AF&310{ C|HFO|A O|HIE H&,

0 & 501 C2C 7 E{7} DiscoverDevices L™ 2 = 215tH AWS IoT Device Management

ol HEE SE2 oM Holst 8 Aot S7Mo=E SEHY HWoR olofeLct JH g
DEVICE_DISCOVERY O|HIE 0| AWS.DiscoverDevices 224 T FCHH| HolEl H X2
SendConnectorEventAPIE £ &35l0F & LICt SendConnectorEvent 2 APl £&2 C2C 74K
Lambda AWS A X3 SZof| HM|AE = U= ZE XM LAHE = UESLICH AWS IoT Device

Management Z4 5 50| 4335t x| Z & LICH.

(® Note
Lot 2 C2C 74 E Lambda € SH
Q 7

Z| Xof SendConnectorEvent APl & 0|
T U&LICH O2HUo| &2 AZ EQ|of 7lgt

i S 2IEh HIST| 2= 2=FLCH
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ok rjr

« SendConnectorEvent - 7{lE{7} AWS loT Device Management API01 CHEHO| 22|18 S8 55
504 AWS loT Device ManagementOll CHEt #2388 S§ 22 C|HIO|A O|HIEE M&ELICEH

SetolM 518 ElS 0/HIE KB 37hRIE LI

» "DEVICE_DISCOVERY"-0| O|HE %42 &7 HMA EZ0f CHsll EtAF S 2t = LHOA A4
Zl C|Hto|& |5 & ™ME st o AbSsHok &LCH.
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« "DEVICE_COMMAND_RESPONSE" -0| O|HIE %fd2 B Ao Zut=2 7% C|dto|A o[
EE ™&ste ol AkSsloF ZLict.

 "DEVICE_EVENT"-O| O|HIE %42 ALEXt 7|8 BHE 2| XAl A7t ofil CIHHO|A 04| A Al
A El 2 E o[HEo| ArE3atiof E*L—IEP IE ClHtO|A & B HE EE= L &S ATl Ensts U
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AWS.ActivateUser Q1 34

AWS loT Device Management7t %|E ALEXt2| OAuth2.0 E2 0| AFS K AlHEXIE A A5
™ 22| SEAWS.ActivateUserOl 20| L fLICt of CHEt 22| S AWS loT Device
Management 2 2% 3l LHol OAuth EE8 MEstD HYEE7 SH HO|ZE0| MYMoz nRst

ASIH AMEXE ZeE WoZ G| ELICH Ol Y2 HE HE 580| ¥3¢&h = YdgLCh

CtE S52 43X AWS.Activate MAEXt &S FTIst7| {let HHE S LT AL S 7HEF6HA|

AEghct.

« C2C 74IE{ Lambda= AWS loT Device Managementoi| CH8H ZH2|& S 82| AWS.ActivateUser
Y ™ HAIXKIE AMeld = USLICH

« C2C 7{4E| LambdaE M3 E OAuth2.0 EZ0IM TR 5 MASX AHEXIE &g + UaLic &
H._"—.QE JWT EEQ Z2 EZ XtrolM FE5H7{Lt EZ0] 2lsh Tt 2o Mol LEE £ 2
&Lt

AWS.ActivateUser KT EZ=Z

1. 8 2™ S&2 CHS AWS loT Device Management HIO|2Z2EE A& 3504 C2C ZHHIE{ Lambda
Es

{
"header": {
"auth": {
"token": "ashriu32yr97feqy7afsaf",
"type": "OAuth2.0"
}
b
"payload": {
"operationName": "AWS.ActivateUser",
"operationVersion": "1.0.0",
"connectorId": "Your-Connector-ID",
}
}

2. C2C HHYEE= EZ0|M & EtAL E2lAA MHE #2|5t0{ AWS.ActivateUser SEOI| Z&E
ArZXHIDE Z™E L.

3. C2C HYEE 7|2 HO|RZE2Q} userId EE=
AWS .ActivateUser &% Lambda &0 & &L|Ct.

C2C 1E] QIEfH oI~ &Y 78 84



off i Z2l3 S8 AWS IoT Device Management JHErx} 7Ho|=

{
"header": {
"responseCode":200
1,
"payload": {

"responseMessage": "Successfully activated user with connector-id "Your-
Connector-Id.”,
"userId": "123456"
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stel 7
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40| M5t ClHtOlA AM Q%0 deviceDiscoveryId CHEH 2t & X 4
e
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Device Management AWS 24 A 8tL|C}

HEIE S x5 A8RIe &8 OAuthltE Z 86104 AWS.DiscoverDevices ¢
IE{IH|O| A E AF&3H0q CIHIO|A HM @& C2C 7{49E{accessTokenZ AWS loT Device
Management 2'2{L|CtdeviceDiscoveryId.
4. 7{4E{= DEVICE_DISCOVERY O|HIEoi| Z & & deviceDiscoveryIdE XM ELIC O] Of
HE o= HME %5 AM2Xto| ClHlo|A SE X 8 E|MH, SendConnectorEvent APIE
DEVICE_DISCOVERY O|HEZ A&3t04 AWS loT Device Management ?/8t #2|& S22 ™
&5Hok g Lct.
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6.

10.

11.

12.

C2C H4E| Lambda= AWS loT Device Management2| 223 S&oil CHEH ACK SE 22
(invokeFunction)d| 8E3tH, Ol= AWS.DiscoverDevices & @dof CHEH X 7|
SE g2 gLict #HEldE &2 ACKE S5l mZio|AH AIZHE ClHIO|A M = 2 M| Ao CH3H

|—
)
3
o
o3
)
[0 fo
IlI|)|'

o
F{UlE{= 2t %|Z A2 X} C|HO|AE Zt C|HFOo|A O] CHEF 2! ConnectorDeviceld
ConnectorDeviceName 7|5 211 ME X &304 AWS loT Device Management &= C|HFO|A
Aol HElY SEo R HEELIc

C2C HHElS ZME CliholA ARXUserTdol & MZELICH 2l44 Muf T80l wat Clttol
A S0l YULE T YT 552 244 MulolM HME 4 s

Ct2 o2 c2C H4YEE A4 AWS A S Y1 "DEVICE_DISCOVERY"Z MM El 2Hed mu}zt
O|E{E AF235109 SigV4E S35 AWS loT Device Management APISendConnectorEvent,
of CHEt #2ld 82 &8 LICH AWS loT Device Management connectorDeviceld,
connectorDeviceName 2 et Z2 C|HIO|A Y m2tO|EHE E A[ElLICtcapabilityReport.

-  EBlAA M SEof ek 2o 2k AWS loT Device Management2| 2% Sghof gredof

S04 B|AA A0 £ E AR KL AME C|HIO|A 220 Ch3t HO|X| O1Z 20| 9
749 7t Z2o|| i3 statusCode MEtO|EIE AFR o|'0=| 7i&d DEVICE_DISCOVERY &4
OHIEE H'H = U&LICE3xx. C|HIO|A MOl ot & Tl 501 AL 5,6, 7TEHHE gh=grL

o™ SR 23 AS K| ClHIO|AE AMRMCH= L EIE T ZHoi|H| AWS IoT Device
Management 2 L|C}.

C2C {4 E{7} statusCode I}2}0O|E{7} 2002 2 C|O|EE DEVICE_DISCOVERY %% O|HIE
E M&sle 42 el S22 1A Clhtola AM I EZ 22 E L EIL|CH

/A Important
Hots B 6EAH ol 7~1MEHE & = USLICH H|E S04 EtA E2SHEFO| 25

A8} CIHFIO|AE LIYSHE API7E e B C2C ZHHE| LambdaZl LEHAOI ACKZ &
EfSendConnectorEventst”| ol DEVICE _DISCOVERY O|HEE 2 ™M&sh £ 9l&
L|C}.
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AB0I ClHolA ZAS S0I8HH| 37| QI8 C2C HUEIQ| 27 A ZHerst M
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Ct.

« C2C 7{4E{ Lambda= AWS loT Device Management A4 @& MA|X|E 25t
AWS .DiscoverDevices Zg XZIE 4 U&LICEH

- C2C HYEE H4YE S50 AWS AH™ M8 E|E2| Xt ZHES A8 5104 SigV4E S35l AWS loT
Device Management APIsOl| CHEH #E|d S 2 S £& =+ JU&LICH

C|HIO|A ZAM =2 H|A

Ctg EHAH0l A= AWS loT Device ManagementE 2|8t C2C H4YH L #E[& S&2 AHE§t ClHt o]
A QM T2 MAE 7HEFSHH A-ELICE AWS loT Device Management

ClHFO|A AAM T 2 MA

2|3 S8re Clbols ZHMg EalE LI

rk

CS JSON HI|O|2EZ DiscoverDevices AF23510{0{ POST & EHL|Ct.

/DiscoverDevices
{
"header": {
"auth": {

"token": "ashriu32yr97feqy7afsaf",
"type": "OAuth2.0"

}

},

"payload": {
"operationName": "AWS.DiscoverDevices",
"operationVersion": "1.0",
"connectorId": "Your-Connector-Id",
"deviceDiscoveryId": "12345678"

}
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{
"header": {
"responseCode":200
1,
"payload": {
"responseMessage": "Discovering devices for discovery-job-id
'12345678"' with connector-id “Your-Connector-Id™"
}
}

3. ZHHE7I ClHiO|A AX O|HIEE M&ELICH

« C}2 JSON HO|ZEE /connector-event/{your_connector_id} AH&35t040{ POST
Mg Bt

AWS API - /SendConnectorEvent
URI - POST /connector-event/{your_connector_id}
{
"UserId": "6109342",
"Operation": "DEVICE_DISCOVERY",
"OperationVersion": "1.0",
"StatusCode": 200,
"DeviceDiscoveryId": "12345678",

"ConnectorId": "Your_connector_Id",
"Message'": "Device discovery for discovery-job-id '12345678' successful",
"Devices": [
{

"ConnectorDeviceId": "Your_Device_Id_1",

"ConnectorDeviceName": "Your-Device-Name",

"CapabilityReport": {

"nodeId":"1",

"version":"1.0.0",
"endpoints":[{
"id"."1iv,
"deviceTypes":["Camera"],
"clusters":[{
"id":"0x0006",
"revision":1,
"attributes":[{
"id":"0x0000",
1,
"commands":["0x00","0x01"],
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JHeER 7Hol=

"events":["0x00"]
1]
1]
}

DISCOVER_DEVICES O|H Eof| Ci$t CapabilityReport T4

2ol Ho|E o|HE =M 8 & QX 0| AWS.DiscoverDevices 20 CiEt SEH S Z AL E|
= DISCOVER_DEVICES O|HIEo|M 21 El 2 & C|dto|A0l= Y ClHtolA L] 7|5E HBst=
CapbilityReport7t & 2 g L|C}. 'CapabilityReport= AWS loT Device Management C|HFO|A 7S 0f| CH

ot 2™ S 2 Matter =+ FASE L E{ELICEH * CapabilityReport "0l Ct& EEE XS

Ct.

« nodeld, 2AtY: CIS2 X &5t

* version, EAtA: HEE WL A7 B0

C|

[

tO|lA =Eof AHXIILICt endpoints
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o
=
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>
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lo
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3ok Ll

« endpoints, List<Cluster>:0| C|H}IO|A QIE X QIE 0f| M X[ 3= Matter Data Model 2] AWS T34

==t

.« id, BRI HUE] HLRITE MHE AT QIE AR}
E

7t Z4X3l= C|HO|A 8 =5, & "Camera".

« clusters, List<Cluster>:0| IE Z QIE 7} X|#5t= Matter Data Model2| AWS 3 =5 QlL|C}.
=

e id, BXY: Matter ZZ0f HolE

 revision, E%: Matter ZZF 01| HO|E EHAE 71 HE QLI
« attributes, Map<String, Object>' = EF0|AM Holgt AlEX U fEF 2t & S A
X & SHE TARH ClHbO|A AFE] Zhol B lL|Ct.
« id, 2XIY: Matter Data Model2| AWS T340 2|51 HO|El &4 IDILIC.
 value, Zix: £ IDE HO|El &9 ?EXH rduct g R Sdof ek HEE = U
&L value EE= ZF £40i CHEH A58 ALEFO|H 7{=E] LambdaZt 248 Soi| TARH 2 EN
E 2olg £ = ot & E|o{of E*I—lEP.
« commands, List<String>: Matter £ &0 & o|El CH2 0| FHAEE X|H5t= B IDs.

« events, List<String>: Matter &0 Ho|&l CHE 0| FHAEE X|H5t= O[HIE IDs.
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AWS.SendCommand ¢4 T3

AWS .SendCommand % ¢{& &3l AWS loT Device Management2| 2|8 &2 2|5 AFEX}7}
AWS 142 Sal| A2t HHEE 2lAA MHE S = U&Uch 2laA &

MY Z=O| /U= 048] K8l CIHIO|AE X|HE = JU&LIcH HH A-2 AWS o
Management2| Z2[& S& 0| 'traceld'E AIE35t0{ P A LEE EUH= HIST| ZEMAE, 7
HE{= 'SendConnectorEvent' APIE S35l &2 | 2
AWS loT Device Managementl| # 2|8 &2 2l4AA M7 BHEO| = AER}
O] AAEIRZ 2 BtEA| LIEHLH = 242 of L ct.

2 ﬂIIO

42
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0 0

CHS Clolo{a @2 (& MRV ol ZYE 7ed 1 ot= oilxet &7A BY Al s &8 EoiELICH

1. =[5 MHE8XE AWS TZ{o| ol Z2[7H|0|ME AHE5tod ZFE 7= HES EHLICH

2. IS %|F AEXO| ClHo|A HEQL &M AWS loT Device Management®| 2H2|& S&Hol| &
MEE HEFLCH

3. HolE S22 BE SEH2 MHIAR CHA| Elle St HYE{7L AL E "traceld"E& A ELICH

4. AWS loT Device Management2| Z2[& S& 2 AWS.SendCommand %] QIE{H[O|AE AL S}
o B ¥ HYEHE EHLIct
« 0| QIE{Ho|A|AM Xo|st HOo|ZE & C|Hto|A AlEEX}, Matter endpoints/clusters/

commands2 2 SAEHE ClHEO|A BE, 2(& AFEX2| AMA EZ & 7|6t 2 mteto|E
2 FEELULL

5. FHUE|E Had 2E0] traceld ZTEEE X ELICEH

.« FUEE PEIY SF WY 28 Blas Mo MHE "AloR W
6. FIEE M3E 25 AHEXIe| M A EZ2UserIdolM 7HR{Qt BR3n}t 04748t |C}.

a. £HZO| BES ALRSH0I ElaA Mol HASHHLE IWT U RALE E20| ZP AMA

{3 N2 E3 MR FEof mat ZabELc
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b. T2 Elh
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b. I3 CIS BE[3E 32 0|= 124 o= 2|FH 0|2 CFA| 23| 0|EHL|C}.

9. LC|HIO|A T} HX|H 2|AA Mol iE C|HIO|A O|HIE

10. 2|AA M7} C|HIO|A O|HEE FHUE|2 EHL|C

11. FHUE= 2lAA Mol A MAE ClHIO|A OHEES
DEVICE_COMMAND_RESPONSE O[HIE &¢{ @%io 2 wd#hst|c},

12. 7HYE{= &2 "DEVICE_COMMAND_RESPONSE"Z At&73t0{ SendConnectorEvent API

_|_

Z7| E0o|M AWS loT Device ManagementOl CHEt # 2|3 S& oA traceld M335=E
O

13. 2 S2S DI 2B ASAS| ClutolA Aef HZBS YRILICH
8 orz2

14. TZHS C|HIO|AL| ZHO| X USE 2T AFE R0 A L 3Lt

(@ Note
2las M o] el Aloi
zjo| ZHE LI of7lolle
E Lot

Bt C|H}O|A 3 o Ol 22 HA|X|E X267 {IEt 2
BHo| SYEt referenceld& ALEstE HIAIX| RHAIZ 7 £ 7

CluhOlA B3 MBS 913 C2C HUE 27 AHg

S=e 43Ol ClHtolA T MBS 805t 5t7] 9/8t C2C HHEIo| 27 AE S ZHetat A

C2C 7{=E{ Lambda= AWS loT Device Management0d| CiEt 2t 21%8 &2l AWS . SendCommand
2 2™ HAIXIE MEIE = UA&LICH

e C2C HYUEE BIAA MHZ MEEl Hade FX5t 1 XASH traceld' 2 O Z! sl oF &L}

« C2C HHYHE SE5t= o AWS A At AWS X3 ZHE AL&35t04 Sigv4E S35 AWS
loT Device Management A{H|A APIO|| CHEE #E|1E S§2 58

ol
m I“
rir
o |

=

0%

==
S

e
o

2 HHS HUAEE S ELICHO|T Clolo{a ol 45| & X).
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/Send-Command

{
"header": {
"auth": {
"token": "ashriu32yr97feqy7afsaf",
"type": "OAuth2.0"
}
},
"payload": {
"operationName": "AWS.SendCommand",
"operationVersion": "1.0",
"connectorId": "Your-Connector-Id",
"connectorDeviceId": "Your_ Device_Id",
"traceId": "traceId-3241u78123419",
"endpoints": [{
"id": "1",
"clusters": [{
"id": "0x0202",
"commands": [{
"oxffol":
{
"Qx0000": "3”
}
1]
1]
1]
}
}

2. C2C 7{4E| ACK H&(FHDE{7} AWS loT Device Management Service2| 22/ S8 22 ACK
E T™&st= o|r Choloa ol 7EHAl F X).

"header":{
"responseCode":200
b
"payload":{
"responseMessage'": "Successfully received send-command request for
connector 'Your-Connector-Id' and connector-device-id 'Your_Device_Id'"

}
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3. FH4E{E= Device Command Response O|HEE & LICHO|T Ctolo{a ol 11EHA| & X).

AWS-API: /SendConnectorEvent
URI: POST /connector-event/{Your-Connector-Id}

"UserId": "End-User-Id",
"Operation": "DEVICE_COMMAND_RESPONSE",
"OperationVersion": "1.0",
"StatusCode": 200,
"Message": “Example message”,
"ConnectorDevicelId": "Your_Device_Id",
"TraceId": "traceld-3241u78123419",
"MatterEndpoint": {
"id". "1",
"clusters": [{
"id": "0x0202",
"attributes": [

{
"@X@@@@" : II3II

1,

"commands": [
"Oxffo1l":

{
"@X@@@@" : II3II

]

@ Note
HE Mo Z QI C|HFO|A & El B33 2 SendConnectorEvent APIE &3l S
& DEVICE_COMMAND_RESPONSE O|HEE =AIg 77} X| AWS loT Device
Management2| 2 2|¥ S0l BtIE|X| et &LICH &, #EI- S8 0| 0|7 3EH7|0d| A Of
HIEE ¢ 4AIE M7HK| HEE 2 & 8H0| H3 2 LIEILI=X| o{F of ZtA|g10] C|HtO|A
SEfl= Yolo|EE|X| f&LCt
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AWS.SendCommand L0 Z&E 5 'HEZQIE" 5H{Ad

elE SE2 clhtola A Jof| 21 E ClHtolA 7|5E AF&36to{ ClHO|ATE B = Qe B™Y
£ ZA™ELIct 2 E C|HOlA 7|5 & Matter Data Model 2| AWS T3S S5 E 12|22 2E £4
BH2 XHE SHAE Lo 'EH Eeo M ohMELICH Y E= 'endpoints' EEE T & &44504
e Matter BHES A™st T SHHE BHO| ClHIO|AN EESHE S #Hete MUo| /et Lk

2ot
O 2 0| Matter CIO|E{ 2R S # API 2F o2 HEtst= Ae oOlghLct.

1 30| M™ME F FHE = Matter Data Model2| AWS T340 2|5l | El '&+d'0| ZAnt

Moz HALIR=X| FELICH I3 ChS ofe{eh 8 AL 2 API2t &7H & E AP
DEVICE_COMMAND_RESPONSE O|HIEE &3 AWS IoT Device Management2| Zt2|& &0l £
T EL|CtSendConnectorEvent.

CHS ol Xl AWS.SendCommandHO|2ZE0f| Z &t E A EZQIE ZIEE 1EgiL|C}.

"endpoints": [{
"id": "1",
"clusters": [{
"id": "0x0202",
"commands": [{
"oxffo1":
{
"QOx0000": "3”
}
1]
1]
1]

(® Note

ClHtO|A T} BFY 2 AE(0: A71/117])7F o4E] 7|52 AMo{E £ YT E of{ A=
ZQEE MOl BROl: Y 77I/117| X AEZH 7H7|/117])0| IDE BHEE
HIE 7SS 2 EtR*Este ol ASELICH

b. ZAEE "0x0202"(H HHEE Ze{AE)id2 MAsLICH
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2. 0424 X-IEI_% A—|X-I%I-L_||:|._

a. JBIAEXE "Oxff01"(01|k| o|sh &Elf HH|0|E HH)=Z YT LICH AWS.
A

a. & AYHXtE "0x0000"(FanMode £4)2 2 MM gfLICt

b. &M US"I(ES W ET)22 MY
2" S 2 Matter Data Model2| AWS #S 2 HZstH Holk|X| et2 F 7HX| “ALS A X" &
H R8 2l ReadState X! UpdateState WHES 789|§ &LICH Matter Ho| 2HAE S8 7t A
HM5t7| {8l 2Hel3 S& 2 UpdateState(id: 0xff01) 5= & ReadState(id: 0xff02)AWS . SendCommand 2t
ZAE B IDsQt E A YOO|E S HLE ¢ o-|o|= ste 40| sl mtetn|EE A8 stod HEEHE T
S ELICH Matter Data Model2| SiE AWS T340l ¥Z 7Hs(UHI0IE Jhs) = EM 7hs(9471 7t
5)22 ™ E £doi chs 2 Clutola ol il olzfet BEE 588 = JU&LICH

SendConnectorEvent APIE A2 35104 C|H}O|A O|HIE M&
CIHFO|A A|ZF O|HIE 72

SendConnectorEvent APIE AWS.SendCommand 2! AWS.DiscoverDevices 24of HIS7|XH 2
2 8Y3ste ol ASE|X[EF CIHIO|A AlZ O|HIEE #E|™ S0 &2z oz AFSE LT ClhtolA
Az O|HIE = AL& X} AlZF H7E glo| ClHO|A MM HMHE 2 E O|HIER Holg = &LICt Of2q8t
C|HtO|A O|HIEN|= C|HFO|A HEH B8, 2 M ZHX|, HiE{E| &3 So| Z&E &= X[ olof S&tHE|
K| et &LICt DEVICE_EVENT 241t &7 SendConnectorEvent APIE At&35t0{ O|248t O|HIEE
el SEe R CHA| B £ /e ot

e

CtE dMoME 7HEol dx|E AOLE FHHIEHE o2 ALE35toq |28t O|HIE S| 2] s & & KIA|S]
[m]

ClHto|A O|HE 3 E2

1. ZHEE SlAA MHE MEE|lE O|HEE MMl ZMHE A XR|ELct
2. BlAA MHE o|HEE ®2|5t1n c2C HEE{ 2 M&EhL|Ct.

3. 7{4E{=0| O|HIEE AWS IoT Device Management DEVICE_EVENT QIE{H0|A 0| ZHE2|& S
o2 #EtgrLCt
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4. C2C 7H4YE|= &
E

| "DEVICE_EVENT"Z M%El SendConnectorEvent APIE At231040| C|

9'|_
|0
|.|'|_|I

HFO[|A OftHl =3 M&ELICH
5. #Eld g2 & s Mgstuo| o HEE 1ol A ChA| MEELICH
6. 20| OHEE +4lstod AL A AHXIE Soll ALSAHO|H EAIRFLICH

SendConnectorEvent APl Zdoi| CHet XtA[EH LHE 2 AWS IoT Device Management APIE 2 E2[
S & Z otLiA{SendConnectorEvent 2| MME R XML,

C|HtO|A A%} O[HIE 7 AL
CtS2 ClHHO|A A% O|HIEOf CHEF 3 7HX| 2 7 Ab LT

¢ C2C HYE 2laAE= ElAA HH{O|A HIS 7| C|HFO|A OftH

g
« C2C 7H4H 2l&a4 = C2C HHHE SSot= Ol AWS AE AL8 &= 2| AWS AHH of
04 SigV4& &3l AWS loT Device Management AH|A APIO| CHEF B EE S& 2 &5 + Uo{of
gLt

Ct2 of|X|of A= SendConnectorEvent APIE £38H C|HIO|AO|A A|ZHEl OJHIEE TMEF
Hoi&EL|CtH

rr
il
1
n
M

AWS-API: /SendConnectorEvent
URI: POST /connector-event/{Your-Connector-Id}

"UserId": "Your-End-User-ID",
"Operation": "DEVICE_EVENT",
"OperationVersion": "1.0",
"StatusCode": 200,

"Message": None,

"ConnectorDevicelId": "Your_Device_Id",
"MatterEndpoint": {
"id": "1",
"clusters": [{
"id": "0x0202",
"attributes": [
{
"Qx0000": "3"
}
]
1]
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]

CHS X0l M ChEs 2 = + U&LICH

« ID7t 121 C|HtO|A ANEZQIE M 7HK{ZLICEH
- O| O|HEQ BEAE C|HO|A 7|52 ™ Mo EX| 2 HAEF #2450 E2{AE ID7F 0x0202 L]

. HZAE -’—H\-’SQ—I IDE 0x0000|04 E2{AE Ljo| ™ 2= A& #240| U&LICH High 2fo 22435t
04 Zt 322 00| EE|&LICE.
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GetCloudConnectorg AF&35t04 2[5t E 7|ELE EEHE

%

o

15 OF & L|C}1ambdaARN. Lambda X}
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H O|MI Zo| Mo 2 T HE|X| t&L

XARNE Lambda.get_function_url_config AP
0{ A CloudConnectorIdol SMo =z MMAE £ Q
Ct.

AWS .DeactivateUser &fed 134
AHE XL HIEEE T2

T ZHO| AWS T AT E AMIstHLE 21T ALSREIE A[AEI| 7EE AWS T of AJAR0|M 14
sixlsttdi= B2 MSE ALSA AMA EE S HIFE G3tsl{or fLICH F AL AtElo M 2E[E SEE
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otz Ol0IX[= AlARIUIM %|F AL A AE 2| A E sHAlstE SHE 2odELIC
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1. AFEXHS AWS TZ0| HIHT C2C HUE|St I EFAF HEH Sod A ZHoll 917 sl Z2 A
AE Azt

e JuserQ HMA EEL2 2FO| F|{of =&
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T

«  O|E So{ HZEX| 2 MER AHEL| OHEE=E et

Z|X| etotof g L|CAWS . DeactivateUser.

Cfol4 BEIE S3oz T

o

5. et 20 MH7I HMAE F[AstD SHE C2C HHEUEZE ChA| ERL|CH

6. C2C FYE{= AWS loT Device Management0f| CiiEt Z 2|3 S8 2 ALEXto| HMA EZO| F4
Z|RICHE ACKZ & EHLICH

7. Eld S eldas Mo AAE £|F AR ARE ZE EAAE AXELICH
8. HEIE 2 T0H ACKE TS stod A|AHT HAE HE 40| AXEIRES SEILIC
9. T2 2|E MERH E3HEFM AH0o| A2 S EIRE S LEILICH

AWS.DeactivateUser L7 Atg

« C2C 7{=E{ Lambda &£ AWS.DeactivateUser 2 & 2|5t7| Y&l ZEl&E EE 2 EE
™ HAIRIE = 4AIEHLICEH

. C2C 7Bl MBE OAUth2.0 E2 T M3t 204 Muf L§ ALSAFS| 81T MZ 18 E28 %48
of BfLICt.

Ct=2 HUYE{7l =418 AWS.DeactivateUser2% 9| of| IL|Ct.

{
"header": {
"auth": {
"token": "ashriu32yr97feqy7afsaf",
"type": "OAuth2.0"
}
3,
"payload":{
"operationName": "AWS.DeactivateUser"
"operationVersion": "1.0"
"connectorId": "Your-connector-Id"
}
}
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C2C H4EH 25

AWS Lambda B AF&5HH 2|44 7|8 HHM0| LambdaB SEE 4 U AFSRIE 8018 £ sl
' S0l Bl44 HAME S8 C2C 7

Ck. AWS loT Device Management2| # 2|8 S&2 0|22 2|H
HIE] Lambda& 2 &5t S 518 AWS AMH|AsHOF

2 HEto

ﬂ

2| A8 CHEO ol= ElAA MAHE c2C ZHHE| Lambdaol e1Z2¢stL|Ct. ol A st
Lambda &+ & W&ty 2ol MBELICE o] HAol=o Ar8MEE o8t AFZXRIZ P
KMgtconnectorIdste= Ol 20| £l= Condition 717} £ & k|04 U&LICEH

lo
H
RS
of
oHIl

"Version": "2012-10-17",
"Id": "default",
"Statement": [
{
"Sid": "Your-Desired-Policy-ID",
"Effect": "Allow",
"Principal": {
"Service": "iotmanagedintegrations.amazonaws.com"
.
"Action": "lambda:InvokeFunction",
"Resource": "arn:aws:lambda:ca-central-1:your-aws-account-id:function:connector-
lambda-name",
"Condition": {
"StringEquals": {
"aws:SourceArn": "arn:aws:iotmanagedintegrations:ca-
central-1:444455556666:account-association/account-association-id"

DE 22 ST APIs 3 E3tt{T AWS sigv4 215 0| EEfLICH Sigv4= A4 AWS HH SBE A
8735101 AWS API 2HE 2IE57| fla ZZE 20| MEELICH 2™ SE APIsE ZE5t= Ol AFS
st= IAM A& ol= APIE APIs

"Version": "2012-10-17",
"Statement": [
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{
"Sid": "Statementl",

"Effect": "Allow",
"Action": [
"iotmanagedintegrations:Your-Required-Actions"
1,
"Resource": [
"Your-Resource"
]
1]
}

Ol M2t Z7tol ChE KtMIZH LIS 20| 2OlsHAIAIR X|2,

C2C 7H4YEH =& HAE

C2C 7{4iE{ end-to-end& =S 22 HAESIZ{H D21} 2|5 ALEXE 25 AlE 8| ol4stoF &LICH

- E|AEStE = HYEE X|H5t= AWS Lambda ARNIL|CE.
. Z2IRE ZEE 0| OAuth 2.0 AF2 X A E E|AESHLICE

« AWS loT Device Management2| 223 S&fol SS& 7{HE{LICH RtAIEH L& 2 C2C(Cloud-
to-Cloud) 7{<E{ AFE EHHE FHESHAAL.
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C2C 7H4EE A 8ot B A

1. CreateCloudConnector

« AWS Lambda ARN: HHIE{0l| S S 2 AWS Lambda & 2| Amazon 2|24 O|F(ARN)
2 X|™Ect

P|SQ|' AStE AWS Lambda &£ El

Hol| M CreateCloudConnector APIE &35l SE& AWS Lambda ?:. —’r—

& SeolM AHYEE MMt S LS AWS H &0 T
5 74 5

& =
7t HHZE[R=X] iﬂ*c’._l.i.*L—IEL SEE AMgst| flsl ZReH HEEH ID7HET

l',-l

m
5%
i >
r
n

A Z CreateCloudConnector APl 27 2! 2E&t:

Request:

{
"Name": "CreateCloudConnector",
"Description": "Testing for C2C",

"EndpointType": "LAMBDA",
"EndpointConfig": {

"lambda": {
"arn": "arn:aws:lambda:us-east-1:xxxxxx:function:TestingConnector"
}
3,
"ClientToken": "abc"
}
Response:
{
"Id": "string"
}
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https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_CreateCloudConnector.html
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0z
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o
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® Note

o| Mx}o| E 0] 2 GetCloudConnector, UpdateCloudConnector,
DeleteCloudConnector 2! ListCloudConnectors APIsE At 8fL|C}.

2. CreateConnectorDestination

FHEE{ 7l EIAF S22 UA EctREQ Eot 482 MHS= O st MY 2l oI5 X1 SHE

MB35 CHY S FHELICH CHA S AFR5H04 T8 204 URL, Q15 |7 & XtH 5 X2
Z 58 OAuth 2.0 Het 2o M8 MEQN ZH2 2|8 E& 0 ElAL I R4 SHE SE&L|CH

AWS Secrets Manager.

M E=A

ConnectorDestination2 244351 7| ™ol CtS & £&alof &L|Ct.

+ CreateCloudConnector APIE &350 ZHHE{E MEELIC &7t BHetsl= IDE
CreateConnectorDestination APl £&0i A2 ElL|C}.

« B Q| 3P ESHE O] tokenUrl CHEHE AMELICH (authCodeE accessToken2 2 W EHE
T J&Lict)

o HHEQ| 3P ESHE 0| CHE authUrlE AMELICH (215 AFEXt= ALEX 0| S E AIE
5tod QIEE =+ &LCH.

- HHo| Eot &5 EE|XRIM clientId & clientSecret (3P ESHE0IM)E AL ELICEH

A Z CreateConnectorDestination APl 2% 2! 2&:

Request:

{
"Name": "CreateConnectorDestination",
"Description": "CreateConnectorDestination",

"AuthType": "OAUTH",
"AuthConfig": {
"oAuth": {
"authUrl": "https://xxxx.com/oauth2/authorize",

C2C(Cloud-to-Cloud) IE] At 102


https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_GetCloudConnector.html
https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_UpdateCloudConnector.html
https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_DeleteCloudConnector.html
https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_ListCloudConnectors.html
https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_CreateCloudConnector.html
https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_CreateConnectorDestination.html
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"tokenUrl": "https://xxxx/oauth2/token",
"scope": "testScope",
"tokenEndpointAuthenticationScheme": "HTTP_BASIC",
"oAuthCompleteRedirectUrl": "about:blank",
"proactiveRefreshTokenRenewal": {

"enabled": false,

"DaysBeforeRenewal": 30

}
}
iy
"CloudConnectorId": "<connectorId>", // The connectorID instance from response
of Step 1.
"SecretsManager": {
"arn": "arn:aws:secretsmanager:*****:gecret:¥**FrEk*N,
"versionId": "**kkkkkxn
iy
"ClientToken'": "**x"
}
Response:
{
"Id":"string"
}
SoleC ha MM 5B
® Note

o| Mo E o et GetCloudConnector, UpdateCloudConnector,
DeleteCloudConnector &! ListCloudConnectors APIsE AF&&fLICtH.

3. CreateAccountAssociation

AS %|B AEXIO| EFAL 2EIR2E A-ED 7HEE] CHA ZHo| A2 LIEFLICH oA g M5
I X5 AESKE M|l Setol (dZ2slH 18t 42 IDE Sl ClHO|AN| HMAE 4= Q&L
Cl. ol S&2 Sall ClHIO|A ZAM HE M& O|HE fAlolgte M 71X 2 7Ies2 A8E =+
U&Lct

M =7
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AccountAssociation2 MA45t7| Mo CtS

mo
Hu
oL
o

o
T
[l

» CreateConnectorDestination APIZ
CreateAccountAssociation APl &0

» CreateAccountAssociation API&

M Z CreateAccountAssociation APl 2% 4l &t

Request:

{
"Name": "CreateAccountAssociation",
"Description": "CreateAccountAssociation",
"ConnectorDestinationId": "<destinationId>", //The destinationID from

destination creation.
"ClientToken'": "**x"

}

Response:

{
"Id":"string"

}

@ Note

o| Mo E o et GetCloudConnector, UpdateCloudConnector,
DeleteCloudConnector 2! ListCloudConnectors APIsE AFE&fLICtH

AccountAssociation0| = GetAccountAssociation 2 ListAccountAssociations APls. 0|28t APIs
40| MENE E0{ZL|Ct. StartAccountAssociationRefresh APIE Al25tH MZ T & EZ0| ot
Z & M AccountAssociation 2EHE MZ & = U&LICH.

4. C|HO|A M

7 BElg AFEe Y HE t|0|E+ Wt 22 ClubolAd M BE0f LI ClolE
A =

=
IRl 2 Z2™7| E£= O f32| C|HIO|ARIX] 0
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https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_CreateConnectorDestination.html
https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_CreateAccountAssociation.html
https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_CreateAccountAssociation.html
https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_GetCloudConnector.html
https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_UpdateCloudConnector.html
https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_DeleteCloudConnector.html
https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_ListCloudConnectors.html
https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_GetAccountAssociation.html
https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_ListAccountAssociations.html
https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_StartAccountAssociationRefresh.html
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LIERHL|CE. 3P C|HFO|AE ZAMSt 3P C|HHO|A0] CHEF managedThingS i +d5tE{™ of
el EtAHIE =MCH 2 h2kok ghulc,
a. StartDeviceDiscovery APIE £ &35t04 C|HIO|A ZHM T2 MAE AIZFELICH
MZ StartDeviceDiscovery API 24 3! S
Request:
{
"DiscoveryType": "CLOUD",
"AccountAssociationId": "**Fx&x",
"ClientToken": "abc"
}
Response:
{
IIIdII: Ilstringll’
"StartedAt": number
}
b. GetDeviceDiscovery APIE Z2&35l0{ Z2M T Z HAO| AEHE = QlghL|Ct
c. ListDiscoveredDevices APIE &350 AME C|HIO|AE LIFEELICH
MEZ ListDiscoveredDevices API 2% & &
Request:
//Empty body
Response:
{
"Items": [
{
"Brand": "string",
"ConnectorDeviceId": "string",
"ConnectorDeviceName": "string",
"DeviceTypes": [ "string" ],
"DiscoveredAt": number,
"ManagedThingId": "string",
"Model": "string",
105
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https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_StartDeviceDiscovery.html
https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_GetDeviceDiscovery.html
https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_ListDiscoveredDevices.html
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"Modification": "string"

]I

"NextToken": "string"

d. CreateManagedThing APIE Z&5t01 M SE0|M Z2[E S22 71X{2 C|HIO[AE M
Edst|C}
= .

MZ CreateManagedThing APl 234 2! S&:

Request:

"Role": "DEVICE",
"AuthenticationMaterial": "CLOUD:XXXX:<connectorDeviceIdl>",

"AuthenticationMaterialType": "DISCOVERED_DEVICE",

"Name": "sample-device-name"
"ClientToken": "xxx"

}

Response:

{
"Arn": "string", // This is the ARN of the managedThing
"CreatedAt": number,
"Id": "string"

}

e. GetManagedThing APIE 2 &350 {2 MM EIE &0l L|CtmanagedThing. 4Ei= &L
CHUNASSOCIATED.

f.  RegisterAccountAssociation APIE £&35t0{ O|& £’ managedThing0i 12 & L]

ClaccountAssociation. A&%4Ql RegisterAccountAssociation API7F Z LI AE|7}
managedThing Y43 ELICIASSOCIATED.

M EZ RegisterAccountAssociation API 23 2! &

Request:

{
"AccountAssociationId": "string",
"DeviceDiscoveryId": "string",
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https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_CreateManagedThing.html
https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_GetManagedThing.html
https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_RegisterAccountAssociation.html
https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_RegisterAccountAssociation.html
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"ManagedThingId": "string"

}

Response:

{
"AccountAssociationId": "string",
"DeviceDiscoveryId": "string",
"ManagedThingId": "string"

}

5. 3P ClHiolaz BH S

MZ 222 E C|HtO|AE X[0{5t2{T O|THo]| +d8t o4 1D & A
SendManagedThingCommand APIE AF&5t1 CIHIO|A0|M X[Hst= 7I5E 7|22 st A
0 QS AFSELICH HYEE HE 6E Z2MA S MEE At ZHE ALE5t01 EFAF 22t

C 2 2155t 2o CHst 221 API &8 S & &Lct.

ME SendManagedThingCommand APl 23 2 SE:

Request:
{
"AccountAssociationId": "string",
"ConnectorAssociationId": "string",
"Endpoints": [
{
"capabilities": [
{
"actions": [
{
"actionTraceId": "string",
"name": "string",
"parameters": JSON value,
"ref": "string"
}
1,
"id": "string",
"name": "string",
"version": "string"
}

1,
"endpointId": "string"
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}
]
}
Response:
{
"TraceId": "string"
}

6. FHE{} HElE SHoZ olHE TS

SendConnectorEvent API= HHEE{0| M & 2[& S&0f O|2= Ul 7HX| Rl O|HEE ZHX{E L
Cl.o| O|HE = %] 2% ml2tO|E{of CHEr CHS YHE 2t 2 EAIELICE

- DEVICE_COMMAND_RESPONSE: 7{4IE{7} W20l Ciet SHO 2 2 L= HISY| ST
Ct.
FStto 2 AME C|Hio|lA =

- DEVICE_DISCOVERY: 7{<EE{E C|HlO|A M = 2 M|A0] CHE
A&t

Eg azld sgto 2 M435t 1 SendConnectorEvent APIS

- DEVICE_EVENT: =AIEl C|HIO|A O|HEE M&ELICE

DEVICE_COMMAND_REQUEST: C|HFO|AO|AM A|ZHEl B2 @&l |CH WebRTC Y3 EZ
E o2 & = U&LICH

FHAE|= MEIX yserId m2t0|E{2F €74l SendConnectorEvent APIE AFE 304 C|HFO|A O]

« E AI&3t= CIHIO|A O|HIE Q| BRuserId:

A Z SendConnectorEvent APl 7% 4l St

Request:

{
"UseIId": ||*****||’
"Operation": "DEVICE_EVENT",
"OperationVersion": "1.0",

"StatusCode": 200,
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https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_SendConnectorEvent.html
https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_SendConnectorEvent.html
https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_SendConnectorEvent.html
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"ConnectorId": "***x",
"ConnectorDeviceId": "*#**",
"TraceId": "***",
"MatterEndpoint": {

idv. AR,

"clusters": [{

}
1]

}
}
Response:
{

"ConnectorId": "string"
}

« 0| 1= C|HIO|A O|HIE O] HARuserId:

MEZ SendConnectorEvent APl 2% &

Request:

"Operation": "DEVICE_EVENT",

"OperationVersion": "1.0",
"StatusCode": 200,
"ConnectorId": Mok kRN

"ConnectorDeviceId": "*#***!"

"TraceId": "*x**",
"MatterEndpoint": {
"id": ||**||’

"clusters": [{

]

Response:

"ConnectorId": "string"

C2C(Cloud-to-Cloud) F{<IE{ Al
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}
£7% 2ZdmanagedThing®t A/ 944 7+o| 213 & AM|7Hst2d{H S5 FA HALIES
Ct.
MEZ DeregisterAccountAssociation API & 3! &

Request:

{

"AccountAssociationId": "x*x*",
"ManagedThingId": "#**x="

Response:

HTTP/1.1 200 // Empty body
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& Olo|E| 2 & E2|X|(CDMB)

AWS Ci|O|Ef 221} Z-Wave L Zigbee?t Z2 Z2Z4 T2 E Z Cl|0|E 2 & Z+oi| #4EHEIL|C}. 07|
ol= Zo{CDMB ¥ T2 EZH CDMB E{12/0| Z & ELICt

I 2 H[X{L

oro|E S& 2t =0l tiEh MQTT 922 MSgLic

T

MX|SAWS loT Greengrass {8l ClHIO|A 0] 228 S8 Hub S
MERSHLICE O MMolMeE = M2 2halof CHet MY 2 HE BA|

T
« £ AF8304 Hub SDK A%| AWS loT Greengrass
A3 EEE ME35I0{ Hub SDK HiEZ
« systemdZ AFE3104 Hub SDK HHE

£ A830d Hub SDK A %| AWS loT Greengrass

AWS loT Greengrass (Java HH)E A& 304 C|HFO[A O CHE 22|13 S& Hub SDK 4 A E Hi
ZfLck.
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® Note
o|0|& Mdstx olalishof &

JHE R} OHLHA B 2| %

gHLIC AWS loT Greengrass. AHA|EH LIS 2

29| AWS loT Greengrass MME X 3FIA 2.

AWS loT Greengrass At&Xt= CHS CIEEHZ|IE

« /dev/aipc
« /data/aws/iotmi/config
« /data/ace/kvstorage

=S|
« 240 748 24 HiE

- 2CtRE HiE

- 5182 T2 H|X{'d = Ol
- CDMB % ¢4 &el
« LPW-Provisioner 224 &0l

20| 748 24 Hi=E

C|HFO| A0 A CreateDeployment AWS IoT Greengrass APIE AtE

Rl HEHO|

HHZ 3H|Ch A e = Rixd

— I__l_l_

A0\ K|
versioncom.amazon.loTManagedintegrationsDevice.AceCommon=0.2.0 ZAlE Al &

= A
=T

%o M AHEshE Mo el CHE

/greengrass/v2/bin/greengrass-cli deployment create \

--recipeDir recipes \
--artifactDir artifacts \

AWS loT Greengrass

24010k gfLCt.

501 Hub SDK 718 RAE

ol
AN EH

LICt. oll=
LICH.

-m "com.amazon.IoTManagedIntegrationsDevice.AceCommon=version" \
-m "com.amazon.IoTManagedIntegrationsDevice.HubOnboarding=version" \
-m "com.amazon.IoTManagedIntegrationsDevice.AceZigbee=version" \
-m "com.amazon.IoTManagedIntegrationsDevice.LPW-Provisioner=version" \
-m "com.amazon.IoTManagedIntegrationsDevice.Agent=version" \
-m "com.amazon.IoTManagedIntegrationsDevice.MQTTProxy=version" \
-m "com.amazon.IoTManagedIntegrationsDevice.CDMB=version" \
-m "com.amazon.IoTManagedIntegrationsDevice.AceZwave=version"
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https://docs.aws.amazon.com/greengrass/v2/developerguide/what-is-iot-greengrass.html
https://docs.aws.amazon.com/greengrass/v2/APIReference/API_CreateDeployment.html
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22t E HiE

AWS loT Greengrass 7H&t At PFLHA{ S| X|&Elof| [}2F CHS EHAHIE =~ EhLiCt.

1. Amazon S30]| O}E|HE E HZ =& L|C}.

2. Amazon S3 OtE|HE 2|X[|& Z &S5 cilAlZ[E YC|o|EELICH

-_r“"| 14 12 i—.o._lﬂ(ﬁ Z2H|MIo| SR =X =QIgLICt. /data/aws/iotmi/config/
ntdg A1 HEf7t 2 Y50 U= K| Z QIR LICHPROVISIONED.

CDMB %Hed ol
27 1+2of CDMB A|EF HIA|X|QF AR EQI X 7|517t QI=X| EQIBHLICE ## ## QAxI=7 %=

x|ol th2F CHE 4= AWS loT Greengrass 4 & LIC}H

tail -f -n 100 /greengrass/v2/logs/com.amazon.IoTManagedIntegrationsDevice.CDMB.log

Ol Al

[2024-09-06 02:31:54.413758906][IoTManagedIntegrationsDevice_CDMB][info] Successfully
subscribed to topic: south/bF|gi_044F8821D0193608C8D5BF80858E20A56E3A8490/control
[2024-09-06 02:31:54.513956059][IoTManagedIntegrationsDevice_CDMB][info] Successfully
subscribed to topic: south/bF|gi_044F8821D0193608C8D5BF80858E20A56E3A8490/setup

LPW-Provisioner 24 &0l

27 1t Yol A LPW-Provisioner A|ZF HIAIX| & S0 X7|3HE &QIFTLICH ## ## IXI=7t A
El ?|x|ol k2t CHE == AWS loT Greengrass

>_
> 0
r

tail -f -n 100 /greengrass/v2/logs/com.amazon.IoTManagedIntegrationsDevice.LPW-
Provisioner.log

oAl

[2024-09-06 ©02:33:22.068898877][LPWProvisionerCore][info] Successfully subscribed to
topic: south/bF|gi_044F8821D0193608C8D5BF80858E20A56E3A8490/setup

2
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235104 Hub SDK HiZ

A AIREE ME50 2" S Hub SDK 7 A8 S22 =8 Ot i
Ol MMollME 23 BIE A oA Y 20l Z2 M A0f cha dYELICH

SDK x| 23 EEE A™st7| Mol CtS BHAE 22T LICH

1. Z middleware LHOf| B}E artifacts EEHE MAsHL|CH.

|S 90 IYUES middleware ZC{0f| EALELICEH

a
DKE AlZfst7| ™ol 27|53t BES AlerLict

(o]

=]

0)

/A Important

Zt 52 MFE = X7|3t BHS HSELCH

#Get the current user
_user=$(whoami)

#Get the current group
_grp=$(id -gn)

#Display the user and group
echo "Current User: $_user"
echo "Current Group: $_grp"

sudo mkdir -p /dev/aipc/
sudo chown -R $_user:$_grp /dev/aipc
sudo mkdir -p /data/ace/kvstorage

JBEE Ar&5t04 Hub SDK HHZ
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sudo chown -R $_user:$_grp /data/ace/kvstorage

Hub SDK A3 Z|E Al&H

OlE|™E C|HME{2|2 0|55+04 start_iotmi_sdk.sh AIZRIEE AgstL|Ct 0| ATRIEE &=
SDK 4 QAE SHIE =AMZ AIZELICE OIS oK 232 ZAESIod M3 XQl ARt &rolstLct

A SOIHE 2 QA0 CH8t 23 & artifacts/logs £ LI &2 & Q&LICH

hub@hub-293ea release_Oct_17$ ./start_iotmi_sdk.sh
——————— Stopping SDK running processes---
DeviceAgent: no process found

All middleware libraries exist
------- Verifying Middleware pre reqs---
AIPC and KVstroage directories exist

/data/release_0Oct_17/middleware/AceZwave/bin /data/release_Oct_17
/data/release_Oct_17

hub 6199 1.7 0.7 1004952 15568 pts/2 S1+ 21:41 0:00 ./iotmi_mqtt_proxy -
C /data/aws/iotmi/config/iotmi_config. json

Process 'iotmi_mqtt_proxy' is running.

hub 6225 0.0 0.1 301576 2056 pts/2 S1+ 21:41 0:00 ./middleware/
AceCommon/bin/ace_eventmgr

Process 'ace_eventmgr' is running.

hub 6234 104 ©.2 238560 5036 pts/2 S1+ 21:41 0:38 ./middleware/
AceZigbee/bin/ace_zigbee_service
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0:00 ./zwave_svc

21:41
0:00 ./DeviceCdmb

hub

of CHEt 2 2l% S & AWS loT Device Management
Process 'ace_zigbee_service' is running.
hub 6242 0.4 0.7 1569372 14236 pts/2 S1+
Process 'zwave_svc' is running.
6275 0.0 0.2 1212744 5380 pts/2 S1+ 21:41
6308 0.6 0.9 1076108 18204 pts/2 S1+ 21:41 0:00 ./
S1+ 21:42 0:00 ./

Process 'DeviceCdmb' is running.

hub
IoTManagedIntegrationsDeviceAgent
Process 'DeviceAgent' is running.
6343 0.7 0.7 1388132 13812 pts/2

hub
iotmi_lpw_provisioner
Successfully Started SDK----

Process 'iotmi_lpw_provisioner' is running.
Ol jot_provisioning_state EE7} £ /data/aws/iotmi/config/iotmi_config.json &

e Z2H|XME =0l
HE|o Q=X| =& LICIPROVISIONED.
Elo|
—
Mol x7|s71 Ue=X| #elghLct.

ofl 0| ME ko]
27 0t2of of|0|FME A|& HA|X|QF AE

tail -f -n 100 logs/agent_logs.txt

of| Al
[2024-09-06 02:31:54.413758906][Device_Agent][info] Successfully subscribed to topic:

south/bF|gi_044F8821D0193608C8D5BF80858E20A56E3A8490/control
[2024-09-06 02:31:54.513956059][Device_Agent][info] Successfully subscribed to topic:

south/bF|gi_044F8821D0193608C8D5BF80858E20A56E3A8490/setup

@ Note
artifacts C|EE{Z]0] iotmi.db CIO|E{HO|A T} QUEK]
LPW-Provisioner ¢4 &2l
27 020l LPW-Provisioner A|Z HA|X|QF AZ2XQI = 7|5H7F Ql=K| & QlghL|Ct.
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tail -f -n 100 logs/provisioner_logs.txt
CtS Z =0l o7t Liet A& LICH

[2024-09-06 02:33:22.068898877][LPWProvisionerCore][info] Successfully subscribed to
topic: south/bF|gi_044F8821D0193608C8D5BF80858E20A56E3A8490/setup

systemdE& At&35+04 Hub SDK H{ZE

/A Important
Z| A AE|0|E £ release.tgz TFU 2| hubSystemdSetup CI2ElE{2lreadme.mdoil U=E 2
M.

O| Ml440f M Linux 7|8t 812 C|HtO|A0f MH|AE HiZSt T F48t7| @8t AT RIE & Z = M|2o0f
CHaH A B L.

e

EMAE F 7R 7|12 A3 EZ FAMEIL|CT

|K

HH 2
« copy_to_hub.sh: ZAE AJABI0|M AESI04 25 otUS 5{=20] SAHELICY.

« setup_hub.sh: 3{E0|AM AlZ5to] B E2 #4510 MH|AE HiEZELICE.

IESte Z2ZNA BEAERM ARHA T T2 A HEF ZE|E systemd/
deploy_iotshd_services_on_hub.sh XM2|5t10] Q|5 XIS 2 E2|7{E LICtsetup_hub. sh.
MAE=HA

HiZ Ol HE 52T LIEE AP 27 AFg ol EEfLCH

& =20l M systemd AHIA AFE 7S

« &2 C|HtO|A0f CHEF SSH HA|A

. &= C|Hto|A0f CHEF Sudo HEt

- scp EAE A|AH0| Hx|E FEEIE]

« sed Z3AE AlAHIM Mx|E fREEIE|
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- ZAE AMAH| dX|E RECEC] ¥FE ELICH

T4 24074 A #ElE 0[5t sto 2EI=0]

Fob

Mo MM AST EFAY

hubSystemdSetup/

### README.md

### copy_to_hub.sh

### setup_hub.sh

### iotshd_config.json # Sample configuration file

### local_certs/ # Directory for DHA certificates

### systemd/
### *.service.template # Systemd service templates
### deploy_iotshd_services_on_hub.sh

SDK 22|24 tgz Tt oM TA| ot 2= ChSo 2 &L

IoT-managed-integrations-Hub-SDK-aarch64-v1.0.0.tgz
###package/
###greengrass/
###tartifacts/
##t#trecipes/
###hubSystemdSetup/
### REAME.md
### copy_to_hub.sh
### setup_hub.sh
### iotshd_config.json # Sample configuration file
### local_certs/ # Directory for DHA certificates
### systemd/
### *.service.template # Systemd service templates
### deploy_iotshd_services_on_hub.sh

=7/ ™
SDK I7|X| &=

tar -xzf managed-integrations-Hub-SDK-vVersion-linux-aarch64-timestamp.tgz

FEE CIME2|Z o|Ssto] W7|X[E EHIFLICH

systemdE At& 3504 Hub SDK H{ZE 122



off i Z2l3 S8 AWS IoT Device Management JHEERL 7Ho|=

# Create package.zip containing required artifacts
zip -r package.zip package/greengrass/artifacts

# Move package.zip to the hubSystemdSetup directory
mv package.zip ../hubSystemdSetup/

ClHROlA 78 M F7¢

Lt E & EF7ol et Cletola 8 meE ddst 1 520 SARLICH

o|-

1. CIHHOIA 743 IS $7hst0d LR ClHOlA T4 THUS MAIBHLICH SDKEO0| IHUS B4
off AL BHLICH

2. TAUIUS SAstod MANE T TYUS S0l SAFLICH

chmod +x copy_to_hub.sh
./copy_to_hub.sh hub_ip_address package_file

Example Of| Al
./copy_to_hub.sh 192.168.50.223 ~/Downloads/EAR3-package.zip
O SAtE

Ct SAHErLICH

rlo
njo
jo

7| X| m} (3 E 0 M package.zipLZ 0| 0| HZEH)

ssh hubehub_ip
chmod +x setup_hub.sh

systemdE At& 3504 Hub SDK H{ZE 123
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sudo ./setup_hub.sh

ASR U I8 P

7IBMo 2 SDK 78 240 = MEX 5122t 5 o|EHE ASELICE 043 7K ez 78 =+

A& LIt
« AR XIE MERHIE ME:

sudo ./setup_hub.sh --user=USERNAME --group=GROUPNAME
- dH AJEEE AV Ho =522 dgeLich

sudo groupadd -f GROUPNAME
sudo useradd -r -g GROUPNAME USERNAME

o oM BEE FIIELICtsetup_hub.sh.

MH|A 22|

DE MH|IAE CHA| A|EHSE{H S{EAM CFS AT RIEE AlSHEHL|C}

LQ# CIMEIE 7E, 9BM U ClutolA 74 1S T4dstof ZHEIH S8 SASGTS 51E Clt
OlAE MHBLICH Of MMUIME 312 RET 59| AILE 74 47} B7H SS3Hs W, 5 A
9 7N TS MEY IR, ClHHOIA T4 1S MAstT £ U, S8 T2 UK T2 A
AE ESHE BHE MHE LD

52 22T 89 AlAT

12 2Rl 59 AlIAHS Chal Z2 #A T4 Q48 AI8stod ClHoj2 T2 HKd U 748 &
2lgrLict

gl_
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o
T
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Gl

I-II
o
4
0x
k>

CtE S E&5t0q ClHiO|A0 e 3{E 74 O|0|HE XMEELICH
- C|HtO|A ZE2H|XME dEN(Z2HIMEE E= Z2HIMILX| 2t 2)
- 2IBM Y 7| 2K
- 0I5 HE MQTT ZSA[et Z2 CHE SDK Z2A| | I} U S T X 5t0o4 {2 ofEf & oA o
Hg A™ELc
RIEM BHEE] QI o|A
ClHIO|A RIBM U 7|& el1 £ = /U= FE2IE| 2IHH0|AE NI ELICH O] IE{H|0|AE F
5to{ O A S s=de = A&t
o I A|AHRI AEZ|X|
. StESo{ E ot BE(HSM)
- QMEE £ = ESE ZE(TPM)
« MEXXIH Eot AEEIX| &£FM
MQTT Al 7E A
Cl=2 2 AF23610q device-to-cloud E A1 zt2|ghL|ct

Edl ol. |E-i|x.|9_|. HL__I- __I.LJH OAE AMOH

41l = =2 O

Hd AH LICtH & M83HX| &
Ho| Sl 7t d QLA E FAIE AWS loT Greengrasss U &L

0 o

S ZEHKNEY 2EY Z2MA O A% EHAI2 QFEE
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s 1EHA: AFEXI XIH AEXQIE §F

e OEHA: T2 H|XMY T2 M
- 3EA: EHElE AME
o 4EHA[ CIBEE] F#

0

gy
« 5EH7A|: 512 C|HFO|A0f Q1B RHZ2 F 7}
« 6EHA|: ClHIO|A T4 med MM
- 7EHH: P4 mlg sEof SA

15 AFEA XIH A EXZQIE S5

EIHPOI/\W #oldE S Co|EE netsle Ol AR5t M8 SA A= EE MEELICEH o] 2
I QIE £ device-to-cloud IHIAP"O{I EH st Hotodd X|™E M™ELICEH

+  RegisterCustomEndpoint API& Al&3}04 device-to-managed S8 S412 {8t IEZOIEE M
Asrct
oHd .

RegisterCustomEndpoint 2% of|A|
aws iot-managed-integrations register-custom-endpoint

C}.
= .

0l

[ACCOUNT-PREFIX]-ats.iot.AWS-REGION.amazonaws.com

[

A= ZOIE FAE MESLICH 8§35 ClbolA SAlof B3I

AEMIEE LIS 2 B2l & API & X 2HLHAM 2| RegisterCustomEndpoint APl &
GetCustomEndpoint APIE & X 35HAMI2.
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https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_RegisterCustomEndpoint.html
https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_RegisterCustomEndpoint.html
https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_GetCustomEndpoint.html

of CHEt 2 2l% S & AWS loT Device Management

IR 740l =
2EHA: Z2H|ME Z2H 44
z2HIXMY Z2Zoll= ClutolAv}t 22 Sifol st o WL 2ot 14 5T ¥ 74 ™0
ZetElo] lguct

- CreateProvisioningProfile APIE Z2&75t04 Ctg 2 gL ct
- Cl|Hto|A 44 MHE Holsts Z2H|XE HEH
- ClHiolA& Q1B 2 9l 2ol 215 M X Z2tols! 7|
/A Important
2oy 218 M, zeto|sl 7| W RHES! IDE et otH MY ELICH ClHIo[AE #ElE S
2ol 2 2YstedH o[2{et A4 SH0| HRELICH ol2{Et X1 5T 2 4e 32 M
Z2HMY 220t ds 4dsifof & Lch

CreateProvisioningProfile O{Xl| 2%

aws iot-managed-integrations create-provisioning-profile \

--provisioning-type FLEET_PROVISIONING \
--name PROFILE_NAME

0lo
I

{

"Arn":"arn:aws:iotmanagedintegrations:AWS-REGION:ACCOUNT-ID:provisioning-
profile/PROFILE-ID",

"ClaimCertificate":

4

"Id": "PROFILE-ID",
"PROFILE-NAME",

eEd 49
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https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_CreateProvisioningProfile.html
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"ProvisioningType": "FLEET_PROVISIONING"

N
e
Ll
og
>

3t 2 dE(ES T2 H|IXMY)
CreateManagedThing APIE At&5t0o{ {E CldHfo|A0f CHEE ZE2[H AFE S S ELICH Z 3{E=of
= 178 23 X2 Ue KA ZEl™ AFS0| 2 ELICH RHAlEH L2 BEldE S& API & X9

AN —

CreateManagedThing APIE & Z3HMI2.

A2 48E mf oS TetolEE XIEELCH

ke

=

0%

* Role:O| Z{2 = MHELICICONTROLLER.

« AuthenticationMaterial: C}S EEE Z&HELICH
« SN:O| C|HIO|AS| 1R LR HF
« UPC:O| C|HIO|AS| HE XME Z=

=}
* Owner:0| r2[H A= 2| &7 A AERHLICEH

/A Important
Zt ClHio|A Q0| @1F RtEole= DR Ul B3 (SN)7t {ofof FFL|CH.

CreateManagedThing 273 O{A:

"Role": "CONTROLLER",

"Owner": "ThingOwnerl",

"AuthenticationMaterialType": "WIFI_SETUP_QR_BAR_CODE",
"AuthenticationMaterial": '"SN:123456789524;UPC:829576019524"

AEMIE LI 2 #Eld™ & API & Z 9| CreateManagedThing2 H A ML,

UNCLAIMED A& st24™ 28 AFEProvisioningStatus|7t 040k & LICt GetManagedThing
APIE ALE35t0{ 2™ AZ 0| EXfstT Z2H|XIE FH|7t ZIR= | =HRIFLICt RtA[E LIS &
213 S8 API 2 X 9| GetManagedThing2 & Z M 2.
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https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_CreateManagedThing.html
https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_CreateManagedThing.html
https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_GetManagedThing.html

off i Z2l3 S8 AWS IoT Device Management JHErx} 7Ho|=

4THA: CIEfE] 2 A

78 o d A B MO CIHEEIE SEFLICH 7Bz 58 2

data/aws/iotmi/config/iotmi_config. json.

HL
oo
|
tu
x
|>
rr
i
>
Olo
mo
T
[ul
~

TN ool 2AS M I Z2Fol8! Flofl CHEF AFE X X|1H B2 E KIYE £ &LICE O] 7HOo|=0f A
712 B2 E AME8¢&LICt/data/aws/iotmi/certs.

mkdir -p /data/aws/iotmi/config
mkdir -p /data/aws/iotmi/certs

/data/
aws/
iotmi/
config/
certs/

5EHA: s1E ClHio|A0i @15 Xtz F7t

512 C|Hto|A0) Q1B M2t 7|& S A CFS ClHiO|AE 78 S YT LICH ol2f8t 2 ==
HIME Z2MA ol si2et #r2[d S& 7he 2o S48 dEELch

28 Q1B M U 718 SAFsHEIH

fjo
I
Pl
el
r

- CreateProvisioningProfile API SE0IM §{E C|HIO|AR 0|48 215 Tt
Ct.

e claim_cert.pem: 28| 21 M(ZE C|HO|A0M ST)

=
« claim_pk.key: 28 & Mol Z=eto|d! 7|

/data/aws/iotmi/certs C|EEZ|0| F IS 25 HiXIFLICE

/A Important
B Mt =0l 7|1& PEM HAICE XM E M= & HHE EXE SHEE2H #2650 X
Het SAI2 xI-stok gLCH PEM 12 E mtlo| < o|AAHo|Z & £ HHES ME st
£ Aoz = LtEol| SHE2H AMEX| pfeaz £ HiE EXE AX & FEXE HE
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® Note
Hot AEBIXIE AR SHE B2 O3 A BHS T AIAT Al Hot AE K| 9IR]
of KB ELICH AFMIEH LIS S 2Ot AEBIXIE 2I3H ALK XIE QB M BE 2] M4 T

212 2 xFHAIAQ.

6CHA: ClHto|A T T
D RE ClHO|A AIERL QIS M fx| & Z2H|X{'E dH0| Z&HE 724 U2 M/ EgfLICt SDKE
e 25249 Foio| U2 AFE50{ C|HIO|AE QEstT, Z2H|XM'E 4EE BElstD, HAE MYE
MEELCH
(® Note
Zt 5 ClHio|A0l= 1R Et ClHtO|AH Zto| /U= A& 724 o T Lot
Ct2 MRtol| et 7+ IS st L =t =0 SALELICH
- FHIOYES TEHIKHE)E dEstAHLE =-ELICH
ClHtolA 74 mtdoi M Ctg E EEE 8L
- QIBMEE
1. iot_claim_cert_path: 28 Q1B M| ?|X[(claim_cert.pem)
2. iot_claim_pk_path: Z2}0|8! 7|o] &|X[(claim_pk.key)
3. EOt AEEIX| QB M SHERE F3E I F ZE 250l SECURE_STORAGE AHS
S PRSP
1. fp_template_name: 0|7 Q| ProvisioningProfile O|& LIC}
2. endpoint_url: RegisterCustomEndpoint APl & 2| #2|d S A= ZQIE URLY!

LICH2I™e| 2 & Cldto|Aol CHsl S ).
« C|HtOl& AR}

1. SN: CreateManagedThing APl £ &1 2 x|5t= C|HIO|A U7 HE (C|HIO|AE T R])
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i
fok
Y]
lo

EZ_
Olo
Pl
THH

2. UPCCreateManagedThing API & I (0| MEQ| 2E CIHIO|ANIM

EOI)
o =

"ro": {
"iot_provisioning_method": "FLEET_PROVISIONING",
"iot_claim_cert_path": "<SPECIFY_THIS_FIELD>",
"iot_claim_pk_path": "<SPECIFY_THIS_FIELD>",
"fp_template_name": "<SPECIFY_THIS_FIELD>",
"endpoint_url": "<SPECIFY_THIS_FIELD>",
"SN": "<SPECIFY_THIS_FIELD>",
"UPC": "<SPECIFY_THIS_FIELD>"

.

"tw": {
"iot_provisioning_state": "NOT_PROVISIONED"

[

TS IO LHE

iotmi_config.json IOl LIS AEFLICH

LHE
7 43 Dol F Notes
7HLER?
iot_provi FLEET_PROVISIONING  Of AEE ZEH|IXE EHE XY
sioning_m gruct
ethod
iot_claim E=E X™sts ot o] E=E MESE IY ZEE K™
_cert_path B2 ILICISECURE_ST 8 LICFSECURE_STORAGE .
ORAGE . 0f: /data/
aws/iotmi/certs/
claim_cert.pem
iot_claim &t

£ x|dste of EEEMNEY I B2 E XIF
o

_pk_path B2 LICISECURE_ST 2 LICFSECURE_STORAGE .
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JHeER 7Hol=

7

fp_templa
te_name

endpoint_url

SN

UPC

managed_t
hing_id

iot_provi
sioning_s
tate

7t
HA

ORAGE . 0i: /data/
aws/iotmi/certs/
claim_pk.pem

—
=
—
=

X Z2H|xE
= 0|&2 oo

ProvisioningProfil
e ALEElC| O|Fn Zot

ClHIO|A 34 S QlL|
C}. 0 & £04 AIDACKCEV

SQ6C2EXAMPLE &L
C}.

ClHIO|A HE NZE FE.
0| & £04 841667145
075 lL|Ct.

Z 2 H[X'E SEfLICE.
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ofL|2

Notes

0|70d Provision
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s
C|HFO|A=0| URLE AFE 5
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ZstL|ct o] MEE Moz
RegisterCustomEndpoint API&
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HE XMSstoF gLict.
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7| 43 0| F Notes
7Lt 22
iot_perma loT Q1EM B2 ILICt. ot O| HE &= Lt&0ol 512 Z2H|X
nent_cert o0& £04 /data/aws/ =2 25 Z 2 Ao ola] F
_path iotmi/iot_cert.pe 7HEILICH
m QILICF
iot_perma loT Zz2t0o|8! 7| Y & ot O| HE = L&l 32 Z2H|X
nent_pk_path E2LICH & E0{ / = % 228G Z 2 MA0 o8 =
data/aws/iotmi/io pd =
t_pk.pem QlLIC}.
client_id MQTT 40 AFEE 2 ot Ol HE &= LISolCiE 2H 24
EtO|21E IDQILICY. 7t AIE £+ UETE FH T2 H|
M £ 255 T2 MA ofs
FI7HELICtH
event_man 7|27t2 500]LCt ot O| HE = LS00l CIE 7 H 4
ager_uppe 7t AEE = UL T {2 T2 H|
r_bound M £ 255 T2 A ofs

7TEA: 7d THUE 20| FA

7L

T8 0t E /data/aws/iotmi/config EE= AFE Xt X|H CIREEE| B20| SAELICH 2EE =X
Z MlA &0i HO|HubOnboardingLiZ|oil Cigto| ZZE MBELct.
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certs/

claim_cert.pem
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AMH =

ClHlO|A REEg AE5t7| Mo Ch2 BHHS 2t2 &Lt

« 5|2 C|HtO|AE EE[E S& 20l 2EE =L
- Z2[8 S8 AWS CLI B FHZE AWS CLI of| M| =& HE M|
« DEVICE _LIFE_CYCLE O|HIE &g F=gL|Ct

MY A
« 1EHA: X4 ZH 27{ 44
o 2CHA|: 5{EHO| RtA ZH =27{ F7}
o 3EHA: XIZd ZHo 2 #E|HE AIE S MAELICH
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https://docs.aws.amazon.com/cli/latest/reference/iot-managed-integrations/
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« create-credential-locker BHHEE A EILICI O] HAHES MG Wi-Fi A& 7| Ijo{ &
CIHIO|A CIBME &8t DE NZE 2lAATF MAA=lL|C},

ooH

create-credential-locker 0|

aws iot-managed-integrations create-credential-locker \
--name "DEVICE_NAME"

C}t.
H .

0lo

"Id": "LOCKER_ID"

"Arn": "arn:aws:iotmanagedintegrations:AWS_REGION:AWS_ACCOUNT_ID:credential-
locker/LOCKER_ID

"CreatedAt": "2025-06-09T13:58:52.977000+08:00"

KM L2 &t2|dE E8 Had 2 X 9| create-credential-locker B2 & X 5HAML AWS CLI .

2B A ool Xt &Y =7 FTt

aws iotmi --region AWS_REGION --endpoint AWS_ENDPOINT update-managed-thing \
--identifier "HUB_MANAGED_THING_ID" --credential-locker-id "LOCKER_ID"

ClHO|A S| Rt 4 BB E ALEstod 2El8 AlE S YEFLICH Z ClHto|A0l= AHA| 22| AFS0| E

« create-managed-thing BHE AtE5t0{ C|HO|AO] CHE = EI-E AFE S A LICY.
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create-managed-thing 0|

#ZWAVE :
aws iot-managed-integrations create-managed-thing --role DEVICE \
--authentication-material '900137947003133...' \ #auth material from zwave gr code

--authentication-material-type ZWAVE_QR_BAR_CODE \
--credential-locker-id ${locker_id}

#ZIGBEE:
aws iot-managed-integrations create-managed-thing --role DEVICE \
--authentication-material 'Z:286...$I:A4DC0@."' \ #auth material from zigbee qr code

--authentication-material-type ZIGBEE_QR_BAR_CODE \
--credential-locker-id ${locker_id}

® Note
Z-wave 2! Zigbee C|HIO|A 0= HE O] &

ol
o
30
Iy
C
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0lo
I

"Id": "DEVICE_MANAGED_THING_ID"
"Arn": "arn:aws:iotmanagedintegrations:AWS_REGION:AWS_ACCOUNT_ID:managed-

thing/DEVICE_MANAGED_THING_ID"
"CreatedAt": "2025-06-09T13:58:52.977000+08:00"

Z 9| create-managed-thing @& 2 & Z35tAH 2 AWS CLI .
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{
"version": "1.0.0",
"messageld": "4ac684bb7f4c4ladbb2eeccle7991xxx",
"messageType": "DEVICE_LIFE_CYCLE",
"source": "aws.iotmanagedintegrations",
"customerAccountId": "12345678901",
"timestamp": "2025-06-10T05:30:59.852659650Z",
"region": "us-east-1",
"resources": ["XXX"],
"payload": {
"deviceDetails": {
"id": "1e84f61fa79a41219534b6fd57052XXX",
"arn": "XXX",
"createdAt": "2025-06-09T06:24:34.336120179Z",
"updatedAt": "2025-06-10T05:30:59.784157019Z"
I
"status": "ACTIVATED"
}
}

aws iot-managed-integrations get-managed-thing \
--identifier :"DEVICE_MANAGED_THING_ID"

C}t.
=B

0l

"Id": "DEVICE_MANAGED_THING_ID"

"Arn": "arn:aws:iotmanagedintegrations:AWS_REGION:AWS_ACCOUNT_ID:managed-
thing/MANAGED_THING_ID"

"CreatedAt": "2025-06-09T13:58:52.977000+08:00"

REMIEE LIS 2 e

& 58 W 2 X 9| get-managed-thing @S & ZE3HM 2 AWS CLI .
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get-managed-thing-capabilties 0

aws iotmi get-managed-thing-capabilities \
--identifier "DEVICE_MANAGED_THING_ID"

SH:
{
"ManagedThingId": "1e84f61fa79a41219534b6fd57052cbc",
"CapabilityReport": {
"version": "1.0.0",
"nodeId": "zw.FCB10009+06",
"endpoints": [
{
"id": "ENDPOINT_ID"
"deviceTypes": [
"On/0ff Switch"
1,
"capabilities": [
{
"id": "matter.OnOff@l.4",
"name": "On/0ff",
"version": "6",
"properties": [
"OnOff"
1,
"actions": [
"off",
"On"
1,
"events": []
}
}

AMIEE LIE 2 BEl™E S8 W™ & X 9| get-managed-thing-capabilities &S & E ML AWS

CLI.
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6EA!: ZE[- A= 0 BE

OF

send-managed-thing-command 0|

json=$(jq -cr '.|@json') <<EOF

[
{
"endpointId": "1",
"capabilities": [
{
"id": "matter.OnOffel.4",
"name": "On/O0ff",
"version": "1",
"actions": [
{
"name": "Toggle",
"parameters": {3}
}
]
}
]
}
]
EOF

aws iot-managed-integrations send-managed-thing-command \
--managed-thing-id "DEVICE_MANAGED_THING_ID" --endpoints "ENDPOINT_ID"

(® Note

Ol oMo M= jq cliEoll AFE5HK|EH A endpointId EAtEE TE Y = U&LICH
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"Traceld": "TRACE_ID"
}

XEMIEH LIE 2 #2lE S8 ¥ 2 X 9| send-managed-thing-command B EHZE M2 AWS
CLI .

7TEA: s{E0M 228 AE A7

delete-managed-thing BYE AFE3504 C|HIO|A S{EO|AM #E[E AAZ 2 A HELICH

delete-managed-thing 0|

aws iot-managed-integrations delete-managed-thing \
--identifier "DEVICE_MANAGED_THING_ID"

REMIEH L8R #El™ S8 W 21X 9| delete-managed-thing WS & X 35HM L AWS CLI .

(® Note

C|HFO|A 7} DELETE_IN_PROGRESS #EHZ HE AL --force Ecia S0l F7}IE L
Ctdelete-managed-thing command.

(® Note

zut C|Hto|A 0| B2 BHES A & C|HIO|AE Ho{d REZ TErsof &fLCH.
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« DEVICE_DISCOVERY-STATUS O|HIE 2|2 1 =3fL|C}.
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Ct.
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« start-device-discovery BEE AI&304 A 2] IDE 7t X{SLICt.

start-device-discovery 0f
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#For Zigbee
aws iot-managed-integrations start-device-discovery --discovery-type ZIGBEE \
--controller-identifier HUB_MANAGED_THING_ID

#For Zwave

aws iot-managed-integrations start-device-discovery --discovery-type ZWAVE \
--controller-identifier HUB_MANAGED_THING \

--authentication-material-type ZWAVE_INSTALL_CODE \
--authentication-material 13333

#For Cloud
aws iot-managed-integrations start-device-discovery --discovery-type CLOUD \
--account-association-id C2C_ASSOCIATION_ID \

#For Custom

aws iot-managed-thing start-device-discovery --discovery-type CUSTOM \
--controller-identifier HUB_MANAGED_THING_ID \
--custom-protocol-detail NAME : NON_EMPTY_STRING \

Ct.

0l

[—
{
"Id": DISCOVERY_JOB_ID,
"StartedAt": "2025-06-03T14:43:12.726000-07:00"
}
(® Note

Z-wave 2! Zigbee C|HFO|AO|E BT O BRH0| & LICt.

REMEF L8 2 2El" S
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H2d 2= 9| start-device-discovery APIE AWS CLI #ZE3HAI2.
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list-discovered-devices BHEE AF&510{ C|HIO|A S| Q1B 7+ QLA E 71X SLICH.
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aws iot-managed-integrations list-discovered-devices --identifier DISCOVERY_JOB_ID

SE:
"Items": [
{
"DeviceTypes": [],
"DiscoveredAt": "2025-06-03T14:43:37.619000-07:00",
"AuthenticationMaterial": AUTHENTICATION_MATERIAL
}
]

3CHA|: CIHFO|A O] CHEF 22|13 AFS MM

create-managed-thing BB & AL&35t0{ C|HtO|AO] CHE B E2[-E AE 2 ddeLct Z Cldto|A
ofl= XA 223 AtZ 0| 2L Ct

create-managed-thing B2 At&3t04 C|HIO|A0f CHE 2E1™E AlE S gLt

create-managed-thing 0|

aws iot-managed-integrations create-managed-thing \
--role DEVICE --authentication-material-type DISCOVERED_DEVICE \
--authentication-material "AUTHENTICATION_MATERIAL"

C}t.
=]

0lo

"Id": "DEVICE_MANAGED_THING_ID"

"Arn": "arn:aws:iotmanagedintegrations:AWS_REGION:AWS_ACCOUNT_ID:managed-
thing/DEVICE_MANAGED_THING_ID"

"CreatedAt": "2025-06-09T13:58:52.977000+08:00"
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REME LIS B2l S8 WY 2T 9| create-managed-thing B2 & E3HM 2 AWS CLI .
FA|: 221 ALE e
get-managed-thing BHEE ALE5t0{ 22l AHZ 0| &S EIR=X] &l = J&Lc
|8 AHE 2 HElStedH
« get-managed-thing BYE AIEstod el AE 2| Z2H|X'E &Ef7F 2 DHE|o] JUEX|
QI LICIACTIVATED.
get-managed-thing 0|
aws iot-managed-integrations get-managed-thing \
--identifier "DEVICE_MANAGED_THING_ID"
rCtH.
[=3 — I
{
"Id": "DEVICE_MANAGED_THING_ID",
"Arn": "arn:aws:iotmanagedintegrations:AWS_REGION:AWS_ACCOUNT_ID:managed-
thing/DEVICE_MANAGED_THING_ID,
"Role": "DEVICE",
"ProvisioningStatus": "ACTIVATED",
"MacAddress": "MAC_ADDRESS",
"ParentControllerId": "PARENT_CONTROLLER_ID",
"CreatedAt": "2025-06-03T14:46:35.149000-07:00",
"UpdatedAt": "2025-06-03T14:46:37.500000-07:00",
"Tags": {}
}
RMIEH LIE2 #2lE S8 B & X 9| get-managed-thing B S & X 35HMI2 AWS CLI .
S5EHA: ZrEIE ALE 715 7HK 27|
E A E5lo ZHEE MEL A 7tsEt 2d S5 8 = U&LICtget-managed-thing-
capabiltiies.
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ClH}O|A Q| 7|58 7HAE{H

- get-managed-thing-capabilities WHE AI&35t0{ U=EXQIE IDE 7HX{SLCt =& 7t

st atel s =g visd SUC

get-managed-thing-capabilities 04

aws iotmi get-managed-thing-capabilities \
--identifier "DEVICE_MANAGED_THING_ID"

CF.
=

0[0

"ManagedThingId": "DEVICE_MANAGED_THING_ID",
"CapabilityReport": {
"version": "1.0.0",
"nodeId": "zb.539D+4A1D",
"endpoints": [
{
"id": "1,
"deviceTypes": [
"Unknown Device"
1,
"capabilities": [
{
"id": "matter.OnOff@l.4",
"name": "On/0ff",
"version": "6",
"properties": [
"Onoff",
"Onoff",
"OnTime",
"OffwWaitTime"
1,
"actions": [
"off",
"On",
"Toggle",
"OffwWwithEffect",
"OnwWithRecallGlobalScene",
"OnWithTimedOff"
1,
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REMIEH LIE 2 #2lE S8 ¥ 2 X 9| get-managed-thing-capabilities AWS CLIZHZE S & = Al

send-managed-thing-command 0|

json=$(jq -cr '.|e@json') <<EOF

[
{
"endpointId": "1",
"capabilities": [
{
"id": "matter.OnOffel.4",
"name": "On/0ff",
"version": "1",
"actions": [
{
"name": "Toggle",
"parameters": {3}
}
]
}
]
}
]
EOF

aws iot-managed-integrations send-managed-thing-command \
--managed-thing-id ${device_managed_thing_id} --endpoints ENDPOINT_ID
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"Traceld": TRACE_ID
3

AEAE LIS BElY S8 W™ & X 9| send-managed-thing-command B & X 35HM2 AWS

CLI.

ZEl™ Ar2 9| ClHto|A HEHE & elstedH

get-managed-thing-state BHE AFE35t0{ E2 &Y

get-managed-thing-state 0|

aws iot-managed-integrations get-managed-thing-state --managed-thing-
id DEVICE_MANAGED_THING_ID

Ct.
=N

0l

"Endpoints": [
{
"endpointId": "1",
"capabilities": [
{

"id": "matter.OnOff@l.4",
"name": "On/O0ff",
"version": "1.4",
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"properties": [

{
"name": "OnOff",
"value": {
"propertyValue": true,
"lastChangedAt": "2025-06-03T21:50:39.886Z"
}
}

REMIEH LHIE 2 #2lE S8 ¥ 2 X 9| get-managed-thing-state AWS CLI B E EHZEHML2.

8EA|: s{E0|M & EIE A= A7
#Zeld ArEE M7Hstod s{EE el Lo
ZE[E AE 2 A XlstedH

«  delete-managed-thing @& AtE35t04 #E|™ AtE22 M HE LCH

delete-managed-thing 0|

aws iot-managed-integrations delete-managed-thing \
--identifier MANAGED_THING_ID

REME LI 2 BEIY S8 W 2 X 9| delete-managed-thing WS &= 35HML AWS CLI .

® Note

C|HFO|A 7} DELETE_IN_PROGRESS AEN 2 HE 7

2 delete-managed-thing B30
--force E2i3 & F7tEtLICt

AEXt ot dEE AH8stof ClHtola 22 &

o1
= o

o

148


https://docs.aws.amazon.com/cli/latest/reference/iot-managed-integrations/get-managed-thing-state.html
https://docs.aws.amazon.com/cli/latest/reference/iot-managed-integrations/delete-managed-thing.html
https://docs.aws.amazon.com/cli/latest/reference/iot-managed-integrations/delete-managed-thing.html

off i Z2l3 S8 AWS IoT Device Management JHErx} 7Ho|=

® Note

zut C|Hio|A 0| B2 BHEE A & ClHIO|AE Ho{d REZ TErsof &fLICH.
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CH2 secure_storage_cert_handler_interface.hpp ItYE AESI0 73S {Et API 7+
QLA UT AEE O|HENLICEH
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secure_storage_cert_hander_interface.hppl| ZEI=

/*
* Copyright 2024 Amazon.com, Inc. or its affiliates. All rights reserved.

* AMAZON PROPRIETARY/CONFIDENTIAL

* You may not use this file except in compliance with the terms and
* conditions set forth in the accompanying LICENSE.txt file.

* THESE MATERIALS ARE PROVIDED ON AN "AS IS" BASIS. AMAZON SPECIFICALLY
* DISCLAIMS, WITH RESPECT TO THESE MATERIALS, ALL WARRANTIES, EXPRESS,
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* IMPLIED, OR STATUTORY, INCLUDING THE IMPLIED WARRANTIES OF MERCHANTABILITY,
* FITNESS FOR A PARTICULAR PURPOSE, AND NON-INFRINGEMENT.

*/

#ifndef SECURE_STORAGE_CERT_HANDLER_INTERFACE_HPP

#define SECURE_STORAGE_CERT_HANDLER_INTERFACE_HPP

#include <iostream>
#include <memory>

namespace IoTManagedIntegrationsDevice {
namespace CertHandler {
/**
* @enum CERT_TYPE_T
* @brief enumeration defining certificate types.
*/
typedef enum { CLAIM = @, DHA = 1, PERMANENT = 2 } CERT_TYPE_T;
class SecureStorageCertHandlerInterface {
public:
/**
* @brief Read certificate and private key value of a particular certificate
* type from secure storage.
*/
virtual bool read_cert_and_private_key(const CERT_TYPE_T cert_type,
std::string &cert_value,
std::string &private_key_value) = 0;
/**
* @brief Write permanent certificate and private key value to secure storage.
*/
virtual bool write_permanent_cert_and_private_key(
std::string_view cert_value, std::string_view private_key_value) = 0;
};
std: :shared_ptr<SecureStorageCertHandlerInterface>
createSecureStorageCertHandler();
} //namespace CertHandler
} //namespace IoTManagedIntegrationsDevice

#endif //SECURE_STORAGE_CERT_HANDLER_INTERFACE_HPP

PN FER-PN
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#ifndef IOTMANAGEDINTEGRATIONSDEVICE_SDK_STUB_SECURE_STORAGE_CERT_HANDLER_HPP
#define IOTMANAGEDINTEGRATIONSDEVICE_SDK_STUB_SECURE_STORAGE_CERT_HANDLER_HPP
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#include "secure_storage_cert_handler_interface.hpp"

namespace IoTManagedIntegrationsDevice::CertHandler {
class StubSecureStorageCertHandler : public SecureStorageCertHandlerInterface {
public:
StubSecureStorageCertHandler() = default;

bool read_cert_and_private_key(const CERT_TYPE_T cert_type,
std::string &cert_value,
std::string &private_key_value) override;

bool write_permanent_cert_and_private_key(
std::string_view cert_value, std::string_view private_key_value) override;
/*
* any other resource for function you might need

*/

};
}
#endif //IOTMANAGEDINTEGRATIONSDEVICE_SDK_STUB_SECURE_STORAGE_CERT_HANDLER_HPP

ol Ho|El AEE|X| EEiAE FEELICtsrc/stub_secure_storage_cert_handler.cpp.

* Copyright 2024 Amazon.com, Inc. or its affiliates. All rights reserved.
* AMAZON PROPRIETARY/CONFIDENTIAL

* You may not use this file except in compliance with the terms and
* conditions set forth in the accompanying LICENSE.txt file.

* THESE MATERIALS ARE PROVIDED ON AN "AS IS" BASIS. AMAZON SPECIFICALLY

* DISCLAIMS, WITH RESPECT TO THESE MATERIALS, ALL WARRANTIES, EXPRESS,

* IMPLIED, OR STATUTORY, INCLUDING THE IMPLIED WARRANTIES OF MERCHANTABILITY,
* FITNESS FOR A PARTICULAR PURPOSE, AND NON-INFRINGEMENT.

*/

#include "stub_secure_storage_cert_handler.hpp"
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using namespace IoTManagedIntegrationsDevice: :CertHandler;

bool StubSecureStorageCertHandler::write_permanent_cert_and_private_key(
std::string_view cert_value, std::string_view private_key_value) {
// TODO: implement write function
return true;

bool StubSecureStorageCertHandler::read_cert_and_private_key(const CERT_TYPE_T
cert_type,
std::string &cert_value,
std::string
&private_key_value) {
std::cout<<"Using Stub Secure Storage Cert Handler, returning dummy values";
cert_value = "StubCertVal";
private_key_value = "StubKeyVal";
// TODO: implement read function
return true;

QIE{H|Oo|A 0| Ho|El HER| &F+8 F3ELICtsrc/secure_storage_cert_handler.cpp.

1ok

#include "stub_secure_storage_cert_handler.hpp"

std: :shared_ptr<IoTManagedIntegrationsDevice::CertHandler: :SecureStorageCertHandlerInterface>
IoTManagedIntegrationsDevice: :CertHandler: :createSecureStorageCertHandler() {
// TODO: replace with your implementation

return
std: :make_shared<IoTManagedIntegrationsDevice::CertHandler: :StubSecureStorageCertHandler>();
}
CMakelList.txt

#project name must stay the same
project(SecureStorageCertHandler)
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# Public Header files. The interface definition must be in top level with exactly
the same name
#ie. Not in anotherDir/secure_storage_cert_hander_interface.hpp
set(PUBLIC_HEADERS
${PROJECT_SOURCE_DIR}/include

# private implementation headers.
set(PRIVATE_HEADERS
${PROJECT_SOURCE_DIR}/internal/stub

#set all sources

set(SOURCES
${PROJECT_SOURCE_DIR}/src/secure_storage_cert_handler.cpp
${PROJECT_SOURCE_DIR}/src/stub_secure_storage_cert_handler.cpp

# Create the shared library
add_library(${PROJECT_NAME} SHARED ${SOURCES})
target_include_directories(
${PROJECT_NAME}
PUBLIC
${PUBLIC_HEADERS}
PRIVATE
${PRIVATE_HEADERS}

# Set the library output location. Location can be customized but version must
stay the same
set_target_properties(${PROJECT_NAME} PROPERTIES
LIBRARY_OUTPUT_DIRECTORY ${CMAKE_BINARY_DIR}/../1lib
VERSION 1.0
SOVERSION 1

# Install rules

install(TARGETS ${PROJECT_NAME}
LIBRARY DESTINATION 1lib
ARCHIVE DESTINATION 1lib

install(FILES ${HEADERS}
DESTINATION include/SecureStorageCertHandler
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)

M-S

At & libSecureStorageCertHandler.so 3% ZiA| 2tojEpq2| ot ut & al= 37 Q)
&LICH 2tolEdE| tnt Mg 213 E 25 HubOnboarding HFO[LZ|0I M of & =] = Elo|E2 82| ¢
x|ofl S AFELICE.

« A8 A0l HubOnboarding HFO|L4Z|2} 1ibSecureStorageCertHandler.so 20|22 2
ol CHEh e17| I M 7| HEto| Qe X| &gt

+ secure_storage_cert_handler_interface.hppE R HER dH Lt UZ S X|EfLICH
CtE 2& &l ntd2 Z2tol8! 7340 ot Qlofok &LCt,

- 37 44l 2tol€e{z| o|§ 2 =elgLct & YEst= Sot

libSecureStorageCertHandler.so HubOnboarding2 It O|S0iet 22 EX HTo| EQE
g =&

= U&LICHlibSecureStorageCertHandler.so.1.0. 1dd W&EE At835tod 2tolE22El &
g FHolstn ool met o2 F3E YdELo
« 3R 2ho|EEE| 70l 2F S£-50| AUE B2 CIMEEI Z 0] HubOnboarding0| M| A g
Q= /usr/lib or the iotmi_common C|EE{Z|0]| X{ZHErL|LC}.
o AEE|X| AHE

iot_claim_cert_path & 25 iot_claim_pk_pathZ A4&35l04 iotmi_config.json I+
£ YC|o|E& LICISECURE_STORAGE.

"IO": {
"iot_provisioning_method": "FLEET_PROVISIONING",
"iot_claim_cert_path": "SECURE_STORAGE",

"iot_claim_pk_path": "SECURE_STORAGE",
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"fp_template_name": "device-integration-example",
"iot_endpoint_url": "[ACCOUNT-PREFIX]-ats.iot.AWS-REGION.amazonaws.com",
"SN": "1234567890",
"UPC": "1234567890"
},
"rw": {
"iot_provisioning_state": "NOT_PROVISIONED"

IPC(ZEAMA 7 &4l) 2EH0|HE APIs

2™ S 22 2f 7 4= H0|FME F4 24 Y ZEAMA ZH SL(IPC)E AHE5I0{ B E]
& S Hub SDKe SA4l8 = JELICH §{E20| 2|f 74 QA0 EE EH FEIS 2ElStE CIE
(RSHoz AJElE a2 T2 MA)0| YU&LICH SAl Sof IPC Z2cl0|HEE BHE E= V(e
R¥EE HAlstn O|HEE 535t 2/ 74 RALICH IPC MHE 22l & Hub SDKL| 00|
ME 74 AILICH XpAIEH LHE2 IPC 2EI0|E MHE é*zérﬁlsz.

IPC 22I0|M1EE 2= 35t7| 28l IPC 22I0|YME 2lo|E2|TotmiLocalControllerClient 7t A
SELICt o] etolEREle WY 23 ™S, C|HHo|A AE 22, O|HIE(0f: C|HIO|A AMEH O|HIE) 7
£, O/HE 7|gt &35 &8 %E| S Agente| IPC M2t E41517| I8t 22I0|HE & APISE MBS &L
EP.

=H
« |IPC 22}0|HE M™
« |PC QIE{H|0|A Zo| 2l Ho|ZE

IPC Z2I0|¢E M

IotmiLocalControllerClient 2t0|EE{2|= OHEZ 2| O|MUA IPCE F35t= Z2MAE Bt
3l5tm 7tASESHE 7|12 IPC APIsE SA0 2 5t el L|Ct Cls AMo|ME APIAPIsO] CHaH A
HerLICt.
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1.

IPC 2EI0|HE dd

RY¥E Melst= ol At&st7] ol MK IPC E2to|AMEE X 7|3t soF §L|Ct
.l

IotmilLocalControllerClient 2t0|EE{2|0f|A] AiAd |Ct.O| MdEXt= +

-QM
>
olo
ot
A
§9
— I
e

SX HEIAEE m2l0|E| char *subscriberCtxZ &o} 0|E 7|2 Z IPC ECI0|HE ZE]
AHE MMEILICH CIS2 IPC ECI0|HEE MAMSHE ol MLt

// Context for subscriber

char subscriberCtx[] = "example_ctx";

// Instantiate the client

IotmiLocalControllerClient lcc(subscriberCtx);

OHE 75
Che IPC MEH2| O|HIEOf IPC 2EI0[HUEE 5 = U& LT IPC AMEH7H 220l
EJt #+=535t= O|HIEE HAl5tH E'~EP0| Es e O|HEE I LICH 552
registerSubscriber &+ E AIEStI 5 O|HE |DsQt AFEAL XY EME NS LIC.

CH22 registerSubscriber &9 oot oAl AFSZILICH.

iotmi_statusCode_t registerSubscriber(
std::vector<iotmilpc_eventId_t> eventlds,
SubscribeCallbackFunction cb);

// A basic example of customized subscribe callback, which prints the event ID,
data, and length received
void customizedSubscribeCallback(iotmiIpc_eventId_t event_id, uint32_t length,
const uint8_t *data, void *ctx) {
IOTMI_IPC_LOGI("Received subscribed event id: %d\n"
"length: S%d\n"
"data: %s\n",
event_id, length, data);

iotmi_statusCode_t status;
status = lcc.registerSubscriber({IOTMI_IPC_EVENT_DEVICE_UPDATE_TO_RE},

customerProvidedSubscribeCallback);

statusE HY(0ll: 75 E£= 2™ TE)0| SHEX| EHstr| fls HelELIct 2t eo| 435t
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® Note
IPC 2Zto|E B2l 52| 2|cf 15Xt & O|HE <o CHEt ChS0t 22 MH[& EEE
O| A& LICH

. ZEHAT 2 PEA 45

IPC 2t0|E2{2/I0TMI_IPC_MAX_SUBSCRIBEROIAM 2 & o|FL|Ct

« Ho|El Z|CH O|HIE £: 32

IPC 2}0|EE{2|I0TMI_IPC_EVENT_PUBLIC_ENDO{AM 2 Ho|ElL|C}.
o Zt 2EX0l= 32H|E O|HE EEJ}L Qo 0{7|M 2t HIEE= Ho|E o|HE siEE
LI|C}.

3. IPC 2CtO|MEE Aol AZ

IotmiLocalControllerClient 2I0|EE{2|C| A4 & +&= IPC ECIO0|ME =78, 75X &
£ registerSubscriber 0| M3 E O[HE 751 ZH2 &Y S s~>ELICH IPC E2t0[
EoM AZ &2 S EE £+ UsLICH

status = lcc.connect();

QMg ELfHL CIE &2 £&5t 7] IOTMI_STATUS_OK Tof| etetEl AEf7} OIK| EQIghL

4. FE 2™ A ClHIO|A dEf #E| TS

ot

A Ol
= A&

n

OO|TE Q| IPC M= BE 27 A ClHto|A HE 2FE #E

o 0424 O &4
L

o
o

é%ﬂ Y 1_H|0|§E EXPEE 748 CH2 sendCommandRequest & +E &304 ™

status = lcc.sendCommandRequest(payloadData, iotmiIpcMgr_commandRequestCb,
nullptr);

/**

* @brief method to send local control command

o
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* @param payloadString A pre-defined data format for local command request.

* @param callback a callback function with typedef as PublishCallbackFunction
* @param client_ctx client provided context

* @return

*/

iotmi_statusCode_t sendCommandRequest(std::string payloadString,
PublishCallbackFunction callback, void *client_ctx);

FESHAI 2.

fjo
1]

BE Y Aol CiEt RHME LIE2 BE 2F

Example 28 &

IPC M= HX{ IPC E2}0|21ECommand received, will send command response
back0l HAIX| £212 EHLICt 0| £QI2 &2 ¥ IPC ECI0|HE= BHE SH O[HEE of

g =+ A&LCH

void iotmiIpcMgr_commandRequestCb(iotmi_statusCode_t ret_status,
void *ret_data, void *ret_client_ctx) {
char* data = NULL;
char *ctx = NULL;

if (ret_status != IOTMI_STATUS_OK)
return;

if (ret_data == NULL) {
IOTMI_IPC_LOGE("error, event data NULL");
return;

if (ret_client_ctx == NULL) {
IOTMI_IPC_LOGE("error, event client ctx NULL");
return;

data = (char *)ret_data;
ctx = (char *)ret_client_ctx;
IOTMI_IPC_LOGI("response received: %s \n", data);

IPC £2}0|

re
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- ClHO|A Bl 27F

sendCommandRequest &2} OFEH7FX|20| sendDeviceStateQuery &= HO|RZE
ZAE, oY 2 U ZF20|ME HEAE R AFSELICH

status = lcc.sendDeviceStateQuery(payloadData, iotmiIpcMgr_deviceStateQueryCb,
nullptr);

IPC QIE{m[o|A He| X Ho|2E=

o

Ol MoM= 53| HO[TES} 9|F 74 24 7ho| S4IE 2[8h IPC QIEH[0|A0 XS F10]
T8 24 7kl IPC APIs 73 oM & MIELICH CHS dAMoME 2F 748 2471 24 FE

2|g Lot

mlo

IoTManagedIntegrationsDevice—IPC 2o|EB{Z|0 e ol 0| MEQ}t Q| 1A @A 7t &
2 2l5H Ct= HEa o|HIE 7L HolE LICH.

=

typedef enum {
// The async cmd used to send commands from the external component to Agent
IOTMI_IPC_SVC_SEND_REQ_FROM_RE = 32,
// The async cmd used to send device state query from the external component to
Agent
IOTMI_IPC_SVC_SEND_QUERY_FROM_RE = 33,

// ...
} iotmiIpcSvc_cmd_t;

typedef enum {
// Event about device state update from Agent to the component
IOTMI_IPC_EVENT_DEVICE_UPDATE_TO_RE = 3,

// ...
} iotmilIpc_eventId_t;

"payload": {
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"traceId": "LIGHT_DIMMING_UPDATE",
"nodeId": "1",

"managedThingId": <ManagedThingId of the device>,
"endpoints": [{

"id": "1",
"capabilities": [
{
"id": "matter.LevelControl@l.4",
"name": "Level Control",
"version": "1.0",
"actions":[
{

"name": "UpdateState",

"parameters": {
"OnLevel": 5,
"DefaultMoveRate": 30

}
}
]
}
]
1]
}
}
WY ST A
- QR 7 QA0 BH HO| RES 4 0l0|ME= 0|& CDMB(Common Data Model Bridge) 2
MEgLCH BE A Az T HEJF 28 E AN 3-E SE2 ®al BHEol Alzho| ZA2l7] m
2o FAl9IR 74 @42 CHA| M EIX| oLt ol B S olojME | FZHHQl STl
Chod: £2l). SEH2 ZEIE SE0| BHE LRSS R 7 a0 2|0, R EHEE
Ol iz B2 O|E XMEIStHL HZ7[&LCt BE SEH2 EAtE d4lo2 MEELCH
std::string errorResponse = "No valid token for local command, cannot process.";
*ret_buf_len = static_cast<uint32_t>(errorResponse.size());
*ret_buf = new uint8_t[*ret_buf_len];
std: :memcpy(*ret_buf, errorResponse.data(), *ret_buf_len);
IPC QIEH|O|A Ho| & Ho|RE
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ClHFO|A & B 273
QI T 24 ofo|MEo ClHIO|A MEf XS HHLICH & C|Hto|AmanagedThingIde)
E X3¢ Ch2 ool EE= S ClHo|A 2| HEfZ SEELIC
ClHHO|A ATE} @& 344l
- C|HIO|A A Ef @Hol= #2IE C|HFO|AmanagedThingId2|7F Qlo{oF gLCt.
{
"payload": {
"managedThingId": "testManagedThingId"
}
}
ClHtOlA 2Ef SE &4
- ClHIO|A B @%0| R 58t B2 MO|TMEE 4EE EXtE 4 ChA| 2 -L|CH
Example R &8 2730l CHEF C[HIO|A A Ef SE
{
"payload": {
"currentState": "exampleState"
}
}
ClubolA AEf 230l RE K| 22 B0l REE E20| g7t HOIZESE M2/ & 7Lt
CHE 2F Atel) oloIMEE SEE CHAl BHLICH S0l 2F 229 @7 HAIXIZF ZeHEL
Ct.
Example & Z &l 30 CiEh C|HFO|A & Ef 8H
{
"payload": {
"response": {
"code": 111,
"message": "errorMessage
}
}
Hold mo|l2= 162
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Example 33 & &4
{
"payload": {
"traceId": "LIGHT_DIMMING_UPDATE",
"commandReceivedAt": "1684911358.533",
"commandExecutedAt": "1684911360.123",
"managedThingId": <ManagedThingId of the device>,
"nodeId": "1",
"endpoints": [{
"id": "1",
"capabilities": [
{
"id": "matter.OnOff@l.4",
"name": "On/O0ff",
"version": "1.0",
"actions": [
{}
]
}
]
}]
}
}
a2 oHE
Example &2 O[HIE &4
{
"payload": {
"hasState": "true"

"nodeId": "1",
"managedThingId": <ManagedThingId of the device>,
"endpoints": [{

"id": "1",

"capabilities": [

{
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"id": "matter.OnOff@l.4",
"name": "On/0ff",
"version": "1.0",
"properties":[

{
"name": "OnOff",
"value": true
}
]
}
]
1]
}
}
51 Ao
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struct iotmiDev_Agent *agent;

struct iotmiDev_Endpoint *endpointLight;
/* This simulates the HW state of OnOff */
bool hwState;

i

/* This implementation for OnOff getter just reads
the state from the DeviceState */
iotmiDev_DMStatus exampleGetOnOff(bool *value, void *user)

{
struct DeviceState *state = (struct DeviceState *)(user);
*value = state->hwState;
return iotmiDev_DMStatusOk;
}
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i. YCEQIE AMX Ol X|El= SHAE S

struct DeviceState

{
struct iotmiDev_Agent * agent;
struct iotmiDev_Endpoint *endpointl;
/* OnOff cluster states*/
bool hwState;

i

/* This implementation for OnOff getter just reads
the state from the DeviceState */
iotmiDev_DMStatus exampleGetOnOff( bool * value, void * user )

{
struct DeviceState * state = ( struct DeviceState * ) ( user );
*value = state->hwState;
printf( "%s(): state->hwState: %d\n", _ func__, state->hwState );
return iotmiDev_DMStatusOk;

}

o= C|HIO|A SDKe £%f 1%
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iotmiDev_DMStatus exampleGetOnTime( uintl6_t * value, void * user )

{
*value = 0;
printf( "%s(): OnTime is %u\n", __func__, *value );
return iotmiDev_DMStatusOk;

}

iotmiDev_DMStatus exampleGetStartUpOnOff( iotmiDev_OnOff_StartUpOnOffEnum *
value, void * user )

{
*value = iotmiDev_OnOff_StartUpOnOffEnum_Off;
printf( "%s(): StartUpOnOff is %d\n", __ _func__, *value );
return iotmiDev_DMStatusOk;
}
void setupOnOff( struct DeviceState *state )
{
struct iotmiDev_clusterOnOff clusterOnOff = {
.getOn0ff = exampleGetOnOff,
.getOnTime = exampleGetOnTime,
.getStartUpOn0ff = exampleGetStartUpOnOff,
};
iotmiDev_OnOffRegisterCluster( state->endpointl,
&clusterOnOff,
( void * ) state);
}

/* Here is the sample setting up an endpoint 1 with OnOff
cluster. Note all error handling code is omitted. */
void setupAgent(struct DeviceState *state)
{
struct iotmiDev_Agent_Config config = {
.thingId = IOTMI_DEVICE_MANAGED_THING_ID,
.clientId = IOTMI_DEVICE_CLIENT_ID,
};
iotmiDev_Agent_InitDefaultConfig(&config);

/* Create a device agent before calling other SDK APIs */
state->agent = iotmiDev_Agent_new(&config);

/* Create endpoint#l */
state->endpointl = iotmiDev_Agent_addEndpoint( state->agent,
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i,
"Data Model Handler Test
Device",
(const char*[])
{ "Camera" 1},
1);
setupOnOff(state);

o: 1€ AMo{ 5

512 XM o= Hub SDK I 7|X|o| AR 2 MBELIct 5= &of 5t2] W7 |x|of= 2lolg ol X|H /o]
iot-managed-integrations-hub-control-x.x.x USMH +=HE|X| &t 2 C|HIO|A SDKS} CHE
2to|E 2|7t Z gt k[of JU&LICH

1. ZE MY 02 example ECZ 0|SELICEH

cp codegen/out/* example/dm

2. &2 Mo{E Y=sted

2
n}
0]
m]
n
1o
>
ol
%
C
o

cd <hub-control-root-folder>

mkdir build

cd build

cmake -DBUILD_EXAMPLE_WITH_MQTT_PROXY=ON -
DIOTMI_USE_MANAGED_INTEGRATIONS_DEVICE_LOG=ON ..

cmake -build .

3. HubOnboarding % MQTTProxy T+ 47t &l Sl HEfoM S{E 2| MQTTProxy 7+ 24
E AME835tod oM E A= ELICt

./examples/iotmi_device_sample_camera/iotmi_device_sample_camera
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ClO|E 22 Mg fxa2ld S Cloje ZESHMIR. S| 5EHHIEnd Device SDK A|Zf5H7|of| [T
ot A=EXZQOIEE MY 2[F AF& X2} iot-managed-integrations & 412 Z+2|&HLICt.

K| #El= of A

CtE A7t HE L HAEER&SLICE
* iotmi_device_dm_air_purifier_demo
* iotmi_device_basic_diagnostics

* iotmi_device_dm_camera_demo
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Setup Hub SDK 21 74

API E5t0 HEIY =21 7S 8501 612 SDK 21 A E FHgfLich

i
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Example MZ API 28

aws iot-managed-integrations put-runtime-log-configuration \
--managed-thing-id MANAGED_THING_ID \
--runtime-log-configurations LoglLevel=DEBUG,UploadLog=TRUE

RuntimeLogConfigurations <4

CHE &2 ME AL 0|0 RuntimeLogConfigurations APIOIA 448 &~ Ql&LICEH

HE}Q] FXo| A MZIE £Z& MABHLIC} Zt: DEBUG, ERROR, INFO, WARN

7|22k WARN (R 2|AE EE)
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LogFlushLevel
ZA’derL|Ct. gk DEBUG, ERROR,

AXKO
Az 78 BN

ok

24 AECD|X|Z FA|OO|EHE &{&st7] £

INFO, WARN

7|22t DISABLED

LocalStorelLocation

olo|Aol AER[X| 2IXIE RIMELICE 7|28, /var/log/awsiotmi

=1: /var/log/awsiotmi/ManagedIntegrationsDeviceSdkHub.log

|m

HEHY

e EtAd
o

« WH|El 23: /var/log/awsiotmi/ManagedIntegrationsDeviceSdkHub.N.log (N2

& & ME LEERH)
LocalStoreFileRotationMaxBytes

ZitotH otd WA E E

/A Important
Z|™Mo| Es8Me 8 Il 37| 125KB O|Bte 2 R X|&HLICH 125KBE Z1tsteE 2t
Sst=l

LocalStoreFileRotationMaxFiles,

Ea Mz A= =lo] A ot =& Hd-EELICH
UploadLog
ZctREZ 0| HEIR] FX MEE N o{ELICH 2= /aws/iotmanagedintegration
CloudWatch Logs 1 &0l XMZ&HElL|C}.
7|24 false.
UploadPeriodMinutes
HEIQ F£X M2 C HIT S Mo|ghLCt 7|22k 5

DeleteLocalStoreAfterUpload

Mz £ ot AXE FMofgfLlct 7122 true
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® Note
false2 M5t Y2 =& ntol o|Fo| Ch3at Zo| HFE LI /var/
log/awsiotmi/ManagedIntegrationsDeviceSdkHub.uploaded.
{uploaded_timestamp}

oAl 23 o

ot2H CloudWatch Logs It 2| o & & EFHAIL.

0%

K| E|= Zigbee 2! Z-Wave C|HIO|A R

ol Wo|x|ole #El8 SE2 =z HAEE D X|HElE 518 4 ClHI0|A 0| LtEE[o] /I&LICH.
ZE|E SE2 o|edet ClHtolAo| ArE R oF L HH(UGS) thell Eh&= HE(SS) HE 25 X[ gfLch

ol Zoll& X|E|E= Zigbee CIHIO|A7F LY E|0] Qd&LICt

Zigbee C|HIO|A £ & XE= 7|1

ANE M /7| ZH s 2F/ OnOff, LevelControl, ColorControl
RGB =&

ADE £33 OnOoff

AOE AL|R| OnOff

,_
m
(W)
|>
Im
m

OnOff, LevelControl, ColorControl

QI e OnOff

Radiator #E 25 ZH7|, OnOff, EtO|H

25 =H7| 25 Z™7|, FanControl, OnOff, E}O|H

ADE HABE HE WindowCovering, OnOff, LevelControl

)| A= BooleanState, OnOff, TemperatureMeasurement, Timer,

SmokeCOAlarm
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Zigbee C|HIO|A RF

XHElE 7S
BooleanState
BooleanState, OccupancySensing
BooleanState
BooleanState
BooleanState

TemperatureMeasurement, RelativeHumidityMe
asurement

O] £0il= x| El= Z-Wave C|HtO|AT} LEEE|0] RI&LICH

Z-Wave C|HIO|A 3

ADE ™MF/5|008t =

ADE E0{3
ANDE HEED

oA X FE7

HHEL 2]

ALO[Z

OnOff, LevelControl
OnOff
OnOff, LevelControl

ElectricalEnergyMeasurement, ElectricalPowerMea
surement

LevelControl
LevelControl
BooleanState
BooleanState
BooleanState

TemperatureMeasurement
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Z-Wave C|HIO|A & XHE= 7S
CO MM SmokeCOAlarm
47| A SmokeCOAlarm

« 5120 LHF HEf R{HE™
- 242 MTE ZE ClolH 4|

- ¥ M2EY 7tsEE flsll ClHo|A #H|

- 52 HAZE 2 E et E 244 KA
°

| 4 slix| 2tz

Ol ZRMAL 518 74 Zholl ZB5tm QM3 TErS B3 stod YT e ClHo|A 2|9 HIE Ko

- 2EYE 5271 QlofoF FLICH X&2 sE 2EY dEs HEsiML.
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« /data/aws/iotmi/config/ol Q= iotmi_config.json TFUO|M7} iot_provisioning_stateZ
FE Alst=%| & QlEL|CtPROVISIONED.

e OM BZEEIE BT QB Mot 7|7t XKIMHE ZAZ20f iotmi_config.json YUK &QlgtLCt.
« HubOnboarding, Agent, Provisioner ! MQTT ZE A|7} HI2H M1 AS SQIX| &QlgtL

Ct.
- 5120 ot%| Clato|A T = X| EQIELICH H|&5t7| T DeleteManagedThing APIE A& 3104
£ 5t C|eto|AE MAHFLICH

>
>

Hub SDK ZHE =2
Ct2 ctAo 2t {2 E 2z 2= ghL|Ct.
hub_managed_thing ID 72444

iotmi_config.json ItU2 ZE[H S& s{EQ| &2l AFE IDE XM St= ol A ELICE. o] Al
XH= 3127 AWS loT #El- S& MHlALL SAE = UL E = 528 HEQLICH 2" M2
ID= JSON ZFUO| rw(247]-247]) MM L managed_thing_id ZE= olgfofl MEELICH ol ChS M

E T40iM & 4 s

{

"ro": {
"iot_provisioning_method": "FLEET_PROVISIONING",
"iot_claim_cert_path": "PATH",
"iot_claim_pk_path": "PATH",
"UPC": "UPC",
"sh_endpoint_url": "ENDPOINT_URL",
"SN": "SN",
"fp_template_name": "TEMPLATENAME"

1,

"rw": {
"iot_provisioning_state": "PROVISIONED",
"client_id": "ID",
"managed_thing_id": "ID",
"iot_permanent_cert_path": "CERT_PATH",
"iot_permanent_pk_path": "KEY",
"metadata": {

"last_updated_epoch_time": 1747766125

}

}

}
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QEHC 5EHE WU Ha

HHE XE 5HE AFE5I D 0| MMoM managed_thing_id AME 2 ¥ S Al#EL|C}

mjo
ol

aws iot-managed-integrations delete-managed-thing \
--identifier HUB_MANAGED_THING_ID

aws iot-managed-integrations get-managed-thing \
--identifier HUB_MANAGED_THING_ID

g3 A Am AlLtE|2

Mo A||_|.E|O
HE 2z e HHo| HdIFsH s HE SEO| ol & ELCH.
{
"Message" : "Managed Thing resource not found."
}

EetolE 22 HH0| YS5tH Chg ME0| H&iotmi_config. jsonELICH rw AlMoi
iot_provisioning_state & MEHMO 2 MIEIC|O|E{BF ZEE[0] U=X |2*°|°*L—|E|' H|EtH| O
E{o| Exi= 31 ELICt .= NOT_PROVISIONEDO40F iot_provisioning_state & LICI

"ro": {
"iot_provisioning_method": "FLEET_PROVISIONING",
"iot_claim_cert_path": "PATH",
"iot_claim_pk_path": "PATH",
"UPC": "1234567890101",
"sh_endpoint_url": "ENDPOINT_URL",
"SN": "1234567890101",
"fp_template_name": "test-template"

I

"tw": {
"iot_provisioning_state": "NOT_PROVISIONED",
"metadata": {

Hub SDK @EZHE Z 2 MA
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"last_updated_epoch_time": 1747766125

2 2zHE FPo| dujgt 2 o5 ME SHO| o &ELIc

{
"Arn" : "ARN",
"CreatedAt" : 1.748968266655E9,
"Id" : "ID",
"ProvisioningStatus" : "DELETE_IN_PROGRESS",
"Role" : "CONTROLLER",
"SerialNumber" : "SERIAL_NO",
"Tags" : { },
"UniversalProductCode" : "UPC",
"UpdatedAt" : 1.748968272107E9
}

« ProvisioningStatus7t ¢! 2% Hub =7 9| X|&& DELETE_IN_PROGRESSIIHE LICE,

- ProvisioningStatus7} 7} Ot B2 §{2 2 L H = DELETE_IN_PROGRESSEHO| £z
oM AT AL ZEl™ S8 EEtREdM S AZX| A& LICH Hub =59 X[F
Ct.

. QIEHECof Almj

rot

AL iotmi_config.json T2 otz ME upUnt ZH&L|Ct

"ro": {
"iot_provisioning_method": "FLEET_PROVISIONING",
"iot_claim_cert_path": "PATH",
"iot_claim_pk_path": "PATH",
"UPC": "123456789101",
"sh_endpoint_url": "ENDPOINT_URL",
"SN": "123456789101",
"fp_template_name": "test-template"

.

"tw": {
"iot_provisioning_state": "PROVISIONED",
"client_id": "ID",

Hub SDK @EZHE Z 2 MA 177



off i Z2l3 S8 AWS IoT Device Management JHEERL 7Ho|=

"managed_thing_id": "ID",
"iot_permanent_cert_path": "PATH",
"iot_permanent_pk_path": "PATH",
"metadata": {

"last_updated_epoch_time": 1747766125

}
}
}
(M= AbgH) @ Z T % Hub SDK
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GetManagedThing APl &iotmi_config.jsonO| Managed Thing resource not
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O] AlLtZ2|20M 57524 ZA| AKE 2ZSME. Z A AXMiotmi_config. jsono Almj
StHL QEHEEX| 2 B2 F{EE 7| 7|24 2 R{MH st oF & LCH.

{87 = 2tQl AElfo|1 3{E & EN7} DELETE_IN_PROGRESS %

Ol AlLtEI20ME 8187t 2 Z 2Rl dEfo|D FEtREI 2 EE WHE 4L
O| AlLt2|20 M S7etedH A A E HZEshML.
S A
H3MQ ClHtolA 5B 2ZHE gio| 22t = E|AAE AKX Sted{H Chs HAE EEFEHIO ol
s st SEHR =S ClHtolA HEf Zholl 2 UR|7E ddsto] & 230 EX|7F L e =+
A& LICH

&/E2| managed_thing_id % force mt2tO|E{E AFE5t01 DeleteManagedThing APIE Z &8
L|Ct.

aws iot-managed-integrations delete-managed-thing \
--identifier HUB_MANAGED_THING_ID \
--force

O Chg GetManagedThing APIE £ &£36t1E Htetst=X| & QlgfLICiManaged Thing
resource not found. O|E7| 5™ FEtRE ElAAT} AKMIELICH

(® Note
St E JEje ClHto|A& B Zhol]l 2 URI7 HEE + Ie2=z0| M2 Y42 HEL
K| f&LcH oz IRt E|AAE AXetY| Tof| 3l ClHojA siE 2=
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z2Egd0ssols .
SDKQ| C|HIO|A 2 &l & C|HlO|A Ao 4 @A BE 0|
L|Ct.

|E ZEEZ AED AS AR

OlE%loi= S &+ & AL

- 25 APIs MEE X|&35l04 0odg{ 22 YA C|HIO|A T2 E S AEH0|M APIs.
- ADE AFEE, OHE CH7|Y 22| L HIOIE FHAIQF 22 AZEQ|o{ A ZEIE MBELICH

O|S %o ot 7|= %

15|
u
Hm
[T
1o

otz =5 Ct0|o{2 2 Zigbee OIS 9012 OF7|[RIXE LIEHHLICE Z-Wavelt Z 2 CHE
OlS9lo] of 7[R A HIR ' LICH
ZzEZHE 0|SHooE M 7HR] F2 78 2471 U&LICH

« ACS Zigbee DPK: Zigbee Device Porting Kit(DPK)E 7|& StES0 & 2 MA M F4SHE |
33504 oAl g Jts5HA st ol ASEUCH Z7|2XMo R 0l o2 SZ YA Q| Zigbee EICI2E

Moist S4I5t7] 22 38 ME APIsE NMSste stER0 T4 HASHALLE ¢HFE = AU
&LICt. Zigbee O|E9010{l= Silicon Labs Zigbee OHZ2|AH| 0| Z &I E <8t DPK API +%

O| Z&x[o] U&LICH

 ACS Zigbee MH|A: Zigbee MHIAE T HI2c 2 AJELICE o{7|o= IPC M'E2 Sl et
O|HE O Z |70l Mo API Z &S X 2|5tE API SHEE{7} ZEHEILICH AIPCE Zigbee 0{R{E{2}
Zigbee MH|A 7Ho| IPC R'E 2 AFEELICH HISZ|/S7] BE X2, HALL| O|HIE 2|, O|HE &
E/7AIE I8t ACS Event Manager AH81} Z+2 CIE 7|52 M3 & LICH

« ACS Zigbee 0{EHE]: Zigbee O{H{E{= OHE2[7|0|M Z2MA LI A™E|= 2to|E 22| L|Ct
(0] 4 OHZZ|7/|0|M2 CDMB Z2{1919)). Zigbee O{HHE{= CDMB/Z 2 H|XI{ Z2EE Z&{1
Qlot Z+2 ZEtOo|HE ofZE(7| 0| MM Q= C|HFO|AE Aot S4I5H7| 2|5H AFE 5= APIs
NEE M3 gLct.

End-to-end O|E%01 BH & & oAl

CHS 2 Zigbee OIS %01€ SEF BF 52| o &LCH.

CHS 2 Z-Wave O|S901E S8t BF 559| of L.
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JHeER 7Hol=

zzEZH gIEYo 2

I E Qfxlofl Ciet HE 7 Z & &[0
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Ol A
AHE

-

LICt CH=

./IotManagedIntegrationsDeviceSDK-Middleware

greengrass
example-iot-ace-dpk
example-iot-ace-general
example-iot-ace-project
example-iot-ace-z3-gateway
example-iot-ace-zware
example-iot-ace-zwave-mw

=X
. Zigbee O|E¥
« Z-Wave O|EY

{3E 74

3= 78

Zigbee O|ER0{ ZE 74
CH22 Zigbee % O|EQ0{ ZE =X

|

* ACS Zigbee DPK

+ Silicon Labs Zigbee SDK
« ACS Zigbee MH|A

- ACS Zigbee 0{EHE{

ACS Zigbee DPK

Zigbee DPK2| 2

E = otef olAof LidE CIHEE 2] LHoil

A& LICH

O| MM0f= IotManagedIntegrationsDeviceSDK-MiddlewareZ|ZX|EE| L} ZF ++4
| —

20| 2|ZX|EEe E X 9| of QLCt.

Qa0

./IotManagedIntegrationsDeviceSDK-Middleware/example-iot-ace-dpk/example/dpk/ace_hal/

|- common

|- |- fxnDbusClient
|- |- include

|- kvs
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|- log

|— wifi

|— |- include

|— |- src

|— |- wifid

|- |- fxnwWifiClient
|— |- include

|- zibgee

|— |- include

|— |- src

|— |- zigbeed

|— |- ember

|— |- include

|- zwave

|— |- include

|— |- src

|— |- zwaved

|- |- fxnZwaveClient
|— |- include

|— |- zware

Silicon Labs Zigbee SDK

Silicon Labs SDK&= IotManagedIntegrationsDeviceSDK-Middleware/example-iot-ace-
z3-gateway Z LHof| ZA|ELICE O| ACS Zigbee DPK 7|5 20| Silicon Labs SDKO{| 74 L|C}.

./IotManagedIntegrationsDeviceSDK-Middleware/example-iot-ace-zz3-gateway/
|- autogen

|- config

|- gecko_sdk_4.3.2

|— |- platform

|- |- protocol

|— [— util

ACS Zigbee AMH[A

| —

Zigbee Service@| ZE & IotManagedIntegrationsDeviceSDK-Middleware/example-iot-
ace-general/middleware/zigbee/ £ LHoi| Y&LICH O] fl%[2] stc & include 52 £
oll= ACS Zigbee AMH|A S 2=l I E mpo| Z&EL|Ct

IotManagedIntegrationsDeviceSDK-Middleware/example-iot-ace-general/middleware/zigbee/
src/
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|- zb_alloc.c

|- zb_callbacks.c
|- zb_database.c

|- zb_discovery.c
|- zb_log.c

|- zb_main.c

|- zb_region_info.c
|- zb_server.c

|- zb_svc.c

|- zb_svc_pwr.c

|- zb_timer.c

|- zb_util.c

|- zb_zdo.c

|- zb_zts.c
IotManagedIntegrationsDeviceSDK-Middleware/example-iot-ace-general/middleware/zigbee/
include/

|- init.zigbeeservice.rc
|- zb_ace_log_uml.h
|- zb_alloc.h

|- zb_callbacks.h
|- zb_client_aipc.h
|- zb_client_event_handler.h
|- zb_database.h

|- zb_discovery.h
|- zb_log.h

|- zb_region_info.h
|- zb_server.h

|- zb_svc.h

|- zb_svc_pwr.h

|- zb_timer.h

|- zb_util.h

|- zb_zdo.h

|- zb_zts.h

ACS Zigbee 0{E{E{

ACS Zigbee 0{H{E{9| I E = IotManagedIntegrationsDeviceSDK-Middleware/example-
iot-ace-general/middleware/zigbee/api £ LHE | &LICt O] ¥%|2| src & include
&t EC{0l= ACS Zigbee 0{RE| 2t0|E2 {22t 2tEAEl 2 & mtUO| ZF |0 U&LICH.

IotManagedIntegrationsDeviceSDK-Middleware/example-iot-ace-general/middleware/zigbee/
api/src/
|- zb_client_aipc.c

ols

do
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|- zb_client_api.c

|- zb_client_event_handler.c

|- zb_client_zcl.c
IotManagedIntegrationsDeviceSDK-Middleware/example-iot-ace-general/middleware/zigbee/
api/include/

|- |- zb_adapter.h

|- |- zb_command.h

|- |- zb_network.h

|- |- zb_types.h

|- |- zb_zcl.h

|- |- zb_zcl_cmd.h

|- |- zb_zcl_color_control.h
|- |- zb_zcl_hvac.h

|- |- zb_zcl_id.h

|— |- zb_zcl_identify.h

|- |- zb_zcl_level.h

|- |- zb_zcl_measure_and_sensing.h
|- |- zb_zcl_onoff.h

|- |- zb_zcl_power.h

Z-Wave O/E90{ 2 E 4

ChE2 zu & 0|Eflo 2E 742 EoiEU
=M

« ACS z1} DPK

+ Silicon Labs ZWare 2! Zip Gateway
« ACS Z-Wave AH|A

« ACS Z-Wave 0{E{E

ACS Z1} DPK

Z-Wave DPKQ| ZE = IotManagedIntegrationsDeviceSDK-Middleware/example-iot-
ace-dpk/example/dpk/ace_hal/zwave E{ LH0i| Q& LIC}.

./IotManagedIntegrationsDeviceSDK-Middleware/example-iot-ace-dpk/example/dpk/ace_hal/

|- common

|- |- fxnDbusClient
|- |- include

|- kvs
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|- log

|— wifi

|- |- include

|- |- src

|— |- wifid

|- |- fxnWifiClient
|- |- include

|- zibgee

|- |- include

|- |- src

|- |- zigbeed

|- |- ember

|- |- include

|- zwave

|- |- include

|- |- src

|- |- zwaved

|— |- fxnZwaveClient
|- |- include

|— |- zware

Silicon Labs ZWare 2! Zip Gateway

Silicon labs ZWare Zip Gateway2| I == IotManagedIntegrationsDeviceSDK-
Middleware/example-iot-ace-z3-gateway & LHoil /L&LICt O ACS Z-Wave DPK H &2
Z-Wave C-APIs 2! Zip #|O|EQ)|O|of| #+34FLICt.

./IotManagedIntegrationsDeviceSDK-Middleware/example-iot-ace-z3-gateway/
|- autogen

|- config

|- gecko_sdk_4.3.2

|- |- platform

|- |- protocol

|- [— util

ACS Z-Wave AMH|A

Z-Wave Service2| 2 =& EC{0] LIQE
IoTmanagedintegrationsMiddlewares/exampleiot-ace-zwave-mw/ E LHOI| /& LICH.
Ol Ix|2| src & include EH0|&= ACS Z-Wave MH|AQ Zt2dEl 2 E T 0| L FE|0] & LICEH

IotManagedIntegrationsDeviceSDK-Middleware/example-iot-ace-zwave-mw/src/

ols

do
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|- zwave_mgr.c

|- zwave_mgr_cc.c

|- zwave_mgr_ipc_aipc.c

|- zwave_svc.c

|- zwave_svc_dispatcher.c

|- zwave_svc_hsm.c

|- zwave_svc_ipc_aipc.c

|- zwave_svc_main.c

|- zwave_svc_publish.c
IotManagedIntegrationsDeviceSDK-Middleware/example-iot-ace-zwave-mw/include/
|- ace

|- |- zwave_common_cc.h

|- |- zwave_common_cc_battery.h

|- |- zwave_common_cc_doorlock.h
|- |- zwave_common_cc_firmware.h
|— |- zwave_common_cc_meter.h

|- |- zwave_common_cc_notification.h
|— |- zwave_common_cc_sensor.h

|- |- zwave_common_cc_switch.h

|— |- zwave_common_cc_thermostat.h
|- |- zwave_common_cc_version.h

|- |- zwave_common_types.h

|- |- zwave_mgr.h

|- |- zwave_mgr_cc.h

|- zwave_log.h

|- zwave_mgr_internal.h

|- zwave_mgr_ipc.h

|- zwave_svc_hsm.h

|- zwave_svc_internal.h

|- zwave_utils.h

ACS Z-Wave O{EHE]

ACS Zigbee 0{E{E{2| ZE = TotManagedIntegrationsDeviceSDK-Middleware/example-
iot-ace-zwave-mw/cli/ E R J&LICH O] @[X|2e| src & include EH0|= ACS Z-
Wave O{E{E{ 2tO|E2{2|et #RiE 2 E ol L& E[o] U&LICH.

IotManagedIntegrationsDeviceSDK-Middleware/example-iot-ace-zwave-mw/cli/
|- include

|— |- zwave_cli.h

|- szc

|— |- zwave_cli.yaml

|- |- zwave_cli_cc.c

ols

do

ol 2= =% 186



off i Z2l3 S8 AWS IoT Device Management JHEERL 7Ho|=

|- |- zwave_cli_event_monitor.c
|- |- zwave_cli_main.c
|- |- zwave_cli_net.c

O|=%0{& SDKet S8

C|dto|A o]4l 7|E(DPK) API S

M SZ U SDKE O|=/Ho{et S&at7| 2/5H 52| DPK(C|HIO|A 0fA] 7|E) HFE M EFE API

=
QIE{HO[AE XM ELICH 2El™E S8 MHlA 32 PE._E ODMs2 loT HubOl| Al At E|= Zigbee/Z-
wave/Wi-Fi Mol X|2st= 3= YA SDKE 7|&t Ol24&t APIsE T Td5HoF & LCt.

rin

OIER0{1E M elst #2ld & Device Agent & CDMB(Common Data Model Bridge) 2t &2 Ct
T2 E Device SDK 74 Q4= 8 QIO A8E £ o uAt HupUpt 5tHH EL|cH

O|E %0 7342 Silicon Labs SDK for Zigbee & Z-WaveZ 7|gt2 2 FLICE A 5120l AF &=

Wave 2! Zigbee Z/A10| O|E 0101l U&= Silicon Labs SDKOIM X|¢El= B &= io| &= D|E'r|
018 M8 E = JU&LICH O/S90{E At HutUs5t7|Bt 5HH M S{EIM M->E = U&LICH

Zigbee & DPK(C|HIO|A O|A 7|E) APIsE0|AM & E 4= /2 acehal_zigbee.cDPK APIs2| X
T2 zighee £ Lol A&LICH

IotManagedIntegrationsDeviceSDK-Middleware/example-iot-ace-dpk/example/dpk/ace_hal/
zigbee/

|- CMakelLists.txt

|- include

|- |- zigbee_log.h

|- src

|- |- acehal_zigbee.c
|- zigbeed

|- |- CMakelLists.txt
|- |- ember

O|E90{E ShKet S&t 187
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|- |- |- ace_ember_common.c

|- |- |- ace_ember_ctrl.c

|- |- |- ace_ember_hal_callbacks.c
|- |- |- ace_ember_network_creator.c
|- |- |- ace_ember_power_settings.c
|- |- |- ace_ember_zts.c

|- |- |- zbd_api.h

|- |- |- zbd_callbacks.h

|- |- |- zbd_common.h

|- |- |- zbd_network_creator.h
|- |- |- zbd_power_settings.h
|- |- |- zbd_zts.h

Z-Wave2 DPK APIsE0|AM & £ acehal_zwave.c Y2MH DPK APIsQ| X 732 zwaved Z
O] LHof| l&LCH.

IotManagedIntegrationsDeviceSDK-Middleware/example-iot-ace-dpk/example/dpk/ace_hal/
zwave/

|- CMakelLists.txt

|- include

|- |- zwave_log.h

|- szc

|- |- acehal_zwave.c

|- zwaved

|- |- CMakelLists.txt

|- |- fxnZwaveClient

|- |- |- zwave_client.c

|- |- |- zwave_client.h

|- |- include

|- |- |- zwaved_cc_intf_api.h
|- |- |- zwaved_common_utils.h
|- |- |- zwaved_ctrl_api.h

|- |- |- ace_zware_cc_intf.c

|- |- |- ace_zware_common_utils.c
|- |- |- ace_zware_ctrl.c

|- |- |- ace_zware_debug.c

|- |- |- ace_zware_debug.h

|- |- |- ace_zware_internal.h
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B2l 88 A= ClHHo|A SDK

AOLE C|HIO|AE ZrE[d SE o ¢dstn S8 Moi QIEHo|AE Sof BEE *Elst= loT E2HE
g FEELICh End Clut0|A SDKE CltO|A EQYo{et SEE|H SDK HX| 74 A0t 87 ZtAs}
El A1 AWS loT Core ! AWS loT C|HFO|A E2|of CHEt 2o 4 S MSELICH ol M Z[A
9| End Device SDK Ct2 2= AWS Management Console

Ol 7to|=0 M= E0{0i M End Device SDKE F35t= WS MYPEILICH of7|EIX, 14 24 2
ST HAHE dESto 7+ FHE AFELICH

A

« End C|HFO|A SDKE L7t

- QI C|HtO|A SDK OF7|EIA B 74 @4
- ZEH|IXE ZEEA

« Over-the-Air HI0|E

- CIO|E{ 2 & I = M7

- 5t2| ==& C-Function APIs

. BEIE E80l 7l Y ClHolA 43 B8

« End Device SDK A|Zt517|

End C|HIO|A SDKEF 3 L|7}?
End C|H}O|A SDKEH FedelL|7}?

End C|HIO|A SDKEO|M XMEste AA FE 2lo|EHE| L =79 ZSLICH AWS loT. 2lAA T}
ANgtEl E2 fs +5E SDKeE LHIC|IE Linux & MA|ZH 28 MA(RTOS)MAM A™E|= 7ozt
LU Z7I1EE7| 20| 2|4 512KB RAM & 4MB Z2HA| HIZ 2|7t 4= C|HtO|AE K| @B LICH AWS
loT 22| 2£ 0 M End device SDK2| %|& HME Ct2Z =8 LC}.

End C|HO|A SDKEH FdL7t? 190
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A= C|HFO|A SDK OFZ|Elx] L T 24

O| MAMo{ M= End device SDK OFZ|ElA{ 2 SHiE T+ A7} 519 =& C-Functions2t &5 2 &35t
g MEEILICH CHS CHO|o{1 32 SDK Z |3 ol &M 18 A9 1 oHE EoiEL|Ct

@[et ClHro|A QIZ M & ZEtol8! 7|§ Z & stod # |g<§ S& 2cheE0M I
A [m] E I

HHO|A E[AAE WY LICH O3 8 AFH SF2 ClHtolagt 22l

MQTT o0|HE

A= Mo|Z C EEt0|HE Eto|EE{Z|E Sl MQTT @& S ZE[gfLIC ol HIERE T2 A
A= IHIEEIW MgEl ClHto I/\Oﬂ EHoH -_rM" 7P%?_F CH7 € 27|12 OHE AB= #EolM B o

A H 2| M&over-the-air(OTA) UO|0|EE &XZIELICt O] 7|2 M3
MHA= SEEE B E C|Hlo|A 9 AZE Qo] MO|0|EE zHa|ghLC}.

Matter Data ModelS] AWST S AF25104 B3 S5 519 £ & C-8 2 7+0| 5012 wsHafL |

Ct. XFMI8E LI 2 GitHub2| Matter AHEME EZ5HAIL.
7| & 2B M
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https://project-chip.github.io/connectedhomeip-doc/index.html
https://github.com/FreeRTOS/corePKCS11
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1. 2t UBEME AI88to] 2™ ST A= xEo| AZF
2. 3 ZZH|Xd £3E S5l C|HlolA mtEtOlEf HE

3. C|HtO|A0] ¥ QB Mot ZElo|Y! 7|8 7hKqet K& LI
4. CIHIO|AE YT QIS AE ALS 504 CHA| Q1A E LICH,

5. ClHO|& 7|58 HMsto] 2Eld SEol Y2 =g Lct

ZZH|IMJol| 435t ClHHo|AT 2 ElE Sefmt 5 SAlgfLICH Z2HIXME HEAe AMEZ2H[X
I X

$ export AWS_ACCESS_KEY_ID=YOUR-ACCOUNT-ACCESS-KEY-ID
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$ export AWS_SECRET_ACCESS_KEY=YOUR-ACCOUNT-SECRET-ACCESS-KEY
$ export AWS_DEFAULT_REGION=YOUR-DEFAULT-REGION

|!0
Pal
Ral
02
r_h
|-|:|
0|n

=
=

et #8430 M RegisterCustomEndpoint AP S AFHE 3104 device-to-cloud S A12 2|8t AFE X}
N E Mdgct

2
2
I
i
0
m 2

aws iot-managed-integrations register-custom-endpoint
SE 2l o

{ "EndpointAddress":"[ACCOUNT-PREFIX]-ats.iot.AWS-REGION.amazonaws.com" }

® Note
Z=H|XE nf2t0/HE #8517 et A=EZQE FALAE MHEELICH GetCustomEndpoint
APIE ArE35t0] AIEZQIE HEE BrEtBfLICH ALM[EH LHE2 228 S& API &= etLiA
9| GetCustomEndpoint API 2! RegisterCustomEndpoint APIE & Z35tM 2.

.

ZaHxE 22 MY

£ Z2HME YHE Holstes Z2H|XE Z20US Wttt ZE*E BEoM
CreateProvisioningProfile APIE A&5t04 C|HIO|A Q1B S I8 2ol 15 M2t Zato[8! 7|§ Hiet

gfLCt.

aws iot-managed-integrations create-provisioning-profile \
--provisioning-type "FLEET_PROVISIONING" \
--name "PROVISIONING-PROFILE-NAME"

SEol o

{ "Arn":"arn:aws:iot-managed-integrations:AWS-REGION:YOUR-ACCOUNT-ID:provisioning-
profile/PROFILE_NAME",

"ClaimCertificate":"string",

"ClaimCertificatePrivateKey":"string",
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https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_RegisterCustomEndpoint.html
https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_GetCustomEndpoint.html
https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_RegisterCustomEndpoint.html
https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_CreateProvisioningProfile.html
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"Name" :"ProfileName",
"ProvisioningType":"FLEET_PROVISIONING"}

corePKCS11 ZHE F 43| 2to|2H2|(PAL)E 7345104 corePKCS11 2H0|E2{2|7} C|HFO|AQ} &
NESIHEE & = UE&LICEH corePKCS11 PAL ZE= 28| B M Z2t0[8! 7|18 XHEE I
£ X33t of °*L—|EP 0| 7|52 AtE35tH ClHto|A 9| Zzl0o[Y! 7|2t QIBME AXSHA MEE = /UE
o|l=
o

S E T AxE
Ct. Z2}o|8l 7|2t QIBME StESI0] Bt ZE(HSM) E= AE[E = U= E3E ZE(TPM)| K
&e = AaLch

CreateManagedThing APIE AtE35t0] 2| S& et =0 ClHo|AE SE&LCt ClHHo|A Q|
Uzd S (SN)QF HE ME ZE(UPC)E Z & ghLCt.

aws iot-managed-integrations create-managed-thing —role DEVICE \
--authentication-material-type WIFI_SETUP_QR_BAR_CODE \
--authentication-material "SN:DEVICE-SN;UPC:DEVICE-UPC;"

CIE2 ME API SH 2 EAIRLICH

"Arn":"arn:aws:iot-managed-integrations:AWS-REGION:ACCOUNT-ID:managed-
thing/59d3c90c55c4491192d841879192d33f",

"CreatedAt":1.730960226491E9,

"Id":"59d3c90c55c4491192d841879192d33f"

APIE Z2HIXE HEO A E 4 o= & L
Olel ol AR T} UAISHE Clshols Bt #5(sN) 2 HE HE 2(UPC)E MBS0} HLICH
RS CHS T} RS ZTHE HHeret

/**
* @brief Device info structure.
*/
typedef struct iotmiDev_DeviceInfo
{
char serialNumber[ IOTMI_DEVICE_MAX_SERIAL_NUMBER_LENGTH + 1U ];
char universalProductCode[ IOTMI_DEVICE_MAX_UPC_LENGTH + 1U 7;
char internationalArticleNumber[ IOTMI_DEVICE_MAX_EAN_LENGTH + 1U ];
ZEl8 A2 4y 194


https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_CreateManagedThing.html
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} iotmiDev_DeviceInfo_t;

SDK AF2 A Wi-Fi Z2H|X<!

ClHOlA MEMA It £ M SZR= Wi-Fi A3 3 S4I5tT F-5H7| «IF XWI =3 Wi-Fi
2H|XE AMHIAE 28t Ql&LICH Wi-Fi Z2H|X'Y MulAollE M8 ZHHY 4, Bluetooth Low
Energy(BLE) 74 L J|Et S Z2E 22 AL835l0d 7| MY Z2MAE Qs Wi-Fi At S ¢
HotA & ste ol Z&Euch

End C|HFO|A SDKO| A H|XH= Wi-Fi Z2H|X'd AMH|AE FRIoH0F stH C|HHO|AE Wi-Fi IER|=Z

of AEE & A&LICH
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=
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Zcto|ME ID= Z2H|X'd BES 8 L= ClHo|A AUB MM 7HXE =+ U&LICH <common

name>*_"<serial number>

HEE A= 71S

ZZHIXME HERE HEl™ AE 7Ise AMsH O S 2El™d S8 siY 7s2 YZEE L o
L 7|E} MH|AO|M HMAE = s 7I5E MBELICE ClHEO|A, Z7|EF ¥ EEI0|E 3! MH|AE
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. OTA MHIA: Sl 44, AZ 2 Bl &2
. AWS loT 5] 5] A% % ClutolAZ 0| TE S Balsriic

N

INTS e

OTA =helg MAdsty| Tol Chg AVEl Z748 T&dallof BHLICH
Amazon S3 MA 74

OTA UClO|EE & d3lsie{H 2 EMHE Amazon S3 HZ!0| Y2 =51 XA AMA T
AsffoF gfLICt.

1. OTA &g EAME S3 HZlo| Y= E

=
2. Zreld SEoll 5 E Aol cHer HM|A HetE F04st= Amazon S3 HZ! EAE FIHELICH

"Version": "2012-10-17",
"Statement": [
{
"Sid": "PolicyForS3JobDocument",
"Effect": "Allow",
"Principal": {
"Service": "iotmanagedintegrations.amazonaws.com"
b
"Action": "s3:GetObject",
"Resource": [
"arn:aws:s3:::YOUR_BUCKET/*",
"arn:aws:s3:::YOUR_BUCKET/ota_job_document.json",
"arn:aws:s3:::YOUR_BUCKET"
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U3|d OTA 2] UH|0|E

U3|d OTA 2ol OTA HH|0|EE +~st7| 8 @XM the %%(ManagedThl ngs
&LICH 8 Hoil z[cH 1007He| CHE & F7te & U&LICH =
KletHM EZ! =&t 37 AWS loT 242 ALSEfLICh

CHS O E AtEstod U=[E OTA s dEgfLch

aws iotmanagedintegrations create-ota-task \

--description "One-time OTA update" \

--s3-url "s3://test-job-document-bucket/ota-job-document.json" \

--protocol HTTP \

--target ["arn:aws:iotmanagedintegrations:region:account id:managed-thing/managed
thing id"] \

--ota-mechanism PUSH \

--ota-type ONE_TIME \

--client-token "foo" \

--tags '{"keyl":"foo", "key2":"foo"}'

X|&XQI OTA 2] O|o|E

OTA(Over-the-Air) 1538} QT ZEE AI25IH 228 S8 F43 HSE2 SKISHHM Z3! QI AO|
B AWS loT A2 AIR5l0{ EXM £ J|Ho 2 C|Ho|A T2=0i 9o UO|o|EE HiZ &

2 QIALICH ¢4 OTA EfAT = EX CHA CHAI | XU AAELICEH /2| 7|20 Ux|ste &

E C|Ho|AE OTA YOI0|ES Hx|H HE| 7|22 X|&™Mo = MBILELICH YUx|st= CHA ol = &

[oL|

=

HiZ 7} 24 &LICH.

JESESCERE
014 OTA HI M4Ist7| &0l O A 2742 grR Bt

1. CreateManagedThing APIE Z£510{ #E|E AME2 dEstT EX Z2H|XH'IE - LICH

2. F|E| i X|1EE 2lsl &EIS At=0ol HEH0IE £8& FIHELICH

~

UpdateManagedThing APIZ ManagedThing AF&3&tod0] %44 3! HIEFH|OIE{E F7}4EHLICH.

aws iotmanagedintegrations update-managed-thing \
--managed-thing-id "YOUR_MANAGED_THING_ID" \
--meta-data '{"owner":"managedintegrations", "version":"1.0"}"'

CI2 oXE AF25104 9445 OTA &S AiAIshL|C}.
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https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_CreateManagedThing.html
https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_UpdateManagedThing.html
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aws iotmanagedintegrations create-ota-task \
--description "Continuous OTA update" \
--s3-url "s3://test-job-document-bucket/ota-job-document.json" \
--protocol HTTP \
--ota-mechanism PUSH \
--ota-type CONTINUOUS \
--client-token "foo" \
--ota-target-query-string "attributes.owner=managedintegrations" \
--tags '{"keyl":"foo", "key2":"foo"}'

A
b

X OTA I3 EZ O|5H

re
1

OTA YC0|E Q3 EZE C}S HAHE WELCH

1. UpdateManagedThing APIE At&35101 £ ALE5t0] HEIF AFEE UO|o|EgLCY.

2. EE ClHIOo|A £HE T o2 st= FE| EXILEE AHE5H0{ OTA 2de ddefLch.

3. OTA MH|AE #E| 42 AWS loT Core 7|8t 20 SM A E OI&S MM LICH

4. Yx|5t= C|HHO|AO|A YOIO|EE A&SHE IoT &Y

5. ListOtaTaskExecutions APIE Sall 1 &4 &2 ZLIE{3 5 7Lt Kinesis AEZE S35 OTA & &

2 ZLHEELICHE d3tE 7=|—r)

ZHElE S OTAS loT 2ol 2=l At0|H2 MH[A 2AAER|0|MI Rt 3ol AUA&LICH e

8 S OTAE O3 MH|A -9 SFdE FHEtste MH|A £2Me MZeLic

oz S OTATL RIS E &8ss &Y

- SMAME I8 44 el 7IF0 WEl AE IES RS2 E Y/ EELICH AWS IoT Core .

o CHA =0l 22| 2XFH(0f: attributes.owner=managedintegrations)2 AA| C|HFO|A CHA
o2 ks |t

« MH|A S&: AWS IoT Core, loT 2] & £ QIEA MH|A Zhof| 2I&atH =™ E LI

- =B F7 e dEFH A ZLIEZX| A OTA {2 E2=E Mg
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https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_UpdateManagedThing.html
https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_ListOtaTaskExecutions.html
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HEIE S8 OTAE FE| BAIYEE 7|¢to 2 WEMO 2 M 7tX| ¥ E 25 &X2l5tod 7|20 YRI5t
= CIHIO|AE RIS Z AMS D, £ = ool 1oT e M5, 0481 AWS MH|ALQN 2T 45
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OTA HO[O|Eof CHEr T+ d& 4 d5toq ClHto|A0l AO|O|ETE EotRE[= EAIE Mofstn SE =
S dYstH Xg AlZtg #8E + U&LCh

0i: CreateOtaTaskConfiguration

CtS oIXME ALE5t0 OTA 2] 72 MdrLCh.

aws iotmanagedintegrations create-ota-task-configuration \
--description "OTA configuration" \
--name "MyOtaConfig" \
--push-config '{
"AbortConfig": {
"AbortConfigCriterialist": [

{
"Action": "CANCEL",
"FailureType": "FAILED",
"MinNumberOfExecutedThings": 1,
"ThresholdPercentage": 90.0

}

]
},

"RolloutConfig": {
"ExponentialRolloutRate": {
"BaseRatePerMinute": 1,
"IncrementFactor": 3.0,
"RateIncreaseCriteria": {
"numberOfNotifiedThings": 1
}
},
"MaximumPerMinute": 1
},
"TimeoutConfig": {
"InProgressTimeoutInMinutes": 100

OTA ¢ 7 4 199
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}
LA

--client-token "foo"

OTA Zfdof| 2t MM ™ME

TMH0| MME|MH FI} 240 87 CreateOtaTask 280 taskConfigurationId FIHEE & A
=|L|C}
= .

aws iotmanagedintegrations create-ota-task \
--description "OTA with configuration" \
--s3-url "s3://test-job-document-bucket/ota-job-document.json" \
--protocol HTTP \
--target ["arn:aws:iotmanagedintegrations:region:account id:managed-thing/managed
thing id"] \

--ota-mechanism PUSH \
--ota-type ONE_TIME \
--client-token "foo" \
--task-configuration-id "ae4f49352c5443369f43ad6c3a7f1580" \
--ota-scheduling-config '{

"EndBehavior": "STOP_ROLLOUT",

"EndTime": "2024-10-23T17:00",

"StartTime": "2024-10-20T17:00"
AN
--ota-task-execution-retry-config '{

"RetryConfigCriteria": [

{
"FailureType": "FAILED",
"MinNumberOfRetries": 1

1
'\
__tags |{||key1||:||foo||’||key2||:||foo||}|
OTA &2 ZLIEZ
F 7R 2SS AI25101 OTA YO|0|EE 2LIEHZE £ l&LCh
Kinesis Data StreamsS 8t FA| &2l

OTA 2 Zlo] 42| O|0|E & Ef O[HE E&
ClHRO[A ZF Hello{ UH0|E T 4&E MAZt ez 1 9.*%* = AU&LICH
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ListOtaTaskExecutions APIE AF235104 23 A2 2| OTA YUHI0|E MEE 8522
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aws iotmanagedintegrations list-ota-task-executions \
--task-id "task-123456789" \
--max-results 25

Ch
=

Zt 2HElE ALE ol CHE M5 A JEfE MSELICH

0o
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"taskExecutionSummaries": [
{

"taskExecutionSummary": {
"executionNumber": 1,
"lastUpdatedAt": 1634567890,
"queuedAt": 1634567800,
"startedAt": 1634567830,
"status": "SUCCEEDED",
"retryAttempt": 0

1,

"managedThingId": "device-001"

1,
{

"taskExecutionSummary": {
"executionNumber": 1,
"lastUpdatedAt": 1634567920,
"queuedAt": 1634567800,
"startedAt": 1634567840,
"status": "IN_PROGRESS",
"retryAttempt": 0

b

"managedThingId": "device-002"

}

1,
"nextToken": "NEXT_TOKEN"
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https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_ListOtaTaskExecutions.html
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et KA OTA Ol O|MEE F2dsHof B LICE OTA (0| E = Chg BHHIE =& sHok = LICH

1. 0] Amazon S3 URLs.
HTTPE S3ll o] UCIo|EE CH22 = 8fLICH
CIXIEH MBS &elghLct

HEE UH0|EE MR[ELICH

o~ w0 DN

SUCCESS == FAILED #EHZ iotmi\_JobsHandler\_updateJobStatus& = &&rL|C}.

C|HFO|A 7} OTA &2 MExo 2 225t AEf7t @l iotmi\_JobsHandler
\_updateJobStatus APIZ £ZJobSucceededdto] HE%{Ql Ztedg H 5ok ghLCt.

/**
* @brief Enumeration of possible job statuses.
*/
typedef enum{
JobQueued, /** The job is in the queue, waiting to be processed. */
JobInProgress, /** The job is currently being processed. */
JobFailed, /** The job processing failed. */
JobSucceeded, /** The job processing succeeded. */
JobRejected /** The job was rejected, possibly due to an error or invalid

request. */
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https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_StartNextPendingJobExecution.html
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} iotmi_JobCurrentStatus_t;

/**
* @brief Update the status of a job with optional status details.
*
* @param[in] pJobId Pointer to the job ID string.
* @param[in] jobIdLength Length of the job ID string.
* @param[in] status The new status of the job.
* @param[in] statusDetails Pointer to a string containing additional details about the
job status.
& This can be a JSON-formatted string or NULL if no details
are needed.
* @param[in] statusDetailsLength Length of the status details string. Set to 0 if
“statusDetails™ is NULL.
*
* @return @ on success, non-zero on failure.
*/
int iotmi_JobsHandler_updateJobStatus( const char * pJobld,
size_t jobIdLength,
iotmi_JobCurrentStatus_t status,
const char * statusDetails,
size_t statusDetailslLength );
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connectedhomeip Z 2 M Ecodegen.pyHl M2t &7 & &S EP Python Z2{1

End C|H}O|A SDKOM|= ¢
ZeElo] U&LICH O] &2 .matter I 2 E V(|2 2 2 F2{AE{0f CHsH

Ql1} Jinja2 EIZ2!0

__1_

CHS ot 2l FXolM= ole{gh mhds dHELICH

 Python Z2431 92!

. Jinja2 HIE&

- (ME A AEX XIE A 7O

Python Z2{1¢!

FE Y72 codegen.py.matter LU E 7 & EM5tT YEE Python A= E2{T2l0f M&E
LICt £28{39] m} 20| OI0|E{E iotmi_data_model.py AFE X2I5tT MEBE HESISZ AA

E 2 ELICH AP X2lol= oS0l ZEELICH

1. 22 R codegen.pylt ZO|0|M AISE = Qi HE Ft

2. HlO|E R0l Ciet EEZX| YEE sstod SHIE Hel =M dd

@ Note
EEEX HEUR 35 90| Hell Mol A gio] S5 Flof Ho|z|=5 ot
Jinja2 I Z 2!
A= C|HIO|A SDKE CI|O|E| 2™ MED & 5t =& C-& o X7 ZHE Jinja2 HEZ S MSE
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https://github.com/project-chip/connectedhomeip/tree/master
https://github.com/project-chip/connectedhomeip/blob/master/scripts/codegen.py

of CHEt 2 2l% S & AWS loT Device Management

JHeER 7Hol=

cluster.h.jinja

cluster.c.jinja

cluster_type_helpe
rs.h.jinja

cluster_type_helpe
rs.c.jinja

iot_device_dm_type
s.h.jinja
iot_device_type_he
lpers_global.h.jin
ja
iot_device_type_he

lpers_global.c.jin
ja

MMEE AA

iotmi_device_<clus
ter>.h

iotmi_device_<clus
ter>.c

iotmi_device_type_
helpers_<cluster>.h

iotmi_device_type_
helpers_<cluster>.c

iotmi_device_dm_ty
pes.h

iotmi_device_type_
helpers_global.h

iotmi_device_type_
helpers_global.c
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codegen.py =T & AtEst04 CHE 1 20| ALS X XIE A 7|0F0]| CHEF C &4 TS AEFLICH

(® Note
Zt AA8 A X|E Ee{AE{ol= CFS Ml ohdoi| chalf S Yet 224 ID7F H Lot

- ECRE0M M ALS A XH EHAHE MY5HT| et 7l EDE Qe 2{AE EFHE A
35t= JSON HAlo 2 ALEXE XIHE A7|0HE YEgfLch ME mtd20f /J&L|Ctcodegen/
custom_schemas/custom.SimpleLighting@l. 0.

o AF8AF X' A7|Oret S HEJF ZEE XML 84S 2 ZCL(Zigbee Cluster Library) & 9|
MAEELICH ZAP =7 & AFE5t0{ ZCL XMLO M Matter IDL It LS e L|CH ME mtd20] QL
&LICtcodegen/zcl/custom.SimpleLighting. xml.

« ZAP T 9| #2342 Matter IDL File (.matter)O|rd AtERL X8 A7|0to]| 31T 5t Matter
ZAEE HO|ELICH End device SDKO| CHEt C &4 WU E M4dst= codegen.py =72 &
2olL|ct MEZE o200 Ql&LIClcodegen/matter_files/custom-light.matter.

AER XY 2HEE SE OOIE RS F= dd I EZ20| SEsts Yol cheh RhAIEH XIFH2 A
ME HZstMQC|Ho|A0f CHEr FE H4.

F74 A4 &d
o =2 O

ok

codegen.py ZE HET|E MESHEE #EE FYst= WS Lot LI

=AM
« M™ =7
« B4 7N

. Git
« Python 3.10 O|4}
« Poetry 1.2.0 0|4}
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2 2

Ct= EXHoll 2 codegen.py ZE MHE7|E

ok

IEst=S BES FI&LIch

fl
>

1. oM %|&l HHT Q| End Device SDKE CH2 2EEEL|C} AWS Management Console.

2. Python 42 MHEELICI Codegen ZTE2ME = Python 7|8t0|H &4 #E[0f PoetryE AHS
gt
=

- codegen C|EE 20| M poetryE AtE5t0] ZT2ME FSEHS M| LICH
poetry run poetry install --no-root
3. EZIEZXIEZIE A™EFLc

a. connectedhomeip 2|ZX|EE2|E SAIFLIC.
scripts/ £ZH0| Y= codegen.py 23 E
connectedhomeipE & X 3HM 2. GitHub

MM E 2|3 connectedhomeip/
stL|CH RIM|EF L2 2 GitHub2|

git clone -b v1.4.0.0 https://github.com/project-chip/connectedhomeip.git

b. IoT-managed- 1ntegrat10ns End-Device-SDK FE ECe SYe &0 =g
Lict 20 == oS0 Lx(soF &Lct

| -connectedhomeip
| -IoT-managed-integrations-End-Device-SDK

(@ Note
tel RES MHMez SMg E
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>
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o

C|HrO|A01 CHEF Z = 4

o8 S8 I ME TFE AE504 ClHIO|A0] CHEH AFE X X|IH C ZEE MMELICE o] MMof
ME SDKOY| Z&EE ME mt L= XA A0 ZEE MMEGHE WS MHELICH HMH ATJERE
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https://github.com/project-chip/connectedhomeip
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o AFEXF X[ .matter TF0]| CHEF T = MM

1. Python 3.10 O 4},

2. A MMHS Q& .matter TFUZ A|ZELIC}H End C|HFO|A SDKEOIAM codgen/matter_files
folders 7He| MEZ md 2 M3 ELICH

* custom-air-purifier.matter

* aws_camera.matter

(® Note
O[2HEr M Z T2 |2 ofZ2[7 ol EHAE| CHE Z=EE HGELICH

0| BHZ A0 out EEH0| L EE A derLiCt.
bash ./gen-data-model-api.sh

AL XE X matter IHJ0f| CHEF T = MM

alo
2

Q
|0
oo
o

4>

EH .matter It CHEF ZEE MMSHHLE RHA| .matter TS AMS35tE{H Ct
LIC}.

AMEZF XA matter T of CHet I EE AMA5E{H

1. .matter I} =H]|

./codegen.sh [--format] configs/dm_basic.json path-to-matter-file output-directory
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(ME ALY ALS R X|E A 7[0S AFE0H01 ZEE A dstedH

1. JSON Ao =2 AF2X}F X|H A7|0F £H|

2. 4 BHS AJELICH

./codegen.sh [--format] configs/dm_basic.json path-to-matter-file output-directory
--custom-schemas-dir path-to-custom-schema-directory

¢ BH2 o] 71 LAE AESt04 .matter IAUS C Z=Z WHErEfLICH

 codegen.py ConnectedHomelP Z 2™ E 0 A
o ol ¥%|Et Python £2422! codegen/py_scripts/iotmi_data_model.py
« codegen/py_scripts/templates £H2| Jinja2 HEZ

£2{32l2 Jinja2 & = %25 C 2= g3 ddste ol ArSE LI

--format EZci3 & F7IstH MEE ZE0| Clang &@4l0| M ElLICH.
It YE /IE=

= MM Z2NAE RUSIE B4 E SH EERX| BY
% £l

IE M

TA8tL|CHopsort.py. O|& A &t o]

= AHEIEE .matter It At S Python &

N ORI 2 Jinja2 RIES! HAlg ME836to 2[5 C ZE £ HMFLICHL

O| I EZE matter I UL| C|HIO|AH @F At 0| 228 ST AMAHEL SEEIE 7ISsHC A=
2 YA HEte| =5 gLt

52l =& C-Function APIs

M3 E 5t2| ==& C-Function APIs. O| MMoM= E2XQI C|HO|A-ZEIRE 45 =& 25!
AWS CllO|E] 2Eo| Z} FR{AE0| ASE =+ Q= API & =

T, 0HEE LHEWHD, £ HZ7 AHE 2 22|13, C|HIO|A dIE ZQIE o
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JHeER 7Hol=

2. OHE W& 84
3. 54 WH U B

4 BRIAE S8 B4

Ol24t APIs T#5HEd ClbtolA 0] BE/5 2UM BEIE &
et SAID K018 HEE £ AUsLIC

Ct& MMoj M= OnOff Z22{AE APIE 2 0{&LILCH.
OnOff 22{AE] API

OnOffxml BEIAEIES} 2 S 44T HYS KIMELICH

Ad-
S,

g

* OnOff (boolean)

* GlobalSceneControl (boolean)

e OnTime (intl6u)

 OffWaitTime (intl6u)

* StartUpOnOff (StartUpOnOffEnum)
H:

off : () -> Status

On () -> Status
Toggle () -> Status

OffwWithEffect
enum8) -> Status

(EffectIdentifier: Effec

OnWithRecallGlobalScene () -> Status

OnWithTimedOff : (OnOffControl: OnOffCon
OffwWaitTime: intl6u) -> Status

AH

tIdentifierEnum, EffectVariant:

trolBitmap, OnTime: intléu,

2 WOl Chah TS AUt G ST £ 2l 111 HTE 84 ZOIEIE MB s
44 U Yol hEt 2E B FeiAE 0/l ¢ TR Lo Folgo

OnOff 2 2{AE{ API
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https://github.com/project-chip/connectedhomeip/blob/v1.3.0.0/data_model/clusters/OnOff.xml
https://github.com/project-chip/connectedhomeip/blob/5bb5c9e23d532cea40476fc0bd1d3008522792ba/data_model/clusters/OnOff.xml
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oMl C #+=

struct iotmiDev_clusterOnOff

{
/*
Each attribute has a getter callback if it's readable

Each attribute has a setter callback if it's writable

The type of ‘value' are derived according to the data type of
the attribute.

‘user’ is the pointer passed during an endpoint setup

The callback should return iotmiDev_DMStatus to report success or not.

For unsupported attributes, just leave them as NULL.

*

/
iotmiDev_DMStatus (*getOnTime)(uintl6_t *value, void *user);
iotmiDev_DMStatus (*setOnTime)(uintl6_t value, void *user);
/*

Each command has a command callback

If a command takes parameters, the parameters will be defined in a struct
such as “iotmiDev_OnOff_OnWithTimedOffRequest™ below.

‘user’ is the pointer passed during an endpoint setup

The callback should return iotmiDev_DMStatus to report success or not.

For unsupported commands, just leave them as NULL.
*/
iotmiDev_DMStatus (*cmdOff)(void *user);
iotmiDev_DMStatus (*cmdOnWithTimedOff)(const iotmiDev_OnOff_OnWithTimedOffRequest
*request, void *user);

I

it

CTZ ooz ZE Sdoll sl &4 HE 21 g7 HolgLIoh

/* Each attribute has a report function for the customer to report
an attribute change. An attribute report function is thread-safe.

*/

OnOff 2 2{AE{ API
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void iotmiDev_OnOff_OnTime_report_attr(struct iotmiDev_Endpoint *endpoint, uintl6_t
newValue, bool immediate);

T gtaE 2E 2o{AEY o|HEO| Cis HolE LICH OnOff 2E{AE{E O|HIEE Ho|5 x|

/* Each event has a report function for the customer to report
an event. An event report function is thread-safe.
The iotmiDev_CameraAvStreamManagement_VideoStreamChangedEvent struct is
derived from the event definition in the cluster.
*/
void iotmiDev_CameraAvStreamManagement_VideoStreamChanged_report_event(struct
iotmiDev_Endpoint *endpoint, const
iotmiDev_CameraAvStreamManagement_VideoStreamChangedEvent *event, bool immediate);

Zt 2eiAHEol= BlX|AH g+ U&LICH

iotmiDev_DMStatus iotmiDev_OnOffRegisterCluster(struct iotmiDev_Endpoint *endpoint,
const struct iotmiDev_clusterOnOff *cluster, void *user);
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Clole 24 sHSE{7t 2etR =0l L& A Al

& Ch3 Data Model Handler= MQTT 22t0|1EE AFE 50 28 88 220 HXl =
O|HIEE HAIFLICH

End Device SDK A|Zt57]

CHS ErAIO HEF Linux C|HFOIA O A End device SDKE A& S LICt o] MMoME 4 44, HE
?3 7, StEQ] &+ 7 L A=EQIE FHE QHLHELICY.

/A Important

examples C|ZEEZ|Q| o2 o E 2|70 1} o]

EZ5E Z 43 AS(PAL) #+%platform/
posix2 HZAEY #eLct Z2EHM #FH M= ALE5tR

Xl OtMl 2.

ct

0jo

ditol Zt BHE Fo

ZH AEsto] 22l S8 1ol C|HO|A S8H0| XA sHX| & QlghL|Ct.
A= C|HFO|A SDK S&
1. Amazon EC2 QIAEIA MZ

of 2121 AWS Management Console 5t Amazon Linux AMIZ AF& 3104 Amazon EC2 Q1A EA
A E A|EHELICE. Amazon Elastic Container Registry AF& A A 2| Amazon EC2 A% 317|E &
Z5tMIL. https://docs.aws.amazon.com/AmazonECR/latest/userguide/

ok

F74 A4 %4
o =20

N
ne

L=

r

Amazon Linux 2023/x86_640{|A 7 SAER ICE gLt TRt 2 S48 MR|E

LICt,
dnf install make gcc gcc-c++ cmake
3. (MEAE) HELT ™

|HFO|A SDKE= = 2|1 st=9f042t & 7Al AF&st= W0l 7t E&LICH Amazon EC2E At
ER0| HHE mEX| oM 2.
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/EC2_GetStarted.html
https://docs.aws.amazon.com/AmazonECR/latest/userguide/
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HE o EE[AH 0|MEE ArESt7| ol Amazon EC2E AFE5tX| ot= B HERIE =7|3stn
CIHIO|AE ALE 7HS e Wi-Fi LIER{F 0l AT LICH ClHO|A Z2H[XME Mol HERT 4
= 2r=EfLch

/* Provisioning the device PKCS11 with claim credential. */
status = deviceCredentialProvisioning();

4. ZZH|XMY oetole 7

(® Note
A& TIgst7| ol ProvisioneeE 2 20 2S5 Mt = 2tol! 7|8 7t SLLCt.
CH2 Z2H|X'E Zt2t0|E{E example/project_name/device_config.sh AF&35t0o{ 714 1}
U2 =™
ZZH|XY nlztole
M52 w2} 0jE s O HEE Ut oy
I0TMI_ROO FECAQSM I AWS loT Core 7HE R} StLHA{ 2|
T_CA_PATH Cl Amazon Root CA Q1S M CIREE
MojMo| S CHREEE ¢ Ag
L|C}.
IOTMI_CLA el elsM ool d 2o elsAe Zatolsl 7|8 e
IM_CERTIF 2 lLct. 2{@ CreateProvisioningProfile APIE
ICATE_PATH ME5to] ZEH|ME Z2 0 US A
ghuct x|zle T 2H|XMY Z 2 A
IOTMI_CLA 2old ZetolX 7l e g e axatM2.
IM_PRIVAT o ZZLCt.
E_KEY_PATH
IOTMI_MAN HolE SEf2 /s eld S dEXQIEE T e ™
AGEDINTEG ¥ QIE URLQILICE. RegisterCustomEndpoint APIE AFR
RATIONS_ENDPOINT gich X|E2 AR XY A=z 2l

E SSEMJds HxstHe.
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https://docs.aws.amazon.com/iot/latest/developerguide/iot-dc-prepare-device-test.html#iot-dc-prepare-device-test-step3
https://docs.aws.amazon.com/iot/latest/developerguide/iot-dc-prepare-device-test.html#iot-dc-prepare-device-test-step3
https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_CreateProvisioningProfile.html
https://docs.aws.amazon.com/iot-mi/latest/APIReference/API_RegisterCustomEndpoint.html
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L2 utetolH el Ol HEE e W
IOTMI_MAN HEE S8 d=xolE J|2xo 2 T E 88832 MQTT HlA|
AGEDINTEG O| ZE M35 2l 7= ol AFSELICH ZE 443
RATIONS E 2 C|HFOo|A T} AL 3= o E 2|7 o|M
NDPOINT_PORT HE ZZEE FHAALPN) TLS &%
of cHal A& ELICt.
5. Ol2 ofjEZz|7io|Md d= al AlsH
O] MMOo|MHE CMakeE B AARICZ ALE5HE ZHEFSH EOF FlHiEtet 27|H™E 7|2l F 7

K| Linux Cl|2 oHZ2|7|0|ME Eo{ELICE.

a. {ftEer 2o

ofE2|7olME Y

>cd <path-to-code-drop>
# If you didn't generate

b 7tH|EE of & 2|7 0]

cluster code earlier

>(cd codegen && poetry run poetry install --no-root && ./gen-data-model-api.sh)

>mkdir build
>cd build
>cmake ..
>cmake —build .

>./examples/iotmi_device_

[2406832728][MAIN][INFO]
[2406832728][MAIN][INFO]

ats.iot.region.amazonaws.

[2406832728 ] [MAIN][INFO]
[2406832728][MAIN][INFO]
[2406832728 ] [MAIN][INFO]
[2406832728][MAIN][INFO]

sample_camera/iotmi_device_sample_camera

EEH L BIZY 2HAET U= AEd0|ME FHH2Ho| CHEH
L_IEL A7 T2 H|X L EHEAF T ZEZ Mojlof 2= 5

Device initialization and WIFI provisioning

fleetProvisioningTemplateName: XXXXXXXXXXX
managedintegrationsEndpoint: XXXXXXXXX.account-prefix-
com

pDeviceSerialNumber: XXXXXXXXXXXX
universalProductCode: XXXXXXXXXXXX
rootCertificatePath: XXXXXXXXX

pClaimCertificatePath: XXXXXXXX

End Device SDK A|%f&t7|
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[2406832728] [MAIN][INFO] pClaimKeyPath: XXXXXXXXXXXXXXXXX
[2406832728]1[MAIN][INFO] deviceInfo.serialNumber XXXXXXXXXXXX
[2406832728][MAIN][INFO] deviceInfo.universalProductCode XXXXXXXXXXXXXXX
[2406832728][PKCS11][INFO] PKCS #11 successfully initialized.

[2406832728][MAIN][INFO]

[2406832728][PKCS11][INFO]
through PKCS#11 interface
[2406832728][PKCS11][INFO]
[2406832728][PKCS11][INFO]
[2406832728][PKCS11][INFO]
[2406832728][PKCS11][INFO]
[2406832728][PKCS11][INFO]
[2406832728][MAIN][INFO]

into label
object.
into label
object.
object.

Writing certificate
Creating a 0x1 type
Writing certificate
Creating a 0x1 type
Creating a 0x3 type

Fleet-provisioning-by-Claim

Start certificate provisioning

Loading Root CA and claim credentials

"Root Cert".

"Claim Cert".

[2025-01-02 01:43:11.404995144][iotmi_device_sdkLog][INFO] [2406832728]

[MQTT_AGENT][INFO]

[2025-01-02 ©01:43:11.405106991][iotmi_device_sdkLog][INFO] Establishing a TLS
session to XXXXXXXXXXXXXXX.account-prefix-ats.iot.region.amazonaws.com

[2025-01-02 01:43:11.
[2025-01-02 01:43:11.

[MQTT_AGENT][INFO]

[2025-01-02 01:43:11.

connected

[2025-01-02 01:43:11.
[2025-01-02 01:43:12.

[MQTT_AGENT][INFO]

[2025-01-02 01:43:12.
[2025-01-02 01:43:12.
[2025-01-02 01:43:12.

[MQTT_AGENT][INFO]

[2025-01-02 01:43:12.

clean session.

[2025-01-02 01:43:12.
[2025-01-02 01:43:13.

405119166][iotmi_device_sdkLog][INFO]
844812513][iotmi_device_sdkLog] [INFO]

844842576] [iotmi_device_sdkLog] [INFO]

844852105][iotmi_device_sdkLog][INFO]
296421687][iotmi_device_sdkLog] [INFO]

296449663][iotmi_device_sdkLog] [INFO]
296458997][iotmi_device_sdkLog] [INFO]
296467793][iotmi_device_sdkLog] [INFO]

296476275][iotmi_device_sdkLog] [INFO]

296484350][iotmi_device_sdkLog] [INFO]
171056119][iotmi_device_sdkLog][INFO]

[FLEET_PROVISIONING][INFO]

[2025-01-02 01:43:13.

response from Fleet

[2025-01-02 01:43:13.
[2025-01-02 01:43:13.

171082442][iotmi_device_sdkLog][INFO]
Provisioning CreateKeysAndCertificate
171092740][iotmi_device_sdkLog][INFO]
171122834][iotmi_device_sdkLog] [INFO]

[FLEET_PROVISIONING][INFO]

[2025-01-02 01:43:13.

1711324007 [iotmi_device_sdkLog] [INFO]

[2406833168]

TLS session

[2406833620]

Session present: 0.

[2406833620]

MQTT connect with

[2406834494]

Received accepted
API.

[2406834494]

Received privatekey

and certificate with Id: XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX

[2025-01-02 01:43:13.

171141107][iotmi_device_sdkLog] [INFO]

[2406834494][PKCS11][INFO] Creating a 0x3 type object.

End Device SDK A|Zf &} 7]
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[2406834494][PKCS11][INFO] Writing certificate into label "Device Cert".
[2406834494][PKCS11][INFO] Creating a 0x1 type object.

[2025-01-02 ©01:43:18.584615126][iotmi_device_sdkLog] [INFO] [2406839908]
[FLEET_PROVISIONING][INFO]

[2025-01-02 ©01:43:18.584662031][iotmi_device_sdkLog][INFO] Received accepted
response from Fleet Provisioning RegisterThing API.

[2025-01-02 01:43:18.584671912][iotmi_device_sdkLog][INFO]

[2025-01-02 ©01:43:19.100030237][iotmi_device_sdkLog][INFO] [2406840423]
[FLEET_PROVISIONING][INFO]

[2025-01-02 01:43:19.100061720][iotmi_device_sdkLog][INFO] Fleet-provisioning
iteration 1 is successful.

[2025-01-02 ©01:43:19.100072401][iotmi_device_sdkLog][INFO]
[2406840423]1[MQTT][ERROR] MQTT Connection Disconnected Successfully
[2025-01-02 ©1:43:19.216938181][iotmi_device_sdkLog][INFO] [2406840540]
[MQTT_AGENT][INFO]

[2025-01-02 ©1:43:19.216963713][iotmi_device_sdkLog][INFO] MQTT agent thread
leaves thread loop for iotmiDev_MQTTAgentStop.

[2025-01-02 ©1:43:19.216973740][iotmi_device_sdkLog] [INFO]

[2406840540] [MAIN][INFO] iotmiDev_MQTTAgentStop is called to break thread loop
function.

[2406840540] [MAIN][INFO] Successfully provision the device.

[2406840540] [MAIN][INFO] Client ID :

) 9.9.9.9.9.0.0.9.9.9.90.0.0.9.9.0.0.0.0.99.9.0.9.9.9.9.9.09.9.9.9.0.0.9.9.9.0.0.9.9.9.0:¢

[2406840540] [MAIN][INFO] Managed thing ID : XXXXXXXXXXXXXXXXXXXXXXX
[2406840540] [MAIN] [INFQ] ======================== gpplication loop

[2025-01-02 ©01:43:19.217094828][iotmi_device_sdkLog][INFO] [2406840540]
[MQTT_AGENT][INFO]

[2025-01-02 ©01:43:19.217124600][iotmi_device_sdkLog][INFO] Establishing a TLS
session to XXXXXXXXX.account-prefix-ats.iot.region.amazonaws.com:8883
[2025-01-02 01:43:19.217138724][iotmi_device_sdkLog][INFO]
[2406840540][Cluster OnOff][INFO] exampleOnOffInitCluster() for endpoint#l
[2406840540] [MAIN][INFO] Press Ctrl+C when you finish testing...
[2406840540][Cluster ActivatedCarbonFilterMonitoring][INFO]
exampleActivatedCarbonFilterMonitoringInitCluster() for endpoint#l
[2406840540] [Cluster AirQuality][INFO] exampleAirQualityInitCluster() for
endpoint#l

[2406840540][Cluster CarbonDioxideConcentrationMeasurement][INFO]
exampleCarbonDioxideConcentrationMeasurementInitCluster() for endpoint#l
[2406840540][Cluster FanControl][INFO] exampleFanControlInitCluster() for
endpoint#l

[2406840540][Cluster HepaFilterMonitoring][INFO]
exampleHepaFilterMonitoringInitCluster() for endpoint#l
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[2406840540][Cluster PmlConcentrationMeasurement][INFO]
examplePmlConcentrationMeasurementInitCluster() for endpoint#l
[2406840540][Cluster Pm25ConcentrationMeasurement][INFO]
examplePm25ConcentrationMeasurementInitCluster() for endpoint#l

[2406840540] [Cluster TotalVolatileOrganicCompoundsConcentrationMeasurement]
[INFO]
exampleTotalVolatileOrganicCompoundsConcentrationMeasurementInitCluster() for
endpoint#1
[2025-01-02 01:43:19.
[MQTT_AGENT][INFO]
[2025-01-02 01:43:19.
connected
[2025-01-02 01:43:19.

648185488][iotmi_device_sdkLog][INFO] [2406840971]

648211988] [iotmi_device_sdkLog][INFO] TLS session

648225583][iotmi_device_sdkLog] [INFO]

[2025-01-02 01:43:19.
[MQTT_AGENT][INFO]

[2025-01-02 01:43:19.
[2025-01-02 01:43:19.

938281231][iotmi_device_sdkLog][INFO] [2406841261]

938304799][iotmi_device_sdkLog][INFO] Session present: 0.

938317404][iotmi_device_sdkLog][INFO]

ZHERE S71EE 7] o E 2|7 0]
ofZE|7|oldE YEsty desit{™ CtE BHPS A LICH

>cd <path-to-code-drop>

# If you didn't generate cluster code earlier

>(cd codegen && poetry run poetry install --no-root && ./gen-data-model-api.sh)
>mkdir build

>cd build

>cmake ..

>cmake --build .
>./examples/iotmi_device_dm_air_purifier/iotmi_device_dm_air_purifier_demo

Ol 20z 2712 AMEXZQIEQ} X|HE|= CHE EB{AET /U&=

AlZeloldE 371EHE

UE SES
7|0l ci3l 3H9 ==& 2| C-Functions& +#& LICtH.
S718E7| AdEZRIEN X|HE= EHAEH
A= QlE Se{AH
A= Z QE #1: Air Purifier OnOff
™ A|oq
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struct DeviceState

{

struct iotmiDev_Agent *agent;

struct iotmiDev_Endpoint *endpointLight;
/* This simulates the HW state of OnOff */
bool hwState;

1Y

/* This implementation for OnOff getter just reads

t71 ol APIS| &t & ¥ A2 Ol & LICH o Aol M= 7471/11
A BtAE

£ Mo{EfLICt API MIE MEE= MM

4 =

End Device SDK A|%f&t7|
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the state from the DeviceState */
iotmiDev_DMStatus exampleGetOnOff(bool *value, void *user)
{
struct DeviceState *state = (struct DeviceState *)(user);
*value = state->hwState;
return iotmiDev_DMStatusOk;

Sgfuch chg BAHE =g

=1

ok

C. iotmiDev_Agent_initDefaultConfig() &<+E AFE3toiCH7|¥d 27| & Z
CH A= ZQIEQ} ZH2 ui2tO|E{ol CHal MAE 7|22 2 A™EELICH

D. ZIAA AF2E 0Ix|™H iotmiDev_Agent_free() &+2 2lAAE A ELICEH O
=HA 5tH HZ2E £+2 XI5t ofZ2/F|0|HollM A 2lAA BEIE BYE

= U&LICH

i. NEXCIEE MHES T X|HEl=s E{AEHE SE&LICH

struct DeviceState
End Device SDK A|Zf &} 7] 221
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{
struct iotmiDev_Agent * agent;
struct iotmiDev_Endpoint *endpointl;
/* OnOff cluster states*/
bool hwState;

i

/* This implementation for OnOff getter just reads
the state from the DeviceState */
iotmiDev_DMStatus exampleGetOnOff( bool * value, void * user )

{
struct DeviceState * state = ( struct DeviceState * ) ( user );
*value = state->hwState;
printf( "%s(): state->hwState: %d\n", _ func__, state->hwState );
return iotmiDev_DMStatusOk;
}
iotmiDev_DMStatus exampleGetOnTime( uintl6_t * value, void * user )
{
*value = 0;
printf( "%s(): OnTime is %u\n", __ _func__, *value );
return iotmiDev_DMStatusOk;
}

iotmiDev_DMStatus exampleGetStartUpOnOff( iotmiDev_OnOff_StartUpOnOffEnum *
value, void * user )

{
*value = iotmiDev_OnOff_StartUpOnOffEnum_Off;
printf( "%s(): StartUpOnOff is %d\n", __ func__, *value );
return iotmiDev_DMStatusOk;

}

void setupOnOff( struct DeviceState *state )
{
struct iotmiDev_clusterOnOff clusterOnOff = {
.getOn0ff = exampleGetOnOff,
.getOnTime = exampleGetOnTime,
.getStartUpOn0ff = exampleGetStartUpOnOff,
};
iotmiDev_0OnOffRegisterCluster( state->endpointl,
&clusterOnOff,
( void * ) state);

End Device SDK A|%317| 222
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/* Here is the sample setting up an endpoint 1 with OnOff
cluster. Note all error handling code is omitted. */

void setupAgent(struct DeviceState *state)

{
struct iotmiDev_Agent_Config config = {
.thingId = IOTMI_DEVICE_MANAGED_THING_ID,

.clientId = IOTMI_DEVICE_CLIENT_ID,

};
iotmiDev_Agent_InitDefaultConfig(&config);
/* Create a device agent before calling other SDK APIs */
iotmiDev_Agent_new(&config);

state->agent
iotmiDev_Agent_addEndpoint( state->agent,
1,
"Data Model Handler Test

/* Create endpoint#l */

state->endpointl
(const char*[])

Device",
{ "Camera" 1},
1);
setupOnOff(state);
EM 7HX27|

}
c. Y MEDIE A0 BY
3 252 AELC

JobSucceeded;

OTA o Z2|7i[o]4dof Y
static iotmi_JobCurrentStatus_t processOTA( iotmi_JobData_t * pJobData )

{

iotmi_JobCurrentStatus_t jobCurrentStatus

// This function should create OTA tasks
jobCurrentStatus = YOUR_OTA_FUNCTION(iotmi_JobData_t * pJobData);

return jobCurrentStatus;
}
i. & %Ziotmi_JobsHandler startstod 2] HEE{E x7|5H&LiCt
End Device SDK A|%f&t7| 223
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i. £ Z&iotmi_JobsHandler_getJobDocumentdtod &3 SEHolM =

iv. Y EME HBHM2Z JIX{2™ processOTA & 01| A2 X} X|H OTA YU E &4

1 =
1 JobSucceeded & ENE HtEtgtL|CH

L
[e]]}

P

K

static void prvJobsHandlerThread( void * pParam )

{
JobsHandlerStatus_t status = JobsHandlerSuccess;
iotmi_JobData_t jobDocument;
iotmiDev_DeviceRecord_t * pThreadParams = ( iotmiDev_DeviceRecord_t * )
pParam;

iotmi_JobsHandler_config_t config = { .pManagedThingID = pThreadParams-
>pManagedThingID, .jobsQueueSize = 10 };

status = iotmi_JobsHandler_start( &config );

if( status != JobsHandlerSuccess )

{
LogError( ( "Failed to start Jobs Handler." ) );

return;

while( !bExit )

{
status = iotmi_JobsHandler_getJobDocument( &jobDocument, 30000 );

switch( status )

{

case JobsHandlerSuccess:

{

LogInfo( ( "Job document received." ) );
LogInfo( ( "Job ID: %.*s", ( int ) jobDocument.jobIdLength,

jobDocument.pJobId ) );
LogInfo( ( "Job document: %.*s", ( int )

jobDocument.jobDocumentLength, jobDocument.pJobDocument ) );

/* Process the job document */
iotmi_JobCurrentStatus_t jobStatus =
processOTA( &jobDocument );

iotmi_JobsHandler_updateJobStatus( jobDocument.pJoblId,
jobDocument.jobIdLength, jobStatus, NULL, @ );

End Device SDK A|Zf &} 7] 224
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iotmiJobsHandler_destroyJobDocument(&jobDocument);

break;
}
case JobsHandlerTimeout:
{

LogInfo( ( "No job document available. Polling for job
document." ) );

iotmi_JobsHandler_pollJobDocument();

break;

}

default:

{
LogError( ( "Failed to get job document." ) );
break;

}

while( iotmi_JobsHandler_getJobDocument( &jobDocument, @ ) ==
JobsHandlerSuccess )

{

/* Before stopping the Jobs Handler, process all the remaining
jobs. */

LogInfo( ( "Job document received before stopping." ) );

LogInfo( ( "Job ID: %.*s", ( int ) jobDocument.jobIdLength,
jobDocument.pJobId ) );

LogInfo( ( "Job document: %.*s", ( int )
jobDocument. jobDocumentLength, jobDocument.pJobDocument ) );

storeJobs( &jobDocument );

iotmiJobsHandler_destroyJobDocument(&jobDocument);

iotmi_JobsHandler_stop();

LogInfo( ( "Job handler thread end." ) );

End Device SDK A|Zf &} 7]
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}

C|HFO|A0] End C|HFO|A SDK O A

End Device SDKE LC|HIO|A Z3HZ0f O|AIEFLICH CHS EHA|of k2t C|HFO|AE AWS loT Device
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Example SDK C|EE 2| X

### <SDK_ROOT_FOLDER>
### CMakelLists.txt
### LICENSE.txt
### cmake

### commonDependencies
### components

### docs

### examples

### include

### 1ib

### platform

### test

### tools
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typedef struct TransportInterface

{
TransportRecv_t recv;
TransportSend_t send;
NetworkContext_t * pNetworkContext;

} TransportInterface_t;

REMIEH LHE 2 FreeRTOS & AFO|E Q| T1E QIE{m|O[A A

o4
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« 0 PKCS#11 PAL HE 2 7# & LICtcommonDependencies/core_pkcsll/
corePKCS11/source/include/core_pkcsll.h.

« oM Linux Tt A|AERIS F348L|Clplatform/posix/corePKCS11-mbedtls/source/
iotmi_pal_PkcsllOperations.c.
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1. oM oMl o E 2|70l Bt &LCtexamples/[device_type_sample].
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RAM 37t
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Ol MM F{AEM B FBHE|X| b= API 2] S lLCt.

/* return code for data model related API */

enum iotmiDev_DMStatus

{
/* The operation succeeded */
iotmiDev_DMStatusOk = 0,
/* The operation failed without additional information */
iotmiDev_DMStatusFail = 1,
/* The operation has not been implemented yet. */
iotmiDev_DMStatusNotImplement = 2,
/* The operation is to create a resource, but the resource already exists. */
iotmiDev_DMStatusExist = 3,

/* The opaque type to represent a instance of device agent. */
struct iotmiDev_Agent;

/* The opaque type to represent an endpoint. */
struct iotmiDev_Endpoint;

/* A device agent should be created before calling other API */
struct iotmiDev_Agent* iotmiDev_create_agent();

/* Destroy the agent and free all occupied resources */
void iotmiDev_destroy_agent(struct iotmiDev_Agent *agent);

/* Add an endpoint, which starts with empty capabilities */
struct iotmiDev_Endpoint* iotmiDev_addEndpoint(struct iotmiDev_Agent *handle, uintl6
id, const char *name);

>
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/* Test all clusters registered within an endpoint.
Note: this API might exist only for early drop. */
void iotmiDev_testEndpoint(struct iotmiDev_Endpoint *endpoint);
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7|2 ¢33 LS AWS KMS 22l5t7| I3l 7|
MS ALSELICH IAM E2oi| CHEF REM|EH LIS 2
Access Management.

7| B
7| M2 22 AWS KMS 7|0of CHeF HMAE FMo{EfLICt ZF AWS KMS 7|0l = stLte| 7| Z4AHpE st
Euict Y 7| Mo et 7|18 AEE = Ue AWS 2ot Tt 7| AHS wgdo| Z™ELICH 7|
M NS AHS 510 AWS KMS 712 AAA B ALSS BHElshe wigoll CHEE REAIEH LIS S M2 A
23504 MM A 2§ HESML.
22 HElE SEe IsHol M E 70l AWS A CHet HMlA U ALSS BHEISHE Ol ASE 4 Q)
= AWS KMS 7| E& -dHO| of L|Ct.
{
"Statement" : [
{
"Sid" : "Allow access to principals authorized to use managed integrations",
"Effect" : "Allow",
"Principal” : {
//Note: Both role and user are acceptable.
"AWS": "arn:aws:iam::111122223333:user/username",
"AWS": "arn:aws:iam::111122223333:role/roleName"
iy

"Action" : [
"kms:GenerateDataKeyWithoutPlaintext",
"kms:Decrypt",
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html
https://docs.aws.amazon.com/kms/latest/developerguide/create-keys.html#create-symmetric-cmk
https://docs.aws.amazon.com/kms/latest/developerguide/access-glossary.html#security_iam_access-manage
https://docs.aws.amazon.com/kms/latest/developerguide/access-glossary.html#security_iam_access-manage
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"kms:ReEncrypt*"

1,
"Resource" : "arn:aws:kms:region:111122223333:key/key_ID",
"Condition" : {
"StringEquals" : {
"kms:ViaService" : "iotmanagedintegrations.amazonaws.com"
1,
"ForAnyValue:StringEquals": {
"kms:EncryptionContext:aws-crypto-ec:iotmanagedintegrations": "111122223333"
1,

"ArnLike": {
"aws:SourceArn": [

"arn:aws:iotmanagedintegrations:<region>:<accountId>:managed-thing/
<managedThingId>",

"arn:aws:iotmanagedintegrations:<region>:<accountId>:credential-locker/
<credentiallLockerId>",

"arn:aws:iotmanagedintegrations:<region>:<accountId>:provisioning-profile/
<provisioningProfileId>",

"arn:aws:iotmanagedintegrations:<region>:<accountId>:ota-task/<otaTaskId>"

}
3,
{
"Sid" : "Allow access to principals authorized to use managed integrations for
async flow",
"Effect" : "Allow",
"Principal” : {

"Service": "iotmanagedintegrations.amazonaws.com

},

"Action" : [
"kms:GenerateDataKeyWithoutPlaintext",
"kms:Decrypt",

"kms:ReEncrypt*"

1,

"Resource" : "arn:aws:kms:region:111122223333:key/key_ID",

"Condition" : {

"ForAnyValue:StringEquals": {
"kms:EncryptionContext:aws-crypto-ec:iotmanagedintegrations": "111122223333"
},
"ArnLike": {
"aws:SourceArn": [
"arn:aws:iotmanagedintegrations:<region>:<accountId>:managed-thing/
<managedThingId>",
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"arn:aws:iotmanagedintegrations:<region>:<accountId>:credential-locker/

<credentiallLockerId>",

"arn:aws:iotmanagedintegrations:<region>:<accountId>:provisioning-profile/

<provisioningProfileId>",

"arn:aws:iotmanagedintegrations:<region>:<accountId>:ota-task/<otaTaskId>"

}
}I
{

"Sid" : "Allow access to principals authorized to use managed integrations for

describe key",
"Effect" : "Allow",
"Principal” : {
"AWS": "arn:aws:iam::111122223333:user/username"
I
"Action" : [
"kms:DescribeKey",
1,
"Resource" : "arn:aws:kms:region:111122223333:key/key_ID",
"Condition" : {
"StringEquals" : {

"kms:ViaService" : "iotmanagedintegrations.amazonaws.com

"Sid": "Allow access for key administrators",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:root"
I
"Action" : [
"kms:*"
1,

"Resource": "*"
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https://docs.aws.amazon.com/signin/latest/userguide/how-to-sign-in.html
https://docs.aws.amazon.com/signin/latest/userguide/how-to-sign-in.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_sigv.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/enable-mfa.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.aws.amazon.com/singlesignon/latest/userguide/what-is.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_boundaries.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_boundaries.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#policies_session
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_evaluation-logic.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_evaluation-logic.html
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AWSIoTManagedIntegrationsFullAccess MAZ IAM 2ot Q15 0f ¢ZE = JU&LICH.

0| X4z 2 o|5d =3t 9l T4 AH|A0 CH3F XA HAA HEHS BHodst|ch o Ao] X{FS & 4o
AWSloTManagedIntegrationsFullAccess& AWS Management Console® Z5HA| 2.

et A HE
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"Version": "2012-10-17",
"Statement": [
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html
https://console.aws.amazon.com/iam/home#/policies/arn:aws:iam::aws:policy/AWSIoTManagedIntegrationsFullAccess?section=permissions
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{
"Effect": "Allow",
"Action": "iotmanagedintegrations:*",
"Resource": "*"
},
{
"Effect": "Allow",
"Action": "iam'CreateServiceLinkedRole",
"Resource": "arn:aws:iam::*:role/aws-service-role/

iotmanagedintegrations.amazonaws.com/AWSServiceRoleForIoTManagedIntegrations",
"Condition": {
"StringEquals": {
"iam:AWSServiceName": "iotmanagedintegrations.amazonaws.com"

AWS ZH2| H3: AWS loTManagedintegrationsRolePolicy

AWS IoTManagedIntegrationsRolePolicy HAZ IAM 2ot Q150f HAZAE & Q&L Ct
O| 4242 AL XIE i 413104 Amazon CloudWatch logs & X|EE HAIE £ U= #ElH S& Het2

oMol HAMZ H 2™ AWSIoTManagedintegrationsRolePolicyE AWS Management Console® =

oll
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O| M&of= Ctg ™Eto| Z k(o] U&LICH
« logs - Amazon CloudWatch 21 2§ ¥4dst1 208 2822 AEZ|USIE 7|s2 MSEL
ct.

» cloudwatch - Amazon CloudWatch X|E& HA|5lE 7|52 MBELICH. Amazon CloudWatch X|
Eof cHEt REMIEH LI Amazon CloudWatchl| X|EE & XML

"Version": "2012-10-17",
"Statement": [
{
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https://console.aws.amazon.com/iam/home#/policies/arn:aws:iam::aws:policy/AWSIoTManagedIntegrationsRolePolicy?section=permissions
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/working_with_metrics.html
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"Sid": "CloudWatchLogs",
"Effect": "Allow",
"Action": [
"logs:CreatelLogGroup"
1,
"Resource": [
"arn:aws:logs:*:*:log-group:/aws/iotmanagedintegrations/*"
1,
"Condition": {
"StringEquals": {
"aws:PrincipalAccount": "${aws:ResourceAccount}"

"Sid": "CloudWatchStreams",
"Effect": "Allow",
"Action": [
"logs:CreatelLogStream",
"logs:PutLogEvents"
1,
"Resource": [
"arn:aws:logs:*:*:log-group:/aws/iotmanagedintegrations/*:log-stream:*"
1,
"Condition": {
"StringEquals": {
"aws:PrincipalAccount": "${aws:ResourceAccount}"

"Sid": "CloudWatchMetrics",
"Effect": "Allow",
"Action": [
"cloudwatch:PutMetricData"
1,
"Resource": "*",
"Condition": {
"StringEquals": {
"cloudwatch:namespace": [
"AWS/IoTManagedIntegrations",
"AWS/Usage"
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"Version": "2012-10-17",
"Statement": [
{

"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
"Action": [

iam:GetUserPolicy",
"iam:ListGroupsForUser",

jam:ListAttachedUserPolicies",

iam:ListUserPolicies",

iam:GetUser"

1,

"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]

"Sid": "NavigateInConsole",

"Effect": "Allow",

"Action": [
"iam:GetGroupPolicy",

iam:GetPolicyVersion",

iam:GetPolicy",
"iam:ListAttachedGroupPolicies",

iam:ListGroupPolicies",

iam:ListPolicyVersions",

jam:ListPolicies",

jam:ListUsers"

]I

"Resource": "*"
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« 2. logs:CreateLogGroup, logs:DescribelLogGroups, logs:CreateLogStream,
logs:PutLogEvents, logs:DescribelLogStreams, cloudwatch:PutMetricData on
all of your managed integrations resources.

{
"Version" : "2012-10-17",
"Statement" : [
{
"Sid" : "CloudwatchLogs",
"Effect" : "Allow",
"Action" : [

"logs:CreatelLogGroup",
"logs:DescribelogGroups"”
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"Resource" : [
"arn:aws:logs:*:*:log-group:/aws/iotmanagedintegrations/*"
]
I

{
"Sid" : "CloudWatchStreams",

"Effect" : "Allow",
"Action" : [
"logs:CreatelLogStream",
"logs:PutLogEvents",
"logs:DescribelLogStreams"
1,
"Resource" : [
"arn:aws:logs:*:*:log-group:/aws/iotmanagedintegrations/*:log-stream:*"
]
.

{
"Sid" : "CloudWatchMetrics",

"Effect" : "Allow",
"Action" : [
"cloudwatch:PutMetricData"
1,
"Resource" : "*",
"Condition" : {
"StringEquals" : {
"cloudwatch:namespace" : [
"AWS/IoTManagedIntegrations",
"AWS/Usage"
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oS SEol 2ot &S 22 elogd™ 1 ZE[F AWS KMS 7|2 2oF &5 & ddsiofF g Lict Rt
Mg LI 2 AWS Secrets Manager A2 ARHA S| AWS KMS 7|0 CHEF HetS & ESHAIL.

CHS Mol IAM HAE A& 8lok gfLict

7t 2ot &t & ZHAME AWS IoT Device Management = U5 HEl™ &
off CHer HAMIA HEF F0q
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zelE S8 tE AMe = UL Sto{H 2ot S E MYE
g 2ot & 5of CHEr 2|laA HRol| Ctg MetE ZEELICH
{
"Version" : "2012-10-17",
"Statement" : [ {
"Effect" : "Allow",
"Principal” : {
"Service" : "iotmanagedintegrations.amazonaws.com"
b
"Action" : [ "secretsmanager:GetSecretValue" ],
"Resource" : "*"

"Condition": {
"StringEquals": {
aws:SourceArn": "arn:aws:iotmanagedintegrations:AWS Region:account-
id:account-association:account-association-id"

}
}
} ]
}
17 2E[E AWS KMS 7|2 YHMof Tt g E8 FIHELICH
{

"Version": "2012-10-17",
"Statement": [{
"Effect": "Allow",
"Action": [
"kms:Decrypt",
"kms:DescribeKey"
1,
"Principal": {
"Service": [
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"iotmanagedintegrations.amazonaws.com"

3,
"Resource": [
"arn:aws:kms:AWS Region:account-id:key/*"
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* com.amazonaws.eu-west-1.iotmanagedintegrations.api
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aws ec2 create-vpc-endpoint \
--vpc-id vpc-12345678 \
--route-table-ids rtb-12345678 \
--service-name com.amazonaws.ca-central-1.iotmanagedintegrations.api \
--vpc-endpoint-type Interface \
--subnet-ids subnet-12345678 subnet-87654321 \
--security-group-ids sg-12345678
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2. Z2t0o|8! DNS O|Foil CHEt DNS &l &0l

dig api.iotmanagedintegrations.region.api.aws

3. HTTPS & HIAE:

curl -v https://api.iotmanagedintegrations.region.api.aws

4. AWS loT Z2[8 S8 API 2 5 £ s LCH

aws iot-managed-integrations list-destinations \
--region region \
--endpoint-url https://api.iotmanagedintegrations.region.api.aws

£ AWS 2|™(H: ca-central-1)region2 £ H}ELILC}.
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CHet HMAE HFELICH
{
"Statement": [
{
"Effect": "Allow",
"Principal": "*",
"Action": [
"iotmanagedintegrations:ListDestinations",
"iotmanagedintegrations:GetDestination",
"iotmanagedintegrations:CreateDestination",
"iotmanagedintegrations:UpdateDestination",
"iotmanagedintegrations:DeleteDestination"
1,
"Resource": "*"
},
{
"Effect": "Deny",
"Principal": "*",
"Action": [
"iotmanagedintegrations:ListCredentiallockers",
"iotmanagedintegrations:GetCredentiallLocker",
"iotmanagedintegrations:CreateCredentiallocker",
"iotmanagedintegrations:UpdateCredentiallocker",
"iotmanagedintegrations:DeleteCredentiallocker"
1,
"Resource": "*"
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{
"Statement": [
{
"Effect": "Allow",
"Principal": "*",
"Action": "*",
"Resource": "*",

"Condition": {
"StringEquals": {
"aws:PrincipalArn": "arn:aws:iam::123456789012:role/
IoTManagedIntegrationsVPCRole"

}
}
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"userIdentity": {
"type": "AssumedRole",
"principalId": "EXAMPLE",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/EXAMPLE",
"accountId": "111122223333",
"accessKeyId": "EXAMPLEKYSBQSCGRIC",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AROAZOZQFKYSFZVB2J2GN",
"arn": "arn:aws:iam::111122223333:role/Admin",
"accountId": "111122223333",
"userName": "Admin"
I
"attributes": {
"creationDate": "2025-06-05T18:26:16Z",
"mfaAuthenticated": "false"

}
}
I
"eventTime": "2025-06-05T18:30:40Z2",
"eventSource": "iotmanagedintegrations.amazonaws.com",
"eventName": "CreateCloudConnector",

"awsRegion": "us-east-1",
"sourceIPAddress": "192.0.2.0",
"userAgent": "PostmanRuntime/7.44.0",
"requestParameters": {
"EndpointType": "LAMBDA",
"Description": "Manual testing for C2C CT Validation",
"ClientToken": "abc7460",
"EndpointConfig": {
"lambda": {

arn": "arn:aws:lambda:us-
east-1:111122223333:function:LightweightMockConnector7460"
}
I
"Name": "EdenManualTestCloudConnector"
I
"responseElements": {
"X-Frame-Options": "DENY",
"Access-Control-Expose-Headers": "Content-Length,Content-Type, X-Amzn-
Errortype, X-Amzn-Requestid",
"Strict-Transport-Security": "max-age:47304000; includeSubDomains",
"Cache-Control": "no-store, no-cache",
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"X-Content-Type-Options": "nosniff",

"Content-Security-Policy": "upgrade-insecure-requests; default-src 'none';
object-src 'none'; frame-ancestors 'none'; base-uri 'none'",

"Pragma": "no-cache",

"Id": "f7e633e719404c4a933596b4d0@cc276e",

"Arn": "arn:aws:iotmanagedintegrations:us-east-1:111122223333:cloud-connector/
EXAMPLE4Q4c4a933596b4d0cc276e"

iy
"requestID": "c@071fd1l-b8e@-400a-bcc@-EXAMPLE9e4",

"eventID": "95b318ea-2f63-4183-9c22-EXAMPLE3e",
"readOnly": false,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "111122223333",
"eventCategory": '"Management"

CHS oMM 229l ListDiscoveredDevices APl 2212 E0{F &= CloudTrail O|HEZ &

0fE LICH.

ListDiscoveredDevices API 2/ & E 5t CloudTrail O|HE MHZ.

"eventVersion": "1.09",
"userIdentity": {
"type": "AssumedRole",
"principalId": "EZAMPLE",
"arn": "arn:aws:sts::444455556666:assumed-role/Admin/EXAMPLE",
"accountId": "444455556666",
"accessKeyId": "EXAMPLERJ26PYMH",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "EXAMPLE",
"arn": "arn:aws:iam: :444455556666:role/Admin",
"accountId": "444455556666",
"userName": "Admin"
.
"attributes": {
"creationDate": "2025-06-10T23:37:317",
"mfaAuthenticated": "false"
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1,

"eventTime": "2025-06-10T23:38:0772",

"eventSource": "iotmanagedintegrations.amazonaws.com",
"eventName": "ListDiscoveredDevices",

"awsRegion": "us-east-1",

"sourceIPAddress": "192.0.2.0",
"userAgent": "EXAMPLE-runtime/2.4.0",
"requestParameters": {

"Identifier": "EXAMPLE4f268483a17d8060f014"
I
"responseElements": null,
"requestID": "27aelf6l-e2e6-43e4-bfl7-EXAMPLEa568",
"eventID": "34734e81-76a8-49a4-9641-EXAMPLE28ed",
"readOnly": true,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "444455556666",

"eventCategory": "Management"
}
CloudTrail BlZ = 2&I=0f CHgt XFM|IEH LHE 2 AWS CloudTrail AHE A2 A 2| CloudTrail record
contentsE H XM
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