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https://aws.amazon.com/
https://console.aws.amazon.com/iottwinmaker/
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html
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AWS loT TwinMaker0i CHEF MH|A 3gh M4 4l 2tg|

AWS loT TwinMaker 2(=) MH|A &S ALE5t0{ AL Xt CHAI CHE MH|A Q| BlAA HMAE =
AL S SHok FLICH O] W& 2 A2 27HE AWS IoT TwinMaker7tX{0F B LICH LI AHO|AE
& 0I°4°E*% I Amo|Ao] EEatoF BLICEH o] FAofE YRRl AlLtE|20] CHEF HEtS + M
st WS 2o &= YA ol|X7t ZEElo] &L ot

AMEZ| F0od

CHE HA2 AL R A& 3 AWS loT TwinMaker®d g 7ho| A2 A& MHELIC o] Az BHAE
A O|A0 AHESHE deof EFSHMAIR.

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Principal": {
"Service": "iottwinmaker.amazonaws.com"
1,

"Action": "sts:AssumeRole"

Amazon S3 ™§t

n

HH2 A3 0| Amazon S3 HZ!0IAM i1 AfA|st D & + s HErE Fo{gfLICH I3 AW 0|A

T AR D —_-= T

= Amazon S30{| E|AAE XESIEE B E 3 AHO0|A0N Amazon S3 HEto| Z e gHL|C}.

= L

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"s3:GetBucket*",

AWS loT TwinMaker0i| CH8F MH|A o3& M4 gl 2|
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"s3:GetObject",

"s3:ListBucket",

"s3:PutObject"
1,

"Resource": [

"arn:aws:s3:::*
]
1,

{
"Effect": "Allow",

"Action": [
"s3:DeleteObject"
1,

"Resource": [
"arn:aws:s3:::*/DO_NOT_DELETE_WORKSPACE_*"

2 FEFLH= mH2 0| Amazon S3 H{Z!od AWS
| 22 = Z7Zt2 AAE m sHE mhlE AMAIE AWS loT

bt pRAE CHE A E BIRIRLICH 23 AT 0|AE AfXE
s L

E 7% Amazon S3 EH{Z!of| CHst HE & &
AWS loT TwinMaker 2£ 0| & Q¥ MAIE [ Amazon S3 HHZ!E AWS loT TwinMaker 2435t
T & MEE = J&LICH CFR AWS CLI H-E 2 AF835H04 O] tHZlof| CHEt HEE &2 + U&LIC

aws iottwinmaker get-workspace --workspace-id workspace name
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{
"arn": "arn:aws:iottwinmaker:region:account Id:workspace/workspace name",
"creationDateTime": "2021-11-30T11:30:00.000000-08:00",
"description": "",
"role": "arn:aws:iam::account Id:role/service role name",
"s3Location": "arn:aws:s3:::bucket name",
"updateDateTime": "2021-11-30T11:30:00.000000-08:00",
"workspaceId": "workspace name"
}

S8 Amazon S3 BiZ/0] CHEH HEHS BTSHE S HAS UTIOISSHEAT ## ## 242 ASFHAAL.

M2 AL2X}IO| @18 0| EX Amazon S3 HZIO|A] o111 AMX|5tD & £ QIE 2 5{FL|C}.

ul
0jo
0

{
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [

"s3:GetBucket*",
"s3:GetObject",
"s3:ListBucket",
"s3:PutObject"

1,

"Resource": [
"arn:aws:s3:::bucket name",
"arn:aws:s3:::bucket name/*"

]

},
{

"Effect": "Allow",

"Action": [
"s3:DeleteObject"

1,

"Resource": [
"arn:aws:s3:::iottwinmakerbucket/DO_NOT_DELETE_WORKSPACE_*"

]

}
]

57 Amazon S3 HHZ!ol| CHEF HEH &
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"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"s3:GetBucket*",
"s3:GetObject",
"s3:ListBucket",
"s3:PutObject"
1,
"Resource": [
"arn:aws:s3:::bucket name",
"arn:aws:s3:::bucket name/*"

"Effect": "Allow",
"Action": [
"iotsitewise:DescribeAsset"

]I
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"Resource": "asset ARN"
.
{
"Effect": "Allow",
"Action": [
"iotsitewise:DescribeAssetModel"
1,
"Resource": "asset model ARN"
},
{
"Effect": "Allow",
"Action": [
"s3:DeleteObject"
1,
"Resource": [
"arn:aws:s3:::*/DO_NOT_DELETE_WORKSPACE_*"
]
}

com.amazon.iotsitewise.connector 7t 24 S8 S AI835t1 £/ O|0|E{E AWS loT SiteWise 2104
Of 5l A< Mo Cts HetE Z&sloF &Lct.

"Action": [
"iotsitewise:GetPropertyValueHistory",
1,
"Resource": [
"AWS IoT SiteWise asset resource ARN"
1,
"Effect": "Allow"
},

rir
b

com.amazon.iotsitewise.connector 4 24 RS AI835t1 £ O|O|E{E 7|E 3l of 5
Mo CtE M2 Z&sioF & L|CH AWS loT SiteWise

iy
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"Action": [
"iotsitewise:BatchPutPropertyValues",
1,
"Resource": [
"AWS IoT SiteWise asset resource ARN"
1,
"Effect": "Allow"
I

com.amazon.iotsitewise.connector.edgevideo 74 L4 R 2 A& 3dt= A< Kinesis Video Streams
of CHEt HEHE2 Z &Sl oF BrLICH AWS loT SiteWise CHS oAl =2 01| Kinesis Video Streams
T2 E & 5= AWS loT SiteWise @82 Eo{&ELICt

"Action": [
"iotsitewise:DescribeAsset",
"iotsitewise:GetAssetPropertyValue"

1,

"Resource": [

"AWS IoT SiteWise asset resource ARN for the Edge Connector for Kinesis Video
Streams"
1,
"Effect": "Allow"
I
{

"Action": [
"iotsitewise:DescribeAssetModel"

1,

"Resource": [

"AWS IoT SiteWise model resource ARN for the Edge Connector for Kinesis Video
Streams"
1,
"Effect": "Allow"
I
{

"Action": [
"kinesisvideo:DescribeStream"

718 M3 Yo oiEt Het 13
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1,
"Resource": [
"Kinesis Video Streams stream ARN"

1,
"Effect": "Allow"

iy

Q|F ol &40 CHEF Z{ElE{of CHEr Mt

QI ClOJE| A2 91Z5HE B4B ABHE T4 24 RES WX TR, T B8 FH
[ #HEHS AMHIA ofBrof Sofsiok BrLICH T4 24 R U B4 Ao Of

= Lambda &5 A& H
K=
=

BF REMIEF L8 2 2727

ol Lambda &8 AFSE == Ue TEHE FodgfLct.

ok

CtZ oAM= MH[A A

"Version": "2012-10-17",
"Statement": [

{

"Effect": "Allow",

"Action": [

"s3:GetBucket*",
"s3:GetObject",
"s3:ListBucket",
"s3:PutObject"

1,

"Resource": [
"arn:aws:s3:::bucket name",
"arn:aws:s3:::bucket name/*"

]

I
{
"Action": [
"lambda:invokeFunction"
1,
"Resource": [
"Lambda function ARN"
1,
"Effect": "Allow"
},

Q|= C|0|Ef AA0f CHEF FHSIE{of CHat 3t 14
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{
"Effect": "Allow",

"Action": [
"s3:DeleteObject"

1,

"Resource": [
"arn:aws:s3:::*/DO_NOT_DELETE_WORKSPACE_*"

8ot AE S Yoot HH AU AZ| 2AHE ST ot Yol CHEr RHAIE
S =

= | e
et 57| @8k e M2 HESHAAI2. AWS CLI AWS MH[A

Athena CI[O|E{ HEEE AMESEE KT AHO|A IAM FEE £=HELICH

AWS loT TwinMaker Athena E|O|2 & Al O|0|E| ZHHEE{E AFE 324 AWS loT TwinMaker 24 = 7F
IAM 23& 2 oO|o|ESHof & LICH T AHO|A IAM & o] CtS Mt F7+&hLct

(@ Note
O| IAM B432 AWS Glue Amazon S32+ &7 X{%& El Athena Ei|0|2 &4l O|O|E{of| 2t M2 F
L|C}t. AthenaZs CH2 O|0|E{ A A9 &7 At 35tE{™ Athenaol CHEH IAM Q3&HS FAI5Hof &t

LICt. Athenal| ID & HA|A HE|E FXSHAAIL.

"Effect": "Allow",

"Action": [
"athena:GetQueryExecution",
"athena:GetQueryResults",
"athena:GetTableMetadata",
"athena:GetWorkGroup",
"athena:StartQueryExecution",
"athena:StopQueryExecution"

1,

"Resource": [

"athena resouces arn"

Athena HIO|E{ HUEIE AIESIES 2T AHO0|A IAM HE S +He LI 15


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html
https://docs.aws.amazon.com/iot-twinmaker/latest/guide/athena-tabular-data-connector.html
https://docs.aws.amazon.com/athena/latest/ug/security-iam-athena.html

AWS loT TwinMaker

AR 7H0|E

},// Athena permission
{
"Effect": "Allow",
"Action": [
"glue:GetTable",
"glue:GetTables",
"glue:GetDatabase",
"glue:GetDatabases"
1,
"Resource": [
"glue resouces arn"
]
},// This is an example for accessing aws glue
{
"Effect": "Allow",
"Action": [
"s3:ListBucket",
"s3:GetObject"
1,
"Resource": [
"Amazon S3 data source bucket resources arn

]
}, // S3 bucket for storing the tabular data.

{

"Effect": "Allow",

"Action": [
"s3:GetBucketLocation",
"s3:GetObject",
"s3:ListBucket",
"s3:ListBucketMultipartUploads",
"s3:ListMultipartUploadParts",
"s3:AbortMultipartUpload",
"s3:CreateBucket",
"s3:PutObject",
"s3:PutBucketPublicAccessBlock"

1,

"Resource": [
"S3 query result bucket resources arn"

]
} // Storing the query results

Athena IAM 7’301 CHEF REAIEH LEE =2 Athenall ID 2! HM|A EHE[E

Athena CIO|E{ B E AL SIS T AT 0|4 IAM &g +HRLICH


https://docs.aws.amazon.com/athena/latest/ug/security-iam-athena.html
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WorkSpace 4

A EHm 22 AH0|AE Hdstn FHstE{™ CFHS EAE AISSHAAIR.

(® Note

Ol FMMHE B B|AAR ZHEHSH QT AT O|AE MAMSHE WS Eo{FLICE 042 2
AATIEEEIDE 7|52 4& Y3 AHO0|AS AR ME Github 2|ZX|EE|2JAWS loT
TwinMaker tZ MHE A5 EAM2.

T

1. AWS IoT TwinMaker Z& & H O|X|2o| 2lZ& Ef M FollM KT AHOIAE MEHFLICE

2. ¥3IAHO|A HO|XK|MM I AT O|A MM MENSHL|CE.

3. HIAHO|A 4 HO|X|oM KT ATHO|A O|FS T LICH

4. (MEALE) {3AaHo|Ao CHEt MBS F7HEHLICEH

5. S3C|AA0NAMS3 HZ! MMEES MEISHLICH O| SM2 & 27t gt El ME 9l BIAAE AWS
loT TwinMaker A& &= Amazon S3 HZ!E & LICH 2t {3 AW o|A0 = AHA HAO| EL
st|Ch

6. A AT M AT XIS M = Ol AT AT O|A0 CHEH Mt AF X XIH IAM A& E M
EHSFL|CH
Mg XS e S MENSHHE 0| EHA|o M X8 Amazon S3 BHZ!ol| CHE e17| & Av 7| 5t
2 E#5t0od CHE AWS MH|A0| HAMAE = Ue HEtES M MHE|A Ao Foiste HMS
&0il AWS loT TwinMaker @1ZgfLICH. O & Het2 & 5t= Lol CHEt AHAIEH LB
2778 AESIAUAL.

7. QUI AT O|A MAS MEASH |CH QI ATHO|A HO|X| ALl CHE HHL]7} LFEFLFL|CE,

We recommend you update your |IAM policies Get json
3

Copy the json and go to 1AM to update your policies. It is recommended to create a new IAM policy called MyFirstWorkspaceSceneViewerPolicy and attach it to an 1AM role MyFirstWorkspaceDashboardRole. [ earn more [

8. Getjson2 MEHBILICt. Grafana CHAIEEE E &= AFSAF L AHES 281 AWS loT TwinMaker 4
AMEAM &0 EAIElE IAM MR £} &2 workspace-
N

O|&
name DashboardRole THEI2 HE LI B&42 AA45t T of8holl 4735t Wiol CHet xIZI2 o
B HE MM L (24) 2 HEHUAL.

CHS ofol= CHA|E2= Aol F7HE H2o| & Z(of U&LICH
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https://github.com/aws-samples/aws-iot-twinmaker-samples
https://github.com/aws-samples/aws-iot-twinmaker-samples
https://github.com/aws-samples/aws-iot-twinmaker-samples
https://console.aws.amazon.com/iottwinmaker/home
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.htmlroles-managingrole-editing-console.html#roles-modify_permissions-policy
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{
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"s3:GetObject"

1,

"Resource": [
"arn:aws:s3:::iottwinmaker-workspace-workspace-name-lower-case-account-id",
"arn:aws:s3:::iottwinmaker-workspace-workspace-name-lower-case-account-id/

xu

]

I
{

"Effect": "Allow",

"Action": [
"iottwinmaker:Get*",
"iottwinmaker:List*"

1,

"Resource": [
"arn:aws:iottwinmaker:us-east-1l:account-id:workspace/workspace-name",
"arn:aws:iottwinmaker:us-east-1l:account-id:workspace/workspace-name/*"

]

},
{

"Effect": "Allow",

"Action": "iottwinmaker:ListWorkspaces",

"Resource": "*"

}
]
}
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2. 7HA HolX|olM &S & MEet CHS THA| 4

Entities fbr workspace "MyWorkspace" (0)

All entities are displayed by default. You can search, group and expand/collapse to customize your view.

{__'{

Entities (0)

Entity Entityld

No entities

Mo entities to display

Create entity

3. THA 4

4. (M= AR JHA[ol CHEF dES U=IELICH

5. JHA ddS MEFLICH

Aol =

- mtet0lE: 7-2t

Actions /¥

I AW 0|A 0] ZF & =oi CHE CO|E{ 7} =
E{1E€ 2 £ A&LICH AWS loT TwinMaker CHS 1

Components (0)

Create entity
Component

Status

oM 70X o|§ 2 =gt o] oMol M= CookieMixer 7HAIE AFEEFLICEH
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1. <E|E| HO|X|oA AEIE|E MEE CHS 78 24 FIHE MEELICEH

Entities (1) Actions ¥

CookieMixer Components (0)

Actions ¥

Component Connector Status

Entity Entityld No components.

" No components-ta-display.
CookieMixer 012602¢5-f172-40f4-854b-720753aa97c0

Add component

2. FHoLE

A
0| o

&M 78 24 0|2 =FLICE o] tAMoIMdE F7| 2 JHAME AF8SIEZ
ixerDescription2(E) =dgrLICt
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Add component

3

Name

MixerDescription

Type

lypes of components include documents, time-series data, structured data, and unstructured data.

com.amazon.iottwinmaker.documents v

® Edit form Edit JSON

Document editor

Mo docs associated to the entity
Add a doc

¥ Properties

Property Data type is Timeseries  Storage

Add another property

Cancel
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1. https://portal.aws.amazon.com/billing/signup2 0{AM| 2.
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https://portal.aws.amazon.com/billing/signup
https://docs.aws.amazon.com/accounts/latest/reference/root-user-tasks.html
https://portal.aws.amazon.com/billing/signup
https://docs.aws.amazon.com/accounts/latest/reference/root-user-tasks.html
https://aws.amazon.com/
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1. IAM Identity CenterS & As}&LICt

X| &2 AWS IAM Identity Center AFE A A 2| AWS IAM Identity Center ™ & XA 2.

2. 1AM Identity Center0i| A AFE KFoi|AH| 22| HAM|A HEHS Fo4FLICt

E ID AAZ ASstE Yol CHEE REE&ME AFR MTEA{Q| 7|2 722 2 |AM Identity Center C|2]
EEIAFS A HMHA T2 FHESHAAI2. IAM Identity Center C|ZE{Z2] AWS IAM Identity Center

22| KM A HEro| UeE AHSAtZ 210l

« |AM IDentity Center AF&XIZ 2 QI5+2{ IAM IDentity Center AFEXIE MMHE mf O|HIY =4
E M&E 230 URLE AHEELICH

IAM Identity Center AtEAFE ALE 5104 2 915t= Ol = 20| E 25t AL TS| AWS A
A ZE 27012 A EsHAAI2.AWS 2190

Z7t AL R A AN A HEH B
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https://console.aws.amazon.com/
https://docs.aws.amazon.com/signin/latest/userguide/console-sign-in-tutorials.html#introduction-to-root-user-sign-in-tutorial
https://docs.aws.amazon.com/signin/latest/userguide/console-sign-in-tutorials.html#introduction-to-root-user-sign-in-tutorial
https://docs.aws.amazon.com/IAM/latest/UserGuide/enable-virt-mfa-for-root.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/get-set-up-for-idc.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/quick-start-default-idc.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/quick-start-default-idc.html
https://docs.aws.amazon.com/signin/latest/userguide/iam-id-center-sign-in-tutorial.html
https://docs.aws.amazon.com/signin/latest/userguide/iam-id-center-sign-in-tutorial.html

AWS loT TwinMaker INT=IY A To] =]

X|E2AWS IAM Identity Center AFE A M| Create a permission setE & X HAMIL.

=
2. MEXE a0 gE5t1, 20 Single Sign-On HA|A HEHS SEELICH

X|&I2AWS IAM Identity Center AFE A 2| Add groupsE & ZotM| 2.
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https://docs.aws.amazon.com/singlesignon/latest/userguide/get-started-create-a-permission-set.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/addgroups.html
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TwinMaker At&t 7|3 AL 0| CHEF RHA[EF LI 2 AWS IoT SiteWise AH&F AWS IoT SiteWise &
71512 Rt xS AIAQ.

« com.amazon.iottwinmaker.alarm.basic: 2|5 AAMM JHHE ZE CIO|EE 7IME 7|12 ZE F
HdeAelLIct o]l 7 240 EH OO A4 dst=E 71 T &[0 UX| t&LICEH &,

Y2 Y 245 FYHOIN HOIE 228 AHHE O 74 24 FED A 22004 2 o

N

- com.amazon.iottwinmaker.documents: &[]l CH$t ME 7t Z & & EMo| MF S URLO| ZHEHS| O
4ste L.

« com.amazon.iotsitewise.connector.edgevideo: Kinesis Video Streams& O X| U E 7+ QA E
A&35t0q 10T C|HFO|A0 M HIC|IRE AE|E[Z 7= 74 QA RILICEH AWS loT Greengrass
Kinesis Video AWS loT Greengrass Streams& 01| X| AWS loT TwinMaker 7{ElE] 714 @A = 74
SATLOLIE} loT E k|0l 2ZZ HiZ = AWS loT Greengrass AHX HEEl 714 @ AQlL|C,

« com.amazon.iotsitewise.connector: AWS loT SiteWise C|O|E{E JHXZ 7K T4 @A QL|CH
- com.amazon.iottwinmaker.parameters: 7HA|0f =& 7|-Zt A2 FItst= 748 LA LT

« com.amazon.kvs.video: Kinesis Video Streams0i| M HIC|2 & QE|E|Z 7}K{E TN 2AlL|C},
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https://docs.aws.amazon.com/iot-twinmaker/latest/apireference/API_CreateComponentType.html
https://docs.aws.amazon.com/iot-twinmaker/latest/guide/tm-sw-asset-sync.html
https://docs.aws.amazon.com/greengrass/v2/developerguide/kvs-edge-connector-component.html
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Component types (6)

Definition ¥ Status Created at

Pre-defined Navember 12, 2021, 16:25:32 (UTC-8:00)
Pre-defined November 12, 2021,

Pre-defined November 12, 2021,

Pre-defined November 12, 2021,

Pre-defined November 12, 2021, 16:25:38 (UTC-8:00)

Pre-defined August 24, 2022, 12:12:57 (UTC-7:00)

AWS loT TwinMaker -8 24 |S&9o| Al 7|s

CHe SR0IME TA 24 S0 #4l 75l chel AT LICH

- 59 9| PropertyDefinitionRequestZiA| = #l HEXHM S = U= £ Hal5t7Lt 2|F O
OlH A01IA-I 7tXM2 CIOIEZ ®ME2 = U= S82 Holghuct e MM £82 XMEE] UE

LICE. AWS loT TwinMakerA|H|2 &4 & HIO[E] AA01|M 7HK 2 T|EF 42 2|Fof XMFEL|ct

0

E XY LHo|A PropertyDefinitionRequest B0l &4 HO|E X|HELICH 2 EXIUE2 Hof
CHSH D38l oF & L|Ct.

« &< FunctionRequestZi&|= 2| H|O|Ef £A0|AM 1 HEHO R Q|2 H|O|E] £A0 M=
Lambda &+& X|IH&LICH.

EXHY LHol FunctionRequest OHEE &+ & X|HELICH EXIE2 Cha 22 APH HolE &
T 7Y & StLtE x| sHok &LCh.

CIOIE E|HE AHE

9 5t= < GetPropertyValueHistoryAPl 2212 0| 24 @A & 9|
£ o cHet AE|E|HE FH 2|2 X| B LICH (componentName + entityIdo| CHEr &4 gt 7ISEt
LYEE £ UA&LID)

- dataReaderByComponentType: 2|8 AAMAM OIO|EE 7ML= &+ ILICtH
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https://docs.aws.amazon.com/iot-twinmaker/latest/apireference/API_PropertyDefinitionRequest.html
https://docs.aws.amazon.com/iot-twinmaker/latest/apireference/API_FunctionRequest.html
https://docs.aws.amazon.com/iot-twinmaker/latest/apireference/API_GetPropertyValueHistory.html
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s

M

O] &9 Olo|H EIHE ME35t= B GetPropertyValueHistoryAPI 242 0| 71 @4 S
N

&-goll ik 7HA| ZF 228t

| 24E&FLIC}. (componentTypeIdol CHEF &4 7k 7|50 Q&

A&LICEH)

d

S

ataWriter: 25 A A0 C|O|H

=
=
chemalnitializer: 7#4 24 SYo| XT&E 7Ix|E CHE mjoict £ HE RS2 7|5

st= geluch

HIZEA 24 QA 230l= M 7HX| 80| CIo|E] =] &4 & 5Lt ZQEhL|ch.
CEE Zefsto EIHAER HYHES| 74 R4 E FStE Lambda & 2| 6l & AWS loT
TwinMaker M Z 2| H|O|H EIHE H XA AI2.

4 oz

® Note
ZAE HUEE F4 FE 74 24 82 445522 Lambda &4+ £ alarm_keyzte gt
ghatioF BHLICt. Of Zt2 EBHEHSHX| &t S ™ Grafanats Ol gf2 BEZE QAISHX| et &LICEH Ol
BEE ttetets ZE 78 240 EELICH

0x b
4

0%

20

>

30

2:':

ro

>

I

extendsFromOi7H 8 AL85t0d 74 24 R0 SH0 & Y&cte 7 24 RIS X

g & &Lk

01

« isSingleton: Y& T4 A0 A0l & £ o|A Z&E £ 9
A&LICH 7H 2 =
O|E] Zt2 truez MAEHLICH

A 7SS Ao B e Zete o QU
xS

A ZJo| MM
S o=l oo

|2 EE= PropertyDefinitionRequestQ| m}Z}O|E{E MY LICH

g guli= kS

isExternalld £40| e|F ol MFE &4 Zfel 1f AExt

(od: AWS IoT SiteWise A&t ID) @1X| 04F & X|
Hot= Sl

I
0x
0
|0

0=
0%
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https://docs.aws.amazon.com/iot-twinmaker/latest/apireference/API_GetPropertyValueHistory.html
https://github.com/aws-samples/aws-iot-twinmaker-samples/blob/main/src/modules/timestream_telemetry/lambda_function/udq_data_reader.py
https://github.com/aws-samples/aws-iot-twinmaker-samples/blob/main/src/modules/timestream_telemetry/lambda_function/udq_data_reader.py
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isStoredExternally

isTimeSeries

isRequiredInEntity

dataType
defaultValue

configuration

A
& A

oo

n

S EE FunctionRequestQ| mlZIO/E{E M

ot 2H0|E

implementedBy

requiredProperties

e falselLlCt.

£x| {2 & x|

o

EX| o7 & *|

(A

H 1I01IA-I &40 gt

Al

OB f& (of: 2Xt
35t= DataTypeZ4A]|

X|&35t= DataValueZH&| L]

2l ClOIE] a0l @izsE o B2 £3)
M3lE string-to-string &

>
0=

QL H|0|E{ &40 @145l = Lambda
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https://docs.aws.amazon.com/iot-twinmaker/latest/apireference/API_DataType.html
https://docs.aws.amazon.com/iot-twinmaker/latest/apireference/API_DataValue.html
https://docs.aws.amazon.com/iot-twinmaker/latest/apireference/API_DataConnector.html

AWS loT TwinMaker ALEXl 710|=
mt2+0|E =k
scope ol HeULICH Hel7t M 2 Fdol A
EE|= g0l cHaH Workspace 2(E)M3H
Lich #4 471 ZEE I ZE He{7t A EtHE
gh=ofl CHaH EntityE(E) A& ghLct.

TH 24 fEE HED HYsis YHE EoiF £ oM 2222 (8) AEstEAIR.

ol FHMolz= 9 24 R F2 /MHES Fste YHS EoiF = X7t Z& Elo{ A&LICH

>
>.

CIS o= 240 LIEILIE T4 3
functions 50| X &L/ O] =
O| ei&LCt.

T 24 fELICH AWS loT TwinMaker 047[0{=
2 dataReader(2)E FHE|H 0{7|0l= implementedByzt

{

"componentTypeId": "com.example.alarm.basic:1",
"workspaceId": "MyWorkspace",
"description": "Abstract alarm component type",
"functions": {

"dataReader": {

"isInherited": false

}

},

"isSingleton": false,
"propertyDefinitions": {
"alarm_key": {
"dataType": { "type": "STRING" },
"isExternalId": true,
"isRequiredInEntity": true,
"isStoredExternally": false,
"isTimeSeries": false
1,
"alarm_status": {
"dataType": {

TH 24 R0 29
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"allowedValues": [

{
"stringValue": "ACTIVE"
1,
{
"stringValue": "SNOOZE_DISABLED"
3,
{
"stringValue": "ACKNOWLEDGED"
1,
{
"stringValue": "NORMAL"
}

15
"type": "STRING"

1,

"isRequiredInEntity": false,
"isStoredExternally": true,
"isTimeSeries": true

It

g

componentTypelId & workspaceIDO|| CHt 242 ELICH componentTypeIdQ| g2 &f
H BAHE D RMHOF FLICH alarm_keyo| 22 &7t [F £AA0M AE CIO|EE HMs=

=
ol MA8E + = 1R AMERLICH 7| 22 E+0lH MY E|0{ AWS loT TwinMaker 4 & LICH.
C

=
alarm_status A|AIY 22 2|8 AA0] XHEELIC.

AWS loT TwinMaker HZ0|M H B2 o E A E &= U&LICH

L

Timestream HZ23& %

"componentTypeId": "com.example.timestream-telemetry",
"workspaceId": "MyWorkspace",

Timestream HASH


https://github.com/aws-samples/aws-iot-twinmaker-samples

AWS loT TwinMaker

"functions": {

"dataReader": {
"implementedBy": {
"lambda": {
"arn": "lambdaArn"
}

}I

"propertyDefinitions": {
"telemetryType": {

"dataType":

{ "type": "STRING" },

"isExternalId": false,
"isStoredExternally": false,
"isTimeSeries": false,
"isRequiredInEntity": true

},
"telemetryId":

"dataType"

{
. { "type": "STRING" },

"isExternalId": false,
"isStoredExternally": false,
"isTimeSeries": false,
"isRequiredInEntity": true

BE(EY ZEolM 44
CI2 oMl 4 ZEQ EIUAEZI HPHEZ 7T A S
AMStE A& Lambda & £E X|& gLt

"componentTypeId":

fjo

"com.example.cookiefactory.alarm",

"workspaceId": "MyWorkspace",

"extendsFrom": [

"com.example.timestream-telemetry",
"com.amazon.iottwinmaker.alarm.basic"

]I

"propertyDefinitions": {
"telemetryType": {
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=
-
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"defaultValue": {
"stringValue": "Alarm"

}I

"functions": {
"dataReader": {
"implementedBy": {

"lambda": {
"arn": "lambdaArn"
}
}
}
}
}
@ Note
BE HUEE F4 dE 74 24 RS 45522 Lambda & 4= alarm_keyZfS Bt
SOk BfLICE. O] gt Btetst x| et 2T Grafanas O| 22 BEE QI46tX| &f&LICt ol &4
HE ghetsts 2E 74 240 EELC
| of
ol EH#io| RO ME MM THIE RHYste YHS RoIFLICH Ol oIFIE ALS 5104 KX Z2 Al
A0|M FHHIE RS Yo CHEt olo|C|o1E ¥E = U&LICH
77| 2iA
CtZ oAz EIUAER HYHEZ 748 24 82 BH 4&ELct 7| UMo| 3| £ 3
2ol Ciet F7H A|ALE S48 RI-EE L
{
"componentTypeld": "com.example.cookiefactory.mixer",

"workspaceId": "MyWorkspace",
"extendsFrom": [
"com.example.timestream-telemetry"

]I
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"propertyDefinitions": {
"telemetryType": {
"defaultValue" : { "stringValue": "Mixer" }
.
"RPM": {
"dataType": { "type": "DOUBLE" },
"isTimeSeries": true,
"isStoredExternally": true
},
"Temperature": {
"dataType": { "type": "DOUBLE" },
"isTimeSeries": true,
"isStoredExternally": true
}
}
}
= @3
CtS oX= EIAAER HEHEZ 748 24 fFECE BE 4&8LICH 2 H830 21| 3 R
CHEl 71 AAHIY S8 xIEg Lt
{
"componentTypeId": "com.example.cookiefactory.watertank",
"workspaceId": "MyWorkspace",
"extendsFrom": [
"com.example.timestream-telemetry"
1,
"propertyDefinitions": {
"telemetryType": {
"defaultValue" : { "stringValue": "WaterTank" }
.
"tankVolumel": {
"dataType": { "type": "DOUBLE" 3},
"isTimeSeries": true,
"isStoredExternally": true
},
"tankVolume2": {
"dataType": { "type": "DOUBLE" },
"isTimeSeries": true,
"isStoredExternally": true
33
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},

"flowRatel": {
"dataType": { "type": "DOUBLE" },
"isTimeSeries": true,
"isStoredExternally": true

.

"flowrate2": {
"dataType": { "type": "DOUBLE" },
"isTimeSeries": true,
"isStoredExternally": true

AHO|A X

CHS ofAo = Zfol MHEZ|o] Y= 40| T |0 U&LICH AWS loT TwinMakerZt 2 AFHE X7} K|
Ml LHE Mo Z K& 67| HEo sHY 2t dMsie Ol &7t 2R SHX| ef&L|C =8 o] of| Aol
M= RELATIONSHIP CIO|E RE & AI25I0{ CIE 74 @4 S Io| 2HHE XIHELICE

Ol 74 @A& CIXIY E2I0| HHAEES £7HY £ U TEE HAHLIES MSELICH O/ A3
0f AHE Ol $I%I8 LIEFLIE HIEICIOIEIE £7he 4 U&LICH E3t O HEE ofH 7hu2tt Lt
ATOIAE & 4 QX ZHHE Ol ABES ZHO0ILL S5 SIx|Z AR S TH74sHs WS nfotst

{
"componentTypeId": "com.example.cookiefactory.space",
"workspaceId": "MyWorkspace",
"propertyDefinitions": {
"position": {"dataType": {"nestedType": {"type": "DOUBLE"}, "type": "LIST"}},
"rotation": {"dataType": {"nestedType": {"type": "DOUBLE"}, "type": "LIST"}},
"bounds": {"dataType": {"nestedType": {"type": "DOUBLE"}, "type": "LIST"}},
"parent_space" : { "dataType": {"type": "RELATIONSHIP"}}
}
}
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AWS loT TwinMaker CHEF =Hed

metadataTransferJob aZ Al 23504 AWS loT TwinMaker 2|AAE 22 MSEsHT 2ESHMIL. A

£ metadataTransferJob AFE 8t Amazon AWS loT TwinMaker AWS loT SiteWise S32} Amazon S3

ZHol CHE %S sdstn 2E[AAE MEY + U&LICH

CHS AILE[200M CHE ZrdE ALSE & A&LICH

« AY Zt Rtk 2 Oi|olEf CHE oto|2E{|o]4d (of: 7HEY A™EHM Z2HM HE2 2 oto|ef|olM)
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SLCt.

|
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FRINEHS

o

1

AWS loT TwinMaker CHZ 2fdof= Ct2 0t 242 7Hd0 0471 AL ELICH.
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« AWS loT SiteWise A 7|0} B|AAE 71X Q7L EBH= BIAAE LHEWE O] AFRE|= AWS loT
SiteWiseA 7|0FQlL|C}.

« AWS loT TwinMaker A7|0}: 2IAAE 71X LHELHE | AF2 5= AWS loT TwinMakerA 7|0}
QIL|Ct.

« AWS loT TwinMaker £|& 2| 2|4 A: 7|E APIO] AL £l ElaA. FAEo 2 L5HALH AE|E| E
= a. ComponentType

« AWS loT TwinMaker 5t ¢ =& E|laA: HEHHOIE Holo| A8 El= SHE 2l f3. FHHe
2 st At HEHAEQLC

- MIEFHIOIE]: AWS loT TwinMaker EIAAE HBXMOZE 71X 7{LE LHELHE AWS loT SiteWise il

et Fe HE.

« metadataTransferJob: & AI&g [} MM E|= CreateMetadataTransferJob ZHA|L|C}.

AWS loT TwinMaker metadataTransferJob 7| 4d

metadataTransferJob & a7}

O| S oM CHE &S A-E m AWS loT Tmeaker 2s s,

HMelzle YAl chsl dEetL|ct =8 2| AAE MESE ol 2§ o HZ'||0|E'|E AE35to{ A 7|0}

£ Molste e M shL|Ch AWS loT TwinMaker IZHEF e 2 7|58 K|t

o ZMQ ElAA MM EEE TA: AWS loT TwinMaker M 2| AAE BHEHLE 2|AA IDE T R5HA A
Hr|l= 7|E ElaAE 25 CHAIFLICH

o|& S04 AE[E|7} A|AE0] QU= B2 AE[E| Hel= 7| ot HEZ!of HolEl M He|Z CHAEL
Ct. Entity

- ot% 2lAaA MM EE WA

EntityComponent 24| & of| 'i TN QLAE BFEHLE WAEHE = JU&LICH JHA 7 o|O] ERHaH oF
gLich O x| etom &4 Al a7t M EL|CH ValidationException.

&M e 2AH ST E S80I A B FEALE HFE £ e, 282 ol0|
EntityComponent £ Al 5l oF & L|C}.

« 52| ElaA A

AWS loT TwinMaker 3t 2lAA AMT X|HELICH 3t EladsE 74 24, S48 B 2AY

= A&LIcH

T QAE AK|stedH A =Z 0l A AFA|SH ok & LICE.
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https://docs.aws.amazon.com/iot-twinmaker/latest/apireference/API_CreateMetadataTransferJob.html
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metadataTransferJob AIX @7 A}

0¥

aE A&MSI7| ™o CHS AN @7 ALEE 2tE A A|2. metadataTransferJob

oII

« =] o BHE 7] AWS loT TwinMaker & W2 a0l 742 7| et E LIELT| 2471 & £

x|
metadataTransferdJob U&LICH ZUS7F Hoi CHeF AEMIE LIS 2, & F =5t A|2WorkSpace
AH A4

O O

« Amazon S3 H{Z!
Amazon S32t FS1QL[77}?

MMSH0] E|AAE KA ELICEH Amazon S3 AF20] CHEE XEAM|EE LHE2 S

HZsHAARL.

2 fjo

IAM T3

CHE &g +=&E M= Amazon S3, AWS loT TwinMaker AWS loT SiteWise, X 22 A|AH! ZHof
AWS ElAAE MEE = Qe HEHS ZEshe 1AM HAMES dAa ok Bict IAM H2 Mol chst
RHME LHg 2 1AM B3 dEd S B RSHMAIR

AWS |oT SiteWise ! Amazon S304| CH&t AWS loT TwinMaker®™ =t A4

rlo
o
i)
A
my!
o>
r
o

« AWS loT TwinMaker &3 %H:

"Version": "2012-10-17",

"Statement": [{
"Effect": "Allow",
"Action": [

"s3:PutObject",

"s3:GetObject",

"s3:GetBucketLocation",

"s3:ListBucket",

"s3:AbortMultipartUpload",

"s3:ListBucketMultipartUploads",

"s3:ListMultipartUploadParts"

1,
"Resource": "*"
.
{

"Effect": "Allow",

"Action": [
"iottwinmaker:GetWorkspace",
"iottwinmaker:CreateEntity",
"ijottwinmaker:GetEntity",

metadataTransferJob AFRl 7 AbE 38


https://docs.aws.amazon.com/AmazonS3/latest/userguide/Welcome.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html

AWS loT TwinMaker INT=IY A To] =]

"iottwinmaker:UpdateEntity",
"iottwinmaker:GetComponentType",
"iottwinmaker:CreateComponentType",
"iottwinmaker:UpdateComponentType",
"iottwinmaker:ListEntities",
"iottwinmaker:ListComponentTypes",
"iottwinmaker:ListTagsForResource",
"iottwinmaker:TagResource",
"iottwinmaker:UntagResource"

1,

"Resource": "*"

« AWS loT SiteWise &424:

"Version": "2012-10-17",
"Statement": [{
"Effect": "Allow",
"Action": [
"s3:PutObject",
"s3:GetObject",
"s3:GetBucketLocation",
"s3:ListBucket",
"s3:AbortMultipartUpload",
"s3:ListBucketMultipartUploads",
"s3:ListMultipartUploadParts"
1,
"Resource": "*"
},
{
"Effect": "Allow",
"Action": [
"jotsitewise:CreateAsset",
"iotsitewise:CreateAssetModel",
"iotsitewise:UpdateAsset",
"iotsitewise:UpdateAssetModel",
"iotsitewise:UpdateAssetProperty",
"iotsitewise:ListAssets",
"iotsitewise:ListAssetModels",
"iotsitewise:ListAssetProperties",
"iotsitewise:ListAssetModelProperties",
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- OOFE S3

"iotsitewise:ListAssociatedAssets",
"iotsitewise:DescribeAsset",
"iotsitewise:DescribeAssetModel",
"iotsitewise:DescribeAssetProperty",
"jotsitewise:AssociateAssets",
"iotsitewise:DisassociateAssets",
"iotsitewise:AssociateTimeSeriesToAssetProperty",
"iotsitewise:DisassociateTimeSeriesFromAssetProperty",
"iotsitewise:BatchPutAssetPropertyValue",
"iotsitewise:BatchGetAssetPropertyValue",
"iotsitewise:TagResource",
"iotsitewise:UntagResource",
"iotsitewise:ListTagsForResource"

1,

"Resource": "*"

YA

{
"Effect": "Allow",
"Action": [
"s3:PutObject",
"s3:GetObject",
"s3:GetBucketLocation",
"s3:ListBucket",
"s3:AbortMultipartUpload",
"s3:ListBucketMultipartUploads",
"s3:ListMultipartUploadParts"
1,
"Resource": "*"
}
E = Amazon S3 M2 Q| E X|H35t0{ BFY Amazon S3 HHZI0J|BF HM|AE = Q&LICH OIS o
S I AR
Amazon S3 THe H{Z! | &Y
{
"Effect": "Allow",
"Action": [
IAM 3 40
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"s3:PutObject",
"s3:GetObject",
"s3:GetBucketLocation",
"s3:ListBucket",
"s3:AbortMultipartUpload",
"s3:ListBucketMultipartUploads",
"s3:ListMultipartUploadParts"

1,

"Resource": [
"arn:aws:s3:::bucket name",

"arn:aws:s3:::bucket name/*"

of CHEF KM A Ko{E M- ELICH metadataTransferJob

2 T AAL T

AIA|2. AWS loT TwinMaker

AERI7E HMAE 4= = 5 SFE Ho{stedH

() Note
O| HZ2 Amazon S3% E|AAE F 1 e X

ZHodof| gt HMAE S{EELICE.

"Effect": "Allow",
"Action": [
"iottwinmaker:*DataTransferJob*"

1,
"Resource":
"Condition": {
"StringLikeIfExists": {
"iottwinmaker:sourceType": [

"
’

"s3",
"iottwinmaker"
1,
"iottwinmaker:destinationType":
"iottwinmaker",
g3

fok
T

xtod2 AWS loT TwinMaker 7t <2

L

ol AL8 &= ol CHE IAM

T UHEU=
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}

Ol MMoMHE CHE 71X 7| & LHELHZ| 2t =8ste WS CHELICH
Amazon S30|M CFR 2 2 O|0|E 7FX{ 27| AWS loT TwinMaker

1.  AWS loT TwinMaker metadataTransferdob A7|0FE AI235l04 & sieds S|AAE K|&XEHL|CT.
Amazon S3 HHZ!ol| A 7|0} oS MAS T K& EL|Ct

A7(0tel o € MESHMARHEHO[EH BES! 7HX 27|
=

2. QY EES ¢dot01JSON LR MEFLICL 2 EE2 TS Yo 240 Y S XY
LIC}. Amazon S3 HZ!2 2o 2 X|X5tT AWS loT TwinMaker 24 Z7t2 CHa o2 X|& 5
OF gfL|CH

{
"metadataTransferJobId": "your-transfer-job-Id",
"sources": [{
Iltypell: Ils3ll’
"s3Configuration": {
"location": "arn:aws:s3:::your-S3-bucket-name/your_import_data.json"
}
3,
"destination": {
"type": "iottwinmaker",
"iotTwinMakerConfiguration": {
"workspace": "arn:aws:iottwinmaker:us-
east-1:111122223333:workspace/your-worksapce-name"
}
}
}
Y =F0 M3t I o|F2 7ISaH FHUAIR. CHS HAH0lAM E2t7 ELICH o] tlAlo M=
QLM EE9| 0|80| createMetadataTransferJobImport.json X|I'HELICtH
3. LIS CLI BHES M#5l0d ZEFILICI CreateMetadataTransferJob (input-json It 0|2
2 2=0i X|Het o|F2Z o).
o = A1
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aws iottwinmaker create-metadata-transfer-job --region us-east-1 \
--cli-input-json file://createMetadataTransferJobImport.json

O MEHSH B[ AAE MESlE Z2MATF metadataTransferdJob MAIE| 1 A|ZHEILICEH

Amazon AWS loT TwinMaker S32 H|O|E{ LHE LY 7|

Het ZEE AF85104 JSON 28 EE & d4dstod HE LB = ElaAE MEEFLICE O] offXi|of|
= A

"metadataTransferJobId": "your-transfer-job-Id",
"sources": [{

"type": "iottwinmaker",
"iotTwinMakerConfiguration": {
"workspace": "arn:aws:iottwinmaker:us-

east-1:111122223333:workspace/your-workspace-name",
"filters": [{
"filterByEntity": {
"entityId": "parent"
11,
{
"filterByEntity": {
"entityId": "child"

11,
{
"filterByComponentType": {
"componentTypeId": "component.type.minimal"
1}
]
}
1,
"destination": {
"type": "s3",
"s3Configuration": {
"location": "arn:aws:s3:::your-S3-bucket-location"
}
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filtersHiQ¥g Al o|":'=| L2 E|aAE XIHE = UELICEH O] oAl M=entity, E 7I&
O Z componentType EE{&ELICH

Xt
S

0P>

AWS loT TwinMaker I AHO|AE 2EoZ K|St Amazon S3 H{Z!€ HIEIH|O|E ™
Qio| CHato 2 X|&5HoF & L|Ch,

QLY EES XM ItY 0|2 7ISHAAIR. CFS EH M 2R LICH o] dAldME 273
HE50| 0|E2 createMetadataTransferJobExport.json X|&sH&LICH

2. LIS CLI BHE AM3slod ZEEILICI CreateMetadataTransferJob (input-json I 0|2
Y =220 X[Het o|§22 TiHl).

aws iottwinmaker create-metadata-transfer-job --region us-east-1 \
--cli-input-json file://createMetadataTransferJobExport.json

M&StE Z2 MA7F metadataTransferJob MM T| T A|ZHEIL|CE

T2 MEEt Blak

& HHo| EfE #H st Lt UO|o|Ested{H CHE BHEE AFSELICH

o 42 F|ASE{E CancelMetadataTransferJobAPI 2212 AF2SHAAIL.
= (m]

CancelMetadataTransferJob® & 5t APIE= metadataTransferJob 41842+ F|A St o|0O| LHE LKA
Lt 712 S|AAE O| APl & 90| Q&g dhx| et&Lct.

- S Aol chet HEE AMStEd{™H GetMetadataTransferJobAPI ZFdE ALS St AIL.

o X AU LIQSEd™ ListMetadataTransferJobsAPI 2 3E AFESHAAIL.

CIS2 CHA 8 2 AA AWS loT TwinMaker S8 2 £ ListMetadataTransferJobs & £ &35t
CLI oM ILICt. s3

l_l

aws iottwinmaker list-metadata-transfer-jobs --destination-type iottwinmaker --
source-type s3

I


https://docs.aws.amazon.com/iot-twinmaker/latest/apireference/API_CancelMetadataTransferJob.html
https://docs.aws.amazon.com/iot-twinmaker/latest/apireference/API_GetMetadataTransferJob.html
https://docs.aws.amazon.com/iot-twinmaker/latest/apireference/API_ListMetadataTransferJobs.html
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® Note
SourceType 2! DestinationType O07H B4~9| 22 7KL 7| EE&= LHELHZ| Zedo| AA Tl
CHAr Ol St AH| A = U&LICH

Lo = AAEH

O|2{8t API Xti2 5 &
metadataTransferJob 1|7(1|
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S e ddstn Mt Foi= ChEnt Z 0| GetMetadataTransferJob S &350 gt LF{E
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aws iottwinmaker get-metadata-transfer-job \
--metadata-transfer-job-id your_metadata_transfer_job_id \
--region us-east-1

-

2] &EH7} COMPLETED BHE|H 2] A& =t ¢l

N — |
=
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o

£ Q&LICH GetMetadataTransferJob CHS Z
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MetadataTransferJobProgress®Z&st= 2

FailedCount: & T2 M|A Sof Alulit 2|AA =& LIEFALIC

« SkippedCount: 218 ZZAMA Soi HAUHFUAH ZlAA 5 LIEFHLICH

0x
H
S

ME Z2MA B0 4T 2l4L £8 LIEHLIC
= g

o I_
e B L: ME TE2MAN TR S 2AA LFEFHL|CE

HEEF 0|2] MEE URLO| Z & E ReportURL 247+ HHEHEILICEH ™E 2ol 2F 74 U0 FIHE ZAL
st24= @< Ol URLE At8stod ™A 2F ETIME CIR2EEE + &L

HEIC OB HE R 7t 27

>—
o>
r
ful
o

B #o| CHE 7H27| SO Z ofpf T4 24, TA 24 RF T AEEIE IS 4 ¢
ot

AEL
Mol ofHl O U +HsHE WS HoiEL

F Xl 45


https://docs.aws.amazon.com/iot-twinmaker/latest/apireference/API_MetadataTransferJobProgress.html

AWS loT TwinMaker ALERE7H0|=
template: Importing entities
AEEIE 7IMe Yol O RES! A2 AISSHAAIR.
{
"entities": [
{
"description": "string",
"entityId": "string",
"entityName": "string",
"parentEntityId": "string",
"tags": {
"string": "string"
},
"components": {
"string": {
"componentTypeId": "string",
"description": "string",
"properties": {
"string": {
"definition": {
"configuration": {
"string": "string"
},
"dataType": "DataType",
"defaultValue": "DataValue",
"displayName": "string",
"isExternalId": "boolean",
"isRequiredInEntity": "boolean",
"isStoredExternally": "boolean",
"isTimeSeries": "boolean"
},
"value": "DataValue"
}
I
"propertyGroups": {
"string": {
"groupType": "string",
"propertyNames": [
"string"
]
}
}
}
M|EFC| OB RIZE2! 7K 7| 46
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}

template: Importing componentTypes

ComponentTypesE 7tX 2= & dol= Ct

0jo

Edl
=]

M
s
o
1>
mjo
>
ol
9'|_|
>
Rl
to

"componentTypes": [
{
"componentTypeId": "string",
"componentTypeName": "string",
"description": "string",
"extendsFrom": [
"string"
1,
"functions": {
"string": {

"implementedBy": {
"isNative": "boolean",
"lambda": {

"functionName": "Telemetry-tsDataReader",
"arn": "Telemetry-tsDataReaderARN"
}

I

"requiredProperties": [
"string"

1,

"scope": "string"

}
I
"isSingleton": "boolean",
"propertyDefinitions": {
"string": {

"configuration": {
"string": "string"

I

"dataType": "DataType",

"defaultValue": "DataValue",

"displayName": "string",
"isExternalId": "boolean",
"isRequiredInEntity": "boolean",

HEtCIOlE RIES! 7K 27 e
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"isStoredExternally": "boolean",
"isTimeSeries": "boolean"

}
1,
"propertyGroups": {
"string": {
"groupType": "string",
"propertyNames": [
"string"

}
1,
"tags": {
"string": "string

template: Importing components

stedols CHe HES BAIS AL SHIAIR.

rr

T AE 71X

{
"entityComponents": [
{
"entityId": "string",
"componentName": "string",
"componentTypeId": "string",
"description": "string",
"properties": {
"string": {

"definition": {

"configuration": {
"string": "string"

},
"dataType": "DataType",
"defaultValue": "DataValue",
"displayName": "string",
"isExternalId": "boolean",
"isRequiredInEntity": "boolean",
"isStoredExternally": "boolean",
"isTimeSeries": "boolean"
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"value": "DataValue"
}
},
"propertyGroups": {
"string": {
"groupType": "string",
"propertyNames": [
"string"
]
}

AWS loT TwinMaker metadataTransferJob 04| A|

Ct

0jo

BEE AL85to{ HIEHHIO[E TEE HElstML.

—

« CreateMetadataTransferJobAPI &,

CLI BE& oA

aws iottwinmaker create-metadata-transfer-job --region us-east-1 \
--cli-input-json file://yourTransferFileName.json

F|A 524 CancelMetadataTransferJobAPl Z1Q12 A2 AAIL.

ol

CLI B& ofAl:

aws iottwinmaker cancel-metadata-transfer-job
--region us-east-1 \
--metadata-transfer-job-id job-to-cancel-id

CancelMetadataTransferJobZ £ 35tH & HIEIHIO|E] & 40 FAE|H o|0| LHE LHHLE 7HKS

= ==
2 class S BX| ef&Lh

=
MEE AM3IE{H GetMetadataTransferJobAPl 2112 A2 5HAAI2.

Am

x4 =Fqof| CH

(= R

rot

CLI BE& oA
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https://docs.aws.amazon.com/iot-twinmaker/latest/apireference/API_CreateMetadataTransferJob.html
https://docs.aws.amazon.com/iot-twinmaker/latest/apireference/API_CancelMetadataTransferJob.html
https://docs.aws.amazon.com/iot-twinmaker/latest/apireference/API_GetMetadataTransferJob.html

AWS loT TwinMaker

aws iottwinmaker get-metadata-transfer-job \
--metadata-transfer-job-id your_metadata_transfer_job_id \

--region us-east-1 \

o X B LI¥sted™ ListMetadataTransferJobsAPl 212 AlstL|Ct
JSON I} ListMetadataTransferJobs A& 35104 EtEHEl AN E EHEIZE = UELICH CLIE AFE

ot= Chs HAtE HZstAA2.

1. CLI 22 JSON Tt & Ydstod AEE HEE XIFELICH

"sourceType": "s3",
"destinationType": "iottwinmaker",

"filters": [{
"workspaceId": "workspaceforbulkimport"
},

{
"state": "COMPLETED"

aws iottwinmaker list-metadata-transfer-job --region us-east-1 \
--cli-input-json file://ListMetadataTransferJobsExample.json

AWS loT TwinMaker HIE}H|O|E{ ™& 2He

|>

Z|ot

metadataTransferJob 7t X2 7| A7|0}: Amazon S3 B{Z!0oi| LIO|E{E ==& [ 0| AWS loT

TwinMaker MIEtC|O|E{ £ 7|0HE At& 3104 TIO|EIE HAE & LICH

"$schema": "https://json-schema.org/draft/2020-12/schema",

"title": "IoTTwinMaker",
"description": "Metadata transfer job resource schema for IoTTwinMaker",

"definitions": {
"ExternalId": {

50
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"type": "string",
"minLength": 1,
"maxLength": 128,
"pattern": "[a-zA-Z0-9][a-zA-Z_\\-0-9.:]1*[a-zA-Z0-9]+"

1,

"Description": {

"type": "string",
"minLength": 0,
"maxLength": 512

1,

"DescriptionWithDefault": {
"type": "string",
"minLength": 0,
"maxLength": 512,

"default": ""
1,
"ComponentTypeName": {
"description": "A friendly name for the component type.",
"type": "string",
"pattern": ".*[M\\u@000-\\u@@1F\\u@o@7F]*.*",
"minLength": 1,
"maxLength": 256
1,

"ComponentTypeId": {
"description": "The ID of the component type.",
"type": "string",
"pattern": "[a-zA-Z_.\\-0-9:]+",
"minLength": 1,
"maxLength": 256

I
"ComponentName": {
"description": "The name of the component.",
"type": "string",
"pattern": "[a-zA-Z_\\-0-9]+",
"minLength": 1,
"maxLength": 256
},
"EntityId": {

"description": "The ID of the entity.",

"type": "string",

"minLength": 1,

"maxLength": 128,

"pattern": "[0-9a-f]{8}-[0-9a-f]{4}-[0-9a-f]1{4}-[0-9a-f]1{4}-[0-9a-f]1{12}|~[a-zA-
Z0-9][a-zA-Z_\\-0-9.:]*[a-zA-Z0-9]+"
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},
"EntityName": {

"description": "The name of the entity.",

"type": "string",

"minLength": 1,

"maxLength": 256,

"pattern": "[a-zA-Z_0-9-.][a-zA-Z_0-9-. ]*[a-zA-Z0-9]+"
I

"ParentEntityId": {
"description": "The ID of the parent entity.",
"type": "string",
"minLength": 1,
"maxLength": 128,
"pattern": "\\$ROOT|~[0-9a-T]1{8}-[0-9a-T]{4}-[0-9a-f]1{4}-[0-9a-T]1{4}-[0-9a-f]
{12} |~[a-zA-Z0-9][a-zA-Z_\\-0-9.:]1*[a-zA-Z0-9]+",
"default": "$ROOT"
},
"DisplayName": {
"description": "A friendly name for the property.",
"type": "string",
"pattern": ".*[M\\u0000-\\u@@1F\\u@@7F]*.*",
"minLength": 0,
"maxLength": 256
I
"Tags": {
"description": "Metadata that you can use to manage the entity / componentType",
"patternProperties": {
"ACO\N\P{LIN\P{ZI\\p{N}_.:/=1\\-eI*)$": {
"type": "string",
"minLength": 1,
"maxLength": 256
}
},
"existingJavaType": "java.util.Map<String,String>",
"minProperties": 0,
"maxProperties": 50
},
"Relationship": {
"description": "The type of the relationship.",
"type": "object",
"properties": {
"relationshipType": {
"description": "The type of the relationship.",
"type": "string",

AWS IoT TwinMaker HE}E[O|E{ & =] A 7|0} 52



AWS loT TwinMaker INT=IY A To] =]

"pattern": ".*",
"minLength": 1,
"maxLength": 256
1,
"targetComponentTypeId": {
"description": "The ID of the target component type associated with this
relationship.",
"$ref": "#/definitions/ComponentTypeId"

}
1,
"additionalProperties": false
1,
"DataValue": {

"description": "An object that specifies a value for a property.",
"type": "object",
"properties": {

"booleanValue": {

"description": "A Boolean value.",
"type": "boolean"

I

"doubleValue": {
"description": "A double value.",
"type": "number"

I

"expression": {
"description": "An expression that produces the value.",
"type": "string",
"pattern": "(M\\$\\{Parameters\\.[a-zA-z]+([a-zA-z_0-9]1*)}$)",
"minLength": 1,
"maxLength": 316

},

"integerValue": {
"description": "An integer value.",
"type": "integer"

},

"listValue": {

"description": "A list of multiple values.",
"type": "array",
"minItems": 0O,
"maxItems": 50,
"uniqueltems": false,
"insertionOrder": false,
"items": {
"$ref": "#/definitions/DataValue"
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},
"default": null
},
"longValue": {
"description": "A long value.",
"type": "integer",
"existingJavaType": "java.lang.Long"
I
"stringValue": {
"description": "A string value.",
"type": "string",
"pattern": ".*",
"minLength": 1,
"maxLength": 256
},
"mapValue": {
"description": "An object that maps strings to multiple DataValue objects.",
"type": "object",
"patternProperties": {
"[a-zA-Z_\\-0-9]+": {
"$ref": "#/definitions/DataValue"
}
},
"additionalProperties": {
"$ref": "#/definitions/DataValue"
}
},
"relationshipValue": {
"description": "A value that relates a component to another component.",
"type": "object",
"properties": {
"TargetComponentName": {
"type": "string",
"pattern": "[a-zA-Z_\\-0-9]+",
"minLength": 1,
"maxLength": 256
},
"TargetEntityId": {
"type": "string",
"pattern": "[0-9a-f]{8}-[0-9a-f]1{4}-[0-9a-f]{4}-[0-9a-f]1{4}-[0-9a-f]1{12}|
A[a-zA-Z0-9][a-zA-Z_\\-0-9.:]*[a-zA-Z0-9]+",
"minLength": 1,
"maxLength": 128

AWS loT TwinMaker H|EtH|O|E & 2] A 7|0}
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}I

"additionalProperties": false

}
1,
"additionalProperties": false
1,
"DataType": {

"description": "An object that specifies the data type of a property.",
"type": "object",
"properties": {
"allowedValues": {
"description": "The allowed values for this data type.",
"type": "array",
"minItems": 0O,
"maxItems": 50,
"uniqueltems": false,
"insertionOrder": false,
"items": {
"$ref": "#/definitions/DataValue"
I
"default": null
I
"nestedType": {
"description": "The nested type in the data type.",
"$ref": "#/definitions/DataType"
I
"relationship": {
"description": "A relationship that associates a component with another
component.",
"$ref": "#/definitions/Relationship"
},
"type": {
"description": "The underlying type of the data type.",
"type": "string",
"enum": [
"RELATIONSHIP",
"STRING",
"LONG",
"BOOLEAN",
"INTEGER",
"DOUBLE",
"LIST",
"MAP"
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}I

"unitOfMeasure": {

"description": "The unit of measure used in this data type.",
"type": "string",
"pattern": ".*",

"minLength": 1,
"maxLength": 256

}
},
"required": [
“type”
1,
"additionalProperties": false
I
"PropertyDefinition": {

"description": "An object that specifies information about a property.",
"type": "object",
"properties": {
"configuration": {
"description": "An object that specifies information about a property.",
"patternProperties": {
"[a-zA-Z_\\-0-9]+": {
"type": "string",
"pattern": "[a-zA-Z_\\-0-9]+",
"minLength": 1,
"maxLength": 256
}
I
"existingJavaType": "java.util.Map<String,String>"
I
"dataType": {
"description": "An object that contains information about the data type.",
"$ref": "#/definitions/DataType"
I
"defaultValue": {
"description": "An object that contains the default value.",
"$ref": "#/definitions/DataValue"
I
"displayName": {
"description": "An object that contains the default value.",
"$ref": "#/definitions/DisplayName"
I
"isExternalId": {

AWS IoT TwinMaker HE}E[O|E{ & =] A 7|0} 56



AWS loT TwinMaker

AR 7H0|E

"description": "A Boolean value that specifies

from an external data store.",
"type": "boolean",
"default": null

1,
"isRequiredInEntity": {

"description": "A Boolean value that specifies

required.",
"type": "boolean",
"default": null

},
"isStoredExternally": {

"description": "A Boolean value that specifies

externally.",
"type": "boolean",
"default": null
iy

"isTimeSeries": {

"description": "A Boolean value that specifies

of time series data.",
"type": "boolean",
"default": null
}
I
"additionalProperties": false
I
"PropertyDefinitions": {
"type": "object",
"patternProperties": {
"[a-zA-Z_\\-0-9]+": {
"$ref": "#/definitions/PropertyDefinition"
}
},
"additionalProperties": {
"$ref": "#/definitions/PropertyDefinition"
}
},
"Property": {
"type": "object",
"properties": {
"definition": {

whether

whether

whether

whether

"description": "The definition of the property",

"$ref": "#/definitions/PropertyDefinition"
iy

the

the

the

the

property

property

property

property

ID comes

is stored

consists
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"value": {
"description": "The value of the property.",
"$ref": "#/definitions/DataValue"
}
},

"additionalProperties": false
},
"Properties": {
"type": "object",
"patternProperties": {
"[a-zA-Z_\\-0-9]+": {
"$ref": "#/definitions/Property"
}
I
"additionalProperties": {
"$ref": "#/definitions/Property"
}
I
"PropertyName": {
"type": "string",
"pattern": "[a-zA-Z_\\-0-9]+"
I
"PropertyGroup": {
"description": "An object that specifies information about a property group.",
"type": "object",
"properties": {
"groupType": {
"description": "The type of property group.",
"type": "string",
"enum": [
"TABULAR"
]
},
"propertyNames": {
"description": "The list of property names in the property group.",
"type": "array",
"minItems": 1,
"maxItems": 256,
"uniqueltems": true,
"insertionOrder": false,
"items": {
"$ref": "#/definitions/PropertyName"
},
"default": null
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}
1,
"additionalProperties": false
1,
"PropertyGroups": {
"type": "object",
"patternProperties": {
"[a-zA-Z_\\-0-9]+": {

"$ref": "#/definitions/PropertyGroup"

}
},
"additionalProperties": {
"$ref": "#/definitions/PropertyGroup"
}
},
"Component": {
"type": "object",
"properties": {
"componentTypelId": {

"$ref": "#/definitions/ComponentTypeId"

iy
"description": {

"$ref": "#/definitions/Description"
iy

"properties": {

"description": "An object that maps strings to the properties to set in the

component type. Each string in the mapping must be unique to this object.",

"$ref": "#/definitions/Properties"

1,
"propertyGroups": {

"description": "An object that maps strings to the property groups to set in
the entity component. Each string in the mapping must be unique to this object.",

"$ref": "#/definitions/PropertyGroups"

}
},
"required": [
"componentTypeId"
1,

"additionalProperties": false
I
"RequiredProperty": {

"type": "string",

"pattern": "[a-zA-Z_\\-0-9]+"
I
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"LambdaFunction": {
"type": "object",
"properties": {
"arn": {
"type": "string",
"pattern": "arn:((aws)|(aws-cn)|(aws-us-gov)|(\\${partition})):lambda:(([a-
z0-9-1+) | (\\${region})): ([0-91{12} | (\\${accountId})):function:[/a-zA-Z0-9_-]1+",
"minLength": 1,
"maxLength": 128
}
},
"additionalProperties": false,
"required": [
"arn"
]
I
"DataConnector": {
"description": "The data connector.",
"type": "object",
"properties": {
"isNative": {
"description": "A Boolean value that specifies whether the data connector is
native to IoT TwinMaker.",
"type": "boolean"
},
"lambda": {
"description": "The Lambda function associated with this data connector.",
"$ref": "#/definitions/LambdaFunction"
}
I
"additionalProperties": false
I
"Function": {
"description": "The function of component type.",
"type": "object",
"properties": {
"implementedBy": {
"description": "The data connector.",
"$ref": "#/definitions/DataConnector"
I
"requiredProperties": {
"description": "The required properties of the function.",
"type": "array",
"minItems": 1,
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"maxItems": 256,
"uniqueltems": true,
"insertionOrder": false,
"items": {
"$ref": "#/definitions/RequiredProperty"
I
"default": null
I
"scope": {
"description": "The scope of the function.",
"type": "string",
"enum": [
"ENTITY",
"WORKSPACE"

}
},
"additionalProperties": false
},
"Entity": {
"type": "object",
"properties": {
"description": {
"description": "The description of the entity.",
"$ref": "#/definitions/DescriptionWithDefault"
I
"entityId": {
"$ref": "#/definitions/EntityId"
},
"entityExternalld": {
"description": "The external ID of the entity.",
"$ref": "#/definitions/ExternalId"
},
"entityName": {
"$ref": "#/definitions/EntityName"
I
"parentEntityId": {
"$ref": "#/definitions/ParentEntityId"
},
"tags": {
"$ref": "#/definitions/Tags"
I

"components": {

"description": "A map that sets information about a component.",
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"type": "object",
"patternProperties": {
"[a-zA-Z_\\-0-9]+": {
"$ref": "#/definitions/Component"
}
I
"additionalProperties": {
"$ref": "#/definitions/Component"

}
},
"required": [
"entityId",
"entityName"
1,
"additionalProperties": false
},
"ComponentType": {
"type": "object",
"properties": {
"description": {
"description": "The description of the component type.",
"$ref": "#/definitions/DescriptionWithDefault"
I
"componentTypelId": {
"$ref": "#/definitions/ComponentTypeId"
},
"componentTypeExternalld": {
"description": "The external ID of the component type.",
"$ref": "#/definitions/ExternalId"
},
"componentTypeName": {
"$ref": "#/definitions/ComponentTypeName"
I
"extendsFrom": {
"description": "Specifies the parent component type to extend.",
"type": "array",
"minItems": 1,
"maxItems": 256,
"uniqueltems": true,
"insertionOrder": false,
"items": {
"$ref": "#/definitions/ComponentTypeId"
I
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"default": null
1,
"functions": {
"description": "a Map of functions in the component type. Each function's key
must be unique to this map.",
"type": "object",
"patternProperties": {
"[a-zA-Z_\\-0-9]+": {
"$ref": "#/definitions/Function”
}
},
"additionalProperties": {
"$ref": "#/definitions/Function”
}
},
"isSingleton": {
"description": "A Boolean value that specifies whether an entity can have
more than one component of this type.",
"type": "boolean",
"default": false
},
"propertyDefinitions": {
"description": "An map of the property definitions in the component type.
Each property definition's key must be unique to this map.",
"$ref": "#/definitions/PropertyDefinitions"
1,
"propertyGroups": {
"description": "An object that maps strings to the property groups to set in
the component type. Each string in the mapping must be unique to this object.",
"$ref": "#/definitions/PropertyGroups"
},
"tags": {
"$ref": "#/definitions/Tags"
}
},
"required": [
"componentTypeId"
1,
"additionalProperties": false
1,
"EntityComponent": {
"type": "object",
"properties": {
"entityId": {
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"$ref": "#/definitions/EntityId"
I
"componentName": {
"$ref": "#/definitions/ComponentName"
},
"componentExternalId": {
"description": "The external ID of the component.",
"$ref": "#/definitions/ExternalId"
},
"componentTypeId": {
"$ref": "#/definitions/ComponentTypelId"

I
"description": {
"description": "The description of the component.",
"$ref": "#/definitions/Description"
I
"properties": {
"description": "An object that maps strings to the properties to set in the

component. Each string in the mapping must be unique to this object.",
"$ref": "#/definitions/Properties"
},
"propertyGroups": {
"description": "An object that maps strings to the property groups to set in
the component. Each string in the mapping must be unique to this object.",
"$ref": "#/definitions/PropertyGroups"
}
},
"required": [
"entityId",
"componentTypeId",
"componentName"
1,
"additionalProperties": false
}
},
"additionalProperties": false,
"properties": {
"entities": {
"type": "array",
"uniqueltems": false,
"items": {
"$ref": "#/definitions/Entity"
}
},
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"componentTypes": {
"type": "array",
"uniqueltems": false,
"items": {
"$ref": "#/definitions/ComponentType"
}
},
"entityComponents": {
"type": "array",
"uniqueltems": false,
"items": {
"$ref": "#/definitions/EntityComponent"
},
"default": null

CHS2 2= component.type.intial M ComponentTypeS 44

ot | MQL|CH initial

{
"componentTypes": [
{
"componentTypeId": "component.type.initial",
"tags": {
"key": "value"
}
}
1,
"entities": [
{
"entityName": "initial",
"entityId": "initial"
}
]
}

22 7IE E|EIE YIo|EstE oM LICH

"componentTypes": [

{
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"componentTypeId": "component.type.initial",
"description": "updated"
}
1,
"entities": [
{
"entityName": "parent",
"entityId": "parent"

"entityName": "child",

"entityId": "child",

"components": {
"testComponent": {

"componentTypeId": "component.type.initial",

"properties": {
"testProperty": {
"definition": {
"configuration": {
"alias": "property"
},
"dataType": {

"relationship": {
"relationshipType": "parent",
"targetComponentTypeId": "test"

I

"type": "STRING",

"unitOfMeasure": "t"

},
"displayName": "displayName"

}
},
"parentEntityId": "parent"
}
1,
"entityComponents": [
{
"entityId": "initial",
"componentTypeId": "component.type.initial",
"componentName": "entityComponent",
"description": "additionalDescription",
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"properties": {
"additionalProperty": {
"definition": {
"configuration": {

"alias": "additionalProperty"
1,
"dataType": {
"type": "STRING"
1,
"displayName": "additionalDisplayName"
1,
"value": {
"stringValue": "test"
}
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https://docs.aws.amazon.com/iot-twinmaker/latest/apireference/API_GetPropertyValueHistory.html
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A 7(0t O|L|-E2t0|X FHHE

DataReaderByEntity

DataReaderByComponentType

DataReader

AttributePropertyValueReaderByEntity

+ DataWriter

- oA
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{
"workspaceId": "string",
"entityId": "string",
"componentName": "string",
"properties": {
// property name as key,
// value is of type PropertyRequest
"string": "PropertyRequest"
}
}
(® Note

FHAAIR

[e][]

0| 2% CIE{H0|A 9| &M B2 PropertyRequestLICt RIMIEH LIS € & X

PropertyRequest.
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https://docs.aws.amazon.com/iot-twinmaker/latest/apireference/API_PropertyRequest.html
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"properties": {
// property name as key,
// value is of type PropertyResponse
"string": "PropertyResponse"

(® Note

0| 2% CIE{H0|A 9| &M B2 PropertyResponse®LICt AtAM[EF LI 2 2 & X

[e][]

FHAAIR

PropertyResponse.

DataReaderByEntity

DataReaderByEntity TH T4 @4 £89| A[AHQE 72 71X 2= o AH8kl= dlo|H Ede! 7HHH
dL[Ct.
=

| EAofl ChEh REMIEH LH& 2 GetPropertyValueHistoryAPI 24 S & =

=

a

Ol HEEo| £ /Y, &
stAAIL.

HO
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"startDateTime": long, // In epoch sec, deprecated
"startTime": "string", // IS0-8601 timestamp format
"endDateTime": long, // In epoch sec, deprecated
"endTime": "string", // IS0-8601 timestamp format
"properties": {

// A map of properties as in the get-entity API response

// property name as key,

// value is of type PropertyResponse

"string": "PropertyResponse"

},
"workspaceId": "string",
"selectedProperties": List:"string",
"propertyFilters": List:PropertyFilter,
"entityId": "string",
"componentName": "string",
"componentTypeId": "string",
"interpolation": InterpolationParameters,
"nextToken": "string",
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"maxResults": int,
"orderByTime": "string"

}

DataReaderByEntityS & QIE{H|0|A

"propertyValues": [
{
"entityPropertyReference": EntityPropertyReference, // The same
as EntityPropertyReference

"values": [
{
"timestamp": long, // Epoch sec, deprecated
"time": "string", // IS0-8601 timestamp format
"value": DataValue // The same as DataValue

}

}
]I

"nextToken": "string"

DataReaderByComponentType
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DataReaderByComponentType 23 QIE{m|0|A

"startDateTime": long, // In epoch sec, deprecated

"startTime": "string", // IS0-8601 timestamp format

"endDateTime": long, // In epoch sec, deprecated

"endTime": "string", // IS0-8601 timestamp format

"properties": { // A map of properties as in the get-entity API response

8 2 GetPropertyValueHistoryAPl 2f4& & X

DataReaderByComponentType
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// property name as key,

// value is of type PropertyResponse

"string": "PropertyResponse"

I
"workspaceId": "string",
"selectedProperties": List:"string",
"propertyFilters": List:PropertyFilter,
"componentTypeId": "string",
"interpolation": InterpolationParameters,
"nextToken": "string",
"maxResults": int,

"orderByTime": "string"

DataReaderByComponentType S & QIE{m|0|A

"propertyValues": [
{
"entityPropertyReference": EntityPropertyReference, // The same
as EntityPropertyReference

"entityId": "string",

"componentName": "string",

"values": [
{
"timestamp": long, // Epoch sec, deprecated
"time": "string", // IS0-8601 timestamp format
"value": DataValue // The same as DataValue

}

}
]I

"nextToken": "string"

DataReader

DataReader DataReaderByEntity 2t 2| ZfE& ZF MZ|& = U= HIO|E E8|¢!
DataReaderByComponentType 7{<ElE{Q/L|C}.

ol AHHE ol £ R, & X Aol CHEr REMIEF LIE 2 GetPropertyValueHistoryAPl 2d& & X
AR,
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DataReader 2% @IE{H|0|A

EntityId & componentName= B4 AbEILICH

{
"startDateTime": long, // In epoch sec, deprecated
"startTime": "string", // IS0-8601 timestamp format
"endDateTime": long, // In epoch sec, deprecated
"endTime": "string", // IS0-8601 timestamp format
"properties": { // A map of properties as in the get-entity API response
// property name as key,
// value is of type PropertyRequest
"string": "PropertyRequest"
I
"workspaceId": "string",
"selectedProperties": List:"string",
"propertyFilters": List:PropertyFilter,
"entityId": "string",
"componentName": "string",
"componentTypeId": "string",
"interpolation": InterpolationParameters,
"nextToken": "string",
"maxResults": int,
"orderByTime": "string"
}

DataReader S & Q9IE{H|0|A

"propertyValues": [
{
"entityPropertyReference": EntityPropertyReference, // The same
as EntityPropertyReference

"values": [
{
"timestamp": long, // Epoch sec, deprecated
"time": "string", // IS0-8601 timestamp format
"value": DataValue // The same as DataValue

}

}
]I
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"nextToken": "string"

AttributePropertyValueReaderByEntity

AttributePropertyValueReaderByEntity Tt Ao MM £ gt 7IMHE
B £oile! AU Lt
ol AHHE S £d /Y, & & Aol CHer RtM[EF LIE2 GetPropertyValueAPI 242
2.
AttributePropertyValueReaderByEntity 2 & QIE{H|0|A
{
"properties": {
// property name as key,
// value is of type PropertyResponse
"string": "PropertyResponse"
}
"workspaceId": "string",
"entityId": "string",
"componentName": "string",
"selectedProperties": List:"string",
}
AttributePropertyValueReaderByEntity S & QIE{H|0|A
{
"propertyValues": {
'string": { // property name as key
"propertyReference": EntityPropertyReference, // The same
as EntityPropertyReference
"propertyValue": DataValue // The same as DataValue
}
}
DataWriter
DataWriter BF 7424 0| £ & 2I5 AlAHY H0|H ZRIEE 7|= CIO|E ME A0 CHA| M=
ArEE = = o] 1 Zoe! AL UL

|

AttributePropertyValueReaderByEntity
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O HUE ol £ R, #& L T4|of CHE RtAMIEH LHE 2 BatchPutPropertyValuesAPI 24 & =X
SHAUAI2.
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"workspaceId": "string",
"properties": {
// entity id as key
"String": {
// property name as key,
// value is of type PropertyResponse

"string": PropertyResponse
}
.
"entries": [
{
"entryId": "string",
"entityPropertyReference": EntityPropertyReference, // The same
as EntityPropertyReference
"propertyValues": [
{
"timestamp": long, // Epoch sec, deprecated
"time": "string", // IS0-8601 timestamp format
"value": DataValue // The same as DataValue

DataWriter & IE{H 0|A

"errorEntries": [
{
"errors": List:BatchPutPropertyError // The value is a list of
type BatchPutPropertyError

}
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"workspaceId": "myWorkspace",
"properties": {
"modelId": {
"definition": {
"dataType": { "type": "STRING" },
"isExternalld": true,
"isFinal": true,
"isImported": false,
"isInherited": false,
"isRequiredInEntity": true,
"isStoredExternally": false,
"isTimeSeries": false,
"defaultValue": {
"stringValue": "myModelId"

.
"value": {
"stringValue": "myModelId"
}
.
"tableName": {
"definition": {
"dataType": { "type": "STRING" },
"isExternalld": false,
"isFinal": false,
"isImported": false,
"isInherited": false,
"isRequiredInEntity": false,
"isStoredExternally": false,
"isTimeSeries": false,
"defaultValue": {
"stringValue": "myTableName"

of| Al

76



AWS loT TwinMaker

.
"value": {
"stringValue": "myTableName"

0[0
I

"properties": {
"myPropertyl": {
"definition": {
"dataType": {
"type": "DOUBLE",
"unitOfMeasure": "%
b
"configuration": {
"myPropertylId": "idValue"
},
"isTimeSeries": true
}
b
"myProperty2": {
"definition": {
"dataType": { "type": "STRING" },
"isTimeSeries": false,
"defaultValue": {
"stringValue": "property2Value"

>

. X £ 7|2 A7|Of o|L|Ada}o|Xd:

"workspaceId": "myWorkspace",
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"entityId": "myEntity",

"componentName": "myComponent",
"properties": {
"assetId": {

"definition": {
"dataType": { "type": "STRING" },
"isExternalId": true,
"isFinal": true,
"isImported": false,
"isInherited": false,
"isRequiredInEntity": true,
"isStoredExternally": false,
"isTimeSeries": false

I

"value": {
"stringValue": "myAssetId"

}

I
"tableName": {

"definition": {
"dataType": { "type": "STRING" },
"isExternalld": false,
"isFinal": false,
"isImported": false,
"isInherited": false,
"isRequiredInEntity": false,
"isStoredExternally": false,
"isTimeSeries": false

3,
"value": {
"stringValue": "myTableName"
}
}
}
}
SH:
{

"properties": {
"myPropertyl": {
"definition": {
"dataType": {
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"type": "DOUBLE",
"unitOfMeasure": "%"
},
"configuration": {
"myPropertylId": "idValue"
.
"isTimeSeries": true
}
},
"myProperty2": {
"definition": {
"dataType": { "type": "STRING" },
"isTimeSeries": false
.
"value": {
"stringValue": "property2Value"

 DataReaderByEntity 12|11 DataReader:

E:
{
"workspaceId": "myWorkspace",
"entityId": "myEntity",
"componentName": "myComponent",

"selectedProperties": [
"Temperature",
"Pressure"
1,
"startTime": "2022-04-07TQ4:04:42Z",
"endTime": "2022-04-07T04:04:457",
"maxResults": 4,
"orderByTime": "ASCENDING",
"properties": {
"assetId": {
"definition": {
"dataType": { "type": "STRING" },
"isExternalId": true,
"isFinal": true,
"isImported": false,
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"isInherited": false,
"isRequiredInEntity": true,
"isStoredExternally": false,
"isTimeSeries": false

},

"value": {
"stringValue": "myAssetId"

},
"Temperature": {
"definition": {
"configuration": {
"temperatureId": "xyzl23"

1,
"dataType": {
"type": "DOUBLE",
"unitOfMeasure": "DEGC"
1,

"isExternalId": false,
"isFinal": false,
"isImported": true,
"isInherited": false,
"isRequiredInEntity": false,
"isStoredExternally": false,
"isTimeSeries": true

}I

"Pressure": {
"definition": {
"configuration": {
"pressureId": "xyz456"

1,
"dataType": {
"type": "DOUBLE",
"unitOfMeasure": "MPA"
1,

"isExternalId": false,
"isFinal": false,
"isImported": true,
"isInherited": false,
"isRequiredInEntity": false,
"isStoredExternally": false,
"isTimeSeries": true
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}

0l
Il

"propertyValues": [
{

"entityPropertyReference": {
"entityId": "myEntity",
"componentName": "myComponent",
"propertyName": "Temperature"

},

"values": [

{
"time": "2022-04-07T0Q4:04:427",
"value": {
"doubleValue": 588.168
}
.
{
"time": "2022-04-07T04:04:437",
"value": {
"doubleValue": 592.4224

}
1,

"nextToken": "qwertyuiop"

« AttributePropertyValueReaderByEntity:

E:
{
"workspaceId": "myWorkspace",
"entityId": "myEntity",
"componentName": "myComponent",

"selectedProperties": [
"manufacturer",
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1,
"properties": {
"assetId": {
"definition": {
"dataType": { "type": "STRING" },
"isExternallId": true,
"isFinal": true,
"isImported": false,
"isInherited": false,
"isRequiredInEntity": true,
"isStoredExternally": false,
"isTimeSeries": false
},
"value": {
"stringValue": "myAssetId"
}
},
"manufacturer": {
"definition": {
"dataType": { "type": "STRING" },
"configuration": {
"manufacturerPropId": "MoOQl1l"
},
"isExternalld": false,
"isFinal": false,
"isImported": false,
"isInherited": false,
"isRequiredInEntity": false,
"isStoredExternally": true,
"isTimeSeries": false
}
}
}
}
SE:
{

"propertyValues": {
"manufacturer": {
"propertyReference": {
"propertyName": "manufacturer",
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"entityId": "myEntity",
"componentName": "myComponent"
},
"propertyValue": {
"stringValue": "Amazon"

» DataWriter:

2H:

"workspaceId": "myWorkspaceld",
"properties": {
"myEntity": {
"Temperature": {
"definition": {
"configuration": {
"temperatureId": '"xyzl23"
},
"dataType": {
"type": "DOUBLE",
"unitOfMeasure": "DEGC"
},
"isExternalld": false,
"isFinal": false,
"isImported": true,
"isInherited": false,
"isRequiredInEntity": false,
"isStoredExternally": false,
"isTimeSeries": true

}
1,
"entries": [
{
"entryId": "myEntity",
"entityPropertyReference": {
"entityId": "myEntity",
"componentName": "myComponent",
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"propertyName": "Temperature"
I
"propertyValues": [
{
"timestamp": 1626201120,
"value": {
"doubleValue": 95.6958
}
},
{
"timestamp": 1626201132,
"value": {
"doubleValue": 80.6959

0l
Il

"errorEntries": [
{
"errors": [
{
"errorCode": "40@9",
"errorMessage": "Conflict value at same timestamp",
"entry": {
"entryId": "myEntity",
"entityPropertyReference": {
"entityId": "myEntity",
"componentName": "myComponent",
"propertyName": "Temperature"
b
"propertyValues": [
"time": "2022-04-07T04:04:42Z",
"value": {
"doubleValue": 95.6958

of| Al 84



AWS loT TwinMaker INT=IY A To] =]

AWS loT TwinMaker Athena Ei|0|E & 4! O|O|E{ 7{4E

Athena Ef|0|2 &4 O|0|E{ HUE{E AFE3HH AWS loT TwinMaker0ll A Athena Cl|O|E{ XR{& A0f H
MAsto] ASE = A&Lct 2&2QI ol|o|E{ oto|22l|o|M =] 10| Athena CI|O|E{E A& 3104 C|
XHE ERE A5E = UAaUCH AT 2FE HLYEHE ME3HHLE AFE X X[ Athena 7{LEE Bt
£01 Athena H|O|E{ Y& 2| CI|O|E{of] MM AT = U&LICH.

AWS loT TwinMaker Athena Gl|O|E{ ZHYE] Al R F ALE

Athena E|O|E SA HIOIE HEEIE ALE3t7| TO| CHS A 2F M2 22t MAIR.

« 22| Athena E|O|2 4! 34 Amazon S3 E|AAE MEEILICH Athena AFE20{| CHEH RFAM|EH LHE
2 Athena MEME FHZFHAAL.

« AWS loT TwinMaker I AH O|AE MM AAI2. AWS IoT TwinMaker 20| 5] Qs M

gg & &Lk

« Athena TSI E I AHO|A |IAM &S UOIO|ESHAMAIR. REM|EH HE = Athena CI|O|E{ 744

=2==2 (| =
EIE AISSEE «FAHO0[A IAM HE S =HELICLE BXStAIL.
A A

oI

o4
« AWS loT TwinMaker2| QIE|E| 24 @A A|
S EHmH JHA MAES BXSMSL.

H AEE| o YHE SX|tM. RIME QE=

« AWS loT TwinMaker®| Cl|O|E{ F{E{0f| USSHRIMIL. REAIEH HE = AWS loT TwinMaker G| O|E
9.|L:|IE.|° 7:I-7<°|.A-||O

Athena Cl|O|E{ HHE Al 3t7]

Athena Cl|O|E{ {HE{E Al235l2{T™ Athena HHEE M4 24 REOE AIE5t0{ M 2
OfoF EfLICH OHCIS 78 A E M LHo| 7HAl|o E 504 AWS loT TwinMaker0i| A Al
U&LLCt.

AA EH

2 0t
[
s A
g

oo k>

Athena E|0|= @A ol 7{4E] 85


https://docs.aws.amazon.com/athena/latest/ug/what-is.html
https://console.aws.amazon.com/iottwinmaker/

AWS loT TwinMaker

AEXt7tol=

Athena O|O|E{ FHHYE|E AI25t0{ A 2

CtS MXE AI&35104 Athena E|0|2 & Al O|O|E| HEE{E AFE35104 AWS loT TwinMaker £ 2
4 RS YA,
1. AWS loT TwinMaker 2& 2 0|5 &L},
2. 7| FHY FHS GHU M 2 I 2 ddEL(Ch
3. Al 22 4
4.
Component type information
ID
com.test.athena.connector.example
Description
Example athena connector child component type
Must be less than 2048 characters
Base Type
Choose a pre-defined Component Type or create your own
com.amazon.athena.connector
5 7|8 88 MEiStLICH EECH2 SE0i| M com.amazon.athena.connector2tE Eil0|E0] £
2 Athena E|O|& &4] O|0|E] ZHUEHE MEHEILICY.
6. CI=2 ZE0M Athena EIAAE MEHGI0] £ 24 S39| H|IO|E| AAE R MErLICE.
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+ Table name2 ME{EL|C}
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Athena Data Connector

Athena datasource
Select an Athena datasource

AwsDataCatalog

Athena Database

tabular_test_database

Table Name

tabular_test_data_service_record

Column Names
Select columns to include

V4 Table name Data type

v recordid bigint

assetid string

description string

dateperformed string

performedby string

datevalidated string

validatedby string

comments string

nextservicedate string

servicerecordurl string

External ID Column

assetid

Athena workgroup
Select an Athena workgroup

Athena H|0 Test\Workgroup
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Athena Ef0|& &4 CI|O|E{ 7{4lE{ JSON & X AIE

CtS o= Athena Ef|0|E & 4| C|OIE{ 7 E{ol] CHEF ™A JSON = QILICH O|& ElAAZ AFESt0d
M-S XIE OIOIE HHEE A 71 24 RES BELICH

"componentTypeId": "com.amazon.athena.connector",
"description": "Athena connector for syncing tabular data",
"workspaceId":"AmazonOwnedTypesWorkspace",
"propertyGroups": {
"tabularPropertyGroup": {
"groupType": "TABULAR",
"propertyNames": []

.
"propertyDefinitions": {

"athenaDataSource": {

"dataType": { "type": "STRING" },
"isRequiredInEntity": true

},

"athenaDatabase": {

"dataType": { "type": "STRING" },
"isRequiredInEntity": true

},

"athenaTable": {

"dataType": { "type": "STRING" },
"isRequiredInEntity": true

},

"athenaWorkgroup": {

"dataType": { "type": "STRING" },
"isRequiredInEntity": true

},

"athenaExternalIdColumnName": {
"dataType": { "type": "STRING" },
"isRequiredInEntity": true,
"isExternalld": false

.

"athenaComponentExternalIld": {
"dataType": { "type": "STRING" },
"isStoredExternally": false,

Athena E|O|E &4 HIO|E{ 7{'HlE{ JSON EH X AL 90
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"isRequiredInEntity": true,
"isExternalId": true

.
"functions": {
"tabularDataReaderByEntity": {
"implementedBy": {
"isNative": true
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Panel Title
crit {componentName=" description {component equipment_type {compo status {componentNam: total {componentName= won {componentName=
Shutdown valve inspec.. VALVE COMPLETED 90563 128355
Damaged cable on SDV  VALVE COMPLETED 90041 128461
BYTN-04-TV-02385 do.. VALVE COMPLETED 85611 128361
Shutdown vlv inspection VALVE COMPLETED YETLN 128531
RYTN-N2-XV-NA517 da VAIVF COMPIFTED 71324 128458
B Query 1 i+ Transform (0
; W YL FIUpEl Ly Vaiug
TabularEntity1
Component Name TabularComponent
Property Group tabularPropertyGroup (TABULAR)
Selected Properties won (INTEGER) X status (STRING) X  total (INTEGER) X  crit (INTEGER) X  description (STRING) X  equipment_type (STRING) x

Filter @  crit (INTEGER)

5
W ®

OrderBy @  total (INTEGER)

DESC
u @
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Rows returned (1000+)

Results are paginated. Scroll through the result pages to see more query results,

Q 1 2 3 4 5 6 7 ..100 > &
TelemetryAssetld TelemetryAssetType measure, ._name time measure_value:varchar measure_value::double
Mixer_22_680b5b8e-1afe-4a77-87ab-834fbe5ba01e Mixer Temperature 2022-04-19 00:28:00.241000000 - 99.1292877197266
Mixer_20_0568f25f-116c-429c-a974-5ceec065a6ac Mixe RPM 2022-04-19 00:28:00.241000000 - 59.4233207702637
Mixer_22_680b5b8e-1afe-4a77-87ab-834fbeSba0le Mixe RPM 2022-04-19 00:28:00.241000000 - 50.9421195983887
Mixer_24_7ffOb75b-f0fa-43f0-bc89-b96337586d00 Mixer Temperature 2022-04-19 00:28:00.241000000 - 99.1292877197266
Mixer_25_cf42effc-ba19-48ba-bbc3-d21d2508ce31 Mixe RPM 2022-04-19 00:28:00.241000000 - 59.8453979492188
Mixer_20_0568f25f-116¢-429c-a974-5ceec065a6ac Mixer Temperature 2022-04-19 00:28:00.241000000 - 99.1292877197266
Mixer_24_7ff0b75b-f0fa-43f0-bc89-b96337586d00 Mixe RPM 2022-04-19 00:28:00.241000000 - 60.4532585144043
Mixer_15_0bbS66cd-d6f3-4804-9fe1-7d2abcad82d0 Mixe RPM 2022-04-19 00:28:00.241000000 - 58.397144317627
Mixer_2_d8e76844-e739-4845-a748-a83983279376 Mixer RPM 2022-04-19 00:28:00.241000000 - 60.206958770752
Mixer_6_b66db3d3-c144-47b5-afb9-3a0150c53456 Mixe RPM 2022-04-19 00:28:00.241000000 - 60.206958770752
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Service-Owned Customer-owned
Connector Request
= properties from queried component type
+ properties from queried component (if specified component)
+ validated parameters from AP|
AP request _ Connector request query
= » TwinMaker Data Plane APls — » 3P Connectors Underlying Data
AP response b Connector response query result Source
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{"componentTypeId": "com.example.timestream-telemetry",
"workspaceId": "MyWorkspace",
"functions": {
"dataReader": {
"implementedBy": {
"lambda": {
"arn": "lambdaArn"

.
"propertyDefinitions": {
"telemetryType": {
"dataType": { "type": "STRING" },
"isExternalld": false,
"isStoredExternally": false,
"isTimeSeries": false,
"isRequiredInEntity": true
.
"telemetryId": {
"dataType": { "type": "STRING" },
"isExternalId": true,
"isStoredExternally": false,
"isTimeSeries": false,
"isRequiredInEntity": true

+
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"Temperature": {
"dataType": { "type": "DOUBLE" },
"isExternalId": false,
"isTimeSeries": true,
"isStoredExternally": true,
"isRequiredInEntity": false

}
}
}
o2 74 o4 s #A e
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{
"workspaceId": "MyWorkspace",
"entityId": "MyEntity",
"componentName": "TelemetryData",

"selectedProperties": ["Temperature"],
"startTime": "2022-08-25T00:00:00Z",
"endTime": "2022-08-25T00:00:05Z",
"maxResults": 3,
"orderByTime": "ASCENDING",
"properties": {

"telemetryType": {

"definition": {

"dataType": { "type": "STRING" },

"isExternalId": false,
"isFinal": false,
"isImported": false,
"isInherited": false,
"isRequiredInEntity": false,
"isStoredExternally": false,
"isTimeSeries": false

.

"value": {
"stringValue": "Mixer"

.
"telemetryId": {
"definition": {

"dataType": { "type": "STRING" },

"isExternalld": true,
"isFinal": true,
"isImported": false,
"isInherited": false,
"isRequiredInEntity": true,
"isStoredExternally": false,
"isTimeSeries": false

},

"value": {
"stringValue": "item_A0Q1"

1,
"Temperature": {
"definition": {
"dataType": { "type": "DOUBLE"

4 }I
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"isExternalId": false,
"isFinal": false,
"isImported": true,
"isInherited": false,
"isRequiredInEntity": false,
"isStoredExternally": false,
"isTimeSeries": true

« selectedProperties2(&) HEHE Timestream SHE {all SH 2 MRE SEQLICH
« startDateTime, startTime, EndDateTime & endTime EEE 23| AlZF HYIE X|™H
LCt ofof [Er ghetels FHEZe| ME Helvl A-EELLC
+ entityId2(&) HIOIEHE #Elst= 7HA 2| o|F LCt,
« componentName2(=) O|O|EE FEI5te 74 49| O|F LIt
« orderByTime EEE AI&35to ZAuJt ALl &ME FHE = JU&LICH
2ol x| 2EoIMH= FoiTl ol chall XIHE 7|zt S MENEH S4dof CHEt Uzdol MES M
Bt AlZt & Mo (2t HE Wo 2 o dRMSLICH SE dY2 Ch3a 20| g = /JU&LICH
{
"propertyValues": [
{
"entityPropertyReference": {
"entityId": "MyEntity",
"componentName": "TelemetryData",
"propertyName": "Temperature"
},
"values": [
{
"time": "2022-08-25T00:00:002",
"value": {
"doubleValue": 588.168
}
b
{
99
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"time": "2022-08-25T00:00:01Z2",
"value": {
"doubleValue": 592.4224

}
},
{
"time": "2022-08-25T00:00:02Z",
"value": {
"doubleValue": 594.9383
}
}
]
}
1,
"nextToken": "..."
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"componentTypeId": "com.example.timestream-telemetry",
"workspaceId": "MyWorkspace",
"functions": {
"dataReader": {
"implementedBy": {
"lambda": {

arn": "lambdaArn"

},
"propertyDefinitions": {
"telemetryType": {
"dataType": { "type": "STRING" },
"isExternalId": false,
"isStoredExternally": false,
"isTimeSeries": false,
"isRequiredInEntity": true
},
"telemetryId": {
"dataType": { "type": "STRING" },
"isExternalld": true,
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"isStoredExternally": false,
"isTimeSeries": false,
"isRequiredInEntity": true

.

"Temperature": {
"dataType": { "type": "DOUBLE" },
"isExternalId": false,
"isTimeSeries": true,
"isStoredExternally": true,
"isRequiredInEntity": false

},

"RPM": {
"dataType": { "type": "DOUBLE" },
"isExternalld": false,
"isTimeSeries": true,
"isStoredExternally": true,
"isRequiredInEntity": false

}

}
}
5. F | £4& X2|5tTF Lambda HEE HH0|E

AWS loT TwinMaker O|O|E{ Z&|QI API= Y QMO Z 0o £A2 FEle £ AT
X|2d3tH AWS IoT TwinMaker , =5& XS 3to ZEof it B ¥ S FHE

selectedProperties
CHZ2| JSON 82 Ol &= Sdo tiet ¥ E X|Hste =HE HEZ S EoiELICH
{
"workspaceId": "MyWorkspace",
"entityId": "MyEntity",
"componentName": "TelemetryData",

"selectedProperties": ["Temperature", "RPM"],
"startTime": "2022-08-25T00:00:00Z",
"endTime": "2022-08-25T00:00:05Z",
"maxResults": 3,
"orderByTime": "ASCENDING",
"properties": {
"telemetryType": {
"definition": {
"dataType": { "type": "STRING" },
"isExternalId": false,

NP EECNEEEEEE
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"isFinal": false,
"isImported": false,
"isInherited": false,
"isRequiredInEntity": false,
"isStoredExternally": false,
"isTimeSeries": false

},

"value": {
"stringValue": "Mixer"

},
"telemetryId": {
"definition": {
"dataType": { "type": "STRING" },
"isExternalId": true,
"isFinal": true,
"isImported": false,
"isInherited": false,
"isRequiredInEntity": true,
"isStoredExternally": false,
"isTimeSeries": false
I
"value": {
"stringValue": "item_A0Q1"

iy

"Temperature": {
"definition": {

"dataType": { "type": "DOUBLE" 3},
"isExternalld": false,
"isFinal": false,
"isImported": true,
"isInherited": false,
"isRequiredInEntity": false,
"isStoredExternally": false,
"isTimeSeries": true

1,
"RPM": {
"definition": {
"dataType": { "type": "DOUBLE" },
"isExternalId": false,
"isFinal": false,
"isImported": true,
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"isInherited": false,
"isRequiredInEntity": false,
"isStoredExternally": false,
"isTimeSeries": true

O 7ER| 2 CHE oot 2ol sifE SE = Mool EE L.

{
"propertyValues": [
{

"entityPropertyReference": {
"entityId": "MyEntity",
"componentName": "TelemetryData",
"propertyName": "Temperature"

b

"values": [

{
"time": "2022-08-25T00:00:00Z",
"value": {
"doubleValue": 588.168
}
},
{
"time": "2022-08-25T00:00:01Z",
"value": {
"doubleValue": 592.4224
}
},
{
"time": "2022-08-25T00:00:02Z",
"value": {
"doubleValue": 594.9383
}
}
]
},
{

"entityPropertyReference": {
"entityId": "MyEntity",
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"componentName": "TelemetryData",
"propertyName": "RPM"
},
"values": [
{
"time": "2022-08-25T00:00:00Z",
"value": {
"doubleValue": 59
}
.
{
"time": "2022-08-25T00:00:01Z",
"value": {
"doubleValue": 60
}
.
{
"time": "2022-08-25T00:00:02Z",
"value": {
"doubleValue": 60
}
}
]
}
1,
"nextToken": "..."
}
(@ Note
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https://github.com/aws-samples/aws-iot-twinmaker-samples-snowflake/blob/main/src/modules/snowflake/data-connector/lambda_connectors/data_reader_by_entity.py
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https://boto3.amazonaws.com/v1/documentation/api/latest/reference/services/timestream-query.html#TimestreamQuery.Client.query
https://github.com/aws-samples/aws-iot-twinmaker-samples-snowflake/blob/main/src/modules/snowflake/data-connector/lambda_connectors/data_reader_by_entity.py
https://docs.aws.amazon.com/lambda/latest/dg/testing-functions.html
https://docs.aws.amazon.com/serverless-application-model/latest/developerguide/serverless-cdk-testing.html
https://docs.aws.amazon.com/serverless-application-model/latest/developerguide/serverless-cdk-testing.html
https://docs.aws.amazon.com/timestream/latest/developerguide/security.html
https://github.com/aws-samples/aws-iot-twinmaker-samples/blob/main/src/libs/udq_helper_utils/udq_utils/sql_detector.py
https://console.aws.amazon.com/iottwinmaker/
https://console.aws.amazon.com/iottwinmaker/
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AWS loT TwinMaker Workspaces

MixerComponent

Component information

Test connector

Select the pro
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https://github.com/aws-samples/aws-iot-twinmaker-samples/tree/main/src/workspaces/cookiefactory/component_types
https://docs.aws.amazon.com/iot-twinmaker/latest/apireference/API_GetPropertyValueHistory.html
https://console.aws.amazon.com/iottwinmaker/
https://docs.aws.amazon.com/iot-twinmaker/latest/apireference/API_GetPropertyValueHistory.html
https://docs.aws.amazon.com/iot-twinmaker/latest/apireference/API_GetPropertyValueHistory.html
https://docs.aws.amazon.com/iot-twinmaker/latest/apireference/API_GetPropertyValue.html
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Properties JSON

Test connector

Select the properties from "MixerComponent” and a time range to test for ti

Timeseries properties (max 10 supported)
| Rpm
¥ Temperature

2022-04-01T00:00:00-07:00 — 2022-04-30T723:59:59-07:00

operties (max 10 supported)

Time-series result
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O|AM| AWS loT TwinMaker Grafana CHA|EE & M™H35t0{ HERIS AlZEE = Q
GitHub 2|Z X|E2|0{| M CtE Cl|O|E FHHE MES2 E M504 AFE AlE|of =
C}AWS loT TwinMaker

AWS loT TwinMaker3 7| HE 2| of|X| A|HE 7 EH

CE 0olM AFE £ &LICH GitHub HHLEIE M 24 |30
2] U X[BF AWS loT TwinMaker2H(1}) S&3t7| Z10{ Lambda 714
E =I5l 7d0| E&LICH Lambda 220l A EE= AWS CDKOIAM EZE Lambda &£ E EAE
g &= J&LCt Lambda ?:. EHIAEO CHEt XFA|IEF LIRS Lambda &% E|AE 2 ojZ2|7|o|Md B
'

r°l-

T4 4 REUME TA 24 0| TREIE T8 442 HolsrLich 27| B ofFQ)
Ut 9ol BB/ T4 QAT SU HHUS TRHDZ T4 24 RFIM FH A7|0HE Hol
¥ 4 aLch !B S0, UM KB O3 oixlol FolElof gL

{

ool A= A 107


https://docs.aws.amazon.com/iot-twinmaker/latest/guide/grafana-integration.html
https://github.com/aws-samples/aws-iot-twinmaker-samples/tree/main/src/modules/s3
https://github.com/aws-samples/aws-iot-twinmaker-samples/tree/main/src/modules/s3
https://github.com/aws-samples/aws-iot-twinmaker-samples/blob/main/src/modules/timestream_telemetry/lambda_function/udq_data_reader.py
https://docs.aws.amazon.com/lambda/latest/dg/testing-functions.html
https://docs.aws.amazon.com/serverless-application-model/latest/developerguide/serverless-cdk-testing.html
https://docs.aws.amazon.com/lambda/latest/dg/testing-functions.html
https://docs.aws.amazon.com/serverless-application-model/latest/developerguide/serverless-cdk-testing.html
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"componentTypeld": "com.example.cookiefactory.mixer"
"propertyDefinitions": {
"RPM": {
"dataType": { "type": "DOUBLE" },
"isTimeSeries": true,
"isRequiredInEntity": false,
"isExternalId": false,
"isStoredExternally": true
},
"Temperature": {
"dataType": { "type": "DOUBLE" },
"isTimeSeries": true,
"isRequiredInEntity": false,
"isExternalld": false,
"isStoredExternally": true

}
}
}
0o & E0{ E2|& FAHR2A0|= Timestream O|O|E{H|0|A 2| &7, SQL EI|0|E-|H4|0|*° x| &
2l 7|18 £= A8 A|AH”IO| BE HIOIE7F UE & UELICH ode] 78 @A E BHET O|E 7HAl|e

A5t 042q O|OIE] AA 7} JHA|0f AR JHA-T 4 24 Jef= 7} xH°.|7.;!L_||:|-_ O|E—|°,_|' LEIY
Mz Fd 240= sHE CIO|H AA0 UeE 78 240 1R 7|1 AHEYE = U= telemetryId
£M0| ERELICH telemetryId& &S XIM5HH F 7tX| O|™H0| J&LICH &, £4& Cl0o|E 7

HE{o|M SHE T4 Q40| Zt8F 226t HE| ZH2Z AFSE £ i1, olo|E Z82! API SO
telemetryId &4 gf2 Z &5 ECt0[HE FoAM IDE 7Kt et B JWE =38 =&Y

A 0I|:|.'|: 7—|OI|_||:|.

E 7424 80 F IDE FII5tH H|O|EA U= 74 2471 AEELICH imeStream.
TelemetryId

"componentTypeId": "com.example.cookiefactory.mixer"
"propertyDefinitions": {
"telemetryId": {
"dataType": { "type": "STRING" },
"isTimeSeries": false,
"isRequiredInEntity": true,
"isExternalld": true,
"isStoredExternally": false
I
"RPM": {
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"dataType": { "type": "DOUBLE" },
"isTimeSeries": true,
"isRequiredInEntity": false,
"isExternalld": false,
"isStoredExternally": true

I

"Temperature": {
"dataType": { "type": "DOUBLE" },
"isTimeSeries": true,
"isRequiredInEntity": false,
"isExternalId": false,
"isStoredExternally": true

OrEt7LX|2 CFS JSON o2t 240 WaterTank Q| 744

"componentTypeId": "com.example.cookiefactory.watertank",

"propertyDefinitions": {

"flowRatel": {
"dataType": { "type": "DOUBLE" },
"isTimeSeries": true,
"isRequiredInEntity": false,
"isExternalld": false,
"isStoredExternally": true

.

"flowrate2": {
"dataType": { "type": "DOUBLE" },
"isTimeSeries": true,
"isRequiredInEntity": false,
"isExternalId": false,
"isStoredExternally": true

},

"tankVolumel": {
"dataType": { "type": "DOUBLE" },
"isTimeSeries": true,
"isRequiredInEntity": false,
"isExternalld": false,
"isStoredExternally": true

.
"tankVolume2": {

AWS loT TwinMaker 37| HE 2| O|O|E{ 7H=IE
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"dataType": { "type": "DOUBLE" },
"isTimeSeries": true,
"isRequiredInEntity": false,
"isExternalld": false,
"isStoredExternally": true

.

"telemetryId": {
"dataType": { "type": "STRING" },
"isTimeSeries": false,
"isRequiredInEntity": true,
"isExternalId": true,
"isStoredExternally": false

TelemetryType2(=) MA Helo|l £ 2f2 HElot7| fet @ FH A R
Ct. o & &04 AWS loT TwinMaker MZ GitHub Z|ZX|EZ|0|H HolEl 4 2
2. 5UstEfo|lg0 BE ST T8 E[0 QY22 E TelemetryTypeOl(7H M
O| BRE £+UTE TelemetryId 2 TelemetryTypel2H(T}) L2 B2E $4S
o2 FEFLIC
Lambda 0| A|
Lambda 7{<E{= O[O|E{ &40 HAASHT S 7| o2 ZZ| 22 o
SOk B LIC}. LambdaZ MSEE oA 2 CHE JSON od|Aof Liet L& LCE.

{

'workspaceId': 'CookieFactory',

'selectedProperties': ['Temperature'],
'startDateTime': 1648796400,
'startTime': '2022-04-01T07:00:00.0007"',
'endDateTime': 1650610799,
'endTime': '2022-04-22T06:59:59.000Z",
'properties': {
'telemetryId': {
'definition': {
'dataType': { 'type': 'STRING' },
'isTimeSeries': False,
'isRequiredInEntity': True,
'isExternalld': True,
'isStoredExternally': False,

HA15H04 O|O|E AAO| MY
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https://github.com/aws-samples/aws-iot-twinmaker-samples/tree/main/src/workspaces/cookiefactory/component_types
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'isImported': False,
'isFinal': False,
'isInherited': True,
.
'value': {
'stringValue': 'Mixer_22_680b5b8e-lafe-4a77-87ab-834fbe5badle’

}
'Temperature': {
'definition': {

'dataType': { 'type': 'DOUBLE' },
'isTimeSeries': True,
'isRequiredInEntity': False,
'isExternalld': False,
'isStoredExternally': True,
'isImported': False,
'isFinal': False,
'isInherited': False

}
'RPM': {
'definition': {

'dataType': { 'type': 'DOUBLE' },
'isTimeSeries': True,
'isRequiredInEntity': False,
'isExternalld': False,
'isStoredExternally': True,
'isImported': False,
'isFinal':False,
'isInherited': False

1,
'entityId': 'Mixer_22_d133c9d0-472c-48bb-8f14-541f3890bcofe’,

'componentName': 'MixerComponent',
'maxResults': 100,
'orderByTime': 'ASCENDING'

Lambda & 2| SE= X|HE! 7HAof CHEt 27 S HIOIEE R Elste JALIC
TwinMaker 8 A-&d WS MISEE 74 A IDO| QIAEASHE IS xl
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JhE ZHEREH O 2, O QMM Foixl 74 240] Cish FoiAl AlZH S Lio| 25 MES @
SXEoR HUsto YUMo TS MEYSHT FLICH 2L CH T 20| RE £ aLich

SELECT measure_name, time, measure_value::double
FROM {database_name}.{table_name}
WHERE time < from_iso8601_timestamp('{request.start_timel}"')
AND time >= from_iso8601_timestamp('{request.end_time}"')
AND TelemetryId = '{telemetry_id}'
AND measure_name = '{selected_property}'
ORDER BY time {request.orderByTime}
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Annotation

¥ Transform

Position

X | 1.569

Rotation

X

¥ Annotation
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Annotation

¥ Transform
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¥ Properties
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Annotation
¥ Transform

Position

X | 1.569

Rotation

X
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\é« > V¥ Annotation
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/ 1 C alarm status: ${mixerOalarm}
L. Annotation &
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alarm status: ${mixerOalarm} \‘\4
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Binding Name

mixerOalarm
Entity Id

Q_ Mixer_0_cd81d9fd-3f74-437a-802b-9747ff240. X
Component Name

AlarmComponent

Property Name

alarm_status
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Camera View v

Annotation
o« Cameral
O« Camera2
¥ Light
ES® MIXER
® EQ® MXER

@® Tag

Add empty node

Add 3D model

Add light

Add camera from current viey

Add annotation

Add model shader

Add motion indicator I
8

v Properties
Name
MIXER
v Transform

Position

X | 3184

Rotation

X  23.085 Y | 0.000 Z -12.823

Scale

X | 1.000

Constraints

Snap to floor
¥ Model Reference

Model Type

Model Path

Shadow Settings
Cast Shadow
Receive Shadow

Unit of Measure
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» Tag

¥ Overlay
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### Overlay
alarm status: ${mixerOalarm}

Binding Name

mixerQalarm

Entity Id

Q, Mixer_0_cd81d9fd-3f74-437a-802b-9747ff240 X

Component Name

AtarmComponent

Property Name
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Hierarchy Rules

¥ Current View Setting

Toggle visibility

Motion indicator

Tags

Overlay

Annotation

¥ Scene Settings

Environment Preset

¥ Tag Settings

Scale

5.000 B Fixed scaling

Overlay
Visibility settings
® Alwayson

¥ Data Binding Template

sel_entity
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¥ Properties
Name
Light

¥ Transform

Position

X | 3182 Y | 0.000 Z | 0.000

Rotation

X | 0.000 Y | 0.000 Z | 0.000

Scale

X | 1.000 Y | 1.000 Z | 1.000

v Light

Light Type

Directional

Color
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— Expression

temperature == 40

Target

lcon

Remove statement

Expression

temperature >= 20

Target

lcon Warning

Remove statement

Expression

temperature < 20

Target

lcon Info

Remove statement

Add new statement

Remove Rule

P sampleTimeSeriesColorRule

Rule Id
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1. AWS loT TwinMaker = =|H QI MWHo|HAEHEE HLICH AM ZEof 7HA| o|& EE=
Al o2l L& (CHAZEA} -_rL—E A £ QIEdst Ol AM HES MEfFLICH 2 20| 7HA| IDO]
HICIEEl B Mo| RHIO| ZXE EAIZ| D AE|EIS] =7} M Fof mfdo]| EA|ELICE

Knowledge Graph
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https://github.com/awslabs/iot-app-kit/blob/3DKG_Demo/examples/react-app/README.md
https://github.com/awslabs/iot-app-kit/blob/3DKG_Demo/examples/react-app/src/components/index.tsx
https://awslabs.github.io/iot-app-kit/?path=/docs/overview-getting-started--docs
https://awslabs.github.io/iot-app-kit/?path=/docs/components-videoplayer--docs
https://awslabs.github.io/iot-app-kit/?path=/docs/components-sceneviewer--docs
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Knowledge Graph

Q. Mixers

| CookieLines
x

COOKIE_LINE_1 | | COOkIE_LINE Equipment

3. XIR7IHES =ci B iz MBS X[ CHA| Al StA|2.

GrafanaOllA AWS loT TwinMaker X|4! I & A 5= B
| 41440

A= AWS loT TwinMaker Grafana CHAIEE 0| #2| HE 7| iidS F7+5t0d #E2IE M
Alst= &

.J% HoiEL|Ct.

I:kl J>

AWS loT TwinMaker HE| HEZ| Al @7 ALY

Grafana®|X AWS IoT TwinMaker X|A] J2HZ & AL 57| O CHS A 7 AHE 2 §FE5HM[2.

tod 272 BFE M. AWS loT TwinMaker AWS loT TwinMaker 2£ 0| A 2] Qi MAMs 4=

LICH

$0 A
11I> 104

+ Grafana2 &7 AWS loT TwinMaker AF& 3t & 7 5IM2. X[&2 AWS loT TwinMaker Grafana
CHAIEE S8 8XsHMR.

® Note
AWS loT TwinMaker X|4] el ZE ASSte{H BEE = HES HE 7IE ZEE ALEdlok
gfLCH REMIEH 2 = AWS loT TwinMaker 7H3 27 2 & M2HE HZSHMR
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https://console.aws.amazon.com/iottwinmaker/
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AWS loT TwinMaker & 2| W& Al Mt

Grafana0Oll A AWS loT TwinMaker # 2| EI7|E AL 35te{H 2 doi CHEE HEHo| /= IAM & o]
O10F & LICt iottwinmaker:ExecuteQuery CHS 0iet Z 0| ol HEtS & S7H CHAIEE dF
o =7} ct.

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"s3:GetObject"
1,
"Resource": [
"{s3Arn}",
"{s3Arn}/"

"Effect": "Allow",

"Action": [
"iottwinmaker:Get",
"iottwinmaker:List",
"iottwinmaker:ExecuteQuery"

1,

"Resource": [
"{workspaceArn}",
"{workspaceArn}/*"

"Effect": "Allow",
"Action": "iottwinmaker:ListWorkspaces",
"Resource": "*"

K|Al J2HZ Grafana M8t 17
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@® Note
AWS loT TwinMaker Grafana CIOIEf AAE e [ & =2 ARN Z=0f O] HEto| /e
st 2 AL 5ok ELICH F7I8H 2ol 2] & Qo EECI20 M & WA g MEHE

AH A
(=X~

AMIEt HE = CHAIEE 1AM &4

ok
mo

SES

Al

[e]l]

el [E 7| g A& AWS loT TwinMaker
XAl aefz E 2|8t M2 Grafana CHA|EE TS MM 5tE{H

1.  AWS loT TwinMaker Grafana CHA|EE £ 3L|C}.

2. MOAE= midg BrEdA 2. idE Br== Yol CHEr AHMIEH EFAIE Grafana A& A0 A
CHAIEE BIE7[E HRstMA2.

3. AlZdE SFoiM FHel HEVIE MEELICHAWS loT TwinMaker
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https://grafana.com/docs/grafana/latest/dashboards/build-dashboards/create-dashboard/
https://grafana.com/docs/grafana/latest/dashboards/build-dashboards/create-dashboard/

AWS loT TwinMaker

AR 7H0|E

AWS loT TwinMaker Query Editor

Visualizations

- } AWS loT TwinMaker Query Editor

K|Al J2HZ Grafana M8t
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XAl = 22 AWS loT TwinMaker 2&0] M3 = 22| HE 7| H|xdh gAlo 2 &S §hL|C}.
iAol M 2F M8 2{2|E A™StD, 26D, X2 —’F U&LICH 2| 2 gheof| CHst REMIEF LIS 2
2 HXSHAAI2AWS loT TwinMaker K| 4! :LEH It ElAA

AWS loT TwinMaker #H 2| HE|7| AFS HhEd

2| dut= ChS olOlx|e Z 0| Ml 7HX| A2 EAIELICH JefZ 2 AZE 5t HLE, B2 LEEsHA

L}, 4% @otoz EAIELICH

Visual graph Query results Summary

a®
A

fepd
\

feled
@=D

@D~ ... o™
g

feed

@D

@D
A

feed

PR = vav_8

K-

ff"“’d feed
|
@

AlZ™M Je=Z o= Zutof Mo{T St o|& o] A7t Qe F 2ol CHEt olo|E{8F EAIELICH 124
Z=HRE LEZ EAISID 2AHE Oz ol urer D ME|E EA|gLCE.

« E FAClofE:

K|Al J2HZ Grafana M8t 160



AWS loT TwinMaker INT=IY A To] =]

Visual graph Query results Summary

Exportas Vv

Results returned (25)

Q

vav

{ "arn": "arn:aws:iottwinmaker:us-east-
1:086801877023 :workspace/SmartBuilding/entit
y/vav_66461816-02ab-355f-afd2-62a2cc92d336",
"creationDate": 1667895664133, "entityId":

"arn:aws:iottwinmaker:us-east- "vav_66461816-02ab-355f-afd2-62a2cc92d336",
"lastUpdateDate" :

{ "arn":
1:086801877023 :workspace/SmartBuilding/entit "entityName": "vav_2",
y/ahu_23565bbb-3ec6-3cad-9fce-e9bdcfeae?bl", 1667895665269, "workspaceId": E
= = — — { "relationshipName": "feed",
"creationDate": 1667895668496, "entityId": "SmartBuilding", "description": "", -
"sourceEntityId": "ahu_23565bbb-3ec6-3cad-
"ahu_23565bbb-3ec6-3ca@-9fce-e9b@cfeae?bl"”, "components": [ { "componentName": =
i 9fce-e9b0@cfeae7bl", "targetEntityId":
"entityName": "ahu_0", "lastUpdateDate": "VavComponent", "componentTypeId":
= "vav_66461816-02ab-355f-afd2-62a2cc92d336",
1667895669319, "workspaceId": "com.example.query.equipment.vav",
ey v 5 "sourceComponentName": "AhuComponent",
"SmartBuilding", "description": "", "properties": [ { "propertyName":
= 5 = e "sourceComponentTypeId":
"components": [ { "componentName": "airTerminalUnitCertificates",
"com.example.query.equipment.ahu" }
"AhuComponent", "componentTypeId": "propertyValue": [ "AHRI", "UL" ] }, {

"com.example.query.equipment.ahu", "propertyName" :
"airTerminalUnitBranchCount",

"propertyValue": 2 }, { "propertyName":
"airTerminalUnitDimension", "propertyValue":
{ "width": 15, "length": 30, "height": 15 }
}1313%

"properties”: [1} ]}

E #AICIo|E #Al2 BE #2lo| Clo|EE EAFLIC BlolZ2olM S5 At £& Zto| 5t
RS ZAME 4+ ULIC HIOIElS JSON EE CSV HAICZ LiEH & ALt
. 7E Qo

Visual graph Query results Summary

Status Response Statement Duration

SELECT ahu, vav, r FROM EntityGraph MATCH
(vav)<-[r:feed]-(ahu) WHERE vav.entityName LIKE 0.833 sec

'vav_%'

2022-11-15 11:36:08 UTC- 25 returned

M3 @oroli= 72| Aefol CHEH #2I9t HIEtEIOlE{ 7} E AIEILICH

AWS loT TwinMaker X|A] 2= F7} 2lAA

O] MOl A= XAl TEHZofA HE|E K ASHS O AR EIE PariQl TE0| 7|2 of&et X|Al TE1Z
ClolEf Delof Ci3t M E KB sHe PariQL AHA 238 RZELICH
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 PartiQL 22§ = O|0|E{ 28! &M

e PartiQL 2= 22| MHM

Ol oAl ME= 7|2 #{2|2t siie S

mo

Ho{ELICt O] At=

M
ita]
B
_o'l_l
hvd
ikl
2
2
o
i
ikl
0x
Q'I_l
x
kO

712 #el
« ZE7I /U= 2E THA ¥7|
SELECT entity

FROM EntityGraph MATCH (entity)
WHERE entity.entityName = 'room_0'

o| #|2|l= ol&0| A= &Y Szhofl U= 2 E AE|E|E EHEHEfLICtroom 0.

FROMEntityGraphclause:= &%l 37to| 2 E QE|E|2t ST #AHE X st= :LEHE 5.'54 '||A|_=1
olL|ct o] HHME &Hf =7

H O 1=
E LCH.

@
RI
m
m
i
>
=
(&)
o
_|
_|
=
>
=
Q
L
@
N
_5
0
HU
Zl_
n
0
u
>.
0>-
)|'”
7
u

MATCHA: J2fz ol YR ot AR|stE WES XIGHLICH 0| B2, HE2 JeZo| ZE L E9
(entity) Yx[St0d 7HA| Bd=~of HERQIYELICH FROMA F{ofl MATCHE O| 2+of & LCt.

WHERE™: 2/0| room_0 Yx|3l0F = = E entityName EEO| ZE{E X|HELIC

SELECTclause: A QE|E| E7} IR E|E 5 entity Hs-E XIHFLICH

Ct.

0lo

H .
{
"columnDescriptions": [
{
"name": "entity",
"type": "NODE"
}
1)
"rows": [
{

"rowData": [
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https://partiql.org/gpml/graph_model.html
https://partiql.org/gpml/graph_query.html
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"arn": "arn:aws:iottwinmaker:us-east-1: 577476956029: workspace /
SmartBuilding8292022 / entity / room_18f3ef90 - 7197 - 53 d1 - abab -
db9c9ad02781 ",

"creationDate": 1661811123914,

"entityId": "room_18f3ef90-7197-53d1-abab-db9c9ad02781",

"entityName": "room_0",

"lastUpdateDate": 1661811125072,

"workspaceId": "SmartBuilding8292022",

"description": "",
"components": [
{
"componentName": "RoomComponent",
"componentTypeId": "com.example.query.construction.room",
"properties": [
{
"propertyName": "roomFunction",
"propertyValue": "meeting"
.
{
"propertyName": "roomNumber",
"propertyValue": 0
}
]
}
]
}
]

[

dof CHEt HIEIHIO|E{E columnDescriptions gHetEiLICE, B
|= ™A ==t BHetE|AZ S LIEFRLICH R0l Ciet OHE 22 2HA
ALUE EXtEn 22 A ZEl g2 LIEHL = 24 Y EDGE &= /JU&LCH

b
m

il
m
[l
X
il
(Al
>
i
rr
<

rows2 & S5 BrEELICH 2% stLtof JHA|RF URIStEZ, otLtQl 23t 0l=2 2 THA| o

o
o| BE LEE Z#ste otLtol rowDataOl(7t) BHeHEILICH
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@® Note
AZbel Zhok e = QlE SQLTHE E 2, PartiQLE AF2 5104 ZHA|(JSONS ZA)E it
k=1 =y

a

Zt = E0l= entityIdcomponents, arn 2 o Z2 4 4 =& ZEQL 2l Z+
componentName &4 =& EE7l 25 S™E JSONSE propertyName Z&E
componentTypeld properties propertyValue

- ZEHE JITI 2E &H LTI

LY

LICH

SELECT relationship
FROM EntityGraph MATCH (el)-[relationship]->(e2)
WHERE relationship.relationshipName = 'islLocationOf'

O| #2l= A Ol& isLocation0f2(E) 7H%! & Yol D E A E gterghuct.

MATCHA: 2 @& ZME| (2 EA|) 2 948510 SEE HPo HIQIGEE F 2 (2 EAI()) &
Lx|5te= EHS RI™HELICH -[1-> relationship

WHERE™2 Zt0| = 7HEAIE| relationshipName EE0 ZE{E X|&HELICH
isLocationOf

SELECTA: ™A M X| =7} gtetE| =8 A Hde 8 X|-HELct.

8
{

"columnDescriptions": [{
"name": "relationship",
"type": "EDGE"

1,

"rows": [{
"rowData": [{

"relationshipName": "islLocationOf",

"sourceEntityId": "floor_83faea7a-ea3b-56b7-8e22-562f0cf90c5a",
"targetEntityId": "building_4ec7f9e9-e67e-543f-9d1b- 235df7e3f6a8",
"sourceComponentName": "FloorComponent",

"sourceComponentTypeId": "com.example.query.construction.floor"

XA agf=Z =7t Elas 164
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]

iy

. //rest of the rows are omitted

-

rowDataZtZ2 Ot Z2 7t U= 7IEREIE LHEHE L—IEPrelationshipName ol= ¢
E|E|ofl Ho|El 2tH &4 o|Ext S Y& LICH sourceComponentName2! & sourceEntityId
A £do| HolEl AE|E| I 7 240i CiEt HE E sourceComponentTypeld MSgfL
Ct = ol A7t 7t217|= ME|EIE targetEntityId XI&gLICH
- SME WA S AT UE ZE A E XS LIC

SELECT e2.entityName
FROM EntityGraph MATCH (el)-[r]->(e2)
WHERE relationship.relationshipName = 'islLocationOf'
AND el.entityName = 'room_0'

0| #2lE 7HA|2 isLocation0f &7t U BE XS] ZE room_0 7HX| O|E S EHEHEHL
C}.

MATCHA: &&F0| X|HE ZME| () 7F UE F =E (el,e2) 2 Lx|SHE THHE XIHELICH ¢
WHEREX: 2 &4 0|& L AA JHX| O|&of CHst ZHE{E x|™HELICH.

SELECTH:2 = E9| entityName e2 EEE BtE-EHLICEH

1=
{
"columnDescriptions": [
{
"name": "entityName",
"type": "VALUE"
}
1,
"rows": [
{

"rowData": [
"floor_0"

XAl Jei= F71 2lAaA 165
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]
}
]
}

ColumnDescriptions0| A € O| 82 VALUE O|F entityName EA+IL|C}.

stLte| AE|E|floor_0, 7} BHEHEIL|CE
oZ

MATCHZE O X|El= TEH2 Crsa Z&LCh.
« TC'QE 72|17 LE p'E UXIAIFIAAIL.

FROM EntityGraph MATCH (a)-[rel]-(b)
- LEPE JtE7|E SE 'a'E UXIAFIMAIL.

FROM EntityGraph MATCH (a)-[]->(b)

Ao 2EE XIEg 227t eictn 7Hg st A of HiIE & |

o =4 —
« LEDWE JIEIZIE EE A L E 'Q'E 72|17 LE bE YUX|A
FROM EntityGraph MATCH (a)-[rel]-(b)

| BtstELICH SHLHE 'a'ol M 'b'o] 1 CHE StLbE 'b'oll M a7k K[ L
| XIEE ZMEIE AHE5te X0l E&LICH

2 54 EntityGraph J2{Z 9| 3|0|20|7|= st= = WHERE Moi| EHE X|Hst=
ol ztH o|§2 XI'H5t7|8t 5t ELICt rel.relationshipName

JH T Jhel Uzl B
ch ofetd THs s e
+ 2 of

=
=
CHA 2 E (.

FROM EntityGraph MATCH (a)-[:isLocation0f]-(b)

« Al A4 EE &Mz d45t04 o] B A0 LRIAIZ & U&LICH
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Ol 2|z & 'a'2| O RHI2E oX[7} = ZE THEE 1~5& O[LHZE YR[AZLICH &{& &
Yxte o &L

{m,n}- m3|2 nE| AtO|Q| Ht=

{m,}-m 3| O|& 9| HI=

SE

T

A cEolE M40 42 =7 5 O

0
E
2 =+ A&LICH MATCH THEIS| ATt E &

SELECT e

FROM EntityGraph MATCH (e), e.components AS c, c.properties AS p
WHERE c.componentTypeld = 'com.example.query.construction.room',
AND p.propertyName = 'roomFunction'

AND p.propertyValue = 'meeting'

(,) = 2EIEIE LR 7H 2424 &
HE 74 24 Lol £45 B sixsts ol ASELICH ASHSE
%EEIXI of 2 H0f HFQIE 50 or HOIM AL E = UES st= Cll AAHSELICH WHERE SELECT
T8 24 R80|id com.example.query.construction.room®@! 74 2 A0
meetlnng'E A& 3104 roomFunction O|§0| X|IHE &8 _.3:3 = 2= A E EHEHEfLICH.

JHA0I A 042 T+ @4t 22 HEO| ot SHE E=ol HMAStE{H HE BT E AE S0

=
St ASH=
A S st

SELECT e
FROM EntityGraph MATCH (e), e.components AS cl, e.components AS c2

M

B

e L C HIE

rio

SELECT e
FROM EntityGraph MATCH (e)

« AX| g

SELECT
FROM EntityGraph MATCH (el)-[r]->(e2)
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SELECT floor.entityName, room.description, p.propertyValue AS roomfunction
FROM EntityGraph MATCH (floor)-[:isLocationOf]-(room),
room.components AS c, c.properties AS p

ASE A E83st= HEE X|Hsto] £3 E=9| 0]
propertyValueCH 210 roomfunctionO|(7}) EHEHEIL|CH.
I.

52 ZOELICH o47|0l M SE el H ol&
=]

.y

rt

SELECT floor.entityName AS floorName, luminaire.entityName as luminaireName
FROM EntityGraph MATCH (floor)-[:isLocationOf]-(room)-[:hasPart]-
(lightingZone)-[:feed]-(luminaire)

WHERE floor.entityName = 'floor_0'

AND luminaire.entityName like 'lumin%'

FROM EntityGraph MATCH (e), e.components AS c, c.properties AS p
WHERE e.entityName = 'room_0'

AND c.componentTypeld = 'com.example.query.construction.room',
AND p.propertyName = 'roomFunction'

AND NOT p.propertyValue = 'meeting'

OR p.propertyValue = 'office'

« configuration&dE 7IZE22 EHZIFLICH CHE2 unit 8 2| Celsius 7|0|H 22

o=
CHEo Z&Lch

WHERE p.definition.configuration.unit = 'Celsius
- o o] XIHE 7I9t Zko| ZEEl0f QUEX| HQSHAAIR
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. B & 0f RIFE 717 ZEHEI] QK| HRASAIR

WHERE NOT p.propertyValue.length IS MISSING

.=

Jhu
B
0x
2
A

Al

25t

>

Al.

5
H
oot
[o
o
—r
20
rir
>
i

WHERE 10.0 IN p.propertyValue

CHAEAE FESHK] of 1 H|wst= ol AFSELICH 7]

gt 2
T E. LICF.

« 0| lower()
= CHAE X}

WHERE lower(p.propertyValue) = 'meeting'

SolM BAH HAE HMg £

0%
ok

WHERE e.entityName LIKE 'S%room%'

- 2tol'%' 7t e B2 of o|aFolZ EX
QESCAPE. LIKE

2245t 1 o|AFO|Z EXLE AHE

HE 2

WHERE e.entityName LIKE 'room\%' ESCAPE '\'

DISTINCT:

SELECT DISTINCT c.componentTypeld
FROM EntityGraph MATCH (e), e.components AS c

« DISTINCT 7| EE= =& Aol ST E &= MAHELICH

DISTINCTE E% & ol f8ol= XIHE|X| gt&L|CH
COUNT

SELECT COUNT(e), COUNT(c.componentTypeld)

rr

2 USE EE Hu

Zeol g8
3104 K|35t AIA

XA Tz F£71 2lAA
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AR} 710|1E
FROM EntityGraph MATCH (e), e.components AS c
« COUNTZ|REE= #E| Zuto| &= =8 HAtELch
« COUNTESHE S& 2 2 o=z iiH ZEEoMHe X|HEIX| et&LCt.
« COUNTDISTINCTZ & FHElHIMHE &A 7} RK[HEIX| et &LCt.
02 £04 COUNT(DISTINCT e.entityId)2 X|HEIX| et&LICH
PATH
A2 EHES A8E #HeloMe ChEt 242 e Q0| X[ E L.
- 7t & 22
SELECT p FROM EntityGraph MATCH p = (a)-[]1->{1, 3}(b)
O| #2le =E ad|A Lt7t= X7t e 2 E TIHE Q| . E H|EIC|O|E{E 1~3& O|LHE OHE 5t
o ZZ2MMELICH

- & FeEl7t =EER&LIH

SELECT p FROM EntityGraph MATCH p = (a)-[]->(b)<-[]1-(c)

o] #HzEl= 7HA| L &4l of|x|2| HIEIH|O|E{E pol| DHA!St T =T 2 M ME

. Ree A2

SELECT p FROM EntityGraph MATCH p = (a)-[]-(b)-[]-(c)

O| #Z|= bE Sl a2t cE ¢Zs= 1& EO| == HEIHIO|E{E &St n =2 M ME!

MMerLCH
{
"columnDescriptions": [
{
"name": "path",
"type": "PATH"
}
1,
"rows": [
{

"rowData": [

{
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"path": [

"entityId": "a",
"entityName": "a"

},
{
"relationshipName": "a-to-b-relation",
"sourceEntityId": "a",
"targetEntityId": "b"
1,
{
"entityId": "b",
"entityName": "b"
}
]
}
]
1,
{
"rowData": [
{
"path": [
{
"entityId": "b",
"entityName": "b"
1,
{
"relationshipName": "b-to-c-relation",
"sourceEntityId": "b",
"targetEntityId": "c"
},
{
"entityId": "c",
"entityName": "c"
}
]
}
]
}
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O| PATH #{E| 82 bE Sdll a2t c AtO|2| Zt B=/mjEHe| R E =2 7HHAIE|E AldstE M
EtCllole{= Bt & ELCH

Al

pel

al o
=

=

rot
|

SELECT e.entityName

FROM EntityGraph MATCH (e)
WHERE e.entityName LIKE 'room_%'
LIMIT 10

OFFSET 5

LIMITS(E

= u B

FE|o| M grEtel= At =& X|"Hst T OFFSET2(2) ZdUE dat =8 X[EgLch.

~—"

A t:

ro
b
\-J

CHS oxl= & 500712| ZntE ghHerstX|EF AP
Ct Ol W2 EAIEIE Znto |

?) ol AL E + A&LICH

aws iottwinmaker execute-query \

--workspace-id exampleWorkspace \

--query-statement "SELECT e FROM EntityGraph MATCH (e) LIMIT 500"\
--max-results 50

« LIMITZI®EE #HElo g2 =1 21 S MEeLct gretels & 2o =8 Hghetx| o
TAPI ZET HHetElE At 8 Mo{stt{™ & AFSSHMAIQLIMIT
. max-resultsExecuteQuery API 2f240| AMEHXA m}2tO|E{ 2ILICH max-resultsAPI & 9| FE|
Hel LHol A At E i Wiolet M ELICH
2|0 A8 st Hhetels AN 2ot =8 HEtHsHK] EANEE 2 8 EL 5 UEL

C}. max-results

=
EZ

oo

otz Hl= CtS A1t H|Oo|X|E Bt=s5to] Al EfLIct O] #Zl= ExecuteQuery API £&
5t04 51~100& 2 gtetefLict. o47|M ctE At Ho|X|= ctS3t Zo| XIEELCH ol B2
ChE1t Z&LICh next-token "H7kyGmvK376L"

rlo

aws iottwinmaker execute-query \

--workspace-id exampleWorkspace \

--query-statement "SELECT e FROM EntityGraph MATCH (e) LIMIT 500"\
--max-results 50
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https://docs.aws.amazon.com/iot-twinmaker/latest/apireference/API_ExecuteQuery.html
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--next-token "H7kyGmvK376L"

* next-tokenEAtE2 Ane| CtZ H|O|X|E XIHELICH RtM[EF LHE 2 ExecuteQueryAPI &

g HESHAAIL.

AWS loT TwinMaker X|4] Z22fZ #{2[ol= CtS1 Z€ 2 X[eto| U&LCH.

Mt ol& 822 XM Ils
| A& AE Alzt 10% oL
2 & = 10 of

Z|CH A= JOIN 7H= 20 o

Z B E= 2HE £ 20 ol
U BHAQ %[O T 10 of|

LIKEZE 344! mjEdo| | ZIo| 20 of
(ALezteE & o|AFHO|Z &2

%F)

Moj x|HE = U ZCHES 10 of
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// trust relationships

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": [
"iottwinmaker.amazonaws.com",
"iotsitewise.amazonaws.com"

iy

"Action": "sts:AssumeRole"

// permissions
{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "iottwinmaker:*",
"Resource": "*"
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https://docs.aws.amazon.com/iot-sitewise/latest/userguide/create-asset-models.html
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{
"Effect": "Allow",

"Action": [
"iotsitewise:Describe*",
"iotsitewise:List*"

iF

"Resource": "*"
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Settings

Settings for your TwinMaker account
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2. LIC}.

Pricing options Model sources

AWS loT SiteWise connector info

Connector status

© Disabled

Workspace

e

3. Connect workspaceE 5t04 AWS loT TwinMaker

ggrich

Open AWS loT SiteWise [4 ‘ [ Connect workspace

Last updated

2] Q42 AWS IoT SiteWise AHAtod| ¢

176


https://console.aws.amazon.com/iottwinmaker/
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AWS laT TwinMaker Warkspaces :_:_l-'_'-Li'_'F._l;'_:_l':.' Add entity model saurce

Add entity model source

Add an entity model source to your workspace,
Add entity model source
Select a source to connect with your AWS 1oT TwinMaker workspace. With external sources, you can connect the work you have already configured

and import it into this workspace.

AWS laT SiteWWise

This will connect your AWS 0T SiteWise data with this worksgace. Descriptive text about what the connector does.

1AM role

5 rala w e used for XvE
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cookieFactory i | view v || Delete
Workspace information [ Edit
MName ARN S3 resource
cookieFactory @ armawsiottwinmaker-us-east-1:2345workspace roci-workspace-myws-348503018462
Description Date created Execution role
This is a fully functioning cookie factory December 17, 20217, 14:32 (UTC+3:30) executionRole
workspace.

Last modified
February 2, 2022, 13:18 (UTC+3:30)

Entity model sources (1)

Source Status Date last updated

AWS loT SiteWise @ synced March 28, 2022, 14:32 (UTC+3:30)
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iotsitewise:EnableSiteWiseIntegration
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"Version": "2012-10-17",
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https://docs.aws.amazon.com/iot-sitewise/latest/userguide/integrate-tm.html
https://console.aws.amazon.com/iam/
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"Statement": [

{
"Effect": "Allow",
"Action": "iotsitewise:EnableSiteWiseIntegration",
"Resource": "*"

}
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https://docs.aws.amazon.com/iot-sitewise/latest/userguide/custom-composite-models.html
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https://docs.aws.amazon.com/iot-sitewise/latest/userguide/manage-data-streams.html
https://docs.aws.amazon.com/iot-twinmaker/latest/apireference/API_GetPropertyValueHistory.html
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https://aws.amazon.com/iot-twinmaker/pricing/
https://console.aws.amazon.com/iottwinmaker/
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X|E ulct,
\WS loT TwinMaker
AWS loT SiteWise source
Overview

Data Source
AWS loT SiteWise

Status

Role Status reason

syncRole

Total resources
8

InSync  Error

Errors (2)

‘ Q Fin

Resource name External Id Status
e8a7fff4-289c-4b28-8814-6dc3e5a13612

18fd0d54-a268-4558-b40a-34c3f7af9228

Disconnect

Date created
January 20, 1970 at 02:23:23 (UTC-5:00)

Last modified
January 20, 1970 at 02:23:23 (UTC-5:00}

Status reason
{"code™:"SYNC_INITIALIZING_ERROR","message":"SYNC INITIALIZING ERROR"}

{"code™"SYNC_INITIALIZING_ERROR","message™:"SYNC INITIALIZING ERROR"}
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Disconnect AWS loT SiteWise sync? X
This will delete all resources including entities, comnponents, and component types,
that have been synced from AWS loT SiteWise.

The sync must be disconnected in order to delete a workspace.
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"AllowedHeaders": [
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"GET",
"PUT",
"POST",
"DELETE",
"HEAD"
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"AllowedOrigins": [
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IAM 220 YourWorkspaceIdDashboardPolicyOI2t= IAM S MdgHL|Ct. O] Z4=H
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"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"s3:GetObject"
1,
"Resource": [
"arn:aws:s3:: :bucketName/*",
"arn:aws:s3:::bucketName"
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{

"Effect": "Allow",

"Action": [
"iottwinmaker:Get*",
"iottwinmaker:List*"

1,

"Resource": [
"arn:aws:iottwinmaker:region:accountId:workspace/workspacelId",
"arn:aws:iottwinmaker:region:accountId:workspace/workspaceId/*"

]

},
{

"Effect": "Allow",

"Action": "iottwinmaker:ListWorkspaces",

"Resource": "*"

}
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"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"s3:GetObject"
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]I

"Resource": [
"arn:aws:s3:: :bucketName/*",
"arn:aws:s3:: :bucketName"

]

"Effect": "Allow",

"Action": [
"iottwinmaker:Get*",
"iottwinmaker:List*"

1,

"Resource": [
"arn:aws:iottwinmaker:region:accountId:workspace/workspacelId",
"arn:aws:iottwinmaker:region:accountId:workspace/workspaceId/*"

]

"Effect": "Allow",

"Action": "iottwinmaker:ListWorkspaces",

"Resource": "*"

"Effect": "Allow",

"Action": [

"kinesisvideo:GetDataEndpoint",
"kinesisvideo:GetHLSStreamingSessionURL"

1,

"Resource": "*"

"Effect": "Allow",

"Action": [

"iotsitewise:GetAssetPropertyValue",
"iotsitewise:GetInterpolatedAssetPropertyValues"
1,
"Resource": "*"
"Effect": "Allow",
"Action": [
"iotsitewise:BatchPutAssetPropertyValue"
1,

"Resource": "*",
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"Condition": {
"StringLike": {
"aws:ResourceTag/EdgeConnectorForKVS": "*workspaceId*"
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#policies_session
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"Version": "2012-10-17",
"Statement": [

{

"Effect": "Allow",

"Action": [
"s3:GetObject"

1,

"Resource": [

"arn:aws:s3:: :bucketName/*",
"arn:aws:s3:::bucketName"
]

.

{

"Effect": "Allow",

"Action": [

"iottwinmaker:Get*",
"iottwinmaker:List*"

1,

"Resource": [
"arn:aws:iottwinmaker:region:accountId:workspace/workspacelId",
"arn:aws:iottwinmaker:region:accountId:workspace/workspaceId/*"

]

1,
{

"Effect": "Allow",

"Action": "iottwinmaker:ListWorkspaces",

"Resource": "*"

.
{

"Effect": "Allow",

"Action": [
"kinesisvideo:GetDataEndpoint",
"kinesisvideo:GetHLSStreamingSessionURL"

1,

"Resource": "*"

.
{

"Effect": "Allow",

"Action": [
"iotsitewise:GetAssetPropertyValue",
"iotsitewise:GetInterpolatedAssetPropertyValues"

1,
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AWS loT TwinMaker MEX

"Resource": "*"
I
{
"Effect": "Allow",
"Action": [
"iotsitewise:BatchPutAssetPropertyValue"
1,
"Resource": "*",
"Condition": {
"StringLike": {
"aws:ResourceTag/EdgeConnectorForKVS": "*workspaceId*"

Allow7H o|&fo| HEtE Z & sl= BHES F7H5HH AWS loT TwinMaker Z24 110 2S3HK| &
&LICh ol E2{a%lo| et x[AFo| MetE AAESE S ot 7| 918 ZA Lt

SHXR[BH M HRIE o FE £ U&LICH RFMIEH LHE 2 AWS loT TwinMaker S 34 Z2{[0[04 243
H

IAM 2&0lM YourWorkspaceIdDashboardRoleO|2t= IAM {& S MAEHLICH 4&hof
YourWorkspaceIdDashboardPolicy2(E) ¢1ZsIAIL.

CHAIEE g o| 2| HAE HESIEA™ Grafana 215 S= A7t CHA|E = 24&of CH5H
AssumeRoleZ(E) EEY + U= TErE Fofdliof FLICH OIS RHIETS 2 AME| YA S UO|0|Est
M.

{

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Principal": {
"AWS": "ARN of Grafana authentication provider"
},
"Action": "sts:AssumeRole"
}
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LICH
"2012-10-17",

{
"Version":
"Statement": [

{
"Effect": "Allow",
5 L

"Action":
"s3:GetObject"

15
"Resource": [

"arn:aws:s3:: :bucketName/*",
"arn:aws:s3:: :bucketName"

]

},
{
"Effect": "Allow",
"Action": [
"iottwinmaker:Get*",
"iottwinmaker:List*"
[
"arn:aws:iottwinmaker:region:accountId:workspace/workspaceId",
"arn:aws:iottwinmaker:region:accountId:workspace/workspacelId/*"

]I

"Resource":

]
"iottwinmaker:ListWorkspaces",

I
{
"Effect": "Allow",
"Action":
"Resource": "*"
},
{
"Effect": "Allow",
"Action": [
"kinesisvideo:GetDataEndpoint",
AWS loT TwinMaker S 234 Z#|0/0] &= A4 198
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"kinesisvideo:GetHLSStreamingSessionURL"
1,
"Resource": "*"
1,

{
"Effect": "Allow",

"Action": [
"iotsitewise:GetAssetPropertyValue",
"iotsitewise:GetInterpolatedAssetPropertyValues"
1,
"Resource": "*"
I

{
"Effect": "Allow",

"Action": [
"iotsitewise:BatchPutAssetPropertyValue"
1,
"Resource": "*",
"Condition": {
"StringLike": {
"aws:ResourceTag/EdgeConnectorForKVS": "*workspaceId*"
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"Condition": {
"StringlLike": {
"aws:ResourceTag/EdgeConnectorForKVS": "*workspaceId*"

}
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"Effect": "Allow",
"Action": [
"kinesisvideo:GetDataEndpoint",
"kinesisvideo:GetHLSStreamingSessionURL"
1,
"Resource": "*",
"Condition": {
"StringLike": {
"aws:ResourceTag/EdgeConnectorForKVS": "*groupingId*"

}

"Effect": "Allow",
"Action": [

GET &t Q| Z317| 200



AWS loT TwinMaker INT=IY A To] =]

"iotsitewise:GetAssetPropertyValue",
"iotsitewise:GetInterpolatedAssetPropertyValues"

1,
"Resource": "*",
"Condition": {
"StringLike": {
"aws:ResourceTag/EdgeConnectorForKVS": "*groupingId*"
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iotsitewise: BatchPutAssetPropertyValue T&t2 £ 045l2{H 7|2 HME ALE5HAIL.

"Effect": "Allow",
"Action": [
"iotsitewise:BatchPutAssetPropertyValue"

1,
"Resource": "*",
"Condition": {
"StringLike": {
"aws:ResourceTag/EdgeConnectorForKVS": "*workspaceId*"

iy
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"Condition": {
"StringEquals": {
"iotsitewise:propertyId": "propertyId"
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"Effect": "Allow",
"Action": [
iotsitewise:BatchPutAssetPropertyValue"
1,
"Resource": "*"
"Condition": {
"StringlLike": {
"aws:ResourceTag/EdgeConnectorForkKVvs":
},
"StringEquals": {
"iotsitewise:propertyId":

’

"*workspaceId*"

"VideoUploadRequestPropertyId"

iy

o| MA2 27} K|XE AWS loT SiteWise ZHHI2} RFAH
1

| £ £dof Cigt Hio|E =& & Aete
Ch XEMIEH LIS 2 AWS loT SiteWiseOl(ZH) IAMIt & 7A Hf e

O
=] L—
S

et o S 4

e 2 AWS loT SiteWise BatchPutAssetPropertyValue
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https://docs.aws.amazon.com/iot-sitewise/latest/userguide/security_iam_service-with-iam.html
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AWS loT SiteWiseAWS loT TwinMaker Grafana CHA| £ =0
ofar i 4

® Note

0| 7Is2 38 DI2| E7| HXlez EA| 07| E HEE = A&LICH

AWS loT TwinMaker 7t @A Z O|HIE AWS loT SiteWise €& & 7K & UELICH AWS loT
TwinMaker O|& &3l CIO|E oto|12f|0|M 2 28 AWS loT SiteWise AHS A+ XA CI|O|E{ 7{IE

E FHSX| T A2 HEfE FElstn 8 A2 S +HE = U&LICEH AWS loT TwinMaker
Grafana £22{1212 AtE5tH APIE S &5t HLE B2 2 45 2&5tK| &t 1L GrafanadA BE
HEfE AlZtEtet T A2 YA AUS FHE = A& LICH AWS loT TwinMaker AWS IoT SiteWise

AWS loT SiteWise &2t 1 A 2 F ALE

BEE Hd45t04 Grafana CHAIEZ =0 S&5t7| ol CHE A 27 AHEE HEF=X| EelstA AR,

110|-

« AWS loT SiteWise2| 2= I K&k A[AHIO| A=S6HX|HAIL. REMEF LIS AtAF ZE AE 2 ALS

MOl R MM S BEFAAIL.

£ A8 HEHSI AWS loT Ot A5 ol &7 8HIAS

« AWS loT TwinMaker Grafana®t S&'5l04 Grafanal| AWS loT TwinMaker Z|A A0 M| AE 4= Q)
&LICH XEAMI8E LH2 2 AWS IoT TwinMaker Grafana CHA|EE £ EHHE2 B XSHAAIL.

ofgl LM @A |IAM b2 HolghL|Ct. AWS loT SiteWise

AWS loT TwinMaker 24 37 IAM Q&S Af 5104 Grafanal| A& A ZtE #2lstn #+88LICt
Grafana0ll A AWS IoT SiteWise 22t} &5 X&324% AWS loT TwinMaker 2 Q4 «4&tof CH S

Teto| HErLch

{
"Effect": "Allow",

"Action": [

N

AWS loT SiteWise 22 743 AFM @ AE 203


https://docs.aws.amazon.com/iot-sitewise/latest/userguide/create-asset-models.html
https://docs.aws.amazon.com/iot-sitewise/latest/userguide/create-assets.html
https://docs.aws.amazon.com/iot-sitewise/latest/userguide/create-assets.html
https://docs.aws.amazon.com/iot-sitewise/latest/userguide/define-iot-events-alarms.html
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"iotevents:DescribeAlarmModel",

15
"Resource": ["{IoTEventsAlarmModelArn}"]

3
"Effect": "Allow",
"Action": [
"iotsitewise:BatchPutAssetPropertyValue"

1,

"Resource": ["{IoTSitewiseAssetArn}"]

AWS loT TwinMaker 2&0{| M XtAE LIEFL = NE|E|E M/ E5HMI2. AWS IoT SiteWise 7+4 24
L3S AF25104 com.amazon.iotsitewise.alarm sHE 7H&| ol CHEF A @A E F7t5t1 S
Ao ol 4 ol MEHSHoF B L.

Add component

Component information

Name
DustAlarm
Type
Types of components include documents, time-series data, structured data, and unstructured data.

com.amazon.iotsitewise.alarm

Asset Model
Choose an asset model.

ConstructionSpot

Asset
Choose an asset.

Spot1

Alarm Model
Choose an alarm model.

ConstructionSpotDustAlarm

9| AFBINE BT KBS A 5tod O AEIEIE M5t of Lot

com.amazon.iotsitewise.alarm

ol #4 4 E BHE™ AWS IoT SiteWise & 0flA] 2t LB £4Z AWS loT TwinMaker AHS 22 7t
XZLICHAWS loT Events. O| 23 74 24 R IS BH=5l04 i S7hol He 8t B E Rptof

CHBH ot M Q AZ OtE £ olA |C}

L2 7 24 IAM &2 HolgfLICE AWS loT SiteWise 204


https://console.aws.amazon.com/iottwinmaker/
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" E ;
AWS loT TwinMaker APIE &3t #2| & O[0|E
AE M QAE MM AWS loT TwinMaker APIE Safl ZE AEl, YA IZIe #elstn ZE LA
22 Yolo|EE = JU&LCt.
oleie= BE HEfE FHEISHT| fet ME 2EYLICH
aws iottwinmaker get-property-value-history --cli-input-json \
{
"workspaceId": "{workspaceId}",
"entityId": "{entityId}",
"componentName": "{componentName}",
"selectedProperties": ["alarm_status"],
"startTime": "{startTimeIsoString}",
"endTime": "{endTimeIsoString}"
}l
olgl= AR dHZLE AHelst7| fFt ME E o
aws iottwinmaker get-property-value-history --cli-input-json \
"{
"workspaceId": "{workspaceId}",
"entityId": "{entityId}",
"componentName": "{componentName}",
"selectedProperties": ["alarm_threshold"],
"startTime": "{startTimeIsoString}",
"endTime": "{endTimeIsoString}"
}I
Ct22 38 UHE YH0|EE ?EF ME 2 LCt.
aws iottwinmaker batch-put-property-values --cli-input-json \
{
"workspaceId": "{workspaceId}",
"entries": [
{
"entityPropertyReference": {
"entityId": "{entityId}",
"componentName": "{componentName}",
"propertyName": "alarm_threshold"
I,
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AWS loT TwinMaker

"propertyValues": [

{
"value": {
"doubleValue": "{newThreshold}"
},
"time": "{effectiveTimeIsoString}"
}

} 1

Grafana CHA|EE 0| L& S M™HSHM L2

M7|7ts CHAIEE IAM Hg 2 F Hm 2 BFSo4of & LICH 0] §%°'f*._|°%EOIXIDFOPEH04I9F

= -
ZH 0| TwinMaker workspace arn0| 1€ iottwinmaker:BatchPutPropertyValues F7I& +

A= HEHo| {00k ErL|CH.

{
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"iottwinmaker:Get*",

"iottwinmaker:List*",
"iottwinmaker:BatchPutPropertyValues"

1,

"Resource": [
"{workspaceArn}",
"{workspaceArn}/*"

]

.
{

"Effect": "Allow",

"Action": "iottwinmaker:ListWorkspaces",

"Resource": "*"

}
]
}

CHalol IAM &g Zoil ol BHEEE FIHE = AU&LICH
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AWS loT TwinMaker

"Effect": "Allow",
"Action": [
"iottwinmaker:BatchPutPropertyValues"

1,

"Resource": [
"{workspaceArn}",
"{workspaceArn}/*"

ClOIE &~A0l= WEet CHAEE A 7| g nt 874 A 7] a0 A7E |04 {00k ErL|CH

AM &g 258t % Grafana CHAIE S0l 22915t04 co|=
midol 7| HEH Bo| BOIRE MEET amol M &7 HES SABLICH
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tl} Settings

AWS loT TwinMaker-4 Default

Connection Details

Authentication Provider ) AWS SDK Default
Assume Role ARN

External ID

Endpoint

Default Region & us-east-1

Assume Role ARN

& Specify an |AM role to narrow the permission scope of this datasource. Follow the
documentation here to create policies and a role with minimal permissions for your
TwinMaker workspace

TwinMaker settings

Workspace

»" Define write permissions for Alarm Configuration Panel

Assume Role ARN Write

Explore

|2 Grafana CHA|EE AR

Agstof HAIEE Ol B T4 S £7hstn TASHAAIR.
HolA 5] o

Mol M Hlo|EAA




AWS loT TwinMaker

3. CI2 22l fY: Get Property Value History by EntityS(E) AFE3HAAIL.
4. ZBEE FIIE A £ A HEE MEIELICH
5 JHAME MEiEt £ £EYS MY FH A TE 7 24 HEFE MEAFLICH
6. HM8O=R:alarm_status X alarm_threshold2(E) ME4ELICEH
HZAZ|H ZE DOl IDQF K UAHIZLO| EAIE ZdL|ct,
® Note
34 0|2l 27|o] 2 20| EAIZIX| et&LIct BE &E] L A S HES] 54
O Z2HtEH MELIR=X| & latof &LCt.
7. H|M 0| EANEESE 7|2 #HEl =M 2ERI=S AL&5H ok g LCt
8. FHZ|o TE| MME HIR E &= A&t ™| 782 ot o=l Lot A&LICt

Grafana Labs Alarm Config Test / Edit Panel

Panel Title

Alarm ID
OverheatAlarm

Thresold
10

Notifications

Edit Alarm

B Query 1

Datasource & GrafanaLabsAlarmTest ~ @ Query options  MD=auto =792 Interval = 30

A

Query Type Get Property Value History by Entity

Entity ReactorCore

Component Name OverheatAlarm

v Stream

Selected Properties alarm_status (STRING) x  alarm_threshold (DOUBLE) x

Filter

@ Last6 hou

Query inspector

Interval

rs v

Q

© Discard

AWS loT TwinMaker Alarm Configuration

v Panel options
Tide

Panel Title

Description

Transparent background
[ ]

> Panel links

> Repeat options

~  AWS loT TwinMaker Alarm Configuration
Workspace

GrafanalLabsAlarmTest (GrafanaAlarmTest)

Save | Apply

744
oI

AZt3H2 Grafana CHAIEE AL
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Edit alarm

Cancel

(® Note
Ol mid2 HAH7F ZFF & MAIZH AlZH HRlol MEH AL sH{oF B LICH A= BLET AlEFE]
= AlZH Helet B ASetH BE dAlUE Y B HAH ez HEsteE 3¢ ddXR|

—
e afol ZEAIE = U&LUCH

r
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AWS loT TwinMaker OHE{ZE ¢t

Matterporte= AKX Bt 32 AZH5t D Matterport C|X | ERIOIZIZ L t= S L& 3D RS OHE
2 QlE CHFst 2% SME MBI ELiCt olgdst 222 Matterport /\IHIOV\EP glch AWS loT

ot
TwinMaker Matterport £ & & X|-&
X2 &= U&LICt. Matterport C|X|

|22 Matterport C|X|& E®I2 AWS loT TwinMaker EH 2 7}
212 mf|o{2!5tH AWS loT TwinMaker7t4t 217301 C|X|EH E

5}
.|
=

N
B AARIEZ AlZststn ZLIEHREE = JaLct

"N

mmumfmmum l

; 3 PNEUR‘!/’“«r

Matterport At& 04| CHEH XEAIBH LI 2 Matterport2| & MAWS IoT TwinMaker 2! Matterport | O|X| &
HERSIMAIR.

SE A

- SE R

« Matterport S8 AH 27 AtE

 Matterport 20t Q152 Mdstm 7|S3HMAIL

 Matterport X3 3HZ Ct& X0l MY SHAAIL. AWS Secrets Manager
« Matterport 27t2 Moz Ux ES £ QI&LICE AWS loT TwinMaker

+ AWS loT TwinMaker Grafana CHA| 2 E 0| A Matterport AH|O|AE A& FHMIR
2 oj Z2[AH 0| M| A Matterport AH|O|AE AMESHMIL. AWS loT TwinMaker
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! FIE0| U= Matterport Ef1QF AT O|AE AFESHMIL. AWS loT TwinMaker

« 7}X2 OHE{Z E O|0|E{E AWS loT TwinMaker Grafana CHA| 2 E0{|A{ & Q1& £ Q|
Grafana A& 01l AWS loT TwinMaker CHEF XHA|EH L& 2 Grafana CHA|EE S&F A
AMAI2.

« Matterport 272 Mo 2 71X 2 M. AWS loT TwinMaker

« Mo| f|o|E{ol HIRIZE!5tEdE Matterport Ef 15 MEHSI T 7K M|2. AWS IoT TwinMaker
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3. Matterport 37+
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https://docs.aws.amazon.com/iot-twinmaker/latest/guide/grafana-integration.html
https://console.aws.amazon.com/iottwinmaker/

AWS loT TwinMaker

AR 7H0|E

Resource Groups v *

Jirginia ~ Support v

AWS loT TwinMaker

AWS loT TwinMaker Settings

Settings

How it works Settings for your AWS loT TwinMaker account
Waorkspaces
Workspace Pricing options Model sources 3rd party resources

Component types

Entities

Resource library

Scenes
Query editor

Settings

What's new [4
Documentation [
FAQ A

Pricing [4

3rd party software integration. You can configure AWS loT TwinMaker to work with 3rd party software. This pages lists which software is available for integration

¥ Matterport integration (1) info

How it works

Step 1. Contact Matterport

In order to integrate your Matterport
assets into AWS loT TwinMaker you
need to contact matterport directly
to request an integration with AWS
loT TwinMaker. We recommend that
you reach out to your point of
contact, or request a contact here so
that they can provide guidance on
the necessary components for
enabling the integration.

Step 2. Record your
Matterport SDK credentials
Record the client id and client secret
for your Private Model Embed (PME)
application and the SDK key from
your Matterport account.

Step 3. Add your
Matterport credentials into
AWS secrets manager.

Add your Matterport credentials as a
secret in the AWS Secrets Manager.
When adding you secret in AWS
Secrets Manager, you will have to
add a tag with key
'‘AWSloTTwinMaker_Matterport’ to
this secret since it's a 3rd party key.

Step 4. Select your
Matterport account in a
scene composer scene,

Add Matterport scans to your scene,
by selecting the connected
Matterport account from within the

scene settings page.

Contact Matterport [2 |

‘ Go to Matterport [4

AWS Secret Manager [4

Go to Workspaces

Connected accounts

Name

Description

ARN

No connections

Copy you Matterport SDK credentials key into AWS Secret Manager.

AWS Secret Manager [4

@ Feedback (@ English (US)

Matterport S & AF Q7 ALE
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TwinMaker

« &4 ZZHo| U&LICH AWS IoT TwinMaker REMIEH LI 2 AlZEHE17|E RIZSHAAIR
TwinMaker.

« AWS loT TwinMaker 24 € g 2 UC|O[ERMELICEH 2 P A E pte= Eof cist &t
M8t LHE 2 AWS IoT TwinMaker2 (&
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https://my.matterport.com/
https://docs.aws.amazon.com/iot-twinmaker/latest/guide/twinmaker-gs.html
https://docs.aws.amazon.com/iot-twinmaker/latest/guide/twinmaker-gs-service-role.html
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Xtoq ojod odstof Z7}&kL|C}.

TH O s =]
{
"Effect": "Allow",
"Action": "secretsmanager:GetSecretValue",
"Resource": [
"AWS Secrets Manager secret ARN"
]
}

- S8 gMslste ol 228t 2to|MAE F443H2{™ Matterportoll 22|35t ofF L|Ct. 3t
Matterport= S &S QI8+ Private Model Embed (PME)E & A&} &fL|Ct.

o|0] Matterport A& 2FE2|XF7 QUCHH 2 Eofst M A2,

Matterport 212f%{7} Qi A< CHS HRIE AF& 35104 Matterportoll 2425t 1 S &2 QG AAIL.

Matterport 2! AWS loT TwinMaker H O|X|& iL|LC}.
FOol5t7| HE S =] ¢ AlZ2 Lt

o Alof

s

ZH|7} T ELLOE MEHS}04 Matterportt]]l 2 S ELHAAI2.

SEe ¥t
)

Embed(PME

o

I|:|_=|

=
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(® Note
O|Z Q& AME =& MH|A TOi =427} ghe £~ QlaL|ch

-_

Matterport® & &f 5t24™ Matterport X3 ZHEZ2 K|S 35H0oF AWS Secrets Manager & LICH. AWS loT
TwinMakerCtS HxFE AFHE 35104 Matterport SDK £ 0+ Q152 MMFIAAL.

1. Matterport H"Hoil 2 QIS AAIL
2. HAH™ HE™ 4 o[Xx|2 o|SgLCt.
3. A WOo|X[o| M IHEL A =F SMHE MEELICY.

Matterport SDK £t Q15 HE
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https://matterport.com/partners/amazon-web-services
https://authn.matterport.com
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4. X =7 mo|X[oM SDK 7| 2| Mo 2 o|SELICH
5. SDK 7| Z2| MMoiM M SDK Z7|IEF7tet= SMS MEAELICE.

6. Matterport SDK 7|7} /28 s 7|2} Grafana AE{0ll THIQIS AWS loT TwinMaker Z=7}3}HAll
K. AWS loT TwinMaker ¥ 7| EE At&dt= 3 AEXR XIH =HIQIE F7HsHok g LCt

7. CIESLz ofEE|7o|M Sg 2l MMHEE o PME ol Z2]70[4M0| LIEE XWE &g = U
&LICH 2ol HEE 7|SELCH
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® Note
ZEI0|ME H|Y2 & HEt MBS K22 ZE0|UE HIYE 758 F= Aol E&LICH

Matterport S &S 7{|23t24™ AWS Secrets Manager 2£01 22I0|HE H|ZE A Al5H
of gFLICH.

olg{st Eot 015 XM st 1M 2 A2 FOHSET Matterportol| A A& 2| PMEE & A4s}
5t

o
o LI
Asoz MMELICH olg{st 2ot Q15 ME I} LIEFLIX| 8t 2 Matterporto] £ 2|

£ 2¥st2d™ Matterport ! AWS loT TwinMaker@d2t & FAIZ R E5HAAIR.

e

rr

Matterport SDK £ 0+ Q1504 CHEF XEAM|8H LI 2 Matterportl| &A1 SDK EA SDK EM 7HQE & =X
SHAAIR.

Matterport AtZ3 S E Ct& H X0 HE A AIL2. AWS Secrets
Manager
Ct& ™AtE A&3510{ Matterport A3 Z3HE X5t A A|2. AWS Secrets Manager

(® Note
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1. Z&ol 2algfL|Ct. AWS Secrets Manager
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https://matterport.com/partners/amazon-web-services
https://matterport.github.io/showcase-sdk/index.html
https://matterport.github.io/showcase-sdk/index.html
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2. A HO|X|Z o|SEr Chs M HIZ ME S ME{ELICH
3. HIE RBUMCIE RSl A5 E MEHELICH

4. 712k 4 40| M Matterport 20F QIS E 2t = A5t CHE 71-4f ¥ E FIHetAAIL

=

+ Key: application_key %! Value:<your Matterport credentials>Z(E) At&3l0q 7|-
a4 g e

+ Key: client_id 2! Value:<your Matterport credentials>2(E)AF&35t0 7|-2t ¥ &
Mgt

+ Key: client_secret 2! Value:<your Matterport credentials>2(&) AF&35t0q 7|-Zt
WS Mgt

70| 2tz £ ChE o9 HIx e # 0| LIEtLtE Ag 7HE &+ AU&LCH

Key/value pairs info

Key/value Plaintext
application_key matterport_application_key Remove
client_id matterport_oauth_app_client_id Remove
client_secret matterport_oauth_app_client_secret Remove
+ Add row
5. &3 7|9l 42, 7|12 &3 Flaws/secretsmanager7} MEHEl MEfZ L E £ Q&LICH
6. C2= MEstod HIZ 4 H0[|X|2 o|S&LIC.
7. HIZOIE UMY =S YLt
8. EH MMoiM o] H|Zo| Ef2E FIISIMAIL.

=2o0od

Ef2E HME m ChS A3 240 AWSIoTTwinMaker_Matterport 20| 7|& Y& LICH
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10.

AWS Secrets Manager » Secrets » Store a new secret

e Configure secret

Choose secret type

Step 2 Secret name and description info
Configure secret

Secret name

Step 3 o X
A descriptive name that helps you find your secret later.

Configure rotation - optional
‘ AWSloTTwinMaker_MyMatterportConnection-1 ‘

Secret name must contain only alphanumeric characters and the characters /_+=.@-

Step 4
Review Description - optional
Access to MYSQL prod database for my AppBeta
Maximum 250 characters. ’
Tags - optional
Key Value - optional
‘ AWSloTTwinMaker_Matterport ‘ ‘ Enter value ‘ ’ Remove
(® Note
EfZE F7taloF BLICH Ef 27} ME Af e 2 LEdE|o] ICEH T EtAF HIZE AWS
Secrets Manager2 F7t& i, Ef27} 2 gfLct
2t Lo M A LICH YR 718 MBE Rolls 2718 Mestod O EHIR Hoizt 4 ¢
&LCh
Ct2 2 MEistod 2H|0|MH F & 0|X|2 o|SgfLIct HIZ ZE|0|M A2 M= AblL|Ch. H
U 2718 2H2 5T 2 0l40| BR8] 9f2 B, CHE S CHAl MBI 3 mAof CHat
REME LB 2 &5 W A|E AWS Secrets Manager B ZE5HAA|2.
HAE HOIX|o|MH HIE 74 &Rt A2 HIZE FI7HE ZH|7I £|H AE0{E MHESIMA2.

A& 0fl AWS Secrets ManagerCH et AFA|EH LI 2 CHE AWS Secrets Manager EAE & Z AL,

- CIS2 2 M85t04d AFEIZ BHET HEIF = JUELICH. AWS Secrets Manager
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https://docs.aws.amazon.com/secretsmanager/latest/userguide/rotating-secrets.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/managing-secrets.html
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+ O|H| #oF AWS Secrets Manager?

« ZE{|0|M AWS Secrets Manager A|3 !

O|A| Matterport A M2 7tX{E EH|7I EIR&LICE AWS loT TwinMaker CFHS MM Matterport
SU2 Mo UZEF 5= UELICH AWS loT TwinMakerl| MAHE EHESHAMAIL.

Matterport 222 Moz UZES £ AU&LICH AWS loT
TwinMaker

gH Y H o|X| LHol M & El Matterport 7|H S 11E 5104 ZFH0i| Matterport AZHE F It A2,
Matterport A7ZH L E| I E 71X e O HAE MEAMAL.

1. AWS loT TwinMaker 20 2 Q1&g L|Ct.

2. Matterport S7H2 Ar&3t2d= 7I& AWS loT TwinMaker & BHE 7L 0{MA|L.
3. FHOo| ¥zl MY o2 o|SELCH
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https://docs.aws.amazon.com/secretsmanager/latest/userguide/intro.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/rotating-secrets.html
https://console.aws.amazon.com/iottwinmaker/
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Hierarchy Rules Settings

Scene Settings

Environment Preset

¥ 3rd party resources

Matterport integration Info

Connecting your Matterport account enables viewing

es in your TwinMaker scene.

nnection name

® Note

Q12 gigolgteE HIAIXK|ZF EAIE/H AWS loT TwinMaker 2 A 1| 0| X|2 0|5 5}04
Matterport S8 Z2MAS AIZHSHAAIL.
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Hierarchy Rules Settings
Scene Settings

Environment Preset

¥ 3rd party resources

Matterport integration

Matterport integration enables you to integrate your
Matterport account with AWS loT TwinMaker.

No connections

Connecting your Matterport account lets you view

Matterport spaces in your AWS loT TwinMaker scene

Learn more

5. CIZ2E, Matterport AH0|A EECHRO|M T 7HS MESSt0] T HO|AM ALEStEd=
Matterport AH|O|AE MEHFHL|C
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Hierarchy Rules Settings

Scene Settings

Environment Preset

¥ 3rd party resources

Matterport integration Info

Connecting your Matterport account enables viewing

es in your TwinMaker scene.

Connection name

cookieFactory

Matterport space

Factory1234
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Hierarchy Rules Settings

Scene Settings

Environment Preset

¥ 3rd party resources

Matterport integration Info

Connecting your Matterport account enables viewing

es in your TwinMaker scene.
Connection name

cookieFactory

Matterport space

Factory1234

Import your Matterport tags so you can bind them to
Twinmaker data.

Mo Tags imported

Import tags

Matterport Ef1E 71X 2™ HEO| Ef 1 UH|0|E HESE CHA|E LICt Matterport Ef 217t & 4

Matterport H’S 2| | &l B4 AL E BHESHE S Matterport Ef 1 & 7|4 YH|O|E

sk A OIAL_||:|._
AWS loT TwinMaker
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Hierarchy Rules Settings

Scene Settings

Environment Preset

¥ 3rd party resources

Matterport integration Info

Connecting your Matterport account enables viewing

es in your TwinMaker scene.
Connection name

cookieFactory

Matterport space

Factory1234

Import your Matterport tags so you can bind them to
Twinmaker data.

Last updated March 17, 2023, 14:32)

Update tags
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AWS loT TwinMaker 2& Al

AWS loT TwinMaker 2& 01 M ASHE{E Z|A HeE £go] 2Jo{of LIt o|g{s HEtE E5H LY

AWS loT TwinMaker ZIAA S| ME MEEZ LIQs T 2 £ 21040k AWS H A BHLC %A Zi4 HH
2ot MMl Xt 5 7|gh Mg orEm 240 siE HAHol| A4 E AE{E|(AFR AL £ 298
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AWS CLI EE= AWS APIBt S E5HE AIS X0 A Z|A 24 HEE &8 Ze s QiaLct I ol
+E5E{E API 2T UX|SHE o2 HMAE = U TLiCt

AL X2 238 0| AWS loT TwinMaker 2& & A& A& &= U 5F 5te{™ 2AE|E|0fl AWS loT

TwinMaker ConsoleAccess EE= ReadOnly AWS ZZ2|& M T o4Z25IM 2. REMIBH LI 2 AWS
IAM Identity Center At& AP ALERHOA THeEF FIHE

ANEXR7E AR 1 REFHEE2 2 = UEE FE

SX7F REAOf AR R H B0 AZE Qe W #E[E HHME 2 +~ ULF 5
E3le 78"""% g'g'ﬂf S 2oiELICt O] HEo= 24£0iA AWS CLI EE= AWS APIE A& 5t
o Z2OciY YWASR O 5fYE 2= e + U= Teto| ZEELICH
{

"Version": "2012-10-17",
"Statement": [
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-validation.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-validation.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa_configure-api-require.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users_change-permissions.html#users_change_permissions-add-console
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{
"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"
1,
"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]
I
{
"Sid": "NavigateInConsole",
"Effect": "Allow",
"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"
1,
"Resource": "*"
}
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1

CtE oMl 2 ® = mateojacksonlAM AFEXL7L 2& 2 AL&3610{ 7t my-example-widget2|lA&A
of CHEt ME HEE E2d1 5HX|8 74 iottwinmaker:GetWidget 80| Qi il ghA&rL|CH

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
iottwinmaker:GetWidget on resource: my-example-widget

0| B2 iottwinmaker:GetWidget® PE A& 35t0d my-example-widget2| A0 HAM|AE £
UL E mateojacksonAtS At HEE | O|E5HOF ELICY.

T 20| W5 AWS ZHERIAH 2ol5tMIL. BElAHs 291 At ZHS AMEZ 8 ArEreluct.
e IAME & HEto| Q& LICE PassRole

%._FOI ACtE @F 71 £=AIZ|H AWS loT TwinMakeroi| 3&t
st

A MBI I8 e AHIA 67 O3S BIEE CHAI 7IE %8S ST MH|A0] HTE AWS MHIA
4 QI JISE UALICH O[T 32{R AL RETH MHIA0]| A S FEE 4 s HEHS JHxln

040F BfLICt.

CH 0ofl 7 = marymajor2his IAM AL XE7H 2& 8 AL8 5101 AWS loT TwinMakeroll A Xt ¢
dstein st B0l Lrgh|ct 5HXIEH 242 s=>ste{T MH[A HEo| Roigt #HEto| MH[A
A0{0F B LICt Mary= MH|AO| dgg MEE = Ue HEE 7K UX| k& LICh.

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

O

ok

| Z2 Mary7l iam:PassRoleZ S +3lE = UL E MaryQ| HAME YO|O|EsHoF LICt.
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AWS loT TwinMaker AWS Identity and Access Management (IAM) AMH|A 9474 o3&t S ALSEFLIC.
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A2 AP HolE|H MH|ATL P%M% AWS loT TwinMaker CH£15t04 CHE ME|AE £ &6t=
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MH|A Ad detE X|@st= 7|t MH|A0 CHEF XEME LIE 2 IAMSE &
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_compare-resource-policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_terms-and-concepts.html#iam-term-service-linked-role
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
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off CHEF MH|A 44 48 T8 AWS loT TwinMaker
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Ct. AFEXFHE AWS loT TwinMaker CH&15t04 CHE AWS MHIAE S &5t s E|IAAE SYIEE =
U&LLCH.

AWSServiceRoleForloTTwinMaker MH|A 473 &2 CIE MH|AE AlE|Sto{ (&S +=EhLIC
 iottwinmaker.amazonaws.com

0| 0| X|HEl A& Mt HAE AWSIloTTwinMakerServiceRolePolicy AF& 88 X|HEl 2|A A0
T TwinMaker 2t2 & = Q& LICH
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« %1 all your iotsitewise asset and asset-model resourcesoO]
CHE iotsitewise:DescribeAsset, iotsitewise:ListAssets,
iotsitewise:DescribeAssetModel, and iotsitewise:ListAssetModels,
iottwinmaker:GetEntity, iottwinmaker:CreateEntity,
iottwinmaker:UpdateEntity, iottwinmaker:DeleteEntity,
iottwinmaker:ListEntities, iottwinmaker:GetComponentType,
iottwinmaker:CreateComponentType, iottwinmaker:UpdateComponentType,
iottwinmaker:DeleteComponentType, iottwinmaker:ListComponentTypes
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https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#service-linked-role-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#create-service-linked-role
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https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#edit-service-linked-role
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#delete-service-linked-role
https://docs.aws.amazon.com/general/latest/gr/iot-twinmaker.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html
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2 X|AlO| LR BLICH W2 | AlZHstE{T AWS ZEIE HAMS ST £ USLICH 0 HUS Yk
Ol A8 A28 CHED| TSI AWS ASOIA NS <= 2laLick AWS 228 Btol ciet At
LIS 1AM AL MBMolAWS ZHE HM S HE st AAIR.

AWS MH|AE= AWS ZHE|E HAMg || ZElstn Loo|EFLICH AWS ZHEIE Yo s HEteS
I

=
HZE 4 oiaLIch MHl20IA MO X7 HEHe AWS B a8 HMo| Z7tstof M2 2 7l5E |
BeLic of shelel wlolS & B0l A S et AF(HE, 28 U ethol B,
MHIAE MZR2 71501 ABEIZALE MBS ASE 4 212 [ AWS ZH2/8 3] Yojol= S
CF. MHIAE AWS B21E HMolM HEHS MRl 222 A El0|E2 218} 7IE HEto| &

S Ex| gt&LICt

fESt 048] MH|A0f AEl & 7|sof CHE 22l™ HAE AWS X|#ELCt o & S0
ReadOnlyAccess AWS Z2|d EAM2 2 & AWS MH|A 2} EI_/.\_éoﬂ CHEr 87| M8 HMAE NMSE
LICE MHBIAZE M 7SS AlEFSHEHE M 2Fd 2laA0 CHEr o7 M8 TEFO| AWS FIHEILICE 2F

1 =_<
Yo S50 B2 AM AL dB M| 25 of ZHEFAWS J—FEI%' SAE HZXstML.

AWS Z 2|8 H3: AWSloTTwinMakerServiceRolePolicy

IAM AWSIloTTwinMakerServiceRolePolicy IE|E|0]] @1Z2& == gi&LICt. O HE2 0|(7t) AHEALE
CHAISHO] &HQ12 43l 4~ QIE 2 MH|A 213 dstof| HdZA=IL|Ct. RFM|EF ME = of cHEF HH|A o
Zd odgh Mk AWS loT TwinMaker2 2 X sHAMI2.

O

245t Mt HRAE AWSIoTTwinMakerServiceRolePolicy At& 510 X|HE E|AA0M CHS &Y
WS loT TwinMaker 2t 2 & 4= Q& LICt
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« & all your iotsitewise asset and asset-model resourcesoO]
CH8t iotsitewise:DescribeAsset, iotsitewise:ListAssets,
iotsitewise:DescribeAssetModel, and iotsitewise:ListAssetModels,
iottwinmaker:GetEntity, iottwinmaker:CreateEntity,
iottwinmaker:UpdateEntity, iottwinmaker:DeleteEntity,
iottwinmaker:ListEntities, iottwinmaker:GetComponentType,
iottwinmaker:CreateComponentType, iottwinmaker:UpdateComponentType,
iottwinmaker:DeleteComponentType, iottwinmaker:ListComponentTypes
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html

AWS loT TwinMaker INT=IY A To] =]

"Version": "2012-10-17",
"Statement": [{

"Sid": "SiteWiseAssetReadAccess",
"Effect": "Allow",
"Action": [

"iotsitewise:DescribeAsset"

1,

"Resource": [
"arn:aws:iotsitewise:*:*:asset/*"

]
.
{
"Sid": "SiteWiseAssetModelReadAccess",
"Effect": "Allow",
"Action": [
"iotsitewise:DescribeAssetModel"
1,
"Resource": [
"arn:aws:iotsitewise:*:*:asset-model/*"
]
.
{
"Sid": "SiteWiseAssetModelAndAssetlListAccess",
"Effect": "Allow",
"Action": [
"iotsitewise:ListAssets",
"iotsitewise:ListAssetModels"
1,
"Resource": [
"
]
},
{
"Sid": "TwinMakerAccess",

"Effect": "Allow",

"Action": [
"iottwinmaker:GetEntity",
"iottwinmaker:CreateEntity",
"iottwinmaker:UpdateEntity",
"iottwinmaker:DeleteEntity",

AWS Z 2|3 M 257
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"iottwinmaker:ListEntities",
"iottwinmaker:GetComponentType",
"iottwinmaker:CreateComponentType",
"iottwinmaker:UpdateComponentType",
"iottwinmaker:DeleteComponentType",
"iottwinmaker:ListComponentTypes"

1,

"Resource": [
"arn:aws:iottwinmaker:*:*:workspace/*"

1,

"Condition": {
"ForAnyValue:StringEquals": {

"iottwinmaker:linkedServices": [
"IOTSITEWISE"
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CE F5ESHMI2.
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and asset-model
resources Of CHBt
iotsitewise:Descri
beAsset, iotsitewi
se:ListAssets,
iotsitewise:Descri
beAssetModel, and
iotsitewise:ListAs
setModels,
iottwinmaker:GetEn
tity, iottwinma
ker:CreateEntity,
iottwinmaker:Updat
eEntity, iottwinma
ker:DeleteEntity,
iottwinmaker:ListE
ntities, iottwinma
ker:GetComponentTy
pe, iottwinma
ker:CreateComponen
tType, iottwinma
ker:UpdateComponen
tType, iottwinma
ker:DeleteComponen
tType, iottwinma
ker:ListComponentT
ypes
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AWS loT TwinMaker & 2IE{H|0|A VPC HEZQIE ()AWS
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QIE{T|0]A VPC A= ZQIEE M445}04 Virtual Private Cloud(VPC)2t AWS loT TwinMaker Z+oi|

(o] ol
2toltl HAZAS MME 4 Q&LICH CIE{H 0|A A= ZQIEE QIE{U HO|EY O] AWS PrivateLink, Ll
EQ|3 FA 848 (NAT) CIHFO|A, VPN 94 EE = Direct AWS Connect 21 ¢10| HIZ7HZ AWS loT
TwinMaker AP10{| HM[ASH= O AASE = U&LICH VPCO| QIARA = APIZF AWS IoT TwinMaker
SAMSE ol HER IP FA7F 2R 35HK| of&LICH VPC2F VPC ALO|9| EBHEI2 Amazon WERITE
AWS loT TwinMaker Ed0{LIX| Sf&LIC}H

Zt QIE{H oA A= X QIEE= MELI0|M stL of& 2 B3 HE Q|3 CIE{m|o|AZ EFELICH

REMIEH LI 2 Amazon VPC A& B M Q| QIE{H|0[A VPC YE=EZQIE (AWS PrivateLink) & & &3t
MAIL.

AWS loT TwinMaker VPC QIEZQIE 1124 AlE

ofl CHEH AWS loT TwinMaker@E{H[O|A VPC AIEZQIEE M 5t7| T0ofl Amazon VPC AFE AEAM
O| QIE{H|O|A AEZQIE £ I K|S AEFAAIL.

AWS loT TwinMaker VPCOIA ZE API ZH2dof| CHBH
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+ CIOIE| 2 API {0l 72 1S IS EQIEE ASSHAAIR.
data.iottwinmaker.region.amazonaws.com

ClolE ¥ API 2t ol = ChSol Z&ELCH

« GetProperty 7} x|

» GetPropertyValueHistory

« BatchPutPropertyValues

« ZAEE Z0QI API 20| B2, OIS AEXZQIEE AIE3IAAI2.

api.iottwinmaker.region.amazonaws.com

[

X|HEls ZHEE Z02 APl 2ol = ch2o| Z&ELICH
« CreateComponent® &

 CreateEntity

VPC A= ZQIE(AWS PrivateLink) 260


https://aws.amazon.com/privatelink
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/using-eni.html
https://docs.aws.amazon.com/vpc/latest/userguide/vpce-interface.html
https://docs.aws.amazon.com/vpc/latest/userguide/vpce-interface.html#vpce-interface-limitations
https://docs.aws.amazon.com/vpc/latest/userguide/vpce-interface.html#vpce-interface-limitations
https://docs.aws.amazon.com/iot-twinmaker/latest/apireference/API_GetPropertyValue.html
https://docs.aws.amazon.com/iot-twinmaker/latest/apireference/API_GetPropertyValueHistory.html
https://docs.aws.amazon.com/iot-twinmaker/latest/apireference/API_BatchPutPropertyValues.html
https://docs.aws.amazon.com/iot-twinmaker/latest/apireference/API_CreateComponentType.html
https://docs.aws.amazon.com/iot-twinmaker/latest/apireference/API_CreateEntity.html
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CreateScene

CreateWorkspace

DeleteComponent® &

DeleteEntity

DeleteScene

DeleteWorkspace

GetComponent® &

GetEntity

GetScene

GetWorkspace

ListComponent® &

0%

ListComponent$

ListEntities
ListScenes

ListTagsForResource

ListWorkspaces

TagResource

UntagResource

UpdateComponent® &

UpdateEntity
UpdateScene

UpdateWorkspace
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https://docs.aws.amazon.com/iot-twinmaker/latest/apireference/API_CreateScene.html
https://docs.aws.amazon.com/iot-twinmaker/latest/apireference/API_CreateWorkspace.html
https://docs.aws.amazon.com/iot-twinmaker/latest/apireference/API_DeleteComponentType.html
https://docs.aws.amazon.com/iot-twinmaker/latest/apireference/API_DeleteEntity.html
https://docs.aws.amazon.com/iot-twinmaker/latest/apireference/API_DeleteScene.html
https://docs.aws.amazon.com/iot-twinmaker/latest/apireference/API_DeleteWorkspace.html
https://docs.aws.amazon.com/iot-twinmaker/latest/apireference/API_GetComponentType.html
https://docs.aws.amazon.com/iot-twinmaker/latest/apireference/API_GetEntity.html
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https://sdk.amazonaws.com/cpp/api/LATEST/struct_aws_1_1_client_1_1_client_configuration.html#a3579c1a2f2e1c9d54e99c59d27643499
https://docs.aws.amazon.com/sdk-for-go/api/aws/#Config.WithDisableEndpointHostPrefix
https://docs.aws.amazon.com/sdk-for-go/v2/api/aws/#Config
https://docs.aws.amazon.com/AWSJavaSDK/latest/javadoc/com/amazonaws/ClientConfiguration.html#setDisableHostPrefixInjection-boolean-
https://sdk.amazonaws.com/java/api/latest/software/amazon/awssdk/core/client/config/SdkAdvancedClientOption.html
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{
"Statement": [
{
"Principal": {
"AWS": "arn:aws:iam::123456789012:user/role"
.

"Resource": "*",

"Effect":"Allow",

"Action": [
"iottwinmaker:CreateEntity",
"iottwinmaker:GetScene",
"iottwinmaker:ListEntities"

]

}
]
}
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https://aws.amazon.com/compliance/services-in-scope/
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https://docs.aws.amazon.com/artifact/latest/ug/downloading-documents.html
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https://aws.amazon.com/compliance/hipaa-eligible-services-reference/
https://aws.amazon.com/compliance/hipaa-eligible-services-reference/
https://aws.amazon.com/compliance/resources/
https://d1.awsstatic.com/whitepapers/compliance/AWS_Customer_Compliance_Guides.pdf
https://docs.aws.amazon.com/config/latest/developerguide/evaluate-config.html
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https://d0.awsstatic.com/whitepapers/Security/AWS_Security_Whitepaper.pdf
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