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https://docs.aws.amazon.com/sdk-for-cpp
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/cpp
https://docs.aws.amazon.com/cli
https://docs.aws.amazon.com/code-library/latest/ug/cli_2_code_examples.html
https://docs.aws.amazon.com/sdk-for-go
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/gov2
https://docs.aws.amazon.com/sdk-for-java
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/javav2
https://docs.aws.amazon.com/sdk-for-javascript
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/javascriptv3
https://docs.aws.amazon.com/sdk-for-kotlin
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/kotlin
https://docs.aws.amazon.com/sdk-for-net
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/dotnetv3
https://docs.aws.amazon.com/sdk-for-php
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/php
https://docs.aws.amazon.com/powershell
https://docs.aws.amazon.com/code-library/latest/ug/powershell_5_code_examples.html
https://docs.aws.amazon.com/pythonsdk
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/python
https://docs.aws.amazon.com/sdk-for-ruby
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/ruby
https://docs.aws.amazon.com/sdk-for-rust
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/rustv1
https://docs.aws.amazon.com/sdk-for-sapabap
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/sap-abap
https://docs.aws.amazon.com/sdk-for-swift
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/swift
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Set up your AWS Account Try the interactive tour Try the quick connect
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5ig_n in to your AWS account, E:ﬂ?g:SAWS IoT Core
if you already have one @ (about 20-30 minutes)

AWS loT
Management
Console

A ER CHFO|AE ol 214 AWS loT Core 24



https://docs.aws.amazon.com/iot-device-defender/latest/devguide/what-is-device-defender.html

AWS loT Core FHEERE FLHA

Me &2 MHIAE A70 AWS IoT Core st7| &8t EBHE7|E MB35t CIHFO|AE AWS
loT Core of @145t C|HIO|A ZHofl HIAIRIE HME S &Edod| CHEF & 7+X| o & XS &LICH CIHto|
E Zto] HIAIXIE MY SteE A2 ZE loT £5FM0o| 7|20|H C|HHO| AT CHE AWS AMH|

A0t 4% 5 st LI

- A™ AWS AHH

AWS loT MH|AE AFE5te{H HAE M3l oF & L|ct AWS HHE. AWS HE 2 1AM AFEXE7} O]

=
Ol A= B2 sl AEXE AHEst 0| HAHE AHE + J&Lich

- WE AL XRNEM ASsH BT

=& HEH AlEstD MEHE AL 2o &S HAIZ AWS loT & elstEis Z<od 7t
L—IEP O| A& MAME ClHFO|ATF B R3O CIHFO|A0 Y5 AWS loT A 4I01E o

| . loT CIHFO|A 7} 1= AL Windows, Linux EE= macOS 70218 HFEIE o] Ak& M2l C|
HPOI APQ* £ Q&LICH AE5t AIX| AWS IoTEHC|HFO|A T Qe B CHS M AL S

Ol LlZ = ClHOIAE YT /LL AZEYOIE CHRRE 6K St 7|2 AWS loT £F40| £+
¥ 4 9l TS OIS ZRO TE MEELICH (HEHE AHAMoME 43 S8t WAl
E ore MEIA0| TEE ASHOIME 742 MBELICH

T
& ME AF236H04 AWS loT Core AMH|A ATT{E 7|

O RAt&ME & AT U M= Z2 CHE AWS loT Core 7|5 A& B AE = AWS loT U
S & AlFstods LR A 7HE MEELICH Ol RtEMoM = HHE A2 RH& A2 FAFE Z 2 Al
AE MEX|Z 15 AHEME O] HE A MEE = UTS ZF BAof CiEh RtMet HEE MSEL
Ct.

- MQTT 22I0|HEE AFS3510{ AWS loT MQTT HIAIX| 27|

MQTT E|AE Z2l0[AUEE AtEst0{ & ] CIHHO|AT7E AWS loToll MQTT HIAIXRIE HAlstE X
I. MQTT E|IAE ZCI0|¢EE= ClHIO|A 44 g 2LIEZSD EXNE S

@ Note
Ol2{#t AlEt Ri&s k| & 3tLt OI44 2 AZ3I7{LL SYUB RHA M E BHE 524 CIE XA ME Al
Est7| T™oil o] At& Aol BHE At A E A gfLICt O™ Rt& Aol A ALZ %]

A4 Hmf ClHbo|AEof 22 AWS loT Core 25



AWS IoT Core

THERE QLA

2 M5t B2 B B4 RAMOIME THE 082
&Ik AWS 2IT10l TR0k 37| HERLIC

AL&sHoF gfLICt ol AHE O|F 0| Al

of CHst XEM|8H LHE2 e 2F £ L|7) AWS IoT Core?E AWS loT CoreRf X3 A AL

M AWS A

AWS loT Core & &2 A23517| ™oi| Ct2 &2 k= shct

FA

« 0o 7} AWS HH

o 2R HMA HEHO| U AR R MM

« AWS loT 22 ¥7|

of 7k AWS A

0| QiE B CIS EHAIE AWS AXetZ2 50 MAstL|Ct

of 7telste4® AWS A

1. https://portal.aws.amazon.com/billing/signup2 jLIC}.

2. 2CI2! X|A| AMErE [HELICH
S Mil & ™5 F= HAE HA|XIE gt M3} F|I{ER &0l I =2 Ql235l= 10| &L
Ct.
ol 7+l5tE AWS HZXHAWS A AEXO| HEELICH FE ARAA=E AEHe 28
AWS AMH|A & 2[AA0 °“A1|/\°F ._EF | A&LICH 2ot 2 A= AFSRHOf| A &2 HMA
et 8Estn, FE ASKIE ALE510 FE ALE X HMA HEtO| ZHRdt 2idg &8ss X
iLct.

AWS = 71 T2 MAT} = =

il
—

2ol o|H Y2 E-ILICH HANE K] https://aws.amazon.com/S £
.I

rElg &+ A&

HYEAWS AY

26
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https://console.aws.amazon.com/
https://console.aws.amazon.com/
https://docs.aws.amazon.com/signin/latest/userguide/console-sign-in-tutorials.html#introduction-to-root-user-sign-in-tutorial
https://docs.aws.amazon.com/signin/latest/userguide/console-sign-in-tutorials.html#introduction-to-root-user-sign-in-tutorial
https://docs.aws.amazon.com/IAM/latest/UserGuide/enable-virt-mfa-for-root.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/enable-virt-mfa-for-root.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/get-set-up-for-idc.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/quick-start-default-idc.html
https://docs.aws.amazon.com/signin/latest/userguide/iam-id-center-sign-in-tutorial.html
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https://docs.aws.amazon.com/singlesignon/latest/userguide/get-started-create-a-permission-set.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/addgroups.html
https://console.aws.amazon.com/iot/home
https://console.aws.amazon.com/iot/home#/home
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AWS loT
Securely connect, test, and manage

Monitor

Connect
Connect one device

your loT devices

» Connect many devices f d illion

ly

Test

» Device Advisor
MQTT test client

Device Location New

How it works

Manage
» All devices

» Greengrass devices
» LPWAN devices /

Software packages New e

» Remote actions

» Message routing
Retained messages Connect

Securely connect individual devices and create

templates to connect many devices to AWS loT.

Connecting devices to AWS loT allows your devices

» Security

» Fleet Hub

Test

Test your devices configuration and MQTT
communication to ensure it is properly connected
and communicating with AWS loT.

The AWS loT console supports these common activities. Bold text refers to an entry in the left navigation pane. To learn more about a topic, see its overview.

u“f
i

=

Manage

Manage your loT solution all in one place using
tools for managing devices, remote actions, loT
data, security, and applications.

Get started with AWS loT

Quick connect guides you through connecting a
device in about 15 minutes. You'l register your
first device and watch it send MQTT messages to
AWS loT.

Connect device

Pricing

Cost calculator [

AWS 10T Core pricing details [4

Learning resources

AWS IoT interactive tutorial

Learn more about AWS loT Core and how you can
use it. Start tutorial

IoT video resources

Learn how to get started with basic AWS loT
concepts and processes, and connect a device to

to securely communicate and interact with AWS loT AWS IoT. View resources [4

Learn more Lear more
cloud services.
Device Software AWS IoT Developer Guide
Learn more
Billing groups In our Developer Guide, see several examples of
- how to connect a device to AWS IoT. View
i
etings quide (2
Feature spotlight
Documentation (2 Watch it work
@ New console experience More resources [2
Tell us what you think Interactive tutorial IoT Console Tutorial
Learn how AWS I0T connects your devices to other services in this animated e ——— Documentation

tutorial.

API reference
FAQs

Support forums
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41 Linux, OS & OSX = WindowsE A&dste HAFEHY =& U&LICH & 7{2] WAN(LoRaWAN)
C|HIO|AE 125l B A& M > for LoRaWANO] C|HIO|A 2! HO|ER0] ¢1Z2E AWS loTE =
StAHIL. AWS loT Core LoRaWAN

i E 42 Rt& A 32


https://docs.aws.amazon.com/iot-wireless/latest/developerguide/lorawan-getting-started.html

AWS loT Core FHEERE FLHA

C|HFO|ATEAWS loT 2£ 2 A™dE = U= HElRKXE X|Hst= 82 aie ClHto|A0 M Of RH& A

g gtz dte X[o| E&LICH

>

@ Note
EIHPOI/\Oﬂ SEElE HElRXNI Qe B2 EAFEMM Ol AIEME MEM 2. ™A T
Ct2Z2E35lete HAIX|I7F LIEFLHE AFE{oll CHR2 2 =38 CFS SCP(Secure Copy) £ &
cC 8t oS CIHO|A R &L

AMEFZ2MAE ALESI0{ CHRE

HoF &f

O| A& MO ME IoT CIHtO|ATE AAERIS| AWS HIHL|HIO|A AEZQIEQ| ZE 844 15
RIE2S ElAE Q|

Lk S ZEO HMAE 4 =X HAESEH ClHHolA HlojE Y=z
HAE MEML.

431 S
o474 E
|_

1274 RA& M AR

HHO|AO|AM O] HAIE tzstMe. 2EX| f2 E<2 o] Arte| IFE0A ClHto|AZ nt

—
S [ |
Ug MEE FHIE M2,

KHEME AlEfstEdT AWS loT Z£0i 23R LICE AWS loT 2& & H0|X|e] 2IZoMH S M
=HEF CHS ClHHOlA SHLFE A S MEHELICEH

Monitor

How it works

Connect Connect devices to AWS loT so they can send and receive data. Bold text refers to an entry in the Connect menu

Connect one device of the navigation pane.

Connect many devices

\ /7
Test ~ -
Device Advisor - ~
MQTT test client
Device Location New
Connect one device Connect many devices
The Quick connect wizard walks you through the steps  Fleet provisioning templates define security policies
Manage to create the resources and download the software and registry settings when a device connects to AWS
. required to connect your loT device to AWS loT. loT for the first time.
All devices

Greengrass devices

2EHA|. A2 A BHE 7|

1. C|HIO|A ZH| MMM st o] X|=lol thaF AWS loTOof| ©4Z2%& C|HFO|AE Z=H|EHL|C).
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AWS loT X AWS loT Connect Connect one device
Step 1 =
Monitor Prepare your device Prepare your dEVICE A5
Step 2 How it works
Connect
Connect one device D L
@ — ™ "9~ & o
Test Step4 In this wizard, we'll be creating a Athing resource uses certificates to When a device connects to AWS
thing resource in AWS loT. A thing secure communication between |aT, policies enable it to subscribe
»
Device Advisor resource is a digital representation your device and AWS loT. AWS loT and publish MQTT messages with
MQTT test client ) of a physical device or logical policies control access to the AWS AWS loT message broker.
Sk entity. loT resources. This wizard creates
the certificate and policy for your
Manage device.
b All devices
P Greengrass devices
» LPWAN devices Prepare your device
P Remote actions
P Message Routing 1. Turn on your device and make sure it's connected to the internet.
Retained messages 2. Choose how you want to load files onto your device.
P Security 1. If your device supports a browser, open the AWS loT console on your device and run this wizard. You can
» Fleet Hub download the files directly to your device from the browser.
2. If your device doesn't support a browser, choose the best way to transfer files from the computer with the
browser to your device. Some options to transfer files include using the file transfer protocol (FTP) and using a
Device Software USB memory stick.
Billing groups 3. Make sure that you can access a command-line interface on your device.
Settings 1. If you're running this wizard on your loT device, open a terminal window on your device to access a command-line
interface.
Feature spotlight inte
Documentation [4 2. If you're not running this on your loT device, open an SSH terminal window on this device and connect it to your
loT device.
@ New console experience 4. From the terminal window, enter this command:
Tell us what you think ping a13hikvzkye6lx-ats.iot.us-east-1.amazonaws.com
After you complete these steps and get a successful ping response, you're ready to continue and connect your device to
AWS loT.
Cancel
A EE Ol Hof Al -|| -|: H (=1 |.'=' AA CE= | |.'=‘AEH2A EHSH | |.
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= B Il .|| -|b = 7H'.||O IEQ o245t | |. | ;” .|| .|| -| |. |. IEO
AI'Eollzla—oAl_AEﬂ ol 0l5= =L Of oK\ O1[ A7 A IA O3
; i g Ol
TutorialTestThing®!L|C}.
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—_ ———1 —_— o (=] —_—— o
AWS loT X AWS laT Connect Connect one device
Step 1 . .
N . Info
Register and secure your device
Monitor Prepare your device
Step 2 Represent your device in the cloud
Connect Register and secure your
Connect one device device
b . d A thing resource is a digital representation of a physical device or logical entity in
onnect man evices
v Step 3 AWS loT. A thing resource lets your device use AWS loT features such as Device
Shadows, events, jobs, and other device management features. Certificates
authenticate your device, and policies authorize access to other AWS resources and
Test N ™ actions.
» Device Advi . @
evice Advisor J This wizard helps you create the thing resource, policy, and certificate resources
MQTT test client necessary to connect your device to AWS loT so that it can publish simple messages.
After you complete this wizard, you can edit the resources to explore AWS loT
Sep.3 features further.
Manage
P All devices
P Greengrass devices Thing properties
P LPWAN devices
P Remote actions
© Create a new thing Choose an existing thing
P Message Routing
Retained messages Thing name
P Security
» Fleet Hub Enter a unique name containing only: letters, numbers, hyphens, colons, er underscores. A thing name can't contain any spaces.
Device Software Additional configurations
You can use these configurations to add detail that can help you to organize, manage, and search your things.
Billing groups
Settings P Thing type - optional

Feature spotlight ) )
» Searchable thing attributes - optional

Documentation [F
» Thing groups - optional
@ New console experience
» Billing group - optional
Tell us what you think

® Certificate and policy for your device

Your device requires a unique device certificate to securely authenticate its identity to AWS loT, and an AWS loT
policy that autherizes it to send and receive messages. We'll create these resources for your device automatically.
You can review and edit their properties later, if netessar}l

3. ZEHE gl SpK MEH Mo AR EF AWS loT C|HFO|A SDKO| Z2H
04| X0l M= Linux/OSX E34 &1t Python SDKE AL & LICH CHZ
HFO|A O python3 & pip30| A x|=|04 U=X| & QIEFLICE

@ Note
Z& |0|X| st Eroil M MEHEH SDKOI| 2R EHa AZEQ o] E52 FlstM 2.
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AWS loT Connect

Step 1

Prepare your device

Step 2

Register and secure your device

Step 3
Choose platform and SDK

Step 4

Step 5

Connect one device

Choose platform and SDK i

Choose the software for your device

This wizard helps you download a software development kit (SDK) to your
device. AWS loT supports Device SDKs that run on your device and include a
sample program that publishes and subscribes to MQTT messages. AWS loT
supports Device SDKs in the languages shown below.

Platform and SDK

Choose the platform OS and AWS loT Device SDK that you want to use for your device.

Device platform operating system
This is the operating system installed on the device that will connect to AWS
O Linux / mac0s

Linux version: any

macO5 version: 10.13+

Windows

Version 10

AWS loT Device SDK
Choose a Device SDK that's in a language your device supports.
Node.js
Version 10+
Requires Mode.js and npm to be installed
© Python
Version 3.6+
Requires Python and Git to be installed
Java
Version 8

Requires Java JDK, Maven, and Git to be installed

Cancel Previous

3CHA|. ClHto|AO| It e =

O| H|O|X| AWS loT =7} C|HIO|AO| 2R OIS I B|AAE ZESHE 14 7IEE MMSH 0
LFEFZLICE.
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« AWSLC|HIO|A SDKE CI2ZC 51 CIHIO|AMM MEZ T2 73S Alslist= AQEIE
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AWS loT Connect

Step 1
Prepare your device

Step 2

Connect one device

Download connection kit

Install the software on your device

Register and secure your device

Step 3
Choose platform and SDK

Step 4
Download connection kit

Step 5

- We created the AWS loT resources that your device needs to connect to AWS loT. We also

>
ZIP

created a connection kit that includes the resources in a zipped file that you need to install

on your device. The resources in the connection kit are listed below. In this step, you'll

install them on your device.

Connection kit

Certificate Private key AWS loT Device SDK

TutorialTestThing.cert.pem

Script to send and receive

TutorialTestThing.private key Python

Policy

messages TutorialTestThing-Policy
start.sh View policy
Download

If you are running this from a browser on the device, after you download the connection kit, it will be in the browser's
download folder.

If you are not running this from a browser on your device, you'll need to transfer the connection kit from your browser's
download folder to your device using the method you tested when you prepared your device in step 1.

[ Download connection kit

Unzip connection kit on your device

—

zp @ unzip connect_device_package.zip

After the connection kit is on your device, unzip it using this command:

Cancel

ClHbolAo0iMq o] &
£ MYELIcH

AE AAsteE B2 TWHE TS 4 & e CIEEE0 62 7|E ot d

ChS

Ol
s

ol

ClHFO[A0l M o MAtE A™sHX| ofe B2 4 7|1E ntdE =4 CIME2|of MEF e
/\

o2 ClHIO|A R & ELICE
ClHtO|AS| A 7| E & F E7| MMM ¢4 7|E It 0| = CI=E 2]l unzip
p=

connect_device_package.zi
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4.

archive® H}H# 1
ClHlOo|AO| 44 7| E

AWS laT Connect

Step 1

Prepare your device

Step 2

Register and secure your device

Step 3
Choose platform and SDK

Step 4

Download connection kit

Step 5

ol R

Windows PowerShell W& 22 AI26tD Q1
EHE':'E = El'Al Al_._ol'Al_Q_

N
|

O CH2 2

Connect one device

1 unzip BHO| 2 S35HK| 26 2™ unzipE expand-

MEistod RIaAME AL ELICH

Download connection kit i

Install the software on your device

) >
ZIP

Connection kit
Certificate
TutorialTestThing.cert.pem
Script to send and receive

messages
start.sh

Download

We created the AWS loT resources that your device needs to connect to AWS loT. We also

created a connection kit that includes the resources in a zipped file that you need to install

on your device. The resources in the connection kit are listed below. In this step, you'll

install them on your device.

Private key
TutorialTestThing.private.key

Policy
TutorialTestThing-Policy
View policy

AWS loT Device SDK
Python

If you are running this from a browser on the device, after you download the connection kit, it will be in the browser's

download folder.

If you are not running this from a browser on your device, you'll need to transfer the connection kit from your browser's

download folder to your device using the method you tested when you prepared your device in step 1.

¥ Download connection kit

Unzip connection kit on your device

M . After the connection kit is on your device, unzip it using this command:

zI @ unzip connect_device_package.zip

3EHA|. ClHtolAof MU CHREE
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4EHA. ME A™Y

O| Hxt= 2£0] EAIE X|&| 2T ClHFOo|A S| HOIE E= HHE HolM ="8eLICH 240 £
AEl HHE2 the section called “2EHH|. AFE A BHE 70| M MEHSE 2F | A[of| CHEF ZdL|CH. 047
off EAIE LHEE Linux/OSX 2Y x|l elLct.

1. LC|HIO|ACS| EHO|d = HE &o| 944 7|E mtalo| Q= CIEE 2|0l AWS IoT 2£0] EAIE

E A; —
EtHE st
AWS loT Connect Connect one device

e Run connection kit i

Prepare your device

Alpd How to display messages from your device
Register and secure your device

Step 1: Add execution permissions
On the device, launch a terminal window to copy and paste the command to add

Step 3

Choose platform and SDK
execution permissions.

SEE chmod +x start.sh Copy

Download connection kit

Step 2: Run the start script

Step 5
On the device, copy and paste the command to the terminal window and run the @

Run connection kit
start script.

[start.sh Copy

Step 3: Return to this screen to view your device's messages
After running the start script, return to this screen to see the messages between your device and AWS loT. The

messages from your device appear in the following list.

Subscriptions sdk/test/Python ‘ Pause H Clear ‘

sdk/test/Python Waiting for messages

cancel PrEVious m
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2. 2£0|M 2EtAH ol HH
T|oqoF gL|Ct. o] &3

oM L2 ALt

245t ™ C|HIo|A S| E{O|'d =
Z230| AWS IoT Core0d =

2
=
k=]
[ -

cation. ..

—ats.lot.us—east—1.amazonaws.com with client ID

o

[l]“r

oo

[E]ur

oo

lishing m

Eeceived mess: . from

[on

MZ 2 J20| AME|E SO E|AE HA|X| Hello World! T & 74 LIEFLLICH BIAE H|A|
X|7} ClHlo|A Q| E{O|'d EE= 23S Frof L}EFL|CE.

(® Note
ZFHN 75 L AAlof CHEE REM[EH LI 2 MENSH SDKO| oAl ZEE & ZFHM 2.

3. ME Z2IUS CHA AR 0] WAL ZaolM 280l BUS HrEE & AsLICH

4. (M= ALE) AWS loT 2£0iM 10T 22H0|UE S| HIAIXIE EE{H AWS loT 2£ 2| HAE T 0]
K|l MQTT HIAE Z20|21EE ALICt. Python SDKE AMEfSH Z2 MQTT ElAE Z&}o|ed

E(MQTT test client)2| =X EE{(Topic filter)0ll sdk/test/pythonE 235104 C|HIO|A Q| M| A|

XE FSEUC X EEe WAEKXE FE6HH 1E-Hol M HEHEH SDKe| Z = a2 Y 21010]

et EetEuLch FH 75 2 AAlof CHEr REMIEE L8 2 MEHE SDKe| A= oM E & E5HA

o= K = Jmao

(@]
5. E|AE FTXNE F=3t & C|HIO|AOMM start.shS Al@sL|Ct XIM|IBH LI 2 the section called
“‘MQTT 22I0|HEE AF235104 AWS loT MQTT HIA|X| E7| B Bt RS A AL,

Jstart.sh &l = MQTT Z2t0|AE | ChS Tt FAFEF HIAIX|Z} LEEFELICE.

{
"message": "Hello World!" [1]
}
[] 22| sequence ZAt= A Hello World! MIA|X|[7} =4IE mHOICH 1M B7t5t0 T2 S

ME =25t QU2 E8{4H AWS loT 240 HE S MEHSHLICE.
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AWS loT Connect Connect one device

Step 1

Run connection kit

Prepare your device

Ak How to display messages from your device
Register and secure your device

Step 3 Step 1: Add execution permissions
Choose platform and SDK On the device, launch a terminal window to copy and paste the command to add

execution permissions.

AL chmod +x start.sh

Download connection kit

Step 2: Run the start script
On the device, copy and paste the command to the terminal window and run the @
start script.

Step 3: Return to this screen to view your device's messages

Step 5
Run connection kit

After running the start script, return to this screen to see the messages between your device and AWS loT. The

messages from your device appear in the following list.

Subscriptions sdk/test/Python Resume H Clear ‘

sdk/test/Python

v sdk/test/Python September 14, 2022, 10:47:44 (UTC-0700)

“Hello World! [3]"

v sdk/test/Python September 14, 2022, 10:47:43 (UTC-0700)

“Hello World! [2]"

¥ sdk/test/Python September 14, 2022, 10:47:42 (UTC-0700)

“Hello World! [1]"

ca HCEI p - -
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Device is connected

Your device is now connected. There are many services you can explore.

@ O

Device connected to AWS loT

More to explore

Device registry Device Shadow service Rules
Leam how to organize your devices for management, maintenance, and reporting. Learn how your devices' states can be accessed by apps while devices are offline. Learn how to route the data from your devices to other services in the cloud.
Learn more £ Learn more [4 Learn more [2

Continue to see your device in the console

See how your device is represented in AWS loT's device registry. Continue to open the thing resource's details page and see information about your new device and the features it supports.

S5EHA|. o A= 7|

CIHS2 WHE AIRFES 2628 & AWS loT O AHMI5| & 148 54 7+X| ofolC|o{ILCt,

rl

« MQTT HIAE Z20|1E 0| MQTT HIA|IX| £ 7|

AWS loT Z2£ &2 AI85te 32 AWS loT 2£2| HAE H|O|X[oMH MQTT E2t0[HEE & £ U
&LICEH MQTT test client(MQTT EI|AE Z2t0|HE )M #E 758 CFS CIHIO|AE A8 3109 Of
M EHM MHEE CHE Z2 33 /start.shE AT LICH XHAMIEH LHE 2 the section called “MQTT
SCI0|MEE AFE35L0{ AWS loT MQTT HIAIX| E7)” EHHE BT ERFHAAIL.

+ Device AdvisorE AFE73504 C|HFO|AOM E|AE AR

Device AdvisorE AF&35t0{ C|HIO|A 70| QHMGID Ot Mo 2 A4St D A5 588 = Q=X| |
AEELICHAWS IoT.
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C|HIO|A C|O|E| A EXZQIEE HEH HAESH7]

ClHtO|A Q| EOld EE= BHEE FolM HE C|Hto|A Cl|O|H AM=EEQIE(a3gEXAMPLESfTp-

ats.iot.eu-west-1.amazonaws.com)E H’E2| C|HtO|A CI|O|E{ AEEZQIER WA|StD C}
= H@d2 =FLIc
| .

Linux
ping -c 5 a3qEXAMPLEsffp-ats.iot.eu-west-1.amazonaws.com
Windows

ping -n 5 a3qEXAMPLEsffp-ats.iot.eu-west-1.amazonaws.com

AWS loT & S4I5HR = A AKX MEHHE HUSHO| AEEZQIEE Sl AWS loT E AFESE

= S ALt

PING a3qEXAMPLEsffp-ats.iot.eu-west-1.amazonaws.com (xX.XX.xxx.xxx) 56(84) bytes of
data.

64 bytes from ec2-EXAMPLE-218.eu-west-1.compute.amazonaws.com (XX.XX.XXX.XXX):
icmp_seq=1 ttl=231 time=127 ms

64 bytes from ec2-EXAMPLE-218.eu-west-1.compute.amazonaws.com (XX.XX.XXX.XXX):
icmp_seq=2 ttl=231 time=127 ms

64 bytes from ec2-EXAMPLE-218.eu-west-1.compute.amazonaws.com (XX.XX.XXX.XXX):
icmp_seq=3 ttl=231 time=127 ms

64 bytes from ec2-EXAMPLE-218.eu-west-1.compute.amazonaws.com (XX.XX.XXX.XXX):
icmp_seq=4 ttl=231 time=127 ms

64 bytes from ec2-EXAMPLE-218.eu-west-1.compute.amazonaws.com (XX.XX.XXX.XXX):
icmp_seq=5 ttl=231 time=127 ms
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HE Sofl CIHIO|A ClO|E A=EZQIE L ZEof CHEt (4EE HAEFLICE
E £8s 4 QlaLch ol MxHE ClHO|A 0 nmapOl A%

04 ECF MX{eh 244 H

nmap= Al
Z|of Q=X| HAESFLCE
CIHFO|A 29| nmap & Q!
1. HAEE ClHto|AC| E{O|d E= BHEE FolA ol HHEES =235t04 nmapO| Ax|E|o] U=X| &
IgLct
nmap --version
2. CIS3} RAHEH £390| EAIZIM nmapO| Mx||o4 Q/CH= 52 0| the section called “C|HFO|A O
O I=xQIE Sl ZEof CHEt KIZ HIAE” “'*"OE A& T = JUsLct

Platform: x86_64-koji-1linux-gnu
Compiled with: 2.
libdnet-1.12 ipv6

Compiled without:
Available nsock engines

Nmap version 6.40 ( http://nmap.org )
nmap-liblua-5.2.2 openssl-1.0.2k libpcre-8.32 libpcap-1.5.3 nmap-

: epoll poll select
|HtO| A0 nmapE M X|5HOF &LICt.

3. O|™ EtAHOIM MHEsH Zdnt H
291 ®|A|o] o=

C|Hfo|A L
A0{0F B L|C}.

Ho{E Hxlg Hetol R

Linux
AN E

—_—

StodH HFEof

x|
=9I Linux 7ol sl &

02

A
T

O M4t

Linux ZFE{0H nmap A
1. C|Hto|A2o| EO|d == BH

L = Ubuntul| 2

a. Debian EE

sudo apt install nmap
CentOS == RHELS| A2:

b.

sudo yum install nmap
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3. CIST At £30
m]

2. CIS BBE AEstod HR|E EHAEFLICH

nmap --version

| ZAIZ|H nmapO| A X[=|0{ RICHE L0IMH the section called “C[HO[A
CllO|E| A= ZQIE I ZEof CHE 1A HAE" Mo 2 H& TI-dE £ &L

Nmap version 6.40 ( http://nmap.org )

Platform: x86_64-koji-1linux-gnu

Compiled with: nmap-1liblua-5.2.2 openssl-1.0.2k libpcre-8.32 libpcap-1.5.3 nmap-
libdnet-1.12 ipvé6

Compiled without:

Available nsock engines: epoll poll select

macOS

o| Hxt otedE HFEo| AZEQJo{E HR[E Hetol R{ofok gfLCt.

M
02

AN
T
macOS ZAFE{0d| nmap A%

| Al A x|

—_ =

|

2=l )

b
fjo

1. HEF2RX{0| M https://nmap.org/download#macosxE 1 O+ Q|
2ECEFLICH

HIAIX|7} & A =] Diskimagelnstaller@ 2 2 7|(Open with Disklmagelnstaller)& =48 L|Ct.
2. Ax| Zo|M mf7|X|E o Z 2|7 ol (Applications) EC{Z O|S&rL|C}H

3. ItQI(Finder)0ll A O Z 2|7 0| M(Applications) Z LHC| nmap-xxxx-mpkg IH7|X|E & &
L|Ct. Z{F|X|Z Ctrl-clicke CHS ¥ 7|(Open)E AMEHSH0d THF|X|E dL|C}.

4. ot CHS & XHE AEFLICH nmap2 Ax|& EH|7} EIAe™ ¥7|(Open)E 41EH4 5104
nmap° MR[ELCt

5. TerminaloM CI& HHEES AL 3504 MX|E EHAEFLICE

nmap --version

6. CtSo SAtet £230| ZAIL|™ nmapO| AX|xT[o] UCt= 50| the section called “C[HFO|A
Clo|E AEEZQIE & ZE CHE A HAE" MMo 2 H& TIAE = A&Lct

Nmap version 7.92 ( https://nmap.org )
Platform: x86_64-apple-darwinl7.7.0
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Compiled with: nmap-liblua-5.3.5 openssl-1.1.1k nmap-1libssh2-1.9.0 libz-1.2.11
nmap-libpcre-7.6 nmap-libpcap-1.9.1 nmap-libdnet-1.12 ipv6 Compiled without:
Available nsock engines: kqueue poll select

Windows

OII

ol Hxt er0o| R{o{oF ErL|ct.

0%

TAHStEH HAFE| AZEQ0{E HRg HE

Windows ZF E{0| nmap A X|

1. HBF2R XM https://nmap.org/download#windowsE @1 AN T2 0| oHH MOl 2[4l &
2|AE CIREEFLICH

HIAIRI7F EAIEH ot X{E (Save file)2 MEHEILICH DS CIREESH £ CIREE £0
M GLct.
2. AY™ OUo|CR2EEE R oM T2 2 EEl nmap-xxxx-setup.exeE &1 HS MX|ELICH.
3. ZEOO|MdX|E M 7|2 d™E HEFLIC
O| ElAE 0= Npcap 0| ER3etX| b&LICt MX|SHX| eteed™ o] SM2 M= sHixl5te &

LICH.

4. Command0iA Ct& BB E AFEsto] HX|E EAEFLICH

nmap --version

8t £240| EA|E|H nmapO| Ax|E|o4 QCHE SE0|M the section called “C|HFO|A
ClO|E QIEXQIE Ol X Eof CHEF QIZ EAE MMo 2 A& FI-E &= U&Lch.

Nmap version 7.92 ( https://nmap.org )

Platform: i686-pc-windows-windows

Compiled with: nmap-1liblua-5.3.5 openssl-1.1.1k nmap-libssh2-1.9.0 nmap-
libz-1.2.11 nmap-libpcre-7.6 Npcap-1.50 nmap-libdnet-1.12 ipv6

Compiled without:

Available nsock engines: iocp poll select

C|HIO|A IO QIEZQIE A ZEO|| CHet 42 E|AE

Ol Aol ME MEHEF ZEE ALESt0] C|HHO|A Ci|O|E A= QIEof CHEF loT C|HFO|A 2| Q1A Hi

AERLICEH
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C|HFO|A CllO|E I=EZQlE Q! L EO]| CHEH 12 HIAE
1. ClHtO|AS| E{O|d £ WHE HolAM MEZ C|dto|A HIO|E AEZQIE(a3gEXAMPLESffp-

ats.iot.eu-west-1.amazonaws.com)E H’E2| C|HtO|A CI|O|E{ AEEZQIER WA|StD C}
o Odgi= OIE#%I-L_||:|.
| oo=2 Hd/1+d .

nmap -p 8443 a3qEXAMPLEsffp-ats.iot.eu-west-1.amazonaws.com

2. nmapMlAM CHS I} RASH £290| EA|Z|/TH nmapO| MEHEl ZEO| C|HIO|A Cl|O|E{ = ZQIEof
AZEE ZAuct.

Starting Nmap 7.92 ( https://nmap.org ) at 2022-02-18 16:23 Pacific Standard Time
Nmap scan report for a3qEXAMPLEsffp-ats.iot.eu-west-1.amazonaws.com
(xx.xxx.147.160)

Host is up (0.036s latency).
Other addresses for a3qEXAMPLEsffp-ats.iot.eu-west-1.amazonaws.com (not scanned):

XX .XXX.134.144 xx.xXX.55.139 xX.xxx.110.235 xx.xxx.1l74.233 xx.xxx.74.65
XX.XXX.122.179 xx.xxx.127.126

IDNS record for xx.xxx.1l47.160: ec2-EXAMPLE-160.eu-west-1.compute.amazonaws.com
PORT STATE SERVICE

8443/tcp open https-alt
MAC Address: 00:11:22:33:44:55 (Cimsys)

Nmap done: 1 IP address (1 host up) scanned in 0.91 seconds

1CHHOM AR El T E 84432 E|AESIE{= TER #6510 7|2 HTTPS ZEQ| T E 4431 e
C|HFO|A TIO|E AEEXZQIEQ|CIE ZTEE HAEE £+ U&LICH

A& XF&S A AWS loT Core 0| A AT E 7|

O A& MUMEE ALE S0 MQTT HIAIXIE ELHD %S 5 AWS loT Core UEF AZES|0{E A
£ YHFLICH AWS loT Core. AWS loT 2

HF
[=—g—}
%5t C|HIO|AE o i85 O 228 AWS loT 2lAA
£ 0| MQTT Z2t0|HE o HA|X|7} EAIEILICE.

O| Rk& MO o &F A2 A|ZF2 20~302 ILICH IoT C|HFO|A EE= Raspberry Pi& A5t R 02
E01{ 28 MHE HxI5tT C|HIO|AE F/dalof 3tCtH O] XRk&M7I H 2 ZE = /U &L

g AL K&
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THERE QLA

Create AWS IoT resources

0

Lilid

TITTY

TITT0 H
Create Create
a policy a thing

object &
cerificate

Ol Rty M= 75| AT U M 29

Configure your device

Create a virtual
device with

Amazon EC2 L',@

Use your Windows or
Linux PC or Mac

as an AWS

IoT Device

Connect a

Raspberry Pi or
another device 3 @

12 7|18 A& gA

cd= I Rtol| Al 7HE Mt LIt o] Ak&AMolME tHE AR X

0401 & AWS IoT Core 7%
HIELICH 2272 i Hello World &

2.2(8) A8 2AL.

Ad»
(=)

« the section called “C|HIO|A F4d”

M8tx| ©

ofolE2 1 CHE AWS MH|AQ A
a1 QICHH AWS loT Core

AT

2= AWS IoT Core U= EE A|EHS}
HE i )

View MQTT messages
with the AWS ToT MQTT
client

i

THAIE O RHAIS| MBSt
= NS

EH 4°HHE¢A
i & AE

A REME s EA

Y

% O+ CHAlof| et CletolA

m

o

rr

r
Ol

E 45t HAIXIE ELHES

A<, the section called “AWS loT 2[AA A4

+ the section called “MQTT 2C}0|HEE AF& 35104 AWS loT MQTT HIA|X| E 7]

ofl CHEF RFMISH LH22 2 2127 AWS IoT Core?ZE AWS loT CoreX X5t AAIL.

o4t C|HfO|A

OffH SMES MEHEX| E E=2E
gt gME 2-E = /&L

S5 AL835tod ZtAof A 7HE X
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s 23 Ze deol 32 8N OSH Ze deos= 3o 8
& = U&Lct Mol ot &= U&LCh

the section called “Amazon
EC2E AI&3tod 7+4F C|HIO|
A AHAS»

—_ O O

the section called “Windows EE

= Linux PC EE& Macg AWS
loT C|HIO|A R AlS”

the section called “Raspberry
Pi EE= CtE ClHIO|A AZ”

AWS [oT S|AA AA

KA AlAEof AZEQoE
MRlstn AX| &L

Linux OSOM EHIAE ST 4!

AlX| C|HFO|A AWS loT 2
EHIAESE{D §fL|Ct.

EHAEE C|Hto|A 7} o|O|

ESo1E AlARol| SEE

ot
7330| Q)& L.

AN EH

. WUE HB ABO| st
x| oot

. 2L AWS @38 WAA7|
o AX| etaLict

* Linux OSO|M HIAESDT 4]

E{o AZ E Q0]

OH O o 2
N

« ClHIO|AE B X| AlRHE 7]
sl FUsHL F 5T
AX| ef&LCH

. X|Z2 758 & AWS loT
ZHEHSHA EIAESH D AlSL

Ct.

O| A& Mol MHE ClHFO|AZF HIAIX[0d 24735t HIA|X|E AWS loT Core 25t O| 8 AWS

loT S|AAE MAMELICT

AWS loT ElAA A

50



AWS loT Core FHEERE FLHA

Create an AWS Create a thing
IoT Core policy and its certificate

AWS IoT thing object

s o

certificate

1. CIHFO|AT7F AWS loT MH|AL 5 X8 £ Qe THEHS FE045t= AWS loT HA EME MME
LIC}.

2. AWS loT 2! sHE X.509 C|HIO|A QIS MOIM AFE M BEME AZELICEH A
2 U= AWS loT BIX|AE 2|0 )= C|H}0|A Q| 7 S M=o C|HIO|AE Q=
AWS loT CoredtD M2 EME C|HIO|AT} &5 2% £ Qle HEHE2 F04&LIC AWS IoT.

(@ Note
the section called “Amazon EC2E AF&310{ 714 C|HIO|A M2 (B) A& §¢21 d< 0|
I O|X|& 7dL45 11 the section called “C|HIO|A ()2 O|SE £ Q
£ o= [ o|z{8t 2|AAE BHELC

Ol AA&MHMHE AWS loT 2&E AE5101 AWS loT 2|AAE B LICH ClHIO|A0M & HElR
ME Kldsts B2 2UEAM IS ClHIO|AN Y OI22EY + (22 ClHto|A9| # EEte
oAl ol HAHE A&t W0l O #l2 & JU&LICH CHE HFEIAM ol HALE dst= 2 AUSA
ot E ClutolAof SAtSHoF ME HoM AHSE & U&LICH

AWS [oT Z3&H A4 A

C|HFO|AE X.509 PIBEME AFE35l04 QIS ELICH AWS IoT Core. /5 MollE AWS loT Z=40| ¢A A K|
o A&LICH Ol2HEt EMe MQTT THI TS EE AAlet g2 01“* AWS loT %2 ClHO|AT}
e £+~ UEX|E AYELICE ClHO|AZF AAS T HIAIXIE B I QIS MHE MBELICHAWS loT
Core.

S
)

AWS loT ZlAA 4 51



AWS loT Core HekXE OFLH A
THAE metM ClatolA7E oAl Z2 O3S Mdsts o HR8 AWS loT S St S 518t
= Mg MMErLICH LIS e ClHO|A QB M| HAZEE = UE=F HA AWS loT HAZ MY
SHoF & LICt.
AWS loT MM S MA5tE{H
1. AWS loT 2£92| 1% HF0M Eot2 MElE OIS "M S MEdghL|Ct
2. OFZ MAo| gi&LICt H O|X|o| M 22 M 4d(Create a policy)= MEHEFLICE
HEol 7|& HAMo| Qe B HA MME MEHELICEH
3. MM M mo|X|oM CHEE £-ELCt
1. ¥ £ M(Policy properties) AlM 9| 242 O|F (Policy name) Z=0f & 0|&
0i:My_Iot_Policy)2 I=IsLICt A O|Fof 7HQ! Al HEE AFSSHH oF ElL|Ct
2. 2 2 M(Policy document) A0l A AWS loT Core 40l CHE 2|AA HMA HEHE F0d
stHLE HE Sl M2 22 MAStLICH 25 Z2}0|MEJ} iot:ConnectE £8E £ QT E
B85t M B2 Hdste{™ Of2 BHE [EAM L.
- YA & 3H(Policy effect) ZE0I|M 5 (Allow)S MEHENLICH O A 5t B Ao o =Y
O| ZAE ZE Zcto|UETH HH & (Policy action) ZEOI| LIPEE 2t S +-E = Us
LIC}.
« H# zd(Policy action) ZE0|M iot:Connect S| HAH =i g MEREHL|CE HAH =HedO|
2t C|HIO|A 7} Device SDKOIA 0| =2 322 Alssh M 3 Meto| 28t 24QlL|C},
- Y g|AA(Policy resource) ZEO| Amazon 2|44 O|§(ARN) E= *E UELICH *=
2E Zcto|ME(CIHIO|A)E MEHFLICE
iot:Receive, iot:Publish 2! iot:SubscribeO CHEF 2 B2 MME{MH A B2
Z7}Add new statement)& MEHE CHS HHAIE BHSEFLICH
Policy effect Policy action Policy resource
Allow v iot:Connect v * Remove
Allow v jiot:Receive v * Remove
Allow v jot:Publish v * Remove
Allow v jot:Subscribe v * Remove

Ad
(=]

AWS loT ZlAA M
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(@ Note
HOo|E 2|3l of W& AlZAME QALEFIE() EXI7L ALSELICH EotE 235t
™ otelcste EAF CHal 22H0[¢1E ARNS 2|AAE X|™H6t0 HA|IXIE 145t
HAIE = e ZEH0|AE(C|HIO[A)E M|BHsHoF & LICH Z2t0[ME ARN2 CHE S
A2 [MELUICH arn:aws:iot:your-region:your-aws-account:client/my-
client-id
JeqLt 2| AA(EEH0|UE CIHIO[A, AFZE MES S)8 HHX| dds

A %
o
Mol eFe = UGLICH REM[EF LIE2 AWS IoT Core 5 2[4

o

mu <
ol
=0

4., G HEE Q25 O S M d(Create)E MERILICE.

REA[EH LHE 2 AWS IoT oA IAME At

()
_o'l_l
rr

I

T
T
o
mjo

]
P
9'|_|
>
>
to

A

M0

A pHE 7|

Am

off (A4 E C|HIO|A = AWS loT BIX[AEE|2| AFE ZX| 2 AWS loT Core EA|EILICH AFE AA=

M ClHIO|A = =2/ AEE|E LIEFLICH 2™ C|HHO|A e MAM(0f: T & HH ALR)
U £ U&L|Ct =5 ofZ2(AH 0|M QUAEA EE=0f KIAE|X|= AWS loT X|BF 2AZEEI CHE C|HIO|
A(0f: AE MM EEE= Mo{EO| Qe AHEHeF #EE S 2™ At 22 =28 IIXNY == U&L

Ct.

AWS loT 2&0|M AFS S MAd5tedH

1. AWS loT 2£2| 21Z 0

2. A= HO[X[olM ALE HHS MEIFFLICH

3. A= d4(Create things) H O|X|o| A Bt AFE M 4J(Create a single thing)Z MEEH F CtF
(Next)= MEAEFL|CE.

4. A= &8 X|"8(Specify thing properties) H 0| X|0{| A AtZ O|&(Thing name)oi| At= 2| O|F(0d:
MyIotThing)2 /=3 LICt.

AlZ O|&2 LIE0| HE &= e 2 MEtAH =L

AtZ 0|5 & HBstH{H M ALS

o
0z
0x
Q'I_l
kI
=
o
i
mjo
A
02
ro
iul
1[0
o
Al
>
M0
jo

AA|BHoF & L|CE.

AWS loT ZlAA MM 53
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® Note
ALZ O|F0of 7HRl Al HEE AE5HH o ELCH M2 0|§2 2E8 x| o2 84 &

Al
B Mol LIEtE == AU&LICH

5. 0| Ho|X|e| LIHX| EE=E+= HI® SLICH CHE(Next)2 ME4EHLICE.

6. C|HFO|A QIBAM F4d - ME ALE H|O|X[o|AM M CIB M RtE MH(HE)S MEELICE ClE2 M
EHerLCt

7. ClBEXMoi M2 44 - MEH ALY T O X|of A 0T EHof| A 8t HAg MEISHLICH o] AlMof

M EHo| O|F2 My_Iot_PolicyLICt. At= 44d(Create thing)S MEHELICE

C

mjo

1. 4 QB & 7| tUES CHR2 25101 LIS A8 Y =+ UL S XM s ELICH ClHto|A0i O]
.l

PIEM IUE MEE M Ot S ol 0|§ 2 XIEELICH CHE2 0|F Ao A El= oY
O|& Lct
RIEM mtd o|F

jrigel| o d=2

Zztold! 7| private.pem.key

HEZ| 7| (Ol M= MEEIX]| AF)

ClHto|A @IB M device.pem.crt

FEECARBAM Amazon-root-CA-1.pem

M

2. A8 SO HIO|E AEXZQIE A ot S ARQE

2C 3 E MENS0q of2{3t mtUof CHEt &
RSA 2048 H|E 7|: Amazon Root CA 1 2E%0i o= CIREEE MEIF
7|: Amazon Root CA 1 /&5 IS CIREE= 8L

or

/A Important
Ol HO|X|& Lt7t7| Hoi| 2B A
B QI A mHelol| of 04} HA|AE 4 glerLich

AWS loT ZlAA MM 54
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O| HAIE 2 2Eh Fol= Al2 S50l M A= 7HAI7H R A|EILICH

O| Eto M= C|HFO|AE AWS IoT Core0l| @145 ghedoi CHEH MEELICH E A|ZHSte{H™
Amazon EC2E Al235t04 7}k CIHFO|A AWS IoT Core £ M A38H7{L} Windows PC EE£= Mac2 loT
C|HIO|AR ALE8E £ U&L]C

A= g JhE XM3st ClHO|A SMHE MEHBILICH AWS loT Core. ZE RJE AT & =& QUX|BF & &
off 3tLERF A|=3tMIR. OfFH C|HFO|A SMO| 7HE MEEHX| 22 & A< (49| CIHHO|A = M(which
device option is the best)2 MEHSI= W2 12 C}Z O] HO|X|E2 EotZLICt.

ClHiO|A =M

+ Amazon EC2E AE735}04 714 CIH}O|A M
« Windows FE = Linux PC EE= Mac2 AWS loT C|HIO|A R Al

- Raspberry Pi EE= CIE C|HIO|A 944

Amazon EC2E Al 875104 714 C|HIO|A M
O| RS MM S0l A 7}A C|HFO|A R AFRE Amazon EC2 QIAEIAE MAISHL|C}

O| At ME 2t=ste{HO| HRELICI AWS AIE. Sl B Al&st7| ©ol| 48 AWS HHEHoMH 4
ot= BHHE 2=5HM 2.

Ol Rt& Mol HiE L2 S0 2 &Lt
« Amazon EC2 QIAEIA MY

+ Git, Node.js A x| & AWS CLIF7

7t ClHIO|AOf CHEF AWS IoT 2lAaA M

« AWS loT Device SDK for JavaScript A x|

ClHtolA 7 55
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. ME OHEEIFHOIM M

* AWS loT Z2£0|M ME Ho| HAIX| 27

Amazon EC2 QIAEIA MX

CHS EA0M= 2213 ClHto|A CHAl 7hy ClHEO|A & & & Amazon EC2 QIARIAE Hdst=
YHE 2o ELICH

Amazon EC2 QIAEAE X2 MAMSt= 72 Amazon EC2Linux QIAEA A|ZH5t717} o E20| E
Zaduct.

OIAEIA AlRf

-

https://console.aws.amazon.com/ec2/M| A Amazon EC2 £ & LIC}.

2. 21%9o| Z& HFolM Instances(QIAEIA) MME TWX| T Instances(QIAEIA)E MEHFHLICEH
Instances(QIAEA) CHA|EE0|M 225 9] Launch Instance(QIAEIA AZHE MESIH 7|2 7
d S50| EAIFELICH

3. Name and tags(0|& & E{1) MMojM QUAEIAO| 0|2 Ut MEIMo = EfOE FIHE L
Ct.

4. Application and OS Images(Amazon Machine Image)(OZ 2|7 0|4 2! OS 0|0|X|(Amazon
Machine Image)) Al440{| A Amazon Linux 2 AMI(HVM)2} Z 0| QIAE A0 CHEF AMI HIZSIE M

EfSILICH SHE El= AMIE= "ZE2| E|0{ A& 718" 2 EA|ELICH

5. Instance type(2UAEHA RH) MMM QUUABHAO| SIER 0] FHE MENY = JU&LICE 7|2
2 MEiEl t2.micro FES MENELICE Z 2| E|o{0] 2ZEQI QIARA RIFQLICY.

o|- ﬂ|°T"

6. Key pair (login)(7| o{(212l)) MMo| EECIR S KoM 7| Ho] O|F 2 MEHSHA PCreate a
new key pair(M 7| 0] H4)& MEASI0 Af 7| HO{1E M EELICH M 7| H o1& ddE e =
11

2to|%! 7| IS CHR R = 5H04 OB Rofl KEHOF BLICH OlUHEt CHR RS 5hT XEHE 4 2
7| HEQILich. QIABIAE ARHE o 7| Hofo| 0|8 KB stn, QIAEIA 178 motch ST
Zatoly! 718 MZsHo BrLIC

/A Warning

Proceed without a key pair(7| H0{ 10| H|%) S M2 ME4SIX| OtM| 2. 7| T of gi0| 1A

E{AE A|EH5IDd QIAEIA O] @438t £ giaL|C}

7. Network settings(UE 3 A4&) MM 4 Configure storage(AEEIX| 74) MMM 7|2 MY

{X|E £ Q&LICH £H|7F 2t 2 £/™ Launch instances(QIAEIA A|ZHE MENEHLICE
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/EC2_GetStarted.html
https://console.aws.amazon.com/ec2/

b otLH A

AWS loT Core THEFR

8. =l mo|x[oM QIABIATE Al SOIX| &ele &= JU&LICH QIATA HI|E MEI5to] &0l o
O|X|E &1 2&£ =2 =otZfLct.

9. QIAEA FHO|M Al HEHE 2 = JUELICH QIAEAE A|Z St O 2F7t AlZHO] 2 E
LICH QUIARHAE A|ZE i 7| HE = pendingQILICH QIAEIATL A|ZHEl 0l AEH7}
running2 £ HH¥# T HEZ! DNS 0|§2 Er&LICt (H{E 2| DNS(IPv4) €0| 574X = &
? HO|X| LER & 2MEof (e € EA/E7I7I(7]01 2 0t 0|2)E MENE CHE HE E
DNS(IPv4)E MEHEFLICEH)

10. e = UEE QIAEHAI ZH|E WX E & S 23 =+ U&LICH QIATAT} el &0l
EQOISHML. &4Ef AAF HoM O| HEE = &= &Lt
AFAO AZELICH

stof stz =

Amazon EC2 £ 0| QIAEIAE MENF T Amazon EC2 Instance ConnectE AHE
MEdSH HeteXq 7|gt EEF |IIEE A& 35t0od QIAR AN A2 = AU &LICE Instance Connect=
Het2 MElsto] M3l HAZE xS e

https://console.aws.amazon.com/ec2/0{| A Amazon EC2 2&

_IﬁE_-I/\)E MEHSHL|C}.

2 MEELCH

[0
2
r
_ITI_

2% M|+ oM Instances(
RQUIAFAE MENS CHE A

Amazon EC2 Instance Connect, Connect(®1Z)

1
2
3.
4

4010k &FL|C},

O|X| Al Amazon EC2 QIAEIA 0| 22 21El Amazon EC2 Instance Connect 20| @

Git, Node.js x| 2! AWS CLIFA
201 GitZ} Node.jsE Ax|gL|CH.

O] MMoi M= Linux QUAH
Aollo|E&LICt

GitE Mx|st24H™
1. Amazon EC2 Instance Connect &0i| A C}S H S AL 504 HAE
sudo yum update -y
2. Amazon EC2 Instance Connect &0i| A Ct S BH S At835t0d GitE A xIELICH
sudo yum install git -y
57
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3. Gito] dX|xlof {1 24X HH 2| Gito| ER|=lo U=X| FHRlsted™ ChE BB S AdELICH

—

git --version

Node.js& A x|5tc{™
1. Amazon EC2 Instance Connect & 0| A C}& BHE AFE510] nvm(E HA ZE[RHE HR[E L

CH.

curl -o- https://raw.githubusercontent.com/nvm-sh/nvm/v0.34.0/install.sh | bash

nvmE At&StH 02 HHE 2| Node js& MX[E = U o] HT ZHS TEtE = U7| MHE o 0
7|M= nvmE At&3t04 Node.js& AXIELICY.

2. Amazon EC2 Instance Connect & 0| M CIS BHE ALE 5104 nvmS E A3t ct.

. ~/.nvm/nvm.sh

3. Amazon EC2 Instance Connect &0l M Ctg HHEZ Ar&3504 |4l HHT12| Node.js& A XI5H7| <

i nvme AFEEHLCt.

nvm install 16

® Note

0| HH0{E A& Node.js@| =& LTS 2 E2|AE MRIEHLIC

Node.js& AX|3tH npm(= & WZ7|X| B2[AH e EX|E22 Heo M2l FIF E2ES PRI =
A& L.

4. Amazon EC2 Instance Connect &0{|AM C}& BHZ ALE 504 Node.js7t x| SHIEA A
dr|l=X HAEFLICEH

node -e '"console.log('Running Node.js ' + process.version)"

O| At& MO M= Node v10.0 0|2 O] ERELICH AtMIEt HE &= Rt&AM: Amazon EC2 QIARA
0| A Node.js A’ (Tutorial: Setting Up Node.js on an Amazon EC2 Instance)=2 & Z5tM[2.
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g Fdsted™ AWS CLI

Amazon EC2 RIAEIA 0= AWS CLIO|(7}) Ol2] 2= a22{Lt AWS CLI Z2 Zlg =h4dsiof &
LICH CLIZ TAI5t= ghedof CHBE RFMIEH ME = AWS CLITAIS 2 X 5HAM2.

1. Ch3 oMz ME 4E 204
=4
—_ -

ELICE OIS Ar 82| IRt ez nAFLICH o] 2f2 AWS 2
£o| HY E&oi X

t74 5B (Security credentials)0oll M &2 = Q& LICH

30

1L

Amazon EC2 Instance Connect £ 0{|AM CI S B l24stL|ct.

aws configure

aH

Ojo
ke

AME ZEZE AHEHel 2t UHFLIC

AWS Access Key ID [None]: AKIAIOSFODNN7EXAMPLE

AWS Secret Access Key [Nonel: wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY
Default region name [None]: us-west-2

Default output format [None]: json

2. OIS BHES AE50{ AWS CLI M HAEE = /&Lt

aws iot describe-endpoint --endpoint-type iot:Data-ATS

AWS CLI 0] 2HHZ7 TAHE 22 BUSoM A= ZOIE FAS YrehsioF FLICHAWS HIE.
7HAF CIHFO| A1 CHEF AWS I0T ZlAA Al

Ol MOl A= AWS CLI & AFE 3104 7H ClukOIA0IA AL ZARI9} ST Q1B M TS AT Madst
S weig MHELICH O A2 CHE HAEOIM ClHHOIAR SAE I} SaE £ U= HRYHQl =
3 SME Lst7| /s ClutolA0lM KT £BEILICH 0] MMofAfs Jh4 CIHHO|AS 913 ChEDH 2
S BlAAE WML

+ 7 CIHFOIAS LIER ALS Z4FIRILICH AWS loT.
+ 74 CIHHOIAE QI 57| QI8 QIBA.
+ 7hA CIHHOIATE AWS loTOl HZI5tT HIAIKIE HAL 241 U TS £ U= HEHS Roists B

2.
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Linux QIAEIAOIA AWS IoT AFE ZHAIE MAISHE{H

—

o @ZAEl C|HIO|AE AWS loT BIX|IAEE[Q] AFE _'17'<|§ AWS loT EA|EILICH A2 ZHR|= EX C

— | o
HFO|A EE= =2|X QE{E|E LIEFHLICH O] B AFE ZHA|= 7}AF C|HFO|A Q] O] Amazon EC2 Q1A
EAAE LIEFHL|CEH

1. Amazon EC2 Instance Connect &0 M CIS HHE AZ5I0{ AFE A E CHELCEH

2. JSON 8H2 21 Zotof gLct.

{
"thingArn": "arn:aws:iot:your-region:your-aws-account:thing/MyIotThing",
"thingName": "MyIotThing",
"thingId": "6c¢f922a8-d8ea-4136-13401EXAMPLE"
}
Linux QIAEIA O AWS IoT 7|9 QIS ME MAet 1 odZ25ted™
create-keys-and-certificate @& 2 Amazon Root 21F 7|2t0{AM MEFH Z2I0|HE QB MHE HMHE
LICt. o] QIEME 7+ ClHtola ol Rt ZHE 2IE 5= o ASELICH

1. Amazon EC2 Instance Connect 20l QIS A 2! 7| o}

mo
bl
0
ek
ul

o
[l
gl
[
0z
0z
o
-
n

mkdir ~/certs

2. Amazon EC2 Instance Connect Z0lM Ct& BHEE AF&350{ Amazon CA(R1E 7|2 eIE AL
MEZ CI2EEFLCEH

curl -o ~/certs/Amazon-root-CA-1.pem \
https://www.amazontrust.com/repository/AmazonRootCAl.pem

3. Amazon EC2 Instance Connect & 0|M CIS HHS A&5to Z2tol8! 7|, HE =] 7| 2! X.509 @2l
SM IUS MMELICH E8to| HHE2 QISME S§5t1n &d

33t &FLICH AWS loT.

aws iot create-keys-and-certificate \
--set-as-active \
--certificate-pem-outfile "~/certs/device.pem.crt" \
--public-key-outfile "~/certs/public.pem.key" \
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--private-key-outfile "~/certs/private.pem.key"

QIEE certificateArn2 X%&s&H SL|

A
T
1 HME 2B Mol AdZst= ol EELCh

"certificateArn": "arn:aws:iot:us-
west-2:123456789012:cert/9894bal7925e663f1d29c23af4582b8e3b7619c31f3fbd93adcb51ae54b83dc2",
"certificateId":
"9894bal7925e6631f1d29c23af4582b8e3b7619c31f3fbd93adcb51ae54b83dc2",
"certificatePem": "

MIICiTCCEXAMPLE6m70RwOuX0jANBgkqhkiGOwOBAQUFADCBiDELMAKGAIUEBhMC
VVMxCzAIBgNVBAGEXAMPLEAwWDGYDVQQHEWdTZWFOdGXx LMQS8wDQYDVQROKEWZBbWF6
b24xFDASBgNVBASTCOLBTSEXAMPLE2xTMRIWEAYDVQ@DEWLUZXNOQ21sYWMxHzAd
BgkqhkiGOwOBCQEWEG5vb251QGFtYEXAMPLEb2OwHhcNMTEWNDIIMjAONTIXxWhcN
MTIwNDIOMjAONTIXxWjCBiDELMAKkGAIUEBhMCEXAMPLEIBgNVBAgTALdBMRAwWDgYD
VQQHEwdTZWF@dGx LMQ8wDQYDVQQKEwZBbWF6b24x FDAEXAMPLESTCOLBTSBDb25Z
b2x1IMRIWEAYDVQQDEwLUZXNOQ21sYWMxHzAdBgkqhkiGOw@BCQEXAMPLE251QGFt
YXpvbi5jb20wgZ8wDQYIKoZIhvcNAQEBBQADgYOAMIGIA0GBAMaK@dn+aEXAMPLE
EXAMPLETEvYySWtC2XADZ4nB+BLYgVIk60CpiwsZ3G93vUEIO3IyNoH/fowYK8mIT
rDHUdUZEXAMPLELG5M43q7Wgc/MbQITx0USQv7c7ugFFDzQGBzZswY6786m86gpE
Ibb30hjZnzcvQAEXAMPLEWIMmM2nrAgMBAAEWDQYJIKoZIhvcNAQEFBQADgYEAtCu4
nUhVVxYUntneD9+h8Mg9qEXAMPLEyExzylwaxlAoo7TIHidbtS4J5iNmZgXLOFkb
FFBjvSfpJI1J00zbhNYS5f6GuoEDEXAMPLEBHjInyp3780D8uTs7fLvjx79LjSTh
NYiytVbZPQUE5Yaxu2jXnimvw3rrszlaEXAMPLE=

————— END CERTIFICATE-----\n",
"keyPair": {
"PublicKey": "----- BEGIN PUBLIC
KEY----- \nNMIIBIjANBgkqhkEXAMPLEQEFAAOCAQSAMIIBCgKCAQEAEXAMPLEInny JwKSMHw4h

\NMMEXAMPLEuuN/dMAS3fyce8DW/4+EXAMPLEy jmoF/YVF/
gHr99VEEXAMPLES5VF13\n59VK7cEXAMPLE67GK+y+jikqX0gHh/xJTwo
+SGPWEXAMPLEDz18x0d2ka4tCzuWEXAMPLEahJbYkCPUBSU8opVkR7qkEXAMPLEIDR6sx2Hoc1i00LtubFkw91swQWE
\GB3ZPrNhoPzQYvjUStZeccyNCx2EXAMPLEvpOmQOUXP6p1fgxwKRX2FEXAMPLEDa
\nhJLXkX3rHU2xbxJISq7D+XEXAMPLEcw+LyFhI5mgFR188eGdsAEXAMPLEINnI9EesG\nFQIDAQAB\n-----

END PUBLIC KEY----- \n",

"PrivateKey": "----- BEGIN RSA PRIVATE KEY----- \nkey omitted for security

reasons\n----- END RSA PRIVATE KEY----- \n"

}

4. Amazon EC2 Instance Connect 20{ A C}= a3 al, oo
certificateArng Al235t04 B2 BHE OIS A0l At

MO
N
i

M

e
1l

o

r

o
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aws iot attach-thing-principal \
--thing-name "MyIotThing" \
--principal "certificateArn"

O| BHO| M2 A™E|™ o{ ST EAISHX]| ef&LICH

X4 R=H
o

t24H

fjo
ol

A 445t04 9472

—

Amazon EC2 Instance Connect & 0| A 0| H& EME S AI5t04 O|F 0| ~/policy.json?! Tt
o £0{ Ho{A{ &= mjale AAISHL|C}.

AbF AFEStE Linux HEZ(7t gl B9 ChE HEE AH838t0d nanoE & + JUA&LICH
nano ~/policy.json

policy.jsonof CHgt M B ME E0iE&LICH nano HE7|E FE(Ctrl-X)5t 1 TUS K&
L|CF.

policy.json& MM EMo| LI8.

JSON

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"iot:Publish",
"iot:Subscribe",
"jot:Receive",
"iot:Connect"
]I
"Resource": [
wan
]
}
]
}
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2. Amazon EC2 Instance Connect & 0|M CHS BHES AHE5I0{ HAE MdgrL|Ct.

aws iot create-policy \
--policy-name "MyIotThingPolicy" \
--policy-document "file://~/policy.json"

"policyName": "MylIotThingPolicy",
"policyArn": "arn:aws:iot:your-region:your-aws-account:policy/
MyIotThingPolicy",
"policyDocument": "{
\"Version\": \"2012-10-17\",
\"Statement\": [
{
\"Effect\": \"Allow\",
\"Action\": [
\"iot:Publish\",
\"iot:Receive\",
\"iot:Subscribe\",
\"iot:Connect\"
]I
\"Resource\": [

\ll *\ll

n
’

"policyVersionId": "1"

3. Amazon EC2 Instance Connect & 0|M CtS BHHES AFE 35104 A E JH4k CIHEO|A Q| Q1B Mo

0

AgELIc

aws iot attach-policy \
--policy-name "MyIotThingPolicy" \
--target "certificateArn"
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o

O| BP0l Moz A=A o E3T E AlstX| ef&LICH

AWS loT Device SDK for JavaScript A X|

O| CHlol M= O Z2|7|0|A40| AWS loT 2 ME 2 7270l EAIGH= O AIEE £ Q= 37} 2§

m¢
ﬁm

=l AWS loT Device SDK for JavaScriptE &
SAWS loT C|HIO|A SDKE & ESHMIL.

FLICH REAMIEE L& 2 JavaScript GitHub ElZX|E 2|

Linux QIAEIA O AWS IoT Device SDK for JavaScriptg& A x| 524

1. Amazon EC2 Instance Connect & 0| A<{0| BB E A& 35t0{ AWS loT Device SDK for JavaScript
2|ZX|E2|E & aws-iot-device-sdk-js-v2 CIEEE|Q| C[EEE|0f SA|&LICE.

cd ~
git clone https://github.com/aws/aws-iot-device-sdk-js-v2.git

2. O™ A0 HMEt aws-iot-device-sdk-js-v2 CIHEZ|2 O|S & LIC.

cd aws-iot-device-sdk-js-v2

3. npm= At&30 SKDE M x|EfLICt

npm install

ME ofZEIH0IM MY

Chg M4do] TRIS of Eol EAIE Cf2 7| L @IS A Dol 7H4 Clbtolof KFElof Uckn 7hE
gt
= .

RIEM utd o|&
i gey o g2
zzlolg! 7| ~/certs/private.pem.key
ClHto|A @IF M ~/certs/device.pem.crt
FE CAQSAM ~/certs/Amazon-root-CA-1.pem
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O] MMof|AM= AWS loT Device SDK for JavaScript@| aws-iot-device-sdk-js-v2/samples/
node C|HEZ|0| U= pub-sub.js ME HS x|t AgLICt o] 42 C|HO[A QI Amazon
EC2 QIAEATII MQTT 2HO|EBHEIE AFHE 3509 MQTT HIAIXIE AAlIStD 55HE S EoiEL|
Ct. pub-sub.js ME A2 topic_1 FME #5351 s FH|ol 107H2| HIAIX|E HAISHZ HAIX]|
HEFHEEE U2 HAIXIE EAIFLICH

AH

OH
(=]

e Mxlstn A

=

0%

st

I3
mo
ol

1. Amazon EC2 Instance ConnectOil M CtE HHE S AF&50{ SDK7| 448t aws-iot-device-
sdk-js-v2/samples/node/pub_sub C|HEE|2 0|55t ME HS MxIELICY.

cd ~/aws-iot-device-sdk-js-v2/samples/node/pub_sub
npm install

2. Amazon EC2 Instance Connect & 0| A 0| BHEZ AtE 3040l M your-iot-endpoint AWS loT
E 7tX &Lt

aws iot describe-endpoint --endpoint-type iot:Data-ATS

3. Amazon EC2 Instance Connect H#0|M your-iot-endpointE EA|E CHZ A lstD CIS H

FE A™dEfLCH

node dist/index.js --topic topic_l --ca_file ~/certs/Amazon-root-CA-1l.pem --cert ~/
certs/device.pem.crt --key ~/certs/private.pem.key --endpoint your-iot-endpoint

AH

OH
e |

=

Ct

Mkl
rlo
0jo

22 s s>

1. A 2| AWS loT Core ol 448 L|Ct.

2. HIAIX| =X topic_12 TS5t T FA|ofl CHEH = 2&15t= HIAIX| Al
3. topic_1 FA[ofl 107H2] HIAIX| HIAl.

4. CtS30t RAEH 23 Z AL

Publish received. topic:"topic_1" dup:false qos:1 retain:false

{"message":"Hello world!", "sequence":1}
Publish received. topic:"topic_1" dup:false qos:1 retain:false
{"message":"Hello world!", "sequence":2}
Publish received. topic:"topic_1" dup:false qos:1 retain:false
{"message":"Hello world!", "sequence":3}

Publish received. topic:"topic_1" dup:false qos:1 retain:false
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{"message":"Hello world!", "sequence":4}

Publish received. topic:"topic_1" dup:false qos:1 retain:false
{"message":"Hello world!", "sequence":5}

Publish received. topic:"topic_1" dup:false qos:1 retain:false
{"message":"Hello world!", "sequence":6}

Publish received. topic:"topic_1" dup:false qos:1 retain:false
{"message":"Hello world!", "sequence":7}

Publish received. topic:"topic_1" dup:false qos:1 retain:false
{"message":"Hello world!", "sequence":8}

Publish received. topic:"topic_1" dup:false qos:1 retain:false
{"message":"Hello world!", "sequence":9}

Publish received. topic:"topic_1" dup:false qos:1 retain:false
{"message":"Hello world!", "sequence":10}

MEZ g Mlste ol EX7E /e B2 the section called “MEZ ofZ2/7H0|M BN HEE HEF L
ct

MI oHo| 4381 QI xte{o]| CHSH REM|BF HIA|RIZ2 EAISIEE WIS --verbosity debug It}
OEE F7te == J&LItt ol §E = EXME siEsts ol 28 =82 M3E = UsLICH

AWS loT 2£0|M ME ol HIAIX| 27|

AWS loT 2£0|M MQTT E|lAE ZCI0|MEE AFE35H04, ME Ho| HAIX[7F HIAIX| EEFHE S}
g Y HAIXRIE 8 = UYUSLICH

AHZ OHOJ| A HIAIBF MQTT HIAIXIE E2{H

-

MQTT 22I0|21EE AF25104 AWS loT MQTT HIAIX| E7|2(8) AEELICE Ol MQTT HIA|
X7l HIAIX| EE27E E0HE l SHE HIAIXRIE 27| I3 AWS loT 2&0A MQTT BHIAE Z2t
O|HEE A5t W g mWetstE ol == 0| EuCh.

2. AWS loT &0 MQTT HIAE Z2I0|¢EE iL|Ct.

3. Subscribe to a topic(F Al 7t 5)0i| M topic_1 FHE == LICEH

4. Amazon EC2 Instance Connect 0| ME S CHA| A-ST AWS loT 2£2| MQTT EHAE
20| E M HIAIX|E & lgLICH

cd ~/aws-iot-device-sdk-js-v2/samples/node/pub_sub
node dist/index.js --topic topic_l --ca_file ~/certs/Amazon-root-CA-1.pem --cert ~/
certs/device.pem.crt --key ~/certs/private.pem.key --endpoint your-iot-endpoint
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Al

fx

MQTT X7t Z2EZE AWS loT Core X|#Hst= &0l CHEF RHAlEH LIS MQTT

i
i
[e]l]

Windows EEE Linux PC EEE Mac2 AWS loT C|HIO|AZ AL

O R‘t&MAIM=2t &7 AL E 7HRI8 HFEIE FHELICH AWS loT. 0| X|E2 Windows & Linux
PC2 Mac2 X|EtLICE 0|2 QISHME HAFE0] AZEQ0{E M| oF ELICH HAFE{ AZESY
0{E& MX|5tX| fei{= F Amazon EC2E AFE5t0{ 7hH4f ClHFO|A HMHES(E) Al 5to] 7+ A
ol ZE AZES|0E HRIE + U&LICH

Ol At& Aol HiE LHE2 Ch3t Z&LCh

. THQIS HEE| AIFY

+ Git, Python 2! AWS IoT Device SDK for Python A4 %|

- BAs H-stn ME ol EE|F 0[S A-ELICH

« AWS loT 2£0|M MZ Mol HIA|X| E7|
« PythonOllM 28 75 0| A| A&5}7]

7ol

— =

SRk

3

O| A& AME 22 5tedH QIE{Ho 24Z2E! Windows EE = Linux PC &= MacO| Z8fL|Ct.

CIS BHE TI&s7| Mol AFE 0 BHEE 22 A 5+ U=EX| ZIELICH Windows PCOH|IA
cmd.exeE AF2EFLICH. Linux PC EE= MacH M= Terminal2 AF2EFLCE.

Git, Python 2! AWS loT Device SDK for Python A x|
O| B+l M= PythonZt PythonE AWS loT C|HFO|A SDKE ZHFE{0i| Ax|ELICt.

| & HA 2| Gite} Python A x|

b

Ol MRto M= PCO Z|& HEH Q| Git & PythonS Mx|ste Y'HE MHELICH
Gitet Python2 AFE 0 Ct2 =2 =5t 1 HX|5EdH

1. AFHE Git7t DR|=lod J=X| &lEfLch BEE0| g BB S UL
git --version

BHE0| Git HHE EAlstH Git7F AXIE o= =2, Oh3 EAHE T-E + A&Lich
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HH| LF 7 E AIE|™ https://git-scm.com/downloadE €1 HFE{0 GitE MXISIMIL.
o
=

2. PythonO| O|O0| EX|xlo{ RY=X| FlgfL|ct BE S0 CF

python -V

@ Note
O] HHEO 2 Python was not found 27/ 7t YM5t= 22 2 #MA 7+ Python v3.x
A 02 Python3(2)2 S E5t7 LEH—E%' = &L 0| B2 pythono| 2E QlA
EAAE python3(2)Z HFF 1 O] Ak& Mol LIHK| EHE TI-ELICH

20| Python X2 E A5t PythonO| 0|0 Mx|Elof Qe ZdLIC O] XF& A0l A E Python
v3.7 O|&0| gL |ct,

3. PythonO| dx|xz|o{ Qo™ o] BHade| LIHX| EHAHIE AE + &Lt J=X| k2 &3
Tl=grLct

40
b

4. https://www.python.org/downloads/& Q1 HAFEO| Mx| Z2IYS CIRZ =M.
| —

5. CIRZECJIAISCR MAIE|X|femCizEst Z203e

>

#3504 Python2 A XIEFLICEH
6. PythonQo| AX[|E = QIgfLICt.

python -V

BHZI0| Python HME EAISHEX| & QIELICH Python HHE 0| EA|E|X| et 2™ Python2 CHA| C}
RE2E5104 x| EAM 2.

AWS loT Device SDK for Python A x|

ZAFE{0ofl Python® AWS loT Device SDKE M x|5tz{H™

1. AWS loT Device SDK for Python2| v2& A x|gfLICt.

python3 -m pip install awsiotsdk

2.  AWS loT Device SDK for Python 2|Z X|E2|E & C|ZE{ 22| aws-iot-device-sdk-python-v2 C|Z]
E{Zlo SAMELICE ol ™XloMHE MXIsteE me| 7|2 CIHEE|E #(home) 22 K| ELICH
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# CIEE 2|0 AN {xl= 2 MAof et CHE LICE
Linux/macOS

macOS2t Linux0l A #C|RE{ 2= ~LICH

cd ~
git clone https://github.com/aws/aws-iot-device-sdk-python-v2.git

Windows
WindowsOAH= cmd E0AM CHS BHE2 M-S0 # CIREE G2 E &2 + U&LChH

echo %SUSERPROFILE®%
cd %SUSERPROFILES

git clone https://github.com/aws/aws-iot-device-sdk-python-v2.git

(® Note

cmd.exe CH4l Windows PowerShell€ AI235t= A< OIS W22 A28t

echo $home

REMIEH LI Python GitHub Z|Z X|EZ[2AWS loT C|HIO|A SDKE 2 ZSHAIL.

(=]

certs C|HE{2|E BFSLICE. the section called “AWS [oT Z|AA AAI0|AM AFE ZHAE MM S

T SS¥ I KMEE Zato|Y 7], ClutolA AIFM W FE CA 215 M IHYUS certs CIE2o]
SARBILICH CHA CIZYE{2I0f = 2 Thelol O& 2 EfolE ol T OIE I YxIsHok BrLict,

>...
ok

Chg Aol B2 o Eoll EAIE CHZ 7| U Q1B A 14| ClHol20] XF Elof QT 7haEt

A oHd
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Linux/macOS

CHe TS Aol ME HEIFHOIMS MBY I ASY certs 59 CIMEIEIE MAE
L|Ct.

mkdir ~/certs

ot o d=2

Zztold! 7| ~/certs/private.pem.key
ClHto|A @IF M ~/certs/device.pem.crt

FEE CAQIBM ~/certs/Amazon-root-CA-1.pem

S BES Adstod certs CIEEE[S| TS Lidstn 20 LtEE ot Ut W W gL

ChS BE S ddstod ME ofE2|7olds A

09&

g M A8 certs ot CIRECZIE YEE

bl 1l =
Zztoldl 7| %USERPROFILE%\certs\private
.pem.key
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e mel Az

ClHtO|A Q1B M %USERPROFILE%\certs\device.
pem.crt

EE CA QS M %USERPROFILES%\certs\Amazon-

root-CA-1.pem

CHS BYEE AAs0] certs CIMEE[S] Tt U S LiY¥stn #of LtEE ot H|mEhL|ct

dir %USERPROFILE%\certs

A MHS D ME fEEIA0IMS MEELIT

O] EtHMH= HAME M35t AWS loT Device SDK for Python2| aws-iot-device-sdk-
python-v2/samplesC|ZE{Z|0f Q& pubsub.py MZ AJRIEE MstLICL 0| AT R|IEE C
HFOIAZF MQTT EHOIEBHE|IE A& 35104 MQTT MHIAIX|E HA| & 55t WS 2o FLICH

pubsub.py MZ Y2 test/topic TME F55t1 T Ao 10702 HIAIX|E A AlstD HIA|K]
HZFHZEE] &2 HAIKIE ZAIELICH

[T

pubsub.py ME A3 EEE Mdsit{H CHE HE7 L ELICH

ofZ2|7 0l mtetolE Zf

el gul )= iUs s = UAe 9
your-iot-endpoint 1. AWS loT 2£9| 1% M|l A % (Settin

gs)= MEHELICE.

2. M Ho|X|oH A=ZQIETJ} C|HIO|A O
Ol AIEXZQIE MMoi| & AIELICEH

your-iot-endpoint 2t A2 endpoint_id-ats.iot.region.amazonaws.com(0d:
a3qj468EXAMPLE-ats.iot.us-west-2.amazonaws.com)®L|C}.

AFZEE MsH7| Mol AHE HMO| ME AT ZEO| AT, T, AAl U £ A £ e HEHS A
L

—_— = =
Sot= x| & lghLct.
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AZ Elaol CHet HH EME B HEotcdH

1. AWS loT &£ 9| AFZ(Things) S50 M C|HIO|AE LIEIHLHE AFE ElA&A

2. LC|HIO|AE LIEtLH= AtE E|lAA 0| O|F(Name) &3 & MEHSI0 AbE MR H
1 0| X|& HFLICt.

3. AE MI® HEHE(Thing details) I 0| X| 2| 21& M(Certificates) B0 M AtE ElAA00 AZE QIS M
E MEELICH SRols /& M7t stLtet Qlo{ok ELCH oE] 7 e B ClHtolAof mho|
MX|Z|o{ LT AWS loT Core0fl 21Z2%t= O| ALEE QUBME MEHEFLICE.

21& K(Certificate) M| F E= H 0| x|2| <5""—'1(P0I|C|es) EHOJ| A Q1F Aod
Lt Qlofof BfLICt of2] 7 @ Eé zkztol s CHS EHHIE
Ol ZRet HHA HEHE Boist=K| &

= T

74 =
= I_
HF=5tod Z|A8 stLte

M (Policy) 712 HO[X|0{A JSON HEZ|E &1 HH E A TE(Edit policy document)S A1EH
T{X|5

otod Eeoi et X EME HE ot WRIELICH

5. CHZ ollmlofl A JSONO| EA|EILIC} "Resource” RAMME Zt Resource Zt AWS H% of
M AWS 2|™ & region:accountZ HiELIC}

JSON

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": [
"iot:Publish",
"iot:Receive"
]I
"Resource": [
"arn:aws:iot:us-east-1:123456789012:topic/test/topic"
]
}I
{

"Effect": "Allow",
"Action": [
"iot:Subscribe"
1,
"Resource": [
"arn:aws:iot:us-east-1:123456789012:topicfilter/test/topic"
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]

}I

{
"Effect": "Allow",
"Action": [

"iot:Connect"

1,
"Resource": [
"arn:aws:iot:us-east-1:123456789012:client/test-*"
]

}

Linux/macOS

Linux/macOSOA ME ATJERIEE Al

0%

&t

1. HHE FolM s BHES ALE 5104 SDKIt PHE ~/aws-iot-device-sdk-python-v2/
samples/node/pub_sub C|HEE|Z O|S & LICt

cd ~/aws-iot-device-sdk-python-v2/samples

2. HHE FolM your-iot-endpointE EA|IEI CHZ HIP T ChS HHEES AELICH

python3 pubsub.py --endpoint your-iot-endpoint --ca_file ~/certs/Amazon-root-
CA-1.pem --cert ~/certs/device.pem.crt --key ~/certs/private.pem.key
Windows
Windows PCOIlA ME Hg Aleste{™

1. HABZE Fof|M Ct2 B AL=25104 SDK7} BHE %SUSERPROFILES\aws-iot-device-
dk-python-v2\samples C|AEE|Z|Z 0|55t ME He Mx|EL|CH

0

cd %USERPROFILE%\aws-iot-device-sdk-python-v2\samples

2. BHE FolM your-iot-endpointE& EAIE CHE HF 10 ChS BHES A>ELICE
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python3 pubsub.py --endpoint your-iot-endpoint --ca_file %USERPROFILE%
\certs\Amazon-root-CA-1.pem --cert %USERPROFILES%\certs\device.pem.crt --key
%SUSERPROFILE%\certs\private.pem.key

AH

ME AZZIEE T 2S HYS S BFLIC

M|kl
0jo

1. HZH 2| AWS loT Core 0ff 24Z4gL|C}.
2. HIAIX| =X test/topicE TSt silE F Aol CHaH = Al5tE HIAIX| E A
3. test/topic FX|0ll 107H2] HIA|X| HAl.

4. CtSo fAE 23 E AL

Connected!

Subscribing to topic 'test/topic'...

Subscribed with QoS.AT_LEAST_ONCE

Sending 10 message(s)

Publishing message to topic 'test/topic': Hello World! [1]
Received message from topic 'test/topic': b'"Hello World! [1]"'
Publishing message to topic 'test/topic': Hello World! [2]
Received message from topic 'test/topic': b'"Hello World! [2]"'
Publishing message to topic 'test/topic': Hello World! [3]
Received message from topic 'test/topic': b'"Hello World! [3]"'
Publishing message to topic 'test/topic': Hello World! [4]
Received message from topic 'test/topic': b'"Hello World! [4]"'
Publishing message to topic 'test/topic': Hello World! [5]
Received message from topic 'test/topic': b'"Hello World! [5]"'
Publishing message to topic 'test/topic': Hello World! [6]
Received message from topic 'test/topic': b'"Hello World! [6]"'
Publishing message to topic 'test/topic': Hello World! [7]
Received message from topic 'test/topic': b'"Hello World! [7]"'
Publishing message to topic 'test/topic': Hello World! [8]
Received message from topic 'test/topic': b'"Hello World! [8]"'
Publishing message to topic 'test/topic': Hello World! [9]
Received message from topic 'test/topic': b'"Hello World! [9]"'
Publishing message to topic 'test/topic': Hello World! [10]
Received message from topic 'test/topic': b'"Hello World! [1@]"'
10 message(s) received.

Disconnecting...

Disconnected!
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AMZ s AllStE O 2X|7F 9= A the section called “M4Z o Z 2|7 0|M EX|| s F"E HAEEHL

HME Aol +& S 2ol CHEr RtMIEF HIAXIE E Al S BHEO --verbosity Debug mtzf
o

|[BHE F7te + &Lt ol @2 = &/ & siidst= ol 20| & = J&Lich

i

AWS loT 2&0|M ME ol HAIX| 27|

AWS loT 220jA MQTT E|AE S2l0|HEE AFZ35t0d, ME Ao HAIX|7} HAIX| 2272 S1t
g M i HAIXIE = = A&LICH

AH
=]

ol A HAIBF MQTT HIAIX|E EE{H

MH

-

MQTT Z22t0|MEE AF25F04 AWS [oT MQTT HIAIX| 27|2(8) AEELICE ol MQTT HIA|
X7l HIAIX| EE27HE E0HE lf SHE HIAIRIE 27| I8 AWS loT 2£0A MQTT HIAE Z2t
O|HEE A5t W g metstE ol == 0| EuCh.
2. AWS loT &0 MQTT HIAE Z2I0|¢EE iL|Ct.
3. Subscribe to a topic(F A T 5)0i| M test/topic TME TS ELICEH

O

4. HHE HoIM ME A CHA| AT AWS loT 2£2] MQTT S2H0[AE 0l M HAIXIE 2 olg

Linux/macOS

cd ~/aws-iot-device-sdk-python-v2/samples

python3 pubsub.py --topic test/topic --ca_file ~/certs/Amazon-root-CA-1.pem --
cert ~/certs/device.pem.crt --key ~/certs/private.pem.key --endpoint your-iot-
endpoint

Windows

cd %USERPROFILE%\aws-iot-device-sdk-python-v2\samples

python3 pubsub.py --topic test/topic --ca_file %USERPROFILE%\certs\Amazon-root-
CA-1.pem --cert %USERPROFILE%\certs\device.pem.crt --key %USERPROFILE%\certs
\private.pem.key --endpoint your-iot-endpoint

MQTT L7t Z2ZEZE AWS loT Core X|st= &0l CHEF XEA[EH LIE2 MQTTE & Z oM.
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PythonOlAM S/ 75 o|A| A&5t7|

AWS loT Core = MQTT 3 X MQTT 5 250 Clisf S 7 752 XML LICH SR 752 AAESHH 0
ol 2etO|UET} & FHo| OiE 752 S/RE = U2H F5 Soff s FAoff AAE O
AIX|E et Seto|UER 0 + EGLICH SR 752 AHEstH 5o A

ZIE|E A S&LICH $share/{ShareName}/{TopicFilter}

1. 3R 75 HAIE AYS{H MQTT 5 SR 750l HBE CHE AZ YME HEsHoF HLICt
2. 37 TEAE AYsH s YES AELIO

Linux/macOS
Linux/macOSOM MZE AJEIEE Al&H5e{™

1. BHE HolMCIS HHES AF835104 SDK7} PHE ~/aws-iot-device-sdk-python-
v2/samples C|EE{Z|Z2 O|SELICH

cd ~/aws-iot-device-sdk-python-v2/samples

2. HHZE 2olM your-iot-endpointE EAIE CHZ Hi D CHS HYS Aldstct.

python3 mqtt5_shared_subscription.py --endpoint your-iot-endpoint --ca_file
~/certs/Amazon-root-CA-1.pem --cert ~/certs/device.pem.crt --key ~/certs/
private.pem.key --group_identifier consumer

Windows
Windows PCO|AM MZ e AlZ5te{H

1. HBZE Fo|M e HHES AF2510{ SDK7} BHE %USERPROFILE%\aws-iot-device-
k-python-v2\samples C|EE{Z|2 O|S5tn ME HS A x| LICt.

()

cd %SUSERPROFILE%\aws-iot-device-sdk-python-v2\samples

2. HWHE HolM your-iot-endpointE EAIE CHZ HIF 1 CFS HHS AsshL|CH

python3 mqtt5_shared_subscription.py --endpoint your-iot-endpoint --ca_file
%USERPROFILE%\certs\Amazon-root-CA-1.pem --cert %USERPROFILE%\certs
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\device.pem.crt --key %USERPROFILE%\certs\private.pem.key --group_identifier
consumer

(@ Note
MES A M o mat 3§ AERE MExo 2 X(™HE &= A& oho: --
group_identifier consumer). X|’'H3tX| &f= B2 python-sampleO| 7|2 I & 4]
AL

Publisher]: Lifecycle Connection Success
[Publisher]: Connected
Subscriber One]: Lifecycle Connection Success
[Subscriber One]: Connected
Subscriber Two]: Lifecycle Connection Success
[Subscriber Two]: Connected
[Subscriber One]: Subscribed to topic 'test/topic' in shared subscription group
'consumer’'.
[Subscriber One]: Full subscribed topic is: '$share/consumer/test/topic' with
SubAck code: [<SubackReasonCode.GRANTED_QOS_1: 1>]
[Subscriber Two]: Subscribed to topic 'test/topic' in shared subscription group
'consumer’'.
[Subscriber Two]: Full subscribed topic is: '$share/consumer/test/topic' with
SubAck code: [<SubackReasonCode.GRANTED_QOS_1: 1>]
[Publisher]: Sent publish and got PubAck code: <PubackReasonCode.SUCCESS: 0>
[Subscriber Two] Received a publish
Publish received message on topic: test/topic
Message: b'"Hello World! [1]"'
[Publisher]: Sent publish and got PubAck code: <PubackReasonCode.SUCCESS: 0>
[Subscriber One] Received a publish
Publish received message on topic: test/topic
Message: b'"Hello World! [2]"'
[Publisher]: Sent publish and got PubAck code: <PubackReasonCode.SUCCESS: 0>
[Subscriber Two] Received a publish
Publish received message on topic: test/topic
Message: b'"Hello World! [3]"'
[Publisher]: Sent publish and got PubAck code: <PubackReasonCode.SUCCESS: 0>
[Subscriber One] Received a publish
Publish received message on topic: test/topic
Message: b'"Hello World! [4]"'
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[Publisher]: Sent publish and got PubAck code: <PubackReasonCode.SUCCESS: 0>
[Subscriber Two] Received a publish
Publish received message on topic: test/topic
Message: b'"Hello World! [5]"'
[Publisher]: Sent publish and got PubAck code: <PubackReasonCode.SUCCESS: 0>
[Subscriber One] Received a publish
Publish received message on topic: test/topic
Message: b'"Hello World! [6]"'
[Publisher]: Sent publish and got PubAck code: <PubackReasonCode.SUCCESS: 0>
[Subscriber Two] Received a publish
Publish received message on topic: test/topic
Message: b'"Hello World! [7]"'
[Publisher]: Sent publish and got PubAck code: <PubackReasonCode.SUCCESS: 0>
[Subscriber One] Received a publish
Publish received message on topic: test/topic
Message: b'"Hello World! [8]"'
[Publisher]: Sent publish and got PubAck code: <PubackReasonCode.SUCCESS: 0>
[Subscriber Two] Received a publish
Publish received message on topic: test/topic
Message: b'"Hello World! [9]"'
[Publisher]: Sent publish and got PubAck code: <PubackReasonCode.SUCCESS: 0>
[Subscriber One] Received a publish
Publish received message on topic: test/topic
Message: b'"Hello World! [1l@]"'
[Subscriber One]: Unsubscribed to topic 'test/topic' in shared subscription group
'consumer’.
[Subscriber One]: Full unsubscribed topic is: '$share/consumer/test/topic' with
UnsubAck code: [<UnsubackReasonCode.SUCCESS: 0>]
[Subscriber Two]: Unsubscribed to topic 'test/topic' in shared subscription group
'consumer’.
[Subscriber Two]: Full unsubscribed topic is: '$share/consumer/test/topic' with
UnsubAck code [<UnsubackReasonCode.SUCCESS: 0>]
Publisher]: Lifecycle Disconnected
[Publisher]: Lifecycle Stopped
[Publisher]: Fully stopped
Subscriber One]: Lifecycle Disconnected
[Subscriber One]: Lifecycle Stopped
[Subscriber One]: Fully stopped
Subscriber Two]: Lifecycle Disconnected
[Subscriber Two]: Lifecycle Stopped
[Subscriber Two]: Fully stopped
Complete!
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4. AWS loT 2&0M MQTT HIAE Z2t0|HEE YLt FX| +=0|M $share/consumer/
test/topicit £ 2 3R 75 FHME #55tM. MES A™E M 2o et 28 AEXIE
X|He £+ A&LICHH: --group_identifier consumer). 18 AlHXIE X|HEIX| otE B
7|182t2 python- sample ILICE REAIBH LI 2 AWS loT Core 7HEtAF OFHLHA S| MQTT 5 27
T 5 Python OilA| 2 S F F58 FZTSHAR

THE oM o
M HIAIX| HHZE

Subscribe to a topic Publish to a topic

£ CHA| A=™A5t T AWS IoT 2&  WHELIMQTT HAE ZEI0|¢UE]

Topic filter  Info

» Additional configuration

Subscribe

Subscriptions $share/consumer/test/topic

one]
Publish r

Pause H Clear H Export

[ear |

$share/consumer/test/topic Q@ X ‘

v test/topic April 21, 2023, 14:43:10 (UTC-0700)

“Hello World! [16]"

» Properties

ft A 3, 14:43:07 (UTC-071
v test/topic \pril 21, 2023, 14:43:07 (UTC-0700) I
Publi
"Hello World! [7]"
» Properties
v test/topic April 21, 2023, 14:45:03 (UTC-0700)
“Hello World! [4]"
» Properties
¥ test/topic April 21, 2023, 14:43:00 (UTC-0700)

“Hello World! [1]"

» Properties

Raspberry Pi == CtE& C[HIO|A 44

O] Mol =2t M ALEE Raspberry Pig 7+ & LICH AWS loT. dZst2d= CHE CIHHO|ATE QIE
&? Raspberry Pioi| CHEH X|&of= 0[248t X|&E ClHto|A0]| M&EstE Ol =0l &le HZ7t 28
Zlof A& L

bal
fal

o> 12
rro

Uitto = 208 ME AR |2 AIAH AT E9 o P07} B B of o T
Ct.

I °
o J

A

>
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Ol ‘t& Mol Hig Li82 Chet Z&Licth

- ClHtOl& M

« AWS loT Device SDKO{| 2238t =+ 4l 2to|E 22| MK

« AWS loT C|HIO|A SDK A A|

e AH
=

o x|

SH
(=]
Al

* AWS loT Z£0|M ME Ho| HAIX| 27

Mkl

>

/A Important
olz2{&t X|& & CHE ClH}ol

ol

=
=

2o HHo| MG st 2 of2ig £ ABLICH Ol2{E X[
FA
~

é o
2 sliAdst ClHto|A0| MEE 4= US BHE CIHIO|AE & OfsHatof & LICt.
2 C|HI0|AE RA5tE S0t 2X|7 2 MSt= 2 Amazon EC2E AF235104 7H4F C|HF
O|A MM =0 Z2 CHE ClHIO|A M & SILIE A2 ZE A AWS IoTE = JUEL
CWindows = Linux PC EE= MacE AWS loT CIHFO|AE AFS

Ol EHAlo] SEE 2% MM (OS)E AISSHL QIE{0l HZ5HH HHE 2IEH 0|20 A ClbtolAgt
M3 28 4 UTE ClHi0|AE TAdst Ol W S8 £Tss 2L

« AWS AlE. gle B2 AlSstr| Mol 28 AWS AEoM dBst= BAHE 226 2.

- Raspberry Pi 3 Model B EE= %|4l 2. 0| 7|52 O|™ HHZ12| Raspberry Pio| A Z&e = UX[E
HAEE|X| ety &LCH

« Raspberry Pi OS(32H|E) O|4}. .’I‘_I*._ EHZ12| Raspberry OSE AtE5t= 20| EZ&LICE O HE 9
OSt& 255t X|Bt HAEE|X| it &LCt

Ol oM E A&7t 28 GUI(TZEHE A KL QIE T 0|A) 7t Q= ClATES MXIE 2= X0t
Raspberry Pioi| /=3t X| ¢t 11 Raspberry Pi 3tE0{7} GUIZt /= OIATES RIHECHHE GUITH
U= OATEE AIESt= ROl H #[2 = U&LICH

« O|HY EE= Wi-Fi 4.

o
oI

- 7|IEE, O0tRA, ZLIH, A0|E, MY 3= &x|, Y ClHto|Aof R Et ZIEF SHES 0.
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/A Important
Che EHHIE ZI3st7| Mol cldtol2ol 2 ®MA7F x|, 74 L A& z|o{of BLIC} C|uto|
A7} QIE{Llol 47 [0 Qlo{ok 5H HHE QUE{H|0|AS AL 5104 C|HFO|A 0] HA|AE 4
2.0{ofF ELIct BHEE °HA1I/\'— Y HAgE 7IEE, 094 W ZLIHE Sofl £= SSH E 0|
' 2174 QIE{H|0|AE AFR3510{ 285 4 QA LT,

224 ALR A} QIE{H O|A(GUI 7} 2= Raspberry PiolA 2% MAIS A% 501 4 C|HH0| A A
B0l 22 UT ST HolM 2 XIZS £38fLch a2x| &1 PuTTYS ZHe 174 Ejolde Al
25104 C|ubo|A0] 1ZI5He A2 ClbfolAo] T3t 7 B0/ AT A8 AR

AWS loT Device SDKO{| Z 8t =+ 2 Zlo|=Ee{2| ™dX|

AWS loT C|HIO|A SDK 2! MZ 3= E AMx|st7| ™ol A|AEIO| %|Al AEHO|1 SDKsE M x|5t= Ol
ZIQst =39 2to|lE 2|7t I K| EolshL|Ct.

1. 2% HH YololE U W to|=Ez| Ml

=

Al5t7| ™™o C|HtolA o] E{OI'd ZollM ol2{Et BEE M=stod 2

AWS loT C|HIO|A SDKE 4
zl

_|
E
A XA E Hol|o|EstD EEt 2lo|EE|E M &|ErLICt.

sudo apt-get update
sudo apt-get upgrade
sudo apt-get install cmake

sudo apt-get install libssl-dev

2. Git dx|

ClHio|A S| 2 MA|of Gito] AX|Z|o{ UX| 2 A< 0|2 AX|5H0{ AWS loT Device SDK for
JavaScriptE A x|5HofF & LICt.
a. CI2 HAS A™SI0q Git7} o|0| DRIERA=X]| H|AEELILCE.

AN - —_——

git --version
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AWS loT Core
b. 9ol HZH0| Git HXE vtetstH Git7) ol0| Mdx|Elof e Wo|2 2, 3EHAE ALE = US
LIC}.

c. ¢itTIE Y M 277 EAEl= T2 Ohs BFE AAstod GitE MRIstM 2.
d. CtS BBS dstod Git7t o0 DRI=IR=X| CHA| B AEFFLICH

e. Git7l Mx|E < CIS MME TI-MELICH K| A2 82 ASsH7| ©oll 2XME siastn
LFE £™8tM2. AWS loT Device SDK for JavaScriptE A x|stzd™ Gito| 2 g L|C}.
AWS loT C|HIO|A SDK A X|
AWS loT C|HIO|A SDKE M x|&fLC}t.
Python

O| EHoME Python, 7HE =7 2! Python® AWS loT C|H}O|A SDKE C|HFO|A 0| Ax|EFLICEH
O] X|&l2 %|Al Raspberry Pi OSE Al&li5H= Raspberry Piofl CHEH ZdQILICH CHE ClHFO[ATF QA
LI CtE 2 AKX E AHEst= E< ClHto|A0| OHS X2 Z XM 838H{oF &LICt

1. Pythonzf 7H& =3 MR

Python& AWS loT C|H}O|A SDKE A& 35tE{™ Raspberry Pioil Python v3.5 0|42 A X|3HOF
g LICH.

ClHholA ol B0 FoilM Chs BES A=-ELIC

1. ChE HEES al&stod Clutola0f AX|E! Pythonl| HEE & QI LICE.
python3 --version

PythonO| A%IEl0] 2= Z2, sE HEO| EAIELIC
2. EAIEI HFI0| Python 3.5 0491 B2 2EHAIZ ZAL4E 4 Lot
3. EAIEI BTI0| Python 3.5HCHE2 B9 OHS BS A¥stol 2HIE HAS MAIE 4

A& LICH.
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sudo apt install python3

0d 24

Al
[=X=)

4. ct

0jo
Mo
0%

50 2HIE T Q| PythonO| M%|E[{=X| = QIgfLIC.
python3 --version

2. pip30l CHEH EHIAE

C|Hto|A o] E{O|d Zrof| M CH

{0
EI
ot

o
>

0%
9,'1

C

o

1. pip37t Ax|E[o oM Ot BHES AT LICH

pip3 --version

2. BHEO| HT HE E HHEH5IH pip30|(7H MRIE[o] e ZO|=2E, 3EAHZE HHE = UG
L|Ct.

3. %ol BHO| 2FE gretstH Chs WHS M-S pip3S(5) MRIELICH
sudo apt install python3-pip

4. pip37t AX|Elof Qo™ Chg BHS A=A LICt
pip3 --version

3. %X AWS IoT Device SDK for Python A %]
AWS loT Device SDK for Python2 |5t0 ME HE ClHo|A0| CHREEELICEH

cd ~
python3 -m pip install awsiotsdk

git clone https://github.com/aws/aws-iot-device-sdk-python-v2.git
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JavaScript

C|HFO| A0 Node.js, npm THZ|X| & 2|X} & JavaScript& AWS loT C|HIO|A SDKE

O| MMoi M=
= A= Raspberry Pioll CHEF Z3QIL|C} CHE CIHIO|A

MX|ELICt o| X|E2 Raspberry Pi OSE A~
7t UALE CHE 2Y MM E ArEste B2 ClHtolAo] THE X|E 2 M8t of & LCt.

1. E|&I A 2| Node.js x|
JavaScript& AWS loT C|HIO|A SDKE A& 3t2{ Node.js@t npm T Z7|X| & 2|XHE

Raspberry Pioi| A2 x|5{0F & LICt.
CtE dd 2 2dsto] L E 2lZX|E2|el 2[4 HHME TtRE= gL CH

a. [=X=]
cd ~
curl -sL https://deb.nodesource.com/setup_12.x | sudo -E bash -
b. TE9 npmS Mx|ELICH

sudo apt-get install -y nodejs

IlOo$

| =1 o) %
= |=|

HHO| & HEHO| EAIEE=
C E2|ZX|EZ|E CIA| CIRECEE EM 2.

LICH = E HTO| EA|E|X| oo

LS — L—

HHFO| npm HH S EAISt=X| &QIFLICH npm BHHO| &
CIA| Ax|5HMIL.
CIHFO|AE CHA| A|=FEFLICE,

sudo shutdown -r 0

ClutolA7}CHA AIRHEL % A& 5HAI2.

2. AWS loT Device SDK for JavaScript |

LICt. O] Rt& MOl A= Node v10.0 O[4f0] 22 &

F

EAMEX| gt - E9F npmE
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Raspberry Pioll JavaScript® AWS loT C|H}O|A SDKE M x%|&L|C.

a. AWS loT Device SDK for JavaScript 2| ZX|E2|& # aws-iot-device-sdk-js-v2 C|
e 2|o| C|AE 2|0 S AT LICH Raspberry PiolAM # C[lE2|= ~/0|1, O|l= Ct& &
Ho| # CIHEEIZ2 AFSELICH ClHto|A T} # CIRE{Z|S| CHE B2 & AI8ste 39 Tt
2 BHo|M ~/2(E) ClHto|A o S2HIE ZEE HIHF MR,

Olg{st HH2 ~/aws-iot-device-sdk-js-v2 C|HEEIE HE T 097|0f SDK ZE
E SAtsl E&Lct.

cd ~
git clone https://github.com/aws/aws-iot-device-sdk-js-v2.git

b. O|™ EtH 0| HMFt aws-iot-device-sdk-js-v2 CIEEZ|2 A3t npm
install BHEE AAsto{ SDKE MHR[ELICE npm install BH2 aws-crt 2t0(E

=
| e g S EFLICHR RS Ol & 2 Hx dE = US).

cd ~/aws-iot-device-sdk-js-v2
npm install

AH

A of A{x| QU Al

=H = = =

I3
0%

O MM M= AWS loT C|HIO|A SDKO| = pubsub ME HE M|t A™ELICEH O] Y ClH}
O|A7F MQTT 2HO|EEHEIE AFE35104 MQTT HIAIXIE HA| L 255tE e Eo{FLICH ME
2 topic_1 FME #5535+, s FAl 1070 HIAIX|E HAlStD, HAIX| E2HEREH 82 O

AX|E EA[ELICH

cd ~
mkdir certs
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2. the section called “AWS loT Z|AA AMA0| M MASH TEl0|H! 7|, C|HIO|A @IS A L FE CA
CISEME ~/certs CIHEZ|0 SAFELICE.

Ct2H 047|M= U3
L& LICEH J2{ut ClHbol&7F e 2 AEXF QIE{H 0|&(GUNE X|2dstn & HEtRKXE Al
A< C|HtolA 9| B HEtR K01 A the section called “AWS [oT E[AA 4 off MHE A
Asto At ot US ClHio|A0l XY Ch22 28 & Ql&LC

RIEM mUE ClHto|Ao| SAStE &2 ClHO[A 2 2 ®|A[of k2t
| L

CHe Aol BB o Eoll EAIE CHZ 7| U QIFA 1+o| ClHolA0] XF Elof Q/chT 7HaEt

o Z=
~/certs/Amazon-root-CA-1.pem
~/certs/device.pem.crt

~/certs/private.pem.key

ofZ 2|70l mEt0lE gt

el gul]= iUs s = Ae 9
your-iot-endpoint AWS loT 2£0{ M All devices(Z2E C|HFO|A)
A

£ MEHSE CHS Things(AFHE)E MENEHLICY.

AWS loT M2l M o o|X|L|Ct A=zl
E &= C|HIO|A H|0|E| @I = X 91 E (Device data
endpoint) AlAof F A|E LICH

your-iot-endpoint 2t AR endpoint_id-ats.iot.region.amazonaws.com(0d:
a3qj468EXAMPLE-ats.iot.us-west-2.amazonaws.com)®L|C}.
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Python

-_—

cd ~/aws-iot-device-sdk-python-v2/samples

HHE HollM your-iot-endpointE EAIE CHE HI D CHS P2 AsstL|CH

python3 pubsub.py --topic topic_1 --ca_file ~/certs/Amazon-root-CA-1.pem --
cert ~/certs/device.pem.crt --key ~/certs/private.pem.key --endpoint your-iot-
endpoint

HE HolM CHS AHE S FHIELICH

1. AH2e| AWS loT MH|A0] edZEELCH.
2. HAIX] =X topic_12 #5535t il FA|ofl CHSH =415t HIAIX| E Al
3. topic_1 FA|0fl 107HS| HIA|X| H A

4. CtSoF fAE 23] R AL

Connecting to a3qEXAMPLEffp-ats.iot.us-west-2.amazonaws.com with client ID
'test-0c8ae2ff-cc87-49d2-a82a-ae7bald@ca5a’. ..

Connected!

Subscribing to topic 'topic_1'...

Subscribed with QoS.AT_LEAST_ONCE

Sending 10 message(s)

Publishing message to topic 'topic_1': Hello World! [1]

Received message from topic 'topic_l1l': b'Hello World! [1]'

Publishing message to topic 'topic_1': Hello World! [2]

Received message from topic 'topic_l1l': b'Hello World! [2]'

Publishing message to topic 'topic_1': Hello World! [3]

Received message from topic 'topic_1l': b'Hello World! [3]'

Publishing message to topic 'topic_1': Hello World! [4]

Received message from topic 'topic_l1l': b'Hello World! [4]'

Publishing message to topic 'topic_1': Hello World! [5]

Received message from topic 'topic_l1l': b'Hello World! [5]'

Publishing message to topic 'topic_1': Hello World! [6]

Received message from topic 'topic_l1l': b'Hello World! [6]'

Publishing message to topic 'topic_1': Hello World! [7]

Received message from topic 'topic_1l': b'Hello World! [7]'
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Publishing message to topic 'topic_1l': Hello World! [8]
Received message from topic 'topic_1': b'Hello World! [8]'
Publishing message to topic 'topic_1l': Hello World! [9]
Received message from topic 'topic_1': b'Hello World! [9]'
Publishing message to topic 'topic_1l': Hello World! [10]
Received message from topic 'topic_1': b'Hello World! [10]'
10 message(s) received.

Disconnecting...

Disconnected!

o 0z
HT M
o

L|C

—_

HE °”0| = ¢l &*?QOH CHet REMIEF HIAIXIE
P Q&LICH o] HE

g+ A&LICH

JavaScript

AH
(=]

N

113

% dxlst o

=

0%

st

mo
[e]]]

BHE FoM CHS BHES ALS38to{ SDK7} BHE ~/aws—iot—device—sdk—js—v2/

samples/node/pub_sub C|EEE|2 0|SstT ME HES MXIFLICH npm install BEH

E
2 aws-crt 2tO|EEE| dEE ZEFLICK2 =St Ol E B S 43 = AUS).

cd ~/aws-iot-device-sdk-js-v2/samples/node/pub_sub
npm install

HHE H0oIM your-iot-endpointE EAIE CHE HIF 0 CHS BHES ASFLICH

node dist/index.js --topic topic_1l --ca_file ~/certs/Amazon-root-CA-1.pem --
cert ~/certs/device.pem.crt --key ~/certs/private.pem.key --endpoint your-iot-
endpoint

HME Aol M CtHS A S FlgLo

-

A2 AWS IoT AH|A0f A LICEH
HAIX] #=A topic_12 TF55t1 slig FA|o CHal = 4l5h= HAIXK] Z Al
topic_1 X0l 107H2| HIAIX| HA.

4. CHETF QAFS 53 E A

w N

A At ol EX7E Ue B the section called “MZ o ZE|F0|M EX W E

O Zest =82 A3
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Publish received on topic topic_1
{"message":"Hello world!", "sequence":1}
Publish received on topic topic_1
{"message":"Hello world!", "sequence":2}
Publish received on topic topic_1
{"message":"Hello world!", "sequence":3}
Publish received on topic topic_1
{"message":"Hello world!", "sequence":4}
Publish received on topic topic_1
{"message":"Hello world!", "sequence":5}
Publish received on topic topic_1
{"message":"Hello world!", "sequence":6}
Publish received on topic topic_1
{"message":"Hello world!", "sequence":7}
Publish received on topic topic_1
{"message":"Hello world!", "sequence":8}
Publish received on topic topic_1
{"message":"Hello world!", "sequence":9}
Publish received on topic topic_1
{"message":"Hello world!", "sequence":10}

oHg AlSstE O 2X7F /e B the section called “4Z o Z 2|71 0| EX| A" E
L|C}.

oY 0z
HO e
o

—_

ME Aol +& S 2ol CHEr REMIEH HIAIXIE EAISHES
Debug LZIOEE FIIE == J&LICH ol BE=E EME
g & A&LICH

HEO] --verbosity
= O 2t g2 M3

AWS loT 2£0|M ME ol HIAIX| 27|

AWS loT 2£0 A MQTT EIAE ZEI0|UEE AFE5I0d, ME Ao HAIX|7F HAIX| E2HE Sxt
g ST HAIKIE 2 = U&LICH

ME Ao M AAZ MQTT HIAIX|E EiE{H

RN

MQTT 22I0|1EE AF25104 AWS loT MQTT HIAIX| E7|2(8) AEELICE Ol MQTT HIA|
X7t HAIX| E2HE STHE mH siY HIAIX|IE 27| 2I5H AWS loT 2&0|A MQTT E|AE Z2}
O|MEE AIE5te YHE matste ol =&0| Eulct

2. AWS loT Z2&0|A MQTT HAE Z2t0|UEE ALt
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4, THE YoM ME HS CHA| M=t T AWS loT 2£2| MQTT 220U E M HIAIXIE Eelg

cd ~/aws-iot-device-sdk-python-v2/samples

python3 pubsub.py --topic topic_1 --ca_file ~/certs/Amazon-root-CA-1.pem --
cert ~/certs/device.pem.crt --key ~/certs/private.pem.key --endpoint your-iot-
endpoint

JavaScript

cd ~/aws-iot-device-sdk-js-v2/samples/node/pub_sub
node dist/index.js --topic topic_l --ca_file ~/certs/Amazon-root-CA-1.pem --
cert ~/certs/device.pem.crt --key ~/certs/private.pem.key --endpoint your-iot-

endpoint

9'|_|
rr
ox
40
inl
mlo
|
my!
o
ok
o
ok
4%
30
>
r
o

ME 2 AT ¥ I QR LY

— = =
QB M7t &3 E|X| ok 2 B AWS loT = B0 AI83tE ¢4 A& +& 5t K| &LICH 2B M
E 2= M &8sk (Activate) HE S Ztotst7|7F €& LIt CHESI AWS loT 2£0A QAIBME E8&
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L
ol
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ol

o

IS M| M5 HE mHo|X|ofM 2 LS MEY

LICE.

5t
=

EH
=0

Gl 04%43| EX7t U= B ChE EAH A

ol

o

oju
®l

(0]

-
1o

4
o

50

LICH M2

the section called “AtZ &l BHE7[7 0| EHA|of 2t A AFZ 2k Af

LICH

F

S
=

HOF

M otel2 C|HIO|AO| CIREES

=
(=)

ol

M

B
1o

0

on
i

OHl

o-
T’
N

]|
od
ol
0hu

OH

47

Q15 Ao

0l

Gl Ab

=
[

LICF AWS loT. AWS loT ofl ¢dZ35}

A AEIQ B2ol T eiZo| HERE LI

A
o

0l

-
1o

ol

h24H

[ITe}
ol
or

ol

4 Z

C1E Ao

ot M7 HE mo|x|E HLct.

QI M M BE Holxlol 21% HlFolM A2

LICE.

=
=

7T TS

H5t o 21E Aof

AME
=0

al

2.

ol
~
__A_|
ol

1K ﬁ
0

[ITe}
Frill
pa

<
o

®l

ol

ol
il

Al
of

K0
i

T

47

ol

Q1= Mo
L|C}.

3.

the section called “AWS loT 2|4 A 470 A o|THo]| 4

i MF HE mo|x|E HLict.

<]

I.

AS
O =

"”0-||A-| AH

A
o o

}04 the section called “AWS loT 2424 A

5]

IS B HO|X|olA MM EAIE HE

ol

=
H

ol
ol
L{o

-
N

ol
r

Kh

Ly

m|

FMIR. Linux & macOS A|AEIO|M AIE = HHE2

o5

o

Windows A|AEI|M AFHS K

ol
or

i

O|2& certs C|HE 2|0

el
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UE AABIO|ME NMCOHE 2 S5tedH I O|§2 (R ERE Fo{0F & = U&LICH
SDK A x| &9l
SDK M x|7} X6t SHIEX| &0l6HM|2.

O|MA PR A< C|HIO|A0| SDKE CHA| MX|EILICI CHE 22| B SDK ##& AWS loT C|HIO|A
SDK Mx[ElE RI& Mo MME 31 MRIE CHA| 2= Z7do| S &hLct.

JavaScript& AWS IoT C|HIO|A SDKE AtEdt= E2 M
atiofF B LICt. SDKE HxIHT ME Y2 AS22 HX|K
SO 2 MX|5HoF gL}

MQTT ZC}0|HEE AFE3510{ AWS loT MQTT HIA|X| £E7|

o| MMofMHE AWS loT 2L 0M AWS loT MQTT EIAE Z2I0|1EE AI235040iM EL ete
MQTT HIA|X|E E= ghed2 MAEstL|C AWS IoT. O] MMM AR E|= oAM= AWS loT Core At
M AIZFEE 7|0 M AFE B of A QF #240] QIR|BEH o[ M|ofl AL E! topicNameS loT £F Mo AFE St

M ol§ == & ZEZ M e &+ AU&LIch

ek

CIHIO|AE AEHE MEE FA|Z AEE|l=E MQTT HIAIX|E HAISHDZ AWS loT MQTT HIAIX|E AWS
loT | Al5t04 C|HFO|A T Hof| 843 At & O|HEE L EIL|CH MQTT 2210|¢IEE AF835H0o{ 0]
gt FHME TS5t HAIXK| &M Al HAIXKIE Q" &= &LIC MQTT HAE ZE2I0|MEE AHE5t
040 A LS8t C|HFO|A L MH|A0 MQTT HIAIXIE HAIE = A&LICH AWS H/H.

g

- MQTT 2zt0[HEHM MQTT HIAIXK| £7]
- MQTT Zzt0[HEHM MQTT HIAIX| AHA]
- MQTT ECI0|MENM SR F5 HAE

E
E

MQTT Z2I0|HE|M MQTT HIAIX| E7]

CtS Mxtol M= ClHFO|A T HIAIRIE HA|SED AWS IoT 220 HAIXKIE E= EX MQTT TANE
TS5 Y E MHEELICH

MQTT E|AE Z2}0|HE M MQTT HIAIX| 27|

1. AWS loT 228 91 21% M5 0llM ElAE(Tesh) S MEH5IT MQTT 2204 E(MQTT test
client)& MEHEHLIC,

MQTT Ect0|HEE At

0l

5t04 AWS loT MQTT HIAIX| £ 7] 92
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Services ¥

» Secure

» Defend
> Act

¥ Test
P Device Advisor

MQTT test client

2. FH| F5(Subscribe to a topic) Bl0IM topicNameS 1235104 C|HIO|ATF HAStE FHME F#
SELICH AlEHSt7| ME o] AR, ZE HAIX| FHME +55t= #2 S5 LCH

M

—

fjo

AlEtst 7] 6lME A& Tl™stod =AM 75 Bl =AM EE Eeol #2(8) d™et ohE 715

SHEFLICH

JF)

Subscribe to a topic Publish to a topic

Topic filter Info
The topic filter describes the topic(s) to which you want to subscribe. The topic filter can include MQTT wildcard characters.

#
» Additional configuration

Subscribe

M HAIX| 21 HO|X| #0| ¥2d 5 S 5o #0|(7t) LIEFE LT ofl A T8t ClHEO|Athe
section called “C|HFO|A F4"7t oA ZEO S A S5Q1 Z2 # HAIX| 23 AWS loT o i
CIHFO|A T ELHE MHIAIX|IZF ZEAIELICH 75 FH7F & E HAIXIE 2415 HA| MM of2f
of HIAIX| 23 =0 LFEHE LICH AWS IoT.

Subscriptions # Pause H Clear H Export l Edit

# X

3. # MAIX| 23 H o[X|o|M HAXIE FHof|l AIANE == UK =X Ol S X|HaHoF ZLIct #
Aol AAE =~ &Lt

MQTT 22t0IHEM MQTT HIAIX| 27| 93
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T3 FRIo AAE HAIXE =& Al HAIR] 2301 EA L0 74E 2[2 HIAIX7F HK] EAIE

LICE.

MQTT HIA|X| 22X A

oteeste A EHE AL

HIAIR|Z7F | A CHE HIA|X| 220 EAL|X| fofd =X 0|F ZE{o] MHE
S5 EML. MQTT CHS gl tYEstE FX| ZE|= SHA| EEE
oM FX ZE|Z AFBE £+ U&LICH

=8 LEIM LS =B A TS

- b5 B Ldests EXbs FA EE{ 2| obx|2 £ Xto{ofF g L|CH
- &M 2 Z2ols FA oilEE B B AL ste EXIFSHLE QJIE = A&LICH

CHS ol & & ZstMl2.

=x| e CHZ ol 23 & HIAIX| EA|

# E #x ol&

topic_1/# topic_1/(2)2 Al&tst= A Ol&

topic_1/level_2/# topic_1/level_2/ (2)Z AlZ35tE FA| 0]
%

topic_1/+/level_3 topic_1/(2)E Al&StD /level _3(2)E &
Lt0H 11 Atolofl 9| gtol &t A7t Ue FH|
O|&.

AN ZEfoll cHEr REMEH L8 2 X[ 0|& ZE EHS MEstA 2.

otdeste FX EEE
o2s 7 IE( )0lH 75 Fx| 2

# ZH LEIE TSoHE X HAIR| 2277t 243 BE FHE TSos XYLk FH LE B2
ol @48 #O5 BlY tUsse B EE v T BlY o U=stE 2XE ChAstod TE HAUS &

MQTT E2t0IHEM MQTT HIAIX| 27|

94



AWS loT Core FHEERE FLHA

MQTT x| ol 2 &M LEl= HARKHE TRELICL S
HHO|A 7} Topic_1(CHEXRF T Z &0l HIAIXIE HAISHE B2 ST HIAIXIE MQTT EIAE Z2t0[
E0of LIEFLER| of&Lich 2iLt b UEstE FA| LWEIE TS5HH ClHHolA 7 HIAIRIE HAlSHD

52 ¢ & A2H ol FH7t ot =X O|§E AI8st (IS & &+ UA&LICH

E01, *+58t =X 2l topic_1 CHAl C|
S

MQTT Z2t0|UE M MQTT HIA|X| H Al
MQTT F&ofl HAIXIE 7 Alste{H

1. MQTT Z20|HE 1 0|X|0{| M Publish to a topic(FA| HlAl) §12| Topic name(FA| 0|8) EE=of
HIAIR|C| topicNamee &I=AEILICE O] G0l E my/topicS AFSErLICH.

(® Note
MQTT E|AE Z2l0|HE E& AAHE 73 Al F=X| o|Fof 7H2! AE0| 758 BEE Al
EstX| OtM2. =X o|§2 = 3tE[x| gf2 S& & BT Mol LIEHE = &Lt

2. MAIX|Ho|2= #of CtS JSONS =g LICH

"message": "Hello, world",
"clientType": "MQTT test client"

}

3. HIAIX|E AWS loTod| HIA|5tEdTH HAIE MESELICE

(® Note
HIAIRIE HIAISEZ| ol my/topic FME #5351 2lo{ok grLCt.

MQTT 22t0[AE M MQTT HIAIX| H A
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Subscribe to a topic Publish to a topic

Topic name

The topic name identifies the message. The message payload will be published to this topic with a Quality of Service (QoS) of 0.

Q, my/topic X

Message payload

L ~
"message”: "Hello, world",
“clientType": "MQTT client” -
K 4

» Additional configuration

4. HAIXIE E2{H 75 (Subscription) =5 0| A my/topicS MEHEFLICH HIAIX| HO|Z2= HA| & o}
2ol MQTT EI|AE Z210|HE 0| A M| A|X|7} 2 0{0ofF &FL|C}.

Subscriptions # [ Pause H Clear [ Export H Edit
# O X
¥ my/topic November 02, 2021, 11:55:22 (UTC-0700)
{
"message”: "Hello, world",
"clientType"”: "MQTT client”
}

M ol& E=2| topicNameE AT HA| HES ME{SIH MQTT HIAIXIE CHE FHo AIAIE

=
T
= A&LICH

/A Important

== X

&5 FH|(ol: probe1/ temperature ! probe1/#)Z 02 52 M8 5
= FAo HAIE B HIAIX|I7L 55 F50tcH 8 f14] o4 B HEE 754 0| /I&LICH.

T o
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MQTT 22I0|HENM 28 75 EHAE

O] MMof M= AWS loT Z£0|A AWS IoT MQTT Z2I0|MEE AIE510]1 ] F+52 AWS loT AFE
5to SAlEl= MQTT HIAIXIE E= WS ABELICEH 2278 ALE5HH 0424 220U E T} 2|9
HIZ & A& 35tod TR0 HIAIE HIAIXIE £4I5t= BEI0IME stLEt X 252 3/ = U&L

Ct 5SSt F52 ZRst= 042 MQTT 22H0|AE (0] oflofAE T MQTT 22I0|¢1E)E A|E0|M
sto{H oiq & HEl XA AWS loT 2 £ 0|A AWS IoT MQTT Z2+0|1EE JLICt Of Al4dof At
EEl o Al= AWS IoT Core AH& A AlE ST |01 ALEEl 0| A|QF 2H&40| Si&LICH RIME LI82 S/

Sg AL,

MQTT FAof 152 SRste &Y

1. AWS loT Z&£2 &1 M FoMH HIAEE ME{StD MQTT EHIAE ZE2I0|HEE MEFLICEH
2. FHN F5=(Subscribe to a topic) B{0lM topicNameS 215104 C|HIO|A T} HAlStE FHME T
SELC B8 752 AS3HEH 3R P50 T LEES CHSD Zol FSELICH
$share/{ShareName}/{TopicFilter}
X EHElo| of 2= HIAIX| FH| topiclE T+55= $share/groupl/topiclE & & U&L
Ct.
Subscribe to a topic Publish to a topic
Topic filter  Info
The topic filter describes the topic(s) to which you want to subscribe. The topic filter can include MQTT wildcard characters.
Sshare/group1/topicl
» Additional configuration
Subscribe
3. CtE ¥ HEP—?—H% F 1EbAQt 2T A E gHEELICE o|F A 5t S UEt $s hare/groupl/
topicl 752 S R/stE M2 CHE 5 MQTT E210|01EE A|Z20|ME &= Ql&LICt
4. B MQTT E'~EFOI EE MEistD FAof HA| 2ol =X o|& E=ol HAIX|S| topicNameE &
248t L|C}, O] ool A= topiclS AFEEILICH HIAIXIE B ¥ A AISH EMS. & MQTT 22t0|¢d
£l 75 S 201k 2201027} 252l WIE NS0 HAKIE +USHE NS HOE + 2

oI

£ 7ZdelL|ct. o] of Alofl A= 'Hello from AWS loT console'O|2t= S8t HIA|X|E M| 8 H AIEf L
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. 2IZ2| MQTT 2EH0|HUEE HAIXIE & H 2D 2LEZ LI MQTT 2Et0[HUEE HIAIXKIE
H

2t &LCH

sl

Subscribe to a topic Publish to a topic Subscribe to a topic Publish to a topic
Topic filter  Info Topic filter  Info
The topic filter describes the topic(s) to which you want to subscribe. The topic filter can include MQTT The topic filter describes the topic(s) to which you want to subscribe. The topic filter can include MQTT
wildcard characters. wildcard characters.
$share/group1/topicl $share/group1/topic1
» Additional configuration » Additional configuration
Subscribe Subscribe
Subscriptions $share/group1/topicil Subscriptions $share/group1/topic1l
I Pause I ’ Clear } I Export I [ Edit ‘ l Pause ‘ l Clear I l Export ‘ I Edit ’
$share/group1/topic1 Q X ‘ $share/group1/topic1 Q X ‘
Message payload Message payload
{ {
"message": "Hello from AWS loT console" "message”: "Hello from AWS loT console”
} }
4 4
» Additional configuration » Additional configuration
Publish Publish
No messages have been sent to this subscription yet. No messages have been sent to this subscription yet.
Please send a message to this subscription to see Please send a message to this subscription to see
messages here. messages here.

MQTT 22t0IMENM BF TS EHIAE :
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AWS loT Xt& A

At AWS loT &ME F 7HX| SEE X|¥57| 96 F 7tx| &t& B2 2 Lhguch SEof 7+8 Mghst
& A2 E MEIEIAMIS.

-|9II'I_I_

AWS loT £5 M 0}0|C|0{E EIAESIHLE AlRd5t7] @fsll 7' EHE FFsltde B9

C|HFO|A 0 A AWS IoT Device ClientE AF&3t= LEHHO! |oT & ¢ ! o Z 2|70l E Al@dstEdH
the section called “AWS loT Device ClientE Al235t0{ O|E =" 84 B2 E M2 M. AWS loT
Device Client= A& 22t E 2|AAE M50 £|A 50| 7HY 2 end-to-end EFMHE A|QIE =

AU ClHO|A AZ EQ|0{E MSELICH.

AWS loT Device Client0dl CHEF REA|8H LE& 2 AWS loT Device ClientE & X sHM 2.

- EFRMS UiV fl ZE2HME AZEQ0{E FH6t= Yo Cis ZotEed=s 82

oll

AWS |oT C|HIO|A SDKE AI85t0{ E™H 27 AIEE 55
248 the section called “AWS loT C|H}O|A SDKsE Al

A& 7Hs Bt AWS 10T C|HIO|A SDKs???2. AWS SDKs. A

=
%

AWS loT At&M &t& 42 =M
« AWS loT Device ClientE AF&35t0{ O| 2 &
« AWS loT C|H}O|A SDKsE AFE35I0{ £F M

[N

e

AWS loT Device Client& AF&3510{ 0|2 2 E

0| 8t& B2 9| AH& Mol A= AWS loT Device ClientE AF235104 O|2 AZEQ0{E e st EHAHE
OFLHErLICE. AWS loT Device Client= loT C|HFO|AMM A™ME|= AZEQJ0{E MB350 LHEE IoT
&R Mo M2 HAES T E0iELICH AWS loT.

Ol AH& Ml SE & ClHO|A AZEQ0IE 7 5t7| Tol7t £FMH2 AWS loT X|@d8tctn & Algt
= UL E B 3l AHE 06t st WL

O| At& Aol HiE LHE:

« O M loT C|HFO|AZ AF2E Raspberry PiE £H|5HE @8 AWS loT
« C|HFO|AO0| A AWS IoT Device ClientE AF&35t01 AWS loT 7|s& AlQdste WY

AWS loT Device ClientE AlE3to{ 0|2 &= 99
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t& B2 0| M= XAl Raspberry Piol AWS IoT Device ClientS M %[5t 22 =0 AWS loT 2l
§445104 loT €5 M oto|C|0{E Eo{ELICt. O] &F& BAE o] REE|IYUR Raspberry PiE ALE
2 2o{F MM Ot 2 ClHto|A0] O|E 2 M85t= Ol E20| &= SES HAE dHELCH

N

AWS loT Device Client2 L2 & 2=3517| &8t AIM =A
ol MMOIAE ol & BRolM FEBIUS Alahst7| Foll Zofof & Abgrofl Chal ABELICH

Ol st& B2o| REE|UE 2tz stedd CHS0| ERFLICH

lo
ox
40
>
S
()]
N
0

A EE = UX[EF Ol et Rt& A0l AWS IoT AL8stE 7IS52 AHE
3t

ME MAMsHof 5t= A MM E AWS HHEHEH Z M| Lthe section called “A% AWS 7| &,

- Raspberry Pi = $&HE|& loT CIHFO|A

FEC|Yo|ME CHEEt & WE{2 NS El= Raspberry Pig AFE & LICH Raspberry Pie gt
Mo Z BIO| AFBSHH HIZ ™ XM ét Cl|2 CIHFO|AQILICH R EE|IYE2 Raspberry Pi3 22 B

+, Raspberry Pi4 22 B & Ubuntu Server 20.04 LTS(HVM)E A& St= Amazon EC2 1A H
A0M EIAEEIIELICH & AMS St BE 2 AWS CLI A& st2{™ £[4] {1 2| Raspberry Pi
OS(Raspberry Pi OS(64I:I|E) EE= OS Lite)E A& st= Aol E&LICH O A 2| OS= % &5tK|
o HAEE|X| et &LCH

® Note
EEEIO*S FEHA|o] SR E TS0 BAOIM A[E3HX| &2 loT st=So{0of 24& 5t = Cl
=0| EuCt. a22{Lt CHE ClHtolAo ME5tE WHE FAHAMHoE MHS K= at&LCH.

« loT CIHIO|A S| 24 X|A|ol CHE o8l
ol RE2|Yo| EHAH |0 MHE Raspberry PiollA] X|25tE H2ZE QIE{H 0]A0AM 7|E Linux B3 &
FChm Z7HEELCE. of2q8t 2ol l=s5tK| 2 29 FEE|IYE 26

= 3
—
| o £ 2 AlZtE EolsHof & = /U&LICt.

ol REC|YUS et slE{H CF= gredof Cist o|&l| 7 = e shLch.

=
- 85 28 2 9Z, He Mol ClHio|A o4E, HIE 2| 7tE AR & A7t 22 7|2 ClHtola
e ehHstA

=37 *Igt A=A 100

>
=
w
S
-
o
[¢]
<
=
[0]
)
2
=
Hu
L
1]
I


https://www.raspberrypi.org/
https://www.raspberrypi.com/products/raspberry-pi-3-model-b-plus/
https://www.raspberrypi.com/products/raspberry-pi-3-model-b-plus/
https://www.raspberrypi.com/products/raspberry-pi-4-model-b/
https://www.raspberrypi.com/software/operating-systems/
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« AMNAERIAZEQ|0{ Y IUS ClHO|AN YEESHT CHREEELICH C|HFO[A 0| A microSD 7t
to A AE 4 X E 2o

Cot Z2 o|3A M¥E ClHO|AE MEsHX| Sf= B2 ClHtOo|&0] 435t 1
o IS ClHtO|AN HZ2E S C2=Edts Y-S &otok gfLct

. CIHOIAE AR StEtE IESIZ0f eZ38tLict.
. SSH E{Ol'd E= QAN Z2I2 AL stod THE HFE{0A Clbtol20 o

- BBE QAEHO|AE AL Sto ClHEO|20f Rl T S CIEEE|S| dd, 5
m]

« FTP EEE SCPe Z2 =T & Ar835t0q ClHfo[A9t mteE Fngr&L|Ct

= AL

EEE|°*01IA‘IE%'R?J AZEQ 019 st=EH0{E HBELICH 2L REEILHHME BAHo=
o

Ef.

. IIUS CIRECE ST XEE ZH S AE HEE]

= oY + Aot 7HEELICH oledet stEfo] & HYol o=

Raspberry Pi2| Z® UHX O Z microSD M2 2| 7IEE 2|1 £ £ Q= 7Hel8

SLICH 24 S AE AFH

- QIE{dlol| 21Z2x|o{ Rlo{oF ErLICk
- AWS CLIE dx[stz & LICH

« AWS &2 X|Hste 8 EEte X7t Q{o{ok gLt

CtEo 24U

- 24 S AE HFEE ClHto|A0f @ZASt0 S&let, BEES ™stn, ©tUES H&ste S
Raspberry PioM O|l= 533 24 SAE ZHFEC| SSH L SCPE AL&35t04 > ELICT

* loT C|HIO[AO| HZEE 2LIH & 7|EE
OlE2 80| & = UX|E REC|UE 2 =st= ol EF A2 ot ot

- E4 3AE HFEQY loT ClHIO[ATL RQIE{Hof| A= W
OIE{LO] ATl 2R E| i HMO|lER0l0l HE M EE B HEST #7Y + ULt 2
2 & A& Raspberry PIo| 2738 4 210{0F BLICH OB IShAE SUEH LANOH Rlofof &L
O REUoIME S ClbfolA i ClHbolA T4l Chal 018 MEsHe WS 20t + 8

X|2t o] HZEE HAEsHE $H2 2oiFLICH

[= .

* LAN 2R E{0] HA|ASto{ 1 E CIHFO[A 7|

AWS loT Device ClientZ Cl2 & YE=E357| QI8 AP =A
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ol

1o

& G20 REC|YUS 2t =sted™ loT ClHtO|A L] IP FAE B2 4 Qlo{oF FLICH.

LANOAM= ClHFO|& 7} HAZAE HELIT 2B Q| ZElA IE{H 0]A0 HMAsI0{ O +E
T A&LICH EHREMM ClHIO| &0 T IP FAE EFE = U™ C|HHO|A T} CHA] A|ZHE

-1 =
OtC RfIA S ZhASHE & A&LICH

ClHho|AO] Z|EEQF R LIE{7t Q1A E|0] /= B ifconfigs CIHIO|AL| IP FAE EAIE &=

&L|CH.
Olg{st SMO| Gl A MA|ZE HotCt ClHFO|A S| IP FAE AlHSIE B S &rotof gFL|Ct.
D E X2 E FH|8t & the section called “loT Device Client A2 ZH|” Mo 2 RIsHsL|C}.
O| & AR RERY
« EE2|Y: AWS IoT Device ClientE {8t C|HFO|A &=H|
« EE2|Y: AWS IoT Device Client AAx| & 744
« EEZ|U: AWS IoT Device Client®t MQTT HIA|X| E Al Al¢d
- EEZ|Y: AWS IoT Device ClientE AF28t 2179 e A|¢d
« K}&A: AWS IoT Device Client RIS AE AS & HE|

O| REC|HMME ol && B=o| =& RECIYUE 2IEF EHIE

HE etuigrLict

do
ol
X
)

[72)

e

S
@

<

Y
M
P
N
[
oh
rr
B

jn

O| A& ME A|2ESHZ| 0] the section called “AWS |oT Device ClientZ |2 £ 2 =5t7| {8 AP =

Vol LHEE 52 AA8E = U MEE EH|7I EIR=X] &AM L.

ol ‘M 2@ st o o 900l AL
Ol ‘& Mol HiE LIS 2 Cha ot Z &Lt

« ClHtolao| 28 AMA x| X ool ELIC.
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O| RtEAME 228t & 2 RAHE A0 M= Device ClientE Al25t= OIZE /8] AWS loT C|HIO|AE
ZH|ELCt.

O| REE|HO| MR}

« C|Hto|Ao| 2 AKX M| & HCl|o|E

. ClHfolAo] e AxmEgof x| U &0l

« C|HIO|A EIAE 2l Amazon CA Q18 M X%

ClutolA 2| 2 #MA| HX| & UC|o|E

Yy
RIES

19| MXIol| M= Raspberry Pi7t A|AE!I EEIO|E0{| AFE 8= microSD 7HEE X 7|35t
grLICt. Raspberry Pi2| microSD 7tE0i= 2 M A|(0S) A Z E|o{2t o Z 2|71 0|M
37t0| AUA&LICH Raspberry PiE AFE5HX| 2= A< CldHto|A Q| X|Eof 2t ClHto|A o] 2
A AZEQ0{E MXISHT YOo|EFLICE

—
-
I

Ol Mg 2t=2 8 0= loT CIHIO|AE AlEtStD 2

[

SAE HFEQ EOd Z2 a0 M g

Zi |

« 2 e U EHAE B4

- QlE{Lllol| 234E &+~ Q= Raspberry Pi EE£ loT C|HIO|A

o X|A 8GB 22| microSD HIE2| 7IE EEE= 0S L LRt AZEQ|0IE 8t SES AER|K|.
(® Note

Ole4et &S ?ldll microSD 7t=E MEHEY mf R BrE I X[BH 7tSE & 52 7lEE
MEfEFLICE

A2 SD 7tE= Y I UH|0|E7F O W& LICH Raspberry Piol A= O] REE(UE 2l
8GB 0|4 2| microSD 7}=7 ZR K| St&LICH 7% ofZ 2(7Ho|Mof I Bt Z7to| Ze
gt 82 0l FEEIH0|M MEste o 2 Ol0IX otz O 2 7t=9o| LU AlAH 3 7(&E

Zgoto] MEfE FtEO| X|RHElE STHE ZF A8 E & U&LICH
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=M EHl:

- Raspberry Piol 21Z2E USB 7|2 =
« HDMI 2 L|E{ 2! Raspberry Pioll ZLIE{1E @1Z25= 708

o| Mol it

« microSD 7}E0 C|HIO|A Q| 2 AM|A| 2ZE

« M22 29 AKX Z loT C|HIO|A AlZE}

e CIHIO|IAN BEZH SAE HAFE 44

microSD Zt=0 C|HIO|A Q| 2 MA| E=

O| HXl= 24 SAE HFEE ALE3510{ CIHIO|A 2| 2 MAE microSD 7tE0| 2= L|CtH
(® Note

ClHtO|AZE 248 Aol o|S A X% OHAM|E AIE5HK| b= B sHY ClHHO|A0] CHEF AR
ME3Ft0d 2Y AMAE Mx|StD the section called “loT C|HFO|A A|ZP MMo 2 EIgistL|Cl.

Raspberry Pioll 23 XM A& Mx|5t2{™

1. 2Z 3AE AFE{0|A AL 3I2{= Raspberry Pi 2 #|A| O|0|X|2 CIREZEST & SF
Ct Z| A T2 https://www.raspberrypi.com/software/operating-systems/0l| A 7+ & =

L2

Raspberry Pi OS B{7& MEH

0| && BEol 0| REEIYUS XIMstE 7HE &2 HE0|7| R0l o] REE|YoIME
Raspberry Pi OS Lite HME AFE & LICH O BT 2| Raspberry Pi OSOll= W& QIE{H| o[ AR
A0 2EHE SR QIE{H 0| A E & LICh 12 ALE R QIE{H0]|A Tt /= |4l Raspberry Pi
OS HME Ol REZ|YHME AT = JU&LICH O8{U o] &f& A2ol| HYEE Mites BHE
QIE{m| O| A RF AF2 3104 Raspberry Pioll M 2rd& &gt
2. microSD IEE 2 SAE AFE{0] AURLICH

sHLC
3. SDZ= O|0|EH =& AF835tod & =& & 0S 0|0|X| IS microSD FH=0]| £L|CH

a. BHE T E= ot B AMT| Z0olAM microSD 7t=2| BOOT TE[ME L|Ct
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b. microSD ZtE2| BOOT IIE|M R E C|HE|Z|0f Y &% Ktet LI20| e sshete Bl opd
2 MAdstL|Ct o] I Y2 Raspberry Pi7t %12 AlZHe [ SSH S 412 AH MHSIEE XA
grLict.

5. microSD ZIEE THLHD 24 SAE ZHFE | tH6HAH A HEL|CE.

the section called “loT C|HFO|A A|ZF0f| AFRE microSD 7}E 7 £ H| &4 LICH

ME2 238 MK Z 10T ClHOlA AlF

O| A= microSD 7tEE XI5t CHREES 2Y MK E Ar& 35101 R{Z 22 Raspberry PiE A&
gt

ME2 28 MXZ IoT C|HtO|AE AlZf6tE{H

1. ClHiolA S| MMHE 2|8 HEHOA O] EFAH|IQ! the section called “OS 2 ="2| microSD 7}E&
Raspberry Pioi| A /8fL]|C}.

2. UELIZo| ClHo[AE dAgfLICH

3. Ol REC|YUS SSHE{O|LE AFE5l0d 24 S AE ZHAFE{0| M Raspberry Pit &5 2 &3fL|CT

71712t 2H &5 2Este{H Cha g -3 LCH

b. Raspberry Pi2t 2 &% Z&3524{™ Raspberry Piol USB 7|2 E& 448 LICt
2 End

713t W7t x| 18 S 7ICHEILICH

Raspberry Pioll 2LIE{7} AZAE|0] /o™ BLIE{HM AlZF Z2MAE 8 £ &LICH

5. ClHiolaoIP F4 &7

* Raspberry Pio HDMI ZLIEE & B2 ZLIE0| ZAIE HIAIX|O IP FATF LEEFEfLCH

- Raspberry Pi7} 1ZEl Bt LE{0] UM AT % QU= B BH2E{] 22| QEH 0|A0M FAE

golg =+ &L

Raspberry Pi2| IP FA7} QIS the section called “EAE ZHFE| 472" FHI[7} El ZLCH.

loT Device Client A2 Z=H| 105



AWS loT Core FHEERE FLHA

C|HIO|AO| 2 S AE HEE A4

O| HXIMME 22 SAE HAFE O EHOlA O AFE5104 Raspberry Pioll @145t 7|2 &

g HEELICH

ok

ClHto|aof 2Z

ok
|>

E

oy
3

EIE e1Zstain

Hu
I
ok
|>
|m

HAFE{0|A SSH EO|d Z23 S HLICH.

 Windows: PuTTY

e Linux/macOS: Terminal

® Note

PUTTYE Windows0ll AtS2 2 AR|Z|X| pf&LICH HFE{0| g™ Ct2 23510 HX|
slioF & & A&LICH.

2. EHO|Id Z233Z Raspberry Pio| IP F20i 9345t 7|2 XtE SHS A& 35to{ 2 IF Lt

o o=

username: pi
password: raspberry

3. Raspberry Pio] 2QI8t ¥ pi AFERI| A ZE WHFELICH

passwd

|I=I

Exeo et &5 E HAEL|C}

Changing password for pi.

Current password: raspberry

New password: YourNewPassword

Retype new password: YourNewPassword
passwd: password updated successfully

E{O'd &0l Raspberry Pio| HHEE | 2f & 7t HE K| the section called “E & &
ZE9o{ Mx| & golroz FIE FH|7t B WLICH.
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C|lHlo|A0]| Tedt AZ EQ|o] x| T &0l

0

O| Mipdo| Hit= 0| MlMoi|Af | E|0{ Raspberry Pio| 2 %
4404 Al AWS IoT Device Clientg& HEst1 MX[st= O AHSE A~ZE|01E Raspberry Piof| A
L|CH.

X E 2|4 4EHE | X|5tD CHS A
_|

%|8t
=

Ol 4442 22 5% Raspberry Piofl 2141 29 &2t 0] 38 Z2 0| FE2|Y| TWRE AZESof
7h MAIE|D ST PIxlof 2 FAIELIC

Ll FHl:
- O|Md MMo| 24 7 L HIAE &3
« O|H M40l M AL EF Raspberry Pi
« O|7 MM O| microSD HZZ| 7=
(@ Note

Raspberry Pi 22 3+ 3! Raspberry Pi 22 4= 0| &t&

AQA&LICH 1oT ClHO|A T AZEQ|0E AW USHHUE MAE = o
FEOf Zest HutdHE HR[sto] AZESR0{E HE C
AWS Command Line Interfaces® Q/&LICH CIHIO|AS A X
of CHEt AEMIBH LI 2 CIHIO|A AZ EQ|o{o] MHME HESFAML.

s

A AMA AZEQo{ HI0|E
ZLef ofE2|7io|M & gtol=Ea{2| Mx|
MEH A& microSD 7HE O|0O|X| X{%&

[H0
0

E

X

2 MK AZEQ|o{ YOH|o|E
ol Hite 2™ MK AZEQ0{E Holo|EgLIC

Raspberry Pioll A 24 A AZEQ01E YO|0|E5tE{H™

24 2 AE AFE| Bl oM OHE BHE sBELI

1. CH2 P2 /296104 Raspberry Pi2| A|AE] AZ E QoS O 0|E g LC.
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sudo apt-get -y update
sudo apt-get -y upgrade
sudo apt-get -y autoremove

2. Raspberry Pio| 2Z 2 A|ZtCH M S AU O|E R LICHAMEL AFR).

o] B

£ gl3jstod Clutolao| 22 & AlZHDH 82 YO|o|EgfLICH

sudo raspi-config

a. ClHiolao| z2E MY stedH

Raspberry Pi 2 Z E 9|04 T4 &7 (raspi-config)(Raspberry Pi Software Configuration
Tool (raspi-config)) StHOIM S M 58 MEHFILICY.

5 Localisation Options Configure language and regional settings

Tab 7|& AF&35t0{ <{dEH>(<Select>)2 £ 0|5t space barg +&LICtH

XIS SM M7l L1 SME MENFLICH
L1 Locale Configure language and regional settings

Tab 7|8 AL235t04 <MEli>(<Select>)2 2 0|56t space barE FSLICH.

=3

rr

EHZMH SFM L E F|E AE8to] 2T E5tT space barg A& 510 §5t
ZHE E A|5104 Raspberry Pioll Mx|5t2{= 2ZZS MEHEHL|CE.

O0|=20|MHE en_US.UTF-82 MEHSHE Zd0| E&LICE

ClHio|A S| 2H Y

A
2l MEABH % Tab 7|8 AtS5104 <EQ>(<OK>)E M3t T} space
barE 2 22 T4

J(Configuring locales) & ! HO|X|& E AlEfLICE

b. ClHO|A9| AlZFCHE dHstedH

raspi-config 2t S 58 MEHELICH
5 Localisation Options Configure language and regional settings

Tab 7|2 AF835t0{ <MEH>(<Select>)2 2 0|56t space barg +&LICH

XI5t S M HFoIA SHAE 7|2 AL 5H0] S L2 MEEHL|CY,

L2 time zone Configure time zone
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Tab 7|& A& 5+0{ <MEH>(<Select>)2 2 0|S 311 space barg +& LILCt.

iii. tzdata 7t4d(Configuring tzdata) M|+ 2| S F0M ST 5t= X|2[X FAS MEIFLICH

Tab 7|2 AF8304 <&QI>(<OK>)2Z 0|53} 1 space barE F&LIC}H

iv. TAlS50|MEAE FIE AHE5H04 SHE AlZHCHO| T A|E MEHE
AlZtCHE MH5t24™ Tab 7|18 ALE 504 <& QI>(<OK>)2 2 0|S 3t 1 space barg F&
LICt.

c. MY AUOIE} 2R E|M Tab 7|18 A& 504 <OtE>(<Finish>)2 & 0|S 3 ¥ space barg
& 2 raspi-config 2 E&LICH.

¥
3. 0| BAE @=245}104 Raspberry Pi& CHA| A|ZFEFLICEH

sudo shutdown -r 0

4. Raspberry Pi7} CHA] AlZHE IH77F K| Z|CHEILICE

5. Raspberry PiE CtA| Al2tet & 24 SAE HFE{Q| E{O|'d &S Raspberry Piofl ChA| 428 L
Ct.

O|M| Raspberry Pi A|AR] A X EQ0{7} T £ the section called “Of Z2|7{|0|4 2! 2}0|= 2]
2| Ax"2 Z-lE 4|7t 2 JLch

Zet ofE2/7olMd & Eto|lE 2] MR

(@)

| R

rr

24 REEUHM ALt oHZ (70| AT EQ|0of 2 2lo|ER2|E MX|ELICH
Raspberry Pi& At& &S 0[7{L} loT C|H}O|AMM EHREt AZER|0{E ALUY = A= BR EE =
AE HFEE{o| EOld #olM CIS BHE s&ELICH 24 SAE HAFE{0|M loT C|HIO|AS A
E9|o{E HulUsHol st= F< C|HtO|A0|A Ol2{3t BHAHE ™ot L2 loT CIHIOAZ AZE
o] dEME FESHM L.

54
=

E

LB

Raspberry Piof 0{ZZ|7| 0|4 AZ EQ|o{ & Efo|EE{E|E HdX|stE{™

1. O] BHEZ YUstof o E|7io|Md 2z EQ)of I 2to|EE{Z|IE MRITLICE.

sudo apt-get -y install build-essential libssl-dev cmake unzip git python3-pip

Ol AZ EQfo{7F ARIZIR= K] H I LICH

u]

2. 0] =4

fjo

22{5to SHt

rin
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gcc --version
cmake --version
openssl version
git --version

3. O3S HTo| o EE|7o|M AZ EQ0{7t Mx|Z|o] Ue=X| & IFLICH.

« gcc:9.3.0 0|4

« cmake: 3.10.x O| &
 OpenSSL: 1.1.1 0|4
« git:2.20.1 0|4

Raspberry Piol| Z2 8t 0{ZE2(|7|0|M AZ EQ||012]| & 7t58 HTO0| /= B the section called
‘(MBS ALE) microSD O|O[X| ME"e 2 Zlde &d|7t & ZdLct.

A4 AHE!) microSD 7H= OI0|X| X%

—

0| && HZo| REE|Y Mol Raspberry Pi2| microSD 7+= O|O|X| AHE S 24 SAE HFE{9
ol M et= MRH7F UaLlch HEE[X|BF 2 AT = obELCH, NIO._FE.J 21 x|0oAl microSD 7HE=
O|0|X|E M&E5tHM 0| && BRoM ME A o|™e| MRIE HULHE = U222 ChA| A|Zalof &
AR A|ZHE ™MoFst £ Q)& LICH microSD 7HE O|0|X|E F7|XMo 2 X{ESHK| &2 ™ microSD FHE
7t EHEIQIAL AR H EE SiY MHEE 2R THE 32 MSEE g4 G2 REEYS A
AlztafoF & &= Ql&Lct

0| A0 A Raspberry Pi2| microSD 7t=0= YC|0|EE 0SSt 7| o{ZE[AH 0| AZEQ0{7} 2
E |04 U&LICH X|F microSD 7tE Q| LHE S Tt U0l X% stH Ol HAHE 2t25t= O dele Alzt
2 &ofsh £ Ql&LICt C|HFO|A Q| microSD 7HE o|0|x|Q| #4x O|O|X|7 {oH AZEQ|0{E XS
FE XI5t HOIO|EE ER 80| O A|MEH AlE5to] REEIY EE= MHAFE HSSH7HLE CHA| Al
A
T

I} 2ol microSD 7+= O|O|X|& K& 5tE{H

—

0| B @l245l04 Raspberry PiE SZ&rLICt.

sudo shutdown -h 0

2. Raspberry Pi7t 2t35| SR E|H M S 22lg L
3. Raspberry Piol A microSD 7= & AN|7HELIC

—_
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4. EHSAEH

=
il
2
x

a. microSD 7IEE A JELCt.

b. SD 7tE= 0|0/ EFE& AFE3+04 microSD 7H=2| O|0|X|§ T of| A& & LICH

c. microSD 7= 9] XE XMEEt £ 24 SAE HAEEAM FIEE THHLI|CH.
5. Raspberry Pio| T3 22 & Eol A microSD 7= & Raspberry Pioi| & 2&FL|C}.
6. Raspberry Piof ¢

7. 1E HE 7IclEl & 24 S AE HAFE{0IM Raspberry Pioll Z2E 24 S AE HAFE{Q| E{OI'H
32 ChA| 9448t CFHS Raspberry Pioll 2 1218 L|C}

u
h
0
>
m

C|HFO|A Ef|AE 2! Amazon CA 21& M K&

o] MMo| MxtE= 0|7 MA0of A HlZE/04 AWS Command Line Interface & 914€ QIS 3lE O| AFHE
= 18 7|2 IEME MR[ELICH AWS IoT Core.

O| Mg 2t 235tH Raspberry Piof AWS loT Device Clientg& Mx|5t= Ol 228t A|AR AZ E 0]
7t A1 QB0 AZAE[0] RIS & + U&LICH

4 ZH|

. OlF Mpo| 2 Y Y E|AE B

« O MMof| M AFEEt Raspberry Pi
« 0|7 M AM9| microSD M2 2| 7=

« M %x| AWS Command Line Interface
« AFZHAWS HHE 3H 1AM
« Amazon £E CAQISMLCIREE

o (M= AE) microSD ZHE O|O0|X| M%E

A %] AWS Command Line Interface
0| ™Mxtoll M= Raspberry Pi AWS CLI 01| & A x[&LIC}H

Raspberry PiE§ A& &O0|7{Lt loT H X0 AZEQ0{E HItUe = U= 7;,!%3_ 27 S5 AE HEE
ol Ol Ho|M CI2 HHE $8ELICH 2EH SAE ZHEE{OA IoTC|HIO|IAZ AZEQ0{E A
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u} sl of ot = B loT C|HFO|A0f CHEH AZ E Qo B0 B2t 2to|EE{2|of Cier HEE 4

export PATH=$PATH:~/.local/bin # configures the path to include the directory with

the AWS CLI
git clone https://github.com/aws/aws-cli.git # download the AWS CLI code from
GitHub

cd aws-cli && git checkout v2 # go to the directory with the repo and checkout
version 2

pip3 install -r requirements.txt # install the prerequisite software

2. 0| BHs addstod

MXIELICH AWS CLI. 0| BHEE 2t=dt= O 2| 1520| A2E = U&

LICE.

pip3 install . # install the AWS CLI

3. olFHs 4 2|7t MX[ AWS CLI E|RI=X| & lgfLct.

fjo
0%

5t0{ SHt

rin

aws --version
O| HT2 2.2 O[4f0|o{oF AWS CLI & LCt.

of $4A BHZ10| AWS CLI EA|Z|H 2 A& FIE EH|7} E ZdILICHhe section called “HI™E X244 &
o 1Y
o O .

HHAWS HEH BH 7Y

O] MxtolMHE Rt AWS HIH ZHE 21 Raspberry PiolAM AF8& X124 ZHE F7H&LICH
ClHholA0f AWS HI™ Rt BHES F7hstedH

1. oA HMIA 7| ID L 20t HMA 7|8 7HK{ AWS H™ @ C|HO|A AWS CLI 0| E Q1B &Lt

AWS IAM2 * S AF8 3= 8% https://aws.amazon.com/premiumsupport/knowledge-center/
create-access-key/ Z &0 A=5to CIHIO[AMM AFSE IAM Rt SEE AWS Mdst=
AWS ZZAM|A WErLCE.
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2. Raspberry Pioll HZE 24 SAE HAFE | HOl'D FoiM C|HtO|A L] HAM|A F| ID(Access
Key ID) 2! H|Z HM|A F|(Secret Access Key) AHZ4 BHE AE35t0{ 22 =& ELICH

a. CI= BHE ALE5tod AWS 7 A S A-defLicth

aws configure

b. HAIXI7F ZEAZ|HXH 5H & 78 2 & L=ELICH

AWS Access Key ID: your Access Key ID

AWS Secret Access Key: your Secret Access Key
Default region name: your AWS ## code

Default output format: json

u]

H2IZ2 AlSHE0d AWS % 2! AWS loT Core AEZ QIE0f CHEE C|HFO|A S| HMHAE E|AE

"endpointAddress": "a3EXAMPLEffp-ats.iot.us-west-2.amazonaws.com"

AWS HEEE AWS loT CIO|E I=EZQIE T} & A|Z|P Raspberry PIG|E H&E = e A4 2 H

Bt0| Q)& L|CtHhe section called “Amazon £ E CA QIEA CIREE",

/A Important
O|Ml XtZ3 AWS A5 5HO0| Raspberry Pi2| microSD 7tE0f| MZEELIC} O|Z A 5t &% Al
X HO| RAE MM HHE AT EL|0{2to] 45 A& 0| AWS #|HX[X|E 72X 20| T
A 0|0 BH= microSD 7+E 0|0O|X|0l| = XE =T EX|EL|Ct
K24 AWS A™H ZHo| Hot2 25351248 microSD 7HE O|0|X|E O XME 7| T E aws
configure CtA| M-St HAM|A F7|ID & Eot AMA Flof Ao|ol ZXIE &I=Isto AHHF B
HE ArA|stod Xt AWS HIY SHO| £ 4 E|X| A== 5t= W0l E&LICH
AZE A SHS ME S F2 AWS IAM 2&0i| A Rt AWS HIYE S-S HIE st
&Lct.

2 O
‘I‘AAI

gk
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==

Mo

Amazon £ E CA 15X c}

I22Estn MY ELICH ol 2IBME CF2

0| MXt= Amazon £ E 2|5 7|ZHCA)2| C
AWS MH|A2LO| C|HIO|A HAT E|AE

2l
ECslH OIS FECIHOM ASE = /U
LICF.

o

mkdir ~/certs

2. 0| HZIZ AlEH5104 Amazon Root CA QIZEME CI2EZE=&HLCt.

curl -o ~/certs/AmazonRootCAl.pem https://www.amazontrust.com/repository/
AmazonRootCAl.pem

Al
=

5to4 Q1B A CIEE 2|9t sliE mhdofl CHEr HMAE DHEELICH

02

3. O] =4

fjo

chmod 745 ~
chmod 700 ~/certs
chmod 644 ~/cexts/AmazonRootCAl.pem

4. O] BHFE Astod M CIHEE[0l|M CA ABM TS = lF Lt

1s -1 ~/certs

ChSI 242 E50| EAIZ[o{of B Mot AlZh2 CHELICH 8Lt Tk 279t 7|EF 2E
HE = o{7[o] ZAIE 1t SYUstof &rLict

ke 37|17+ 11880| ot A< curl BHE mEtO|EE T LICH ¥ 2E IUS CIREERE =
A&LICE.
(MBS AFE) microSD 7HE O|0O|X| X%

0| Aol M Raspberry Pi2| microSD 7E0i|= O[0|EE 0SSt 7|& 0{EE[AH 0| AT ER|0{7} 2
E|of /J&LCH.
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1}t 2lod| microSD Z+E o|O|X|E A&E5tE{H

2 SAE 7

Hu

E{o| E{O|'d oM AWS At 5HE X|SLCt.

:Itl

aws configure

b. MHAIX|7} LIEILEH A}74 ZSHEE HHELICH Enter 7|8 =24 7I& Y4 0| & (Default region
name)dt 7|& &3 & 4l(Default output format)S :LEHE £ T AsLich

o

AWS Access Key ID [*****xx&*xx&xxxxyYT2H]: XYXYXYXYX

AWS Secret Access Key [***xx&&kkxxxxx&*gp]H]: XYXYXYXYX
Default region name [us-west-2]:

Default output format [json]:

2. O| BHEZ =45t0{ Raspberry PiE S & LIC}.

sudo shutdown -h 0

3. Raspberry Pi7t &5 SE2E|H M HEEE EE2IFLICH
4. C|HO|AM|AM microSD 7= & &2[&LICt.

5. B2Z SAE HFE{0|A

a. microSD 7=

b. SD 7= o|O|

oﬁ i

T E A25109 microSD Zt=2| o|O|X|E ubofl R{&HEFLICt.
c. microSD ZtE9| O|0|X|E X&EE &= ZEZ S AE AFHOUM FIEE THHLICE
_I

microSD 7}= £ Raspberry Pio| & l8rL|C},

AFEIM EOId & Ml4dE CHA| AlZfst ClHEO[A O 2 2RI LT,

A4 AWS HE Y2 CHA| 236t K| OrMl 2.

CHAl A|ZF3t 11 Raspberry Piol 21215+ the section called “loT Device Client A x| & 724" 2 Fl
e Zd|7t = Act
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EEZ|Y: AWS loT Device Client x| &l 244

O| Xt& Mo A= AWS loT Device Cliente| Ax| & F+410t0| D2 & Z7|E} G20 AFRE AWS loT
SlAA MEE oFLHEMLICE.

Ol Rt AE AlSHst2{Et

. Ol REEE|YO| 2L SAE HFE{Q Raspberry Pi& Z=H|&HLICt.

O| A& ME 2t2stE Ol 2 902 0| A EILICH
ol XM E otx|™

« |oT C|HIO|AE CIHE AWS IoT Device Client G2 0| A HIZ AF2E £ Ql&LCt
+ loT C|H}O|AE Z2H|X{IZM&LICH AWS loT Core.
« C|H}O|AO] AWS loT Device ClientE CI2Z2E 51 Mx|FH&LICEH

- 0|% REEZ|U0|M AFRE £ Q= C|HIO|A 2| microSD 7HE 0|0|X|& ME#M&LICH

« O|H MMM AH&EF Raspberry Pi
« 0| MMM AHE B Raspberry Pi2l microSD HIZZ| 7I=

ol REE|Ho| At
« AWS loT Device Client CI22E 2! %
« 0l Raspberry Pi ZZH|X'sl AWS loT

. 2142 HIAESIEE AWS IoT Device Client 7+4d

AWS loT Device Client Ct22 E 4l x{&t

O| Ml of HAtof M= AWS IoT Device Client& CH2 2 =38t 11 ZHut # C+& Raspberry Piof A x|
gL MX|E EAES F LUSH REEIUS CHA A E I AHE = =5 Raspberry Pi2|
microSD 7t= O|O|X|E MEE + UA&LICH

0| o]

2k
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« AWS loT Device ClientE CI2ZE5t1 &=L},
- EECIYNIM AFRSHE CIEEZ MY

« (MEH AFEH microSD 7HE O|O|X| 4%

O| H&}toi| M= Raspberry Pioll AWS loT Device Client& A x|gLIC}.
Raspberry Piol| 1AEl 24 S AE HAFE{Q| E{O|E FoAM CtE BHE = LCt.
Raspberry Pioll AWS loT Device Clientg A x|35t24™

1. CIS BHES =95109 Raspberry Pioll A AWS IoT Device ClientE CI2ZE35t1 U= gHL|Ct

cd ~

git clone https://github.com/awslabs/aws-iot-device-client aws-iot-device-client
mkdir ~/aws-iot-device-client/build && cd ~/aws-iot-device-client/build

cmake ../

2. 0| HHZ A&3t04 AWS IoT Device ClientE 2=EFLICH ol HHEE 2t=35t= Ol Z[CH 1520| &
(o]

o =
2E & A&LICH
cmake --build . --target aws-iot-device-client
AWS IoT Device Client7t Aot e [ E ALl A1 HA|X|= FASHT ELICH
0| A& M= gec2021'24 108 30 Raspberry Pi OS(bullseye) 2| , H{T(Raspbian 10.2.1-6+rpi1)

10.2.1 20210110, 2021 5% 7 Raspberry Pi OS(buster)2| gccH{Z(Raspbian 8.3.0-6+rpi1)
8.3.004 = E! AWS loT Device ClientZ E|AEE|R&LIC}.

3. AWS loT Device Client &l=E7} et2£|md0| H2dS AlsH5od E|IAEEHL|CE.

./aws-iot-device-client --help

AWS loT Device Clientod] CHgt BHZE = 22H0| E A|E|T AWS loT Device Client7} A&2Xo 2 gl
RO AFRE &H|7F B JAdL|Ct.

loT Device Client x| & 74 17



AWS loT Core FHEERE FLHA

FEE[HoM A8t CIEEE &Y

Ol Xt M= o &f& BE o REE[UMM ASste IS ME S Ol ALSE CIEEEIE
Raspberry Pioi| 24 438tL|C}.

[ TH

Ol &t& =0l REC|YM AL ste CIHMEEIE ddstedH

mkdir ~/dc-configs
mkdir ~/policies

mkdir ~/messages

mkdir ~/certs/testconn
mkdir ~/certs/pubsub
mkdir ~/certs/jobs

2. O] BHEE ddstod Af CIHE{2|ofl CHEt HEHE AERfLCH

chmod 745 ~

chmod 700 ~/certs/testconn
chmod 700 ~/certs/pubsub
chmod 700 ~/certs/jobs

oledet CIHMEEIE ddst D siY Tehe dH et ¥ the section called “(44=H AFE}) microSD 7H= O[O
x| A{&"o 2 Flse Lt

(AME4 AL microSD 7HE O|O| K| A&

Ol Raspberry Pi2| microSD 7t=0l= YH|O|EE OS, 7|2 ofE2[AH| 0| ~AZE2|o{ & AWS loT
Device Client7} d&LIC}H

Ol gt REZ|IYUE CHA| A|=6t7| ?/8H =0kt of ERtolM A& &t microSD 7H= O|O|X|E M
microSD Z+E0] 7|5 3+04 O|™ HXFE 7dL{5 1 the section called “Raspberry Pi Z2H|XM'"EE &
ECI€E AEE = A&Lich

1}t 2oi microSD 7+E O|O|X|& XME5t2{H

Raspberry Pioll @1Z2E 2Z 3 AE HFE{ Q| E{Od Z0i A

1. XHAWS AE 3Ho| MEE[X| A A= #lg/ct
a. CIS BHE AE5tod AWS 71 A4S AlgfLict
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aws configure

b. At ZHO|XMEE BREEBZEN ZAZ= 42) oi7|0ll EAIE CHE HIAIX|7} LIEFLEH
XYXYXYXYX EAtE 2 =Lt 7|2 2| 0|&(Default region name)t 7|2 £33 &4

= T
2 HI® SuCH

(Default output format)

AWS Access Key ID [***#**xxxskdkrxxyXyX]: XYXYXYXYX
AWS Secret Access Key [*****xx&*xxirxxxyXYX]: XYXYXYXYX
Default region name:

Default output format:

2. O] B @l=245l0q Raspberry Pi& SZ&rLICtH

sudo shutdown -h 0

3. Raspberry Pi7t 275| SEE|H M HEUEE 22IFict
4. C|HFO|AO|M microSD 7tEE E2|gLCt.

5. BEHSAE HAZE{0|A

a. microSD FIEE &l&hL|C}.
b. SD 7= 0|0|& ETE AF2304 microSD 7t=2| O|0|X|E melof X{&HstL|Ct.

c. microSD 7}E9| O|0|X|E XA St &£ 24 SAE HAFEOM FIEE THLLICT.

the section called “Raspberry Pi Z 2 H|X{'2"0{l M O] microSD 7IE& H|& AF2E £ l&LCH

oA Raspberry Pi ZZH|X{'sl AWS loT

o| MMo| Mxt= & AWS IoT Device Client7} AWS CLI A x| El X{ & El microSD O|0|X|2 A|&tstD
Raspberry Pi& ZZH|X'Jd35l= AWS loT 2lAA L CIHIO|A IS AME MAMEiLICt AWS loT.

Raspberry Pioll microSD 7t=& A x|gLICt.

ol Mxlo|ME ZRFt AZEQ0{7} ZEE|1 Raspberry Piol 7 A4E! microSD 7tEE Mx|stm 0| &
& 2O KIESME HESE = AWS AH U EE FMHELICH

Ol &t& d2o| g U REC|Y0 EFt AZER 047} Q= the section called “(41E4 AF&F) microSD
7= 0|0|X| X{%” 2| microSD 7tEE AFS&fLICH
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Raspberry Pioll microSD 7= & A x|5t2{H

1. Raspberry Pio| T HE EEI8t 4E{0| A microSD 7}=& Raspberry Piodl &f & LICt

2

3. Y1E F 24 SAE HFEoIM E{0ID & MM CHA| A|ZHst T Raspberry Pioll 22118 L|Ct.
4

E 0| &0l A Raspberry Pi2| HA|A F| ID(Access Key ID) & H| 2 HAf|A
7|(Secret Access Key) A4 SHE A& 5104

aws configure

b. HAIX|7t ZAE[H AHE AWS HH &E & 74 HEE =Lt

AWS Access Key ID [*****xx&*xx&*x*x%YXYX]: your Access Key ID

AWS Secret Access Key [***xxx&&kkxxxx*xxyYXYX]: your Secret Access Key
Default region name [us-west-2]: your AWS ## code

Default output format [json]: json

A4 AWS HH ZSHES 2248 2oll= 2 HE s =H|7} =l ZdQ)L|CHhe section called “0i| A C|HF
O|A Z 2 H|X{'d AWS loT Core

oM C|H}O|A =2 H|X{< AWS loT Core

O| MMo| Hxto| M= Raspberry PiE Z2H|X{'d5t= AWS loT 2|44 E HMELICH AWS loT. Of
et 2|AAE MEE M oYt WEE 7IS5tete HIAIX|ZE LIEHELICH o] ME = Chg Ao A
AWS |oT Device Client T-301| At&ELICt,

Raspberry Pi7t &7 & &3t248 T2 H|X{'J3loF AWS loT& LICt. Z 2 H|X{'d2 Raspberry PiE€ loT
C|HFO|AZ X|H5t= O ERFF AWS loT EIAAE M5t 7485t Z2AMAQILICEH

Raspberry Pi2| ._'c".;% 71 CHA| AlZHSE B0 2E S AE HFE{2| O/ &S Raspberry Pio]|
Zst o MXE &= &Lt

ol Mol Mt

« ClHtOl£ Q1

| =
[=) =
« AWS loT 2lAA MY
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u]

ClHO|A QIS It dd A2z

1

O| Mxt= o o= of CHEt Cluto|A QB M TS ModerLict
Raspberry Pioi| CHet C|HIO|A RIS A THUS st ClRE =62

4 E HAFE2 EHOld FoilM o] BE S U=stod C|HFO|A0 CHEF CIHHO|A QI A T
G

mo Hu
I |>

0% ol

mkdir ~/certs/testconn

aws iot create-keys-and-certificate \

--set-as-active \

--certificate-pem-outfile "~/certs/testconn/device.pem.crt" \
--public-key-outfile "~/certs/testconn/public.pem.key" \
--private-key-outfile "~/cexts/testconn/private.pem.key"

Ol BH2 O3 22 Y2 e L LIS A85t7| {6l certificateArn gtE 204
SLct
{
'certificateArn": "arn:aws:iot:us-
west-2:57EXAMPLE833:cert/76e7ed4edb3e521f52334be21f387a06145b2aadc7fcd810f3aea2d92abc227d269",
"certificateId":
"76e7e4edb3e52f5233EXAMPLE7a06145b2aa4c7fcd810f3aea2d92abc227d269",
"certificatePem": "----- BEGIN CERTIFICATE-----
\NMIIDWTCCAkGgAwIBAgI_SHORTENED_FOR_EXAMPLE_Lgn4jfgtS\n----- END CERTIFICATE-----
\n",
"keyPair": {

"PublicKey": "----- BEGIN PUBLIC KEY-----
\NMIIBIjANBgkghkiGOw@BA_SHORTENED_FOR_EXAMPLE_ImwIDAQAB\n----- END PUBLIC KEY-----
\n",

"PrivateKey": "----- BEGIN RSA PRIVATE KEY-----
\NMIIEowIBAAKCAQE_SHORTENED_FOR_EXAMPLE_T9RoDiukY\n----- END RSA PRIVATE KEY----- \n"

}
}

2. 0| BHE2 stod 2B CI=E 2|2t oS mtdof CHet Hete ™ gfLC

chmod 745 ~

chmod 700 ~/cexts/testconn

chmod 644 ~/cexrts/testconn/*

chmod 600 ~/cexrts/testconn/private.pem.key
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3. O] =4

fjo

A#sto] Q15 M CI2iE{2] L ubeof Chst Mste AS BT
1s -1 ~/certs/testconn
POl E2d2 ot Mot A|ZHO| CHELCH=E M2 MQlst 07|o| ZA|=l= Zdut ZHotof & LICtH

-rw-r--r-- 1 pi pi 1220 Oct 28 13:02 device.pem.crt
-IW------- 1 pi pi 1675 Oct 28 13:02 private.pem.key
-rw-r--r-- 1 pi pi 451 Oct 28 13:02 public.pem.key

0| A0l Raspberry Pioi| C|HFO|A 1B M 0| Ax|E|o{ 1T the section called “AWS loT 2|4

£ dEE ASY = UA&LICh

AWS loT ElAaA MM

O| X0 MeE CIHFO|AZE AWS 10T 7|5 & MH|A0| HHASHE Ol 28 2| AAE MM AWS loT
stodof C|HIO|AE Z 2 H|XLstL|C}.

oM C|H}O|AE = 2 H|XMY5e{TH AWS loT

£ ZFE(o| E{0ld HolM 0| TS 22tsto AWS HE S| ClHHO|A CloJE| = E Q!

= 34
E FAE JIXSLICH
aws iot describe-endpoint --endpoint-type IoT:Data-ATS

O|F EtAH|ol HHE|M Ctst 22 8E0| EretELct LHEo| ArE5t7| 2|8t
endpointAddress %2 ™0{ ELIC}.

"endpointAddress": "a3qjEXAMPLEffp-ats.iot.us-west-2.amazonaws.com"
}

1L

2. Raspberry Piol| CHEF AWS IoT AFE 2|AAE Mdst2{Mo| BES =TIt
aws iot create-thing --thing-name "DevCliTestThing"

AWS loT AtE ElaA7t HEE B2 BE2 oot 22 SHS HhetefLoh
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"thingName": "DevCliTestThing",

"thingArn": "arn:aws:iot:us-west-2:57EXAMPLE833:thing/DevCliTestThing",
"thingId": "8ea78707-32c3-4f8a-9232-14bEXAMPLEfd"

3. HOl'E FolA

a. nano So|HAE HE7IE ¥LICt

b. Ol JSON HX EME SAteto] YU U= HAE HET|of 201 &L

I

(® Note
O| WM EMeE BE 2laA0 4, =4, AA L 258 2|Ft HetE SE85| F0i8
LICH YitMo 2 MAMR2 EF g|AA0 B EH 28 s&E = = HEE 20{F
LIC a2t =7| C|HO|A A HAE S| AL
| /51 Of X[Lbx|H LEH={o|1 S S2Ql &=
EC|HoiME HA Aol L2 AEIE E0iF 7| ?lal ECF &2 Helol ™M EM
E ArSE [Lct.
c. HAE HET[0|M otLZS ~/policies/dev_cli_test_thing_policy.json2Z X%
gl

aws iot create-policy \
--policy-name "DevCliTestThingPolicy" \
--policy-document "file://~/policies/dev_cli_test_thing_policy.json"

RO| MAEIH T CHET 22 SES HHErELIC

{
"policyName": "DevCliTestThingPolicy",
"policyArn": "arn:aws:iot:us-west-2:57EXAMPLE833:policy/DevCliTestThingPolicy",
"policyDocument": "{\n \"Version\": \"2012-10-17\",\n \"Statement\": [\n
{\n \"Effect\": \"Allow\",\n \"Action\": [\n
\"iot:Publish\",\n \"iot:Subscribe\",\n
\"iot:Receive\",\n \"iot:Connect\"\n 1,\n
\"Resource\": [\n \"*\"\n I\n N\n I\n}\n",

"policyVersionId": "1"
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AWS loT Core
}
5. O] BES ddeto Cluto|A B Mol HME ALY LICH certificateArnE O[Tl X{E &
certificateArn Z{SE HiZEL|C}.

aws iot attach-policy \
--policy-name "DevCliTestThingPolicy" \
--target "certificateArn"

H3 et 42 ol BH2 ofF AT gHetstx| ef&Lct
6. O HHE A&5Io{ ClHo|A QIBMHE AWS loT AtE 2|4 A0]| AZFLICH
certificateArng O|T0| K& 3t certificateArn 222 HEL|CH
aws iot attach-thing-principal \
--thing-name "DevCliTestThing" \
--principal "certificateArn"
It B2 ol BH2 ofF AT Btetst x| et &L ct
oM C|HIO|AE 3o 2 T2 H|M'Y AWS loTRHOM 2 H& TI-E Ed(7F & JALChhe
section called “?1 22 EHAE ST 5 Device Client 743"
HAZHEES HAES TS AWS loT Device Client 7
o| MMo| Mx= Raspberry Piol A MQTT HIA|X|E HAISHE = AWS loT Device ClientS 438t
ct.
ol o] Mzt
. T T M
- MQTT HIAE Z2I0|HE Y7|
« AWS loT C|HIO|A ZE0|ME A&

T4 The Ay

O] Mxlof A= AWS loT Device ClientE EHIAESt= F

loT Device Client x| 2! 74
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AWS loT Device ClientE E|AESHY| & 4 oS Hdste{™
« Raspberry Piol| 1Z2E 2Z SAE HFE{ Q| E{O|d Z0i A
a. O] HHEZ 233504 748 moi cHEt CIRE{EIE st CI=E{Z|o] CHEF HEHS A E

LICE.

mkdir ~/dc-configs
chmod 745 ~/dc-configs

b. nano SO HAE ME|7|E dLC},

c. O|JSON ZA

mlm
z_
Q'I_l
(@
N
12
o N
30
rr
J

I

BEAE HET|o| 20 &L

{

"endpoint": "a3qEXAMPLEaffp-ats.iot.us-west-2.amazonaws.com",
"cert": "~/certs/testconn/device.pem.crt",
"key": "~/certs/testconn/private.pem.key",
"root-ca": "~/certs/AmazonRootCAl.pem",
"thing-name": "DevCliTestThing",
"logging": {

"enable-sdk-logging": true,

"level": "DEBUG",

"type": "STDOUT",

"file": ""
}I
"jobs": {

"enabled": false,
"handlexr-directory": ""

}I

"tunneling": {
"enabled": false

}I

"device-defendexr": {
"enabled": false,
"interval": 300

}I

"fleet-provisioning": {
"enabled": false,

"template-name": "",
"template-parameters": "",
"csr-file": "",
"device-key": ""

3,
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"samples": {
"pub-sub": {
"enabled": true,
"publish-topic": "test/dc/pubtopic",
"publish-file": "",
"subscribe-topic": "test/dc/subtopic"”,
"subscribe-file": ""
}
},

"config-shadow": {
"enabled": false

}I

"sample-shadow": {
"enabled": false,
"shadow-name": "",
"shadow-input-file": "",
"shadow-output-file": ""

}

}

d. ###a#a# 220 & AWS AH 22| C|HHO|A Cl|0|E =X QIE 2 HFEL|CHhe section
called “0oflA{ C|HIO|A T 2 H|X{'E AWS loT Core”.

e. EIAE HET|MAM IS ~/dc-configs/dc-testconn-config.json2 2 K& & LICH

f. ol WS Amsio] M2 e T4 nhol CfEt HELS MEE LICH

chmod 644 ~/dc-configs/dc-testconn-config.json

ol X{&Hst £0f &= the section called “MQTT EHIAE ZEI0|HE QI |2 RIge FH|7} El ZdL
Ct.

MQTT E|AE Z2}0|HE ¥

O| Mxt= Al# Al AWS loT Device Client7} HIAlst= MQTT HIA|IX|E 2ESIEE 242 MQTT HIA
E Zco|MEE EHIEfLICH AWS loT

ZE MQTT HIAIX|E SsHEE MQTT ElAE Z2H0|E(MQTT test client)E ZEH|st24™

1. 2Z 3AE AFEQ AWS loT E£0HM MQTT HIAE Z2I0|HE(MQTT test client)& MEHE
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2. FX| F5=(Subscribe to a topic) Bl 2| F=A| EE{(Topic filter)ol| #(It2= 7|Z 17H)E Y=stn +
5= (Subscribe)2 AE4st0{ 2= MQTT FAE F*S5ELICH

3. T=(Subscriptions) |02 of2Hof #(Tt2 = 7|Z 17H)7F EA|E|=X| & IFL|Ct

the section called “AWS loT C|H}O|A 2EI0|Q1E Ao 2 FTI-MSHM MQTT HIAE ZEI0|ME
(MQTT test client)7} €24 = &2 OCHE SLCH

AWS loT C|HIO|A EE}0|HE Al

0%

O| HXI= AWS loT Device ClientE A&3t04 MQTT EHIAE ZEI0|UET =4It
MQTT HIA|X|E H A= LICE.

.
>
Q'I_l
rr
m
1°

AWS loT Device Clientoll A MQTT HIA|X|E ELHE{™
1. Ol HxE +=¥5t= ¢ Raspberry Pioll @1ZE E{OI'd &1 MQTT E|AE EEt0|AEMQTT
test client)7t A= 0| ZF EA|Z|=X| =QlgfLCt.

2. EOl'd ZolAM CHS HHEE =500 MEE 74 I AHE 3504 AWS loT Device ClientE
AlSHSH_|CHhe section called “T+4Ad Tl A A7,

cd ~/aws-iot-device-client/build
./aws-iot-device-client --config-file ~/dc-configs/dc-testconn-config.json

B0l 2o A AWS loT Device Client= XM HA|X|Q} A3 A| eh M= QR E FE A|EFLICE

E{0|d &0l 2F 7 EAIE|X| o™ MQTT EHIAE Z20|ME(MQTT test client)& HEgFLICH

3. MQTT E|AE Z2I0|HE(MQTT test client)2

| 7%= (Subscriptions) Z0|A test/dc/pubtopic
HIAIX| =X 2 Hello World! HIAIX|7F MESEIRIS S

srolg 4 QL

4. AWS loT Device Client0ll 2 /7t £ A|E|X| &£ 17 Hello World!7t MQTT HIAE
test/dc/pubtopic HAIXIRE MESE HE & = U= 8¢ 838l dds &8 JALct.

5. E{0)'d EoilA AcC (Ctrl-C)E &=245t0{ AWS IloT Device Client& & X|&FLIC.

AWS loT C|HIO|A EEI0|HETIR aspberry PiolM SHIE2A A™E|D et S4lE = US
AWS loT8t & 2 H& TIE & Q&LICHhe section called “MQTTE AFE
oF SAI.
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E E2|d: AWS loT Device Client2t MQTT HIA|X| S A1 Al¢d

O| Rt& MollA= AWS IoT Device Client7} loT £FM0{M Bt o 2 AIZ &= MQTT HIAIRIE 5
st HAlSheE wWHg 2EoiFLICt.

Ol R KB AlmHstedet:

« O] MMM ALEEHCHE 24 S AE HFE{Q Raspberry PiE 48 LIC.

oI

AWS loT Device ClientE A%|8t & microSD 7I= O|O|X|E A& e B i o|O|X|2t & A
microSD 7} =& Raspberry Pi2t &7H AFEE £+ Q&L
« O|FofOo| CIZE A™Et 20| U= B 27278 HESI0 O|T MM HMFt ZE AWS IoT 2[4

= —
AZ AR50 BE 2lAA QRS WX|BLICH

ol k& M= 25t o o 452 0] AL},

O| &XI& otx|H

rok
0Z
It
mjo
HL
24
-4
39
mjo

* loT C|HFO|A T MQTT HIAIXRIE F+5 AWS loT 5t AIAE &= U CHYE
ZielL|ck AWS IoT.

o
gl
1z
B
lo
Hu
my
X
M

)
m
[>
|m
o

L7
—_ = 1= o

« O|H M40l M AL EF Raspberry Pi

« O] MAMO| M A28 Raspberry Pi2 microSD HZ 2| 7I=

ol REC|IYS| Mit

- MQTT HIAIX| &4 Al 2|5 Raspberry Pi ZH|
 AWS loT Device ClientE At&350{ HIAIX| A A Al
« AWS IoT Device Client& At&35t0{ HIA[X| 75 AP

MQTT HIAIX| &2l Al21E 2|3l Raspberry Pi & H|

O| xtol = AWS loT R Raspberry Piol| 2| AAE 443504 AWS IoT Device ClientE AtEEt
MQTT HIA|IX| S &l EoiELICt
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ol Mol Wt

- 2IBM o HHEHE0d MQTT SAIE AlIgLICE.

« MQTT SIS Aledst7] ?{sf ElHO|A Z2HIMY
« MQTT S&IE E04F =5 AWS loT Device Client 4 I}l 3 MQTT EHAE ZEI0|¢ME 74

1. 24 324E AFHO|HOIE FolA CtES BB S U=Istod ClHIO|A0| CHEF ClHO[A QIS A mF
YE prsLCh

mkdir ~/certs/pubsub

aws iot create-keys-and-certificate \

--set-as-active \

--certificate-pem-outfile "~/certs/pubsub/device.pem.crt" \
--public-key-outfile "~/certs/pubsub/public.pem.key" \
--private-key-outfile "~/cexrts/pubsub/private.pem.key"

| BE2 s g S grereLich US| A8E + UL S certificateArn 2E X

ro
olo

{
"certificateArn": "arn:aws:iot:us-
west-2:57EXAMPLE833:cert/76e7ed4edb3e521f52334be2f387a06145b2aa4c7fcd810f3aea2d92abc227d269",
"certificateId":

"76e7e4edb3e52f5233EXAMPLE7a06145b2aa4c7fcd810f3aea2d92abc227d269",

"certificatePem": "----- BEGIN CERTIFICATE-----
\NMIIDWTCCAkGgAwIBAgI_SHORTENED_FOR_EXAMPLE_Lgn4jfgtS\n----- END CERTIFICATE-----
\n",

"keyPair": {

"PublicKey": "----- BEGIN PUBLIC KEY-----
\NMIIBIjANBgkghkiG9w@BA_SHORTENED_FOR_EXAMPLE_ImwIDAQAB\n----- END PUBLIC KEY-----
\n",

"PrivateKey": "----- BEGIN RSA PRIVATE KEY-----
\NMIIEowIBAAKCAQE_SHORTENED_FOR_EXAMPLE_T9RoDiukY\n----- END RSA PRIVATE KEY----- \n"
}
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}

2. 0| =4

fjo

Rl215t01 Q15 M CIziEiElet ST THof ChEt HEte AR ErLIC

chmod 700 ~/cexts/pubsub
chmod 644 ~/cexts/pubsub/*
chmod 600 ~/certs/pubsub/private.pem.key

3. 0| BHES dsto] QIEA CIEEE| & ol CHet HetE HEELICH

1s -1 ~/cexts/pubsub

=

0424 O|

L K=2
o O — —

—

M3

Fd Rkt AlZho| ChEChe ™M A elst 047[of R A|xlE Zdnt Zotok grLct,

-rw-r--r-- 1 pi pi 1220 Oct 28 13:02 device.pem.crt
-IW------- 1 pi pi 1675 Oct 28 13:02 private.pem.key
-rw-r--r-- 1 pi pi 451 Oct 28 13:02 public.pem.key

4. 0l WS YU=ysto] 21 Theo| CIHE{EIE YL

mkdir ~/.aws-iot-device-client

mkdir ~/.aws-iot-device-client/log

chmod 745 ~/.aws-iot-device-client/log

echo " " > ~/.aws-iot-device-client/log/aws-iot-device-client.log
echo " " > ~/.aws-iot-device-client/log/pubsub_xrx_msgs.log

chmod 600 ~/.aws-iot-device-client/log/*

MQTT S48 AlQd5t7| fI5 ClHtolA Z 2 H|Xd

0| Al Mdof A =0f A Raspberry PiS T 2H|K 5= AWS loT ZlAAS MASHLICH AWS IoT.
AWS loTH|A C|HIO|A S = 2 H|X{'J5tE{™

~AE ZFEQ B0l FolM 0l HHS 22istod AWS Al ClbtolA Clo|E A= EQl

aws iot describe-endpoint --endpoint-type IoT:Data-ATS
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£ At Ol =2 HELX| eI &LICH 0{7[0]AM B
= Lol M AtE st 7 ol =

IQE Zk% Ol RECIYNA O] &H
C A O[O|E RIEXQIE Z}

mo o

I
X
bl
o
°
n
Hm
\'IJ

o
m
N
lo
0%
o
[
x
o
mjo
[
my!
ro
0lo
I
o
rec
o
[

LICE LS ol ALEst7| £l

{
"endpointAddress": "a3qjEXAMPLEffp-ats.iot.us-west-2.amazonaws.com"

}

2. Raspberry Pioi| CHEt Mf AWS IoT AtZE 2| AAE MM5HE{HH0| BHES U3 LIC.
aws iot create-thing --thing-name "PubSubTestThing"

AWS 0T AF2 Z|AA S ZEIRE0|AM CIHIO|AE 7l o2 B3| 200 M oded 8
AWS loT A2 E 042 AIE BIAAE MME = U&LICH 25 SLUSH E2[X 1oT E|HP0|/\01|A‘|
AH&3104 C|HFO|A S| CHYEH £ 84S LIEHH &= Q&LICE

F

Ol RE /Yol AHE Raspberry Pi2 3451 7| @8l 8 ol stLI| ASE 2|A AR :
=7 §tHO| RIS AMOIME CHYEt Cl2E LIEHHE Z C|2 & AWS loT ZlAAE MAEH 5 Sof
7t ZtZbol CHal S5 M8 BIAAE AI&Sto CIZ & BhrEE & U&LIC

—_

AWS loT AIE ElAATI MMEE A2 HH2 o9t 2 S8E S BHEHshLICt

{

"thingName": "PubSubTestThing",

"thingArn": "arn:aws:iot:us-west-2:57EXAMPLE833:thing/PubSubTestThing",
"thingId": "8ea78707-32c3-4f8a-9232-14bEXAMPLEfd"

}

3. HOI'd FolA

a. nano So|HAE HE7|IE ¥L|Ct.

b. Ol JSON EXE SAtsto] Ped /U= HAE HET|of 20 E&LICH

JSON

{

MQTTE A&3t04 C|H}O|A 22t0[AES}f S4 131



AWS loT Core FHEERE FLHA

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": [
"iot:Connect"
1,
"Resource": [
"arn:aws:iot:us-west-2:111122223333:client/
PubSubTestThing"
]
}I
{
"Effect": "Allow",
"Action": [
"iot:Publish"
1,
"Resource": [
"arn:aws:iot:us-west-2:111122223333:topic/test/dc/
pubtopic"
]
}I
{
"Effect": "Allow",
"Action": [
"iot:Subscribe"
1,
"Resource": [
"arn:aws:iot:us-west-2:111122223333:topicfilter/test/dc/
subtopic"
]
}I
{
"Effect": "Allow",
"Action": [
"iot:Receive"
1,
"Resource": [
"arn:aws:iot:us-west-2:111122223333:topic/test/dc/
subtopic"
]
}
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=

c. WWEI7IO YA B M| Zt Resource MMM us-west-2:57EXAMPLES33E , 28 EXH()
a2l 12Xt2] AWS A™E <At AWS 2|2 HhE LT}

x

=

| S

7|0 TS ~/policies/pubsub_test_thing_policy.json2Z X%
4. O|™ EtAHo] H2 BEME AF8310 AWS loT HAE MA3te{mHo| HE S M-FLICE.

aws iot create-policy \
--policy-name "PubSubTestThingPolicy" \
--policy-document "file://~/policies/pubsub_test_thing_policy.json"

MOl MAEIH UM CHDH 22 ST et

"policyName": "PubSubTestThingPolicy",

"policyArn": "arn:aws:iot:us-
west-2:57EXAMPLE833:policy/PubSubTestThingPolicy",

"policyDocument": "{\n\"Version\":

\"2012-10-17\",\n\"Statement\": [\n{\n\"Effect\": \"Allow\",\n\"Action\": [\n

\"iot:Connect\"\n],\n\"Resource\": [\n\"arn:aws:iot:us-west-2:57EXAMPLE833:client/
PubSubTestThing\"\n]\n},\n{\n\"Effect\": \"Allow\",\n\"Action\": [\n\"iot:Publish
\"\n],\n\"Resource\": [\n\"arn:aws:iot:us-west-2:57EXAMPLE833:topic/test/dc/
pubtopic\"\nJ\n},\n{\n\"Effect\": \"Allow\",\n\"Action\": [\n\"iot:Subscribe
\"\n],\n\"Resource\": [\n\"arn:aws:iot:us-west-2:57EXAMPLE833:topicfilter/test/
dc/subtopic\"\n]\n},\n{\n\"Effect\": \"Allow\",\n\"Action\": [\n\"iot:Receive
\"\n],\n\"Resource\": [\n\"arn:aws:iot:us-west-2:57EXAMPLE833:topic/test/dc/*
\"\nI\n}\nJ\n}\n",

"policyVersionId": "1"

}

5. 0| BHEE A&stod C|HtolA IS Aol HHY

XHS Q1Z4%8tLIC} certificateArng O] AlMoiAM Of
™Mol XH{& 8t certificateArn 222 HFEL

|t

aws iot attach-policy \
--policy-name "PubSubTestThingPolicy" \
--target "certificateArn"

Ad
(=]

OH
rot

2% 0| B

rlo

otF X gretstx| St &LCH.
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6. O] B2 AISE0{ AWS IoT AFE 2|A A0 C|HFO|A QIZSME HAZASLICE.
certificateArng O| MMo{|M O|Tof| X{E St certificateArn 242 E HFELICEH

aws iot attach-thing-principal \
--thing-name "PubSubTestThing" \
--principal "certificateArn"

A
S

0]

ro

—_

F AT ghetstx| ef& L

OH
rot

a2 o] BH

Ol A C|H}O|AE MEXo =z T2 H|X{E AWS loTstH 2 A& Flder ZH|71 & ZdQL|CHhe section
called “Device Client 7+ 1} 2! MQTT 22}0|HE 74",

MQTT E412 E0{F T & AWS loT Device Client 43 I} 2! MQTT EHIAE Z2}0|¢HE F4

1. Raspberry Piof 1Z2E 2 S AE ZHAFEQ| E{OId ZollM

a. nano So|HAE WEJIE L|Ct.

b. Ol JSON A& SAlsto] Ped = HAE HET|of 0 &L

{

"endpoint": "a3qEXAMPLEaffp-ats.iot.us-west-2.amazonaws.com",
"cexrt": "~/certs/pubsub/device.pem.crt",
"key": "~/certs/pubsub/private.pem.key",
"root-ca": "~/certs/AmazonRootCAl.pem",
"thing-name": "PubSubTestThing",
"logging": {

"enable-sdk-logging": true,

"level": "DEBUG",

"type'": "STDOUT",

"file": ""
}I
"jobs": {

"enabled": false,

"handlex-directory": ""
}I

"tunneling": {
"enabled": false
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},

"device-defender": {
"enabled": false,
"intexval": 300

},

"fleet-provisioning": {
"enabled": false,
"template-name": "",
"template-parameters": "",
"csr-file": "",

"device-key": ""
}I
"samples": {
"pub-sub": {
"enabled": true,
"publish-topic": "test/dc/pubtopic",
"publish-file": "",
"subscribe-topic": "test/dc/subtopic"”,
"subscribe-file": "~/.aws-iot-device-client/log/pubsub_xx_msgs.log"
}
},
"config-shadow": {
"enabled": false
}I
"sample-shadow": {
"enabled": false,
"shadow-name": "",
"shadow-input-file": "",
"shadow-output-file": ""

}

c. ###a#a# g0 & AWS AE 22| C|HIO|A Cl|0|E =X QIE 2 HFE L|CHhe section
called “0oflA{ C|HIO|A T2 H|X{'E AWS loT Core”.

d. HAE HEI|0|M ZtYLE ~/dc-configs/dc-pubsub-config.json2 2 K& ELICH

e. O BHS dstol Mz 2 74 mtdoi| CHet Hets MY eLch

chmod 644 ~/dc-configs/dc-pubsub-config.json

2. ZE MQTT HAIXIE S5 E= MQTT E|AE 22H0|HE(MQTT test client) S ZH|5t2{H
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a. 4 SAE AFEO AWS loT 220 MQTT BHIAE ZEI0|HE(MQTT test client)E 4

=
e
b. FA| 7= (Subscribe to a topic) B2 FX| EE{(Topic filter)ol| #(T+2E= 7= 17H)E =5t
T = (Subscribe)2 ME4ELICEH

(Subscriptions) tilO|= of2Hol| #(Tt 2=

POI'

170)7F E A =l= X[ &l Lt

O| A& ME TIStHAM MQTT EHIAE ZEI0|AE(MQTT test client)7t €2d U= 2 IUE &
L|Ct.

oY e M MQTT E|AE Z2I0|AE(MQTT test client)& T8t % the section called “loT
Device Client2 HA[X| HAPS 2 TIE &H|7t & ALt

AWS loT Device Client2 AF23540{ HIA|X| HI Al Al

O| M4490| MXt= AWS IoT Device Client7} 7|2 & AL X X|E MQTT HAIX[E ELi= $HE 0

Ol2{8t A&y 2 2UaH OIF Etrlofl A 4445t =0l 0|2{3t &= HH2 Raspberry Pioll CH3 & Mg 4
o FL|C}.

4%
30
rr
i
ok
mjo
I
EoT.

e« iot:Connect

AWS loT Device ClientE® A& 35t= Raspberry PiPubSubTestThing®! 2= EC+0|HEof eiZ2E
T2 Fo{gLct.

"Effect": "Allow",
"Action": [
"iot:Connect"

1,

"Resource": [
"arn:aws:iot:us-west-2:57EXAMPLE833:client/PubSubTestThing"

]
}

e iot:Publish

o
o

Raspberry Piol| test/dc/pubtopicl MQTT FA|7t Q= HAIXIE HAIR = = HEE F0]

LICH.
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"Effect": "Allow",

"Action": [
"iot:Publish"

1,

"Resource": [
"arn:aws:iot:us-west-2:57EXAMPLE833:topic/test/dc/pubtopic"

]
}
iot:Publish 22 Z|AA HiEof LIFE MQTT FAof AIAIE = /U= HEHE FoigfLict o
BE HIAIX|Sl L8 2 EA Ao ols Mo{=|X| ef&LICH.

AWS loT Device ClientE AFE304 7|2 M A|X| A A|

0| A%}= AWS loT Device ClientE A&i5t0d MQTT EIAE Z2I0|ME 7L £AI5tT EA|SHE B 7|
2 MQTT HIA|X|E HAIELICE

AWS loT Device Clienttl M 7|2 MQTT HA|X|E EL{eqH

1. O| HiE =&st= SO Raspberry Pioll 4 E 24 SAE ZHAFEO EHO|IE ot MQTT HAE
Z2O|AE(MQTT test client)7t U= & 0| 2F EA|E=X| & IFL|C.

st
= oM CHS HHES 235040 M MM E 7 o2 AFR 35104 AWS IoT Device ClientS
AlSH3F|ClHthe section called “TF 43 T AHAS”,

cd ~/aws-iot-device-client/build
./aws-iot-device-client --config-file ~/dc-configs/dc-pubsub-config.json

B0 ZolA AWS loT Device ClientE M2 HIA|IX|2F A2l Al &hMSE 2FE EAIELICH
EHOld ol LR 7t EAIEX| A2 MQTT HAE ZEt0|E(MQTT test client) & AE & LICH

3. MQTT HAE Z2I0[AE(MQTT test client)2

| 7+ = (Subscriptions) E0{AM test/dc/pubtopic
HIAIX| &XZ Hello World! HIAIX|7} ME LIRSS

srolgr 4 gLt

T AAH
4. AWS IoT Device Clientoll 2/ 7t EA|E|X| &£ 11 Hello World!7} MQTT E|AE ZE0[HE Q]
test/dc/pubtopic HIAIXIZ2 MEE HE & = U B¢ d3H HdAE S8 At
5. EO|d &0l Ac (Ctrl-C)E &235t04 AWS loT Device ClientE & X|&fLICH.

>
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AWS loT Device Client7} 7|2 MQTT HA|XIE HAIFH
section called “AFE X X[ MQTT HIA|X| HAl”.

>0II

He 2 O|Xs
AR 2 HO -

o
Hu
B

XI_I@%EI- ‘JI\‘ A/sﬁ L—l EHhe

AWS IoT Device Client& Al&35t0{ AL A Ho| HIA|X| HA|

>

Ol Mol MAIMIME ALERH Hel MQTT HIA|X|E 4/t CHS AWS loT Device ClientE A&5t04
MQTT E|AE Z2I0|HE(MQTT test client)7t =415tT0 EAIE = UEF AL X Ho| MQTT HIAIX|
E & ¥ AAIELCH

AWS loT Device Clientod| CHEF AFEAF X[ MQTT HIA|X| A4
Raspberry Pioll 12 E 24 S AE AFE O EHOlE HolM ChS BHE S-EhLict.
AWS loT Device Client7t AAIE AFRAF X[ HIAIX|E Hd5te{™

1. EOid #olM nano S2| HIAE TWEI7|E YLCt.
E

2. Edl

{
"temperature": 28,
"humidity": 80,
"barometer": 1013,
"wind": {
"velocity": 22,
"bearing": 255
}
}

3. HAE HET[O LIS ~/messages/sample-ws-message.json2 = K& & LICE.

=
4. Chg BEE U™eto] &= e HAIX| ool Hers d-ELich

chmod 600 ~/messages/*

m!
—

AWS loT Device Client7} AFE X X|H HIAIXIE ™

OF

ot Ol A8E 74 mteE ddste

1

1. E{Ol'd &o|ot Z2 EHAE HHET|0lA 7|&E AWS loT Device Client 43 I} 22 nanoL|Cl~/
dc-configs/dc-pubsub-config. json.

2. CH31 20| samples Z{A|E HEELICE O IS CHE FER2 HEY E 7t ei&Lch
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"samples": {
"pub-sub": {
"enabled": true,
"publish-topic": "test/dc/pubtopic",

"publish-file": "~/messages/sample-ws-message.json",

"subscribe-topic": "test/dc/subtopic",

"subscribe-file": "~/.aws-iot-device-client/log/pubsub_rx_msgs.log"
3. HAE HE7|O LIS ~/dc-configs/dc-pubsub-custom-config.jsonQE ME
4, O| BHE Al™sioi MER 74 mof CHet Hehe dEsrLIct

chmod 644 ~/dc-configs/dc-pubsub-custom-config.json

AWS loT Device ClientE AF&3510{ AL A} K| MQTT HIA|X] H A

O] 48 AtE 2 MQTT HA|X| HOo|2E2| LIEOEF TS FE = A HRO| A% 285F
Lt MQTT £H|(~/dc-configs/dc-pubsub-custom-config.json2| publish-topic
O|E)7} A E 7B Raspberry PiZk M MQTT FAofl HIAE &= U/E= iot::Publish

4ot B

¥
7
HA
e

AWS loT Device Clientol A MQTT HIA|X|E E LH24{H

E: 0>II

1. O| HAIE +=Hst= S¢F B0l 1t MQTT HAE Z20|E(MQTT test client) 7t
= EAIE|=X| 20l3 3t MQTT EHIAE Z2t0IAE(MQTT test client)7H 047151 #
HE 7551 A=X| &lgfuct 2EX| o2 B2 # Fx EEE CHA| F 5L

2. E{Old #ollA o] BHEE =35t0d the section called “T 4 TH 244 0f| M 2448t config T} 2

A&73104 AWS loT Device ClientS Al&iErL|C}H

cd ~/aws-iot-device-client/build

FerLict.

oz

Ct. Oz
(O=

Hd¥E

’é*OI E
|

mﬂ

./aws-iot-device-client --config-file ~/dc-configs/dc-pubsub-custom-config.json

E{0]2 &ollA{ AWS IoT Device Client= ME HIA|X|QF Al A| e MFH=E @ FE E A|SHL|CH.

EHOlE &0l 277t ZAIZIX| o™ MQTT EIAE Z2I0|HE(MQTT test client)E& HAE & LICH

3. MQTT HAE Z2t0|ME(MQTT test client)2| 7
HAIX| M E AL A Ho| HAIX| HO|ZE7H

=
SEISS =HlE = UsLcH

(Subscriptions) &0 M test/dc/pubtopic

MQTTE A&3t04 C|H}O|A 22t0[AES}f S4
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4. AWS loT Device Clientdl] 2F 7F EA|E|X| &t MQTT EHIAE Z2t0|HE Q| HA| K| HA|EF A
X} XM test/dc/pubtopic HIAIX| HO|ZE7} EAIZ|H ALS A X HIAIXIE HB3XMe=z
HAIBH AdLct.

5. EOId #ollM AC (Ctrl-C)E &l245+0{ AWS IoT Device ClientE & X|&LICtH

AWS |oT Device Client7} AFE X K| HIA|X| HO|ZEE HAIFH] %% 0|5 8l
& L|CHhe section called “loT Device ClientE Al23510{ HIA|X| 5.

o
Hu
N
I
e
02
It}
1
30

AWS loT Device ClientE AI235+0{ HIA|X| 5 AP

o MMoME = 7tx| R3Ol HAIX| TS 2 HoiELICt

Olz{E &S <l dder EH ol o|g{Eh HA T2 Raspberry Pioll CHE S =™ =+ U H
S FodgfLct.

« iot:Receive

AWS loT Device Client0o] Resource Z4#|oi| O|& 0| X|HEl FA|et LXI5t= MQTT FA

= e HErE FoigfLCh

mw
ﬁ?
T

"Effect": "Allow",

"Action": [
"iot:Receive"

1,

"Resource": [
"arn:aws:iot:us-west-2:57EXAMPLE833:topic/test/dc/subtopic"

]

}

 iot:Subscribe

AWS loT Device Client0] Resource Z4%i|0o] O|§0| X|HE 51 LX|5t= MQTT A EEE +
S8t 4 ol= 32 Hoist|C}

T AR =

{
"Effect": "Allow",
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"Action": [
"iot:Subscribe"

]I

"Resource": [
"arn:aws:iot:us-west-2:57EXAMPLE833:topicfilter/test/dc/subtopic"

B MQTT HIAIXR| =X 25

0| Mx}ofl A= AWS loT Device Client7t MQTT HIAIX|E £S5t10 225t= 22 Ho{FL|C}.

= L=

config.jsonl| LIS LIFstHLE HIAE HET|0|M DU E Ho{ LIS AEFLICE CHER 22

Raspberry Piol| 1AE 24 S AE HFE{Q| EO|E F0|AM ~/dc-configs/dc-pubsub-custom-

samples Z4&x|E Bt&LICH

"samples": {
"pub-sub": {
"enabled": true,
"publish-topic": "test/dc/pubtopic",

"publish-file": "~/messages/sample-ws-message.json",
"subscribe-topic": "test/dc/subtopic",
"subscribe-file": "~/.aws-iot-device-client/log/pubsub_rx_msgs.log"

subscribe-topic Zt2 AWS loT Device Client7} &% A| 2S& MQTT FA|ILICEH AWS loT
Device Client= 0| 2 S 0{|AM =418t HA|X| HO|2EE subscribe-file Zt0l 0|5 0| X|HE! m o
#LCt.

AWS loT Device Clientol A MQTT HIA|X| &=XNIE T 5524

1. Ol HitE wdste S B0l F2 MQTT BHIAE ZEF0|AE(MQTT test client) 7t = ’é o=
5 EAElEX| #QlgLct E8t MQTT EIAE Z2H0[AE(MQTT test client) 7t 07T45| # FA| &
BHE F=5t10 Aex HUFLICH JFX| of2 82 # =& EEE A FSELICH

2. EOIE oM ChE BE S e=sto{oM d-E 718 LS AE3H01 AWS loT Device ClientE

AlSHSE_|CHhe section called “T+4Ad Tl A Ad”,

cd ~/aws-iot-device-client/build
./aws-iot-device-client --config-file ~/dc-configs/dc-pubsub-custom-config.json

E{O0|'d ZollA AWS IoT Device Cliente 2 E HA|X|Q A& A| L MStE QFE EA|EHLICE

MQTTE A&3t04 C|H}O|A 22t0[AES}f S4 141
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EHold &0 2LF 7t ZAIZIX] ot AWS loT 2& 0| HlS Lt
AWS loT 2£2| MQTT EIAE ZEI0[AE M FH|of HA| RS MEfEL|CH
ZH| O|&(Topic name)0i| test/dc/subtopicS I=4FLICH.
HIAlX| H O| 2 E (Message payload)0il A HIA|X| LIS S AEF
A Al(Publish)& MEHE04 MQTT HIAIXIE HIAIELICH.

EOlg 2ol ct=21F 20| AWS IoT Device Clientofl A Bf2 HIA|X| &= &olstL|ct.

-

|CF.

N o g & »w

2021-11-10T16:02:20.890Z [DEBUG] {samples/PubSubFeature.cpp}: Message received on
subscribe topic, size: 45 bytes

8. MAIX|Z} AL
Device ClientE

9. O| HHZ =35l0d HIAIX| 21 ool B2 E1 MQTT EHIAE Z2t0|HE(MQTT test client)o|
M HAIEt HIAIXIE = IEhLCt.

22 E0iF = HAIX| =&l 50| EA|L|H AC (Ctrl-C)E 2I=I5t04 AWS loT
i

o4
RA
SXIF L

tail ~/.aws-iot-device-client/log/pubsub_rx_msgs.log

21 oM HIAIX|E £ AWS IoT Device Client7t MQTT EIAE Z2t0[1E 0| M HAIEH HIA|X]
E SMHMSE EoiE Lt

_o'|_-
rr

= AWS loT Device Client7} 2t EFIE EXIE AFE5H0{ MQTT HIAIX|IE £S5t
de g Ho{ELICH O|E IS CtE S & ELICH.
1. AWS loT Device Client7} MQTT &NE #+55t= Ol AF235t= X EEE Yo|o|EFLICE

2. M 7?52 518st= 5 CIHtO|A0M AHEstE A E U0l EFLICH

rH
7S
2
x
=
Pl
Ral
i
N
>

o
r
[ul

3. AWS loT Device ClientE 485l MQTT E|AE

etdestE MQTT £AX ZEIE AI236104 048] MQTT HIAIX| FANE T S6te 74 TS MAIste{H

1. Raspberry Pioll @12El 24 S AE HFE Q| EO|E oM HEE sl ~/dc-configs/dc-
k=26

pubsub-custom-config.json2 &1 samples 2| E & &LICH

al
2. HAE HET|0|M samples ZHA|E AT subscribe-topic 2t CHS 1t 20| YCllO|E & LICY.
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"samples": {

M subscribe-topic Z2 &
test/dc/2 AlEstE ZE MQTT FA|of CHEF 7

"pub-sub": {
"enabled": true,
"publish-topic": "test/dc/pubtopic",
"publish-file": "~/messages/sample-ws-message.json",
"subscribe-topic": "test/dc/#",
"subscribe-file": "~/.aws-iot-device-client/log/pubsub_rx_msgs.log"

e 11

of MQTT tUEFtE BXH7} UE MQTT FA| ZE{QILICH ol
£& ™MHEFLICE. AWS IoT Device Client=0|

IT=2 20od

TS0M a8 HAX| Holz=&2| utUof &L|Ctsubscribe-file.

3. #HE 7Y ItYE ~/dc-configs/dc-pubsub-wild-config.json2 2 A&t HWETIE
SEELct

0424 MQTT HIAIX| FX| 5 L 412 5{& 5t =5 Raspberry PidlM AH& 3t HME 4 5t2{™

1. Raspberry Piol| ZE EZ4 SAE AFE Q| EOId oM &7 AHE5l= HAE THE (o]
M HZEIE 251 ~/policies/pubsub_test_thing_policy.json2 93 C}S ot U0l M
iot::Subscribe %! iot::Receive & MHS sh&LICH

2. iot::Subscribe ™A MZH0| A Resource 7A|o| EAtEE AUO|0|E 504 subtopic2 *£ Ht

T oS 2ol oot

®

"Effect": "Allow",
"Action": [
"iot:Subscribe"
1,
"Resource": [
"arn:aws:iot:us-west-2:57EXAMPLE833:topicfilter/test/dc/*"
]

Note
MQTT A ZE o

c +(H5H7| 713t #(WRE 7|5) Lt Zoi #0|

AR - —

g F=¢hich

e 7= 23e £ =x

Xt(of: O] B test/dc/)E A& st

MQTTE A&3t04 C|H}O|A 22t0[AES}f S4
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2lAaA 72t2 FH EE| ARNOM #(IHRE
7|3) CHAl *(H E)E ArE38lofF ELICH ol XA = Z M|AM7F MQTTOIM AHE5tE 73t
CHE tUEFE BXHE AFE 5T 2 LICt

HAo| Fx| U F=A EE{of ALEFtE ZXtH ALS0l| CHEF AHAIEF LIS

2 MQTT % AWS
loT Core HAoi| AUEIIE FA ALE MME HZESHM R

3. iot::Receive M2 MHO|M Resource 7HAl|C| EXtYE UO|IO|E50{ subtopice *Z HFF
™ CtS1+ 2ol &Lt

{
"Effect": "Allow",
"Action": [
"iot:Receive"
1,
"Resource": [
"arn:aws:iot:us-west-2:57EXAMPLE833:topic/test/dc/*"
}

aws iot create-policy-version \
--set-as-default \

--policy-name "PubSubTestThingPolicy" \
--policy-document "file://~/policies/pubsub_wild_test_thing_policy.json"

BHOo| M3stH CtE0 22 SHO| EHEHEILICH policyVersionIde O|A| 22, O] HAo| &=
B HA S LIEHRLICH

{
"policyArn": "arn:aws:iot:us-west-2:57EXAMPLE833:policy/PubSubTestThingPolicy",
'policyDocument”: "{\n \"Version\": \"2012-10-17\",\n \"Statement\": [\n
{\n \"Effect\": \"Allow\",\n \"Action\": [\n \"iot:Connect\"\n
1,\n \"Resource\": [\n \"arn:aws:iot:us-west-2:57EXAMPLE833:client/
PubSubTestThing\'"\n J\n },\n {\n \"Effect\": \"Allow\",\n
\"Action\": [\n \"iot:Publish\"\n 1,\n \"Resource\": [\n

MQTTE A&3t04 C|H}O|A 22t0[AES}f S4
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\"arn:aws:iot:us-west-2:57EXAMPLE833:topic/test/dc/pubtopic\"\n

I\n },\n {\n \"Effect\": \"Allow\",\n \"Action\": [\n
\"iot:Subscribe\"\n 1,\n \"Resource\": [\n \"arn:aws:iot:us-
west-2:57EXAMPLE833:topicfilter/test/dc/*\"\n I\n },\n {\n \"Effect
\": \"Allow\",\n \"Action\": [\n \"iot:Receive\"\n 1,\n
\"Resource\": [\n \"arn:aws:iot:us-west-2:57EXAMPLE833:topic/test/dc/*\"\n

I\n N\n  I\n}\n",
"policyVersionId": "2",
"isDefaultVersion": true

}
B8 HIHO| LT Brob Ml RIS KMEE £ Qi @87} Saishe o] e st Mol
SR TS LhEELICH O] BO| YrEtehs SS2 A0 AXE £ 2= M HHS e
=

2U2{stoi O Ol& ER Q= HEES ANMELICH 7|8 M HH2 AXE + &Lt

| —

isDefaultVersion ZtO| true@! HHAILICE.

aws iot delete-policy-version \
--policy-name "PubSubTestThingPolicy" \
--policy-version-id policyId

HAM Mg

1>

[Mgt = of EFAIE CHAl Al gL,

0| E=l T4 mpel ol MRHS A28 AWS loT Device ClientE AF25104 tUEFIE 1= 2 Al

g #H|7h & ZAuct

AWS IoT Device Client7} 0424 MQTT HIA|X| =AME T 55t10 A5t WHE AldsiedH

—

1. MQTT HAE Z2}0|AHE(MQTT test client)o| A 52 &QIELICt MQTT EIAE Z2t0|ET;
# =X ZE{E 755l 4% O3 BHE dI—>dgLct 2K o2 42 MQTT HAE Z2+0|¢
E(MQTT test client)2| X L5 (Subscribe to a topic) B0l = FA| EE{(Topic filter)o| #(1t2

L

=
ES
E7|& )= et O S ?‘E(SUbSCI’Ibe) MEHSI04 0|12 LS &L

Ct.

2. Raspberry Piol 1AE 24 A E AFE Q| EH{O|E FolM O] HHEEZS 21245104 AWS loT Device
Client& A|ZHgHL|CE.

cd ~/aws-iot-device-client/build
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./aws-iot-device-client --config-file ~/dc-configs/dc-pubsub-wild-config.json

3. 2 3AE HFEC| EHO|d FollA AWS loT Device Client 232 EMHA MQTT HIAE 2}
O|AER ZotZfLICt FA[od Al Al(Publish to a topic) B2 &X| O|&(Topic name)| test/dc/
subtopice @245t CIS H Al(Publish)& ME4EFL|CY,

4. HOd FolM S0 Z2 HAIXIE ot HAIX|7F = A= R =] =L,

2021-11-10T16:34:20.101Z [DEBUG] {samples/PubSubFeature.cpp}: Message received on
subscribe topic, size: 76 bytes

5. 24 3AE HFEC| EHO|'D F0ilA AWS loT Device Client 232 EMHA MQTT HIAE 2}
O|AER ZotZfLICt. FA[od Al Al(Publish to a topic) B2 X O|&(Topic name)X| test/dc/
subtopic22 =&t CIS AlAl(Publish)& ME4EHLICEH

6. EOI'd FolAM 2o 22 HAIXIE &ot HAIX| 7} = AR =X =L,

2021-11-10T16:34:32.078Z [DEBUG] {samples/PubSubFeature.cpp}: Message received on
subscribe topic, size: 77 bytes

7. F HAX|7I 25 fAUEREE & R5tE HAIX[ZF EA|E[H AC (Ctrl-C)E 123510 AWS IoT
Device ClientE & X|&FL|C}.

8. O| BHEZ =245t0 HAIX| 21 mtedo| B2 B MQTT HAE Z2I0|HE(MQTT test client)o|
M HAIEH HIAIXIE =Helgilct.

tail -n 20 ~/.aws-iot-device-client/log/pubsub_rx_msgs.log

(® Note
21 oz HAIX| HO|2EEF ZaHELICH =415 HAIX| 23 otofl= HAIX| FA
7t ZIREIX| et&Lct.
= &IEl 2301 AWS loT Device Client7t A A HIAIX[7F ZAIE = U&LICH O]= &
L gtE A ZE{of s HAIX| FR7F 27 E[0] U2, HAIE HAIX|ZF S KA
MESEZ7| ©o| HAIX| EE2AHIE 5 LEE XMElg =X U7 HE LCt.

20 o[ HF2 HAIXI7L = MERSE 2oiELICH CHE FX| 0|2 AL835toq o MR E ErEE
= A&LICH FX| O|§0] test/dc/& AI’S.%PE 2 E HAIXlz 4|1 23E|0{0F g LICH =X O
0| CHE HMAEZ AlEst= HAIX|IE FAIELICH
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AWS loT Device Client7t MQTT H|A|X|E HAlStD
E2|Y: AWS loT Device ClientE Al23t 2179 =Hd Al 2

2 A& T™ELOR

9'|_-
rr
oL
It
fjo
HL
hvd
M
ol

b,
12
2
>
e

E E2|d: AWS loT Device ClientE A28t &

O REC|™M| M= loT ClHIO| A0 HA EHAYE ™S
Raspberry Pioi| Hi=Z & L|C}.

P

ol
rr
oL
It
mo
HT
hvd
I
N
4o
:|°|='
2
2
mjo
4
0x
g'l_l
Kl

Ol R KB AlmHstedet:

« O|T MMM ALt CHE 24 SAE HFE{2} Raspberry PiE /&g LICEH

o O|™ MMOo| Xt ME R ESHK| A2 B0l AWS loT Device ClientE AX[?
U= microSD 7H=2} & 7H Raspberry Pi& AF&3+040| A& ME AT E
microSD 7+E 0|0|X| %,

- O|Hojo| 2 & A= 20| U= B2 7778 AESH0] 0| Ao A et ZE AWS IoT 2[4

0| UE
AE M Eto] B2 2lAaA 2FE YX|EHLCH

4%
30 o
I
-
[ul
x
o
>
00k

Ol A& M etE e O o 45%20| AQFLICH
ol =X & obx|7

 loT C|H}O|ATIE AWS loT Core AFE 35040l Z 2|5t 4 2 AldsStE CHFst gedg 2o
F2 ZdL|C AWS loT .

A
_I_§>

e

_,_
[

« O|™ MMO|M EIAESH 2Z4 7let L HAE

i

74
o

« O|H M40 M E|AE B Raspberry Pi

« 0|7 MMO| M El|AE S Raspberry Pi2| microSD HZ 2| 7=

« Mg ME Raspberry Pi £H]

0%

« AWS loT Device ClientE AWS loT AF2 350404 A ZFed AlAd ol Al
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O| MMo| Mxtof A= AWS IoT Device Clientg AF&35t0{ ZdS A5t =5 Raspberry Pi& ZH|35t
=]

(® Note
Ol2{8t Mit= Cldto|Aof 2t CHELICH SAlol oi2q C|HFO|A R O] M4do| ™
™ 2} C|Hto| A0 DREH MOt TR CIHIO|AY QIZM L AFZ O|F0| ER
HtO|AO| D REt 2|AAE XMB5te{™ Hito| MHE CHE ClHIO|AYE @A E HEsMHM 2

ClHolA0f CHal o] MAtE 8 & = ErL|ch

o| REC|IYo| M=}

=
« Raspberry PIiE T 2H|X{'25t0{ & A|HA

x|
o« 2 ofo|HEE AESIE=S AWS loT Device Client 7+

Raspberry Pi& Z 2 H|X{'2l5l04 %/ A|Qd

O| MMo| HRto| =0 A AWS loT E|AALL CIHFO|A QIS MHE 4 AWS loT 5t0{ Raspberry Pi&

« C|HO|A QIBM utE HHEst T CH2 225101 AWS loT 5 Al

=
« AWS loT AU E A|A5H7| @/8F AWS loT 2|44 4

ClHtolA QIZEM WUE W st CH2 2 =501 AWS loT 2 Al
O| MAtE of ool CHEF ClHFO|A& QIS M mteE &Lt

0ic{ C|HO|A & &EH[ot= E<2 Z ClHtolA0l| A of HAtE +~=slHofF &fLICH.

d

Raspberry Piof| CHeF C|HIO|A RIB M mtdE st n Ch2 2 =6tedH
Raspberry Pioll AZ4E 24 SAE HAFE Q| E{OI'E FolM o] BHFES U LICH

1. CS BPE Y=3stod ClHto|A0f CHEF ClHFO|A QIS A mhedE BHELICH
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aws iot create-keys-and-certificate \

--set-as-active \

--certificate-pem-outfile "~/certs/jobs/device.pem.crt" \
--public-key-outfile "~/cexts/jobs/public.pem.key" \
--private-key-outfile "~/certs/jobs/private.pem.key"

Ol BH2 Ct3t 242 SHS BHEHELICH LB AA8E == JUES certificateArn 2E X
Aot
{
"certificateArn": "arn:aws:iot:us-
west-2:57EXAMPLE833:cert/76e7ed4edb3e52152334be21387a06145b2aad4c7fcd810f3aea2d92abc227d269",
"certificateId":
"76e7e4edb3e52f5233EXAMPLE7a06145b2aa4c7fcd810f3aea2d92abc227d269",
"certificatePem": "----- BEGIN CERTIFICATE-----
\NMIIDWTCCAkGgAwIBAgI_SHORTENED_FOR_EXAMPLE_Lgn4jfgtS\n----- END CERTIFICATE-----
\n",
"keyPair": {

"PublicKey": "----- BEGIN PUBLIC KEY-----
\NMIIBIjANBgkghkiGOw@BA_SHORTENED_FOR_EXAMPLE_ImwIDAQAB\n----- END PUBLIC KEY-----
\n",

"PrivateKey": "----- BEGIN RSA PRIVATE KEY-----
\NMIIEowIBAAKCAQE_SHORTENED_FOR_EXAMPLE_T9RoDiukY\n----- END RSA PRIVATE KEY----- \n"
}

}
2. O| BHE =504 2IE M CIHEE|<t siF oo cHet Hete dAEhLct

chmod 700 ~/certs/jobs
chmod 644 ~/cexts/jobs/*
chmod 600 ~/cexrts/jobs/private.pem.key

Al

3. o|lHAS Al

jo
0%

otof QIE M CIAEE| Y oo CHet HEre AERLICH

1s -1 ~/certs/jobs

FHo| £32 T Mot AlZFo| CH2Ch=E ME M elst o{7|ofl E A== A0t Zrotok gfLCt

-rw-r--r-- 1 pi pi 1220 Oct 28 13:02 device.pem.crt
-IW------- 1 pi pi 1675 Oct 28 13:02 private.pem.key
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-rw-r--r-- 1 pi pi 451 Oct 28 13:02 public.pem.key

CIHFO|A Q1B M IS Raspberry Piofl CH2 2E S M the section called “Z 10 CH et Raspberry Pi
L2HME o2 dIdg &7t & 7ot

AWS loT Z2 A

e
[e]]]
_,_

7| I8t AWS loT 2|AA AMA
o| C|H}Oo|AOf CHEE AWS IoT E|AA S AMAISHL|CY,

0i2{ C|Hto|AE ZHIstE B¢ Z ClHto|A 0] CHsH O] HRHE +~~sHoF & LICt

AWS loTO|M C|HFO|AE Z 2 H|X'EstE2{H
Raspberry Piol| 1Z2E 2Z 3 AE HFE{ Q| E{O|d Z 0l A

1. Ch3 TP U=45t0d AWS 7H|"Hod| CHEt C|Hto|A Ci|o|E /I= X QIE | F

>

g 7tx{E Lt

aws iot describe-endpoint --endpoint-type IoT:Data-ATS

A= ZQIE 72 0] BUS OHX|F SR MHB OF 2 HBEIX| 4YALICH 047/0f M TS of
Al Ag5he ClOlE| A= EQIE 2h2 27 &rot o A& Mol AR s 743 mHoll 2o g 4
LIt

CtSot 242 S5 2 pretefLict LHEol AF8st7] 218t
x

{
"endpointAddress": "a3qjEXAMPLEffp-ats.iot.us-west-2.amazonaws.com"
}
2. uniqueThingName& C|HO|A O|§2 = HiELICt o4 C|HtO|AMM O] REE|UE =

#sted™ 2 C|HrolAof| n s &t OlEE K|&HgL|Ct of: TestDevice@l, TestDevice02 S

O| BFE 2I=4st0q4 Raspberry Piofl CHEF Al AWS IoT AtZ E|AAE dE7LICH

aws iot create-thing --thing-name "uniqueThingName"
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AWS loT AIZ BlAAE ZRIEN M CIHIO|AE 7H4 S 2 X337 IR M 02 EE2
AWS loT AHEE 02 At= ElAAE YT = A&LICH 25 SYE = 21X loT CIHHO| A0 M
At&3stod ClHtOo|A 9| CHEet S LIEHH &~ &LICH

® Note
o2 Hx[of CHEt HHE ESsteds B

< £ 0|&¢Q! uniqueThingName CHA
${iot:Thing.ThingName}& A& £+ U&L|Ct

O| REC|HMH= ClHIO|AE & o 3tLIC| AFE 2lAA R A ELICH Ol AH| 3t 0| AH& M
MeE ClYst 2 E LHEHHEE 22 AWS loT 2|lAAE MMEH & S0}7HAM ZH2hof CHEH E

5] WA BlAAE ARSH0I CIZE HhEE £ ABLICH

AWS loT AtE ElaA7t HEE Z2 BE2 oot 22 SEHS HhetefLIch L&l of ClHfolAoi
I.

"thingName": "uniqueThingName",

"thingArn": "arn:aws:iot:us-west-2:57EXAMPLE833:thing/uniqueThingName",
"thingId": "8ea78707-32c3-4f8a-9232-14bEXAMPLEfd"

}

3. EHOi'd FolA

a. nano SOl HIAE WZEI7|E dLC}.

b. Ol JSON EAE =ZAI5t0f UB{ /s HAE H

IRal

1710l &0 E&LICt

JSON

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"iot:Connect"

1,

"Resource": [
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"arn:aws:iot:us-
west-2:111122223333:client/uniqueThingName"

]
}I
{
"Effect": "Allow",
"Action": [
"iot:Publish"
1,
"Resource": [
"arn:aws:iot:us-west-2:111122223333:topic/test/dc/
pubtopic"”,

"arn:aws:iot:us-west-2:111122223333:topic/$aws/events/
job/*",

"arn:aws:iot:us-west-2:111122223333:topic/$aws/events/
jobExecution/*",

"arn:aws:iot:us-west-2:111122223333:topic/$aws/
things/uniqueThingName/jobs/*"

]
}I
{
"Effect": "Allow",
"Action": [
"iot:Subscribe"
1,
"Resource": [
"arn:aws:iot:us-west-2:111122223333:topicfilter/test/dc/
subtopic"”,

"arn:aws:iot:us-west-2:111122223333:topic/$aws/events/
jobExecution/*",

"arn:aws:iot:us-west-2:111122223333:topicfiltex/$aws/
things/uniqueThingName/jobs/*"

]
}I
{
"Effect": "Allow",
"Action": [
"iot:Receive"
1,
"Resource": [
"arn:aws:iot:us-west-2:111122223333:topic/test/dc/
subtopic"”,

"arn:aws:iot:us-west-2:111122223333:topic/$aws/
things/uniqueThingName/jobs/*"
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"Effect": "Allow",
"Action": [
"iot:DescribeJobExecution",
"iot:GetPendingJobExecutions",
"iot:StartNextPendingJobExecution",
"iot:UpdateJobExecution"
]I
"Resource": [
"arn:aws:iot:us-west-2:111122223333:topic/$aws/
things/uniqueThingName"

1

L

c. HEI|MM ZE XA M Resource MMO| ys-west-2:57EXAMPLES33E2 AWS 2|,

=
ZE 2RH) ¥ 12X 2 AWS HHE H3E 2 HiE Lt
d. HE7|ol ZE HM MYM uniqueThingNameE O] AFE ElAA X|IHEH AFE O|E2Z
HbE LICt

e. HAE HET|0|M TS ~/policies/jobs_test_thing_policy.json2Z K& &L

of2 Cldtol Aol Chsh Of WAHE Meets 2 Telg 2t Clbtolo] o IHY Ol& O 2 Y
gt
= .

d

4. uniqueThingNameE C|HIO|A Q| AFE O|E2Z HIE CHS0| WS AsHstod ST ClHIO|A|
LA ZHE AWS loT H2g WMLt

aws iot create-policy \
--policy-name "JobTestPolicyForuniqueThingName" \
--policy-document "file://~/policies/jobs_test_thing_policy.json"

HAo| =T FHoM oS 242 SEHE grerEch

JSON

"policyName": "JobTestPolicyForuniqueThingName",
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"policyArn": "arn:aws:iot:us-west-2:57EXAMPLE833:policy/
JobTestPolicyForuniqueThingName",

"policyDocument": "{\n\"Version\": \"2012-10-17\",\n\"Statement\": [\n{\n
\"Effect\": \"Allow\",\n\"Action\": [\n\"iot:Connect\'"\n],\n\"Resouxrce\":

[\n\"arn:aws:iot:us-west-2:57EXAMPLE833:client/PubSubTestThing\"\n]\n},

\n{\n\"Effect\": \"Allow\",\n\"Action\": [\n\"iot:Publish\"\n],\n\"Resource
\": [\n\"arn:aws:iot:us-west-2:57EXAMPLE833:topic/test/dc/pubtopic\"\n]\n},
\n{\n\"Effect\": \"Allow\",\n\"Action\": [\n\"iot:Subscxribe\"\n],\n\"Resource
\": [\n\"arn:aws:iot:us-west-2:57EXAMPLE833:topicfilter/test/dc/subtopic
\"\nJ\n}, \n{\n\"Effect\": \"Allow\",\n\"Action\": [\n\"iot:Receive\"\n],
\n\"Resource\": [\n\"arn:aws:iot:us-west-2:57EXAMPLE833:topic/test/dc/*
\"\nJ\n}\n]J\n}\n",

"policyVersionId": "1"

5. uniqueThingName& C|HIO|AQ| AFZ O|§ 22 HFHR T certificateArnE O| C|HFO|AO] CH
3 o] MM AR E0|M K{E S certificateArn {22 HHE CHS 0| PHES Al&lSio Y
ClHtO|A @IE Aol dZA7LCt.

aws iot attach-policy \
--policy-name "JobTestPolicyForuniqueThingName" \
--target "certificateArn"

MIet 4% ol HE2 ot F A BHatetx| eb&Lct.
6. uniqueThingNameZ C|HIO|AC| AlE O|EQZ HFR T O| MMcertificateArn2| YEE0
M K{ZEEt certificateArn 92 HHE CH20| H232 AlES5t04 C|HFO|A QIS MHE AWS loT

ArZE ElaA0f AZERLICEH

aws iot attach-thing-principal \
--thing-name "uniqueThingName" \
--principal "certificateArn"

=

OH
rok

P E< 0| BHE2 ofF A hetstx| et &Lt

Raspberry Pi& 4&XMo 2 T2 H|XHEt £0o= HIAEO| XM CHE Raspberry Pioll CH3H O] MM g gt
=g &d[7t # ZAuct 2 ClHto|A 7 ZE2H|X'FEl B2 the section called “%f ] 0| 0[HEE &

S5t = Device Client #4"2 2 TIgigtL|Ct
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&t of O|MEE AJSIE= = AWS loT Device Client T+ 43

O| &t A= AWS loT Device Client7} 2] 00| EE A™E + Ue T+ ntdS dEeLIcH

&1 0id{ C|HIO|AE EH[st= B Z ClHto|A0lM O] HALE sl oF ErLCh.

= L=

L

AWS |oT Device ClientE E|AES=E 78 TS HA5H2{H:

a. nano SOl HAE HE7|E uct
b. O|JSON EME A5t Y /= HAE HWEV|of 20 E&LCt
{
"endpoint": "a3qEXAMPLEaffp-ats.iot.us-west-2.amazonaws.com",
"cert": "~/certs/jobs/device.pem.crt",
"key": "~/certs/jobs/private.pem.key",
"root-ca": "~/certs/AmazonRootCAl.pem",
"thing-name": "uniqueThingName",
"logging": {

"enable-sdk-logging": true,
"level": "DEBUG",
"type'": "STDOUT",
"file": ""

}I

"jobs": {

"enabled": true,
"handlex-directory":

}I

"tunneling": {
"enabled": false

},

"device-defendex": {
"enabled": false,
"interval": 300

},

"fleet-provisioning": {
"enabled": false,

"template-name": "",
"template-parameters": ""
"csr-file": "",

"device-key":

Y
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"samples": {

"pub-sub": {
"enabled": false,
"publish-topic": "",
"publish-file": "",
"subscribe-topic": "",
"subscribe-file": ""

}

},
"config-shadow": {

"enabled": false

}I
"sample-shadow": {
"enabled": false,

"shadow-name": "",
"shadow-input-file": "",
"shadow-output-file": ""
}
}
c. ###n# AS0IM & AWS HH 22| C|HOo|A Tf|Oo[E &l E Zf2 2 HFELIC}he section

called “0i| A C|H}O|A 2 H|X{2 AWS loT Core”.

d. uniqueThingNameg& O| C|HIO|A0]| ALEEH AHZE O|E 22 HiELICH
e. HAE HET[0|M otQUS ~/dc-configs/dc-jobs-config.json2 2 X{Z & LILCE.

2. 0| FHE ddstod Mz 78 mtlo| upd Hete ™o

chmod 644 ~/dc-configs/dc-jobs-config.json

Ol HHAEOE MQTT ElAE ZZI0|HE(MQTT test client)E AFE35HX| SE&LIC} ClHFO|A T} 2] 2t
21 MQTT HIAIX|E2t m&tstE SO AWS IoTE Y RIHE HAIX|E &g Aldst= ClHo|A QT I
IS5l = C|H}O|A QD MBtE|Z 2 AWS loT 221 Ze i}

w

HELICH 2] ZIME HAIXIE 2fdE A
E ClHtolAdM HIAIXIE #5E + i&LIC

M U2 X{ZEEH 0l & the section called “loT 2] MAd 9l AlSl EHA|E FdE FH|7F 2 2L
Ct

Device ClientE At&35t0q l1oT & A 156



AWS loT Core FHEERE FLHA

AWS loT Device ClientE AWS loT AF2 510404 A ZHQ] AAd ol Al3H

Of MMo| Mt ME & EAM2H AWS loT 2] 2lAaAE HMEL
A OOITMETH &Y EME CIHO|A E= ZEt0|YUEN HEst= X
Ct.

AWS loT 2L

=
e loT XI-O-I_O_l XFo4 _E_A-l Aol-lg E_J X.Iél-

O|A 0] AWS loT CHEH O A ZHed AlsH

Q'I_l
I
lo
o
et
n

O| MRt ME ] B|AA0 ZEE 7S AWS IoT 2 2EAME MMsHLICt o 2y EME &Y
CHAMOJ| A “Hello world!"E E A|SFL

ﬁ

A
0
Y HO
x
mjn
>
02t
ok

mazon S3 HZ!S ME{gfLICt O 2 Q15 AL E 7|-’.f— Amazon S3 I:I-I7'O|
ghedof| CHEE AFA|EH LHE

{
"operation": "echo",
"args": ["Hello world!"]
}
c. 2UIAE HAFE{M HE V|| LIS hello-world-job.jsonO|EtE Tof XHEEL
Ct
d. TUO| SHEH MEEIAEK| HOIBLICH U HAE B HAE HYUS KMFE
T OlE0ll RS2 R . txtE F7FEHLICH HEYI0IM T OB ol . txtE F7tet B2 A
£35t7| Mol Ztd o|§ 2 +=dFLCt.

3. path_to_file2 hello-world-job.jsono| ZZZ HtF (34X CIHE 2|0 i BR)
s3 _bucket_name2 MENSE HHZ!0f CHEF Amazon S3 H{Z! A2 2 HIE CI2 o] HaI2 Aldlsiod
xtod 2 A E Amazon S3 H{Zlof| E&LCt
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aws s3api put-object \
--key hello-world-job.json \
--body path_to_file/hello-world-job.json --bucket s3_bucket_name

Amazon S30{| A& & & EME AlHS=E Y EM URL2 CHE URLMIM s3_bucket_name
U AWS_regionS HFHM A™EELICH LESO| job_document_pathZ AA&E A1 URLE 7|18
gruct

=]

https://s3_bucket_name.s3.AWS_Region.amazonaws.com/hello-world-job.json

(® Note
AWS Eot2 AWS H|H0|E E0{ EEIRXE AFE35H0{ /R 0|MHO| URLE & == QIES
gfLICt URLE 7|E2XMo 2 o] HMAE £ e AWS loT 2] A ZIo| M AHS ElLCE.
Z2EM #Z0|AH= AWS loT AMH|A0]| Amazon S301| X{ZHEl k91 2 A{0d| CHEF HAMIA
HEto| U K| &Elatof ELCt.

oy B MOl URLE K& EH £ the section called “Et C|HFO| A0 CHEH 2 Al o2 TIgHEL|CT.

stLEOl 0T ClHtolA0f AWS loT CHEHOHA] Xhed A%t

O| MMo| Mxt= Raspberry Piof A{ AWS loT Device Client& A|ZF35t0{ C|HFO|AMM Q] of| O|ME
2 Alsiist &rodo| AlSHE! k| 7|CHRIL|C EEBHO| A &HQd E|AAE AMAY AWS 10T5H0d 10T C|H}
O|AE2 ZHg M&stm Mgt

® Note

O| Hxt= B ClHIO|AO|AMBF 24 S A=-ELICH

Raspberry Piol| A 2] O O|HEE A|%f5l2{H™

1. Raspberry Pioll 2% 24 3 AE HAFEE{Q| E{O|'d &HolAo| B2 Al&l5tod AWS loT Device
Client& AlZF&LCt,

cd ~/aws-iot-device-client/build
./aws-iot-device-client --config-file ~/dc-configs/dc-jobs-config.json
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2. EOlEd #0i M AWS loT Device Client 217} 0|48 HIA|X|E EA|St=K| & QIgFL|Ct.

2021-11-15T18:45:56.708Z [INFO] {Main.cpp}: Jobs is enabled

2021-11-15T18:45:56.708Z [INFO] {Main.cpp}: Client base has been notified that
Jobs has started

2021-11-15T18:45:56.708Z [INFO] {JobsFeature.cppl}: Running Jobs!

2021-11-15T18:45:56.708Z [DEBUG] {JobsFeature.cpp}: Attempting to subscribe to
startNextPendingJobExecution accepted and rejected

2021-11-15T18:45:56.708Z [DEBUG] {JobsFeature.cpp}: Attempting to subscribe to
nextJobChanged events

2021-11-15T18:45:56.708Z [DEBUG] {JobsFeature.cpp}: Attempting to subscribe to
updateJobExecutionStatusAccepted for jobId +

2021-11-15T18:45:56.738Z [DEBUG] {JobsFeature.cpp}: Ack received for
SubscribeToUpdateJobExecutionAccepted with code {0}

2021-11-15T18:45:56.739Z [DEBUG] {JobsFeature.cpp}: Attempting to subscribe to
updateJobExecutionStatusRejected for jobId +

2021-11-15T18:45:56.753Z [DEBUG] {JobsFeature.cpp}: Ack received for
SubscribeToNextJobChanged with code {0}

2021-11-15T18:45:56.760Z [DEBUG] {JobsFeature.cpp}: Ack received for
SubscribeToStartNextJobRejected with code {0}

2021-11-15T18:45:56.776Z [DEBUG] {JobsFeature.cpp}: Ack received for
SubscribeToStartNextJobAccepted with code {0}

2021-11-15T18:45:56.776Z [DEBUG] {JobsFeature.cpp}: Ack received for
SubscribeToUpdateJobExecutionRejected with code {0}

2021-11-15T18:45:56.777Z [DEBUG] {JobsFeature.cpp}: Publishing
startNextPendingJobExecutionRequest

2021-11-15T18:45:56.785Z [DEBUG] {JobsFeature.cpp}: Ack received for
StartNextPendingJobPub with code {0}

2021-11-15T18:45:56.785Z [INFO] {JobsFeature.cpp}: No pending jobs are scheduled,
waiting for the next incoming job

AH AH
oSS

0%
Q'I_l
N
Jal
o
u
>.
>.
M
e}

3. EOI'E FolA ol HIAIXIZ ZA|=H CHE HAHZ T LICt =52l of

=
X2t ¥=o0|otd = AU&LICH

2021-11-15T18:45:56.785Z [INFO] {JobsFeature.cpp}: No pending jobs are scheduled,
waiting for the next incoming job
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AWS loT 5 2|44

AL e

-
0%

o
>
—r

Jal
lo

a. job_document_urlg the section called “Xfd EAM M el EM URLE HHE

L|ch.

mo

b. thing_arng C|HtO|A0 CHSH A48t AFZE E|AAS| ARNCE HIE CHF 0| BHEE A
L|Ct.

aws iot create-job \

--job-id hello-world-job-1 \
--document-source "job_document_url" \
--targets "thing_arn" \
--target-selection SNAPSHOT

Hd3stH FPo| Ch3a 242 A E Brerefuich
{
"jobArn": "arn:aws:iot:us-west-2:57EXAMPLE833:job/hello-world-job-1",
"jobId": "hello-world-job-1"
}

2. EO|'d #of ct=21F 2ol AWS IoT Device Cliente| £230| E A|E/L|C}.

2021-11-15T718:02:26.688Z [INFO] {JobsFeature.cpp}: No pending jobs are scheduled,
waiting for the next incoming job

2021-11-15T718:10:24.890Z [DEBUG] {JobsFeature.cpp}: Job ids differ

2021-11-15T718:10:24.890Z [INFO] {JobsFeature.cpp}: Executing job: hello-world-

job-1

2021-11-15T718:10:24.890Z [DEBUG] {JobsFeature.cpp}: Attempting to update job
execution status!

2021-11-15T18:10:24.890Z [DEBUG] {JobsFeature.cpp}: Not including stdout with the
status details

2021-11-15T18:10:24.890Z [DEBUG] {JobsFeature.cpp}: Not including stderr with the
status details

2021-11-15T18:10:24.890Z [DEBUG] {JobsFeature.cpp}: Assuming executable is in PATH

2021-11-15T18:10:24.890Z [INFO] {JobsFeature.cpp}: About to execute: echo Hello
world!

2021-11-15T18:10:24.890Z [DEBUG] {Retry.cppl}: Retryable function starting, it will
retry until success

2021-11-15T18:10:24.890Z [DEBUG] {JobsFeature.cpp}: Created EphermalPromise for
ClientToken 3TEWbaSXj6 in the updateJobExecution promises map
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(o)

2021-11-15T18:10:24.890Z [DEBUG] {JobEngine.cpp}: Child process now running

2021-11-15T718:10:24.890Z [DEBUG] {JobEngine.cpp}: Child process about to call
execvp

2021-11-15T718:10:24.890Z [DEBUG] {JobEngine.cpp}: Parent process now running, child
PID is 16737

2021-11-15T18:10:24.8917 [DEBUG] {16737}: Hello world!

2021-11-15T18:10:24.891Z [DEBUG] {JobEngine.cpp}: JobEngine finished waiting for
child process, returning 0

2021-11-15T18:10:24.891Z [INFO] {JobsFeature.cpp}: Job exited with status: @

2021-11-15T718:10:24.891Z [INFO] {JobsFeature.cpp}: Job executed successfully!

2021-11-15T718:10:24.891Z [DEBUG] {JobsFeature.cpp}: Attempting to update job
execution status!

2021-11-15T18:10:24.891Z [DEBUG] {JobsFeature.cpp}: Not including stdout with the
status details

2021-11-15T18:10:24.891Z [DEBUG] {JobsFeature.cpp}: Not including stderr with the
status details

2021-11-15T18:10:24.892Z [DEBUG] {Retry.cppl}: Retryable function starting, it will
retry until success

2021-11-15T18:10:24.892Z [DEBUG] {JobsFeature.cpp}: Created EphermalPromise for
ClientToken GmQ@OHTzWGg in the updateJobExecution promises map

2021-11-15T18:10:24.905Z [DEBUG] {JobsFeature.cpp}: Ack received for
PublishUpdateJobExecutionStatus with code {0}

2021-11-15T18:10:24.905Z [DEBUG] {JobsFeature.cpp}: Removing ClientToken 3TEWba9Xj6
from the updateJobExecution promises map

2021-11-15T18:10:24.905Z [DEBUG] {JobsFeature.cpp}: Success response after
UpdateJobExecution for job hello-world-job-1

2021-11-15T18:10:24.917Z [DEBUG] {JobsFeature.cpp}: Ack received for
PublishUpdateJobExecutionStatus with code {0}

2021-11-15T18:10:24.918Z [DEBUG] {JobsFeature.cpp}: Removing ClientToken GmQ@OHTzWGg
from the updateJobExecution promises map

2021-11-15T18:10:24.918Z [DEBUG] {JobsFeature.cpp}: Success response after
UpdateJobExecution for job hello-world-job-1

2021-11-15T718:10:25.861Z [INFO] {JobsFeature.cpp}: No pending jobs are scheduled,
waiting for the next incoming job

AWS IoT Device Client7t &% Z0|1 24 7ICt2l= ¢ job-id 2t HEstD 1 H create-
jobOl ME CHA| Aeisto CHE AU E MEE &= U&LICH

24 Al3o| 2 | E 0| EolM AC (control-C)E 21235101 AWS loT Device Client& & K| & LILCt.
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Xt&A: AWS loT Device Client AH&ME Aldst & XM |

ol REEIYO| WAtE 0] 3ty BRO| FEEIYS RS SO M UL BIAAE KHstE It
&g ohistLIc

e
28t AWS A £ ™|

C+74|: Device ClientZ C|2 & =38 £ AWS loT C|HIO|A
« 2EHA|: AWS loT Device Client2 |2 & &l

1Et7A|: Device ClientZ C|2 & 2l=38F & AWS loT C|HIO|A HE|

ol FE2IYoIAE 0] 8 ZZolM HIZE LEE F microSD 7HE & Halsts Wioll CiEt = 71x|
SMg MUHLICH LWt Hot £ES XBste SMg MFLI

C|HFO|A 2| microSD 7tEE ™ME|SHT A48 AWS IoT ElAAE M7HZ| K| ‘B;f%L—IEL C|HO|A Q]
microSD 7}EE 2|8t & AWS loT SIAAE HE|ste{Ho
called “ AWS IoT Device ClientE At&35t0o{ |2 & g=5t

2M 1: microSD ZIEE CHA| MM HE|

& BEO BEERYUES 228 £ microSD 7IEE K|
HIE mf 8t AHEE o|0|X| THYZ microSD 7IE=

oo ©
MY 1%

O| HXIOIME E4H SAE HFEE M504 KHZEE! microSD ZHE 0|0|X|E microSD =04 £5L
Ct.

(® Note
CIHO|AMAM 28 &Kol oS A XME OHAME AtE5tX| et= B sHY ClHho|A0] CHEF AR}

£ AxstMlR.

microSD 7}=0{| Af O|O|X|E ArE{H

24 S AE HFE{0|M microSD =04 £ X% El microSD 7t= O|O|X|E &&LICT
microSD 7}EE 2Z S AE ZEE{0f &2
SD ZIE o|0|& =7 E A835to4 MEdSH o|0|X| IS microSD ZH=04| #L|C}.

Raspberry Pi OS O|0|X|& microSD 7}=0 £ £ microSD 7= & THH 24 3 A E HFE{0{A
OFSHA| M7= LICH.

212 LICH.
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microSD 7tE& A& & &EH|7} EI{&LICE

=M 2: MEX CIHEEEIE A Flstod HE|

SE2IUS 2 F microSD FHE O|0IXIE CHA| K| ST microSD FHE& XIS4T AL R CI3
EI2|8 JHEHO R ARIBLICH O] WS MAIEINS + U AL THUS MH3HE| 27| B2 &

A=l 0|0|X|0d| A microSD ZIEE CHA| A= Zd0HE HX{s

A
)
i
C
n

A-EXt CIHEE MAHRIe2E SEStCHEHE o] HAtE HE + JUA&LICH
C|HtO|AOA O] &F& B2 9| ALS At CIMEZ|E AfX|stE™

1. Ol HHS AHstod Clutolaol AT B0l Ol 0] 3 HZoll MAT ASXF CIE, 5
9l CIMEEl W 2E U ARIELICH

@® Note
Olz4st CIHEE|o TS AMX|StH R EC|IYUE CHA| 231X ot C|2 & AIRME £+ ¢f
Al ElLICE

rm -Rf ~/dc-configs

rm -Rf ~/policies

rm -Rf ~/messages

rm -Rf ~/certs

rm -Rf ~/.aws-iot-device-client

2. 0| BHES ddstod Cluto|aof HAE EHOIE ZolM o ZE[7i0lMd A4 CIHEEE| & US4
Mgk,

@ Note
ol WS =2IS Mstx gfaLIch T2 YW U Mxlofl AHSE A& THURH

M7HEL|Ct. o|qEt mte ArA|st Foi= AWS CLI 2 AWS loT Device Client7} & 5t

Xl etE = A&Lich

rm -Rf ~/aws-cli
rm -Rf ~/aws
rm -Rf ~/aws-iot-device-client
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2CHAH|: AWS 10T Device Client2 C|2 & 2=8t AWS HX £ XHE|

O| Mxl=0| &g B2 AI&AME 2Este S WHE AWS Z|~AE AEst D M7HstE ol ==0|
Lt

AWS loT 2[&A HE|

O| Hit=0| &4 ZBRO AHEME 2tEsts S e AWS loT 2|42 8 AEstT MAHSt= ol &
0| FLct.
AWS [oT O| &t & F2of dyE 2laa
K& M ALZE 2l PSES =l EAPS
the section called “loT Device DevCliTestThing DevCliTestThingPolicy
Client M&| & 749
the section called “MQTTE At  PubSubTestThing PubSubTestThingPolicy
83504 C|HIO|A ZEto|MER}
Sar
the section called “Device AR Hoj(odE] 7 U + MR Hof(oE] 7 UE =
ClientE AI&35t0 IoT & & RUSF US
SH»
[=)

AWS loT E|AAE AfK|stedT HE3h ZF AbE Ela2of Chsio] HAHE WELICH

1. thing_nameg AXsIE{E AIE ElAAQ| O|E2 2 HHE CHS 0| HYS Aldlslod 2H 5 AE
AREOIM AHZE Blaio] AZE ASME LhheLC

aws iot list-thing-principals --thing-name thing_name

O| BH2 HAZE QIS ME LIEst= olet 22 852 BtetgLICt.thing_name CHEE S| B

SE£oi Q15 M7}t LR Q& LICE

"principals": [
"arn:aws:iot:us-
west-2:57EXAMPLE833:cert/23853eea3cf@edc7f8a69c74abeafa27b2b52823cab5b3e156295e94b26ae8ac"
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2. O HHo=E LIAE Zt IE Aof CHal

a. certificate IDE O|T™ HZHO| QIS A IDE HFELICH QB M IDE 0| HRI0j| A EHEHE
ARNO{ M cert/ Floll 2= BxAt EXHLICE O CHE 0| BB S 4l=-sto{ QIS ME HIE
MsterLlct.

aws iot update-certificate --new-status INACTIVE --certificate-
id certificate_ID

A
S

OH
rot

8% o] BP2 ofF A grEtetx| ef&Lch

4

b. certificate_ARNE O|7of EIEtEl QIS S 52| Q15 ARNSE Hi# CHF 0| BHE
Algi5tod 0| QB Aol HZAE HAS LiedstLct.

aws iot list-attached-policies --target certificate_ARN

O| HH2 CIE Mo HEE HAME LI P5t= Ol &2 SE S pHetELICH CHREES d2 =
20 ~M&o| stLFTF & LCE.
{

"policies": [
{
"policyName": "DevCliTestThingPolicy",

"policyArn": "arn:aws:iot:us-west-2:57EXAMPLE833:policy/
DevCliTestThingPolicy"

}

c. QUB Aol AZE ZF ol CHsH:

i. policy_nameg O| BHO| policyName Zf{2 2 HI 1 certificate_ARNE 91&
M ARNS = HHE CHE 0] BF & Adsto] 25 Aol E2g EalgLict

aws iot detach-policy --policy-name policy_name --target certificate_ARN

HSE 4% ol BB 2 ofF AT gretetx| gh&Lict
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o4 4&40| %7} @l

ol

Al
=

0%
ol

o= HHE O o] HY

fjo

AWS loT Core
policy_name& pollcyName

il.
Mol A E[o] U=X| & lErLCH.

aws iot list-targets-for-policy --policy-name policy_name

BHo| oot Z2 Pl ST S HHEtste 29 A2 B Mol AZE[R| b2 JALICH A
S HA HTS LHERLCH HRol| AZE 215 M7E 04T5| /e B detach-thing-
principal EtH| & A& & LICH
{
"targets": []
}
122 Aselol A BN 2ol

[oZ HHE CHE o] 8

policy _name& policyName %
gfLich A S Ax|steds BHTIo| st {00k §hLCt.

aws iot list-policy-versions --policy-name policy_name

Of o2t Z 0| HAof HHTH0| 3tLIEH U= B2 X|ZF delete-policy EHAHIE LS T HHMS
AXE = A&LICt
{
"policyVersions": [
{
"versionId": "1",
"isDefaultVersion": true,
"createDate": "2021-11-18T01:02:46.778000+00:00"
}
]
}
O| o2t Zro| H=Hof o2 HHT0| Q= B isDefaultVersion %f0| false®@l A3 H
Mg Atxslol WA E AME &= /U &LCH
{
'policyVersions": [
{
"versionId": "2",
"isDefaultVersion": true,
166




AWS loT Core FHEERE FLHA

"createDate": "2021-11-18T01:52:04.423000+00:00"

.
{

"versionId": "1",

"isDefaultVersion": false,

"createDate": "2021-11-18T01:30:18.083000+00:00"
}

MM ™S M5Ok 5t= B policy_nameg policyName 2t 2 HHF 1D
version_IDE O|™ H&HO| versionld /22 HIE CIS O] HHEES A5t A H
Mg APA[ELC.

aws iot delete-policy-version --policy-name policy_name --policy-version-
id version_ID

Ct.

aws iot delete-policy --policy-name policy_name

d. thing_name2 A=22| O|§ 22 HIF 11 certificate_ ARNZ Q1B MOl ARNS 2 Hi# C}
2 0| A Mt ALE ElhA0M ABME BEIFFLICH

aws iot detach-thing-principal --thing-name thing_name --
principal certificate_ARN

d3¢et B2 o] BE2 ofF A gretetx| ef &Lt

e. certificate_IDE O|T BHLO| QIS M IDE HFELICH 215 M ID= 0|7 B0l A BHetEl
ARNOIM cert/ Flol 2= GxA EXHULICH O3 CHS 0| BB S Adstof 1B M 2laa
£ Mgt

aws iot delete-certificate --certificate-id certificate_ID

M5t 42 O] HEL2 o F Zd BEEtSEX| Qb &LICH
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3. thing_name& AHE2| O|§2ZE Ht¥ CtS 0| HHES Al sto] A= S ATA|ELICH
aws iot delete-thing --thing-name thing_name

A
o

OH
rot

g2 0|83

rlo
o

P+ A ghetsk x| ef&Lich

| ot& B2o| AI&ME 2tmote S A CHE AWS E[AAE AlEst D X|7Hst= O
|

0| & HA=Zoi MME J|E AWS E|lAA

&M SIENESEC 2|44 0|8 EEID
the section called “Device Amazon S3 ZHA| hello-world-job.json
ClientE At&3t04 loT 214 A
SH”
=2
the section called “Device AWS loT ¢4 2laA AR A9
ClientE AtE3t0{ loT 24 &
SH»
=2
O| && ZA20oIM MHEE AWS E|AAE ATK|5HE{H
1. 0| && BRoM dYE &YS &X|6te{™
a. O| BHZ HAsto4o| S LIFELICH AWS A,
aws iot list-jobs
BH2 CHST AWS 2| Z2 2O AWS IoT 21 S 52 dhatgrict Aws AH .
{
"JObS": [
{
"jobArn": "arn:aws:iot:us-west-2:57EXAMPLE833:job/hello-world-
job-2"

"jobId": "hello-world-job-2",
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"targetSelection": "SNAPSHOT",

"status": "COMPLETED",

"createdAt": "2021-11-16T23:40:36.825000+00:00",
"lastUpdatedAt": "2021-11-16T23:40:41.375000+00:00",
"completedAt": "2021-11-16T23:40:41.375000+00:00"

I
{
"jobArn": "arn:aws:iot:us-west-2:57EXAMPLE833:job/hello-world-
job-1",
"jobId": "hello-world-job-1",
"targetSelection": "SNAPSHOT",
"status": "COMPLETED",
"createdAt": "2021-11-16T23:35:26.381000+00:00",
"lastUpdatedAt": "2021-11-16T23:35:29.239000+00:00",
"completedAt": "2021-11-16T23:35:29.239000+00:00"
}
]
}

b. SH0M0| && BRoIM ST AUz QM= 2 2ol CHHE AAE
jobId gI22 jobId HIE CtE0| BHE HA5H0{ AWS loT EH S AAIFLICH

aws iot delete-job --job-id jobId
BHo| dZ5tH ot F W Bttt x| &L ch
2. 0| 3t& B=E2| Amazon S3 HA!O| K& & 2 EME AfK|stcdH

a. bucketZ A8t HZ!| O|E2 2 Hi# CHZ 0| BHE A&sto{ AHEEH Amazon S3 H{Z! 2|

A E LhFerLlct

M

aws s3api list-objects --bucket bucket

o| 0424

HR2 Ot S 42 B{Z!2] Amazon S3 X S & & dhatstLct.

rlo

"Contents": [
{
"Key": "hello-world-job.json",
"LastModified": "2021-11-18T03:02:12+00:00",
"ETag": "\"868c8bc3f56b5787964764d4b18ed5ef\"",
"Size": 54,
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"StorageClass": "STANDARD",
"Owner": {
"DisplayName": "EXAMPLE",
"ID":
"e9e3d6eclEXAMPLEf5bfb5e6bd0a2b6ed®3884d1ed392a82ad@11cl44736a4ee™
}
},
{
"Key": "iot_job_firmware_update.json",
"LastModified": "2021-04-13T21:57:07+00:00",
"ETag": "\"7c68c591949391791ecf625253658c61\"",
"Size": 66,
"StorageClass": "STANDARD",
"Owner": {
"DisplayName": "EXAMPLE",
"ID":
"e9e3d6eclEXAMPLEf5bfb5e6bd0a2b6ed®3884d1ed392a82ad@11cl44736a4ee™
}
},
{
"Key": "order66.json",
"LastModified": "2021-04-13T21:57:07+00:00",
"ETag": "\"bcab0d5380b88ela7@cc27d321caba72\"",
"Size": 29,
"StorageClass": "STANDARD",
"Owner": {
"DisplayName": "EXAMPLE",
"ID":
"e9e3d6eclEXAMPLEf5bfb5e6bd0a2b6ed®3884d1ed392a82ad@11cl44736a4ee™
}
}
]
}

b. So0iM o] E& R0 HMdet A2 QlAlst 2t Z4A|ofl CHSH bucketE HHZ O|&2
I:IH'L_._ keyE AME 2ol 7| Zt2 2 Hi# CHS 0| BHE A&sto Amazon S3 2 ﬂ% Af
MNghuct,

aws s3api delete-object --bucket bucket --key key
BYO| G35t ot F W Bretstx| et &Lt
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O| 8t& BEE 2 =25ts S0 MM I E AWS E|AALQ} X E AKISH £ RESME CHA| AIES
dr=e = aLict

AWS loT C|HHO|A SDKsE At 5to] 22 M 7

o
ot

o
o

Mol A& MO MEE AHS3H0] TREM B0 HHEE 4 Qs 10T &5

LHErL|CH AWS IoT.

A& M= AWS loT C|HFO|A SDKsE A6t otk AZEE £
I E M2L|E J1de AHAIS| HBthe section called “AWS loT Device ClientE

CeEOES
235104 o2 &l

OII

=r57| 2ol MMl A& MIEC B st Ol O B AlZtol 27 4 9la

AWS loT C|H}O|A SDKsZ £ M 15 A|E

ol
bt

e

X} & M: Device SDKE AWS loT Core AF& 3610404 AWS loT C|HFO|A

o
e

C|

=
T

A& MOME CHESH AWS loT AILIEIRE CHLHEILICE. Sl sl d<9

O|A SDKsE Al2¢&tLCt.

=A|
Kt& M: Device SDKE AWS IoT Core AL231040{] AWS loT C|HFO|A

o

K& Mol M= AWS 1oT C|

74
=

C|HFO|A Cl|O|E{E CIE MH|AZ BIRESE AWS loT 2! A

C|HFO|A AHESRE C|HFO|A 7 @ =Z 219l ArEHQ [l C|HFO|A AMEH

X

At&M: AWS loT Core0il CHEF AHEAF K| e F04AF &

Kk& M: AWS loT &! Raspberry PiE AI&3501 EQF 2 ZLIE{&

A& Mol ME ClHo|A 7L CIO|E|E =1 22 4= AWS IoT Core YT C|HIO|A S0 A4
5P 4 C|HFO|A 7 O HAZEE| =58 74 AWS loT Core

2 Ho{ELICt AWS loT. O| RFEAME &t =2
HFO|A 7} SAl5ts &AIE OlsHE = U&LICH AWS loT.

Pl

=z
C|HFO|A EH| AWS loT

MQTT Z2EZ H4E

pubsub.py Device SDK MZ H HE
ClHtO|A @44 2iet S &I AWS loT Core

00 |mH

H
o

F

a

AWS [oT C|HIO|A SDKsE AtE3tol £ M 715
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. A A

o K& A: AF2 AWS loT Device SDK for Embedded C

il

L 2

>

O| ‘t&ME AlEst7] ™ol CHE AL E EHIsHok gf LIt

« AWS loT Core At& A A|E 57| &t 2

the section called “C|H}O|A FL2"3H{OF 3t= 5
called “Raspberry Pi = CHE C|HO|A HAZ”
O|AE FMELICE

dl A0j| A C|HFO| A0 CHEH the section
AJE_H.sr:'_ Python 2101 ZME A& 36t04 C|ut

(® Note
O] Rt&MUIMT ALESIEZ Y A& Aol AtEstE ElOId HE H& dof SLC

« AWS loT Device SDK v2 for Python2 Al&& 4 Q= C|HIO|AQILICH

r

O Rt&MOlME Hl ™ Z23¢ ClutolA7F HR Bt Python ZE OX|E AHE38H04 CIHO|AE AWS
loT Core 0fl AZstE YHE 204FLICH 2|AAT1 XEHE EIHPOI/\E Tdste 42 olgfEt 2=
o= i ClHtO|AM & S5HX| ek 4= U&LICH O] B the section called “ALE AWS IoT
Device SDK for Embedded C” AH&ME Soll Ll 2 d32 HE = U&LICH

e

- ClHfo|Aof @idst= ol e YEE LU&LICH

_ O

C|HFO|AE 21Z45tE2{H ALE O|& AWS IoT, ZAE 0|8 X ZE H5of Chet HE 7t Qlofof &
Ct.

® Note

A-EXt X|H Q15 E A8 38to] CIHIO|AE AAY = U&LICH AWS loT Core. Tet F 044}
Lambda & =0il ME ot= 214 CIOIE = At8 st Z2E o ek CHELICH

« AFZ O|&: ¥Z235IEd= AWS loT AF2 2| O|EILICt £ C|HIO|AZ AWS loT AIE 2 S&3loF &
LICE XtM|EH LI 2 E AFE5104 CIHFO[A ZHE[ AWS loT B2 TS AIL.
« SAE O|E: HHH 0T AE=EZQIEQ| SAE 0O|EQLLCE.
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AWS loT Python SDKQ| configureEndpoint HIMEE AI35l0{ 3AE O|ET} XE HEE 7

g + UA&LIch

myAWSIoTMQTTClient.configureEndpoint("random.iot.region.amazonaws.com", 8883)

& C|Hto|A &H| AWS loT

AWS |oT Core A& A AR5 7|0 MHE ClHEO|ALE AWS HHo| S4E + UL F EHIRI&LICH O
MMol|M= ZE ClHIO|A 40| MB &= &HIC| FHE HEELICH AWS loT Core.

C|HtO|AT7H AWS loT Core0il 4Z5t24H CHS At o] E e LCH
1. AWS AH 0| 2{o1ok gfL|Ct.

of Fxtoll A obE7h g AWS AT ZLE MAlshs wig M-

=
SEE|T CluholA QB 9IsH FAISHE ClubolA QIBA,

= 53 AWS loT AFE ZA|QF &4 BtEo{X| 1 A EILICE C|HFO|AE 5= Ol AFE
ZIQ5HK| oL X[BH C|HFO|A AWS loTOIA F7F AWS IoT 7SS A28 £ U&L
C

M0l HZE Moz of AZst 1 HetE ZE HUS AWS loT

3. AWS AEe| C|Hto|A A= ZQIE o HHAE 4 Q= CUEU AZA.

bl

CEOQIE=O0| MTEE|0{ AWS IoT C|HIO|A O|0|E] L MH|A Q= ZQIE Qo AWS

loT 2& 2| A% H|o|X|o| M &elg &~ U&LICE.

4. AWS loT Device SDK2} Z2 Sl AZE Q0. O] Kt& MOo|ME AWS IoT C|HFO|A SDK v2 for
Pythong AM8&tLICt.

rlo

MQTT ZEZEZ AHAE

MZ Hof CHal| o|ok7|5t7| Tof MQTT Z2EEZ& oldlistE 20| =20 ELIC MQTT Z2EEL
HTTP S2|CIE HELYT S& ZZEZ0i H|sH 3 7tX| 0|-dE MB3SIEZ loT C|HIO|AMIAM EE| A

C|HFO|A SDKE AWS IoT Core AF&38t040ll AWS loT CH}O|A 944 173


https://console.aws.amazon.com/iot/home#/settings
https://console.aws.amazon.com/iot/home#/settings
https://github.com/aws/aws-iot-device-sdk-python-v2#aws-iot-device-sdk-v2-for-python
https://github.com/aws/aws-iot-device-sdk-python-v2#aws-iot-device-sdk-v2-for-python
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C

ICt. MQTTTE HTTP2t

E2 M OIS AE

SELIC o] MM ME O]l RAA&EAMO| ML= MQTTL| &2 EHE HEE
= S

Hlmshs 2ol ChEh REMIBH LIS 2 ClHto|A S @It of
StMl2.

[H 1
Hu

MQTTE HAITS S4l 22 S AHSELICH

MQTT ZEEEL 3AEQ AA/TS S4l ZHS AHELICH o 2HE HTTPIH A8 3t 2%/8
2% SAE

B ZE ChELICH MQTTE ALSstE ClHO|A T TREH 2EI0|ME IDE AEEs ZAEQLS| Al
Me JdEgELICH TIo|BE M&st7| flsll ClHO|lAE FHEZ MEEE HAIXIE EL2EQ| HAIK]
Bz 7ol AIAELICEH HAX EZ2FHZRE HAIXIE s46t7| ls ClHO|lAE 75 2FHo| A H

EIE HAIX| E270| &5t =M E FSELICH

ST MME X[Bst= MQTT

HAIX] E27{E= ClH o[£ 0| M HAIXIE +=4l5t 1 i ClHO[AE T 58 CIHHO|A0| HIAIXRIE H A
A

gL G+ MM(EZ| ClHo|A LS| ¢4Z20| 2O AR &d dEZ R XL/ MM)2 AHE5HH
Ql&LICH CIHIO|A oM MQTTE= MH|A

ClutolAE 20| 2! S HAIE! HAIXIE A = QU
& T&(QoS)E Ar83t0d ZEAET} CIHEO|A0|M &S E HAIXKIE 4t 5 §LICH

pubsub.py Device SDK MZ S HE

O] MMM E O] Rk& Mo AL El AWS IoT Device SDK v2 for Python8| pubsub.py MZ HE ZE
gt o47|M= MQTT HIAIX|E A A 75 AWS loT Core 5t7| 9|50l ¢1Zdst= &

ZAgLct CHE MMol M= Clato|ATE 912 A Salste WS B Mst= ol 20| &&= 2 7Hx|
&2 NM3ELICH AWS loT Core.

pubsub.py MEZ 42 AWS loT Core MQTT HZ9| Lt EHE Eo{FLICt

. EAlz2ED

- Y7 MM

. MHIA B

o AR HA
. HAIX| RS

« ClHtOlA 244 oAl & R A
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SMNEIEEE

pubsub.py ME0|M= MQTT & MQTT over WSS ZTZEZE2 ME5E MQTT HZ2 2o &L
Ch AWS 38 THEFY(AWS CRT) 2to|EE{El= 5t =& 4 Z2EES X|¥stH AWS
SDK v2 for PythonOf| Z2 & |04 & LIt

loT Device

MQTT
pubsub.py MZ2 MQTT ZE2EZ2 AWS loT Core AF235l0{ 2to| A2 A
Mmqgtt_connection_builderdtZ| IS0 mtls_from_path (017]0] ZAIE)E EEFLICI=

=) &
X.509 21B5AM L TLS v1.28 mtls_from_path AF&3+04 C|HIO|AE 1B ELICH. AWS CRT 2t0|E

tEls sllE U229 ot ?l =& M7 EEE #elELch

r

mqtt_connection = mgtt_connection_builder.mtls_from_path(
endpoint=args.endpoint,
cert_filepath=args.cert,
pri_key_filepath=args.key,
ca_filepath=args.ca_file,
client_bootstrap=client_bootstrap,
on_connection_interrupted=on_connection_interrupted,
on_connection_resumed=on_connection_resumed,
client_id=args.client_id,
clean_session=False,
keep_alive_secs=6

endpoint
AWS HEAZ RO IoT C|HIO|A AEZQIE

HE Aol M o 22 HWIE|M MEELICH

cert_filepath
ClHIO|A QS| RIS M mtd B=E

HME Aol M o] Zt2 BZEAM HHELICH

pri_key_filepath

ro
Ol
x

T

fjo

Ar23504 OHE C|H}O|A Q| 7HQ! 7| mblof CHEH B2

HE HollA o] 2t HEE oM HHELICH
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https://github.com/awslabs/aws-crt-python#aws-crt-python
https://github.com/awslabs/aws-crt-python/blob/89207bcf1387177034e02fe29e8e469ca45e39b7/awscrt/awsiot_mqtt_connection_builder.py
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ca_filepath
FE CAIIUS| HAZ. MQTT ME{7} trust stored| Q= QS MHE A5t B0 2o ot

HE HollA of 22 HEE0lAM HHELICH

client_bootstrap
A S ESS MElste 38 HEFY A

MZ Hof|M o] Z4X|= mqtt_connection_builder.mtls_from_pathE &&3t7| Hof QA
A

on_connection_interrupted, on_connection_resumed

C|HtO|A S| HAZA0| SEE|IT MINE H &S S &
client_id
AWS Z|X0| A O| C|HIO|AE 1R8I H AlHst= ID

ME MM O g2 HEEM HEELICH.
clean_session
M AT HME AIZE K], ofL|PH EXNStE B 7|&E MMol CHA| @I E K| 045

keep_alive_secs

CONNECT 22 MEE A4 |K| gH(X)YLICt o] ZtH 2 Z ping0| A S22 S ELICH O] gt
o 1%l o 2 ZHF &Lt

lo
—
(@) ]
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s sl
_|
=
|_
d S
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ge)
>
(@]
mo
ne
Ral
Ml
9'|_|
iz
e
Y
o
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o

MQTT over WSS

AHIZT ©

pubsub.py MZ2 mgtt_connection_builder0iA
websockets _with_default_aws_signing(0{7|0 EA|E)ES E&75l0{ WSS
E S MQTT ZZEZE AH83+04 AWS loT Core 22| 9148 MHErLICH.

o

54

—_=s =2o0oH-d
websockets _with_default_aws_signing2 C|HIO|AE 215 57| 2l HH V4E A& 5Hod
WSSE &8 MQTT dds grsLct,

mqtt_connection = mqtt_connection_builder.websockets_with_default_aws_signing(
endpoint=args.endpoint,
client_bootstrap=client_bootstrap,
region=args.signing_region,
credentials_provider=credentials_provider,
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websocket_proxy_options=proxy_options,
ca_filepath=args.ca_file,
on_connection_interrupted=on_connection_interrupted,
on_connection_resumed=on_connection_resumed,
client_id=args.client_id,

clean_session=False,

keep_alive_secs=6

endpoint
AWS HHALE X2 IoT C|HIO|A AEEQIE

HE HolA of 22 HEE oA HHELICH

client_bootstrap

-
N

= Al

O -

utok

'S8 Halste 38 HEY ZA

ME doM o] AAN=
mqtt_connection_builder.websockets_with_default_aws_signing& & &3t7| ™o
QUIAEASHEL|CE

region
AWS Signature V4 2150l Ar&El& ME 2I™ULICH pubsub. pyoiAd BEIEoi =24 ut2t0|E
g ™EFLUCH
ME Mol o| Zf2 HIFEoIM HMEELICH

credentials_provider
Cl50f A235l7| fla MEBE AWS A1 5

ME HolM o] A=
mqtt_connection_builder.websockets_with_default_aws_signing2 £&3t7| o
OIAEIASZHELICEH

websocket_proxy_options

HTTP ZEA SM(ZEA ZAEE MESt= B9)

ME Ao M ol gt
mqtt_connection_builder.websockets_with_default_aws_signing2 £&3l7| T™o]
= 7|3HE L}
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ca_filepath
2 E CA I}Yo| AZ. MQTT AMHE{7} trust storedll i QIS ME At BB e gLt

HME HolA o] 22 HEE0M HFELICH

on_connection_interrupted, on_connection_resumed

o

ClHto|Ao| HAZE0| SEED AI/E M =5 S =

client_id

AWS E2|0{ M o] C|HIO|AE TR 35HH A/HE35t= ID.

ME YoM o] Zt2 BHEEM HEELICH
clean_session

M BT MME AIRTE X, oL EXStE B 7|E MMoi CHA| AZE K| 045
keep_alive_secs

CONNECT 2% ™M&e dZd /Xl 2h(X)YLch ol ZHH2 = ping0| AtS2 2 TSELICH 0 £f
Of 1.5 F0i|= A7} pingS & X| Z5tH 4Z40| B0 Aoz ZhFgfLCh

HTTPS

HTTPSE O{E7I27?= HTTPS & & 7| Alst= C|HO|AE AWS loT Core X|&EfLICH Z221Y
oM ClHto|A = CHE o Z2|7|o|MH1t OFEE7HK|Z2 AWS [oT Core 0| HTTPS Q2 M& & LICE.
C|HFO|AOIM HTTP MIAIX|E T &38HE Python ZZ 10| 0 & PythonQl requests 2H0|EEEIE
AE&3t= HTTPS ZE o & HZESHAR. O] ofAol =7t HIAIXIE MQTT HAIX|2 SHAMSHES AWS
loT Core HTTPSE AWS loT Core At238t040f MIAIX|E EHL|Ct.

= C|HFO|AC| HTTPS £ 2 AWS loT Core X| &5t X|Ct C|HIO|A EQ0| AR T2 EZ S ME0]
QlZtstod AXE &= C|HIO|A EAIZ et o Z 2|70l T2 EZ MEH QI 20 Ciet MEE ZHESH
OF &fL|Ct.

AT A

MZ MHoJ|M clean_session I}ZIO|E{E False
NZ o|d2 ol &0 olal Y2l 40| EXlstE
ghuct 2= x| o™ M A7 AMHE BtE D HAZAFLICY

LS — L—

oﬁH“
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BT MMolM= ClHEO|ATF AZAE[o] RUX| i 2 SoF ClHO|AZ TEE|l= HIAIXKI7F HAIX E= 7
off olalf ME-ELICt ClHFO[ATE BT Mol CHA| AZEIH HAIX| E27{E ClHo|ATH 58 KT
El HIAIXIE ClHtolA0i & ELICH

AT IOl o ClHolATH HZE0] /K| o2 SO MSE HAIXIE 4 A5t oL A8 E
S 442 OHEEIA 0|0l WEt Ch2 T CluolATH HZEIX] o2 S0t WAshs HAIKIE Mok 3
S x| ofS0f Wt CHELICH AFMIEH LIS MQTT XI55 A4 CHdg BE M.

MH[A EFE

CIHFO|ATE HIAIXRIE AAISIT £56H ME5HE MHIA ZE(QoS)2 MHE £ U&LICHE HAl 2
T= 2ol CHSH QoS =& 0 & 12 AWS loT X|HELICH 2] QoS =& ofl CHEt AtM[EF LHE =2 MM E
AWS loTR ZSIM2MQTT MH|A & E(QoS) S M.

Python& AWS CRT HEI2 X|#st= QoS &0 CH5H CtS &8 HolFLict

rlo

Python MH|A E& =&

MQTT QoS =& SDKO|AM AF2 3= Python 7| A™
s U
QoS =& mqtt.QoS.AT_MOST_O =41 0{Fof ZHAH Q10| HIAIK]
NCE ME&S gt Het Al gLCt of
g EoqClHto|A7t AZE|0]
UX| tHL HEQIT 277}
AU B HAIX|7F T3 HE
E|X| et 2 = AU&Lich.
QoS =& 1 mqtt.QoS.AT_LEAST_ M A|X|= PUBACK & Q10| =2l
ONCE 2 M7HR| grEHo 2 MEEH
L|C.

ME HoM HAl L 75 2F2 QoS +=F 1(mqtt.QoS.AT_LEAST_ONCE)E F=™&EL|Ct
« HAl & QoS

CIHFO|A 7} QoS =& 12| HIAIXIE HIAISHH HIAIX| 2272 2 E| PUBACK SES &
AXIE gHEsiM ™EELICH ClHto|A T AZAE|0] /UK St 2B MIA|X|7F CHA| 48t

£ o7 [goll MEELc.

(77 x| |
HEET

=2
=
s
-
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« 1= & QoS

C|HIO|A 7 QoS =& 12| HIAIX|E F55tH HAIX| E27{= C|HIO|AZR MEE 4= US K|
ClHIO|A T 5 & HIAIXRIE MHEFLICH HAIX| EE7{= CIHIO|AZ 2 E{ PUBACK SE S &2 [
JFR| HIAIRIE CHA| & EHLCE

HIAIX| HIA|
0| M3Ho 2 MK AWS IoT CoreC|HEO|AE MHIAIX|E HAIE = U&LICH pubsub.py M
Z2 mqtt_connection Z{&| 2| publish XS 5 &350 0|2 & ELIC.

mqtt_connection.publish(
topic=args.topic,
payload=message,
gos=mqtt.QoS.AT_LEAST_ONCE

topic
HAIXRIE A¥Est= HIAIX|[S] =X OIF

HME AolM o] o|F2 BHEIAM M ELICH

payload

HO
Pal

gz FAo| X|IZE HAIXK| HO[ZZ(0: JSON £ A)
HME AolM o]l 2 BHFEAM M ELICH

JSON EME LAl H|o|2E & A10|H CHE AWS loT MH|AOAM QIAISHE EHAIO|X|BF M A
|

X| HO|ZE9| O|O|E A2 H AR EA7F SQlste ZE EAY & U&LICH ag{Lt CHE
AWS loT MH|A = d<0f et cHE 2 2] 4o CHal JSON 2! CBOREH 1 AIEFLILCE.

gos

O| H[AIX|2| QoS

i

HAIR| 5

AWS loT & 7|Et AMH|A S CIHtO|&0M HIAIXRIE = 4&lst7| 2lsll ClHtO|AE FX| O|§2= aiE M|
AX|E FSELICH ClHO|AE X O|§& X|Hst0od 7HE HIAIXIE FSotn AUETIE BXHE

e
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st % ol = LEIE x50l HAIK| 122 1Y
FCE AZ3H0] HAIXIE 7S5tD 2 848 S=5t0f HAIXIE 22 = 32|

g = UA&LICH pubsub.py ME2 0{7]0] £
FLict,

ok

subscribe_future, packet_id = mqtt_connection.subscribe(
topic=args.topic,
qgos=mqtt.QoS.AT_LEAST_ONCE,
callback=on_message_received

)

subscribe_result = subscribe_future.result()

topic
T=8 Fx. Fx 0|8 =& T WEY 4 2l
HE oM o2 HEEM MEELICH

gos

ClHtol& 20| Zo{XK|= S HIAIX| E27{7} O|2{8t HIAIXIE MEE K| ofF LICt.

=]
02
4
=
B
mjo
Ral
0
ol
—_—
o
o
r

Zt0l mqtt.QoS.AT_LEAST_ONCE(QoS =& 1)0|™ @iZ20| MM =
Ch(clean_session=False).

callback

T=E HAIXIE ®Elst7| fll 22 &=

mqtt_connection.subscribe &£ Oleiel mZ!ot mZ! IDE gHetetLICH 75 2% 0| HM3Xe
2 AZE Z2 g El %! IDE 020 ELCH F 50| HAIX| E27{0f| ol&l| =4l X SEEIR=X &

Qlstzd A= oot 2ol HISV| Zrde| ZAntrt grehE mihx| 7|chedof gf L.

Mk
=
ot

pubsub.py HE2| S22 C|dto|A T} =413t 5 HIAIXIE MEIEfLICH

def on_message_received(topic, payload, **kwargs):
print("Received message from topic '{}': {}".format(topic, payload))
global received_count
received_count += 1
if received_count == args.count:
received_all_event.set()
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topic

HAIX| 2| =X

FHM EEE #5558 40z =AlE HAIX|el £E FX| ol Lct.
payload

HA|IX| mo|2=

o] ¥4|2 ofZ2|7 ol ket CHELICH.

kwargs

mgtt.Connection.subscribe0 MHEE CHE 7tS8F F7t QI+l Ct,

pubsub.py MZ0{M on_message_received= £t Y HO|ZE=E0F EAIELICH £ FHrof
Tt F ZE2OUE FE57| Y SAE HAIX| =8 AL

A2 FA L Ho|z= & Frtsto +AE S A™ELICH
C|HtO|A 44 siA| & ZHAA

pubsub.py #Z0i= C|HIO|A LS| 40| Z0{X| 1 A7
Tlof A&LICH ClHfo|A 0l o|24Et O|HIEoi| CHal st &

ClHRO[AT MEe 2 HAL|H s AME FME F 53l oF FLICH CIutO|ATE CHAl 2ZAE W CHFO|A&
Of MiMdo| Rle® 50| SHE[T sllE FS0IM XEE HAIX|7} CHA| AZEH ClHO|AZ MEH
LICF.

ClHtO|AZF CHA| AZE W ClHEO|A | MA0| I o4 EXHSHX| et =& CHA| S =of{oF & LICE.

LS —

AT M2 £30| MEHElof QLo M ClHHO|A 2] HZ0| LIT ) Zoix|H B2 E 4 YLt

C|HFO|A @44 Lot & 41 AWS IoT Core

OII

O| MlMoi| M= CIHFO|AE AWS IoT Coredll 4485t= CHY St SHE B MS= Ol 20| &= 3 7tX|
&2 MSELIC o] A& M= AWS loT 2£0|A MQTT HAE Z210|1EE AF& 3104 C|HFO[A

7t AlAetHE LIS &FQlstn ClHEO| A0 HIAIX|E HIAIRLICE O] @1&0i A= AWS loT Device SDK
v2 for Python8| pubsub.py ME& AI&35t1D AESI7| At M Ri& M| ARS HIE S E HEgf L
Ct.

-

=

ol HroM= ChEE =

#ELIc
. geste TN LE 25
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https://github.com/aws/aws-iot-device-sdk-python-v2/blob/master/samples/pubsub.py
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. FH HE| 25 2|
o C|H}FO|AO|A TA|X| A

0|28t &0l B ™K pubsub.py ME T2 0| A|ZELICH

(® Note
O A&oME Al 57| ZtE M AHEME 2t= o1 sifE Ata Aol ClHtolA Q| Bl &
AHEEotn 7hg gLt

oteeste FH EHEe 5

-I>|
e

Ol &M= AUETFIE =X EEIE T

=
pubsub.pyE Z&5t= Ol AEEl= HEES

A& "Rt

Ol &0IM= ClHtO|&0 2 HEEN =T HEE0| QIotT 7PHELICH o218 X 0|2 ME
otod slid FAlol CHEF HIAIXRIE AlEEfLICt

1. &2 AEst7| ol ClHto|A 0| AlEf 37| A& M RH&A0M o] BHEE Alsto] &0 He
gt 2 E 0| ZHIZIR=X] HstM L.

cd ~/aws-iot-device-sdk-python-v2/samples
python3 pubsub.py --topic topic_1 --ca_file ~/certs/Amazon-root-CA-1.pem --cert ~/
certs/device.pem.crt --key ~/certs/private.pem.key --endpoint your-iot-endpoint

AZESE7| RAES MM 8 Aot S8t £240| E A|Z|o{oF & LCt.
2. O|H&0ME CHS WY uietO/EHE
xtod H2d= njgo|E Effect

=7t --message """ S A CHZ(BH SHE S
pubsub.py T

F7t --count 2 T HAIRIE U2 F
2O E=Z
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e HHJE n2ko|H Effect
HZA —-topic device/+/ =58 FA 2E Ho|
details

Z7| BBEES o|FH g5t o] BHFE 0 YHEELICH ClHtola o E{OlE Fol o] FEES U™

python3 pubsub.py --message "" --count 2 --topic device/+/details --ca_file
~/certs/Amazon-root-CA-1.pem --cert ~/certs/device.pem.crt --key ~/certs/
private.pem.key --endpoint your-iot-endpoint

ZzOe oS3 2ol EAIE|o{oF ELct

Connecting to a3qgexamplesffp-ats.iot.us-west-2.amazonaws.com with client ID
'test-24d7cdcc-cc@1-458c-8488-2d05849691el . ..

Connected!

Subscribing to topic 'device/+/details’'...

Subscribed with QoS.AT_LEAST_ONCE

Waiting for all messages to be received...

E{0ldof o|2t Z2 &50| EA|Z|H C|to|AT} ZHIE|T FX| 0|F0| device(2)E AlEfstD /
detail(@)Z ELt= HIAIXIE =& TH7| Sl ZLich JH HAES EZ1&LICH

3. CtS2 ClHtolaoM =4alE £ Q= & 7FR| HIAIX| LT

=X ol& HIAIX| HO|Z=E

device/temp/details { "desiredTemp": 20, "currentT
emp": 15 }

device/light/details { "desiredLight": 100, "currentL
ight": 50 }

4. AWS loT Z2& 0 MQTT E|lAE Z2t0|HEE AFE5H0q 0| EHAH0| M EHE HIAIX[E C|HLO|
AR X-l_J.\_oI-L_“:'._

|m
M
1A%

a. AWS loT 2&0|M MQTT HAE Z2t0|2 LICH
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https://console.aws.amazon.com/iot/home#/test
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b. FX F5(Subscribe to a topic)2| Subscription topic field(*5 FA ZE)ol| FA| ZE
device/+/detailsE =3t CIF F X 75 (Subscribe to topic)S MEHELICY.

c. MQTT EIAE 22}0|%1E 9| 715 (Subscriptions) €01 A device/+/detailsE AMEHELICH.

d. el ol U= Zf F=H|oil s MQTT ElAE ZEI0|UE|AM CHE 2 T LICH

1. HAl(Publish)oil A El|0|Z 2| =X 0|&(Topic name) &ofl /U= 24fS LT LICH

2. =X o|= olzo| |X| Ho|2= E=of H 0|2 2| HA|IX| H 0|2 =(Message payload)

H A
doil U= 2tE U LICH

=]
3. pubsub.py7} &% %o._l ElOld &2 A2 MQTT EIAE Z2I0|HEM FA|of A
Al(Publish to topic Hs

NM
_|_
Jl'ﬂ
IS
r
n

pubsub.pyE S&l| tU=IIE FA ZE{E AME5I0 HAIXIE ES35lD 415104 E{0|D Zol EA|
AWELIch B = HEE FS5t1 F 71| 78 FH7F Ule HAIXIE Melst7| fIeh 24 g7t
S ET WHo| FFSAMR.

A 2E 75 e

d

oM H&S 7IH._F9§ pubsub.py HZ HE s=Hsto] HAIX| FHME Brlstn FHME 7|Hez 7=
=
=

A& =i

HIAIX] =X E B7tstedH

1. pubsub.pyE pubsub2.py0l SAH&fLIC}.

2. &7 ME5t= HAE HET|Lt IDEOM| A pubsub2.pyE HLICt
3. pubsub2.py0iA{ on_message_received &5 FH&LICH
4

on_message_receivedd|A print("Received messageZ A|%3dl= & FI2 global
received_countZ A|&5t= & o0l O ZEE A gL c.

topic_parsed = False
if "/" in topic:
parsed_topic = topic.split("/")
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if len(parsed_topic) ==
# this topic has the correct format

if (parsed_topic[@] == 'device') and (parsed_topic[2] == 'details'):
# this is a topic we care about, so check the 2nd element
if (parsed_topic[1l] == 'temp'):

print("Received temperature request: {}".format(payload))
topic_parsed = True
if (parsed_topic[1l] == 'light'):
print("Received light request: {}".format(payload))
topic_parsed = True
if not topic_parsed:
print("Unrecognized message topic.")

5. HAAMNZE MYt o| BHEES ASs5to oHE Z2 S A-dgrL|ct
python3 pubsub2.py --message "" --count 2 --topic device/+/details --ca_file

~/certs/Amazon-root-CA-1.pem --cert ~/certs/device.pem.crt --key ~/certs/
private.pem.key --endpoint your-iot-endpoint

6. AWS loT 2£0M MQTT E|AE Z2I0|HEE L|Ct.

7. ZH F5(Subscribe to a topic)2| Subscription topic field(7t 5 =M ZE)of| =X ZE{ device/
A4 El

o

+/detailsE 2%t CtS FA| 75 (Subscribe to topic)2 MEFLICEH
8. MQTT E|AE ZEI0|HE o] 7= (Subscriptions) G| A device/+/detailsE MEHFFLICE.

9. Of &of /U= & FHol| CHell MQTT HIAE ZEt0|UE|M CtSE - LI

=X ol& HIAIX| HO|Z=

device/temp/details { "desiredTemp": 20, "currentT
emp": 15 }

device/light/details { "desiredLight": 100, "currentL
ight": 50 }

1. HAl(Publish)0il M El0|£2] F&| 0| (Topic name) Yol = zte ¢ladstict.
2. & o|& otzie| HIAIX| Ho|2= E=of HI0|E 2| HA|X| I 0| 2 E(Message payload) &0f

I'— le:g O|E=|oI-L||:|._

3. pubsub.py7l & S E{OI'd FE 421D MQTT HIAE ZEt0|AUE 0| A FHR|of HA|

o
(Publish to topic)E& MEHEFL|CH.

C|HFO|A SDKE AWS IoT Core AF&35H040] AWS IoT C|HFO|A Y44 186


https://console.aws.amazon.com/iot/home#/test

AWS loT Core FHEERE FLHA

E0I'd EolM pubsub. py7t HIAIXIE 4IRS S = elstiof &LICH

EO|d FollM olet fAFEH Aot} LEEFE ZAILIC

Connecting to a3gexamplesffp-ats.iot.us-west-2.amazonaws.com with client ID 'test-

af794be0@-7542-45a0-b0af-0b0ea7474517 " . ..

Connected!

Subscribing to topic 'device/+/details’'...

Subscribed with QoS.AT_LEAST_ONCE

Waiting for all messages to be received...

Received message from topic 'device/light/details': b'{ "desiredLight": 100,
"currentLight": 50 }'

Received light request: b'{ "desiredlLight": 100, "currentLight": 50 }'

Received message from topic 'device/temp/details': b'{ "desiredTemp": 20,
"currentTemp": 15 }'

Received temperature request: b'{ "desiredTemp": 20, "currentTemp": 15 }'

2 message(s) received.

Disconnecting...

Disconnected!

Ol HLZOIAE ME Hol B B40iA 042 HIAIKIE QAISHT M2/ 4 UTS 2SS FIHHAL
C}. 01 S8 CIHHOIA7H HIAIXIE 415kD Ofof CHE EXIE FIE 4 BLICH

C|HFO|AOIM 042 HIAIXIE =4l5t T ME|stE E CHE W2 ME CHE HAIKIE U2 #5511
2t 1=2 KA 29 gof gEetE 7Y

C|HFO[AO A TIAIX] H[A]

pubsub.py ME HE ALE50{ C|HO|A0 M HIAIXIE HAIE = A&LICH HIAIXIE 2CHZ HAISHK]
OF HAIX|E JSON EM=Z 28 =+ l&LICE Ol &AM E 12 + U= HAIX| HO|Z=0i JSON 2

ME AANE = AT-E HE

HE +=™ELICH AWS loT Core.

%

—

o>

Mt

Ol A&0IME device/data FA|2t &7 CHE HIAIXIZF H&SELICH

"timestamp": 1601048303,
"sensorId": 28,
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"sensorData": [

{

"sensorName": "Wind speed",
"sensorValue": 34.2211224

}

A& M HAE HAIXIE ZLIE R 57| fIeH MQTT E|AE 2Et0[AEE EHIsHEdH

ZH| 5 (Subscribe to a topic)2| Subscription topic field(#5 =X E=)o| =X ZE| device/

datag& 38 OtE F A 75 (Subscribe to topic)= AME4ELICE
MQTT EIAE Z2I0|AE 9| 715 (Subscriptions) Q0 M device/dataE MEHEHLICE.

MQTT E|AE Z2}0[AE ¥E ¥of &1 C|Hto|A 2| HAIX|E Z|Ch&lL|CH

pubsub.py E M2 A& 35t0{ JSON EME T™&Soti™

C|HFO|A 0| A pubsub.pyZ pubsub3.pyZ SAFELIC.

H Al HIAIX|Sl EAIS HESES pubsub3.pyE HEIFLICH

a. HAE HET|0|M pubsub3.pyS(E) LICH.

message = "{} [{}]".format(message_string, publish_count)

c. Ct3It Zo| HESAL.

message = "{}".format(message_string)

message_json = json.dumps(message)

e. CISI Z0|#HEsHM L.

message = "{}".json.dumps(json.loads(message))
f. I:I:{ 7=I |_|.|9.o x.| c>I-%I- |_| |:|.
2

=
ClHFO[A0] M o] BEE A™stod HAIXIE F 'H ™&SELICH

python3 pubsub3.py --ca_file ~/certs/Amazon-root-CA-1l.pem --cert ~/certs/
device.pem.crt --key ~/certs/private.pem.key --topic device/data --count

2 -
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message '{"timestamp":1601048303,"sensorId":28, "sensorData":[{"sensorName":"Wind
speed", "sensorValue":34.2211224}]}' --endpoint your-iot-endpoint

|0

4. MQTTEIAE Z20|HE|M Ct23} 20| HA|X| HO|2ZE0{A JSON EAME A6t T Al
XEM=x| &olghct.

device/data September 25, 2020, 08:57:14 (UTC-0700) Export Hide
{

"timestamp": 1601048303,

"zensorId": 2B

’
"sensorData": [

{

"sensorName": "Wind speed"”,
"sensorValue™: 34.2211224

72522 pubsub3.pys M&shs HAIKIE TSELICH ol EHolM HAIXIE 2413 22 2
4+ LICH BiDld &2 CHDH RARSHOF BHLICH

Connecting to a3qEXAMPLEsffp-ats.iot.us-west-2.amazonaws.com with client ID
'test-5cffl8ae-1e92-4c38-a9d4-7b9771afc52f!' ...

Connected!

Subscribing to topic 'device/data’

Subscribed with QoS.AT_LEAST_ONCE

Sending 2 message(s)

Publishing message to topic 'device/data’
{"timestamp":1601048303, "sensorId":28, "sensorData":[{"sensorName":"Wind
speed", "sensorValue":34.2211224}]}

Received message from topic 'device/data'’
b'{"timestamp":1601048303, "sensorId":28, "sensorData":[{"sensorName":"Wind
speed", "sensorValue":34.2211224}1}'

Publishing message to topic 'device/data’
{"timestamp":1601048303, "sensorId":28, "sensorData":[{"sensorName":"Wind
speed", "sensorValue":34.2211224}]}

Received message from topic 'device/data'’
b'{"timestamp":1601048303, "sensorId":28, "sensorData":[{"sensorName":"Wind
speed", "sensorValue":34.2211224}1}'

2 message(s) received.

Disconnecting...

Disconnected!
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oies 7}
018 53 Cliol~=0f il HIAIRIS 88 AWS loT Core 201 712 18 S50 xi2l o
Ol HIAIRIE FIZ 4 AWS IoT Core 2I&LICH OlE E010l 48 ALE 5104 ClttolA0lM EIAE

Cilo|E{E ™&stod AWS loT & U2 EHAEY £ &LICH

g 4

ol Ktes Mo iR CIHFO|A7E AWS IoT &2 440] 7| KB AWS IoT CoreQl} 415t Wio| 7|
2 Aol ChEt Algs IS MTELICH ClutolAst SAIE 4 2= ZS MulA 2 ClHolATHAWS

= M3g
XS & AWS IoT Core= U= CHE C|HIO|AOM| HIAIXIE MY E &= USLICH OFHEHIFR|Z AWS AMH|
A L J|EF C|HIO|AE CIHFO|A R CHA| ME K= HIAIXIE MMl HEE M2IE &= YU&LIC

AWS loT Core H XRtM|3| 4 T{Z EH|7 &|H CHE REME AlZd EAM2.

A

« the section called “Amazon SNS 2 & M&
- the section called “DynamoDB E|O|=0{| C|H}O|A Cl|O|E X{E”

« the section called “ AWS Lambda & +& Al235t0{ &2 Al x|

Xt& M: AF2 AWS loT Device SDK for Embedded C

O| MMOMEE Adlste S MHELICH AWS loT Device SDK for Embedded C.

Of MMo| &xt
« Step1: AX| AWS loT Device SDK for Embedded C
« 2BHA: ME ¥ Y
« 3EHA|: ME ol E2[AH o[ HE Tl Al

Step1: & X| AWS loT Device SDK for Embedded C

AWS loT Device SDK for Embedded C = HtMo = %|X3tEl C 210 HEII0| ERF 2|4 A |Ft
ClHFO|AE CHY 2 ELICH ZE 2 XX oA SDKE AH85tD, 2E Z2ZMAM & (o: MCU 2
MPU)HIAM SAEE = &LICH AL 7t HZE| ¥ M2l 2|l2A7H UesE B A

HFO|A L HHF SDKs(0d|: C++, Java, JavaScript, Python) & StLIE AF3stE Z10| E4LICH.

QlHtxdo 2 AWS IoT Device SDK for Embedded C & YHICIE 29 AN E A&Sl= MCUs E= 2

2HrMo
A= MPUs A8 stE AIAEIZ @[ ZLICH o Mol =z T2fd off&i|o| A= ClHFO[A T Linux
g Argetcto 7Hg gL
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Example

1. GitHubOllA{ C|H}O|A AWS IoT Device SDK for Embedded C 0 & CH2 2= LCH

git clone https://github.com/aws/aws-iot-device-sdk-embedded-c.git --recurse-
submodules

4™ 3xH C|E E2|0od| aws-iot-device-sdk-embedded-cEtE CIEE{ 2|7} AAI=lL|C}.

2. oY CIHEEIZ 0|835t0q =&l BIE|AE M AOoFRELICEH [ B2|A Ef2= github.com/aws/
aws-iot-device-sdk-embedded-C/tags& & Z3tMI2.

cd aws-iot-device-sdk-embedded-c
git checkout latest-release-tag

3. OpenSSL HH7 1.1.0 O|&2 M X[ LICE OpenSSL 7He 2t0|EB{E|l= THZ|X| B E[XIE Safl A
x|E mf LB O Z ‘libssl-dev’ £ ‘openssl-devel’ O|2t 1 & LI}

sudo apt-get install libssl-dev

o= A|EE £ Q= MEZ offZ 2|71 0|440] AWS IoT Device SDK for Embedded C Z & £|0{ Ql&L|C}.
ZHASLE 2|3l 0| A& MO = AWS IoT Core HIA|X| EE7{0f| 423t MQTT FHME +5 L 7HA|
Sl WS 204F & mqtt_demo_mutual_auth OHZE[FH|O|MHE AFEEFLICE.

1. AWS loT Core At& M A|ZFSE7|0l M BHE CIE M2t 7HR! 7|& build/bin/certificates C|Z|
2|0 S A LICEH

(® Note
ClHio|lA ! R E CAQIBSME B E& FAEH £ U&Lth QAS M7t BF2E[HLE F&
Z|H M CA QIS M E= =ZEto[&! 7(2t C|HtOo|A IS ME ClHto|A0f SAtaHoF & LICEH.

2. 7H2I AWS IoT Core HIEZQIE, Z2I0|8! 7|, CIBM LU FE CAUBSAME MES FM5HoF &L
Ct. aws-iot-device-sdk-embedded-c/demos/mgtt/mgtt_demo_mutual_auth C|ZE
2|2 o|SgfLct.

7t AWS CLI ER|El 30| BEES AL835t0od AHLe| A=ZQIE URL

mjo

e + A&l
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aws iot describe-endpoint --endpoint-type iot:Data-ATS

7F AWS CLI Mx|E|0] X| et 2™ AWS loT 2 &2 dL|ct. B F oA Manage(&E2))E ME S
CtZ Things(At2)E MEAELICE CIHO|AOM|AM IoT -E-% MENSH O 43 & (Interact)2 M
EHSHLICH AFE MIE HE 1 0|X|2] HTTPS MlMol dl= ZQIE T} E AIEILICEH

3. demo_config.h ItE ¥o{ CtZ2| 2t YO|O|EgLIC
AWS_IOT_ENDPOINT

4ol M= EOIEQlL|C}

CLIENT_CERT_PATH

IBEM mtd AZ(: certificates/device.pem.crt")LIC}.

CLIENT_PRIVATE_KEY_PATH

zZztol8! 7| I O|&(0dl: certificates/private.pem.key)LIC}

#define AWS_IOT_ENDPOINT "my-endpoint-ats.iot.us-
east-1.amazonaws.com"

#define AWS_MQTT_PORT 8883

#tdefine CLIENT_IDENTIFIER "testclient"

#define ROOT_CA_CERT_PATH "certificates/AmazonRootCAl.crt"

#tdefine CLIENT_CERT_PATH "certificates/my-device-cert.pem.crt"
#define CLIENT_PRIVATE_KEY_PATH "certificates/my-device-private-key.pem.key"
// =======z========szz====sssssssssssssssssssssssaEs

cmake --version

Hutdedof CHE ™ HE7F EAZH Chs A S HlS T™E & A&Lch

Q=7 e MEt L} M E I} EA|E|X| ©
L|CH.

t= 32 0| BHPE ALE504 cmake WZ|X|E AX|sHof &

LS
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sudo apt-get install cmake

cmake --version WS CIA| Al&list T CMake7t RIS AL e FH|7L ZIREX] &0l
Ct.

5. O BHE ALSstod ClHtolaof 7 =771 ARIxof AU=X]| ERletAR.

%

L

gcc --version

Hutdedol cHeh HH HEIF EAZH CHS MEE HS TdE = U&LICH

QFIH YA HL At de] YEIF R AIE|X| ot= B9 0] BEE ALE5t0d build-essential
7| X|E MdxlsHoF ELICt.

sudo apt-get install build-essential

(2
ol

gcc --version BHE S CHA| Al
Ct.

tode =77 ARIZEIeH AL EHI7F EIREX] FH AL

SEHA: ME B2 0lM e U MY

=

O| MxtolMHE CIHFO|A0|M mgtt_demo_mutual_auth OHEZE|FH 0|42 A5 AWS loT Device
SDK for Embedded CE AF&35t04 AWS loT Z£0f 4285t WS Ayghlct.

AWS loT Device SDK for Embedded C MZ o Zz|7|o|M2 Aldlistc{™

1. aws-iot-device-sdk-embedded-cZ 0|S350{ &= C|HEZ|E MMHELICH

mkdir build && cd build

make

4. O| HHOZ mqtt_demo_mutual_auth S A&stLIC
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cd bin
./mgtt_demo_mutual_auth

CtSa fAte £33 8tHO| R A||o{ok g LCH.
[INFO] [DEMO] [mgtt_demo_mutual_auth.c:584] Establishing a TLS session to a2zk5tjv9x@7ct-ats.iot.us-west-2.amazonaws.com:8883.
[INFO] [DEMO] [mgtt_demo_mutual_auth.c:1264] Creating an MQTT connection to a2zk5tjv9x@7ct-ats.iot.us-west-2.amazonaws.com.
[INFO] [MQTT] [core_mgtt.c:855] Packet received. ReceivedBytes=2.

[INFO] [MQTT] [core_mgtt_seriali c:970] CONNACK session present bit not set.

[INFO] [MQTT] [core mqgtt serializ 912] Connection accepted.

[INFO] [MQTT] [core mgtt.c:1526] Received MQTT CONNACK successfully from broker.

[INFO] [MQTT] [core_mgtt 792] MQTT connection established with the broker.

[INFO] [DEMO] [mgtt_demo_mutual_auth.c:1833] MQTT connection successfully established with broker.

[INFO] [DEMO] [mgtt_demo mutual auth.c:1296] A clean MQTT connection is established. Cleaning up all the stored outgoing publishes.

[INFO] [DEMO] [mgtt_demo_mutual_auth : ibing to the MQTT topic testclient/example/topic.
[INFO] [DEMO] [mgtt_demo_mutual_auth 4 S IBE sent for topic testclient/example/topic to broker

[INFO] [MQTT] [core_mqgtt.c:855] Packet received. ReceivedBytes=3.
[INFO] [DEMO] [mgtt_demo_mutual_auth 1] Subscribed to the topic testclient/example/topic. with maximum QoS 1.

[INFO] [DEMO] [mgtt_demo_mutual auth.c:1358] Sending Publish to the MQTT topic testclient/example/topic.
[INFO] [DEMO] [mgtt_demo_mutual_auth.c:1195] PUBLISH sent for topic testclient/example/topic to broker with packet ID 2.

[INFO]

[INFO] [MQTT] [core mgtt.c:1126] Ack packet deserialized with result: MQTTSuccess.
1
1

[MQTT] [core_mgtt.c:855] Packet received. ReceivedBytes=2

[INFO
[INFO

[MQTT] [core_mqtt.c:1139] State record updated. New state=MQTTPublishDone.
[DEMO] [mgtt_demo_mutual_auth.c:946] PUBACK received for packet id 2.

[INFO] [DEMO] [mgtt_demo_mutual_auth.c:672] Cleaned up outgoing publish packet with packet id 2.

[INFO] [MQTT] [core_mqgtt.c:855] Packet received. ReceivedBytes=48.
[INFO] [MQTT] [core_mgtt.c:1015] De-serialized incoming PUBLISH packet: DeserializerResult=MQTTSuccess

O|XME AWS loT AF2 35104 C|HFO|A T7H0d| A ZAEILICH AWS loT Device SDK for Embedded C.

AWS loT 242 AI25t0d ME o] HAIStE MQTT HIAIXIE 8 £ YUSLICH AWS loT £ 04 A
MQTT Z2CI0|HEE A25tE BEHo] CHEH LI 2 the section called “MQTT ZC2}0|¢1EE AI275}04

AWS loT MQTT HIA|X| E7|” EHHE EXSHAHIR.

C|HFO|A O|O|E{E CI2 MH|AZ BISESH= AWS loT 72| A
2 AMET EIAESE

O| ‘t&MoME 2t LRI AWS loT 72 5 & UF E AEsto] 73
Y S HoiELich

E7x MQTT HIAIX|

AWS loT &2 C|HIO|AO|M CIE AWS MHE|AZ H|O|E{E M&ELICH O|ER EH
C JH|A R MEELICH

g s 4st1, HAIX| Ho|Z=o| HIO|EHE EAEE CHE ZntE CHE AWS A

~ rIo
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Lambda & £ O S & 722 A5t 132 tEs W0 SEQI B0 o7 ZEAIE &=
MOIZ2 A|E8H E= 740 L St 40| =M 2 MBELICH MER
MEE HEIMo Z MAISHd EE A& M7 Qe & MHUS BtE= O AFSE = UEsE 71dE &

= A&Lch

(@ Note
AWS loT #2/2 loT C|HIO|A0|M CIHE AWS MH|AZ C|0|EE M&ste ol = 20| ELc.
J2qLt O|& H3 Mo =2 37 3+E4ﬂ4 HIOIEF M&stti= CHE MH|Aof CHEt AF X[4Alo] E
°°H—IE+ O| A& MAHME &Y 2ote o 28 W2 E M335HR|8 &£ F Mof A dlo|H
Ar&3t7| Hol CIoIEE M&E A 4HIA01I CHa XEMIS| ZotE = 2ol =80 E = A&
Ct. CHE AWS MH|A0f CHEE REAIEF ME 20| A& Mol HRIE slofefLct

o rulo
o

Ill

RF&AM AL 7R

ol A& Mol AlLtEl2E F71MoZ ClolE{E HAlsHE 7|4 MM ClutolA ol AlLtE|2Lict. of 7
A A|AEIO|= BE2 MA CIHEO|A 7 Q&L Lt o] Mol Xb& MollAM= B ClHEo|A 0 =&
2 WEHM 02| MAME $88 £ Qe ¥HE Hof Fuch

& Mol A AWS loT F2|2 AF251040| 7HA 7|4k MIA| C|HO|A A|ABIC 2 O} &HY
=]

A& M: MQTT HIAIX| RiAA|

Ol ‘t&MolME 71 MMM &2 MQTT HIAIXIE MM IDLF 2% 2fEF Z&stE HIAIXIZ CHA|
HAlete &S 20 FLICE AWS IoT Core AMH|ARH ALE ST ZHEFSE SQL 2|2 MQTT E2}0|
HEE MEs0{ 22 HAESE YHE EoiELICH

o X}&A: Amazon SNS L2 M

Ol Rt&MolMe 7|4 MiAf ClutolA Q| Zho| §7 2k [ SNS HAIX|E M&5te Sy
2 2o{ ELICH O|™ At& Mol MA|IE 7HEE Z[gte =2 3HIH CHE AWS AMH[A QI Amazon Simple
Notification Service(Amazon SNS)Z 2ti5t= &g F74ehLch

Amazon SNS& *& AFEBICHH O ZEEME AlEtst7| ™ol A7 &S AEELICH

« Xt&AM: DynamoDB E|O|= 0 C|HIO|A OO A%
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O| Rt&MoMe 714 MM C|Hto|A | CIO|E{E CI|O|E{H|O|A EH|O|E 0l ME st YHE 2o &
Lict 73 32| 21t chA HEZ3/2 AF235104 CHAF MH|A0d| CHEH Amazon DynamoDB MIA|X| Ci|O|
E{ &4l XIgELC.

DynamoDBE A& ALSEICHEH O] AH& M E AlEfst7| Tol| Al%fst7| pgs AERLICH
o

« Rt&M: AWS Lambda Bf & AIE35t04 &3 SA X|H

O| Xt&MOIME Lambda & +~& Z &304 C|HtO|A DO|EHE CHA| FA| X|HE OHE EAF HIAIX|Z
MEote W2 2od ELICH AWS Lambda 840l Python A3 2IE & S+E
of M MM ClHtolA o] HAIX| HO|Z= CO|E = HAE XIFst At HAIXIE TS ELICH

Lambda§ XS AL EICHH O A& AME AlEet7| Tofl AlEet7| gS HAEELICH

AWS loT & 712
Olz{3t ZE Xt&MUMHE AWS loT &2 AMAIshL|CH
C|HIO|AO| A CFE AWS MH|AZ O|0|E{E ™&5tE AWS loT HEle| AR LSS A2 ELICt

. Chgoz TAE 7 Wz 2L
+ HIAIX| H0|2=0f M CIOIE|E M=4stT HAIZ XIHsHs SQL SELECT &

« AF2E HAIX|IE AES e FH ZE|(FE 2l 22| FROM Z4)
- S 2HE XYSe MEIXM ZZHE(SQL WHERE &)
« StL} O|&Fo| =] &

ClHtOlAE MQTT FAlofl HIAIXIE AAIRILICEH SQL SELECT 22| x| HEl= 738 M8¢
MQTT A& AL LICE SQL SELECT £0i| X|HE 2E= & 5ol AEE =4 MQTT HIAIX]
Ho|2E9| CI0|H BAE RIEEUCH 75 Al ™A =52 AWS loT 73 5

o

-l .

O| MMo| xt& M

« RF&AM: MQTT HIAIX] REAIA|

o K& AM: Amazon SNS & 2] M&

+ Xt&A: DynamoDB H|O|= 0| C|HIO|A HIO|E{ X%

o
o A& AM: AWS Lambda &£ AIE35t0{ ¢ 3 &4l x|™
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A& A: MQTT HIAIX] RHAHA|

Ol A& MoM= XIEE MQTT MIAIXK|7} =412 [ MQTT HIAIXRIE HAlSt= AWS loT A& ddst
A =
= =

S weig HoiELIcH 44 HAIK| Hol=E S A7 Mol Falof ols 28 £ &Ll ol
S5 CIHHOIALE H2I01S HZE T glo| S ofE2IA 0lMoll e HIAIXIE M 4+ ULt
o LE{Y 5HS A85104 S5 £20| BF L= B20IB HAIXIE HAE £5 st

Aol ofslf CEA| HIAIEl HIAIX|= CHE AWS loT C|HIO|A EE= 2EH0[AFE 0| M i HIA XM =
LI ClHO|A = CHE MQTT HIAIX| FHME 75 & /U= A SUS LAz CHA| AAIE H

g
AXIE #5E + UA&LICH

Ol ‘t&MolM HiE LiS:

. T 22 2olM e sQL HEl W B4 E AL W
- MQTT 22t0[IES A8 504 AWS loT 722 HIAESHE ¥

Ol Xt&Me 2t=st= ol of 308 A&LICH

Ol Rt& Mol HiE L2 CtS4t Z&LCt
« MQTT =& & AWS loT 75 HE
o 1EtAH): MQTT HIAIXIS CHA] AAISHE AWS loT 2] A4
« 2CHAH: M R EHIAE

- 3CHA: Zut I CIE HA FEE

Ol ‘t&ME AlEst7| Mol ChE AL S = QlsoF & LIt

o MZ AWS A

O| RFHEME 2= 5t AWS A™H L AWS loT 2£0| Ze gL},
- AEEIMQTT E2I0|¢1EE AF235L04 AWS loT MQTT HIA|X| £ 7|

MQTT Z2tO|AUEE AL835t0 FHE FSotm HAE = UK FHRSHAM 2. of MRtoMHE MQTT
Z2tO|UEE AL835tod M #EIE E|AEELICH

MQTT =X & AWS loT #& 4

AWS loT #&/0f CHaf AZE57| Mol MQTT ZE2EZ2 0olsist= ol =20| ElLct. 1oT £F Mol M
MQTT ZZEZE2HTTPA} Z2 CIE HERT SA ZZEZ0] H|a & 71X| 0|HE MBSE2Z loT
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ClHRo[&0 M el AEE LICE of MMol|ME O] A& Ao MEEl= MQTTL| =2 EHE HEF L
Ct. MQTTTE HTTP2t Hlwst= 2edod| CHE RbAEH LIS 2 ClHtO|A S 412 2|8t oHE2[7o|M Z 2

EE MY OIS HESML.

MQTT Z2EZ

MQTT Z2EZS $AE0 HAUTS S4 DU ASELICH CIOIEIE &3] /3 ClutolAs
FHIZ AIGE|S HIAIKIE AWS loT HIAIR| 2270 HAAIZLICH HAIR| 2272 RE] HAIKIE &
Alst7] QI3 ClHolAE 75 280l FH LEIE HAIX| 2270l Hasto] £418 TS TS L
CF. AWS loT 72| QIS BIAIX| 2270l A MQTT HAIXIE 4418t LIct

AWS loT %

AWS loT 3|2 73 #E| 21 stLt ool 73 HYoz FELICH AWS loT & AEI0l MQTT
HAIX|E = &l6tH 0|28 @ A= ChSat 20| HAIX|ol| 2 SgfL|ct.

R R

TEo el Z2 AS"” MQTT FAME HdHB5tT, HAIX| HIO|Z=E2| CI|O|HE 6H“o+ H, 2l A8
T[&= sQL l:+|o|51H+|o|/\o1|H MNE23= 21} SAFSHSQL 2ol M= CHZ O|o|E|e| EAlS x|&Et
LICH 22| 22| Aot= &9 Yo E ME = olo|E Lt
o TE Y
Tao| Zt & Y2 7 Eo| HE| EoiM &dlst= Clo|EHo| MEELct= B2 7 & s
AWS loT X[#EfLICE a2{Lt o] At&AMoMHE 2el 2o ZnE &Y FA7t Z&EE MQTT HIAIX|

o]
2 HAlSt= Republish & 2Hdof &E& ZJdLICE

1EHA: MQTT HIA|R|E CHA| HA|SHE AWS loT T2 A4

O| Rt& Mofl M MAsh AWS IoT HEI2 device _id7t HA|X|E &8t ClHO|A Q] IDQ!
device/device_id/data MQTT FME SELICt o|2H8t &A= =X ZE{o| 2|5 device/+/
data® MAHELICE 047|M += 5 7H2| £eHA| X+ AlO|ol 2ZE EXAGEY UX|sts AUEFIE EXL
L},

TEI2 Uxlete FHMoIM HAIXK|IE =415t device_id & temperature 2/ device/data/
temp FH7I Q= M MQTT HIAIX|Z CHA| H[AIEFLICH,

0 € £0{, device/22/data FAN7} U= MQTT HIAIX[] HO|ZEE CtS1F Z&LCE.

{

"temperature": 28,
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"humidity": 80,
"barometer": 1013,
"wind": {
"velocity": 22,
"bearing": 255
}

[a

T2 HAIX| HO|I2ZEEHM temperature 2t 7t FX|0|A device_idE 7tX{et CtSot &

2 device/data/temp FA| L HAIX| HO|ZE7} U= MQTT HIAIX|Z CEA| AA|EFLICH

{
"device_id": "22",
"temperature": 28
}
Ol H=l2 AEE B C|Hto|A 2| IDQ 2% H|O|HEF Ee 8 C|Hto|A = T 71 <8t

device/data/temp TNME FSFLICHL

MQTT HIAIXRIE CHA| AlAlStE TEE YdstedH

1. AWS loT Z2£9| 73 5{EE Lot
A

Q

o
i
2
=
1
o
i
jo
I°
il
o
r
o

2 A& MoMHE Ol 2 republish_tempZ X|

ggfuch.

= oI5 A U x|of Lhol M TR0k 504 ZHS T E 4 gi&LICH 0] O|FOY LE

EXE AMEsto 72 0|2 F EHo{E FERELICH

b. MFo|M F=S dHELICH

a.
b.

SQL 7T A8 0l 2016-03-232(2) M=
TE AE 2 ME MRt el 22 l2dshct

x
m
=

o

A

_lTI_

SELECT topic(2) as device_id, temperature FROM 'device/+/data’
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28 A M #E EHIAE

M 22 Bl AE 82 MQTT 22H0|¢IE S AL 504 0] FEIIA ALB3HE MQTT HAIXIE HAlsh
o =L

M ZHollM AWS loT 2£2| MQTT Z2to|HEE JLICt Ol H 6tH MQTT ZEt0IMEL| FHE 1
CHE RXIHHM #EE HEY £ A&LICH MQTT 22to|ME = 22£ 2| CHE H0|X|2 0|S 57| ¢
off LE7tJ 715 = HAIX| 238 |KISHX]| ef&LCH

MQTT Z2t0|AUEE A8 35104 22 EAEstE{H

1. AWS loT 2£ 9| MQTT Z2t0|HEM = FH|(0] B device/+/data)E S5 LIC

MQTT 20| ENM 75 ool X 52 MHE4FLICE
=X ZE| device/+/datal| FXNIE =24stL|Ct.

|=|—| T
LHJW Zes 7|8 dEE |XIggU o
A

Qa o T o
J
é
2
o
l'u

7= do| F=A| H Al ot2oll device/+/data”} LIEFLICH,
2. TFEIM HAIE FX| device/data/tempE LS ELICEH

a. T5 ofgiolM FA 252 ChA| MEfEtn, 5 FA|of CEA| HIAIE HIAIX|IC] =X device/
data/tempE =ELICEH
LIHX| EE= 7|2 ™2 |RIFLCH

—
M F=S MEELCH

C.
T = Q9| device/+/data0l| A device/data/temp7t LIEFELICH
3. EXC|HHOJA ID device/22/dataZ 224 =&|of HAIX|E HAIZLICH hUSsis X7 2
EE MQTT ES0lE HAE 4 gi&Lch

a. MQTT 2ct0|HEQ| 7= of2fo|lM =Xl HAIE MHEHFLIC
HA Z=of 24 =Xl 0|& device/22/datasS 23&tL|Ct.
c. 037|0fl EAIE ME HIO|EHE SAtst =X O|F otee] WE 4 Xtoi ME CIIO|E{E 04 &
&LCt.
{

"temperature": 28,
"humidity": 80,
"barometer": 1013,
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"wind": {
"velocity": 22,
"bearing": 255

}

}

d. MQTT HIAIXRIE M&5tedH =X HAIS ME4EHLICE
4. HEsHHAIXIE AEELICH
a. MQTT 2cI0|HE Q| 115 of2Holl M O|Tol| 258t F FA| ol s 0| U&Lct.
=M M2 OX|H 22 HAIXIE & 0|F StLt o|& o] A HIAIX|7} £ AE|RAS S LIERHLICE.

b. 5 Of2HollA device/+/dataE MEHSI0] H|A|X| I O|ZE 7} &2 HAIE Aot LX|stD CHS

I Zo| EAE[EX| %*O_IsMﬂsz.

{
"temperature": 28,
"humidity": 80,
"barometer": 1013,
"wind": {
"velocity": 22,
"bearing": 255
}
}

c. T of2ioil M device/data/tempE MEASIO] HA|E! HIA|X| HO|2E7} CtZ 3t Z0| EAIE]
=X ElstA L.

"device_id": "22",
"temperature": 28

}

device_id Z/2 IBEE FQl EXIYE0|1 temperature {2 TALO{0F & LIC} Ol=
topic() &7t & HAIX|e] =X O|§M 2XtUEE FEot= UM temperature 242
223 HIAIX|S] HO|2Z=MM At 2t 2 AHE5H7| =2 LT

device_id #/2 <A 222 OtE{H #&! FH2| B0M topic(2)E CIS 22 HFELILCY.

cast(topic(2) AS DECIMAL)
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topic(2) g2 Xt o B2 FHARIGHE W2 FH o e £ 20l AR L& E F<0 8t
s Sgrct
5. device/data/temp FX|0ofl 2HIE HIA|X|7} AIA|E|e ™ FEl0| 258 ZdQL|Ct CFS MAdof A
RAIAl =] 2Fdoi| CHAH REMIS| Zot=E = U= LHE S EQlstMlL.

device/+/data ':E device/data/temp A0 2HIE HAIX|7F HAE[RAS S &ole = Qi 82
24X 2 El2 &OolstMI2.

J\OI'

MAAl HAIX] 72 28 12

CHS2 ol &8t 27t ZAIE|X| of= B0l CHH|stod & Qlatiofr & F 7kX| AFF LT

ol
-

onl
0]
3
M

U HAIXIE AIANE M 27 7F LHEILIE X olfd 2 7R E +HstML. OhE BAE

=dste o =80l 2 = U&LCh

+ MQTT 22t0IHE0l|M 2] HAIXI7F EAIZIX| oS

device/+/data AN ZEE 58 4 -?— 2l24d M| A|X|E device/22/data FA|oi HA|E miotCt
Hxto] MHE CHE T HAIX|7F MQTT 2c2+0|1E 0 L}EFLEOF EFLCE.

-
i
rot
P
2
e
i
1
o

oI

Hitol dB¥E Oz U3 HAIX| FHE #5832 AAE mwotch 22 HAIX|S] SAHE O] E A
T|o{of gFLct.

HAIXI7F ZAIZ|X] efo B =8 =X 0|& S & st AHAEH FAe HRELICH FX| O|§2

LS — L—

Hi%ﬂ%?%&m?E*xWLHMMNNEEENM#xWﬂEmﬂ%“HH
o HIAIX| HA| &= =0l
MQTT Z2I0|HE | £ 50{A{ device/+/dataE MEHSI T HA| HIAIX|2] FANE &QIEt CIE FHA
off AAIE ME4ELICH F=A| ofefel| HE! AKX M HIA|X| HO|ZE 7} HIA|X| S5 0f LIEFLLICE.
« MQTT Z22t0|HE| M CEA| HAIEl HIAIR|7F EAIEX]| &2

20| 2 Ssttd{H HAIXIE 4lot T CHA| AlASt =5 HEHE Fo{ste SHHE HH o] QLo{oF 5
H HIAIX|E == &lstioF BrLCH.
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2 QlsfoF & ALY

« MQTT Z2t0|HE AWS E|H of I W8t #2S lgLch

MQTT 22I0[HEE M S L2 Y& FHI SLUet Aws 2[Tof Qlo{oF BrLct.

- 1 22| 22| U HAX| FH =l
T 0| 2 St 7= F2| 2 FROM Hoil /= FH| ZE ek Ux|sts FX ol§0| Z&E o
AIX|E ook gruict.

MQTT 2ct0[AE0l = FX|e| HXtet &7 w2 22l 20l x| ZE{e| HXtE FHelstM .
ZX o|§2 thAEXE FEotH HAX|e FHE & #El 22 =X EEeE Yx|stoF ZLch.

- U HAIX| HolzE2| LIE = ¢l
20| 2 Sstt{™H SELECT 20 A MAE HAIX| HO|Z=0i|M C|o|&{ H=E ArofofF ZL|ct.

MQTT Z2t0|AEo] /= HAIX| Ho|2=o| Hxtet &M 3 A2l WHE Q| temperature T
E HXE EQl6tMR. EE O|§2 HAEXE F25tH 2! #H2|l 22| temperature EE=
HIAIX| HO|2ZE 9| temperature =2t S&3HoF g LIC}.

7/t

rlo

HAIX| HO|Z=2| JSON 22| &Alo| 2HIEX| EQI5tM 2. JSONOI| £ F 2t 2t
Qo™ =0 M edE &= igLict.

. ! Sxbol| A CHAl HIAIE BIAIX] X 2ol

A A & 2o A M HIAIXIE A AlSE FM= MQTT 22t0|UE M 58 FHA2t LR|SH
OF gfL|ct.

Z LM BFE FEIE & 20| HIAIX|IE CHA| AAE =X E felghLct
(®)

rl
[
&

FOI

—

x|
. FEOIM AL QI

[lok

XFOioﬂ

1 =

rir
o
u

wo M FME AAME = A= #HEFO| {00k ErLict

Pl

jn

k=

=1
J

r

HAIX| HIOIHE +4lst 1 CHA| AIASHE S A B ste SM2 AFSE FHof el CHEL
Ch. HIAIX| ClOIEHE EMI HAlstE ol MEElE FHME HEste F2 & Aol dg s ool
Etod X |2t xS YA E Cl|o|EsHok g L|ct

i35t
20
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3EMA: At A Chs BA A&
Ol At&MollME

- ZtEHE sQL #HElet #E HE| 20 7R g8 AFEstod M MQTT HIAIXIE ddRM&LICH
« M HIAIXIE CHAl AAl ot #EE BFE/}ELICH

« MQTT Z2I0|HEE ALE5t04 AWS loT &I EHAERI&GLICH

ChE EHA
ol FEI2 AF3H0d T 7FX| HIAIXIE CHAl AIAIEH % O] FEI2 Msistod Rierklo] U ST 7
stT CHAl AIAIEl HIAIR|ofl ofi P& S FEX| Hols MR, ChE2 AlRtstE ol £80l 2 Z 7tX|

otO|C|o{ L] Ct.

« U HAIX|S| FR[0M device_idE #ASH T ChA| HAIE HIAIX| HO|ZES| JES 2HEEfL
CH.

. T 2 2olM etz T

e HEE HES D CHA| AIAIE HIAIX| Ho|2E 0| J&S tEFLICH
« Ol A2|Z2|CtE RMHEME AFE 2

o
§ 210 RF& AM: Amazon SNS &2l & 0| wiedg atolE L},

(o]}

Ol Rty Mol M AFS ElS 72! ChA| AlA| Bl 75! 22l 28
CF. o E S0 FElof 0] elg F7hstod Al el 20| 7 &Y

= s A A
St= WS =elg = et

J>"

HZse ol E80| E 4 & UL
o AAZEl= E||0|E-|—°—| MAlg x|I’d
XF& AM: Amazon SNS 22| M&

o| Rt& Mol M= MQTT HIAIX| ClO|E{E SMS B HIAIXIZ &
HMESHE AWS loT TRIg MMstEe YHg BoiELch

Ob

& £ QI 2 Amazon SNS FA|2

ol K& Mol M= 27+ 70l MHE 2te ZTHE motch 715 4ol Amazon SNS A2l ZE
TSRI0I7 HIAIX| ClOIE|E & sts RAlg MastLch o] Fale BnE 27t 7ol olsh A3
£ Zte DY M ZAIstD ClutolA ID, P 1E 25 U XNE 2 Mo Z3sts A HAIX
OlZ=E MABFLICH O FAIS M HAIX| HOIZEE JSON EAMZ SNS Aol H&stod RE 75
Kol A SNS F=HE L EILct

O| At& AoilM HiE LHS:

« Amazon SNS ¢ &2 MMt E|AESI= WY

« AWS loT #2!l0flA-{ Amazon SNS €22 5 &35

4

ol
rr
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- & FE| EolM ZHEE sQL #HE 2 E#SE A
« MQTT 2Et0|HEE AHE5t0{ AWS loT FEE EHAESHE &Y

ol ‘A& Me 2t&steE o of 308 Z&ILICH

Ol At&MoM Hig LIS 2 Ct21t Z&LCh

« 1EtH: SMS Ext HAIXIE ™

o 20tA| HIAE HIAIX|IE ©ES= AWS loT 75! MM
« 3EHAH:: AWS loT %! & Amazon SNS ¢ 2 HAE

« 4CHA A 2O HAHE

O| ‘t&ME AlEst7] Mol ChE AL S = Qls{oF gfLICt.

o« MX AWS HH

O| A& ME 22 3te4H AWS A L AWS loT 240 2 $rL|Ct.
- AEEI MQTT ECI0|HEE ALE3510{ AWS loT MQTT HIAIX| E7|

MQTT Z2t0|AUEE ALE38t0 FHE FSotm HAY = UK HRStM 2. of MRtoMHE MQTT
ZEt0|HUEE AL835t0o] Ml 22 E|AEFLICH

« Amazon Simple Notification Service® AEZH&LICH

0|70 Amazon SNS A28t 20| i AR Amazon SNS M A ME2 ZHEELICE CFE AWS
loT AFH&ME o|0| &F=8F AR 7F AWS A o|0| fHF2 A 4|04 QoqoF &rL|Ct.

1EHA|: SMS EXF HIA|R|E & 5= Amazon SNS FA| A4

O| HxtollMde= M MAM7ZE HIAIX| CIOIE1E EY &= Q!= Amazon SNS FANE MMsE e Y
3tL|Ct 284™ Amazon SNS =A|7F SMS HIAE HA|X|E E6 ZE ZEXA == 2% AEHS
ot2|| |C}.

= =

SMS EAF HIA|X|E T& 5= Amazon SNS A€ MM 5e{H™
1. Amazon SNS F£X|E MAMsHLIC}

a. Amazon SNS 2&0 219l8fL|C}.
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c. FHM|(Topics) HO|X[0|M M| =X 24d(Create new topic)= MEAEFLICY.

d. M= HSEolM 2E R¥S MEELICH 7|EM2Z2 E£2 FIFO XM & BHELCH
=
[=]

mo o
°
il
o
r
[ul
o
Pl
>
x
[=)
x
-
-
=
Qo
-
[
)
3
°
= |
(o]
-+
-
(a]
M
mjo

f. HOIX| BLZ AFES

B
I
é
01
mo
ri
r
_ITI_

Z &0l M F=xe| MF HE ®Ho|X[7t DEILICE.

2. Amazon SNS 715 & MAMEL|CT.

(® Note
Ol S0 At8stE TEHHE = Ol tE MM TS E HAIX|HM EXH HAIX 22

Fote =+ A&LCH

Io

a. high_temp_notice & M|F HE HO|X|o| M F5 44 (Create subscription)S MEHEL[C}.

b. F5 MM U= HE N

I-II
1z
End
1o
|E
Hu
HM
ML
Ji0

a. Amazon SNS £ 2| 215 &M FoiM F=XE MEELICH

b. FAel MF HE H0[X|& LedH FA[2| =X S =0 M high_temp_noticeE EAEFL|CY.

c. FAoll HIAIX] H Al(Publish message to topic) HO|X|& 24T high_temp_notice M5 HE
| 0| X|0{ M TIA|X| H|Al(Publish message)& ME4ELICEH

d. FAoll HIAIX] H Al(Publish message to topic)0l| U= HAIX| 22 MMM A=ZQIER ™
&8 HA|X| 2 E(Message body to send to the endpoint)0fl 2 MHIA|X|E =248rL|C}.

e. HO|X|Q| StEtS 2 AT E3HT HAIX| A A|(Publish message)& ME{ErL|CE

f. TE20E [ O|Fo AFEH HE 71 Qe MBI M HIAIK|7F £ AERE=EX| EOISHMIR.

T

EAE HAIXRIE x| Zet B2 ©E HE ot FOi T3t DHE CHA| & QletM2.

K&ME HEst7] ©o Amazon SNS Z2£0M HIAE HAIXIE AAE = UK HRlSAM L.
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2B HAE HAIKIE M 3HE AWS loT 75| 44

O] At&MOIM e AWS loT =2 HAIX|E &8t CIHO|A Q| device_id ID7f €I
device/device_id/data MQTT FME S LICt O|lHE FMe= FH| EE{0|M device/+/
data® MYELICL 047|M += F 742 £ Al Xt AlO|e] 2 E EAtED UX|SHE ALEIFIE EAL
QILICH O] #&I2 HIAIX| HO|2E 2| temperature ZE T EHAESILICEH

72l0| x5t FMEEE HAIXIE =415t FAH| O|&0|M device_id, HA|IX| HO|2 =04 A
temperature Zt2 7tX{et HIAE Sl Agtol CHE & 242 F7I5t1 Ol2{Et 4/2 JSON EME
Amazon SNS 22| FX|of| & EhLict.

0 E E04, 7|4 M C|HFO|A 5 329 MQTT MHIA|X|= device/32/data TNME AHE35tD CtS1}
Zre MlAIX| "Ho|2E7t Ql&LCt.

{
"temperature": 38,
"humidity": 80,
"barometer": 1013,
"wind": {
"velocity": 22,
"bearing": 255
}
}

20| & 2| 22 HAIX| HO|RZEHAM temperature Zt2 71210 FA| 0|0
device_idE 7}X 221 &4 max_temperature Zt2 £7t5t04 CtS 1 22 HAIX| HO|ZEE
Amazon SNS FXA|2 M&ErLC,

{
"device_id": "32",
"reported_temperature": 38,
"max_temperature": 30

}

= NEt 25 Z2t2 ZX|5t1 Amazon SNS FAN| 2 M4 & H|o|EE MAMst= AWS loT #EI2 MM
Ste{H
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a. O|&(Name)ol temp_limit_notifyS 24%fL|Cl

T2 0|52 AWS A & 2|1 LM Relof 8tH S S 7+ A + gi&LICH o] o|Foll &
£ EXHE AL83stod 7 0§ 2| HoiE FEM&LICH

b. HFoIM #=ES JHELICH

olnl Y= MBS AL 5HH 0] FEI0| £ S FAIS BHE OIRE 2 T[4 9
SLICH MBS Lt ohg oiE 4 Y022 Jhst 3 AHAISHH MYt

g
4. 7= Mado| T 22| 2ol M

a. SQL K™ At=20i A 2016-03-232 MEHSHL|CE.

b. W& Azl B HE &xtol el 22 2FfLic

SELECT topic(2) as device_id,
temperature as reported_temperature,
30 as max_temperature
FROM 'device/+/data’
WHERE temperature > 30

Ol 22 Ctg2 s™ELICH
« device/+/data FA| EE{Q} YRI5+ temperature 20| 302LCH 2 FA|7t Qe
MQTT HIAIX|E & CHZ|ELICE.
o TN EAFEIM F HM| LA E MEHSI0] device_id HEO| Y ELICH
« HAIX| HO|2E0|M temperature 2t EEE ME45t0{ reported_temperature EE
of &Fect.
- BtA 2t2 UEtE & 2f 302 M5t max_temperature EEO| & ELICH
5. O] #&lof CHet & 2 S5 YWod™ stLt o4 2| 2Fd M %(Set one or more actions)0l| A &t
@1 &7}(Add action)E AEHEHLICY.
6. Select an action(Zf 2] AMEH)0IA SNS FA| dES 2 HA|X| & (Send a message as an SNS
push notification)= ME4ELIC}.

7. Sl S SHTHOIAM MfE Aeio] T4 HOIXIE WHH T4 B

fjo

Mt

a. SNS CHA Ol MEH(Select)S 22161 high_temp_noticeZl= 0|8 2| SNS FX|E 32 CIS
ME(Select)2 E=&LICtH

C|HFO|A TIO|E{E CHE MH|AZ BFREISHE AWS loT 75! A4 209



AWS loT Core FHEERE FLHA

b. MA|X| &4l(Message format)oilA RAWE MENEHL|C

c. O|ZHUZ TE &= U= AWS loT HAA HEHS Fo{E e MEl = Mo g 4
£ MEfgrL|ct

d. M g dMofM o|Foll M d&go| IR O|F2 LELICE 2 AA&EMolM=
sns_rule_roleE AFSELICH

Ol ‘Hes ME BHZ374LE 7IZ SIS MALR S B2 A% Tsty| Toll 8 YUClo|=S M
HLICH 2184 SNS CHAt ol M RS 3HE S © QclolE gLt

12 2
— =
9. X R7tE MEisto 73 MY Ho|x|2 o|SE L.

M Zredo| EfU0 A SNS FA| S ESZ HAIX| & 3t7](Send a message as an SNS push
notification) OFZH0l M #2I0| ZEE SNS FHE = = U&LICH

O 7& &2 o] #=lofl FIHE FUEH 7= A Lct
10. T2 ddstn ol HHE 2t=ott{™ 72 YH(Create arule)dlM stEF 22 A3 5104 73

x|
x|
M’ (Create rule)= ME4ELIC,

3EHAI: AWS loT 2! 2 Amazon SNS & E|AE

M FRIS HIAES2H MQTT 22H0IQIE S AR 3104 0] FRI0IA AR 3= MQTT HIAIKIE HlAlsH
i =t il

M Zo|lM AWS loT 2£2| MQTT 2C2I0|HEE LIC} O|ZE A 3tH MQTT Z2+0|HES| F+EE
CHE |X|SIHM Al HAEE = USLICH 2£€2| CHE Ho|X|Z2 0|S35t7| {5 MQTT E2I0|¢E
E LI7tH 5 0|Lt HAIX| 227 | RI=| K| ef&LicH

MQTT Z22I0|91EE AR50 #=IS E|AESIE{H

1. AWS loT Z2£2| MQTT 20| E0|M &2 FH|(0| B device/+/data)& #+S5&LICH.

MQTT Zct0|ENM 75 ool X 252 MEHELICE
X ZE{ device/+/datall FANE =dgL|Ct.

MdEe RRIELULCH

o o
J
i
2
o
u
AL

(@]
Il
B
A
Kl
[N
e Mo
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2. EXYC|HIO|A ID device/32/dataz 124 X0l HIA|X|E HAIELICH tLUEFIE EX}IF 2
ZE MQTT &S0l HAIE == igLict.
a. MQTT 2ct0o|HE QS| 7= ofz{ol| M =X HAIE MEHFLICE.
b. HA|l Z=oi /23 =X 0|& device/32/dataS =& LICH
c. 037|ofl EAIE ME HIO|EHE =S A5t F=X| O|F ool WHE & xtoi HZ C[O|E{E E04 &
&L|Ct.
{
"temperature": 38,
"humidity": 80,
"barometer": 1013,
"wind": {
"velocity": 22,
"bearing": 255
}
}
d. FHMo| HAAE MEHSI0 MQTT HIAIX[E HAIELICEH
3. ZXt HAIX7} MEEIR=X] &elghLCt.
a. MQTT 22t0|HEQ| 7= of2flof| A oMol 58 FA| Fofl =24 ol &LICt
SAM M2 0K 2 HAIXKIE 2242 W stLt o4 o M HIAIX|7F = AIEIRIS S LIEHL
Ct.
b. 5= of2H0i|l M device/+/dataE M1E45H04 HIAIX| HO|ZE7} &3 AHAIEF J0t Yx|5t CFS
o} Zo| EAIE|EX| E0l6tA 2.
{
"temperature": 38,
"humidity": 80,
"barometer": 1013,
"wind": {
"velocity": 22,
"bearing": 255
}
}
c. SNS FME 7=35t= Ol AH& 8 MEHE & elstn HAIX| Ho|2=2| LHEO| CtE1t Z0| &
AlZ|=X| &Zelghct.
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THERE QLA

{"device_id":"32", "reported_temperature":38, "max_temperature":30}

device_id 42 WS E=Z T2l EX}

0|1 temperature

Zf2 = Rofof gfLICE ol=

topic() &7t &3 HAIX|e] FX| O|§IM 2XtQEE FEot= UM temperature 242

Q124 HA|X|o| HO|2E0llA =Rt Zt2 AL
device_id #& A ¢t

cast(topic(2) AS DECIMAL)

ot 7| = A LCt.

Z ptegd™ 75| A2 20M topic(2)E CHE 2 Z HiELICH

FHo| e B0l APt LEE ZR02 topic(2) Zt2 <A} DECIMAL 222 A E
8 4 octs M2 folstHl
4. 2E7} 38 23| g MQTT HAIXIE Masi2MS
a. MQTT 2ct0o|HE Q| 7= of2{ol| M =X HAIE MEHFLICE,
b. Al E2=o0f &2 =X 0|5 device/33/datas =g LICt.
c. 07| EA|El ME HIO|EHE SAtetn FX| o|F ofeiel WE Aol ME HO|IEHE 204 &
&LCh
{
"temperature": 28,
"humidity": 80,
"barometer": 1013,
"wind": {
"velocity": 22,
"bearing": 255
}
}
d. MQTT HIAIXIE M&sted™ FA| AAIE MESEHLICEH
device/+/data 7S50l M T& 8 HIAIX|7F EAIZ|o{of gLICH J2{Lt 2% Zto| 72 #2l &
oM 20 220t 27| Z0i| 2 HIAIX|IE 2HX| efotok ErLCt.
g SxHo| EAITIX| etop BX o Ee Holgin
ClHtO|A CIO|E{E C}2 MHIAZ 2t EsHE AWS loT 75| A4 212
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SNS HIAIX| 7= 22X &2

o &8 A7t EA|ZIX| of = B E Chiblstod EQlsior & & 7hX| At

o
z0
o>
r
ul

O -

QF HiL{7} US

Uz HAIX|E AHAIE H F 7 LIEILIH HX SiY @FE UM, CIS HAHAE Y @7 E
+™Msle o =20| & & YU&LCh.

MQTT Z2t0|HEAM 2 HIAIX|7F EAIZ|X| &ES

device/+/data FA| ZEE 58 42 U™ HAIX|E device/22/data FH|ofl HAIE wiokCh
HMxtol| MHE CHE sl HIAIX|7F MQTT E2to|HEof LIEFLLOF B LIC}.

Hitol dBE CHz 2= HAIR] FXE F58 B2 AAE motct = HAIRIe] SAHE O] E A
Tjofof ErLct.

HAIXRIZE ZEAZIX] pfo™ 58 K| 0|F S H ot HAIEt FxX|et HIwEfLICE =X 0|2
CHAERE TFESIH 758 M= HAX| HO|ZEE HAISF X2t S YsHok gf LIt

« HIAIR| AAl &= &2

MQTT Z2t0|AE o] F=50{ M device/+/dataE MEYSt T HA| HIAIX[e] =HE &QlIE CHE =X
Etd

off AIAIE MEHEfLICH F=X| ofeie HE & XtolM HAIX| HO|Z=7F HAIX] S50 Lt

[N N =)

T
o

SMS HIAIX|7} = A= K| B &

MQTT 22t0[HEE A S L2 Y& FH I Ut Aws 2[Tof Qlo{of BrLct.
7 = (©)

= =
. HAIX| HO|IREQS| 2%

CH.
- & FE 2o Y HAIXK] =X

J|0|'
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A0l &S5t 74| 22| 2o FROM Holl 9= T4 TE9 Yxlsts A ol§0| ZaHE
AIX|E rotof BLICt

MQTT 22toletEol Q= Falol HAtet #7H 74 #al 2olM £ TElo| HAHE HQISMR
FH OlB 2 CHABKHE TE3H HAIXI FHIE 15 22| 2ol Fx Tele Yxlsor &Lk

- U HAIX| HolzE2| LIE = ¢l

T2 0| %t SstE{™ SELECT 20 MAE HA|X| Ho|Z=0iA Clo|H E=E Zfotof BFLICH.

MQTT 20| E U= HIAIX| HO|Z
C HXIE EQISIMR. ZE O|IE2 AR

co| Hxtet A & Hel BEE 2| temperature
Xt
HIAIX| HO|ZE 2| temperature ZES} &

g 7 &2dtH & HEl 22| temperature EEE
o !

7/t

rlo

HAIX| HO]2 =2 JSON EA12| EAlo| SHHEX| & QISHMIL. JSONO & & F&fn Z
olom FaloA elg & eiaLich

. ! Sxbol| A CHAl HIAIE BIAIX] X 2ol

MAA & 2o A M HIAIXIE A AlSHE FM= MQTT 22t0|UE M 58 FH2t LX|SH
OF BfL|ct.

Z£0|M BHE #3212 G & 20| HAIXIE CHA| AIXE FHME elgfuict
(®)

& Zdols el FME 2o M FHE AAME = s HErol 2{o{of gfLch
HAIX| CIO|E1E +4&lst1L CHA| AlAISt= S #EIE 5 ste EH2 AL8E FAlol wef ChEL
cr ol AlX| clo|E{E EMI HAlsHs ol ASElE ZRIE HAEsHE Ze 72! 20| ogte o of

Edto] B FA 2t RISt YA E ool EsHok & LICH.

ACHA|: 41 2l s BAH HE
O| RF& A0d| A

« Amazon SNS ¢ & FA| & 152 HH5t T HAERSLICH
b4 1<

- A FE| 2olM ZHEEE sQL el K B+ & ALEstod 2 Eofl CHEF M HIAIX|E BrER&ELICH

ClHFO|A CO[E{E CF2 MH|AZ B2 ESHE AWS loT 73! M o7
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. AHEXF XI% HAIX HO|ZE 8 AFS 3 Amazon SNS RIS HLHE AWS 0T 7218 AAsta L]
Ct.

« MQTT Z}0|HEE AFE 5104 AWS loT H&I2 EHAERELICEH

Ol &S A8 3to] T 7tx| 21 HAIXIE XS 3 0l &S MHstod AaMe| YR S WY
sHe HIAIXI7H RIS ElE Al7lol Qe wex| SelstMR. Chae Alstshs ol 220l 2 ¥ 7H%| of
olciofeLict,

- U2 HAIR|S| EXOIM device idE ¥ZA5tT EXF HAIX| LIRS Q&g gHatsfLCH.

— o o
« 73 FE| 2ol MEE HEE HEst 1 HAE HAIX| LIEL| IS & ELICH

« %0l 2% CHAl A 2% 0f CHet E|
max_temperature O|5& HHZAS
- SNS ZZ/0| M&SE m MQTT HIA|X]

=
=
« Ol A2|Z2|CtE RHEME AF8sll 21 &L
£ otELct

7= #HE| B EHAEE HEE LI
2 UX| oA !

H&st7| fIgt A 73 2HHS FIHELICH
A
=

Xt& A: DynamoDB E{|O|=0il C|HtO|A |0 XE

0%

ot &

It
fjo
HL

O| At& Mol M= DynamoDB E|O|2 2 HIAIX| HIO|E{& E L= AWS loT 722
04& LC}.

ot

A
e

)

L—
f—
Ol =2
AL

L
Op>

A& MolMHE 7He 7|4 MM CIHEO| A0 M DynamoDB El|0|& £ H|A|X| CIOJEHE ™
MAELICH ol #&I2 o] 7|d MA{S| o|o|E{ & Bt CIO|E{HIO|A E|o|= ol FIHE
SHEfL|CH.

'I-

o

K mo ©

O| At& MU HiIZ L&

« DynamoDB E{|0|2 4] "t

AWS loT #+%/0{| A DynamoDB E{|0|2 2 M
AWS loT 20l A CHA| RIESE M EsteE &Y
& 22| 20 ZtEHEF sQL #HEl & #-E A
MQTT 20| EE AL83t0{ AWS loT F2I2 E|lA

ol k& Me 2t=2steE o of 308 Z&ILICH
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Ol ‘t& Mol Hig Li82 Chet Z&Licth

« 1EtA: O] RFH&ME 2|8 DynamoDB E|O|E M

0z

« 2EH|: DynamoDB E{|0|£ 2 H|0|E{E& M&ste AWS loT 72 M4

« 3EtAHl: AWS loT %! & DynamoDB H|O|Z HAE

« AEHA: AN SICHE BA EE

Ol ‘t&ME AlEst7| Mol ChE AL S = QlsoF g LIt

o MX AWS HH

Ol RI&ME 2t= 5™ AWS A 2 AWS loT 2&0| 2Lt
« AEE MQTT 22I0[HEE ALE501 AWS loT MQTT HIAIX[ E7|

MQTT 2ZI0[AUEE A &5 FHME FF5t HAIY & J=X| HRSHAM L. o]l ERtolMHE MQTT
Z2tO|UEE AL835tod M =S E|AEELICH

« Amazon DynamoDB iR & AE&LIC.

0|0l DynamoDB & A& 35t K| Q4L DynamoDB2| 7|& 7HEH1 2 Qol| USSHK =S
DynamoDB Al%t517|& AESHMIR.

1EtA: o] RH& M E I8 DynamoDB Ef|0|2 244

Ol RAt&MoME CtE20t Z 2 £40| & E DynamoDB E|O|E& BFE01 74 7|&f MM C|Hto|A 9

CIOIEE Z7|S & LIcH

« sample_time2 7|2 7|0l ME 0| 7|F & AlzZtE AHEELICH
+ device_ide HE 7|0|{ MEZS MS& C|HIO|AE MHEFHLICH

o
+ device_dataz C|HIO|AOM =4IE|D 3] 32| 20i ofsH E 40| X|HE HIo[E{LCH.

O| At& A& DynamoDB E|0|2& MM 5He{H

1. DynamoDB Z£2 @1 H|O|& Md&S MEfgLICt

2. E|0o|2 M4 (Create table)0i A

a. E|o|E o|&of E|0o|Z O|& wx_dataE =gfL|Ct.

C|HtolA HIO|EE CHE MHIARE 2t ESt= AWS loT 73 & 216
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https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/GettingStartedDynamoDB.html
https://console.aws.amazon.com/dynamodb/home
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b. IIE|M F|(Partition key)0ll sample_time2 245t 1 EE 2o U= SH SE0M
Number & MEAEL|CE,

c. M 7|(Sort key)ol device_idE 22510 EE Hof U= S M S50 A NumberE =N
st|Ch
= .

d. HO|X| &tEtol| M 4(Create)S MEEILICE.

LS 0l DynamoDB & &2 74 E I device_datas Ho|ELcCt

2EH7A|: DynamoDB E{|0|£ 2 H|0|E{& M&3dt= AWS loT 3! A4

Ol tAM=E & FEl 22 AH8st0d 7Hy 7|& MM ClHto|4 9| T 0]E & A|E T O|E{H| O] E|O]
£0l 7|Sst= 5 X|EELict

7|8 dlMd ClHo| A0 22 M E HAIX| Ho|2E& CtS3t Z &L Ct

{
"temperature": 28,
"humidity": 80,
"barometer": 1013,
"wind": {
"velocity": 22,
"bearing": 255
}
}

ot
ot
-

Clo|EHolA E=2o| B2 & 2| 22 MEstod HAIX| wolzEo| +XRE OS2 20| 8
Ct.

"temperature": 28,
"humidity": 80,
"barometer": 1013,
"wind_velocity": 22,
"wind_bearing": 255

}
Ol FEIAE B 7hX| CHA HE3IS(8) AL LI ChM HESS 34 U HIAIX| ClolEolM S5
gte Al 4 ols EFEAIILIC

ClHFO|A ClO|E{E CHE MHIAZ Bt ElsHE AWS loT 72! A4 517
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DynamoDB E|0|E £ H|0|E{& & 5t= AWS loT &S dstei™

1. AWS loT 2&2| 7= {2 & YLt EE= LHol A AWS loT AWS Management Console & H|O|
XE 1 HAIX| 2t*E>TEC 2 0|58 = /A&LCH.

2. TE|(Rules)ollA M 72| Mg AlZtstedE 72| M A(Create rule)2 ME{EFLICH,

3. 7= & M(Rule properties)0i| A

a. T 0|&(Rule name)oll wx_data_ddbE 24&tL|Ct.

T2 0l§2 AWS Al & 2™ LHoA RalofF st S S 7t A + ed&LICh o] olFo &
E EXHE AL835to 3 O0|§ 2| F EoE FERISLICH

b. 7= M%(Rule description)0llA #&I& MEeFLICH.

olnl Y= AT ALS5HH 0] FEI0| £ S FAIS BHE OIRE 2 J[UE £ 9
SLICH MBS Lt ohg oiE 4 Yoo 2 Jhst 3 AHAlSHH MYt
4. THBE Mol Al ZIWELIC

5. SQL E(SQL statement)0i| A

a. SQL HZT(SQL version)0| A 2016-03-232 MEHSHLICEH

b. SQL &(SQL statement) W& & X0l 22 23§ LCH.

SELECT temperature, humidity, barometer,
wind.velocity as wind_velocity,
wind.bearing as wind_bearing,

FROM 'device/+/data’

Ol 22 Ct&S sd&LICH

- device/+/data A EE2 dx[5t= FA7I U= MQTT HIAIR|E s=AI-FLICEH

« wind 80| LA E JHE o= FAEFLICH

\'OII

 temperature, humidity % barometer £42 HAL|X| of2 4E 2 MEFLICH
6. CtS=S ME45t0] A& TIRELICE.
=

7. T2 E(Rule actions)0| A

a. O =0l CHEt 73 2d S5 F{™ &Y 1(Action 1)0| A1 DynamoDBE =48 L|C.

C|HFO|A TIO|E{E CHE MH|AZ BFREISHE AWS loT 75! A4 218
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2! 2o 2 DynamoDBv27} OtL|2} DynamoDBE EH&H OF & L|Ct.

b. El0|E 0|0l ol EAHAM 248t DynamoDB E|0|£ 2] 0| wx_dataS ME4ELICH.
ItE|M 7| & (Partition key type) & X3 7| & (Sort key type) E =& DynamoDB E|0|2
O| Zto 2 MAEILICH.

c. IE|M 7|0]M sample_timeE Q=238rL|C}

d. TE|M 7| Zkoll ${timestamp()} S U=IErLICE
O|"]2 o FEIM AL E X |Hml CHAl Bl E 2/ LICH HAIX| HIO|REQ| gt2 A83t= Y

AN —
Al timestamp & 01| A BHEHEl 2E 2 ARSI LICH ARMIEH LHE 2 AWS loT Core 7HEF X} OFLY
MOl timestampE& X SHMIL.

e. ¥H 7|(Sort key)o device_idE 24%fLICt.

f. Mz 7| Ztol ${cast(topic(2) AS DECIMAL)}E l=d8fL|Ct.
O|d2 o]l FE0IM AF2E F Hml CHA| B Z3IL|Ct 72| xxr &
DECIMAL Zt2 2 FHAESH = C|dlo|A IDQI =X O|Z20f & Hm|

Aol CHEr REAMIEH LI 2 AWS loT Core 7HEEX}F HLHA Q| topic2 & ESHAMIL. FHA R Y
gt XFMIEH LI 2 AWS loT Core 7HY A} QLA 2| castE F ESHAIL.

g. Ol &oi HA|X| CilO|E]| AA 7|0 device_datas 248

Iu}

7124™ DynamoDB Ef|0|£ 0 device_data €0| Mg ELICH.
h. %2 H|¥ SLich
i. 1AM role(IAM 23&)0i A Create new role(A 238 MAM)g MEHEFLICEH

j. Create role(Qg M) Cist 4 X0l A Role name(3E 0|&)0d wx_ddb_roleE I2348rL|C}.
O| Af & 0i|= 'aws-iot-rule'O|2t= HF A7 22 HMO| XSS 2 X & E|H, 0| HAE Sl
wx_data_ddb T#210| AL X}7} A48t wx_data DynamoDB Ei|O|2 £ H|O|E{E T&E &
A& LICE.

k. 1AM 2&(IAM role)0ll M wx_ddb_roleS MEHEFL|CE

. HO|X| 5tEto| M CtS(Next)S ME4ELICE

®
N

HE 3l 244d(Review and create) H O|X| 5tELOI| A 244 (Create)2 MEAStO] H &S AT LICEH

C|HFO|A TIO|E{E CHE MH|AZ BFREISHE AWS loT 75! A4 219
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3EHAl: AWS IoT +%! & DynamoDB E{|0|8 E|AE

M 722 E|AESIEAH MQTT Z2I0|¢1EE AF2510{ 0| E|AE 0| AFRE MQTT HIAIXIE HAlStD
TEELCH

M ZHolM AWS loT 2£2| MQTT ZEt0|HEE JLICt O|FHH 6t MQTT 2Et0|HES &g O
CHE RXIGHM F2IS HAE £ J&LICH MQTT 22l0|21EE £ 9| CHE H0|X|Z 0|5 37| ¢
af LI7HH 75 EE= HAIX| 238 |XISHK| ei&Lct E3t 720l ELfle M =2 EgiH 2£ 9
DynamoDB Tables 5120 CHaH B = 2| AWS loT 2& &2 do{of gfLct.

MQTT 2ZI0[AUEE AtE5t0{ #2|E ElAESE{H

1. AWS loT 2£2°| MQTT Z2t0[¢E M =2 FXI(device/+/data)E *+S&LILCH.

a. MQTT £2}0|¢E0| M FX| 75 (Subscribe to a topic)2 AME4 & L|Ct.
b. FA EEfol 24 A ZE{Q| FXl(device/+/data)E =AELIC}.
c. TS MEFLC
2. O|d| &7 C|ttO|A ID device/22/dataZ = FA[of HAIXIE AAFLICH 2LE7tE EX
7t ZEE MQTT =0l AAIE £ gia L.
a. MQTT Z2t0|AHEAM FA|of AH[A|(Publish to a topic)& AE4EFL|C.
b. FX| Ol&(Topic name)0il =X| O|F(device/22/data)S =ietL|Ct

c. MHAIX|HO|Z=0 CHE MZ CIOIEE ={FLICH

{
"temperature": 28,
"humidity": 80,
"barometer": 1013,
"wind": {
"velocity": 22,
"bearing": 255
}
}
d. MQTT HAIXKIE AHAlstedE HAIE ME4EFLICH
e. O|M MQTT Z2lo|HE M FA| 75 (Subscribe to a topic)2 MEHEILICH 75 ol

device/+/data 758 MRS LIC} O EHA|C| MEZ Cl|O|E{7t LIEIHLI=X]| & QlghLCt,

3. TE|0|A] M4 DynamoDB Ei[0|29] 2 E{m MESEHL|CH.

C|HIO|A CIO|E{E CIE MH|A R BIRE!I5H= AWS loT 75! A A 220
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a. AWS loT 2£ 2| DynamoDB E||0|= §{E0iAM wx_dataE MEAE CI 5 &= &S MEHELICH
S (ltems) 40| 0|0] AFR Q1 ZAL E|0|E slC{el 2E2 AT T ME|0A MZ T E] o} 0]
Z2 MEiSto CIAEE(0|E M2 IRX{of & = U&L|CH
b. ElO|Z2| sample_time 2t2 F30|0H stLIE YLICH &3 X B HAIX|E T&E < O
= S50 U= RLE HIAIRILIC.
ol 2 3= H|o|E2o| siiE &lof U= ZE HI0IEE EAIRLICH
c. device_data &= EHE5I04 A& FHE| E0M £ CIO|EE =relghLct
d. O|C|AaZz oo AHEE &= U= lo|E{o| Ctet EedZ AT{EAM L. 0| C|AZ 2 0]0f A
CIO|EE HEE =& JU&LICt
e. O|Oo|H & AEE otzl = HE A E MY StedH XME S MBSt T ¢HE M2 XHE K]
|.——|— oE_ol‘E=| ZF‘l—jl\—E |A_-|E—I|'I%|=|I-L—|E|'.
SHE SEO0| EAIL|X| o ZX sHZE B #l&Lct.
DynamoDB %! X s &
CtZ2 o &8t 207t EAIEIX| et= Z<0i CHH[Sod & elatiof & 22 7t K| AFELCt.
« 2F HiL7E US
U= HIAIX|E 71|)\|°F i @FJ7F LIEILIE B Y LR E +HSIMR. CHE HAHE sl @R E
Fdste ol =30| 2 = /A&Lch.

MQTT 220 E oM &

device/+/data X ZEE 7258t 82

= HAIXI7F ZAZIX| BE &

123 H|A|X|E device/22/data

MRtol| MHE cHZ sHE HAIX|7F MQTT 20| E o LEEFLEOF B LICH

sHoI5of & AFE
. TS FH TE 2
Hrtol MHE CHZ U HAIX| FHE TS5 22 AAY Motch 22 HAIK|S) SAHZO| EA

Tjofok grLc.

HAIXRIZ 2 A|Z|X| efoH

CHAEXE FESHH

FFM olEE
e HAIX| o

__I.L

St
[l
g FX

04 =
— =

=
TSR F

i J o]
=

3}1 HAIEH =AQF H|mEHL|C
EE HAIBF Tt SYsHoF BLC

FH|ofl AIAIE okt

X ol§2

ClHtO|A CIO|EE CHE MHIAZ 2t —eHE AWS loT 735 &Y

221
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« HIAIR| AAl &= &2

sHQIstC

MQTT 22I0|HE 9| 25 0i|A{ device/+/dataZs MEHSI T HA| HIA|X|S] =XNIE & b
£0f LIEFLLICE

off AIAIE MEHEFLICH =X ofeiel HE &R0l M HIAIX| HOIZE7F HAIX] =

 DynamoDB E{|0|Z0i| CI|O|E{ 7| EA|E|X| &S

Jha B & e B0l Fliol QBF AT BAElol s ME 2 ofo|2 8 Metstof ClAE|
Olg MZ Zxls ZULIch #1QlE ClOIE7H EAIEIX| O™ CHE S HOlstMR

MQTT 2ZI0[AUEE A Sl 2£2 &8 720 ST AwS 2[Tod| {00k &fLICt.

. 7% 22| 20| U2 HAIX| FA 2ol

20| & SsttdiH 72 A2l 22l FROM Hoil e A EEet UXlsteE FH| o|§0| Z&E o
AlX|E &toloF grLc.

rO

MQTT 220l Qs Falol Ao 7 74 #El 2ol =8 TEIS] HAHE HOIFHML.
=M 0B 2 HASKE FRHH HAIXIS| FrlE 74 22| 20 £ TEi9 YRIsHok BHLICH

- U= HIAIX| HO|ZEQ| LHE =l
T =l0| 25 6t2{H SELECT 20 M M= HIA|X| I 0|2 =0{ A C|O|E{ ZEE Ftotof g Lct

MQTT Zcto[AEoi ﬂﬂAle Ho|2=9| MRt &7 & #e| BHE 2| temperature E
E HX}E EQIstMR. EE O|§2 HAEXE F25tH 2! #H2|l 22| temperature EE=
HIAIX| HO|2E 9| temperature Zic of S5l oF B LCt.

J\OI'

7/t

rlo

HIAIX| HO|ZE2| JSON EAM 2| EAl0| 2HIEX| EQISHM L. JSONO|| & & F2tn

plom FxlofAf elg % gigLch.

- A N0 A8 E 7| & HE 0|F ¢

FH ol A8 ElE EE 0|2 AAIE HIAIXI2| JSON HIAIX| Ho|2=0f Y= ZE o|§x
L

£0ilM YT #EE 1 MQTT 2t0[AHEM ABE & &Y 740 ZE 0|FE

+ FEolM A8 E0l g Fol
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ﬁ.

ol X 2o M FXME HAE = e HErol QlofoF Zuict

i
rir
e

Edoi

0 AIx| GIOIE{E 41513 DynamoDB 0/ HEIO|S S5 22 oI5 ste HuE AgE
Fol 112} CHELICL 720l A8l 7 2 DynamoDB 018 OIS & WsE B 7
Sotol ot g Irlol= 01 Y BME UXIHER HEIO|= aHo ELICH

SH7t oAl B A Srelg HEST A 48 BHELICH TA Shedof oJsh AT A
ol 0l2f3t SHelg £ st o TRE HEto| HoiELC

Ol #2!I2 Al&35104 DynamoDB E|0|E2 2 X 7H2| HIA|X
HE HZE5 ™ El|lo|g0of 7|SE HIOIE{o o JF¥S =
E 9 7k x| oto|C|o{ Lt

« 121 HAIX|Q| FEMOIM device_idE W5t T HIO[E{S] WE S BAELICH O] 7158 AHS5Hod
oit 7| MMel =&l CIO|EHE AlZdoldE = U&LICH

- A 2| 2ol MEiet HEE HEst 1 Clo[E o] S¥E HHHELICL o SME ME5to] E|o|S
of ¥ & ClolE&E EEHZY = AU&LCH

- Elo|Sof &7t Z ol CHsi MQTT HIAIX|E TESStod™ A Al 72 2 HE FIHELICH CIHZ

of M3F = U&LIC

Ol Xt&ME &2 2™ the section called “ AWS Lambda & =8 At835t0{ 2 A x| Mg 2t
QIgL|c,
Kt&AM: AWS Lambda & +& AtE5to S & A x|H

Ol Rt& MM EA X|H & CHE AWS MH|A R &2 2/3H AWS Lambda 2 d0d MQTT HIA|X|
HOIEE EUlls WHE EoiFELICE O] Ak& MM AWS Lambda 212 AWS SDKE AF&510401|
CHEt Rt& Mol M 248t Amazon SNS FAIE2 &4/0| X|HE HAIX|E £ L|Cthe section called
“Amazon SNS & 2| ™4

the section called “Amazon SNS & & & £& wheo]| CHEE AF&MoME #Ele| 2| 2ol B
$t JSON EM7F 2t HAIX|Q| EESZ MEEE&LICH Aote CHS oAt 242 EXF HIAIK L]
Ct.

{"device_id":"32", "reported_temperature":38, "max_temperature":30}
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ol A& MOllAHE AWS Lambda T3 Big AL stod 74 72| 2ol ClOlElE T3t 22 &%
Aoz mIWsh AWS Lambda B 48 $EELICH

o
0%

Device 32 reports a temperature of 38, which exceeds the limit of 30.
O| Rk& Mo MAHE AWS Lambda &= 72 F 2| 22| CIO|E{E AF2 35104 HIA|X| BRI | & A
2 X|H3t1 AWS SDKL| SNS HA| &8 S E504 & &2 Mdsict
O| A& Mo HiZ LS
AWS Lambda & +& 445t HAES = WY
AWS Lambda & =0 A{ AWS SDKE At& 304 Amazon SNS &2 HAlet= &Y

& #2 2ol ZHEFEF sQL HEl 2 B
MQTT 22t0|{EE AL8 5104 AWS loT F2I2 HIAESHE WY

Ol R’ A @3 O o 4520 AQELICH

Ol At& Mol Hig 82 chet Z &Lt

« 1EHA: BIAE HAIX|E ELi= AWS Lambda & = 44

« 2EtA: AWS loT #&! M4 S AE350{ AWS Lambda 7= 244
« 3EHA|: AWS loT 7% 2! AWS Lambda 7% 2 HAE

« ACHA: ot 2 S EA HE

O| ‘t&ME AlEst7] Mol ChE AL S & QlsHok gf LIt

o MZA AWS HH

O| RIS AME 225248 AWS A L AWS loT 2£0| Z 8L},
« HAEZEIMQTT 2CI0|¢1EE AIE35109 AWS loT MQTT HIA|X| £ 7]

MQTT Z22t0|HEE AL835to] FHME TS5t HAIEY = UsX| &RletMl . ol HAtolHE MQTT
Zct0|HEE AL835to] Ml &S E|AEFLICH

- O| MlMo|CtE & KA AME REHELICH

ol

4 eofl CHEH RHE AOYA] 4433t
& A1E BERCD T ELICH

0

0| Rt& MOllE the section called “Amazon SNS 22! M4 £
SNS 22| Fx|7t ZesgrL|ct E8F o] MMo| CHE w&|

Da!

ClHtO|A CIO|EE CHE MHIAZ 2t —eHE AWS loT 735 &Y 224
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« AWS Lambda 71 E AEF&LIC}.

AWS Lambda O|F10{E A28 H0| gQie A< AWS Lambda &! Lambda A|%H5H7|E HAESH0d SHE
2042} 7 E LolFLICH

1EHA|: HIAE HA|X|E ELlE AWS Lambda &4 244

Rtdodl aF et ot

Ho
o

O| Xt& M2l AWS Lambda & += 2l 2| B2 AL E 45l QAE HIAE
S A1 EXAIYEE L 2o HIAIX|Z Amazon SNSOf| EHiL|Ct.

A 22 AI25101 AWS loT 222 E L= ghedol| Ci$t RH& AMthe section called “Amazon SNS &
2 H&7et E2|0| AAEMAMHE AWS SDKe| & =& AFE3510{ Lambda &0l £ 2IE E-ILICH 1
2Lt O] Rt& Mo M AHE &l AX| Amazon SNS & 2! FX|= the section called “Amazon SNS 22!
S = UHol| CHe Rt& MM AFS e Aot SUELICH

EIAE HA|X|E 2= AWS Lambda &4+ MAI5tE{H™
1. M AWS Lambda & 4+E MAIstLICT

AWS Lambda 2£ 04| A &4 A

HEg
b. &< M4(Create function)H|A 2FZZIE A& (Use a blueprint)2 MEHEFLIC

hello-world-python EF ZZEE ZAsto{ MEAS CIZ TS MEAELICEH
c. 7|8 HE (Basic information)0| A:

i.  Function name(& < 0|§)0i|l 0| &< O|S(format-high-temp-notification)2 &

i. A AZolM Aws HH HESI0IAM A Hg ddS MEfELICH

ji. 248 o|F0i M A& O| 0| (format-high-temp-notification-role)S QI=23&fL|

-

Ct.
iv. M EHZS!. MEH AFE 0 A Amazon SNS HIA| MRS Mt 1 MEdgHL|CH
v. E Mys MEELC
2. ERIZZE F=ZE £7%5104 Amazon SNS L 2lo| @HAlg X|HstDT MSELIC.

a. g2 M8 0l format-high-temp-notification M HE HO|X|E & XML, TH K|
ot2 A2 Lambda &+ m O|X|0{| M ILIC}.
b. format-high-temp-notification M5 &2 H 0| X[0f| A T 4d(Configuration) B2 MEAStT &

3 = (Function code) INEE A3 EFFLICE.
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THERE QLA

C. St

o
(lambda_function.py)2 =
AN
=T
2 WAELCHL

import boto3

2F = 3 E(Function code) & 2| £ & (Environment) & 0| A Python Tt
st
=

FE(Function code) H0llM EFZRIES| HE T2} IEE ZF

#

# expects event parameter to contain:

#  {

# "device_id": "32",

# "reported_temperature": 38,

# "max_temperature": 30,

# "notify_topic_arn": "arn:aws:sns:us-

east-1:57EXAMPLE833:high_temp_notice"

# 1

#

# sends a plain text string to be used in a text message

#

# "Device {0} reports a temperature of {1}, which exceeds the limit of
{23."

#

# where:

# {0} is the device_id value

# {1} is the reported_temperature value

# {2} is the max_temperature value

#

def lambda_handler(event, context):

# Create an SNS client to send notification
sns = boto3.client('sns"')

# Format text message from data

message_text = "Device {0} reports a temperature of {1}, which exceeds the

limit of {2}.".format(
str(event['device_id']),
str(event['reported_temperature']),
str(event['max_temperature'])

# Publish the formatted message
response = sns.publish(
TopicArn = event['notify_topic_arn'],

C|HFO|A HIO|E|E 2 MHIAZ IR EISH= AWS loT TH&! MM
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Message = message_text

return response

e. HHiEZ(Deploy)E MEHEILIC.

3. M &0l M the section called “Amazon SNS 22! T&” 8 "hedof| CHst XF& A0l A Amazon
SNS FA|2| Amazon 2|4 A O|F(ARN)2 Z3|§LCt.

a. M Zo|M Amazon SNS £ 9| FA| H O|X|E LICt.

b. ZFX I O|X|o{ A Amazon SNS FA| SZ0{ M high_temp_notice 242 =XE At&LICE.
c. LIS BH0lM AFEE high_temp_notice & & XS] ARNS & &LICH
4. Lambda & =0f CHEt HIAE 7{0|A 4
a. 222|Lambda &4 H O|X|0{ M format-high-temp-notification A& HE T 0|X| 2E% AMH

ZMEol U= EHIAE O|HIE MEH(Select a test event)(HIE M3t El WxH E0|HEtT)S M
ENSt OIS E|AE O[HIE F4J(Configure test events)S MENEILIC.

b. EIAE O[HIE F4(Configure test event)0i| M A E|AE O|HIE T 4d(Create new test
event)= MEHFILICE,

c. O|HIE 0|0l SampleRuleOutputS ={FrL|Ct.

d. JSON EHZE 7|0 A o|HE O|Z ofzlof O] ME JSON EME
T+2|0| Lambda &+ 2 & & 59| of &L|Ct.

IIHII

o E&LICt ChS2 AWS loT

"device_id": "32",

"reported_temperature": 38,

"max_temperature": 30,

"notify_topic_arn": "arn:aws:sns:us-east-1:57EXAMPLE833:high_temp_notice"

e. high_temp_notice & & FX[2| ARNO| /= &E & X501 ARN gt2 SAELICH

f.  JSON HZ 7|9 notify_topic_arn ZS L& FX|2| ARNSZ HFEL|CH

AWS loT +&!I2 MAdsh I} O] ARN Zt2 CHA| AFRE £~ QI 2 0| &

1o
%
2
1n
x
FO

44 (Create)

g M
5. MEZ OOIEHE &+E HAEZLICH
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a. format-high-temp-notification A% HE H|O[X|e] LEZF & ZAME[0f A
SampleRuleOutputO| El| AE (Test) HE 20l LIEILE=X| EQIgFLICH JZHX| §I2 B2 A8
7tstt EIAE O|HE S50fAM MESEHLIC.

b. B40l ME 75 £ HAIKIE MM HAS(Test) B MyprLICH
B0 AEO| T BSHHH YRS TS FIH MM SR HAIXIE LaLICH

FCH M3tolA X HAXIE & X =
oxM SE S AEsHo et 27T E

O|&st x| OtMI2.
OCHA|: AWS loT TH=! 5112 AL25104 AWS Lambda 75| A4

Ol HHME & FE| 22 ALESt0od 7H4 7|4 MM C|HHO|A 2| T|O|E{ & AIE Lambda & &2 ™
£35t04 22X} HAIX|IE A X|™stD MEELCH

7|¢ ClHtolaoMd e ME HAIX| Ho|z=& ChEn Z4&Lct

"temperature": 28,
"humidity": 80,
"barometer": 1013,
"wind": {
"velocity": 22,
"bearing": 255
}

ol FElol M T 2| 28 AL85104 CHE T} 22 Lambda & 40 T2 HIAIX| HO|Z=E BHEL
.

"device_id": "32",
"reported_temperature": 38,

"max_temperature": 30,
"notify_topic_arn": "arn:aws:sns:us-east-1:57EXAMPLE833:high_temp_notice"

017|0 £ Lambda B =7} 2HIE EAF HAIXIZ SAE X|Pstn M&ote ol R ZE B2 =

01 A& LICH.
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Lambda &+& S &35t= AWS loT #2I8 MAd5te{H

1. AWS IoT Z2£2| 3 {52 E HLICt.
2. TEIOIM A AL A
A

-1 O O
3. TE dYol ¥H FE0iAM:

a. O|E0]

=1
1
o
0
=
X
—h
H
[
(1)
3
o
[}
<
+
o
X
+
M
°
i
il
r
I

A Ol82 AWS M U BIF Lholl M 2R sHok s T 7HE 4 gigsLich of olgo
5 2AHE A 3tod 74 0|82l T Ho{8 TERASLIC

b. AFM F=S HdFELICH

a. SQL HZH AL&0{A 2016-03-232(E) MEAEILICE
b. & F2l 2 HE &xtol A2 22 L=/t

SELECT
cast(topic(2) AS DECIMAL) as device_id,
temperature as reported_temperature,
30 as max_temperature,
'arn:aws:sns:us-east-1:57EXAMPLE833:high_temp_notice' as notify_topic_azrn
FROM 'device/+/data' WHERE temperature > 30

Ol 22 Ct22 =™t
« device/+/data &AM ZE{Q} Lx|5t1T temperature 20| 30ELCH 2 FA|7I Y=
MQTT HIAIX[E =41 CHZ &L Ct.

o AN BALM F HWY @AE MENS T 1072 BHEHSE CFS device_id ZEof &%
%I-L_||:|.
= N

12
M

« HAIX| HO|Z=0|M temperature 2t EEE M
of &gt

5l04 reported_temperature &

« SHA| 2t LIEHHE A 2F 302 MAI6t 1 max_temperature ZEof g&&L|Ct
« notify_topic_arn ZE=of CHEt &= gt2 BHELICEH

c. high_temp_notice & & FX|2| ARNO| = &S & X501 ARN 242 SAtELICEH
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https://console.aws.amazon.com/iot/home#/rulehub

AWS loT Core FHEERE FLHA

d. 7= 2l 2 HE7|2| ARN gf(arn:aws:sns:us-
east-1:57EXAMPLE833:high_temp_notice)g Y& FHM S| ARNSZ HiEL|C},

5. oLt ool 2 dHoiM:

(0]

a. Ol Falof ChEt 7! Al S22 PaH xHed

1T
=2
Pl
A
ra
Of
ol
=
@
-}
a
®
3
o}
(7]
(2]
®
Q
o}
5]
®

=
b. Zred MEH(Select an action)0i| A Lambda &
Lambda function)& ME4EFLICI

c. HY == stErolAM MEfEF ol 74 HO|X|E i 7 s MEEhL(ch

6. T EAolA:

o

& O|F0M M= (Select)2 S =g LICH

o

format-high-temp-notificationS AMEHEFL|C}.
c. Zd 74 (Configure action) SHEFOIA ZFd = 7HAdd action)& E4EFLICH

2 MMsted 72 44 (Create a rule) StEHOIAM 72! 44 (Create rule)S MEREFLICE.

o

0%

Q
=1
1

3EHAl: AWS loT #2! 2/ AWS Lambda 112! 2 E|AE

M 722 E|AESE{T MQTT E2I0|HEE AFE35104 O] RAI|AM AFREHE MQTT HIAIX|E HIAISH
1 FEgLC

M ZolMH AWS loT &
XetHEAM &g HE
= HAIR 27 &

£°o[MQTT 2EI0|HMEE FLICt O|X MQTT E2t0|MES| 7 EE Otz &
g = A&LICH MQTT 2EI0|MEE [HU 2£2| CHE H0|X|Z 0|SstH 75
AELCH

MQTT 2ZI0[HUEE AtE5t0{ =S E|AESHE{H

1. AWS loT 2£ 2| MQTT Z2t0|HE A &2 FXi|(0] B device/+/data)g& FFSELIC

a. MQTT 22to|HEIM 2= ofhollA FX| 2= ME4BHLICH
X ZE| device/+/datal| FXE =3&LC}.

=
= T
c. UMHX|EEE 7|8 d¥E /XIFLICH

o
9
Pl
-
N o
mjo
x
o
ok
r
_ITI_

7= go| =X H Al ot2fo device/+/data”l LIEHLICE.

2. EX C|HIO|A ID device/32/dataz 124 X0l HIA|X|E HAIELICH tLUEFIE EX}IF 2
EE MQTT &=oll= AAIE £ gi'é‘ |—||-_—|'.
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a. MQTT Zct0|HEQ| 7= of2fol| M F=&l| HA|E MEHFLICY.
b. Al E=oi 23 £X| O0|& device/32/datasS =iELICt.
c. Of7[of EAIE HE CIO|HE SAtst FA| O|F ot2fe| WE AXtof HE CIo[HE 204 &
&LCt.
{
"temperature": 38,
"humidity": 80,
"barometer": 1013,
"wind": {
"velocity": 22,
"bearing": 255
}
}

d. MQTT HAIXIE HAlstedH FX|ofl H Al(Publish to topic)S ME4ELICH.

3. R HAIXIZI MSEIR=X] HIELICH

a. MQTT 22t0|AE S| 75 of2Hof| A o|Tol| F+5&F FX| 2ol =24 Ho| AU&LICt

L — =

=AM 20X e 2 HAIXKIE E4E m st old el M HIAIXKIZF = AMEIRE S LIEHHL

-1 =9
Ct.
b. T OF2H0d A device/+/dataE MEHSI0{ HIA|X| HO|ZE7F B2 HAIGH At Lx[etD CHS
ot Zro| EAIE|=X| %*O.JEWIA
{
"temperature": 38,
"humidity": 80,
"barometer": 1013,
"wind": {
"velocity": 22,
"bearing": 255
}
}
c. SNS FANE F55t= Ol ALSe HSHE & lst T HAIX| Ho|2=2| LHEO| Tt Z ol &

AlEl=x| gelghLct

Device 32 reports a temperature of 38, which exceeds the limit of 30.
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ofr

HAIX| FHMH =X ID 2AE HEsteE F HAIX| F=H el siE 2401 A2 ZEE 3

A L—_- O
0|8t topic(2) 42 A UL R 9Hé%'§ UL M 7|5tk IP...
4. 27t EHAIE =H5HX| b= MQTT HAIX|E MESHEML.

a. MQTT 2cI0|HEQ| 5 of2HollM F=HA| HA|S MEHEFL|CH

b. Al Z=of &2 FX|| O|& device/33/datasS =AEL|Ct.

c. 07| EAIE ME CIOIEHE SAtst £X| 0| ofcHel HE AXtof ME HIOIEHE E04 &
&L|Ct.

{

"temperature": 28,

"humidity": 80,

"barometer": 1013,

"wind": {
"velocity": 22,
"bearing": 255

}

}

d. MQTT HAIXIE T&stedd FH HAIE ML

device/+/data 7 50iA &8 HAIX|7F EA|Z[ofok &t X|BF 2 Zfo| & #E| 20 Z|cH
2L 2ot H7| E2o| EX HIAIX|E &R| efotok gfLCt.

AWS Lambda 7#=! & &t & 2| a2

o et Znt7t ZA|E|X| k= EE CHd|stod #Qlslor & H 7HX| At ol d&LCH.

28 HiLI7H U

2=t DIAIXIE AME O 97 Lettol i SiE 9 RE SHSHML. S E7iE Y ORE
+¥ste ol 220| H 4 Bt
. MQTT 220[e1=0ll M 22 HAIXIZH EAIEIX] 84S

device/+/data FA| ZEE 758 42 U™ HAIX|E device/32/data FA|ofl HAIE wiokCh
HMxtol| MHE CHE i HIAIX|7F MQTT Z2to|HEof LIEFLLOF B LICE.
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=HOlsHof & A

F

M
e

E

ok

TE8 A

Hatol dBE Oz U3 HAIX| FXE #5832 AAE mwotch 242 HAIX|S| SAHE O] E A
T|ofoF gFLct.

HIAIR[7} EA|Z[X]

plo™ P =8t FX| olF2 &lstn AHAAIS FX|et H|ZELICH =X O|§2
CHAEXE FFESH 758 FX= HAIX| Ho|=

EE HAlgt X2t SYUsHok &fLICt.

FO|

—

|0II

« HIAIR] HA| &=

J

MQTT Z2t0|AE o] 7501 A device/+/dataE MEYSt T HA| HIAIX[e] =XE & QlE CHE =X
ol HIAIE MEdgfL|ct | ofefel HE &Kol M HIAIX] HO|2 =7} HIA|X| S0l LEEHELICH

= - "1d

« SMS HAIX|7} = Al E|X| BEZ

20| 2 SstcdH IHIAIXIE 4ot SNS gEle MEe = UTF HEl S Foiste

O| 2lo{oF 3t MIAIX|E == &laHoF & LCt.
2 QlsloF & ALY

MQTT S2to|HEE A&l FQl E2£2 s 72 St AWS 2o Qlo{ok gfL|ct,

. HAIXI Ho|2E0| 2% Zho| ElAE UHZte Antst=x| 2ol

0Ol

on
»

o
mjo
1
0%
Q'I_I
>~
ro
b
C

. T3 A2 2ol U2 HAIX| FH &l

SotedH & 22l 22| FROM ™o = A ZEet dR[et= A o|F0| Z&f & |

| — —

OfoF &fLICt.

MQTT Z2to|AEol| e FH ol Hxtet & 72 el 20lM X EE o HAHE FlotM L.
ZX o|§2 thAEXE FEotH HAIX|e| FHE & #El 22 =X EEeE Yx|stoF ZLch.

- U HAIX| HolzE2| LIE = ¢l

20| 2 Sttt SELECT 20 A MAE HAIX| HO|Z=0i| M C|o|&{ H=E ArofofF ZLct.

=
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MQTT Z2t0|E0 /U= HAIX| Ho[2=o| HXet & & #Hel BEE 2| temperature E
E HXIE gAML, EE O|§2 EH*E'- AE FEotH 72 #Hel 22f temperature EEE=
HAIX| HO|ZE 2| temperature ZEQ SN0k EHLIC}.

HIAIX| HO|ZE2| JSON EAM 2| EAl0| 2HIEX| EQISHM L. JSONO|| & & F2tn

Ao AEoM elE = d&LICH

m\l
ro
to

®;t

« Amazon SNS 2] &9l

£ ™&E35= Amazon SNS FA| 2440 M Amazon SNS &l HIAE S}
10| xF
|

Sot=X| Hlstes LS HYsts 3EHHE HEstM2.

HAIXIE ELHE AWS Lambda Bf = 40l M E| A E O|O|E{& AH& 3104 Lambda

I
g5 E|AES D Lambda B+ E HAES = YHg MHS= 5HAHE BESIAR.

A HYole el FHME Lo M FHME AAME + e Hetol {o{oF FLct.

HAIX| HIOIHE +4lst 1 CHA| AIASHE S A B ste SM2 AFSE FHof el CHEL
EP HIAIX| HIOIEHE EMI HAlstE ol MEElE FHME HEste E2 & Aol dg s ddlol
Edto] B =AMt RISt YA S ool EsHok & LICH.

4EHA: 2 A ohE BA HE

O| R*t& MM E:

CHS

A2 A XA HA|IX| HO|REEE AF2E Amazon SNS €212 EH Lambda & 42 £&35t= AWS
loT #&le MM&LIC.

& 2| EolM ZHEFEF sQL #HE(2t & AL S04 Lambda & 0l CHEF Al HIAIX| HIO|Z=

DrEA&LICH

MQTT Z2I0|MHEE AIE35t04 AWS loT 1&IE EHAERISLICE

EHA
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ol A2 ALB 3o T 7HK| 2R HAIXIE H& 3 % o RAlS
SHE4 HIAIXIZE MBS ElE Al7[of YBS S| HOISMR. OFS
olciofglLict.

- AU HAIXIS] FAIM device_idE AT BA HAIX| LiI8S| ¥&S aH& &L
La

. A 22| BolM ME WSS HBSD, M AN ASSHES
1, 25 HIAIK L8 2l B8 BErErLIch

7

- X 2 A 2|4 220 CiEt HIAE 75 22| BoiM BHIAEE HZEELICEH Lambda &8
ClO|E 30 M MHIA|X| @AlE KI8T max_temperature 0|52 HZASIE [JE UX| OIMI2

X
* AWS loT &2 It AtEste S L UE & JUeE 2FE 3= Lol CHE RtMIEF LIE2 A
WS

Mg BZSMRELIEZ A

ClHO|A ME2 2 C|HO[AT 2 Z 2Rl A e [ C|HFO[A A Ef | K|

Ol K&y MollAS AWS loT ClbhOlA ME 2 MHIAS ALS5t0d ClHtolA 0| M) HEE XEHstD o
ClO|E3Hs WS H0iFLICH JSON 24101 ME R EAM L ClHto|A, 22 4 = Mu|AAM HA|
B HIAIXIE 7|80 2 ClutolA AEfol HEHE 2oiFLICH of A& MoIM MES A= TT o A
H318 20iFLICH Ol A& MollAE ClHOlAT} QIE{LIol M 20| Zo{E HLE ME L7} 0| &
S8 R{E st YT} CIBHOlAT} CHA 220l MEf7} Elof O] M2 8 248 I ClutolA0f 2|4l e

= o

YEE COHA| MEsteE ST EodFLCH

M5 o 228 AWS loT 2|44 U EHe stEfo] MHFE AIEFSto] 047]|0f ZEAIE &=MCHE

Ol RH&EME At 20| E&LICH 22{H IiHE MEXMe 2 <= ol =20| ELICh o] Xt&
g Fdstn Adst= %*H £ EoiELIC AWS [oT.

MolMESt &7 AHE & Raspberry Pi C|HFO|AE T
Qe tEH0{7t el B A& AE AHE RS ClHO
O|AE Mddstod At&ME mete = U&LICt

&M AILIE[2 7 e

O| ‘t& M| AlLIEIRE M7 ol My S #HEs5t 0 sl CIO|HE ol E M= T AlAlSteE 2Z
H = MH[AQILICEH O] RigME H§ AESEZ] A& Mo dBE EIHFOIA MES 7|53 fAHSH

Hs
LICE o] Mol A& AMoMHE BY SeiA M0 =HE W

"
8% 4 Ut WHe HoiELID

H Raspberry Pi C|HFO|AO| A F$4
o1k BEE MES EE of2) ClholA

IIIIIII

A
T
CHS AH& A= AWS loT C|HHO|A ME? MHIAE AH8stE WS Hi¢®= ol =20| Lt

- REECY: M= oiE2|70|MH A S 2|3l Raspberry Pi £H|
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ol Rt& MollMEol 94736t 7| 2I8l Raspberry Pi C|HIO|A S MAstE wHE HoiELICH AWS loT.

FAWS loT H2 EAQ AFE EIAAE MH5tD QIS MHE CIRELEE CFE Y AlE 2420

2 HAZEELICt o]l KiEMeE &t&5te o & 308 A EL|CH.

M: CIHO|A SDK Ad%| & ClHIO|A ME2E ME o Z2|7| 0| M

|>

02 HA
o> 2 r°"

pa

5

O| AAEMoIME 2Rft =3, AZEQ0{ L AWS loT Device SDK for PythonE x|etCtg ME
ME<? ofEZZ|70o|ME A&ste WS EoiELICt 0| At& M= Raspberry Pi EE= CHE CHHO[A
2ol MAIE 7HE2 7IEe 2 St 2t 25t O 2028 0] A ELCt

. RHEM: ME 9 I MQTT BIAE 22t0|HIES ALS5H0 C|HHO|A ME 2o &5 58

0| Ak& Mol M= shadow.p 2 AF235104 AWS loT C|HIO|A AHE 9} A
To| AEf B4 ZHo| A5 Ef o{EFLICt. O] A& MM E ClHIO|A MHESR 9]
ol 2=l Z=xfof MQTT HIAIX|E MEste wWHE EoiELICH O] RIS ME &t28t= O 2 4580 &
SELICH

AWS loT C|HIO|A ME2R 7HR

HFO|A A== AWS loT EﬂIIAEEIOiIH MHE AE 2lAAR BE|ElE ClHo|A Q| X|& Rl 7t
E?j 2ILICH M= =M= ClHto|A S| 3| M Ef HEE XM st AMSt= ol AF&El= JSON E

JavaScript 7% EMULICH Cl|HFO|A T} QIE{Sof HAZAT|0] QU=X| 0 0f A QI0| MERE A
5t03 MQTT #X| EE= HTTP REST APIE &3l C|HO|A Q| HEHE J7IX1 AME = /J&LIch

o rr o; n

HE? EMolE ClHtO|A & Efo| O|2{EF HRE HHSE state HH0| L |0 U&LICH

>

« desired: Y2 desired ZA|E YO|IO|ESt0{ C|HIO|A &Ko CHEl HHote HEHE XIMELICEH
« reported: C|HIO|AE reported ZH&l|ofl S4AH MEHE E & LICH.
- delta: delta AN M &5t= AEfet E T E AE| ZHo| XtO|& AWS loT E & L|Ct.

OS2 M EMef of L.

{
"state": {

"desired": {
"color": "green"
},

"reported": {
"color": "blue"
.
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"delta": {
"color": "green"
}
}
}
ClHFO|A S| MER BEME UOlo|EsiEdH™ of| 2 El MQTT A, HTTPZ GET, UPDATE %! DELETE &}
2 X|stE ClHO|A M= REST API & AWS IoT CLIE AF2&HLCt

O|™ oflof M desired A& S yellowZ f4H3tE4 stcho 7H-9EtLICt o= A &2
UpdateThingShadow API0| 8 & M&st7{Lt O|0|E £ $aws/things/THING_NAME/
shadow/update0i| HA|X|E HAISIAIL.

{
"state": {
"desired": {
"color": yellow
}
}
}

T T = oo™
= M desired &EfE delta A0l AWS loT HA|&LICt$aws/things/THING_NAME/shadow/
delta. 0| 42 ME<? EME= Ct31t Z&LCt.

HololEE 2ol X|EE =gt S 2 O|ELICH CHOlA MERE 83 M2 UH0|ER &

{
"state": {
"desired": {
"color": yellow
1,
"reported": {
"color": green
I
"delta": {
"color": yellow
}
}
}

Je4™ M AER7} CHS JSON MIA|X[$aws/things/THING_NAME/shadow/update®} &7 Update
FME M835H0{ AWS loT C|HO|A ME< 0l 2T EL|CH.
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{
"state": {
"reported": {
"color": yellow
}
}
}

$4RH 4B HEE ©doP{™ GetThingShadow API0| & M& 3Lt Get A $aws/things/
THING_NAME/shadow/get0l MQTT MHIA|X|E HAISHHIL.

ClHFO|A ME S AMH|A AFEof CHE REAIBH LI&2 AWS loT CIHHO[A ME S MH|A BHE & X6
Ne.

Clukol A, ¢ % A{HIAOA ClHOlA ME S ALSO| CHEH REAMIBH LIS CIHHOIAMM MES AHS &
9 9l MHIA0|M MEP AHS EHHIS BHESHHIR.

AWS loT M= 2oto| 4% g0 Ciet R MIEH LI 2 MM HESIM Mot &35 5.

o —

MQTT 0lef =X L HTTP REST APIoi| CH8 REMIEH LI 2 CIHFO|A ME<2 MQTT &4l & C|Hfo|A
ME S REST AP| EH2 X 5HM L.

FEEY: M2 oiZ2[7old &S ?lsll Raspberry Pi £H|

O| Zt& Mol = Raspberry Pi C|HIO|AE HE A T35t CIHO|ATE MQTT HIAIX|E &6t 1
ghots o 228 AWS loT ZIaAE HHsts WS EoiELIch

(® Note

the section called “Amazon EC2E AF&3t0{ 74 C|HO|A M2 (E) A& 52l 4< o] o
O|X|& LA T the section called “C|HIO|A AP Z(B) HILE & Q&LICH 74 AHES T
£ i o|z48t EIAAE BHELICH Raspberry Pi7f Ot CHE CIHIO|AE AFEdlEdE B9 &6t
= C|Hto|Aof A ol24Et AtEAME [HEISHE = USLICH.

O| A& MoMHE CHSE2 85t YRS Lot= Lt

« Raspberry Pi C[HIO|AE MX5t o} BH AL SHES L ABHLICH AWS IoT.

« C|HFO|AT} MH[AQL 245 2& AWS loT & = U= HEtE F045t= AWS loT M EMHE Mo

L|ch.
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* X.509 C|H}O|A Q1B M AWS IoT 0 M AtE ElAAE HEe Ohe X EME (T LICH

EX = AWS loT tllX|&Eg2|of = ClHo|A S| 7he EFQILICH 1E M= Zo4oi C|HO|AE 2l
S AWS loT ot H3 EX= ClHO|AT7 85 X EE &+ /U= TetE FoIgLICH AWS loT.

ol ‘res ME M3t Wy

ClHtO|A ME2& shadow.py ME OHEZ|FO|MHM2 A&SHE{H AWS loTH| 1A5H= Raspberry
Pi ClHFO|A T T BHLIC} 0970f L9t Q= & ACHE O] RF&AE [t2t5od Raspberry Pi 2! &HiE
HMMEl DERE Al HAE HMH5tT, 88 ALE 2laAo] Ol HAME ddst= [Oo| E&
L|Ct. 23 CHZ Raspberry Piol M X|&5t= el E AFE X QIE{H 0| A(GUI)E AHESH0{ C|HIO|A

o Het KoM AWS loT 2£2 Qo{0| AtEME [HE == U&LICH J2{H HZE2 <l °|’°A‘|E

Raspberry Piol| 2/ CtR2EEE = U&LICH AWS loT.
O R*t&ME AlZH5H7| Tof CHE At E &relslof &hLICt.

« AWS A™. e B AlEsh7| ™ol A5 AWS AHo|M dYSHE HAHE 2=25HM2. ol RIS ME
225240 AWS A L AWS loT 2£0| 2R ELICt

« Raspberry Pi & 23t i HMME|. Ot AHE Ol 2 FHLICH.

- Raspberry Pi 3 Model B EE= %41 2 & O] XH& M= O™ T Q| Raspberry Pioll M & S& = U
X|et HIAEE|X| ek &LICH

« Raspberry Pi OS(32H|E) 0|4, %|Al H{F1 Q| Raspberry Pi OSE AI& 3= Z10| E4LICH O|F H
Mol OS= = &5t K|B EHIAEE|X| k& LICE

« O|HY EE= Wi-Fi 244,

- 7|EE, OtRA, ZLIE, 0|2 & MY SFEXI.
Ol At&Me &t235t= o & 308 AL FLC
1EHAl: Raspberry Pi C|HFO|A A& 2! 7214

o MMofM=2t B7H AL & Raspberry Pi C|HIO|AE FAEHLICE AWS IoT.

/A Important
ol X|&S CtE Clbtola W 2% Mol HBste He ofzdg + laLich olafst x|
£ afiMdst Clto|Ao MBE 4 US BF3 CIHtO|AE Z ofstatioF BLICH EX|71 & st
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™ CtE& C[Hio|A S4(0d: Amazon EC2E AF& 504 7“* C|HFO|A MM EE &= Windows EE&
Linux PC EE= Mac2 AWS IoT C|HIO|A R Al8) & StLIE CHRte 2 A3l & = A &LICt

24 AMHA(0S)E | Fot o, QlE{ullof| sk, 3
Aok &HLICH Raspberry Piofl A
P10l AH&EAMe| LIHX| #&

MHA

ClIE{m|o|A0M 43 xf-g-%g ¢ AUCE
Raspberry Pi& +
5to{ AWS loT 2&

""0 oI-
mo
>
ol
=
o

Raspberry Pi& M&35t2iH L2 s&ehLICt.

1. SD 7= & Raspberry Pi2| MicroSD 7= €% 0l & gfL|Ct. L& SD 7lE0= EEE B2t &
0S dx| Hw& EAlste Ax| Zelxt7t 02 EEX[0{ /{&LICH Raspberry Pi O|0|X & At& 5104
FtE0] OSE Mx|& =& JU&Lct

2. Raspberry Pi| HDMI ZE0f @1Z35= HDMI HO|E0| HDMI TV EE= ZLIE{E 48t}
3. 7|2 =9} 0} A E Raspberry PiQ| USB ZE0f 9148 CIE ™M o{RHE{E 9445l EEE FE

gLt

Raspberry Pi7t 2&/El £, SD 7t=0f| dx| ZE2[xXt7} 02| EEE E2 298 MAE dx|st= w7t
LIEHE LICH OSE XISt Ol 287t e B2 CtE BAE Al e = AU&LICH Raspberry Pi A7
ofl CHBt RFA[SH L2 Raspberry Pi A& & XM 2.

Raspberry Pi A0l 2A|7F U= E2:

- HEE BEEIF 7| ™o SD 7l =

S % H = AA
A Hi%7F LIEHLER] §E 2 o= 4&LICH
« TV EE ELE7 74 {1 SHE 30| MEiE|o{ QIEX] # gLt

m||u
oto
g'l_l
Kl
z0
rr
Ral
o
o
o
r
[ul

+ Raspberry Pi 8 AZE9||0

Raspberry Pi OSE M x|t 448 £ Raspberry Pi2| ¥ HE2IR2X{E €1 AWS loT Core 2 2 0|
&3oto0| Zt& M| LIHK| EFAIE A& g LICH

AWS loT Core 2£ 2 ¥ & /2™ Raspberry Pi7l ZH|E|T 2 A& RIgle £ & LICHhe section
called “0fl A C|HIO|A = 2 H|X{'D AWS loT ”.

EM7E AISEAHL F7F 20| 2R F A< Raspberry Piof CHeF =2 Y 2 & EFHML

ClHtOlA MESE C|Hto|AT7F 2= 2l &Ef H C|HtOo|A &Ef /X 240


https://projects.raspberrypi.org/en/projects/raspberry-pi-setting-up/
https://projects.raspberrypi.org/en/projects/raspberry-pi-setting-up/5

AWS loT Core FHEERE FLHA

Kt& M0 M ClHIO|A = 2H|X{'E AWS loT

I:

Ol MM ME K& MM AFHEE AWS IoT Core EIAAE MAEFLICEH

oA C|HFO|AE Z 2 H|X'Est= EHAl AWS loT
« 1EHA!: C|HFO|A AME 0] CHEF AWS 0T Z4%ZH A A

« 2EA ALE 2|AAE BIET HAE AE0 HE

- 3EA AN S O3 HA HE

1EHA|: C|HFO|A AHE= 20| CHEF AWS loT H&H Ao

X.509 215 M= C|H}O|AE Q18 8FL|Ct AWS IoT Core. AWS loT X2 C|H}o|A 7} CIH
MH|A0M AFESHE MQTT 0|2k =X|E 55 HLE AIASHE S2| AWS loT e #%%riﬁ 51
235t QIS Mo AZQELICE ClHFO|A 7L A5t HIAIXIE B [} Q1B ME MBELICHAWS loT
Core.

O| ArtoM= ClHtO|A7F MM Z2 a2 E Aste o E2BF AWS loT HYUE st S 518
E’S"‘—'.*% DrELICH e sst= ol 22 P =i

[
WS loT Mg Y8t oS LSl d4e ClHiolA RIF Mol AL

_L

mlo

Ad
o

0z

=

(][]

AWS loT MM

MM (Policies)2 MEAEFLICH HHof| 7|& ER0| U=
Ot %] & 0| @& LICH You don't have a policy
yet) H O|X|0f| A Zd2H MM (Create a policy)S AMEHEHLIC.

2. B 4 Holx|olM CtEE +>ELICH

w

12
o
i

O|&(Name) Z=0f 24 0| (0d: My_Device_Shadow_policy)S =g |Ct.
of 7Hel Al HEE AP35t oF ELCH

b. B 2MoiM, MQTT ol FHIE A At 58 =+ /= HetE ClHio|A0f Foiste
d, 75, +4 W AN FYe dFE Lo

N

Ctg ME HMZ SAsto] A 2 Mof| 8o{E&LICH thingnameE& M 88 ALE2| 0|F
(0dl: My_light_bulb), region& MH|AE AL&3St= AWS loT 2|T, account & ALS %t
AWS HH 815 2 HHELICH AWS loT &40 CHEt REMIEH LIS *4'/5% HESAAWS
loT Core %4,
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JSON

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"iot:Publish"
1,
"Resource": [
"arn:aws:iot:us-east-1:123456789012:topic/$aws/
things/thingname/shadow/get",
"arn:aws:iot:us-east-1:123456789012:topic/$aws/
things/thingname/shadow/update"
]
}I
{
"Effect": "Allow",

"Action": [
"iot:Receive"
1,
"Resource": [
"arn:aws:iot:us-east-1:123456789012:topic/$aws/
things/thingname/shadow/get/accepted”,
"arn:aws:iot:us-east-1:123456789012:topic/$aws/
things/thingname/shadow/get/xejected”,
"arn:aws:iot:us-east-1:123456789012:topic/$aws/
things/thingname/shadow/update/accepted”,
"arn:aws:iot:us-east-1:123456789012:topic/$aws/
things/thingname/shadow/update/rejected",
"arn:aws:iot:us-east-1:123456789012:topic/$aws/
things/thingname/shadow/update/delta"
]
}I
{
"Effect": "Allow",

"Action": [
"iot:Subscribe"

1,

"Resource": [
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"arn:aws:iot:us-east-1:123456789012:topicfiltexr/$aws/
things/thingname/shadow/get/accepted”,
"arn:aws:iot:us-east-1:123456789012:topicfiltex/$aws/
things/thingname/shadow/get/xejected”,
"arn:aws:iot:us-east-1:123456789012:topicfiltexr/$aws/
things/thingname/shadow/update/accepted”,
"arn:aws:iot:us-east-1:123456789012:topicfiltex/$aws/
things/thingname/shadow/update/rejected",
"arn:aws:iot:us-east-1:123456789012:topicfiltex/$aws/
things/thingname/shadow/update/delta"

]
}I
{
"Effect": "Allow",
"Action": "iot:Connect",
"Resource": "arn:aws:iot:us-east-1:123456789012:client/test-
xn
}
]
}
2CHAl AIZ EIAAE DHED HHME ALZ 0| 2

of Q1A= C|HFO|A = AWS loT HIX|AER|O| AFE E|AAZR E3E AWS loT £ USLICH AFE 2|4
AE Ol RFEMO Mot 22 EY CIHIO|A &= =2|™ AE{E|E LIEFLICEH

27| Br=7(. o] &}

mﬂ

M AtEE

Al
o
&XMC BHAHE =T

HAYSH= HEHS of
=

He{Hol| AHE EHAHIE AWS IoTIH2 M| 2 A

e 32 A2 oSt 24Ut

1. Bt AFE M4 (Create a single thing)2 MBIt 1 0|F(Name) Z=0f O|Fof A MM mff x|
X8t thingname(0d: My_light_bulb)at S8t At=2| 0|2 ZFLICH

AtZ O|&0| HHE o|F0l= 1 0|&& HtE == gl&LICH t
CtH thingnameO|2tE OB 2 Z M W2 BHE T O|™ A2 M XISHA L.

® Note
A= O|Fof 7hel A BEE ALE5tH o ELICH A= O|§ 2 &=&tEX| e S H 2

T Mo LIEFE = &LICt
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2. 215 M M E(Certificate created!) HO[X|2| Zt CIEM THUZ, &7 HE + U= IR CIREE
st ol E5Uct M E ol EE|7o|Me M™stEd™ olafet mdS Mx(sof & LICt.

Raspberry Pi2| home CIEE{Z2|0f| Q= certs 5t CIHE 2|0 Tt LS CIRZ =350 CHS E0iAM
MNetste= T2 ZHZHo| O|§ 2 O ¢tEHet 0|22 X[™Hst= X0l E&LICH

r|r

jrigel| nd d=

FE CAQSM ~/certs/Amazon-root-CA-1.pem
ClHtO|A RIB M ~/certs/device.pem.crt
Zztold! 7| ~/certs/private.pem.key

3. ABME st AAS Y3 E & Y HZE S AWS loTAE St T 0|0 A48 H&Y(odl:
(o 4

My_Device_Shadow_policy)2 AFE0i o

>
M
mjo
0z
0%

B £ol= AWS loT 2£0| ALE S S0l ALE 22271 EAIELICH

°
Pl

>.
X
2
>

=
n
Ojo
fjo
1
o
9:'—'
rir
oz
I
o
0o
ie)
T
50
i
T
n

- Raspberry Pi C|HFO|A A 2 24,
X

* ClHOIATZE MH|AQL &= HE AWS loT & = U F HES F0I5t= AWS loT BH EAME &9
%I-L_||:|.
= -

« ME Elas YW AZLEIX509 ClHIO|A QIS ME BFE T o470l HA B AZ.

CHS EA

O|A| Python& AWS loT C|HIO|A SDKE M X|5t1, shadow.py MEZ o Z2|7{|o|M2 A&™stT, ElHF
OlA MERE AE5t0{ HEfE MOo{E = U&LICE Ol AIEMHE A st Wdof CHEt REMIEH LIS
Xt&AM: C|HHO|A SDK 4| 3! C[Hto|A ME2E ME o E2|7H 0|

At& A ClHtO|A SDK & & ClHHO|A MES?E HME oiEE([7H0|M A

O] MMoiHE B8 AZEQ0{2F AWS IoT Device SDK for Python2 A %[5t shadow.py MZ
OHEZ|70|ME M-t M= EME HEST M= 4EIE HMoiste WS 2o{FLct

ClHtOlA MESE C|Hto|AT7F 2= 210l EHY [ CIHIO|A & Ef § X

244



AWS loT Core FHEERE FLHA

O| ‘t&MoME CHEE sdsts YHE YotELCh

« MX|El AZEQ0{2} AWS loT Device SDK for Python2 Al&3l0 MEZ 2 AlgHsLICTH

=
. ME A2 ALB30f Zte YAstH AWS loT 2&0f 2ot 2Hol HAIEIE = she wiig opEL

+ shadow.py MZ HI MQTT Z2EES AF85t01 ME 2 4EHE YOIO|ESHE UHS AEE L
Ct.

Ol Rt&ME A™str| ol CheE s~ ELIC

E Mt AWS A, Raspberry Pi C|HIO|AE F4435t 1, C|HIO|AO] ClHFO|A AHES
MQTT olef THME HAlstD #5& = U= HES F0{5t= AWS loT AtEt HMS o
Ch. XtM[EH LIS REEIY: =< oiE2|70|MH A& S 2|5l Raspberry Pi £H| Bt 2
o

—r .

Hat{of L
=

SEC SN

Git, Python & AWS loT Device SDK for Python= Ad%|3Hof & LICt. O] At&AME At& A Raspberry
Pi EE= CHE ClHIO|A 2o MEE 7HEE 7|8t e 2 gL siY XtEME AIZ5HR| f2 E< i
o Xh& Aol MHE EAof et 215 A o 2! Device SDKE A k|8 CHS O A& ME S0}t A
shadow.py MEZ HE Adst= Lol E&LIC

Ol ‘t& Mol Hig Li&2 Ch5t Z&Licth

« 1Et7|: shadow.py AHE H A&

 2EHA!: shadow.py C|HIO|A SDK ME Y HE

+ 3EHA!: shadow.py HZ & 2| 32

« 4EHA: AN SICE BAH EE

ol At&Me 2t&ste o of 208 0| A FLICH

1E2t7: shadow.py MHZ 4 AlsH

T

shadow.py MZ HS A™As7| Mol HRITF QS Aol o|Fx IR 2ol ChE HEIH 2 E L
Ct.
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ofZ 2|70l mtetolE Zf

It 2+ 0| E U 2 = Ae /AR

your-iot-thing-name 0l A O|Tof M8t AWS loT AFZ Q| O|& L
Ctthe section called “2EtA|: AFE 2|AAE OHE
I HMS AEo A8
Ol 2t 3roed™ AWS loT 2£0M ZE|
(Manage)& ME4EF CHE ALZ(Things)2 MEIE
L|Ct.

your-iot-endpoint your-iot-endpoint Zfo| &

Al endpoint_id -ats.iot.
region.amazonaws.com (0: a3qj468EX

AMPLE-ats.iot.us-west-2.ama
zonaws.com )LICt O] k2 Fop{H:

1. AWS loT Z& 0| A B 2|(Manage)& ME4EH
CHS AFE(Things)S ME4EFLICE.

2. C|HIO|AB S 2 M8 1oT AHS(O|TH0]| AFHE
§t O|& 2l My_light_bulb)2 MEISICIS &5
2t E(Interact)2 MEAEILICH AFE MR HE
0| X|2] HTTPS MlMoj AIEZQIET} E Al
=[5

0z
Mk
2
o
gu
m
L]
HU
o
ofn
o
T
[ul

cd ~/aws-iot-device-sdk-python-v2/samples

AL

2. 042

HHE oM EAE CHE your-iot-endpoint X your-iot-thing-names Ht# 1 O &H
P A™eLch

python3 shadow.py --ca_file ~/certs/Amazon-root-CA-1.pem --cert ~/certs/
device.pem.crt --key ~/certs/private.pem.key --endpoint your-iot-endpoint --
thing_name your-iot-thing-name
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3. HME MM CtS AL S HIELICH

1. AH2e| AWS loT MH|A0] A& LICH.
2. Delta O|HIEQ} Update & Get SE S ST LICH
3. EHOIEo| |5t g4f2 L2stet= HIAIXK|7F EAIELICE

4. ChSo fAEH 230 ZA|ELIC

—_

Connecting to a3qEXAMPLEffp-ats.iot.us-west-2.amazonaws.com with client ID
'test-0c8ae2ff-cc87-49d2-a82a-ae7bald@cab5a’. ..

Connected!

Subscribing to Delta events...

Subscribing to Update responses...

Subscribing to Get responses...

Requesting current shadow state...

Launching thread to read user input...

Finished getting initial shadow state.

Shadow contains reported value 'off'.

Enter desired value:

(® Note
shadow.py ME ¥ Adst= Ol X7 /= B the section called “3EHA: shadow. py
ME Y =X HES2(E) dEELLICE EXNE idste Ol =20l 8 = Ue F7t HEE ¢o
o{™ BHE0 --verbosity debug L2tOIEIE F7t5t0 MHE Ho| =& S 2o CHE

AEMIEE HIAIK|E EA|ISFE S ghL|Ct.

MES Mol 2 U2t Holo|= 8 BrarerLict

EOIgo 2t2 2356t0 desired 2t 2 YOIO|EFLICE. O|= reported 4= JCEIO|EELICE E{O|
Holl M4 yellowE U=dtCtn 7HHEFLICH reported 2 yellow MA o2 AC|o|EE/LICt. Cf
22 EHOldo EALl= HAIXIE £0& LTt

lIi)|

Enter desired value:

yellow

Changed local shadow value to 'yellow'.
Updating reported shadow value to 'yellow'...
Update request published.
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Finished updating reported shadow value to 'yellow'.

Al ME7FAWS loT MM EL|CH M8
201504 AWS loT 224 2| reported L desired Zfoll HA|

O] MOIO|E @HEE HAISIH AtZ 2|20 CHE 7|2 Eei4
o =
= I
LICIMy_light_bulb. M= EA0iA YE|O|EE EBiH:

N2 Bl AAO:

o
)ofl chet
# oololE e8e BEY

1. AWS loT 2&0|M &2|E MENSH C}

=4 2 MEiE
L EANEAE S0 MAEHAIE S MEHS T AHE R (Shadows)E MEHSHCHS SeiAl MER
(Classic Shadow)& MEHEILICE.

MES ZMe CHE31F RASHOF 6tH, yellow Me o= M E reported 2 desired 242 2045
LICt O ZtE2 EAM| M= &fEf AMof Ltet U&LCt.

AAEH

{

"desired": {

"welcome": "aws-iot",
"color": "yellow"

b,

"reported": {
"welcome": "aws-iot",
"color": "yellow"

}

}

EtUARNE HE @ HHY HE 7t 3 E HIEtH|O|E AT EAIELICH

HA BiS 71 1M S7HELICH YO|0|E ™o HEHE =
AT Ux|5HK| b2 A MH|ATFHTTP 409 S5 2 3=

"metadata": {
"desired": {
"welcome": {
"timestamp": 1620156892
.
"color": {
"timestamp": 1620156893
}
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},
"reported": {
"welcome": {
"timestamp": 1620156892
},
"color": {
"timestamp": 1620156893
}
}
I
"version": 10

}

RFE Mol 4EHA: A
AE Zolo|oE

—

|_|:|I

=

=l

Pl

=E
=
Al

xt
=

ol e =

5t04 C|HFO|A MER et 45 ZZ(Q)E FI™SIMR. MEiMo 2 & MMM shadow.py ME 2
A
T

2EHA|: shadow.py C|HIO|A SDK ME 4 HE

O] MMM E O] Rk& Mol AL El AWS IoT Device SDK v2 for Python2| shadow.py MEZ g 4
EgfLct 07| MQTT & MQTT over WSS ZE2EZ2 AWS IoT Core AF25l040f A5t g
S MTEZASLICH AWS ZE HEFQ(AWS-CRT) 20|22 ElE 519 4F EAl Z2E 22 X|¥stH

Python& AWS loT Device SDK v20i Z & (o] Q)& L|Ct.

Ol RAt&MHIM= WSSE S8l MQTT 2 MQTTE A& 3SHX|ZHE HTTPS RS HlAISHE ClHIO|A
E AWS loT X[ & LICH CIHFO|AMM HTTP MHIA|X|E & St= Python Z2 13 9| 0| = Python 2
requests ctO|EZ{2|E ME3Ft= HTTPS ZE o & HAESAR.

ClHtO|A Salof Ar8e Z2 E Zof| CHet LHE o = Lol cHEr REMIEE LY

HEZ Y
oL= =
2 ClHto|A SAIE @[t oEEFoHd 22 EF M= EHp

MQTT

shadow.py MZ2 mgtt_connection_builder0|M mtls_from_path(047|0] EAIE)E S E5H
MMQTT Z2EZ2 A&35t0{ AWS loT Core 22| 142 MHEFLICE mtls_from_pathe X.509
RIBMLL TLS v1.2E AtE3toq C|HIO|AE QIE B LICE AWS CRT 2IO|EEE[= siiE Ao ot ¢l ==
= Mg B2 E Melguo

mqtt_connection = mgtt_connection_builder.mtls_from_path(
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endpoint=args.endpoint,

cert_filepath=args.cert,

pri_key_filepath=args.key,

ca_filepath=args.ca_file,
client_bootstrap=client_bootstrap,
on_connection_interrupted=on_connection_interrupted,
on_connection_resumed=on_connection_resumed,
client_id=args.client_id,

clean_session=False,

keep_alive_secs=6

« endpointEs HWHEO|M S AWS loT HEZQIEO|H client_id=0A{O| C|HIO|AE 1R
st A5t IDYLICH AWS 2|F.

« cert_filepath,pri_key_filepath %! ca_filepath& CIHIO|AQ| QIZ M &l ZEto|Y! 7| u}
Ut FE CA Ttof chet Z2 Lt

« client_bootstrap2 £ &l &5 2 AMElste 38 TEHR 240l
mqtt_connection_builder.mtls_from_path& Z&35l7| ™of| QIAEASHELICEH

=
« on_connection_interrupted %! on_connection_resumed= C|HIO|A Q| 94Z40| S EHZ|QUICH

7t M7NE W ZE5tE 9 gf+Lich

« clean_session2 MEZ2 AT MMHE AEX| E= EXMGHE B2 7|IE MHlMo]| CHA| AAZE K|
048 2lL|C}. keep_alive_secst= CONNECT @YUM MEE A4 S K| Z2H(=)LICH o] ZtH2

E|

o =
Z ping0| A5 22 MSEILICH MEE 0] Zt2l 1.5H] £0i pingS A6 X| gt 2™ AZH0| Zo{X|
= 7do 2 J}&shLC},

shadow.py MZ2 8t mgtt_connection_builderOiA
websockets_with_default_aws_signing2 £Z£35t0i WSSE S35 MQTT Z2EZ2 AL&35}04
AWS loT Core 22| 9148 M™EFLICE MQTT over WSSE MQTTRF S8t ut2t0|E{E AFSSHod Tt
gt 22 &7t ot2ta|e & AASELCH

« regiont Signature V4 @150 A&kl AWS ME 2[H0|0H credentials_providere
1B 0l ArE5t7| I MBEl= AWS A4 SHLICE 2|1H2 BHEEHM M ET
credentials_provider &=
mqtt_connection_builder.websockets_with_default_aws_signingS £&35}7| 2T

—
QIABAASIEILICE

—

- websocket_proxy_optionsE ZEA| SAEE ME5= 3
L HTTP ZEA| SMYLICH shadow.py M

I3
2
(=)
x
o
E-\.I-
rlo 0

ClHtOlA MESE C|Hto|AT7F 2= 2l &Ef H C|HtOo|A &Ef /X 250


https://github.com/awslabs/aws-crt-python/blob/89207bcf1387177034e02fe29e8e469ca45e39b7/awscrt/awsiot_mqtt_connection_builder.py
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mqtt_connection_builder.websockets_with_default_aws_signing2 £ &37| &To0]
QIAEAIASHEIL|CY.

2 HdZAg MYstedn A5t 25| AZE WikR| ZICHRILICH AZA R0 UK &
o HHO| Ch7|dol| MEELICH AL HE2 HE O|HEE TS5t HAIXKIE °*'3|0|E°h—
7tX21 MH|A £F(QoS) =& 0| 1(mqtt.QoS.AT_LEAST_ONCE)Q! MA|X|E H Al LICt

m IIIII=I

CIHFO|AZF QoS =& 12| HIAIXIE TS5t HAIX| EZ27{= ClHIO|AZ M&EY + e WHK| .
HO|A T} =3 HIAIX|IE MEELICH HAIX| EE7{= C|HIO| A2 R E PUBACK SES &S WX
HAIXIE CHA| TS LICH

MQTT Z2EZ0 CHt XtM[EH LHE2 MQTT Z2EZ ZE L MQTT EHHE FXSHMIR.

O| Rk& MO AL £|= MQTT, MQTT over WSS, &7 MM L QoS =F o CHSt REAIEH LIE2
pubsub.py Device SDK ME & HE B FHE5HM L.

AlStistd E{0| o] L5 HIAIR|7}F EAIE|D desired 2 2dsi2t= HIAIX|
Ct Z2 A LF 7} Mst B2 @[ 2 C|HZUSE{E HX| A|AE0| 2HIE

srolg 4 QgL

-III
i
d
I
1]

A0 et 27 HAIR|= 444 2X|E LIEFHLHH Host name was invalid for dns

resolution EE= Connection was closed unexpectedly®t SAFSHA EAIE £ U&LICE O
S 2HRE = Ue MAE2 CHEo Z&LC

FO

—

. BHOM A= ZQIE FA

ot

H5t7| el =38t B30l endpoint @l (0: a3qEXAMPLEffp-ats.iot.us-

| =

west-2.amazonaws.com)E ZHES T AWS loT 2£0{|A{ 0 gt &elgtLct

=
113

2
mo
N>
00|-
ol

SHHE S MEF=X| Hlstz{™ S 20l st 2.
1. AWS loT 2& :

ol A & 2l(Manage) & M=48t CkE AFE(Things)2 M=iEHLICH
2. ME Hoil chaH BHE AFHZ(0dl: My_light_bulb)S MEHE CtZ 45 2 &(Interact)s ME4FFLICH

AZ MHF HE HO|X|e] HTTPS MMoj| I=ZQIE 7L EAE/LICE EEBF This thing already
appears to be connected.® Z2 HAIX|7} EAIELICH
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- QUBM EE3 &l
ClE M= ClHIO|AE I ' LICH AWS loT Core.
RIB M7t &8 HEiQIX| =elsied™ o2t 20| SHMIR.
1. AWS loT 2&0i|M Zt2|(Manage)& ME4EH CtS AF=(Things)2 MEHEFLICEH
2. MZ MHof CH3H BHE AFE(Od: My_light_bulb)E ME4SH CHS 2 OH(Security)S ME4EFLICH
3. QIBME MEstT QB Ao ME HE HO|X[o| M RQUB M MEHZ MEHSH T QIS Mol MEF HE
| O| X|of| A EFd(Actions)S MENEFLICH.
CEECI2 S50i|A gdsl(Activate)E AFSE = 9111 H|E M3} (Deactivate) 2t MEHE = QU= F2
CIB M7t g/gstEl JALICH OZHX| 2 B2 43 (Activate)E MENSIT ME T2 IS CHA
Al™SHA L.
Jeils T2 330| A>ME|X| AS™ certs EHO| QIEM T O|F 2 = QlFLCH
- AFZ Blasof| AAE HA &l
QIE M7t CIHIO|AE Q1B dt= S AWS loT B2 C|HFO|A 7 MQTT oi|eF A #+5 E= H Al
oF Z2 AWS loT &2 ™St 5§ ST LICH.
SHIE HAo| dAE|o] U=X| & QlstEd™ ChE 0t 20| otAl2
1. 2ol MHEsH 2 QIBME 32 2 HA(Policies)g ME{SHLICH.
2. ZAIEl HME MEHS D, MQTT 04| "HIZ HAlStD 58 = U= HEH2 ClHto|A0f F045t
= connect, subscribe, receive & publish 22 MHEF=X| =I5HA 2.
ME M2 15 C|HIO|A MEZ <0 CHEF AWS loT A MM EHHE & ZSIAIR
o edZ3t= AWS loTH| EXI7t /{EE LEILHIE 2F HIAIX|7F ZA|Z|H HEof| AHE Sl Het
= = JU&Lct o] 3= AWS loT ElAA0| CHEH A HMAE MBstE QMo Z AIRTSHCHS
ME T2 CHA| A™dst= Dol E&LCt 3 HAME HESHALE 34 HEE MEiStD 22|
(Detach)& MEHE CIS 7‘._'|7<1I HMA HEHE MB5te CHE HM2 M50 AFE 2laao HZ2E
£ Q&LICH LIS Z2a3 S MMstE o] Zesh 2] 3 Mo 2ot HMES Mste +~ Q&L
C}.
JSON
{
"Version": "2012-10-17",
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{
"Effect": "Allow",
"Action": [
"iot:*"
1,
"Resource": "*"
}

T Z2 30| A™ME|X| oL 2™ Device SDKE CHA| %501 SDK Ax|7t SHEZHA 22 KA
EX| &#elg = &Lt

Ol At& MollME CHS

o
1
O:I:II
9'|_|
rr
T
T
mo
o
o
HL
o
o>
-
ful

- Lott AZELR|o{, =7 L AWS loT Device SDK for PythonE A x|&LIC}.

« MZ M shadow.py?t MQTT ZZEE S AIE35t0{ M= 22| x| AEHE ZHAMs 1 ACl|o|ESHE
2F 4] O|5H.

« CIHIO|A ME2E ME S As5 T AWS loT 2£0|MH M= EMoi| Ciet Holo|EE 2H&HE
LICH et Z2 S AME [ 2XME a5ty RRE =5 WHE i &LC.

ChZ EHA

O|XM| shadow.py MZ OHEZZ|7A0|MES A5t T C|HIO|A MR E AFE5t0] HEHE NMo{E = /U&

LICH AWS loT €0 ME< E A0

o =
CHEt c.’='.'|Z'||0|E§ Ef’gﬁl-_T'_ *”% °”0| %"é st= 2El O|HEE
otErer & Q1A | ICH MQTT EIAE 220

o+ UE EEME SstuME Z=
S MME M FAOIM =48 HIAIRIE 2&EE = U %L—IEP 0| XP*A'IE *'%ﬂf 2h o] CHEr Xt
MEt 82 AtaM: ME 4 2 MQTT HAE ZEI0|MEE AE50 C|HIO|A MERS 213 58 H
HE HESML
AEA: HE H L MQTT E|AE ZE2I0|HEE AFE5H0{ ClHIO|A MERQ &5 5
shadow.py MZ Hut &5 2 835t2{M E{0|'d0l| desired gtoll CHEH 22 UZELICH G| E S04 &
51 Hlxstn LE| AWS loT 8H5tH B0 E gf2 UO[0|Ests My 2 XIHE = UAsLUCh
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O| ‘t&MoME CHEE sdsts YHE YotELCh

. ME2 2ME HZsto] Wet O/ME S BASHT shadow.py HE 0| et o] 2ot
Al pr

- MQTT HIAE SEH0IHES ASSH0I MES FHE TS5t ME T2 N¥ A Hol0lEE

Ol Rt&ME &™dstr| Tof ~atiof

et

At

0¥

£ M™et 1 AWS AH, Raspberry Pi CIHIO|AE T MstD, AFE T HAS
5t A Z EQ|01, Device SDK, 21& M i MHX[5tD EHOHoM ME Z233S E'go”%'ﬂo'loF
2FL|CH AFMIEH LHE2 Ol AHa M REEIY: M= oOfEE|70|MH A Z 23l Raspberry Pi &

1EHA: shadow.py MZ 4 ASS(B) 2 Z5HM L. O|E RAHEME ot & &2 5t K| ek frtH %EOHOF 2f
L|Ct.

1>|
E

Ol At& Aol HiE LHE2 ChE1t Z&LCh

+ 1Et7|: shadow.py ME A S AF&35H0 R5te 2F & E 0 El 7 UO|0|E
o 2CHAH: MQTT HIAE %
o 3EHAH: CIHIOIA MER M35 X8 27 EX| siZ&

« 4EHA: AN SICE BA EE

Ol A& M B 5Hs O o 4520 AQEILICH
1EH|: shadow. py A4E A2 AL 304 st 2t U 21T 2t Uolole

O|™ Rt& M oM Erpdol dBE iz st 212 U M AWS loT 2£2| M= E Aol AAIE
HAIXIE gH& st S 1E7): shadow.py HE M MlH R & LICHAIE A: CIHHO|A SDK M| 2
ClHIO|A ME28 HE oiEE[7iolMd 4™,

Ol ool M HEHE MA S yellowZ MHEFMELICH 2 2t
Zre zdstets HIAIRIZE EAIEILICH 22 Zf(yellow)2
desired /2 = stEt= HAIXRIE EAIRLICEH

21245t™ E{0|' oA CHE desired
FAl 21245t ol O|& lAlst M

o Mo
I

Enter desired value:
yellow
Local value is already 'yellow'.
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Enter desired value:

O|XM| MAarg 24dtrtn 7HHE LICtgreen.& 280] AWS loT 8E35I1 reported 22 £ YHIOIE

od =
g LICtgreen. O|H HAIO =2 desired &Ei7t reported AENQ CHE [ YCIO|E 7} w4850 RE}
7t edlskA Eulct

shadow.py MZ 40| C|HIO|A MER &5 &2 AlZdo|Mset= E4l:

1. E{0/'20il desired Zf(0d: yellow)2 23504 ot= & EHE HAIELICE

2. desired & E{{7} reported & EH(0: green M2het CtE7| ME 0| REF7 2 lstD HEE 75
st= 40| Ol HIA|IXIE = AIFLICt

3. H2 HIAIX|o| SEStD HEHE desired 2t2! yellowZ UO|O|EELICE
JHCHE 2 C|HHO|A &

s

Ef yellowl| M2 ETEl ZtS 2 AC|0|E HIAIXIE AHAIFLICE.

o4
=

Ct

1jo
rlo

jni

[O0|E 20| AALlE A4S EoiF=, 0|0l EAEl= HAIXIJLICH
Enter desired value:

green

Changed local shadow value to 'green'.

Updating reported shadow value to 'green'...

Update request published.

Finished updating reported shadow value to 'green'.

AWS loT 2&0M ME? EME reported % desired EE 250 green CH5H ACO|EE! 22
2 ST HH HE= 14 SIHELICEH o & 01 Ol X 571 1022 EAIE 32 A HH
H3 = 112 EAIELUCH

(® Note
MERE MASE HM HE It 022 RHHEYHEX|[= ..c.ﬁ LICt AC|o|E & HAISHHLE
ST O|F oI CHE MERE BHE [ M2 HTO| 14 BJteteE HE = = UALICH
HEl O|HEE 2HEstT| Yl M= EM HE
shadow.py MZ M delta O|HEE F55t1 desired 2t0| B E(H SEHELICH 0 & S0
desired 22 red MM O 2 BHHZAE 4 U&LICE O|F A 324 AWS loT 2£0M HEE 225104
MES ZME HES O desired 22 E | X[6HHA JSONred0| M reported 242 & AAE L
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Ctgreen. HE AL E XZ5t7| Z10i Raspberry Piol A E{O|'HE o] 5 HE At o] &g M
Oldoll HIAIX|7F Z AlELICH

{
"desired": {
"welcome": "aws-iot",
"color": "red"
.
"reported": {
"welcome": "aws-iot",
"color": "green"
}
}
M Zt2 XM&E§t ¥ shadow.py ME H2 0| HZ80f| SHtn AEE LIEILHE HAIXIE EOlHol| &
AIBLICH 22{™ desired /2 35tets ZTEZE ool CHS HIAIX|7F EAIELICH

Enter desired value:

Received shadow delta event.

Delta reports that desired value is 'red'. Changing local value...
Changed local shadow value to 'red'.

Updating reported shadow value to 'red'...

Finished updating reported shadow value to 'red'.

Enter desired value:

Update request published.

Finished updating reported shadow value to 'red'.

2CAH: MQTT HIAE Z20|2E0{ M shadow. py HZ 4| HA|X| 27|

AWS loT 2 &0i|lA MQTT E|lAE Z2I0|AEE A8 30 AWS A0l M TE ElE MQTT HIAIXIE 2
LIE{2I8t 4 Q& L|CH CIHFO|A AMES MH|AOM AF25t= o2EE MQTT TAIE 2S5t M Z o
AlSSE I =AM A8 HIA|X|S BHEHE £ Q& L|C}.

k=2
= =2o=

MQTT E|AE ZC}0|HEE OFA AFRSHK| SEUCHHE MQTT 22H0|Q1EE AFE35H04 AWS loT MQTT
HIAIX| 27|18 HEE £ U&LICEH ol MQTT HIAIX|7F HIAIX| ER27{E E0E [ ST HIAIXKIE &
7| 250 AWS loT 2£0A MQTT HIAE ZCI0|¢EE AR5t WHE nletste o ==0| Eulct.

ok

1. MQTT HIAE Z2I0|91E 7|

MQTT E|AE Z¢}0|¢d | % olx| ot =
A B01H AWS 0T 24 | HAE S8 +0|°_+E% ?;.'I—IEL vaTT EﬂﬁE ae+o|o_+
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O| CHE HO|X|Z o|Sst7| 2lall L7t 715 == HAIX| 238 FX|stX| eL&LICH AH&A{2[0]
MM MHE AWS loT ALZE 2| MER EAM2E MQTT HAE ZEI0|MEE Er o| FoiA &oi C|ut

Ol& MTR2to| &% Zf Hob A 2 e + A&LC

8
2. MQTT 0} MER FX 5

AMES

e

—_

MQTT E|AE Z2t0[2d
shadow.py MZ H A

> M

O|lA MES2| MQTT 0i2F F=X| 0|ES =St
3

0f Clut 2|
|EE +AIBES TSY 4 JUBLICHL THE 7S

0% |m

-

a. AWS loT 229 MQTT EIAE Z2I0|HEN M FA| 75 (Subscribe to a topic)2 MEEL
Ct.

b. ZFA| ZE{(Topic filter) A A40{| $aws/things/thingname/shadow/update/#S 2I248LIC}H 047]
M thingname O|T0f MMt ALE 2|4 A 9| O|F(0d: My_light_bulb)RILICt

c. F7h7d dHYoll gt 7|2EtE FXIE & 75 (Subscribe)E MEHEFLICE.

FM F=0IM # ALEFIEE ALE510 042 MQTT FHME SA|o| #5610 C|HHO|A 2 MES
ZHol wetEl= B E HAIXIE B oM e = U&LICH Lt EXF & Y AFE0i

CHEF REAM[EF LI 2 MQTT FA| B g H XM .

3. shadow.py ME T2 Al 2 HA[X| 2HE

Raspberry Pie| 3EE oM Z2 33 AZAS BAUCHH ME HS ChA| A&stT AWS loT 2
£9| MQTT B2 E Z2t0|HME|A HIAIXKIE F g LIct

a. CI2 HYS Ao ME T2 IS CHA| AIZHSIMIL. your-iot-thing-name &
your-iot-endpointZE O|F0i MAd8t AWS loT AFE 2| O|&(0dl: My_1light_bulb)z} C|H}
OlAagt &5 X EE A=EQIER HELICH

cd ~/aws-iot-device-sdk-python-v2/samples

python3 shadow.py --ca_file ~/certs/Amazon-root-CA-1.pem --cert ~/certs/
device.pem.crt --key ~/certs/private.pem.key --endpoint your-iot-endpoint --
thing_name your-iot-thing-name

shadow.py MZ 40| Al™AE|T XY A
HEHE X2 B T2 M 2t2 of F 2 Y8 CFS desired &t

X|IE EAEfLICH

I= 2 AENTH AMEILICH MESE ARIRHLE I
L=2Ne}
=

2l2dstEhs HIAl

Connecting to a3qEXAMPLEffp-ats.iot.us-west-2.amazonaws.com with client ID
'test-0c8ae2ff-cc87-49d2-a82a-ae7balddcaba’. ..
Connected!
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Subscribing to Delta events...

Subscribing to Update responses...

Subscribing to Get responses...

Requesting current shadow state...

Launching thread to read user input...

Finished getting initial shadow state.

Shadow document lacks 'color' property. Setting defaults...
Changed local shadow value to 'off'.

Updating reported shadow value to 'off'...

Update request published.

Finished updating reported shadow value to 'off'...
Enter desired value:

Htodof Z2 20| A™ S0 ChA| A[ZFetEH E{OlFo]| =& M4k gfol EE
LICt MQTT EHIAE Z2}0|21E0{ A $aws/things/thingname/shadow/get & $aws/
things/thingname/shadow/get/accepted A|0i| CiEt (COIEE & =+ A& LICH

HnE F| Al MAO| greenOl2t 7HIELICH CHS 2 $aws/things/thingname/shadow/get/
accepted JSON It ol L& E E0oi&LICt

{
"state": {

"desired": {

"welcome": "aws-iot",
"color": "green"

1,

"reported": {
"welcome": "aws-iot",
"color": "green"

}

I

"metadata": {
"desired": {
"welcome": {
"timestamp": 1620156892
1,
"color": {
"timestamp": 1620161643
}
1,
"reported": {
"welcome": {
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"timestamp": 1620156892
I

"color": {
"timestamp": 1620161643
}
}
},
"version": 10,
"timestamp": 1620173908
}

MZ H2 reported Z£0|

b. E{O/'=0l desired Zk(0d: yellow)% Ql248tLICt shadow.py MEZ A2
|X|& E{O|'dol|l SHSZE E AIFLICH

=
yellow=E HEELUJZSE EoiFE= Ch=2 HA

Enter desired value:

yellow

Changed local shadow value to 'yellow'.

Updating reported shadow value to 'yellow'...

Update request published.

Finished updating reported shadow value to 'yellow'.

AWS loT 2£2| MQTT HIAE E2
A

O|AE(MQTT test client)0ll A 75 (Subscriptions) Of2H
of Ct& FAI7t HIAIXIE =418 20|

P

Ol ZAIELICH.

« $aws/things/thingname/shadow/update: desired %! updated 20| 25 yellow A4}
o2 HALUZE E0oiFLIC.

« $aws/things/thingname/shadow/update/accepted: desired & reported 4EHO| XK
2t i HIEHH| Ol & T HEE 2EoiE L Ct

« $aws/things/thingname/shadow/update/documents: desired & reported &E{2| O]
S SR 2k ST HIEHDOlE & A HEE 2o{EFLct.

$aws/things/thingname/shadow/update/documents EA{0| T CIE F FAof Z&E H
7t AU B2 0|8 HESI0 4B HEE = = A& Ol & El= greene 2 MY E
(=]

)
SEl 2
2k, e HEHH OB & H™ HE, 21 20| yellowE MCIO|EE #HXH &fEHE

HoiELICh

{
"previous": {
"state": {
"desired": {
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"welcome": "aws
"color": "green

},

"reported": {
"welcome": "aws
"color": "green

}

I
"metadata": {

"desired": {

"welcome": {
"timestamp":

},

"color": {
"timestamp":

}

},

"reported": {
"welcome": {

"timestamp":
},
"color": {
"timestamp":

}
.
"version": 10
.
"current": {
"state": {
"desired": {
"welcome": "aws

-iot",

-iot",

1617297888

1617297898

1617297888

1617297898

-iot",

"color": "yellow"

iy
"reported": {
"welcome": "aws

-iot",

"color": "yellow"

}
}I

"metadata": {
"desired": {
"welcome": {
"timestamp":

iy

1617297888

C|HIO|A MERZE C|HIO|ATI @ Z 212l AEHY [ C|HFO|A AFE} £ X
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"color": {
"timestamp": 1617297904
}
.
"reported": {
"welcome": {
"timestamp": 1617297888
.
"color": {
"timestamp": 1617297904
}
}
},
"version": 11
},
"timestamp": 1617297904
}
c. O|XNICIE desired ZtE Y245H 0

|28t =AM =418t reported gf & HIAIX| A

O|Eo| CHEF F7I HA MEE & = UELICH HE HE T 18 B7HELICE ol & 801 2t
green2 =45l O|™ HEl= 2t yellowE 215t A M EfE= 2t greene E 1 ELICEH
4. HEI O[HEE #ES7| fa M= =AM HE
HE Aol HE LIS S A SE{HAWS loT 222 M2 EME HEIELICEH 02 S0
desired 2/ S red MM O =2 HAE = JU&SLICH O|FHHA ste{H AWS loT 2L 0 HES M=
8t Ct= desired #/2 2 A5tHA JSONO|AM reported Zt2 WMo 2 MHELICtgreen
HZE ME S MESHY| Mol E0jdof| EnE HE HAIX[7F EAZI22 EHOHE Ho{ FAHML.

{

"desired": {

"welcome": "aws-iot",
"color": "red"

.

"reported": {
"welcome": "aws-iot",
"color": "green"

}

}
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shadow.py MZ 2 0| HA0| S5t HEE LIEILE HIAIX|E EHDIHo| R A[ELICEH
MQTT BIAE Z22t0|HEM update FHME= desired & reported 22| H44E AFE 2 Ho{F
S HAIXIE $4I8HLIC
IE 8t $aws/things/thingname/shadow/update/delta FAM 0 MHIAIX|E S48 AE 2 &= Y&
Ct. HIAIXIE E2{M 75 (Subscriptions) Ot2Hof| LIZEE O] A2 *._‘lEHOP/Hl
{
"version": 13,
"timestamp": 1617318480,
"state": {
"color": "red"
b
"metadata": {
"color": {
"timestamp": 1617318480
}
}
}
3CHA|: CIHIO|A MES? 435 &8 2F EA &
MES ME A2 MBF 0 CluholA M2 MulASto| 4% 58S BsHs ol 2X7H wag 4

Z2IH0| MB™Mo 2 MHE|o] desired #S Y2i5tE
CHE MES EX2E MQTT HIAE Z2I0|AUEE AE35t0
ofof BfLIcH it &% 80| EAIZIX| e < &O

te HIAIXIZE EAIEE B2 S0l Lyst
{C|HIO|A ME2 A5 Bt22 phatst
OIEh = = H 7IX| A2 3ot Z&LCh

« AWS loT Z£0|M AtZ o|&1t sHE M= &2l

Mol HIAIRI7F ZEAIZIX| fotd HHES HES T AWS loT 2£2| AHE 0l Yxlste
k||C> AE BIAAE MESSH CHE M (Shadows)E AEHGt0{ 2EHA] MELR 7} /X
g = UELICEL Ol RIEMOIME F= 4 M2 2to| 42 &0 EHE SLICH

T L= A H

J\°|' ol Ao

M
x| =
015

Ch. AWS loT 220 A O]

St AFE 8 ClHFO|A T QIE{HIo| A/ UEX| &HRE = U&L
Moi| M5t AFE S MENSH O 45 X Z(Interact)2 MEIEILICH AFE MR HE HO|X|of This
thing already appears to be connected.®t Z2 MHA|X|7} EAIELICH

- 58 MQTT of2F F=H| &el

ClHtOlA MESE C|Hto|AT7F 2= 2l &Ef H C|HtOo|A &Ef /X
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MQTT E|AE Z2t0|HE0| HIAIX|7F EA|E[X]| to 53 FH|2| ¥Al0| S2HEX| &QlghL]
Ct. MQTT C|HFO|A MHES FX|2| A2 $aws/things/thingname/shadow/O|H A= 0 M =
#5ted= Zdof et update, get EEE delete?t FIIHE £ U&LICEH O] AI&MAIME $aws/
things/thingname/shadow/# FXME A2 2 EHAE Z2l0|¢1E 9| FA| ZE{(Topic filter) Al A4

M FHME 75 M SHIZH LHHA=X] HASHM 2.

Ml oS U= uf ## ### O|TI0l MAIE AWS loT AFE 2| O|E T} S USHX| &olstL|Ct st
F7t MQTT FXME 755104 HHIO|E7 HSHO R ™ EUR =X =HQIE = &Lt o § S04
$aws/things/thingname/shadow/update/rejected TAME FS35tH AC|olE & 0| A
HAIX|E =4I5t04 214 BXIE CIHEE &= U&LIC o & FX|of CHEF REAIE
MEZS MQTT A 2! the section called “ME < FA|” BHHE FHZHAM L.

4EHA: A 2 ohs BA HE
O| t&MOME CIEE sots YHSE YortEA&LICH

* shadow.py HE HES AtE5t0 Blst= JEHE XG5t M= 9| X 4B AC|0|E.

- ME® BME HEstod 2E OHEE &St shadow. py HE 0| &Et

— = o
A EHE
- MQTT HAE ZCI0|2EE AIE5t0d M= ? FHME 7551 HE T2 1S M- m Ydo|E
Zhak
Cts BHA
Z7EMQTT o FME T 55109 M= oHZE|7H0|A0] CHEH AUC0|EE BEE £+ U&LICH W2
£ 0] $aws/thmgs/thlngname/shadow/update/accepted FHgt 55t 2 YO 0|EJ d3Xe

2 SAERS m X e SEE EAFLCH

st 27 MER FHNE 755101 2ME ClHSHHU ClHO|A MER &5 E&of CHal RHAIS
QotE T ClHHO|A MESR 435 =80 i E BANE CIHIOE =& USLICH KHAIEH LI the
section called “AH=< FA|” L C|HIO|A ME2 MQTT £A| B2 HZ5HM 2.

El M= E AFE38t7LE LED& Raspberry Pi2t AGE F7| st=901E ALE5t0q ol Z 2|7 0|
E ot EOIdoAM TS HAIXIE A8 oto] &Ei HES BESIES MHE £+ U&LICH

o oF
o 02

d

C|HtOlA MES AMH|A0f CHEF XEAIEF LIE 1 ClutolA, & 3 MH|A0|M MEIAE A StE o]
CHE REMIEH LI AWS loT CHFO|A ME S AH|A, C|HFO|AO|AM MER AFE & 4 2! A{H|A O M

ME? AE EHE HxotM 2.
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At& M: AWS loT Coreo CHEH AFEAF X[ HEH 04

>

|.AHA-|
oo

O Rt&MOlM= AWS CLIZ(E) AL835to{ AHEXL K| QIS E BtED RS HAAStT AH88t= B
HE 2od ELCH MEfXo 2 o] KFE&ME AF2510d HTTP HIA| APIE £3H AWS IoT Core 0 G| O|E

E MM&E £ QT Z Postman2 A& £ & LICH

o

O Ak MolH= Het Hod & 2IE =28 736t= ME Lambda &2t E2 MEO| & M5tE 4
EHO{| A create-authorizer Z& 2 AIE5t= AFE XL XY HEH R0{AHE HdGst= S 20oiELICt.
O™ O Tt 20{X=8 A& 5104 43 k| Htest-invoke-authorizer, OF X2 S 2 HTTP H Al APIE
AWS |oT Core AtE 310 HIAE MQTT FA|of LIO|EE TS Y &= U&LICH ME 2H2 x-amz-
customauthorizer-name SIC{E A&35t04 =& HEt RF0o{AtE X|H5tD, 28 d|Ho| E2 7| Of

E 1} x-amz-customauthorizer-signature2(8) M &LICt

AH
=

x4

o

) ﬂIIO

O| At& AoilM HiE LHE:

* Lambda Bf+& AL A X8 HEF Fo ME[7|2 BEE EHY
« EZ MEBo| #-E3tE AWS CLI & AtE510{ AFE AL X HEF FORHE ddste S
| & 2

+ test-invoke-authorizer WHE AL 5104 AFE X K| HEF 204K} E HAE = WY
+ Postmang AI235l01 MQTT &S5 2 AlAlote & LU AIEX Ho| #HEt Bo{xlz 28 A5s5te

2

o
pal

>
x
2
x
=

0
L
0o
ro
ul
mjo
[
my!

>
r
[l

|
ro
L

Lambda &4 M4

tols! 7] mjo] 4

« 1EMA: AAS A XY #HEF F 047
« 2B AAE A XY HEF F 04k
« 3CHA: AEX}F X HEH Fo{xt
+ 4TEHA: test-invoke-authorizer& &30 T 204X} E|AE
« 5EM7: PostmanZ At&350{ MQTT HIAIX| AA EHIAE

« 6EHAl: MQTT E|IAE Z2I0|HE M HIAIX| 27|

o 7TEA: 20t 2O BAH HE

« 8EHA|: HE

f
rot
E
T
i

o
Ik
(gl]

o [t (o

g
>
a
gl
_ql_-
ir ¥
2
z
0x

O| ‘t&ME AlEst7] Mol ChE AL S & QlsHok gfLICt.

o M AWS AHH
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Ol Rt&ME 2t=st2d{H AWS HH L AWS loT 2£0| E e CH

O| Rt& MOl AFE St HHE2 Zo{x Ol AWS el MME x & & M 7+& & 2 sE ot

e TAMFullAccess

* AWSIoTFullAccess

« AWSLambda_FullAccess

/A Important
O RAAE MM ALZEl IAM HH 2 T 2EHM 73401 A 2ok sh= ZdE Lt Hetol BE&LCh.
ZEEM BZoIME AN U 2las HMO| TRt HEHEH Rofst TS B ok BT
ZEHME IAM MM M T ALSK L ¢80| WRE st AMA +ES BYH O
2 AL RHEO| OfR{3 SRt £33 & QTS 585t MM MAHE LI
KME L2 IAML| Eot B ME|E XML

- & ARIF&LICH AWS CLI

M x| gidof CHEt REMIEH LI 2 CLI AXI& AWS CLIEZFEZSIMR. AWS O] Rt&Moll= AWS CLI H
™ aws-cli/2.1.3 Python/3.7.4 Darwin/18.7.0 exe/x86_64 O|4r0| = &fL|CH.
« OpenSSL &=+

O Rt& M 2| o &0 A= LibreSSL 2.6.58 AL EfLICH O RI&ME IS M= OpenSSL v1.1.1i EF
T MEE = /&L

« AWS Lambda 7iL ZE

AWS Lambda O|F0{|E AF2 3t 20| Q= A AWS Lambda 2! Lambda A|ZH5t7|E HE S0 sli|E
2012 7HgE LotELICt

« PostmanOiM @& dEsis W 4E

KM 82 2F 2 HHHE HEotM .

(=)
« O™ Rt& Aol ALE X} K| HEH F 04k} &7

ofl& 8t Hof M|stEl =2
B 2OixtE MHste
(@]

.

| AFERF X[ Het Hox 2 £ AWS A £ &LICH AFERF X[H H
Hoil et AFMIBH LI 2 the section called “8EHAH|: HE[” EHR 2 & X SHA
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https://console.aws.amazon.com/iam/home#/policies/arn:aws:iam::aws:policy/IAMFullAccess$jsonEditor
https://console.aws.amazon.com/iam/home#/policies/arn:aws:iam::aws:policy/AWSIoTFullAccess$jsonEditor
https://console.aws.amazon.com/iam/home#/policies/arn:aws:iam::aws:policy/AWSLambda_FullAccess$jsonEditor
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-chap-install.html
https://www.libressl.org/
https://www.openssl.org/
https://docs.aws.amazon.com/lambda/latest/dg/welcome.html
https://docs.aws.amazon.com/lambda/latest/dg/welcome.html
https://docs.aws.amazon.com/lambda/latest/dg/getting-started.html
https://learning.postman.com/docs/sending-requests/requests/
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1EHAl: AFE R K| HEE 2 04KHE T Lambda & A4

O| AF2 X} X|H 215 AWS loT Core 2 AFAI7F M8t HEE 204X E|AAE AFR5H04 ECI0|MEE
Cl&st HetE 204 LICH O] EHHOM M HE & += ZCH0IETF AWS loT ElAA0f 4435t
HM|AE [ EEI0|HEE 215 AWS IoT Core 5t £218HL|

stolg 4L

Lambda &£ C}

Ojo

« test-invoke-authorizer0il M LH0| 2= B Deny 2t & 7H IAM SR E gHetgfL[Ct

« QHO|HTTPE AFE3109 PostmadiAd 21 actionToken IF2FO|E] 20| allowO|T Allow &F¢d
of B 1AM HA g HretghL|ct O K| et 2 ZDeny At B IAM HAE HhEELICEH

MEXF K| HEH 2 0{Xt0d| CHEH Lambda & +& M 5t2{™

1

2 =

3. XM3BFE
4 =

gl+ 0|20i custom-auth-function2(E) &/=48rLIC}.
e

HEFI0{ M Node.js 18.xE & QI&LICt.

el HAE SEY I MY
Mg M5 O[HIE AA0lM ClOEIE HeLic)

M ol ZE U 7THE Ei{M CIXHo|L] & 0| M custom-auth-functionS
Ef M Z oM index.js& MEIEFLICH

// A simple Lambda function for an authorizer. It demonstrates
// How to parse a CLI and Http password to generate a response.

export const handler = async (event, context, callback) => {
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https://docs.aws.amazon.com/iot/latest/apireference/API_AuthorizerDescription.html
https://console.aws.amazon.com/lambda/home#
https://console.aws.amazon.com/lambda/home#/functions
https://docs.aws.amazon.com/lambda/latest/dg/lambda-intro-execution-role.html
https://docs.aws.amazon.com/cloud9/latest/user-guide/welcome.html
https://docs.aws.amazon.com/cloud9/latest/user-guide/welcome.html
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//Http parameter to initiate allow/deny request
const HTTP_PARAM_NAME='actionToken';

const ALLOW_ACTION = 'Allow';

const DENY_ACTION = 'Deny’;

//Event data passed to Lambda function
var event_str = JSON.stringify(event);
console.log('Complete event :'+ event_str);

//Read protocolData from the event json passed to Lambda function
var protocolData = event.protocolData;
console.log('protocolData value---> ' + protocolData);

//Get the dynamic account ID from function's ARN to be used
// as full resource for IAM policy

var ACCOUNT_ID = context.invokedFunctionArn.split(":")[4];
console.log("ACCOUNT_ID---"+ACCOUNT_ID);

//Get the dynamic region from function's ARN to be used
// as full resource for IAM policy

var REGION = context.invokedFunctionArn.split(":")[3];
console.log("REGION---"+REGION);

//protocolData data will be undefined if testing is done via CLI.
// This will help to test the set up.
if (protocolData === undefined) {

//If CLI testing, pass deny action as this is for testing purpose only.
console.log('Using the test-invoke-authorizer cli for testing only');
callback(null, generateAuthResponse(DENY_ACTION,ACCOUNT_ID,REGION));

} else{

//Http Testing from Postman

//Get the query string from the request

var queryString = event.protocolData.http.queryString;
console.log('queryString values -- ' + queryString);
/* global URLSearchParams */

const params = new URLSearchParams(queryString);

var action = params.get(HTTP_PARAM_NAME);

if(action!=null && action.tolLowerCase() === 'allow'){

callback(null, generateAuthResponse(ALLOW_ACTION,ACCOUNT_ID,REGION));
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}else{

callback(null, generateAuthResponse(DENY_ACTION,ACCOUNT_ID,REGION));

};

// Helper function to generate the authorization IAM response.
var generateAuthResponse = function(effect, ACCOUNT_ID,REGION) {

var full_resource = "arn:aws:iot:"+ REGION + ":" + ACCOUNT_ID + ":*";
console.log("full_resource---"+full_resource);

var authResponse = {};
authResponse.isAuthenticated = true;
authResponse.principalld = 'principalld';

var policyDocument = {3};
policyDocument.Version = '2012-10-17"';
policyDocument.Statement = [];

var statement = {};

statement.Action = 'jot:*';

statement.Effect effect;

statement.Resource = full_resource;
policyDocument.Statement[@] = statement;
authResponse.policyDocuments = [policyDocument];
authResponse.disconnectAfterInSeconds = 3600;
authResponse.refreshAfterInSeconds = 600;

console.log('custom auth policy function called from http');
console.log('authResponse --> ' + JSON.stringify(authResponse));
console.log(authResponse.policyDocuments[@]);

return authResponse;

9. HZE7| 2ol 843 AtE HiZ E/(Changes deployed)O| LtEFL}EH
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10.

a. HE7| flel &= JHL(Function overview) MMO 2 A3 E3HLICY,
b. Ol X&Mo FERM AE8E = JULSF &+ ARNS SA5H04 &l SLCH.
grE HAERLIC

=
AE MHE AH8310{ Z&(Invoke)S MEHEFLICE
722 A&l ZA1(Execution results)oll M MlE HE (Details) 27| iL|Ct. &

o
=7t grerst 3 2 XM7F 2 AlZ[o{ok ErL|ct

HlAE0] MWL HA 2M7t EAEK oM =8 HES 2R Hof 2H
=3

2B A AEX XY M Ho{XHE fIEF HER & Z2to|8! 7] o] dd

AEXRE X HEF R0k E 25 5tE{H TH%E—! 2 =Z2to|2 7|7 HRELICH o] Mo FH 2

OpenSSL =T & A+835t04 0] 7| m[oq

T
0;
II&"
r
n

AMEXR XE HEF Ro4XE 2lE HER & z2to|Y 7| Ho{E YdstedH

L

zZzto|dl 7| mdE S EELIct

TERYPE

ro
[
fat]
o
I
N
H
1o
1o
I
ro
%
C
o

B 277+ EAISIX| b 0B Zatold 7| TUo| REELIC
HE2 7| U MALICH

iy

T
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o
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1
o
T
C
A

AL

B 277t EAIEIX| o HE2 7| U0l REFLICH
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BEHAl: AtE Xt X|H HEF Fo4%} 2lAA L HEF Fod Y

AWS loT AFEA}F X T8 §#04Xt= 0| EF74|01|A-I MEEIZE QAE ¢A5IE 2laAaduct ol &
HAME AR X HEt 204X} E|AAE PHE T O[O BHE Lambda & A™E &= Q= HE

£ 20o{ELICt AWS loT £, AWS CLIEEE APIE AF25104 AL A XY HEH 204Xt 2|AAE M
& £ Ql&LICH AWS .

O A& Mol M= AFE AL X HEF 204X E SFLHEF Md5HE ElL|C o MM M= AWS loT 2& 1+
E AME83FI0{E MMHote YHE M AWS CLISIER 7H& HE|8F YHE M% g = AsLich F 7HX|
WO 2 MM E ASXL X|IH et £0{xt 2|aA 7Hol|= RHO[7F @& LY.

AMEX X HEF F04%t 2|44 dY
ChS &M & otLEE MEstod ALER X|H HEr F04A} 2oL E HEFLICH

AMEX X HEF F04XHE Y Hstt{H(EE)

4
hvd
=l
=
o
A
i
O
|—_|
¥
rok
I
hvd
Sl
0x
0x
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o
rC
ful

1. AWS loT 229| AFS & X5 H3H
=

(=]
e sELIcH

2. TEF B2oiXtof M C}

a. T8 204X} 0|F 0l my-new-authorizerE 24FFL|C}.

b. et Foix SEHo|M EdS MEFLICH

|£ 01 tokenKeyName2 |24&rL|C}.

iv. 7| O|&0l FirstKeyE Q24%fL|Ct

v. &2 7[0] public-key.pem TtO| LI8S /=235 LICt. T}
PUBLIC KEY----- = END PUBLIC KEY----- o|(7hH QU= &= Z&aHok 5t
~ 1 -

M, ot LiEolM & HiE, FH2IX| 2[E £E 7|E EXE F7
[2fet EXrE 2 of of|X|<t FAbsHoF B LICH.

9
I
Q'I_l
A
=]
é

k0

IIO
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MIICIjANBgkghkiGO9w@BAQEFAAOCAgS8AMIICCgKCAgEAVEBZzOk4vhN+3Lgs1vEWE
sLCgNmt5Damas3bmiTRvq2gjRIGKXGTGQChgArAJwL1a9dkS9+maaXC3vcbxzx9z
QPu/vQ0e5tyzz1MsKdmt FGxMgQ3qjEXAMPLEOmqyUKPP5mff58k6ePSTXAnzBHAq
1g2HioefrpU50SAnpuRAjYKofKjbc2Vrn6N2G7hV+IfTBvCEl1f@csalS/Rk4phD5
0a4YQGHISRnevypg5C8n9Rrz91PWGqP6M/q5DNIIXjMyleG92hQgulN696bn5Dw8
FhedszFabb2x6xrItZFzewNQkPMLMFhNIQIIyvshtT/F1LVCS5+v8AQ8UGGDfZmv
QeqAMAF7WgagDMXcfgKSVU8yid2sIm56qsCLMvD2Sq8Lgzpey9N50N1olCvldwvc
KrJJtgwW6hVgRGuShnownLpgG86M6NneZ5sRMbVNZ080zcobLngJ@IbwSKkcUdk1w
gvZ6HEIqBY2XE7Q@iEXAMPLETPHzhqvK6Ei1HGXpHSsXx6BNft58211VpgYjXha8oa
/NN717Zbj/euAb41IVtmX81rD9z613d1iM5L8H1uI1UZzNn62Q+VeNV2tdA7MfPTMC
8btGYladFAnitThaz6+F@OVSBIPu7pZQoLnqyEp5zLMtF+kF12yOBmGAP@RBivRd9
JWBUCGObqgcLQPeQyjbXSOfUCAWEAAQ==

3. T Foixt YgS MEHELICH
4. ANSX XY Het R0ix}t E|AaATH HEE B ASX X[E Het F0o4x SF0| ZAIZZ M AE
Ab X Het #0{x7F S F0i LIELH O S Mo 2 0|Sstod ElAES + Ql&LIC

LFEI EAMEZH R E AEStD ALSA XY TEH FO{RtE CHA| BHE E=2 CHA

=
Ch ZF SR XY TEt F0o4At 2|4 A0E 17EF O|F 0] Rlo{oF B Lict

3

1. Zt€ authorizer-function-arn %! token-signing-public-keys(2)Z CHX|EH & CtS
BHS A=-AELICE

aws iot create-authorizer \

--authorizer-name "my-new-authorizer" \

--token-key-name "tokenKeyName" \

--status ACTIVE \

--no-signing-disabled \

--authorizer-function-arn "arn:aws:lambda:Region:57EXAMPLE833:function:custom-auth-
function" \

--token-signing-public-keys FirstKey="----- BEGIN PUBLIC KEY-----
MIICIjANBgkqhkiGOwOBAQEFAAOCAgGS8AMIICCgKCAgEAVEBzOk4vhN+3LgslvEWt
sLCgNmt5Damas3bmiTRvq2gjRIGKXGTGRChgArAJwL1a9dkS9+maaXC3vcbxzx9z
QPu/vQ0e5tyzz1MsKdmtFGxMq@3qjEXAMPLEOmqyUKPP5mff58k6ePSTXAnzBHOq
1g2HioefrpU50SAnpuRAjYKofKjbc2Vrn6N2G7hV+IfTBvCELfOcsalS/Rk4phD5
0a4YOGHISRnevypg5C8n9Rrz91PWGqP6M/q5DNIIXjMy1eG92hQgulN696bn5Dw8
FhedszFabb2x6xrItZFzewNQkPMLMFhNrQIIyvshtT/F1LVCS5+v8AQ8UGGDfZmv
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QegAMAF7WgagDMXcfgKSVU8yid2sIm56qsCLMvD25q8Lgzpey9N50N1o1Cvldwvc
KrJJtgwWehVgRGuShnownLpgG86M6neZ5sRMbVNZ080zcoblLngJ@Ibw9KkcUdk1W
gVvZ6HEJqBY2XE70iEXAMPLETPHzhqVvK6Ei1HGXxpHsXx6BNft58211VpgYjXha8oa
/NN717Zb3j/euAb41IVtmX8IrD9z613d1iM5L8HIuIlUzn62Q+VeNV2tdA7MFPfMC
8btGYladFAnitThaz6+FOVSBIPu7pZQolLnqyEp5zL Mt F+kF12y0BmGAPORBivRd9
JWBUCGObqgcL@PeQy jbXSOfUCAWEAAQR==

« authorizer-function-arn 2t AP X} X|H HEF 2 04X}0i| CHEH 448 Lambda & <2|
Amazon 2|44 O|&(ARN)ILCH.

« token-signing-public-keys #{2 7| O|&, FirstKey 2! public-key.pem I} 2|

LSS Z&ELct U2 RE ----- BEGIN PUBLIC KEY----- L END PUBLIC
KEY----- ol(7h U= &S Z#sHoF 5tH, Tt LISoIA & HHE, FHEIX| 2l == 7|E 24t
E F7t5tHLt M7HSHK| oM 2.
I mE 7] gte HEEE HEDY 718 ASE 4 ol El0E 123 718 Yste W2
Zo|sHofF & LIct
2. AER X|IE HEt 2047t S| BHE2 O S0 22 M 2[A49| 0|F 2 ARNS HRHEHEfLICH

{

"authorizerName": "my-new-authorizer",

"authorizerArn": "arn:aws:iot:Region:57EXAMPLE833:authorizer/my-new-authorizer"
}

CIS BAHOM AF8SHE S authorizerArn Zt2 X&EHLICEH.

Zt ALERE XIE HEF F04Rt [0l = 17 EF O|F0| {ofof B LICH

AER X|IE HEr F04A} 2oL HEF F045 7]

Ol MMoME 3 et AASKE XY HEH R0o4x} 2[AA0] Lambda & +~& Al = = THetS
HodgL|ct HetE £045t248 add-permission CLI S AF & 4= U&LICH
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E A235}04 Lambda & £0i HEH 204 AWS CLI

1. Zte dst £ Ol B2 QU2AsLICH & 1: statement-id 2t D&8HoF &LICH O|Fof O]
AEMME A&st 20| U7{L} ResourceConflictException 2F 7t YMSIH 1d-12342(8)
CH2 Zto =2 chA|ELCH.

aws lambda add-permission \
--function-name "custom-auth-function" \
--principal "iot.amazonaws.com" \
--action "lambda:InvokeFunction" \
--statement-id "Id-1234" \

--source-arn authorizerArn

2. FHo| d3stH ol of|xet Z2 HEH Eo| BrEHELICH CHS B E AIS5tod AFS R X1 HE
E

FO{RE EHIAEE £ &LICH

"Statement": "{\"Sid\":\"Id-1234\",\"Effect\":\"Allow\",\"Principal
\":{\"Service\":\"iot.amazonaws.com\"},\"Action\":\"lambda:InvokeFunction
\",\"Resource\":\"arn:aws:lambda:Region:57EXAMPLE833:function:custom-
auth-function\",\"Condition\":{\"ArnLike\": {\"AWS:SourceArn\":
\"arn:aws:lambda:Region:57EXAMPLE833:function:custom-auth-function\"}}}"

}

H20| AT otX| R5H01 0| M9 Z2 SR U HIBELIC A% sy| Ho| QR E HEST £
sfiof rLict.

An error occurred (AccessDeniedException) when calling the AddPermission operation:
User: arn:aws:iam::57EXAMPLE833:user/EXAMPLE-1 is not authorized to perform:

lambda:AddPer
mission on resource: arn:aws:lambda:Region:57EXAMPLE833:function:custom-auth-

function

4TH7H|: test-invoke-authorizerE £ &£756104 e 204X} HIAE

O| O M Ho|El B E E|AAE A6l HHZE0d A test-invoke-authorizerE £ &350 M8t £o{ M
= 08 E E|AEEL|C}
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HHEZ0olM Het RoixIE &8 | protocolData0|(7P) HO|T|X| tA o2 2 HEt Hoixts T4
DENY 2ME ttetstL|ct. ae{Lt o]l E|AEE Lambda &4 E &t 85| E|AESHK| QBT AF2 K} K|
o MEF 204Xt} Lambda & 71 SHIEH FEEIR=X| & IFLICEH

E M504 AF2AF XX FHEH 204XI2F Lambda &4 £ E|AE 524 AWS CLI

BEE eI

]]IO

1. O|™ EtAHMM M8t private-key.pem I O| U= CIZEE 2|0 C}

echo -n "tokenKeyValue" | openssl dgst -sha256 -sign private-key.pem | openssl
base64 -A

Ol L T+ BAHOIM AR E M BAIYS BHELICH MY 2XIUS CHETH 22 Hefluict,

dBwykzlb+fo+ImSGdwoGr8dyC2gB/IyLefIIr+rbCvmu9I14KHAAIDG+V
+MMWU@9YSA86+64Y3Gt4t0ykpZgn9mn
VB1wyxp+@bDZh8hmqUAUH3fwi3fPjBvCa4cwNuLQNgBZzbCvsluv7i2IMjEg
+CPYQzrWt1jr9BikgGPDxWkjaeeh
bQHHT0357TegKs9pP30Uf4TrxypNmFswA5k7QIc@1n4bIyRTmO00yZ94R4bdIsHNiglJePgnuOBvMGCEFEQ9 ]G] j
szEHfgAUAQIWXiVGQj16BU1xKpTGSiTAwheLKUjITOEXAMPLECK3aHKYKY
+d1vTvdthKtYHBg8MjhzJl@kgght29V
QJCb8RiIN/P5+vcVniSXWPplyB5jkYs9UvGO8REoy64AtizfUhvSul/r/F3VV8ITtQp3aXilUtcspACibca
+tsDuX

f3LzCwQQF/YSUy@2u5XkWn
+sto6KCkpN1kDOwUBgl3+k0zxrthnQ8gEajd5Iylx230iqcXo30sjPha7IDyWM50+K
EWckTe91I1mokDr5sJ4IXixvnITVSx11i49TalW4enlDAkcla@s2U2UNm236EXAMPLELotyh7h
+f1lFeloZ1AWQFH
XR1XsPqiVKS1ZIUClazWprh/oxrDIplpiWfBgBIOgokJIDGPOgwhXIIk7zWrGmWpMK9o=

AHEE FAtetod ChE EHAOIM AFSELICEH 042 2| EAE Z & stHL H7H FX 8

@ x
L of

o
I mn

2. O] BH0IA token-signature &{2 OIT EH7A[e| HE EXYZ bt o BHE Aol H
gt #0{XIE HAEELICH

aws iot test-invoke-authorizer \

--authorizer-name my-new-authorizer \

--token tokenKeyValue \

--token-signature dBwykzlb+fo+ImSGdwoGr8dyC2qB/Iylef]ir
+rbCvmu9JI14KHAAIDG+V+MMWU@9YSA86+64Y3Gt4t0ykpZqgn9mnVBlwy xp

+@bDZh8hmqUAUH3 fwi3fPjBvCad4cwNuL@NgBZzbCvsluv7i2IMjEg
+CPYOzxrWt1jr9BikgGPDxWkjaeehb@HHT0357TegKs9pP30UTf4TrxypNmFswA5k7QIc@1n4bIyRTm900yZ94R4bdIsk
+d1vTvdthKtYHBq8MjhzJ0okggbt29VQICb8RilN/
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P5+vcVniSXWPplyB53jkYsOQUvGOSREoy64AtizfUhvSul/r/F3VV8ITtQp3aXiUtcspACi6ca
+tsDUXf3LzCwQQF/YSUy@2u5XkWn
+Sto6KCkpNLkDOWU8gl3+k0zxrthn@8gEajd5Iylx230iqcXo30sjPha7IDyWM5o0
+KEWckTe91I1mokDr5s34IXixvnITVSx11i49IallW4enl1DAkcla@s2U2UNm236EXAMPLELotyh7h
+flFeloZlIAWQFHXRIXsPqiVKS1ZIUCLlaZWprh/orDIplpiWfBgBI0OgokJIIDGPOgwhXIIk7zWrGmWpMK9o=

BHo| d3Mez Hrls B2 0l o2t Z 0| AASAF XY et F o4k} &7t e HET gt
ELct
{

"isAuthenticated": true,

"principalId": "principalId",

"policyDocuments": [

"{\"Version\":\"2012-10-17\",\"Statement\" : [{\"Action\":\"iot:*\",\"Effect

\":\"Deny\",\"Resource\":\"arn:aws:iot:Region:57EXAMPLE833:*\"}]}"

1,

"refreshAfterInSeconds": 600,

"disconnectAfterInSeconds": 3600

}
BHEO| FE Hretettd 2R E AEst 1 O T ALSEF B-E S CHA| FQlgfLCh

5EtA|: Postman2 AF&3H0 MQTT HIA|IX| AIA| HIAE

1. HYEo|M CIHIO|A HIO|E| A EXZQIEE 71X 224H 0470l EA|El CHE describe-endpointE

aws iot describe-endpoint --output text --endpoint-type iot:Data-ATS

O|% EtA0IM device_data_endpoint_addressZ AI8E £ QL5 0| FAE K{EELICH.

2. M Postman &€ Q1 M HTTP POST &2 ot L|C}.

a. ZHFE{0|AM Postman ¥ L|Ct.

_I_
—_

b. Postman2| I+ M0l A M2 BHEZ|... & MEHFILICY.
c. MZ BHE7|(New) CHEt & X0 2 & (Request)S MEHELICE

d. XM 2EHHAM

i. 9% 0|50{Af Custom authorizer test requestS(E) 2i&fLCt
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a. URLZE ¥o| X HAE MEHT|0|A POSTE MEHSHLICE.

b. URL ZEZ=0i{M O] EH|2| describe-endpoint B 2|
device_data_endpoint_addresst &7 CIS URLE AF&3504 2o CHEt URLS M
A—|%I-|_||:_|._

o-d

https://device_data_endpoint_address:443/topics/test/cust-auth/topic?
gos=0&actionToken=allow

O] URLOIE= AWS loTOl| CHEF HMAE S5t
Al5tE actionToken=allow # 2| Tt2t0|E{7
7} Postman2| Params 40| = L}E}HL|C,

c. Auth B2| R8(Type) Z=0lM No AuthS ME4SHLICH

= M2 B2 E "HEHStE & Lambda & 4501 X|
F ZEELICH URLE 248t £ 22| uj2to|E

d. 3l (Headers) E404|A:

. BAE 7|7t MEAE|0] QIOT O] 7|8 MY F AR,
i. ol S5<o| tHoteiol ol2{E M SIEHE FItstn M dllH7F MEHE[RI=X| =
QIEFLICH Host 2t device_data_endpoint_addressZ HH#* 11, x-amz-

customauthorizer-signature g[S O|% TF0i| A test-invoke-authorize B3 1} Bf
H AL S ME EXLEE HiELICH

=l 43

x-amz-customauthorizer-name my-new-authorizer

Host device_data_endpoint_addres
s

tokenKeyName tokenKeyValue

x-amz-customauthorizer-sign dBwykzlb+fo+ImSGdwoGr8dy(C2q

ature B/IylLefJJr+rbCvmu9J14KHAA9D

G+V+MMWu@9YSA86+64Y3Gt4t0yk
pZqn9mnVBlwyxp+0bDZh8hmqUAU
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THERE QLA

7|

e. EE(Body) B0|A:

i. ClolH g4l &M &R BHA|(Raw)E M
=

i. OOl |

ii. EIAE ZEo|M E|AE HA|X|of CHSH C

"data_mode": "test",
"vibration": 200,
"temperature": 40

4. T&(Send)= MEHGI0 F

mjo

2 JSON HA|X| Ho|RE

HMSELICH

7t
HA

H3fwi3fPjBvCadcwNuL@NgBZzbC
vsluv7i2IMjEg+CPY0zxrWt1jr9B
1kgGPDxWkjaeehbQHHTo357TegkK
S9pP30UFATrxypNmFswA5k7QIc@
1n4bIyRTm900yZ94R4bdIsHNig1
JePgnuOBvMGCEFE®9jGjjszEHfg
AUAQIWXiVGQj16BUIXxKpTGSiTAw
helLKUjITOEXAMPLECK3aHKYKY+d
1vTvdthKtYHBG8MjhzJokggbt29
VQICb8RiIN/P5+vcVniSXWPplyB
57kYs9UvGO8REoy64AtizfUhvSu
1/r/F3VV8ITtQp3aXiUtcspACi6
ca+tsDuXf3LzCwQQF/YSUy@2u5X
kWn+sto6KCkpNLkDoOwU8gl3+k0z
xrthnQ8gEajd5Iylx230iqgcXo30
sjPha7IDyWM50+KEWckTe91I1mo
kDr5s34JXixvnJITVSx11i49IalW
4enl1DAkcla@s2U2UNm236EXAMPL
ELotyh7h+flFeloZlAWQFHXR1Xs
PqiVKS1ZIUClaZWprh/orDIplpi
WfBgBI0gokJIDGPI9gwhXIIk7zWr
GmWpMK9o=

i
Io
il
g
L
n
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{
"message": "OK",
"traceId": "ff35c33f-409a-ea%90-b06f-fbEXAMPLE25c"
}
SEHO| d335tH A K XI'd T 204XL71H0f| CHEE HAZAS2 518 AWS loT 11 E|AE HIA|IX|7}
ol EE 70| MEE[RAZ 2 LIEFHLICH AWS IoT Core.
QR HtEtE|H @7 MHAIX| device_data_endpoint_address, ME 2t 4 7|E} &l Zt
o| Z&EL|C}.

ClS ErHoM AFRSHES 0| 2™ E Postmanoll S X|EFLICH
6Tt MQTT HIAE ZE2t0[HENM HIAIX| £7]

O|™ EHA0| M= Postmang At&3t04 A|Z2l|0|ME! C|HFO|A HIAIX|E AWS loT o EXf&LICH &3
SEH2 MEXR XY HEt F04Xt7F AWS loT of CHE 1A E F{EF2MH M E|AE HA[X|7F AWS loT
Corel| HE7{0||H| HME E[JAZ S LIEFHLICE O] MMoiH= AWS loT 2£2| MQTT E|AE Z2t0|
HEE Ar&35t0{ CHE C|HIO|A D MH|A QL OFEH 7RI 2 Y HIAIXR|Q] HIAIX| LIS & lgfLct

AEXRE XY HEt 04X 7t £2l8 HIAE MAIX|IE EEiH

o>

1. AWS loT £ 0|M MQTT E|AE Z2}0|HEE QL|C}.

2. FH| 7= (Subscribe to topic) B 2| | EE{(Topic filter)0ll test/cust-auth/topicS(E) &
248tL|Ct ol 0| EHed 2| Postman Ol |01 A AFE El HIAIK| F=A|QILICE.

3. T=2 MEELCH

ol &2 Ch5 HAHE sl A& EAIEZS FLich

4. Postman0iAf 0|7 MMof CHslH BFHE RH0IA & (Send)S =R LICH

5. MQTT E|AE ZCI0|UEM HAIX| FHME EAlst= M EF0| EAE|D, EE ™ Postmanof
M & e 2 - o] AKX Ho|2=7 EA[FELICH

MQTT E|AE Z2t0|HEAM HAIXKIZF EA|ZIX| oo CHg B JHXIE #lstiof ZLict
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-

« Postman 20| 48O 2 BIEE|AR=X| =HISIM L. 7F S AWS loT HE ST @FE ¢l

ghott ™o HAIX|7E HAIX| E27{= ME E[X| eE& LT

« AWS lIoT 2£8 0oiE O AWS 2| AL &&= AWS A L7} Postman URLOIAM AF2 &019}
S USR] EolghL|ct

8 loTEXZ

=E o=

= AT = =
FEOIRF AEE K|St K| EE = U&LICH T
[ N

A
jo
ro
2|_.
r
n

—_——= o
« MQTT EHAE Z2l0|HENM FTHE SH2H UBM=X| &0ISHMHIL. TA| ZE|= CHAZE X}
E 725K et&LCt oAAR R AR FHME 5T = U&LICLOl # FHM= HAIXKIEE
712 E0 AWS A™H 5l 242 o{E ol AWS Z|X A ZlE 2E MQTT HIAIXIE £S5&L

Ct AWS loT .

7EHA A 2o EHA EE
Of RAAE MU ME:

* Lambda & +& AFEX X HEF F04A} 2|72 BFEURELICH
- EZ Mol Yz JEjoilM ALS R XY HEF F0{XHE BFERELICH
=

test-invoke-authorizer &2 AF& 35104 AFE A} X[ HEF 2 0{AE HAEZESLICE.

« Postman2 AF&3t0{ MQTT FME HAIRI LD AFEXF X|H HEH RF04XE S ASELUCH

b
rot
2
>
A
]
HL
20
I
-
n

MQTT E|AE ZEI0|UEE AHE510{ Postman El| A E 0| A HE

CHS EA

PostmanOilAl &7 HAIX|IE & ALE AL x| HEH F 04Xt} &
(o]

+
OFEt HPHS HZSHH Aol ofH WS DIXISX| AEsl HMQ. CHEe AlRSHs o 280l 2

o
Q'I_l
rr
b2l
I
o
o
o

= o
Pal
>
x
1o
o

7t R o[ | L CF

- O Ol FESIX| A MB EAIEE g485104 FEH HZ A7t o{EH ®E|=I=X| & lgrL[Ct. O]
F SEHI L2 27 S8E 0| LIELIOF 3tH MQTT EHIAE Z2+0|MEo] HIA|X|7F LIEFLEX| Sfof
OF ghL|Ct

{
"message": "Forbidden",
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"traceId": "15969756-a4a4-917c-b47a-5433e25b1356"

}
« AWS loT 732 Jiestn At 8stE St ddE = s LR E FE Lol CHEr RtMEH LHIES M|
Mg HESIHZLIE{Z AWS IoT

8EHA|: He|

O| AHEME PtE5te{™ LT AFEAL XY HEH 04X E M H6HoF & =& U&LICH = & #Hoil M| Et

El ol AL RF RIY W Fo4RIEH TAE AWS HH = oM 7IE MR X|H e RoxtE M| A

SHR| ot AMf H8F 2 04XIE F7t5t2d0 & LimitExceededException INE 7K £ U&LICH
AEXt XY THEH R04XHE M H5tE{H(E L)

1. AWS loT 2& 2| AAE XL X e 204X} H|O|X[E P10 AFEXF X|H HEF R0k S F 0ol M

K
g ALER X|E HEF F04XHE A &LICH
=

3. Tet Foixt EHEto| MEE F(AF CHS YUO|o|EE ME{EfLICH

&M HEfQ Sotolls AL A XIH B ROodRIE AXE = glsLIc
4. MEX XIE HE o MF HE Ho[x[ofM B Tl w& E1 AXE A= LICH

A SR XE Het R0o4xHE A 7{5tEdH(AWS CLI)

1. AR AAS A XY HEF F ORI E Lihst 1 A X[E ALS A XY HEF Fo{xte| o|§ 2 &L

aws iot list-authorizers

40»

2. Custom_Auth_Name2 (&) AME ASAt X|H HEt £ 04AtQ| authorizerName(2)E HHE
0| HaiS Alsstod AL 04XtE inactive(2)Z MXELICH.

_>,'|_
Ral
oz
M
o
4

aws iot update-authorizer --status INACTIVE --authorizer-name Custom_Auth_Name

3. Custom_Auth_Name2(Z) AIK|E ALK} XI’“ Tt 504xtel authorizerName(2)2 HHE #
O WS As5tod AFR R K| HEt HodxIE ALK ELICH

aws iot delete-authorizer --authorizer-name Custom_Auth_Name
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2. You don't have any policies yet(Ot = Z4&0| gi& L|Ct) CHSt A Kt 7} LIEFHLT Create a policy (S
M A E MEIFLICH OEX| A2 2, ddS HEFLC

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "iot:Connect",
"Resource": "arn:aws:iot:us-east-1:111122223333:client/
RaspbexrryPi"
}I
{

"Effect": "Allow",
"Action": "iot:Publish",
"Resource": [
"arn:aws:iot:us-east-1:111122223333:topic/$aws/things/
RaspberryPi/shadow/update",
"arn:aws:iot:us-east-1:111122223333:topic/$aws/things/
RaspberryPi/shadow/delete",
"arn:aws:iot:us-east-1:111122223333:topic/$aws/things/
RaspberryPi/shadow/get"
]
}I

{
"Effect": "Allow",

"Action": "iot:Receive",
"Resource": [
"arn:aws:iot:us-east-1:111122223333:topic/$aws/things/
RaspberryPi/shadow/update/accepted”,
"arn:aws:iot:us-east-1:111122223333:topic/$aws/things/
RaspberryPi/shadow/delete/accepted”,
"arn:aws:iot:us-east-1:111122223333:topic/$aws/things/
RaspberryPi/shadow/get/accepted”,
"arn:aws:iot:us-east-1:111122223333:topic/$aws/things/
RaspberryPi/shadow/update/rejected"”,
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"arn:aws:iot:us-east-1:111122223333:topic/$aws/things/
RaspberryPi/shadow/delete/xejected"
]
}I

{
"Effect": "Allow",

"Action": "iot:Subscribe",
"Resource": [
"arn:aws:iot:us-east-1:111122223333:topicfilter/$aws/things/
RaspberryPi/shadow/update/accepted”,
"arn:aws:iot:us-east-1:111122223333:topicfilter/$aws/things/
RaspberryPi/shadow/delete/accepted”,
"arn:aws:iot:us-east-1:111122223333:topicfilter/$aws/things/
RaspberryPi/shadow/get/accepted”,
"arn:aws:iot:us-east-1:111122223333:topicfilter/$aws/things/
RaspberryPi/shadow/update/rejected"”,
"arn:aws:iot:us-east-1:111122223333:topicfilter/$aws/things/
RaspberryPi/shadow/delete/xejected"

]
}I
{

"Effect": "Allow",

"Action": [
"iot:GetThingShadow",
"iot:UpdateThingShadow",
"iot:DeleteThingShadow"

1,

"Resource": "arn:aws:iot:us-east-1:111122223333:thing/

RaspbexrryPi"
}
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E7I & E olH Y HIAIX|IE 41840k B LICEH
ATHA: O|H|Y TE AWS loT & A4

AWS loT T#22 CIHO| A0 HIAIXIE A1 ] +>E 2|2t stLt ol o] 2YE HolgfLich.
AWS loT & T2 C|HO|A oM 21 HIAIX|E #2451 HIAIX|2] HIO|EE AtEStoq

UF =X
£ F[ollok st=X| 04F & AHEELICE RHMIE LI&2 ofl CHEF 7% AWS loT BHHE B Zst AL,

O| Xt& Mol ME Raspberry Pi7F aws/things/RaspberryPi/shadow/updated HIAIX|E H A&
LICt. 0|7d2 C|HtO|AQt Thing Shadow MH|ANIA A5t LIS MQTT X LICH Raspberry Pi
= Chg FAlo| HIAIXIE AHIAIRLICH

{
"reported": {
"moisture" : moisture-reading,
"temp" : temperature-reading
}
}

= AElE HAIXIHM &2 25 CI0[HE ZT‘—%%PE #Elg§ ddgfuct a2 olo|HE 7HMet &
I gtol Y7zt OI2FYd B2 Amazon SNS FA| 71Xl Al & 5H= Amazon SNS 24T BHELICEH

Amazon SNS T#2] AiAd

1. AWS loT 2&0|M HAIX| 2t B S MEF CHg #32 MEIgLICt ot & #3]0| gi&sLIct ChEt
AR7F LIELEHE 2] MM S MESSHLICH EE 73] dds MElgLn
2. 2| £ m| 0| X|ol M 7= O|F(0d: MoistureSensorRule)S 235t ZHEHSH F&] M (of:

Sends an alert when soil moisture level readings are too low)Z NS g LICt

3. O3S MEiSt SQL 22 #/ 8= LCH sQL H™E 2016-03-232 MEHSE T CFS AWS loT SQL
el 22 U™

SELECT * FROM '$aws/things/RaspberryPi/shadow/update/accepted' WHERE
state.reported.moisture < 400
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6. CtES MElStT HES F M2 MENSIo 22 MdELCt
Raspberry Pi2t &= MA MH

Raspberry Pioll microSD 7}EE &lslD, ZLIE, 7IEE, OFR A, ol #HO|E2(Wi-Fig AF2EHK|
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ofE ZP)2 HZFLICH M A0S OFE| HIZISHK| DHMIR.
JST T A0l 2 & MAO QB LICH MEo| BrriS ol k& 474 2Holo47t RlesLic
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- T4 12C SDA

Raspberry PiZ ol Moz Q=0 nAFLICH o] W0l AErol GPIO El Yol 27H U LICt

= Mol 9tojo{E T o|":|' Lol Ot S =M= AZELICH MY 215 EIFE AlEetod HM(TIR),
%*”(SDA), SM(SCL)E HAZELICH & stLtE T A2 M(HX]) 2to[o{E AZF LICH RhAIE
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Raspberry Pi 71

1. Welcome to Raspberry Pi(Raspberry Pi& A7HELICHMAM CHS S MEfErLICEH

2. =7t o4, Azt & 7|2 E P S MENELICEH ChE S MEIELICE

3. Raspberry Pi @3 & 245t EP%% MEdSTLCY,

4. Wi-Fi HEIE ME5tD CtS S MEFLICH Wi-Fi IEIT E ME5HX| &2 e HUF7IE
MEREFL|CE.

5. Ct22 MEistn AZES|o{ UHO|EE =QIELICH HO|OIETL 22 E|H CHA| A|ZHE 2215104
Raspberry Pi& CHA| A|ZFgFLC,

I

Raspberry Pi7} A|ZtE| [2C QIE{H|O|AE & M3l8HL|Ct

1. Raspbian QA3 & =& 4 2 AME|0lM Raspberry OtO|22 E&|5t1, 7|2 MHS MES C}
S Raspberry Pi Configuration(Raspberry Pi 743)& AMEHgtLIC}.
2. QIE{H|0|A EHollA 12Co|g A3tE MEfSL|CH

CircuitPython2| Adafruit STEMMA &&= MIM& 2to|=E242(7} & «dE LIC}. Raspberry PiolA O|& &
&45t240 Python 3 |4 BTS2 A X[5Hof & LICH.

1. HHEZEZEM LS HHYS A&5t0d Raspberry Pi 2AZE9|0{E€ YO|O|E &L}
sudo apt-get update

sudo apt-get upgrade

2. Ch3 BHE AAstod Phthon 3 A%|E HoIO|EgLICtH

sudo pip3 install --upgrade setuptools
3. LIS HWYE A&5l04 Raspberry Pi GPIO 2HO|E2HEIE M&|&LCH

pip3 install RPI.GPIO
4. Chg BYS 450 Adafruit Blinka 2H0|=22{2|8& M ®|ErLICt.

pip3 install adafruit-blinka

2 Raspberry Pioll A CircuitPython 2I0|EE{2| Mx|E EHZE M 2.
A

REMIEH LI
£ Algl5tod Adafruit Seesaw 2HO|EHE|E M x|&FL|Ct.

5. LS &EY
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sudo pip3 install adafruit-circuitpython-seesaw

6. LIS WS A&H5I04 AWS loT Device SDK for PythonS A x|&L|C}.

pip3 install AWSIoTPythonSDK

O|X| Raspberry Piof| 228t 2to|E2H2|7t 25 MX|EIRAELICH moistureSensor.pyZts IS
BFE 1 CHS Python Z =& ool SAMELICH

from adafruit_seesaw.seesaw import Seesaw
from AWSIoTPythonSDK.MQTTLib import AWSIoTMQTTShadowClient
from board import SCL, SDA

import logging
import time
import json
import argparse
import busio

# Shadow JSON schema:

#

#{

# "state": {

# "desired":{

# "moisture" :<INT VALUE>,
# "temp" :<INT VALUE>

# }

# }

# }

# Function called when a shadow is updated
def customShadowCallback_Update(payload, responseStatus, token):

# Display status and data from update request
if responseStatus == "timeout":
print("Update request " + token + " time out!")

if responseStatus == "accepted":
payloadDict = json.loads(payload)
DI RE (Mo e R R IS ")

print("Update request with token: " + token + " accepted!")
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print("moisture: " + str(payloadDict["state"]["reported"]["moisture"]))
print("temperature: " + str(payloadDict["state"]["reported"]["temp"]))

if responseStatus == "rejected":
print("Update request " + token + " rejected!")

# Function called when a shadow is deleted
def customShadowCallback_Delete(payload, responseStatus, token):

# Display status and data from delete request
if responseStatus == "timeout":
print("Delete request " + token + " time out!")

if responseStatus == "accepted":
DAL RE (e e e RIS ")
print("Delete request with token: " + token + " accepted!")
DAL RRE (e e R IS \n\n")

if responseStatus == "rejected":

print("Delete request " + token + " rejected!")

# Read in command-line parameters
def parseArgs():

parser = argparse.ArgumentParser()

parser.add_argument("-e", "--endpoint", action="store", required=True, dest="host",
help="Your device data endpoint")
parser.add_argument("-r", "--rootCA", action="store", required=True,

dest="rootCAPath", help="Root CA file path")
parser.add_argument("-c", "--cert", action="store", dest="certificatePath",
help="Certificate file path")

parser.add_argument("-k", "--key", action="store", dest="privateKeyPath",
help="Private key file path")

parser.add_argument("-p", "--port", action="store", dest="port", type=int,
help="Port number override")

parser.add_argument("-n", "--thingName", action="store", dest="thingName",
default="Bot", help="Targeted thing name")

parser.add_argument("-id", "--clientId", action="store", dest="clientId",

default="basicShadowUpdater", help="Targeted client id")

args = parser.parse_args()
return args
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# Configure logging
# AWSIoTMQTTShadowClient writes data to the log
def configurelLogging():

logger = logging.getlLogger("AWSIoTPythonSDK.core")

logger.setlLevel(logging.DEBUG)

streamHandler = logging.StreamHandler()

formatter = logging.Formatter('%(asctime)s - %(name)s - %(levelname)s -
%(message)s')

streamHandler.setFormatter(formatter)

logger.addHandler(streamHandler)

# Parse command line arguments
args = parseArgs()

if not args.certificatePath or not args.privateKeyPath:
parser.error("Missing credentials for authentication.")
exit(2)

# If no --port argument is passed, default to 8883
if not args.port:
args.port = 8883

# Init AWSIoTMQTTShadowClient

myAWSIoTMQTTShadowClient = None

myAWSIoTMQTTShadowClient = AWSIoTMQTTShadowClient(args.clientId)
myAWSIoTMQTTShadowClient.configureEndpoint(args.host, args.port)

myAWSIoTMQTTShadowClient.configureCredentials(args.rootCAPath, args.privateKeyPath,

args.certificatePath)

# AWSIoTMQTTShadowClient connection configuration
myAWSIoTMQTTShadowClient.configureAutoReconnectBackoffTime(1, 32, 20)
myAWSIoTMQTTShadowClient.configureConnectDisconnectTimeout(10) # 10 sec
myAWSIoTMQTTShadowClient.configureMQTTOperationTimeout(5) # 5 sec

# Initialize Raspberry Pi's I2C interface
i2c_bus = busio.I2C(SCL, SDA)

# Intialize SeeSaw, Adafruit's Circuit Python library
ss = Seesaw(i2c_bus, addr=0x36)
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# Connect to AWS IoT
myAWSIoTMQTTShadowClient.connect()

# Create a device shadow handler, use this to update and delete shadow document
deviceShadowHandler =
myAWSIoTMQTTShadowClient.createShadowHandlerWithName(args.thingName, True)

# Delete current shadow JSON doc
deviceShadowHandler.shadowDelete(customShadowCallback_Delete, 5)

# Read data from moisture sensor and update shadow
while True:

# read moisture level through capacitive touch pad
moisturelLevel = ss.moisture_read()

# read temperature from the temperature sensor
temp = ss.get_temp()

# Display moisture and temp readings
print("Moisture Level: {}".format(moisturelLevel))

print("Temperature: {}".format(temp))

# Create message payload
payload = {"state":{"reported":{"moisture":str(moisturelLevel),"temp":str(temp)}}}

# Update shadow
deviceShadowHandler.shadowUpdate(json.dumps(payload), customShadowCallback_Update,

time.sleep(1l)

M
jo
>

g £ 9l Qx| TtYe X{&EELICH CFS mEt0|E{2 moistureSensor. py HH
(@)

AR X|1Z AWS loT HIEZQIEQIL|C} AtAIEH LIS C|HIO|A AT REST AP EHHS &t %X
SHAAIL.

rootCA
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cert

AWS loT C|H}O|A QB M| TA| Z= L|CH.

7|

AWS loT C[HIO|A QIBE M Z2t0[8! 79| A Z= LICt.
thingName

AE O|&(0| Z< = RaspberryPi)ILLCt.
clientld

MQTT Z2I0|E IDRILIC}. RaspberryPiE AFEELIC
BPEO| Y2 CtZut ZHotof grLct.

python3 moistureSensor.py --endpoint your-endpoint --rootCA ~/certs/
AmazonRootCAl.pem --cert ~/certs/raspberrypi-certificate.pem.crt --key
~/certs/raspberrypi-private.pem.key --thingName RaspberryPi --clientId
RaspberryPi

MME BFX[AALE, 3t20ol E7HLE, = ol gof M7t CrYFet &0l BHE5t=X| &elsiELIc 2
g B2 MoistureSensorRuleO|AM HAHIZ[E HEE = UASLICH &= MM BH=ZL0| #E2 SQL
2| 2ol X|HE Zt o2 Z Ho{X|HE Amazon SNS FA|0f| HA|X|E AWS loT HIAIELICH &2
2T Hio|E7t = olHIY HIAIRIZ} 4= 41=[o{0F B L|C}.

Amazon SNSOJA{ 0| HIAIX| 441 2QI%H $0f CTRL+CE £&f Python Z2 1S K& 8t
C}. Python Z2 IO 2 MAEIE HAIKIZ 2T0| Y48 7HsA4e HXIP A S0l ZRause
SxIAl7I= 2ol T4
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https://awscli.amazonaws.com/v2/documentation/api/latest/reference/iot/index.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/iot-data/index.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/iot-jobs-data/index.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/iotsecuretunneling/index.html
https://aws.amazon.com/powershell/
https://aws.amazon.com/powershell/
https://docs.aws.amazon.com/iot/latest/apireference/welcome.html
https://docs.aws.amazon.com/iot/latest/apireference/welcome.html
https://docs.aws.amazon.com/iot/latest/apireference/welcome.html
https://docs.aws.amazon.com/iot/latest/apireference/welcome.html
https://docs.aws.amazon.com/iot-wireless/2020-11-22/apireference/welcome.html
https://aws.amazon.com/sdk-for-cpp/
https://docs.aws.amazon.com/sdk-for-cpp/v1/developer-guide/getting-started.html
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https://docs.aws.amazon.com/sdk-for-cpp/v1/developer-guide/programming-services.html
https://docs.aws.amazon.com/sdk-for-cpp/v1/developer-guide/programming-services.html
https://sdk.amazonaws.com/cpp/api/LATEST/root/html/index.html
http://sdk.amazonaws.com/cpp/api/LATEST/class_aws_1_1_io_t_data_plane_1_1_io_t_data_plane_client.html
http://sdk.amazonaws.com/cpp/api/LATEST/class_aws_1_1_io_t_jobs_data_plane_1_1_io_t_jobs_data_plane_client.html
http://sdk.amazonaws.com/cpp/api/LATEST/class_aws_1_1_io_t_secure_tunneling_1_1_io_t_secure_tunneling_client.html
https://aws.amazon.com/sdk-for-go/
https://docs.aws.amazon.com/sdk-for-go/v1/developer-guide/setting-up.html
https://docs.aws.amazon.com/sdk-for-go/v1/developer-guide/common-examples.html
https://docs.aws.amazon.com/sdk-for-go/v1/developer-guide/common-examples.html
https://docs.aws.amazon.com/sdk-for-go/api/service/iot/
https://docs.aws.amazon.com/sdk-for-go/api/service/iotdataplane/
https://docs.aws.amazon.com/sdk-for-go/api/service/iotjobsdataplane/
https://docs.aws.amazon.com/sdk-for-go/api/service/iotsecuretunneling/
https://aws.amazon.com/sdk-for-java/
https://docs.aws.amazon.com/sdk-for-java/v2/developer-guide/getting-started.html
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https://docs.aws.amazon.com/sdk-for-java/v2/developer-guide/advanced-topics.html
https://sdk.amazonaws.com/java/api/latest/
https://sdk.amazonaws.com/java/api/latest/software/amazon/awssdk/services/iot/IotClient.html
https://sdk.amazonaws.com/java/api/latest/software/amazon/awssdk/services/iotdataplane/IotDataPlaneClient.html
https://sdk.amazonaws.com/java/api/latest/software/amazon/awssdk/services/iotjobsdataplane/IotJobsDataPlaneClient.html
https://sdk.amazonaws.com/java/api/latest/software/amazon/awssdk/services/iotsecuretunneling/IoTSecureTunnelingClient.html
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/setting-up.html
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/getting-started-browser.html
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/getting-started-nodejs.html
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https://docs.aws.amazon.com/AWSJavaScriptSDK/latest/AWS/Iot.html
https://docs.aws.amazon.com/AWSJavaScriptSDK/latest/AWS/IotData.html
https://docs.aws.amazon.com/AWSJavaScriptSDK/latest/AWS/IoTJobsDataPlane.html
https://docs.aws.amazon.com/AWSJavaScriptSDK/latest/AWS/IoTSecureTunneling.html
https://aws.amazon.com/sdk-for-net/
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/net-dg-setup.html
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/net-dg-config.html
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/tutorials-examples.html
https://docs.aws.amazon.com/sdkfornet/v3/apidocs/index.html
https://docs.aws.amazon.com/sdkfornet/v3/apidocs/items/IoT/NIoTModel.html
https://docs.aws.amazon.com/sdkfornet/v3/apidocs/items/IotData/NIotDataModel.html
https://docs.aws.amazon.com/sdkfornet/v3/apidocs/items/IoTJobsDataPlane/NIoTJobsDataPlaneModel.html
https://docs.aws.amazon.com/sdkfornet/v3/apidocs/items/IoTSecureTunneling/NIoTSecureTunnelingModel.html
https://aws.amazon.com/sdk-for-php/
https://docs.aws.amazon.com/sdk-for-php/v3/developer-guide/getting-started_index.html
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# initialize client
iot = boto3.client('iot')

# get current logging levels, format them as JSON, and write them to stdout

response

iot.get_v2_logging_options()

print(json.dumps(response, indent=4))
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https://docs.aws.amazon.com/sdk-for-php/v3/developer-guide/examples_index.html
https://docs.aws.amazon.com/aws-sdk-php/v3/api/class-Aws.Iot.IotClient.html
https://docs.aws.amazon.com/aws-sdk-php/v3/api/class-Aws.IotDataPlane.IotDataPlaneClient.html
https://docs.aws.amazon.com/aws-sdk-php/v3/api/class-Aws.IoTJobsDataPlane.IoTJobsDataPlaneClient.html
https://docs.aws.amazon.com/aws-sdk-php/v3/api/class-Aws.IoTSecureTunneling.IoTSecureTunnelingClient.html
https://aws.amazon.com/sdk-for-python/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
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https://boto3.amazonaws.com/v1/documentation/api/latest/reference/services/iot.html
https://boto3.amazonaws.com/v1/documentation/api/latest/reference/services/iot-data.html
https://boto3.amazonaws.com/v1/documentation/api/latest/reference/services/iot-jobs-data.html
https://boto3.amazonaws.com/v1/documentation/api/latest/reference/services/iotsecuretunneling.html
https://aws.amazon.com/sdk-for-ruby/
https://docs.aws.amazon.com/sdk-for-ruby/v3/developer-guide/getting-started.html
https://docs.aws.amazon.com/sdk-for-ruby/v3/developer-guide/hello.html
https://docs.aws.amazon.com/sdk-for-ruby/v3/api/Aws/IoT/Client.html
https://docs.aws.amazon.com/sdk-for-ruby/v3/api/Aws/IoTDataPlane/Client.html
https://docs.aws.amazon.com/sdk-for-ruby/v3/api/Aws/IoTJobsDataPlane/Client.html
https://docs.aws.amazon.com/sdk-for-ruby/v3/api/Aws/IoTSecureTunneling/Client.html
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https://github.com/aws/aws-sdk-android
https://github.com/aws-amplify/aws-sdk-android/blob/main/README.md#aws-sdk-for-android
https://github.com/awslabs/aws-sdk-android-samples#aws-sdk-for-android-samples
https://aws-amplify.github.io/aws-sdk-android/docs/reference/
https://aws-amplify.github.io/aws-sdk-android/docs/reference/com/amazonaws/services/iot/AWSIotClient.html
https://github.com/aws/aws-sdk-ios
https://github.com/aws-amplify/aws-sdk-ios/blob/main/README.md#aws-sdk-for-ios
https://github.com/awslabs/aws-sdk-ios-samples#the-aws-sdk-for-ios-samples
https://aws-amplify.github.io/aws-sdk-ios/docs/reference/AWSIoT/index.html
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https://docs.aws.amazon.com/general/latest/gr/iot-core.html
https://docs.aws.amazon.com/general/latest/gr/iot-core.html
https://docs.aws.amazon.com/general/latest/gr/signing_aws_api_requests.html
https://docs.aws.amazon.com/iot/latest/apireference/API_Operations_AWS_IoT.html
https://docs.aws.amazon.com/iot/latest/apireference/API_Operations_AWS_IoT_Data_Plane.html
https://docs.aws.amazon.com/iot/latest/apireference/API_Operations_AWS_IoT_Jobs_Data_Plane.html
https://docs.aws.amazon.com/iot/latest/apireference/API_Operations_AWS_IoT_Secure_Tunneling.html
https://docs.aws.amazon.com/general/latest/gr/signing_aws_api_requests.html
https://tools.ietf.org/html/rfc3546#section-3.1
https://tools.ietf.org/html/rfc3546#section-3.1
transport-security.html
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https://console.aws.amazon.com/iot/home#/settings
server-authentication.html
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https://github.com/aws/aws-iot-device-sdk-cpp-v2
https://github.com/aws/aws-iot-device-sdk-cpp-v2#aws-iot-device-sdk-for-c-v2
https://github.com/aws/aws-iot-device-sdk-cpp-v2/tree/main/samples#sample-apps-for-the-aws-iot-device-sdk-for-c-v2
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https://aws.github.io/aws-iot-device-sdk-cpp-v2/
https://github.com/aws/aws-iot-device-sdk-python-v2
https://github.com/aws/aws-iot-device-sdk-python-v2#aws-iot-device-sdk-v2-for-python
https://github.com/aws/aws-iot-device-sdk-python-v2/tree/main/samples#sample-apps-for-the-aws-iot-device-sdk-v2-for-python
https://aws.github.io/aws-iot-device-sdk-python-v2/
https://github.com/aws/aws-iot-device-sdk-js-v2
https://github.com/aws/aws-iot-device-sdk-js-v2#aws-iot-device-sdk-for-javascript-v2
https://github.com/aws/aws-iot-device-sdk-js-v2/tree/main/samples#sample-apps-for-the-aws-iot-device-sdk-for-javascript-v2
https://aws.github.io/aws-iot-device-sdk-js-v2/index.html
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https://github.com/aws/aws-iot-device-sdk-java-v2
https://github.com/aws/aws-iot-device-sdk-java-v2#aws-iot-device-sdk-for-java-v2
https://github.com/aws/aws-iot-device-sdk-java-v2/tree/main/samples#sample-apps-for-the-aws-iot-device-sdk-for-java-v2
https://aws.github.io/aws-iot-device-sdk-java-v2/
https://github.com/aws/aws-iot-device-sdk-embedded-C
https://github.com/aws/aws-iot-device-sdk-embedded-C#aws-iot-device-sdk-for-embedded-c
https://docs.aws.amazon.com/embedded-csdk/latest/lib-ref/docs/doxygen/output/html/demos_main.html

AWS loT Core FHEERE FLHA

AWS loT Core & MQTT & MQTT over WebSocket Secure(WSS) ZZEZ2 AL&35104 HA|IXIE Al
AlStT #+535t= ClHO|A & EEI0|MERI HTTPS ZE2EEZE AF2504 HIA|X|E A Alt= C|HtO|
A G SEIO|MEE X|HELICH ZE ZZEZE2 IPv4 L IPv6E X|HEFLICE o] MMoMeE ClHFOo|A
S Zeto|QiEof| CHEt CHEFst 012 SMoi| CHal B g LICt

TLSZZEZ HA

AWS [oT Core = TLS {7 1.2 2 TLS T 1.38 At85to ZE S4Ig =5 gfLict = el 74

oM TLS Mg F4d5tod A= ZQIEof CHE F7} TLS MM S 7 AE 4 Q&LICH ClHO|AE
AWS loT Core0ll @4Z4% I 2Et0|HEE CIE AIH S5, 74 7H58t A=mIE, AR XK T
elalvpCc A=EZRIESQ L2 7|%01| LB M O|F EAISN) HEE MEE = J&Lich xHAIE
LHE 2 AWS loTo| M& Eotg HASIAMIR.

0

AWS loT C|HIO|A SDKsE MQTT 2 MQTT over WSSE X|&l5t1 Z2}0|E Q20| Hot @ A}
40

&2 XML 22t0IUEE AWS IoTol| @1Z5t7| 9i3H AWS IoT C|HHO|A SDKsE A3t Z 0|
F&LC

ZZEEZ ZEE 2 2

ClHtolA EiE )

Z2I0|HEE HAIX| EE7{0] ¢1Zst= Y2 0218 82 AIE35t0{ +8e = U&

LICh 7|2%{o 2 = SNI 2E 0| 7W*EIXI otE A 015 ¢e2 ClHlolavt AL St o ZE[7H0]

2l o Z2|F0|M HS T2 EZ FAALPN) TLS &2 7|Hto2 gt OIS &
3 ALPNS 7|dte 2 01|M£|E o ]

ZZ2EZ XHEl= =Y b Port ALPN Z2EZE
O|l&
MQTT over HAl, 5 ME HH 4 443 N/A
WebSocket
MQTT over HAlL 5 AR X|H QIE 443 N/A
WebSocket
MQTT HAlL 25 X.500 22toled 4431 X -amzn-mgq
E Q15 A tt-ca
MQTT HAl, 5 X.509 Ez}o|2 8883 N/A
EQIEM

ClHO|lA S Z2EZ 312


https://en.wikipedia.org/wiki/Transport_Layer_Security
https://en.wikipedia.org/wiki/Transport_Layer_Security#TLS_1.2
https://en.wikipedia.org/wiki/Transport_Layer_Security#TLS_1.3
https://docs.aws.amazon.com/iot/latest/developerguide/iot-endpoints-tls-config.html
https://docs.aws.amazon.com/iot/latest/developerguide/iot-endpoints-tls-config.html
https://docs.aws.amazon.com/iot/latest/developerguide/x509-client-certs.html#multiple-account-cert
https://docs.aws.amazon.com/iot/latest/developerguide/iot-custom-endpoints-configurable.html
https://docs.aws.amazon.com/iot/latest/developerguide/iot-custom-endpoints-configurable-custom.html
https://docs.aws.amazon.com/iot/latest/developerguide/iot-custom-endpoints-configurable-custom.html
https://docs.aws.amazon.com/iot/latest/developerguide/IoTCore-VPC.html
https://tools.ietf.org/html/rfc3546#section-3.1
transport-security.html
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https://tools.ietf.org/html/rfc7301
https://tools.ietf.org/html/rfc7301#section-3.1
https://tools.ietf.org/html/rfc7301#section-3.1
https://github.com/aws/aws-iot-device-sdk-python-v2/blob/master/samples/pubsub.py#L100
https://github.com/aws/aws-iot-device-sdk-python-v2/blob/master/samples/pubsub.py#L100
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https://docs.aws.amazon.com/iot/latest/developerguide/x509-client-certs.html
https://docs.aws.amazon.com/iot/latest/developerguide/x509-client-certs.html
https://docs.aws.amazon.com/iot/latest/developerguide/config-custom-auth.html
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http://mqtt.org/
http://docs.oasis-open.org/mqtt/mqtt/v3.1.1/os/mqtt-v3.1.1-os.html
http://docs.oasis-open.org/mqtt/mqtt/v5.0/mqtt-v5.0.html
http://docs.oasis-open.org/mqtt/mqtt/v5.0/mqtt-v5.0.html
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https://tools.ietf.org/html/rfc3546#section-3.1
transport-security.html
https://docs.aws.amazon.com/general/latest/gr/signature-version-4.html
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https://github.com/aws/aws-iot-device-sdk-cpp-v2/blob/main/samples/mqtt/basic_connect/main.cpp
https://github.com/aws/aws-iot-device-sdk-cpp-v2
https://github.com/aws/aws-iot-device-sdk-python-v2/blob/master/samples/pubsub.py
https://github.com/aws/aws-iot-device-sdk-python-v2
https://github.com/aws/aws-iot-device-sdk-js-v2/blob/master/samples/node/pub_sub/index.ts
https://github.com/aws/aws-iot-device-sdk-js-v2
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https://github.com/aws/aws-iot-device-sdk-java-v2/blob/main/documents/ANDROID.md
https://github.com/aws/aws-iot-device-sdk-java-v2/blob/master/samples/BasicPubSub/src/main/java/pubsub/PubSub.java
https://github.com/aws/aws-iot-device-sdk-java-v2
https://github.com/aws/aws-iot-device-sdk-embedded-C/blob/master/demos/mqtt/mqtt_demo_basic_tls/mqtt_demo_basic_tls.c
https://github.com/aws/aws-iot-device-sdk-embedded-C
http://docs.oasis-open.org/mqtt/mqtt/v3.1.1/os/mqtt-v3.1.1-os.html#_Toc385349263
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https://docs.aws.amazon.com/general/latest/gr/iot-core.html#message-broker-limits
https://docs.aws.amazon.com/general/latest/gr/iot-core.html#message-broker-limits
https://docs.aws.amazon.com/general/latest/gr/iot-core.html#message-broker-limits
https://docs.aws.amazon.com/general/latest/gr/iot-core.html#message-broker-limits
https://docs.aws.amazon.com/iot/latest/developerguide/mqtt.html#mqtt5-shared-subscription-queuing
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https://aws.amazon.com/iot-core/pricing
https://aws.amazon.com/iot-core/pricing
https://aws.amazon.com/iot-core/pricing/#Messaging
https://aws.amazon.com/iot-core/pricing/#Messaging
https://docs.aws.amazon.com/general/latest/gr/iot-core.html#message-broker-limits
https://docs.aws.amazon.com/iot/latest/apireference/API_iotdata_GetRetainedMessage.html
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DELETE /connections/<clientId>?
cleanSession=<cleanSession>&preventWillMessage=<preventWillMessage> HTTP/1.1

2™ o

// Basic disconnect (preserves session, allows LWT message)
DELETE /connections/myDevicel23 HTTP/1.1
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// Disconnect and clear session
DELETE /connections/myDevicel23?cleanSession=TRUE HTTP/1.1

// Disconnect, clear session, and prevent LWT message
DELETE /connections/myDevicel23?cleanSession=TRUE&preventWillMessage=TRUE HTTP/1.1

QHOo| Ha5tH SH 22 Q0| HTTP 200 OK 7} gretE{L|Ct.
(® Note

AWS ME HA 40 2ol MEStE ol AFRElE MH|A 0|E L iotdevicegateway LT,
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iot:DeleteConnection

2l 7|8 HAMS AHE5t0{0| HeEte| HPIE £ 2LI0|UE IDsE X|HE + U&LICE of:
{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "iot:DeleteConnection",
"Resource": "arn:aws:iot:region:account:client/myDevice*"
}
]
}
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® Note

HTTPSE MQTTSQ Zt0| clientId gt X|26tK| & &LICH clientIdE MQTTE AIRE
[} O|2¢& &= AUX|PHTTPSE AIEE [ 0|8E £ QiaLICt

HTTPS HIA|X| URL

C|HIO|A QI 22I0|HEE Z2t0o|MEY A= ZQIE I FA||E URLO| CHEH POST M2 gte2 M O
AlX|E HAIELILCE.

https://IoT_data_endpoint/topics/url_encoded_topic_name?qos=1

« ToT_data_endpoint= AWS loT C|HIO|A C|O|E IEZQIEQILICH E2&2] AWS loT AFE A&
ME HO|X| E= ECI0IMENMH BE2 AI85I0{ A=EXQIEE 2 5+ UE&LICI AWS CLI.

aws iot describe-endpoint --endpoint-type iot:Data-ATS

ANEEZQIEE= a3qjEXAMPLEffp-ats.iot.us-west-2.amazonaws.comd}t ZOFoF & LICtH

» url_encoded_topic_name2 &= MHIAIX|Q| ZA topic name LT

HTTPS HIAIX| Z = of x|
CHS2 HTTPS HIAIXIE AWS loTol| M&5Hs whedof CHE & 7Hx| ol Lict.

Python (port 8443)

import requests
import argparse

# define command-line parameters

parser = argparse.ArgumentParser(description="Send messages through an HTTPS
connection.")

parser.add_argument('--endpoint', required=True, help="Your AWS IoT data custom
endpoint, not including a port. " +
"Ex: \"abcdEXAMPLExyz-

ats.iot.us-east-1.amazonaws.com\"")

parser.add_argument('--cert', required=True, help="File path to your client
certificate, in PEM format.")
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parser.add_argument('--key', required=True, help="File path to your private key, in
PEM format.")
parser.add_argument('--topic', required=True, default="test/topic", help="Topic to
publish messages to.")
parser.add_argument('--message', default="Hello World!", help="Message to publish. "
+

"Specify empty string to
publish nothing.")

# parse and load command-line parameter values
args = parser.parse_args()

# create and format values for HTTPS request
publish_url = 'https://' + args.endpoint + ':8443/topics/' + args.topic + '?qos=1'
publish_msg = args.message.encode('utf-8')

# make request

publish = requests.request('POST"',
publish_url,
data=publish_msg,
cert=[args.cert, args.key])

# print results
print("Response status: ", str(publish.status_code))
if publish.status_code == 200:

print("Response body:", publish.text)

Python (port 443)

import requests
import http.client
import json

import ssl

ssl_context = ssl.SSLContext(protocol=ssl.PROTOCOL_TLS_CLIENT)
ssl_context.minimum_version = ssl.TLSVersion.TLSvl_2

# note the use of ALPN
ssl_context.set_alpn_protocols(["x-amzn-http-ca"])

ssl_context.load_verify_locations(cafile="./<root_certificate>")

# update the certificate and the AWS endpoint

C|HIO|
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ssl_context.load_cert_chain("./<certificate_in_PEM_Format>",
"<private_key_in_PEM_format>")

connection = http.client.HTTPSConnection('<the ats IoT endpoint>', 443,
context=ssl_context)

message = {'data': 'Hello, I'm using TLS Client authentication!'}
json_data = json.dumps(message)
connection.request('POST', '/topics/device%2Fmessage?qos=1', json_data)

# make request
response = connection.getresponse()

# print results
print(response.read().decode())

CURL
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--cacert Amazon-root-CA-1.pem \
--cert device.pem.crt \
--key private.pem.key \

--request POST \
: \"Hello,

--data "{ \"message\" world\" }" \
"https://IoT_data_endpoint:8443/topics/topic?qos=1"

--tlsv1.2
FESELich
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--cacert Amazon-root-CA-1.pem
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--request POST
ILICHO| B2 POST).
world\" }"
k=

o &Y
742 JSON 2XtQ0|H L&

HTTP %o
\"Hello,

--data"{ \"message\"

HAIE HTTP POST Ci|O|E{QlL|C}. 0] Z
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"https://IoT_data_endpoint:8443/topics/topic?qos=1"
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« AWS loT Core = = Z|™ Ztofl HIAIXIE ELi7ALE B2 AWS HE$ gi&LICEH

ZX o|§ L HYUATHO|AE C|RIQISHE Ehedof CHSE REM|EH LI 2 8 AWS loT Core0i| CHEF
MQTT A :mo 2 &xsHMle

Aol M HAIXIE HAISt D 58t Yol ChEh o = AWS IoT Core A& A AIZF5H7| 2 AWS oT Cf
HHO|A SDKs, ZHt SDKs & AWS IoT E[HFO|A ZEHO[AE M AIZSHMIR.

/A Important
FH dHAHolA= AWS A 2 2|2 HMBHELICH o & 04 & 2I1T2] AWS HE ol M
ME3t= sensor/temp/rooml A= CHE 2| e S et AWS HHo M AFESHHLE CHE
2™l CHE A™ AWS HH 0| A& 8= sensor/temp/rooml FA|Qt CHELICEH

ZX ARN

E FA| Amazon 2lAA O|§(ARN)S| A2 21t Z2&Lch
arn:aws:iot:aws-region:AWS-account-ID:topic/Topic

0 & =01, arn:aws:iot:us-west-2:123EXAMPLE456: topic/application/topic/
device/sensor= application/topic/device/sensor FAoi CiEt ARNRILICE.

=% 08 T

T ZEtolEE HAIXI H2740] FX 0l LEIE S50 HAIX| 22747t H& a0k shs HIA
x| ZRE XIHFLICH FH 0l LEls BY A 0182 TS5t B X 0lB 0l gh=ste
SxHE ZaHstod 0] A 0B S SAlol RS 4 AL

HA 2Et0[AEE HAlstE FXA| o|F0l AUETE EXLE MEE + Sl&LICH

COhS Zole A E2E A8 Y + UE AUEFE ERF LIEE0] J&LICH
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MQTT HIA|X| HO| 2=

MQTT HA|IXI2 MEE|= HAIX| HO|RE= & stLtoll CHEF AWS 1oTZ O] OfL|2tH0i| M K[ & 5HK]
Ot & L|Chthe section called “0i| 2FEl =X|”. OHZ 2|7 0|MQ| @7 AME S £=835l2{H T2 E Zof CHE
AWS loT Core Service Quotas2| M2 Lo =Al|ofl CiEt HIAIX| HO|ZEE Holst= [0| E&L
Ct.

AL

X| HO|2=0{ JSON EAIZ ALESHH AWS IoT & Al EIo| HIAIXKIE & BN 3|'_|_ sQL #HEl
£ HEg + A&LIC oiZ 2|70/ M HIAIX| o]z =0l sQL #HEIE HEE w3 ATlo| ERst
x| 2 32 oiZel7o|Mol| Eest ZE Ho/EH A4S MET + A&LICH SQL #HElo AF8 ==
JSON E M| MBF ArZ & offof EXtoi| CHEF REAM[EH LHE 2 JSON 2T MM E HZshM 2.

MQTT =X & siE HAIX| HO|ZEE C|XIQlstE Yol CH8F XEAMIEH L& 2 AWS loT Core0dl CHEH
MQTT #X| CIX QIS A& otMR.

HIAIX| 27| MEHOl MH|A #EES =16 0|7 7F PAYLOAD_LIMIT_EXCEEDED®!
CLIENT_ERRORS} "M|A|X] nﬂolizﬂ HAIX| f&€el 27| MEHe iﬂl-g"(Message payload exceeds
size limit for message type)"O| & dgrL|Ct MHIAIX| 27| M|Ehofl CHEF REAMIEF LIE 2 AWS IoT Core M|
AKX EH27 A3t Ol stetake & x5HMQ

of eFEl =X

2] 7|5 (5)2 AlRtete ZRIS0IA ALSSHE S 02 E|0] QA LICHAWS IoT. 6% ZEH|= 35S
CI2 TSsD AAE 4 UKIE EE 7152 Alststs M Fls M8 4 elalch o2k Fxlof
| oz

_|
CHoll XIZEX| = AA EE 75 HY Qls 40| S=E + U&LICH

Aot R E X

A SR E ECH0|¢E = e

$aws/sitewise/asset- Subscribe AWS loT SiteWise 0| F
models/assetModelId |/ Mol REaF 44 222 H A
assets/assetId/properti gLich XEMIEE LIS 2 AWS
es/propertyId loT SiteWise AHE MH 9|

CHE AWS MH|A QL &5 &
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AWS loT Device Defender X

olgdet HIAIXlE FX%

L|C.

payload-format
cbor

json

REMEH LHE

o] ###n ##ol ek ZHASE O
7|'"H(JSON) & 4o 8 HI{E X|HELICH AWS loT Device Defender

=2
S

O|&! Zi~| E24(CBOR) &4 & JavaScript x| &

FHM= MQTT HIAIRH K| &

o A Cl0JE| B8

Concise Binary Object Representation(CBOR)

JavaScript Object Notation(JSON)

2 CIHFO[A0M X TEE HZ s L.

|

$aws/things/thingName |/
defender/metrics/payload-
format

$aws/things/thingName |/
defender/metrics/payload-
format /accepted

$aws/things/thingName |/
defender/metrics/payload-
format /rejected

Subscribe

Subscribe

A4 04
= o

AWS loT Device Defender 0{ 0| M E =0|
FHMof RIEE AAIELICEH REAMIEH LI 2
C|HFO|AOIM R|E MEE R ESHHIL.

AWS loT = AWS IloT Device Defender
00| E 7} $aws/things/thingName |
defender/metrics/payload-format Of
Al IHIAIIIZ H A2t 20| FH|oi A
&2 C|Hto|A0M K|

AWS loT = AWS loT Device Defender
ol O|ME 7t Aulidt HIAIX|E $aws/
things/thingName /defender/metrics/
payload-format O HAl& £0| =A|
off AIAIZrLICE REMIEH L& 2 ClHto| A0
MXE L2 HEsML.
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AWS loT Core C|HIO|A %] =X

AWS IoT Core C|HIO|A ?|X|= C|HFO|A0|M &7 C|O|EHE =I5t 10T C|HFO|A Q| of 4t {|X|E A
T 4 UBLICh ClHholA 2| 57 CIOJE{ol= GNSS, WicFi, 422 U IP FA7H 28 4 L
Ct. 27 CHZ AWS loT Core C|HIO|A @{x|= Z|4t o] M T & M35t ClHHO|A x| HEE a4
E S Q2 MESSHLICE REM|EH LI 2 AWS IoT Core C|HFO|A 2% & AWS loT Core C|H}O]
IZI MQTT =X E ALS5t04 ClHEO|A x| Al MME R ZFAML.

=A 2= = AdOH

= = = O
$aws/device_locati HIA| C|Hto|AEO| F=A|oi H Al5H0{ AWS loT
on/customer._ Core C|HIO|A %[0 EFQlE AZHEI H
device_id /get_posi Al £ O|O|HE 7t ZLct.

tion_estimate

$aws/device_locati Subscribe AWS loT Core C|H}FO|A &|%x|7F 3 Mo
on/customer_ 2 BOlz|™ C|Hto|A Y X|7Ho] =A|of| Al
device_id /get_posi AlEL|cH

tion_estimate/accepted

$aws/device_locati Subscribe AWS |loT Core Device Location2 4xx 2
on/customer._ F 2 Qlal CIHIO|A {XIE 3oz &
device_id /get_posi RIgr = glz B20| FA|ofl HAIELIC.
tion_estimate/rejected

O|HIE F=X

O|HIE HIAIX|= &7 O|HIET} st HA|IELICE o & §0{ O|HE= AFZ 0| F7HE|HLE, 0]

EE|AHL, &XE m B X|AEE|of ofs M ELICH o] Eoil= CHE st AWS loT O|HIE S} o 2FE =X

7b Lot &Lt

=H| 5|8 E 2clo|HE & MY

A
$aws/events/certificates/ Subscribe AWS loT =7} QIS ME AWS IoT At52
registered/caCertifi 2 5535t Z2t0|21E 7 PENDING_A
cateld CTIVATION #EiolIBEME N3E
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=X

$aws/events/job/jobID/
canceled

$aws/events/job/jobID/
cancellation_in_progress

$aws/events/job/jobID/
completed

$aws/events/job/jobID/
deleted

$aws/events/job/jobID/
deletion_in_progress

$aws/events/jobExe
cution/jobID/canceled

$aws/events/jobExe
cution/jobID/deleted

$aws/events/jobExe
cution/jobID/failed

e o

Subscribe

Subscribe

Subscribe

Subscribe

Subscribe

Subscribe

Subscribe

Subscribe

(O] HIAIXIE HAIRFLICH REAMIE LI 2

the section called “A}S SE2 lal|l 2ct
O|P1E0f O|8t & tHm{ @174 A EHplE

SE JSPNIN

AWS loT = & 40| FAE mo| HIAIXIE
HAIZLICH RFM[EF LI 2 =] o|HIE Et
22 A XFIAAL.

AWS loT = & ¢ F 471 & S ol
HIAIR[E AAIBFLICH RbMEE LHE2 5
O|HE Tl R X SHAIAIL.

AWS loT = 40| 2t2 E|HO0| HA|X|E
HAIELICH REMIEH LHE2 %] O|HIE Et
212 B A AR

AWS loT £ Zredo| &A1 mo| HIAIX|E
LI B UCE S OEE E

AWS loT £ &4 Algio| £ AZ o] HA|
X|E HAIELICH RFA[EH LIS =] ofH
E CHolg EZTsHAA L.

AWS loT £ = A=0| AX|E o] MIA|
K|E HAIELICE ZEMIEE LHE2 A1 O
E CHelg A7 sHAAIL.

AWS loT £ = A=o| Alufg o] MIAl
gfLicH REMIEE LHE 2 2] o[
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=H 8% FetolHE & MY
oq
=
$aws/events/jobExe Subscribe AWS loT = 2] Ao| 7HEE o] HA|
cution/jobID/rejected X|E HAIRULCH REAIEH LIS 2] OfHI
E Erelg =5 A L.
$aws/events/jobExe Subscribe AWS loT = &d Ao| AM7{E ol HiA|
cution/jobID/removed X|E HAIRULCH REAIEE LIS Q] OfHI
E B8 =5 A L.
$aws/events/jobExe Subscribe AWS loT = 2] Al>0| H35tHO| HIA|
cution/jobID/succeeded XIE HAIRLICH REAMIE LHE 2 Zf ] ofH
E g FXSMAIR.
$aws/events/jobExe Subscribe AWS loT = 2] &=~ A[ZhO| Z=1tE|EH 0|
cution/jobID/timed_out HIAIX|E HAIBLICH REMIEH LIRS &Hed
O|HE Hg X MAIRL.
$aws/events/presence/ Subscribe AWS loT = X|HE ZEI0|AHE IDE 7t+Z!
connected/clientId MQTT Z2t0|ME7 AZE mio| =Ko
A AIELICH AWS loT. AHMIEH LI =2 242
4 aliXl O[HIE EHRHE HESHAAL.
$aws/events/presence/ Subscribe AWS loT = X|"HE Z2I0|HE IDE 7t+%!
disconnected/clientId MQTT Z2t0|AE 7 A4 A= ol F
ANof| HAIELICH AWS loT. AtAM|EH LIE 2
A/ Al O[HIE B2 FESIYA
2.
$aws/events/subscriptions/s  Subscribe AWS loT = X|HE Z2t0|E IDE 7HE
ubscribed/clientId MQTT ZZt0|E7F MQTT FNE 75

& mjol Aol AIABELIC REAIE LIS 2
TE/7S 34 OME DS Aot AA|

o

—r
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$aws/events/subscriptions/u
nsubscribed/clientId

$aws/events/thing/
thingName /created

$aws/events/thing/
thingName /updated

$aws/events/thing/
thingName /deleted

$aws/events/thingG
roup/thingGroupName /
created

$aws/events/thingG
roup/thingGroupName /
updated

O ol

18 € ECI0|HE
.l

I

Subscribe

Subscribe

Subscribe

Subscribe

Subscribe

Subscribe

Xt
A

AWS loT = X|HEl Z2t0|E IDE 7HE
MQTT Z2t0|1E7I MQTT FA| 52

#| 28 1§Ol Aol HAIBLICE. XFAIBF LY
82 75/ 314 olHlE Talg HEs

AL,

ol

AWS loT £ thingName AHE0| MAIE
ol F=A|of| AIAIELICEH RHMEH LHE 2
the section called “CllX|AE 2| O|HIE” &t

ERTE VNS

AWS loT £ thingName AFE0| O]
EZ mjo] FHA|od| HIAIRLICEH XHMIEH LIS
2 the section called “B|R|AE 2| O|HE”

CHelg At ZaHAlL.

AWS loT £ thingName AFE0| AHK|E
Ho| FA|of| AIAIEFLICH XEMIEH LHE 2
the section called “B|X|AEE| O|HE” EF

22 HE AL,

AWS loT AFE & thingGrou

pName O| ‘HME[H7t0| FXod| H AR L
Ch XEAIBH LI 2 the section called “Eil K|
AECD OHE"HE HEtAAIR.

AWS loT A2 38 thingGrou

pName O| HJC|O|EE[EH7I0| F=A|of H Al
grLICH XEMIEH LHE 2 the section called
“BIR|IAEE| O|HE” EHRE TSI A

()

—r .
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=H 5= Zoto|HE 3 MY
('D=-||
$aws/events/thingG Subscribe AWS loT AHZ & thingGrou
roup/thingGroupName |/ pName Of AfR|=|247t0] FA|ofl H A& L
deleted Ct. XtAIBH L& 2 the section called “Zl K|
AEC| OHE” BHHE HZsHAAL.
$aws/events/thingT Subscribe AWS loT & thingTypeName AlE 9
ype/thingTypeName | O| M+E ol FA|of AAIELICH RpAlEH
created LI 2 the section called “Bl X|AE E| O]
HE” BHg FXstAAR.
$aws/events/thingT Subscribe AWS loT & thingTypeName A2 %%
ype/thingTypeName |/ Ol Yolo|EE mwo| F=A|oif HA[EFLICH &t
updated MEt LI 2 the section called “BI X|AE
C| O|HIE" 3 E T tAlA2.
$aws/events/thingT Subscribe AWS loT & thingTypeName A2 %Y
ype/thingTypeName |/ Of Al E ol Fxf|od HlAIZLICE REAIEH
deleted LHE 2 the section called “BIl X|AEE| O]
HE" CHHE RSt AIL.
$aws/events/thingT Subscribe AWS loT = AFZ O|& 0| AZE RS
ypeAssociation/ thingName thingTypeName . RtM|Et
thing/thingName LHE 2 the section called “TIl X|AE 2| O]
[thingTypeName HE" &g FTsAAR.
$aws/events/thingG Subscribe AWS loT AFE & thingName Oof AF2
roupMembership/thi thingNameO| F7+E|H7t0] FA|of| A AIE
ngGroup/thingGrou LICt thingGroupName XHMIEH LI 2
pName [thing/thingName the section called “BlX|AE 2| O|HE" Et
/added HE AZSIHAIL.
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=H 5= Zoto|HE 3 MY
2
$aws/events/thingG Subscribe AWS loT AFE & thingName OA Al
roupMembership/thi = thingNameO| M|7{E[H47}0| F=A|of H|
ngGroup/thingGrou AlgtLICE thingGroupName AHM|EH LY
pName [thing/thingName £ the section called “Bil X|AE 2| O
/removed E"HEg FXRMAIR.

$aws/events/thingG Subscribe AWS loT AF=2 & parentThingGroupNa
roupHierarchy/thin meOl| AtE 3 & childThingGroupNam
gGroup/parentThi e parentThingGroupName . RtM|Et

ngGroupName /childThi

LI 2 the section called “BIl K| AEE| O]

ngGroup/childThin HE” EHR g A Z 5 AlAL.

gGroupName /added

$aws/events/thingG Subscribe AWS loT AFZ2 O & childThin
roupHierarchy/thin gGroupName OlM AtE &
gGroup/parentThi parentThingGroupName . AbM|EF LY

ngGroupName /childThi

8 2 the section called “Bll K| A E 2| O

ngGroup/childThin E"Eg FXstMAR.

gGroupName [removed

E3 Z2HXME FA

@ Note

O] EoilM =4I 2 EAIE 22t0|E A2 ZEI0IUETL FHE FEH=X] o= of A

21017t @& Zcto|HEo| X AWS loT HlAlst= F=AE LIEHRLICEH Z2to|MEE=

ol

B ST HAIKIE TSR] 262 HROIT OIS S +4I8H0F BrLICH Ol2fEH S HAIXIE o

AMXIEZ7{E Sotstx| o CHE Zeto|MEL 3o ola| +5E + el&gLCh

O| HAIX|= FH|Q| payload-formato k2t Concise Binary Object Representation(CBOR)
JavaScript Object Notation(JSON) &4!19| & HIHE K| ELICt

ol

1z

o

bl
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payload-format S HA HIOIH 83
cbor Concise Binary Object Representation(CBOR)
json JavaScript Object Notation(JSON)

REMIEE LIS

2 C|HIO|A ZZ2H|X 'Y MQTT API EHE & X5t A|L.

=H HBE SE0[AHE ME

x+o

o B — |
$aws/certificates/ HA| CISEM ME QHE(CSR)MA CISAMHE M
create/payload-format 5t24™ of F&f|od| Hl A= LICt.
$aws/certificates/ 75, = AWS loT &= $aws/certificates/
create/payload-format |/ create/payload-format 2 S3™MO=R
accepted S &8t 20| Aol H A LICH
$aws/certificates/ 75, = AWS loT = $aws/certificates/
create/payload-format |/ create/payload-format O CHEt £ 0|
rejected Aufst 20| FAof| H A LICt
$aws/certificates/create-fr H Al CSRO|A CIBEME Md3ted™ o FAof
om-cst/payload-format H Al LICE
$aws/certificates/create- T, =4 AWS loT = $aws/certificates/create-from-
from-csr/payload-f csr/payload-format Ol CHEt H3%Ql
ormat /accepted S E20| FXof HAIZLIC
$aws/certificates/create- 5, =4 AWS loT = $aws/certificates/create-from-
from-csr/payload-f csripayload-format Ol CHEt Mu{st &
ormat [rejected £ 20| FH|off AHAIZLIC.
$aws/provisioning- H A AEE SEstE{H o] =A|of| HA[ELICEH
templates/templateN

ame [provision/payload-f

ormat
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e 52 Botololes MY
&t
$aws/provisioning- 7=, = AWS loT & $aws/provisioning-templates
templates/templateN /templateName [provision/payload-f
ame [provision/payload-f ormat € M3HMoZ &3 0| FHo]
ormat /accepted H Al LICE
$aws/provisioning- T5, = AWS loT = $aws/provisioning-templates
templates/templateN [templateName [provision/payload-f
ame /provision/payload-f ormat O Cigt =& 0| Auljet 0| =0
ormat [rejected H Al LICE
SRS
(@ Note
Ol ZoM =4l 2 EA|El 2E0[HUE A U2 ZE0[HUETI FHME FSIHE=X| 015 0of 2A
10|17t et SEto|UEN &Y AWS loT HlAlstE FAE LIEHLICH 22H0[HE= 0l
gt SE HAIXIE F#+5361K| §f2 B0 Ol = &lsliok FLCt.
oledet 8 HIAIX|= HIAX| E27HE S1tstX| St CHE ZEO|MELE HE]of ola 725
2 £ olaLch 2 &5 23 HAIXKIE 5624 notify L notify-next THE AIS
g LICh
Z3 ZLEZ £F Mo Ci$t 2] 2! jobExecution O|HIE F=HNE F=& [ TX{ ¢ &
aed A2l O|HIEE ALE5to 2EHRE FoM O|HEE +=AlsHofF BL|Ct
KEAIEt LHE S Q] CIHIO|A MQTT API 3fQ] EHHE HZSHAAIL.
=H 58 F Z2t0IHE Ff MY
!
$aws/things/thingName |  HAl C|Hto|A0 M o] F=X[of HIAIXIE HIAlSH
jobs/get GetPendingJobExecutions 23
g slELICh RHMIEH LHE2 ] ClHt
O|A MQTT API ¢4 EHIE B ESHAA|
(@}
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= 5188 StollE 2 Y
c|>=-|l

$aws/things/thingName |  T5, £ ClHtO|AO|A O] FHME F=dl H3%2l

jobs/get/accepted GetPendingJobExecutions 2H
S8Ee gr&LICH RMIE LI82 &4 T
HIO|A MQTT API 2t EHpIE E ZSHY
Al2.

$aws/things/thingName |/ 75, = GetPendingJobExecutions 238

jobs/get/rejected O| HR | ClHto|A0M SE S &
el ol FHME FSELICE RtAME LIS
2 & C|HtO|A MQTT API 1] EHRE
SEIPNEN

$aws/things/thingName |  HlAl ClHto|A 0l of F=A[of| HIAIX|IE H AlSH

jobs/start-next StartNextPendingJobExecutio

LYE FAHELICH REAME L2 &

A ClHIO|A MQTT APl B1{ EHE & x
StAAIL.

$aws/things/thingName | 5, F2 C|HFO|AO|A O] =EXIZE LESH AHZX1QI

jobs/start-next/accepted StartNextPendingJobExecutlo
n 2 S Z&LICH RtAE LI8=2
&rQq C|HFO|A MQTT API 214 CHHE &
ZotalAlR.

$aws/things/thingName | T, T4 StartNextPendingJobExecutio

jobs/start-next/rejected n 2&0| HEL|H C|Hfo|AAM SE
£ 7| 2lsll ol FNE FSELICE KEA
& L8 2 = C|HO|A MQTT API &
CHElE XS AAL.

$aws/things/thingName | HlAl C|HtO[A0H A Of FAf|od| HIAIX|E HIAlISH

jobs/jobId/get DescribeJobExecution QdHE =+

AHefLIch REMIEH LHE2 2] ClHto|A&
MQTT API 519 EFH3IE H XS A,
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=X &+ AdOd

&HEE Zeto|UE SEE
Cl>=-||
$aws/things/thingName |  +5, 2 C|HO|AOIAM O] =AIE 256l AHEX0l
jobs/jobId/get/accepted DescribeJobExecution Q23 38Y
g w&Lch XhME 82 & ] C[uto|
A MQTT API 594 THRIZ RHE5HAIAI2.
$aws/things/thingName | T, T4 DescribeJobExecution 2%30]| 7
jobs/jobId/getirejected 2 z[H ClHio|AM SEE BHo| {8l
ol #HME FSELICH RhAEH L2 &
1 C|HIO|A MQTT API &4 B2 & =X
SHAAIL.
$aws/things/thingName |  HlAl ClHto|A 0l of F=A[of HIAIXIE H Al
jobs/jobId/update 3l UpdateJobExecution Q2HE #
dErLC RhME L8 2 & ClHto|A
MQTT API 519 CHHE B ESHYAI2.
$aws/things/thingName 75, &4 C|HFO|AOIAM O] =MIE S8l H3HQl
/jobs/jobId/update/a UpdateJobExecution Q& SEHS
ccepted gr&LC REAIEH LIS 2] ClHEO|A

MQTT AP| 54 EHE B XS A|2.

@ Note

$aws/things/thingName |/
jobs/jobId/update0i HA|5t=
Cldto|ARH O F=A|off CHEH HI Al
X|E s=&lIgLct
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=z =t Ao

& EE Zto|HE SES
o4
=
$aws/things/thingName | T+, T4 UpdateJobExecution S2%O0|H%

jobs/jobId/update/rejected =™ C|HFO| A0 SEHS HH| 5 O]
ZHNE TSELICH RHME LIS ]
C|HFO|A MQTT API ] £tedg &= 5t
AR,

@ Note

$aws/things/thingName |/
jobs/jobId/update0i HA|5t=
Cldto|ARH O F=A|off CHEH HI Al
XIE #4lgfuch

$aws/things/thingName |  T5, 4 C|HFO|AM|AM O] FHME 755l 2] &l

jobs/notify 0| A= of CisH CHo| Bl Aol =
S0l FIE|ALE MHE [ LEIS &
&L M3 82 & ] Cldto|A
MQTT AP| & ¢d Bt 2 & ESHMIL.

$aws/things/thingName |  T5, £ ClHtO|AO|AM O] FHME 7 =3l A= 0
jobs/notify-next CHaH CH7| &1 Chg & Adio| HEE
m erdlg vhtaLch XEMIEE LI &Y

C|HIO|A MQTT API 2] EH3lE & x5t

M
$aws/events/job/jobId/ Subscribe 2] 2F=2 Al 2] MH|A T o] F=X|od| CH
completed &l O|HIEE HAIRLICH REAM[EF LI =2
Q] O|HIE EHHE FHEGML.
$aws/events/job/jobId/ Subscribe g F A Al & MH[A7F o] F=X[of CH
canceled &l O|HEE HA[ELICt REAEH LHE2
Q] O|HIE EtHE FHEFAML.
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=H &8E SEt0|HE Ff MH
oq
=
$aws/events/job/jobId/ Subscribe 2rd AFA| Al 2] MH|A T O] F=X|od| CH
deleted ol O|HIEE HA[ELICH AtAIEH LHE2
] O|HE HHHE B =5HAML.
$aws/events/job/jobId/ Subscribe ] F|A AlZF Al 2 d MH[ATZF O] A
cancellation_in_progress of| CHal O|HIEE HA[EFLICH RFAM[EH LK
882 &Y o|HE EHHE XML,
$aws/events/job/jobId/ Subscribe Ehd AFK| AlEF Al 2Hd MH[A T O FX|
deletion_in_progress of CHsH O|HIEE A AR LICH AFMIEH LY
82 MY O|HE HHHE F=E5HMIL.
$aws/events/jobExe Subscribe A Al H3 Al &Y MH|ATL o] F=H|
cution/jobId/succeeded of CHall O|HIEE HAIZFLICH REAIEH LK
82 &Y O|HE CHHE XM 2.
$aws/events/jobExe Subscribe ahed Al Al Al 2Hd MH[A T} O FX|
cution/jobId/failed of CHall OIHIEE HAIZFLICH REAIEE LK
82 MY O|HE CHHE XM 2.
$aws/events/jobExe Subscribe A Al HE Al ZY MH|ATL O F=H|
cution/jobId/rejected of CHall O|HIEE HAIEFLICH REAIEH LK
E2 MY O[HE HE HESIME
$aws/events/jobExe Subscribe Ehed ARl FA Al 2] MH[ATL O FX|
cution/jobId/canceled of CHall O|HIEE HAIEFLICH REAIEH LK
E2 Y o|HE B FHESIML.
$aws/events/jobExe Subscribe Ehd Al Alzh =3t Al & MH|ATL O
cution/jobId/timed_out ZHlof cHsH O|HEE H AR LICE REA|
g LIS 2 & O|HIE EHE FHESHA
2.
$aws/events/jobExe Subscribe ] AR A7 Al Zd MH|ATE O FA|
cution/jobId/removed of CHall O|HIEE HAIEFLICH REAIEH LK
82 & O|HE CHHE FESIML
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=H & EE Zto|HE & ME
o4
=
$aws/events/jobExe Subscribe o AR ARK|| Al 2Hd MH|A T O FX|
cution/jobId/deleted of| CHsll O|HIEE HA[EFLICEH RFAM[EH LK
S & o[HE HRE HESIA AL,
BHE =
(® Note

ol EolM 44102 EAIE S2H0|ME &eie S20|ET} RXIE TEHEX| 0f=of B
21017 @2t B2toldE ol H AWS loT AHIAlSHE FRIE LIERLICH B2toleiE = ol
B ST HAIXIE TE5HX| 22 BRI 0|52 S Alafof L

olE{E ST HIAIKIE HAIX| 22748 ETsix| o CHE 2alo|HELF Tl ofsf 75

= 4 gl

=H &2 E Zelo|ME = M
o]
$aws/comm 5, =4 22£0|M EE= StartCommandExecut
ands/<devices> ion APIE AIE35t0] BHHE A-Z Al
/<DeviceID> /executio St & Q% etH ClHHO[ATEO| =X
ns/<ExecutionId> |/ off CHEF HIAIX|E = &lgFL|Ct o] A<
request/<PayloadF <devices> £ loT AI2 EE= MQTT £
ormat> EHO|HEQ £ Q11 <DevicelID> £
loT AtZ O|§ =& MQTT 22+0|HE ID
CETRHERITIT U 4 lerLic
ands/<devices>
/<DeviceID> [executio
ns/<ExecutionId> /
request
$aws/comm H Al C|HFO|A = UpdateCommandExecu
ands/<devices> tion MQTT APIE At235t0{ = Al
/<DeviceID> [executio ol cist HIAIXIZ 0| F=RA[of] H AR L
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=H 518 2to[HE = MH
'

ns/<ExecutionId> |/ Ct HAIX|= 2&0|M E= StartComm

response/<PayloadF andExecution APIE AF830 HH

ormat> AlE AIESiete @ -ol| st 852
HAIELCEH HAIE HAIX|Z= JSON EE&=
CBORE <PayloadFormat> S At&
ghuict

$aws/comm T5, = 2o E MH[AT BE Al 20E

ands/<devices> H3Mo = & E|gt B = /accepted

/<DeviceID> [executio X0l CHEF 2 AWS loT Device

ns/<ExecutionId> |/ Management Al A|&fL|C}.

response/accepted

/<PayloadFormat>

$aws/comm

ands/<devices>

/<DeviceID> [executio

ns/<ExecutionId> /

response/accepted

$aws/comm H Al ZotRE MH[AT E™Y AY 20 E M

ands/<devices> 25t x| Z8t B = /rejected FTA|0]| CH

/[<DeviceID> /executio
ns/<ExecutionId> /
response/rejected
/[<PayloadFormat>

$aws/comm
ands/<devices>
/[<DeviceID> /executio
ns/<ExecutionId> /
response/rejected

st 2Cl=2
==

AWS loT Device Managemen
t Al Al LICE.
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™5 A

A &S E ZL0[HE & LS
o4
=
$aws/rules/ruleName A A &g Ay E2|AH5H7| {8l CldtolA
IE = ofZ2|70|40] o] FH|olf HAIF L
Ct. XkAIBH LIS 2 Basic IngestE S5 0
A HIS HE EHHE HESHMR.
Hot Hd™ FxH|
A & Scto|HE & M
o4
=
$aws/things/thing-name |  Subscribe AWS IoT = loT 0| E 7} 324 C[H}O|
tunnels/notify AOM EH ZEAE AEE = ULSE
O| HIA|X[E AHIAIEFLICH REMIEH LHE =
the section called “loT OfO|ME ZE X
7 ChRI2 AF ARSI AIA|D.
MNMEL =X
O MMo| £X= HHE M-t BHEIX| 2E2 MER0M AASELICH 24 M=o A= FH|
= &HN HFARECOHELCE Ol ZoME Z4F M= |REAHM ALt =X HFALE E0{ELICtH
ShadowTopicPrefix 2} M2 f38
$aws/things/thingName [shadow HHT|X| et2(EchA) M=
$aws/things/thingName /shadow/n BHE M2
ame/shadowName

MA| FHME MEsted™ g ME? 80l ShadowTopicPrefixE MEHEIT thingName &
39)2 T AUSE HF D OHF Eoll EAIE CHE FK A-HE F7HELICH
|

ShadowName(MEst= 3

[
2|<_7q| I-_—H/_I_T'_' I'% _E‘:“— C

—_
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=H 52 E Ecto|HE & ME
oq
=

ShadowTopicPrefix | HA/F= MESE A5t 7] ¢/l ClHIO|A E=

delete o Z 2|70 0| O Fxf|of| H A& LIC.
KEMIEH LH8 2 /delete EHHE B Z=5HA
2.

ShadowTopicPrefix | Subscribe MES 7t AKXz ClHO[A MES AH

delete/accepted A7t Ol FRZE HAIXIE HEELICH Rt
Mgt L& 2 /delete/accepted/ Bt &
ZstMI 2.

ShadowTopicPrefix | Subscribe MES AKX 30| HRE|H ClHto|A

delete/rejected MES MH[A7} O] &=XN[Z2 HIAIXIE ™
S LCEH XEME LHE 2 /delete/rejected
CHHE B XstM 2.

ShadowTopicPrefix Iget HAIIF7S MESE 7tX27| /sl o EE[7| 0| M
= AF20] o F=A[ofl Bl HIAIXIE HIA
gfLICH ZEM[EH LHE2 ClHIO|A ME<S
MQTT =4l B2 & ZEFHM 2.

ShadowTopicPrefix | Subscribe ME<0] CHet 0| 43X = 0|F 0]

get/accepted X|™ C|HFO|A M= MH|ATE O] A
E HAIXIE ©SEELICH RtMEH LHE=2 /
get/accepted EHHE XM L.

ShadowTopicPrefix | Subscribe MES 20| HEE[H CIHIO|A ME 2

get/rejected MH|AZL Ol FMZ HIAIXKIE MESE L
CH AtAMIEt LH8 2 /get/rejected EFpE &
Z5HMIL.

ShadowTopicPrefix | HA/TF= MESE HOI0|ESHY| 2I5H AAE E=

update o Z2|7i[0]M0| o Fxf|of| HIAIELICE.

REMIEH LH8 2 Jupdate EHHE & ESHA
(@]

AL,
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THERE QLA

S|

o ol

182 22toloiE &
.l

I

ShadowTopicPrefix |/ Subscribe
update/accepted

ShadowTopicPrefix |/ Subscribe
update/rejected

ShadowTopicPrefix |/ Subscribe
update/delta

ShadowTopicPrefix |/ Subscribe

update/documents

MQTT 7|8t ot M& FX|

@ Note

o EolA +4lo2 EAIE Salo|oE Tele 2
21017t 8 SeHo|HE! EIT AWS IoT HlAlS

Sotx| efe R0l olE2 =+

e S HIAIXIE

A 04
= o

MESR7I 83Mo 2 Y|o|EE|H C|df
O|lA ME S MH|ATL O] FAZ HIAIK]

E & ELC XhM|Et LI& 2 Jupdate/a
ccepted EHHE FHESHMR.

M2 AOHIO|E7} HE | CHFO|A M
2 MH|A7} O] FMZE HAIXIE MS

gLl REAM[EH LHE 2 /update/rejected

HHE HZstMR.

MEZ 29| reported A1} desired AlM
7+o| AtO|7t ZX|E[H ClHiO|A ME2
MH|AT} O] FMZ HIAIXRIE MEEL
Ct. AtAMIEH LH8 2 /update/delta EHS

HZEstMR.

AWS loT = MT <0 CHEt AHI0|ETt
Mo 2 i E miotcto| Fxlo| 2
Ef EME AAIRLICE REAEH LIS 2 /
update/documents Et 2 EHE5HM 2.

EtO|METL =HME TS =X ofFof 2tA|

FXE LIEtHL|CH Z2to|HEE oY

Alstiok gfLICH o|2fet SE HIAIX|I= H

AR EZ7HE Shtstx| fom CHE 2EI0[AUEL FE0f ols 52 + &L

Ol HIAIXl= FH|2| payload-formatOl 2t Concise Binary Object Representation(CBOR) & 4| &l
JavaScript Object Notation(JSON) &4!19| & HIHE K| &LICt
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payload-format S HA HIOIH 83

cbor Concise Binary Object Representation(CBOR)

json JavaScript Object Notation(JSON)

e 5188 ZotololE Bed MW

$aws/things/ThingName 75, &4 AWS C|H}O|A 9| "GetStream" 2% 0|
/streams/StreamId/ F2e|M MQTT 7|8 Ztd & 0] 0]

data/payload-format Z=HNol| HAIEULC Ho|REE AE

2 ClO|E{& Z & LICH RbAMIEH LHE
2 C|HtO[A 0 AWS IoT MQTT 7|t
ot HE ALE EEE HESHAMR.

$aws/things/ThingName HA| C|HFO|A L “GetStream” XS 43
/streams/StreamId/ 5t7| 2IsH of Fx|oif AHAI=LICE &t
get/payload-format Mgt Li&2 C[HtO[A0AM AWS IoT
MQTT Z|gh ot ME A8 HHE 7
M.
$aws/things/ThingName |  T5, £ AWS C|H}O|A 9| "DescribeStream”
streams/StreamId/descript LHO| £==E|H MQTT 7|8 opd ™
ion/payload-format &0[0| F&l|of AIA|ELCH Ho|2EE

= AEZ| MHZ ZsHetL|CH REAM|EH
L2 C|dto|A0|A AWS loT MQTT
7|dh ol ME AL EHRE B XEHA

2.
$aws/things/ThingName H Al C|HFO|A = “DescribeStream” L8 2
/streams/StreamId| =25t 7| 251 o F&l|od| HA[ErLCt.
describe/payload-f RtA[E LHE2 C[HO|A 0| A AWS IoT
ormat MQTT 7|8t ot ME AL S HEE &
ZStML.
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=H 5 &E 2oto|HE &Y ME

$aws/things/ThingName |  T5, £ AWS C|H}O|A 9| "DescribeStream”
streams/StreamId/rejected I = "GetStream" 20| HEE|™
Ipayload-format MQTT 7|8t ot & 0|o| FA[of A

AlELICH REMIEH LHE 2 ClHFO[£0f

M AWS loT MQTT 7|8t Tt F&E A
8 Chelg AZsHAAIR.

ofeF = =A| ARN

2 E of|FE =X Amazon ElAA O|F(ARN)S| A2 C31F ZH&LCh
arn:aws:iot:aws-region:AWS-account-ID:topic/Topic

0, arn:aws:iot:us-west-2:123EXAMPLE456:topic/$aws/things/thingName/jobs/
get/accepted2(&) ¥ E FX| $aws/things/thingName/jobs/get/acceptedd CiEF ARN
dL|ct.

THel T+

oM EHIQ! 42 AL 5t04 CIOIE| JIEZQIE 0| SaH2 T4J5t B2 AWS IoT Cores UL

Ch THQl & A& 5HH 0424 AWS IoT Core HI|O|E{ EZQIEE M5t T, RHA FQDN(E &t =
CHQl 0|8) 2 HAZAE MH QIBME AR} XISt D, AL A K| HEH R0dXIE A £ QAL
Ch RMIEF LI 2 AL X X|H Q15 &l HEH 204 EI--?—-I% AR 5HAIAL.

(® Note
Ol 7|s20M AHE & &= gi&LICt AWS GovCloud (US) AWS Z2|H.

of 2| FA:
+ EHQI FA0IE FHOITR?
- AWS ZHE[8 T HQl 8 & T
o DZHIE|SE OO AAd Ol 1A

« THOI FA 2
o THIQ FAIM TLS M3 74
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. OCSP AH|OIEZS I8t MiH AIBM 74

CHQl ZAJ0|BH 2CiQ17t Q7

0| A AWS loT Core =H|2! #4342 AWS IoT Core CIO|E{ A= ZQIEof CHEF = HIQI( AWS 2™ T
Mol EsE o #eld ool MY & 72 LIEF-LICH AWS loT Core E£E8H= CIHFO|A T &4
gt £ QI = AWS A &H(iot:Data-ATS)ol| CHet 7|2 A=z QIEE XMBELICHAWS loT Core.

O Fof A =8E =

. ALS A2

- F2 i

HE

- 32

ALE AL
TR FEE ASsto{ O 2 HYUS ttA4sE = U&LICH

« C|HtO|&E = oto|zef|olMEfLICt AWS IoT Core.

- Ero|ClHtolA R0l Cis Eo| =Ml #d2 RXISt0d 0|7|E ClHtO|A ERE X|HELICH
- OE2|7|o|d el=ZetE = ool o|dsteE S EAME X4 (o =H el 0|F & Sdll)E R Xl

&FL|Ct AWS IoT Core.

O 7|.||_=|
CtZ 7HE2 ol 7+ 2 2t JHEol Cist A2 HEE NS ghuct
- Toel 7

AW