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https://csrc.nist.gov/projects/cryptographic-module-validation-program/certificate/4523
https://csrc.nist.gov/projects/cryptographic-module-validation-program/certificate/4523
https://www.oscca.gov.cn/
https://aws.amazon.com/kms/features/#AWS_Service_Integration
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/
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https://docs.aws.amazon.com/general/latest/gr/kms.html
https://aws.amazon.com/kms/pricing/
https://aws.amazon.com/kms/sla/
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https://docs.aws.amazon.com/kms/latest/APIReference/
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/AWS_KMS.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/AWS_KMS.html
https://docs.aws.amazon.com/kms/latest/cryptographic-details/
https://docs.aws.amazon.com/kms/latest/cryptographic-details/
https://docs.aws.amazon.com/general/latest/gr/kms.html#kms_region
https://repost.aws/tags/TAMC3vcPOPTF-rPAHZVRj1PQ/aws-key-management-service
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/kms/index.html
https://docs.aws.amazon.com/sdkfornet/v3/apidocs/items/KeyManagementService/NKeyManagementServiceModel.html
https://sdk.amazonaws.com/cpp/api/LATEST/class_aws_1_1_k_m_s_1_1_k_m_s_client.html
https://docs.aws.amazon.com/sdk-for-go/api/service/kms/
https://docs.aws.amazon.com/AWSJavaSDK/latest/javadoc/com/amazonaws/services/kms/package-summary.html
https://docs.aws.amazon.com/AWSJavaScriptSDK/v3/latest/clients/client-kms/index.html
https://docs.aws.amazon.com/aws-sdk-php/v3/api/api-kms-2014-11-01.html
https://boto3.amazonaws.com/v1/documentation/api/latest/reference/services/kms.html
https://docs.aws.amazon.com/sdk-for-ruby/v3/api/Aws/KMS/Client.html
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https://docs.aws.amazon.com/kms/latest/APIReference/API_Decrypt.html
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https://docs.aws.amazon.com/kms/latest/APIReference/API_Decrypt.html
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https://docs.aws.amazon.com/kms/latest/APIReference/API_Decrypt.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_Encrypt.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_GenerateDataKey.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_GenerateDataKeyPair.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_GenerateDataKeyPairWithoutPlaintext.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_GenerateDataKeyWithoutPlaintext.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_GenerateMac.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_GenerateRandom.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_ReEncrypt.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_Sign.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_Verify.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_VerifyMac.html
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https://docs.aws.amazon.com/kms/latest/APIReference/API_CreateKey.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_DescribeKey.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_DescribeKey.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_GenerateDataKey.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_GenerateDataKeyPair.html
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https://docs.aws.amazon.com/kms/latest/APIReference/API_DescribeKey.html
https://csrc.nist.gov/projects/cryptographic-module-validation-program/certificate/4523
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https://docs.aws.amazon.com/kms/latest/APIReference/API_CreateKey.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_CreateAlias.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_TagResource.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_CreateServiceLinkedRole.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_PutKeyPolicy.html
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® Note
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https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
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95t HHo| ot FI7HKMS 7|8 A8 SHE S 5185124 Q& HH pralxi7t ol2{E
#2 XIZsHs 1AM RS M atsio} BLICH KHIE RS CHE HEO| A7} KMSE
MESIEE 5{& M2 FZEsMR

CHE &t S5 KMS 7| M4(AWS KMS API)
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Command Line Interface(AWS CLI)E AtE 5 X|EH AFE A= o X|HEl= ZE2) o2tz AFE

g+ A&LICH

/A Important

Description &= Tags HEO| 7|Y E= CIHst HEE Z&6HK| OFMAIL. o238t HE=
CloudTrail 21 3 7|El £30f Y HAEZ EAIE &= U&LICH

CHS &2 7HE YetAMo 2 ALBElE KMS 7|2 M, AWS KMSOi| ofs MM E 7| 24 QA E 7|8t
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Ol CreateKey Z o M= HEE XIHE = P X|Et CreateAliasE U2 AHE5H0 M KMS 7|2 HE

£ s & A&Lch
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HYE &
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$ aws kms create-key
{
"KeyMetadata": {
"Origin": "AWS_KMS",
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https://docs.aws.amazon.com/kms/latest/APIReference/API_CreateKey.html
https://aws.amazon.com/cli/
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west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab",

M KMS Z|ofl CiEr 7| H2 S XIGsHK] ef
o1 MfKMS 7|1E& &8 M Mt 7|2 71 &

ofE

"KeyId": "1234abcd-12ab-34cd-56ef-1234567890ab",
"Description": "",

"KeyManager": "CUSTOMER",

"Enabled": true,

"KeySpec": "SYMMETRIC_DEFAULT",
"CustomerMasterKeySpec": "SYMMETRIC_DEFAULT",
"KeyUsage": "ENCRYPT_DECRYPT",

"KeyState": "Enabled",

"CreationDate": 1502910355.475,

"Arn": "arn:aws:kms:us-

"AWSAccountId": "111122223333",

"MultiRegion": false

"EncryptionAlgorithms": [
"SYMMETRIC_DEFAULT"

1,

J:":'

If CHELIC
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At

E01 0| GetKeyPolicy2td EE2 MEEl= 7| YA S ghEtELICH CreateKey Ol= AWS
A Zol|H KMS 7|0l CHEF HMA HEHS E0od6t T KMS 7|
Management(IAM) MMZ HESIE§ 5{S&LcH IAM 8™
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$ aws kms get-key-policy --key-id 1234abcd-12ab-34cd-56ef-1234567890ab --policy-name
default --output text

ol

P

{
"Version" "2012-10-17",
"Id" "key-default-1",
"Statement" : [ {
"Sid" : "Enable IAM User Permissions",
"Effect" "Allow",
"Principal” : {
"AWS" : "arn:aws:iam::111122223333:ro0t"
"Action" "kms:*",
"Resource" : "*"
1]
}
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HE2 AWS KMS keyo| otE27| 42 CHE O|FLICE o & E0{ HEE AI&35IMH KMS 7|E
1234abcd-12ab-34cd-56ef-1234567890ab CHAl test-key 2 X|IEE = Q
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AWS KMSZ&, 5] 2l & 5 3| DescribeKey® ¥ (0i: & 53t 2!) o] A HES AFE35H0{ KMS 7|1E A

& = Q& LICH GenerateDataKey a2 AFE5tH €4 AWS 22|18 7|18 oIAE 4= &Lt ol
B8t KMS 7|o| 2l &tAl qws/<service-name> BAlo 2 |0 Ql&LICt o & £0{, Amazon
DynamoDBO{| AL £l= AWS ZE2[& 7|0| &2 aws/dynamodbQIL|CH HES Z2ZME L= HF

O|E2 2 Aot AMH Z2HME HIxE EE EE 2 Y =+ U&LICHL

YAE BESHAL Wt F048 HEGHR| 1 HE S 7[H2 2 KMS 7(0f CHEr HMAE 5185t
Lt HSEE =2 JELIDH 0] 7152 £€ 7[8F HAA MO{(ABAC)0H| CHEF AWS KMS X[ 20| &5 2lL]
Ch REAIEH LIS 2 HE S ALE35104 KMS 7|0 CHEF A& X0 Mg FZESHMR.

H3lo| Zaist 7|52 HNER| WA HHE KVS 718 HEE 4 s 71S0lA HIRELICH Ea
S A88H ICE Of 2 AN KX BB £ ASLICH IS S0{ HHS A850I ST KMS
7|8 AZ 5T KMS 718 HZFCHD JHEELICH 0] B9 LA CHE KMS 7|9 94738t 712t 524
Lch 2= WzEE Lot gaL

R HES AR S CHE AWS 2ITI0IM SUE ZEE of 22 WAL E 4 el of2f 2/xol
M SYUst 0lB 0l WS BHED 2 WHS T 2T KMS FI9h HZBILICH Z BTl 2ETH A
HEls Z9 WA oY 2IMo| LT KMS 7|8 HEHLICH oAl ofZ 217 0lMolA HE ALS
Mg BESHL.

AWS KMSZ£0{ M, CreateAliasAPIE AF&5tHLE, HIZS!IS AFE35H0{ KMS 7|9 HElE BHE &= UE
L|Ct. AWS CloudFormation

AWS KMS API'— ZrAY A2 | Mo| HEF g £ty %MI MNo{grLICt. APIo= BE M4 (CreateAlias), 'H
, 2AZAEl KMS 7| #4F (ListAliases), @& Al (UpdateAlias) 2
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https://docs.aws.amazon.com/kms/latest/APIReference/API_DescribeKey.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_Encrypt.html
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https://docs.aws.amazon.com/kms/latest/APIReference/API_CreateAlias.html
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https://docs.aws.amazon.com/kms/latest/APIReference/API_ListAliases.html
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# Alias ARN
arn:aws:kms:us-west-2:111122223333:alias/<alias-name>

« A A 2|MoAM D8 EHE o|ELICH AWS KMS APIOAM 2! O|E0E &4 alias/ ™
SEAT ESLUC ST HSEAFE AWS KMS 240f| A MEF=L|C}.
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TR 7H0|E
alias/<alias-name>
HE2 "2 o| ot Lt
ol 7IEP E2d0f Ut HIAEZ FAIE 5= JU&ELICE CloudTrail . 28 O|F0l| 7|2 E=

of tLF2| KMS 9|9+ AZAELICt.

AT HEO| KMS 7= SUsH A U 2ol 2loof BrLIC

0

HES SUF AWS HIE L 2™ ZE 12 B 7|9t odZ4E £ l&Lict JgLt WaEE
AWS Z2[E 7|9 HAHEE = e HEre glauct

o & E01, O] ListAliasesE 32 test-key HEHO| £Ho =2 EA|L|= HE S| 5tLO| CHA KMS 7|
ot 1ZAE|of UFE E04ELICE TargetKeyId

{
"AliasName": "alias/test-key",
"AliasArn": "arn:aws:kms:us-west-2:111122223333:alias/test-key",
"TargetKeyId": "1234abcd-12ab-34cd-56ef-1234567890ab",
"CreationDate": 1593622000.191,
"LastUpdatedDate": 1593622000.191

}

S et KMS 7|oF ofe] HE s H4E &+ UA&LICH

O & £01, test-key & project-key HEE SYUE KMS 7|2 HZEE = JU&LICH

"AliasName": "alias/test-key",

"AliasArn": "arn:aws:kms:us-west-2:111122223333:alias/test-key",
"TargetKeyId": "1234abcd-12ab-34cd-56ef-1234567890ab",
"CreationDate": 1593622000.191,

"LastUpdatedDate": 1593622000.191

3,

{
"AliasName": "alias/project-key",
"AliasArn": "arn:aws:kms:us-west-2:111122223333:alias/project-key",
"TargetKeyId": "1234abcd-12ab-34cd-56ef-1234567890ab",
"CreationDate": 1516435200.399,
"LastUpdatedDate": 1516435200.399

}
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1.  AWS Management Consolet| 222135} 11 https://console.aws.amazon.com/kmsO| A AWS Key
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https://docs.aws.amazon.com/kms/latest/APIReference/API_CreateKey.html

AWS Key Management Service JHEER} 70| =

AWS KMS AP Zt4of| M 23! 0|22 alias/E Al&étD 1 Flofl o|E0]| 2ok gfL|chod: alias/
ExampleAlias). &2 A L 2™ Lol M Tgatiok gLICE o|0| A8 2 HE 0|2 Foe{H
g MEStAAIR. ListAliases HE 0|2 CHAEAE FEELICH

ﬂlI

TargetKeyIdE Ust AWS Z|1Te| BE 12 2| 7| = U&LICH KMS 7|& A/E352{H, Of
KMS 7|2| 7| ID EE= 7| ARNS ALSELICH CHE HEE ALSE & l&Lich

Ctg oMol M= example-key HEE BHE T X[HE KMS 7|2t @A g LICH O] oMol M= AWS
Command Line Interface(AWS CLI)E AFSFLICH ChEet =2 e edo{o| of = HE O = 2 Al

ME HZstAAl2.

$ aws kms create-alias \
--alias-name alias/example-key \
--target-key-id 1234abcd-12ab-34cd-56ef-1234567890ab

CreateAliasc £242 BIEHSHX| ot&LICH M 212 EE4H ListAliases 2 YUS AL ELICH &I
Mt LHg 2 22!l 2 7|(AWS KMS API) MM E 2E X SHAI2.

B3 27|

HEZS ALE5H AWS KMSEE0|MH KMS 7|8 &lA AlEe = USLICH AWS KMSE&0{ A

e S AFE510d KMS 7|2 HAIZ E = QU&LICE ListAliases KMS 7|2| &M HHEtsHE
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4 N
Aliases & Key 1D v Status
1234abed-12ab-34cd-56ef- Enabled
1234567890ab s
_ kew (1 more 0987dcba-09fe-87dc-65ba- Enabled
access-key (+1 more) 2b098TE54321 nabled
" 1a2b3cdd-5e6f-1a2b-3cdd- Enabl
inance rabled
; 5e6f1azb3cad e
Tf‘_-é'-.-dﬂf?ﬁ--Fn:'r'_..'r:t 12343L}EdDgfe'E?dﬁ'E‘5bd' Enabled
SebflaZb3cdd
RSA-4096-5ign 0987dcba-09fe-34cd-56ef-1234567890ab  Enabled
project-key 1. aZ DE-::J ﬂ_'ffE_F'STM'ESDE" Enabled
\_ J ab0987654321
Zt KMS 7/of Ciet M2 EE mo|x|e| HE Bol= AWS HE & 2[Xe| KMS Z(of CHet 2E HE 9|
H2 0|B T €2 ARNO| EAIELICH €2 ©ig AFg 5o g MAstn €S AXE 45 UaL
Ct.
KMS Z|of CHet 2 & HEo| HE o|Fa HE ARNS Fro{H HEl(Aliases) B2 AASELICH
« HEl(Aliases) O 2 | 0|5 5t24™ & (Aliases) QoA EHE Q2 (n7l O|&h)S MEdFFL|Ct &
& 29f2 KMS 7/0f & oldel HEo| U= Folet LieeLct,
« E=KMS 7|2l HE &= 7| IDE MEI(KMS 72| MF HE | o|X|7t ¥Z)Et CtSEE (Aliases) &
£ MEigLICE o] ’i2 Uit g M4 otlolf /U& L.
CHZ ol0|X|= KMS 7| 6 A|e| HE S E o4 FLICH
Key policy Cryptographic configuration Key material Tags Public key Aliases

Aliases info

Create new alias

Q 1
Alias name Alias ARN
access-key arn:aws:kms:us-east-1:111122223333:alias/access-key
project-alpha arn:awskms:us-east-1:111122223333:alias/project-alpha
HE ge|
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7t0|E

Ol ol Aws #2|S 7| mo|X|ofl ZAIE CHz HE S ALSSto1 AWS #E|E 7|& ME = U&

LICH

AWS Z 2™ 7|0| & HAI2 aws/<service-name>LIC}H 0 E E0{, Amazon DynamoDBOi| A}

E&l= AWS #2¥ 7]9| HE2 aws/dynamodb LT}

AWS managed keys (9)

Q,

Alias A

aws/dynamodb
aws/ebs
aws/lightsail
aws/rds

aws/s3
aws/secretsmanager
aws/ssm
aws/workmail

aws/xray

EAl 2 7|(AWS KMS API)

O| ListAliases® 2 AHE & X[Fof = EE el EE ol EE ARNZ BrererLICH E340f
=ES

= AWS #E2[d 7| U 12 zte| 7|of cHEt & ol ZaEL|cH AWS #E[™E 7(o| HE FAIR
aws/<service-name>(0i: aws/dynamodb)®lL|C}.

SH 0= TargetKeyIld EE7t gl BT Z&E = JU&LICH ol BE2 0|2 "ol HEe
2, AWSO| A MAZK|TE o} &I KMS 7|2F 44 K| of2 H&IQlL|CH,
$ aws kms list-aliases
{
"Aliases": [
{
"AliasName": "alias/access-key",
"AliasArn": "arn:aws:kms:us-west-2:111122223333:alias/access-key",
"TargetKeyId": "©987dcba-09fe-87dc-65ba-ab0987654321",
"CreationDate": 1516435200.399,
"LastUpdatedDate": 1516435200.399
.
{
"AliasName": "alias/ECC-P521-Sign",
"AliasArn": "arn:aws:kms:us-west-2:111122223333:alias/ECC-P521-Sign",
B3 el 49
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"TargetKeyId": "1234abcd-12ab-34cd-56ef-1234567890ab",
"CreationDate": 1693622000.704,
"LastUpdatedDate": 1693622000.704

.

{
"AliasName": "alias/ImportedKey",
"AliasArn": "arn:aws:kms:us-west-2:111122223333:alias/ImportedKey",
"TargetKeyId": "la2b3c4d-5e6f-1a2b-3c4d-5e6fla2b3csad”,
"CreationDate": 1493622000.704,
"LastUpdatedDate": 1521097200.235

},

{
"AliasName": "alias/finance-project",
"AliasArn": "arn:aws:kms:us-west-2:111122223333:alias/finance-project",
"TargetKeyId": "@987dcba-09fe-87dc-65ba-ab0987654321",
"CreationDate": 1604958290.014,
"LastUpdatedDate": 1604958290.014

.

{
"AliasName": "alias/aws/dynamodb",
"AliasArn": "arn:aws:kms:us-west-2:111122223333:alias/aws/dynamodb",
"TargetKeyId": "0987ab65-43cd-21ef-09ab-87654321cdef",
"CreationDate": 1521097200.454%,
"LastUpdatedDate": 1521097200.454

},

{
"AliasName": "alias/aws/ebs",
"AliasArn": "arn:aws:kms:us-west-2:111122223333:alias/aws/ebs",
"TargetKeyId": "abcdl234-09fe-ef90-09fe-ab0987654321",
"CreationDate": 1466518990.200,
"LastUpdatedDate": 1466518990.200

}

EHKMS 7|2t HAE HEE BF 71X 28{H ListAliases 20| KeyId m2t0|E SME ALS
ErLICH KeyId metO/EE KMS 719] 7] ID = 7| ARNE AFSELICH

0| of|odl M= 0987dcba-09fe-87dc-65ba-ab0987654321 KMS 7|2 ¢4Z4=l R E B2l 71 A SL
Ct.

$ aws kms list-aliases --key-id 0987dcba-09fe-87dc-65ba-ab0987654321
{

nE
0
]
o
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"Aliases": [

{
"AliasName": "alias/access-key",
"AliasArn": "arn:aws:kms:us-west-2:111122223333:alias/access-key",
"TargetKeyId": "@987dcba-09fe-87dc-65ba-ab0987654321",
"CreationDate": "2018-01-20T15:23:10.194000-07:00",
"LastUpdatedDate": "2018-01-20T15:23:10.194000-07:00"

.

{
"AliasName": "alias/finance-project",
"AliasArn": "arn:aws:kms:us-west-2:111122223333:alias/finance-project",
"TargetKeyId": "0987dcba-09fe-87dc-65ba-ab0987654321",
"CreationDate": 1604958290.014%,
"LastUpdatedDate": 1604958290.014

}

KeyId tetO|E= QAUEFE BXAHE AMEotX| AX|BF 22T do{e] 7|SE AH8stod SEHE

0 € S04 LCHS AWS CLI B2 AWS #2|™ 7|0 H&IpH 7F K4S LICH.
$ aws kms list-aliases --query 'Aliases[?starts_with(AliasName, “alias/aws/ )]’

Ct

0jo

BHL2 access-key B 7t X{ZLICt HE O|F2 CH/AEXE FE & LICY.

$ aws kms list-aliases --query 'Aliases[?AliasName=='alias/access-key']'

L

{
"AliasName": "alias/access-key",
"AliasArn": "arn:aws:kms:us-west-2:111122223333:alias/access-key",
"TargetKeyId": "@987dcba-09fe-87dc-65ba-ab0987654321",
"CreationDate": "2018-01-20T15:23:10.194000-07:00",
"LastUpdatedDate": "2018-01-20T15:23:10.194000-07:00"

}

HI2 SE 2lac0/22 HYT AZEE KMS 7|& HEY &= UA&LICH o & E01 EE 0| étLtel
(oF 4 X t

Ar|of Qe B2 Ol UpdateAlias* S AF&dt0] test-key EEE CHE KMS 7|2 ¢
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AWS Key Management Service JHEER} 70| =

N

a8 o+ UA&LICEH Ol 7| 719 RLAE HESHXI LI KMS 7|8 =522 Wxste o{e] EH & otLt
ULICEH A ElaA0i CHolf StLEL| KMS 7|& A& st o Z2(710]440] O|A| CHE KMS 7|1& A8t
£ KMS 7| HO[0|EEY == U&LICH

AWS KMS Z2&0|M HBEE UOIO|EE £ QI&LICH 8t UpdateAlias(EE= CHE EHU)E AHESt
0f B3l 0|2 HEE + elaLct HE 0|2 HEste{™ #Ml HES AX[E = KMS 7|0f CHal A4

1y

HE S UOO|EE m $4XH KMS 7|2t M KMS 72| f&0| S sHoF & L|c =2+ CHE, Hich
2 = HMAC). 8t 7| A2 SUsHoF 8HLICHENCRYPT_DECRYPT, SIGN_VERIFY EE&
GENERATE_VERIFY_MAC). O| M&t2 HEE ME35te ZE0M 2535 @F/E YXRIFLICE

CHZ oAM= ListAliasesH A2 AL 5109 test-key EHEO0| $X KMS 7|2 ¢1ZAE|0] USE EoiF =
7do =2 A|ZtgtLCt 1234abcd-12ab-34cd-56ef-1234567890ab

$ aws kms list-aliases --key-id 1234abcd-12ab-34cd-56ef-1234567890ab
{

"Aliases": [

{
"AliasName": "alias/test-key",
"AliasArn": "arn:aws:kms:us-west-2:111122223333:alias/test-key",
"TargetKeyId": "1234abcd-12ab-34cd-56ef-1234567890ab",
"CreationDate": 1593622000.191,
"LastUpdatedDate": 1593622000.191

}

O3 CFE UpdateAlias 22 AL&3510] test-key HE D HAAEI KMS 7|& KMS 7|
0987dcba-09fe-87dc-65ba-ab0987654321 2 BAZAELICE $HA| HAZAEI KMS 7|E X|HE 27t
oo M ("CHA™) KMS 7|8 X[ 5t ElLICH EHE O|E2 CH/AERKIE FEELICH

$ aws kms update-alias --alias-name 'alias/test-key' --target-key-id
0987dcba-09fe-87dc-65ba-ab0987654321

20| O|M| CHA KMS 7[2F @AKo QU=X| &QlstE{™ ListAliases &2 CtA| =&FLICH
AWS CLI BEE --query It2tO/EAE AF&3510] test-key B P 7t X{ZLICH TargetKeyId &
LastUpdatedDate EE=7} |0l EFELICH.

$ aws kms list-aliases --query 'Aliases[?AliasName==alias/test-key']'

L

nE
0
]
o
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{
"AliasName": "alias/test-key",
"AliasArn": "arn:aws:kms:us-west-2:111122223333:alias/test-key",
"TargetKeyId": "0987dcba-09fe-87dc-65ba-ab@987654321",
"CreationDate": 1593622000.191,
"LastUpdatedDate": 1604958290.154
}
]
HE AN
AWS KMSZ&0i|lM e = B UE AH85t0o] BEE A E = U&LICH DeleteAlias HEE 4 X5}
Hoj HEO| AFSEIX| et=X| &elghct HE 2 A HAZAE KMS Z[ole &2 FX| oL x|gt
SIS AZ S OfBEIZ0lMl EXRI7F 2rAE & LIk A4E HAS ARIE B2 olg0l Ze
MHEHEE 0HE0{ SUSH EE= CHE KMS 7|2F A4 E & Q& LCh

KMS 7|8 ARI5HE SEE KMS 7|9t HIZEl 25 Walo| AMIELICH

AWS KMS 2£0|M EE S AfMstE{HE AL stt{™ KMS Z|ofl CHer MIF HE m|o|X[e| EE ®E
AL EfLICH KMS 7|2 EEE 8t #Hoil o42q 7H AMKE &~ A&LICH

—

AWS Management Console0l| 21213} https://console.aws.amazon.com/kms0i| A AWS Key
Management Service(AWS KMS) 2& & Lich.
2. AWS 2|Tg #HEs52{H Ho[X[|o] RLEF A B ME[M U= B[ MENT|E AFSELICH.
3. HMZolM LN 2EY FIE MEFLICH AWS #EIB 7| = AWS &R 7

igLct.
4. E|O|Z0|M KMS 7|9| 7| ID == EEE MEELICE 23 CFE KMS 7| AF EE 1 0] X|oi| M
T B2 MEiEhLICE
KMS Z[ofl 22E0] 048] 7H /= B HIOo|E 2| HE Woil= strto| HEla HE 29F(0d: (n74 0]
Aol EAELICH HE eokg MEISH KMS 7| ME HE Ho|Xx|o] &l §oZ HIZ O|S &L
Ct.

BT "ol AME HE Fof Felgrs MEfgLICH 37 S AfK|(Delete) & MEHELICH.

o

HAS AKISHEIH 5H1g AL BLICH DeleteAlias O] A 8t ol stLtol HaI ARIFLICH Ha
Ol8 S thAZXHE TE5ID Yol alias/HFA7E ol obo FLICH
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0| & =01, CIS HH2 test-key HES AKX LICE O] BHE2 £=232 HHEHSHX| i LTt
$ aws kms delete-alias --alias-name alias/test-key

HEO| MM EIREX| 2HOI5E2{H 22 AF8FHAAIL. ListAliases EP% H22 AWS CLIQ| - -query
I 2tO0/E{E AFE5t0] test-key BEEH 7tX{SZLICH SEHO| BIEE= ListAliases HO]
oF

P
test-key HEO| ZFE|X| IS LIEMHLICH CHE S & M 7Hst2d™ --output text LtEtO|E
oF S AFSELICH

mH
foi

$ aws kms list-aliases --query 'Aliases[?AliasName==alias/test-key']'

L]

OfZ 2|70l BT ALE

HEZ ALE510{ OHE|FHI0|M FE0|AM KMS 7|15 LIEHE &= Q&LICH AWS KMSE & 3t 21 9]
KeyId O§7H24==0|H DescribeKey, B& O|& == BE ARNS GetPublicKeyd{& & LICtH

0 & 01 C}Z GenerateDataKey BH2 HE O0|F(alias/finance)& AI&30{ KMS 7|& Al
,%:I'L—ll:l'. HE=|7-éI Ol%% KeyId .\_.Ll'El'DlE'I Z/I:%L_“:l.

$ aws kms generate-data-key --key-id alias/finance --key-spec AES_256

KMS 7|7} CFE AWS A &0
HHE ARN AL 3t B KMS

= o+ UGLICH G ARNZ &

FdollA 7| ARN EE= B3 ARNS A& SHoF LI}
7 g5t Aldol Holz|of e 2|™otCt Ct
HE] 0| 4l 24E ARN 37| MME 2R 5tHA

rlrﬂr

F0 1l

0 & £04 C}3 GenerateDataKey BE2 S E XIS HHo| ¢i= KMS 7|& AFSELICH.
ExampleAlias E&E2 X|HE HE A 2| 2| KMS 7|2t ¢dA [0 J&LICt

$ aws kms generate-data-key --key-id arn:aws:kms:us-west-2:444455556666:alias/
ExampleAlias --key-spec AES_256

HZlo| 7t & A28t & & SlLE 098 AWS 2™ A= ofEZ|AH O|MHoMH AFESlE A

=z
Ch. I8 S0f M LU 2012 I3 RSA HICHE KVS 7|8 A8 3ts 22 ofE I 0lMO| 28 4 2

OHZ2|7i|o[Mdoll M EE AL 54
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AWS Key Management Service

- 02 ME(28E)(us-west-2) I E arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890abE A+&35t24n &
L|Ct.

- SH(ZZ I FE=E)(eu-central-1)0|AE arn:aws:kms:eu-
central-1:111122223333:key/0987dcba-09fe-87dc-65ba-ab09876543212 A& 35t
o gfLct

« OFAJO} Ef (A7} 2)(ap-southeast-1)H|AE arn:aws:kms:ap-

southeast-1:111122223333:key/1a2b3c4d-5e6f-1a2b-3c4d-5e6f1la2b3csdE AFS S}
2410 &t

Zh 2|0l M THE HHTIo| o ZE(F0|ME BFE7HLE AP EEE switch 28 AHE3H01 2} E[Tdofl ME et
KMS 7|& MEiE = U&LICH J2Lt 2 2|0 SdE BE 0|§e2 HEs ttes Xo| 8M s
Lich EE 0|§ 2 /A2 A E FEELICH

aws --region us-west-2 kms create-alias \

--alias-name alias/new-app \

--key-id arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab

aws --region eu-central-1 kms create-alias \
--alias-name alias/new-app \

--key-id arn:aws:kms:eu-central-1:111122223333:key/0987dcba-09fe-87dc-65ba-
ab0987654321

aws --region ap-southeast-1 kms create-alias \

--alias-name alias/new-app \

--key-id arn:aws:kms:ap-
southeast-1:111122223333:key/1la2b3c4d-5e6f-1a2b-3c4d-5e6fla2b3cad

OHCHS ZE0M EHES AASELICEH ZF 2|0 ZETH A™E= F
ZxshLct. o1| E04, 0| ZEE EE 0|E2Z Sign MY

aws kms sign --key-id alias/new-app \
--message $message \
--message-type RAW \
--signing-algorithm RSASSA_PSS_SHA_384

OHZ2|7i|o[Mdoll M EE AL 55
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Lt B8R0 ALRIEIAL CHE KMS 7|9t 91ZIEIE 2 AEo|EE 9180] &
OlMol A HE O|E S AR 5104 M HOlstBis AlET} Amjstoz wWal
Esfot & 4 Lot

& LICH o] 32 o EE(7
= ChHA| BFE 4L (o]

ol SIEle eratstaimd ok Faof B 2IH 0o M AFBSHE WAIS BEIY 4 Us Hee Hofd
mh Fol5tMIR. KEMEH LIR 2 a0l CHEr HAA Rof MME HEHMSK.

AWS Encryption SDKE H|Z35H ofZZ|71|0| MM 02{ AWS 2| 2| HI0|EHE & E3tet= E 7HX| Ct

E &5 Mol A&

HE ol CHEr AMA Ko

HAS SHE L MY WA U GIZE KMS Flol Y BLICH TEtM HES Balsts 2ot F
AE WAT S e DE KVS 7Iof Cfsl 3 2reig &Y 4 2l MEo| Aojof BLich 7|
R, JAM A 3 HE 2048 MBS Of2f3 HEte MBE 4 YaLic

® Note

8st7HLt HEE = A& L P M1I°F LiS AWS
=

SESC VN E=N

2 E AWS KMS Zfedof| CHeF HMA Ko{ef 2R24=El XEMEH LH8 e Heh & Zx MME B ESIHAML.
g O0tED 21 = UYes HEt2 chs3 4Lt
HEl2 OtEp{mM Hot TR|l= WHEln ¢4ZAE KMS 7| 250f cisl| o2 Heto| Zeshuct.

« ol ThEt kms: CreateAlias. WAIS MAE 4 2= 2ot FAol HZE 1AM HHolAf of Mat

CtS oA HE MHL2 Resource 40| £ HEE XY LICH a2 Lt o{2] HE ARNS Lt
L testvQl ZH2 WA IEHE X|HE 4+ U&LICH B FA|7F A L 2[HoMq Halg MAde &
UL = Resourcel| g2 "*"E X|He =L U&LIct HE Mo Het2 AY L 2T BE 2o
A0]| CHEt kms:Create* HEHo|E Z&E £ QU&LICH

{
"Sid": "IAMPolicyForAnAlias",

e4210] CHEF HAM|A A od N
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"Effect": "Allow",
"Action": [
"kms:CreateAlias",
"kms:UpdateAlias",
"kms:DeleteAlias"
1,
"Resource": "arn:aws:kms:us-west-2:111122223333:alias/test-key"
}

« KMS 7|0l CH8t kms :CreateAlias. O] H&t2 7| HAH ct= 7| HAHO|M ILE IAM HEHof| M A
S |o{oF gfL|Ct.

"Sid": "Key policy for 1234abcd-12ab-34cd-56ef-1234567890ab",
"Effect": "Allow",
"Principal": {"AWS": "arn:aws:iam::111122223333:user/KMSAdminUser"},
"Action": [

"kms:CxreateAlias",

"kms:DescribeKey"

1,
"Resource": "*"
}
ZH FIE Ar8sto HE T HAAE = e KMS 7|18 At = l&LIch ol g E04 kms KeySpec
Z 71§ Ar83stod Eot =7t HICHE KMS Z|of 2 HE S WHSES {8 = J&LICH KMS 7
ElAaA0 CHEF kms:CreateAlias HEHE Mtetes Ol ALY & e =AU 7|2 T =52 AWS

KMS Het MME X 5HM|2.
kms: ListAliases

HZE al 2ol wHalg LPEste{d 2o =AM A kms:ListAliases IAM Z2Hoj| A HEHO| Qo]
OF EFLICt O] Y22 E™ KMS 7| EE= HE E|lAaAQ BE10| @i7| HEol HAo| BlAA Q4 g2

HA —
"*"0{0F BLICH.

L

?-

—

i Lt

& E0{CHS IAM HHE 2 EoF FH0H AE A 2IHe| ZE KMS 7[2t EEE LtEE =+ QU
g2 FoqgfLct.

I'IF

"Version": "2012-10-17",
"Statement": {
"Effect": "Allow",

e4210] CHEF HAM|A A od 3
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"Action": [
"kms:ListKeys",
"kms:ListAliases"

1,

"Resource": "*"

kms: UpdateAlias

Aste{H 2ot FAof HE, TR KMS Z[of CiEt HEF 4 & M KMS 7|

2
i

_Qk

H
rok [l
0)

B>
N

H
ko i

o€ £0{ test-key EHEE 7| ID7} 1234abcd-12ab-34cd-56ef-1234567890ab@! KMS Z|0iA{ 7| ID

7} 0987dcba-09fe-87dc-65ba-ab098765432121 KMS 7|2 A stedm stctm 7H&etLct ol ZA< O]

Mol of| X2t HIx 8 MBS ZEELICH

- HEF | CHEt kms:UpdateAlias. 2ot F&{|of HAZAE IAM HHoj M o] HEHE M gLct oS
IAM H22 %’8 H2lg K|-ELICh 2Lt 042 A ARNS LEESHHLE S THE(o: "test*™)
g X|HE £ aLich 2o FA7F AE 2 21T HE S UO|o|EE £ QYT = Resourcel| 2t
g "*"2 X|"8E s &L

~

"Sid": "IAMPolicyForAnAlias",

"Effect": "Allow",

"Action": [
"kms :UpdateAlias",
"kms:ListAliases",
"kms:ListKeys"

1,

"Resource": "arn:aws:kms:us-west-2:111122223333:alias/test-key"
}

o R HE D HAZHE KMS F|0fl CHE kms :UpdateAlias. O] HEH2 7| M2 £ = 7| HAo|M 2
E 1AM H2Hoi| M X2 z|o{oF ghLC}.

"Sid": "Key policy for 1234abcd-12ab-34cd-56ef-1234567890ab",
"Effect": "Allow",
"Principal”: {"AWS": "arn:aws:iam::111122223333:user/KMSAdminUser"},
"Action": [

"kms :UpdateAlias",

e4210] CHEF HAM|A A od N
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"kms:DescribeKey"

1,

"Resource": "*"

- Eo 2 HEFol| 44 5t= KMS 7[0f CHEt kms : UpdateAlias. O #HEt2 7| M = 7| HEHof
M 2{UE 1AM H&of| M XS E[ofof g L|Ct.

"Sid": "Key policy for 0987dcba-09fe-87dc-65ba-ab0987654321",
"Effect": "Allow",
"Principal”: {"AWS": "arn:aws:iam::111122223333:user/KMSAdminUser"},
"Action": [

"kms :UpdateAlias",

"kms:DescribeKey"

1,

"Resource": "*"

ZH 7|8 Ar83t0{ UpdateAlias U0 KMS 7| & tLt EE= & CHE MEHE &= /&L o E
£04 kms: ResourceAliases 271 7|2 A2 35T CHAF KMS Z0f 0|E|| EdH

FA7t HE S UOOIESIES B = UA&LICE KMS 7| 2lA A0 CHEt kms:UpdateAlias T8t
2 Metste ol A E = e = 7|9 A S /2 AWS KMS Het MME B ESHMIR.

kms: DeleteAlias
H3EE AX|SHE{HE 2ot FA|= RO 44 E KMS Z|of CHalf HEto| Ze &hL|ct.

mot FH0] 2lAE AR £ ls HEE RofE nhs B4 Folsor Bk 24 wEE K
Sz 173 KMS 7lof Wite Ol = oiE 1A O1M0IM 2F I waE 4
URIBH A2 WA MRS CHA

« HE0l i kms:DeleteAlias. B AME & e 2ot FAo AZE IAM G20l A o] Het

0

2 o x| E& dH2 Resource 2 o
& OE (O "test*™M)2 XHE = UgLch EFtE —’F— 1I7P AHE W EI""OHA‘I HES AANE

E
—_
UL = Resource"*" ¢t X|HE == U&LICH

o b
1o
nE
o
o
A
Oi
lI°T"
E
LI
Al
I
(@]
-l
Al
[I
.I.L
o
>
Py
Z
Lo
il
o]
L
Q'I_l
d
I
Il
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"Sid": "IAMPolicyForAnAlias",
"Effect": "Allow",
"Action": [
"kms:CreateAlias",
"kms:UpdateAlias",
"kms :DeleteAlias"
1,
"Resource": "arn:aws:kms:us-west-2:111122223333:alias/test-key"
}

« HZAE KMS 7|0l CHEF kms:DeleteAlias. O HEt2 7| HA = 7| HHoIM 2ILE 1AM HH
ol M M3 Zlo{oF g L|ct.

"Sid": "Key policy for 1234abcd-12ab-34cd-56ef-1234567890ab",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:user/KMSAdminUser"
b
"Action": [
"kms:CreateAlias",
"kms:UpdateAlias",
"kms:DeleteAlias",
"kms:DescribeKey"

]I

"Resource": "*"

AATFKMS 7|21 AR =7 7|18 AFE5lod HE HEHE XN = QU&LICH o & S04, CIS IAM ™
M2 EY AHY L 2o KMS Z[of CHEt 3! &g S FFLICH 3+ X|BF kms: KeyOrigin 271 7|&
ALE35t04 7| RER27F E0{ = KMS Z|of CH§t HetE F7H2 M§HEFLICH AWS KMS
KMS 7| 2lAA0] CHeh eH& HEtES HMStete Ol A E = Ue =4 7(9 ™A S5 2 AWS KMS
st MME BT ESHMI2.

{

"Sid": "IAMPolicyKeyPermissions",

"Effect": "Allow",

"Resource": "arn:aws:kms:us-west-2:111122223333:key/*",
"Action": [
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"kms:CreateAlias",
"kms:UpdateAlias",
"kms:DeleteAlias"
1,
"Condition": {
"StringEquals": {
"kms :KeyOrigin'": "AWS_KMS"

}
}

}
Blaa7t A HMB0ls £ 718 ASY £ HALICH 2ot T BEY 4 e WS M
sHede G0l CiEt HMAE Klofsts IAM M2 0| Resource R4 2HE AFBFLICH ofE Sof o}
S M MBS HAO| RestrictedR AlSHaHR| O 3 HOF FAI7HAWS A L BIF0M BAS
M, dololE £ ANY £ TS BB LI

{

"Sid": "IAMPolicyForAnAliasAllow",

"Effect": "Allow",

"Action": [
"kms:CreateAlias",
"kms:UpdateAlias",
"kms:DeleteAlias"

1,

"Resource": "arn:aws:kms:us-west-2:111122223333:alias/*"

"Sid": "IAMPolicyForAnAliasDeny",

"Effect": "Deny",

"Action": [
"kms:CreateAlias",
"kms:UpdateAlias",
"kms:DeleteAlias"

1,

"Resource": "arn:aws:kms:us-west-2:111122223333:alias/Restricted*"
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kms: RequestAlias
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"Sid": "Key policy using a request alias condition",
"Effect": "Allow",
"Principal": {

"AWS": "arn:aws:iam::111122223333:r0le/alpha-developer"
1,
"Action": [

"kms:Decrypt",

"kms:GenerateDataKey*",

"kms:DescribeKey"
1,
"Resource": "*",
"Condition": {

"StringLike": {

"kms:RequestAlias": "alias/*alpha*"
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$ aws kms describe-key --key-id "arn:aws:kms:us-west-2:111122223333:alias/project-
alpha"

kms: ResourceAliases

20| ™ol AF E|X| LEHEIE KMS 7|9 AAE HEE 7| AE
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"Version": "2012-10-17",
"Statement": [
{

"Sid": "AliasBasedIAMPolicy",

"Effect": "Allow",

"Action": [

"kms:EnableKeyRotation",
"kms:DisableKeyRotation",
"kms:GetKeyRotationStatus"

1,

"Resource": [
"arn:aws:kms:*:111122223333:key/*",
"arn:aws:kms:*:444455556666:key/*"

1,

"Condition": {
"ForAnyValue:StringlLike": {

"kms:ResourceAliases": "alias/restricted*"

kms:ResourceAliases Z712 X2 70| otL|zt 2lAA S| ZAULICEH M2t EHEE X|H 36t
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$ aws kms enable-key-rotation --key-id "alias/restricted-project"
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$ aws kms enable-key-rotation --key-id "1234abcd-12ab-34cd-56ef-1234567890ab"

AWS CloudTrail 2 10{|A] ¥ 37|

HEZ2 A& 350§ AWS KMS key API 10| A{ AWS KMSE X|&e = &Lt ae{H

KMS 7|2| e4&at 7| ARNO| O|HIE o CHEt AWS CloudTrail 21 & =0l 7|SELICt #EEo|
requestParameters ZE0f LFEFLICEH 7| ARNO| resources ZE=0f LIEFLICEH AWS AMH|A
7t H™EAM AWS 22l 7|18 A&t F<olT otEt7hR[ L Ct
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$ aws kms generate-data-key --key-id alias/project-key --key-spec AES_256

Ol 20| 210f 7|FE|HM CloudTrail 21 &F0l= AHSE AKX KMS 7|2 H& 1 7| ARNO| 25 =
ELch
{

"eventVersion": "1.05",

"userIdentity": {
"type": "IAMUser",
"principalId": "ABCDE",
"arn": "arn:aws:iam::111122223333:role/ProjectDev",
"accountId": "111122223333",
"accessKeyId": "FFHIJ",

"userName": "example-dev"
},
"eventTime": "2020-06-29T23:36:417",
"eventSource": "kms.amazonaws.com",
"eventName": "GenerateDataKey",
"awsRegion": "us-west-2",

"sourceIPAddress": "205.205.123.000",

"userAgent": "aws-cli/1.18.89 Python/3.6.10
Linux/4.9.217-0.1.ac.205.84.332.metall.x86_64 botocore/1.17.12",

"requestParameters": {
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"keyId": "alias/project-key",

"keySpec": "AES_256"
},
"responseElements": null,
"requestID": "d93f57f5-d4c5-4bab-8139-5a1f7824a363",
"eventID": "d6300le2-dbc6-4aae-90cb-e5370aca7125",
"readOnly": true,
"resources": [

{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab"
}

1,
"eventType": "AwsApiCall",
"recipientAccountId": "111122223333"
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AWS managed keys (11)

Q 1 2 > @
Aliases Key ID L) Status
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AWS managed keys (11)

Q, Aliases: aws/e]

Aliases

Aliases: aws felasticfilesystem
Aliases: aws/ebs

Aliases: awsfes
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Customer managed keys (10)

Q, Key Type:

Key Type

Key Type: Symmetric

Key Type: Asymmetric

CtE ¥ 7|8t EAISHE{H 12 #E2[ 7| Ho|X|o| M EE &AtE MEistT 2
(Regionality)2 MEit CtZ 2™ 7+ &: CFS 2[7(Regionality: Multi-Region)2
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Customer managed keys (10)

Q, Regionality: |

Regionality

Regionality: Single Region
Regionality: Multi Region
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Customer managed keys (17)

Q, department:

Tags with key "department'

department: marketing

department: support
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Customer managed keys (10)

Q test

Aliases: test-cks-key-1
Aliases: alpha-key-test

Aliases: ebl-test-2
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Customer managed keys (10)
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KMS Customer managed keys
0987dcba-09fe-87dc-65ba-ab0987654321

General configuration

Aliases Status
key-test Enabled
Description Creation date

MNov 06, 2018 15:11 PST

Key ID: 0987dcba-09fe-87dc-65ba-ab098765432

Key actions ¥ || Edit |

ARN

arn;aws:kms.us-east-

1:111122223333 key/0987dcba-05fe-
87dc-65ba-ab0987654321

Key policy Cryptographic configuration Tags Key rotation
Cryptographic configuration
Key Type Origin Key Spec

Symmetric AWS_KMS

SYMMETRIC_DEFAULT

Aliases

Key Usage
Encrypt and decrypt
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JHeER 7Hol=

LSSl "Eﬂéal- T A= KMS Z|of| CHEt ZhEFet AB(MEE AL ILICH T2 22l 7]of cHet
2 F 7+t Yol|lo|E5tEd™ R 74 (General Configuration) 90| T&(Edit)2 ME4EFLICH
=5t ANEE
x| =3 74 =
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HICHEO|Z 7| AFE0| =335t U &5 =2l ZRof|Bt EA|IELICH AWS KMS7} X|#5te & &5t
F =

2 n2[Eof CHEr REAIE LIS
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7

IAM = 2l M5 2042 74 KMS 7|0 CHEF HMIAE Ao{EfLICH 2 E KMS 7|0l stLte| 7|
MAO| U&LICH 0|7d0| FUsH T4 Hek Bof eAlL|CH o2 &2l 7|9 7| Mg B35t

7| E*(Key policy) R0l A HEI(Edit)S MEIEFLICE XEMIEH LHE 2 the section called “7| E&H
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- JtM2 7| 4 249 B2 External(2[F)(BYOK)
« 2|F 7| AE0{9| KMS 7|2| B External key store(2|§ 7| AE04)
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QIxl: o33 74 o
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Ol KMS 7|7} L& 2l SHE 7S LIEHHLICH ol == KMS 717H OHE 2™ SsHE 7|19 3
<02k LFEHE LT,

AWS KMS2| KMS 7|2 &7H MEE &= /U= ME LI EEFS LHEFLICH o]l EE= 7| R¥0| H]
CHEo|m 7| AFE 0| ME A &elel Foigk EAIFELICH AWS KMS7t X|#Hete MYE g 2|Fo
§_|I- S 4 al

CHEH REMIEH LHE 2 M 2
AEH E A7

KMS 72| 7| &EHRILICE KMS 7= & EH7t %gir El(Enabled) @l Z<02h &S5} 2 ¢4
(cryptographic operations)0i| At& & = U&LICH ZF KMS 7| & EHQL KMS 7|0l A&E = U=

ol
AN
o] O|xl= G&of CHEt REMIEH B2 AWS KMS 7|2 7| & Eff MME FHESHMAIL.

Tags
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2. 7|8 48 mHolx|o|M MEst= dES MEfe Chs &els MEfELICH

&35l A3 E5t7| #|2 CIHIO|AE F 2 AI8ste B2 HOIX| 27| dEE A& 3stod Zf m o[ X|oi| Z A
e KMS 7| +& =2l X0l E4LIT

AlElE Clole] @2 Eoli, AFSAtel M g W AH U Blxol KMS 7| Kol 12t oHE +
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E'_

ANetEl KMS 7] Eflolg
KMS 7| E|O|20] ZAIZ/= WS A A X550 KMS 7(of CHEl 2o ft HEE EAIE & &Lt
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LICt O[248t Y2 CHE 22| AFS AtEiofl Of&f & L.

CHE &3 3t KMS 7|

AWS KMS7t Mdst= 7| 7+ 2471 U= CHE 2535 KMS 7|8 A& 5t 3 HE(Aliases),
7| ID(Key ID), & Ef(Status) & M Lt (Creation date) € 0| 7t K& ZLICt.

H|CHE! KMS 7|

HICHE KMS 7|E At83tE 32 EE(Aliases), 7| ID(Key ID) X! & Eff(Status) & 2|01 7| F&(Key
type), 7| At (Key spec) & 7| AtE(Key usage) @2 F7t5t= Q0| E&LICE 0|28t Loll= KMS
717t tHE E= HIWERUX| 048, 7| 79 49 R, KMS 7|& ¥E 3 EE= MBol| AFSE = U

O =2 T AA
EX| 045 7} E AIELICH

HMAC KMS 7|

HMAC KMS 7|& At&3dt= 32 & (Aliases), 7| ID(Key ID) & & Ef(Status) & 2|01l 7| At (Key
spec) 2 7| AF&(Key usage) @2 F7t5t= XW0| E&LICE o Foll= KMS 7|7 HMAC Z[21X]| 0o
HIl EAIELICE 7| AAZO|Lt 7| AR E 7|E2 2 KMS 7|12 7‘*34%* = oioo 2 HEN EHTE At
235lo{ HVMAC 7|& At Chs AWS KMS 2&9| ZE 7|s2 At85t0{ HEO|LI O E 7IES
2 EE3gLct

KR 7| T 24
JtM2 7| 74 2 A(imported key material) 7t = KMS 7|7t Q= A< 22|%&(Origin) & Btz

M (Expiration date) @& F7tstE 40| EZ&LICH Ol2{8F Holl= KMS 7|2| 7| 4 RAE 7t
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Mt(Creation date) ZE0{|= KMS 7|7} MEE (7| M 4 9Z)7F EAIELICH 7| 74 24
o| 5§42 ™5 HHFstR| & LICt

AMNEA XHE 7| AE0]

AMNEXF X 7| AE0{0f| KMS 7|7} QE B2 Origin(22|%!) Y3} Custom key store ID(AHS A} K|
M 7| AE0{ID) ¥ F7t5t= Z0| E&LICE Ol2{8t B2 KMS 7|7t AHERL XY 7| AE0f0f QU
22 E0iF1, AR X|H 7| AE0 REE EAISD, AFEX X|H 7| AEO0{E AlHELICH

Cts 2 7|

CHE 21T 7171 (e B2 2™ 2/ (Regionality) @& F7tst= 0| E&LICHKMS 7(7F B 2
M7, s 2l 72 7| E= 08 2l SHE 7|elX]| oiF & LIEFHLICH

APIE Al&35l0{ KMS 7| E7|

AWS Key Management Service(AWS KMS) APIE AF&3t01 KMS 7|1& & = /&Lt o] M2 7
ZE KMS Z|of CHEr MF HEE gHEtste 048] 22 Eo{ELICt. O] oA E2 AWS Command Line
Interface(AWS CLE A& 3HX|BH, AL Xt= ofH X[l Z2 Y Q1o{2ts AFSE = JU&Lct

=

« ListKeys: ZE KMS 7|2/ ID 2! ARN 7|42 7|

« DescribeKey: KMS 7|0 Ciet M HE 71X 27|

+ GetKeyPolicy: KMS 7|01 914 El 7| 2 7t X2 7|
« ListAliases: KMS 7|2| 93 O|& 2 ARN 7IX{27|
« ListResourceTags: KMS 7|9 Ei1 7} X2 7|

Listkeys: Z& KMS 72| ID & ARN 7}X{2 7|

0| ListKeys®d2 A & x|dof Qe 2 E KMS 712] ID2F Amazon 2|44 0| (ARN) 2 HHeHEL
Ct.

& &, ListKeys 2 &2 0| 7t4 H™Hol|l /= Z KMS 7|2| ID2F ARNE BHererLCh ChFst
=32 do{ef o= KMS 72| 7| ID 2 7| ARN 7H X2 7| dME F TS AL,

$ aws kms list-keys

{
"KeyS": [

APIE AbE30d KMS 7| 27| 80
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{

"KeyArn": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab",
"KeyId": "1234abcd-12ab-34cd-56ef-1234567890ab"

}I
{

"KeyArn": "arn:aws:kms:us-west-2:111122223333:key/0987dcba-09fe-87dc-65ba-

ab0987654321",
"KeyId": "@987dcba-09fe-87dc-65ba-ab0987654321"
},
{

"KeyArn": "arn:aws:kms:us-
east-2:111122223333:key/1la2b3c4d-5e6f-1a2b-3c4d-5e6fla2b3cad",
"KeyId": "la2b3c4d-5e6f-1a2b-3c4d-5e6fla2b3cad”

DescribeKey: KMS 7|0f| CHEF M2 HE 71X 7]

DescribeKey® 42 X|HE KMS Z|of CHEt ME HEE gtetg
ARN, H3 O|F &= HE ARNZ AFSELCH

[==]

S EXC| A™D x|l KMS 7|BF E AlSHE ListKeys®dnt EE| £1& AL XAH= 0| DescribeKey
S AL8stod CHE HIE 2l KMS Z(ol CHEr MR BE & 7txE = A&t

EHoll= KeySpec 2 CustomerMasterKeySpec M7t 25 L& EH

DescribeKey &
ot &Lt

CustomerMasterKeySpec HIE{E { O|& A2 E|X|

st ME = st L|C S5t TEEs

0 €& E™, Describekey 2 E£2 CHE 2535 KMS 7|0 SHEE
E= AWS KMS key A, 7| &l U 7| +44 Q4 _C.’_Elm(key material origin)oi| (b2t 2t &ILICt CF
et T2 Ado{| o= AWS KMS key H7| MME HESAMAIL.

$ aws kms describe-key --key-id 1234abcd-12ab-34cd-56ef-1234567890ab

"KeyMetadata": {
"Origin": "AWS_KMS",
"KeyId": "1234abcd-12ab-34cd-56ef-1234567890ab",

"Description": ,

81
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"KeyManager": "CUSTOMER",
"Enabled": true,
"KeySpec": "SYMMETRIC_DEFAULT",
"CustomerMasterKeySpec": "SYMMETRIC_DEFAULT",
"KeyUsage": "ENCRYPT_DECRYPT",
"KeyState": "Enabled",
"CreationDate": 1499988169.234,
"MultiRegion": false,
"Arn": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab",

"AWSAccountId": "111122223333",
"EncryptionAlgorithms": [

"SYMMETRIC_DEFAULT"

ol oMo ME MY 2 &Qlol| AL E|E= HICHE KMS 7|0l CHSt DescribeKey &g 5 &¢&LICt S
=oll= AWS KMS7t 0| KMS Z|of CHall X|&st= ME gn2[&o| 2 & EL|Ct

$ aws kms describe-key --key-id 0987dcba-09fe-87dc-65ba-ab0987654321

"KeyMetadata": {
"KeyId": "@987dcba-09fe-87dc-65ba-ab0987654321",
"Origin": "AWS_KMS",
"Arn": "arn:aws:kms:us-west-2:111122223333:key/0987dcba-09fe-87dc-65ba-
ab0987654321",
"KeyState": "Enabled",
"KeyUsage": "SIGN_VERIFY",
"CreationDate": 1569973196.214,
"Description": "",
"KeySpec": "ECC_NIST_P521",
"CustomerMasterKeySpec": "ECC_NIST_P521",
"AWSAccountId": "111122223333",
"Enabled": true,
"MultiRegion": false,
"KeyManager": "CUSTOMER",
"SigningAlgorithms": [
"ECDSA_SHA_512"
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GetKeyPolicy: KMS Z|0fl AAZ2El 7| H& 7tX{2 7

Io

GetKeyPolicy2 2 KMS 7|0 12 El 7| HHE 7t X{ZLIct KMS 7|& A]E3tE4H, 0| KMS 7|2 7|
ID, 7| ARNS ArSEfLICH 8t HAH 0|2 &4 defaultZE XH5HoF & LICEH (’;Eig 2171 ofgd2

A BHol| --output text SME FIIELICE) GetKeyPolicyE EEXS AY gl 2|0 U=
KMS Z|oi|gt &S &fLct.

ChEst Zz2aeid dofef ole 7] & 7IKMH2 7| MM S A EStA L.

$ aws kms get-key-policy --key-id 1234abcd-12ab-34cd-56ef-1234567890ab --policy-name
default

{
"Version" : "2012-10-17",
"Id" : "key-default-1",
"Statement" : [ {
"Sid" : "Enable IAM User Permissions",
"Effect" : "Allow",
"Principal” : {
"AWS" : "arn:aws:iam::111122223333:ro0t"
I
"Action" : "kms:*",
"Resource" : "*"
1]
}

ListAliases: KMS 72| 22& O|&§ L/ ARN 7} 27|

O| ListAliases® 2 H|™d & x|qo| HE g BrEEfLICE 85 2| TargetKeyIde HEHAM HZEstE
KMS 7|(A{= d<)2l 7| IDE EAIFLICH

712X O 2 ListAliases BE2 AH L 2|To| WA g 2 F vhetgLct o7|ol= AL X7 MAFH
o 02 2E|™ 7ol ddst HWE U AWSTH M5t AEHe| AWS 2 7[of edZ@s HElo| 2 F
ELICH AWS HZI2 0|50]| aws/<service-name> & 2|(0: aws/dynamodb)O|7| [ E0f QI1AIE &~
A& LIt

ol o] ofdlel aws/redshift E&T} ZH0| TargetKeyId ZEV} Qi HAE ZEHE £ Qla
L—|EP. olz{8t &2 O|2] HolEl HE SR, AWSOH| A HMZNKIB Ot &I KMS 7|2F HAZAE[X| i 2 HE
Lt

Cheret Z2 i 2Hoqof ofls WA L MM HESIAIR,
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$ aws kms list-aliases

"Aliases": [

{

"AliasName": "alias/access-key",

"AliasArn": "arn:aws:kms:us-west-2:111122223333:alias/access-key",
"TargetKeyId": "©987dcba-09fe-87dc-65ba-ab0987654321",

"CreationDate": 1516435200.399,
"LastUpdatedDate": 1516435200.399

"AliasName": "alias/financeKey",

"AliasArn": "arn:aws:kms:us-west-2:111122223333:alias/financeKey",
"TargetKeyId": "0987dcba-09fe-87dc-65ba-ab@987654321",

"CreationDate": 1604958290.014%,
"LastUpdatedDate": 1604958290.014

"AliasName": "alias/ECC-P521-Sign",

"AliasArn": "arn:aws:kms:us-west-2:111122223333:alias/ECC-P521-Sign",

"TargetKeyId": "1234abcd-12ab-34cd-56ef-1234567890ab",

"CreationDate": 1693622000.704,
"LastUpdatedDate": 1693622000.704

"AliasName": "alias/ImportedKey",

"AliasArn": "arn:aws:kms:us-west-2:111122223333:alias/ImportedKey",
"TargetKeyId": "la2b3c4d-5e6f-1a2b-3c4d-5e6fla2b3cad”,

"CreationDate": 1493622000.704,
"LastUpdatedDate": 1521097200.235

"AliasName": "alias/aws/dynamodb",

"AliasArn": "arn:aws:kms:us-west-2:111122223333:alias/aws/dynamodb",
"TargetKeyId": "@987ab65-43cd-21ef-09ab-87654321cdef",

"CreationDate": 1521097200.454,
"LastUpdatedDate": 1521097200. 454

"AliasName": "alias/aws/ebs",

"AliasArn": "arn:aws:kms:us-west-2:111122223333:alias/aws/ebs",
"TargetKeyId": "abcdl1234-09fe-ef90-09fe-ab0@987654321",
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"CreationDate": 1466518990.200,
"LastUpdatedDate": 1466518990.200

I
{
"AliasName": "alias/aws/redshift",
"AliasArn": "arn:aws:kms:us-west-2:111122223333:alias/aws/redshift"
I
]
}
EHYKMS 7|8 X st= HWE S 71X 224H KeyId Ti2tO|EHE AFSLICEH ThEt0lE 2t 7] 1D &
= 7| ARNY = l&LICt EE o|F0o|ut HE ARNE X|He = l&LIct
CtS odle| HHE2 0 #elE 7|18 7t2l7|l= 9 & 7FAS U ct 5tX|gh o]l FE 1 242 HHEZ AL
&35toi AWS #2ldE 7|8 HZEsts 32 &2 sk AsLtt

$ aws kms list-aliases --key-id arn:aws:kms:us-
west-2:111122223333:key/0987dcba-09fe-87dc-65ba-ab0987654321

{
"Aliases": [
{
"AliasName": "alias/access-key",
"AliasArn": "arn:aws:kms:us-west-2:111122223333:alias/access-key",
"TargetKeyId": "0987dcba-09fe-87dc-65ba-ab@987654321",
"CreationDate": 1516435200.399,
"LastUpdatedDate": 1516435200.399
},
{
"AliasArn": "arn:aws:kms:us-west-2:111122223333:alias/financeKey",
"TargetKeyId": "0987dcba-09fe-87dc-65ba-ab0987654321",
"AliasName": "alias/financeKey",
"CreationDate": 1604958290.014,
"LastUpdatedDate": 1604958290.014
.
]
}

AWS #E[d 7|9 SEE 7tedH Z2 el do{e] 7|SE At8stod S22 EEHTELICH

$ aws kms list-aliases --query 'Aliases[?starts_with(AliasName, “alias/aws/ )]’
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ListResourceTags: KMS 7|2| Ej1 7}X{2 7|

Ol ListResourceTags® 42 X|HE KMS 7|2 E§E BtetELICH APIE stLES| KMS Z(of CHEF EH
E HtetstR|2 F ool M P Adlistod A 2l 2|Fe| ZE KMS 7| EEe= MEHSHKMS 7| Zlghofl oY
FEHZE 7HK2 = U &LICE Ol API= §t B0l & H|O| X[ BtEHSt 2 2 042 KMS Z[ofl B2 Ef27}
= B Hete RE E|OE JIXeedH T2 3242 21o{Z H|o|X| OjZS AtE5l ok & & U&LICH

rok

zO

ListResourceTags &2 ZE KMS Z|of CHst EfI & EHEHSEX|BH AWS 2 E2[E Z(0ll= Ef 7t K|
HE|X| t&LICEH o] 22 E&Xto| AlY 2l X[39| KMS 7|oi| Bt 2FS & L|C.

KMS Z7[|2| il & 3 22{M ListResourceTagsE US AFS & LICEH KeyId mt2tO|E{7} 2 ELICt
7| ID EE= 7| ARNZ &g LICH O] oilX[E A=5t7| Hol|l oA 7| ARNZ RES W E HFELICEH

$ aws kms list-resource-tags --key-id arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab

{
"Tags": [
{
"TagKey": "Department",
"TagValue": "IT"
1,
{
"TagKey": "Purpose",
"TagValue": "Test"
}
1,
"Truncated": false
}
ListResourceTags 2 S AtE5t0{ E BT, Bl 7| == BT gf0| U= AE A 2|He 2E
KMS 7|& 7tXg = A&LICH ol H| st EE:LEH“' dofel HER 7|5E ASELICH

o & £04 Ct= Bash A3 BE &= ListKeys2! ListResourceTags 22 AH83t0{ E{ 7|7t Q=
HAE & X|d9| 2 E KMS 7|& 7HXZLICH Project 5 & 25 Z1to| & © 0| X|B 7t K4S Lt
KMS Z[7} BE74LE Ef 7t BI2 A2 T o] mOo|X| A 7[s 2 AFE5t04 2 2Fdol ™A 2ot E
7tXZLCt o] o|ME A&5t7| Mol ol 7| IDE fRE® W22 HiELCH

TARGET_TAG_KEY='Project'

for key in $(aws kms list-keys --query 'Keys[*].KeyId' --output text); do
key_tags=$(aws kms list-resource-tags --key-id "$key" --query "Tags[?TagKey==\"
$TARGET_TAG_KEY\'1")
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if [ "$key_tags" != "[]" 1; then
echo "Key: $key"
echo "$key_tags"

Key: ©0987dcba-09fe-87dc-65ba-ab0987654321

[
{
"TagKey": "Project",
"TagValue": "Gamma"
}
]
Key: la2b3c4d-5e6f-1a2b-3c4d-5e6fla2b3c4d
[
{
"TagKey": "Project",
"TagValue": "Alpha"
}
]
Key: 0987ab65-43cd-21ef-09ab-87654321cdef
[
{
"TagKey": "Project",
"TagValue": "Alpha"
}
]
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|2 E4 8 o] KMS 7|0il CHSt Cryptographic configuration(& &3t 71 4d) Eoll= F7F S5 MMO|
&LICH | & E01 AL A X 7| AE 049 KMS 7|0 CHEF Cryptographic configuration(&f 3t +
EHoi = Custom key stores(AFE Xt X|& 7| AE0{) MM0| Q&LICH 2|F 7| AE0{2| KMS 7|0
Cryptographic configuration(& 23} 7 4J) B10l= External key(2/|F 7|) M40| U/ &LICH.

0X 2 1

o ~—

-

CH

r

Cryptographic configuration

Key Type Key Spec @ Signing algorithms
Asymmetric

¥ RSA_2048 RSASSA_PKCS1_W1_5_SHA_256
Origin o U RSASSA_PKCS1_V1_5_SHA_384
AWS_KMS yUsag RSASSA_PKCS1_V1_5_SHA_512

Sign and verify
RSASSA_PSS_SHA_256

RSASSA_PSS5_SHA_384
RSASSA_PSS5_SHA_512

AWS KMSAPIO|AM Z S AL 35HMIL. DescribeKey SE 2| KeyMetadata 7Z 0 KMS 7|2 & 5 5}
T go| ZEELICH o|& £0{DescribekKey= AME ! 2H0loj| AF8 = RSA KMS 7|0 CHaH| CHE &
ER=gg=g=ig|uy

H =2 =

"KeyMetadata": {

"Arn": "arn:aws:kms:us-

west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab",

"AWSAccountId": "111122223333",

"CreationDate": 1571767572.317,

"CustomerMasterKeySpec": "RSA_2048",

"Description": "",

"Enabled": true,

"KeyId": "1234abcd-12ab-34cd-56ef-1234567890ab",

"KeyManager": "CUSTOMER",

"KeyState": "Enabled",

"MultiRegion": false,

"Origin": "AWS_KMS",

"KeySpec": "RSA_2048",

"KeyUsage": "SIGN_VERIFY",

"SigningAlgorithms": [
"RSASSA_PKCS1_V1_5_SHA_256",
"RSASSA_PKCS1_V1_5_SHA_384",
"RSASSA_PKCS1_V1_5_SHA_512",
"RSASSA_PSS_SHA_256",
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"RSASSA_PSS_SHA_384",
"RSASSA_PSS_SHA_512"
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3. ShT AN SN AAsT BElSHE 718 BB B HolM 1 By 7|
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4. KMS 7|2| 7| IDE #oB{H KMS 7| HE o= A|%fS

rr
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7| ID ¥ 7|1Exo 2 Ho|go EAIELICE 7| ID €o| E|o|E0i EA|L|X| 2k 2 the section
called “KMS 7| H|O|E2 AR X[ B0l MHEE MRtof (2t |HELICH KMS 7[2] 7| ID&
HN&g HE HOo|X|HMHE 8 & U&LICH

Customer managed keys ‘ Key actions ¥ ‘ Create key
Q 1 &
Aliases A Key ID v Status Creation date
key-test I 1234abcd-12ab-34cd-56ef-1234567890ab I Enabled Oct 19, 2018 12:43 PDT

5. KMS 7|2 Amazon 2|44 O|B(ARN)S OB 7| ID £ Wag MetFLICh 7| ARNS
TA MM EAIZLICEH
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General configuration

Aliases Status ARN

key-test Enabled arn:aws.kms:us-east-
1:111122223333:key/1234abed-12ab-

Description Creation date 34cd-56ef-1234567890ab

- Mov 06, 2018 15:11 PST

7| ID & 7| ARNZ &2 2{HH(AWS KMS API)

O| 7| ID2} 7| ARNZ ZH22{P AWS KMS key 22 At SHAA|2. ListKeys CHY et == 1214 @4
02| ofl&= 7| ID L ARN 7IX27| & 7| ID L ARN 7} 7| B EH XA AIL.

0

ListKeys 80|z AH™ & Z|Te| 2= KMS 7|oi| CHEt 7| ID2F 7| ARNO| Z & ELICEH

$ aws kms list-keys

{
"Keys": [
{
"KeyId": "1234abcd-12ab-34cd-56ef-1234567890ab",
"KeyArn": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab"
+
{

"KeyId": "@987dcba-09fe-87dc-65ba-ab0987654321",
"KeyArn": "arn:aws:kms:us-west-2:111122223333:key/0987dcba-09fe-87dc-65ba-

ab0987654321"

}
]
}
3 0|8 X WA ARN &
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AWS KMS Z£0i|= KMS 7|2t AZAEl EEF 0| EAIFLICH

1.  AWS KMS £ (https://console.aws.amazon.com/kms)S 3L|C}.

2. AWS Z|Xg #H45le{H mo|X|e] 2EX AE D ME|of UE S MEHT|E AL EHLICE
3. Y AHM 2 MMStD BElsteE 718 Bt B M Fold o 2eldE 7|8 MEELCEH

QlsH =3 MAIStT BElSHE 7|8 HeiE B FolM AWS 12 BHElH 718

AWSOIM A
MEdEL|CH

4. HE Holle ZF KMS 7|o| wElo| EAIE/LICE KMS 7]0 HEl0] gie A HE Hoil CHAl(-) 7
LtEH LICEH.

KMS Z|0f &4& 0] o424 74

RlE B W dolle W 290l (7] OJ4)E UGLIC o8 Sof
CF2 KMS F|0l= = JHo| Bd=lo| © S

ILF= key-testILICEH

KMS 7|oi CHE 2 E BHEo| HE o|E1 HE ARNS 3rop{H HEl(Aliases) B2 AFS ErLCt.

« HE(Aliases) IS 2 | 0|5 35l2{H & (Aliases) QoM HE 22 (n7lf O|&)S MEIENLICE
HE 242 KMS 7|0 & ol o] HEO| U= B2 LIEHELICH.

o
« E=KMS 7|2l BE = 7| IDE ME(KMS 712| M2 HE Ho|x|7t E&)et CtSEE
(Aliases) S ME{EFLICH AbF 724 M4 ofeofl Rol EAIELICH

Customer managed keys (16) Key actions W | Create key
Q 12 > ®
Aliases v Key ID v Status
key-test (+1 more) 1234abcd-12ab-34cd-56ef-1234567890ab Enabled
- 1a2b3cd4d-5e6f-1a2b-3cdd-5e6f1a2b3cdd Enabled

5. #3(Aliases) B0 = KMS 7|ofl Cist ZE g2lo| w3 0|81 2 ARNO| EAIELICH of &of
MKMS 7|ol HE g Bre A4ME + A&
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Key policy Cryptographic configuration Key material Tags Public key Aliases
Aliases info Create new alias
Q 1
Alias name Alias ARN
key-test arn:aws:kms:us-east-1:111122223333:alias/key-test
project-key arm:aws:kms:us-east-1:111122223333:alias/project-key

O| HE O|F1 HE ARNE HoB{H HHZ ALE 5t A A|2AWS KMS key. ListAliases CHE 8 T2
o elofol ofl= HE Ltd W HE 0|F L ARN 7t 7| B B XA AIR.
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Eo{Cl2 ¥ 7| ID 1234abcd-12ab-34cd-56ef-1234567890ab0| /= of| K| KMS 7|2]
gt 7FX{SL|C}

18

$ aws kms list-aliases --key-id 1234abcd-12ab-34cd-56ef-1234567890ab
{

"Aliases": [

{
"AliasName": "alias/key-test",
"AliasArn": "arn:aws:kms:us-west-2:111122223333:alias/key-test",
"TargetKeyId": "1234abcd-12ab-34cd-56ef-1234567890ab",
"CreationDate": 1593622000.191,
"LastUpdatedDate": 1593622000.191

b,

{
"AliasName": "alias/project-key",
"AliasArn": "arn:aws:kms:us-west-2:111122223333:alias/project-key",
"TargetKeyId": "1234abcd-12ab-34cd-56ef-1234567890ab"
"CreationDate": 1516435200.399,
"LastUpdatedDate": 1516435200.399

}
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& Lct.

1 1@ m|

_
o

KMS 7|2l & F7t, BHE, 27| & AAste{H HRE ALE #HEHo| {010k BrLICH RHMIEH LIS 2
o
=

Ef 04| CHEF Al A Ko MM

A

« CreateKey: M KMS 7|0l Ef1 F7}

« TagResource: KMS 7|9| Ef1 F7} e 844
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$ aws kms create-key --tags TagKey=Project,TagValue=Alpha

O] HHEO| 833t M KMS Z|of CHEF HE It = KeyMetadata ZAM & BreterLICh JeqLt
KeyMetadataOl= E 27} Z & E|X| t&LICH E2E 7hX{224™ ListResourceTagsE S AFS 4]
Al2.

TagResource: KMS 72| Ef1 F7t &= #H4

O| TagResource®f 2 KMS Z|0f 5tLt O|&f 2| E{E FIIELICEH O 2 YE AL&3sto{ CHE AWS A

Holej2& F7t £ HEY =+ ol&Lich
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$ aws kms tag-resource \
--key-id 1234abcd-12ab-34cd-56ef-1234567890ab \
--tags TagKey=Purpose,TagValue=Pretest TagKey=Department,TagValue=Finance

O| BHo| McHZE A=/ HEHO|EE BHEtStR| A& LICH KMS 7|2l EfOE EiedH 22 AHE5t
2lA|2. ListResourceTags

EE3F TagResource & 0|83l 7|E Efl12| B 2t HEY = U&LICH Bl S H7edH S
Ei1 7|18 CHE 22 X|HMAIL.

0& £0{ 0| BHE 2 Purpose EH1 Zt2 PretestOM TestZE HtELICEH

$ aws kms tag-resource \
--key-id 1234abcd-12ab-34cd-56ef-1234567890ab \
--tags TagKey=Purpose,TagValue=Test

ListResourceTags: KMS 72| Ei1 7}X{2 7|

Ol ListResourceTags& 2 KMS 7|2| EfI & 7tX{ZLICH KeyId metO|E{7F H g LICt o] 24
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$ aws kms list-resource-tags --key-id 1234abcd-12ab-34cd-56ef-1234567890ab

"Truncated": false,
"Tags": [
{
"TagKey": "Project",
"TagValue": "Alpha"

3,

{
"TagKey": "Purpose",
"TagValue": "Test"

3,

{
"TagKey": "Department",
"TagValue": "Finance"

}

]
}

UntagResource: KMS 7|04 A{ Ef 1 AFA]|

0| UntagResourceZ 42 KMS 7|0|AM E{2E AT M|ELICH AME EfOE AlYEsted™ BT 7|1E X1
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$ aws kms untag-resource --key-id 1234abcd-12ab-34cd-56ef-1234567890ab --tag-keys
Purpose
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kms: TagResource
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kms: ListResourceTags
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kms: UntagResource
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"Version": "2012-10-17",
"Id": "example-key-policy",
"Statement": [

{

"Sid": "Enable IAM User Permissions",
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"Effect": "Allow",

"Principal”: {"AWS": "arn:aws:iam::111122223333:root"},
"Action": "kms:*",

"Resource": "*"

"Sid": "Allow all tagging permissions",

"Effect": "Allow",

"Principal": {"AWS": [
"arn:aws:iam::111122223333:user/LeadAdmin",
"arn:aws:iam::111122223333:user/SupportLead”

11,

"Action": [

"kms:TagResource",
"kms:ListResourceTags",
"kms:UntagResource"

]I

"Resource": "*"

"Sid": "Allow roles to view tags",

"Effect": "Allow",

"Principal": {"AWS": [
"arn:aws:iam::111122223333:r0le/Administrator",
"arn:aws:iam::111122223333:ro0le/Developer"

11,

"Action": "kms:ListResourceTags",

"Resource": "*"
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"Version": "2012-10-17",
"Statement": [
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{
"Sid": "IAMPolicyCreateKeys",

"Effect": "Allow",
"Action": "kms:CreateKey",

"Resource": "*"

"Sid": "IAMPolicyTags",

"Effect": "Allow",

"Action": [
"kms:TagResource",
"kms:UntagResource",
"kms:ListResourceTags"

15
"Resource": "arn:aws:kms:*:111122223333:key/*"
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» aws: RequestTag
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« AWS: TagKeys

* kms: CallerAccount

» kms: KeySpec

+ kms: KeyUsage

» kms: KeyOrigin

* kms: ViaService
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"Version": "2012-10-17",
"Statement": [

{
"Sid": "IAMPolicyCreateKey",
"Effect": "Allow",
"Action": "kms:CreateKey",
"Resource": "*"

},

{
"Sid": "IAMPolicyViewAllTags",
"Effect": "Allow",
"Action": "kms:ListResourceTags",
"Resource": "arn:aws:kms:*:111122223333:key/*"

},

{
"Sid": "IAMPolicyManageTags",
"Effect": "Allow",
"Action": [

"kms:TagResource",
"kms:UntagResource"

1,

|Z45HoF & LIC}t. ForAnyValue Qi4tXIE AFS 5t
QI x|3H{oF &FL|C} ForAllValues
& StLEeF Y x|aHoF gFL|Ct. EFF
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"Resource": "arn:aws:kms:*:111122223333:key/*",

"Condition": {

"ForAllValues:StringEquals": {"aws:TagKeys":

"Project"}
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{

"Version": "2012-10-17",
"Statement": [
{

"Sid": "IAMPolicyWithResourceTag",

"Effect": "Allow",

"Action": [
"kms:GenerateDataKeyWithoutPlaintext",
"kms:Decrypt"

1,

"Resource": "arn:aws:kms:ap-southeast-1:111122223333:key/*",

"Condition": {

"StringEquals": {
"aws:ResourceTag/Project": "Alpha"
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}
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"Version": "2012-10-17",
"Statement": [
{
"Sid": "IAMAllowCryptographicOperations",
"Effect": "Allow",
"Action": [
"kms:Encrypt",
"kms:GenerateDataKey*",
"kms:Decrypt",
"kms:ReEncrypt*"
1,
"Resource": "arn:aws:kms:*:111122223333:key/*"

"Sid": "IAMDenyOnTag",
"Effect": "Deny",
"Action": [
"kms:Encrypt",
"kms:GenerateDataKey*",
"kms:Decrypt",
"kms:ReEncrypt*"
1,
"Resource": "arn:aws:kms:*:111122223333:key/*",
"Condition": {
"StringEquals": {
"aws:ResourceTag/Type": "Reserved"

"Sid": "IAMDenyNoTag",

"Effect": "Deny",

"Action": [
"kms:Encrypt",
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"kms:GenerateDataKey*",

"kms:Decrypt",

"kms:ReEncrypt*"
1,
"Resource": "arn:aws:kms:*:111122223333:key/*",
"Condition": {

"Null": {

"aws:ResourceTag/Type": "true"
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1.  AWS Management Consolet| 222135} 11 https://console.aws.amazon.com/kmsO| A AWS Key
Management Service(AWS KMS) £ & LCt.

AWS Z|1Hg #HAse{H Ho|X[e] 2EF HTH ZAMEol U= 2 HET[E AFSELICH
Ef A FolMd o 22l 71E =Lt
2 5t 5t L HIZ 8l e KMS 7|2 & Qlghs MENSFLCE.

KMS 7| &A3l5tedH 7| 2H(Key actions), & *§P(Enable)% MEHSHLICH KMS 7| HIE &3St
5248 7| Zd(Key actions), HIE A3} (Disable)

o & @b
ok
1]

Mm
J:“é
ok
C
i

KMS 7| g 443} 2 HIZA3HAWS KMS API)

EnableKeyZdg a5t H HIg A3t 7t & 4stE LICH AWS KMS key O] (K& 2 AWS Command
Line Interface(AWS CL)E AtE5HX|BH ALEXt= o X[HEl= Z2J21Y o2t MEE = /UE
LIC} key-id Zt2FOIE{7}

Ol Y2 &34 tretst x| ef&LICt 7| §EE 2 4™ DescribeKey* UE AL

-

rlo

FHEAIR

ol

$ aws kms enable-key --key-id 1234abcd-12ab-34cd-56ef-1234567890ab

o A

O| DisableKeyX g =+

02

ot #d3tE KMS 7|7} HIg d3tELICH key-id ZEt0E{7F 2 ELICH
$ aws kms disable-key --key-id 1234abcd-12ab-34cd-56ef-1234567890ab

A==

ok

I-OI_|3|. |

ol

Ol 242 £39g pretstx| et &LICH 7| 4 EfE 2 24H DescribeKey2 U ALS
Al2. Enabled
$ aws kms describe-key --key-id 1234abcd-12ab-34cd-56ef-1234567890ab

{
"KeyMetadata": {
"Origin": "AWS_KMS",
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https://console.aws.amazon.com/kms
https://docs.aws.amazon.com/kms/latest/APIReference/API_EnableKey.html
https://aws.amazon.com/cli/
https://aws.amazon.com/cli/
https://docs.aws.amazon.com/kms/latest/APIReference/API_DescribeKey.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_DisableKey.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_DescribeKey.html
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"KeyId": "1234abcd-12ab-34cd-56ef-1234567890ab",
"Description": "",
"KeyManager": "CUSTOMER",
"MultiRegion": false,
"Enabled": false,
"KeyState": "Disabled",
"KeyUsage": "ENCRYPT_DECRYPT",
"CreationDate": 1502910355.475,
"Arn": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab",

"AWSAccountId": "111122223333"
"KeySpec": "SYMMETRIC_DEFAULT",
"CustomerMasterKeySpec": "SYMMETRIC_DEFAULT",
"EncryptionAlgorithms": [

"SYMMETRIC_DEFAULT"
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https://aws.amazon.com/kms/pricing/
https://docs.aws.amazon.com/cost-management/latest/userguide/ce-what-is.html
https://docs.aws.amazon.com/kms/latest/cryptographic-details/
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1. AWS Management Console0| 212135t 11 https://console.aws.amazon.com/kms0| A AWS Key
Management Service(AWS KMS) £ & LCt.

2. AWS 2|tig HZEstt{H Ho[X|2| 2EF &H EME[o] U= 2™ ME7[E AASELICH

FLICH (AWS ZE2lE 7[2| I A E & d&lstHu g dst e
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& 53t KMS 712| M5 BE Ho[x|of2h LEEHE LICH L 2| El(Origin) 2
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6. OHA O] KMS 7|2 AFS | (Automatically rotate this KMS key every year) & QIBHS ME4FI LI
MEH F|AFFLICH

(® Note
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https://console.aws.amazon.com/kms
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7| wA gAst L HIEE3HAWS KMS API)

AWS Key Management Service(AWS KMS) APIE AIE€3104 RIS 7| XS &Adsl L HIZEH5
St o 2E|1™ 7|0 M nA HEHE & = U&LICH O|F oMo M= AWS Command Line
Interface(AWS CL)E AFESHX|EH X[HEl= ZE Z202HY 10{E AMEE = JU&LICh

O| EnableKeyRotation®d& Sall XI™E KMS 7|2| At& 7| I Af|7} & §}5' L|C}.
DisableKeyRotation®Z 12 &3t s 7|7t H|gHstELICE 0|28 240l KMS 7| & Al 52
e 7| ID EE= 7| ARNZ AFSELICH 7|2Mo 2 17 2t2|& KMS Z|of CiEh 7| A= HIg g8t

Lt

CtE oo Me XIHE CHE 228 KMS 7|0l 7| =2t2 43l 5t T GetKeyRotationStatusZ 2
AE35tod AntE olgtLict O oS 7| n A& HIE M35t 1 CHA| GetKeyRotationStatusE A& 5t
of HA At S =0lg

$ aws kms enable-key-rotation --key-id 1234abcd-12ab-34cd-56ef-1234567890ab
$ aws kms get-key-rotation-status --key-id 1234abcd-12ab-34cd-56ef-1234567890ab

{
"KeyRotationEnabled": true

$ aws kms disable-key-rotation --key-id 1234abcd-12ab-34cd-56ef-1234567890ab
$ aws kms get-key-rotation-status --key-id 1234abcd-12ab-34cd-56ef-1234567890ab

{
"KeyRotationEnabled": false
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https://docs.aws.amazon.com/kms/latest/APIReference/
https://aws.amazon.com/cli/
https://aws.amazon.com/cli/
https://docs.aws.amazon.com/kms/latest/APIReference/API_EnableKeyRotation.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_DisableKeyRotation.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_GetKeyRotationStatus.html
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Rotate keys manually
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https://docs.aws.amazon.com/kms/latest/APIReference/API_DescribeKey.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_Encrypt.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_Sign.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_GenerateMac.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_GenerateDataKeyPair.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_GenerateDataKey.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_Sign.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_ScheduleKeyDeletion.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_DisableKey.html
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$ aws kms list-aliases --query 'Aliases[?AliasName=="alias/TestKey']'
{

"Aliases": [

{
"AliasArn": "arn:aws:kms:us-west-2:111122223333:alias/TestKey",
"AliasName": "alias/TestKey",
"TargetKeyId": "1234abcd-12ab-34cd-56ef-1234567890ab",
"CreationDate": 1521097200.123,
"LastUpdatedDate": 1521097200.123

},

$ aws kms update-alias --alias-name alias/TestKey --target-key-id
0987dcbha-09fe-87dc-65ba-ab0987654321

$ aws kms list-aliases --query 'Aliases[?AliasName=='alias/TestKey']'
{

"Aliases": [

{
"AliasArn": "arn:aws:kms:us-west-2:111122223333:alias/TestKey",
"AliasName": "alias/TestKey",
"TargetKeyId": "0987dcba-09fe-87dc-65ba-ab0987654321",
"CreationDate": 1521097200.123,
"LastUpdatedDate": 1604958290.722

.

5o 7l

El

A 118


https://docs.aws.amazon.com/kms/latest/APIReference/API_UpdateAlias.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_ListAliases.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-usage-filter.html#cli-usage-filter-client-side-specific-values
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https://docs.aws.amazon.com/kms/latest/APIReference/API_Encrypt.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_Decrypt.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_Encrypt.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_Decrypt.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_GenerateDataKey.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_ReEncrypt.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_DeleteImportedKeyMaterial.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_RevokeGrant.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_PutKeyPolicy.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_ImportKeyMaterial.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_EnableKey.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_DisableKey.html
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/use-the-cloudtrail-processing-library.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-working-with-log-files.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/
https://docs.aws.amazon.com/eventbridge/latest/userguide/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/
https://console.aws.amazon.com/kms
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https://console.aws.amazon.com/cloudwatch/home
https://docs.aws.amazon.com/AmazonCloudWatch/latest/DeveloperGuide/CloudWatch_Dashboards.html
https://aws.amazon.com/premiumsupport/trustedadvisor/
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https://docs.aws.amazon.com/kms/latest/APIReference/API_GetKeyPolicy.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_Encrypt.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-aws-service-specific-topics.html#cloudtrail-aws-service-specific-topics-integrations
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/getting_notifications_top_level.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/receive-cloudtrail-log-files-from-multiple-regions.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-receive-logs-from-multiple-accounts.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-event-reference-user-identity.html
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https://docs.aws.amazon.com/awscloudtrail/latest/APIReference/API_LookupEvents.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events-console.html#filtering-cloudtrail-events
https://docs.aws.amazon.com/kms/latest/APIReference/API_CreateAlias.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_UpdateAlias.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_RevokeGrant.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_RetireGrant.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_ReplicateKey.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_ImportKeyMaterial.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_DeleteImportedKeyMaterial.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_DeleteAlias.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_CreateGrant.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_UpdatePrimaryRegion.html
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https://docs.aws.amazon.com/kms/latest/APIReference/API_DisableKey.html
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-a-trail-using-the-console-first-time.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-update-a-trail-console.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/logging-management-and-data-events-with-cloudtrail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/logging-management-and-data-events-with-cloudtrail.html
https://docs.aws.amazon.com/awscloudtrail/latest/APIReference/API_PutEventSelectors.html
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"eventVersion": "1.05",

"userIdentity": {
"type": "IAMUser",

"principalId": "EX_PRINCIPAL_ID",
"arn": "arn:aws:iam::111122223333:user/Alice",
"accountId": "111122223333",

AbK|of| CHEF REA[EL FR| EHele A X

WS KMS keys 4

AWS CloudTrail& AI&¢ 22

127


https://docs.aws.amazon.com/kms/latest/APIReference/API_CancelKeyDeletion.html
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"accessKeyId": "EXAMPLE_KEY_ID",
"userName": "Alice"
},
"eventTime": "2020-07-27T21:53:17Z2",
"eventSource": "kms.amazonaws.com",
"eventName": "CancelKeyDeletion",
"awsRegion": "us-west-2",
"sourceIPAddress": "192.0.2.0",
"userAgent": "AWS Internal",
"requestParameters": {
"keyId": "1234abcd-12ab-34cd-56ef-1234567890ab"
I
"responseElements": {
"keyId": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab"
I
"requestID": "e3452e68-d4b0-4ec7-a768-7ae96c23764f",

"eventID": "d818bf03-6655-48e9-8b26-f279a07075fd",
"readOnly": false,

"resources": [

{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab"
}

1,
"eventType": "AwsApiCall",
"recipientAccountId": "111122223333"

ConnectCustomKeyStore
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"eventVersion": "1.08",
"userIdentity": {
"type": "IAMUser",
"principalId": "EX_PRINCIPAL_ID",
"arn": "arn:aws:iam::111122223333:user/Alice",
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"accountId": "111122223333",
"accessKeyId": "EXAMPLE_KEY_ID",

"userName": "Alice"
.
"eventTime": "2021-10-21T20:17:32Z2",
"eventSource": "kms.amazonaws.com",
"eventName": "ConnectCustomKeyStore",
"awsRegion": "us-east-1",

"sourceIPAddress": "192.0.2.0",
"userAgent": "AWS Internal",
"requestParameters": {
"customKeyStoreId": '"cks-1234567890abcdef0"
},
"responseElements": null,
"additionalEventData": {
"customKeyStoreName": "ExampleKeyStore",
"clusterId": "cluster-1la23b4cdefg"
.
"requestID": "abcde9el-fla3-4460-a423-577fb6e695c9",
"eventID": "114b61b9-0eab6-47f5-a9d2-4f2bdd0@017d5",
"readOnly": false,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333"

}
CreateAlias
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"eventVersion": "1.08",
"userIdentity": {
"type": "IAMUser",
"principalId": "EX_PRINCIPAL_ID",
"arn": "arn:aws:iam::111122223333:user/Alice",
"accountId": "111122223333",
"accessKeyId": "EXAMPLE_KEY_ID",
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"userName": "Alice"
I
"eventTime": "2022-08-14T23:08:317",
"eventSource": "kms.amazonaws.com",
"eventName": "CreateAlias",
"awsRegion": "us-west-2",
"sourceIPAddress": "192.0.2.0",
"userAgent": "AWS Internal",
"requestParameters": {
"aliasName": "alias/ExampleAlias",
"targetKeyId": "1234abcd-12ab-34cd-56ef-1234567890ab"
I

"responseElements": {
"keyId":"arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab"

iy
"requestID": "caecle@c-ce@3-419e-bdab-6ablf7c57c01",
"eventID": "2dd6e784-8286-46a6-befd-d64e5a02fb28",
"readOnly": false,

"resources": [

{
"accountId": "111122223333",

"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab"

1,
{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-west-2:111122223333:alias/ExampleAlias"
}
1,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",
"eventCategory": "Management"
}
CreateCustomKeyStore
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"eventVersion": "1.08",
"userIdentity": {
"type": "IAMUser",
"principalId": "EX_PRINCIPAL_ID",
arn": "arn:aws:iam::111122223333:user/Alice",
"accountId": "111122223333",
"accessKeyId": "EXAMPLE_KEY_ID",
"userName": "Alice"

1,
"eventTime": "2021-10-21T20:17:32Z",

"eventSource": "kms.amazonaws.com",
"eventName": "CreateCustomKeyStore",
"awsRegion": "us-east-1",
"sourceIPAddress": "192.0.2.0",
"userAgent": "AWS Internal",
"requestParameters": {
"customKeyStoreName": "ExampleKeyStore",
"clusterId": "cluster-1la23b4cdefg"
1,
"responseElements": {
"customKeyStoreId": '"cks-1234567890abcdef0"
I
"requestID": "abcde9el-fla3-4460-a423-577fb6e695c9",
"eventID": "114b61b9-0eab-47f5-a9d2-4f2bdd0017d5",
"readOnly": false,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333"
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"eventVersion": "1.02",
"userIdentity": {
"type": "IAMUser",
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"principalId": "EX_PRINCIPAL_ID",
"arn": "arn:aws:iam::111122223333:user/Alice",
"accountId": "111122223333",
"accessKeyId": "EXAMPLE_KEY_ID",
"userName": "Alice"
I
"eventTime": "2014-11-04T00:53:127",
"eventSource": "kms.amazonaws.com",
"eventName": "CreateGrant",
"awsRegion": "us-east-1",
"sourceIPAddress": "192.0.2.0",
"userAgent": "AWS Internal",
"requestParameters": {
"keyId": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab",
"constraints": {
"encryptionContextSubset": {
"ContextKeyl": "Valuel"

I
"operations": ["Encrypt",
"RetireGrant"],
"granteePrincipal": "EX_PRINCIPAL_ID"
I
"responseElements": {
"grantId": "f020fe75197b93991dc8491d6f19dd3cebb24ee62277a05914386724f3d48758",
"keyId":"arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab"
},
"requestID": "f3c08808-63bc-1le4-bc2b-4198b6150d5c",
"eventID": "5d529779-2d27-42b5-92da-91aaealfc4b5s",
"readOnly": false,
"resources": [{
"ARN": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab",
"accountId": "111122223333"
1,
"eventType": "AwsApiCall",
"recipientAccountId": "111122223333"
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"eventVersion": "1.08",
"userIdentity": {
"type": "IAMUser",
"principalId": "EX_PRINCIPAL_ID",
"arn": "arn:aws:iam::111122223333:user/Alice",
"accountId": "111122223333",
"accessKeyId": "EXAMPLE_KEY_ID",
"userName": "Alice"
.
"eventTime": "2022-08-10T22:38:277",
"eventSource": "kms.amazonaws.com",
"eventName": "CreateKey",
"awsRegion": "us-west-2",
"sourceIPAddress": "192.0.2.0",
"userAgent": "AWS Internal",
"requestParameters": {
"description": "",
"origin": "EXTERNAL",
"bypassPolicylLockoutSafetyCheck": false,
"customerMasterKeySpec": "SYMMETRIC_DEFAULT",
"keySpec": "SYMMETRIC_DEFAULT",
"keyUsage": "ENCRYPT_DECRYPT"
.
"responseElements": {
"keyMetadata": {
"AWSAccountId": "111122223333",
"keyId": "1234abcd-12ab-34cd-56ef-1234567890ab"
" "arn:aws:kms:us-

arn :

west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab",

"creationDate": "Aug 10, 2022, 10:38:27 PM",
"enabled": false,

"description": "",

"keyUsage": "ENCRYPT_DECRYPT",

"keyState": "PendingImport",

"origin": "EXTERNAL",

"keyManager": "CUSTOMER",
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"customerMasterKeySpec": "SYMMETRIC_DEFAULT",
"keySpec": "SYMMETRIC_DEFAULT",
"encryptionAlgorithms": [

"SYMMETRIC_DEFAULT"
1,

"multiRegion": false

.

"requestID": "laef6713-0223-4ff7-9a6d-781360521930",
"eventID": "36327b37-f4f6-40a9-92ab-48064ec905a2",
"readOnly": false,

"resources": [

{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab"
}

1,

"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",
"eventCategory": "Management"

CtS o= 7| AE0{0 CHE F &3t KMS 7| & M5t CreateKey 2| CloudTrail EOE 2015
LICt. AWS CloudHSM

"eventVersion": "1.08",
"userIdentity": {
"type": "IAMUser",
"principalId": "EX_PRINCIPAL_ID",
"arn": "arn:aws:iam::111122223333:user/Alice",
"accountId": "111122223333",
"accessKeyId": "EXAMPLE_KEY_ID",
"userName": "Alice"
},
"eventTime": "2021-10-14T17:39:50Z",
"eventSource": "kms.amazonaws.com",
"eventName": "CreateKey",
"awsRegion": "us-west-2",
"sourceIPAddress": "192.0.2.0",
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"userAgent": "AWS Internal",
"requestParameters": {
"keyUsage": "ENCRYPT_DECRYPT",
"bypassPolicylLockoutSafetyCheck": false,
"origin": "AWS_CLOUDHSM",
"keySpec": "SYMMETRIC_DEFAULT",
"customerMasterKeySpec": "SYMMETRIC_DEFAULT",
"customKeyStoreId": '"cks-1234567890Qabcdef0",
"description": ""
I
"responseElements": {
"keyMetadata": {
"aWSAccountId": "111122223333",
"keyId": "@987dcba-09fe-87dc-65ba-ab0987654321",
"arn
ab0987654321",
"creationDate": "Oct 14, 2021, 5:39:50 PM",
"enabled": true,
"description": "",
"keyUsage": "ENCRYPT_DECRYPT",
"keyState": "Enabled",
"origin": "AWS_CLOUDHSM",
"customKeyStoreId": "cks-1234567890abcdef0",
"cloudHsmClusterId": "cluster-1la23b4cdefg",
"keyManager": "CUSTOMER",
"customerMasterKeySpec": "SYMMETRIC_DEFAULT",
"keySpec": "SYMMETRIC_DEFAULT",
"encryptionAlgorithms": [
"SYMMETRIC_DEFAULT"
1,

"multiRegion": false

iy
"additionalEventData": {

": "arn:aws:kms:us-west-2:111122223333:key/0987dcba-09fe-87dc-65ba-

"backingKey": "{\"keyHandle\":\"19\",\"backingKeyId\":\"backing-key-id\"}"

iy
"requestID": "4f@bl85c-588c-4767-9e90-c618f7el3cad",

"eventID": "c73964b8-703d-49e4-bd9e-f773d0eeleb5",
"readOnly": false,
"resources": [
{
"accountId": "111122223333",
"type": "AWS::KMS::Key",

AWS CloudTrailg AE8t 2Z

135



AWS Key Management Service JHEER} 70| =

"ARN": "arn:aws:kms:us-west-2:111122223333:key/0987dcba-09fe-87dc-65ba-
ab0987654321"
}
1,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",
"eventCategory": "Management"

CI2 o= 2F 7| AE0{0| CHE ¥ 535 KMS 7|E& d45t= CreateKey 42| CloudTraill EOE& 2
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"eventVersion": "1.08",
"userIdentity": {
"type": "IAMUser",
"principalId": "EX_PRINCIPAL_ID",
"arn": "arn:aws:iam::111122223333:user/Alice",
"accountId": "111122223333",
"accessKeyId": "EXAMPLE_KEY_ID",

"userName": "Alice"
.
"eventTime": "2022-09-07T22:37:457",
"eventSource": "kms.amazonaws.com",
"eventName": "CreateKey",
"awsRegion": "us-east-1",

"sourceIPAddress": "192.0.2.0",
"userAgent": "AWS Internal",
"requestParameters": {

"tags": [1,
"keyUsage": "ENCRYPT_DECRYPT",
"description": "",

"origin": "EXTERNAL_KEY_STORE",
"multiRegion": false,
"keySpec": "SYMMETRIC_DEFAULT",
"customerMasterKeySpec": "SYMMETRIC_DEFAULT",
"bypassPolicylLockoutSafetyCheck": false,
"customKeyStoreId": '"cks-1234567890Qabcdef0",
"xksKeyId": "bb8562717f809024"

3,

"responseElements": {
"keyMetadata": {
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"aWSAccountId": "111122223333",
"keyId": "1234abcd-12ab-34cd-56ef-1234567890ab",

arn": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab",
"creationDate": "Dec 7, 2022, 10:37:45 PM",
"enabled": true,
"description": "",
"keyUsage": "ENCRYPT_DECRYPT",
"keyState": "Enabled",
"origin": "EXTERNAL_KEY_STORE",
"customKeyStoreId": "cks-1234567890abcdef0",
"keyManager": "CUSTOMER",
"customerMasterKeySpec": "SYMMETRIC_DEFAULT",
"keySpec": "SYMMETRIC_DEFAULT",
"encryptionAlgorithms": [
"SYMMETRIC_DEFAULT"
1,
"multiRegion": false,
"xksKeyConfiguration": {
"id": "bb8562717f809024"

},
"requestID": "bal97c82-3ac7-487a-8ff4-7736bbebl1316",
"eventID": "838ad5f4-5fdd-4044-afd7-4dbd88c6af56",
"readOnly": false,
"resources": [
{
"accountId": "227179770375",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-east-1:227179770375:key/39c5eb22-
f37c-4956-92ca-89e8f8b57ab2"
}
1,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",
"eventCategory": "Management"
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west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab"

"eventVersion": "1.05",
"userIdentity": {

"type": "IAMUser",

"principalId": "EX_PRINCIPAL_ID",

"arn": "arn:aws:iam::111122223333:user/Alice",

"accountId": "111122223333",
"accessKeyId": "EXAMPLE_KEY_ID",

"userName": "Alice"
.
"eventTime": "2020-07-27T22:58:247",
"eventSource": "kms.amazonaws.com",
"eventName": "Decrypt",
"awsRegion": "us-west-2",

"sourceIPAddress": "192.0.2.0",
"userAgent": "AWS Internal",
"requestParameters": {

"encryptionAlgorithm": "SYMMETRIC_DEFAULT",

"keyId": "arn:aws:kms:us-
"encryptionContext": {
"Department": "Engineering",

"Project": "Alpha"

}I

Sl
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"responseElements": null,
"requestID": "12345126-30d5-4b28-98b9-9153da559963",

"eventID": "abcde2@2-bala-467c-b4ba-f729d45ae521",

"readOnly": true,
"resources": [

{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab"
}
1,
"eventType": "AwsApiCall",
"recipientAccountId": "111122223333"
}
EZE O L35 7|2 553 Ay
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"eventVersion": "1.08",
"userIdentity": {
"type": "IAMUser",
"principalId": "EX_PRINCIPAL_ID",
"arn": "arn:aws:iam::111122223333:user/Alice",
"accountId": "111122223333",
"accessKeyId": "EXAMPLE_KEY_ID",

"userName": "Alice"
I
"eventTime": "2022-11-24T18:57:437",
"eventSource": "kms.amazonaws.com",
"eventName": "Decrypt",
"awsRegion": "us-west-2",

"sourceIPAddress": "192.0.2.0",
"userAgent": "AWS Internal",
"errorCode": "IncorrectKeyException"

139
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"errorMessage'": "The key ID in the request does not identify a CMK that can perform
this operation.",

"requestParameters": {
"encryptionAlgorithm": "SYMMETRIC_DEFAULT",
"keyId": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab",
"encryptionContext": {
"Department": "Engineering",
"Project": "Alpha"

},

"responseElements": null,

"requestID": "22345126-30d5-4b28-98b9-9153da559963",
"eventID": "abcde202-bala-467c-b4ba-f729d45ae521",
"readOnly": true,

"resources": [

{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab"
}

1,
"eventType": "AwsApiCall",
"recipientAccountId": "111122223333"
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"eventVersion": "1.08",
"userIdentity": {
"type": "IAMUser",
"principalId": "EX_PRINCIPAL_ID",
"arn": "arn:aws:iam::111122223333:user/Alice",
"accountId": "111122223333",
"accessKeyId": "EXAMPLE_KEY_ID",
"userName": "Alice"
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},

"eventTime": "2021-10-26T23:41:2772",
"eventSource": "kms.amazonaws.com",
"eventName": "Decrypt",

"awsRegion": "us-west-2",

"sourceIPAddress": "192.0.2.0",

"requestParameters": {
"encryptionAlgorithm": "SYMMETRIC_DEFAULT",

"keyId": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab",
"encryptionContext": {
"Department": "Development",
"Purpose": "Test"

}I

"responseElements": null,
"additionalEventData": {
"customKeyStoreId": "cks-1234567890abcdef0"
},
"requestID": "elb881f8-2048-41f8-b6cc-382b7857ec6l",
"eventID": "a79603d5-4cde-46fc-819c-a7cf547b9df4",
"readOnly": true,
"resources": [

{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab"
}

1,
"eventType": "AwsApiCall",

"managementEvent": true,
"recipientAccountId": "111122223333",

"eventCategory": "Management"
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"eventVersion": "1.08",
"userIdentity": {
"type": "IAMUser",
"principalId": "EX_PRINCIPAL_ID",
"arn": "arn:aws:iam::111122223333:user/Alice",
"accountId": "111122223333",
"accessKeyId": "EXAMPLE_KEY_ID",
"userName": "Alice"
},
"eventTime": "2022-11-24T00:26:58Z",
"eventSource": "kms.amazonaws.com",
"eventName": "Decrypt",
"awsRegion": "us-west-2",
"sourceIPAddress": "AWS Internal",
"requestParameters": {
"encryptionAlgorithm": "SYMMETRIC_DEFAULT",

"keyId": "arn:aws:kms:us-west-2:111122223333:key/0987dcba-09fe-87dc-65ba-

ab0987654321",
"encryptionContext": {
"Department": "Engineering",
"Purpose": "Test"

},

"responseElements": null,

"additionalEventData": {
"customKeyStoreId": "cks-9876543210fedcbha9",
"xksKeyId": "abc01234567890fe"

3,

"requestID": "f1b881f8-2048-41f8-b6cc-382b7857ec6l",

"eventID": "b79603d5-4cde-46fc-819c-a7cf547b9df4",
"readOnly": true,
"resources": [

"ARN": "arn:aws:kms:us-west-2:111122223333:key/0987dcba-09fe-87dc-65ba-

{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
ab0987654321"
}

1,

"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",
"eventCategory": "Management"
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}

QE 7| AEO{0|MH KMS 7|2 2535 Auj

Ct= oAl CloudTrail 23 &5 2 2|F 7| AE0{0] Q= KMS 7|8 ALEEF Decrypt &30 CHEF A
et EE 7|SELICH CloudWatch 438t 28 2ot Aust EE 7|E&LICH 2F
[} CloudTrail 21 &=0i= 02| (ErrorCode) & &7 M3 El= 25F HAIX] (ErrorMessage)
ElLict.

=

O| ot Zo| Mgt 20| |F 7| AE0] ZE Ao =& 3 B2 requestld &/ 2 AHE5t0{ Almf
tt REE 2R 7| 2K ZEA[Z} 7|55t ST 20 A = JELICHEZ S AL M3t &E
(=)

).

QE 7| AE0{2| Decrypt RLHO| CHEt E2U2 S55 LF Mg FESAMR.

"eventVersion": "1.08",
"userIdentity": {
"type": "IAMUser",
"principalId": "EX_PRINCIPAL_ID",
"arn": "arn:aws:iam::111122223333:user/Alice",
"accountId": "111122223333",
"accessKeyId": "EXAMPLE_KEY_ID",

"userName": "Alice"
.
"eventTime": "2022-11-24T00:26:587",
"eventSource": "kms.amazonaws.com",
"eventName": "Decrypt",
"awsRegion": "us-west-2",

"sourceIPAddress": "AWS Internal",

"userAgent": "AWS Internal",

"errorCode": "KMSInvalidStateException",

"errorMessage": "The external key store proxy rejected the request because the
specified ciphertext or additional authenticated data is corrupted, missing, or
otherwise invalid.",

"requestParameters": {

"encryptionAlgorithm": "SYMMETRIC_DEFAULT",
"keyId": "arn:aws:kms:us-west-2:111122223333:key/0987dcba-09fe-87dc-65ba-
ab0987654321",
"encryptionContext": {
"Department": "Engineering",
"Purpose": "Test"
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}

iy

"responseElements": null,
"additionalEventData": {
"customKeyStoreId": "cks-9876543210fedcbha9",
"xksKeyId": "abc01234567890fe"
},
"requestID": "f1b881f8-2048-41f8-b6cc-382b7857ec6l",
"eventID": "b79603d5-4cde-46fc-819c-a7cf547b9df4",
"readOnly": true,
"resources": [

{
"accountId": "111122223333",

"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-west-2:111122223333:key/0987dcba-09fe-87dc-65ba-
ab0987654321"
}

1,
"eventType": "AwsApiCall",

"managementEvent": true,
"recipientAccountId": "111122223333",
"eventCategory": "Management"

DeleteAlias

@)
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"eventVersion": "1.02",
"userIdentity": {
"type": "IAMUser",
"principalId": "EX_PRINCIPAL_ID",
"arn": "arn:aws:iam::111122223333:user/Alice",
"accountId": "111122223333",
"accessKeyId": "EXAMPLE_KEY_ID",
"userName": "Alice",
"sessionContext": {
"attributes": {
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"mfaAuthenticated": "false",
"creationDate": "2014-11-04T00@:52:2772"

}
}
},
"eventTime": "2014-11-04T0Q0:52:27Z",
"eventSource": "kms.amazonaws.com",
"eventName": "DeleteAlias",
"awsRegion": "us-east-1",

"sourceIPAddress": "192.0.2.0",
"userAgent": "AWS Internal",
"requestParameters": {
"aliasName": "alias/my_alias"
I
"responseElements": {
"keyId":"arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab"
I
"requestID": "d9542792-63bc-11le4-bc2b-4198b6150d5c",
"eventID": "12f48554-bb04-4991-9cfc-e7e85f68edand",
"readOnly": false,
"resources": [{
"ARN": "arn:aws:kms:us-east-1:111122223333:alias/my_alias",
"accountId": "111122223333"
},
{
"ARN": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab",
"accountId": "111122223333"
1,
"eventType": "AwsApiCall",
"recipientAccountId": "111122223333"

DeleteCustomKeyStore
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{
"eventVersion": "1.08",

"userIdentity": {
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"type": "IAMUser",

"principalId": "EX_PRINCIPAL_ID",

"arn": "arn:aws:iam::111122223333:user/Alice",
"accountId": "111122223333",

"accessKeyId": "EXAMPLE_KEY_ID",

"userName": "Alice"
},
"eventTime": "2021-10-21T20:17:3272",
"eventSource": "kms.amazonaws.com",
"eventName": "DeleteCustomKeyStore",
"awsRegion": "us-east-1",

"sourceIPAddress": "192.0.2.0",
"userAgent": "AWS Internal",
"requestParameters": {
"customKeyStoreId": '"cks-1234567890abcdef0"
1,
"responseElements": null,
"additionalEventData": {
"customKeyStoreName": "ExampleKeyStore",
"clusterId": "cluster-la23b4cdefg"
1,
"requestID": "abcde9el-fla3-4460-a423-577fb6e695c9",
"eventID": "114b61b9-0eab-47f5-a9d2-4f2bddo@17d5",
"readOnly": false,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333"

DeleteExpiredKeyMaterial
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"eventVersion": "1.05",
"userIdentity": {
"accountId": "111122223333",
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"invokedBy": "AWS Internal"

I

"eventTime": "2021-01-01T16:00:00Z",
"eventSource": "kms.amazonaws.com",
"eventName": "DeleteExpiredKeyMaterial",
"awsRegion": "us-east-1",

"sourceIPAddress": "AWS Internal",

"userAgent": "AWS Internal",

"requestParameters": null,

"responseElements": null,

"eventID": "cfa932fd-0d3a-4a76-a8b8-616863a2b547",
"readOnly": false,

"resources": [

{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab"
}
1,
"eventType": "AwsServiceEvent",

"recipientAccountId": "111122223333",
"serviceEventDetails": {
"keyId": "1234abcd-12ab-34cd-56ef-1234567890ab"

DeletelmportedKeyMaterial
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"eventVersion": "1.08",
"userIdentity": {
"type": "IAMUser",
"principalId": "EX_PRINCIPAL_ID",
"arn": "arn:aws:iam::111122223333:user/Alice",
"accountId": "111122223333",
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"accessKeyId": "EXAMPLE_KEY_ID",
"userName": "Alice"
},
"eventTime": "2022-10-04T21:43:33Z",
"eventSource": "kms.amazonaws.com",
"eventName": "DeleteImportedKeyMaterial",
"awsRegion": "us-west-2",
"sourceIPAddress": "192.0.2.0",
"userAgent": "AWS Internal",
"requestParameters": {
"keyId": "1234abcd-12ab-34cd-56ef-1234567890ab"
.
"responseElements": {
"keyId":"&example-key-arn-1;"
},
"requestID": "dcf@e82f-dad0-4622-a378-a5b964ad42cl",
"eventID": "2afbb991-c668-4641-8a00-67d62elfechd",
"readOnly": false,
"resources": [

{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab"
}

1,
"eventType": "AwsApiCall",

"managementEvent": true,
"recipientAccountId": "111122223333",
"eventCategory": "Management"

DeleteKey
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KMS

"eventVersion": "1.08",
"userIdentity": {
"accountId": "111122223333",
"invokedBy": "AWS Internal"
.
"eventTime": "2020-07-31T00:07:00Z2",
"eventSource": "kms.amazonaws.com",
"eventName": "DeleteKey",
"awsRegion": "us-east-1",
"sourceIPAddress": "AWS Internal",
"userAgent": "AWS Internal",
"requestParameters": null,
"responseElements": null,
"eventID": "b25f9cda-74el-4458-847b-4972a@bf9668",
"readOnly": false,
"resources": [
{
"accountId": "111122223333",
"type": "AWS::KMS: :Key",
"ARN": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab"
}
1,
"eventType": "AwsServiceEvent",
"recipientAccountId": "111122223333",
"managementEvent": true,
"eventCategory": "Management"
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"eventVersion": "1.08",
"userIdentity": {
"accountId": "111122223333",
"invokedBy": "AWS Internal"

.
"eventTime": "2021-10-26T23:41:277",
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"eventSource": "kms.amazonaws.com",
"eventName": "DeleteKey",
"awsRegion": "us-east-1",
"sourceIPAddress": "AWS Internal",

"userAgent": "AWS Internal",
"requestParameters": null,
"responseElements": {
"keyId":"arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab"

iy
"additionalEventData": {
"customKeyStoreId": '"cks-1234567890Qabcdef0",

"clusterId": "cluster-1la23b4cdefg",
"backingKeys": "[{\"keyHandle\":\"01\",\"backingKeyId\":\"backing-key-id\"}]1",

"backingKeysDeletionStatus": "[{\"keyHandle\":\"01\",\"backingKeyId\":
\"backing-key-id\",\"deletionStatus\":\"SUCCESS\"}]1"

+
"eventID": "1234585c-4b0c-4340-ab11-662414b79239",

"readOnly": false,
"resources": [

{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab"
}
1,
"eventType": "AwsServiceEvent",

"recipientAccountId": "111122223333",
"managementEvent": true,
"eventCategory": "Management"

DescribeCustomKeyStores
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"eventVersion": "1.08",

"userIdentity": {
"type": "IAMUser",
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"principalId": "EX_PRINCIPAL_ID",

"arn": "arn:aws:iam::111122223333:user/Alice",
"accountId": "111122223333",

"accessKeyId": "EXAMPLE_KEY_ID",

"userName": "Alice"
I
"eventTime": "2021-10-21T20:17:32Z2",
"eventSource": "kms.amazonaws.com",
"eventName": "DescribeCustomKeyStores",
"awsRegion": "us-east-1",

"sourceIPAddress": "192.0.2.0",
"userAgent": "AWS Internal",
"requestParameters": {
"customKeyStoreId": '"cks-1234567890abcdef0"
},
"responseElements": null,
"requestID": "abcde9el-fla3-4460-a423-577fb6e695c9",
"eventID": "2eal735f-628d-43e3-b2ee-486d02913a78",
"readOnly": true,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333"

DescribeKey
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"eventVersion": "1.08",
"userIdentity": {
"type": "IAMUser",
"principalId": "EX_PRINCIPAL_ID",
"arn": "arn:aws:iam::111122223333:user/Alice",
"accountId": "111122223333",
"accessKeyId": "EXAMPLE_KEY_ID",

"userName": "Alice"
.
"eventTime": "2022-09-26T18:01:36Z7",
"eventSource": "kms.amazonaws.com",
"eventName": "DescribeKey",
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"awsRegion": "us-west-2",
"sourceIPAddress": "192.0.2.0",
"userAgent": "AWS Internal",
"requestParameters": {
"keyId": "1234abcd-12ab-34cd-56ef-1234567890ab"

iy

"responseElements": null,

"requestID": "12345126-30d5-4b28-98b9-9153da559963",
"eventID": "abcde2@2-bala-467c-b4ba-f729d45ae521",
"readOnly": true,

"resources": [

{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab"
}

1,
"eventType": "AwsApiCall",

"recipientAccountId": "111122223333"

DisableKey
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"eventVersion": "1.02",
"userIdentity": {
"type": "IAMUser",
"principalId": "EX_PRINCIPAL_ID",
"arn": "arn:aws:iam::111122223333:user/Alice",
"accountId": "111122223333",
"accessKeyId": "EXAMPLE_KEY_ID",

"userName": "Alice"
.
"eventTime": "2014-11-04T00:52:437",
"eventSource": "kms.amazonaws.com",
"eventName": "DisableKey",
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"awsRegion": "us-east-1",
"sourceIPAddress": "192.0.2.0",
"userAgent": "AWS Internal",
"requestParameters": {
"keyId": "1234abcd-12ab-34cd-56ef-1234567890ab"
I
"responseElements": {
"keyId":"arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab"
I
"requestID": "12345126-30d5-4b28-98b9-9153da559963",
"eventID": "abcde202-bala-467c-b4ba-f729d45ae521",
"readOnly": false,
"resources": [{
"ARN": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab",
"accountId": "111122223333"
1,
"eventType": "AwsApiCall",
"recipientAccountId": "111122223333"

DisableKeyRotation
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"eventVersion": "1.08",
"userIdentity": {
"type": "IAMUser",
"principalId": "EX_PRINCIPAL_ID",
"arn": "arn:aws:iam::111122223333:user/Alice",
"accountId": "111122223333",
"accessKeyId": "EXAMPLE_KEY_ID",

"userName": "Alice"
},
"eventTime": "2022-09-01T19:31:3927",
"eventSource": "kms.amazonaws.com",
"eventName": "DisableKeyRotation",
"awsRegion": "us-west-2",

"sourceIPAddress": "192.0.2.0",
"userAgent": "AWS Internal",
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"requestParameters": {
"keyId": "arn:aws:kms:us-

west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab"

I

"responseElements": null,

"requestID": "d6a935la-ed6e-4581-88d1-2a9a8a538497",

"eventID": "6313164c-83aa-4cc3-9ela-b7c426f7a5bl",

"readOnly": false,

"resources": [

{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab"
}

1,
"eventType": "AwsApiCall",

"managementEvent": true,
"recipientAccountId": "111122223333",
"eventCategory": "Management"

DisconnectCustomKeyStore
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"eventVersion": "1.08",
"userIdentity": {
"type": "IAMUser",
"principalId": "EX_PRINCIPAL_ID",
"arn": "arn:aws:iam::111122223333:user/Alice",
"accountId": "111122223333",
"accessKeyId": "EXAMPLE_KEY_ID",
"userName": "Alice"
.
"eventTime": "2021-10-21T20:17:32Z2",
"eventSource": "kms.amazonaws.com",
"eventName": "DisconnectCustomKeyStore",
"awsRegion": "us-east-1",
"sourceIPAddress": "192.0.2.0",
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"userAgent": "AWS Internal",
"requestParameters": {
"customKeyStoreId": '"cks-1234567890abcdef0"
I
"responseElements": null,
"additionalEventData": {
"customKeyStoreName": "ExampleKeyStore",
"clusterId": "cluster-1la23b4cdefg"
1,
"requestID": "abcde9el-fla3-4460-a423-577fb6e695c9",
"eventID": "114b61b9-0eab-47f5-a9d2-4f2bddo@17d5",
"readOnly": false,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333"

EnableKey
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"eventVersion": "1.02",
"userIdentity": {
"type": "IAMUser",
"principalId": "EX_PRINCIPAL_ID",
"arn": "arn:aws:iam::111122223333:user/Alice",
"accountId": "111122223333",
"accessKeyId": "EXAMPLE_KEY_ID",

"userName": "Alice"
},
"eventTime": "2014-11-04T00:52:207",
"eventSource": "kms.amazonaws.com",
"eventName": "EnableKey",
"awsRegion": "us-east-1",

"sourceIPAddress": "192.0.2.0",
"userAgent": "AWS Internal",

"requestParameters": {
"keyId": "1234abcd-12ab-34cd-56ef-1234567890ab"
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1,
"responseElements": {
"keyId":"arn:aws:kms:us-

west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab"

1,

"requestID": "d528a6fb-63bc-11le4-bc2b-4198b6150d5c",

"eventID": "be393928-3629-4370-9634-567f9274d52e",

"readOnly": false,

"resources": [{

JHeER 7Hol=

"ARN": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab",
"accountId": "111122223333"
1,
"eventType": "AwsApiCall",
"recipientAccountId": "111122223333"

}
EnableKeyRotation
Ct= o M= EnableKeyRotation®f 401 CHEt & & o] AWS CloudTrail 21 &S 2 20{ELICtH 7|& 3
ME M 71K El= CloudTrail 21 50| 0l 2 & X5t A|2RotateKey. AWS KMS keys LA 0f| CH
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"eventVersion": "1.05",
"userIdentity": {
"type": "IAMUser",
"principalId": "EX_PRINCIPAL_ID",
"arn": "arn:aws:iam::111122223333:user/Alice",
"accountId": "111122223333",
"accessKeyId": "EXAMPLE_KEY_ID",

"userName": "Alice"
I
"eventTime": "2020-07-25T23:41:567",
"eventSource": "kms.amazonaws.com",
"eventName": "EnableKeyRotation",
"awsRegion": "us-west-2",

"sourceIPAddress": "192.0.2.0",
"userAgent": "AWS Internal",
"requestParameters": {
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"keyId": "1234abcd-12ab-34cd-56ef-1234567890ab"
I
"responseElements": {

"keyId":"arn:aws:kms:us-

west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab"

I
"requestID": "81f5b794-452b-4d6a-932b-68c188165273",
"eventID": "fefc43a7-8e06-419f-bcab-b3bf18d6a401",
"readOnly": false,
"resources": [

{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab"
}

1,
"eventType": "AwsApiCall",
"recipientAccountId": "111122223333"

o}
=

ok
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"eventVersion": "1.02",
"userIdentity": {
"type": "IAMUser",
"principalId": "EX_PRINCIPAL_ID",
"arn": "arn:aws:iam::111122223333:user/Alice",
"accountId": "111122223333",
"accessKeyId": "EXAMPLE_KEY_ID",
"userName": "Alice"
I
"eventTime": "2022-07-14T20:17:427",
"eventSource": "kms.amazonaws.com",
"eventName": "Encrypt",
"awsRegion": "us-east-1",
"sourceIPAddress": "192.0.2.0",
"userAgent": "AWS Internal",
"requestParameters": {
"encryptionContext": {
"Department": "Engineering"
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}I

"keyId": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab",
"encryptionAlgorithm": "SYMMETRIC_DEFAULT",

},
"responseElements": null,
"requestID": "f3423043-63bc-1le4-bc2b-4198b6150d5c",
"eventID": "91235988-eb87-476a-ac2c-0cdc244e6dca”,
"readOnly": true,
"resources": [{
"ARN": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab",
"accountId": "111122223333"
1,
"eventType": "AwsApiCall",
"recipientAccountId": "111122223333"

GenerateDataKey

Ct= M= GenerateDataKey 22404l CHEF AWS CloudTrail 21 &5 2 2 0{E LIt

"eventVersion": "1.02",
"userIdentity": {
"type": "IAMUser",
"principalId": "EX_PRINCIPAL_ID",
"arn": "arn:aws:iam::111122223333:user/Alice",
"accountId": "111122223333",
"accessKeyId": "EXAMPLE_KEY_ID",
"userName": "Alice"
},
"eventTime": "2014-11-04T0Q0:52:4072",
"eventSource": "kms.amazonaws.com",
"eventName": "GenerateDataKey",
"awsRegion": "us-east-1",
"sourceIPAddress": "192.0.2.0",
"userAgent": "AWS Internal",
"requestParameters": {
"keyId": "1234abcd-12ab-34cd-56ef-1234567890ab",
"keySpec": "AES_256",
"encryptionContext": {
"Department": "Engineering",
"Project": "Alpha"
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}

iy

"responseElements": null,
"requestID": "eQeb83e3-63bc-1le4-bc2b-4198b6150d5c",
"eventID": "a9dea4f9-8395-46c0-942c-f509c@2c2b71",
"readOnly": true,
"resources": [{
"ARN": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab",
"accountId": "111122223333"
1,
"eventType": "AwsApiCall",
"recipientAccountId": "111122223333"

GenerateDataKeyPair

CHZ ol M= GenerateDataKeyPairZ 401 CHEF AWS CloudTrail 21 852 2 04&LICt. o] oo M=
CHE 2F 33t AWS KMS key2 2 f 5351 El RSA 7| H0{E€ MM5te &dE 7|8 & LCt
{

"eventVersion": "1.05",
"userIdentity": {
"type": "IAMUser",
"principalId": "EX_PRINCIPAL_ID",
"arn": "arn:aws:iam::111122223333:user/Alice",
"accountId": "111122223333",
"accessKeyId": "EXAMPLE_KEY_ID",
"userName": "Alice"
.
"eventTime": "2020-07-27T18:57:577",
"eventSource": "kms.amazonaws.com",
"eventName": "GenerateDataKeyPair",
"awsRegion": "us-west-2",
"sourceIPAddress": "192.0.2.0",
"userAgent": "AWS Internal",
"requestParameters": {
"keyPairSpec": "RSA_3072",
"encryptionContext": {
"Project": "Alpha"
},
"keyId": "1234abcd-12ab-34cd-56ef-1234567890ab"
},
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"responseElements": null,

"requestID": "52fb127b-0fe5-42bb-8e5e-f560febde6bd",

"eventID": "9b6bd6d2-529d-4890-2949-593b13800ad7",
"readOnly": true,

"resources": [
{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-

west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab"

}
1,
"eventType": "AwsApiCall",
"recipientAccountId": "111122223333"

GenerateDataKeyPairWithoutPlaintext

CtE o|X|= GenerateDataKeyPairWithoutPlaintext® 40| CHEF AWS CloudTrail 21
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"eventVersion": "1.05",
"userIdentity": {
"type": "IAMUser",
"principalId": "EX_PRINCIPAL_ID",
"arn": "arn:aws:iam::111122223333:user/Alice",
"accountId": "111122223333",

"accessKeyId": "EXAMPLE_KEY_ID",
"userName": "Alice"
.
"eventTime": "2020-07-27T18:57:577",
"eventSource": "kms.amazonaws.com",
"eventName": "GenerateDataKeyPairWithoutPlaintext",
"awsRegion": "us-west-2",
"sourceIPAddress": "192.0.2.0",
"userAgent": "AWS Internal",
"requestParameters": {
"keyPairSpec": "RSA_4096",
"encryptionContext": {
"Index": "5"

}I
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"keyId": "1234abcd-12ab-34cd-56ef-1234567890ab"
I
"responseElements": null,
"requestID": "52fbl27b-0fe5-42bb-8e5e-f560febde6bd",
"eventID": "9b6bd6d2-529d-4890-a949-593b13800ad7",
"readOnly": true,
"resources": [

{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab"
}

1,
"eventType": "AwsApiCall",
"recipientAccountId": "111122223333"

GenerateDataKeyWithoutPlaintext

CtZ ol Al= GenerateDataKeyWithoutPlaintextZf @401 CHEF AWS CloudTrail 21 & 52 EoiELCt

"eventVersion": "1.02",
"userIdentity": {
"type": "IAMUser",
"principalId": "EX_PRINCIPAL_ID",
"arn": "arn:aws:iam::111122223333:user/Alice",
"accountId": "111122223333",
"accessKeyId": "EXAMPLE_KEY_ID",
"userName": "Alice"
},
"eventTime": "2014-11-04T00Q:52:23Z",
"eventSource": "kms.amazonaws.com",
"eventName": "GenerateDataKeyWithoutPlaintext",
"awsRegion": "us-east-1",
"sourceIPAddress": "192.0.2.0",
"userAgent": "AWS Internal",
"errorCode": "InvalidKeyUsageException",
"requestParameters": {
"keyId": "1234abcd-12ab-34cd-56ef-1234567890ab",
"keySpec": "AES_256",
"encryptionContext": {
"Project": "Alpha"
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}

iy

"responseElements": null,
"requestID": "d6b8e411-63bc-1le4-bc2b-4198b6150d5c",
"eventID": "f7734272-9ec5-4c80-9f36-528ebbe35e4a",
"readOnly": true,
"resources": [{
"ARN": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab",
"accountId": "111122223333"
1,
"eventType": "AwsApiCall",
"recipientAccountId": "111122223333"

GenerateMac

Ct2 of|Xl= GenerateMacZf 4ol CHEt AWS CloudTrail 21 §=28 Eoi&FL|Ct.

"eventVersion": "1.08",
"userIdentity": {
"type": "IAMUser",
"principalId": "EX_PRINCIPAL_ID",
"arn": "arn:aws:iam::111122223333:user/Alice",
"accountId": "111122223333",
"accessKeyId": "EXAMPLE_KEY_ID",
"userName": "Alice"
I
"eventTime": "2022-12-23T19:26:547",
"eventSource": "kms.amazonaws.com",
"eventName": "GenerateMac",
"awsRegion": "us-east-1",
"sourceIPAddress": "192.0.2.0",
"userAgent": "AWS Internal",
"requestParameters": {
"macAlgorithm": "HMAC_SHA_512",
"keyId": "1234abcd-12ab-34cd-56ef-1234567890ab"
I
"responseElements": null,
"requestID": "e@eb83e3-63bc-1le4-bc2b-4198b6150d5c",
"eventID": "a9dea4f9-8395-46c0-942c-f509c@2c2b71",
"readOnly": true,
"resources": [
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{
"accountId": "111122223333",
"ARN": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab"
}

1,

"eventType": "AwsApiCall",
"recipientAccountId": "111122223333",
"eventCategory": '"Management"

GenerateRandom

Ct= oA=& GenerateRandomZr 401 CHEF AWS CloudTrail 21 & =2 2 0{ELICt O Y2 AWS
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"eventVersion": "1.02",
"userIdentity": {
"type": "IAMUser",
"principalId": "EX_PRINCIPAL_ID",
"arn": "arn:aws:iam::111122223333:user/Alice",
"accountId": "111122223333",
"accessKeyId": "EXAMPLE_KEY_ID",
"userName": "Alice"
},
"eventTime": "2014-11-04T0Q0:52:37Z",
"eventSource": "kms.amazonaws.com",
"eventName": "GenerateRandom",
"awsRegion": "us-east-1",
"sourceIPAddress": "192.0.2.0",
"userAgent": "AWS Internal",
"requestParameters": null,
"responseElements": null,
"requestID": "dfle3de6-63bc-1le4-bc2b-4198b6150d5c",
"eventID": "239cb9f7-ae®5-4c94-9221-6ea30eef442",
"readOnly": true,
"resources": [],
"eventType": "AwsApiCall",
"recipientAccountId": "111122223333"
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GetKeyPolicy

Ctg olXl= GetKeyPolicyZ 4ol CHE AWS CloudTrail 21 &S 2 204
He W2 7| HA 27| B8 XS AL,
{

"eventVersion": "1.02",
"userIdentity": {
"type": "IAMUser",
"principalId": "EX_PRINCIPAL_ID",
"arn": "arn:aws:iam::111122223333:user/Alice",
"accountId": "111122223333",
"accessKeyId": "EXAMPLE_KEY_ID",
"userName": "Alice"
1,
"eventTime": "2014-11-04T00:50:30Z2",
"eventSource": "kms.amazonaws.com",
"eventName": "GetKeyPolicy",
"awsRegion": "us-east-1",
"sourceIPAddress": "192.0.2.0",
"userAgent": "AWS Internal",
"requestParameters": {
"keyId": "1234abcd-12ab-34cd-56ef-1234567890ab",
"policyName": "default"
1,
"responseElements": null,
"requestID": "93746dd6-63bc-11le4-bc2b-4198b6150d5c",
"eventID": "4aa7e4d5-d047-452a-a5a6-2cce282a7e82",
"readOnly": true,
"resources": [{
"ARN": "arn:aws:kms:us-

west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab",

"accountId": "111122223333"

1,
"eventType": "AwsApiCall",
"recipientAccountId": "111122223333"

GetKeyRotationStatus
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"eventVersion": "1.08",
"userIdentity": {
"type": "IAMUser",
"principalId": "EX_PRINCIPAL_ID",
"arn": "arn:aws:iam::111122223333:user/Alice",
"accountId": "111122223333",
"accessKeyId": "EXAMPLE_KEY_ID",
"userName": "Alice"
1,
"eventTime": "2022-09-01T19:32:11Z",
"eventSource": "kms.amazonaws.com",
"eventName": "GetKeyRotationStatus",
"awsRegion": "us-west-2",
"sourceIPAddress": "192.0.2.0",
"userAgent": "AWS Internal",
"requestParameters": {
"keyId": "1234abcd-12ab-34cd-56ef-1234567890ab"
.
"responseElements": null,
"requestID": "12f9b7e8-49b9-4clc-a7e3-34ac@cdfO467",
"eventID": "3d082126-9e7d-4167-8372-a6cfcbed4beb”,
"readOnly": true,
"resources": [
{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab"
}
1,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",
"eventCategory": "Management"

GetParametersForimport
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"eventVersion": "1.05",
"userIdentity": {
"type": "IAMUser",
"principalId": "EX_PRINCIPAL_ID",
"arn": "arn:aws:iam::111122223333:user/Alice",
"accountId": "111122223333",
"accessKeyId": "EXAMPLE_KEY_ID",
"userName": "Alice"
.
"eventTime": "2020-07-25T23:58:237",
"eventSource": "kms.amazonaws.com",
"eventName": "GetParametersForImport",
"awsRegion": "us-west-2",
"sourceIPAddress": "192.0.2.0",
"userAgent": "AWS Internal",
"requestParameters": {
"keyId": "1234abcd-12ab-34cd-56ef-1234567890ab",
"wrappingAlgorithm": "RSAES_OAEP_SHA_256",
"wrappingKeySpec": "RSA_2048"
},
"responseElements": null,
"requestID": "b5786406-e3c7-43d6-8d3c-6d5ef96e2278",
"eventID": "4023e622-0c3e-4324-bdef-7f58193bbag7",
"readOnly": true,
"resources": [
{
"accountId": "111122223333",
"type'": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab"
}
1,
"eventType": "AwsApiCall",
"recipientAccountId": "111122223333"

tod

07|12 7K 7| E

AWS CloudTrail AI&&t 22

166



AWS Key Management Service JHEER} 70| =

ImportKeyMaterial
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"eventVersion": "1.05",
"userIdentity": {
"type": "IAMUser",
"principalId": "EX_PRINCIPAL_ID",
"arn": "arn:aws:iam::111122223333:user/Alice",
"accountId": "111122223333",
"accessKeyId": "EXAMPLE_KEY_ID",
"userName": "Alice"
},
"eventTime": "2020-07-26T00:08:00Z",
"eventSource": "kms.amazonaws.com",
"eventName": "ImportKeyMaterial",
"awsRegion": "us-west-2",
"sourceIPAddress": "192.0.2.0",
"userAgent": "AWS Internal",
"requestParameters": {
"keyId": "1234abcd-12ab-34cd-56ef-1234567890ab",
"validTo": "Jan 1, 2021 8:00:00 PM",
"expirationModel": "KEY_MATERIAL_EXPIRES"
.
"responseElements": {
"keyId":"arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab"
.
"requestID": "89el@ee7-a612-414d-95a2-a128346969fd",
"eventID": "c7abd205-a5a2-4430-bbfa-fclof3e2d79f",
"readOnly": false,
"resources": [
{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab"

AWS CloudTrail@ AF&%t 22 167


https://docs.aws.amazon.com/kms/latest/APIReference/API_ImportKeyMaterial.html

AWS Key Management Service

}

JHeER 7Hol=

1,
"eventType": "AwsApiCall",
"recipientAccountId": "111122223333"

ListAliases
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"eventVersion": "1.02",
"userIdentity": {
"type": "IAMUser",
"principalId": "EX_PRINCIPAL_ID",
"arn": "arn:aws:iam::111122223333:user/Alice",
"accountId": "111122223333",
"accessKeyId": "EXAMPLE_KEY_ID",
"userName": "Alice"
.
"eventTime": "2014-11-04T00@:51:457",
"eventSource": "kms.amazonaws.com",
"eventName": "ListAliases",
"awsRegion": "us-east-1",
"sourceIPAddress": "192.0.2.0",
"userAgent": "AWS Internal",
"requestParameters": {
"limit": 5,
"marker":
"eyJiIjoiYWxpYXMvZTUQY2MxOTMtYTMwNCOOYZEWLTL1iZWItYTIjZjA3NjA20TIhIiwiYSI6ImFsaWFzL2UINGNjMTkzL
},
"responseElements": null,
"requestID": "bfe6cl90-63bc-1le4-bc2b-4198b6150d5c",
"eventID": "a27dda7b-76fl-4ac3-8b40-42dfba77bcd6",
"readOnly": true,
"resources": [],
"eventType": "AwsApiCall",
"recipientAccountId": "111122223333"
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"eventVersion": "1.02",
"userIdentity": {
"type": "IAMUser",
"principalId": "EX_PRINCIPAL_ID",
"arn": "arn:aws:iam::111122223333:user/Alice",
"accountId": "111122223333",
"accessKeyId": "EXAMPLE_KEY_ID",
"userName": "Alice"
},
"eventTime": "2014-11-04T00:52:497",
"eventSource": "kms.amazonaws.com",
"eventName": "ListGrants",
"awsRegion": "us-east-1",
"sourceIPAddress": "192.0.2.0",
"userAgent": "AWS Internal",
"requestParameters": {
"keyId": "1234abcd-12ab-34cd-56ef-1234567890ab",
"marker":
"eyIncmFudElkIjoiMWY4M2U2ZmMOYTY2NDgxYjQ2Yzc4MTdhM2Y4YmQWMDFkZDNiYmQ1IMGV1YTMyY2RmOWFiNWY1INzc1N
\u@03d\u00o3d",
"limit": 10
.
"responseElements": null,
"requestID": "e5c23960-63bc-1le4-bc2b-4198b6150d5c",
"eventID": "d24380f5-1b20-4253-8e92-dd0492b3bd3d",
"readOnly": true,
"resources": [{
"ARN": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab",
"accountId": "111122223333"
1,
"eventType": "AwsApiCall",
"recipientAccountId": "111122223333"
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PutKeyPolicy
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"eventVersion": "1.08",
"userIdentity": {
"type": "IAMUser",
"principalId": "EX_PRINCIPAL_ID",
"arn": "arn:aws:iam::111122223333:user/Alice",
"accountId": "111122223333",
"accessKeyId": "EXAMPLE_KEY_ID",

"userName": "Alice"
I
"eventTime": "2022-09-01T20:06:16Z7",
"eventSource": "kms.amazonaws.com",
"eventName": "PutKeyPolicy",
"awsRegion": "us-west-2",

"sourceIPAddress": "192.0.2.0",
"userAgent": "AWS Internal",
"requestParameters": {

"keyId": "1234abcd-12ab-34cd-56ef-1234567890ab",

"policyName": "default",

"policy": "{\n \"Version\" : \"2012-10-17\",\n \"Id\" : \"key-default-1\",\n
\"Statement\" : [ {\n \"Sid\" : \"Enable IAM User Permissions\",\n \"Effect\"
\"Allow\",\n \"Principal\" : {\n \"AWS\" : \"arn:aws:iam::111122223333:roo0t

\"\n },\n \"Action\" : \"kms:*\",\n \"Resource\" : \"*\"\n } J\n}",

"bypassPolicylLockoutSafetyCheck": false

},

"responseElements": null,

"requestID": "7bb906fa-dc21-4350-b65c-808ff@f72f55",
"eventID": "c217db1f-903f-4a2f-8f88-9580182d6313",
"readOnly": false,

"resources": [

{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab"
}

1,
"eventType": "AwsApiCall",
"managementEvent": true,
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"recipientAccountId": "111122223333",

"eventCategory": "Management"
}
ReEncrypt
CtZ olMl= ReEncryptzr 4ol CHEt AWS CIoudTrall EO =S Ho{ELICH 0| 21 =9
resources ZEE F 72| AWS KMS keys, & KMS 7| 2 CH4& KMS 7|1& =MCH2 Hadgh|ct.

"eventVersion": "1.05",
"userIdentity": {
"type": "IAMUser",
"principalId": "EX_PRINCIPAL_ID",
"arn": "arn:aws:iam::111122223333:user/Alice",
"accountId": "111122223333",
"accessKeyId": "EXAMPLE_KEY_ID",

"userName": "Alice"
},
"eventTime": "2020-07-27T23:09:137",
"eventSource": "kms.amazonaws.com",
"eventName": "ReEncrypt",
"awsRegion": "us-west-2",

"sourceIPAddress": "192.0.2.0",
"userAgent": "AWS Internal",
"requestParameters": {
"sourceEncryptionAlgorithm": "SYMMETRIC_DEFAULT",
"sourceEncryptionContext": {
"Project": "Alpha",
"Department": "Engineering"
},
"destinationKeyId": "0987dcba-09fe-87dc-65ba-ab@987654321",
"destinationEncryptionAlgorithm": "SYMMETRIC_DEFAULT",
"destinationEncryptionContext": {
"Level": "3A"

},

"responseElements": null,

"requestID": "03769fd4-acf9-4b33-adf3-2ab8ca73aadf",
"eventID": "542d9e04-0e8d-4e05-bf4b-4bdeb032e6ec”,
"readOnly": true,

"resources": [

{
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"accountId": "111122223333",
"type": "AWS::KMS::Key",

"ARN": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab"
},
{

"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-west-2:111122223333:key/0987dcba-09fe-87dc-65ba-
ab0987654321"
}

1,
"eventType": "AwsApiCall",

"recipientAccountId": "111122223333"

ReplicateKey

CtZ oAM= ReplicateKey S 5 E5104 HME AWS CloudTrail 21 &5 20{ELICtH
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"eventVersion": "1.08",
"userIdentity": {
"type": "IAMUser",
"principalId": "EX_PRINCIPAL_ID",
arn": "arn:aws:iam::111122223333:user/Alice",
"accountId": "111122223333",
"accessKeyId": "EXAMPLE_KEY_ID",

"userName": "Alice"
},
"eventTime": "2020-11-18T01:29:1872",
"eventSource": "kms.amazonaws.com",
"eventName": "ReplicateKey",
"awsRegion": "us-east-1",

"sourceIPAddress": "192.0.2.0",
"userAgent": "AWS Internal",

"requestParameters": {
"keyId": "1234abcd-12ab-34cd-56ef-1234567890ab",

"replicaRegion": "us-west-2",
"bypassPolicylLockoutSafetyCheck": false,
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"description":
I
"responseElements": {
"replicaKeyMetadata": {
"aWSAccountId": "111122223333",
"keyId": "1234abcd-12ab-34cd-56ef-1234567890ab",

arn": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab",
"creationDate": "Nov 18, 2020, 1:29:18 AM",
"enabled": false,
"description": "",
"keyUsage": "ENCRYPT_DECRYPT",
"keyState": "Creating",
"origin": "AWS_KMS",
"keyManager": "CUSTOMER",
"keySpec": "SYMMETRIC_DEFAULT",
"customerMasterKeySpec": "SYMMETRIC_DEFAULT",
"encryptionAlgorithms": [
"SYMMETRIC_DEFAULT"
1,
"multiRegion": true,
"multiRegionConfiguration": {
"multiRegionKeyType": "REPLICA",
"primaryKey": {
arn": "arn:aws:kms:us-
east-1:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab",

"region": "us-east-1"

iy
"replicaKeys": [

{

arn": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab",
"region": "us-west-2"

},

"replicaPolicy": "{\n \"Version\":\"2012-10-17\",\n \"Statement\":[{\n
\"Effect\":\"Allow\",\n \"Principal\":{\"AWS\":\"arn:aws:iam::123456789012:user/
Alice\"},\n \"Action\":\"kms:*\",\n \"Resource\":\"*\"\n 3}, {\n \"Effect
\":\"Allow\",\n \"Principal\":{\"AWS\":\"arn:aws:iam::012345678901:user/Bob\"},\n

\"Action\":\"kms:CreateGrant\",\n \"Resource\":\"*\"\n 3}, {\n \"Effect\":
\"Allow\",\n \"Principal\":{\"AWS\":\"arn:aws:iam::012345678901:user/Charlie\"},\n
\"Action\":\"kms:Encrypt\",\n \"Resource\":\"*\"\n}]1\n}",
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+
"requestID": "abcdef68-63bc-1le4-bc2b-4198b6150d5c",

"eventID": "fedcba44-6773-4f96-8763-1993aec9aeba",
"readOnly": false,
"resources": [

{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-
east-1:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab"
}

1,
"eventType": "AwsApiCall",

"managementEvent": true,
"recipientAccountId": "111122223333",

"eventCategory": "Management"

RetireGrant
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"eventVersion": "1.08",
"userIdentity": {
"type": "IAMUser",
"principalId": "EX_PRINCIPAL_ID",
arn": "arn:aws:iam::111122223333:user/Alice",
"accountId": "111122223333",
"accessKeyId": "EXAMPLE_KEY_ID",

"userName": "Alice"
},
"eventTime": "2022-09-01T19:39:337",
"eventSource": "kms.amazonaws.com",
"eventName": "RetireGrant",
"awsRegion": "us-west-2",

"sourceIPAddress": "192.0.2.0",
"userAgent": "AWS Internal",
"requestParameters": null,
"responseElements": null,

"additionalEventData": {
"grantId": "abcdel237f76e4ba7987489ac329fbfbabad343d6f7075dbdlef191f0120514a"
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+
"requestID": "1d274d57-5697-462c-a004-f25fcc29fa26",

"eventID": "@771bcfb-3e24-4332-9ac8-elc@6563eect",
"readOnly": false,
"resources": [

{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab"
}

1,
"eventType": "AwsApiCall",

"managementEvent": true,
"recipientAccountId": "111122223333",
"eventCategory": "Management"

RevokeGrant
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"eventVersion": "1.08",
"userIdentity": {
"type": "IAMUser",
"principalId": "EX_PRINCIPAL_ID",
arn": "arn:aws:iam::111122223333:user/Alice",
"accountId": "111122223333",
"accessKeyId": "EXAMPLE_KEY_ID",

"userName": "Alice"
},
"eventTime": "2022-09-01T19:35:1772",
"eventSource": "kms.amazonaws.com",
"eventName": "RevokeGrant",
"awsRegion": "us-west-2",

"sourceIPAddress": "192.0.2.0",
"userAgent": "AWS Internal",
"requestParameters": {
"keyId": "1234abcd-12ab-34cd-56ef-1234567890ab",
"grantId": "abcdel237f76e4ba7987489ac329fbfbabad343d6f7075dbdlef191f0120514a"

}I
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"responseElements": null,

"requestID": "59d94c@3-c5b7-428d-aebe-f2c4bs7d2917",
"eventID": "@7a23a39-6526-4ae2-b31le-d35fbe9e24ee",
"readOnly": false,

"resources": [

{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab"
}

1,
"eventType": "AwsApiCall",

"managementEvent": true,
"recipientAccountId": "111122223333",
"eventCategory": "Management"

RotateKey

ﬁ
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"eventVersion": "1.05",
"userIdentity": {
"accountId": "111122223333",
"invokedBy": "AWS Internal"

I

"eventTime": "2021-01-14T@1:41:597",
"eventSource": "kms.amazonaws.com",
"eventName": "RotateKey",
"awsRegion": "us-west-2",

"sourceIPAddress": "AWS Internal",
"userAgent": "AWS Internal",
"requestParameters": null,
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"responseElements": {
"keyId":"arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab"
I
"eventID": "a24b3967-ddad-417f-9b22-2332b918db06",
"readOnly": false,
"resources": [

{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab"
}
1,
"eventType": "AwsServiceEvent",

"recipientAccountId": "111122223333",
"serviceEventDetails": {
"keyId": "1234abcd-12ab-34cd-56ef-1234567890ab"

ScheduleKeyDeletion
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"eventVersion": "1.08",
"userIdentity": {
"type": "IAMUser",
"principalId": "EX_PRINCIPAL_ID",
"arn": "arn:aws:iam::111122223333:user/Alice",
"accountId": "111122223333",
"accessKeyId": "EXAMPLE_KEY_ID",
"userName": "Alice"
},
"eventTime": "2021-03-23T18:58:307",
"eventSource": "kms.amazonaws.com",
"eventName": "ScheduleKeyDeletion",
"awsRegion": "us-east-1",
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"sourceIPAddress": "192.0.2.0",

"userAgent": "AWS Internal",

"requestParameters": {
"pendingWindowInDays": 20,

"keyId": "1234abcd-12ab-34cd-56ef-1234567890ab"
1,

"responseElements": {
"keyId": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab",
"keyState": "PendingDeletion",
"deletionDate": "Apr 12, 2021 18:58:30 PM"
.
"requestID": "ee408f36-ea@l-422b-acl4s-b0Of147c68334",

"eventID": "3c4226b0-1e81-48a8-a333-7fa5f3cbd118",
"readOnly": false,

"resources": [

{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab"
}

1,
"eventType": "AwsApiCall",
"recipientAccountId": "111122223333"
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"eventVersion": "1.08",
"userIdentity": {
"type": "IAMUser",
"principalId": "EX_PRINCIPAL_ID",

"arn": "arn:aws:iam::111122223333:user/Alice",
"accountId": "111122223333",

"accessKeyId": "EXAMPLE_KEY_ID",

"userName": "Alice"

}I

[
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"eventTime": "2021-10-28T17:59:057",

"eventSource": "kms.amazonaws.com",
"eventName": "ScheduleKeyDeletion",
"awsRegion": "us-west-2",

"sourceIPAddress": "192.0.2.0",
"userAgent": "AWS Internal",
"requestParameters": {
"pendingWindowInDays": 30,
"keyId": "mrk-1234abcdl2ab34cd56ef1234567890ab"
I
"responseElements": {
"keyId": "arn:aws:kms:us-west-2:111122223333:key/
mrk-1234abcdl2ab34cd56ef1234567890ab",
"keyState": "PendingReplicaDeletion",
"pendingWindowInDays": 30
I
"requestID": "12341411-d846-42a6-a476-blcbe3011f89",
"eventID": "abcda5f-396d-494c-9380-0c47860df5f1",
"readOnly": false,
"resources": [
{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-west-2:111122223333:key/
mrk-1234abcd12ab34cd56ef1234567890ab"
}
1,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",
"eventCategory": "Management"

Ctg oMol M= ScheduleKeyDeletion At XF X[ 7| AE0{9| KMS Z|0i CHEF AWS CloudHSM
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"eventVersion": "1.08",
"userIdentity": {
"type": "IAMUser",
"principalId": "EX_PRINCIPAL_ID",
"arn": "arn:aws:iam::111122223333:user/Alice",
"accountId": "111122223333",
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"accessKeyId": "EXAMPLE_KEY_ID",
"userName": "Alice"
},
"eventTime": "2021-10-26T23:25:25Z2",
"eventSource": "kms.amazonaws.com",
"eventName": "ScheduleKeyDeletion",
"awsRegion": "us-west-2",
"sourceIPAddress": "192.0.2.0",
"userAgent": "AWS Internal",
"requestParameters": {
"keyId": "arn:aws:kms:us-west-2:111122223333:key/0987dcba-09fe-87dc-65ba-
ab0987654321",
"pendingWindowInDays": 30
I
"responseElements": {
"keyId": "arn:aws:kms:us-west-2:111122223333:key/0987dcba-09fe-87dc-65ba-
ab0987654321",
"deletionDate": "Nov 2, 2021, 11:25:25 PM",
"keyState": "PendingDeletion",
"pendingWindowInDays": 30
},
"additionalEventData": {
"customKeyStoreId": '"cks-1234567890abcdef0",
"clusterId": "cluster-1la23b4cdefg",
"backingKeys": "[{\"keyHandle\":\"01\",\"backingKeyId\":\"backing-key-id\"}]"
I
"requestID": "abcd9f60-2c9c-4a@b-a456-d5d998f7f321",
"eventID": "ca@l996a-01b0-4edd-bbbb-25d7b6dla6fa",
"readOnly": false,
"resources": [
{
"accountId": "111122223333",
"type": "AWS::KMS: :Key",
"ARN": "arn:aws:kms:us-west-2:111122223333:key/0987dcba-09fe-87dc-65ba-
ab0987654321"
}
1,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",
"eventCategory": "Management"
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"eventVersion": "1.08",
"userIdentity": {
"type": "IAMUser",
"principalId": "EX_PRINCIPAL_ID",
"arn": "arn:aws:iam::111122223333:user/Alice",
"accountId": "111122223333",
"accessKeyId": "EXAMPLE_KEY_ID",
"userName": "Alice"
I
"eventTime": "2022-03-07T22:36:447",
"eventSource": "kms.amazonaws.com",
"eventName": "Sign",
"awsRegion": "us-west-2",
"sourceIPAddress": "192.0.2.0",
"userAgent": "AWS Internal",
"requestParameters": {
"messageType": "RAW",
"keyId": "0@987dcba-09fe-87dc-65ba-ab0987654321",
"signingAlgorithm": "RSASSA_PKCS1_V1_5_SHA_256"
},
"responseElements": null,
"requestID": "8d@0b35e0-46cf-48b9-be99-bf2ebc9ab9fb",
"eventID": "107b3cac-bl125-4556-9702-12a2b9afcff7",
"readOnly": true,
"resources": [
{
"accountId": "111122223333",
"type'": "AWS::KMS::Key",
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"ARN": "arn:aws:kms:us-west-2:111122223333:key/0987dcba-09fe-87dc-65ba-

ab0987654321"

}
1,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",
"eventCategory": '"Management"
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"eventVersion": "1.08",
"userIdentity": {
"accountId": "111122223333",
"invokedBy": "AWS Internal"

.

"eventTime": "2020-11-18T02:04:37Z2",
"eventSource": "kms.amazonaws.com",
"eventName": "SynchronizeMultiRegionKey",
"awsRegion": "us-west-2",

"sourceIPAddress": "AWS Internal",
"userAgent": "AWS Internal",
"requestParameters": null,
"responseElements": {
"keyId":"arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab"
},
"requestID": "12345681-de97-42e9-bed0-b02aelabd8dc",

"eventID": "abcdec99-2b5c-4670-9521-ddb8f031el46",
"readOnly": false,

"resources": [

{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab"
}
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1,

"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333"
"eventCategory": '"Management"
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"eventVersion": "1.05",
"userIdentity": {

"type": "IAMUser",

"principalId": "EX_PRINCIPAL_ID",

"arn": "arn:aws:iam::111122223333:user/Alice",

"accountId": "111122223333",

"accessKeyId": "EXAMPLE_KEY_ID",

"userName": "Alice"
I
"eventTime": "2020-07-01T21:19:257",
"eventSource": "kms.amazonaws.com",
"eventName": "TagResource",
"awsRegion": "us-west-2",
"sourceIPAddress": "192.0.2.0",
"userAgent": "AWS Internal",
"requestParameters": {

"keyId": "arn:aws:kms:us-

west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab",
"tags": [
{
"tagKey": "Department",
"tagValue": "IT"

iy

"responseElements": null,
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"requestID": "b942584a-f77d-4787-9feb-b9c5be6e746d",
"eventID": "Qa@91b9b-0df5-4cf9-b667-6f2879532b8f",
"readOnly": false,

"resources": [

{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab"
}

1,
"eventType": "AwsApiCall",
"recipientAccountId": "111122223333"

UntagResource
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"eventVersion": "1.05",
"userIdentity": {
"type": "IAMUser",
"principalId": "EX_PRINCIPAL_ID",
"arn": "arn:aws:iam::111122223333:user/Alice",
"accountId": "111122223333",
"accessKeyId": "EXAMPLE_KEY_ID",

"userName": "Alice"
I
"eventTime": "2020-07-01T21:19:197",
"eventSource": "kms.amazonaws.com",
"eventName": "UntagResource",
"awsRegion": "us-west-2",

"sourceIPAddress": "192.0.2.0",
"userAgent": "AWS Internal",
"requestParameters": {
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"keyId": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab",
"tagKeys": [
"Dept"

.
"responseElements": {
"keyId":"arn:aws:kms:us-

west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab"

.

"requestID": "cb1d507b-6015-47f4-812b-179713af8068",

"eventID": "ObOOf4b0-036e-411d-aa75-87eb4a35a4b3",

"readOnly": false,

"resources": [

{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab"
}

1,
"eventType": "AwsApiCall",
"recipientAccountId": "111122223333"

}
UpdateAlias
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"eventVersion": "1.05",
"userIdentity": {
"type": "IAMUser",
"principalId": "EX_PRINCIPAL_ID",
"arn": "arn:aws:iam::111122223333:user/Alice",
"accountId": "111122223333",
"accessKeyId": "EXAMPLE_KEY_ID",
"userName": "Alice"
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},

"eventTime": "2020-11-13T23:18:1572",
"eventSource": "kms.amazonaws.com",
"eventName": "UpdateAlias",
"awsRegion": "us-west-2",

"sourceIPAddress": "192.0.2.0",

"userAgent": "AWS Internal",

"requestParameters": {
"aliasName": "alias/my_alias",

"targetKeyId": "1234abcd-12ab-34cd-56ef-1234567890ab"
+

"responseElements": {
"keyId":"arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab"
3,
"requestID": "d9472f40-63bc-1le4-bc2b-4198b6150d5c",

"eventID": "f72d3993-864f-48d6-8f16-e26elae8dff0",
"readOnly": false,

"resources": [

{

"accountId": "111122223333",

"type": "AWS::KMS::Key",

"ARN": "arn:aws:kms:us-west-2:111122223333:alias/my_alias"
I
{

"accountId": "111122223333",

"type": "AWS::KMS::Key",

"ARN": "arn:aws:kms:us-

west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab"

}

1,
"eventType": "AwsApiCall",
"recipientAccountId": "111122223333"

UpdateCustomKeyStore
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"eventVersion": "1.08",
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"userIdentity": {
"type": "IAMUser",
"principalId": "EX_PRINCIPAL_ID",

"arn": "arn:aws:iam::111122223333:user/Alice",

"accountId": "111122223333",
"accessKeyId": "EXAMPLE_KEY_ID",

"userName": "Alice"
I
"eventTime": "2021-10-21T20:17:32Z2",
"eventSource": "kms.amazonaws.com",
"eventName": "UpdateCustomKeyStore",
"awsRegion": "us-east-1",

"sourceIPAddress": "192.0.2.0",
"userAgent": "AWS Internal",
"requestParameters": {

"customKeyStoreId": '"cks-1234567890Qabcdef0",

"clusterId": "cluster-1la23b4cdefg"

},

"responseElements": null,

"additionalEventData": {
"customKeyStoreName": "ExampleKeyStore",
"clusterId": "cluster-la23b4cdefg"

1,

"requestID": "abcde9el-fla3-4460-a423-577fb6e695c9"
"eventID": "114b61b9-0eab-47f5-a9d2-4f2bddo@17d5",

"readOnly": false,

"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333"

}
UpdateKeyDescription
Ct= oAM= UpdateKeyDescription 22 3£ 5t0{ MAEl AWS CloudTrail 21 o0& LCt
{
"eventVersion": "1.08",
"userIdentity": {
"type": "IAMUser",
"principalId": "EX_PRINCIPAL_ID",
"arn": "arn:aws:iam::111122223333:user/Alice",
"accountId": "111122223333",
"accessKeyId": "EXAMPLE_KEY_ID",
"userName": "Alice"
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},

"eventTime": "2022-09-01T19:22:407",
"eventSource": "kms.amazonaws.com",

"eventName": "UpdateKeyDescription",
"awsRegion": "us-west-2",

"sourceIPAddress": "192.0.2.0",
"userAgent": "AWS Internal",
"requestParameters": {
"keyId": "1234abcd-12ab-34cd-56ef-1234567890ab",
"description": "New key description"
},
"responseElements": null,
"requestID": "8c3clf8b-336d-4896-b034-4eb9916bc9b3",
"eventID": "f5f3d548-2e9e-4658-8427-9dcb5blea791",
"readOnly": false,
"resources": [

{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab"
}

1,
"eventType": "AwsApiCall",

"managementEvent": true,
"recipientAccountId": "111122223333",

"eventCategory": "Management"
}
UpdatePrimaryRegion
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"eventVersion": "1.08",
"userIdentity": {
"type": "IAMUser",
"principalId": "EX_PRINCIPAL_ID",
"arn": "arn:aws:iam::111122223333:user/Alice",
"accountId": "111122223333",
"accessKeyId": "EXAMPLE_KEY_ID",
"userName": "Alice"
},
"eventTime": "2021-03-10T20:23:3772",
"eventSource": "kms.amazonaws.com",
"eventName": "UpdatePrimaryRegion",
"awsRegion": "us-west-2",
"sourceIPAddress": "192.0.2.0",
"userAgent": "AWS Internal",
"requestParameters": {

"keyId": "mrk-1234abcdl2ab34cd56ef1234567890ab",
"primaryRegion": "ap-northeast-1"
1,
"responseElements": {
"keyId":"arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab"
1,
"requestID": "ee408f36-ea@l-422b-acls-bOf147c68334",

"eventID": "3c4226b0-1e81-48a8-a333-7fa5f3cbhd118",
"readOnly": false,

"resources": [
{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-west-2:111122223333:key/
mrk-1234abcdl12ab34cd56ef1234567890ab"
}
1,
"eventType": "AwsApiCall",
"managementEvent": true,
"eventCategory": "Management",
"recipientAccountId": "111122223333"
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"eventVersion": "1.08",
"userIdentity": {
"type": "IAMUser",
"principalId": "EX_PRINCIPAL_ID",
"arn": "arn:aws:iam::111122223333:user/Alice",
"accountId": "111122223333",
"accessKeyId": "EXAMPLE_KEY_ID",

"userName": "Alice",
"invokedBy": "kms.amazonaws.com"
I
"eventTime": "2021-03-10T20:23:37Z2",
"eventSource": "kms.amazonaws.com",
"eventName": "UpdatePrimaryRegion",
"awsRegion": "ap-northeast-1",

"sourceIPAddress": "192.0.2.0",
"userAgent": "AWS Internal",
"requestParameters": {
"keyId": "arn:aws:kms:ap-northeast-1:111122223333:key/
mrk-1234abcdl2ab34cd56ef1234567890ab",
"primaryRegion": "ap-northeast-1"
1,
"responseElements": {
"keyId":"arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab"
1,
"requestID": "ee4@8f36-eall-422b-acl4-bOf147c68334",
"eventID": "0@9le6be5-737f-43c6-8431-e3679d6d0619",
"readOnly": false,
"eventType": "AwsApiCall",
"managementEvent": true,
"eventCategory": "Management",
"recipientAccountId": "111122223333"

VerifyMac
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"eventVersion": "1.08",

"userIdentity": {
"type": "IAMUser",
"principalId": "EX_PRINCIPAL_ID",
"arn": "arn:aws:iam::111122223333:user/Alice",
"accountId": "111122223333",
"accessKeyId": "EXAMPLE_KEY_ID",

"userName": "Alice"
1,
"eventTime":
"eventSource":
"eventName": "VerifyMac",
"awsRegion": "us-east-1",
"sourceIPAddress": "192.0.2.0",
"userAgent": "AWS Internal",

"requestParameters": {
"macAlgorithm": "HMAC_SHA_384",

"keyId": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab"

iy

"responseElements": null,
"requestID": "f35da560-edff-4d6e-9b40-fb306fa%efle",

"eventID": "6b464487-6dea-44cd-84ad-225d7450c975",

"readOnly": true,
"resources": [

"2022-03-31T19:25:547",
"kms .amazonaws.com",

{
"accountId": "111122223333",
"ARN": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab"
}
1,
"eventType": "AwsApiCall",
"recipientAccountId": "111122223333",
"eventCategory": "Management"
}
29|
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"eventVersion": "1.08",
"userIdentity": {
"type": "IAMUser",
"principalId": "EX_PRINCIPAL_ID",
"arn": "arn:aws:iam::111122223333:user/Alice",
"accountId": "111122223333",
"accessKeyId": "EXAMPLE_KEY_ID",
"userName": "Alice"
1,
"eventTime": "2022-03-07T22:50:41Z",
"eventSource": "kms.amazonaws.com",
"eventName": "Verify",
"awsRegion": "us-west-2",
"sourceIPAddress": "192.0.2.0",
"userAgent": "AWS Internal",
"requestParameters": {
"signingAlgorithm": "RSASSA_PKCS1_V1_5_SHA_256",
"keyId": "@987dcba-09fe-87dc-65ba-ab0987654321",
"messageType": "RAW"
.
"responseElements": null,
"requestID": "c73ab82a-af82-4750-ae2c-b6bb790e9c28",
"eventID": "3b4331cd-5b7b-4de5-bf5f-82ec22f@dac0",
"readOnly": true,
"resources": [
{
"accountId": "111122223333",
"type": "AWS::KMS::Key",

"ARN": "arn:aws:kms:us-west-2:111122223333:key/0987dcba-09fe-87dc-65ba-

ab0987654321"
}
1,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",
"eventCategory": "Management"
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volumeId ZE7} ZEELICH AWS KMS BZE0|E Zt0| "aws:ebs:id": "vol-13439757"

encryptionContext EE7t ZEELICH OEIHX|E, F B2 E AO|2] principalIldet

accountId7} LX[ELICL O| HIZEE L5 5tEl 28 4 Al =28 2HXE 2535tst= o AHSE
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"Records": [
{

"eventVersion": "1.02",

"userIdentity": {
"type": "IAMUser",
"principalId": "EX_PRINCIPAL_ID",
"arn": "arn:aws:iam::111122223333:user/Alice",
"accountId": "111122223333",
"accessKeyId": "EXAMPLE_KEY_ID",

"userName": "Alice"
},
"eventTime": "2014-11-05T20:50:1872",
"eventSource": "ec2.amazonaws.com",
"eventName": "CreateVolume",
"awsRegion": "us-east-1",

"sourceIPAddress": "192.0.2.0",
"userAgent": "AWS Internal",
"requestParameters": {

IlSizell: Il1®ll’
"zone": "us-east-1a",
"volumeType": '"gp2",

"encrypted": true

},

"responseElements": {
"volumeId": "vol-13439757",

"Size": Ill@ll’
"zone": "us-east-1a",
"status": "creating",

"createTime": 1415220618876,

"volumeType": '"gp2",

"iops": 30,

"encrypted": true
},
"requestID": "1565210e-73d0-4912-854c-bl5ed349e526",
"eventID": "a3447186-135f-4b00-8424-bc4lfla93baf",
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"eventType": "AwsApiCall",
"recipientAccountId": "123456789012"

"eventVersion": "1.02",
"userIdentity": {
"type": "IAMUser",
"principalId": "EX_PRINCIPAL_ID",
"arn": "arn:aws:iam::111122223333:user/Alice",
"accountId": "111122223333",
"accessKeyId": "EXAMPLE_KEY_ID",

"userName": "Alice"
},
"eventTime": "2014-11-05T20:50:1972",
"eventSource": "kms.amazonaws.com",
"eventName": "GenerateDataKeyWithoutPlaintext",
"awsRegion": "us-east-1",

"sourceIPAddress": "192.0.2.0",
"userAgent": "&AWS; Internal",
"requestParameters": {
"encryptionContext": {
"aws:ebs:id": "vol-13439757"
},
"numberOfBytes": 64,
"keyId": "alias/aws/ebs"
I
"responseElements": null,
"requestID": "create-123456789012-758241111-1415220618",
"eventID": "4bd2a696-d833-48cc-b72c-05e61b608399",
"readOnly": true,
"resources": [
{
"ARN": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab",
"accountId": "111122223333"
}
1,
"eventType": "AwsApiCall",
"recipientAccountId": "111122223333"
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{
"Records": [
{
'eventVersion": "1.02",
userIdentity": {
"type": "IAMUser",
principalIld": "EX_PRINCIPAL_ID"
"arn": "arn:aws:iam::111122223333:user/Alice",
"accountId": "111122223333"
"accessKeyId": "EXAMPLE_KEY_ID"
userName":
"2014-11-05T21:35:272"
ec2.amazonaws.com",
195

"Alice"

'eventSource":
eventName":
'awsRegion": "us-west-2",

sourceIPAddress "192.0.2.0"
: "AWS Internal"
ne g

"userAgent"
requestParameters":
: {

"instancesSet"
"items": [

1,
eventTime":
"RunInstances
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{
"imageId": "ami-b66ed3de",
"minCount": 1,
"maxCount": 1
}
]
},
"groupSet": {
"items": [
{
"groupId": "sg-98b6edf2"
}
]
I
"instanceType": "m3.medium",
"blockDeviceMapping": {
"items": [
{
"deviceName": "/dev/xvda",
"ebs": {
"volumeSize": 8,
"deleteOnTermination": true,
"volumeType": '"gp2"
}
},
{
"deviceName": "/dev/sdb",
"ebs": {
"volumeSize": 8,
"deleteOnTermination": false,
"volumeType": '"gp2",
"encrypted": true
}
}
]
I

"monitoring": {

"enabled": false
},
"disableApiTermination": false,
"instancelInitiatedShutdownBehavior": "stop",
"clientToken": "XdKUT141516171819",
"ebsOptimized": false

iy
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"responseElements": {
"reservationId": "r-5ebc9f74",
"ownerId": "111122223333",
"groupSet": {
"items": [
{
"groupId": "sg-98b6e0f2",
"groupName": "launch-wizard-2"

]
+

"instancesSet": {
"items": [
{
"instancelId": "i-8le2f56c",
"imageId": "ami-b66ed3de",
"instanceState": {
"code": 0,
"name": "pending"
I
"amiLaunchIndex": 0,
"productCodes": {

iy

"instanceType": "m3.medium",
"launchTime": 1415223328000,
"placement": {

"availabilityZone": "us-east-1la",

"tenancy": "default"
I
"monitoring": {
"state": "disabled"
},
"stateReason": {
"code": "pending",
"message": "pending"
},
"architecture": "x86_64",
"rootDeviceType": "ebs",
"rootDeviceName": "/dev/xvda",
"blockDeviceMapping": {

}I

"virtualizationType": "hvm",
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"hypervisor": '"xen",
"clientToken": "XdKUT1415223327917",
"groupSet": {
"items": [
{
"groupId": "sg-98b6e0f2",
"groupName": "launch-wizard-2"
}
]
I
"networkInterfaceSet": {
},
"ebsOptimized": false
}
]
}
I

"requestID": "41lc4b4f7-8bce-4773-bf@e-5ae3bb5cbce2”,
"eventID": "cd75a605-2fee-4fda-b847-9c3d330ebaae",

"eventType": "AwsApiCall",
"recipientAccountId": "111122223333"

"eventVersion": "1.02",

"userIdentity": {
"type": "IAMUser",
"principalId": "EX_PRINCIPAL_ID",
"accountId": "111122223333",
"accessKeyId": "EXAMPLE_KEY_ID",

"userName": "Alice"
},
"eventTime": "2014-11-05T21:35:357",
"eventSource": "kms.amazonaws.com",
"eventName": "CreateGrant",
"awsRegion": "us-east-1",

"sourceIPAddress": "192.0.2.0",
"userAgent": "AWS Internal",
"requestParameters": {
"constraints": {
"encryptionContextSubset": {
"aws:ebs:id": "vol-f67bafb2"

arn": "arn:aws:iam::111122223333:user/Alice",
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1,
"granteePrincipal": "111122223333:aws:ec2-infrastructure:i-8le2f56c",
"keyId": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab"
1,
"responseElements": {
"grantId": "abcdel237f76e4ba7987489ac329fbfbabad343d6f7075dbdlef191f0120514a"
1,
"requestID": "41lc4b4f7-8bce-4773-bf@e-5ae3bb5cbce2",
"eventID": "clad79e3-0d3f-402a-b119-d5c31d7c6abc",
"readOnly": false,
"resources": [
{
"ARN": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab",
"accountId": "111122223333"
}
1,
"eventType": "AwsApiCall",
"recipientAccountId": "111122223333"

"eventVersion": "1.02",
"userIdentity": {
"type": "IAMUser",
"principalId": "EX_PRINCIPAL_ID",
"arn": "arn:aws:iam::111122223333:user/Alice",
"accountId": "111122223333",
"accessKeyId": "EXAMPLE_KEY_ID",
"userName": "Alice"
},
"eventTime": "2014-11-05T21:35:327Z",
"eventSource": "kms.amazonaws.com",
"eventName": "GenerateDataKeyWithoutPlaintext",
"awsRegion": "us-east-1",
"sourceIPAddress": "192.0.2.0",
"userAgent": "AWS Internal",
"requestParameters": {
"encryptionContext": {
"aws:ebs:id": "vol-f67bafb2"
},
"numberOfBytes": 64,
"keyId": "alias/aws/ebs"
I
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"responseElements": null,
"requestID": "create-111122223333-758247346-1415223332",
"eventID": "ac3cabl®-ce93-4953-9d62-0b6e5cbab51d",
"readOnly": true,
"resources": [
{
"ARN": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab",
"accountId": "111122223333"
}
1,
"eventType": "AwsApiCall",
"recipientAccountId": "111122223333"
I
{
"eventVersion": "1.02",
"userIdentity": {
"type": "AssumedRole",
"principalld": "111122223333:aws:ec2-infrastructure:i-8le2f56c",
"arn": "arn:aws:sts::111122223333:assumed-role/aws:ec2-infrastructure/
i-8le2f56c",
"accountId": "111122223333",
"accessKeyId": "",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2014-11-05T21:35:382"
I
"sessionIssuer": {
"type": "Role",
"principalld": "111122223333:aws:ec2-infrastructure",

"arn": "arn:aws:iam::111122223333:r0le/aws:ec2-infrastructure”,
"accountId": "111122223333",
"userName": "aws:ec2-infrastructure"
}
}
},
"eventTime": "2014-11-05T21:35:477Z",
"eventSource": "kms.amazonaws.com",
"eventName": "Decrypt",
"awsRegion": "us-east-1",

"sourceIPAddress": "192.0.2.0",
"requestParameters": {
"encryptionContext": {
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"aws:ebs:id": "vol-f67bafb2"
}
},
"responseElements": null,
"requestID": "b4b27883-6533-11e4-b4d9-751f1761e9e5",
"eventID": "edb65380-0a3e-4123-bbc8-3d1b7cff49b0",
"readOnly": true,
"resources": [
{
"ARN": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab",
"accountId": "111122223333"
}
1,
"eventType": "AwsApiCall",
"recipientAccountId": "111122223333"
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$ aws cloudwatch list-metrics --namespace AWS/KMS

{
"Metrics": [
{
"Namespace": "AWS/KMS",
"MetricName": "SecondsUntilKeyMaterialExpiration",
"Dimensions": [
{
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"Name": "KeyId",
"Value": "1234abcd-12ab-34cd-56ef-1234567890ab"

}
]
},
{
"Namespace": "AWS/KMS",
"MetricName": "ExtenalKeyStoreThrottle",
"Dimensions": [
{
"Name": "CustomKeyStoreId",
"Value": "cks-1234567890abcdef@"
},
{
"Name": "KmsOperation",
"Value": "Encrypt"
},
{
"Name": "KeySpec",
"Value": "SYMMETRIC_DEFAULT"
}
]
},
{
"Namespace": "AWS/KMS",
"MetricName": "XksProxyCertificateDaysToExpire",
"Dimensions": [
{
"Name": "CustomKeyStoreId",
"Value": "cks-1234567890abcdef@"
},
{
"Name": "CertificateName",
"Value": "myproxy.xks.example.com"
}
]
},
{

"Namespace": "AWS/KMS",
"MetricName": "XksProxyCredentialAge",
"Dimensions": [
{
"Name": "CustomKeyStoreId",
"Value": "cks-1234567890abcdef@"
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}

"Namespace": "AWS/KMS",
"MetricName": "XksProxyErrors",

"Dimensions": [

{

"Name": "CustomKeyStoreId",
"Value": "cks-1234567890abcdef@"

"Name": "KmsOperation",
"Value": "Decrypt"

"Name": "XksOperation",
"Value": "Decrypt"

"Name": "KeySpec",
"Value": "SYMMETRIC_DEFAULT"

"Name": "ErrorType",
"Value": "Retryable errors"
"Name": "ExceptionName",

"Value": "KMSInvalidStateException"

"Namespace": "AWS/KMS",
"MetricName": "XksProxyHsmStates",

"Dimensions": [

{

"Name": "CustomKeyStoreId",
"Value": "cks-1234567890abcdef0"

"Name": "XksProxyHsmState",
"Value": "Active"
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}
]
},
{
"Namespace": "AWS/KMS",
"MetricName": "XksProxylLatency",
"Dimensions": [
{
"Name": "CustomKeyStoreId",
"Value": "cks-1234567890abcdef@"
},
{
"Name": "KmsOperation",
"Value": "Decrypt"
},
{
"Name": "XksOperation",
"Value": "Decrypt"
},
{
"Name": "KeySpec",
"Value": "SYMMETRIC_DEFAULT"
}
]
}
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AWS KMS x| Ctall O] O|HIEE MM efL|Ct.
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{
"version": "Q@",
"id": "6a7e8feb-b491-4cf7-a9f1-bf3703467718",
"detail-type": "KMS CMK Rotation",
"source": "aws.kms",
"account": "111122223333",
"time": "2022-08-10T16:37:50Z",
"region": "us-west-2",
"resources": [
"arn:aws:kms:us-west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab"
1,
"detail": {
"key-id": "1234abcd-12ab-34cd-56ef-1234567890ab"
}
}
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{
"version": "Q",
"id": "9da9af57-9253-4406-87cb-7cc400e43465",
"detail-type": "KMS Imported Key Material Expiration",
"source": "aws.kms",
"account": "111122223333",
"time": "2022-08-10T16:37:50Z",
"region": "us-west-2",
"resources": [
"arn:aws:kms:us-west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab"
1,
"detail": {
"key-id": "1234abcd-12ab-34cd-56ef-1234567890ab"
}
}
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KMS Z|oi| 4K E of|2f 6t AWS KMS7t KMS 7| & 4fAl|5HZ| 7ol CH7| 7[zHE M &Lct 7| Z[zt
O] ZLIH KMS 7|E AWS KMS 4t A5t off O|HIEE E=HL|CH KMS CMK Deletion EventBridge
AWS KMSO| EventBridge O|HIEE E&E & LICH RHA|Z 2 Ql5H 2 X LHof| 0o42] 7HQ| O|HIE T} Mo K|
01 St KMS 7|7t AX|E = JU&LIch

CtZ2 ol o|HE 9| of &L}

{
"version": "0Q",
"id": "e9ce3425-7d22-412a-a699-e7a5fc3fbc9a",
"detail-type": "KMS CMK Deletion",
"source": "aws.kms",
"account": "111122223333",
"time": "2022-08-10T16:37:50Z",
"region": "us-west-2",
"resources": [
"arn:aws:kms:us-west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab"
1,
"detail": {
"key-id": "1234abcd-12ab-34cd-56ef-1234567890ab"
}
}
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1. AWS Management Console0| 21213511 https://console.aws.amazon.com/kmsH A AWS Key
Management Service(AWS KMS) £ & Lct.
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b. 7| #elxtof CHEt M2 MHo|M kms:ScheduleKeyDeletion &
kms:CancelKeyDeletion T2 Action 401 FI}+EHLICH.

"Sid": "Allow access for Key Administrators",
"Effect": "Allow",
"Principal": {"AWS": "arn:aws:iam::111122223333:user/KMSKeyAdmin"},
"Action": [

"kms:Create*",

"kms:Describe*",

"kms:Enable*",

"kms:List*",

"kms:Put*",

"kms:Update*",

"kms :Revoke*",

"kms:Disable*",

"kms:Get*",

"kms:Delete*",

"kms :ScheduleKeyDeletion",

"kms :CancelKeyDeletion"
1,

"Resource": "*"

c. HIAMNE MHYES MH
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7| 22X A 7] & A of 2F & F| A B 5{E(AWS CLI)

1. aws kms get-key-policy BHE 0|8dl 7|E 7| Mg AME = M EME ool XM
%I-L_||:|.
=] .

2. Hote= HAE HEZ|GM HM EME Fuict. 7| ZEXtofl CHEt H2 HdHof| M
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https://docs.aws.amazon.com/cli/latest/reference/kms/get-key-policy.html
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"Sid": "Allow access for Key Administrators",
"Effect": "Allow",
"Principal": {"AWS": "arn:aws:iam::111122223333:user/KMSKeyAdmin"},
"Action": [

"kms:Create*",

"kms:Describe*",

"kms:Enable*",

"kms:List*",

"kms:Put*",

"kms:Update*",

"kms :Revoke*",

"kms:Disable*",

"kms:Get*",

"kms:Delete*",

"kms :ScheduleKeyDeletion",

"kms : CancelKeyDeletion"
1,

"Resource": "*"

}

3. aws kms put-key-policy BHEE Ar&30{ KMS 7|0 7| HAE MEFLIC

7| AW ofof & |4

Ct= Extol M= AWS Management Console, AWS CLI 2/ AWS SDK for Javag2 AtE
oM Z| A MIE o efst 1 B 2| AWS KMS keys(KMS 7))o 7| A MIE F A5 WS M
Ct.

S 2™ 7| A Al of ool CHEE REMIEE LHIE2 CHE Bl 7| MM B BZRstAA2.
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https://docs.aws.amazon.com/cli/latest/reference/kms/put-key-policy.html
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1. AWS Management Consolet| 212135} 11 https://console.aws.amazon.com/kms0| A AWS Key
Management Service(AWS KMS) £ Lict.
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2. AWS E2|rig HZEstt{H Ho[X|2] 2EF &H EME[o] U= 2™ ME7[E AASELICH

3. EHMFM A ZEH FIE MEYELICH

AWS ZH2|3 7| EEE AWS A% 7|9 AtX|= ofoFet £~ Q& L|Ct.

4. ArMlstzd= KMS 7| 29| #elghg MEfgfLct

5. 7| Zr(Key actions)zt 7| AF K| 04| 2F(Schedule key deletion)= Rt 2 MEHEFL|CE.

6. Z1etCi7| 7|zh S AA| FAof CHEt HEE el1 TedstM|R. ATME F[AstedE HofX| SHEF
oM FAE MEdgfLC
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9. Confirm you want to schedule this key for deletion in <number of days> days(0| 7|8 <&+>¢

Zo Axet= 5 ol A K| £Ql) 0| Eolers MENEFLICEH

10. AA| of 2F(Schedule deletion)2 ME4EIL|CE

KMS 7| &El7} 44X 27/ &(Pending deletion)2 2 ¥ EL|C.

1. AWS KMS 22 (https://console.aws.amazon.com/kms)S JLIC}.
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https://console.aws.amazon.com/kms
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5. 7| Z(Key actions)1} 7| & A| F[4A(Cancel key deletion)S Rtz 2 MEHFHLICE

KMS 7| &Elf7} A x| 2R & (Pending deletion)0llAM H| 2 A(Disabled)2 2 HZAEILICE KMS 7|2 At

&3oted™ KMS 7|1E & &&tstiok gfLict

7| &K of ef & F|A(AWS CLI)

CHS oflMeF Z0] aws kms schedule-key-deletion HHEE AIE
o4|ol=ol- A OIAL_||_—_|._

AAEH

AWS 22|38 7| E= AWS &A% 7]9]

$ aws kms schedule-key-deletion --key-id 1234abcd-12ab-34cd-56ef-1234567890ab --

pending-window-in-days 10

MBI Mo 2 AEE|H AWS CLI= CFS o|d[e] &30t H|xEt £348 gretefLct.

fara}
oo 11—

"KeyId": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab",

"DeletionDate": 1598304792.0,
"KeyState": "PendingDeletion",
"PendingWindowInDays": 10

}
Ct= A2t 20l aws kms cancel-key-deletion BWHEE AFE3104 AWS CLIOIAM 7| AXIE FA
g+ A&

HE3Ho 2 AMEL/M AWS CLI= CHE oAl £331} H

oo T

{

"KeyId": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab"
}

KMS 7| &Elf7} &K 2R/ F(Pending deletion)0ll A H| & A(Disabled)2 2 BHZAELICE KMS 7|& At

&otcdH KMS 7|1E Zd3atsifor gfLCt.
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https://docs.aws.amazon.com/cli/latest/reference/kms/schedule-key-deletion.html
https://docs.aws.amazon.com/cli/latest/reference/kms/cancel-key-deletion.html
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CHS o|Xl= AWS SDK for Javag AI&35t04 12 22| 7[o| AX|E of &fst= WHdE EodiFELICt. Of
0f| M0l M= THXR] AWSKMSClientE kmsZ QUAEAA SIS OF EFLICE.

String KeyId = "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab" ;

int PendingWindowInDays = 10;

ScheduleKeyDeletionRequest scheduleKeyDeletionRequest =

new
ScheduleKeyDeletionRequest().withKeyId(KeyId).withPendingWindowInDays(PendingWindowInDays);
kms.scheduleKeyDeletion(scheduleKeyDeletionRequest);

CIS of|Al= AWS SDK for Javag ALE35t04 7| A& F A S WS Eo{ELICt O] oMo MeE |
X{ AWSKMSClientZ kmsZE QIAEIA S} SHOF B LILCE.

String KeyId = "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab" ;

CancelKeyDeletionRequest cancelKeyDeletionRequest =
new CancelKeyDeletionRequest().withKeyId(KeyId);
kms.cancelKeyDeletion(cancelKeyDeletionRequest);

KMS 7| &Elf7} &K 2R/ & (Pending deletion)0ll A H| & A(Disabled)2 £ BHZAELICE KMS 7|& At
&35t{H KMS 7|E 2 4ststiok gfLict.
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/AlarmThatSendsEmail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/send-cloudtrail-events-to-cloudwatch-logs.html
https://docs.aws.amazon.com/sns/latest/dg/sns-create-topic.html
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/MonitoringLogData.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/MonitoringLogData.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/CreateMetricFilterProcedure.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/Create_alarm_log_group_metric_filter.html
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
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KMS API 88 7I§& & = U&LICH 7|50| giCietT O[HIE 7|50 2|2 O|HEE A& 2 =
A& LICtCloudTrail . AWS KMSAFE ' of| CHEH XEMIEH LHE 2 CloudTrail € & Z st & A2AWS

CloudTrail& A&35t0{ AWS KMS API 2 5 & EZ.

CIS o= KMS 7|& AFE 304 Amazon Simple Storage Service (Amazon S3) ofl & E X E &
%E I} MAME|E= CloudTrail 22 &S E04ELICH o ool M ZAE KMS 712 AF88H MH & ¢
3}(SSE-KMS) HIO|E| £ 7|58 At& 35101 Amazon S30i| 42 EELICt SSE-KMSE A8 3104
Amazon S30{ ZHA|E Y2 =8 [} AN E ES st O AHRE KMS 7|1 X|&HELICH Amazon S3E
AWS KMS GenerateDataKey® & AF235+04 ZHX]|of| CHEF TR & CIO|E{ 7|& QESHH, 0| 27 Of

HE = Ct23F H|2 8t CloudTrail 2o 2 2QI=/L|C}.

"eventVersion": "1.02",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AROACKCEVSQ6C2EXAMPLE:example-user",
"arn": "arn:aws:sts::111122223333:assumed-role/Admins/example-user",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2015-09-10T23:12:48Z"
.
"sessionIssuer": {
"type": "Role",
"principalId": "AROACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::111122223333:role/Admins",
"accountId": "111122223333",
"userName": "Admins"
}
.
"invokedBy": "internal.amazonaws.com"
.
"eventTime": "2015-09-10T23:58:18Z2",
"eventSource": "kms.amazonaws.com",
"eventName": "GenerateDataKey",
"awsRegion": "us-west-2",
"sourceIPAddress": "internal.amazonaws.com",
"userAgent": "internal.amazonaws.com",
"requestParameters": {
"encryptionContext": {"aws:s3:arn": "arn:aws:s3:::example_bucket/example_object"},

KMS 71o| ot & mtef 229


https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/UsingKMSEncryption.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/UsingKMSEncryption.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_GenerateDataKey.html
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"keySpec": "AES_256",
"keyId": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab"
.
"responseElements": null,
"requestID": "cea@4450-5817-11e5-85aa-97ce46071236",
"eventID": "80721262-21a5-49b9-8b63-28740e7ce9c9",
"readOnly": true,
"resources": [{
"ARN": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab",
"accountId": "111122223333"
1,
"eventType": "AwsApiCall",
"recipientAccountId": "111122223333"

L+ S0l Amazon S30{|A{ O ZHX|E Ct2 2 =5tH Amazon S37t AWS KMSE Decrypt

Y s i —— R -

XEE KMS 7|& ArEsH 2|2l HiolE 7|& S5 3tefLIct O|E A 6tH CloudTrail 21 mt o ChS
|

1 Hzgh g 50| zELICH

"eventVersion": "1.02",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AROACKCEVSQ6C2EXAMPLE:example-user",

arn":
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2015-09-10T23:12:48Z"
.
"sessionIssuer": {
"type": "Role",
"principalId": "AROACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::111122223333:role/Admins",
"accountId": "111122223333",
"userName": "Admins"
}
.

"invokedBy": "internal.amazonaws.com"

"arn:aws:sts::111122223333:assumed-role/Admins/example-user",

KMS 7|9| 1t7{ 8 & mpef
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},

"eventTime": "2015-09-10T23:58:39Z2",
"eventSource": "kms.amazonaws.com",
"eventName": "Decrypt",

"awsRegion": "us-west-2",

"sourceIPAddress": "internal.amazonaws.com",
"userAgent": "internal.amazonaws.com",

"requestParameters": {
"encryptionContext": {"aws:s3:arn": "arn:aws:s3:::example_bucket/example_object"}},
"responseElements": null,
"requestID": "db750745-5817-11e5-93a6-5b87e27d91a0",
"eventID": "ae551b19-8a09-4cfc-a249-205ddba330e3",
"readOnly": true,
"resources": [{
"ARN": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab",
"accountId": "111122223333"
1,
"eventType": "AwsApiCall",
"recipientAccountId": "111122223333"
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_boundaries.html
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arn:AWS partition name:AWS service name:AWS ##:AWS ## ID:key/key ID
ARN 0f;

arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab

. udx|
= O
ARN Al

arn:AWS partition name:AWS service name:AWS ##:AWS ## ID:alias/alias name
ARN 0f:

arn:aws:kms:us-west-2:111122223333:alias/example-alias
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"Version": "2012-10-17",
"Statement": [

{
"Sid": "Describe the policy statement",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:user/Alice"
.
"Action": "kms:DescribeKey",
"Resource": "*",
"Condition": {
"StringEquals": {
"kms :KeySpec": "SYMMETRIC_DEFAULT"
}
}
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_principal.html#Principal_specifying
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_groups.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_groups.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_principal.html#principal-accounts
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_principal.html#principal-accounts
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html
https://docs.aws.amazon.com/general/latest/gr/rande-manage.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_Encrypt.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_CreateKey.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_PutKeyPolicy.html

AWS Key Management Service

JHEER} 70| =
x7dol g
"Condition": {"condition operator": {"condition key": "condition value"}}
%, Ch3at Z&Lch
"Condition": {"StringEquals": {"kms:CallerAccount": "111122223333"}}
AWS GA 20 CHEN RHMIEF LI8 2 IAM AHE B A2 AWS IAM EA HEE HZEsHHL.
of| A 7| H=Y
CHE2 OHE 338 KMS 7[of CHEh TIA| 7] F2E LEEHH o M LICE of Zel =2 A JH'=od| cHal
QoMM AEBOR ALY 4 AUALICH 0] 7| WA Yo 7|2 7| B Mol o KA HBS
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Y 7| Aol AEfstod ChsE EEELICH

1111222233330|2t= of| K| AWS HZ0f KMS Z|0f Cigt 2 E HM A M2 FodghL|ct AXat s
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- ExampleAdminRole IAM &0 M KMS 7| ZEIE = U E HSFLICH.

« ExampleUserRole IAM H&0IMH KMS 7|& AL = UL E 5 LICt

"Id": "key-consolepolicy",
"Version": "2012-10-17",
"Statement": [

{
"Sid": "Enable IAM User Permissions",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:root"
I
"Action": "kms:*",
"Resource": "*"
},
{
"Sid": "Allow access for Key Administrators",

"Effect": "Allow",
"Principal": {

254


https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies.html

AWS Key Management Service

JHeER 7Hol=

"AWS": "arn:aws:iam::111122223333:r0le/ExampleAdminRole"

I

"Action": [
"kms:Create*",
"kms:Describe*",
"kms:Enable*",
"kms:List*",
"kms:Put*",
"kms:Update*",
"kms:Revoke*",
"kms:Disable*",
"kms:Get*",
"kms:Delete*",
"kms:TagResource",
"kms:UntagResource",
"kms:ScheduleKeyDeletion",
"kms:CancelKeyDeletion"

1,

"Resource": "*"

"Sid": "Allow use of the key",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333
I
"Action": [
"kms:
"kms

Encrypt",
:Decrypt",
"kms:ReEncrypt*",
"kms:GenerateDataKey*",
"kms:DescribeKey"

]I

"Resource": "*"

:role/ExampleUserRole"

"Sid": "Allow attachment of persistent resources",

"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333
},
"Action": [
"kms:CreateGrant",
"kms:ListGrants",

:role/ExampleUserRole"
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"kms :RevokeGrant"

1,

"Resource": "*",

"Condition": {
"Bool": {

"kms:GrantIsForAWSResource": "true"

}

}

}
]
}
7l 7| HH

KMS 7|& 4 dE W A KMS Z|of CHet 7| A E X|Ee = U&LICH ALER7H MS et x| efa™
AWS KMS7t XAt S22 MMELICEH AWS KMS7t A8 5t 7|2 7] A2 AWS KMS 2£0|M 7|&
Adst=X| ofL|IH AWS KMS APIE AFE35t04 7| & ddst=X| oiFof et CHELICH.

z2OeiT LA 2 KMS 71§ ddste 32 7 7| EA

AWS KMS APIE AI&35t0d Z2aeid Ao 2 KMS 7|8 Hdste B (AWSSDK, AWS
Command Line Interface 2= AWS Tools for PowerShell2 At& 3t 29 £ &) 7| B2 X|H6H K|
fo™ AWS KMS= Oi< ZHEHSH 7|2 7| HAg HEFLICH o] 7|2 7| HAol= KMS 7|§ AfE
AWS HZ0of IAM MR AL 35104 KMS 7|0 CHEF 2 E AWS KMS 210 CHEH HMAE 5{8F HEt
g 2oiste WA 20| stLt U&LICt o] HA Mo cHEt RHAIEH LIS 2 AWS A Z ol CHEF HAM|A &

g L IAM A 245t MME BT SHMIL.

AWS HHo] CHEF HMAE
2 7| #elx 2, 7| AHE R
of

AWS Management Console= AI83t01 KMS 7|& H8E E<
sEst0 IAM M2 g5 ste & "‘—. ZO 2 AlRtgLct O

= Y (HE =2l 7] 8ol chall) 2ot FAM7t KMS 7|8 CHE AWS AH|A0| AL8SHES 388t &
g FIHELICH AWS KMS 2& 9| 7%% AL835t04 IAM ALERE & 1AM gt 7| 2t2(RE & 7| AL8 Rt
(£ E CH AWS AEE XI8E + &Lt

Het

« AWS H|Zof CHEt HMA HE I IAM B2 & 35t

ol
i

Qi
mu folo ol

o 7| ZEXI7FKMS 7|5 HEISHESE
« 7| AFHEXI7FKMS 7|2 MBS
o 7| ALER7F 531 B ol KMS 7
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o F| AF2 X7 AWS MH|A QL &7 KMS 7|12 AI25IEE 52

je= =)

AWS A0 CHEF HMA 51 L IAM H2H 2 M35t

« KMS 7|& &R8F AWS H"Hoi| KMS Z|of CHEF & HAl|A HEHS FoigfLCt.

CHE AWS 2lAA 3L Bl AWS KMS 7| HAM2 HH = e AFXo|AH A S22 IDE B
043t X| & LICH A BElXtol|H| HEtE Fo45tE4™ 7| HAof 0|2t ZH0| O] HEHE MBste HA|
ol 20| E & z|o{oF &rLCt.

+ B0l IAM BA4S ALS 5104 7| FAHDE of Lzt KMS 7ol CHEt HMAE 5188 4 TS 3L

| gio™ 7|of CHEF AMAE s18stE IAM HE2 k7 gIX[EH 7]0 CHEF HMAE HF

0

FE MSKE ZE AE grElxtol Al KM A Ko HEFE Foistod 7I1E
=0
=

OIS 7| Al 2 z2 gl BfAlo 2 MM = KMS Z|of CHEE ™A 7|2 7| HAelL|ct. AWS KMS
A (o]

{
"Sid": "Enable IAM User Permissions",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:root"
},
"Action": "kms:*",
"Resource": "*"
}

IAM E20{ M KMS Z[of CHEH HMAE HEE = JU&LICH

efol Lot = 7| HH 2
=2
=

Ol 7| ™ Eo| Hot FAlz AHY 2o FA| 0|0 arn:aws:iam: :account-id:root &4{9
ARNSZ EAIEILICH A 2ot FxlE AWS AT} siE 2 2(kFE LIEFHLICH
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7| B4 20| HOH FR7L HE Hot QI HL A
sofstx| LI I, AH0] 1AM B2 A8 stof B3 2ol XIE HEte Plolg 4
.l

o o
7| H2 22 AFHO| IAM HAg AL&5tod KMS 7|0l CHEt 2 E &
=l
o

CHE AWS 2|AA HAT EFE[ AWS KMS 7| HA2 HYE = siE 2o FX|0|H RIS 22 H
2 HoistK| at&LIct AME 2o FHE 2&tst RE E xo|H Het2 Boiste{H et &
Ao 2 FNZsHe 7 LICH A™E 2o X EE= CHE 2o FA||of|A

L|C

A | K
7|0l CHEt °”A1I/\ Tere Foig & LAY 2ok FAoH AMA HEHS Foq

£0{ & Ho| AFSKIoi|H T KMS Z|0il CHEH HM|A HEHE F045tE 7| HAME HEQICIT 7t
Mol EZ&LICH O OIS SHiE AFEXIE AXEIHE 7|2 ZEl" = QA B[22 AWS S
04 KMS 7|0i| CHat HAM|A HEHS CHA| ghotof gL|Ct.

Qlofl Liet 2l 7| MM BollAls AWS AT ST BEIRHAY FE AS K ZEE LIEHHE 7
& 2ot FAOIA 7|8 Mo{g HEte LoiELITh AM RE ASRHE AWS HHE ARISHR| ot
o SR & Gl S Bk FAULIC 1AM 2 Aafolrls aa g%*% mMelstns A 2

7| Z2|XH7F KMS 7|18 &ElFHEE 58

>.

= =

o 0%
ro

2 7| HAS S T Aol IAM A8 Aot G e MeisT oIS S 7| BElxtE
= 7| 22|zt 20l2t: Bk 7| BEIRHE KMS 7|8 22

5 512101 KMS 718 ALSE 4 9l HEte giaLich 7|8 2| ==
Mg 7| BEIR S 2ol IAM ALS RS 918 S FTHE £ gL

Lok
ok

o >

o
(0]
]
mp 2 > o
e 3

/A Warning
7| #E|kte 7| WS ¢HE5t D HElE ddE = e HEo| e 22 o ¥Ao| XI™E[K]
o2 AWS KMS H3tE At4lat CHE AFE RO H Ro48 = JU&LIC.
Ef 2 HE S #elg HEto| Qe 2o A= KMS Z[of CHEt HMAE Mg == U&L
Ch XFAISH LI 2 AWS KMS2| ABAC MlME Bt ZSHMI2.
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_principal.html#principal-accounts
https://console.aws.amazon.com/support/home#/case/create
https://console.aws.amazon.com/support/home#/case/create
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_principal.html#principal-accounts
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® Note
IAM 28 AtlE Z7| 2ot 215 HEIF UIE IAM A8 XS] AH8 2 HEdetx| et&LIch 7HsE
B2, HA 22 215 HEE MSstE IAM HE S AL8SHMR. AHMEH LIS 2 1AM AHE HF
I

Mo IAMSe| EoF ZEd AL E & ESHA

Ct22 AWS KMS 2£&2| 7|2 E7(0M 7| Z#EIRt 2 LEEHA od| A L.

Key policy Tags

Key policy Switch to policy view

. s
Key administrators
Choose the 1AM users and roles who can administer this key through the KMS APL, You might need to add

additional permissions for the users er reles to administer this key from this console. Learn mor L
Add
Q
1
MName Path Type
ExampleAdminRole / Rale

Key deletion

Allow key administrators to delete this key

CHE2 AWS KMS 2£2| 7|2 E7(o ofx| 7| 2tE2lxt ELICE o] 7| ZElxt E2 HL 2 OiE &
3 KMS 71§ @I8F JALct
{
"Sid": "Allow access for Key Administrators",
"Effect": "Allow",
"Principal"”: {"AWS":"arn:aws:iam::111122223333:role/ExampleAdminRole"},
"Action": [
7|2 7] = 259


https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
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"kms:Create*",
"kms:Describe*",
"kms:Enable*",
"kms:List*",
"kms:Put*",
"kms:Update*",

"kms :Revoke*",
"kms:Disable*",
"kms:Get*",
"kms:Delete*",
"kms:TagResource",
"kms:UntagResource",
"kms:ScheduleKeyDeletion",
"kms:CancelKeyDeletion"

1,
"Resource": "*"
}
7HE Bl KMS 7|91 EFY 2| CHE KMS Z|of| CHE 7|82 7| 2t 2lAt B2 ChSa 22 HEH2 5
SgrLict. olgqgr MEtol CHEt REAMIEH LHE 2 AWS KMS Tt MME F XML

AWS KMS 2& 2 AL83t01 KMS 7|& BtEH 2£2 ALSXII X AL 8Atet g 7| 2elxt &
o

0l %= Principal 40| F7+&FLICt

]
-

ot 9 oz Hitol U ItE BRK(*)7F ZEEM, XIHE SAZ AlFsle RE HEt0| 58E
LICH ZUMo 2, AWS KMS7t M22 API BdS FItstH 7| ZHERI7L IS 2 A8E == /A &
L M &dg Zatet S 7| HMe Yelol=d Wt giaLich 7| BEIKE THE AP EY
gto 2 ANstatede B 7| HAMg HAEE £ Q&Lct

kms:Create*

kms:CreateAlias % kms:CreateGrant& & & LICt (kms:CreateKey &2 IAM H2of

Met 7 =)

kms :Describe*
kms:DescribekKeyE & &LIC. AWS Management Consoled|A KMS 7|2] 7| MIE HE m 0]
X|E€ E24H kms:Describekey ®8t0| 2 EtLIC}.

kms :Enable*

kms:EnableKeyE 318 & LICt CHE 233 KMS 7]19| A< kms:EnableKeyRotationk &
st|Ch
= .
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kms:List*

kms:ListGrants, kms:ListKeyPolicies & kms:ListResourceTagsE & &%&fLIC} (AWS
Management Console0i| M KMS 7|& 2= Ol 228t kms:ListAliases & kms:ListKeys ™
82 IAM YA Bt R 7)

kms : Put*

kms:PutKeyPolicy& 3{&gfLICt. O] HEt2 7| Zr2[Xt7t O] KMS Z|ofl CHEt 7| HAME HEst
g {E&ct

kms :Update*

kms :UpdateAlias 2 kms:UpdateKeyDescriptiong S&¢&LICH CIE 2™ 7|2 B O]
KMS Z|lA kms :UpdatePrimaryRegionS &{&&fLICH.

kms : Revoke*

7| ZE|R7F HE 2ofolH ALE EX|Tj= EoF FA|7) ofL|o{E HEH H0{E AMXE 4= AT E
kms :RevokeGrantE &&¢gL|Ct.

kms:Disable*

kms:DisableKeyE &&&LICI CHE 4538 KMS 7|2| AL kms:DisableKeyRotationT &
23|t
o H .

kms : Get*

kms :GetKeyPolicy 2 kms:GetKeyRotationStatusE & LICE 7K 7| 78 47t
A= KMS 7|9 B kms:GetParametersForImportE S1& & L|CH HICHE KMS 7(2| AL
kms : GetPublicKey& 1&g LICt. AWS Management Console0l| A KMS 7|9 7| 22 H2{H
kms:GetKeyPolicy ™&t0o| 2 gFL|Ct.

kms:Delete*

kms:DeleteAliasE& HEELICE 7HM2 7| 7 a7t JUe 7|2l B2
kms:DeleteImportedKeyMaterial & S{& & LICt kms:Delete* et 7| #E|At7F KMS 7|
(ScheduleKeyDeletion)E& A At S 5185t K| L &LICt

kms : TagResourxce

7| #2lXt7F KMS Z|0f E{ 2 & F7HE &= QTS 5t= kms: TagResourceE & LICH EHOE
A&3t04 KMS 7|0f| CHEF HMAE HMofe =& Qe 2 o HEtE Sl &HeElXk= KMS 7|of| CHEt
HMAE 58St HEE 5= UELICH RHMIE LI& 2 AWS KMS2| ABAC MME R ESHMIL.
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https://docs.aws.amazon.com/kms/latest/APIReference/API_ListKeyPolicies.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_PutKeyPolicy.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_GetParametersForImport.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_GetPublicKey.html
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kms :UntagResource
7| 2t2[Xt7F KMS Z|of E{2 & &M = UE S St= kms:UntagResourceE S{EELICH Bl
E AS5tod (0l CHEE HMAE HMofE & oo 2 o HEtS Safl BHEIXHs KMS 7104 CHEH Al
A E FEStHLE HEE = JU&LICH RHMEH LIE2 AWS KMS2| ABAC Mg FESHAM L.

kms : ScheduleKeyDeletion

7| #2|Xt7F 0| KMS 7|18 M AE = AT & 5t= kms: ScheduleKeyDeletion2 §{& & LICt.
o| M3tE AlX[stci™ 7| EIXt7E 0| 7|E &HA[SH =5 & & (Allow key administrators to delete this
key) M2 ArAIELICH

kms :CancelKeyDeletion

7| 2t2[Xt7t O KMS 7| A K E F 4" = UL H St= kms:CancelKeyDeletionE& &S & LICtH
o| Meh2 ArA[Ste{H 7| ZH2|Xt7t O] Z7|& &M KISHE S {1 & (Allow key administrators to delete this
key) M2 AN gLC.

AWS KMS= S+ 8 7|8 Br& WM 72 7| Zr2|Xt 20of CtE HEHE FIHELCH
kms : ImportKeyMaterial

kms:ImportKeyMaterial ®™8t2 7| #ElXI7t 7| 18 QA E
O Hete 7| 4 R4 S10[KMS 7|§ Mgste d<oBt 7| HRol| = &HELIC.

kms :ReplicateKey
kms:ReplicateKey HEH2 7| #2|Xt7t CHE AWS 2| CHE 2[F 7
Mt & S ELICH o] Het2 O s 2 712 £= =X2 7|18 dMste

ELICH

kms :UpdatePrimaryRegion

1

kms:UpdatePrimaryRegion #&t2 7| #ElA7t CHE 2| SHE ZIE CHS 21T 7|2 7|12 ™

St S HSELICE o HEt2 OE 21X 7|2 E= SHME 7|8 ddsts o2 7] HAo| =

7| AFXI7FKMS 71E AISSHEE &2

Z &0/ KMS 7(0fl CH3H A4IsHE 712 7] BAS S i AR L 9l AWS AHH0lA IAM A8 Aot

o
IAM gt S MEiStT O|E 2 7| AFSKIZ X|HE 5= &L
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https://docs.aws.amazon.com/kms/latest/APIReference/API_ScheduleKeyDeletion.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_CancelKeyDeletion.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_ImportKeyMaterial.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_ReplicateKey.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_UpdatePrimaryRegion.html
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Z£2 71 ALSXtol| CHet 7] E3ol = JHe| M £ FIHELICH

« KMS SIF AFS — & iRl 7| B4 22 7| ASRHollH| s S8l KMS o] Chsf XIEls =

S E AWS MH[ATE
L t 75*% BlaAE EE 57| fls CHA KMS 7|8 At
SSCE 58 + U HEr 2 9| ARl Al FodErLCt.

KMS 7|18 ddE ] 7| AtEXE S 501 IAM ALEXRL 1AM HE, 7[EH AWS AE A™HE FIHE = A&
LICt Ct= olOlx[ollM 20, 7| HHol Ciet 2£2| 7|8 E7|z2 S5 Hig =k (&Lt 7|1 8
"‘”OI 7|8 B7l= 7| MF Q& "o|x|o] UA&LICH CHE AWS HIE AE 2| AEXE7HKMS 71E S

T 5 518sts Yol CiEh RtAM[EH LHE 2 CHE AIE 2| A EX7 KMSE A85IES 518 MMHE &x

StAAI2.

® Note
IAM 2 Atz 27| 2ot 215 HETJL Qe IAM AFE XS AR 2 HE4sHK| t&LICH 7tsE
AL, LA Hot OIE MEE XE5HE IAM HE S AIESIMI2. RIMEH LIE2 IAM AFS M
MOl IAML| E ot B ALEH|E B X5HA2.
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Key users

The following 1AM users and roles can use this key for cryptographic operations, They can also allow AWS services that are
integrated with KMS to use the key on their behalf. Learn more [A

Add

Q

Name Path Type

ExampleRole ! Raole

Other AWS accounts
s arnawsiam:;:444455556666:root

Cred BIT CHElOl CHEt 71 7 AFSAH B2 CHETH 22 MEHe SIS ELICH 2 M3tol CHEH XRAIE Ly
2 AWS KMS Het MME HZESHAR

AWS KMS 2£ & AL835t01 KMS 7|& BHEH ALSAL7L X|Het MERIet g E 2&0| Z 7| AL Xt
1

20l U= Principal 240 F7HgHL|C

"Sid": "Allow use of the key",

"Effect": "Allow",

"Principal": {"AWS": [
"arn:aws:iam::111122223333:role/ExampleRole",
"arn:aws:iam: :444455556666:root"

13,

"Action": [

"kms:Encrypt",
"kms:Decrypt",
"kms:ReEncrypt*",
"kms:GenerateDataKey*",
"kms:DescribeKey"

1,

"Resource": "*"
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}I
{

"Sid": "Allow attachment of persistent resources",

"Effect": "Allow",

"Principal": {"AWS": [
"arn:aws:iam::111122223333:role/ExampleRole",
"arn:aws:iam: :444455556666:root"

11,

"Action": [

"kms:CreateGrant",
"kms:ListGrants",
"kms:RevokeGrant"

1,

"Resource": "*",

"Condition": {"Bool": {"kms:GrantIsForAWSResource": true}}

7| AEX7E 53 2210l KMS 7|1€ AISSIEE {8

I'II'I

7| A2XH= KMS 7|0 M X|ElE BE 25351 20 KMS 7|18 X At2E £ Q)
L|Ct. =8 O DescribeKey® 42 A& 35101 AWS KMS 2& 0 M KMS 7|0 CHEt ME HEE 7HX2
HLE API ZHE AR E &= USLICH AWS KMS

J|2XMoZ AWSKMS 242 CI2 oflx|et Z42 7| AL8Rt B2 7|E 7
AP| Eteig x|245t2 2 ChE 2335t KMS 7|, HMAC KMS 7|, H{E2| 7

I
I
71, MY L Eolg 28t HICHE KMS Z(of cHet M2 Fof 2Fd2 ofzt CHELICE

I KMS Z[of| CHEF 7| ‘H2oll CHE &8 F7HEfLIC

M
>
rlo
jml
ot
ne
ol
ol

"Sid": "Allow use of the key",
"Effect": "Allow",
"Principal": {"AWS": "arn:aws:iam::111122223333:role/ExampleKeyUserRole"},
"Action": [
"kms:Decrypt",
"kms:DescribeKey",
"kms:Encrypt",
"kms:GenerateDataKey*",
"kms:ReEncrypt*"
1,

"Resource": "*"
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https://docs.aws.amazon.com/kms/latest/APIReference/API_DescribeKey.html
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}

HMAC KMS 7|

2£2 HMAC KMS Z|of CHEH 7| H3of| CtE 22 F7HELIC

"Sid": "Allow use of the key",
"Effect": "Allow",
"Principal": {"AWS": "arn:aws:iam::111122223333:role/ExampleKeyUserRole"},
"Action": [
"kms:DescribeKey",
"kms:GenerateMac",
"kms:VerifyMac"

1,

"Resource'": "*"

[
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"Sid": "Allow use of the key",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:r0le/ExampleKeyUserRole"
.
"Action": [
"kms:Encrypt",
"kms:Decrypt",
"kms:ReEncrypt*",
"kms:DescribeKey",
"kms:GetPublicKey"
1,

"Resource": "*"

Folg |8t HICHE KMS 7|

x
0%
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b

7| A+80| ME A #lel HICHE KMS 7|0 Chet 7| ZAof| Chs 28 FIHELIch

T
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"Sid": "Allow use of the key",
"Effect": "Allow",
"Principal": {"AWS": "arn:aws:iam::111122223333:role/ExampleKeyUserRole"},
"Action": [
"kms:DescribeKey",
"kms:GetPublicKey",
"kms:Sign",
"kms:Verify"
1,

"Resource": "*"

[a

olz{3t 2ol Sl 7| ALS RO CHE HEtS MBErLIC

kms:Encrypt

7| ALERL7t Ol KMS 7|& At&35toq CI|O|EE 2536t S S{&ELICh

kms:Decrypt

7| AERX7L Ol KMS 7|& AtEstod CIOIEE aiSot S o1& & LICH

kms:DescribeKey

i
N
P
to
H
J
3'_'
)
o
C
_ITI_

7| AFERI7F AR, MM U 7] AEf S Ol KMS Z|of CHE M8 HE
ESt 7| AF2 X7 AWS KMS 240 KMS 710 CHEE M HEE EA|

ok

A O|lA
= U&LIC

—_

kms :GenerateDataKey*

7| AER7E 2EI0|ME & 453 &S sl CiE ool 7| EE= HICHE o[ 7| m| o4
E M58 {8 LCH Z2&0M=* AdLEFIE ERHE ALE 5104 GenerateDataKey,
GenerateDataKeyWithoutPlaintextGenerateDataKeyPair, 2! API Zr40]| CH8t H&H2 LIEFHLICEH
GenerateDataKeyPairWithoutPlaintext O|2{2t H&t2 C|O|E| 7|& & =3l st= CHE KMS Z[o| Bt
fREELICH

}

kms: GenerateMac

7| A& A7 HMAC KMS 7|8 AFE3104 HMAC Ef1 & M/ E3I =& 5{& & LCt.
kms: GetPublicKey

Decrypt 42 s Ealjokt iS5
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https://docs.aws.amazon.com/kms/latest/APIReference/API_Decrypt.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_DescribeKey.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_GenerateDataKey.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_GenerateDataKeyPair.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_GenerateDataKeyWithoutPlaintext.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_GenerateDataKeyPairWithoutPlaintext.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_GenerateMac.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_GetPublicKey.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_Decrypt.html
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kms: * ReEncrypt

7| AL XE7F ¢l Ol KMS 7|2 22318t O|0|E{E CHA| & 35t 7{LE, Ol KMS 7|& 0[&3H O|Zof|
2t = 5t¢h O|O|E{E CHA| 2 E 385t =5 S{E & LICt O] ReEncrypt®f S s&sted™ A4 3 CHA
KMS 7|0l 25 AHMAE &= Qlo{of &LICt 0| I8 & KMS 7|0 CHEF kms:: ReEncryptFrom
Tt CHA KMS 7]0f CHBt kms :ReEncryptTo HetE SHEE £ &LCt ag{Lt Bt 2

3l 2£0|MeE F KMS 7| 2501 CH3H kms :ReEncrypt*E SEELICH* JU=7IE BAl APQ-).

kms:Sign
7| Ar&XE7F Ol KMS 7|E AF& 3104 HIA|X|0]| MESIES S ELICEH
kms:Verify

7| A+EXE7E Ol KMS 7|1& AFE5t0d MBS & Qlst:

o
SI_'
oo
o
-
n

kms: VerifyMac

1
19
ro
Q'I_l
i
iy
SI_'
0o
el
C
o

7| AF2X7F HMAC KMS 7|E A2 3t0d HMAC Ej

Z£9| 7|2 7| Y2 e F0{E A83t= AWS MH|A 7|0l M HIOIHE E55t= ol 2R M
Foi HetE 7| AL R0l A R0 LICH AWS AH|AE= KMS 7| ALE0]| Lt F&%o|x S8l ™
gh= ol floll HE F048 MSst= B2 7t HaLoh

Ol 7| M= 22 7| AFXI7F KMS 7|01 CHEH B3t HodE MM H7| U 2|ASTE 525 K0 AWS
KMSSt S8HE AWS AMH|A oA HEt Fof 2 ﬂ

Sk Sg°h 2]
Ct. kms: GrantlsFor AWSResource & Z740| M= AFEX}7t o248t HEt R0 &Y E 2 5 &5}
= A2 5183 X| f&Lct. 7| Ar&X7t 518 B AWS MH|AE AL XHE CHAISH04, MH[A T}
KMS 7|8 AI&304 AL X LIO|E{E E S5t 8 585t HE 08 MMHE 4+ A&LICH

7| MEXt= & MH[ALL &7H KMS 7|8 AHE5tE{H o|z{8 Mt Fo4 MEto| 35 x[gh of2{Et
HEt e 2= SE5HX| A&LICh 7| A8Xt= & MH|IAE AEE = Ue HEtE EELICH AFSAt
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"Sid": "Allow attachment of persistent resources",

"Effect": "Allow",

"Principal”: {"AWS": "arn:aws:iam::111122223333:role/ExampleKeyUserRole"},
"Action": [

B
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"kms:CreateGrant",
"kms:ListGrants",
"kms :RevokeGrant"

15
"Resource": "*",
"Condition": {"Bool": {"kms:GrantIsForAWSResource": truel}}
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AWS Key Management Service

Key rotation

Key policy Tags
Key policy
{ "
Version™: "2812-18-1
d”: "key-default-1"
Statement”: [
{
5id": "Enable IAM User Permissions”,
Effect”: "Allow™,
Principal {
AS grniaws:iam: 111122223333 root
b
Action' kms
Resource™:
-
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£ = AWS Management Console0ll M KMS 7|8 MMt 42 7| &
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Key policy Tags Key rotation

Key policy Switch to policy view

Key administrators

Choocse Ul LAM ugers and rodes who can administer this key through the KMS APL You might néed to add additional permissions lor the
users or roles to administer this key from this consale. Learn more [A
Add
Q 1
Name Path Type

Empty Resources

Mo resources to display

Key deletion

Key users
The Following 1AM users and roles can use this key to encrypt and decrypt data from within applications and when using AWS services
integrated with KMS. Learn more [

Add
o] 1
Mame Path Type

Empty Resources

Mo resources to display

7| X2 H 7|(AWS KMS API)
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$ aws kms get-key-policy --key-id 1234abcd-12ab-34cd-56ef-1234567890ab --policy-name
default --output text

SEH2 ChSot Zo| 7|2 7| H¥Aig ghetehLct
{
"Version" : "2012-10-17",
"Id" : "key-consolepolicy-3",
"Statement" : [ {
"Sid" : "Enable IAM User Permissions",
"Effect" : "Allow",
"Principal" : {
"AWS"™ : M"arn:aws:iam::111122223333:root"
},
"Action" : "kms:*",
"Resource" : "*"
11
}
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AWS Proton 2|44 & gt | ESIZ AEELICH AWS Secrets Manager & 3§P ._‘| BIAE = Hot of
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CHS oflAl 7] HEE 2 Amazon Location ServicedlA £Q1E! AL AFE CHAISI0{ HEH £

o€ MY T S FLICt o] H& MHEE kms:ViaService, kms: CallerAccount &
kms:EncryptionContext:context-key =71 7|& AtE5t0] HEHE & Eei7 2laA0| 42
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"Sid": "Allow Amazon Location to create grants on behalf of authorized users",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:role/LocationTeam"
3,
"Action": "kms:CreateGrant",
"Resource": "*",
"Condition": {
"StringEquals": {
"kms:ViaService": "geo.us-west-2.amazonaws.com",
"kms:CallerAccount": "111122223333",
"kms:EncryptionContext:aws:geo:arn": "arn:aws:geo:us-west-2:111122223333:tracker/
SAMPLE-Tracker"

}
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"Version": "2012-10-17",
"Statement": [

{
"Sid": "Allow CloudTrail to encrypt logs",
"Effect": "Allow",
"Principal": {
"Service": "cloudtrail.amazonaws.com"
I
"Action": "kms:GenerateDataKey",
"Resource": "*",
"Condition": {
"ArnEquals": {
"aws:SourceArn": [
"arn:aws:cloudtrail:us-west-2:111122223333:trail/finance"
]
I
"StringlLike": {
"kms:EncryptionContext:aws:cloudtrail:arn": [
"arn:aws:cloudtrail:*:111122223333:trail/*"
]
}
}
}
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