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https://portal.aws.amazon.com/billing/signup
https://docs.aws.amazon.com/accounts/latest/reference/root-user-tasks.html
https://docs.aws.amazon.com/general/latest/gr/signature-version-4.html
https://docs.aws.amazon.com/general/latest/gr/signature-version-4.html
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https://docs.aws.amazon.com/general/latest/gr/signature-version-4.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users_change-permissions.html
https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp_use-resources.html
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2 HES Aol F HIEIQ A ZQIEN ZF HMAE £ = IAM HHS H-YELICH AWS

CLI

cat <<EOT > ~/amb-btc-access-policy.json
{
"Version": "2012-10-17",
"Statement": [

{
"Sid" : "AMBBitcoinAccessPolicy",
"Effect": "Allow",
"Action": [

"managedblockchain:InvokeRpcBitcoin*"

1,
"Resource": "*"

}




AMB A4 H|E 3 QI JHE L 7Hol=

}

EOT

aws iam create-policy --policy-name AmazonManagedBlockchainBitcoinAccess --policy-
document file://$HOME/amb-btc-access-policy.json

(® Note

* "managedblockchain:InvokeRpcBitcoinMainnet"

* "managedblockchain:InvokeRpcBitcoinTestnet"
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CHS o|Xl= RPCE A& 3104
blockhash00000000c937983704a73af28acdec37b049d214adbda81d7e2a3dd146f6ed0904 CHEH
HEE de= w2 HoiELICH getBlock Z X EAIE HE-E KA 2o 2 v AL LIYEI CHE
RPC t = slLtE MEfstD TS oted 9|42 oladst |}
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3. ™ MMol|M EENQI BITCOIN_MAINNET UE QI Z MENSHL|C}.
4. RPC getblock ¥ =2 MEHFIA| 2.
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-user.html
https://console.aws.amazon.com/managedblockchain/
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brew install awscurl

AWS CLIE o|O| Mx|stm A48t B IAM AF2 X} A2 51}t 7|2 AWS 2|70] 81380 AXE|H
awscurlof| M| AE = Q&LICH awscurl@ AFE3104 RPCE = £5104 HHEZ QI H|elLln} EHAEY
250 2HE MESAAIR. getblock O] Z&E2 HEE AMSItdE 8 SlAlof SiE sl EAIY

utet0e & +2rgict

CH2 B2 params HIYC| E5 SHAIE AI835t0{ SIHE AME §H =252 MEISI0{ HIEZ Q! O

RlLllol| M =5 &l|lc] ClO|EHE AMELICE O] oAM= JEZQIEE M8FLICH us-east-1 0|
M3 st= HIEZR QI JSON-RPC 2! ofOtE 2™ ESA Q! (AMB) Y AM[A HIEZQIO| X|#Hst= AWS

KXo 2 CHA|E £ Q& L|ct 8 B 2 CHAISHo HIQIL CHAl HIAEY L EXIE CHMo R
A& £ &LICH mainnet testnet

awscurl -X POST -d '{ "jsonrpc": "1.0", "id": "getblockheader-curltest", "method":
"getblockheader", "params":

awscurl RPC O/ || 10


https://docs.aws.amazon.com/managed-blockchain/latest/ambbtc-dg/bitcoin-api.html
https://docs.aws.amazon.com/general/latest/gr/signature-version-4.html
https://github.com/okigan/awscurl
https://github.com/okigan/awscurl#readme
https://github.com/okigan/awscurl#readme
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["0000000000000000000105bebab2f9dd16234a30950d38ec6ddc24d466e750a0"] }' --service
managedblockchain https://mainnet.bitcoin.managedblockchain.us-east-1.amazonaws.com
--region us-east-1 -k

o=

P

S ool MF HESt @HE S50l XefEl EBMMM silA| S50| L& ELICH CHS 6|

o
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=
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X

ol

{"result":{"hash":"0000000000000000000105bebab2f9dd16234a30950d38ec6ddc24d466e750a0",
'confirmations":2,"height":799243,"version" :664485888, "versionHex":"279b4000",
"merkleroot":"568e79752e1921ecf40c961435abb41bc5700fe2833ecadc4abfc2f615ddc1b8",
"time" :1689684290, "mediantime" :1689681317, "nonce":2091174943,"bits":"17053894",
"difficulty":53911173001054.59,
"chainwork":"00000000000000000000000000000000000000004ft375cf72ff64€2404c1589c",

Tx":2135,

"previousblockhash":"00000000000000000002ffetefe@7ae74ec8b92c7696f5e12b5da506f@15babb",

"nextblockhash":"000000000000000000038f@5ddcf3f483fdcb74f4be606c022bcb673424Fa4ca"},
"error":null,"id":"curltest"}
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Example

O| od|Xl Node.js AT BEE A™SIZ{MH OIS MM 2F AHE 2 METIMAIR

1. AAEI0| == B #2[AF (nvm) 2 Node.js 7F A x|£|04 /00 B LICH 047(|0f M sHE OS2l M|
XEg &g + A&

2. node --versionWHE AlE35104 Node HH™ 14 O|& S AIE5tD UEXK| E“P_lg*l—llik zest4d
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export AWS_ACCESS_KEY_ID="AKIAIOSFODNN7EXAMPLE"
export AWS_SECRET_ACCESS_KEY="wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY"
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package.json
{
"name": "bitcoin-rpc",
"version": "1.0.0",
"description": "",
"main": "index.js",
"scripts": {
"test": "echo \"Error: no test specified\" && exit 1"
.
"author": "",
"license": "ISC",
"dependencies": {
"@aws-crypto/sha256-js": "74.0.0",
"@aws-sdk/credential-provider-node": "~3.360.0",
"@aws-sdk/protocol-http": "7A3.357.0",
"@aws-sdk/signature-v4": "A3.357.0",
"axios": "A1.4.0"
}
}
index.js
const axios = require('axios');
const SHA256 = require('@aws-crypto/sha256-7js').Sha256
const defaultProvider = require('@aws-sdk/credential-provider-node').defaultProvider
const HttpRequest = require('@aws-sdk/protocol-http').HttpRequest
const SignatureV4 = require('eaws-sdk/signature-v4').SignatureV4

// define a signer object with AWS service name, credentials, and region

const signer = new SignatureV4({
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credentials: defaultProvider(),
service: 'managedblockchain',
region: 'us-east-1',
sha256: SHA256,

1);

const rpcRequest = async () => {

// create a remote procedure call (RPC) request object definig the method, input
params
let rpc = {

jsonrpc: "1.0",

id: "1e01",

method: 'getblock',

params: ["00000000c937983704a73af28acdec37b049d214adbda81d7e2a3dd146f6edd9"]

//bitcoin endpoint
let bitcoinURL = 'https://mainnet.bitcoin.managedblockchain.us-
east-1.amazonaws.com/";

// parse the URL into its component parts (e.g. host, path)
const url = new URL(bitcoinURL);

// create an HTTP Request object
const req = new HttpRequest({
hostname: url.hostname.toString(),
path: url.pathname.toString(),
body: JSON.stringify(rpc),
method: 'POST',
headers: {
'Content-Type': 'application/json',
'Accept-Encoding': 'gzip',
host: url.hostname,
}
1);

// use AWS SignatureV4 utility to sign the request, extract headers and body
const signedRequest = await signer.sign(req, { signingDate: new Date() });

try {
//make the request using axios

Node.js RPC 04|l 13
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const response = await axios({...signedRequest, url: bitcoinURL, data: req.body})

console.log(response.data)
} catch (error) {

console.error('Something went wrong: ', error)
throw error

rpcRequest();
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npm i

{"hash":"00000000c937983704a73af28acdec37b049d214adbda81d7e2a3dd146f6ed@9", "
confirmations":784126,"height":1000, "version":1,"versionHex":"00000001",
"merkleroot":"fe28050b93faecablfa88c4c630f0elf@alc24d0082dd0el0d369e13212128f33",
"time":1232346882,
"mediantime":1232344831, "nonce":2595206198, "bits":"1dooffff", "difficulty":1,

"chainwork":"000000000000000000000000000000000000000000000000000003e903e903e9",
"nTx":1,

"previousblockhash":"0000000008e647742775a230787d66fdf92c46a48c896bfbc85cdc8acc67e87d",
"nextblockhash":"00000000a2887344f8db859e372e7e4bc26b23b9de340f725afbf2edb265b4c6",
"strippedsize":216,"size":216, "weight":864,
"tx":["fe28050b93faecablfa88c4c630f0elf@alc24d0082dd0el@d369e13212128F33"]},
"error":null,"id":"1001"}
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AAI2. AWS CLI. CIE Z£2 dttiH A3 BEQ| rpc A 1|% CHE HIE= QI JSON-RPC
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https://docs.aws.amazon.com/vpc/latest/privatelink/what-is-privatelink.html
https://docs.aws.amazon.com/vpc/latest/privatelink/what-is-privatelink.html
https://docs.aws.amazon.com/vpc/latest/privatelink/privatelink-access-aws-services.html
https://docs.aws.amazon.com/vpc/latest/privatelink/aws-services-privatelink-support.html
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AMB HA|A HIER

e

JHeER 7Hol=

ks
g=50
RPC

get/=2EXHE

get/EE/ZIRE

HE =
A=

1]

E

get/=S/HA|

get/E5 sl

getblockstats

Ad D4
= O

7he Bfol tEstn XS ABE A QUM 7t
& E2 (B) 252  siAIE gretghch

verbosity7} 09! B2 &5 'hash'of| CHsH 223t
=l 167l 213 HIO|E{Ql EXIES ghEtefL
Ct. verbosityZ7} 191 A<, 25 'hash'ol| CHE E
27t Z & El ObjectE EHtEILICEH verbosity 7}

291 A E5 'si{Al'0f CHEF HE et ZF ERiAY

Mo ciet =74 & E ObjectE BFHEHENLICH.
verbosity 7t 3¢! Z2 =5 ‘s Al'0ll CHEF HE o
Zt EHA Mo CHe HE (Y3 HE 28 7l =

3t Object% Ht2tshL|C}, prevout

=

=

Ct.

EE SHAIE AL85to{ EH 59| BIP 157 2
HX HE|E HMELC

2 2 9| pest-block-chain SHA|E X3 E 0|2
e

X|¥ElE= JSON-RPC


https://developer.bitcoin.org/reference/rpc/getbestblockhash.html
https://developer.bitcoin.org/reference/rpc/getblock.html
https://developer.bitcoin.org/reference/rpc/getblockchaininfo.html
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https://developer.bitcoin.org/reference/rpc/#blockchain-rpcs
https://developer.bitcoin.org/reference/rpc/#blockchain-rpcs
https://developer.bitcoin.org/reference/rpc/getblockstats.html
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https://developer.bitcoin.org/reference/rpc/getchaintips.html
https://developer.bitcoin.org/reference/rpc/getchaintxstats.html
https://developer.bitcoin.org/reference/rpc/getdifficulty.html
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https://developer.bitcoin.org/reference/rpc/getmempoolinfo.html
https://developer.bitcoin.org/reference/rpc/getrawmempool.html
https://developer.bitcoin.org/reference/rpc/gettxout.html
https://developer.bitcoin.org/reference/rpc/gettxoutproof.html
https://developer.bitcoin.org/reference/rpc/#rawtransactions-rpcs
https://developer.bitcoin.org/reference/rpc/#rawtransactions-rpcs
https://developer.bitcoin.org/reference/rpc/createrawtransaction.html
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https://developer.bitcoin.org/reference/rpc/decoderawtransaction.html
https://developer.bitcoin.org/reference/rpc/decodescript.html
https://developer.bitcoin.org/reference/rpc/getrawtransaction.html
https://developer.bitcoin.org/reference/rpc/sendrawtransaction.html
https://developer.bitcoin.org/reference/rpc/testmempoolaccept.html
https://developer.bitcoin.org/reference/rpc/createmultisig.html
https://developer.bitcoin.org/reference/rpc/estimatesmartfee.html
https://developer.bitcoin.org/reference/rpc/validateaddress.html
https://developer.bitcoin.org/reference/rpc/#util-rpcs
https://developer.bitcoin.org/reference/rpc/#util-rpcs
https://developer.bitcoin.org/reference/rpc/verifymessage.html
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https://aws.amazon.com/compliance/shared-responsibility-model/
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#choosing-managed-or-inline
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HAOZ O BYE =2 E = QU= AWS CLI HEto| ZEELICH AWS
{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"
1,
"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]
},
{
"Sid": "NavigateInConsole",
"Effect": "Allow",
"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"
1,
"Resource": "*"
}
]
}
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Example ZE HIEZ QI HEXHZ 0o M2st7| {I& 1AM HAY
O| o Al= IAM AL KO H| 2 E HIEZ QI HERZ 0l AWS HS CHEE MM A HEFS FoghL|ch
{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "AccessAllBitcoinNetworks",
"Effect": "Allow",
"Action": [
"managedblockchain:InvokeRpcBitcoin*"
1,
"Resource": "*"
}
]
}
Example HEZ QI HAEY L EL|T HMAE 2[EH IAM A
O| o Al= IAM AFE KO HIEZ QI HIERT AWS H™H HMA HEHE 204 LICH testnet
{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "AccessBitcoinTestnet",
"Effect": "Allow",
"Action": [
"managedblockchain:InvokeRpcBitcoinTestnet"
1,
"Resource": "*"
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aws cloudtrail put-event-selectors \

--region us-east-1 \
--trail-name my-bitcoin-trail \
--advanced-event-selectors '[{
"Name": "Test",
"FieldSelectors": [
{ "Field": "eventCategory", "Equals": ["Data"] },
{ "Field": "resources.type", "Equals": ["AWS::ManagedBlockchain::Network"] } 13}1'
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"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AROAS554UQ062RJI7KSB7FAX:777777777777",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/777777777777",
"accountId": "111122223333"

},

"eventTime": "2023-04-12T19:00:2272",
"eventSource": "managedblockchain.amazonaws.com",
"eventName": "getblock",

"awsRegion": "us-east-1",

"sourceIPAddress": "111.222.333.444",
"userAgent": "python-requests/2.28.1",
"errorCode": "-",

"errorMessage": "-",
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"requestParameters": {
"jsonrpc": "2.0",
"method": "getblock",
"params": [],
"id": 1
I
"responseElements": null,
"requestID": "DRznHHEjIAMFSzA=",
"eventID": "baeb232d-2c6b-46cd-992c-0e4033aace86",
"readOnly": true,
"resources": [{
"type": "AWS::ManagedBlockchain::Network",
"ARN": "arn:aws:managedblockchain:::networks/n-bitcoin-mainnet"
1,
"eventType": "AwsApiCall",
"managementEvent": false,
"recipientAccountId": "111122223333",
"eventCategory": "Data"
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