aws
WA IHo|=

AMB M| A

=l

I3

Copyright © 2024 Amazon Web Services, Inc. and/or its affiliates. All rights reserved.



AMB A& E2|Z

AMB HAMA Z2[Z: JHL Xt 7Ho|E

JHeER 7Hol=

Copyright © 2024 Amazon Web Services, Inc. and/or its affiliates. All rights reserved.

AmazonQ| A4 E Z HBHE C|X}2I2 Amazon 2| ME = AMH|ALQF &7, E2HE o|0|X|& Ho{LE 2|
HL DA ES S UoZ £ Qe WA ZE AIR2E £ QI&LICH AmazonO| ARSHK| &2 7IEF &2
E & E &= Amazondt MF ZHAHO|7HLE BHZA0| UHLE T2 ZHAH[QF ZHAIQI0| SHE AR AFe| RFAFQIL

Ct.




AVB 2A|lA E2|Z R THol=

Table of Contents

.............................................................................................................................................................. v
AMB HMIA ZE BT THBEOT oottt ree e enee e 1
AMB HHA EEZE ME ASste AAERIE QB Bl e, 1
oA | = RO 2
B B = = O ) RS 2
A ettt ettt ettt et et et e et ete et et eAe e ete st beat et e et ant s eatseentteseateteteseaseaeatetanetanes 5
AMB HHA EE|ZE AF83H7] QB AT QT AP 5

DA =) B I AT TR 5
HMASBE HEFE TEHEIAM AF RE A e, 5
AWS Command Line Interface A X| Bl a1 .o e 6

A B G T e et e et e et 7
Y S 7
== LTGRO 8
AWSCUTLRPC ORI oottt e et e et 9
NOAE.JS RPC ORIl ...ttt ae et ae e ete e e 10
L= S RO 15
L= = o TR 16

B TIEE QMR ettt ettt ettt e e e, 18
EZ 708 HHAE Tt HERE BB A e, 18
R E R M T B T et 20
N N | 21
JSON-RPC B AP oottt et e e e et e e e e et e e e e s e e eaeeseeeaeeans 22
e B = N = | PSSP 31
E BT NFT EIOIE] B AT ettt 31
N e N RO 31
e e N e e = LSOO OR O 31
D= == N = OO 32
EE TH O E B oot e et 32
REBEAT oottt ettt ettt n et aenns 33
L TSR 34
i o= OO ORR PR 34
EHOIE] @B BH ettt n e ettt ea e s s s e, 35

A B R B Bl ettt 35

REZ B DL HMIA BEE| oottt e 36




L OO SR 36

10 E= == A == O ORRRRRR 37
HEUZ AR EE HMIA BEE] et 40
otOtE DHLIX|E EEAC! (AMB) HAA Z2[Z0| IAMIF ASElE B4 42

DN e s A L S LB N R 49

e | =) = T 53

(@] (o1 Lo I I =1 == OO EURRRTTRRRRN 55
AMB HMA Z2|E HE T CloUATIal .ooeeieieeeieeee e 55
AMB HMA Z2|E2 20 TN ZTO| OBl e 56

Z 2|2 CloudTrail JSON-RPCE FHGIE Ol AFE oo, 56

A A A Tl ettt ettt ettt n e, 59




JHeER 7Hol=

A

=

<l

AMB HA|

H
ol




AVB 2A|lA E2|Z R THol=

otOrE |8 =542 (AMB) HAA EE
2

rH

Olgh £

Amazon Managed Blockchain (AMB) Access Polygon2 Z2|2 2 & QloiM 5 ¢4230] 5ot Web3
(@)

OHEZ|AHo|ME 2F = Ol E20| ZlE 2t B2l MH|ALICH AMB HMA £2|22 Polygon
EEXClol cHEt HZ Rl MHE|A HHAE MBS ELIC.

Polygon2 O|HZIZ 7H& HAI (EVM) € 7[EIS 2 AI835tE A7|U- £F MelLICt Polygon £
Rl2 =2 Hell MelEa Z2 Hel =22 fFEELICH Polygon EE 4212 proof-of-stake & 2| H|
A=} |-9-°FLIL‘_I- Polygon2 NFT, Web3 A&, EZ23t AIE Atz St 2t E 24 o E 2|7 0
M (dApp) 2 *&5t= ol T2 AFSELICH

0| 7}0|=0{ A= Amazon Managed Blockchain (AMB) Access Polygon2 A& 3104 Polygon £ 5|2l
gIAAE MM5tn gtelste WS chE L.

AMB MA EC|E2E M AIESHE AIEXE st 2[AA
AMB HHA EBIZE % ASstE F BX CH MMg 2 Zol 4L

. 2 74 ofOE BUXIE ESHQI (AMB) AMA EBIE
=S A Q! (AMB) HMA E2|2 AlESHD|
« AMB A& EE2[2 2 X[5t= HEIE E5XI2 API & JSON-RPC

. OlOIE mElE B

AMB A

[>
m}n
rH
fjo
Rl
0o
>
0l
g'l_
rr
>
0o
>
]
do
ol
o
B>
[>



AVB 2A|lA E2|Z R THol=

2 Jid: ofotE OiLIXIE ESR|Q! (AMB) HAA EE|Z

@ Note
0| 7t0|=0fiM= A2 XEIF Polygonoll Z4%101 7Hde & o 11 QJctT 74 EHLCH 0|28t K
Holl= AE|0|Z, C|Y, EEMM, XL, AOE ZHEZE, Z2[& (POL, 7 MATIC) S0O| £ &f
ElLICE. Amazon Managed Blockchain (AMB) @HM|A Z2|2 2 AFE 57| ™ol E2[= 7HEr M
BAMet EEIZ ?7I8 AEst= WOl E&LICH

=]
=

C

Amazon Managed Blockchain (AMB) Access Polygon2 ==& Z & st 2|2 QI=Z2tE Z2H|X '
sto ZElg 2R glo] E2/= HielH & E2[& HeY HER{I o ciet MHE|A HMAE AMBSF
LICH HIE®Z S| ZE|Z = E&= Polygon E5XQ HEIE SAMHE MY, ETHMME & Ql5t
1, golofl Ztodstod ES QI AENE HAFLICE O] 218 MHIAE AFSsHE ol el A&
Polygon L E?{=0i M| A0 A L7 HIEE 2L = UELICH

AMB HAM|A ZEE|ZS AHE5HH JSON H22 L2 AKX (JSON- RPC) SEO HMAE = JUsLICH E
2|2 JSON-RPCE 3 £5l0{ 2|8 284IQc2 HEltls =8 S8l ZC|l2 St SAIE
£ QI&LICH AMB Access Polygon MH|AE AL 5104 Polygon ESA QI &5 &5t B4 off
Z 70| (DApp) 2 7Yt A E £ UELICH DAppl| EFXQI 2 E2 ADLE A2 L|Ct.
AMB Access Polygon2 At&304 AOME HE M4t Polygon 25 A|Qlof| HIZE = JU&LICH.
Polygon HE 30| HEE 2E L EoM E4tE S Ao 2 MAE|= AMB Access Polygon SIE Q|
E0i 3 JSON-RPCE 3 &304 X|ZH 0| 7, el ME HE, o4t £42 58 =0l 25 QlaL

|
=) = =
Ct. Polygon HIER3 o] 2 & I|0{ T I|o{= ADIE ZHEMEE JYstD HEE = AU&LICH

/A Important
Polygon FAE MM, R%|, AL L &E|stE A2 Fstel MUULICH E3F E2|2 FA| LK
8of cHet MUE P50l Al & LICH AWS Amazon Managed Blockchain®ll A Polygon = E
E A835tof tHE L ZEFE ERMMO]| CHaiM = M UE X|X| f&LCH

olOtE ZZ|E EENQ (AMB) YA A Z2|2 AFE0] CHSH TEq A

>
3
Q)
N
O
-}
=
Q)
-}
Q
(@]
D
o
w
(@)
(@)
Q
(@)
0
Q
5
>
=
o
2
;
mlt
m
[0
>
0o
ok
rr
ul
Il
>
0ok
mjo
Kl
o
g'l_l
>
>
to



https://polygon.technology/developers
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https://polygon.technology/blog/polygon-pos-is-cooking-the-napoli-upgrade-means-better-ux-the-mumbai-testnet-takes-a-bow
https://docs.aws.amazon.com/general/latest/gr/signature-version-4.html
https://docs.aws.amazon.com/general/latest/gr/signature-version-4.html
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https://docs.aws.amazon.com/managed-blockchain/latest/APIReference/API_CreateAccessor.html
https://docs.aws.amazon.com/managed-blockchain/latest/APIReference/API_CreateAccessor.html
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https://portal.aws.amazon.com/billing/signup
https://docs.aws.amazon.com/accounts/latest/reference/root-user-tasks.html
https://docs.aws.amazon.com/general/latest/gr/signature-version-4.html
https://docs.aws.amazon.com/general/latest/gr/signature-version-4.html
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https://docs.aws.amazon.com/managed-blockchain/latest/APIReference/API_CreateAccessor.html
https://docs.aws.amazon.com/managed-blockchain/latest/APIReference/API_CreateAccessor.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users_change-permissions.html
https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp_use-resources.html
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= AFE X X4 B (AWS_ACCESS_KEY_IDZ) o] Rlo{of o+|,||:} WS CLI Mx|=l {00l M CF=2
HHS M504 F Polygon AEZQIEN RF HMAE £ Q= IAM HMS MMHEHLICH.

cat <<EOT > ~/amb-polygon-access-policy.json

{
"Version": "2012-10-17",
"Statement": [
{
"Sid" : "AMBPolygonAccessPolicy",
"Effect": "Allow",
"Action": [
"managedblockchain: InvokeRpcPolygon*"
1,
"Resource": "*"
}
]
}
EOT

aws iam create-policy --policy-name AmazonManagedBlockchainPolygonAccess --policy-
document file://$HOME/amb-polygon-access-policy.json
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eth_getBlockByNumber 2R EA|E HAS KN 02402 HZs AL LIS RPC B = 5L}
S =5t W 27 Qg yshC

1. https://console.aws.amazon.com/managedblockchain/ 0l M 22|88 252 2&2 Lict.

2. RPCOIC|E{E ME4EFLICt

3. X MMoi|M #### POLYGON_MAINNET ##### MENEHL|CH

4. RPC eth_getBlockByNumber W8S 2 MEHFIM|S.

5. ## ##a# U=5t0 latest TA| ESHMM False ECiE MEHFLIC.

6. W CHS RPCAMES MEELICH

7. S8E MMoiM latest AHE At E Qg = USLICH O OHF TA| HA| ETHHMEZ S ALSt
o F7t Mg ol == o E2|7H0|Me| HIZLIA 2R/0]| AFEE = U&LICH
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AMB HMA Z2|Z A=ZQIE0| Z2Z|2 JSON-RPC 232 HLlEd™ ME BT 4 (Sigv4) & Ar2st
0 IAM AF8 AL A4 BHOE QM MBSHMAIL. awscurlBHEE T E AL&5tH SigV4E ALE 5t
0 MH|AO| CHEt QMo MBEE = U&LICEH AWS AHAIEH LIS 2 awscurl README.mdE & &3t 4
Al2.

29 awscurl AAof ME s LS AFR 510 AX|ELICH macOSOHM= HomeBrew CHEIF 242 &
 TZ2OHWE A5 0| E&LICH

brew install awscurl

E o|0| Mx|5tT T8 B IAM AF8 XL A4 31 7| AWS 2™ At Z-H 0| #-Zoi M- E[oq
HMAE 4= Q&LICEH AWS Cllawscurl € AF&35104 awscurl RPCE £ &36104 Polygon M0
2HEE NMZESMAI2. eth_getBlockByNumber O| &2 MEE ZHMsl2{E EE M350 siEslE
=AY mtetolE & st

CHS BY2 params iYL 25 HE & AME5I0{ 6|lHE AME §H =52 4=15109 Polygon M| 2!
oM =5 HIO|EHE AMEL

awscurl -X POST -d '{ "jsonrpc": "2.0", "id": "eth_getBlockByNumber-curltest",
"method" :"eth_getBlockByNumber", "params":["latest", false] }' --service
managedblockchain https://mainnet.polygon.managedblockchain.us-east-1.amazonaws.com -k

® Tip
EZE A83t= AMB Access E2 78 HM|A 7|SE AE5H0d curl 0|9t S
2T QU&LICH Accessor AHA|EH HE = AMB Access Polygon 23 & {8t EZ 7|8t

X
S I3t MMA EZ M U BB HEFHML.

curl -X POST -d '{"jsonrpc":"2.0", "id": "eth_getBlockByNumber-curltest",
"method" :"eth_getBlockByNumber", "params":["latest", false] }'
'"https://mainnet.polygon.managedblockchain.us-east-1.amazonaws.com?
billingtoken=your-billing-token'

awscurlRPC oA 9


https://docs.aws.amazon.com/managed-blockchain/latest/ambp-dg/polygon-api.html
https://docs.aws.amazon.com/general/latest/gr/signature-version-4.html
https://github.com/okigan/awscurl
https://github.com/okigan/awscurl#readme
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{"error":null,"id":"eth_getBlockByNumber-curltest", "jsonrpc":"1.0",
"result":{"baseFeePerGas":"0x873bf591e","difficulty":"0x18",
"extraData":"0xd78301000683626T72886761312e32312e32856c696e757800000000000000009a

423358511085d90eaf15201a612af21lccbhfle9f8350455adabadd27efflecc4133e8cd255888304cc

67176a33b451277c2c3clabab482d2ec25eel573e8bad00",

"gasLimit":"@x1c9c380", "gasUsed":"@Ox14ca04d",
"hash":"0@x1ee390533a3abc3c8e1306cc1690a1d28d913d27b437c74Cc761elabQ* **xxx*% 11,
"nonce" :"0x0000000000000000" , "number" :"Ox2f0ec4d",

"parentHash":"@x27d47bc2c47a6d329eb8aa62c1353f60e138fb0c596e3e8e9425del63afdbdec”,

"receiptsRoot":"0x394da96025e51cc69bbe3644bc4el302942c2a6cabbf@cf241a5724c74c063Fd",

"sha3Uncles":"@x1ldcc4de8dec75d7aab85b567b6ccd41ad312451b948a7413f0al42fd40d49347",
"size":"@xbd6b",
"stateRoot":"0x7ca9363cfe9bat4sdlc@dca3159461b2cca8604394e69b30af@5d7d5clbeeabe3”,
"timestamp":"0@Ox653ff542",

"totalDifficulty":"0x33eb@1dd", "transactions":[...],

"transactionsRoot":"0xdal602c66ffd746dd470e90a47488114a9d00f600ab598466ecc@f3340b24e0c",
"uncles":[]1}}

Node.js 0lAM £ 2|2 JSON-RPC 2HE MMFIAL2.

Node.js H|O|E|E https ZE S AFE3510{ Polygon ML LI EQ{F 0l BAMASFIZ| 5 HTTPSE ALS
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™ 2t2[XF (nvm) 2 Node.js 7t Ad%|E[04 Q{0{ofF ELICH 0470l sHE OS2l x|

2 AF25104 Node A 18 0|AFS Ab25tT QI=X| &QlstL|C} Tt A
.0 B BAHES X2 AFE5H04 Nodel| nvm use v18.12.0LTS

A&LICH.

[ Ne)
2 nvm install v18.1
HZEQl A 182 Mx|E

-I>N

4 tﬂ#ml“ AWS_ACCESS_KEY_ID Az} #t24El X}24 ZHO0| AWS_SECRET_ACCESS_KEY *E

CHe Y A8 5to] 2EH0IHE0IM Ol2{Et WA E 2RIYR LIZHLICH CHe 2XHLolA Wt
A ZHS 1AM AFSRE Al SES 2o R BT AN,

export AWS_ACCESS_KEY_ID="AKIAIOSFODNN7EXAMPLE"
export AWS_SECRET_ACCESS_KEY="wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY"

DEAMNE T ATEE 2R F MEstE ZAE HETJIE ASsto{ TS oS =24 #E 2| CIEETD

o SAtst &AL,

package.json

"name": "polygon-rpc",
"version": "1.0.0",
"description": "",
"main": "index.js",
'scripts": {
"test": "echo \"Error: no test specified\" && exit 1"
.
"author": "",
"license": "ISC",

"dependencies": {
"ethers": "76.8.1",
"@aws-crypto/sha256-js": "~5.2.0",
"@aws-sdk/credential-provider-node": "~3.360.0",
"@aws-sdk/protocol-http": "7A3.357.0",
"@aws-sdk/signature-v4": "A3.357.0",
"axios": "M1l.6.2"
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dispatch-evm-rpc.js

const axios = require("axios");

const SHA256 = require("@aws-crypto/sha256-js").Sha256;

const defaultProvider = require("@aws-sdk/credential-provider-node").defaultProvider;
const HttpRequest = require("@aws-sdk/protocol-http").HttpRequest;

const SignatureV4 = require("@aws-sdk/signature-v4").SignatureVs;

// define a signer object with AWS service name, credentials, and region
const signer = new SignatureV4({

credentials: defaultProvider(),

service: "managedblockchain",

region: "us-east-1",

sha256: SHA256,
1)

const rpcRequest = async (rpcEndpoint, rpc) => {

// parse the URL into its component parts (e.g. host, path)
let url = new URL(rpcEndpoint);

// create an HTTP Request object
const req = new HttpRequest({
hostname: url.hostname.toString(),
path: url.pathname.toString(),
body: JSON.stringify(rpc),
method: "POST",
headers: {
"Content-Type": "application/json",
"Accept-Encoding": '"gzip",
host: url.hostname,
.
1);

// use AWS SignatureV4 utility to sign the request, extract headers and body
const signedRequest = await signer.sign(req, { signingDate: new Date() });

try {
//make the request using axios
const response = await axios({
...signedRequest,
url: url,
data: req.body,
1)

return response.data;

Node.js RPC 0| A|



AVB 2A|lA E2|Z R THol=

} catch (error) {
console.error("Something went wrong: ", error);
}
i

module.exports = { rpcRequest: rpcRequest };

sendTx.js

/A Warning

OS Z=& st=EATE 7H2l 7|8 AL83dtod X|Zh MEBEALE &' d5t01 Ethers. js OIZ&2=

OF AL ELICH A ZtZ0| I Eotd ol Yol icesz Z=HM #Fo|ME ol ZEE
AE3tR| DR A2,
et 3¢ AY "ol £2lstod X7 & MBA 2 ARziol CHa =AM,

const ethers = require("ethers");

//set AMB Access Polygon endpoint using token based access (TBA)

let token = "your-billing-token"

let url = “https://mainnet.polygon.managedblockchain.us-east-1.amazonaws.com?
billingtoken=${token}";

//prevent batch RPCs
let options = {

batchMaxCount: 1,
i

//create JSON RPC provider with AMB Access endpoint and options
let provider = new ethers.JsonRpcProvider(url, null, options);

let sendTx = async (to) => {
//create an instance of the Wallet class with a private key
//D0 NOT USE A WALLET YOU USE ON MAINNET, NEVER USE A RAW PRIVATE KEY IN PROD
let pk = "wallet-private-key";
let signer = new ethers.Wallet(pk, provider);

//use this wallet to send a transaction of POL from one address to another
const tx = await signer.sendTransaction({

Node.js RPC 0| A|
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to: to,
value: ethers.parseUnits("@.0001", "ether"),
});

console.log(tx);

};

sendTx("recipent-address");

readTx.js

let rpcRequest = require("./dispatch-evm-rpc").rpcRequest;
let ethers = require("ethers");

let getTxDetails = async (txHash) => {
//set url to a Signature Version 4 endpoint for AMB Access
let url = "https://mainnet.polygon.managedblockchain.us-east-1.amazonaws.com";

//set RPC request body to get transaction details
let getTransactionByHash = {

id: "1",

jsonrpc: "2.0",

method: "eth_getTransactionByHash",

params: [txHash],
;

//make RPC request for transaction details
let txDetails = await rpcRequest(url, getTransactionByHash);

//set RPC request body to get recipient user balance
let getBalance = {

id: "2",

jsonrpc: "2.0",

method: "eth_getBalance",

params: [txDetails.result.to, "latest"],

1Y

//make RPC request for recipient user balance
let recipientBalance = await rpcRequest(url, getBalance);

console.log("TX DETAILS: ", txDetails.result, "BALANCE: ",
ethers.formatEther(recipientBalance.result));

};

Node.js RPC 0| A 14
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https://docs.aws.amazon.com/managed-blockchain/latest/ambp-dg/polygon-tokens.html
https://docs.aws.amazon.com/managed-blockchain/latest/ambp-dg/polygon-tokens.html

AVB 2A|lA E2|Z R THol=

blockNumber: null,

blockHash: null,

index: undefined,

hash: '0x8d7538b4841261c5120c0a4dd66359e8ee189e7d1d34ach646a1d9923******xx1
type: 2,

to: 'Oxd2bb4f4flBdC4CB54T715C249Fc5q991****x*x %%t

from: 'Oxcf2C679AC6cb7de@9Bf6BB6042ecCFQ5****x*xx% 1

nonce: 2,

gasLimit: 21000n,

gasPrice: undefined,

maxPriorityFeePerGas: 16569518669n,

maxFeePerGas: 16569518685n,

data: 'Ox',

value: 100000000000000nN,

chainId: 80001n,

signature: Signature {

r: "0x1b90ad9e9%e4e005904562d50e904f9db10430al8b45931c059960ede337238ee",
s: "Ox7df3c930a964fd07fed4a59f60bsee896ffc7df4easlbOfactfe82b470dbss8b7",

yParity: 0,
networkV: null
},

accesslList: []
}

52 FAELICH £ hash 22 MEHLICH 01242 W3 25720l MEe e
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212 blockHash null SE0|E blockNumber %! 7} &LICH Ol= 7HEi7} o}l Polygon W E 2
39| 250 ZIFEIXK| AA7| HEULICEH Ol248t 2t2 LIS o HolElH ChE MMl ETHEM A|E
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https://docs.aws.amazon.com/general/latest/gr/signature-version-4.html
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TX DETAILS: {

blockHash: '@x59433e@096c783acab0659175460bb3c919545acl4e737d7465b3ddc*****x%*1
blockNumber: '0x28b4059',

from: '@Oxcf2c679acbcb7de@9bfebb6042eccf@5b7fal394 ",

gas: '0x5208',

gasPrice: '@x3db9eca5d’,

maxPriorityFeePerGas: '@x3db9eca4d',

maxFeePerGas: 'Ox3db9ecasd’,

hash: 'Ox8d7538b4841261c5120c0a4dd66359e8ee189e7d1d34ac646a1d9923*****xx*x1
input: 'Ox',

nonce: 'Ox2',

to: 'Oxd2bb4f4flbdcacb54f715c249fc5q991****x*x**x1

transactionIndex: '0Ox0Q',

value: '0Ox5af3107a4000',

type: '0Ox2',

accesslist: [1],

chainId: '©x13881',

v: '0x0',

r: 'Ox1b90ad9e9e4e005904562d50e904f9db10430al8b45931c059960ede337238ee’,
s: '0Ox7df3c930a964fd07fed4a59f60bsee896ffc7df4easlbOfacfe82b470dbss8b7!
} BALANCE: 0.0003
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https://docs.aws.amazon.com/managed-blockchain/latest/APIReference/API_CreateAccessor.html
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aws managedblockchain create-accessor --accessor-type BILLING_TOKEN --network-type
POLYGON_MAINNET

Ol HH2 ChS ofQF 20| @F AccessorId &7 BillingToken £ gHEHEFLICH

"AccessorId": "ac-NGQ6QNKXLNEBXD3UIG***** %%k
"NetworkType": "POLYGON_MAINNET",
"BillingToken": "jZ1P80OUI-PcQSKINyX9euJJIDC5-IcWOe-n********n

3
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"Accessor": {

"Id": "ac-NGQ6QNKXLNEBXD3UIG*****x %%

"Type": "BILLING_TOKEN",

"BillingToken": "jZ1P80UI-PcQSKINyX9euJIDC5-IcW9e-n******xxu

"Status": "AVAILABLE",

"NetworkType'": "POLYGON_MAINNET"

"CreationDate": "2022-01-04T23:09:47.750Z",

"Arn": "arn:aws:managedblockchain:us-east-1:666666666666:accessors/ac-
NGQ6QNKXLNEBXD3UIG***** %%

}
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{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "AccessAllPolygonNetworks",
"Effect": "Allow",
"Action": [
"managedblockchain:InvokeRpcPolygon*"
1,
"Resource": "*"
}
]
}
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{
"Sid": "AccessPolygonTestnet",
"Effect": "Allow",
"Action": [
"managedblockchain:InvokeRpcPolygonMainnet"

1,

"Resource": "*"

52



AVB 2A|lA E2|Z R THol=

}

-

~ e Heto| elgLch

o
=
« M= IAME 8 HEho| & LICt PassRole

o Q% ALEXE7E LH AMB Access Polygon AWS HH ElAA0 HMAE = JUEE
Ct.

_O.I_'
0l0
Q'I_l
kI
H>
I>
r

HYs oA HEo| gicte LR SAEH, HUs +AY + UTF Y E Yo|o|Esf{of FrLct

CtZ oAl 27 = mateojacksonlAM A X7t 2& 2 ALE 610 7t my-example-widgetE|AA
of CHEr M¥ HEE {1 5t X|2 7t managedblockchain: : GetWidget ™EHO| Q12 [H EH A&t
L|Ct.

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
managedblockchain: :GetWidget on resource: my-example-widget

0| Z% managedblockchain: :GetWidget®UE ALE510d my-example-widgetBlAA0{ HA|
A28 = TS mateojacksonAtE AL HAMS O 0| E5HOF B LICEH

T20| ZestH 2a|XtoH 225t AMAIL. AWS 22Xt 2901 A} SHE [Z 8 AFRFLICE
Me IAME =3&g HEHo| Q& LICH PassRole

g e HEto| QicleE @771 Y lst= 42 AMB Access Polygon0l &2 MEE = TS
HME o

=
Cilo|E3H{oF & LICt. iam:PassRole




AVB 2A|lA E2|Z R THol=

U AWS MHIA MEIAOIME M MHIA Of8F E= MHIA 97 A S WASHE Al 71 Ao
ST MHIAO| MTHE 4 USLICH O oh#4™ AHS X7 AMH|2o0] +
7HXIL 210{ok BHLICH

CIS ox|l 2F = OIZHE IAM AFE XF7F AMB Access PolygondlAd 2£2 AL&35104 &S
marymajor =&5tciD & M L eLICH 5HRIEH 2 d S +~5tE{H MH|A g ol Roigt HEto|
MH[A0] {0{0F LTt Mary= MHE|A0| dgg MEE = Ue HErE 7HX|D UX| et&LIch.

>

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

mo
02
ot

O] ZL, Mary7} iam:PassRole Xig + = UL T MaryQ| M 0| O|E35HOF B LICEH

0

AREFALICH

OH
o

T 20| LRt BElRtolH 2olstH . AWS B EIRHE 2391 Xt ZHE A

r

O| AlZHO| ZIAAN| HMAE [ AIEE £ U=
KIE % QIALICH 2lAA 7|8 &M s HAA X
2 5

= b}
He MHIAQ| Z 0|28 MM AF8 510 CHE AFRHoll 7

L]
>
>
2
0
e
2
x
>

Sl

[
ne
o
HT
AN
ra
fjo
o2
A
Q'I_l
>
>
0
o
=)

Y
=2

« AMB Access PolygonO| 0|28t 7|S 2 X|Hst=X| {82 E
LIXIE S8 (AMB) HMA Z2|Z 0| IAMI HAS K= &4

- AR ElAaA0 CHEF AHAE XSote WS LotE{H IAM AFE HHAMO| CHE AWS AHIHE
IAM At S RHOAH| HM[A FHEH MZ S FHESAAIL. AWS 7

Ste WS YotEE{H IAM ALS B MO| EFAF AWS
5

o NI3AFOIH 2|AA0] CHE HAMA HBEt
HEAWS A AR 0] CHEF HAMA &

L=
HI
B
2

AM AL MM Ol Q|F oA 2l

of
=
SE ASKOI AN HEt HB(RZ B HCI0IM)S FEHAAL
. IR AT HAI A0 CHEF B AL T BIAA I8 HMO| KOS YoH BT IAM AL AT

54

R]
Pl
ol
[


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html

AVB 2A|lA E2|Z R THol=

E AE35H0d ofntE 2™ EE X2 (AMB) MA EE2|E
O|HIE 2Z! AWS CloudTrail

® Note
ofOtE HE[H E5A QI (AMB) AMA EE2|22 2| o|HIEE X|§SHK| §f&LICH.

Amazon Managed Blockchain2 2|3 =S| 210 A AWS CloudTrailAb& X}, &gk £= MH[AT =
st 2ol 7|22 NS 5h= AWS AH|AQ! of| M A-ELICH CloudTrail 2218 5212 AMB
Access Polygon AIEZQIEE Cl|0|E EdQ! O|HIER S &5 AFEIE A LIC.

H5te= C|lO|E{ EBIQ O|HIEE S AISIE S 5= MUESHH 7 H8E Eild2 445 AMB

Access Polygon 2% O|HEE S3 HIICE X|&EXo 2 MEE = U&LICH CloudTrail ol A = &l8t

HMEE AI83t0{ AMB Access Polygon IEZQIE & 3tLtof| 20| O|F0{%i=X| CloudTrail, 2ES
|E

EHIPZEA QHSHARL @™ Al7| 2 7

AMB M A EZ2|2 HE = CloudTrail

ShELICt 8 X|2 AMB Access Polygon IEXZQIEE $

CloudTrail S2& 4€& AWS AE I &4
HIEE FgstioF &Lt

=35 AF2I2 Er{™ d|o|E| E8 2l o|H

AMB Access Polygon©fl CiEl O|HIEE Z & 5o L OHIEE &M R 7|SsiEiH E
SHAAIR AWS . ERYE AH&5HH S3 CloudTrail HZ!Ol 21 Ttedg MEE + &
oM FHg Y dstH 7IEMe 2 ZE AWS 2|Tol £X0| HEELICH EBYS AWS THE|Mo] %
= ZE X|# X|¥9o| o|HEE 7|=5tT X|¥et S3 AR 20 ntedg MY LICH E& CloudTrail
EIofM =T & ofHE H0|EE O XAMIT| 2435 r olofl 2t =XIE AWS MHIA Fot =5 7IEHE
T = UELICH RAME WEE ThE A= & HZRSHHAIR.

- Z2[& CloudTrail JSON-RPCE FXst= Ol AHS

—
5 M 02

« =
 CloudTrail X|HEl= MH|IA L E
« 0i CHEF Amazon SNS & 2! 72 CloudTrail

« 042 X|240{| M CloudTrail 21 I} =4l &l o] AMH S Z L2 E CloudTrail 21

el

¢}

=
M
1
:

5

AMB HAM|A Z2[2 HE = CloudTrail 55


https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-user-guide.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-aws-service-specific-topics.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/configure-sns-notifications-for-cloudtrail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/receive-cloudtrail-log-files-from-multiple-regions.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-receive-logs-from-multiple-accounts.html

AVB 2A|lA E2|Z R THol=

CloudTrail Cl|O|E{ O|HIEE 2245104 AMB Access Polygon IEZQIEE S &5 AIRIS RZLIE{ZE

= A&Lch

ZE OHE U 21 FRols RS MA ASRIO Tt HETH Sof Y&LICH 2ot 915 HEE
olg st Cha g A BEE £ ALt

- 30| RE T AWS Ildentity and Access Management (IAM) AL X} X4 SHO Z O|F 0TI =X|
048

o« 8l L= QIEHE AL KL0 CHEH YA HOF RH 4 ZSHES AFR5t01 20| MMEIEX| 048

- OHE AMEO| - =X] 047 AWS MH|A

KEAMIE LI CloudTrail Userldentity @ A S R 3HAAIL.

AMB dMA E2|2 21 0t &=590| 0|5

Clo|E Eciel o|HIES| < Efd2 o|HEE XIHE s3 HIo 21 mfdz &g = e 744

A
RLIC} 7t CloudTrail 21 THofls @E 440 B Mg LIEILIE siL oldtel 21 #=0| 28
Elof QLI O3 HS2 Aol M W AlZH B 2% 047} W4 E T atsto] 2FE Srejof ot

M&F EEE MSgfct

(® Note
CloudTrail 21 } 9| H|0|E{ O|HIE = AMB Access Polygon APl £ & 2| HZEl AE FX{Q|
ofLIEZE E™M =AME EA|L|X| ot&LCH

Z 2|2 CloudTrail JSON-RPCE FX35l= O AF2

CIoudTraiI O|& AtE3t0{ H"H0i A AMB Access Polygon QIEZQIEE
2 3EE/ JSON-RPCE FHE = /&LICH 7|IEXHo 2 EfYE dd
N 9£§L|EP AMB Access Polygon Y EZQIEE CloudTrail HIO|E{ O|HEZ &
sto{H 282 sidttis XIfEleE 2laAd B 2lad RE2 EdlYo BAIH
Ct. AMB Access Polygon,, SDKE At&735+04 L|O|E| O|HEE FIIE =
Management Console AWS CLIXIAEF LIS 2 AFS dB M| 12 MEHT|E AtE8 O|HIE 222 &

=St AI2.AWS CloudTrail

Q
E
o
E
[m
i
b
ON T
m |

Egjdof dio|E O|HEE 2Zste{H
AMB Access Polygon IEZQIEE 5

AMB 2MA Z2|2 21 0t &= 0| 0|5l 56


https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-event-reference-user-identity.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/logging-data-events-with-cloudtrail.html#creating-data-event-selectors-advanced
https://docs.aws.amazon.com/cli/latest/reference/cloudtrail/put-event-selectors.html

AMB A& EE|Z LR 7Hol=

O| --advanced-event-selectors M2 AF&3+04 AWS: :ManagedBlockchain: :Network 2l
LA RYE XGEELLCH

Example 2 A4 9| AMB Access Polygon AIEXZQIE @%XHO|H|O|E{ O|HE 21 &5

Hl:l- x|o=|o| EE.”Olo-" |_-_|.|o|- EE 7:||7<-Io| AMB

CH2 OlAlE put-event-selectors S AIE35l04 5
= YHE Eo4FLICE my-polygon-trail us-east-1

Access Polygon YIEXZQIE @HE 7|E5

—_

aws cloudtrail put-event-selectors \

--region us-east-1 \
--trail-name my-polygon-trail \
--advanced-event-selectors '[{
"Name": "Test",
"FieldSelectors": [
{ "Field": "eventCategory", "Equals": ["Data"] },
{ "Field": "resources.type", "Equals": ["AWS::ManagedBlockchain::Network"] } 13}1'

TS5 Fols olT tlMolM XIEE EBfYol| A E S3 HIIe| A E FHME & J&LICH

ChS AotE oM = &g HE 2| CloudTrail HIO|E O|HE 23 &S & E04ELICt CloudTrail.

Polygon JSON-RPC 7'é;'OI AMB Access Polygon IEZQIE & 3tLto] O|F 0 EX|, QLHEE 2

IP 4, QEE AR, QY A7 A 7B FIHHF GEE HE = A&LICH CHS oo dF g2
=13

o
= —
Hotao| O|RE H=3HEIUXIE X 21 g=ols 25| LIEHELICEH

"eventVersion": "1.09",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AROA554U062RJI7KSB7FAX:777777777777",

"arn": "arn:aws:sts::111122223333:assumed-role/Admin/777777777777",
"accountId": "111122223333"

.

"eventTime": "2023-04-12T19:00:227",

"eventSource": "managedblockchain.amazonaws.com",

"eventName": "gettxout",

"awsRegion": "us-east-1",

"sourceIPAddress": "111.222.333.444",
"userAgent": "python-requests/2.28.1",

"errorCode":
n n

"errorMessage": "-",
"requestParameters": {
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AMB A& E2|Z

JHeER 7Hol=

"jsonrpc": "2.0",
"method": "gettxout",
"params": [],
"id": 1
},
"responseElements": null,
"requestID": "DRznHHEj*****%*xu
"eventID": "baeb232d-2c6b-46cd-992c-0e4Q**FFxx A%,
"readOnly": true,
"resources": [{
"type": "AWS::ManagedBlockchain::Network",
"ARN": "arn:aws:managedblockchain:::networks/n-polygon-mainnet"
1,
"eventType": "AwsApiCall",
"managementEvent": false,
"recipientAccountId": "111122223333",
"eventCategory": "Data"
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https://docs.aws.amazon.com/managed-blockchain/latest/ambp-dg/polygon-api.html#quotas
https://docs.aws.amazon.com/managed-blockchain/latest/ambp-dg/polygon-api.html#quotas
https://docs.aws.amazon.com/managed-blockchain/latest/ambp-dg/key-concepts.html#retired
https://docs.aws.amazon.com/managed-blockchain/latest/ambp-dg/key-concepts.html#retired
https://docs.aws.amazon.com/managed-blockchain/latest/ambp-dg/tutorials.html
https://docs.aws.amazon.com/managed-blockchain/latest/ambp-dg/what-is-service.html
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