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"Effect": "Allow",

"Action": "network-security-manager:*",
"Resource": "*"

I

{

"Effect": "Allow",

"Action": [
"organizations:DescribeOrganization",
"organizations:ListAccounts",
"organizations:ListRoots",
"organizations:ListOrganizationalUnitsForParent",
"organizations:ListAccountsForParent",
"organizations:EnableAWSServiceAccess",
"organizations:RegisterDelegatedAdministrator",
"wafv2:ListRuleGroups",
"wafv2:ListAvailableManagedRuleGroups",
"wafv2:DescribeAllManagedProducts"

1,

"Resource": "*"

I
{

"Effect": "Allow",

"Action": "iam:CreateServicelLinkedRole",

"Resource": "*"

}
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aws network-security-manager create-rule \

--rule-name "my-default-action-rule" \
--firewall-type WAF \

--rule-type CONFIGURATION \

--configuration '{"DefaultAction": {"Allow": {}}}' \

--is-published true

aws network-security-manager create-rule \
--rule-name "my-visibility-config-rule"
--firewall-type WAF \
--rule-type CONFIGURATION \

\

--configuration '{"VisibilityConfig": {"SampledRequestsEnabled":

true,

"CloudWatchMetricsEnabled": true, "MetricName": "my-web-acl-metric"}}' \
--is-published true
L
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= HE3g ddguct
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@ AWS CLI CHA|
AWS CLIE ME838to RIZERIE WHE =& J&LICt
aws network-security-manager create-template \
--template-name "my-waf-template" \
--firewall-type WAF \
--associated-rule-list '[{"ruleldentifier": "rule-arn-from-step-1"3}1' \
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® AWS CLI CH&|

manager create-policy \

--policy-name "my-waf-policy" \
--firewall-type WAF \

--priority 1 \

aws network-security

"template-arn-

--associated-template-and-rule-list '[{"templateIldentifier":

from-step-2"31"' \

true, "resourcesCleanUp":

{"existingCustomerWebACLResolution":

--policy-configuration '{"remediationEnabled":

false,

AN\

"NO_REMEDIATION"

"wafConfig":

--is-published true
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® AWS CLI CHA|

AWS CLIE At83dto] & dde =X J&LICH

-

aws network-security-manager create-scope \
--scope-name "my-alb-scope" \
--scope-configuration '{
"accountFilter": {"includeAll": {}},
"resourceScopes": {

"AWS::ElasticlLoadBalancingV2::LoadBalancer::application": {
"includeAll": true

}
A

--is-published true
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3. HHZ O|F o2t Zo| dHO| =& E 0|2 LY LICtmy-first-deployment.
4, G MMM HA FIHE MEHStT 3THAOIAM MgEt HA S MEHEFLC.

5. M| MMM | F7HE MENSt D 4THA 0| A Bt HE MEiFELICH
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AWS Network Security Manager= Z|AAE AMSID B3 E M&5t7| ARELICH ol Z2MHA = H]
S7|4o|H 2teste ol E 2 H= 48 = U&Lch

® AWS CLI CHA|
AWS CLIE At83dto HIZE Hdstn HAE =X JA&LICH

aws network-security-manager create-deployment \
--deployment-name "my-first-deployment" \
--associated-policy-list '[{"policyIdentifier": "policy-arn-from-step-3"3}]"'

--associated-scope-list '[{"scopeldentifier": "scope-arn-from-step-4"}]1"' \

--deployment-configuration '{"enableCrossAccountVisibility": truel}' \
--is-published true
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aws network-security-manager list-resource-synchronization-statuses \
--deployment-identifier "deployment-arn-from-step-5"
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5. [Rules] &S ME{EILICH 738 MBSt T S MEHE OHS AXE MEJENLICH

® AWS CLI CHA|
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aws network-security-manager list-resource-associations \
--resource-arn "resource-arn"
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aws network-security-manager delete-deployment \
--deployment-identifier "deployment-arn"
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{
"Version":"2012-10-17",
"Id": "AWSLogDeliveryForNetworkSecurityManager",
"Statement": [
{
"Sid": "AWSLogDeliveryAclCheckNetworkSecurityManager",
"Effect": "Allow",
"Principal": {
"Service": "delivery.logs.amazonaws.com"
1,
"Action": "s3:GetBucketAcl",
"Resource": "arn:aws:s3:::aws-waf-logs-bucket-suffix"
I
{
"Sid": "AWSLogDeliveryWriteNetworkSecurityManager",
"Effect": "Allow",
"Principal": {
"Service": "delivery.logs.amazonaws.com"
I
"Action": "s3:PutObject",
"Resource": "arn:aws:s3:::aws-waf-logs-bucket-suffix/policy-id/AWSLogs/
xn
"Condition": {
"StringEquals": {
"s3:x-amz-acl": "bucket-owner-full-control"
}
}
}
]
}
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html
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{
"Version": "2012-10-17",
"Statement": [
{

"Sid": "ViewOwnUserInfo",

"Effect": "Allow",

"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"

1,

"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]

.
{

"Sid": "NavigateInConsole",

"Effect": "Allow",

"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"

1,

"Resource": "*"

}
]
}

AWS Network Security Manager0il CHF 17| & HM|A

CHS HA2 2ot =0l A 2E AWS Network Security Manager 2lA A0 CHEH 217| M HAlA H
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{

"Version": "2012-10-17",
"Statement": [
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"Effect": "Allow",

"Action": [
"network-security-manager:
"network-security-manager:

1,

"Resource": "*"
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"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"network-security-manager:
"network-security-manager:
"network-security-manager:
"network-security-manager:
"network-security-manager:
"network-security-manager:
"network-security-manager:
"network-security-manager:
"network-security-manager:
"network-security-manager:
"network-security-manager:
"network-security-manager:
"network-security-manager:
"network-security-manager:
"network-security-manager:
"network-security-manager:
"network-security-manager:

1,

"Resource": "*"

I of] CHEH A&

Get*",
List*"

S K=)
st2
X

g2 dstx|g

ol 2ot 74

=2
=

CreateRule",

GetRule",

UpdateRule",
DeleteRule",
ListRules",
CreateRuleSnapshot",
ListRuleSnapshots",
CreateTemplate",
GetTemplate",
UpdateTemplate",
DeleteTemplate",
ListTemplates",
CreateTemplateSnapshot",
ListTemplateSnapshots",
TagResource",
UntagResource",
ListTagsForResource"
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User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
network-security-manager:GetWidget on resource: my-example-widget

0| B2, network-security-manager:GetWidget 2 AL& 3504 my-example-widget El&
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User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
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AWS Network Security Manager= Et= MH|A 42 A S AFS &L
CtAWSServiceRoleForNetworkSecurityManager. O] AH|A 9473 &2 network-
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"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Principal": {
"Service": "network-security-manager.amazonaws.com"
1,
"Action": "sts:AssumeRole"
}
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
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wafv2 - B ACLs. ¥ ACLsQt 14 I HAZA siMELICH M ACLEZ #H U 7
eIt 2laA efa xId 2! SiAl AWS Network Security Manager 2 ACL
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shield - AWS Shield Advanced E2 & M4, MY, Lt 2! AFX||EFLICH. AWS Shield Advanced
=S8 st MHELICH

1] i

elasticloadbalancing - Application Load Balancer 2! E{1& A& L|Ct. Application Load
Balancer0 A 2 ACL @122 M4, AX| & - Ct.

cloudfront - Amazon CloudFront Hi %, 7+ L EfOE 7t 210 LFEELICH HiE 2] ACLs. VPC
2|TIE gl&Lc

apigateway - Amazon AP| Gateway REST APIs. APl EtAH|0l A ¥ ACLS A& ghL|CH.

ec2 - Amazon EC2 Verified Access QIAEIA ¥ ACLs 2! 442 2l&L|Ct. AWS Shield Advanced
HSE Q8 EtadX] |p =AE MA@}

—_=

cognito-idp, apprunner, amplify, 2 appsyncbedrock-agentcore- AWS Network
Security Manager?7t E5 & 2|AAE AME = Q=5 Amazon Cognito AFE X Z, AWS App
Runner MH|A, AWS AppSync GraphQL APIs, AWS Amplify &1 &' Amazon Bedrock AgentCore 7|
O|EQJolof CHEH B ACL S el&Lch.

config- 2lAA TS MEIS T AWS Network Security Manager7t 2] L 2| AAE HME =
ol AL 3 MH|A 244 AWS Config +M BIZEHE 2t2l&Lct.

organizations - AWS Network Security Manager7t ZZ| HA oM 2Q& 4+ U= E == HH,

FE, XX Q| 4l 2E ZZ|XIE ol&Lct

logs - ¥ ACL ZZ2 /I8t 2O MES A4, &l7(, YIo|E, AFx| & LtdgfLct
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https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#service-linked-role-permissions
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« iam-iam:AwWSServiceName Z74 7|2 H2|7} X|'JEl AWS Shield Advanced AWS Config 2!
=2 A

CH= JSON2 A NetworkSecurityManagerServiceRolePolicy ™8 Hag Ho{ELICt

"Version": "2012-10-17",
"Statement": [
{
"Sid": "LogsGeneral",
"Effect": "Allow",
"Action": [
"logs:ListLogDeliveries",
"logs:CreatelLogDelivery",
"logs:GetLogDelivery",
"logs:UpdatelLogDelivery",
"logs:DeletelLogDelivery"
1,

"Resource": "*"

"Sid": "S3LogBucketGeneral",

"Effect": "Allow",

"Action": [
"s3:GetBucketPolicy",
"s3:PutBucketPolicy"

1,

"Resource": "arn:aws:s3:::aws-waf-logs-*"

"Sid": "CloudfrontVpcOriginAccess",

"Effect": "Allow",

"Action": [
"cloudfront:GetVpcOrigin"

1,

"Resource": "arn:aws:cloudfront::*:vpcorigin/*"

"Sid": "ConfigUnscoped",
"Effect": "Allow",
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"Action": [
"config:SelectResourceConfig"

]I

"Resource": "*"

"Sid": "DescribeOrganizationUnScoped",

"Effect": "Allow",

"Action": [
"organizations:DescribeOrganization",
"organizations:ListAccounts",
"organizations:ListChildren",
"organizations:ListRoots",
"organizations:ListParents",
"organizations:ListOrganizationalUnitsForParent",
"organizations:ListAWSServiceAccessForOrganization"

1,

"Resource": "*"

"Sid": "DescribeAccountScoped",

"Effect": "Allow",

"Action": "organizations:DescribeAccount",
"Resource": "arn:aws:organizations::*:account/o-*/*"

"Sid": "DescribeOrganizationUnitScoped",

"Effect": "Allow",

"Action": "organizations:DescribeOrganizationalUnit",
"Resource": "arn:aws:organizations::*:ou/o-*/ou-*"

"Sid": "ListDelegatedAdministratorsScoped",
"Effect": "Allow",
"Action": "organizations:ListDelegatedAdministrators",
"Resource": "*",
"Condition": {
"StringEquals": {
"organizations:ServicePrincipal": [
"network-security-manager.amazonaws.com"
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{

"Sid": "LoadBalancerNonMutationApiAccess",

"Effect": "Allow",

"Action": [
"elasticloadbalancing:DescribelLoadBalancers"”,
"elasticloadbalancing:DescribeTags",
"elasticloadbalancing:DescribeWebACLAssociation"

1,

"Resource": "*"

I
{

"Sid": "LoadBalancerGetWebACLScoped",

"Effect": "Allow",

"Action": "elasticloadbalancing:GetLoadBalancerWebACL",

"Resource": "arn:aws:elasticloadbalancing:*:*:loadbalancer/app/*/*"

I
{

"Sid": "CloudFrontDistributionNonMutationApiAccess",

"Effect": "Allow",

"Action": [

"cloudfront:GetDistribution",
"cloudfront:GetDistributionConfig",
"cloudfront:ListTagsForResource"

1,

"Resource": "arn:aws:cloudfront::*:distribution/*"

I
{

"Sid": "ApiGatewayStageNonMutationApiAccess",

"Effect": "Allow",

"Action": "apigateway:GET",

"Resource": [

"arn:aws:apigateway:*::/restapis",
"arn:aws:apigateway:*::/restapis/*/stages",
"arn:aws:apigateway:*::/restapis/*/stages/*",
"arn:aws:apigateway:*::/tags/*"

]

},
{

"Sid": "Wafv2General",

"Effect": "Allow",

"Action": [

"wafv2:TagResource",
"wafv2:ListResourcesForWebACL",
"wafv2:AssociateWebACL",
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"wafv2:ListTagsForResource",
"wafv2:UntagResource",
"wafv2:GetWebACL",
"wafv2:DisassociateFirewallManager",
"wafv2:DeleteWebACL",
"wafv2:DisassociateWebACL",

"wafv2:ValidateNetworkSecurityManagerWebACLConfiguration",

"wafv2:ValidateNetworkSecurityManagerRuleConfiguration"

]I

"Resource": "arn:aws:wafv2:*:*:*/webacl/*"

"Sid": "Wafv2WebAclAndRuleGroupMutation",

"Effect": "Allow",

"Action": [
"wafv2:UpdateWebACL",
"wafv2:CreateWebACL",
"wafv2:DeleteFirewallManagerRuleGroups",
"wafv2:PutFirewallManagerRuleGroups"

1,

"Resource": [
"arn:aws:wafv2:*:*:*/webacl/*",
"arn:aws:wafv2:*:*:global/rulegroup/*",
"arn:aws:wafv2:*:*:regional/rulegroup/*",
"arn:aws:wafv2:*:*:global/managedruleset/*",
"arn:aws:wafv2:*:*:regional/managedruleset/*",
"arn:aws:wafv2:*:*:global/ipset/*",
"arn:aws:wafv2:*:*:regional/ipset/*",
"arn:aws:wafv2:*:*:global/regexpatternset/*",
"arn:aws:wafv2:*:*:regional/regexpatternset/*"

"Sid": "Wafv2Logging",

"Effect": "Allow",

"Action": [
"wafv2:PutLoggingConfiguration",
"wafv2:GetLoggingConfiguration",
"wafv2:DeletelLoggingConfiguration"

1,

"Resource": "arn:aws:wafv2:*:*:*/webacl/*"

"Sid": "Wafv2ListlLogging",

69



AWS HIEQ|3 2ot 22|kt

JHeER 7Hol=

"Effect": "Allow",
"Action": "wafv2:ListlLoggingConfigurations",
"Resource": "*"

"Sid": "Wafv2ListWebACLs",
"Effect": "Allow",

"Action": "wafv2:ListWebACLs",
"Resource": "*"

"Sid": "Wafv2PermissionPolicy",

"Effect": "Allow",

"Action": [
"wafv2:PutPermissionPolicy",
"wafv2:GetPermissionPolicy",
"wafv2:DeletePermissionPolicy"

1,

"Resource": [
"arn:aws:wafv2:*:*:global/rulegroup/*",
"arn:aws:wafv2:*:*:regional/rulegroup/*"

"Sid": "Wafv2WebaclDescribe",

"Effect": "Allow",

"Action": "wafv2:GetWebACLForResource",
"Resource": "arn:aws:wafv2:*:*:*/webacl/*"

"Sid": "CloudFrontListDistributions",

"Effect": "Allow",

"Action": [
"cloudfront:ListDistributionsByWebACLId",
"cloudfront:ListDistributions"

1,

"Resource": "*"

"Sid": "CloudFrontDistributionMutation",

"Effect": "Allow",

"Action": [
"cloudfront:AssociateDistributionWebACL",
"cloudfront:DisassociateDistributionWebACL"

70



AWS HER3 2ot #alx} 7k Rt 7Hol=

1,

"Resource": "arn:aws:cloudfront::*:distribution/*"

},
{

"Sid": "ElbWebAclRemediationScoped",

"Effect": "Allow",

"Action": [
"elasticloadbalancing:CreateWebACLAssociation",
"elasticloadbalancing:DeleteWebACLAssociation"

1,

"Resource": "arn:aws:elasticloadbalancing:*:*:loadbalancer/app/*/*"

I
{

"Sid": "ElbSetWebAcl",

"Effect": "Allow",

"Action": "elasticloadbalancing:SetWebACL",

"Resource": "*"

I
{

"Sid": "ApiGatewayWebAclRemediation",

"Effect": "Allow",

"Action": "apigateway:SetWebACL",

"Resource": "arn:aws:apigateway:*::/restapis/*/stages/*"

I
{

"Sid": "CognitoWebAclIntegration",

"Effect": "Allow",

"Action": [

"cognito-idp:GetWebACLForResource",
"cognito-idp:ListResourcesForWebACL"
1,
"Resource": "*"
},
{

"Sid": "AppRunnerWebAclIntegration",

"Effect": "Allow",

"Action": [

"apprunner:DescribeWebAclForService",
"apprunner:ListAssociatedServicesForWebAcl"
1,
"Resource": "*"
I
{

"Sid": "VerifiedAccessWebAclIntegration",
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iy
{

"Effect": "Allow",

"Action": [
"ec2:GetVerifiedAccessInstanceWebAcl",
"ec2:DescribeVerifiedAccessInstanceWebAclAssociations"

]I

"Resource": "*"

"Sid": "AppSyncWebAclIntegration",

"Effect": "Allow",

"Action": [
"appsync:GetWebACLForResource",
"appsync:ListResourcesForWebACL"

1,

"Resource": "*"

"Sid": "AmplifyWebAclIntegration",

"Effect": "Allow",

"Action": [
"amplify:GetWebACLForResource",
"amplify:ListResourcesForWebACL"

1,

"Resource": "*"

"Sid": "ShieldGeneral",

"Effect": "Allow",

"Action": [
"shield:CreateProtection",
"shield:DeleteProtection",
"shield:DescribeProtection",
"shield:ListProtections",
"shield:CreateSubscription",
"shield:DescribeSubscription",
"shield:GetSubscriptionState",
"ec2:DescribeAddresses",
"elasticloadbalancing:DescribelLoadBalancers",
"elasticloadbalancing:DescribeTags"

1,

"Resource": "*"

"Sid": "ShieldSlrCreation",
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"Effect": "Allow",
"Action": "iam:CreateServicelLinkedRole",
"Resource": "arn:aws:iam::*:role/aws-service-role/shield.amazonaws.com/*",
"Condition": {
"StringEquals": {
"iam:AWSServiceName": '"shield.amazonaws.com"

"Sid": "AllowConfigRecorderList",

"Effect": "Allow",

"Action": "config:ListConfigurationRecorders",
"Resource": "*"

"Sid": "AllowPutServicelinkedConfigRecorder",

"Effect": "Allow",

"Action": "config:PutServicelLinkedConfigurationRecorder",
"Resource": "*"

"Sid": "AllowConfigRecorderScopedAccess",

"Effect": "Allow",

"Action": [
"config:DescribeConfigurationRecorders",
"config:DescribeConfigurationRecorderStatus",
"config:DeleteServicelLinkedConfigurationRecorder",
"config:AssociateResourceTypes",
"config:DisassociateResourceTypes"

]I

"Resource": "arn:aws:config:*:*:configuration-recorder/*"

"Sid": "AllowCreateConfigServicelinkedRole",
"Effect": "Allow",
"Action": "iam:CreateServicelLinkedRole",
"Resource": "arn:aws:iam::*:role/aws-service-role/config.amazonaws.com/*",
"Condition": {
"StringEquals": {
"iam:AWSServiceName": "config.amazonaws.com"

MEI= o1 oI He
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{
"Sid": "AllowListActionsForAgentCoreGateway",
"Effect": "Allow",
"Action": [
"bedrock-agentcore:GatewaylListResourcesForWebACL"
1,
"Resource": "*"
I
{
"Sid": "AllowGetActionForAgentCoreGateway",
"Effect": "Allow",
"Action": [
"bedrock-agentcore:GatewayGetWebACLForResource"
1,
"Resource": "arn:aws:bedrock-agentcore:*:*:gateway/*"
I
{
"Sid": "WafV2LoggingSlrCreation",
"Effect": "Allow",
"Action": "iam'CreateServiceLinkedRole",
"Resource": "arn:aws:iam::*:role/aws-service-role/wafv2.amazonaws.com/*",
"Condition": {
"StringEquals": {
"iam:AWSServiceName": "wafv2.amazonaws.com"
}
}
}
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{
"eventVersion": "1.09",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AROAEXAMPLEID:my-session",
"arn": "arn:aws:sts::123456789012:assumed-role/AdminRole/my-session",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AROAEXAMPLEID",
"arn": "arn:aws:iam::123456789012:role/AdminRole",
"accountId": "123456789012",
"userName": "AdminRole"
.
"attributes": {
"creationDate": "2026-08-10T18:22:417",
"mfaAuthenticated": "false"
}
}
.
"eventTime": "2026-08-10T18:24:03Z7",
"eventSource": "network-security-manager.amazonaws.com",
"eventName": "CreatePolicy",
"awsRegion": "us-east-1",
"sourceIPAddress": "192.0.2.44",
"userAgent": "aws-cli/2.17.0 Python/3.12.4 Darwin/24.6.0",
"requestParameters": {
"clientToken": "550e8400-e29b-41d4-a716-446655440001",
"policyName": "production-web-acl-policy",
"firewallType": "WAF",
"priority": 1,
"associatedTemplateAndRulelList": [
{
"templateIdentifier": "arn:aws:network-security-manager:us-
east-1:123456789012:template:tla2b3c4d5”
}

]I
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"policyConfiguration": {
"remediationEnabled": true,
"resourcesCleanUp": false,
"wafConfig": {

"existingCustomerWebACLResolution": "RETROFIT",
"conflictResolution": "MERGE_WHERE_APPLICABLE"

iy

"isPublished": true

iy

"responseElements": {
"policyId": "p9z8y7x6w5v4u3it2",

"policyArn": "arn:aws:network-security-manager:us-

east-1:123456789012:policy:p9z8y7x6bwsv4u3t2",

"policyName": "production-web-acl-policy",
"status": "ACTIVE",
"version": "1"

I

"requestID": "blc2d3e4-5f67-4890-alb2-c3d4e5f6a7b8",

"eventID": "f@eld2c3-b4a5-4968-8776-5a4b3c2dledf",

"readOnly": false,

"resources": [

{
"accountId": "123456789012",

"type": "AWS::NetworkSecurityManager::Policy",

"ARN": "arn:aws:network-security-manager:us-
east-1:123456789012:policy:p9z8y7x6wsv4u3t2"
}
1,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "123456789012",
"eventCategory": "Management"
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