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https://docs.aws.amazon.com/singlesignon/latest/userguide/get-started-create-a-permission-set.html
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https://docs.aws.amazon.com/singlesignon/latest/userguide/delegated-admin.html#delegated-admin-how-to-register
https://docs.aws.amazon.com/nimble-studio/latest/userguide/nimble-studio-setup.html
https://docs.aws.amazon.com/nimble-studio/latest/userguide/nimble-studio-setup.html#studio-infrastructure
https://docs.aws.amazon.com/AmazonS3/latest/userguide/setting-up-s3.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/creating-bucket.html

Nimble Studio File Transfer

- HZ M #elE gdststH
Amazon S3 22 T 0| K|

« (HE) MEAM 253 7] R 22 AWS Key Management Service 7|(SSE-KMS)E MEHEHL
C}.

« SSE-KMS 7|7} Q1= A< UHE &3t KMS 7| MM Rt& A2l x|&ofl et M A3stct.
- CtEt 7| ol CHEt REMIEH LHE 2 AWS Key Management Service 7HE At OFLHHP_I 124 7
2 AWS 7| HO|X|E & ZESHAIR. CHE AMEFO| CHE AWS AIEAE o] HAE AHEE =+ A &
o T2 22| 7|8 AFEsHok BfLICH HAE et Fols 7|18 HEst 7| 0'|E=|—?—':’§ ZHHE 7
2 HZg ddsloF gLict

- CIE ZE YD AEXR 7|8 dE2 7IBUL2 2 SLCh

IAM HA|A FI2H A A

-1 O O

CHEo 2 83 HZ! dd Mol M 48 Amazon S3 HZ!of| #HEHS

_I?I_ 45 AM OHA-”A X-IxHQ
sHoF ELCt O3 Cl2 si|E MRS |AM MA EE= |AM AR RHod| @dZ235H0
X4
o

AHS M
I Ct. O] IAM AI2RH=
AgtLct

Ao
O T
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| &I MM RS Mol X|Z2 2D O JSON M EAME
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>
0o
]
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IAM AF2 AT A{2| JSON EHof
Ct. AF2 3ok 3=

- JSON R E3/0f Ot S HIAEE 21245109 Amazon S3 YEE I CIREC=0| 28t AHMA Het

=

o
« S3 3ol x| AKIE §185IedH CHS Bl A E 9| Sid “OptionalActions" £ AFHE 350 HH 2 0]
LIFE 22 ZSHAAIR. S3 ZA| AXIE 5185t X| foEdi™ ol2{3 2y S Z&te et
it

"Statement": [
{

"Sid": "ListBucketContents",

"Action": [
"s3:ListBucket",
"s3:GetBucketLocation",
"s3:PutObject",
"s3:GetObject",
"s3:GetObjectTagging"



https://aws.amazon.com/s3/pricing/
https://docs.aws.amazon.com/kms/latest/developerguide/create-keys.html#create-symmetric-cmk
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#key-mgmt
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#key-mgmt
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html#access_policies_create-json-editor
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1,
"Effect": "Allow",

"Resource": [

"arn:aws:s3:::bucket-name",
"arn:aws:s3:: :bucket-name/*"

1,

"Sid": "KMSKeyAccess",
"Action": [
"kms:GenerateDataKey*",
"kms:Encrypt",
"kms:Decrypt"
1,
"Effect": "Allow",
"Resource": "arn:aws:kms:key-region:account-number:key/key-id"

"Sid": "OptionalActions",

"Action": [
"s3:DeleteObject",
"s3:DeleteObjectVersion",
"s3:ListBucketVersions",
"s3:AbortMultipartUpload"

1,

"Effect": "Allow",

"Resource": [
"arn:aws:s3:::bucket-name",
"arn:aws:s3:::bucket-name/*"

1,

1,
"Version": "2012-10-17"

bucket-name& S3 H{Z! M0 MASH B{Z! O|E2 2 HIELILC.

# #a# 718 AWS B e X[ 2 HI T AA|2.

« account-numberE AWS A& H5 2 HiEL|C}.

key-idE S3 HZ! Mo 2EHA 0| M AMEHEF KMS F7|2] IDE HFELC.

« KMS 7| IDE 3224™ S3 H{Z! 7|0l CiEh A% 27| Rk& Mol 3ol CHt S3 ! 7| MA
B7]e| X|IHE wELICH
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https://docs.aws.amazon.com/AmazonS3/latest/userguide/viewing-bucket-key-settings.html
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- S3 HZ! AHoM Yt HZlg MEELC
- 7|8 33t MMM AWS KMS key ARNZ BH&LICH KMS 7| IDE ARNS| OFX|8F £ &2QlL|
Ct.

Using an Amazon Managed KMS key (SSE-S3)
lefLct.
g 2719 X[ nEL

- HZlol &4 KMS 7|7t UEX| &©
« S3 HZ F|of ChEh % 27| At& Mol HA ol ChEk S3 A 7| A
Ct,
- KMS 7|1E AIE35tX| of= B2 2EHE ZI->dE + A&LCH
« KMS 7|7} HZ!ol 234|004 /= AL AWS KMS key (SSE-KMS) AHE 9| X|&IE 2 AML.
21295104 Amazon S3 YZE L 2 Cof 28 HMA HE

=y %Joﬂ ChE Ela
“OptionalActions"
Lot eiaL

"Statement": [
{
"Sid": "ListBucketContents",
"Action": [
"s3:ListBucket",
"s3:GetBucketLocation",

"s3:PutObject",

"s3:GetObject",
"s3:GetObjectTagging"

1,
"Effect":

"Resource": [
:bucket-name",

"arn:aws:s3:::
"arn:aws:s3:::bucket-name/*"

"Allow",

1,

{
"Sid": "OptionalActions",
"Action": [

"s3:DeleteObject",
's3:DeleteObjectVersion",



https://docs.aws.amazon.com/AmazonS3/latest/userguide/viewing-bucket-key-settings.html
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"s3:ListBucketVersions",
"s3:AbortMultipartUpload"

1,
"Effect": "Allow",

"Resource": [
"arn:aws:s3:::bucket-name",
"arn:aws:s3:: :bucket-name/*"

1,

1,
"Version": "2012-10-17"

» bucket-nameg S3 HHZ! MAo|M MM HZ! O|E2 2 HiELIC
O|A| S3 EHZ! AMAdof| M MAI8H S3 HHZlof| HEHE FoisteE IAM HAHg MAM&L|CH

A7 AWS CLI

o=l Mx|3tX| AWS CLI ittt Mx|stn 7 A3HML. File Transfer AWS Command Line Interface
(AWS CLI) HHE! “E*"g A235104 1AM X2 S HE 2|6t K& 5HE o Ab2§FL|C}. KEA|St
LIS AWS CLIAIE 57| 2 & ZSHM L.

1. EZ AWS CLI AFE{o| & ExI5tHL ¢aelo|=35t2{H AFHE AWS Command Line Interface A
BHM 2| AWS Command Line Interface H{Z 2 &[0 Ltk U= XIES EMAIL.

2. MT7FdEx4E 3% dH9 XI’E!CHI AWS CLI 2t F+A35HMAIL

3. aws nimble helpE A&5t04 dX| = YICO|=E &QlELICt ol BB2 A 7Is
Nimble Studio BE S5 EAIFLICH

4, FHE Z=Z ME0| X|Eof et BHE =2 EHS HMEL|ct ol BHE T2 E2 Nimble
Studio File Transfer A|ZF57| MAMOJ| M File Transfer& 45t Ol AFS ElLICT -

o

a. HMA 7| U HoH7|E HY3B &

X|Eg mELIch ASKE M8t & 24
b. A4FEtHO|AM O] AF2X}I0f|H Eode M A 2
c. BEHAHOIM 7|ZE A =T A4S MEHBFLICH IAM M| A Z2H M4 of M BHE Z24 0| 0l

Bt MEfRfLC

5. Ct5 BHE2 APsto| BHE T2 EHZ MR =X| EIELICt aws --profile [name of

profile you created in step 4] sts get-caller-identity
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https://docs.aws.amazon.com/cli/latest/userguide/cli-chap-getting-started.html
https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html
https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html
https://docs.aws.amazon.com/cli/latest/userguide/getting-started-quickstart.html#getting-started-quickstart-new
https://docs.aws.amazon.com/cli/latest/userguide/cli-configure-files.html#cli-configure-files-using-profiles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users_create.html#id_users_create_console
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=S ddatiok gLICH o] oMofM Ztde| O|F2

= o o =
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- O] BHE2 O £33 o X2t "zt

filetransfer® X|&=L|C}.

$ aws --profile filetransfer sts get-caller-identity
"UserId": "ARXXXXXXXXXXXXXXXXXXX:username",

"Account": "123456789012",
"Arn": "arn:aws:sts::123456789012 : XXXXXXXXXXXXXXX..."

A& AWS Command Line Interface A& AMOIAM AFEE = = F7F AWS CLI 22+ X|o{o]| CHEH 2404

He Zo|l #&LcH

A7 AWS CLI


https://docs.aws.amazon.com/cli/latest/userguide/cli-chap-welcome.html
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https://aws.amazon.com/nimble-studio/features/file-transfer-client
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https://aws.amazon.com/s3/storage-classes/
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https://aws.amazon.com/s3/pricing
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a. AlE HlFZ£ 0|53t09 File Transferg AAELICH

b. Z=Z£0{A Nimble Studio File Transfer& ME4gL|C}.
2. CEECI2 M+

(

oM MHEE MENEFLICE
Nimble Studiod|AM AFLC|[2 MH AFESMHOM 32 ARC|2 IDE Y=dELICt

4. MES ME{gfLICH

CLI
O|A| File Transfer M%|7} 22 Lo L| 74 mtelg WEIEHLICE.
T+ g WEsed™

1. ZFEl s HAE HE AZEY oIS ABStod T4 THUS ALICH

a. Windows: AFE{0IM User/<your username> ZCZ O|SELICt. .filetransfer
EZCE Y0 HAE MEJIZ filetransfer.yaml IS L|C}.

b. macOS: Cmd+Shift+GE =EfLICt. 1% CtS ~/.filetransferE =T LICt &
AE METJ|Z filetransfer.yaml I+2 dL|Ct

c. Linux: IAE HEIJ|E AFE3510q4 filetransfer.yaml IS AdLICt
~/.filetransfer/configuration.yaml0i Q&L|CH.

2. OF HLE 78 ool FolgfLch E ghol M RILIch M= 212 XS st oF & LCt.

El
e
rlo

a. studio_id: Nimble Studio0M AFC|2 MHE AESMUM H2 AKC|Q IDE Q=dE L
CF.

b. max_active_checksums: SA[0] MHE|El= 7HE M2 & UBIELICE O] 4f0] AlA
HoM A 7hsEt CPU 204 =& Z ottt A1 HAIX|7F EAIE|D g2 CPU Z0{ =
2 AMstELIct XHMIE LI 2 File Transfer A2 MME XML
c. max_active_transfers: SA|0l XHE|El= 7HH ot 8 =TIt
3. T mdol| StLt ol o] HAE T2 HolFL ot #E ol T 72 MRUXIX| o2
=SSO = stjof FLICH 2t A 7ol chall CHS 8 MolghLct

protocols:
s3:
remote_configuration:

2CHA: File Transfer 7 20
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demo:
name: demo
bucket: my-bucket
region: us-west-2
profile: my-profile
storage_class: standard
auto_tuning: true
chunk_size: 25
threads: 10
checksum_algorithm: md5_hex
max_age: ""
accelerated: false
file_order: []
filter: ""
upload_hot_folder:
enabled: false
local_source_folder:
s3_destination_folder:
enable_metadata_filter: true

mni

mnn

mni

remote: ""

MIE

=%=J
[=—
228 S3 1219|0182 YUABLICH BEIXI7HS3 B! A4 MM

profile: Zt2|Xt7F A% AWS CLI MM0| 4EHAH |0 A BHE Z 2 EIO| 0|52 &l=dgtLct.
= 2 Z2 S35 Amazon Simple Storage Service(S3)0ll HMAE £+ Q&LICH FTHE =2 L
S52 /tMe{H HOld Foi ctg BYEE AdLICt aws configure list

storage_class: 7|28/ 2 standardZ AHE|0] Q&LICE O] =0l 3{E &= g2 o3
o Z&Lct

* reduced_redundancy
* standard_ia

* onezone_ia

« intelligent_tiering
* glacier

* deep_archive

2CHA: File Transfer 7
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10.

11.

12.

13.

14.

15.

16.

* glacier_ir

(® Note

Amazon S32| ZE AEZ|X| A0 &% 5t = QI&LIC}H S3 Glacier Deep
Archive EE = S3 Glacier Flexible Retrieval2 AI&5t= < File TransferoAd 2=
8t ZHX| = File Transferofl 21 CIRZE=E £ ¢} AEE|IX| ZeHA0 CHEE AEA
Bt LI Amazon S3 AEE|X| 2EHAE & _7F_3M'||9...
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chunk_size: Zf ABM|ENM MY E 23 37|(MB)E =& LICt auto_tuningO| trueZE A

HEl 82 ol 2= ERstK| EIQI—IEP

threads: Zt 7id Tt US M&E5t= O AFS El= 7HE A= =& U23FLICH
auto_tuningO| trueE HHE A2 O| &= LRSHX| et&LICt

checksum_algorithm: S30{ I} UE UECE I AEE|l= MIA Y LT EEJLICE md5-
hex(71&2}), xxhash, xxhash64, xxh3 checksum algorithms S0{A{ MEHE 4= Q&L
CH.

(MEH AFEHMax Age: Max Age AlZt Zf O|% 2l 34xH AlZ+ O|Fof *”*"E|7-||—P THE o2
File Transfer& A3t & LICt. Efl= m(2), h(AlZh), d(Y), w(F)E EHAELICH EH7t S E
X ofe 42 42 = U2 XIEELICH o& £04, 5dE =35 P'j:' K|t 5 SoF MM |7t
Y ool MEE Lt 3502 I=235t™ K| 350% S MM E|HL +HE Dol ME
ELct.

accelerated: S3 Transfer Accelerations E&3t&fLICt 7|& O|§2 false®ILICt. File

Transfer@| 1< M&0lE S3 Transfer Acceleration 7|15 0| 22 3§HX| 6t =2 2 S3 Transfer
Accelerationa AE35tX| b= ol E&LCH HAO| X|2|AHe 2 HE| Ho{x Ue < 0] 7
S Auict XFAMIBH LI 2 S3 Transfer Acceleration2 X 5HM| 2. 0| 7|5 &AJststH &=
7t Q20| B1tE £ U&Lct RHM[E LI Amazon

S
(M=4 AH) file_order: HEZ TEE 1Y ST Y S22 2istod S TUo M
X

AL
= = —
& HolgtL|ch LtE5HR| f2 e & & As T AAEIN LIYE =MOIZ oFx|2Ho H&
ELCH & £04 ".mov, .txt"= .mov ItLS .txt TtLECt MO ZE MEFLIC
MEH ALE) Filter: @A (2 ME £ otU2 ZEIAFLICH filter EEO|= &8
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17. (M= At upload_hot_folder enabled: YZE 3 EH 7|52 ZLICH
18. (B4 AFE) upload_hot_folder local_source_folder: upload hot folder7} &M
stEl 32 ZELICE. File Transfer= X|HE %E—IOI Z2E o A|AE O|HEE Ao =
PLEZS D TtUo| FILEHU £HE|H Y2 UNES =g

19. (M= AtE) upload_hot_folder s3_destination_folder: upload hot folder7t
gdstE 49 ZeELIch YdEEE & E ol o Eol FIHELICY.

20. enable_metadata_filter: trueO|™ File Transfer7t A|AE HIEIH|O|E] U S A5
ZlE{2lgtct o248t mol= Thumbs.db, .DS_Store 22|11 ._Z A|&H5HE O]
ElLct.

21. (MEH AH&)paths local: 2 Tk A|AEI0] = File Transfer It Y o| FE EHQILIC}

22. (MEH At&)paths remote: S3 HHZ!0|| = File Transfer It o] £ E EHQL|CH.

23. (M= AtE) paths local: It ZZE LUHFLICHL TE2S ZH T A

Mol = Y 24 G20 A[ZHELICH

(M4 AFE) paths remote: IHY BEE UZELICH ME2 S3 H{Zlo| Y HEtRX{2| s

o ZE0M AlFFELICH

25. FE oS

26. CtS BHS A&5to] AWS 20t 015 HEE &QIgtLICt filetransfer validate-

credentials remote configuration
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Y e

24.

remote configurationg &% F49o| 0|22 HtELICH

a.
b. O B2 |IAM 7|9} Z0o| AF2XI7 A28 AWS E0F 015 ME E & QIgtL|Ct o] W
File Transfer& Amazon S30{| H1Z2E == Ue=X| &Qlst1, 74 Lo XIHE HZ!o|
ME LFGEhLCt
Mx| A Mg et2o o 2 O|X| File TransferE A& £ Q& LICH
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I e Jd=2 =

2 E s3 AER|X| 22iA0 File TransferE Salf ¢
Bt LI 2 Amazon S3 AEE|X| EE|AE EXSHA|

fo Hu

GUIE AI235l0d YZEEE A|%5HE{H
1. File Transfer& iL|C}.
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3 B0 7Y

EHE ME5tH EEHO HE MNE 2 KEHo R R LIE|RSH TS File Transferg AHE =
& ECo| M ot F7+5HH File Transfer= O|& Amazon S30| AHS S 2 2 = LCH.
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1. File TransferE jL|C}.
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HWHE QIEH O|A(CLYE A8 S Tt M&
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£ KHMIS| A EFLICE. File Transfer

|

. g YEc
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File Transfer= X|&M8t Z0{ TXE2 EZ&LICH. &, Amazon S30]| &8t 20 EH X = S5
H S X|ELICE 3HX|2t File Transferol| MLl Z2E M3 == Ql&LICH &, Y 2= /(&cHAl)
2 A|Zre £~ giaLct.

2 E S3 AEE|X| EEiA0] File TransferE Sall YEE=EE 4= USLICH AEE|X| EefA0] CHEt REA|
B L& Amazon S3 AEZ|X| 2EHAE XML

® Note
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Nimble Studio File Transfer AR} 710|1E
filetransfer upload [transfer profile] [relative path]
a. [## ###]2 MEStEis TS T2 E=E CHAFLICH
b. [## ##]2 YE2Csicde 0t L= C|HEHE{ 2o B2 2 CHA|EHL|Ct.
i. ool B2 /(&elA)E AESHR| & LTt 0dAl: Users/username/Desktop/
folderl
i. Mol Z2E AIS5HX| oM. Mol Y B2 = /(&2 ANE Al=FErLCH o|A: /
Users/username/Desktop/folderl
c. BAHo|: filetransfer upload [transfer profile name] /Users/username/

Desktop/folderl

File Transfer= It A0 M File Transfer A3 & s™&FLICH M3 S mto| of 7|x| &t A =7

=X #XI5H7] e F7t I FAE 4B AFSELCH M3Mdo| 2t2 | HE 0| AIFFE LT
o|C|od SHA| S S (MHL)2 M35t File Transfer= IH 0| MHLO| HolEl & 20 YX[st=X| &2l
g UAELICH MHL2 HE FHHEF oo &4 M3 &7 5t XML Tt L(Ct

el
S SreiS S HsHEIH Y Bol EALE FIHE & YBLICH BT AS2 M AFLIC

1= Y
--help A& 7tset Eelaet BES LIFELICH

--checksum- File Transfer7t &5t A3 M A S Holgh|ct. x|
algorithm Z|E= gL md5, XXHash, XXHash64 ! XXH3.

filetrans
fer --help

filetrans
fer upload
[remote
configura
tion]
[relative
path] --
checksum-
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--filter
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algorithm
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filetrans
fer upload
[remote
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fer upload
[remote
configura
tion]
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path] --
filter "~.*
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Zela M of|
--force LEL S0l &aelol &2 ZA Aderct 7|2 filetrans
O =2 File Transfer= O|0| M& 3t o2 ™MESHX[ f&  fer upload
LIC}. [remote
_ _ configura
ZAN Zei3= File Transfer7t 2E ZE EE= S22 F A tion]
fﬁ_% juL—lE{P §|R7|': S CIRECHor e T2 A2 [relative
K 3._ 20 o L|Cf.
APK| | & ct et o
force

AlZtez ZLh= 7|7F Lol & &=

--max-age tUoF  filetrans
gLich BHe7t MBS EX| ete B

= O ? Z B fer upload
LICt o & £01, 2d = Xt 22 Soto| U2 Ct2 [remote
51 3500= K|t 3500 S0to| S HEZE=EFL configura

tion]

In © o
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--retry-count F 7t 2 M35HH File Transfer= MA|T S4=0tE 1t filetrans

2 A gt fer upload
[remote
configura
tion]
[relative
path] --
retry-count
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Zefa

--chunk-size

--auto-tuning

--max-active-
checksums

MB EHele| H3 37|(7]

—_

op
fjo
poh

Y

o
oo 2

nih

zlo g M3ao = (7| Eoia= Y=2=ofgt

of

filetrans
fer upload
[remote
configura
tion]
[relative
path] --
chunk-size
50

filetrans
fer upload
[remote
configura
tion]
[relative
path] --
auto-tuning
true

filetrans
fer upload
[remote
configura
tion]
[relative
path] --
max-active-
checksums 5
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Zefa

--max-active-
transfers

--prefix

--profile

nx
0%

[ul

o
o
o
St
N

AWS O|§ 0| X|H

r

of

filetrans
fer upload
[remote
configura
tion]
[relative
path] --
max-active-
transfers
10

filetrans
fer upload
[remote
configura
tion]
[relative
path] --
prefix my/
s3/path

filetrans
fer upload
[remote
configura
tion]
[relative
path] --
profile
my_named_
profile
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Ea)2 L o
--threads UZEG AP E (7|82 10) filetrans
fer upload
[remote
configura
tion]
[relative
path] --
threads 10
FILETRANS 7|8 .filetransfer EHE MHOFrLICH FILETRANS
FER_CONFI FER_CONFI
G DIR ol = 74 mUT o OlEHIOIA TS KT B ¢ DIR-Dec
T E CIHEC|IE Holg = U&LICH FILETRANS .
FER_CONFIG_DIR Off CHEF Zto| MHEIX| eiAE &4 configl
? 7|Ee ~/ . filetransfer 7t ASELICL LA OIE . (.
2 0i%™3| configuration.yaml E &= configura fer upload
tion.yaml 2|2 checksum-cache.db Z X|&H3H et
of gLich Thelo| gloRt M2 BHEO{ZILICY, S
tion]
[relative
path]

a. Windows: Z
oE ¥

b. macOS: Cmd+Shift+GE =g |ct OH CtS

E o1& Ar8stod 7 TS Pt

ZAHFE{0|A User/<your username> Z2HZ O|S & L|C}.
BIAE HE|7|Z filetransfer.yaml I+ JL|C

HZ|7|2 filetransfer.yaml TS iL|CH.

c. Linux EIAE TZE|7|2 A

~/.filetransfer/configuration.yaml0i Q&L|C}.

.filetransfer &

~/.filetransferE Q=igiLIC HIAE

8235104 filetransfer.yaml IS L|Ct o
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2.

Cl2 ZEE A25t04 Al hot_folder MME AMAIgHL|C}H

hot folders:
- enabled: true
local_source_folder: /Users/user/myhotfolder
name: my_hot_folder
remote_configurations:
- remote_configuration_name: example_configuration
s3_destination_folder: my/s3/prefix

enabled7} true2 M E ZL0]|0 & Z2EC{7} & ASHEIL|CT

File Transfer® Al&3t0{ ZLIE{2I6lEdE ZE20 {XI2 local_source_folderE HELICE
oY A2 ol ™A ZAZ[C:\path\to\upload-hot-folder(Windows) &£& /path/to/
upload-hot-folder(Linux 2 macOS)]7t Z & =|o{of & LIC}H.

remote_configurations0ilAd
a. remote_configuration_name2 AtE ¥4 70| 0|E2Z HIELICH ¥4 #+42
protocols.s3.transfer_profiles OF2Hol LI E[o{ Qd&LICEH

b. (MEY At&) s3_destination_folderg& WS YR ESIEd= S3 CHY EEHE HEELICEH
S ZH7} ol & g2 ™ File Transfer7t Amazon S30i| E2HE MAstL|Ct Zfo| A E|X| ot

2 32 12 HA ol FEof Bix[ELICH

c. (ME{AE)047|of HSt= BHE HE FE E§=FE FUHE = JUELIch 2H F EC7L &
YA FHE AIE5t0d YEEE AIATELICE 0|E S8l ot HAo| H=2ed B 3 ECHE
MYEE &= U&Lict

OS2 odE] & ECE Z&e YEC 3 EC 4o of LICt o] ofoll= & EEH7E F 7H A&

CH.

a. X Hm & ZC{= Media/drive EHE ZAISHEE MMELICE 0] 2o mHlo| &7}
T|H F Ho| HAZ =7} ARHEILICE SHLEE examplel S RS A 6D CHE SLIE

example2 ¥4 72 A EELICH 24 U2 E0|= HY s3_destination_folder7t AHE

hot folders:
- enabled: true
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local_source_folder: /Media/drive
name: my_hot_folder
remote_configurations:
- remote_configuration_name: examplel
s3_destination_folder: my/s3/folder
- remote_configuration_name: example2
s3_destination_folder: second/folder
- enabled: true
local_source_folder: /Users/userl/my_hot_folder
name: another_hot_folder
remote_configurations:
- remote_configuration_name: another_configuration
s3_destination_folder: example/folder

(@ Note
CHE (daemon)& AIEf5H7ALE & EC7t &7 H°*HIO| T ™A ECofl Chsll Xts A
ZEJt AFELICEH Ol SE 2 HstX| 2f= B GUIE €1 &g F4g + &Lt

ChS BEE AEstod 714 mhdof
I =5

fIRIIME ol2Er BES

File Transfer= Deep Archive == Glacier 2AEZ|X| A 0= AY ORECEE £ gi&LICH CHE
AAEO] KEE|0] U7| HZ LICE O|2Et Rl A= CHE WHo 2 ntdg ZHAatof &L ct Ct
At AAHIIM ZXE HM5HE Lol CHEE AHAIEH LIS 2 oF 7 0|2 El ZHA| S8 FXStMR. &
Eg|X| EciAo0f cHEt REMIEH LIE S Amazon S3 AEE[X| 2EHAE B ZFIMR

(@ Note
EH AREOM H™ ZEE HIEEstet=s Aol E4LICH HFEo| A ZE7F E45tEH
Zd £0l M0l BHE 4 AaLich AHIM HX7| 2E HIE 43k macOSE HiE)E ME
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CLIE At85t0{ CI22EEE Al&stEdH

filetransfer download [transfer profile]
[relative path]

a. [## ###]E MEsttde TS T2 EHZ A& Lct
b. [## ##]8 TtUS CIREC 8 A2 2 CHA|EL|Ct.

i. & B2 /(gefA)E AlZHSEK| E&LIC oA Users/username/Desktop/
folderl

i. M ZE2EE AFSStX| 0tM. Hol Y B2 = /(&eiA)ZE AIZFELICH oA /
Users/username/Desktop/folderl

c. BHoO: filetransfer download [transfer profile name] /Users/
username/Desktop/folderl

L

File Transfer= ZZ File Transfer G|O|E{t{|0| A Z4A}Sl04 MEHSH I 20| 0|0| CIRZE LU EX]
lgrLct.

ol
T2 Zof BHIE F7h5t0I S IAUS S 4 UYALICH BT ASS MY AL
Zoia M of
--help AME JtsE Ecliaet HEE LEELICE filetrans
fer --help
--checksum- File Transfer7t =&5t= M3 HehS HolghLlct. X[ filetrans
algorithm &= Zf: md5, XXHash, XXHash64 & XXH3. fer
download
[remote
configura
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Zefa

--enable-
metadata-filter

--filter
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tion]
[relative
path] --
checksum-
algorithm
xxhash64

filetrans
fer
download
[remote
configura
tion]
[relative
path] --
enable-
metadata-
filter

filetrans
fer
download
[remote
configura
tion]
[relative
path] --
filter "~
\.(mov)$"
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Zeia AN o

--force “'E-ILF SEo0 &ztglo| ds2 A Al=ELIC 78 filetrans

of&  fer

LIC}. download
[remote

] - configura
& L—IEF o]l 7|2 EF-FEEBHOF & mUs M

tion]
30 3 LCt

m =
o mln

[relative
path] --
force

--max-age A AlZte 2 BLtE 717t LHol| MM E= =™ E tedfk filetrans
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Zefa

--chunk-size

--auto-tuning
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download
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path] --
max-active-
checksums 5

Zoia

42



Nimble Studio File Transfer

Zefa
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--threads
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G_DIR
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[remote
configura
tion]
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File Transfer A2

File Transfer= H”:LEF—-—_OHH AHAZcof CHst MaMEE +&sto] S3 HHZlol I Tyt CHESH C|A
30| Qe o] FAME &QlgtLIch Made Y=e=st 2t oo chal AlAte|od X3 22 File
Transfer G| O|E{H|O| A 0| AHZHEILICE.

C}2 € File Transferl| 7|2 3 T2 M|AO| CHF AEQlL|C}.

1. Mzde d=Est= ool i AL Lot

2. Y=2E 1m0l S3 HZElof Qe B M3 MO0| File Transfer G| O|E{H|O| A 0] F7IE|T mh 0|
Amazon S3 HZ!lof| 2= FL|C},

3. YUZRE melo] S3 HZlol ol0| e B YZEE ntlo| A3 440] File Transfer G| O|E{H| 0| A Q]
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CLI
CLIE At&5to{ ¥4 CHE(daemon)E HHstE{H
1. File Transfer& jL|C}.
a. AlZ M+ 0|S35t0q File TransferE ZAAMErL|C}.
b. =Z0i{M Nimble Studio File TransferE ME{&FL|C}.
2. HAFE| UYE HAE HE AZEQ0{E AFE5I0{ 1M TS L|ch.
a. Windows: ZFE0IM User EC{Z O|SFLICH .filetransfer EHE ¥ HAE H
7|2 configuration.yaml T+ 3L|Ct.
b. macOS: Cmd+Shift+GE Y&ELIC I CHg ~/.filetransfer& =ELICH &
AE HEIJ|Z configuration.yaml TS iL|Ct
c. Linux: HIAE TET|E AFE510{ configuration.yaml TS dLICH T2
~/.filetransfer/configuration.yamloi Qd&L|CH
3. REtHSE HS EeNTLS) eIBME H™ELICH 4 = (daemon)dll= TLS7t 2R E L
Ct
a. TLSE &A3lsted™ TLS QB ME MMt AlZE T2 MAE 7{&{of gfLICt. TLS 215
ME d-st= widol cHEr XIE2 1T IR H B2ltM 2.
b. TLS QIEAME &2 F CIZ HHE #8501 T+ mtdoi| FItEhLct.
i. api_server.tls_enabled: ™72 CiE(daemon)O| HTTPSE Al&35}04 CH
(daemon)2 &&5H0F 5t=X| 04F & LIEFHLICE 23 CHE(daemon)S A= 5tE{™
O| ZtE true® MGl OF EL|Ct.
i. api_server.tls_certificate_file: QIZM It Q|x[o] XA BZLIC}
ii. api_server.tls_key_file: 7| ot 9|x|o| &l B2 L|Ct
4. (MEHALE) et MEE2 ZYELICH et d™2 HESRT, AlAR 2 J|EF el ket
SEtXEE FEE MdEstn TEste Y XIE2 igLct SHX[EF 22 8T [ otF
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b. ZIEM2Z ¥ HE(daemon)2 TCPE Sl ZE 5000601 A1 2474 Ci = (daemon)S &

a. (M= AME) api_server.allowed_origins: W& 22 2|44 ZR(CORS)7t 51
5l= 22|71 FICig 01710 gLt 08 S5 Google 217 T2 AIX £E(GRPC) 2
Mol A28 =elg & gLt

b. api_server.allow_ui_configuration: GUI7} ¥ CiE(daemon)| 74 o
HZ3E £ QIEX| 08 E ZAMELICH falseZ MXSIH GUI AFZXE S HZAE £

AH&LICH

o

api_server.remote.enabled: File Transfer7t 7|22 22 ¥ Z CZ(daemon)E Al
X iR E AYELICH true2 MM B, filetransfer daemonE A& stH
474 CH 2 (daemon)O| A|ZHEILICE.

_

d. (ME AME) api_server.remote.ports: &2 CHE(daemon)O| ZLIE{&IE €lE 2 7
p p
EEl ZE SEQLC MO|T|X| &2 ZA L File TransferE 7|2 ZEQI 500062 A &L
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MEH ALE}) api_server.remote.address: &7 CHE(daemon)O| A& FAQILICEH

A o =
PEE SAE O|EY = U&LICH HO|E|X| ot B2 File Transfer= A|ARIN|M ALE
7ts8 R E CE{HO|AE £ AITHLICE

f. api_server.remote.key: GUI AL X7} B2 CHE(daemon)od| @125t = Gl AF8 5t
= ZIILICE NIST Special Publication 800-63B2| National Institute of Standards and
Technology(NIST) & = X|&lol| £&35t= 4=t 7|8 d™5t= [0l E&LICH CHA| A

S5 7I(PSK) HHZ H|7{LIE O o|0| /= B 128H|E 7|& AM&5t= WOl E&5LCE &
o

|
2{3t @t 55t WAlo| RAS| HIE M4 MNE 7|8 ASSHE X0l EaLIC

A api_server.blocked_paths: GUIMIM ZAZE E7{L} Amazon S3Z U2
E 48 xEHEILICE ol M7 CHE(daemon) AFHEXE7F GUI AFS RHO| | T A|AE]

[e]
CHEN ™A HM& HErE 518 otx| etis F0 &3 R EELICH

|

MO} ZE 8 QIstL BCf O/ B U 4 UALICH 0f2] BCI7H AU 404 T
=2
25)x] of

E|X| et&LICt O 5 7HX| B2 o= Desktop E2 0|ES 2 IAEL
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>
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O
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B2 oll(18 EIX| &£3): Userl/Desktop
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6.

File Transfer= &£C] O|§0|Lt MO B2t X & ZE B & AEELICE 7[2 &
B dz= O3n Z&Lich

A RE2YAA: " .aws® L .filetransfer

B. Windows: $SYSTEMROOT%
C. Linux & macOS: "/etc ', /dev

M Z2= HARKE FE5HX| 210 ME|lElH BAM E20 O|F2 CHARKHE +
E8tL|Ct 0o & £04, /Users/Userl/DesktopZ X|H& ZR /users/userl/
desktopT XEtEILICI 3t X|2t DesktopZ XI'HE B desktop EH= AR E|X]

iv. M B271 Mg 232l A2 File Transfer= A8 @37t 7t217|1= B2 &
CHefLCt sHXBH AFE AL &lE B30 &§d ECE AIEHSIH File Transfer= &
£ 23 & AX|5HK| ZELICH & £04 /Users/Userl/DesktopO| /Users/
Downloads7t £|1 & ZA27} 25 AHEHEILICE Desktop® /Users/Downloads7t
|1 DesktopE E &= FAZ 0 AFEHEILICH
T8 otdE MEELCH

CHS oldlE 24 CHE(daemon)2 dHste 78 ool UF L|ct

api_server:

allowed_

allow_u

blocked_
.aws

origins:
i_configuration: true
paths:

.filetransfer

- /dev
- /etc

enabled:

true

remote:

enabled: true

key: example_key
ports: 50007, 50008
address: 10.0.0.68

tls:

enabled: true
certificate_file: /your/path/to/cert/server.crt
tls_key_file: /your/path/to/cert/server.\key
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4 CHZ(daemon)E HHet F 0|E AIE35t04 TEE A™dE = JU&LIC
CLIOIAM ¢4 CHE(daemon)S A3 524
1. A OiE(daemon)E A& slE{H SAE A|AES HHEE CIE{H 0|&(CLIOM CHE BHEE A
grLICt filetransfer daemon --remote --address=address --ports=ports
a. ##8 TSE It {XIZ2 dtZLCH
##E TEEY ZEE HiELICH
c. --address & --ports Z2i1E --remote ZcH2t EH AFEE Tt S ELICH Ol
gt E2ECHO8 AFSStH 74 EPC"OI ZE U FA S NYolFLIch FAE= ZE E2iO7}
MSBEIX| et 74 mtdof 2to| eie B2 o4 tE(daemon)2 7|BEXMo 2 2E 2 IPv4

FA0H ZE 500062 AHSELICE
2. 2174 [j2(daemon)2 B2 AIEEtH ChS T 2 4B HIAIXIZH EAIELIC File
Transfer daemon is listening on host-address on port(s) port-numbers

GUIO M 2 CHE (daemon)2 A& 5te{™
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=

AlZFSHoF BfLICH<SI Sl CLI X[’ & X).
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File Transfer 284 At

Nimble Studio File Transfer A& 22 ©& = /= 0| S SCHESIE{H O] H|O|X|2] B AHE =
dst= [ol E&LICH

LHE

* Amazon Simple Storage Service(S3)

« AWS Key Management Service (AWS KMS)

« Hardware(st=9J04)

Amazon Simple Storage Service(S3)

« 0| 7| O|& MM K& Aol dHE Amazon Simple Storage Service(S3) HZ! 0|5 X|H gHCHZ

o

« ™ MAHOIMH Amazon S3 HZI Zo| ME £ E %X 3FE4'.:'_=| Amazon S3 Transfer Acceleration
= M350 210 oHHe I ME F 8 X =

« AEZ|X| HIEE 2|48t ote{M S2AME HE|TE Y2 EE SHEHY| Q8 HA =8 F7[ 4 *t
Mol xX[Eof et =8 F7| &8 L getL/ch H|& EZol chet XtAIE LHE 2 Discovering and
Deleting Incomplete Multipart Uploads to Lower Amazon S3 Costs E21 HAIZ22 HZ5HM 2.

AWS Key Management Service (AWS KMS)

« S3 HZ! Mo S3 HIIE MHE = AWS Key Management Service 7|(SSE-KMS)E ME4S}
= W0l E&LICH KMS 7| 3o CHet XEAM[EH LHE2 T2 7| 2 AWS 7|& & ZsHMIR.

Hardware (5t = 9401)
File Transfer= Ct& T A& 2 SF5t= AFEHM Adst= 0| E&LICEH

- 8712 =2/ CPU 2.0
+ 8GB RAM

Amazon Simple Storage Service(S3) 52
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https://docs.aws.amazon.com/AmazonS3/latest/userguide/transfer-acceleration.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/mpu-abort-incomplete-mpu-lifecycle-config.html
https://aws.amazon.com/blogs/aws-cloud-financial-management/discovering-and-deleting-incomplete-multipart-uploads-to-lower-amazon-s3-costs/
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Ste 29 sie A™o| MA| ME v x|of M ELICH 37|17t CHE oS MEE i YRtHo =z ME
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e & 742 x|§siei™ S28 /0 x2IZ 0| L ghLct. ZS

NAS, SAN, 2Z SSD, 2| HDD)9_I /0 M2|&0| &
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L2l ool =|CH x|eF

2UE SAE AMAR(CHREE Linux & macOS)oll= zICH H2l ot s~of Ciall DI2| 2 EEl AZE & 3
E Xgtol U&LICE. File Transfer= (A8 ClAT H L | fl3 2lasof HMAstT| feF oY M
AHE HHEELICH ZAE A[AHEIO| 2|0 A8 It & 20,0007H2 Mgtet= 0| E&LILCH

File Transfer= 7|2 Amazon S3 2= EE MSELICE 7|2 Amazon S3 714 AIEXQIEE
MNESTE MEIE = Q&LICH 7t& A=ZIEo CHEt AFMIEH LI 2 Amazon Simple Storage
Service(S3) MME FESHMR.
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