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Atlas 3.02| M LEDE &QlstL|Ct. NSK
AWS Outposts NSK2| & 7} X| T, & OFEZtA 2.0} OFE2IA 3.08 K[HELICH £ NSKHHM 25
RGB &E{ ZA|ISO0| U&LICH E§F Atlas 3.00l= M X LED7F U&LICH O] EHAH[= oFlEEHA 3.0

NSKO{| 2+ i & L|Ct.
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~ Power LED

RGB Status
LED

Atlas 3.0 Atlas 2.0

CIS EHAZE AHFI A A2, O] H Q| NSKOi|&= Outpost A7 Z 2
HIHL—'EI 2 EHEI Z0j EQlalioF 5= RGB AE} LEDBF 55HA|: Connect HE QT 2472 Q7| HE
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Atlas 3.0 NSKE At8dt= B¢ =M 2 LEDE st AR

ol

« SM EASO| AKX U2 NSK7F EAE| MCHE AZAE[0] AT M0l S=E 1 Us WLICH
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AN

| —
2 BAZ e = JaLich
Al

o =M EAISO|THA U2 NSKIt EAEN MOHE HAZEK| A A7HLE MOl E0{2K| i WY
L|Ct 42FX{. AWS Support

5CEtA|: Connect HIE Q|3 44

HEST M s UENT AoIES A8 YA LEZ BRlol MBS ZEFL
=3

HIER{Z 4o CHet CtS SEE uedgLich

. MHol= MH|A &3 EEHE!E} 24 HEXZ QEHOIA(LNI) 3 ECf=E0|2tE F 7HX] K89
X2 EoE 27| @l MHolMq AISE =

5E7|: Connect LIEQ|T A 34



AWS Outposts MEH ALE B
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o M7} YAEZ HEXZ &x|of HAZAE0 T IP TATF SHE|RE=X| &QIEFLICH RIMIEH HE

' PISIH ZE £ 0| XtE HA2 XIYEK| &LIC
SAE ZEOMEZE -’—'.‘-_'.:_(01I 10~25Gb|t MOI)% Hastedn stH EX 7 S ME = &Lt o]
AR cha2 s=dst= ZWol E&LUct
« ARQX| ZEO| XE £ E 10Ghit2 AYFLIC
. A2 B2 UA|Q 2450 M A2 K|IBHLICH

QSFP WESQIZ 74
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QSFP 22|0|20+2 A0S AL M 2R 0|20tR S AS S0l EBfTiE 2t

CtS o|O|X|= QSFP Ed|o|3 0t 7 o|€8 Eo{&ELICt.
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® Note

AWS Outposts ME{0lE QSFP ZE ol 22|% RJ45 ZETJ} Ql&LICt 3HX|EH O| RJ45 £
EE ofd IZE AIS& 4 Q&LICH RJ45 1GbE 21Z20| e st A2 S=2E QSFP #Holge
A8 304 10GBASE-X SFP+E 1GbE RJ45 O|C|04 ZAHE{0ll 2145 AA| 2.

QSFP 70|= 2| §t% Zol= B Y HUE7I U&LICH O M| Zoi A7 LICH

CHE ololx|l= 2 747}t = 7olg2el 28 EoiELICH

QSFP 7|0|= 2| BtCHZ & o= 1~42tE Bllol=0] 22 47H2| Eefo|= 0t 70[=0| Rl&LICH LNI
23 EcfEol= 10[2t= Bllo|E0| 22 710IE2 AH8st1 MH|A B3 EEfZlolE 22t= BllolE0|
E2 70|22 ASELICH

CtZ olOlx|= 4712l Eeflo|=30t2 A 0|Z0| U= A olE2 EE EoiELICH
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QSFP Ei[0|Z0}R #H0|EE AtE50{ AHE HEL|Z 0 &8st CHS 1 20| otM(2.

1. Me{el &7 MZE QSFP Efo|3 0k 7o|E2E A& LCH

2. QSFP 20|30l #Ho|E22| &% ZBE MBS QSFP ZE0of edZEL|Ct.
1. QSFP ZEE 3t&LCH

C= o|0|X|E 2U AMHH2| QSFP ZE Q|%|E Eo{EFL|LC}.
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Ch2 ololx|= 1U M2l QSFP ZE 9|%|& EoiZELct.

2. & ¥g A83tod 2HE ¥E¥ o2 QSFPE HAZRLICH
2U Mol A2 chg a0 Zol 4EHo| E g A5t QSFPE 4ZELICH
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1U ME{o] 79 2 TRIT 2ol stErel & WS AL 5t04 QSFPE AZIELICY,
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/A Important
Outpost M7t 2t S35tEdH CHF 7{0|E0| 2F E g LCt

 LNI @2 E2i=of Chsll 10[2t= Bi[o|E0| E2 7I0|2E AL

o
r
ful

. MH|A 23 Ezf=Zlof cisl 22+= d|o|E0| E2 FH0|1E2 At28LC}.

6EHAH: ME 215

MHE QCI&535tE2{E USB 7IO|ES2 AF25I0d IS S M| At OIS Y VBt 2H T2 EES
A&3510{ ¢S HAESH T MEHE 21536l ok ELICH O] EHAIE 2t=235t2{T™ IAM 2ot 215 2|0l =
PuTTY EE= screen 242 USB 7#|0|€, ¥& & 2&E HO|d AZES|o{7} &

kO
o
r
[ul

£ = USB On The Go (OTG) € X|®5t= USB-C EE= 010|222 USB 7HHE{7t /i= tER0|=
£ = EfE8l0| e E2, M 215 ZZMAE S35l Outpost Server Activator 2 AL E = &
LICt 72 Z80loM HE CI2ZEE & JU&LICH

o MHE 2IE35t2d{H AFB X E= MHE MX|st= G AFRI7E OutpostE AWS AH Z &5t IAM 14
ZHo| ZstL|ct AHMIEF M E &= the section called “1EH7H|: HEH 202 & XSHAL2.
- HAZAZ HAESHZ| {3 IAM EQt QSO = QI5E EHo = giaLich.

o
=
TE IAM 2 ¢t 2152 X stx| ef&LICH

- HEE E33517] 25 Outpost +4
- HES Mol 21ZA85tE{H &4 USB 70|EE ESO| HX{ £2 CtF Aol edZst oF & L|Ct.
Tasks
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https://play.google.com/store/apps/details?id=com.amazonaws.server.companion

AWS Outposts ME ALE HEAM

ErS Aol 4%

USB 0|28 x| = E=0f 0173t Cha Mol GZSLICH Mblols = ES0lM ALBE 4 s 7t

=
A = ZES WAsHE USB B0 ZEEI0] 2laUich 0] 744 H2I ZEE AR stod Y B0 of
012 Mol 91728 4 UALICH Outpost 741 £ Hae A mi o] 714 &

HE S Aol @Qsied™ ChSxt Z ol s,

USB 7[0|E & X LES0i| AZ8 CtZ Mol 4@ gLt
(® Note
USB Zlof| 744 2l2d T ES OHEP{H S210|H7F ZQEHLCH TR st =2to|H{7t o= Qf

82 28 MHolM Ats2z dRlsHofF & LICt EEt0|HE CH2 2 Est1 M X[stE{H™ FTDI_O_I

X[ 710|EE HZT5HMIR.

ol MMoil= ] AHBElE S B0l Z2 33 A XIZJ0| EEE|0f QUK|EH Of2fE Z2 S b
SAIASE HeE gaLich o7 427} 115200 baud®! AEl0l M Hats X El0lg Z2ae

ALEErLICH

WindowsOll M= PuTTY S| X|&E AFEEILICH PUTTYE R 20|X|BH CIRZCE8lof & =2 &LICH
PuTTYE CIRZE=&LC}.

PuTTYE PuTTY CI22E H0|X|0| M CHREE35t1D AX[ELICH

PUTTYE At&35t04 WindowsollM Al2|H E{0[EE Hdsted{™H ChS1t 20| shMl2.

1. USB 0|22 HX Windows =E S0 A% CIS Mol AZFLICE

6EHA: M 215 42


https://ftdichip.com/document/installation-guides/
https://www.chiark.greenend.org.uk/~sgtatham/putty/latest.html
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2. HHE EHO|M AIXFE 0lRA QER HEZE 86t FR| ZEIXHE MEHEFLICEH

3. x| #Z|KtoMH ZE(COM X LPT)E = %504 USB &&E 9_4?=j‘ off A COM ZEE ZAH™E L
LICt CO

B )
r USB 2/Z ZE(COM #)2te= Ol§ 2 =71 EAIE 2 st=flofof et ct

lIIIII

_|_

[ .
mn Device Manager

File Action View Help
o @mE Hm B EXE

[ Monitors A
Ij Network adapters
E? Other devices
v i Ports (COM & LPT)
E Intel(R) Active Management Technology - SOL (COM3)
7 Print queues
D Processors
| Proximity devices v

4. PuTTYL| Mol 2 8oz 2EHS MEstT O S YEE LU=ELich
- A& 2telol M ER| 2Elxtel coM # ZEE =FLICH

_|
TolM ChES LU™ELICH 115200

JP)

CtE olOlX[= PuTTY T H|0|X|2| fME EoiELICt

65 MEq 215 43
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ﬁ'::‘ PuTTY Configuration
Category:
= SBSSIOH Basic options for your PuTTY session
. ‘-Logging _ -
= Terminal Specify the destination you want to connect to
- Keyboard Serial line Speed
Bl ‘cow \ \1 15200 |
- Features - fion type:
= Window onnection type: . .
- Appearance (ORaw () Telnet ()Riogin ( J)SSH (@) Serial
Behawoyr Load, save or delete a stored session
- Translation
[+ Selection Saved Sessions
- Colours ‘ ‘
= Connection 5
_Data Default Settings Load
Proxy
. Telnet Save
- Rlogin
[+ SSH Delete
- Serial
Close window on exit:
(O Aways () Never (®) Only on clean exit
About Help Cancel
5. Y| MEgLCH
Sk 48 = J&Litt

& & otLtvt LiEtL = O 1~28 H

O| LIEbfLICt E
This can take up to 900

* Please wait for the system to stabilize
so far x seconds have elapsed on this boot

seconds,

Outpost> ZFXZE,

Mac %32 44
CHS X|E2 mac0Se| screen& ILICH 2 XA 0f screen(0)7F Z&E|o] QY= A &EHUE = UE
L|Ct.

2 Mdsted™ oS 20| St

5t04 macOSOoIA =& EO|dS

screen=2(E) AIE
28t Ot Mol 2%

1. USB AHIO|EE HX{ Mac —ES0| 942

E{OIZolM £ *usb* LEIE /dev A8 501 S22 5H4d5

2
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1ls -1tr /dev/*usb*

-1 =2 O

A= FRIE tty2 LIEHLICH ol & S0, O[T list BF 2| CHE ME &3S TedgrLich

1s -1txr /dev/*usb*
crw-rw-rw- 1 root wheel 21, 3 Feb 8 15:48 /dev/cu.usbserial-EXAMPLEI1
crw-rw-rw- 1 root wheel 21, 2 Feb 9 08:56 /dev/tty.usbserial-EXAMPLE1

| & 52 screenS(E) &7 AL 5tod 2= A ™

3. E{OloliM =iz x| L X3 o4Zo| M &
grLict Ch2 H™EoM EXAMPLEIS = ESO| Zt2 2 CHAIErLICH.
screen /dev/tty.usbserial-EXAMPLE1 115200
Hl 2& FO| LIetL|ct ctg & StLtt LIELE Ol 1~22 Bk 42 = U&LICH
* Please wait for the system to stabilize. This can take up to 900
seconds, so far x seconds have elapsed on this boot.
« Outpost> ZEIZE,
HZEE ElAEFLICH

Ol M 4401 A= Outpost 41 T AL 5104 1S ElAESHE Wil MESLICH 1S ElAES

=
= o= 1AM 29t Q1F 0| BR8] &LICh AWS ZITo] A4 52T DNSE 2 0IE 4 Rlofot &
L|C}.
1. A8 HAESD 170l Chet i E S EBLICH

2. DNS ZIEH HAE

3

2|
S

-_—

off CHEH HM| A HEFE BAESHMAI2. AWS 2|

JE EHAESZ{H ChS0 20| SHMI2.
USB HIO|2 € THX ES0f 448 CtS Ao 3= & LCt.
PuTTY It = screenif(2t) 22 AE EOIE T2 IS AFS S0 Mol AR LICH RFAM[EE LK
2 the section called “AB{0f 2|23 A4S MAEHL EF.” EH 2 HZESHAMS.
Outpost + 8 =+ HH ZEZ E0f HMASE{™ EnterE FELICI

6EHAl: M 215
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Outpost>

2|
—

HF i

He As st Mol &

0Oq
£ 740 HERIE ChA| & LICH

52
Il
roI
0>I
HL
o M
rm

4. MHOUHERZ Z3
o= MH[A &3 5

Outpost>describe-links
service_link_connected: True
local_link_connected:
links:

False

name: local_link
connected: False

mac: 00:00:00:00:00:00
name: service_link
connected: True

mac: QA:DC:FE:D7:8E:1F

checksum: 0x46FDC542

& 213 & connected: False2(E)AM8E B, 35
CH.
5. MHlA &30P Y JEf W THES Bretstes

Outpost>describe-ip

links:

name: service_link
configured: True
ip: 192.168.0.0

netmask: 255.255.0.0

O Mt AHAI LS 0 7k A4

1 B HIE°J-_‘—L 2 M 70

tetst= Ol describe-links2 (&
QIE M| O|A(LNI) @37t 5tLb QJo{oF g LCt

1= 74X|=0| Outpost 743
1 HHAFOFE = %JQL—IEF. M
=

T 7IctEl chs ™

) Ab& & LICH Outpost AEH

tEQo{o HIEQZ 448 EX

£ osiZa&L

Cll describe-ip2 (&) AHS & LICH.
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A
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A

gateway: 192.168.1.1
dns: [ "192.168.1.1" ]
ntp: [ 1]

checksum: 0x8411B47C

NTP= DHCP S MEoAM M=} AL 0|22 NTP Zt0| F2HE & U&LICh CHE F2HE 22 o
O1OF BfLCt.

DNSE HAESI2{H Cr=1 20| 3tAHI2.

1. USB 70|22 HX| ESof 4% Ch3 Aol 8= Lict

2. PuTTY EEE screenTh(Q) Z2 2 EOld =23 E AFS5H04 Aol 488 L|Ct REAISH LY
=3[0

S
8 2 the section called “AMH{0]] 212 4Z4S MMEELICE” B TSN L.

3. Outpost M =7 B ZE T Eof BMASIE{H EnterE FELICH.

Outpost>

(® Note
Mg 74 = 21570 M MA| LiSof| w7k E A[S 0| A% 7AX| =0 Outpost +& =
o @12 &= gl B HSstoiH A-ItHOI Mg N WrA[Z{or & £ U&LICH M
Ho| Mg nedH 2 HER3 Y T3 7olE2 22lstn 52 Ek 7|CtEl ot M H

£ AL HESIZE ChA| AZg LI

4. Outpost MHH2| &< 2|2 AWS_DEFAULT_REGIONS| Zt2 2 1248 [ exportE AFS ELICH.

AWS_DEFAULT_REGION=##

Outpost>expoxrt AWS_DEFAULT_REGION=us-west-2

result: OK
checksum: 0OxB2A945RE

x| OHAA2.
- B8 U2 MEEIX| ef&LICH Outpost T+ =& A AWS 2[ mfotch LHE LYok §LCH.

« EtALE AL83stod MHE MdRIstE B2, EtAto] 2| 2|t E XMSsH ok gLict

6EHA|: M Q1B 47
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5. Outpost A7} DNS s{A47[of| 1Z8E = AU=X| &Qlst sHE 2|7 2| Outpost 4 AEZQIE
ol IP FAE &QI5t= Ol describe-resolve2(E) AFS & LICH IP FM 0| Z&E &3 7} StLt 04
Zegrct.

Outpost>describe-resolve

dns_responding: True

dns_resolving: True

dns: [ "198.xx.xxx.xx", "198.xx.xxx.xx" ]
query: outposts.us-west-2.amazonaws.com

records: [ "18.xxx.xx.xxx", "44.xxx.xxx.xxx", "4& . xxx.xxx.xxx" ]
checksum: @xB6A961CE

HMAE EHAESIE{H AWS 2|1

1. USB 7l0|E & X ESoi 248 OIS Ae{ol gL

2. PuUTTY EEE screenth(@h) 22 %E EO|d Z2OR S ALE 610 AbHol| AT LICH RHAIEH LY

=
8 2 the section called “AE{0] 273 A4S MAMELICI” BHE EHX5IAMI2.

m

m

3. Outpost A T 2 T E T E0f WM ASIE{H EnterE FELICH

Outpost>

@® Note
MYS A 5 21Z7 0| M| MA| LIS of WztA F AS 0| A& 74X|=0 Outpost 74
of e == Gl B ASSedH MHe| THE N YA I9=IOI= s QAQI—IEP M
Ho| MHE ne{H 2E UERXI X HH 7ol EEl6tn 58 ME 7|ChE oS ©H

2 71 HESIE CtA| @=Lt
4. Outpost MH{Q| 42| 2I%12 AWS_DEFAULT_REGIONS| Zt2 2 248t [ exportE AFEEFLICEH
AWS_DEFAULT_REGION=##

Outpost>expoxrt AWS_DEFAULT_REGION=us-west-2

result: OK
checksum: OxB2A945RE

B6EHA!: M 215 48
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. S%(=) YOI} Flof BHS K| DHAIA
. 7 22 MFEIX| 2&LICH Outpost 74 T 78 ABE AWS 2I7 mhohch Lh LHoF BLICk

« EfALE AE5H0 AHE dRIstE 42, EtAtol] &2 2[TE XSal ok &Lch.

5. Outpost M7t 31 2l 2| Outpost 74 HEEZQIEN HAZEE = UE=X| & l5t= Ol describe-
reachability=(E) AFE & LICt. MCHE 2 S35t= DNS 71430| 2R 35HH, describe-resolve=(E) At
S °|'0:| %II-O |&t ‘/I\‘ AA|=||-—||:|'

Outpost>describe-reachability

is_reachable: True
src_ip: 10.0.0.0
dst_ip: 54.xx.x.xx
dst_port: xxx
checksum: 0xCB506615

+ is_reachable2(£) HIAE ZAE LIEFHLICH
« src_ip2(&) Ml IP =AUt
« dst_ip2(&) 2| L Outpost 718 AEZQIEQ| P =AQILICE

dst_port2(£) dst_ip(2)2 2145t ol AFSEl M ZEQL|CH

Outpost 4 =72 Outpost7t Z & El AWS HZH Ol IAM EoF Q152 AI& 304 HH{E

ME
%O.J%PE EEREL Y
MU{E Q1B 8248t CH2 T ZHol SHAl2.

1. USB 70|22 MHx{ EL0]| 9445t Ct2 Mol (435t |C}.

2. PuTTY If = screendh(Q}) 22 2HE EHOE T2 IS AFE 510 Mol o3ZAFLICt REAIEH LY
of

[=3
2 the section called “AMHE{0]| 2|24 A4S MMSILICI EHHE A ZTFHAMIL.

3. Outpost N8 =7 B ZFZE0| HMASHE{H EnterE +ELICEH

Outpost>

B6EHA!: M 215 49
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Med AL 9%
® Note
Mg A 5 2% M MA| LIF o WztAM & AS0| 7% 74X|=0| Outpost & =
of AEE = Qi B2 AlSsttdH M| TS N1 STAAHO & =& U&LICH M
Ho| M E NedH ZE HERZ 2 ™Y AHol=2 ECltn 58 E 7ICHa oS T

EI_I_

£ A HESIIE CtA| dZ gL

4. Outpost 74 =701 IAM E¢F Q15 S =45t = Ol exportE AFSELICE EFALE A}

—

835t AHE
Mx|ste 42, EtAto] IAM 2ot QIF S XIS 5Hok & LICH.

Q15 ste{™ C
O|Lt F{o] S

]]IO

Ul 7tX| #H4+& LHE LHOF ErLICt. B #Hof
S| oHAA2.

[e]l]

FLES| B4

LHE LT

on

2(=) %

ﬂIIO

* AWS_ACCESS_KEY_ID=access-key-id
* AWS_SECRET_ACCESS_KEY=secret-access-key
* AWS_SESSION_TOKEN=session-token

« AWS CLI GetSessionTokenB@&HEE AI23504 7142 £ U&LICH AWS_SESSION_TOKEN

= T AAEH

REMIEt LHE2 AWS CLI BE & EME F XM AL get-session-token.

(@ Note

S ropiH IAM & o sHE I 0] AWSOutpostsAuthorizeServerPolicy 9123 |04
21040k B LICAWS_SESSION_TOKEN.

MAXIst2{H HH 28AWS CLI AH8 HBAL| AWS CLIC| Z|& HH HR| EE= HHI0IEE
ZotAAl2. AWS CLI

u& mlm

* AWS_DEFAULT_REGION=##

O

Outpost A 2| 42| I £ AWS_DEFAULT_REGIONS| Zt2Z AIEELICH ME TIE|IE A2
5tod MHE Mx|otes 42, M= THE|of 42| 2|2 HMS35Hok &Lct.

CHS Xl 83MQ ddo| £32 HoiELICh

Outpost>export AWS_ACCESS_KEY_ID=AKIAIOSFODNN7EXAMPLE

result: OK

B6EHA!: M 215 50


https://awscli.amazonaws.com/v2/documentation/api/latest/reference/sts/get-session-token.html
https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AWSOutpostsAuthorizeServerPolicy.html
https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html

AWS Outposts ME{ A

0lo
]

M
02

checksum: example-checksum

Outpost>expoxrt AWS_SECRET_ACCESS_KEY=wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY

result: OK
checksum: example-checksum

Outpost>expoxrt AWS_SESSION_TOKEN=MIICiTCCAfICCQD6m70RwOuX0jANBgk G5M43q7Wgc/MbQITx0USQv7c7ugFFDzQGBzZswY6786m86gpE
Ibb30hjZnzcv@AaRHhd1QWIMm2nxrAgMBAAEwWDQYJIKoZIhvcNAQEFBQADgYEAtCu4
nUhVVxYUntneD9+h8Mg9q6q+auNKyExzylLwaxlAoo7TIHidbtS435iNmZgXLOFkb
FFBjvSfpJI1J00zbhNYS5f6GuoEDmFI10ZxBHjInyp3780D8uTs7fLvjx79LjSTh
NYiytVbZPQUQ5Yaxu2jXnimvw3rrszlaEXAMPLE=

result: OK
checksum: example-checksum

Outpost>export AWS_DEFAULT_REGION=us-west-2

result: OK
checksum: example-checksum

5. CIToi cHet Eof A4

fjo

MMt Ol start-connection2(E) AFE &LILC.

x4
A

OH

|0
u
>

CHE ool 342 I E HAEE HEoiELICH

Outpost>start-connection

is_started: True

asset_id: example-asset-id
connection_id: example-connection-id
timestamp: 2021-10-01T23:30:26Z
checksum: example-checksum
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6. <f 58 Wk 7|CHELICH

7. 2™ et AZ0| ™R =K] & lst= Ol get-connectionZ (&) AFE & LILCH.

ChS oXe] 232 3 Mo 2 AR E A8 EoiELICh

Outpost>get-connection

keys_exchanged: True

connection_established: True

exchange_active: False

primary_peer: XX.XX.XX.XX:XXX

primary_status: success

primary_connection_id: alb2c3d4567890@abcdefEXAMPLE11111
primary_handshake_age: 1111111111

primary_server_public_key: AKIAIOSFODNN7EXAMPLE
primary_client_public_key: AKIAI44QHS8DHBEXAMPLE
primary_server_endpoint: XxXx.XxX.XX.XX:XXX

secondary_peer: XX.XXX.XX.XXX:XXX

secondary_status: success

secondary_connection_id: alb2c3d4567890abcdefEXAMPLE22222
secondary_handshake_age: 1111111111

secondary_server_public_key: wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY
secondary_client_public_key: je7MtGbClwBF/2ZpSUtk/h3yCo8nvbEXAMPLEKEY
secondary_server_endpoint: Xxx.XXxXx.XX.XXX:XXX

timestamp: 2023-02-22T722:19:287

checksum: 0@x83FA0123

keys_exchangedZH(2}) connection_establishedOl(7}) True(2)Z HFE F0{= Outpost
MH7I AFSo 2 T2H|IMIE| D 2[4 AZERo & 24O 2 oo/ EELIC

(® Note
OS2 Z2H|IXM'E Z2MAL 2245104 Folsof & HE LCt

. BM317} 22 El & Outpost MEHE AFRE 4= QI2 M7HX| Z|CH 10A1ZH0| 22! £ Q&
L|Ct

>
e
Pal
ol
0
Hu
30
A
Ol
—_—
o
o

« O] 20l M Outpost M| M L HELQITE A5t D oH%o L

Cth.

O| 2’8ol M MH|A 237t HEste [ HE L
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- BteF exchange_activeO|(7}) True(Ol)™ @4Z0| ot & MHEE|D Q= WLICE 5&
Fof CtA| A|= &L

- BteF keys_exchanged EE&= connection_establishedO|(7}) FalseOl|(), 22
1 exchange_activeO|(7}) TrueO|(H) ¢1Z0| ot & MHE|T = WRLICH 58 &
off CAl Al &FLCt.

o BFek 1 A|ZHO] K|t F|OIE keys_exchangedOl(7l) connection_established &
False(O)™ AWS Support ME{Z E2|5tAAIL.

« MIAIX|7} primary_status: No such asset id found. L}ELIEH CH2 S &0
SHAAIL.

1 SUet A™EE AF8stn &Lt

o)
S
©
(@]
@
x
==
i
I
Ell
ek
B
>
0
o
N

&85t D Outpost MEHE F2 8 ) AL 8t AET SUs AHS AS5HT 9

|240|
Ct2d MEof 22|35t MLAWS Support .

« Outpost®| LifeCycleStatus £430| ProvisioningdM Active(2)2 MEHEIL]
Ct. 2249 Outpost ME{7t Z2EH|MIE|D &3 LIRSS dEl= olH Yol LSEL
Ct.

« Outpost M7} EH3HEl £0i&= Outpost MHHE CHA| QIS & 27}t ei&LiC

8. o] d3stH MEL M A4S BE + U&LICH

NSK LEDE & QIgfL|Ct.
ZZ2H|MY T2 MA7F 22 5| NSK LEDE & QI8hL|Ct.

AWS Outposts NSKQ| & 7} x| {7, & Ot EEtA 2.01f OFECIA 3.02 R[HELICH F NSK HH 25
RGB &'Elff ZAISO| U&LICH EFt Atlas 3.001= =54 MM LED7F Ql&LICH

CS o|0|X|= ol EEtA 2.0 2! O} ERBIA 3.02| LED 9 %IE Eoi&FLC}.

1I1)|
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Green
Power LED

RGB Status
LED

Atlas 3.0 Atlas 2.0

NSKe| &Ef X! 12 LEDE & 2létedH

1. RGB AEH EAISO| Marg 0I5t AIAI2. A4H0| = A40| 3 NSK= HAILICH Aa0] S440] of

A MY LEDE Ol MA2. sM EAISO| 74X 22 NSK

— =
T AeE RYUULCH 54 EAISO| 74K K| gke

2. Atlas 3.0 NSKE A8 =M
7t 2AE0| M2 247Elof 21 Helo| B2 s

™ 9|5 AA|2 AWS Support.

Outpost +4 =+ HH X
Outpost 7+ =7 = CHE BHE M3 FLIcH
HY

o LHELHZ|

+ Echo
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- TR 7S Mol chEt AH
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- AE IR

LHELH 7|
LHE LR 7|
IAM E ¢t Q15 & &3 = dYst= Ol exportS(8) AFSE LICH

=

Outpost>export variable=value

Q& etedH ChE Ul 7tX| H-E LHE Lok gfL|ct 8 o stLte| #H+& LHE-LICH S5 (=) ¢ol
Lt Flo SHE DX| OFEAIL.

* AWS_ACCESS_KEY_ID=access-key-id

* AWS_SECRET_ACCESS_KEY=secret-access-key
 AWS_SESSION_TOKEN=session-token

* AWS_DEFAULT_REGION=##

Outpost ME{2| 42| 2|XES AWS_DEFAULT_REGIONS| Zf2 2 ALEELICH.

Example : 20t Q15 71X 7| &

Outpost>export AWS_ACCESS_KEY_ID=AKIAIOSFODNN7EXAMPLE

result: OK
checksum: example-checksum

Outpost>export AWS_SECRET_ACCESS_KEY=wJalxrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY

result: OK

Outpost 74 =7 BE &= 55
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A

o

0%

A

checksum: example-checksum

Outpost>expoxrt AWS_SESSION_TOKEN=MIICiTCCAfICCQD6m70RwOuX0jANBgkresult: OK
checksum: example-checksum

Outpost>export AWS_DEFAULT_REGION=us-west-2

result: OK
checksum: example-checksum

Echo

echo

export BEE A& Sto #Hroi MY 2fS E Alst= Ol echo=(8) AHSELICH.

22
Outpost>echo $variable-name

## ##2 g & il =+ &L
* AWS_ACCESS_KEY_ID

* AWS_SECRET_ACCESS_KEY

* AWS_SESSION_TOKEN

* AWS_DEFAULT_REGION

Outpost 774 =7 HH =X
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Example 83

Outpost>export AWS_DEFAULT_REGION=us-west-2

result: OK
checksum: example-checksum

Outpost>echo $AWS_DEFAULT_REGION

variable name: AWS_DEFAULT_REGION
variable value: us-west-2
checksum: example-checksum

Example : export BHE 2 = M4 g2 HYstK| glot 277 L& LICtH

Outpost> echo $AWS_ACCESS_KEY_ID

error_type: execution_error
error_attributes:
AWS_ACCESS_KEY_ID: no value set
error_message: No value set for AWS_ACCESS_KEY_ID using export.
checksum: example-checksum

Example : #45= 0|§0| R &5t K| fof Almj

Oupost>echo $foo

error_type: invalid_argument
error_attributes:
foo: invalid variable name
error_message: Variables can only be AWS credentials.
checksum: example-checksum

Example : & =AM Z 218t Auj

Outpost>echo AWS_SECRET_ACCESS_KEY

error_type: invalid_argument
error_attributes:

Outpost 774 =7 HH =X
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AWS Outposts

AWS_SECRET_ACCESS_KEY: not a variable

error_message: Expecting $ before variable name.

checksum: example-checksum
SER=L

describe-links

MHOl HERIT 330 cidt HEE 8HEtstE Ol describe-links 2 (&) AHE B LICH Outpost AE{0]|
= MH|A &3 stLtet 24 HE |3 QIE{H O|A(LNI) 237t 5tLbA Qlo{ok & LCt.

ol
HO

Outpost>describe-links

describe-links2 2l+& #|5t K| ot

P M

describe-ip

Q.
D
(2]
Q
&
(¢
S
ro
ro
I
i

O

H7Z3 dbed Adod
=2 O d =2 O

ol

describe-resolve

Outpost AE{7F DNS si{A{7|ofl @Y =+ AEX| Flst1 s 21T 2| Outpost 71 A= ZQIE 9
IP &AE #QI5HE O describe-resolve2(&) ASELICH IP F40| ZEE 237} st ol EHe

ghuict.

HO

?.

Outpost>describe-resolve

58
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describe-resolve2 2l+8 |5} X| f&LICt.

TE 7tsdol oig 4

= O

describe-reachability

Outpost ME{7} sHE Z2|T12| Outpost 74 ¢I=

reachability= () AFE & LICH XMCHE 2S5t

escribe-resolve2(E) At
835to{ &g = st

A8 = U=X| & 2lst= Ol describe-

ir n
O
zZ
wn
4
0%
S
1}
0]
g'l_l
0
Q.

ol
MO

Outpost>describe-reachability
describe-reachability 9I+~& #|5tX| o &LICH.
047 Alxt

start-connection

S 2|1x 2] Outpost MH|A QLS| HAZAS AR

142 A|ESHE O start-connection2 (£ )AF gct. of ':"'348
export2 23 B4 B0l M HE BT 4(Sigv4) 2ot QIE S 7HXZLICH A2 HIS 71X
AT FA| gHHELICH 172 S EHE 2 Q15E{H get-connection2 M%?JL—“:P.

TE

Outpost>start-connection [0]1]

start-connection2(=) ME% @474 QIH]

- =171 =

—_=
Zf2 ozt 1LCh.

Example : 9173 A|&}

= |

Outpost>start-connection

is_started: True

asset_id: example-asset-id

connection_id: example-connecdtion-id

timestamp: 2021-10-01T23:30:26Z

Outpost #8 =7 FHE =X
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checksum: example-checksum
HZ X7
get-connection
o144 HENE Btet5tE{™ get-connection2 A& LILCE.
e
AE AE5t0{ CHE QAL HEE HIEHELICH RYUSHA RE

Outpost>get-connection [0]1]
HXY 0974 O

o ME
- L= "1

get-connection
g 22 ozt 1dLct,
HBH i

Example :
Outpost>get-connection

keys_exchanged: True
connection_established: True

exchange_active: False
primary_peer: XX.XX.XX.XX:XXX
primary_status: success

primary_connection_id: alb2c3d4567890@abcdefEXAMPLE11111

primary_handshake_age: 1111111111
primary_server_public_key: AKIAIOSFODNN7EXAMPLE
primary_client_public_key: AKIAI44QH8DHBEXAMPLE
primary_server_endpoint: Xxx.XxX.XX.XX:XXX
secondary_peer: XX.XXX.XX.XXX:XXX
secondary_connection_id: alb2c3d4567890abcdefEXAMPLE22222

secondary_handshake_age: 1111111111
secondary_server_public_key: wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY

secondary_status: success
secondary_client_public_key: je7MtGbClwBF/2Zp9Utk/h3yCo8nvbEXAMPLEKEY

secondary_server_endpoint: Xxx.XXxx.XX.XXX:XXX
timestamp: 2023-02-22T722:19:287
checksum: 0x83FA0123
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« Btk exchange_activeOl(7}) True(Ol)td @4Z40| o} & MAE|1 = ZdLICH 52 F0i CHA| Al
EéI-L||_—_|.
P | .

- OF9f keys_exchanged EE= connection_establishedOl(7}) FalseO|(™), 22|10
exchange_activeO|(7}) TrueO|(™) 4Z0| ot & MHEE|T = JLICE 58 ol CA| A= F
L|CF.

1A|Z 2o 2X7F XIS EIH AWS Support AlE{2 22|84 A|2.

Outpost AMEHO| A QIABIAE A|ZFELIC.

Outpost7} AX|E|17 HFE UL AEZ X EBFE AMEEE &= UAH E|H 2BAAE M504 AIRE = QU
&LICt 0|2 S0{ Amazon EC2 QIAEIAE A|RHe £~ Ql& LTt

Hx =d

Eli

AFOIE 0l Outpost7t A x|E|o4 QJofok BrL|CH REMIEH LI 2 OutpostE 244350 Outpost 2EH S F
SfL|cH BHHE B RSIAIR.

Tasks

« 1EHA: MU A

« 2EtA]: OutpostOf| A QIAEAA AR}

« 3EHA: HE 7Y

« 4EHAH: HF EIAE

1EHAL: AL A8

OlREZAE MEU2 OlREZAE AWS x| L ZE VPCOH| F7te £ &LICt o|Z A st vPCE
Outpostol = MEEILICH AIMEH HEE HEQT 74 248 HEFAML.

@ Note
CtE ALEF O] 378t Outpost MEHIO|M QIABAE AlZStE B9 2 ALSF A AR, AWS
HE2EHA: OutpostOll M QIAEIA AR}
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Outpost MELIE ddstE{™H CHE 1t Z 0| shAl 2.
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1.  https://console.aws.amazon.com/outposts/ 0l A AWS Outposts &= 3LIC}.
2. EfM oM OutpostsE MEAEFLICY,

3. OutpostE MEHSE 2 &H] MEUl MM e MEH

= - T1L= —_ =

gHLICH Amazon VPC 2&0M MEUIZ MA 5|
£ 2| MHELICH Outpost®t Outpost7Zt 2Ix|8H 724 Fds MEdELICE

7
tn MESO| P FA HeE XIFEFLICH

4. VPCE M=s
5. S MeEc
6. MEUE MMt $ 22 =93 QIEH0|AS MEUS SAsBLICH

2EHA|: OutpostOf| A QIAEIA AR}

MM Outpost MEU EE= Z R El Outpost AEUI| A EC2 QIAEAE AR
E2 718 ¥ MEUI9| QIAEAQL OFEH7FX|Z Outpost AEHIQ| QIAEIA 0]
HR2E EENEE MOo{&LICt Outpost MELIO| EC2 QIAEIAO] 1Z45IE{™H 718 YA HEUIo| 2l
SHAQL OIEI7IR[2 QUABAE AZE M 7| &2 X[HE = J}U&LICH
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« Outpost HH{Q| QIAEIAO|= QARHA AE0{ EF0| LEE|X|BHEBS E52 Z&EIX| ot&LICH
OHEZ|FO|Me| T AMEE SFst7[o S8 elAEHA AEEIIM e QIAEIA 37|52 MEHS

= H
AkRE ZEEIAMIE X[EH8H0 . AHAEO] & T ol 4 @l AMIE XIRE[X| i &LICH

Ch AhArEH E shLiE
. QIABIA AE0| EEO| CIOIEE QAHA P $0IT RXIZ/XIY AAHA B2 ols x|
/x| ShesLich QIARIA *ﬂ47|7+0| x|t $olE QIABIA AE0| BE0l &7| HOIEIE R XI5t
™ Amazon S3 B{Z/0|Lt 2 Zai|0j4 WESZ 0| HEST AE K| Bl Ze BT AEE/K/f

GloJEfS HYs

* Outpost HELHO| QIARAE 2 o0& HERF ol AZstedH ChZ Hxtol HBE 2 =2Z 1|
E 2|3 QIE{H0|AE F7tsfoF ErLICH
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o
o
C
Ani

Outpost AMEHI0|M QUARHAE A|ZHSiE{H CHE0 20| SHAIR.

1. https://console.aws.amazon.com/outposts/ 0|44 AWS Outposts 2&& LIC}
2. EM F0o|AM OutpostsE MEAEFLICY.

3. OutpostE ME4EH Ot Xt d, MIF EE 278 MEFLICH

2EHA|: OutpostOl| A RIABIA A[Zf 62


https://console.aws.amazon.com/outposts/home
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/instance-store-volumes.html
https://console.aws.amazon.com/outposts/home

AWS Outposts ME ALE HEAM

4. Outpost 2 HO|X[o| A RQIAEIE AlZ}
HALZ Z|C|ZME LICH Outpost AE L
ot 2oiELCt.

5. Outposts AH{0|M X|5tE QARIA RS MEIELICH

6. (MEiAE) 2 HERZ QIEHEOAE
Ch. X|Z F7tsteiH 13 HEHT 7+
Outpost MELE MENTHL|CH T & =2 5
A7t HEELICH Outpost MESIS| LNI x| QIHEIAR 18 X|HE 42, 0| HEHZ ClE{H 0|A
7t QIARA O] 24 HEST QIE{H|0[A T}

7. OFHALE 2t=6104 Outpost MHELIOM QUABAE AIZFEFLICEH XEMIEH LIE 2 Amazon EC2 At

8 dEBAMO|ChE =S HxotM2.

MEHBLICH Amazon EC2 2£ 0 A
MENS}04 Outposts MBI A X[ 5t

o Linux — Al QIAEIA A|EF
K

S
» Windows - A A[Z} QIAEIA OFEIALE AHE5t0] QIAE

BEHA: 4 7

QIAEIA AlSt B0 27 LESIT QIEHOIAE QIATIAO| F7h5HA| ST XIZ F7kaHof B
CF. KEMIEH LSS AIRE 3 LNI 718 B Z M.

ZHUHERIOIP FAE AEF
o2 DHCPE Al25t0{ 0| Xt &
MBME #ZX5HML. F7 HESRA QIEH

HE 2|3 QIE{mo|AE TAIsHof Bl
LIS QIAEI A0 AlSHE|= 294 7':1|7<1|°

|°._
& JEZXIPFL FE EEE AMELICH

§
ro
o |
i
|>
\_o

ATHA: GIA HIAE
M ALE ALEIE AF85H0{ @IZ2 HIAEE &= Q&LILCH.
Z2Z U E 30 A OutpostZ 2| 1AE EHIAEFLICT

24 HEXZ o HAFE{0|AM Outpost LIAEAA S| 24 L ELX| T CIE{HO|A IP FAE ping BAES
Al—ErLCE

ping 10.0.3.128
E£39| ofxl= CtS 1 Z&Lch

Pinging 10.0.3.128

3THA: A 7 63


https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-launch-instance-wizard.html
https://docs.aws.amazon.com/AWSEC2/latest/WindowsGuide/ec2-launch-instance-wizard.html

AWS Outposts Me{ AFE H-EM
Reply from 10.0.3.128: bytes=32 time=<lms TTL=128
Reply from 10.0.3.128: bytes=32 time=<lms TTL=128
Reply from 10.0.3.128: bytes=32 time=<lms TTL=128
Ping statistics for 10.0.3.128
Packets: Sent = 3, Received = 3, Lost = 0 (0% lost)
Approximate round trip time in milliseconds
Minimum = @ms, Maximum = @Oms, Average = 0ms
Outpost QIAEIAQ 24 HER3 7+o| 122 EIAEFLIC
2 wMAofl et ssh == rdpE AFHE 3104 Outpost QIAEIA S| ZELO|H! IP A0 AAZAELICH. Linux
QIAEAO 1A5HE 2 Linux QAEAE Amazon EC2 AFE MHMO| Linux QIAEIAO| 914
’E.*ZF.%WIO Windows °._ EAA 0 9185 E W2 Windows QIAEIAE Amazon EC2 AFE MREHAMO

QIAHIAT} MYE & 27 UEST0l s HEEQ P FAR ping BUS MY
1

72.16.0.130 L|C}.

ping 172.16.0.130
£39| ofld|l= CtExt Z&LICh

Pinging 172.16.0.130

Reply from 172.16.0.130: bytes=32 time=<lms TTL=128
Reply from 172.16.0.130: bytes=32 time=<lms TTL=128
Reply from 172.16.0.130: bytes=32 time=<lms TTL=128

Ping statistics for 172.16.0.130
Packets: Sent = 3, Received = 3, Lost = 0 (0% lost)

Approximate round trip time in milliseconds
Minimum = @ms, Maximum = @Oms, Average = 0ms

AWS |41t Outpost ZFe| A S EHAEFLICEH

X[do| MEUlo|M AWS QUAEIAE A|ZHEHLICE 0 & & run-instances

aws ec2 run-instances \

|CF. CHS oA

ATHH: AE HAE
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/AccessingInstances.html
https://docs.aws.amazon.com/AWSEC2/latest/WindowsGuide/connecting_to_windows_instance.html
https://docs.aws.amazon.com/cli/latest/reference/ec2/run-instances.html
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--image-id ami-abcdefghil234567898 \
--instance-type c5.large \

--key-name MyKeyPair \

--security-group-ids sg-1a2b3c4d123456787 \
--subnet-id subnet-6e7f829e123445678

QIAE AT MHE  ChS AYIS $#BHLIC

HL

1. AWS X| L} QIAEIAO| ZElO|E! IP FAE 7FX{SLICH Amazon EC2 &9 QIAEA N H
F

H O|X|ol| A o] HE & &ole + U&LICH
O

2. 24 M Aol 2t Outpost QIAEAIA S| ZELO|H! IP FAR Q145HE= Ol ssh £ rdp2(E) AFSE L
Ct.

3. AWS x| L QIABIA O] |P FAE X|E 6104 Outpost QLIAEIA 0| M ping B S AgHsrL|CH
ping 10.0.1.5
£249| oAM= CrSo 2 &Lt

Pinging 10.0.1.5

Reply from 10.0.1.5: bytes=32 time=<lms TTL=128
Reply from 10.0.1.5: bytes=32 time=<lms TTL=128
Reply from 10.0.1.5: bytes=32 time=<1lms TTL=128

Ping statistics for 10.0.1.5
Packets: Sent = 3, Received = 3, Lost = 0 (0% lost)

Approximate round trip time in milliseconds
Minimum = O@ms, Maximum = Oms, Average = 0Oms

ATHH: AE HAE 65
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AWS 2|1 AWS Outposts 244

AWS Outposts2(=) AMH|A 23 142 Sall & WEAZ(WAN) HZEE X|HELICH

(® Note

Outposts MEHE AWS 2| EE& AWS Outposts & 2|X0]| 299435H= MH|A 313 ¢dZo= =
2to|t! HAAS AL " = Q& LICH

AWS Outposts Z2H|X{'d &, AF&XI EE= AWSO|(7t) HZ! & 2 H4 S-S 2|sH MEE AWS 2

™ EE= AWS Outposts & 2|2 2 OutpostE CHA| 1285t= MH[A 33 A4S MdshL(Ch MH]

A @3 = Outpost7t MEASH & 20t S4IE mHOICH A8 El= & E3HE VPN 914 MEQLICH 7Ha

LAN(VLAN)Z AH23t04 MH|A 2l30| Egjele EF3LICH AMH|A 23 VLANS A2 3HH Outpost

J—FEI 2 AWS 2|71} Outpost 7+2| VPC L EZfE &t2| F 7t K| 25 & I8l Outpostt AWS 2|F 7t
EMO| 7tsELICE.

Outposte= 3 & 2|7 9122 Sdll AWS 2T E CHA| ?_475'5|= MH|A 3 VPNE BHE = &L

O|& 25l Outpost= & QIE{H! EE= AWS Direct Connect 3& 7+4 CIE{H|0|AE &35 AWS 2|

ol 3EIP -cr’-|01| A5l ofF §LICH Ol A2 MH[A 47 VLAN°| EY EEE S5 £ 0.0.0.0
712 B2 E Sl HEE = UELICH AWSe| 38 Helol CHEt RtM[EF L2 AWS IP T4 HR|E

7|§| 3|.AIA|O

MH|A 213 7} M| Outpost7t AMHIA 0| AWSHIM 2|8 MH|A 213 & o2 EEfE
o A2 =!I},

- LR HEE Z8Q B2, 4R 2laA 2UER, Hello] W AZE o] YC|0|EE ZHstod A
A 213 E 53l OutpostZ MY Z|E 22| EEiz.
« Outpost} ZE #21 VPC 22| ECH=/(TZ Co|E{ ¥ Egf= =&,

MHIA B3 E SEF A4 66


https://docs.aws.amazon.com/general/latest/gr/aws-ip-ranges.html
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SIEE MHIA 33 2|cH & BHR{(MTU)

HE3 Ao MTU(XICH M&E Hel)= @2 Sl HEE =
(HFO|E)L|Ct. HIE QI E Outpostt e ==
245l ok BHLICH AWS MH|A BI3 E S35 Outposte| QIAEIAQL AWS X|°_4, Li QIAEIA 7hol = Q 5t
MTUO!| CHBF RFM|EH LHE 2 Linux QIAEAE Amazon EC2 AFE A M0 A Amazon EC2 QIAEIA
O| HERIT 2|cH & Bl (MTU) & B ESIYAIR,

= 6+8EIE Z|CH 37(e] mZ! 37|
= ZF 15004} 0|E MTUE K|

MH|A 213 CHAZE HE ALE

%|%40| ZED =

A2 25, AWSONH'— AWS Z|™0f CHEt MH|A 23 440 |4

500Mbps(1Gbps?t - £8)2| 0|85 HAZES MEE XS HEELICH ZF Outposts AHEH 2| Z[CH A}

SE 2 500MbpsILICt 14 -’—".-E = 0|24 0921 Outposts HHHE AFEELICH 0o & S04 AWS

Outposts ME{7t M| CHR! B2 Z|CH 244 £ == 1.5Gbps(1,500Mbps) 2 2 &lL|Ct AtAIEF LIS 2 M
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=
Ho| MHIA 2l3 EZ ) RSN AIL,
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AWS Outposts AH|A 23 CHHE Q7 AFES AMI 27|, OHE2|7|0|M BN, HHAE &5 QF A}
g 2|82 2 9| Amazon VPC EEH‘EJ'—F re 32 §dof et E2rELct B, AWS Outposts A
I:HE AMIE FHAISHR] et &LICH AMIE QIARAE A|ZFE otCh 2(™oi|AM CH2 2= EL CH

QT Mo HeEt MH|A B3 i Fof CiEr ALSAH XIE HE Al E #ot{™ AWS B HE A
£ APN ZLEL{0f|AH| E2lstM L.

CC
4

S IR

L

Ol Mol M et T4 U MulA Y3 HZof Chaf AHELICH
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/monitoring-network-performance-ena.html
https://docs.aws.amazon.com/AWSEC2/latest/WindowsGuide/monitoring-network-performance-ena.html

AWS Outposts ME ALE HEAM

Outpost AHOIM 24 HEXZ QHHO0[AZE MEU &3}

9| modify-subnet-attribute @& & At 3501 2EZ4 HIE 3 AWS CLI IE{H 0| A& Outpost HEHIS
gAstELcH X[ QE A HER T QlE{H|o|A o] f|X|E XISl ok & LICH & 4d&lE Outpost M
BUloM Al RE QABAE EZ HERT QlE{H oA O] #X| ]IXIE AHSELICH HE &
04 20| 1(0[)T Outpost MELO| U= CIAFHAO| EX HESL|T QE{H 0|A(eth1)7t EZH HIER3
QIE{mH|O|A S LIEFRLICE.

EZ UHES3 2EH0|AE Outpost MERE &8l 5le4T ChS 1 Z 0| StAL.

BE ZEZEN A CHS BHE A8stod 24 LIER3 QlEm[0|A o | fIX|E XIHELICH

aws ec2 modify-subnet-attribute \
--subnet-id subnet-1a2b3c4d \
--enable-lni-at-device-index 1

2Z HE23 QIEHOo|A Al
ol MMe H1 2Z UEQ I QEH0|A A WS &QIEtLICt

Tasks

- 2Z HEQ3 QIEH oA F7}

. 5294 H|EE 3 OlEﬂﬂ|o|j\ t17|

- 2GAA T+

24 HER3 lEmo|A F7}

| % 0l Outpost ME 52| Amazon EC2 QIAEIAN 2 HEQIT QIE{H O|A(LN)E

AR ESEEO o 24

Z7te 4 QlaLich 24 HE Q3 QIE{H 0|AE Outpost AMELIS 4458 ] X|&I8H & x| QIHA
E ME35l0d QIAEAN EX HERT QEHo|AE FII5E EILICH

124 At

ZE£E AI8%tod EX LHIERT QIEH0|AE XIYstH T x| QIHA 18 ALE 501 HESIZ QIE{H O
é7} MEELICH 2EZ HES3 QE{H0|AE Outpost MEHIE MASStE S HHE M XIHE Xl
A4olo] o| MQlof ot Z? AWS CLI 2= SDKE CHAl AL8sto{ SHIE x| Mels XIEe = U&

J

LNI€ Outpost M &3} 84


https://docs.aws.amazon.com/cli/latest/reference/ec2/modify-subnet-attribute.html
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https://docs.aws.amazon.com/cli/latest/reference/ec2/attach-network-interface.html
https://docs.aws.amazon.com/cli/latest/reference/ec2/create-network-interface.html
https://docs.aws.amazon.com/cli/latest/reference/ec2/attach-network-interface.html
https://docs.aws.amazon.com/cli/latest/reference/ec2/create-network-interface.html

AWS Outposts ME ALE HEAM

24 HEX3 ClEHo|A B

Outpost HEHI0]| Q!

QUIAEATL M HENQl SPF Amazon EC2 Z2&2 AF&3510 O L o|AE] £
M HES3 QE{HolASt 24 HERF CEHOAE B5F =2 = JU&LICH QIATHAE MEISHT Ll
EQIZ S MENFLICH

Z&0ls MEY CIDRL| LNIE Z2}0|8! IPv4 =A7F EAIEILICE O]l FAE LNIS| IP A7) ofL|E=

2 ABE £ gi&LICH SHX|BH O] FAE HEY CIDRUIM Y EEZ2 MEY 37| XH™H Al O] FAE
T24sH0F BtLc HAE 299 AA| LHAM LNIS| IP TAE XMoo 2 AXIsHLE DHCP MHE S5
M7dstof & L|Ct

24 A -

24 HER3 EHo|AE & 455t Amazon EC2 QIARAE F 7Ho| HERF QIE{HO|AE %
A EH, O & stLte 24 HEXT QB H Oo|A LI AR 3FE Amazon EC2 RIAEA S| 2 A

7t HEI& HEHZ #F8E X|Hst= 5 FdslioF ZLict

Meel 24 HERX3 244

=2 AZ5HH Outpost MEIE B ASI5H7| QI8 HIEST HOlE ¥ W EERX| 27 A
SHE 4 UaLich AME W82 22 UESIS QIEfwo|A EHIS BESML.

- MH EEH 4

- MHo| MH|A 23 EgfE]
- 2Z U ER/3 QIE{H0|A (LNI) 33 Eci=
- MHIP FA &Y

. M E=

HELIZ O] MH EZZX]

Outpost M0 LIE942) FH(of CHEH S 742l 7§ @4Z40] WRFLIC 2 94732 MZ CHE Aol
S A3 M2 OHE R 2
e opdLich £ Aol e

2Z W EL3 elEmolA E7| 86



AWS Outposts

A

MEH A

ol

m_l_
02

M

CtS E0|ME Outpost MH EEiE /& & Bjo[=oi ciali B ELICEH

Eol= gid

MH =23 44

Y

MHlA 23 E24% — o] EiTie ®E JIX|
2| 2 AWS X|33} FE 7|X| ZHe| VPC LR
E8iT DS E 9I# ME 7(XI K| 7ho| S
2 7h5 57 BLIch AWS AMHlA 213 E3ig

o= Outpostoll M 2|22 9| MH|A 23 44
ol ZEHELICH MHIA 213 E ob27IXIoAM 8
= E|K'|OE o=17=15|'— DI'T':T% VPN EE= VPNE!
LICt Outpost= 0O Al ME4EH 2|9 718 S
Ao AZELICH.

2Z U E3 QEHOo|A(LNI) &3 EEiT -
O| EEfEIZ AtE5tH 24 HESZ IE{H O
AE 83l VPCOIM 2 LANSZ S4IE £+
&LICt 2Z 2l3 EgjZiolle 2=gd0|A HE
32t & Al5HE Outpostoil M A E= QIAH
A7t ZEELICH 24 33 EgiZo= 2=
OlA HERIE S8 I Silst= 1A

- —_——
AT ZEE  U&LICH

Zf Outpost AHOIlE ESEIX| fe S 2| YZ3 ZE 71 T (o] U&LICH ZEOE OS2

A ST & AHEE 2F AFg0| Q&L

* 10GbE - H4E R&: QSFP+

QSFP+ 7|0|2

QSFP+ 70|20l = Outpost ME{2| ZE 30 33t HHE|TL QU&LICE QSFP+ 70|22 BtCHZ

Toflis A9IxI0] A5t SFP+ QIE{H 012 4747}

20|(7}) Bllolg 2 X|HEE|of A &LICt Outpost M7t &S 35l2{H F QUE{H0|AT} 25 EREFL|CH
MH|A 33 EgfEo= 2 CIE{HO|AE AFE St LNI @3 EEHE o= 1 QIE{HO|AE AFSEFLICEH

LHX| QIE{m| 0| A= AEXIX| ef&LICH

UL LICH AQ)%| & QIE{HO|A 5 274 1349

MH 22|13 i

87



A

AWS Outposts ME{ A

Mio] Mu|A 23 iz

ol

m_l_
02

M

A Q|X|2| MH|A 23 ZEE Ho|EH0[2 CHE 2™ Eof Cigt Z= 7t = VLANO] CHE
Ef 27} XIHE[X] o2 HMA ZEZ FEELICH

- MHIA B3 AEXZQIE

-
« Outpost S5 A=EXQIE

Outpost7t T X|e| S5 A= IEE AHAMsIZ{H MH[A 23 01| == DNS7F {010k &
LICH AWS 24Z0]= Outpost MR S5 A=EQIE ALO|of| NAT EX[7t QI = JU&LICH =

2] FA Helof cHek AWS KHM[EH LHE 2 Amazon VPC AE B M| AWS P F4 H2[2F of AWS
Outposts AEZQIE Ll SEr2FS K EFHAMAIR. AWS Yt & X

MHE SSste{H OIS HESZ ZEE YJLch

- TCP 443
- UDP 443
. UDP 53

2

23

1

[
Z} Qutpost M= AWS 2|01 CHEE Z[4A 20MbpsS| Y213 ST & 7 &FLCt.

LNI &3 2 MH|A 83 AFSEof| el H e U2IF 7 2 e = U&LICH XHAMIEF W82 MH[A
2130i| CHEt CHAE HE AFEE R XSHAMIL.

22 HEY3 QIE{H 0|A (LNI) 23 EEf=

HAEZ| HELT x| LNl &3 TEE 24 HEL/ 32| VLANO| CHEt
LICI. VLANO| 5 7§ O|& 2l A2 HAEZ HES
o4

0it{ MAC F48 U85S YAER HESIZ EXIo| ZEE FYHLITH MHolM A™dEl= Z+ 2
ARAE MAC FAE ASELICH F HESRI FRIE 02 MAC FAE 205l XEE 523

£ ZE 2ot 7|52 M3ELic

(® Note

AWS Outposts MEHH= VLAN E2iZloi EfO & X|'HstX| f&LICH LNIE EFZIE #45t
A% 0S7}t VLAN Ez{{ZEof T & X[™Hs5t=X| & elslof Lt

rr

ME el MH[A 23 EfE 88


https://docs.aws.amazon.com/vpc/latest/userguide/aws-ip-ranges.html
https://docs.aws.amazon.com/general/latest/gr/outposts_region.html
https://docs.aws.amazon.com/general/latest/gr/outposts_region.html
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/best-practices-for-configuring-network-interfaces.html#ec2-net-utils
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/best-practices-for-configuring-network-interfaces.html#ec2-net-utils
https://docs.aws.amazon.com/linux/al2023/ug/networking-service.html
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https://docs.aws.amazon.com/outposts/latest/userguide/sharing-outposts.html
https://docs.aws.amazon.com/vpc/latest/userguide/vpc-sharing.html#vpc-sharing-share-subnet
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https://docs.aws.amazon.com/ram/latest/userguide/getting-started-sharing.html#getting-started-sharing-orgs
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https://docs.aws.amazon.com/cli/latest/reference/ram/create-resource-share.html
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https://docs.aws.amazon.com/vpc/latest/userguide/vpc-sharing.html#vpc-share-limitations
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https://aws.amazon.com/compliance/shared-responsibility-model/
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https://aws.amazon.com/compliance/shared-responsibility-model/
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https://docs.aws.amazon.com/service-authorization/latest/reference/list_awsoutposts.html#awsoutposts-policy-keys
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https://docs.aws.amazon.com/service-authorization/latest/reference/list_awsoutposts.html
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"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Action": "outposts:GetOutpost",
"Resource": "arn:aws:outposts:region:12345678012:outpost/op-1234567890abcdef0"
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-validation.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-validation.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa_configure-api-require.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa_configure-api-require.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
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{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "outposts:GetSite",
"Resource": "arn:aws:outposts:region:12345678012:site/os-0abcdef1234567890"
}
]
}
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_terms-and-concepts.html#iam-term-service-linked-role
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
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o 2d: 311 AWS resourcesOi CHEF ec2:DescribeNetworkInterfaces

« %d:all AWS resourcesOi CiEt ec2:DescribeSecurityGroups

« 2Qd: all AWS resourcesOi CHE ec2:CreateSecurityGroup

« XQ1: 311 AWS resourcesOf CHSE ec2:CreateNetworkInterface
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« 2d: all AWS resources that match the following Condition:oi CHEt
ec2:AuthorizeSecurityGroupIngress

{ "StringlLike" : { "ec2:ResourceTag/outposts:private-connectivity-resourcelId" :
"OutpostID" }} and { "StringEquals" : { "ec2:Vpc" : "vpcArn" }}

« A4 all AWS resources that match the following Condition:Ooil CHE}
ec2:AuthorizeSecurityGroupEgress

{ "StringlLike" : { "ec2:ResourceTag/outposts:private-connectivity-resourcelId" :
"OutpostID" }} and { "StringEquals" : { "ec2:Vpc" : "vpcArn" }}
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« B4 all AWS resources that match the following Condition:Oil CHEF
ec2:CreateNetworkInterfacePermission

{ "StringLike" : { "ec2:ResourceTag/outposts:private-connectivity-resourceId" :
"OutpostID" }} and { "StringEquals" : { "ec2:Vpc" : "vpcArn" }}

« %Q4{: 311 AWS resources that match the following Condition:oi CHSt
ec2:CreateTags

{ "StringLike" : { "aws:RequestTag/outposts:private-connectivity-resourceId" :
"{{OutpostId}}*"}}
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https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#service-linked-role-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#edit-service-linked-role
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https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#delete-service-linked-role
https://docs.aws.amazon.com/general/latest/gr/outposts_region.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#customer-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
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{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"outposts:StartConnection",
"outposts:GetConnection"
1,
"Resource": "*"
}
]
}
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https://aws.amazon.com/security/
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/infrastructure-protection.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/infrastructure-protection.html
https://docs.aws.amazon.com/STS/latest/APIReference/Welcome.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/infrastructure-security.html
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https://aws.amazon.com/quickstart/?awsf.filter-tech-category=tech-category%23security-identity-compliance
https://docs.aws.amazon.com/whitepapers/latest/architecting-hipaa-security-and-compliance-on-aws/welcome.html
https://docs.aws.amazon.com/whitepapers/latest/architecting-hipaa-security-and-compliance-on-aws/welcome.html
https://aws.amazon.com/compliance/hipaa-eligible-services-reference/
https://aws.amazon.com/compliance/hipaa-eligible-services-reference/
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-aws-service-specific-topics.html#cloudtrail-aws-service-specific-topics-integrations
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/getting_notifications_top_level.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/receive-cloudtrail-log-files-from-multiple-regions.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-receive-logs-from-multiple-accounts.html
https://docs.aws.amazon.com/outposts/latest/APIReference/Welcome.html
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AWS Outposts 21 1} &5 0|35}

Egde x[-ger s3 HZlol oHEE 21 YUz MEE + U= FEYULICE CloudTrail 21 1t Ao
£ otLt O|&fe| 21 &=0| X (o] JY&LICH O|HEE ZE AAZRE BHU S LIEHHLICH
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O o2 SIHAPI ZE0| HEE AR FHO| ofLIEZ §H =MZ EAZX| gt&LICH

CtZ 0XMl= CreateOutpost HYUE E0{F = CloudTrail 21 5 EoiELICH

"eventVersion": "1.05",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AKIAIOSFODNN7EXAMPLE:jdoe",
"arn": "arn:aws:sts::111122223333:assumed-role/example/jdoe",
"accountId": "111122223333",
"accessKeyId": "AKIAI44QHS8DHBEXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AKIAIOSFODNN7EXAMPLE",
"arn": "arn:aws:iam::111122223333:ro0le/example",
"accountId": "111122223333",
"userName": "example"
.
"webIdFederationData": {3},
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2020-08-14T16:28:16Z"

}I
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-event-reference-user-identity.html
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"eventTime": "2020-08-14T16:32:237",

"eventSource": "outposts.amazonaws.com",
"eventName": "SetSiteAddress",
"awsRegion": "us-west-2",
"sourceIPAddress": "XXX.XXX.XXX.XXX",
"userAgent": "userAgent",

"requestParameters": {
"SiteId": "os-123ab4c56789de@1f",

"Address'": "**x"
I
"responseElements": {

"Address'": "***",

"SiteId": "os-123ab4c56789de@l1f"
I

"requestID": "labcd23e-f4gh-567j-klm8-9np01q2341r56",
"eventID": "1234a56b-c78d-9e0f-glh2-34jk56m7n890",
"readOnly": false,

"eventType": "AwsApiCall",

"recipientAccountId": "111122223333"
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https://docs.aws.amazon.com/outposts/latest/server-userguide/install-server.html
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https://docs.aws.amazon.com/outposts/latest/userguide/region-connectivity.html#service-links
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