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Il AWS responsibility
“Security of the AWS Cloud”

» Software security, including compute, storage, database, and networking
* Hardware security for the AWS global infrastructure, including AWS Regions, Availability
Zones, and edge locations

ADDF core team responsibility

“Security-hardened framework on an as-is basis, as stated in Apache License 2.0”

e Periodic security reviews of releases

 Baseline security features

e Security-hardened default modules*

e Security-hardened deployment and orchestration framework

ADDF user responsibility

“Secure setup, development, customization, and operation”

* General AWS account responsibilities:
o Security controls and checks (directive, detective, preventive, and responsive)
o Multi-account architecture
o Networking design
o Identity and access management

e ADDF responsibilities:

o ADDF setup

o ADDF customization

o ADDF module development
o ADDF operations

o ADDF updates

* Excluding any modules in the ADDF fmodulesfdemo-only/ folder. Those modules exist only for proof-of-concept purposes and didn’t receive security hardening.
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https://aws.amazon.com/compliance/shared-responsibility-model/
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https://docs.aws.amazon.com/wellarchitected/latest/devops-guidance/ag.sad.5-implement-break-glass-procedures.html
https://docs.aws.amazon.com/wellarchitected/latest/devops-guidance/ag.sad.5-implement-break-glass-procedures.html
https://docs.aws.amazon.com/whitepapers/latest/running-containerized-microservices/welcome.html
https://docs.aws.amazon.com/whitepapers/latest/running-containerized-microservices/welcome.html
https://docs.aws.amazon.com/whitepapers/latest/running-containerized-microservices/organized-around-business-capabilities.html
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https://docs.aws.amazon.com/fis/latest/userguide/what-is.html
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https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-cloud-operating-model/introduction.html
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https://aws.amazon.com/blogs/enterprise-strategy/the-journey-toward-cloud-first-the-stages-of-adoption/
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-readiness/
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-readiness/
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https://docs.aws.amazon.com/config/latest/developerguide/conformance-packs.html
https://docs.aws.amazon.com/whitepapers/latest/practicing-continuous-integration-continuous-delivery/benefits-of-continuous-delivery.html
https://docs.aws.amazon.com/whitepapers/latest/practicing-continuous-integration-continuous-delivery/benefits-of-continuous-delivery.html
https://aws.amazon.com/devops/continuous-delivery/
https://aws.amazon.com/devops/continuous-delivery/
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/data-classification.html
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https://docs.aws.amazon.com/whitepapers/latest/building-a-data-perimeter-on-aws/building-a-data-perimeter-on-aws.html
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https://docs.aws.amazon.com/organizations/latest/userguide/orgs_integrate_services_list.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_integrate_services_list.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/aws-security-controls/detective-controls.html
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https://docs.aws.amazon.com/whitepapers/latest/disaster-recovery-workloads-on-aws/disaster-recovery-workloads-on-aws.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-aspnet-web-services/considerations.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-aspnet-web-services/considerations.html

AWS 5% X|E ADDF(Autonomous Driving Data Framework) 22t 2! 2% 7}0|=

Co|lZE ZIX]|

712 FHoZEE O WA £X. o & £0{ A|AE! 2| AA S| HXLE ZHX|5l= AWS
CloudFormation Ol AF&&tHLE 7HHEAA 7 AIE &40 FEE 0|2 £+ YUsE A E x|Cio| A
Arer2 EFX|5t= AWS Control Tower il AF2E 4= & LICt

DVSM
e 7R & OfEE B ESHAMAIL

loT WEL3 o] x| ADIE I:II:II-OI oA
gmf x| A 12 SAICH7| AlZEE E0|1 85 AlZt2 7HME = &LICt

3
om
I'

ot 535t L nEIFO oo AAEIE RAS HIEO| &= st 2XIULICH 7|o| Zols ChYE £ U

QllC|ot
AFE HZ2[o HO|E7t ME El= =MYL|Ct 2] C|oh A|IARIR2 7tE S 23t HO|EE A
MEELCH 2|& QC|gh A|ARER 7HE H 523 HHO|EE T MEFLICH
A= xOIE

Virtual Private Cloud(VPC)MIM £ AEI5H04 CHE AL SREY &= JUe MH[ALICH CHE
& AWS A1 EE= AWS Identity and Access Management (IAM) 29t F&f|oi] &S H 04504 ?i'

CEZQIE MHIAE MMsSID HErE 208 &= U&LICH AWS PrivateLink O|248F A/ &= E o
FXe= QEHO|A VPC AEEZQIEE MAF0{ AEXZQIE MH|AN HIZIE AZEE = U&L



https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/using-cfn-stack-drift.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/using-cfn-stack-drift.html
https://docs.aws.amazon.com/controltower/latest/userguide/drift.html
https://docs.aws.amazon.com/controltower/latest/userguide/drift.html
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https://docs.aws.amazon.com/vpc/latest/privatelink/create-endpoint-service.html
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#enveloping
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-program-implementation/
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https://docs.aws.amazon.com/whitepapers/latest/aws-fault-isolation-boundaries/abstract-and-introduction.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/ml-model-interpretability/overview.html
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