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https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_PerfInsights.Enabling.html
https://aws.amazon.com/rds/performance-insights/pricing/
https://aws.amazon.com/rds/performance-insights/pricing/
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_PerfInsights.Cloudwatch.html
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-

AWS THA x|E MySQL 2! MariaDB& Amazon RDSQ| ZL|E{& & A1 = 7o} E}'ﬂ
INE

O|HIE = Amazon RDS & Z&2o| #H3}E LIELHLICt 0o & E01 DB QIAEHAO| & EfE Availableoi|

M Stopted 2 #4735t Amazon RDS7t O|HIEE RDS-EVENT-0087 / The DB instance has
been stopped M- &ELICE. Amazon RDSE= 712| EventBridge & A|ZtS 2 CloudWatch O[H E.0f
O|HEE M&EFLIC} EventBridge %! CloudWatch O|HEE AI&35t04 4! = 5 Amazon RDS
OHIEN &S ELHD o|HEYI &0t UX|E I F&HX|= ZXIE XP%S%PE 22 Molg =
A&LICH O|HIEO] CHEF SEHOZ CHYE CHA S AI8E &= JUELICH 6 S0 o™ ZX|E o™
g =+ U= AWS Lambda & <, O|H|& EE= SMSE T&5t01 DBA EE= DevOps A K|L|o{0of| Al OfHI
Eof cHal &2 4 U= Amazon SNS FA| 50| l&Lct

« Amazon CloudWatch Logs= MySQL& Amazon RDS 2! MariaDB DB QIAEAE H|R & 2 E Of
Z2|A0lM, AlAR W AWS MH[29| 20 Tt AEZ|X|E Y &BESt6tE MEIALICH AWS
CloudTrail DB QIAE AN CHEH O] 7|S2 & 4552 Amazon RDS7H CHE 28 Logs (21) Of
S22 HA[ELIC CloudWatch
c QREED
- LEIHEIEO

il

=

CloudWatch Logs Insights& At&3t04 21 G|0|E{E FEI5tT 24 = /U&LICt o] 7|s0=
AMERE7L Holgt miE ) UX|st= 21 O|HEE AMst= Ol 20| El= &+ S| 22| 210

7t Zgtk|o{ U&LICH 0 & S04, CtE WEo et @F 23 U2 ZL|E{& 5101 MySQL DB ¢!
ABAO|HO|E &42 FME £ Q&LICH "ERROR 1034 (HY000): Incorrect key file
for table '*'; try to repair it OR Table * is marked as crashed" ZEEE 2
1 H|0|E{& CloudWatch X|E 2 B2te = QJI&LICH O3 Ch3 X[ EE AI83stod JeZ E=
Al0| Cl|O|E{ 7} Z & E! EHAL‘EEE BHEHLE HolEl YA 7S fEte B BEE HdHE =
Ct. Ol ZAF 2O E ASE I} S5 RSELICE of&f x| 28t Z
AR AseE ZLEZS D 18 BT AH =X|E F
Amazon RDS AP| EE& 28 AWS CloudWatch SDKE At&3}0
T gralg 5= JU&Lich AWS CLI

« AWS CloudTrailAWS HHEHo| ALEAL L API S 2 75351 K|S 2 BLEZELICH MySQL
FAL
L

ror

m°¢
4> om

0 =l
7| EL|CH AWS 2| 25

£ Amazon RDS & MariaDB DB QIAE A 9| Z Xﬂ 20| ==Z0|
EILIC}. CloudTrail Amazon RDS2t S8l /&
RDSO|AM AFE R}, @38 EE= AWS MH|A T =&FF 2Hd o

01, AFE X7t Af Amazon RDS DB QIAEAE QHEM O[HE T ZX|E[1 E:Loil'— OJHEI xHoq
("eventName": "CreateDBInstance"), 2] dmt 2 AlZH @& mt2t0|E ("eventTime":
"2022-07-30T22:14:06Z2""requestParameters": {"dBInstanceldentifier":
"test-instance", "engine": "mysql", "dBInstanceClass": "db.m6g.large"}) S

=7t Md|A AWS 13


https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/WhatIsCloudWatchLogs.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_LogAccess.Concepts.MariaDB.html#USER_LogAccess.MariaDB.PublishtoCloudWatchLogs
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-user-guide.html

AWS THA x|E MySQL %! MariaDB& Amazon RDSQ| ZL|E{R & B =79 %tﬁ
At

of CHer HE7I Z&ELICH oM 7|8 35t= O|HEo|= Amazon RDS 2£0|A 2| &1 Amazon
RDS APIE A5t ZE0|AMCS E&0| 25 CloudTrail Z&ElLICT.

EtAFZLIEE T

L& AlLtE|20 M= Amazon RDSO| AWS XS st= HA| 22t E WOIEIE SXMHEZ|E| & 2L
B T NEZ QT CE AZEQ o] 2ZUAL ZLIEZ TF7E AI83HE Zo| E4LICH ol
gt AlLt2|0ol= 2= 8|0|A 0| ME{o|AM oiq C|O|E{H|0|AE A5t CHE C|O|EH|0|A ME
= 2zy0/A do|E| ME{oA Asliste sto|EE|E HlZ 7} ZEELICH AWS 2EIRE7(Y SX{H
dZE| &R ME o|0| FHICIH 7|E =7 E A< AHE351 0|8 AWS ECIRE HIZE && 5= X
O Z&LICt EtAt 2LIER £F M2 HY5te= Ol (2= &= Amazon RDS7t 22t E ZE2[-E M
HAZM ME5t= E& &X[of U= 7t H&LICH o & E01 O|O|EH[0|A EAE A|AR0 CHE
HM AT} HEE|Z 2 DB QIARHAE M%Ha: SAE 2G HMXMole oo|HME AZEQ0{E Mx|E
o= gl&LICH oF KBt CHE AWS EE2IRE MH|AE 7(|Eto 2 5510 B2 EtAF ZLIEE &8 ME
Amazon CloudWatch RDS®t S &g &= M%LIEP o & £0{ Amazon RDS X|E, 21, O|HE U £

LHEHH O F71 249, AlZst 2 23l sl EtAF 2LIEHZ =72 7HX 8 = U&LICH o243t Bt
/\P £ 2 M 5 U2 0fE Prometheus, Grafana 2! Percona?l Z&HElL|C}H.

IZ2HESSAL actotLt

Prometheus= & E CHACZRE X|HE 7t o2 HERE TS LE A4 ZLEHT &7 M

ALt 2 & ofE2|70|M EE= MH|AE BELEZEE = JUe HE ZLEZ £FMAUL|CE Amazon

RDS DB QIAEAE B L|E{RIE & Amazon RDSO|A X|EE CloudWatch =Z&/gfLICt 2H CIS

YACE UAZE{ = UAXEQ} L2 QE AL AAZEE ME304 Prometheus HHE HEZIS
LHELIC} CloudWatch

* YACE 2AZE{= API0f CHeF B RHO 2 o2 HE=RIZ ZHA4stoq Oi|o

=
3l&tLIC}. CloudWatch X|E 7} Prometheus AME0| KZHEl £ M{e 7% E3AI2 TWyLstod x|
El X7H0| E4-EH & 2lg MAIsH £~ ol& L C)

il

~
HL

-

N

2

2

0

ﬂ

2

+ CloudWatch =Z 4 *|= Prometheus0i |3 SA|xo 2 Z2|ELICt APIE &3l CloudWatch HE
2|2 Z A5 HTTP Y= E QI 0l 3t CloudWatch REST APl 248 AFZ5104 Prometheus®t &
3t r|= @Al 2 Prometheus AMB{0l| X{&&FL|Ct.

UAZEE MEHS D, HiZ DS MAH S, UAZE QABAE FHE = Prometheus A

HE HEZIZ LHELH= 20| APIE 7|H|'OE THE|Z 2 MH|A & AP €22 CloudWatch
CloudWatch 2Z5t= € 1248l oF CloudWatch & LIC} CloudWatch 0 & £0{ 4= 72| Amazon
RDS DB QIAEAE BLIERIGHY| I8 B AWS A & X230 0424 CloudWatch Exporter Q1A Ed

EtAF ZLIER =7 14


https://prometheus.io/
https://github.com/prometheus/prometheus
https://promcat.io/apps/aws-rds
https://github.com/prometheus/cloudwatch_exporter
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/cloudwatch_limits_cwl.html
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/cloudwatch_limits.html
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https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/Overview.DBInstance.html
https://dev.mysql.com/doc/refman/8.0/en/mysqld.html
https://dev.mysql.com/doc/refman/8.0/en/innodb-architecture.html
https://dev.mysql.com/doc/refman/8.0/en/innodb-in-memory-structures.html
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https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_PerfInsights.EnableMySQL.html
https://dev.mysql.com/doc/refman/8.0/en/performance-schema.html
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https://dev.mysql.com/doc/refman/8.0/en/performance-schema-wait-summary-tables.html
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AWS THHA X|FE MySQL %! MariaDB& Amazon RDS2| ZLIE{R 2! A1 =719 2

« Cache.Innodb_buffer_pool_readsinnoDB AZEI0| HHI{ E0{A HAHE 4= 104 C|A 01 A
E| elojof M =2|™ el7| H+E LIEHHLICEH

« Cache.Innodb_buffer_pool_read_requests=clX 27| 23X +& LIEHLICH

£ 7|2 XEo| CHEH Hols B AZ AN Mu Aef HaMySQL ABMOlAM ZoIg £ UL
.
- YI0[E|E= 7H2E{7h OFl 7H2 E{obnhE RDSO| 2f3h HolELICH S HEIE A8 tod Ol2{8 X E
S ULt AMOl § 0|42l 712 XIEE AL 50 XIEE THY £ AsLICH 7= 7H2E HES
Ol obl CHE FH2E| HIEZIS I AlZh HIS EE MEES LIEY £ &Lk ollAl

§9

 Cache.innoDB_buffer_pool_hitsinnoDB7} C|AZE AMSHK| &1 I E0iM HME 5
UE 27| &Y =& LIEtL(Ct WHIOIE|E 7t2E HEZH|M CtS 20t 20| A AHE Lt

AN -

db.Cache.Innodb_buffer_pool_read_requests - db.Cache.Innodb_buffer_pool_reads

« I0.innoDB_datafile writes_to_diskC|A 301 CHE InnoDB Ci|O|E{ Tt A 7| & £ E
LIERHLICH C|O|E mbod| CHEF Zd0t ZHX{3t0q O|F A 7| = MAIR 24 M 7| 242 ZHR{5)

x| et&Lict ChExt 2ol AlHE Lt

db.IO0.Innodb_data_writes - db.IO.Innodb_log_writes - db.IO.Innodb_dblwr_writes

AS QIALO|E CHA|IEE0|AM 217 DB QIAEA =
2|, MEAC|O|EHIO|A X|ERY{S +8 Ct3 Cfs O 80 20| 24

y =1

FI2E XX 20


https://dev.mysql.com/doc/refman/8.0/en/server-status-variables.html
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https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_PerfInsights.UsingDashboard.AnalyzeDBLoad.AdditionalMetrics.MySQL.html
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https://dev.mysql.com/doc/refman/8.0/en/mysqld.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/rds-metrics.html
https://console.aws.amazon.com/rds/home#performance-insights-v20206:
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Anomaly_Detection.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/using-metric-math.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/Statistics-definitions.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_PerfInsights.Cloudwatch.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_PerfInsights.API.html
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https://aws.amazon.com/blogs/database/importing-amazon-rds-performance-insights-counter-metrics-to-amazon-cloudwatch/

AWS THHA X|FE MySQL 2! MariaDB& Amazon RDSQ| ZL|E{& & A1 = 7o} %%
A

0OS ZL|E{Z!

MySQL EE = MariaDB& Amazon RDS2| DB QIAEIAE CPU, HZ2 2|, HERF L AEE[X|Qt &2
7|12 AMAHR B AAE AESHE Linux 28 MMM A—MELICH

MySQL [(none)]> SHOW variables LIKE 'version%';

L R +
| Variable_name | Value

L R +
| version | 8.0.28 |
| version_comment | Source distribution |
| version_compile_machine | aarch64 |
| version_compile_os | Linux |
| version_compile_zlib | 1.2.11 |
L R +
5 rows in set (0.00 sec)

HolEHIo|AQ 7|2 24 MAel MM 52 AL 2lAa AL Eol| 3 H ztRELICH o § &0,

CPUE CIOIEIHIOIA AT EQo| BUS AYsT CHE AIAT BIAAE BaI5Hy| B2l AL A
So| #Al 24 @4elLich CPUZH BHE s ALSEIS F2 (5, £6t7+ DB QIAHA0| Z2H|KHE
ZAECHOf B2 CPU Fi212 TR R st B9), 0l A= HolEfH0|A 0] M5t oMo B&S Ol
A1 ADHO 2 ofE A 0L A WHS D

ﬂJ

CIO|E{HO|A ATI2 HZEE SHe=E &5t HIELICH RAMO| HIZ 2|7t #Fsto] 247l S
T = ol 2 AAER2 Cla30 U 28 HE 2o H2E| HOo|XIE 7|SFgfL/ct clA3 71 O

De[2Eot €W =el7| mEoi sSsD NVMe 7|28 7IEe 2 st= ClAFet: M HZEe gE¥e d
S M3tz o|o{&ILICH HIZEl ASE0| 2™ HWOo|Xx| oY 37|17 X FIH HEEE X|HE + U
o= 2 O|o|EHHo|A& SEH x| A|7F0| SOo{fLICH HZ2 0| LHF F0otA RAMI A2 HZ 2|

S0l 25 T E|H oO[E{HI0|A& MH[AE MEE =+ Q7 &l ALSXtol|AH O 22 27 7H Y

Mk &~ Q&LICEH [ERROR] mysqld: Out of memory (Needed xyz bytes).

MySQL 2! MariaDB ClO|E{H|O|A ZE| A|IAEIS ME ClATE FME AEDX| 512 AIAHIS &8
gtLch2C|A3 Fx0of: Eolg, QIHA Hio|E| 21, 2IF 21, A A 27 2 0|8 M7| HI
Y 2k A Cl|O[EH|0|AE CHE Rl AZEQ o HE| 2 ClAaa UYE st of gLCt. o
O|EHIO|AE %[Ho 2 RHSIE{H CIAT /O MEEED C|A3 S €Y 2 ELIEZ st S of
gLich ClolE oA 7 ClAT | M X|Hst= ZICH IOPS EE= MEIZF 2| Ao =E 6t oI O|E{H| O]
A HSO| FES L2 £ USLICH | E Eof QIHA AZHO = Qlft 2HEH MM|AT FESHH TG B

2 1/0 o] drdstod 2= 7|8 2E2|x|9| #HAol FHE + JU&LICH A E|O|E AZH2 I0PS

25


https://dev.mysql.com/doc/refman/8.0/en/innodb-architecture.html
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Amazon RDSE DB QIAEIATI AYE|= 29 Kol CHEE X|EE AA|ZHe 2 MZELICH Amazon
RDS= 5tLt2| OS X|E MEE RS2 E ChF 2Ix|0i A A LICE.CloudWatch. 0|28t X|E=
Amazon RDS 2£0|AM ZA| 2 EME £ QloHCloudWatchCHA|EE & of A MESSH X|Zof| CHEH 3
HE d™Eg = A&LC.CloudWatch. of:

« CPUUtilization— CPU AISEo| HHEEQlL|C}.

T

« BinLogDiskUsage— H}O|L{2| 27} A X[Gl= ClAZ S7tol &.

o
* FreeableMemory— At 7t58t 2HE HMA HZE[Q| &. O|R2 9| 7t %|E LIEHAL]
Ct.MemAvailableZE 2E /proc/meminfo.

e ReadIOPS— =& B C|A3 ¢17[1/0 & =lL|Ct.

« NetworkTransmitThroughput— DB =E0|M LI7t= HERZ EBfECZE, 2LIEE & =X

MEE|E Amazon RDS EEi =1} O|O|E{H|0|A Ecf=lE ZAgstL|ct.

Amazon RDSO|M HAlstE 2E X|E0of Ciet A & =CloudWatch, & Zot0tECloudWatchOotOtE
RDSE X|Zot0tE RDS MEAM0|A] &Holet 4= ol&L|Ct.

CIS AIEE CI2 1 22 o€ E o4& LICt.CloudWatchAmazon RDS 2401 E A|Z|= Amazon RDS
of CHEF HIE=IIL|C},
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https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/rds-metrics.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/rds-metrics.html

AWS &% x|FE MySQL % MariaDB& Amazon RDSS| ZL|E{& L Z#A1 =79 Eﬁi
At
Summary
DE identifier CPU Status Class
database-3 — 50.84% @ Avallable db.még.large
Role Current activity Engine Region & AZ
Instance 12 0.00 sessions MariaDB eu-west-3a
Connectivity & security Monitering Logs & events Configuration Maintenance & backups Tags
CloudWatch (18) [ Add Instance to compare | [ Monitoring ¥ Last Hour ¥
Legend: | database-3
Q 1 (o]
CPU Utilization (Percent) DB Connections (Count) Free Storage Space (MB)
100 20,000
600
75 15,000
s0 400 10,000
25 200 5,000
0 0 = 0
1/ 12 12 w2 1/ 1
1230 13:00 12:30 13:00 1230 13:00
Freeable Memory (MB) Write IOPS (Count/Second) Read IOPS (Count/Second)
6,000 400 40
4000 300 0
200 20
2,000 100 10
o 0 o A
12 1421 11/21 121 11421 1211
1230 13:00 12:30 13:00 12:30 13:00
S JE=TlI2 o O AlLS =3 = I
CHS A EE O3 242 fAFE HEZE EoiE LIt CloudWatch 7| 7| E.
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AWS % X|FE MySQL 2! MariaDB& Amazon RDSQ| ZL|E{& & A1 = 7o} }%‘?::i
£

CloudWatch Dashboards MariaDB-database-3
MariaDB-database-3 v

1h 3h 12h 1d 3d w Custom C v |@ Actions ¥ |

1 i
All resources - ReadThroughput C ®R i All resources - ReadlOPS

Explorer [4

@

Bytes/Second Count/Second
14k

A
100,000
6.0
80,000
60,000 4.0
40,000 [
2.0
20,000
\— I x
11-2111:25
11:00 1115 = -0 1145 11:00 1115 11:30 11:45
@ ReadThroughput 2022-11-21 11:25UTC @ ReadlOPS

1. @ ReadThroughput 114,335
All resources - WriteThroughput i All resources - WritelOPS

Bytes/Second Count/Secon o

1.000M 100.00
800,000 B0.00
600,000 60.00
400,000 40.00
200,000 20.00

11:00 11:15 11:30 1145 11:00 115 11:30 11:45
B WriteThroughput B writelOPS

CIE OS x| E &g chsof ols =&EL|CHE
AZEAIAE X|E L OS ZEMA HMEE NE5
o o

2 Amazon RDS2| #EHE HC} A5

(0] -
= [=] -4
T DB QlAHAOM Hate MEMS MEHH 2 AM XIE U Z2 ML HEE $EHH, A
AH= OlF £ 21 BAE 4 ALICHOIIHE RDS 24, O+ 364D Z 4Lt
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https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_Monitoring.OS.overview.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_Monitoring.OS.Enabling.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_Monitoring.html

AWS A x|E

MySQL % MariaDB& Amazon RDSQ| ZL|E{& & B

ETet 2

Atz
Enhanced monitoring | C | | Manage graphs | | Monitoring ¥ 15 minutes ¥
11/21/2022 n v 25 v
Q 1 ©
Free Memory Active Memory CPU User
3.81 GiB 401.86 MB 20
3.62 GiB 401.37 MB 10
3.43 GiB 400.88 MB 0
3.24 GiB 400.29 MB -10
11/21 11721 11/21 11/21 11421 11/21 11/21 11/21 11721 11721 11721 11721
11:25 11:30 11:35 11:40 11:25 11:30 11:35 11:40 11:25 11:30 11:35 11:40
Free Memory Active Memory CPU User
CPU Total Used Filesystem Load Avg 1 min
100 4.77 GB 20
50 3.81 GB 10
(1] 2.86 GiB (1]
-50 1.81 GiB -10
11721 11/21 11/21 11721 11/21 11721 11/21 11/21 11721 11721 11721 11721
11:25 11:30 11:35 11:40 11:25 11:30 11:35 11:40 11:25 11:30 11:35 11:40
CPU Total frdsdbdata —_ Load Avg 1 min
& E ZLEHZAM MSste E 7HX| £ X|EE Ch33 2 &L
« cpuUtilization.total— A& Sl CPUL| & H|2LIC.
« cpuUtilization.user— AtEXF ZE2JZH0|M AAHE 5 CPUL| H|E LT
« memory.active— EFE HZEZ|Q| & (KB EH).
- memory.cached— It A|AE 7|8t /O FH&5H= Ol AL ElE HIZE2|Q Fluct.
+ loadAverageMinute.one— OtX|2 12 S¢F CPU AlZHE @EE T2 MA LT
A X SE2 & HXsIMUA EYE ZLIEZ S| 0S X[FototE RDS AEAMO| M &elgh = Qf
&L/t
Amazon RDS 249/ 0S ZZAMA SE2 DB QIARANM M8 Z01 2t =2 M|A0]| CHEH ME HE

S M3gLoh 552
e OSZZ
A= QlHtxo 2 | 0|E{H| O]

M el Moz T Az of

MaA—o|dMMe D E 7{d gl A|AE T2 MA
£ g0 Dlxl= ggol O

|Of&fLCh.
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https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_Monitoring-Available-OS-Metrics.html

AWS THA x|E MySQL 2! MariaDB& Amazon RDSS| ZL|E{R & A1 =7t 2

- RDS Z2AA— 0| MM2 Ot #52| 292 LIEHHLICH AWSAmazon RDS DB QIAEIAE
m]

ste ol Z2est T2 MAQILICE o & £04, 097]0& Amazon RDS & 2| o|0|ME, ZLIE{Z & &

Bt ZZMA 2 RASH Z 2 AT ZEHEILICH

« RDS 32| ZEAM|A— O] X442 DB QIAEAE X[H5t= Amazon RDS ZEAM|A
LIC} o]l ZRolEmysqldZ2AMA L AP E. CmysqldABIEE B2 of2fol &
Clh.mysqldZ 2 MH|A.

= S
= 2T
Me
e

(= o AN o =
CS 3 322 Amazon RDS 2£92| 0S ZZAMA S8 Eo{ELCH
Connectivity & security Monitering Logs & events Configuration Maintenance & backups Tags
Operating system process list c | | Monitoring v |
Process List
Q 12 3 4 > @
NAME 7 VIRT 7 RES v CPU% MEM®%: 7 VMLIMIT
0S5 processes 1.41 GIB 106.72 MB 01 1.36
RDS processes 6.18 GIB 458.25 MB 7.6 5.84
mysqld [723] 7.59 GIB 1.8 GIB V] 23.51 unlimited
mysqld [733] [+]
mysqld [734] 1]
mysqld [735] 1]
mysqld [736] 1]
mysqld [737] 1]
mysqld [738] 1]
mysqld [739] 0
Amazon RDS& & & ZLE ROl X|EE ASXof|H M B E LICHCloudWatch21 7. Amazon

RDS 240 ﬁAIEIE EI—I E{2! H|o|E{E CtS oM ZAAMELICH CloudWatch21. S AIE & £ Q&

CiDB QIAEAO|HEERIZE 2O AEZOE Z4M 0 MHCloudWatch211. 0|28 X|E= JSON &

=|AI

L

OE XMEYELICL oM Y E ZLIE{Z JSON E2E A8Y &= U&LICHCloudWatch/M =4 et 2 LIE]

2 AlARol| 23 QI8

JeHZE EAlSt2{HCloudWatchCHA|EE & S |7 Ho|E AHZIS fIutE E<2 =
= A8 MY Al &5 B 2EHE 5ok & LICtCloudWatch...0d ACloudWatch 2

3. AEMIEE X2 CH2 2 BT AI2.AWS re:POST Z7|AFEAE R LIERIS ZEHESHE &Y

CloudWatchAmazon RDSOi| CHet At S3HE! AR X1 X|EE ddst7| flg 2a L ct.
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https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_Monitoring.OS.CloudWatchLogs.html
https://repost.aws/knowledge-center/custom-cloudwatch-metrics-rds

AWS % X|FE MySQL 2! MariaDB& Amazon RDSQ| ZL|E{& & A1 = 7o} ﬁ‘%‘::i
£

(=) — i = = 7.
CHS oll= AFS A XIE X|EE& E04ELICHCPU. UserdAMCustom/RDSHI LA T O|A, O] ALS A} X
_ L = = —_ = =
X EE= ZE{2lsto] MMELICH cpuUtilization.user &4 El 2 LIE{R! X|E &X{CloudWatchZ 1.
CloudWatch X Cloudwatch Metrics
Untitled graph [ 1h 3h 12h 1d 3d w Custom Line v ‘ Actions ¥ | ‘ @] | v |
Favorites and recents »
Dashboards
Percent
¥ Alarms Ao @3 @1
9.07 3
In alarm . ’// \/
Allal
e 0‘?4:!!] 14:35 14:40 14:45 14:50 14:55 15:00 15:05 11-2\:“‘1‘5:10 15:15 15:20 15:25 15:30
¥ Logs @ cPU.User 2022-11-21 15:10 UTC
Log groups _ 1. @ CPU.User 9.16866666667
Logs Insighs Browse Query Graphed metrics (1) Options Source | Add math ¥ | ‘ Add query ¥ ‘
¥ Metrics
All metrics Metrics (3) info | Graph with SQL | | Graph search |
Explorer All Custom/RDS engine, instancelD Q 1
Streams
6
¥ X-Ray traces
Service map -] engine 3/3 v instancelD A Metric name v
Traces ‘ 8  mMvsoL database:1 SIS
v Events L mMysoL database-2 CPU.User
fules O wvsqu database-3 CPUUser
Event Buses

18& 4 /= ZLCloudWatchX{E 4 0iM EAlst T 4% £ & LIch.CloudWatch
st gl 72| &2 M8stm ol S XIEE ZUERst D BHEE Zho|
ZAEE MMsIEE2 ZAEE MRSt o}

31



0

AWS THHA X|FE MySQL & MariaDB& Amazon RDS2| ZLIE{R 2 A1 =79} ﬁ“
=

=

] =
OHE, 21 A AA FH
D LIE{ZDB QIAEA X[EDOS HEZAFME EMstn X|£E 7|& 2t Hlmst 2kol HelE &
Azte IEre o YRS MMsts e BF TR5HT Amazon RDS DB QIAEIA of OHEA, 7484,
g ¥ 2ot Edstn RX|ste ol ==0| &= 2 Atal@L(ch 2Lt 2 TE £F 42 MySQL
2! MariaDB Ci|O|E{t#|0|A 2| T O|E{H|O|A O|HIE, 27 u 2l ZHA}F X E P L|E{2IsHoF & LCt
M

- OfOHE RDS O|HIE

« O[o|EH|O|& 2

. LA IS

OlOIE RDS O[HIE

AnotO+E RDS O|HIE Amazon RDS B3 9| #SHE LIEHHLICE 0| & S04, DB QIAEA &EfT} o

M #HZEE [HA[Z 00|18 7tS, Amazon RDS7}t O|HEE M+ efL|CHRDS-EVENT-0088 The DB
instance has been started. O}OFE RDS& ofOFE0| O|HIEE K|S & LICH EventBridge742| Al
AlZtS 2. Amazon RDS 2&2 &5l O|HEN HMAE = U&LICHAWS CLIHEME O|HIEE=
otOtE RDS API 2iDescribeEvents. Ct& 3t I22 Amazon RDS 2Z2&£0| ZAE OHE W 27
E 2o{EL|ct.

olot=E RDS O|HIE 32


https://awscli.amazonaws.com/v2/documentation/api/latest/reference/rds/describe-events.html
https://docs.aws.amazon.com/AmazonRDS/latest/APIReference/API_DescribeEvents.html

AWS T X|E

MySQL 2! MariaDB& Amazon RDS2| 2L

B2l Zdn =79t 2

INE]
Connectivity & security Monitoring Logs & events Configuration Maintenance & backups Tags
CloudWatch alarms (3) Create alarm

Q 1 &
Name A State v More options
Applicationinsights/RDS-DBS/AWS/RDS/CPUUtIlization/database-1/ 0K view
Applicationinsights/RD5-DBS/AWS/RDS/ReadLatency/database-1/ 0K view
Applicationinsights/RDS-DBS/AWS/RDS/WriteLatency/database-1/ 0K view

Recent events (9)

Q 1 2 > @

Time A System notes v
November 28, 2022, 14:31 (UTC+01:00) Backing up DB instance

November 28, 2022, 14:32 (UTC+01:00) Finished DB Instance backup

November 28, 2022, 16:30 (UTC+01:00) Applying modification to database instance class

November 28, 2022, 16:32 (UTC+01:00) D8 Instance shutdown

Movember 28, 2022, 16:35 (UTC+01:00) DB instance restarted

Logs (14)

Q < 2 3 &
Name Last written v Logs ¥
error/mysgl-error-running.log Movember 28, 2022, 17:00 (UTC+01:00) 0 bytes
error/mysqgl-error-running.log.2022-11-28.16 November 28, 2022, 16:40 (UTC+01:00) I3kB
error/mysgl-error.log November 29, 2022, 11:20 (UTC+01:00) 0 bytes
mysqglUpgrade October 10, 2022, 17:05 (UTC+02:00) 1kB

ofObE RDS O[HIE 33



AWS THHA X|FE MySQL & MariaDB& Amazon RDS2| ZLIE{R 2 A1 =79} %%
A

Amazon RDSE= DB 2IAFA O|HIE, DB mt2t0|E| 2§ O|HE, DB Eot & O[HE, DB 2|4 O
HE RDS ZEA| O|HE, EF/I2 HHE O|HIEE H|R§ Ct et REQ| OHEE LHEHLICH HE
o= ctEol ZetEuch

« &AA 0|8 2 4A fE (d:"Sourceldentifier": "database-1", "SourceType": "db-

instance"
- O|HE it L AlZH (0f:"Date": "2022-12-01T09:20:28.595000+00:00"
« O|HIE o} BR4El M A|X| (0:"Message": "Finished updating DB parameter group"

- O|HIE FtE| 12| (0:"EventCategories": ["configuration change"]

FAAl2.Amazon RDS O|HIE FlE| 12| 2! O|H E M| A|X|otOE RDS AN

Amazon RDS O|HIE= DB QUAEAQ| 7184 MEf BHAE, M 8474, | Mg EXNE MEf HE,
HHQd 2l |4 O|HIE, o x| &, &0l O|HE Hot OF £ 2l J|E} 042 &S LIEHLHIE R
Amazon RDS O|HEE ZLIEZstE 20| £ Cl. o€

ez
7
= P Eof, ClOo[E{Ho|A0 EHE Hs L LT
ME MB5t7| I 47| T8 =xI2 DB QIABHAE MYE 32, siE QAT A S| Amazon RDS O]
HEE ZLIEst= 0| E&LICHSIV| T8 SHEDB QAHAQL 2HEAE O|HE FIE| T 2[IL|CH.
Ch2at 22 o|HE mEILICHRDS-EVENT-0057 Replication on the read replica was
terminated®7| & SXE0| H 0|4 7|2 DB QIAEHAS 7|3 E|X| et 52 LIEHHLICH HY
Zlof O|z{Et O|HIE7I HMMSE LEIH EXME HA[o| 256t Ol =80| E &= JU&LICH otntE
EventBridge %! CtS 1t Z2 F7} AWS AH|AAWS Lambda, Amazon SQS (Et& CH7 | MH[A) &
Amazon EH& 2 Z AMH|A (Amazon SNS) = CI|O|E{H[0|A 718 M EX| EE= ElaA HEI 22 AlA
S

= o[HEo| Ciet 2 E AtS&ste ol ==0| 2 + U&LICH

Amazon RDS Z2&0|M= K| 24A|zH Seto| O|HEE HME £ JU&LICH ALE5te BRAWS CLI
EE = Amazon RDS APIE AM&35}04 OIHI E Hp{HLCI28 AF2510] X|H 14Q7H0| O|HEE ZHAHEt
= UELICHAEE O|HEHEHE2 33t Z &Lt

$ aws rds describe-events --source-identifier database-1 --source-type db-instance
{

"Events": [

{
"Sourceldentifier": "database-1",
"SourceType": "db-instance",
"Message": "CloudWatch Logs Export enabled for logs [audit, error, general,
slowquery]",

"EventCategories": [],

olot=E RDS O|HIE 34


https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_Events.Messages.html
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AWS THA x|E MySQL 2! MariaDB& Amazon RDSQ| ZL|E{& & A1 = 7o} %H
Al

=

"Date": "2022-12-01T09:20:28.595000+00:00",
"SourceArn": "arn:aws:rds:eu-west-3:111122223333:db:database-1"

},
{
"Sourceldentifier": "database-1",
"SourceType": "db-instance",
"Message": "Finished updating DB parameter group",
"EventCategories": [
"configuration change"
1,
"Date": "2022-12-01T09:22:40.413000+00:00",
"SourceArn": "arn:aws:rds:eu-west-3:111122223333:db:database-1"
}
]
}
XIHE BHE 712 x| £ YPMOE OMES FY|7 BsEiE B2 T2 ASE 4 s
Ct.CloudWatch 2 Amazon RDSOI A A El O|HIEN| CHE HEE 7ISELICI o]l &F M2 735t
24 Amazon SNS FA|& A&5104 Amazon RDS O|HE &l 48 CIS Lambda &+ & &3t

0 OlHIEE 7|58 &= U&LICHCloudWatchZ 1.

1. O|HIEO|M S5 Z Lambda &4+ E MAM5T g 2Z4s¢tL|ct.CloudWatchZ 1.
HE HMEHE 7|E5l= ©Walsh ¢ E
NB3gLcHeIM7|sE sttkstdout.

2. Lambda &+ #5292 SNS FA| MY (set) Z2EZLambdaZ) &
M8t Lambda &<=2| Amazon 2|44 O|& (ARN) 22 0|S &Lt

3. Amazon RDS O[HE 222 A58 SNS M E FMHAAIR. RHMIE X|EIS OS2 &
A2 .AWSre:7|Al HlAl[Amazon SNS FX|E 7tX42F Amazon RDS ¥ &2 2= 2ol of
gt

U245t T T -0 EHAH oM A

4. Amazon RDS 2£0|M M O|HE 152 MEELICH MEEIZARNSR O|SE CHS O|TH0i| M4
$t SNS FXE MEELICH MEAA SENEEE o|HE FHH D 2[FHsHel 7 ALl ek, REA|
StUEe 8 XS A|2.0t0FE RDS O|HIE &2l F=ot0fE RDS MHEMOAM EQlE 4+~ Q&

[= S N |

L|C.

ClO|E{HO|A 21

MySQL X! MariaDB Ci|O|E{H|O|A = ZHA & EX| siEE @loll AMAEY - Us 2O & dEELICH
sie 2= Chaot Z&Loh
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/WhatIsCloudWatchLogs.html
https://repost.aws/knowledge-center/sns-topics-rds-notifications
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_Events.Subscribing.html

AWS THA x|E MySQL 2! MariaDB& Amazon RDSCS| D L|E{R & A1 =79 2

INE|

CloudWatchZ 1 H|0|E{E CH
CI2 oo M= ZHAF 220 M
LICH S7F AG =], ofH 2

e g2 osnt € + AsL

LA—ZAL FH2 MHo| €58 7|85t 2 EEgLct ZF 220IAHE MiMol| CHaH AMedod
AT ME (AHEX O|F L S AE), A™E FE|, HMAFEHOIE U HEE MH HE 7|58
L|Ct.

LFE— 0| Za0lE MLl (mysqld) AR & B= AlZH HH AR U B2 F U MH A Sof &
Mete @F, 410 2 M2t 22 TIE HIAIK]

Uit 0| 21k o #5 7ISHLIChmysqldodzlols 2t ZatoletE ol ¢ U 47 SHA| A
4re QL #EI7t ZEELICH Yt AB| 2325 Rt olAlElo] SEtolgE

I} ZetolelEZ SE
JhEH 82 Hes 1 A2 I 02 K88 4 ALIChmysqld.

C gl 2Bl o 21k £¥sts ol Alzto] 28 2Rl saL HElel 7S e MTELIC

12 B2 WS Cha ZaLchotohE RDSOIAM ofohE S 2 ClojEfH0l4 23 AlAICIoudWatch
=) troz BAstm LR A0| Holct AEEIX

HE XMEst ChsE AL835to{ CIOIHE 22l &LICtCloudWatch21 of|0|ME. &

QtCloudWatch21E AI235H 21 O|0|E{E AlA|ZE e
0] = AU
& 2~ QIALICHH| O|E{H| 0| A 21 HA|A L 2 QlojntE RDS 2 20{ A, AFRE £5 Ql&LCt
/g||
0

& galo2 AM5tT &2 £ Q)= Logs InsightsCloudWatchZ 1.
=& #Qlst= %H% il LICH.CONNECTO|HE = 2101 ZAIE
EIOICIE (IP F4) oM HAZAMEX| & &= UELICH ZAF 20 A &

ol

=~

>t°|-
Iy m&"

|2
Ct.

20221201 14:07:05,ip-10-22-1-51,rdsadmin,localhost,821,0,CONNECT,,,@,SOCKET
20221201 14:07:05,ip-10-22-1-51,rdsadmin,localhost,821,@,DISCONNECT,,,@,SOCKET
20221201 14:12:20,ip-10-22-1-51,rdsadmin,localhost,822,0,CONNECT,,,@,SOCKET
20221201 14:12:20,ip-10-22-1-51,rdsadmin,localhost,822,@,DISCONNECT,,,@,SOCKET
20221201 14:17:35,ip-10-22-1-51,rdsadmin,localhost,823,@, CONNECT,,,@,SOCKET
20221201 14:17:35,ip-10-22-1-51,rdsadmin,localhost,823,@,DISCONNECT,,,@,SOCKET
20221201 14:22:50,ip-10-22-1-51,rdsadmin,localhost,824,0,CONNECT,,,@,SOCKET
20221201 14:22:50,ip-10-22-1-51,rdsadmin,localhost,824,0,DISCONNECT,,,@,SOCKET
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https://mariadb.com/kb/en/mariadb-audit-plugin-log-format/
https://dev.mysql.com/doc/refman/8.0/en/error-log.html
https://dev.mysql.com/doc/refman/8.0/en/query-log.html
https://dev.mysql.com/doc/refman/8.0/en/slow-query-log.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_LogAccess.Procedural.UploadtoCloudWatch.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_LogAccess.Procedural.UploadtoCloudWatch.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_LogAccess.Procedural.Watching.html
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CloudWatch Logs Insights
Logs Insights 5m 30m 1h 3h  12h  Custom
Select log groups, and then run a guery or choose a
sample query.
v
Jaws/frds/instance/database-1/audit X
1 fields @timestamp, @message
2 | filter @message Llike /(71)(CONMECT)/
3 | parse @message ',*,%,' as @instance,@user
4 | parse @message /(7<@ip>\d{1,3}\.\d{1,3}\.\d{1,3.Nd{1,3})/
5 | stats count() AS counter by @user, @ip
5 | sort by @user desc, @counter desc _
T | limit 5@
P
[ fun ey [ | [rimony |
Queries are allowed to run for up to 15 minutes.
Logs Visualization | Export results v | | Add to dashboard &
Showing 1 of 22 records matched ® Hide histogram
22 records (2.3 kB) scanned in 3.25 @ 6 records/fs (746.057 B/s)
2
1
0
03:15 03:30 03:45 04 PM
# Buser &ip counter
v 1 rdsadmin 22
Field Value
@ip
@user rdsadmin
counter 22
27 o|HIEo|= MySQL L MariaDB DB QIAEIAQ} 24 El ZHedof| CHE AT FE 270 20| 72
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S Zo|® 21 o 7|§E &= UELICHERROR 1114 (HYQ00Q): The table zip_codes
is full. O[2{&t &= ZELIET 01 27 FAHE weste W0l E&LICE BAI2 & = UsL
CHAFE R X|H pHEZ ICIoudWatch‘*'E-iE A2 EH Amazon RDS 21 9| k| Amazon RDS G| O|E{H|
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EHAI_._E gl AF2CloudWatchZ21 QIAIO|E, E2 1 HA|2 & =o}l0}E BH= 7|CloudWatchOFOFE
RDS2 otOtE Q22 MySQLE ZLIERIEH7| I8 CHAIEE

ZHAL 5
AL =X (Es ZAF 2) 2 AWS HH2| o|HIE o EH oh Hot g At 71§ 2 MSELICH 07|
Uzdo| &S0

of = H|O|E{H|O|A EE= %EF—?—E a0 g2 0|zl 9
Amazon RDS O|HIE 7} ZBHELICH MySQL EE&= ManaDB% mazo
Ctgol| Z&ELICH.

CHer EMzhEl E7HE M3 ste
n RDSOIA A =X A0l =

e DB QIAEIA ZIAI 23 B LIE{E!
« OlO0}ZE RDS API & ZLIE{ZIAWS CloudTrail

Amazon RDS DB QIAEIAO| AL QMo 2 ZIAI S E o= ChZo| Z&ELICH

. CHBOl CHEH e 28t

FyVESS 36


https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/CreateMetricFilterProcedure.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/CountOccurrencesExample.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/FilterAndPatternSyntax.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/FilterAndPatternSyntax.html
https://aws.amazon.com/blogs/database/creating-an-amazon-cloudwatch-dashboard-to-monitor-amazon-rds-and-amazon-aurora-mysql/
https://aws.amazon.com/blogs/database/creating-an-amazon-cloudwatch-dashboard-to-monitor-amazon-rds-and-amazon-aurora-mysql/
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CHHAWS 22t EEAE Qe A FHAWSHE2 ol A MBS ELICHAWS CloudTrail A H|A.
CloudTrailAmazon RDSO{| CHEt API Z£ 2 O|HIEZ Z{XELICH. 2 & ofOtE RDS 20| 7|EE L
Ct. CloudTrailAmazon RDSOH| A At& X}, g EE= CHE AFRMO| =B 2hdof CHEt 7|28 M3 e U
CLAWSAMH|A. O|HIEO|= ol &t ZX[7F Z&ELICtAWSE 2| 2& ,AWS CLI, 2 AWSSDK &
API.

of

el ZAF ALLE|20i M= CHE S ZFalor & = &LICHAWS CloudTrailCl| O[E{H| O A ZHAL 2
71 2 Amazon RDS O|HIE T L|E{Zl0| Z &= Ef Y 0o & S04, Amazon RDS DB QIAE A Q| | O]
E{HIO|A ZI2tOIE{7F /e AILIEIR27F UE &= UE&LICH (0l:database-1) 7t =HE[R&LICE F5He]

QP L7t £HES FEK|, RRO| BRI, AH HBEIREK| ZQlsHs 2L,

stelg RS EH OHe TS 2 AAIL.

Bt Amazon RDS O|HIEE LtdgrL|Ct.database-17tE|12[0] Of
.configuration changeM|A|X|7} 2{=Finished updating DB
parameter group.

$ aws rds describe-events --source-identifier database-1 --source-type db-instance
{
"Events": [
{

"Sourceldentifier": "database-1",

"SourceType": "db-instance",

"Message": "Finished updating DB parameter group",

"EventCategories": [

"configuration change"



https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/Appendix.MySQL.Options.AuditPlugin.html
https://mariadb.com/kb/en/mariadb-audit-plugin-log-format/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-user-guide.html
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1,
"Date": "2022-12-01T09:22:40.413000+00:00",
"SourceArn": "arn:aws:rds:eu-west-3:111122223333:db:database-1"

[}

2. DB QIAEAONM ALE 52! DB ItEt0IE 2§ AlEstMA2.

$ aws rds describe-db-instances --db-instance-identifier database-1 --query
'DBInstances[*].[DBInstanceldentifier, Engine, DBParameterGroups]'

[
[
"database-1",
"mariadb",
[
{
"DBParameterGroupName": "mariadbl@-6-test",
"ParameterApplyStatus": "pending-reboot"
}
]
]
]

3. AEAWS CLIZEM5IE{HHCloudTrailACHS I 22 X[240i|Adatabase-11EHAHO| M 2H74E
Amazon RDS O|HIE T 9| 7|7tof| HiZ ELIC.EventName=ModifyDBParameterGroup.

$ aws cloudtrail --region eu-west-3 lookup-events --lookup-attributes
AttributeKey=EventName, AttributeValue=ModifyDBParameterGroup --start-time
"2022-12-01, 09:00 AM" --end-time "2022-12-01, 09:30 AM"

"eventVersion": "1.08",
"userIdentity": {
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::111122223333:role/Rolel",
"accountId": "111122223333",
"userName": "Userl"

o 40


https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events-cli.html
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}
}
},
"eventTime": "2022-12-01T09:18:192",
"eventSource": "rds.amazonaws.com",
"eventName": "ModifyDBParameterGroup",
"awsRegion": "eu-west-3",

"sourceIPAddress": "AWS Internal",

"userAgent": "AWS Internal",

"requestParameters": {
"parameters": [

{
"isModifiable": false,
"applyMethod": "pending-reboot",
"parameterName": "innodb_log_buffer_size",
"parameterValue": "8388612"
},
{
"isModifiable": false,
"applyMethod": "pending-reboot",
"parameterName": "innodb_write_io_threads",
"parameterValue": "8"
}
1,
"dBParameterGroupName": "mariadbl@-6-test"
.
"responseElements": {
"dBParameterGroupName": "mariadbl@-6-test"
},

"requestID": "fdf19353-de72-4d3d-bf29-751f375b6378",
"eventID": "@bba7484-0e46-4e71-93a8-bd01ca8386fe",
"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "111122223333",
"eventCategory": '"Management",
"sessionCredentialFromConsole": "true"

C{CloudTrailO|HIE = C}S

Ho{EL|CtUser19e 2 8fRolel... 0l HAWSHE 1111222233330|
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* innodb_log_buffer_size = 8388612

* innodb_write_io_threads = 8
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-lake.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-lake.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/monitor-cloudtrail-log-files-with-cloudwatch-logs.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/monitor-cloudtrail-log-files-with-cloudwatch-logs.html
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https://docs.aws.amazon.com/wellarchitected/latest/framework/perf_monitor_instances_post_launch_generate_alarms.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/perf_monitor_instances_post_launch_generate_alarms.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/perf_monitor_instances_post_launch_proactive.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/AlarmThatSendsEmail.html
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Cloudwatch > Alarms > Create alarm
Step - - TTH
e Specify metric and conditions
conditions
Metric l Edit
Step 2
Graph
) This alarm will trigger when the blue line goes above the red line for 1 datapoints within 5 minutes
Steg
=
Percent Namespace
10,47 AWS/RDS
Step 4 l\
| Metric name
CPUUtIlization
10.11
Statistic
\/ Q, Average >
Period
14:00
@ cruUtilization 5 minutes v
Conditions
Threshold type
© Static Anomaly detection
Use a value as a threshold Use 3 band as a threshold
Whenever CPUURIlization Is.
© Greater Greater/Equal Lower/Equal Lower
> threshold »= threshold <= threshold <t hold
than...
‘ao . ‘

= ALARM5E 0|4 =2 CPU AF E (80% Ol&) 2 B&st= HIO|EHIo|A T Qe
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overthreshold, an
actionisinvoked A
3 Onlyone pericd
over threshold, no
actionisinvoked
4_ 7
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1 2z 3 4 5 & 7 8 9 10 11
Time Periods
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/MonitoringLogData.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/MonitoringLogData.html
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A3 MNAEN ti8st7| fISHAML. o|§ S04 ChE1 20| BFE & U &LICHEventBridgeCtsE &H&H0|
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Ct.

Amazon X Amazon EventBridge Rules

EventBridge

Rules
¥ Developer resources
A rule watches for specific types of events. When a matching event occurs, the event is routed to the targets associated with

Learn the rule. A rule can be associated with one or more targets.

Sandbox

Quick starts Select event bus
v Buses Event bus

Event buses Select or enter event bus name

Rules default v

Global endpoints

Archives

Replays Rules (2/17)
v ripes | create rute |

Pipes @ Q, rds X | 2matches | Anystatus ¥ 1 . D &
¥ Integration Name A Status v Type v Description

Partner event sources

API destinations rds-shutdown-database-3 © Enabled Standard
v Schema registry rds-startup-database-3 & Enabled Standard
Zr XI5t #2IThe DB instance has been stoppedO|HE0|= Amazon RDS O|HIE ID7} Q&

L|CF.RDS-EVENT-0087 12 EAl2Event PatternTt®!ol &AM =21t Z+&LCt.

{
"source": ["aws.rds"],
"detail-type": ["RDS DB Instance Event"],
"detail": {
"SourceArn": ["arn:aws:rds:eu-west-3:111122223333:db:database-3"],
"EventID": ["RDS-EVENT-0087"]
}
}

EventBridge %! 46


https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_Events.Messages.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-create-rule.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-create-rule.html
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] AWS Notification Message -
Message <

NOTICE

RDS-Events-1= DB instance
stopped for db-instance
mariadb-3

AWS Notification Message

. - RDS-Events-1 <no-reply@sns.amazonaws.com>
To: « Ob

RDS-Events-1>
{"version":"0","id":"65f0bafe-3
aec-cc58-

=
o

{"version":"0","id":"65f0bafe-3aec-cc58-da98-710e2b35e0a0","detail-type":"RDS DB Instance

Event","source":"aws.rds","account":" " "time™:"2022-12-03T00:45:112", "region":"eu
west-3","resources":["arn:aws:rds:eu-west-3: :db:database-3"],"detail™:
{"EventCategories":["notification"],"SourceType":"DB_INSTANCE","SourceArn":"arn:aws:rds:eu-west-
3: :db:database-3","Date™:"2022-12-03T00:45:11.3832"," Message":"DB instance
stopped"]'Sourceldentlﬁer" "database-3","EventlD":"RDS-EVENT- 008?"}}]

If you wish to stop receiving notifications from this topic, please click or visit the link below to
unsubscribe:

'>https://sns.eu-west-3.amazonaws.com/unsubscribe.htm|?
SubscriptionArn=arn:aws:sns:eu-west-3: :RDS-Events-1:d911c18e-f196-44c7-af16-
8f14a68a8641&Endpoint=

Please do not reply dlrectly to this email. If you have any questions or comments regarding this email,
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https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-database-migration/welcome.html
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https://docs.aws.amazon.com/prescriptive-guidance/latest/amazon-rds-monitoring-alerting/amazon-rds-monitoring-alerting.rss
https://docs.aws.amazon.com/prescriptive-guidance/latest/amazon-rds-monitoring-alerting/third-party-monitoring-tools.html#prometheus-grafana
https://docs.aws.amazon.com/prescriptive-guidance/latest/amazon-rds-monitoring-alerting/third-party-monitoring-tools.html#prometheus-grafana
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https://docs.aws.amazon.com/wellarchitected/latest/devops-guidance/ag.sad.5-implement-break-glass-procedures.html
https://docs.aws.amazon.com/wellarchitected/latest/devops-guidance/ag.sad.5-implement-break-glass-procedures.html
https://docs.aws.amazon.com/whitepapers/latest/running-containerized-microservices/welcome.html
https://docs.aws.amazon.com/whitepapers/latest/running-containerized-microservices/welcome.html
https://docs.aws.amazon.com/whitepapers/latest/running-containerized-microservices/organized-around-business-capabilities.html
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https://docs.aws.amazon.com/fis/latest/userguide/what-is.html
https://aws.amazon.com/blogs/enterprise-strategy/tag/ccoe/
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-cloud-operating-model/introduction.html
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