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"RDSInstanceldentifier": "!Import rds-mysgl-instance-identifier",
"TargetClusterIdentifier": "!Import rds-mysql-instance-global-arn"
}
I
{
"resourceType": "FailoverElastiCacheCluster",
"resourceName": "Failover ElastiCache Cluster",
"parameters": {
"GlobalReplicationGroupId": "!Import demo-redis-cluster-global-replication-
group-id",
"TargetRegion": "!Import demo-redis-cluster-target-region",
"TargetReplicationGroupId": "!Import demo-redis-cluster-target-replication-
group-id"
}
}
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"StatePayload": [
{
"layer": 1,
"resources": [
{
"resourceType": "CreateRDSReadReplica",
"resourceName": "Create RDS for MySQL Read Replica",
"parameters": {
"RDSInstanceldentifier": "!Import rds-mysql-instance-identifier",

"TargetClusterIdentifier": "!Import rds-mysql-instance-global-arn",
"SourceRDSInstanceIdentifier": "!Import rds-mysgl-instance-source-

identifier",
"SourceRegion": "!Import rds-mysql-instance-SourceRegion",
"MultiAz": "!Import rds-mysql-instance-MultiAz",
"DBInstanceClass": "!Import rds-mysql-instance-DBInstanceClass",
"DBSubnetGroup": "!Import rds-mysql-instance-DBSubnetGroup",
"DBSecurityGroup": "!Import rds-mysql-instance-DBSecurityGroup",
"KmsKeyId": "!Import rds-mysql-instance-KmsKeyId",
"BackupRetentionPeriod": "7",
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"MonitoringInterval": "60",

"StorageEncrypted": "True",

"EnableIAMDatabaseAuthentication": "True",

"DeletionProtection": "True",

"CopyTagsToSnapshot": "True",

"AutoMinorVersionUpgrade": "True",

"Port": "!Import rds-mysql-instance-DBPortNumber",
"MonitoringRoleArn": "!Import rds-mysql-instance-RDSMonitoringRole"
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{
"StatePayload": [
{
"layer": 1,
"resources": [
{

"resourceType": "PlannedFailoverAurora",
"resourceName": "Switchover (planned failover) of Amazon Aurora global

databases (MySQL)",
"parameters": {

"GlobalClusterIdentifier": "!Import dr-globaldb-cluster-mysql-global-
identifier",

"DBClusterIdentifier": "!Import dr-globaldb-cluster-mysql-cluster-
identifier"

}
}
]
}
]

}
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4. dr-orchestrator-stepfunction-FAILOVERAE|O|E MHAISZ O|SELICEH
5.

AlSH A|ZH2 MEI5L T CH2 T} UnPlannedFailoverAurora 20| Input - optional AlMof C}
(o]

= JSON ZEE =g LIC}. resourceType
{
"StatePayload": [
{
"layer": 1,
"resources": [
{

"resourceType": "UnPlannedFailoverAurora",
"resourceName": "Performing unplanned failover for Amazon Aurora global

databases (MySQL)",
"parameters": {

"GlobalClusterIdentifier": "!Import dr-globaldb-cluster-mysql-global-
identifier",

"DBClusterIdentifier": "!Import dr-globaldb-cluster-mysql-cluster-
identifier",

"ClusterRegion": "!Import dr-globaldb-cluster-mysql-cluster-region"

}
}
]
}
]

}

6. dr-orchestrator-stepfunction-FAILOVERAEN HAI2 BlAA REE A2
UnPlannedFailoverAuroraMySQL €11 dr-orchestrator-stepfunction-unplanned-
Aurora-failover &'E{ Detach Cluster from Global Database HAIOA ZHed
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https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/Aurora.Modifying.html
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3. Amazon RDS 2£ £ 0|535t0{ 28{AE 0|8 (dbcluster-01) 2 MENSt T [Modify] & MEHEIL
Ct.

4. MR 2E0IM AN 2% g5t SolBto] Mg F|Astn &g MEBLIC
5. [BAl M8 2 MEiE O3 [EBAE ] 2 MEighLIct

DR Orchestrator FAILBACKZEH H&I2 O|Fe| 7[& X[ () us-east-1 oA Y ZEM|A
ol & ELct.

S SN CHST 20| BHIAIL.

=]
O|™9o| 7|8 XY (us-east-1) 22 #HZH
Z 0|& 8t C}Z Step FunctionsE ME4EFLICEH
DR Orchestrator FAILBACKAE|OIE HAISZ O|S¢ELICt

=
[Al&l A%} € MEHEI T Input - optional A0 CHS JSON ZEE Ql=248HLIC}.

o & 0N~
x
T

{
"StatePayload": [
{
"layer": 1,
"resources": [
{
"resourceType": "CreateAuroraSecondaryDBCluster",
"resourceName": "To create secondary Aurora MySQL Global Database Cluster",
"parameters": {
"GlobalClusterIdentifier": "!Import dr-globaldb-cluster-mysql-global-
identifier",
"DBClusterIdentifier": "!Import dr-globaldb-cluster-mysql-cluster-
identifier",
"DBClusterName": "!Import dr-globaldb-cluster-mysql-cluster-name",
"SourceDBClusterIdentifier": "!Import dr-globaldb-cluster-mysql-source-
cluster-identifier",
"DBInstanceldentifier": "!Import dr-globaldb-cluster-mysqgl-instance-
identifier",
"Port": "!Import dr-globaldb-cluster-mysql-port",
"DBInstanceClass": "!Import dr-globaldb-cluster-mysql-instance-class",
"DBSubnetGroupName": "!Import dr-globaldb-cluster-mysql-subnet-group-
name",
"VpcSecurityGroupIds": "!Import dr-globaldb-cluster-mysql-vpc-security-
group-ids",
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2. AWS
"Engine": "!Import dr-globaldb-cluster-mysql-engine",
"EngineVersion": "!Import dr-globaldb-cluster-mysql-engine-version",
"KmsKeyId": "!Import dr-globaldb-cluster-mysql-KmsKeyId",
"SourceRegion": "!Import dr-globaldb-cluster-mysql-source-region",
"ClusterRegion": "!Import dr-globaldb-cluster-mysql-cluster-region",
"BackupRetentionPeriod": "7",
"MonitoringInterval": "60",

"StorageEncrypted": "True",
"EnableIAMDatabaseAuthentication": "True",

"DeletionProtection": "True",

"CopyTagsToSnapshot": "True",

"AutoMinorVersionUpgrade": "True",

"MonitoringRoleArn": "!Import rds-mysql-instance-RDSMonitoringRole"

6. DR Orchestrator FAILBACKAE| HAI2 BlAaA REE 2
CreateAuroraSecondaryDBCluster 211 dr-orchestrator-stepfunction-create-

Aurora-Secondary-cluster &Ej HA&IE S EErLICH.
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M E=A
« O| &FME8 MaXo=Z AWS HHH I Z S AIAIL.
« Amazon Simple Storage AH|A (Amazon S3) HZA! & HIZZI0| M AL El= E|AAE MHE =
= ™$&H AWS CloudFormation
DR Orchestrator FAILBACKAEO|IE HAIES A™SHY| H:
¢ RDSQIAEAE £502 £%5}7{L} Amazon Aurora DB 2AEE £&sl1 H|EMstect.
DeletionProtection
- 2 folgMde 4‘-%*3FE4E 2 Amazon RDS QIAEIA EEE= Aurora 2{AEE AHX||6H7| T

o DB £ H4FE O &A[R ()RCA.
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o A Cllo|E{H|O| A& CHZ0i| BHE St A AI2. AWS

O| Cl[O|E{HIO|AE I8t X[ 7t DR £F M2 A|45t7| ?/5H Amazon for My AWS, Amazon RDS
Aurora SQL My SQL & &t ofC|M 2! ElastiCache Amazon (OSSRedis) - 2 2% OIO|E{AE0{E Hi
Z 8 4 Ql&LICh -database EIZ X|E 2| App-StackREADME I lof RlE XIES M2 AMAIL. aws-
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/Welcome.html
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https://github.com/aws-samples/aws-cross-region-dr-databases/tree/main/App-Stack
https://github.com/aws-samples/aws-cross-region-dr-databases/tree/main/App-Stack
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AWS A X|H Chs @Ixlel A Clo|E{H| 0| A& fIE DR £F M2 KIS3tst &l Al
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Ol T WAlIS AL 5tod B A8 4 9= RPO % RTO M7 24
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A2 FUAYUL I

S AZF S E (RTO) 2 57 A|™H S E (RPO) of CHEt REAM|EH LHE 2 o O|O|E{H| 0| A RS 57 T
2F M2F2 2R SHA A2 AWS

AWS CloudFormation LHELHZ| HHE BFE A| AL SHOF B L|7F?
OtL|2. Amazon Aurora 22 O|0|E{H|0|A EEE= Amazon RDS DB QIAEIAO| 22 C}S JSON &
Al (0f:- "RDSInstanceldentifier": "rds-mysql-instance") _E Y dEE = UasU
CF.

DR Orchestrator FAILOVER I3 Z 22 AI23504 5 74 o|&r o] O
O|E{H|O|AE Holl =X = U&ELITH? AWS

0i. /24 Of7H B4 TUM E O|& 2| E|AAE T™MES0 & AWS 0|4 9| O|O|E{H|O|AE EoH T X|

& £ Ql&LICH CHE Z E of|XMl= Amazon RDS for My SQL ¢17| & SA|& 13 Amazon ElastiCache

(RedisOSS) 2 24 H|0|E{AE 01§ BHZE HUHSH= WHE 2oiELICH

{
"StatePayload": [
{
"layer": 1,
"resources": [
{
"resourceType": "PromoteRDSReadReplica",

"resourceName": "Promote RDS MySQL Read Replica",

"parameters": {
"RDSInstanceldentifier": "!Import rds-mysqgl-instance-identifier",
"TargetClusterIdentifier": "!Import rds-mysql-instance-global-arn"
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https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-database-disaster-recovery/welcome.html
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2. AWS
"resourceType": "FailoverElastiCacheCluster",
"resourceName": "Failover ElastiCache Cluster",
"parameters": {
"GlobalReplicationGroupId": "!Import demo-redis-cluster-global-replication-
group-id",
"TargetRegion": "!Import demo-redis-cluster-target-region",
"TargetReplicationGroupId": "!Import demo-redis-cluster-target-replication-
group-id"
}
}
]
}
]
}
o — —
Amazon& DR Orchestrator FAILBACK & El &2 Al&E i
L] . » E _— _— —
InvalidParameterCombination @ F & & X[5t24 o= | sloF &L
7t? RDS
oRo MA YAEE 21 ZaLD
"errorMessage": "An error occurred (InvalidParameterCombination) when

calling the DeleteDBInstance operation: Cannot delete protected DB
Instance, please disable deletion protection and try again."

Q=2 drx|5t2{™ DR Orchestrator FAILBACK &E{ A2 DeletionProtection &&5}t7|
X H|& 448} 5104 RDSQIAEIAE =5 AA|2.
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https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/Overview.DBInstance.Modifying.html
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https://docs.aws.amazon.com/sns/latest/dg/welcome.html
https://docs.aws.amazon.com/xray/latest/devguide/aws-xray.html
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» Using failover in an Amazon Aurora global database(Aurora A A)
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https://docs.aws.amazon.com/AmazonElastiCache/latest/red-ug/Redis-Global-Datastore.html
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/aurora-global-database-disaster-recovery.html
https://aws.amazon.com/blogs/database/automate-amazon-aurora-global-database-endpoint-management/
https://aws.amazon.com/blogs/database/automate-amazon-aurora-global-database-endpoint-management/
https://aws.amazon.com/blogs/infrastructure-and-automation/disaster-recovery-failover-scenarios-aurora-global-database-terraform/
https://aws.amazon.com/blogs/infrastructure-and-automation/disaster-recovery-failover-scenarios-aurora-global-database-terraform/
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-database-disaster-recovery/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/patterns/automate-cross-region-failover-and-failback-by-using-dr-orchestrator-framework.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/patterns/automate-cross-region-failover-and-failback-by-using-dr-orchestrator-framework.html
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https://docs.aws.amazon.com/prescriptive-guidance/latest/automate-dr-solution-relational-database/automate-dr-solution-relational-database.rss
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https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-portfolio-discovery/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-portfolio-discovery/welcome.html
https://aws.amazon.com/what-is/artificial-intelligence/
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-operations-integration/aiops.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction_attribute-based-access-control.html
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https://aws.amazon.com/cloud-adoption-framework/
https://aws.amazon.com/cloud-adoption-framework/
https://d1.awsstatic.com/whitepapers/aws_cloud_adoption_framework.pdf
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https://docs.aws.amazon.com/detective/latest/userguide/behavior-graph-data-about.html
https://docs.github.com/en/pull-requests/collaborating-with-pull-requests/proposing-changes-to-your-work-with-pull-requests/about-branches
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https://docs.aws.amazon.com/wellarchitected/latest/devops-guidance/ag.sad.5-implement-break-glass-procedures.html
https://docs.aws.amazon.com/wellarchitected/latest/devops-guidance/ag.sad.5-implement-break-glass-procedures.html
https://docs.aws.amazon.com/whitepapers/latest/running-containerized-microservices/welcome.html
https://docs.aws.amazon.com/whitepapers/latest/running-containerized-microservices/welcome.html
https://docs.aws.amazon.com/whitepapers/latest/running-containerized-microservices/organized-around-business-capabilities.html
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https://docs.aws.amazon.com/fis/latest/userguide/what-is.html
https://aws.amazon.com/blogs/enterprise-strategy/tag/ccoe/
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-cloud-operating-model/introduction.html
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https://aws.amazon.com/blogs/enterprise-strategy/the-journey-toward-cloud-first-the-stages-of-adoption/
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-readiness/
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-readiness/
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https://docs.aws.amazon.com/config/latest/developerguide/conformance-packs.html
https://docs.aws.amazon.com/whitepapers/latest/practicing-continuous-integration-continuous-delivery/benefits-of-continuous-delivery.html
https://docs.aws.amazon.com/whitepapers/latest/practicing-continuous-integration-continuous-delivery/benefits-of-continuous-delivery.html
https://aws.amazon.com/devops/continuous-delivery/
https://aws.amazon.com/devops/continuous-delivery/
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/data-classification.html

AWS A X|H Chs @Ixlel A Clo|E{H| 0| A& fIE DR £F M2 KIS3tst &l Al

& & HlolH

HEQXIIE S1tstn Ue HOIEYULICH HERXT 2IAA AIO|E 0|5 SQ HOIEHHE 2 E £
U&LICE.

GlOlE] HA|

I=|
2 28, HE 2 EMof M2 EtA WA= E &2 'AWS E’-E+°E 2 &L|Ct

MEZE +~ = IDEH g HEHIM MEIE £ = BlAaL0 HMASES ot= O =F0| &
= AWS 3 L L& 9| ol 7t=BYL|CH RhMlEH LHE 2 CIoIH B 75 XSt AL,

GO AFE %42

HAICIOIEIE ML 20| &H &8 EME + U= A 22! el
Melettte A2 54 QoL &2 X7Hstn & 2f, 2ol e e e &5 UdsS MeElgS

E
|
ojolg =+ UA&LICH

ClOIE &7

2tO|ZALO|Z T™Ehol| AR C|o|E{e] EX{et 7|58 FXste Z2MA(0: ool &4, T&
).

GO F4]
ClolElE =& & ®Elst= 7Lt

olOlE Hlofst<

BAD U HIALIA QIGZIHAR RIBGHE HoIS| 22| NAY, EOIE flojate A0l Uit
o Z3iei0 Yetsio® Azl o 2 Aol AL ELICH

ol O|E{H|O|A0{| A El|O| 2 & ZA[2
ClO|E{H|O|A Z=EF @104(DML)

1
ra
uin
X
Ir
4>
0>|
_o'l_l
N
40
ol
(3
o
A0
i
rr
0F
o
°
r
_ITI_

2z

ClOIE{HIO|AMM HEE £-H (A,

[nl

o
m
a
I
pal
\_6/'I_I
N
1o
o
02
b
Ho
i
rr
02
ob
°
L
ful



https://docs.aws.amazon.com/whitepapers/latest/building-a-data-perimeter-on-aws/building-a-data-perimeter-on-aws.html
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https://docs.aws.amazon.com/organizations/latest/userguide/orgs_integrate_services_list.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_integrate_services_list.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/aws-security-controls/detective-controls.html
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/using-cfn-stack-drift.html
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https://docs.aws.amazon.com/controltower/latest/userguide/drift.html

AWS A X|H CtS 2Ixlo] 27A¥ HIO|E{HIO|AE fI8t DR &R M2 XS5t Al
2. AWS

Ct. XFAIBH LI& 2 Amazon Virtual Private Cloud(VPC) A& AMo| dlE ZQIE MH|A A
MA@
= 4.

ERP (TAAA X3 = 2)

A |ZLIA Z2MA (of: 3|AH|, MES, Z2ME #E|) & XHS35t5tn #ElsHe AlARY

\o
n:

7 | =

|
L|C.

st

ol

=
25 o

33t 7|E CIE ¢E3 7|2 Y5 8tste ZEMAJLICEH AEAMEH LIE2 AWS Key Management
I.

Serwce (AWS KMS) 2B AMO| S & AS53E HESHAAIL.

?H3
A el ofE2|7o|Me| QARAQILICH OS2 2Et*E ARTE el ditHel 23 fILIC
- e B8 - ol EE(F|olM 7 X 2EIE BTt A BT AISE + Us 4™ 2 oiE 2|70
Mol QIAHAQLICH i B E2 HE A E 42l #E2z 5457 ™ol EHIAESHE Ol Ab
EELICH o|eet 8ol #EE HAE #Eol2tn: gL
- ofRI B3 - XV HE A EHAEN MEEE BES HIRE oiEE(FH 0l B E e BE L
CH.
- Z2HM EE - 23 MERITE HMAE £ e A Sl ofEE|FH 0| QIABIARILICE CIf
CD mto|ZzfQlollM == #rZ0 OFX|2 i #Z LI
- QI3 - Y B o[ele| AERIV AMAYE £+~ s EE BEYULICE Z2HMEEE, X
EHM oM &#Z8 L A8 +8 HAEE fIgF #Z0] o47|of e E + &L
o =!
OiAXId LHENM HHE F st 2M=@IE Yote Ol =F0| e 7I5H HF LIt o2
QT M & 7 FHHol chet 72X 4B S MIBELICH & S0{ AWS CAF 22 of Eoil=
ID L HAMA BE|, EFX| Mo, Q=2 29 HI0o|E| 25, At CHE S0| ZEELICH AWS 00|

cilo|M T2 o] of Zofl CHEF AHMIEF LI 2 T2 0% 7134 710[= 8 HRstAAL.

- =1 —

ERP

AIE|Z 20| = B|AA HZES X AAIL.

B Cllo|Ef EA(EDA)

HOIE MEE E45t0d £ §H2 mdsts T2 MAQLICH C|O|EE =& =& &AE OIS
Z7| ZAE s&stod MBS 2, 0|y 2 B X[, 71EE HAFLICH EDAE 29 S7HE A
ot 11 CI|O|Ef AlZtEHE dstod =~ ELIC

51


https://docs.aws.amazon.com/vpc/latest/privatelink/create-endpoint-service.html
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https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-program-implementation/
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https://docs.aws.amazon.com/whitepapers/latest/aws-fault-isolation-boundaries/abstract-and-introduction.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/ml-model-interpretability/overview.html
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https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_tracking_change_management_immutable_infrastructure.html
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https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/network.html
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https://www.weforum.org/about/klaus-schwab/
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-iiot-transformation/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/network.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/network.html
https://aws.amazon.com/what-is/iot/
https://docs.aws.amazon.com/prescriptive-guidance/latest/ml-model-interpretability/
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https://docs.aws.amazon.com/vpc/latest/peering/what-is-vpc-peering.html
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