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public class UserInMonolith: IUserInMonolith

{
private readonly IACL _userServiceACL;
public UserInMonolith(IACL userServiceACL) => (_userServiceACL) = (userServiceACL);
public async Task<HttpStatusCode> UpdateAddress(UserDetails userDetails)
{
//Wrap the original object in the derived class
var destUserDetails = new UserDetailsWrapped('"user", userDetails);
//Logic for updating address has been moved to a microservice
return await _userServiceACL.CallMicroservice(destUserDetails);
}
}

public class UserServiceACL: IACL

{
static HttpClient _client = new HttpClient();

private static string _apiGatewayDev = string.Empty;

public UserServiceACL()
{

IConfiguration config = new
ConfigurationBuilder().AddJsonFile(AppContext.BaseDirectory + "../../../

config.json").Build();
_apiGatewayDev = config["APIGatewayURL:Dev"];
_client.DefaultRequestHeaders.Accept.Add(new
MediaTypeWithQualityHeaderValue("application/json"));

}
public async Task<HttpStatusCode> CallMicroservice(ISourceObject details)

{
_apiGatewayDev += "/" + details.ServiceName;
Console.WriteLine(_apiGatewayDev);

var userDetails = details as UserDetails;
var userMicroserviceModel = new UserMicroserviceModel();
userMicroserviceModel.UserId = userDetails.UserId;

userMicroserviceModel.Address = userDetails.AddressLinel + ", " +

userDetails.AddressLine?2;

0z
TS
kU
In



AWS T X|H et = dA TiE, of 7=

userMicroserviceModel.City = userDetails.City;
userMicroserviceModel.State = userDetails.State;
userMicroserviceModel.Country = userDetails.Country;

if (Int32.TryParse(userDetails.ZipCode, out int zipCode))

{
userMicroserviceModel.ZipCode = zipCode;
Console.WritelLine("Updated zip code");

}

else

{
Console.WritelLine("String could not be parsed.");
return HttpStatusCode.BadRequest;

}

var jsonString =
JsonSerializer.Serialize<UserMicroserviceModel>(userMicroserviceModel);

var payload = JsonSerializer.Serialize(userMicroserviceModel);

var content = new StringContent(payload, Encoding.UTF8, "application/json");

var response = await _client.PostAsync(_apiGatewayDev, content);
return response.StatusCode;
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https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-net-applications-security/authentication.html
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By inspecting the request in the Lambda function (running at
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new List<object>
{currentTimeStamp}).GetRemainingAsync();

if (serviceDetails.Result.Count > Q)

{
functionData.CircuitStatus = serviceDetails.Result[@].CircuitStatus;
}
else
{
functionData.CircuitStatus = "";
}
CtE FE = Step Functions 13 & £ 2| Amazon States 2101 BHEEZ Eo{FLICH

"Is Circuit Closed": {
"Type": "Choice",
"Choices": [

{
"Variable": "$.CircuitStatus",
"StringEquals": "OPEN",
"Next": "Circuit Open"
},
{
"Variable": "$.CircuitStatus",
"StringEquals": "",
"Next": "Execute Lambda"
}
]
.
"Circuit Open": {
"Type": "Fail"
}

GitHub Z|Z X[E 2]

I

IE1o| ME o} F|EIXE 2&t5| 734524 ™ https://github.com/aws-samples/ GitHub Z|ZX|EE|E
circuit-breaker-netcore-blog.

O
B
9.'—'
| el
>
to

« Amazon AWS Step Functions DynamoDB2t B 7Al |2 XtEH7| THE ALS

GitHub Z|ZX|E 2| 23


https://github.com/aws-samples/circuit-breaker-netcore-blog
https://aws.amazon.com/blogs/compute/using-the-circuit-breaker-pattern-with-aws-step-functions-and-amazon-dynamodb/

et = dA TiE, of 7=

« Strangler Fig I &
o HHO T ME{oZ RHA|E

« AWS App Mesh3|2 #tEt7| 7|5

b
©
rH
2
pr

24


https://aws.amazon.com/about-aws/whats-new/2020/11/aws-app-mesh-introduces-circuit-breaker-capabilities/

AWS T8 x|F& 2ot MA THE, o} 7[Elx] L 73
O|HE A Al mjEd

Intent

O|HE 7|8t o} 7|E A0 OHIE AA TIHEI2 Cl|O|E{ AE0{Q| AE} HZAE X=olst= O|HEE X%
grich mekM AEf ol MA 7SS X U KXIE & AUom, LA Ths, £ stsd W A

MEfE 2EMst= S240| SHAMEIL|CH

XS
04c{ OIO|AEMH|A VI K7|XMo 2 B 55§
23t O|HIEZ QI5H A Ef(COIE)7t HEE
E AE{E|2] 34X & EHol| CHEF S 2Ft HESQt 0
Euc.

e
. OhZEIFOIM NENE F7IZH MEE TR XIS Lol met KT As7IE HErLc
. i3z =0t 7| U M| BBO| CHELICH OIE 501 MAIZH X2I7H WRsHK| o2 47| Flotaiol
SEEISp/X N[y
A

ofE2|7olMd ds & 7|E X| £ & EMst7| I8 14 O|o|E ZA(CDC)7t HEfLICH

1 ETE o AILRIM Edlst= 2 E O|HIEO CHEH Z A ClIOIE7F 2R FFLICH
M zz M Sof O|fHES HE (&Y, UOIOIE E= AX|)stod 7t5E S= HEHE THAF2ZM
7t & (what-ify A|Lt2IRE =&t TR BhLct

22X L T At

. A S A Fof: O THEIS AIATO| MEf HZTS RYsHs DE OHEE MIBLICH of2f A
8 i MulATHS Aol S Y8 CIOEIE YCI0|E 8T AT ol [t OlHE SE0| YAuE

Intent 25



AWS %] x| SEH2E M HE, oK U 7

o )

4+ LIt Ol23t BE2 BESHE O/HET} SAlo| 4N M
5% 2t 7

ClolE SEf7 ANt LRIstK| oA ElLICH o EXIE sHZ oP7I ¢loll O|HE S=& #Xlst1 sl 2
ot= M E FIE + UELICH OE S0 HHY #ElE Z& 57U O[HE| Bt HARHZ E FT}st

o
_Jl\_
of UEIOIE £HE REEORM LB S SAIE Fol A7I0IE 7Y + s
S T#16t2H 7|Z CRUD 220l A O[HIE J|it wAloR warg
A I3t Ol S ElE A4 Z2HIAL CloE HENS B35 9/
ACk7E OIHIE AEBIR|, #e U AiA T TS IHBAIY £
Uets: B 72| Mgl EEI(CQRS) HEH E= THSHE B E AFSsHod CloIEIE Holol= 3t
o1 AlzH {0l o|HIE0iA THYE Clo|E ZREMolME B2 Yrrado| KRIFLI
AH7k OIHIE AE 00| GIOIEIE #EI5tT AIAIRL7H M CIOIEIS HLHE 29, ClojE Z2 MM
OHZEIH Ol 27} HR AEHE BrAsHx| oS £ UBLicH

&
O|HIE 2 0i|A 34XH EE= ZA| CIO|EHE AMSHE 22 7|Z dIo|E{H o] A0 HISH o 2%
i%‘ T U&LICH S5 ST e #el L 2T 5Yo| A2 s JF&LICE Ol EXME &5tst7|
O|HIE £ 42 CQRS HHHO R FHE|= 4
OlHIE AE o040 37| & HIE: £35] O|H 1
HEJ X|&EHo 2 |XIE et ofH P
EtM O|HIE AEO{7I 4T HXI= XS %*Ilﬁwl |5H &7
A E2[X|of E2tatoF JLICH

IR B orr b

°I"I-JE M o= o O

f o

Ho| Z2, 0
A& L

Ct,
|Xo 2 O|HIE H|O|HE HIE E2%¢2

l 2 1o 2 &z|sHoF &
LIC}t. O|HIE A501= EE ZF.""oUIﬂ 0'|E4§ A2 MES; IE|ME MBste= HIOIE &
EO0{E AI&3st= W0 S ELICH

24 3 x|™3: M7| U7 EHUS ZF S 2XO=R RE6t= O|HE AE0{E MEASHHLE AHA|
L E AEOE OH%EHIOWOI oflat O|HE E& X #2| Eof HAH %[Z43tz|o{of &L
Ch. QI A A | HIFHLIE A5t ol E2(A 0| HEfE RFHE [ O|HIE AM ST E =
= A&t 2| x|123 7|_E M3ste S8 O|HIE AE0{ O|O|EH|O|A EE= 2HOIEEE|IE

ArEste R Deddl & = UA&LICH

HAE AIZE 7|8t EHSHE S6ll WYMo 2 O|HE 28 HiQdsHok & | Ct. Orx|2o 2 M55t
o= il Ol0o|E 4| o|HIEE A5t o E (7|0 el

Recovery Point Objective(RPO)= OHX|2} O|0|E{ 57 A|™H o|F '|9-E|E ko

ORI 57 A0 MH[A S ALO|of| {8 E|= CIO|EH £42 7HFE|l= HRIE Z-E L ct do]
E{ & O|HE AE0{0] YU AHAF HIZ = O Z2|710| M2 RPOE 7IE2 2

i
-|>
30

Azt BIZE: OJHIEE Wt 2 MCHZ MFEILICH meta o] IHEIS T&8 o) matshor & B2
B A HEI AZIMLLICH Xt MR Qs SR E AILH AEi7t 4N £ YsLICH 2
CH 3 # MBS E|E MUMS(FIFO) CH7IUS AL 304 OIHIEE OIHIE AE0{2 MEFHML.

IEREENES 26



AWS %] x| SEH2E M HE, oK U 7

S 2 O|HIEE XieYstod 24X o E 2|70 H LENE A~ HstedH Alzho| B
ol 248 =+ U&LICH 53| 22 & Clo[E{olA O|HEE MUE M= S5 IMMst7| fIgt 3"_I"—1§f

=
« 2R AMAR] UHO|E: O|HIE A IHE AL tE OHEE|70|ME 2IF AIARS| H|0|E AE04
£ UololEst O|2{E UCIO|EE O|HE HA = HAE + U&LICH O]t |E Ml Sol, 2fF Al

AHIO| UO|0|EE o M5HK| oo ol EX7I E &= U&LICH o|38t B 7| EcHE M85
01 Q|F AIAH! AO|O|EE WMO{E = U&LICH

o QB AIAH! ZIZ|: IF AAH”I AH S E0| & UM L AlZto] RIZSE A2, =AIE HIO|EHE W&
CIlO|E| AE0{0f K& 35I0 R Sof AL & = U&LILCE.

5 gt O|HIE X (A 7|07t HE

B 1} Ol—?— |:|-| °| _<T=_§F*"° H &5t -?-|3H H.iEOH CHEH T 22| TMEFg 7348l ok EFLICH 047

oll&= O|HIE H|0|2 =0 version ZEE Z &5l A|M Sof CtYet o|HIE HAME MASHA & 2lst

£ [o| & + J&Lct

S + A&Lich o™

O O = —
SAE OHIE 7|8t nlo| T2 AMHIA ofZ 27 0ol M WS Ybtsoz AE| HAS AIRE =50
2 MH|AO MEEl= EYE Ete Q™S LHEMYLICEH MH|AE ol2{E E-E Xelstn HEo fad
3} 3R] Aefoll Cit & JHs A2 Byt LICH B0l 4B3Mo = AMEH Mulas +HE Zxot
2 HEf HEE LIEIU = O|HIEE ELH SHELICH o & 04 CH2 CHo|o{a oM of|2F MHH|AE
Ride booked O|HEE 445l0{ Book ride &0l SE&LICH
b7,
.-', : .,l"'
8 Command Event
Book ride Ride booked
User
O|HIE AEO0]

T 27



AWS %] x| SEH2E M HE, oK U 7

=

OIHEE= 8 27tsstn F7HE 7tSstH AlZt=c 2 H-E B|ZX|EE| £ O|HE AE0{2ts
El

GlOIEf AE0{0f 7S ELICH 2 M ¥Z2 M O[HIE M2 T ELICH OIHIES W MCHz

R A45t04 Z 7| AEH, HRH AEH U AR 7 YBIEI AIE{E| 2R T COlE] AE0IE MT Y 4 9

&Lt

OHIE AEO{E DE Bd QU HEf HZ0l CHE 7|2 A2 5, MEIE 4 U BU AARM B2

B OIEr2 BILICH OJHIE AE0{E AL S Ki4 ZENIME S5 0/ HES FTstod AL 53,

28 HENE SEE 4+ YBLICH WA Z2HME Ol2{3t OJHES B 5tof 24l AILH AefS H

B471 LIEHEILICL 21 OIS AE018 ABSHE XY Z2AKE S OlW=E Msiol 53 A

of AEHE UFOHE 4 UKLICH OIHIE A& HEOIAME 2|4l OJHIE Z4RI7H HKH MEHE BHElshH Lt

EHLHK| OF2 4 QUALICH CHE M 7HR| W 5 SHLER SR HEHE TEE + AL

. B OMIES . B2 O[WE ZUHIS ZErsto] FEIB Bt HX) AEHS MAFLICH O] YA
OlHIE 7k Z8t /0] 97| M BlO|E AEofoll 7IBEICHs ol M CQRS HEIT B7H ASElE 2
L7} BraLITH

. FHEE KA. THSE F I 8 O[HE AMS AHSStod OHIE ClOEIS AlMetALE
oFst 2R ClOJES] HAH HEHE ¢ 4+ ABLICH

- OHIES A4, O[HIE Z4%IS RfA45t0 HA HENE MAIsHE B +8E + AsLICH

CS Clolo{1’ 2 Ride booked O|HIE AE0{0{ XA E|= O|HIEE Ho{FLC}.

= Book ride _ Ride booked

Mobile client

Event store
Immutable append-only log

AN D, OIHIE S TEIZstol £4 hig sk Sme Z2 M
of HehE mkém THSHE HE HoiFE H Z2 MM oHE
| Haloz ¥

CH4 ClOlEf AE040| Clo|E HAloR MEHEILICE o] of7|x{E

REESEIEEE >



AWS T X|H Z2tRE dA mE, of7|=™ X 73

o CtY e REQ| CIOIE £2E0{E =&Y + UM, 0|F Sdll GlO|E 2| Ch=0{ XS Hol EH

b

CHE Colofa @i &H2 oflof OHE I 0l 0| OHIE 8 MHELICH OHBEIZOIM Lholl M st
BE O/HEE OHIE AS0jol MFELICH I oS XEE oI} BE{YE|0| CHE AHIXHOYH
et ELIC

_____________

! Event store

-
Materialized views A

- a—
[ [ "
FIFO queue View service Status EiLs
Ride events Location Location

Vehicle Price

\ %

SogiE e X ——
FIFO queue
Completed events —
p p -
. - FIFO queue [—]
Replay all ride events U

20 Ride booked

:CS" Ride started

-,Q': Location changed

3Ci: Complete location 1
:9: Ride completed

U

w
gl:'
9
r|r
O
s
A
(0]
i
rir
-l
I
ok
rin
-
y B
5"_
0
9,_
)
no
= N
R
ol
E
o
il
>.
Hm

> ©
1]
x
0x

S o
rir
in}
>

[=) o
= ?M=. LICt 27| AEO{E -?JEIOPO# XPEF )\‘IHIA 2R E= ool FAH HEHE 2elE =
LICH Location changed EE= Ride completed &2 €7 O|HEE= AN *EIE {sH CtE
KHoA| A HAIELICH 30| R/ ZE £ O|HETL AHME|o ZAt EE 2T S5
O| = gdELct.

P zo
= I o

[0
Hu
4
0%
N

OIHI= 24 mEI2 AK 527} B2 B 2I0lol 1F ABED|, LY 5l

Al 444500k S BROIE K ALSELICH 0] F Fhed

=& Naen Hew 52 JEIE S| 8 AY TRAAR BRE B, A 2

2 A 0| IR+ RALICH ABEAOI N AE O ZRAAR N
I

=
EX0|X| ef&LICH AAR HEfol A-ME FT|IMoz M5t OHE =& 504 =M

i
°
= H
Z A K
=2 o

»
rio

0>-
Illllll
1

Cl= o} 7|El&x{ o A& Amazon Kinesis Data Streams7} O|HIE AE0{Z AIRE/L|C}. O] MH|AE Of
ZZ|70|M HE Al 2 O|HERZ 24X & Z2[stT M2|F 0| BE2 AA|ZH OO AER|Y &£ F M

LS

AWS MH[AE AHE 8 73 29



AWS %] x| SEH2E M HE, oK U 7

2 MSELICH AWSOiA O|HIE A& THEIS F3d5ted™ o E |7 0lHe| @7 AbEof et Amazon

EventBridge 2! Amazon Managed Streaming for Apache Kafka(Amazon MSK)2t 22 MH|AE ALS
g =k J&Lch
LTS Zststn ZHALE #4356 2{E E 0= Kinesis Data Streams0i| A Z4{x{8t O|HEE
Amazon Simple Storage Service(S3)0f| E2& = U&LICt 0| 0|5 AEE|X| Y2 A2 EF 2
ol 7Y £+ Qs 2t o|HlE Hlo|EE er 1517 E&st= ol =0l Euict,
AWS Lambda
Ride data se
0 .
- @ o % =5
. & AWS Lambda Amazon Aurora
— Ride events processar

Mobile client Amazon APl Gateway AWS Lambda Amazon Kinesis
Ride senvice Data Streams
N

o o To external
payment gateway

AWS Lambda

Payment service

O| I EZE ChF EA=z FEELICHL

1. BHIY 2 2I0|HEE S8l Amazon API Gateway HIEZQIE0f XFZF of2F @ X 0o| S ELICH

2. 0| &8 OlO0|Z R AMH|A(Ride service Lambda &)= LEE $4I5t0, A E HEsI T,
Kinesis Data Streams0i| | A|EfL|C}.

3. Kinesis Data Streams2| O|HIE |O|E{7} # & & L Z AL 7|8 S22 Amazon S301| XMHEElL
Ct.

4. 0| O|HIE = Ride event processor Lambda &0l 2|3l #4& 3! X{2|Z|1 Amazon Aurora G|
O|E{HIO| A0 K{ZE Elo{ =& Clo|E{of CHet F#X3tEl RE M ELICH

5. 22 El T8 o|HE = HE{RE|0o{ AX M2|E fls /5 X HOo|EQIO|2 MSELICH AX7}F &
2 LM T4 O|o|E{HI0|AE O|o|Esty| I8l EE CHE O|H E 7} Kinesis Data StreamsZ K&
L|Ct.

6. T8o| 2Z2c|H T8 O|HIET} Ride service Lambda &+Z MAz|ol ZZot FH 7|52 M
Ao

AWS MH[AE AHE 8 73 30



AWS %] x| SEH2E M HE, oK U 7

7. Aurora O|O|E{H|O| A0 A OIO|E{E 2l= Ride data serviceE Solfl T MEE 2l £ &
LIC}.

EE 5t API Gateway= Ride service Lambda &8 AI835tX| &£ O|HIE ZHX{|E Kinesis Data
StreamsZ Y TEE = UELICH HX|BH AHZF TE AMH[ALL 22 SEEH A|ARIM| Mz O|HIE A
& HolH 2EEo = =Tst7| ™ol MElstn EZ 8ok & = U&LICH |28t O|]RZ 0] ot 7=
of = O|HIE E Kinesis Data StreamsZ ELH7| Z10f O|HIEE X Z|5t= Ride service7Zl U&LICH

EE2OMZ

* New for AWS Lambda — SQS FIFO as an event source

e
u
M
i
B

31


https://aws.amazon.com/blogs/compute/new-for-aws-lambda-sqs-fifo-as-an-event-source/

Hn
Ry
e

AWS %] x| Fetec A TE, of7|A 2

HA|-7 5 T E

Intent

HA-TS THEIS pub-sub THEIOIZETLE 50, HIAIR] S AIRHAIAIRN S BHA] QI 4 AXHTS RHE
M2 225t HAIE HElUch ol HEE HAIX| 225 5 BEaHs SHANHAIX| QzEhE
Sl HIAIRILE OIHIEE HAlIst0d HIS 7| S48 PHELICH AALTS HES HAIK| &S HAIX
QIZ k7t #2I5HH| 504, LAIXETE A HIAIK| KElof BT £ AUTS BHORM YAIKLO| 2 AT}

SE 458 st

B ofF[EIX oM AR T 4= AlAR LHoM O|HIETL Wdle ml CHE

Slfof st BRIt H&ELICH HA-FS HE2 EXME FE5tod ofEE(7H0]4d0] =y 7|s0f &
= UESF gLIch et HAX] QLZ 27 HAIK| 2t & eHEXel MEn 242 S ®elste
St ol Z2(7o| Mol A TS0l EEEY + UELICH HA-F5 THEHE ALSstH HIST| HIAE oA
AAMRIRE FSAE BEIE & UAGLICEH FFA7F Z2E ALO|of| AIAIRZHIAIRIE B2 =& /J& L
Ct.

met >

ol T

JE-I% 7

Ad
= o

ofr

O 242 82 AA-75 EE AFS LT

- B HIAIX[ol ofE] K EZTF ALSE[o] EE ME[7F EELICH

« HAIXIE ofe] FSAOH E2EFAESHHLE +4IXte| MA|ZF SHE Bhe He Tt gi&LIch

Ok

(0]
]
z
mio
SI_'
0lo
9'|_l
1
30
o>
T
[ul

AAH EE= of Z2|70[M0] OB == HEfel =

OHEZEZIFOIME E= 7 QATICHE 2o, ZEEE = ESHES AISsts ol EE2FAH0|M E= M

HlA gt SalsloF ZL|Ct,

22X L T At

. TSR 7+ 4 HARHE TSRV 24 BOIK| 4R E YX| Rt
= UALICH AN HAIXIE YAIHOIM TSR 418 4 Qi

Intent 32



AWS %] x| SEH2E M HE, oK U 7

HAIX| D& 25 YR o2 HAL-7L S IEHeZE RE 2SA R0 CHet HIAIX| &8 E&E
£ @ X|BF, Amazon Simple Notification Service(SNS)et Z2 §H MH|IAE YR T 5K} S

of CHal =5 8t Hol| M&EE MBE =+ JU&LICH

Time to live(TTL): HIAIX|oll= =B 0| /ot LA 7|7k LHol| XM2|=(X| et Bt= EL|CE kA
HAIE HAIXIE Ch7|Foll 7Lt HIAIXI7F HlE RRIEES 2 TTL 7|2 o|F 0 MEIEESE
st= 10| E&LICH.

HIAIR] 42H4d: MAHRHE HIAIX| GIOJE{Ql YRE HBHY 7I7he MHE 4 2/, 0] &t 0l%0f
S BHIAIKIE ARIE 4 QALICH HAIR| M2 We Z25st| Hol AHIR7L 0l HEE AESE S

Mgt 2ol EaLICt

5 LBA: HAIKIZE SIS AIZET ZSAE7H HAIXIE 2HISHS AlZH Abolols XI9do] rayst

Lict. 7 S0l Zai3 Yzrol @7 I TSR CIOIE AE 047 YRS KXY £ U L

CF. AATRFOL AHIRETH 7Ol MAIZFO 2 43 Sk 8of sHe ZROIT 215 Y@Ao| 2X7t H 4

U&LICE.

CHEFSF S Al AIA-T7 5 THEI 2 B 2

Q& o EC|Fo|MoM 57| SEO| EHett 2 2H-8H IEHE A5t Zd0o| E&LICH.

HAIX| =M: HAIX| =M B X| E&LICH AH|IXRFZE =Ml [HE HAIXKIE F5HE B

Amazon SNS FIFO =M & AF83t0d =ME EXsteE 7ol E&LICE

IHIAIXI =2 HA|Z el=Zztol et &
2 HAIXIE MEE =

(=]

AP90P04 H=t5| et #Hol

&L|Ct. et AH|RF=
mazon SNS FIFO &A1&

=2
Rl
A
|
>.
T
Pal
il
o X
?.'_
I_n [[Il'"
rr 4
> §9

>-|

ERE7E AIAIE HIAIR] & SR oEh ghrelE 2ol B<97t B&LICH =X

1% EHEIE MBot0 FRAIL 4415 HAIXIE BEIZSIL BRI S8 4 2l 0

HAIX] Rd: HIAIX] ZHS 7152 HIAIE iz etofl et Eetd = UAELICH ALS Abaof et &

v
o
Y IHS A3 S5 s

DLQ(Dead Letter Queue): T A|AEIIM HIE E5 SHE= HiE0| E7ts8 2 5
= 2 MYLct pub/sub HIA|Z0{| A DLQ(Dead Letter Queue)= 758t A=EZQIEZ HIEE &= ¢}
£ HAIXIE MEst= Ch7|E Lot

P = n IS PN 33


https://docs.aws.amazon.com/sns/latest/dg/fifo-message-dedup.html
https://docs.aws.amazon.com/sns/latest/dg/fifo-topic-message-ordering.html
https://docs.aws.amazon.com/sns/latest/dg/fifo-topic-message-ordering.html
https://aws.amazon.com/pub-sub-messaging/

Hn
Ry
e

AWS THEIx x| E SotRE A TH, ot 7Bl &
=}
T3

el o 7| =&

HA-T5 HEME HAIX| E27 = 2tRE2tD stE HIS7I HAE &9 AlAEO| A5E &=
gLICh AR O|HIEE AAISHHE HIAIE QIZ a7t 2F AHIRFOIAH HIAIRIE EHLICH HIAIX = F
SXHH MEE = HAIX| QZ2to M MAHZ22 CHA| R EE =~ gleH M #5Xts oY O|HEE
£ 7 WEULCH HAIX| EZ27 E£= BtREE OIS 22 Yoz o|HE HMXE HIAIXK] AH[XHeE
EalgLc

o XTI HolE HAIX]| A AL 504, HIAIXIZ mZ7|EE O|HEE AHAAE = Ue L AMES
MSghLc.

- TSE EH AL 48 752 AHIRIEEE 23 Mot 2EE O|HE HAIXIE +4sts HZE Y
L|CH.

« O|HET}I AXAE ] 2E AHIKE 2ls &= Aol E3 ML= HAIXIE SAELICH

—> Subscription 1 —> Consumer 1

Producer 5 Channel ———=  Subscription 2 L = Consumer 2

—> Subscription 3 EE— Consumer 3

AWS MH|AE AFSEH T34
Amazon SNS

Amazon SNS= 2R E|E HAIXK-F =X MHH|AZ, BAE ofEE|70|ME BElStT]| ¢
o4 ZHA2A) HIAE 7|58 MSELICH E8F SMS, O|HY & 7IEF FA| 4T ME 2 It OH%EI91I
O|M-AtEf ZHA2P) HIAIE 7S MSELICH

Amazon SNSE E& FH It MUAME(FIFO)O|2tE F 7HX| f89| =AM E M3 ELct.

= 34



AWS T XIF] S2HPE A THE, of7IR 2 78
« EF& FMe =Y HAIX| o Meto] giem x[Mel =M X8 A &5 A7 7IsS MI gL

= MH7Is

2
El ]

35t FIFO =AY =T =0 300712| HIA|

A
7l&)& X 'c".;E. LICH

Ct2 O2/2 Amazon SNSE Al
EotZ5tHPp
SNS FHM|e| L =Xt=

Payments Lambda €

oP04 HAM-T5 HEHE FHstE HE EoiELICH AS KT 2R

3l Payments SNS FX|2 SNS HIAIX|7} M&ELICE O]

LICH Z TS AE HAIX] AFE E =+ 4lstod 2| LICH.

AWS MH|A

= A28 3

34

35



AWS Tt

n_l.
il
Ral

1]

22t E dA mEH, ot 7|

%
-

e

—®

Lambda function Amazon Aurora

Customer (subscriber) Customer DB

Send SNS message

with payment and
Make payment transaction details =
> WE —> —> 5

User Amazon APl Gateway  Lambda function Amazon SNS

Lambda function Amazon DynamoDB
payments Payments Payments topic Sales (subscriber) Sales DB
o. EMAIL]
%: aEmssmn :

Email notification

Amazon EventBridge

of2] ATt AIKIE CHEH Z2EFE o) 72t Lulold P s,

51 A% 2l ™ot
X TES MEBSE S 5Tet 2t 20| 228 Z2 Amazon EventBridgeE A2 & £ & LICH
H E

=
EventBridge= Z2EX 7|8 2t Y, EEHT, AI34Y, ¢ £= HAHZ XIHELICH chg aZoM
EventBridge= O|HIE %] AHE38t0 FSXE Holste HA-75 HEH HEE #56t= ol ALSE
LICH AFE X7t 2XME 235t Payments Lambda =

= MZ OHE Y E 7telZle Ml 7ER] 73
Ol A= AL X X8 &7|0HE 7[Ete = B 7|&2 OI“*IE HAE ALE3H04 EventBridgeoll HIAIXIE &
HL|CH Zf olo|3 ZMH|AE HIAIXIE XMEIStD 28 2fde ~&ghLCt.

AWS MH[AE ALE 8t 713

&3

36



AWS THA x|E

SEH2E M HE, oK U 7

$.type="5Sales" &

$.source="payments"

O —

{
"type": "Email"”,
"source":"payments"
¥
v
JSON
A
8 Make payment ﬂ D _tg Rules
g [[” > E .
User Amazon APl Gateway  Lambda function Amazon EventBridge
payments Payments

SEE

» Building event-driven architectures on AWS

$.type="Email” &

$.source="payments”

Lambda function Amazon Aurora

Customer (target) Customer DB

Lambda function Amazon DynamoDB
Sales (target) Sales DB

Amazon SNS Email notification
Email {target)

+ Send Fanout Event Notifications with Amazon Simple Queue Service (Amazon SQS) and Amazon

Simple Notification Service (Amazon SNS)

=N N

» Choosing between messaging services for serverless applications

» Designing durable serverless apps with DLQs for Amazon SNS, Amazon SQS, AWS Lambda

» Simplify your pub/sub messaging with Amazon SNS message filtering

kl

e 2=

r

» Features of pub/sub messaging

e

37


https://catalog.us-east-1.prod.workshops.aws/workshops/63320e83-6abc-493d-83d8-f822584fb3cb/en-US/
https://aws.amazon.com/getting-started/hands-on/send-fanout-event-notifications/
https://aws.amazon.com/getting-started/hands-on/send-fanout-event-notifications/
https://aws.amazon.com/blogs/compute/choosing-between-messaging-services-for-serverless-applications/
https://aws.amazon.com/blogs/compute/designing-durable-serverless-apps-with-dlqs-for-amazon-sns-amazon-sqs-aws-lambda/
https://aws.amazon.com/blogs/compute/simplify-pubsub-messaging-with-amazon-sns-message-filtering/
https://aws.amazon.com/pub-sub-messaging/features/

AWS THEIx x| E SotRE A TH, ot 7Bl &

Hn
Ry
e

BHo @ TEIO 2 RHA|E

Intent
HHO I MEIS AT RHAIE = YAMC @ F 2 QIS Alufst 2tds FEHSHH R A|=5H04 o Z 2|7
O|M ot Mg ZFahAIZIL|CH

24 of7|HAOIAIE MHIA ZH, LAIMQI HEYT 917 &4 £ YAIKR! MH|A 7484 Foj2
OISl UAIKIQI T 7t AT £ AUALICH OfB{2 YAIMLI 272 QI3 STIEBNESSY BN
ToHH ALSAH ZEIDH OHE 2 Ol BIEEIH AT FAELICH TR RE MAIZ S LIESD o

N

=
A Fof otF stk 7*EI 7=|°*0| %’é‘i% AELICH K|+ Mz = X|HE MAIZ H+2HE Ti7] Alzt

ChE 22 29 M ot 7 MAIZE ASstAAl2.

« MH|AE IHFsHE EXlst7] flel 2FE AHF MEhetod Ot 22 ZnE ZeligfLth429 20|

HF 25 & m 2 M|a0of CH$ o2l

- HERI= 24 of 7[R0 A =of =[X| 2t= HE S otH LAIMR HERXZ EXNE Qs Zol7t
af MEhL|CH.

« & BQ MHIAE LYAHOE ASE £ glo] Hof7t & LICH O] THEIS ALE5to ¥ I E}
QUotR 2 FUSHK| b= 8 AHF MAIZ S MH|A H50| Mt = &Lt

i
hrd

T
fok
)]
gl__l
H

o AQie PE Zo2 HFELIC WO X HED B MAIZE ALY ms Sretol SUshok B
Lich, 2%%| fow R AEolE2 Qs AIAT AEi7t £4E £ el
4T B2 MAIE T MESS CHYE S %K|stod S AlZH0| 2{E ZS AMH|A

m> o

r
ful

Intent 38



AWS THA x|E

£ A7 miE, ot 7= 2 73

« A7t WE AlLt2|2: AIZO[X| 2 @70 B2 Foll #elS mtate &= QUCHH 3|2 XHEH7| o
2 AE5tod 27 Mujst= ol o 22X Lch.
- eI K st M EE F QIS MH|A EtYotRol| BEE F0 %[5 AHEXE2| CH7| Al
ol 4o{& += JU&Lct

T3
D4E of7|=A

ChS Ctolo{a =2 35Xl SEHo| BhEHE W7t x| MH|A A7F MH|A Bof| CHEF 3 &2 MA|ZsteE &

S HoiELICh MHIA BIF E #HO| A R0l H3XQ SEHES BHetetX| f 2™ MH|A Ax ZHA|

E S5t EEXtoH AW E gHEte = U&LICH
Request
>
Error
<
Retry request
Error
<
Retry request
>
Success

E MEE FHAWSAMH|A
CtS Ctolo{a2 12 x| ESHEQ| E|T XME| I EEE HoiELICE ETH0| U= DOl EIFR2
EIZ! M 2|8 AI52 2 04 A5 A #ME2IELIC CiTicket infolLambda & 4£ E|Z! M8 &




AWS %] x|

Setec M T, of7|=x U 2
HE FE5D CIS2 SE8LICEGet sentimentZCH &4 {Get sentimentLambda &$+= A
HE OIS TAE MEStod o Z4H-H 2 = eIgtL|Ch.otOrE O|SH(EAIEIXR| &EF).
M3tE dMHGet sentimentLambda & 7F AINSHH AFEZ27F U S Ml H A= LICHAWS
Step Functions®Q I 7} 2 Fd& = QUL E 510 x| Ho X £ F{SFLICH
O| oflofl M= Z|CH M HO| RHAIZ=7F 1.5 0| E7I HIE 2 +EEILICH 33 | RHA|Z7F 3% Fof g
o|"_ B 5 Hm RHA|E= 3x 1.5% =4.5% F0f 2 %} M B RHA == 4.5x 1.5% =6.75% ¥
of ErMstLICH Ml Hm RHA|Z=7F AlmstH I EZ27F ATHELICH M T ZEof= AFEA X|H Z =

7t ERstX| ei&LICH ol ZEE COHE0 20| FHe = XSE

|L|CH.AWS Step Functions.

Ticket processor

AN

AWS Lambda

ket

Success

3rd failure Znd failure

!

1st failure

|

AWS Lambda

Fail Wait 4.5 sec Wait 3 sec
ME IE
g AEE Wo @ TiEig A8 KAzl 23E EoiELi

public async Task DoRetriesWithBackOff()
{

int retries = 0;

0z
Ml
kU
In

40


https://aws.amazon.com/comprehend/

AWS T X|H ZetRE dA oiE, of 7= &

Hn
Ry
e

bool retry;

do

{
//Sample object for sending parameters
var parameterObj = new InputParameter { SimulateTimeout = "false" };
var content = new StringContent(JsonConvert.SerializeObject(parameterObj),

System.Text.Encoding.UTF8, "application/json");

var waitInMilliseconds = Convert.ToInt32((Math.Pow(2, retries) - 1) * 100);
System.Threading.Thread.Sleep(waitInMilliseconds);

var response = await _client.PostAsync(_baseURL, content);
switch (response.StatusCode)
{

//Success

case HttpStatusCode.OK:
retry = false;
Console.WriteLine(response.Content.ReadAsStringAsync().Result);
break;
//Throttling, timeouts
case HttpStatusCode.TooManyRequests:
case HttpStatusCode.GatewayTimeout:
retry = true;
break;
//Some other error occured, so stop calling the API
default:
retry = false;
break;
}
retries++;
} while (retry && retries < MAX_RETRIES);
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Lambda: Invoke
' & Flace Order J
Choice state
s order placed T

/
$.5tatus == “ORDER_PLACED" ~—

//
? -
Lambda: Invoke J . \

Update Inventory

v
Choice state
s inventory updated D i \
—_

A

$.Status == “INVENT DR' _UPDATED?
- Lambda: Invoke \\
Lambda: Invoke — Revert Payment II
/_’) Make Payment pd — .'
$ Status == “ERROR’ I — |
; / |
? / Lambda: Invoke f
Choice state _______,/ Revert Inventory .'I
Is payment success . f
| Lambda Invoke /
=t — Remove Order
$.Status == *PAYMENT_COMPLETED
|'Ilr;
Fail state
® Transaction rollback

v
[ Success state J

@ Transaction success
e ——

ME I

Ct2 MEZ F == Step FunctionsE AF83510{ Saga LAIAERIO|E{E MstE W2 Eo{FLICt
M| Z=E Ee4d™ o] odN|Q| GitHubZ| ZX|EE|E R TS AAIL.

EfA3 Ho|

var successState new Succeed(this, "SuccessState");

= new Fail(this, "Fail");

var failState =
"Place Order", new LambdaInvokeProps

var placeOrderTask = new Lambdalnvoke(this,

{
LambdaFunction = placeOrderLambda,

Comment = "Place Order",
RetryOnServiceExceptions = false,

PayloadResponseOnly = true

1)
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var updateInventoryTask = new LambdaInvoke(this,"Update Inventory", new
LambdaInvokeProps
{
LambdaFunction = updateInventorylLambda,
Comment = "Update inventory",
RetryOnServiceExceptions = false,
PayloadResponseOnly = true
1);

var makePaymentTask = new LambdaInvoke(this,'Make Payment", new LambdaInvokeProps

LambdaFunction = makePaymentLambda,
Comment = "Make Payment",
RetryOnServiceExceptions = false,
PayloadResponseOnly = true

1);

var removeOrderTask = new LambdaInvoke(this, "Remove Order", new LambdaInvokeProps

LambdaFunction = removeOrderLambda,
Comment = "Remove Order",
RetryOnServiceExceptions = false,
PayloadResponseOnly = true

}) .Next(failState);

var revertInventoryTask = new LambdaInvoke(this, "Revert Inventory", new
LambdaInvokeProps
{
LambdaFunction = revertInventorylLambda,
Comment = "Revert inventory",
RetryOnServiceExceptions = false,
PayloadResponseOnly = true
}) .Next(removeOrderTask);

var revertPaymentTask = new LambdaInvoke(this,'"Revert Payment", new LambdaInvokeProps
{

LambdaFunction = revertPaymentLambda,

Comment = "Revert Payment",

RetryOnServiceExceptions = false,

PayloadResponseOnly = true
}) .Next(revertInventoryTask);

var waitState = new Wait(this, "Wait state", new WaitProps
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{
Time = WaitTime.Duration(Duration.Seconds(30))
}) .Next(revertInventoryTask);

Step Functions & &E 4! 9

var stepDefinition = placeOrderTask
.Next(new Choice(this, "Is order placed")
.When(Condition.StringEquals("$.Status", "ORDER_PLACED"),
updateInventoryTask
.Next(new Choice(this, "Is inventory updated")
.When(Condition.StringEquals("$.Status",
"INVENTORY_UPDATED"),
makePaymentTask.Next(new Choice(this, "Is payment
success")
.When(Condition.StringEquals("$.Status",
"PAYMENT_COMPLETED"), successState)
.When(Condition.StringEquals("$.Status", "ERROR"),
revertPaymentTask)))
.When(Condition.StringEquals("$.Status", "ERROR"),
waitState)))
.When(Condition.StringEquals("$.Status", "ERROR"), failState));

var stateMachine = new StateMachine(this, "DistributedTransactionOrchestrator", new
StateMachineProps {
StateMachineName = "DistributedTransactionOrchestrator",
StateMachineType = StateMachineType.STANDARD,
Role = iamStepFunctionRole,
TracingEnabled = true,

Definition = stepDefinition

1)

GitHub 2[Z X|E 2|

O THEdo| ME ot 7|EHIXE 2t™35| 73524 https://github.com/aws-samples/ GitHub EZ|ZX|EEIE
&t 7= 5t & A| 2 saga-orchestration-netcore-blog.

Building a serverless distributed application using Saga Orchestration pattern

T
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https://catalog.us-east-1.prod.workshops.aws/workshops/f2c0706c-7192-495f-853c-fd3341db265a/en-US
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https://aws.amazon.com/blogs/mt/deep-dive-on-an-aws-migration-hub-refactor-spaces-environment/
https://aws.amazon.com/blogs/aws/new_deployment_pipelines_reference_architecture_and_-reference_implementations/
https://docs.aws.amazon.com/migrationhub-refactor-spaces/latest/userguide/what-is-mhub-refactor-spaces.html
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https://docs.aws.amazon.com/AWSSimpleQueueService/latest/SQSDeveloperGuide/standard-queues.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/SQSDeveloperGuide/standard-queues.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/SQSDeveloperGuide/FIFO-queues.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/SQSDeveloperGuide/FIFO-queues.html
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@PostMapping("/flights")

@Transactional

public Flight createFlight(@Valid @RequestBody Flight flight) {
Flight savedFlight = flightRepository.save(flight);
JsonNode flightPayload = objectMapper.convertValue(flight, JsonNode.class);
FlightOutbox outboxEvent = new FlightOutbox(flight.getId().toString(),

FlightOutbox.EventType.FLIGHT_BOOKED,
flightPayload);

outboxRepository.save(outboxEvent);
return savedFlight;
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https://github.com/aws-samples/transactional-outbox-pattern
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@Scheduled(fixedDelayString = "${sqs.polling_ms}")
public void forwardEventsToSQS() {
List<FlightOutbox> entities =
outboxRepository.findAl1ByOrderByIdAsc(Pageable.ofSize(batchSize)).tolList();
if (lentities.isEmpty()) {
GetQueueUrlRequest getQueueRequest = GetQueueUrlRequest.builder()
.queueName(sqsQueueName)
.build();
String queueUrl = this.sqsClient.getQueueUrl(getQueueRequest).queuelrl();
List<SendMessageBatchRequestEntry> messageEntries = new ArraylList<>();
entities.forEach(entity ->
messageEntries.add(SendMessageBatchRequestEntry.buildexr()
.id(entity.getId().toString())
.messageGroupId(entity.getAggregateId())
.messageDeduplicationId(entity.getId().toString())
.messageBody(entity.getPayload().toString())
.build())
);
SendMessageBatchRequest sendMessageBatchRequest =
SendMessageBatchRequest.builder()
.queueUrl(queueUlrl)
.entries(messageEntries)
.build();
sgsClient.sendMessageBatch(sendMessageBatchRequest);
outboxRepository.deleteAllInBatch(entities);
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CH2 AWS Cloud Development Kit (AWS CDK) ZE AL|%2 DynamoDB Z2}0|E E|0|E2X
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Const cdcStream = new kinesis.Stream(this, 'flightsCDCStream', {
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streamName: 'flightsCDCStream'
1)

const flightTable = new dynamodb.Table(this, 'flight', {
tableName: 'flight',
kinesisStream: cdcStream,
partitionKey: {
name: 'id',
type: dynamodb.AttributeType.STRING,

}
1)
CtE ZE A= Al 2 Kinesis AEZ|0|M UO|0|EE MEHS T F7t AM2|E 5l 0l24E Of
E SQS CH7|¥E MES= AZ 8 ZEIRE AET &FE HolgLct

applications.properties
spring.cloud.stream.bindings.sendToSQS-in-0.destination=${kinesisstreamname}

spring.cloud.stream.bindings.sendToSQS-in-0.content-type=application/ddb

QueueService. java

@Bean
public Consumer<Flight> sendToSQS() {
return this::forwardEventsToSQS;

public void forwardEventsToSQS(Flight flight) {
GetQueueUrlRequest getQueueRequest = GetQueueUrlRequest.builder()

.queueName(sqsQueueName)

.build();
String queueUrl = this.sgsClient.getQueueUrl(getQueueRequest).queuelrl();
try {
SendMessageRequest send_msg_request = SendMessageRequest.builder()
.queueUrl(queueUlrl)

.messageBody(objectMapper.writeValueAsString(flight))
.messageGroupId("1")
.messageDeduplicationId(flight.getId().toString())
.build();
sgsClient.sendMessage(send_msg_request);
} catch (IOException | AmazonServiceException e) {
logger.error("Error sending message to SQS", e);
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https://docs.aws.amazon.com/vpc/latest/peering/what-is-vpc-peering.html
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