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https://docs.aws.amazon.com/guardduty/latest/ug/what-is-guardduty.html
https://docs.aws.amazon.com/securityhub/latest/userguide/what-is-securityhub.html
https://docs.aws.amazon.com/guardduty/latest/ug/securityhub-integration.html
https://docs.aws.amazon.com/securityhub/latest/userguide/automations.html
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https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/resolver-dns-firewall.html
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https://boto3.amazonaws.com/v1/documentation/api/latest/reference/services/route53resolver/client/get_firewall_domain_list.html
https://boto3.amazonaws.com/v1/documentation/api/latest/reference/services/route53resolver/client/update_firewall_domains.html

2
[>
OH
Jo
>
=
v

AWS HE 7tol= oA AtOIEH 2 el”lE

+ DNS &stHof Cist 22 &8ss Zdo| £
&S50 & A2 2O HI0IEE ZLIEZIst T ZAoste B X| XMo{E Mg
28 Amazon CloudWatchE Al 3}04 Route 53 Resolver DNS 2t3tE =
SHMI2.

AWS Network Firewall

AWS Network FirewallE= 2| VPCs0| CHer A EH X{%f, 22| 3f 3} =
HIAILIC AWS 222 E. VPC BH oM ECi=lE EE{2l5t04 (8 & RIEHst= ol == 0| ELICt.

X
PE I ECQ HO|HE AdofHRl HAXNEREH ESE + AU&LICH
CtZ O|0|X|= Step Functions ¥ 2 EZ27} {¥ I|=9| CTIE A& 35+0{ Network Firewall0fA{ StLt Of

Aol = OES YO0|ESte Y E E0iELICt Lambda & 7t CTIE JSON A2 HE S &
25t I EZEE AR SH= EventBridge O|HEE E2|7{FLICH

AWS Step Functions workflow

Lambda function Lambda function
Get rule group data Update rule group
. |

©
&=

AWS Network Firewall

O| Ctolo{2 =2 Chg HHE Eod ELCH.

1. CTIZ}IP 4 E= £ H Q! 2|2 =2t 2 El B EventBridge= Network Firewallo| M 72 282
XSS 2 UO|0|ESH= Step Functions QI EZZE AR ELICEH

2. Lambda &£ Network Firewallol| M 72! 2 & O|0|E{E ZHAEhL|Ct

AWS Network Firewall 13


https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/monitoring-resolver-dns-firewall-with-cloudwatch.html
https://docs.aws.amazon.com/network-firewall/latest/developerguide/what-is-aws-network-firewall.html
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https://docs.aws.amazon.com/network-firewall/latest/developerguide/firewall-logging.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_detect_investigate_events_app_service_logging.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_detect_investigate_events_logs.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_detect_investigate_events_logs.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/Welcome.html
https://docs.aws.amazon.com/securityhub/latest/userguide/what-is-securityhub.html
https://docs.aws.amazon.com/security-lake/latest/userguide/what-is-security-lake.html
https://docs.aws.amazon.com/security-lake/latest/userguide/what-is-security-lake.html
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https://docs.aws.amazon.com/network-firewall/latest/developerguide/firewall-logging.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/firewall-resolver-query-logs-configuring.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/firewall-resolver-query-logs-configuring.html
https://docs.aws.amazon.com/securityhub/latest/userguide/what-is-securityhub.html
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-findings-providers.html
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-findings-providers.html
https://docs.aws.amazon.com/securityhub/latest/userguide/automations.html
https://docs.aws.amazon.com/guardduty/latest/ug/securityhub-integration.html
https://docs.aws.amazon.com/athena/latest/ug/what-is.html
https://docs.aws.amazon.com/athena/latest/ug/getting-started.html
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-findings-format.html
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Export const handler = async(event) => {
const date = new Date().toISOString();

const config = {
Region: REGION
i

const input = {
Findings: [
{

SchemaVersion: '2018-10-08',

Id: ALERTLOGS3BUCKETID,

ProductArn: FIREWALLMANAGERARN,

GeneratorId: 'alertlogs-to-findings',

AwsAccountId: ACCOUNTID,

Types: 'Unusual Behaviours/Network Flow/Alert',

CreatedAt: date,

UpdatedAt: date,

Severity: {
Normalized: 80,
Product: 8

I

Confidence: 100,

Title: 'Alert Log to Findings',

Description: 'Network Firewall Alert Log into Finding - add
top level dynamic detail',

Resources: [

{
/*these are custom resources. Contain deeper details of your event
here*/
firewallName: 'Example Name',
event: 'Example details here'
}
]
}
]
};

const client = new SecurityHubClient(config);

const command = new BatchImportFindingsCommand(input);
const response = await client.send(command);

return { statusCode: 200, response };
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https://docs.aws.amazon.com/sns/latest/dg/welcome.html
https://docs.aws.amazon.com/security-lake/latest/userguide/what-is-security-lake.html
https://docs.aws.amazon.com/security-lake/latest/userguide/aws-integrations.html#securityhub-integration
https://www.youtube.com/watch?v=ufNNHBPPjQU
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https://aws.amazon.com/architecture/
https://www.youtube.com/watch?v=ufNNHBPPjQU
https://www.youtube.com/watch?v=0P8snWhCN4I
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/Introduction.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-what-is.html
https://docs.aws.amazon.com/guardduty/latest/ug/what-is-guardduty.html
https://docs.aws.amazon.com/lambda/latest/dg/welcome.html
https://docs.aws.amazon.com/network-firewall/latest/developerguide/what-is-aws-network-firewall.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/resolver-dns-firewall.html
https://docs.aws.amazon.com/securityhub/latest/userguide/what-is-securityhub.html
https://docs.aws.amazon.com/security-lake/latest/userguide/what-is-security-lake.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/Welcome.html
https://docs.aws.amazon.com/step-functions/latest/dg/welcome.html
https://oasis-open.github.io/cti-documentation/stix/examples.html
https://oasis-open.github.io/cti-documentation/examples/indicator-for-malicious-url
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https://github.com/OpenCTI-Platform/opencti
https://www.misp-project.org/
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https://docs.aws.amazon.com/general/latest/gr/rande.html
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https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/shared-responsibility-model/
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-phased-approach/step3.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-phased-approach/step3.html
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https://martinfowler.com/bliki/StranglerFigApplication.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-aspnet-web-services/
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https://docs.aws.amazon.com/vpc/latest/tgw/what-is-transit-gateway.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_integrate_services.html
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https://docs.aws.amazon.com/prescriptive-guidance/latest/ml-quantifying-uncertainty/concepts.html
https://docs.aws.amazon.com/vpc/latest/peering/what-is-vpc-peering.html
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