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portfolios:
- portfolio_name: blueprint-portfolio
owner: Blueprint-team
provider_name: AWS
description: "Blueprint portfolio"
portfolio_access_role:
- arn:aws:iam::123456789012:role/examplerole
- arn:aws:iam::123456789012:user/exampleuser
share_to_ou:
- org_id: "o-exampleOrgID"
stack_tags:
DataClassification: Confidential
Organization: AWS
products:
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_ous.html
https://docs.aws.amazon.com/tag-editor/latest/userguide/tagging.html
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https://docs.aws.amazon.com/servicecatalog/latest/dg/API_AssociateProductWithPortfolio.html
https://docs.aws.amazon.com/servicecatalog/latest/adminguide/constraints-launch.html
https://docs.aws.amazon.com/codepipeline/latest/userguide/welcome.html
https://docs.aws.amazon.com/codebuild/latest/userguide/welcome.html
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/cloudformation-overview.html#cfn-concepts-templates
https://docs.aws.amazon.com/cdk/v2/guide/constructs.html
https://github.com/aws-cloudformation/cfn-lint
https://github.com/aws-cloudformation/cfn-lint
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/cfn-resource-specification.html
https://github.com/stelligent/cfn_nag
https://docs.aws.amazon.com/codepipeline/latest/userguide/welcome.html
https://docs.aws.amazon.com/codebuild/latest/userguide/welcome.html
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https://docs.aws.amazon.com/servicecatalog/latest/adminguide/managing-versions.html
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https://docs.aws.amazon.com/servicecatalog/latest/adminguide/productmgmt-delete.html
https://docs.aws.amazon.com/servicecatalog/latest/adminguide/what-is_concepts.html#what-is_concepts-provprod
https://docs.aws.amazon.com/servicecatalog/latest/adminguide/product-delete-exception.html
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« oM =222 2= AWS Organizations
2ot =& EHe{(ou)of !Xl
account-per-tenant 2 €l [ LI|C}
« AWS Command Line Interface (AWS CLI), M x| & F4H
- OIS ElAAE MMH3HE AWS CloudFormation AES HIZ & £~ AWS Qe H

« Amazon CloudWatch Logs 21 &

- AWS CodePipeline I} 0| Z Z}Q!

« AWS CodeBuild Z2ME

« Amazon EventBridge O|HE HA 2 4l 7%

« AWS Identity and Access Management (IAM) 238" 3! =4

« AWS Key Management Service (AWS KMS) 7| & 7| %44

« AWS Service Catalog ZEZ2Z|2, MZE L ZZH|XMIE MZF

« Amazon Simple Notification Service(Amazon SNS) A, &A| Mz 4l 15

£

« Amazon Simple Storage Service(Amazon S3) H{Z!
« AWS Systems Manager It2t0|E{ AE 04 m}t2}tO|E
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https://docs.aws.amazon.com/organizations/latest/userguide/orgs_introduction.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_getting-started_concepts.html#organizationalunit
https://aws.amazon.com/blogs/mt/managing-the-account-lifecycle-in-account-per-tenant-saas-environments-on-aws/
https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-chap-configure.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/using-iam-template.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/least-privilege-cloudformation/introduction.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/least-privilege-cloudformation/introduction.html
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« Service Catalog ZEZZ|20 CHEF HMAE FIE mf &4 HEH =S
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XEZIE 24 AAHo| SH ELICE

GitHub E|ZX|EE2|§ Z35t2{H

1.  GitHubol 22 Ql8tL|Ct.
M 2|ZX|E 2| GitHub E|ZX|EE|2 0|S&rL|Ct.

M Zz3 4 mo|x|e| Z|ZX|EE| O|& &XI0E =g LICtServiceCatalog-ConfigRepo.
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#grant-least-priv
https://docs.aws.amazon.com/IAM/latest/UserGuide/IAMBestPracticesAndUseCases.html
https://docs.aws.amazon.com/servicecatalog/latest/adminguide/security-best-practices.html
https://docs.github.com/en/pull-requests/collaborating-with-pull-requests/working-with-forks/fork-a-repo
https://docs.aws.amazon.com/dtconsole/latest/userguide/connections-create-github.html
https://github.com/login
https://github.com/aws-samples/aws-enterprise-blueprint-factory-config-repo
https://github.com/aws-samples/aws-enterprise-blueprint-factory-code-repo
https://github.com/aws-samples/aws-enterprise-blueprint-factory-blueprint-repo
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aws codeconnections create-connection --provider-type GitHub --connection-name
<MyConnection>

2. AWS TR =7 2£2 AL85t0] AAE A ELICE AME LIE2 EF 2 &
SESC VRS
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ZIIE 2ZXECE EX|5te{H

H

0

. [Cl2 HAS 21245104 GitHub 2IZ X|E2IE 24 |3 AE|o|Moi| EX|gL]Ct.

git clone gite@github.com:<user>/aws-enterprise-blueprint-factory-config-repo
ServiceCatalog-ConfigRepo

git clone gite@github.com:<user>/aws-enterprise-blueprint-factory-blueprint-repo
ServiceCatalog-BlueprintProductRepo

git clone gite@github.com:<user>/aws-enterprise-blueprint-factory-code-repo
ServiceCatalog-CodeRepo

Enterprise Blueprint Factory &%

O MMo| X|Elofl M= CHal Ao M Enterprise Blueprint FactoryE A%&5t= &S MEELICH
GitHubOll M S A8 A& 2lZX|E2|ol= F 712 MZ CloudFormation Bl E %91 BP-S3 27} X &
01 A& LICIBP-SNS. 0| X|&of [2to] & ME EF ZEIEE Service Catalogdll MEF22Z HEZELICEH.

(e}

A S dHstedH

1. EFRZZE JfYXte AHEHM ChS M| HHME 443t sc-enduserrole-trust-
policy.jsonChS CIE 0|22 MEEFLICH
{

"Version": "2012-10-17",
"Statement": {
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::123456789012:role/ServiceCatalogEndUserRole"
},

"Action": "sts:AssumeRole"

EEIRELS| 18


https://docs.aws.amazon.com/dtconsole/latest/userguide/connections-update.html
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2. LIS BWYME 2295104 ServiceCatalogEndUserRole IAM &S MAEHLICH.

aws iam create-role \

--role-name ServiceCatalogEndUserRole \

--assume-role-policy-document file://sc-enduserrole-trust-policy.json

aws iam attach-role-policy \

--policy-arn arn:aws:iam::aws:policy/AWSServiceCatalogEndUserFullAccess \
-- role-name ServiceCatalogEndUserRole

(@ Note
W Xt= ServiceCatalogEndUserRole &2 AL83}04 Service Catalog Xﬂ%% =
EH|AMYEL|CH o| et EF T 2IEo| Mo|= 2|AAE MAMSIE O HEto| 2 e 5|
t&LICt ol x4 Het Y HF 22 2 AMIE WELICH

3. CIS A Halg MMstClS 2 K& & LIClsc-launchconstraintrole-trust-

policy.json.

"Version": "2012-10-17",
"Statement": {
"Effect": "Allow",
"Principal": {
"Service": "servicecatalog.amazonaws.com"

iy

"Action": "sts:AssumeRole"

[u}

4., LIS HBYE 21245094 ServiceCatalogloglaunchConstraintRole IAM Q& MAEHLICH.

aws iam create-role \

--role-name ServiceCataloglogLaunchConstraintRole \
--assume-role-policy-document file://sc-launchconstraintrole-trust-policy.json
aws iam attach-role-policy \

--policy-arn arn:aws:iam::aws:policy/AmazonSNSFullAccess \

--role-name ServiceCataloglogLaunchConstraintRole

aws iam attach-role-policy \

--policy-arn arn:aws:iam::aws:policy/AWSCloudFormationFullAccess \

--role-name ServiceCatalogloglLaunchConstraintRole
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5.

7.

ServiceCataloglogLaunchConstraintRole IAM 23&tof CIS MAHS FI}ELICH Service
Catalog B M| A|ZF 248 7ol dHE CHE N E 2lAA0l LR st otE HEts ZaEuct

"Statement": [

"Effect":"Allow",
"Action": [
"s3:GetObject"
1,
"Resource":"*",
"Condition":{
"StringEquals":{
"s3:ExistingObjectTag/servicecatalog:provisioning":"true"

(® Note
Service Catalog=0| &2 01 CloudFormation AE4Z Service Catalogl| MEZF S
Z HiZ &fL|Ct o] «d&tof CHet AlZ| A2 Service Catalogft 0|2 £ & = U E &
LICH CHE AL AL EE= MHIAEO0| FE 2 e = gigLICH Ol UF 22l 2 Atz
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CHS AZ| Mg MASHCHS sc-codebuild-trust-policy.jsonCHE OS2 2 K& L

{
"Version": "2012-10-17",
"Statement": {
"Effect": "Allow",
"Principal": {
"Service": "codebuild.amazonaws.com"
},
"Action": "sts:AssumeRole"
}
}

EEIRELS| 20


https://docs.aws.amazon.com/servicecatalog/latest/adminguide/constraints-launch.html#constraints-launch-role
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aws iam create-role \

--role-name codebuild-servicecatalog-admin-role \
--assume-role-policy-document file://sc-codebuild-trust-policy.json
aws iam attach-role-policy \

--policy-arn arn:aws:iam::aws:policy/AWSCodeBuildAdminAccess \
--role-name codebuild-servicecatalog-admin-role

(® Note

T4 mto|Z 2+Q19| CodeBuild Etd20| 2482 AF BLICH.
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https://docs.aws.amazon.com/AmazonS3/latest/userguide/create-bucket-overview.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/security-best-practices.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/security-best-practices.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/sysman-paramstore-su-create.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/sysman-paramstore-su-create.html
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CloudFormation Hl£%!/2 C|0|E5l2{™
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ConfigRepositoryName+ Enterprise Blueprint Factory 74 I+ 0| K& &= GitHub 2=
X|E2|& X{%&5t= Systems Manager Tt2tO|E{ILICt 7[&2f2 /blueprints/resources/
ConfigRepo®IL]LC}.

CodeRepositoryName= Enterprise Blueprint Factory 743 I}O|Z 2}l I EQ}
Bootstrapping-Admin-Product ZE7} H&E &= GitHub 2IZX|EE|E K& St= Systems
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resources/BlueprintRepo®!L|C}.
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Ct.

VPCIDE CHA VPCO| IDE X{&E 3= Systems Manager TF2HOIE{QILICH 7|22 /
blueprints/resources/vpc_idlLIC}.
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SubnetsE CHA MEUYIO| IDsE K& &= Systems Manager TH2tO[E{ILIC}H 7|22k
blueprints/resources/subnets®!L|C}.
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SecurityGroupIdse CHA 2ot & 9| IDs& A& 6t= Systems Manager T+2H0|E{ R L|C.
7|87t /blueprints/resources/securitygroups &IL|C}.

IamRoleName= CodeBuild 40| At&3t= IAM Q& 2| O|F LICt. 7|27t L
Ctcodebuild-servicecatalog-admin-role.

EnvironmentType= Enterprise Blueprint FactoryS HiZ3l= B4 ILICH 71EZ/2 DEVRIL
C}.

ArtifactBucket= CodePipelineO| OE|HEE X% St= Amazon S3 HZ!E A& 5t

= Systems Manager It2tO|E{IL|C} Z[&22f2 &LICH/blueprints/resources/
artifacts-bucket-name.

CodeConnectionArne GitHubo| CHEt CodeConnections 1Z22| Amazon 2|4 A O|&(ARN)
2JLch.
=

ServiceCatalog-Pipeline.ym| It & K& 35t E&L|CH.

CHS BYE =stod HE Alg g 3= 2= X|E2(of et

EEIRELS| 23



AWS H¥ 7t0|= £ AH&35t04 Enterprise Blueprint Factory 1= AWS Service Catalog

cd ServiceCatalog-CodeRepo

git add ServiceCatalog-Pipeline.yml

git commit -m "<description of change>"
git push origin main

5. 7 2lZX|EE[(ServiceCatalog-ConfigRepo)oilX bp_config.yml It 3L|C},

6. ZZEo| e 2 ZEEZZ|RQ MMo| 7S UO|o|EFLICE o § &0
portfolio_access_roles & share_to_ou &2 YOO|EFLICE XtAIEH LHE 20| 7t0]

co|Fd s HXstA L.
ut

7. bp_config.yml I

8. Ct5 BEES Y™sto

rII
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C g|ZX|E2|of gd&st|ct.

cd ServiceCatalog-ConfigRepo

git add bp_config.yml

git commit -m "<description of change>"
git push origin main
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https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AdministratorAccess.html
https://console.aws.amazon.com/cloudformation/
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14. 4E L 44 HO|XI0M HAEX U AR NS HEE Qe CHF NES MEHFLICH
15. ABH HiE T A& 2 ZLIEZELICH RtM[EF LHE 2 CloudFormation AEAME & X

z 5t FMI2.
16. HEf7F 2 HEE W7 K| 7|CHLICFCREATE_COMPLETE.
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AWS Service Catalog 2&& LiCt.

M ZoM MES MEELICH
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aws iam detach-role-policy \
--policy-arn arn:aws:iam::aws:policy/AWSServiceCatalogEndUserFullAccess \
--role-name ServiceCatalogEndUserRole
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/monitor-stack-progress.html
https://console.aws.amazon.com/servicecatalog/
https://console.aws.amazon.com/codesuite/codepipeline/home
https://docs.aws.amazon.com/codepipeline/latest/userguide/executions-view.html#pipelines-executions-status-console
https://docs.aws.amazon.com/codepipeline/latest/userguide/executions-view.html#pipelines-executions-status-console
https://console.aws.amazon.com/servicecatalog/
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aws iam delete-role --role-name ServiceCatalogEndUserRole

aws iam detach-role-policy \

--policy-arn arn:aws:iam::aws:policy/AmazonSNSFullAccess \
--role-name ServiceCatalogloglLaunchConstraintRole

aws iam delete-role --role-name ServiceCatalogloglLaunchConstraintRole

2. Enterprise Blueprint Factory2| CloudFormation AE4E AFX|gL|CH X|&E2 CloudFormation &
Of| A AEH A EE= Of| M ABH APK|E BT RSHAMI2 AWS CLI.

3. CodePipeline OtE|[HEE K& 5t= O AF& El= Amazon S3 HZA!E AMA|ELICH X|E2 Amazon
S3 MEMo| HA AN E HZstMI L.

4. Parameter Store0i|A{ C}S Systems Manager Zt2H0|E{E AFA|EFLICH,

* /blueprints/resources/vpc_id

* /blueprints/resources/subnets

* /blueprints/resources/securitygroups

* /blueprints/resources/artifacts-bucket-name
* /blueprints/resources/BlueprintRepo

* /blueprints/resources/CodeRepo

* /blueprints/resources/ConfigRepo

X|El2 Systems Manager B A 2| Parameter Store0i| A Tt2t0|E{ AT K| E R ESHAMIL.
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/cfn-console-delete-stack.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/cfn-console-delete-stack.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/service_code_examples.html#delete-stack-sdk
https://docs.aws.amazon.com/AmazonS3/latest/userguide/delete-bucket.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/deleting-parameters.html
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AWS Command Line Interface (AWS CLI), x| & F&H

ServiceCatalogEndUserRole AWS ldentity and Access Management (IAM) @& & =& =
ol= 5t

AN - - -

CloudFormation &1£%! EE= AWS CDK 71 &

I
[

2 E M

—

0x

=
T

Enterprise Blueprint Factory I}O|Z 2912 4 m2lof A 7"'OI%._ ESE2EE U)X
= 7 I 7 E|ZX[EE|ol HEstod 74 mol|Z 2t el AlFELcH O C
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1. 0| MHEAM | Enterprise Blueprint Factory A4%32| X|&lo]| [} 2} Enterprise Blueprint FactoryS A
S =X| = gh|ct.

2. ServiceCatalogloglLaunchConstraintRole &0 CHE HAHo| ERZ2IEN HolE 2|4

AE Z2H|IMIE = UL s8st=X] FAUELICH

3. A& 2lZX|EE[(ServiceCatalog-BlueprintProductRepo)did M EFZEIE0o] CHEt 2
HE dMehct
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/template-guide.html
https://docs.aws.amazon.com/cdk/v2/guide/constructs.html
https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-chap-configure.html
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5. MdFt ZH0 product_config.jsonO|2tE= I

o
6. product_config.json TtYUS ¥ CtS T2 mtelol 204 H&LICH

{
"SchemaVersion": "1.0",
"ProductVersionName": "1.0.1",
"Deprecated_Versions" : [],
"ProductVersionDescription": '"<description>",
"ProductType": "CLOUD_FORMATION_TEMPLATE",
"Properties": {

"TemplateFilePath": "./<folder name>/<file name>"

}

}

2| x|

« <description>= EFZEIE HZHo| CHt 7t dHLICY.
- <folder name>& ME 2|EZX|EC|0|M 8 Z2HQ| O|F LT

« <file name>£ laC EHEZ2!20| 0|EQJL|C}.

&2 HNE 2|ZX|E2|of SerErLict

cd ServiceCatalog-BlueprintProductRepo

git add <folder name>/<file name> <folder name>\product_config.json
git commit -m "The first version of <file name> blueprint"

git push origin main

74 Tt U e Yool 5 B4

1. FM BlZX|EE[(ServiceCatalog-ConfigRepo)dlA config.yml ZtUE iL|C}.
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cd ServiceCatalog-ConfigRepo
git add config.yml
git commit -m "<description of change>"

gi

[
+

push origin main
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https://console.aws.amazon.com/codesuite/codepipeline/home
https://docs.aws.amazon.com/codepipeline/latest/userguide/executions-view.html#pipelines-executions-status-console
https://docs.aws.amazon.com/codepipeline/latest/userguide/executions-view.html#pipelines-executions-status-console
https://docs.aws.amazon.com/codepipeline/latest/userguide/monitoring.html
https://console.aws.amazon.com/servicecatalog/

AWS HE 7to|=

Illlfll

AH& 5104 Enterprise Blueprint Factory 2/= AWS Service Catalog

= = 57

EFTZE YO|O|E

EFTIEIEE MME M 7 mto|=Zetol I ZI2|A mlo|Z2telo| &5t Zrdol| CHE XFM[EH LH
20| 7l0|EQ| ER X 2IE UH|0|EE FXFML

MNE Sl ZX|E20M MES| EHE o|SELICH

HOO|EE laC R E3!E E0{d&LICH Tt 0|F0| o[ Mt S Uetx| & gLt

=

product_config.json It & L|C}.
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Deprecated_Versions®l23gfL]C}.
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L|ct.

E|ZX|E2[o SgrEhLict.

Dm

cd ServiceCatalog-BlueprintProductRepo
git add <folder name>/<file name> <folder name>\product_config.json
git commit -m "Version <number> of <file name> blueprint"

git push origin main
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CtBluePrint_ <Product-Name>-<CloudFormation-Stack-Name>.
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https://console.aws.amazon.com/codesuite/codepipeline/home
https://docs.aws.amazon.com/codepipeline/latest/userguide/executions-view.html#pipelines-executions-status-console
https://docs.aws.amazon.com/codepipeline/latest/userguide/executions-view.html#pipelines-executions-status-console
https://docs.aws.amazon.com/codepipeline/latest/userguide/monitoring.html
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1. Elo| AH|RF AXof 22QlgLCt.

2. ServiceCatalogEndUserRole IAM Q&g £ gtL|C}.

3. Service Catalog &€ YLIC}.
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cd ServiceCatalog-ConfigRepo

git add config.yml

git commit -m "<description of change>"
git push origin main
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git add .
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https://console.aws.amazon.com/servicecatalog/
https://docs.aws.amazon.com/servicecatalog/latest/adminguide/productmgmt-delete.html
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git commit -m "Delete <file name> blueprint"
git push origin main
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BP-SNS.yml

BP-SNS.yml

WARN W47

Resource: ["ExampleTopic"]
Line numbers: [5]

SNS Topic should specify KmsMasterKeyId property

FAIL F18

Resource: ["ExampleTopicPolicy"]
Line numbers: [10]

SNS topic policy should not allow * principal

Failures count: 1

R]
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https://console.aws.amazon.com/servicecatalog/
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Warnings count: 1

Ol2{3t LT E +HottiH EF T EE T Amazon Simple Notification Service(Amazon SNS)
FHN HAo| » Hot FXHE I:IF‘FL_T'_ WS Key Management Service (AWS KMS) 7|&
Ch OtS ZE oAM= ol2{8t YHIo|EE Eo{ELICt
ExampleTopic:
Type: AWS::SNS::Topic
Properties:
TopicName: ExampleTopic
ExampleTopicPolicy:
Type: AWS::SNS::TopicPolicy
Properties:
KmsMasterKeyId: alias/aws/sns # Added KMS key
PolicyDocument:
Id: Id1
Version: '2012-10-17'
Statement:
- Sid: Sid2
Effect: Allow
Principal:
"Service" : "s3.amazonaws.com" # Replaced "AWS":

Action: 'sns:Publish'
Resource: !Ref ExampleTopic
Topics:
- 'Ref ExampleTopic
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AWS CodePipeline A3 A

AWS CodeBuild A4 A
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https://docs.aws.amazon.com/codepipeline/latest/userguide/tutorials-S3-servicecatalog.html#tutorials-S3-servicecatalog-ex2-configure
https://docs.aws.amazon.com/codepipeline/latest/userguide/welcome.html
https://docs.aws.amazon.com/codebuild/latest/userguide/welcome.html
https://docs.aws.amazon.com/servicecatalog/latest/adminguide/introduction.html
https://docs.aws.amazon.com/servicecatalog/latest/userguide/end-user-console.html
https://aws.amazon.com/blogs/mt/report-and-visualize-your-aws-service-catalog-estate/
https://aws.amazon.com/blogs/mt/implementing-an-alarm-to-automatically-detect-drift-in-aws-cloudformation-stacks/

AWS H¥ 7t0|= £ AH&3104 Enterprise Blueprint Factory 2l= AWS Service Catalog

7|04}
Ch& 7Helolo] 7hol= ol 7lo4H& LI

INPS
-1 O

Haofei Feng, Senior Cloud Architect, AWS

« Cam Maxwell, Principal Security Advisor, AWS
Joe Guo, 22+ E x|¢ Alx|L|o{, AWS
Shreejesh MV, Senior Cloud Architect, AWS

AaE

« Joseph Dominic, 22} E Ol 7|HIE AWS
 Naresh Rajaram, Z1AdE TEL{ £F M O}l 7|EHIE AWS

INPS
-1 O

>

7

« GxP AbouHarb, Senior Technical Writer, AWS




AWS HE 7to|=

=

£ Ar&3}0d Enterprise Blueprint Factory 21= AWS Service Catalog

=M 7|5

otz Eoi o] 7to|= 9| o HA A& 0| MHEE|of U&LICH &F UO|o|Eof CHEt S Ele erop{H
RSS I|IEE A S35H4AI2.

0
x
0z

=

2024'4 10 10

36


https://docs.aws.amazon.com/prescriptive-guidance/latest/enterprise-blueprint-factory/enterprise-blueprint-factory.rss
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https://docs.aws.amazon.com/prescriptive-guidance/latest/application-portfolio-assessment-guide/introduction.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/application-portfolio-assessment-guide/introduction.html
https://aws.amazon.com/what-is/artificial-intelligence/
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-operations-integration/aiops.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction_attribute-based-access-control.html
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https://docs.aws.amazon.com/vpc/latest/privatelink/create-endpoint-service.html
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#enveloping
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-program-implementation/
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https://docs.aws.amazon.com/SchemaConversionTool/latest/userguide/CHAP_Welcome.html
https://docs.aws.amazon.com/SchemaConversionTool/latest/userguide/CHAP_Welcome.html
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https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_tracking_change_management_immutable_infrastructure.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_tracking_change_management_immutable_infrastructure.html
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https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-iiot-transformation/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/network.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/network.html
https://aws.amazon.com/what-is/iot/
https://docs.aws.amazon.com/prescriptive-guidance/latest/ml-model-interpretability/
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-operations-integration/tools-integration.html
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https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-aws-environment/welcome.html
https://aws.amazon.com/what-is/large-language-model/
https://aws.amazon.com/what-is/large-language-model/
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#grant-least-privilege
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https://aws.amazon.com/what-is/machine-learning/
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https://docs.aws.amazon.com/wellarchitected/latest/operational-readiness-reviews/building-mechanisms.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-integrating-microservices/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-integrating-microservices/welcome.html
https://docs.aws.amazon.com/whitepapers/latest/microservices-on-aws/microservices-on-aws.html
https://docs.aws.amazon.com/whitepapers/latest/microservices-on-aws/microservices-on-aws.html
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https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-migration/
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-factory-cloudendure/welcome.html
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https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-migration/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-modernizing-applications/
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-assessing-applications/
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-assessing-applications/
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-decomposing-monoliths/welcome.html
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https://docs.aws.amazon.com/wellarchitected/latest/operational-readiness-reviews/wa-operational-readiness-reviews.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-readiness-reviews/wa-operational-readiness-reviews.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-operations-integration/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/creating-trail-organization.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-ocm/
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https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/network.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_boundaries.html
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https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-data-persistence/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-data-persistence/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-readiness/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/aws-security-controls/preventative-controls.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html#id_roles_terms-and-concepts
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html#id_roles_terms-and-concepts
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https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/hosted-zones-private.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/hosted-zones-private.html
https://docs.aws.amazon.com/controltower/latest/controlreference/controls.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/aws-security-controls/proactive-controls.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/aws-security-controls/proactive-controls.html
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https://docs.aws.amazon.com/accounts/latest/reference/manage-acct-regions.html
https://docs.aws.amazon.com/accounts/latest/reference/manage-acct-regions.html
https://aws.amazon.com/resilience/
https://aws.amazon.com/resilience/
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https://docs.aws.amazon.com/prescriptive-guidance/latest/aws-security-controls/responsive-controls.html
https://aws.amazon.com/what-is/retrieval-augmented-generation/
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_providers_saml.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/whats-in-a-secret.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/whats-in-a-secret.html
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https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
https://docs.aws.amazon.com/general/latest/gr/rande.html
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https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/shared-responsibility-model/
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-phased-approach/step3.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-phased-approach/step3.html
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https://martinfowler.com/bliki/StranglerFigApplication.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-aspnet-web-services/
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-aspnet-web-services/
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-aspnet-web-services/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Synthetics_Canaries.html
https://docs.aws.amazon.com/tag-editor/latest/userguide/tagging.html
https://docs.aws.amazon.com/tag-editor/latest/userguide/tagging.html
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https://docs.aws.amazon.com/vpc/latest/tgw/what-is-transit-gateway.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_integrate_services.html
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https://docs.aws.amazon.com/prescriptive-guidance/latest/ml-quantifying-uncertainty/concepts.html
https://docs.aws.amazon.com/vpc/latest/peering/what-is-vpc-peering.html
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