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https://docs.aws.amazon.com/systems-manager/latest/userguide/run-command.html
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https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_securely_operate_reduce_management_scope.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_UpgradeDBInstance.Maintenance.html
https://docs.aws.amazon.com/elasticbeanstalk/latest/dg/environment-platform-update-managed.html
https://docs.aws.amazon.com/redshift/latest/mgmt/working-with-clusters.html#rs-cluster-maintenance
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https://www.youtube.com/watch?v=kNbNWxVQP4w
https://www.youtube.com/watch?v=kNbNWxVQP4w
https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction.html
https://docs.aws.amazon.com/whitepapers/latest/organizing-your-aws-environment/break-glass-access.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/session-manager.html
https://docs.aws.amazon.com/imagebuilder/latest/userguide/what-is-image-builder.html
https://www.cyber.gov.au/resources-business-and-government/maintaining-devices-and-systems/system-hardening-and-administration/system-hardening/implementing-application-control
https://docs.aws.amazon.com/AmazonECR/latest/userguide/what-is-ecr.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/Welcome.html
https://docs.aws.amazon.com/cdk/v2/guide/home.html
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https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_dev_integ_build_mgmt_sys.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/rel_tracking_change_management_immutable_infrastructure.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_protect_compute_reduce_manual_management.html
https://docs.aws.amazon.com/imagebuilder/latest/userguide/start-build-image-pipeline.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/manually-install-ssm-agent-linux.html
https://github.com/SELinuxProject
https://github.com/linux-application-whitelisting/fapolicyd/blob/main/README.md
https://www.open-scap.org/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/install-CloudWatch-Agent-on-EC2-Instance.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/setup-instance-permissions.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/share-amis-with-organizations-and-OUs.html
https://docs.aws.amazon.com/imagebuilder/latest/userguide/manage-shared-resources.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/walkthrough-custom-resources-lambda-lookup-amiids.html
https://docs.aws.amazon.com/imagebuilder/latest/userguide/security-patch-management.html
https://docs.aws.amazon.com/imagebuilder/latest/userguide/start-build-container-pipeline.html
https://aws.amazon.com/blogs/devops/build-a-continuous-delivery-pipeline-for-your-container-images-with-amazon-ecr-as-source/
https://aws.amazon.com/blogs/containers/amazon-ecr-in-multi-account-and-multi-region-architectures/
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https://aws.amazon.com/blogs/mt/create-immutable-servers-using-ec2-image-builder-aws-codepipeline/
https://docs.aws.amazon.com/cfn-guard/latest/ug/what-is-guard.html
https://github.com/stelligent/cfn_nag
https://github.com/cdklabs/cdk-nag
https://aws.amazon.com/blogs/devops/building-end-to-end-aws-devsecops-ci-cd-pipeline-with-open-source-sca-sast-and-dast-tools/
https://aws.amazon.com/blogs/security/validate-iam-policies-in-cloudformation-templates-using-iam-access-analyzer/
https://aws.amazon.com/blogs/security/validate-iam-policies-in-cloudformation-templates-using-iam-access-analyzer/
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#:~:text=IAM%20policies%20define%20permissions%20for,CLI%2C%20or%20the%20AWS%20API.
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
https://docs.aws.amazon.com/inspector/latest/user/designating-admin.html
https://github.com/aws-samples/ec2-imagebuilder-ami-lifecycle
https://docs.aws.amazon.com/inspector/latest/user/scanning-ecr.html#configure-ecr
https://docs.aws.amazon.com/prescriptive-guidance/latest/vulnerability-management/
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https://docs.aws.amazon.com/systems-manager/latest/userguide/patch-manager.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/session-manager.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/run-command.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_protect_compute_reduce_manual_management.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_protect_compute_auto_protection.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/patch-management-hybrid-cloud/design-standard.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/setup-instance-permissions.html
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https://docs.aws.amazon.com/systems-manager/latest/userguide/session-manager.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/run-command.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/manually-install-ssm-agent-linux.html
https://github.com/SELinuxProject
https://github.com/linux-application-whitelisting/fapolicyd/blob/main/README.md
https://www.open-scap.org/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/install-CloudWatch-Agent-on-EC2-Instance.html
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https://docs.aws.amazon.com/prescriptive-guidance/latest/patch-management-hybrid-cloud/design-standard.html
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https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_identities_enforce_mechanisms.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_identities_unique.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_identities_secrets.html
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https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_identities_identity_provider.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_identities_audit.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_identities_groups_attributes.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_permissions_define.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_permissions_least_privileges.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_permissions_emergency_process.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_permissions_continuous_reduction.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_permissions_define_guardrails.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_permissions_lifecycle.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_permissions_analyze_cross_account.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_permissions_share_securely.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/manage-your-identity-source.html
https://aws.amazon.com/blogs/security/managing-temporary-elevated-access-to-your-aws-environment/
https://docs.aws.amazon.com/IAM/latest/UserGuide/root-user-best-practices.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/patterns/dynamically-generate-an-iam-policy-with-iam-access-analyzer-by-using-step-functions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-getting-started.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-validation.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/organizations.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_boundaries.html
https://aws.amazon.com/blogs/apn/top-recommendations-for-working-with-iam-from-our-aws-heroes-part-3-permissions-boundaries-and-conditions/
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_last-accessed.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/permissionsetsconcept.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://aws.amazon.com/blogs/security/how-to-centralize-findings-and-automate-deletion-for-unused-iam-roles/
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https://www.allthingsdistributed.com/2016/03/10-lessons-from-10-years-of-aws.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/whatisbackup.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/vault-lock.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/disaster-recovery-resiliency.html
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https://docs.aws.amazon.com/prescriptive-guidance/latest/backup-recovery/welcome.html
https://aws.amazon.com/blogs/storage/automate-centralized-backup-at-scale-across-aws-services-using-aws-backup/
https://aws.amazon.com/blogs/storage/automate-data-recovery-validation-with-aws-backup/
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https://docs.aws.amazon.com/aws-backup/latest/devguide/vault-lock.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/aws-backup-audit-manager.html
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-user-guide.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/WhatIsCloudWatch.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/WhatIsCloudWatchLogs.html
https://docs.aws.amazon.com/guardduty/latest/ug/what-is-guardduty.html
https://docs.aws.amazon.com/securityhub/latest/userguide/what-is-securityhub.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_detect_investigate_events_app_service_logging.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_detect_investigate_events_logs.html
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/Install-CloudWatch-Agent.html
https://docs.aws.amazon.com/guardduty/latest/ug/guardduty_settingup.html#setup-sns
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/creating-trail-organization.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/best-practices-security.html
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/encrypt-log-data-kms.html
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https://docs.aws.amazon.com/whitepapers/latest/organizing-your-aws-environment/security-ou-and-accounts.html#log-archive-account
https://aws.amazon.com/blogs/architecture/stream-amazon-cloudwatch-logs-to-a-centralized-account-for-audit-and-analysis/
https://docs.aws.amazon.com/inspector/latest/user/managing-multiple-accounts.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/creating-trail-organization.html
https://docs.aws.amazon.com/securityhub/latest/userguide/designate-orgs-admin-account.html
https://docs.aws.amazon.com/guardduty/latest/ug/guardduty_organizations.html
https://docs.aws.amazon.com/security-lake/latest/userguide/what-is-security-lake.html
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https://docs.aws.amazon.com/config/latest/developerguide/remediation.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-inventory.html

AWS H¥ 7t0|= ol M Essential Eight 5T €4 AWS

0| A Essential Eight &= 0l =& 5t7| {8t X|ZE Ated 37
AWS

ol

O| H 0| E Essential Eight ST & CHASZ
AWS.

t= E5 7(2tol CHEF oAl Al A7 & NS ELICH

O| Zo| MM

« ALtE|2 2 o7 [EIX] TR

- 23 2E ofAl: MHElA HlolEq gilo]3
- {32 oA ZEoILSHE B MH|A

« 23 2E 0ofX|: Amazon EC22| COTS A Z E {0

AlLtg| & ol Z|EIA 7R

HE J|gtollE AWS 2220l Ml 7IX| I ZE7) QLo

« Amazon Simple Storage Service(Amazon S3)& AEZ|X| & AWS Lambda F&, #4& 2 2=
(ETL) & ol Ar&st= MEE|A Hlo[H 3lo|=2

 Amazon Elastic Container Service(Amazon ECS)0|A A& k|1 Amazon Relational Database
Service(Amazon RDS)2| Ci|O|E{H|O| A & At & St= ZIE| 0|43t El 2 MH|A Amazon Relational
Database Service

« Amazon EC20| M A& T|= & & off-the-shelf(COTS) £ Z E 2|04

Zelec He £Eg E 5 B A ERES MToto AWS HZ0l CiEt #A MHIAE MHEL
Ch. B2t TS AWS EHZO] CHEt $A MEIAE MZELICH 2 YAZEE HYR & EE MZT
Olztn T sh= mRE ofhEEIAH01M o] ARELICH

ZeteE B2 ol0ldM ChE 7Is& dE&LICH AWS 22 E

« 1D HH2i|0| M Microsoft Entra ID(0|7 Azure Active Directory) QIAEA AWS IAM Identity
Center O @ZE/LICt HIHEO|M2 MFA, AL At AH Q| A+S BFHE, AWS Identity and Access
Management (IAM) &S S&t +=HO| B2 2ot 215 HE AL S MEFLICE

He 31



AWS H¥ 7t0|= ol M Essential Eight 5T €4 AWS

- 3¢ 23 A AMI IHO| Z 2212 EC2 Image BuilderOSs & 204 o Z 2|7 0|ME T x|5t= Ol AFSEH
L|Ct.
« Amazon Inspector= F LM AlHe = oM, ZE Eot Aute Y TS A HEIE sl

Amazon GuardDuty2 M&E|L|CH

- EHEE HFHUE2 ofEEIFH 0|M Mo] #2322 YOl0|ES T, AtO|H EoF o|HIE| CHE 51, 77
E i E AEStE dl AHSEULCH

« AWS CloudTraill = 24 2 2 S

- RE AKX 2I0I0 ZH2 Hot o|HIEE A2IS AR LI

« SCPs 2 VPC = ZQIE MM &Zof Chet Clo|Ef ZHE AWS A gFLct

- SCPs OZZ|70|M 0| CloudTrail 2ot Z2 2ot 2l 2Z MH|AE HIEMHst5tX| RS &L
CH AWS Config.

- AWS Config ZAt Zot= 2ot AWS H™E 2[5 AWS =& oM B 2 EAFELICH

A

« AWS Config ACSC Essential 8 284 ™2 Z%|o| 2 E AWS A ™™ oM & d3HE Lt

o2 ofAl: MEHHE|A d|o|E] glo|=a

Ol RIaE2=£2| o L|CHE|OF 1: 228 MH|A AL,

do|E| Bllo|a e AE2|X| 2! ETLO| Amazon S3 AWS Lambda & AF2EHLICE 0|24 2lAAE AWS
22 E e 7|E (AWS CDK) oM Ho|ElLICH AAE ¢HE A2 E S35l BHEELICH AWS
CodePipeline. O| I+0|Z 2} Q12 o Z2|7{0|M Ele 2 A|BHELICH ofZEIF|o|4 Elo] ZE 2|EZX|EC

of CHEh 2 2™ ot 221 #=/0| ASELICH

oi
iul
i)
2
104
fjo
4>
[\
o
r
[ul

N

ol {3 20| B2 ofZ 2|7 0|M El2 Essential Eight Mg s8] £
O Z 2|7i 0|44 A|od

- OfZz|7|0|M El2 GuardDutyolA Lambda £ 5 £ &443}6t 1 Amazon Inspector0i| A Lambda £

- OZ2|70|M Bl Amazon Inspector ZAF ZIME AT 2HE|5HE HIZALES FEELIC

i x| o Z 2|7 ol

« OjZZ|70|M B2 Amazon Inspector0iA Lambda AZHE 4436t 1 O 0|4 AL E|X| oL 7L} F
oF5t 2to|Ee{2lof| CHEF 2 RIZ FAFLICH

M2l dlolH &lol=2 32


https://docs.aws.amazon.com/config/latest/developerguide/operational-best-practices-for-acsc_essential_8.html
https://docs.aws.amazon.com/wellarchitected/latest/analytics-lens/best-practice-5.2---implement-least-privilege-policies-for-source-and-downstream-systems..html
https://docs.aws.amazon.com/guardduty/latest/ug/lambda-protection.html
https://docs.aws.amazon.com/inspector/latest/user/scanning-lambda.html
https://docs.aws.amazon.com/inspector/latest/user/scanning-lambda.html
https://docs.aws.amazon.com/inspector/latest/user/findings-managing-automating-responses.html#findings-managing-eventbridge-tutorial

AWS H¥ 7t0|= ol M Essential Eight 5T €4 AWS

- OjZ2|70|M El2 AWS Config 7F AtaF ZAME 28 AWS EIAA S FXE 4 QIE S BhLCH.

F04 of 7|=&| Mol MFE CHz ofZ2|7|0|Md B2 o|0| iz mto|ZztRlel 52l H3E Sl =
EHM Hi=Zof CHEt HMAE AEHEFLICEH

SHE

|l

AR 5 HCiEoM U 5Y FEA

o
02

of Z2|7| 0| B2 F04 of 7|=A| MMdoi

2T EFHE MEFLICL

>

OHE 2|70|M Bl AWS CloudTrail % 2! Amazon CloudWatch ZE{E A AgFL|Ct.

O EZ 2|7 0| &2 CodePipeline H{Z 2! AWS CloudFormation A& AFx|0f CHEH Amazon Simple
Notification Service(Amazon SNS) 2 &l M&EFL|C}.

O Z Z|7l0|M &2 Amazon Inspector0i| A Lambda AZHS &35t O 0|4 AL |X| oL HLE F
gt ztolEa{zlof CHEt & 3l2 FdetLIct

—l'l'ol'I

HE| HE| 215

. OHE2|A0|M El2 T 0] o} 7|Ell & MM MHEEI S EZ A X174 3 m|oio|Md &2 M2 AL
stL|CH o] &2 M2 o|AAP{2 MFA O|HEO CHa MFAE X235}

AAso2 86 F.

e

7|

- OjZ 2|70/ Ei2 AWS CDK ¥ & Lambda &% U 240 22 IEE I 2|ZX|E2|0 MFE
LICF.

- OHE2|70|M B2 ™ 2| & Amazon S3 ZiX| & 22 #4350 2|7 AR AL ="HE|l=
WE X[

- OfE2|7|o|d B2 ™| Clo|E MEE CHE CIoIH MEZ SXst= cHdl 7|2 ME Amazon S3 LH
TEE MEELICHAWS 2T,

FIO

- OiE2|70|M EI2 CIO|E F=H 2F AL S AWS 2| %—’—‘.‘-ﬁf CIEOM @ Z2E0| AHEES A
gHLICt. Amazon DynamoDB 2 2% H|O|& 1 Amazon S3 Wi 2| SXE Ar&3tod 7|& 2|To]
MEZ 2oz Ho|BHE Ats2 2 SX[ELC

M2l dlolH &lol=2 33


https://aws.amazon.com/blogs/devops/how-to-migrate-your-aws-codecommit-repository-to-another-git-provider/
https://docs.aws.amazon.com/AmazonS3/latest/userguide/replication.html#crr-scenario

AWS H¥ 7t0|= 0f A Essential Eight =& &+ AWS

T2 E ofA|: ZAE|o| 43 El & MH|A

ol

—

M

=

i

2.

o

O| MZZE=2| o UL|CHE|OF 2: E o 10| Z 22l s

o
Ofm

s

ox
I

2 MH|AE Amazon ECSO|A A | Amazon RDS2| | O|E{H|0|AE AFEEFLIC} o Z2|7io|M
&2 AWS CloudFormation & Z Z!0{ M O|2{&t 2|AAE HolFfLICt ZHEl|0|L{= EC2 Image Builder
2 M [0 Amazon ECROI| A& ELICH ofZZIFH|0|M BI2E Sall AIAH0| HE A S Bl =& L
Ct AWS CodePipeline. O| TtO|Z 2212 ofZ2[#| 0| Blo 2 MEHELICt ol Z2|70|M ’lo] ZE 2
ZX|EC/of gt 2 @S 5t 221 #30] AHSELICH

t7] el CHE e s>gfLoh

ol

Ol Ha=E=9| A2 o E2|7 0| &2 Essential Eight T1=f2 sHZ

O Z (70| o

o Z 2|7 0| &2 Amazon Inspector0i| A Amazon ECR Z1E{|0|L O|0O|X|E AZHE £ Q& LI},
OHEZZ|Fo|M B2 1l HM A = O 2 (fapolicyd) 29 =7 & EC2 Image Builder IHO|Z 2} Q10|
S gL|CH REMIEH LI 2 ACSC B AtO|Eo| of Z 2|71 0|4M Mo #32 A L.
OHZ2|7|0| M B2 Amazon CloudWatch LogsH| £232 ZZ 5= 5 Amazon ECS 2¢ HO|E 7
Adst|Ct.

oHE

2
n
u
w
S
o
>
3
Q
N
(@)
>
5
n
©
D
Q
9)
A
Pl
\l
Ac]
i
1
Pl
ol
kl
i
u
Q'I_
r
=2
M
r
i)
mo
all
o
o
r
il

o x| ojZ2[#H o|M
« O ZZ|7i|0|4d B2 Amazon Inspectoro A Amazon ECR Z1E{|0
o ol& AP EIX| ef 7Lt F|ef 8t 2to|E2{2|ofl CHE g 3lg 74 E L|Ct.

- OHE2|7i0]M B2 Amazon Inspector Z1tof| CHEt SEHE AHSEELICH MM22 ZAL Auts
Amazon EventBridge E2|71& Sall BHZ 10| Z 2 2lE A|%8tH CodePipelineO| CH&f LT,
AE

- OHEEI70|M B2 AWS Config 7h Rt Z4M 2 QIBH AWS BlAAE FHE £ QITE #Lch

zt2| Mt X5t
- OfZZ|AH0|M B2 o|O| HixZ mo|=Zetelo| £l 22 Sa T2 =M iz of CHEF HHAE KT
st U&LICE

- OZ2|7io|d B2 Hot 2l
2 &3 ool o o & ELIC

F
- OHEZC|FH 0|M El2 CloudTrail &% 4 CloudWatch ZE{E MAIgHLICT.

)||

ZE|o|LEHE & M| 34


https://docs.aws.amazon.com/wellarchitected/latest/analytics-lens/best-practice-5.2---implement-least-privilege-policies-for-source-and-downstream-systems..html
https://docs.aws.amazon.com/inspector/latest/user/scanning-ecr.html
https://github.com/linux-application-whitelisting/fapolicyd/blob/main/README.md
https://www.cyber.gov.au/resources-business-and-government/maintaining-devices-and-systems/system-hardening-and-administration/system-hardening/implementing-application-control

AWS H¥ 7t0|= ol M Essential Eight 5T €4 AWS

- OZ2|70|M B2 CodePipeline HIZ 2! CloudFormation A& AFx|oi] CHEF Amazon SNS € &l2
Aot

x| 2F A

- OZZ|70|M &2 Amazon Inspectord A Amazon ECR ZIE{| 0|4 O|O|X| AZHE & M35t OS
o x| AdCio|Eof CHet &3S FdeLICt

- OfZ2/710|M B2 Amazon Inspector Z21t0f CHEt SE S AISEELICH MER ZAF Zot=
EventBridge E2|7HE &3l B Z u}O|Z 2t 1E A[Z5t0H CodePipelineO| CHaf &L|Ct.

- OZ2[#H 0| B2 Amazon RDS O|HIE &g 75510 U O|Eoi CHEr L &S BtE
LA AR &7 ole{8t UOIOIEE =822 MEE K| ofL|™H Amazon RDS7I AHS 22 M &l
x| o{2of CHet ¢ 7[g Z™EE LHRILICEH

- OEE|70|M B2 || &E| O|HE S| B&E £0|7| 25 Amazon RDS RQIARHAE CIE 718 G
o3 Ap{AEZE FAELCY.

HE| HE| 215

. ofZalAoM Ble 0] ol 7|=x] Mol MEE B ASA X1 5 HCiElold 2T ME AR
$LICH O 23442 O/ AARIS MFA OHIE 0l T3 MFAR H85T 015 2 grale 225 L
ASoE SEELIC

e

27| e

- OZZ|7 0| B2 Amazon RDS 2&{AE 2| G|0|E ¥{dS XtS& AWS Backup St=SE 7 &
LICH.

« OfZ2|70|M El2 CloudFormation HIZ2/g I & Z|ZX|E2|of A& EL|C}.
« OfEZC|IFH0|M B2 CIE BT T ZES AR S MM T XIS HAEERZD AAIE)E A
e X}%g E._I E}OIEE} 7H“*°*L—|EF AWS XPo ElIAETI A™ME F EPOIEE ._|S AEHS T

Ol M=o o ALICIEND} 3: AIS3HE S8t 8 7ts8 @IZ et 2 el

COTS £ Z E o] 35


https://aws.amazon.com/blogs/architecture/disaster-recovery-dr-architecture-on-aws-part-iii-pilot-light-and-warm-standby/
https://aws.amazon.com/blogs/architecture/disaster-recovery-dr-architecture-on-aws-part-iii-pilot-light-and-warm-standby/

AWS H¥ 7t0|= 0f A Essential Eight =& &+ AWS

Amazon EC20{| A ML= KT EEE=E M50 822 WM E[URELICH AWS Management
Console. 7 X= EC2 QIAE A 2015t1 AZEQ|0{E YUO|0|ESHo] A|IAEE 2502 An|
O|E&fLIct.

H CF

Ol
0]
13

Q
mo

O| I3EEQ9| A2 Z2tRE 4l ofEZ2(71|0|M B2 Essential Eight T1Ef 2 siZ3st7| 2
F=>ELict.

O Z (70| o

]
A

(gl
-

gm
rlo

P

O
0

I

O
1=
>
<

My e © mu

|Z2telE T304 AWS Systems Manager 0| O| 1 E(SSM 0|
ELlnuxE Mx|sto FEELICH Z2ol BE AHEHHM A3t AMI

m Ho
e
>
|m
=
) o

loudWatch 010

on 2

=0
L
L
[ul

[t
il

w0

AWS Config T#&|2 AtE5to] M- Q1 2 E EC2 QIAEIAT} Systems ManagerOf|
SM Al0|ME, CloudWatch M0|ME 3! SELinux7t A%|=]04 U=K| & QIgrLct.

v o

e

Ay

oy ™
o
>

mazon CloudWatch Logs £212 Amazon OpenSearch ServiceOll M A& E|= 5
ol o|HIE ZE|(SIEM) 22 Mo 2 M&FLICH

[l
e gm |k gm

1> 40
i In

4

0% I
I-II

SNhHx2
ol
T T

or 4

)
o

113

T#45t0{ AWS Conflg GuardDuty 2! Amazon Inspector®| 21t & A
. 2otfE B2 A HAHUE ¢d5tof ol EEIA0|M Elo| =2l 2R E AN E
o0 E siZst7| fle F kY EFEI T2 ddof CHEt RtMIS KRS ol M = E
=2

o [
om
ro
=2
N
-
o
ﬂIIO

19
C
r
\I_I_

b1l
r
o 11

oo R
1
0w

o
19
0% |y
i
[t
E
 nin
¥
i
4
A

mfx| o Z 2|7 0|

- OZ2|# 0|4 El2 Amazon Inspector ZAF I E 7|Hto 2 QIABAE mix|&fLCt

.
oy
it
=1
ne
o
[0
nx
I>
r
ful

— (=
- 22t B2 7|2 AMIE Tx|st 1 o ZE(7 0] B2 AMIZ

jo
3|_'

OHEZE|Ao|MH Ele g 2o Eest ZEO|AMDF ERf=
EC2 QIAE A O CHEH 2T HMAE HEHELICEH

ofZ2[7ilol4 B2 WA| ZE[XHE A8 5t0od JHE QIAEIAN| 2Ql5tE CHAl QIARIAO| IHXIE
MEFLICH

« EC2 QIAHEA O F0|M o] BHEE A-Ast7| /sl ofZ2(70lM B2 Run CommandE AHSEf L
Ct.

. S2 7 ohE A 0 TI0| QATIAO| FT HNASHOF SHE B A4 BEIRE AFSELIC
M& M3 w2 Mool 2 5US AS5T 2A SO DE MM 258 7ISELICH

zt2| Mt X5t

COTS £ Z E o] 36
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/security-group-rules.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-state.html
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https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/welcome.html
https://docs.aws.amazon.com/security/
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/welcome.html
https://aws.amazon.com/security/
https://aws.amazon.com/cloud-adoption-framework/
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https://www.cyber.gov.au/resources-business-and-government/essential-cyber-security/essential-eight/essential-eight-assessment-process-guide
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https://docs.aws.amazon.com/imagebuilder/latest/userguide/start-build-image-pipeline.html
https://docs.aws.amazon.com/imagebuilder/latest/userguide/start-build-image-pipeline.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/manually-install-ssm-agent-linux.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/manually-install-ssm-agent-linux.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/manually-install-ssm-agent-linux.html
https://github.com/SELinuxProject
https://github.com/SELinuxProject
https://github.com/SELinuxProject
https://github.com/linux-application-whitelisting/fapolicyd/blob/main/README.md
https://github.com/linux-application-whitelisting/fapolicyd/blob/main/README.md
https://github.com/linux-application-whitelisting/fapolicyd/blob/main/README.md
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_protect_compute_hardened_images.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_protect_compute_hardened_images.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_protect_compute_hardened_images.html
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https://www.open-scap.org/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/install-CloudWatch-Agent-on-EC2-Instance.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/install-CloudWatch-Agent-on-EC2-Instance.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/share-amis-with-organizations-and-OUs.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/share-amis-with-organizations-and-OUs.html
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/walkthrough-custom-resources-lambda-lookup-amiids.html
https://docs.aws.amazon.com/imagebuilder/latest/userguide/security-patch-management.html
https://docs.aws.amazon.com/imagebuilder/latest/userguide/security-patch-management.html
https://www.cyber.gov.au/resources-business-and-government/maintaining-devices-and-systems/system-hardening-and-administration/system-hardening/implementing-application-control
https://www.cyber.gov.au/resources-business-and-government/maintaining-devices-and-systems/system-hardening-and-administration/system-hardening/implementing-application-control
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_securely_operate_implement_services_features.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_securely_operate_implement_services_features.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_securely_operate_implement_services_features.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_securely_operate_implement_services_features.html
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/Install-CloudWatch-Agent.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/Install-CloudWatch-Agent.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/Install-CloudWatch-Agent.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/Install-CloudWatch-Agent.html
https://docs.aws.amazon.com/guardduty/latest/ug/guardduty_settingup.html#setup-sns
https://docs.aws.amazon.com/guardduty/latest/ug/guardduty_settingup.html#setup-sns
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/creating-trail-organization.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/creating-trail-organization.html
https://aws.amazon.com/getting-started/hands-on/protect-data-on-amazon-s3/
https://aws.amazon.com/getting-started/hands-on/protect-data-on-amazon-s3/
https://aws.amazon.com/getting-started/hands-on/protect-data-on-amazon-s3/
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_detect_investigate_events_app_service_logging.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_detect_investigate_events_app_service_logging.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_detect_investigate_events_app_service_logging.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_detect_investigate_events_logs.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_detect_investigate_events_logs.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_detect_investigate_events_logs.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/best-practices-security.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/best-practices-security.html
https://aws.amazon.com/blogs/industries/best-practices-for-aws-organizations-service-control-policies-in-a-multi-account-environment/
https://aws.amazon.com/blogs/industries/best-practices-for-aws-organizations-service-control-policies-in-a-multi-account-environment/
https://aws.amazon.com/blogs/industries/best-practices-for-aws-organizations-service-control-policies-in-a-multi-account-environment/
https://aws.amazon.com/blogs/industries/best-practices-for-aws-organizations-service-control-policies-in-a-multi-account-environment/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/encrypt-log-data-kms.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/encrypt-log-data-kms.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/encrypt-log-data-kms.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/encrypt-log-data-kms.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/encrypt-log-data-kms.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_detect_investigate_events_app_service_logging.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_detect_investigate_events_app_service_logging.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_detect_investigate_events_app_service_logging.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_detect_investigate_events_logs.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_detect_investigate_events_logs.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_detect_investigate_events_logs.html

AWS #H& 7t0|= 0{| M Essential Eight A= T &4 AWS

Essential Eight A04 T3 x[E AWS ElAaA AWS Well-Architected
NES|
EHot7: 22 2 ZLE 048] A-AA SEC04-BP02 E &3}
L ESE} 2O CloudTrail 21 Al El QxloM 2O, =
s EEst AL AT 2 x| E A

271 ot7tolE HHe
223 ™MSE

HA I EME 9

Al 9| CloudWatc
hLogs S S
SHAWS S 21 HA|

=)

o

Amazon Inspector2|

S ESA e

oM == x| &
H R 4 AWS
Config(AWS €21
HAIE)

Security Hub2| &

ZEA el

GuardDuty2| & Z

SA e

Amazon Security
Lake AHE 114

OHE2|7i0f4d x|od 43


https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-receive-logs-from-multiple-accounts.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-receive-logs-from-multiple-accounts.html
https://docs.aws.amazon.com/whitepapers/latest/organizing-your-aws-environment/security-ou-and-accounts.html#log-archive-account
https://docs.aws.amazon.com/whitepapers/latest/organizing-your-aws-environment/security-ou-and-accounts.html#log-archive-account
https://aws.amazon.com/blogs/architecture/stream-amazon-cloudwatch-logs-to-a-centralized-account-for-audit-and-analysis/
https://aws.amazon.com/blogs/architecture/stream-amazon-cloudwatch-logs-to-a-centralized-account-for-audit-and-analysis/
https://aws.amazon.com/blogs/architecture/stream-amazon-cloudwatch-logs-to-a-centralized-account-for-audit-and-analysis/
https://aws.amazon.com/blogs/architecture/stream-amazon-cloudwatch-logs-to-a-centralized-account-for-audit-and-analysis/
https://docs.aws.amazon.com/inspector/latest/user/managing-multiple-accounts.html
https://docs.aws.amazon.com/inspector/latest/user/managing-multiple-accounts.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/creating-trail-organization.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/creating-trail-organization.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/creating-trail-organization.html
https://docs.aws.amazon.com/securityhub/latest/userguide/designate-orgs-admin-account.html
https://docs.aws.amazon.com/securityhub/latest/userguide/designate-orgs-admin-account.html
https://docs.aws.amazon.com/guardduty/latest/ug/guardduty_organizations.html
https://docs.aws.amazon.com/guardduty/latest/ug/guardduty_organizations.html
https://docs.aws.amazon.com/security-lake/latest/userguide/what-is-security-lake.html
https://docs.aws.amazon.com/security-lake/latest/userguide/what-is-security-lake.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_detect_investigate_events_logs.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_detect_investigate_events_logs.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_detect_investigate_events_logs.html

AWS HE 7to|=

ol M Essential Eight 5T €4 AWS

Essential Eight |04

NE=

¥

__I.L

ElOF 8: =8 ZTEAA
off ciet HI7{LIE F
3. d &+ 4R E
AEstn dst= M

HUE 72

m x| o & 2|7 o|M

Essential Eight |01

RH&H ZA40] RHS 8HE
e 4 HofM A
HESES B A4
ZxIE xIHs| 25
24 HFER ASEL
ct.

AWS 2lAA

AWS Well-Architected

NE=

OPS02-BP02 Z 2 A

S3 7% 124

AWS 2|AaA

ZEo| 2 E AHEHAHAM

A gl Hrto| ARK}
A

[IIE i

—1

OPS02-BP03 2 &
S0l M2 G995
A

| —
= ARK AE

TR

OPS02-BP04 2]
2R TE ZElste H

HUE =&

AWS Well-Architected

NE=

SEC06-BP01 F|2FAd

Amazon Inspector &

Zal £

=L

SEC06-BP05 ZA&E!
23 x=3t

SEC04-BP02 = &35}

[

Eflof 2: 29+ mto|Z g}

P2 83l 48 E7IS  Amazon Inspector

st el= gt gha|: F<f £ ALE735104 Amazon

oA ECR Z|Z X|E 2|0f CH
stog A FY

HOt 3: XtS3HE S8t

HE JtsE elzet g F M e ZEOH

El: F|oFd A7 73 = T55t0{ Eot TA
At 27 2 siE

Elol7: 2Z 2 2LE o] HZXo|AM

2S5 EUEE 2O CloudTrail 21 £ Al

s &5

B /R 2O, =
A ZAD 2l X E A

Ifx| of Z 2|7 0| M

44


https://docs.aws.amazon.com/config/latest/developerguide/remediation.html
https://docs.aws.amazon.com/config/latest/developerguide/remediation.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_ops_model_def_proc_owners.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_ops_model_def_proc_owners.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_ops_model_def_proc_owners.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_ops_model_def_activity_owners.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_ops_model_def_activity_owners.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_ops_model_def_activity_owners.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_ops_model_def_responsibilities_ownership.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_ops_model_def_responsibilities_ownership.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_ops_model_def_responsibilities_ownership.html
https://docs.aws.amazon.com/inspector/latest/user/designating-admin.html
https://docs.aws.amazon.com/inspector/latest/user/designating-admin.html
https://docs.aws.amazon.com/inspector/latest/user/designating-admin.html
https://docs.aws.amazon.com/inspector/latest/user/scanning-ecr.html#configure-ecr
https://docs.aws.amazon.com/inspector/latest/user/scanning-ecr.html#configure-ecr
https://docs.aws.amazon.com/inspector/latest/user/scanning-ecr.html#configure-ecr
https://docs.aws.amazon.com/inspector/latest/user/scanning-ecr.html#configure-ecr
https://docs.aws.amazon.com/prescriptive-guidance/latest/vulnerability-management/
https://docs.aws.amazon.com/prescriptive-guidance/latest/vulnerability-management/
https://docs.aws.amazon.com/prescriptive-guidance/latest/vulnerability-management/
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_protect_compute_vulnerability_management.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_protect_compute_vulnerability_management.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_protect_compute_auto_protection.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_protect_compute_auto_protection.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-receive-logs-from-multiple-accounts.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-receive-logs-from-multiple-accounts.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_detect_investigate_events_logs.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_detect_investigate_events_logs.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_detect_investigate_events_logs.html

AWS HE 7tol=

ol M Essential Eight 5T €4 AWS

Essential Eight |04

__I.L

AWS 2lAA AWS Well-Architected

NES
2 ol7lolE A™He
2 23 ™MS

ZA A 2EME F
14 2| CloudWatc
hlLogs 5 &&
SHAWS EE21 HlA|

=)

Amazon Inspector®|

59 FEA #e

(AWS 221 H|A|
2)oll M = 5| ®A
AR A AWS
Config

Security Hub2| &

EREE

GuardDuty2| & Z
SA #E|

Security Lake A2 1T
4

Ifx| of Z 2|7 0| M

45


https://docs.aws.amazon.com/whitepapers/latest/organizing-your-aws-environment/security-ou-and-accounts.html#log-archive-account
https://docs.aws.amazon.com/whitepapers/latest/organizing-your-aws-environment/security-ou-and-accounts.html#log-archive-account
https://aws.amazon.com/blogs/architecture/stream-amazon-cloudwatch-logs-to-a-centralized-account-for-audit-and-analysis/
https://aws.amazon.com/blogs/architecture/stream-amazon-cloudwatch-logs-to-a-centralized-account-for-audit-and-analysis/
https://aws.amazon.com/blogs/architecture/stream-amazon-cloudwatch-logs-to-a-centralized-account-for-audit-and-analysis/
https://aws.amazon.com/blogs/architecture/stream-amazon-cloudwatch-logs-to-a-centralized-account-for-audit-and-analysis/
https://docs.aws.amazon.com/inspector/latest/user/managing-multiple-accounts.html
https://docs.aws.amazon.com/inspector/latest/user/managing-multiple-accounts.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/creating-trail-organization.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/creating-trail-organization.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/creating-trail-organization.html
https://docs.aws.amazon.com/securityhub/latest/userguide/designate-orgs-admin-account.html
https://docs.aws.amazon.com/securityhub/latest/userguide/designate-orgs-admin-account.html
https://docs.aws.amazon.com/guardduty/latest/ug/guardduty_organizations.html
https://docs.aws.amazon.com/guardduty/latest/ug/guardduty_organizations.html
https://docs.aws.amazon.com/security-lake/latest/userguide/what-is-security-lake.html
https://docs.aws.amazon.com/security-lake/latest/userguide/what-is-security-lake.html

AWS H¥ 7t0|= 0f A Essential Eight =& &+ AWS

Essential Eight A04 T3 x[E AWS ElAaA AWS Well-Architected
INES

up-to-date (A o Efof1: a8 MHlA X0 BE ARoiM  SEC06-BPO1 |2t
O|EH[O|ATL U= F  ALS: Ffd AZH Amazon Inspector &  Zt2| =
% ATHLE FbY A&l
AN EEo| AbRE HlOt2: Eotmojzat T SEC06-BP05 ZdZE/
= Rlg Soll B8 E7t5  Amazon Inspector 23 X535
ef Qlzel 2el: ¥ & AL835104 Amazon
Flofd avi4E B S AW 7 ECR 2|Z X|E2[of CH
S dE Mula o Hot agni=gratd S~
zlopsdof chgt oy SIS ASSIE SE
o x| EE= 4Cf|0|EE HE 7tsEr ezt  Fefd el Z2a3
Al o oq  Ch RS LA TH g FHSp0{ BoF ZA
N A =L|C}H Zu =27 2 sS4
FloFd A9HH4= MR 7= oilA: TR OHE SHE AL SiE sHE At eis
AdMEAEZ @ ZFH0lME(ACSC AL
Hetexd A i*Q = OlE) &=

= ==

F|e F’é§0|EH<>+-rE*5I
x| E= YOo|E
A5 7| 2|5 o OI
A AL E L

Ifx| of Z 2|7 0| M 46


https://docs.aws.amazon.com/inspector/latest/user/designating-admin.html
https://docs.aws.amazon.com/inspector/latest/user/designating-admin.html
https://docs.aws.amazon.com/inspector/latest/user/designating-admin.html
https://docs.aws.amazon.com/inspector/latest/user/scanning-ecr.html#configure-ecr
https://docs.aws.amazon.com/inspector/latest/user/scanning-ecr.html#configure-ecr
https://docs.aws.amazon.com/inspector/latest/user/scanning-ecr.html#configure-ecr
https://docs.aws.amazon.com/inspector/latest/user/scanning-ecr.html#configure-ecr
https://docs.aws.amazon.com/prescriptive-guidance/latest/vulnerability-management/
https://docs.aws.amazon.com/prescriptive-guidance/latest/vulnerability-management/
https://docs.aws.amazon.com/prescriptive-guidance/latest/vulnerability-management/
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_protect_compute_vulnerability_management.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_protect_compute_vulnerability_management.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_protect_compute_auto_protection.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_protect_compute_auto_protection.html
https://www.cyber.gov.au/resources-business-and-government/essential-cyber-security/small-business-cyber-security/small-business-cloud-security-guide/technical-example-patch-applications
https://www.cyber.gov.au/resources-business-and-government/essential-cyber-security/small-business-cyber-security/small-business-cloud-security-guide/technical-example-patch-applications

AWS #H& 7t0|= ol M Essential Eight 5T €4 AWS

Essential Eight A04 T3 x[E AWS ElAaA AWS Well-Architected
NES|
Flokd A9lH= CHE ElOF 1: 2218 MH|A RO 2 E H™Ho|AM  SEC06-BP01 F[ef 4
OHEE|7|o|Mol Hot  ALE: F[ofd A7 Amazon Inspector &  #2l 8
F|efdof| CHet =& =kl
o | in i - F{Z E|
mx| == oglo|lE= Ef|lOf 2: 2ot ujo|=z} SEC06-BP05 B S
ol Ez{ d 7=| = H3S =
A5t 7| QI3 £ A 2 .__la S off -7|'o Amazon Inspector 23 153
=olof| 3 H AL =L gt QlZ 2l 2| FeF E ME35t0{ Amazon
C}. g AaM T ECR 2|ZX|E2|of CH
stog A FH
B0 3: XSS E S&t
HE 7tse elZet g FSd el ZEOH
2l Fofd AZH 3 2 755t Hot TA
Zu =27 2 &SiE
OlE{4l 9474 MH|A 9|  EOF 1: 2218 MH|A  XZElo| BE A X0l  SEC06-BP0O1 %|2FAd
2ot Flofdof cHet I ALS: F g AT Amazon Inspector &  Zt2| =
x|, YOOIE E= 3 =)
- HO} 11 i -
5 o= ool £ of 2E SHHE EIHS  Amazon Inspector
20| Q= 7 48A|ZH E E';EHEF fJEI. #lot B AH850d Amazon
o|LHo| M= |c} S AT 3 ECR Z|Z X|E 2|0 CH
stog A FH
HO 3: XSS E S&t
HE 7tse elZet g FSd el ZEOH
El: Fofd A T34 2 755t Hot TA
Z2u =27 2 sS4
B0 3: AISSHE S8 XX ZE AY SEC06-BP01 |2k 4
HE 7tsE elZet # AWS of A T x| B 2| el =3
2l x| ME RS3t N R=E)

SEC06-BP05 A#F &l
235 X|'<>2|'

x| ojE|7 oM 47


https://docs.aws.amazon.com/inspector/latest/user/designating-admin.html
https://docs.aws.amazon.com/inspector/latest/user/designating-admin.html
https://docs.aws.amazon.com/inspector/latest/user/designating-admin.html
https://docs.aws.amazon.com/inspector/latest/user/scanning-ecr.html#configure-ecr
https://docs.aws.amazon.com/inspector/latest/user/scanning-ecr.html#configure-ecr
https://docs.aws.amazon.com/inspector/latest/user/scanning-ecr.html#configure-ecr
https://docs.aws.amazon.com/inspector/latest/user/scanning-ecr.html#configure-ecr
https://docs.aws.amazon.com/prescriptive-guidance/latest/vulnerability-management/
https://docs.aws.amazon.com/prescriptive-guidance/latest/vulnerability-management/
https://docs.aws.amazon.com/prescriptive-guidance/latest/vulnerability-management/
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_protect_compute_vulnerability_management.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_protect_compute_vulnerability_management.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_protect_compute_auto_protection.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_protect_compute_auto_protection.html
https://docs.aws.amazon.com/inspector/latest/user/designating-admin.html
https://docs.aws.amazon.com/inspector/latest/user/designating-admin.html
https://docs.aws.amazon.com/inspector/latest/user/designating-admin.html
https://docs.aws.amazon.com/inspector/latest/user/scanning-ecr.html#configure-ecr
https://docs.aws.amazon.com/inspector/latest/user/scanning-ecr.html#configure-ecr
https://docs.aws.amazon.com/inspector/latest/user/scanning-ecr.html#configure-ecr
https://docs.aws.amazon.com/inspector/latest/user/scanning-ecr.html#configure-ecr
https://docs.aws.amazon.com/prescriptive-guidance/latest/vulnerability-management/
https://docs.aws.amazon.com/prescriptive-guidance/latest/vulnerability-management/
https://docs.aws.amazon.com/prescriptive-guidance/latest/vulnerability-management/
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_protect_compute_vulnerability_management.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_protect_compute_vulnerability_management.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/patch-management-hybrid-cloud/design-standard.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/patch-management-hybrid-cloud/design-standard.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/patch-management-hybrid-cloud/design-standard.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_protect_compute_vulnerability_management.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_protect_compute_vulnerability_management.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_protect_compute_auto_protection.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_protect_compute_auto_protection.html

AWS H¥ 7t0|= 0f A Essential Eight =& &+ AWS

NES AWS Z2|AA AWS Well-Architected

NE=

¥

Essential Eight |04 T

AMFA HME NEZ, 7| oA THX| ofE
o =il W EE 2|7 0| H(ACSC ¥ A
23 olHY 2t Oo|E)E=E

O|®1E, PDF AZEQ|

o & HOotXEQ 2

O|- |OFA—IO.|| E_Ho|- _u_H

x|, dOOIE E£&= &

LA et E2la

=I0I=l
on
Pal
0%
50
mio
ol

e A

0%
50
0jo

CHE ofZ2|AlolMdel  Eioh1: 218 MHlA Z=ZEo| ZE AlFolld  SEC06- BPO1 F|oF
2ot ok Mol CHEt mf  AFS: FlofM A Amazon Inspector & | 3
x|, dCIOIE E= & M5t
Jo4x| et5l= 2g|A Eof 2: 2ot mjol=Zzg T
= 742 olLlol xig 2= S HE EIS  Amazon Inspector
=|L|C} gt QlZ 2} 2| FeF £ A&304 Amazon
ISR ECR E|ZX|E2|of CH

stog AW 7Y

S0t 3: XS5 S
W7 JbS e olmat B Aot EEl Z2 o
Bl AN AT TH 2 FHStoi HOH TN

A1 2% 3 sz
HiO3: AtSSE S8t =EOZE AF SEC06-BP01 F|f 4
M7 sl olmal @ AWS oM Tl BEl EEl 4
2l Wil M8 RSE A EAE

SEC06-BP05 A+ &
L xl‘oil'

Ifx| of Z 2|7 0| M 48


https://www.cyber.gov.au/resources-business-and-government/essential-cyber-security/small-business-cyber-security/small-business-cloud-security-guide/technical-example-patch-applications
https://www.cyber.gov.au/resources-business-and-government/essential-cyber-security/small-business-cyber-security/small-business-cloud-security-guide/technical-example-patch-applications
https://docs.aws.amazon.com/inspector/latest/user/designating-admin.html
https://docs.aws.amazon.com/inspector/latest/user/designating-admin.html
https://docs.aws.amazon.com/inspector/latest/user/designating-admin.html
https://docs.aws.amazon.com/inspector/latest/user/scanning-ecr.html#configure-ecr
https://docs.aws.amazon.com/inspector/latest/user/scanning-ecr.html#configure-ecr
https://docs.aws.amazon.com/inspector/latest/user/scanning-ecr.html#configure-ecr
https://docs.aws.amazon.com/inspector/latest/user/scanning-ecr.html#configure-ecr
https://docs.aws.amazon.com/prescriptive-guidance/latest/vulnerability-management/
https://docs.aws.amazon.com/prescriptive-guidance/latest/vulnerability-management/
https://docs.aws.amazon.com/prescriptive-guidance/latest/vulnerability-management/
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_protect_compute_vulnerability_management.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_protect_compute_vulnerability_management.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/patch-management-hybrid-cloud/design-standard.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/patch-management-hybrid-cloud/design-standard.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/patch-management-hybrid-cloud/design-standard.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_protect_compute_vulnerability_management.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_protect_compute_vulnerability_management.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_protect_compute_auto_protection.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_protect_compute_auto_protection.html

AWS H¥ 7t0|= 0f A Essential Eight =& &+ AWS

Essential Eight |01 T3 X|E AWS 2lAA AWS Well-Architected
NES|
ZEUAMIF i ola x| ElOl 8: £5 ZZMA  AWS Systems SEC06-BP02 23}
Hatxl et= oiE2A of CHEt HIAHUE + Manager QIHE Z|E O|0X|M HFE
o|M2 M 7HELCt. Al Es 4R E A83tod AZESJo{ EH|X L
HAEStD sfdst= ol HAo| Rt AZE
L&/ o1& al™dst= ela

E-IAO-” EHol- 7|.A|A-|°
g H5t= Aol E&L

C}.
Microsoft Office |22 A% A
Essential Eight &0 T3 x|E AWS Z[AaA AWS Well-Architected
NES
Microsoft Office O3 7€ oiX|: o2 2 M SHE AE Q13 SHE AME Q1S

2EHIELIA QT A & FAH(ACSC ¥ ALO|
0| UABEIX| A2 A E)E HZEFAML.
Xt H = HIEdst

m

2o Ay & %gu

Microsoft Office O3

= | AT
Tt U= AL AR A

Microsoft Office N2 2 A% T4 49


https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-inventory.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-inventory.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_protect_compute_hardened_images.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_protect_compute_hardened_images.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_protect_compute_hardened_images.html
https://www.cyber.gov.au/resources-business-and-government/essential-cyber-security/small-business-cyber-security/small-business-cloud-security-guide/technical-example-configure-macro-settings
https://www.cyber.gov.au/resources-business-and-government/essential-cyber-security/small-business-cyber-security/small-business-cloud-security-guide/technical-example-configure-macro-settings

AWS H¥ 7t0|= ol M Essential Eight 5T €4 AWS

Essential Eight |01 T3 X|E AWS 2lAA AWS Well-Architected
NES|

Zg = Ae /Xl Y

o| ZHIXE =gt

=¥ = JUsLch

Microsoft Office &I 2|
& & e HAIREZE
CIX|H HAloZ ME
st 22 &= HIAIX| £
AlE E= WAHO|X]
27|1E Sl g dste

T &L

_|

Microsoft Office 2| Al
Z|E = U= A AR
SE20id == o

At 45 ELU

Microsoft Office 2/E]
oM AlzHEl T o|

O3 2= XEHELICH

Microsoft Office OH3.
2 Htol2{A Al HAL
7t E435tE|o] /UEL
Ct.

Microsoft Office O3
2£ Win32 AP| 217
S E0| XEHELICE.

Microsoft Office O3
E HOFAMHMHE2 AIE
AoFEHEAE = g
C}.

Microsoft Office N2 2 A% T4 50



AWS HE 7to|=

0f A Essential Eight =& &+ AWS

Essential Eight |04 T3 X[E AWS E|AA

518 L REHE
Microsoft Office O 2
E A2 5L E
ZE|D FE Y Ol
ANERE 255,
zalel =7t UK
SUEZE[T, AFO|H
Hot o|HET ZX[E
M = X7t [ & LCt.

A+EXtE o E 2|70l L3t

Essential Eight A04 T3 x[H AWS E|AA
H HElRX = elEH 71 oAl ASXE N ALY S
JavaOl M XE|E|X| &  OofZzZ|FH o|M 2

&Lct. SHACSC & ALOIE)

2 |
A

# Eete s QE
oM ¢ EnE ®2|st
x| gt& Lk

Internet Explorer 117}
HI & A3t E| 7Lt A7
ELct

Microsoft Office= &t
Q T2 MA MAIo| &t
EHEILICEH

AWS Well-Architected
PNES

AWS Well-Architected
NS

sHE At

0%

o
HA

0jo

A-EXt o EE|7H0IM HE

51


https://www.cyber.gov.au/resources-business-and-government/essential-cyber-security/small-business-cyber-security/small-business-cloud-security-guide/technical-example-user-application-hardening
https://www.cyber.gov.au/resources-business-and-government/essential-cyber-security/small-business-cyber-security/small-business-cloud-security-guide/technical-example-user-application-hardening
https://www.cyber.gov.au/resources-business-and-government/essential-cyber-security/small-business-cyber-security/small-business-cloud-security-guide/technical-example-user-application-hardening

AWS H¥ 7t0|= ol M Essential Eight 5T €4 AWS

Essential Eight A|04 T

2
~
*

AWS Z|AA AWS Well-Architected

X

Microsoft Office= &
gl Jls8t 2= MM

= RHEELICH

Microsoft Office= 3
CE & 2 NAO
Fol5le A€ AEHE

LICH

Microsoft Office=
OLE m{7|x|o| &3}
g Uxlet=E 7 -EE
L|Ct.

PDF A X E 2J0{0f| M
5t ZEAMA A0
RHEHE| A& LICE

2 HEF X Microsoft
Office 2! PDF AZ E
flo{od| CHEF ACSC EE

# =2t X Microsoft
Office X PDF AZE
o 2ot MHE2 AE
A7t A" = sl
Ct.

.NET Framework
3.5(.NET2.0 2 3.0 &
g7t "I ESt | L
MZHELICE.

A-EXt o EE|7H0IM HE 52



AWS HE 7to|=

0f A Essential Eight =& &+ AWS

Essential Eight |04

Windows PowerShell
2.00| HIEE&t=| 7Lt
M7HEIRA & LICE.

PowerShellE= A|&H=!
o] TEE AT
S FHELIC

= E[H _._7<|7P -’."—|5H=!
LICH

ze| Hek Mgt
Essential Eight |01

Al AE 2 of Z2[7H 0
Moi| CHEr st ol=

er Ter AT

WML 2H2 XME

.I.I.o:

M= A= LCt.

A28 2 ofZ 2|7 of
Mol cet et i
AN AL CHA| ABE

Xl gt= 812718 &=

78 %3

NE=

¥

__I.L

ElOH4: X5 55 2F

2l x4 5% o

ol 7

ElOF 4; A}24 & &
2l: X4 3E =2
ol 73

MASt7| @lsh X2

AWS Z|AA AWS Well-Architected
NES
AWS Z|AA AWS Well-Architected
NES
QIZt AFAI7L AtZ4 & SEC02-BP04 & &
HES AWS AL 3504 ZAID 3 ZYUAN AHE
HM|ASHZ| 2I3H A+ .
(o]
5 Zoxe s SECO3-BPO1 kL
CE o T AL Mo
QIZt AFAI7L R4 & SEC02-BP04 5 &
HES AWS Al 35}0d =24 D @eEsl s
oH

e HEh AE

53


https://docs.aws.amazon.com/singlesignon/latest/userguide/manage-your-identity-source.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/manage-your-identity-source.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/manage-your-identity-source.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/manage-your-identity-source.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/manage-your-identity-source.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_identities_identity_provider.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_identities_identity_provider.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_permissions_define.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_permissions_define.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/manage-your-identity-source.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/manage-your-identity-source.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/manage-your-identity-source.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_identities_identity_provider.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_identities_identity_provider.html

AWS H¥ 7t0|=

ol M Essential Eight 5T €4 AWS

¥
>
]

Essential Eight |04 T

ol AtisS 2 HIg -5t
=1=[=8

T2 7} IAM 23E

AWS Well-Architected

NE=

SEC02-BP05 & 7|X

2 ArE510{0f AMA

O A 5H ZHA

S E 27 AWS

O|AF2 IAM 238t o| Af
S PN

g7/ 2o ol50l E

2 ALS A2l cha
HH A 7|8 H|Ho

2 o

MAWS 2! ANZ 2023:
2eE 0| YAl x}
74 Z3HO 29| 0

H(YouTube H|C|2)

2 WA

e HEh AE

54


https://docs.aws.amazon.com/singlesignon/latest/userguide/manage-your-identity-source.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/manage-your-identity-source.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://aws.amazon.com/blogs/security/how-to-centralize-findings-and-automate-deletion-for-unused-iam-roles/
https://aws.amazon.com/blogs/security/how-to-centralize-findings-and-automate-deletion-for-unused-iam-roles/
https://docs.aws.amazon.com/prescriptive-guidance/latest/patterns/automatically-rotate-iam-user-access-keys-at-scale-with-aws-organizations-and-aws-secrets-manager.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/patterns/automatically-rotate-iam-user-access-keys-at-scale-with-aws-organizations-and-aws-secrets-manager.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/patterns/automatically-rotate-iam-user-access-keys-at-scale-with-aws-organizations-and-aws-secrets-manager.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/patterns/automatically-rotate-iam-user-access-keys-at-scale-with-aws-organizations-and-aws-secrets-manager.html
https://www.youtube.com/watch?v=jZnh9U-TA6Q
https://www.youtube.com/watch?v=jZnh9U-TA6Q
https://www.youtube.com/watch?v=jZnh9U-TA6Q
https://www.youtube.com/watch?v=jZnh9U-TA6Q
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_identities_audit.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_identities_audit.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_identities_audit.html

AWS H¥ 7t0|=

0f A Essential Eight =& &+ AWS

Essential Eight |04

45U SO ALE

OMH AAR I o EE|

7{ol4dof| CHEF HEt

£ HMATH RIS =
HIg &3tE Lt

StX| ef

ot 4: Xt BF 2F

R ECE =R

ol &

AWS 2lAA

QIZH MERI7L R A B

AWS Well-Architected
N

SEC02-BP04 5 &

HZS AWS A2 5104

7</&I ID __:Lo-lx.” A}%

HAMAt7] 2laH At

= 04 _L:Lxl.gl. O:i ol-

[=]
=237

H1 [ol

T ZE 7} IAM g
2 AE351040i HAM|A
SIEE 27 AWS

O|AFZ 1AM 3&to| X}

S AA|

7| 2ot o1z 0| T

—_ - —_O

BF ArE Ated|od| CHsH

UM A 718 BIFO

2 oA

MAWS B! ANZ 2023:

Set=o HA X

74 ZHOZ 9| 0

H(YouTube H|C|2)

SEC02-BP05 & 7[X
OS= XA BE AA

EPTES|

e HEh AE

55


https://docs.aws.amazon.com/singlesignon/latest/userguide/manage-your-identity-source.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/manage-your-identity-source.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/manage-your-identity-source.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/manage-your-identity-source.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/manage-your-identity-source.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://aws.amazon.com/blogs/security/how-to-centralize-findings-and-automate-deletion-for-unused-iam-roles/
https://aws.amazon.com/blogs/security/how-to-centralize-findings-and-automate-deletion-for-unused-iam-roles/
https://docs.aws.amazon.com/prescriptive-guidance/latest/patterns/automatically-rotate-iam-user-access-keys-at-scale-with-aws-organizations-and-aws-secrets-manager.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/patterns/automatically-rotate-iam-user-access-keys-at-scale-with-aws-organizations-and-aws-secrets-manager.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/patterns/automatically-rotate-iam-user-access-keys-at-scale-with-aws-organizations-and-aws-secrets-manager.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/patterns/automatically-rotate-iam-user-access-keys-at-scale-with-aws-organizations-and-aws-secrets-manager.html
https://www.youtube.com/watch?v=jZnh9U-TA6Q
https://www.youtube.com/watch?v=jZnh9U-TA6Q
https://www.youtube.com/watch?v=jZnh9U-TA6Q
https://www.youtube.com/watch?v=jZnh9U-TA6Q
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_identities_identity_provider.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_identities_identity_provider.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_identities_audit.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_identities_audit.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_identities_audit.html

AWS H¥ 7t0|=

0{| M Essential Eight A= T &4 AWS

Essential Eight |04

A2E 3 ofZ 2|70l
Aoll CHE B3t 2l
UM AL ASR W A
HIATE RHAlO] AR B
setste o Lo

o 2 8k M[etELct

¥

B0} 4: R}24 =2
2l =[A H

AWS Well-Architected

NE=

FE MEX A4 3H SEC01-BP02 £ 0 7|
S E55t0 YAXMel HEE MBI ILUSH
todof AF2SHXR| OtM A

[FO

SEC03-BP02 %|4A T
B HM|A Eod

IAM Access Analyzer
E A835t0d 2[A A0
CHet HEE S 324

AHE HMA =Pl

IAM Access Analyzer
E A83toq otxist

71l ‘Hetof CHEt

o] AZollAM #HEE Tt

cyY M

et BAE A 3104
A7 BE 7|4 HHo|
Soigt 4 9l o
et A%

1=, - —_ =
ABYE YrlMe=

e HEh AE

56


https://docs.aws.amazon.com/IAM/latest/UserGuide/root-user-best-practices.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/root-user-best-practices.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/root-user-best-practices.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/root-user-best-practices.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/patterns/dynamically-generate-an-iam-policy-with-iam-access-analyzer-by-using-step-functions.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/patterns/dynamically-generate-an-iam-policy-with-iam-access-analyzer-by-using-step-functions.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/patterns/dynamically-generate-an-iam-policy-with-iam-access-analyzer-by-using-step-functions.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/patterns/dynamically-generate-an-iam-policy-with-iam-access-analyzer-by-using-step-functions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-getting-started.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-getting-started.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-getting-started.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-getting-started.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-validation.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-validation.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-validation.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-validation.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/organizations.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/organizations.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_boundaries.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_boundaries.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_boundaries.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_boundaries.html
https://aws.amazon.com/blogs/apn/top-recommendations-for-working-with-iam-from-our-aws-heroes-part-3-permissions-boundaries-and-conditions/
https://aws.amazon.com/blogs/apn/top-recommendations-for-working-with-iam-from-our-aws-heroes-part-3-permissions-boundaries-and-conditions/
https://aws.amazon.com/blogs/apn/top-recommendations-for-working-with-iam-from-our-aws-heroes-part-3-permissions-boundaries-and-conditions/
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_last-accessed.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_last-accessed.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_last-accessed.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_last-accessed.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_securely_operate_aws_account.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_securely_operate_aws_account.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_securely_operate_aws_account.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_permissions_least_privileges.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_permissions_least_privileges.html

AWS H¥ 7t0|= ol M Essential Eight 5T €4 AWS

Essential Eight A04 T3 x[E AWS ElAaA AWS Well-Architected
NES|
AWS ZH2[E A Al
57| & x4 HEte

IAM Identity CenterOf|
M M3t ME 7|5 Al

%
TEtol = AE=2 el 7= oAl gl HEt Ot & QIE{of| HMA Y ALE QIS
EH, olHY Y # M AEHACSC E ALO| &t £+ gi= VvPCI} @l
HIAO| HMAE =1 E)S XM L. E{lof HMASHK| &2
&Lct SIS 5= SCPE +
$5t= 2ol E&LCH
Het e M8A= e Hlok5: OIO|E BAl A OOl BAHE M SEC06-BP03 =5 &
To| HEt UE =Y o gfLICt. OFFICIAL: 2| 3! 3t A&
&g HEto| gl 2 SENSITIVE EE A
Q&2 ArEFLCE of 2 Ctdst dio|
HERS &#dEs
HEO| U= 2B &3 7H2PROTECTED , Ei|
2 HEto| el 28y

AE e Z2EHMT}
Bt LHo A 7 A SHE e cigst /e £
Ztol dIo|E| BHE +

¢dot= [ol E&LILCH

Herol gle Ade
ghol e 238 &40
2Oolg =+ gLt

Hzto| AU HY(=R
zelxt A Mol

Hgto| i 2 B
of 2018 4 gL

Ct.

e HEh AE 57


https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/permissionsetsconcept.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/permissionsetsconcept.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/permissionsetsconcept.html
https://www.cyber.gov.au/resources-business-and-government/essential-cyber-security/small-business-cyber-security/small-business-cloud-security-guide/technical-example-restrict-administrative-privileges
https://www.cyber.gov.au/resources-business-and-government/essential-cyber-security/small-business-cyber-security/small-business-cloud-security-guide/technical-example-restrict-administrative-privileges
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps_examples_vpc.html#example_vpc_2
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps_examples_vpc.html#example_vpc_2
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps_examples_vpc.html#example_vpc_2
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps_examples_vpc.html#example_vpc_2
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps_examples_vpc.html#example_vpc_2
https://docs.aws.amazon.com/whitepapers/latest/building-a-data-perimeter-on-aws/building-a-data-perimeter-on-aws.html
https://docs.aws.amazon.com/whitepapers/latest/building-a-data-perimeter-on-aws/building-a-data-perimeter-on-aws.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_protect_compute_reduce_manual_management.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_protect_compute_reduce_manual_management.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_protect_compute_reduce_manual_management.html

AWS HE 7tol=

ol M Essential Eight 5T €4 AWS

Essential Eight |04

Just-in-time Z2|= Al
AE| Ol o Z 2|7 0| A
£ #Elste o AFEE

LICH

24 B[R AE Y
MH|A AXol chsr &t
AzHe 1951 of

S o L=
5% 4+ glon #alg

Windows Defender
Credential Guard &!
Windows Defender
Remote Credential
Guard7} &gdstE L
Ct.

NE=

2

__I.L

B0t 4: K2 B B
2’2 Y v
ol &

HiOF 1: 218 MH[A

AE

=
M7 Jhs 8 olza

F
2l: s Z2MA Cf
A RS3 AFS

7|& of|A|: | M8t
AMEHACSC & Aol

E)g FZE3M 2.

il
ol

AWS Z|AA AWS Well-Architected
INES

QIZt AHEAL7L Rt74 5 SEC02-BP04 5 %!

HES AWS A& 5104 SAID Z2UAN AL

CHMIA 7| I3 K2

£ Z2XIet iS5

TEeF

> [

tZof CHE AWS &

54 AMA 7
(AWS E21 HA|
)

MHa |9

SEC01-BP05 Z ot &

c| Hel 54

X|% SSH &£ & RDP
M2 CHAI MAd 2l
A S A B A
g

SEC06-BP03 =& #

2| & CHstE AMlA

Za

[o]]]
on
Pl
0%
50
Ojo

e HEh AE

58


https://docs.aws.amazon.com/singlesignon/latest/userguide/manage-your-identity-source.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/manage-your-identity-source.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/manage-your-identity-source.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/manage-your-identity-source.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/manage-your-identity-source.html
https://aws.amazon.com/blogs/security/managing-temporary-elevated-access-to-your-aws-environment/
https://aws.amazon.com/blogs/security/managing-temporary-elevated-access-to-your-aws-environment/
https://aws.amazon.com/blogs/security/managing-temporary-elevated-access-to-your-aws-environment/
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_identities_identity_provider.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_identities_identity_provider.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/session-manager.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/session-manager.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/run-command.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_securely_operate_reduce_management_scope.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_securely_operate_reduce_management_scope.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_protect_compute_reduce_manual_management.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_protect_compute_reduce_manual_management.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_protect_compute_reduce_manual_management.html
https://www.cyber.gov.au/resources-business-and-government/essential-cyber-security/small-business-cyber-security/small-business-cloud-security-guide/technical-example-restrict-administrative-privileges
https://www.cyber.gov.au/resources-business-and-government/essential-cyber-security/small-business-cyber-security/small-business-cloud-security-guide/technical-example-restrict-administrative-privileges
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/Install-CloudWatch-Agent.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/Install-CloudWatch-Agent.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/Install-CloudWatch-Agent.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/Install-CloudWatch-Agent.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/creating-trail-organization.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/creating-trail-organization.html
https://aws.amazon.com/blogs/architecture/stream-amazon-cloudwatch-logs-to-a-centralized-account-for-audit-and-analysis/
https://aws.amazon.com/blogs/architecture/stream-amazon-cloudwatch-logs-to-a-centralized-account-for-audit-and-analysis/
https://aws.amazon.com/blogs/architecture/stream-amazon-cloudwatch-logs-to-a-centralized-account-for-audit-and-analysis/
https://aws.amazon.com/blogs/architecture/stream-amazon-cloudwatch-logs-to-a-centralized-account-for-audit-and-analysis/
https://docs.aws.amazon.com/inspector/latest/user/managing-multiple-accounts.html
https://docs.aws.amazon.com/inspector/latest/user/managing-multiple-accounts.html
https://docs.aws.amazon.com/securityhub/latest/userguide/designate-orgs-admin-account.html
https://docs.aws.amazon.com/securityhub/latest/userguide/designate-orgs-admin-account.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/creating-trail-organization.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/creating-trail-organization.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/creating-trail-organization.html
https://docs.aws.amazon.com/guardduty/latest/ug/guardduty_organizations.html
https://docs.aws.amazon.com/guardduty/latest/ug/guardduty_organizations.html
https://docs.aws.amazon.com/security-lake/latest/userguide/what-is-security-lake.html
https://docs.aws.amazon.com/security-lake/latest/userguide/what-is-security-lake.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-receive-logs-from-multiple-accounts.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-receive-logs-from-multiple-accounts.html
https://docs.aws.amazon.com/whitepapers/latest/organizing-your-aws-environment/security-ou-and-accounts.html#log-archive-account
https://docs.aws.amazon.com/whitepapers/latest/organizing-your-aws-environment/security-ou-and-accounts.html#log-archive-account
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_detect_investigate_events_app_service_logging.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_detect_investigate_events_app_service_logging.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_detect_investigate_events_app_service_logging.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_detect_investigate_events_logs.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_detect_investigate_events_logs.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_detect_investigate_events_logs.html
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https://docs.aws.amazon.com/imagebuilder/latest/userguide/start-build-image-pipeline.html
https://docs.aws.amazon.com/imagebuilder/latest/userguide/start-build-image-pipeline.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/manually-install-ssm-agent-linux.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/manually-install-ssm-agent-linux.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/manually-install-ssm-agent-linux.html
https://github.com/SELinuxProject
https://github.com/SELinuxProject
https://github.com/SELinuxProject
https://github.com/linux-application-whitelisting/fapolicyd/blob/main/README.md
https://github.com/linux-application-whitelisting/fapolicyd/blob/main/README.md
https://github.com/linux-application-whitelisting/fapolicyd/blob/main/README.md
https://www.open-scap.org/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/install-CloudWatch-Agent-on-EC2-Instance.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/install-CloudWatch-Agent-on-EC2-Instance.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/share-amis-with-organizations-and-OUs.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/share-amis-with-organizations-and-OUs.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/walkthrough-custom-resources-lambda-lookup-amiids.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/walkthrough-custom-resources-lambda-lookup-amiids.html
https://docs.aws.amazon.com/imagebuilder/latest/userguide/security-patch-management.html
https://docs.aws.amazon.com/imagebuilder/latest/userguide/security-patch-management.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_securely_operate_reduce_management_scope.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_securely_operate_reduce_management_scope.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_protect_compute_vulnerability_management.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_protect_compute_vulnerability_management.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_protect_compute_reduce_manual_management.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_protect_compute_reduce_manual_management.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_protect_compute_reduce_manual_management.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/patch-management-hybrid-cloud/design-standard.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/patch-management-hybrid-cloud/design-standard.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/patch-management-hybrid-cloud/design-standard.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_protect_compute_vulnerability_management.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_protect_compute_vulnerability_management.html
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https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_protect_compute_auto_protection.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_protect_compute_auto_protection.html
https://docs.aws.amazon.com/imagebuilder/latest/userguide/start-build-image-pipeline.html
https://docs.aws.amazon.com/imagebuilder/latest/userguide/start-build-image-pipeline.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/manually-install-ssm-agent-linux.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/manually-install-ssm-agent-linux.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/manually-install-ssm-agent-linux.html
https://github.com/SELinuxProject
https://github.com/SELinuxProject
https://github.com/SELinuxProject
https://github.com/linux-application-whitelisting/fapolicyd/blob/main/README.md
https://github.com/linux-application-whitelisting/fapolicyd/blob/main/README.md
https://github.com/linux-application-whitelisting/fapolicyd/blob/main/README.md
https://www.open-scap.org/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/install-CloudWatch-Agent-on-EC2-Instance.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/install-CloudWatch-Agent-on-EC2-Instance.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/share-amis-with-organizations-and-OUs.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/share-amis-with-organizations-and-OUs.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/walkthrough-custom-resources-lambda-lookup-amiids.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/walkthrough-custom-resources-lambda-lookup-amiids.html
https://docs.aws.amazon.com/imagebuilder/latest/userguide/security-patch-management.html
https://docs.aws.amazon.com/imagebuilder/latest/userguide/security-patch-management.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_securely_operate_reduce_management_scope.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_securely_operate_reduce_management_scope.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_protect_compute_vulnerability_management.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_protect_compute_vulnerability_management.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_protect_compute_hardened_images.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_protect_compute_hardened_images.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_protect_compute_hardened_images.html
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https://docs.aws.amazon.com/prescriptive-guidance/latest/patch-management-hybrid-cloud/design-standard.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/patch-management-hybrid-cloud/design-standard.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/patch-management-hybrid-cloud/design-standard.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_protect_compute_vulnerability_management.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_protect_compute_vulnerability_management.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_protect_compute_auto_protection.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_protect_compute_auto_protection.html
https://docs.aws.amazon.com/inspector/latest/user/designating-admin.html
https://docs.aws.amazon.com/inspector/latest/user/designating-admin.html
https://docs.aws.amazon.com/inspector/latest/user/designating-admin.html
https://docs.aws.amazon.com/inspector/latest/user/scanning-ecr.html#configure-ecr
https://docs.aws.amazon.com/inspector/latest/user/scanning-ecr.html#configure-ecr
https://docs.aws.amazon.com/inspector/latest/user/scanning-ecr.html#configure-ecr
https://docs.aws.amazon.com/inspector/latest/user/scanning-ecr.html#configure-ecr
https://docs.aws.amazon.com/prescriptive-guidance/latest/vulnerability-management/
https://docs.aws.amazon.com/prescriptive-guidance/latest/vulnerability-management/
https://docs.aws.amazon.com/prescriptive-guidance/latest/vulnerability-management/
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_securely_operate_reduce_management_scope.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_securely_operate_reduce_management_scope.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_protect_compute_vulnerability_management.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_protect_compute_vulnerability_management.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_protect_compute_hardened_images.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_protect_compute_hardened_images.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_protect_compute_hardened_images.html
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https://docs.aws.amazon.com/imagebuilder/latest/userguide/start-build-image-pipeline.html
https://docs.aws.amazon.com/imagebuilder/latest/userguide/start-build-image-pipeline.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/manually-install-ssm-agent-linux.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/manually-install-ssm-agent-linux.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/manually-install-ssm-agent-linux.html
https://github.com/SELinuxProject
https://github.com/SELinuxProject
https://github.com/SELinuxProject
https://github.com/linux-application-whitelisting/fapolicyd/blob/main/README.md
https://github.com/linux-application-whitelisting/fapolicyd/blob/main/README.md
https://github.com/linux-application-whitelisting/fapolicyd/blob/main/README.md
https://www.open-scap.org/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/install-CloudWatch-Agent-on-EC2-Instance.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/install-CloudWatch-Agent-on-EC2-Instance.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/share-amis-with-organizations-and-OUs.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/share-amis-with-organizations-and-OUs.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/walkthrough-custom-resources-lambda-lookup-amiids.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/walkthrough-custom-resources-lambda-lookup-amiids.html
https://docs.aws.amazon.com/imagebuilder/latest/userguide/security-patch-management.html
https://docs.aws.amazon.com/imagebuilder/latest/userguide/security-patch-management.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_securely_operate_reduce_management_scope.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_securely_operate_reduce_management_scope.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_protect_compute_vulnerability_management.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_protect_compute_vulnerability_management.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_protect_compute_hardened_images.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_protect_compute_hardened_images.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_protect_compute_hardened_images.html
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https://docs.aws.amazon.com/singlesignon/latest/userguide/manage-your-identity-source.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/manage-your-identity-source.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/manage-your-identity-source.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/manage-your-identity-source.html
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https://docs.aws.amazon.com/config/latest/developerguide/conformance-packs.html
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/using-cfn-stack-drift.html
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https://docs.aws.amazon.com/vpc/latest/privatelink/create-endpoint-service.html
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https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-migration/welcome.html
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https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-assessing-applications/
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-decomposing-monoliths/welcome.html
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https://docs.aws.amazon.com/wellarchitected/latest/operational-readiness-reviews/wa-operational-readiness-reviews.html
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https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-operations-integration/
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https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/network.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_boundaries.html
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https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-data-persistence/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-data-persistence/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-readiness/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/aws-security-controls/preventative-controls.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html#id_roles_terms-and-concepts
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html#id_roles_terms-and-concepts
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https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/hosted-zones-private.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/hosted-zones-private.html
https://docs.aws.amazon.com/controltower/latest/controlreference/controls.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/aws-security-controls/proactive-controls.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/aws-security-controls/proactive-controls.html
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https://docs.aws.amazon.com/accounts/latest/reference/manage-acct-regions.html
https://docs.aws.amazon.com/accounts/latest/reference/manage-acct-regions.html
https://aws.amazon.com/resilience/
https://aws.amazon.com/resilience/
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https://docs.aws.amazon.com/prescriptive-guidance/latest/aws-security-controls/responsive-controls.html
https://aws.amazon.com/what-is/retrieval-augmented-generation/
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_providers_saml.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/whats-in-a-secret.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/whats-in-a-secret.html
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https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
https://docs.aws.amazon.com/general/latest/gr/rande.html
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https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/shared-responsibility-model/
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-phased-approach/step3.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-phased-approach/step3.html
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https://martinfowler.com/bliki/StranglerFigApplication.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-aspnet-web-services/
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-aspnet-web-services/
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-aspnet-web-services/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Synthetics_Canaries.html
https://docs.aws.amazon.com/tag-editor/latest/userguide/tagging.html
https://docs.aws.amazon.com/tag-editor/latest/userguide/tagging.html
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