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https://docs.aws.amazon.com/eks/latest/userguide/managing-vpc-cni.html
https://docs.aws.amazon.com/eks/latest/userguide/managing-vpc-cni.html
https://cluster-api-aws.sigs.k8s.io/topics/failure-domains/
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spec:
selector:
matchLabels:
app: <your-app-label>
replicas: 3
template:
metadata:
labels: <your-app-label>
spec:
serviceAccountName: <ServiceAccountName>

topologySpreadConstraints:
- labelSelector:
matchLabels:
app: <your-app-label>
maxSkew: 1
topologyKey: topology.kubernetes.io/zone # <---spread those pods evenly over
all availability zones

TC EEZX 20 NS RA AR 3


https://kubernetes.io/docs/concepts/scheduling-eviction/topology-spread-constraints/
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whenUnsatisfiable: ScheduleAnyway
- labelSelector:
matchLabels:
app: <your-app-label>
maxSkew: 1

topologyKey: kubernetes.io/hostname # <---spread those pods evenly over all
nodes

whenUnsatisfiable: ScheduleAnyway

Kubernetes= = E 9 712 QWof| ZEE HHESHY| I8t 7|2 EZZX| EM MY =7 HEE NZE2E
LICE.

defaultConstraints:
- maxSkew: 3
topologyKey: "kubernetes.io/hostname"
whenUnsatisfiable: ScheduleAnyway
- maxSkew: 5
topologyKey: "topology.kubernetes.io/zone"
whenUnsatisfiable: ScheduleAnyway
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https://kubernetes.io/docs/concepts/scheduling-eviction/topology-spread-constraints/#internal-default-constraints
https://github.com/aws/containers-roadmap/issues/1468
https://open-policy-agent.github.io/gatekeeper/website/docs/
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Ctk8stopologyspreadrequired_template.yml.

apiVersion: templates.gatekeeper.sh/vl
kind: ConstraintTemplate
metadata:
name: k8stopologyspreadrequired
spec:
crd:
spec:
names:
kind: K8sTopologySpreadRequired
validation:
openAPIV3Schema:
type: object
properties:
message:
type: string
targets:
- target: admission.k8s.gatekeeper.sh
rego: |
package k8stopologyspreadrequired

get_message(parameters, _default) =3D msg {
not parameters.message
msg :=_default

}

get_message(parameters, _default) =3D msg {
msg := parameters.message

}

violation[{"msg": msg}] {
input.review.kind.kind ="Deployment"
not input.review.object.spec.template.spec.topologySpreadConstraint
def_msg :"Pod Topology Spread Constraints are required for Deployments"
msg :get_message(input.parameters, def_msg)
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Ct2 ZE&= constraints YAML OiL|HAEE Eo{EL]
Ctk8stopologyspreadrequired_constraint.yml.

apiVersion: constraints.gatekeeper.sh/vlbetal
kind: K8sTopologySpreadRequired
metadata:
name: require-topologyspread-for-deployments
spec:
match:
kinds:
- apiGroups: ["apps"]
kinds: ["Deployment"]
namespaces: ## Without theses two lines will apply to the whole cluster
- "example"
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https://github.com/kubernetes/autoscaler/tree/master/cluster-autoscaler
https://karpenter.sh/
https://kubernetes-sigs.github.io/aws-load-balancer-controller/latest/
https://coredns.io/
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» RemovePodsViolatingTopologySpreadConstraint

« RemovePodsViolatinglnterPodAntiAffinity

« RemoveDuplicates



https://kubernetes.io/docs/concepts/scheduling-eviction/assign-pod-node/#inter-pod-affinity-and-anti-affinity
https://github.com/kubernetes-sigs/descheduler
https://github.com/kubernetes-sigs/descheduler?tab=readme-ov-file#removepodsviolatingtopologyspreadconstraint
https://github.com/kubernetes-sigs/descheduler?tab=readme-ov-file#removepodsviolatinginterpodantiaffinity
https://github.com/kubernetes-sigs/descheduler?tab=readme-ov-file#removeduplicates
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apiVersion: karpenter.sh/vlbetal
kind: NodePool
metadata:
name: default
spec:
disruption:
consolidationPolicy: WhenUnderutilized
expireAfter: 720h

9| consolidationPolicyZd<? WhenUnderutilized EEE AFEE £ Q&LICHWhenEmpty.
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https://karpenter.sh/docs/concepts/disruption/#consolidation
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apiVersion: policy/vlbetal
kind: PodDisruptionBudget

metadata:
name: my-svc-pdb
spec:
minAvailable: 3
selector:
matchLabels:

app: my-svc
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https://kubernetes.io/docs/tasks/configure-pod-container/configure-liveness-readiness-startup-probes/
https://nginx.org/en/docs/http/load_balancing.html#nginx_load_balancing_health_checks
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https://istio.io/latest/docs/tasks/traffic-management/circuit-breaking/
https://aws.github.io/aws-eks-best-practices/networking/loadbalancing/loadbalancing/#availability-and-pod-lifecycle
https://kubernetes.io/docs/concepts/containers/container-lifecycle-hooks/
https://aws.github.io/aws-eks-best-practices/networking/loadbalancing/loadbalancing/#gracefully-handle-the-client-requests
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apiVersion: apps/vl
kind: Deployment
metadata:
name: nginx
spec:
containers:
- name: nginx
lifecycle:
# This "sleep" preStop hook delays the Pod shutdown until
# after the Ingress Controller removes the matching Endpoint or EndpointSlice
preStop:
exec:
command:
- /bin/sleep
- "20"
# This period should be turned to Ingress/Service Mesh update latency
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https://aws.github.io/aws-eks-best-practices/networking/loadbalancing/loadbalancing/#gracefully-shutdown-applications
https://kubernetes.io/docs/concepts/containers/container-lifecycle-hooks/#container-hooks
https://aws.github.io/aws-eks-best-practices/networking/loadbalancing/loadbalancing/#gracefully-shutdown-applications
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apiVersion: apps/vl
kind: Deployment
metadata:
name: busybox
namespace: default
spec:
replicas: 2
selector:
matchLabels:
app: busybox
template:
metadata:

labels:
app: busybox

spec:

tolerations:

- key: "node.kubernetes.io/unreachable"
operator: "Exists"
effect: "NoExecute"
tolerationSeconds: 2

- key: "node.kubernetes.io/not-ready"
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https://kubernetes.io/docs/concepts/scheduling-eviction/taint-and-toleration/#taint-based-evictions
http://node.kubernetes.io/unreachable
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operator: "Exists"
effect: "NoExecute"
tolerationSeconds: 2
containers:
- image: busybox
command:
- sleep
"3600"
imagePullPolicy: IfNotPresent
name: busybox
restartPolicy: Always
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https://docs.aws.amazon.com/eks/latest/userguide/managing-vpc-cni.html
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https://kubernetes.io/docs/concepts/scheduling-eviction/topology-spread-constraints/
https://karpenter.sh/docs/faq/
https://github.com/kubernetes-sigs/descheduler
https://aws.github.io/aws-eks-best-practices/networking/loadbalancing/loadbalancing/#availability-and-pod-lifecycle
https://aws.github.io/aws-eks-best-practices/networking/loadbalancing/loadbalancing/#gracefully-shutdown-applications
https://github.com/aws/containers-roadmap/issues/159
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https://docs.aws.amazon.com/prescriptive-guidance/latest/ha-resiliency-amazon-eks-apps/ha-resiliency-amazon-eks-apps.rss
https://docs.aws.amazon.com/prescriptive-guidance/latest/ha-resiliency-amazon-eks-apps/spread-workloads.html#spread-constraints
https://docs.aws.amazon.com/prescriptive-guidance/latest/ha-resiliency-amazon-eks-apps/spread-workloads.html#spread-constraints

AWS HE 710|= Amazon EKS OfZE[70|Mo| HA L =#23 MH|

AWS HZE 710|E 204F

CE2 AWS THE 710|200 XMS 5= T8, 710|E L THEoA YLEtMHo 2 AL El= Eo{LICH
2017 H=2 xiotsteind R0IT Bl 2UE LS AIB ALE AZHUAIR
=Kt
77bR| m2
OHEZZ|FO|ME EEIRER O|™357| Y8t 774 x| EtxdQl oto|1gf|o|M H™2F o|g{8F HEF2
GartnerZ} 2011'0f| mpet st 57t x| MEFE 7|Ho 2 SlH CS S 2 A8 ELICH

gt & 835tof ol E2|AH0|ME O|Sst

Ol 23S JHMELICH of7]0lE YEtxo 2 &
A AMA[et dlo|E{HIO|A ofAlo| ZEELICE of: 2= &|0|A Oracle O|O|E{H|O|A & Amazon
Aurora PostgreSQL £ 8t HHM S 2 oto| 2| o|M gLt

- DIZSHEY(B|ZE HE 2|Mo|Z) - O EE|F0o|ME SEIRER 0|58t UM £F 2| %[5}
E T 2lsto EctRE 7|lsS &Lt of:0f A 2= 2l|0|A Oracle Cl|O|E{H| 0| A& Oracle&
Amazon Relational Database Service(RDS)Z O+0|12{|0|MEtLICH AWS S22l E

- MTOHWEE HE ﬁ) UHtMo 2 7|& 2lO|MAMM SaaS ZR 2 HEHsto CHE MECE ™
gHEict. of: T2 27| #E|(CRM) A|AEIZ Salesforce.com OtO|Z12{|0|A4 8 LIC}.

z Mo

. BIHE{2Y/Blot7|HE - 2B2E WolElE JIS 2 A
[m]
o

s ol 7[HIME +HE22M 2I-Y, 85

||:

- EIZAR(EIZE HE AZE) - ofE2|7/|0|MS HESHX| i1 E2IRER 0|S3tof EEtRE
7les2 gLt o:2| EC2 QUAEA|AM 2 Z2|0|A Oracle H|O|E{H|O|AE OracleZ 0Ot0]
Joi|o|MELIc AWS EEtRE

« KHHHX|(5tO|{H}O|X{ =& 2| E|Z E H AlEE) N StEQ|o{E FoistALE, ofE 2|70l E
Al 2GSt HLE 71E 2B —’F’g%}xl OfTNIE QEBIE Z2RC 2 0|SELICH R DjA Z&Y
ZolM S EEL| 2R E MHIAE M E 0to|2 8|0l MELICH ofl: Microsoft Hyper-V
ofZZI#HolMdE 2 oto|zeolM E*L—U:P AWS.

« FXI(E#) -4 BF0l ofEE70olME FRIELICH Cir 2 E[YE{Zo| 226t s =
LHE2 2 d7|stedE o EEl7io|lMdt HIEL|A Rf-2ofA oto|z2f|o|MdE ol 7t gdod &+ X|stEd
£ dlI7HAl ol Z2[7i0|H0] o470l Z&E + U&LICH

« M8 BX[- 44 BFoMH ol ERstX| o2 ol ZEIAH 0l E T 7|5k HLE M7 LICH




AWS HE 710|= Amazon EKS OfZE[70|Mo| HA L =#23 MH|

g SH =T E= 0|8 AT[ HUE AL85t0 &4 C|O|E{H| 0| A 2t CH & CI|O|E{H|O| AT S 7|
stEl §EiZ /XIE|2, 5 Clo/EH0|& 25 Oto[aelo|Md & A ol Z2(7[0|Me] ERAME F
2|st= ClO|E{H|0|4 Oro|ZEl o] LIt o] WH2 U=ld Tetol s cidl A2 ol X
ix[Z oto|ZBo|ME RIHELICH O RAsHX|E HE[Z-TA[Z OtO|TB0|MECH  BE2

LS —
| 2egfLict

H
HO
S&-+& oto|zazofM

A4 Hlo|E{H0| A8 CHY HIO|E{HIO|A7F S7I3HE! dElZ 7 X|=|K[BF A4 Cf|O|E{H|O| A BH 44
ofZE|7olMe| ERMMME X2|5t 1 0| = CHY HIO|EHI0|& 2 SX|E|= G| o|E{H| 0|4 Oto|
aiolMd S lLict. cHe Cllo|E{H|o|A = Oto|2ei|o|M & o{™ ERMMME 5{&5tK| ef&LICH

A

ot

A
e

M OS50 ESStn aE0of CHEt B HhE ZH2 AMSHE SQL & +=lLct A gsxol o2
SUM 271 U&LICHMAX.

Al

I3 s FxstH
AlOps

RIS X5 AUS FESML
o5}

CIOIEHMENAM 7HR] HEE SF M2 2 AfMstE Z2MAQLICH APt 7l HE ESol =
0| E = A&Lch EE Clo|HE o ol 7He! olo|B{ = 7HF&IX| ef&LCH.




AWS HE 710|= Amazon EKS OfZE[70|Mo| HA L =#23 MH|

&2 MEC} H|MAXO| L H| 2 8X0|HL & 20800 BHEE|= 2X|o &t

offZ2[70|M o

A2 RE] AARIZ E5517| 2I5H £CIE OHEZ|AHO|MEBH AIEE = U= 2ok M2 HAIlL
Ct.

OHEzZ[AHo|M ZEEE|Q
OHEZZ|70o|M 75 & FX| &2 H|S1 ol Z2|AH 0| Mol HIEL|A 7HX|E HIRSH0{ ZEI04| M At
5t= Z ofZ2/F|o|MH CHEt AE HE 2SULICH O| MEE ZEEZZ|Q ZAM O EM T2 A
A 0| 2Mplo|rd Ooro|azlol4, BdCHE 2 %25t e ol ZEE(Ao|ME AlEet D =& Héte Ol
=20l guct

23 Xls
AFE 7|=2 A835t0d & &, =X a4, THE 1Al § Yutxo 2 Qlztnt Bt El @IX| 7|58 =
St JE MEC R = AFHE e EokLCt AEMIEH LH& 2 What is Artificial Intelligence?&
SEEIPNEeN

21E Xls 2H(AlOps)
71 Bt 7lMg A8 sto] 2 BXIE ST, 29 ARE o A8 TS Folm, Aula
Z22 =0l T2 M AL|CEH AWS O0+O|228[0|4 TEFO A AlOps7t A El= 2ol CHEE RRA|
L8R 28 S8 7I0|=E& HESHMAIR

HICHE &= 35}

—_ 1
24745] RIBtElo{oF ErLicH
IR, YT, 2N, LITA(ACID)
97, WM EE JIE X7t wAs ZRoE ClolEHolA0| ClolE RE 4T 2% MEINE 2
aote AZE 0] 49 MERLIC

ABAC(E4H 7|8 A M| A Zf|of)

BM, 2T, Bl 0|§ So| AASA 88 7IHE MESHE HEtE ddste WAILICH XpAIEH L
22 AWS Identity and Access Management (IAM) 9| € ABAC AWSE I X3HA2.
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https://aws.amazon.com/cloud-adoption-framework/
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https://docs.aws.amazon.com/wellarchitected/latest/devops-guidance/ag.sad.5-implement-break-glass-procedures.html
https://docs.aws.amazon.com/wellarchitected/latest/devops-guidance/ag.sad.5-implement-break-glass-procedures.html
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https://docs.aws.amazon.com/fis/latest/userguide/what-is.html
https://docs.aws.amazon.com/fis/latest/userguide/what-is.html
https://aws.amazon.com/blogs/enterprise-strategy/tag/ccoe/
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-cloud-operating-model/introduction.html
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https://docs.aws.amazon.com/accounts/latest/reference/manage-acct-regions.html
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https://docs.aws.amazon.com/prescriptive-guidance/latest/aws-security-controls/responsive-controls.html
https://aws.amazon.com/what-is/retrieval-augmented-generation/
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_providers_saml.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/whats-in-a-secret.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/whats-in-a-secret.html
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https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
https://docs.aws.amazon.com/general/latest/gr/rande.html
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https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/shared-responsibility-model/
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-phased-approach/step3.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-phased-approach/step3.html
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https://martinfowler.com/bliki/StranglerFigApplication.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-aspnet-web-services/
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-aspnet-web-services/
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-aspnet-web-services/
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https://docs.aws.amazon.com/tag-editor/latest/userguide/tagging.html
https://docs.aws.amazon.com/tag-editor/latest/userguide/tagging.html
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https://docs.aws.amazon.com/vpc/latest/tgw/what-is-transit-gateway.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_integrate_services.html
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https://docs.aws.amazon.com/prescriptive-guidance/latest/ml-quantifying-uncertainty/concepts.html
https://docs.aws.amazon.com/vpc/latest/peering/what-is-vpc-peering.html
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