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https://docs.aws.amazon.com/eks/latest/userguide/managing-vpc-cni.html
https://docs.aws.amazon.com/eks/latest/userguide/managing-vpc-cni.html
https://cluster-api-aws.sigs.k8s.io/topics/failure-domains/
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« maxSkew 20| X&'} whenUnsatisfiable: DoNotSchedule &7 minDomains& A2 35}
0§ AAIE{0]| CiEt StE @ TF AFEHS MAISHL|C}.

o VA2 A8 E = QA &/ i Yol =7t HI™EAOf ElLICH Kubernetes= 7Hs 5t 44+
Mef =g E4otTM ZEE CHA| o &L

CIE ZEE 718 QY Ee L E ol ZE EEEX| 24 N ZHAS AE5teE ol & EoiE LIt

spec:
selector:
matchLabels:
app: <your-app-label>
replicas: 3
template:
metadata:
labels: <your-app-label>
spec:
serviceAccountName: <ServiceAccountName>

topologySpreadConstraints:
- labelSelector:
matchLabels:
app: <your-app-label>
maxSkew: 1
topologyKey: topology.kubernetes.io/zone # <---spread those pods evenly over
all availability zones
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https://kubernetes.io/docs/concepts/scheduling-eviction/topology-spread-constraints/
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whenUnsatisfiable: ScheduleAnyway

- labelSelector:
matchLabels:
app: <your-app-label>
maxSkew: 1
topologyKey: kubernetes.io/hostname # <---spread those pods evenly over all
nodes
whenUnsatisfiable: ScheduleAnyway

N

= 21 AN EZEX| BA Mef = A

7|22 2 Kubernetes= = E2t 718 PAHo| ZEE HiZ5HY| {3t EEEX| EM4 NME ZHMEE
M3t
defaultConstraints:
- maxSkew: 3
topologyKey: "kubernetes.io/hostname"
whenUnsatisfiable: ScheduleAnyway
- maxSkew: 5
topologyKey: "topology.kubernetes.io/zone"
whenUnsatisfiable: ScheduleAnyway
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https://kubernetes.io/docs/concepts/scheduling-eviction/topology-spread-constraints/#internal-default-constraints
https://github.com/aws/containers-roadmap/issues/1468
https://open-policy-agent.github.io/gatekeeper/website/docs/
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O| 33 ¥iml M| =0llA ConstraintTemplate AFEE|l=E E0o{&E L
Ctk8stopologyspreadrequired_template.yml.

apiVersion: templates.gatekeeper.sh/vl
kind: ConstraintTemplate
metadata:
name: k8stopologyspreadrequired
spec:
crd:
spec:
names:
kind: K8sTopologySpreadRequired
validation:
openAPIV3Schema:
type: object
properties:
message:
type: string
targets:
- target: admission.k8s.gatekeeper.sh
rego: |
package k8stopologyspreadrequired

get_message(parameters, _default) =3D msg {
not parameters.message
msg :=_default

}

get_message(parameters, _default) =3D msg {
msg := parameters.message

}

violation[{"msg": msg}] {
input.review.kind.kind ="Deployment"
not input.review.object.spec.template.spec.topologySpreadConstraint
def_msg :"Pod Topology Spread Constraints are required for Deployments"
msg :get_message(input.parameters, def_msg)
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CI2 ZEE constraints YAML OHILIHIAEE Ho{&L|
Ctk8stopologyspreadrequired_constraint.yml.

apiVersion: constraints.gatekeeper.sh/vlbetal
kind: K8sTopologySpreadRequired
metadata:
name: require-topologyspread-for-deployments
spec:
match:
kinds:
- apiGroups: ["apps"]
kinds: ["Deployment"]
namespaces: ## Without theses two lines will apply to the whole cluster
- "example"
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https://github.com/kubernetes/autoscaler/tree/master/cluster-autoscaler
https://karpenter.sh/
https://kubernetes-sigs.github.io/aws-load-balancer-controller/latest/
https://coredns.io/
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https://kubernetes.io/docs/concepts/scheduling-eviction/assign-pod-node/#inter-pod-affinity-and-anti-affinity
https://github.com/kubernetes-sigs/descheduler
https://github.com/kubernetes-sigs/descheduler?tab=readme-ov-file#removepodsviolatingtopologyspreadconstraint
https://github.com/kubernetes-sigs/descheduler?tab=readme-ov-file#removepodsviolatinginterpodantiaffinity
https://github.com/kubernetes-sigs/descheduler?tab=readme-ov-file#removeduplicates
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apiVersion: karpenter.sh/vlbetal
kind: NodePool
metadata:
name: default
spec:
disruption:
consolidationPolicy: WhenUnderutilized
expireAfter: 720h
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https://karpenter.sh/docs/concepts/disruption/#consolidation
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apiVersion: policy/vlbetal
kind: PodDisruptionBudget

metadata:
name: my-svc-pdb
spec:
minAvailable: 3
selector:
matchLabels:

app: my-svc
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https://kubernetes.io/docs/tasks/configure-pod-container/configure-liveness-readiness-startup-probes/
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https://nginx.org/en/docs/http/load_balancing.html#nginx_load_balancing_health_checks
https://istio.io/latest/docs/tasks/traffic-management/circuit-breaking/
https://docs.aws.amazon.com/eks/latest/best-practices/load-balancing.html#_availability_and_pod_lifecycle
https://kubernetes.io/docs/concepts/containers/container-lifecycle-hooks/
https://docs.aws.amazon.com/eks/latest/best-practices/load-balancing.html#_gracefully_handle_the_client_requests
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apiVersion: apps/vl
kind: Deployment
metadata:

name: nginx
spec:

containers:

- name: nginx
lifecycle:

# This "sleep" preStop hook delays the Pod shutdown until

# after the Ingress Controller removes the matching Endpoint or EndpointSlice
preStop:

exec:
command:
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https://kubernetes.io/docs/concepts/scheduling-eviction/topology-spread-constraints/
https://karpenter.sh/docs/faq/
https://github.com/kubernetes-sigs/descheduler
https://docs.aws.amazon.com/eks/latest/best-practices/load-balancing.html#_availability_and_pod_lifecycle
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https://docs.aws.amazon.com/prescriptive-guidance/latest/ha-resiliency-amazon-eks-apps/ha-resiliency-amazon-eks-apps.rss
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