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work T4 Q40| AT EHR T E QILCE,

logs, telemetry % work C|HEZ[0l= YAl HIO|EEH Z&ELICH =& O|0|X|of =& & LRIt A
oo 2 o|0|X| Z7|E z|A35E4T MEFSHAIR.
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artifacts Greengrass’t HiZ S0 CIREZES=E &5 F
M Q4 OtE[™EQIL|CY

artifacts-unarchived .zip O}7t0|E 2l OlE|HE 0| 40| C|HEZ|
o= Set OlE[HMETI ZEEX|P 4 4

7t OlE|HE BHXE ABY 4 UZE AF0|
J-LEIL_||_—_|.

oo

recipes T8 24 BA|Z] ot U L[CE.

artifacts
o|CtE Ml EB| S8 otE[HEJ MY E|l= WS packages/artifacts 20{&ELIC}.

user@machine:~$ sudo tree /greengrass/v2/packages/artifacts
/greengrass/v2/packages/artifacts

### aws.greengrass.DockerApplicationManager

### aws.greengrass.LogManager

#  ### 2.3.7

# ### aws.greengrass.LogManager.jar

### aws.greengrass.Nucleus

#  ### 2.12.6

# ### aws.greengrass.nucleus.zip

### aws.greengrass.SecretManager

#  ### 2.1.8

# ### aws.greengrass.SecretManager. jar

### aws.greengrass.SecureTunneling

#  ### 1.0.19

# ### GreengrassV2SecureTunnelingComponent-1.0-all.jar
### aws.greengrass.labs.CertificateRotator

#  ### 1.1.0

# ### certificate-rotator.zip

### aws.greengrass.labs.HomeAssistant

#  ### 1.0.0

# ### home-assistant.zip
### aws.greengrass.telemetry.NucleusEmitter
### 1.0.8

### aws.greengrass.telemetry.NucleusEmitter.jar

15 directories, 7 files

artifacts 8
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OtE[HE-ot7tO| U E|X| &f

S ol EE| S52 . zip T

o4F LICH.

|M FZ&F olE|™E £ packages/artifacts-unarchived &

user@machine:~$ sudo tree /greengrass/v2/packages/artifacts-unarchived
/greengrass/v2/packages/artifacts-unarchived
### aws.greengrass.Nucleus

#  ### 2.12.6

# ### aws.greengrass.nucleus

# ### LICENSE

# ### NOTICE

# ### README.md

# ### THIRD-PARTY-LICENSES

# ### bin

# # ### greengrass.exe

# #  ### greengrass.service

# #  ### greengrass.service.procd.template

# #  ### greengrass.service.template

# #  ### greengrass.xml.template

# #  ### loader

# #  ### loader.cmd

# ### conf

# #  ### recipe.yaml

# ### 1ib

# ### Greengrass.jar

### aws.greengrass.SecureTunneling

#  ### 1.0.19

### aws.greengrass.labs.CertificateRotator

#  ### 1.1.0

# ### certificate-rotator

# ### _ pycache__

# #  ### config.cpython-310.pyc

# #  ### config.cpython-311.pyc

# #  ### effective_config.cpython-310.pyc

# #  ### effective_config.cpython-311.pyc

# #  ### main.cpython-311.pyc

# # ### pki.cpython-310.pyc

# #  ### pki.cpython-311.pyc

# #  ### pki_file.cpython-310.pyc

# #  ### pki_file.cpython-311.pyc

# # ### pki_hsm.cpython-310.pyc

# #  ### pki_hsm.cpython-311.pyc
OlEIHE-ot7to|WE|X| &b 5 9

-
[
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#
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HH##
HHt#
HH##
HHt#
HH##
HHt#
HH##
HHt#
HH##
HHt#
HH##
HHt#
HH##
HHt#
HH##
HHt#
HH##
HHt#

pubsub.cpython-310.pyc
pubsub.cpython-311.pyc

state.cpython-310.pyc

state.cpython-311.pyc
state_committing_certificate.cpython-310.pyc
state_committing_certificate.cpython-311.pyc
state_creating_certificate.cpython-310.pyc
state_creating_certificate.cpython-311.pyc
state_getting_job.cpython-310.pyc
state_getting_job.cpython-311.pyc
state_idle.cpython-310.pyc
state_idle.cpython-311.pyc
state_machine.cpython-310.pyc
state_machine.cpython-311.pyc
state_updating_job.cpython-310.pyc
state_updating_job.cpython-311.pyc
topic_base.cpython-310.pyc
topic_base.cpython-311.pyc

config.py
effective_config.py

main.py

pki.
pki_
pki_

Py
file.py

hsm. py

pubsub.py
requirements.txt
scripts

HHt#

run.cmd

state.py
state_committing_certificate.py
state_creating_certificate.py
state_getting_job.py
state_idle.py

state_machine.py
state_updating_job.py
topic_base.py

### aws.greengrass.labs.HomeAssistant

### 1.0.0
### home-assistant
### config
#  ### automations.yaml
#  ### configuration.yaml
#  ### groups.yaml
#  ### scenes.yaml

OtE[ME-ot7} oW x|X| &f S



AWS H¥ 7t0|= AWS loT Greengrass =& O|0|X|E At 8t T2 ClHIO|A M=

#  ### scripts.yaml
### docker-compose.yml
### install.py

### secret.py

17 directories, 67 files
alts C|EE2|=2 Nucleus . jar Ttlol ¢1Z2EL|Ctpackages/artifacts-unarchived. O Al:

user@machine:~$ sudo 1s -1 /greengrass/v2/alts/init

total 8

lrwxrwxrwx 1 root root 97 Jun 27 08:12 distro -> /greengrass/v2/packages/artifacts-
unarchived/aws.greengrass.Nucleus/2.12.6/aws.greengrass.nucleus

-rw-r--r-- 1 root root 16 Jun 27 @7:07 launch.params

(et e =& olO|x|of £ & E|0{0F packages/artifacts-unarchived &LICt
recipes
olCtZ oA EE| SE2 AT MEEl= 22 packages/recipes E0{ELICH SS0AM &

£ AU=0| HAlZl= ClO|MAES &M ME Z|2 2 Greengrass?t HHEZE =AIE 1 00| 2HIE Tt
O| U=X| =olg = Ql&L|Ct o] O F+A™el EAl2 =& O|0|XIE #83t7| o{& A BHELCt. [}
g2t 2 E ClHtO|A S| ALHAFS MAMG= Zd0| 2 E 0|0(X|E MMstsE o HE L= S lL|Ct

user@machine:~$ sudo tree /greengrass/v2/packages/recipes
/greengrass/v2/packages/recipes

### OyalwarrMfzlq5PUTvOgfHOununru_xCLUFACECM_R0@@2.3.7.metadata.json
### QyalwarrMfzlq5PUTvOgfHOununru_xCLUFACECM_RO@2.3.7.recipe.yaml
### 89rl-ak7xPauDt407EGO3sSXVUO8ysdHTk-YdFONAAcC@2.12.6.metadata.json
### 89r1-ak7xPauDt407EGO3sSXVUO8ysdHTk-YdFONAAc@2.12.6.recipe.yaml
### VAZ-Grqe5g43y07UtasQOR5jcQGILgPeRZQhVikLd9o@1.
### VAZ-Grqe5g43y07UtasQOR5jcQGILgPeRZQhVikLd9o@1.
### ViIMYPYs99-AzSt1gL2L2YD5P7sIN-yEhy23wWIK_JIN8@1.
### ViMYPYs99-AzSt1gL2L2YD5P7sIN-yEhy23wWIK_IN8@1.0.8.recipe.yaml

0.0.metadata.json
0
0
0
### _1hT2A6X0ZYtB_CfI_ZUOEMDV96DfQVkSmZh2bbGYXgel.0.19.metadata.json
0
1
1
1
1

.0.recipe.yaml
.8.metadata. json

### _1hT2A6X0ZYtB_CfI_ZUOEMDV96DFQVkSmzh2bbGYXgel.
### gQWwWM7MSL2k0sBADU9b0QI1Qq08ZI3hgpbKT5Bv4Ijkel.
### gQWwM7MSL2k0sBADU9b0QI1Qq08ZI3hqgpbKT5Bv4Ijkel.
### j_j5Seyy01FOcTh95nBFy4HYF8P1kT-jW_nmvV181ldbke2.
### j_j5Seyy@1FOcIh95nBFy4HYF8P1KT-jW_nmv18ldbke2.

.19.recipe.yaml
.0.metadata. json
@.recipe.yaml
.8.metadata. json
8.recipe.yaml

@ directories, 14 files

recipes 11



AWS H¥ 7t0|= AWS loT Greengrass =& O|0|X|E At 8t T2 ClHIO|A M=

AAE MH|A
Ut o 2 H|C|= Linux C|HFO|A @} OFRHIFX|2 Greengrass7t A|lAE] MH|AZ MX|E B 2E
olO|X|ol& systemd A&t A EIEV L EE CIREZ|T ZET|0{0F g LICH.

=71 o|O|x]|

C|HFO|AO A Docker O|O|X|E OIE|HEZ AL 3H= AWS loT Greengrass T4 LA E AI835te 4
< 0248 o}E|HE = Greengrass CIEEZ| EE| 2|F0f U&LICH [F2tA =& o|0|x|of 2 & C|H}O|
A 9| Docker O|O|X| BIXK|AEZ|IE E&SHoF B LICEH O] MIX|AEE|= YE Mo 2o XM{EELICH/var/
lib/docker.

It = Docker HHE AF2310{ = E C|HIO|A 0| HEEl Docker O|O|X|E S ASH CHS SHE Docker O
O|X|E€ M= 2telel ZF ClHio|Ao 2EEE 5= Q&LICH YitMo 20| W2 £ 7+ 2|1 =7 o|0]

K| =71 Z7tgtoll el & 4ol Ho{ &Lt

xS
ClHtO|ATF 2ot 2f 5 EE|RF 74 QLA E AFE5H04e| 2ot &5 & &7(35t= B AWS Secrets
ManagerO|2{8t 20t &&= Z & C|HI0|A 2| Greengrass CIRE 2| E2|01| /= config/

config.tlog Ttoi| R{EELICE o Al

{"TS":1718878001465,

"TP":["services", "aws.greengrass.SecretManager", "runtime", "secretResponse"],
"W":"changed",
"V":"{\"secrets\":[

{

\"arn\":\"arn:aws:secretsmanager:us-east-1:111122223333:secret:greengrass-
home-assistant-KIzJfz\",

\"name\":\'"greengrass-home-assistant\",

\"versionId\":\"8e481177-9250-4458-9f1f-3690d28e4aed9\",

\"encryptedSecretString\":\"AgV4j+We ... A7QjdElw==\",

\"versionStages\": [\"AWSCURRENT\"],

\"createdDate\":1660648425915

"}

olz48t Eot &t 5 = SllY config/effectiveConfig.yaml Tt K& ELICH.

AAE MH|A 12


https://docs.aws.amazon.com/greengrass/v2/developerguide/secret-manager-component.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/intro.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/intro.html

AWS H¥ 7t0|= AWS loT Greengrass =& O|0|X|E At 8t T2 ClHIO|A M=

aws.greengrass.SecretManager:
componentType: "PLUGIN"
configuration:
cloudSecrets:
- arn: "arn:aws:secretsmanager:us-east-1:111122223333:secret:greengrass-home-
assistant-KIzJfz"
dependencies:
- "aws.greengrass.Nucleus:SOFT"
lifecycle: {3}
runtime:
secretResponse: "{\"secrets\":[{\"arn\":\"arn:aws:secretsmanager:us-
east-1:111122223333:secret:greengrass-home-assistant-KIzJfz\"\
,\"name\":\"greengrass-home-assistant\",\"versionId\":
\"8e481177-9250-4458-9f1f-3690d28e4ae9\"\
,\"encryptedSecretString\":\"AgV4Rpc9 ... MYeVALYQ==\"\
,\"versionStages\":[\"AWSCURRENT\"],\"createdDate\":1660648425915}]}"
version: "2.1.8"

|0|X|0ll config CIEEE|E Z & 3SIHEIT Greengrass £0F &5 BE|AF 74 QAT =& C|

0
HolAao| ZEto|8l 7|2 EoF AS E A S58tCh= Mg 7(dstok BLICE 2t ClHtolAolE nREt =
2to|! 7|7t le=22 ZE ClHIO|AZ 53 E 7|2 ZE2EM ClHIO|ANAM 553 = &L
et Z=EM ClHfo|A 7t Z2E ClHto|A 2ot S 8 R sliSetx| =5 =E ol0lx|olM &=
stEl 2ot &t 3 & M7Hshs Zol E&LICE ClHO[A T 2EHREQ ME S&lst7| ™ol ClA 370 EoF
237t ol A2 ofEEI70|ME 7 ATt MCHE 2S5t HL Mo Ha XMoo= Alujsfjor g LICt.

ZEo|M MZ S0 T2HM CIHI0|AE Hot 93 2 R0} St B9 2t TREM CluholAo] Hot
5B MMM ZRTIM Blolof| 2ot s BElRt TA 240 538 HHGE ATPE EE 22
a0l WLt ol HE YAl 2T Hot 93y mRoiM 20U AR 0|Mol Utk HA
Eof FAI HEE 7is40| onz MYl eIt
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https://docs.aws.amazon.com/greengrass/v2/developerguide/secret-manager-component.html
https://docs.aws.amazon.com/greengrass/v2/developerguide/secret-manager-component.html
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=E O|0|X| HIME

=2 -’F—-’.f—oilkl Greengrass CIEEE E27t Z&E 2 E O|0|X[I& dHste F 7HX| & & stLE
- ZE C|HtO|A0|A TA| Greengrass C|HE{E| EE|Q| AAS M LICH
- 2 & C|HIO|AO|A Greengrass CIEEE| E2|o| R & AR AFDH MMHEHLICH
Ctg Zol= olzet ¥ 7to| £ xt0[-H0o| L x|of U&LICH.
| Greengrass A& AF H &2 Greengrass &' 4F
Greengrass C|EEE| Z & S E Greengrass C|HE{Z2|(0]  alts, packages® plugins

o Mol AHEICHE MS  ClE{I2 SRl
o= i C|HEl2 £ YAl O
O|E{ Bt = CIHEE A 2l).

Sg= ZaoMClHlolAE BA 2 Z TECMCiHolao] 7t
M3l AS st MEfRlLIC shm Zais A XIMEL
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=S 2 M ClHtola0l BE}  Z2SM Clutolak Betes
=38 20| WRELIC HHZ & 4 Alsfof 2HEis| &S
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= E O|0|X|oi Greengrass C|EEZ| EE|Q] MM AHAS Z 35 ZE ClHO|A0 M E HiZ &
T A FEo| 7|8 HHEAEE |X(|E = A&LICH F,0]| 0|0O|X|01| A M E EIHFOI/\OﬂEOI 7|
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AWS H¥ 7t0|= AWS loT Greengrass =& O|0|X|E At 8t T2 ClHIO|A M=

OfZ |70l 7 ATt A™—E[X|EF CHE MEH A E o Ha =z x{ElsioF &LCt

« C|HIO|AE SR E0| A= WX 2ot S E

« C|HIO|AT} S0l A" Wx| EE WEh2 S8l =8 AWS Identity and Access
Management (IAM) Xt3 5B E {35 X| f&LICH

« Cl|HIO|AY} Z8! Z 2 H|X{'2 EEE just-in-time ZZ2H|XZ S M85t B ZZH|XZH0| 22 E
AWS loT Core [77FX|ofl AZE|X| et &LICEH

ClA3o0| S7|8t5HR| et&LCt.

= Greengrass & 'H4F

B & Greengrass AKX HMEE A5t A€ =& 0|0|X[ol=, alts packagesH plugins C|
HE{2|o ZEELICH config CIEEElE Melz/=22 HjZ 2 -T“SP_I 7|50 HAHAE = MEFELICH

Y2 Az ClHiolA0 2t nRE 74 BAHE ¢HEstn HusichE WY
LICH o[2qet 1 BtAl= thE A0 XHAIS] B =0 %%LIEL

Fe B2 Z=EHM C|Hto|ATF 2EtRE HH_% AME 7R of ZEIFHOIME T AT AY F

HE7L ElX| etECts ALICH Ol 2E 27 AIEE 56X RE = J&UCH JeLt 78 24

OE|HE = C|lAZ0l| EMsER 2EIRE HH£-£7P 04™5| C|A 7 0| OtE|HE QL AUX[StE C|HFO[AT}
(=] | St

I8t m CtA| CHRZEE|X| &LICH M2t SRPE HIZE HD M 20 48
{l0lEf 2 F0| &dstx| ef& Lot
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https://docs.aws.amazon.com/greengrass/v2/developerguide/device-service-role.html
https://docs.aws.amazon.com/iot/latest/developerguide/provision-wo-cert.html
https://docs.aws.amazon.com/iot/latest/developerguide/jit-provisioning.html
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1EtA: Greengrass& S 2 & LIC}.

= E C|HIO|AO| A Greengrass MHIAE SZELIC} oAl
sudo systemctl stop greengrass.service

2Tt Greengrass Tt EZ|E AHAFELICEH

ZE HMEo et Greengrass T EZ|9| A EE= B8 AL
LICt.

fjo
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£04 ZE olo|x]of

3EF7l: =7 O|O|X|E SAFEfLICH

TN A7) Docker O|O|X|E OlE|™EZ A= B2 Docker O|0|X| X AEE|O] ALAFE OIS
o1 =& o|0|x|ofl =& &hLICt.
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https://docs.aws.amazon.com/greengrass/v2/developerguide/install-greengrass-core-v2.html
https://docs.aws.amazon.com/iot/latest/developerguide/iot-provision.html
https://docs.aws.amazon.com/iot/latest/developerguide/iot-provision.html
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user@machine:~/environment $ docker images

REPOSITORY TAG IMAGE ID CREATED SIZE
homeassistant/home-assistant 2024 .6 2b4c9de733f1 9 days ago 1.6GB
user@machine:~/environment $ docker save homeassistant/home-assistant | gzip > home-
assistant.tar.gz

dptro 2ol ™2 WAI2 =& 0|0|X|of Docker O|O|X| HIX|IAEE|E F7t5t= RECH =&ILICH

o

O|M M= 2telg Sutste 4 Z2HM ClHtolAoi =& 0|0|X|E %/ gstiok &LICH CHS Er7ls Yt

I

5t= A< Greengrass C|EE{2| E2| 2 Docker 0|0
Il EﬂXI/\EEIOI "WI E= 22 A0 ZEE[0] UeX| ZHelFct

o Ir
M
40
G)
('D

2EHA|: =71 o|0|X|& ZE=7LICH

m

E AI835t0{ 2 E CIHIO|AM|AM =7 O|0|X| OlE|HE & docker save SAISI7|2 MEHSH B
docker loadZ& ArE3}t0q O|2{EF O|O|X|E =2 =M CIHIO|A M 2EFLICE oAl

user@machine:~/environment $ docker load < home-assistant.tar.gz
user@machine:~/environment $ docker images

REPOSITORY TAG IMAGE ID CREATED SIZE
homeassistant/home-assistant 2024.6 2b4c9de733f1 9 days ago 1.6GB

dptdo 20| ™2 WAI2 =& 0|0|X|of Docker O|O|X| HIX|AEE|E F7t6ts JECH =&ILICH

ClHtO|ATF EX Z2H|X'SE AH8SHA| ofe B9 Z2HM C|Hto|A0 1RE X 509 1E et =it
Ol 7| Mx|5tod ZE ClHtOlA Xt ZBE LA ELICH O|§ EMstE YEHE Y2 st=9o 2
ot ZEHSM) T S HEZ 7| QIZ2}(PKI)E AHESt=X| o5 ol ket et &L cH

Z2HM ClHO|A 7

2t Z2TM ClHH0IAE FAsHoF BLICH O] PAIR BA T 28

£ O|0|x|& =4 =
AHA HMEE AAEstEX| ofF ol et EetElLIc BrAlE RHS3tE|o{oF ZLCt.
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https://docs.aws.amazon.com/greengrass/v2/developerguide/fleet-provisioning.html
https://docs.aws.amazon.com/greengrass/v2/developerguide/hardware-security.html
https://docs.aws.amazon.com/greengrass/v2/developerguide/hardware-security.html

AWS H¥ 7t0|= AWS loT Greengrass =& O|0|X|E At 8t T2 ClHIO|A M=

x| Greengrass 2HAF HIME

/A Important

M| Greengrass A WS AL St FR0iBH OIS HAE [HEMR.

1EHAH: +42 HEELICH
config/effectiveConfig.yaml ZtS HEILIC} O Al:

sudo nano /greengrass/v2/config/effectiveConfig.yaml

2CHH: AHZ O|F 2 MA™ELCH

M Z=2HM C|HO|AS| AHZ O|§ 2 M5t Ol 28 &2 £ Z2H|XIE AEFt=X| 048

off et Zet&Lch AFE Aol A S8tEH =™ ELICH

Z3 Z2HIMIE AE5HX| &= B thingName £482 HE5t0{ ZE CIHIO|A AIE 0|2 =2

=M C|Hto|A ALE OB 22 CHA|Stod ZE2HM CIHIO|AC| AHZ O|F 2 HEE & UELICH oflA|
system:

certificateFilePath: "/greengrass/v2/thingCert.crt"
privateKeyPath: "/greengrass/v2/privKey.key"
rootCaPath: "/greengrass/v2/rootCA.pem"

rootpath: "/greengrass/v2"

thingName: "ProductionDeviceThingNamel"

> 10

Ze UM BE ClHolA 740 YR E AXstod B3 T2 UK B
5ol 20flA ABE|Z = sHiof BLICH thingName £430] BE Clutol& ALE 0|8
2 Yl 2RER U ELICH oAl

system:
certificateFilePath: "/greengrass/v2/thingCert.crt"
privateKeyPath: "/greengrass/v2/privKey.key"
rootCaPath: "/greengrass/v2/rootCA.pem"
rootpath: "/greengrass/v2"
thingName: ""

st Z2 T2 H|MY E0{39Q FME services £M0)| F7Isln Z2EM C|HIO|A AIE 0|

= | &
£ templateParameters &4 LHo| 4o = MESHoF & LICt CHE ofAoMH= 23! Z=H|X

x| Greengrass A AF HME 18


https://github.com/aws-greengrass/aws-greengrass-fleet-provisioning-by-claim
https://github.com/aws-greengrass/aws-greengrass-fleet-provisioning-by-claim
https://docs.aws.amazon.com/iot/latest/developerguide/provision-template.html#fleet-provision-template

AWS H¥ 7t0|= AWS loT Greengrass =& O|0|X|E At 8t T2 ClHIO|A M=

= HZElof 2t mt2tO|E{7F ThingNameU2E 2 Z2{19! 4 templateParameters2| LHo]
ThingName £40| QCtT 7HE g LICEH

system:
certificateFilePath: "/greengrass/v2/thingCert.crt"
privateKeyPath: "/greengrass/v2/privKey.key"
rootCaPath: "/greengrass/v2/rootCA.pem"
rootpath: "/greengrass/v2"
thingName: ""
services:
aws.greengrass.FleetProvisioningByClaim:
configuration:
rootPath: "/greengrass/v2"
awsRegion: "us-east-1"
iotDataEndpoint: "<prefix>-ats.iot.us-east-1.amazonaws.com"
iotCredentialEndpoint: "<prefix>.credentials.iot.us-east-1.amazonaws.com"
iotRoleAlias: "GreengrassCoreTokenExchangeRoleAlias"
provisioningTemplate: "GreengrassFleetProvisioningTemplate"
claimCertificatePath: "/greengrass/v2/claim-certs/claim.pem.crt"
claimCertificatePrivateKeyPath: "/greengrass/v2/claim-certs/
claim.private.pem.key"
rootCaPath: "/greengrass/v2/rootCA.pem"
templateParameters:
ThingName: "ProductionDeviceThingNamel"

A2 AtE[ol= o47]0f EAIE Zdnt Cl2 ZE8! T 2H|MY Z22{aQ 74 oeto|e{7t Led 4 QeL
Ck. XEAIBH LI 2 AWS loT Greengrass A A 2| AWS loT Z3! ZZH|X{'d E22{T2 282 &HZE5

M.

3EHAl E7HEl AHE O|§ & Yolo|Eg LT

iot:thingName BIA|Z[ BH=E AIE3l0 AtZ 0|2 E7tsle 74 47t = 4% =& ClHIO|
A ALZ O|FO| E7HEl HMA Ao 20| U2 = JU&LICE o| & 01 Certificate Rotator 747 LIE|

o.
M Aol AL

services:
aws.greengrass.labs.CertificateRotator:
componentType: "GENERIC"
configuration:
accessControl:
aws.greengrass.ipc.mqttproxy:
aws.greengrass.labs.CertificateRotator:mqttproxy:1:

x| Greengrass A AF HME 19


https://docs.aws.amazon.com/iot/latest/developerguide/provision-template.html#fleet-provision-template
https://docs.aws.amazon.com/greengrass/v2/developerguide/fleet-provisioning-configuration.html
https://docs.aws.amazon.com/greengrass/v2/developerguide/component-recipe-reference.html#recipe-variables
https://docs.aws.amazon.com/greengrass/v2/developerguide/greengrass-nucleus-component.html#greengrass-nucleus-component-configuration-interpolate-component-configuration
https://github.com/awslabs/aws-greengrass-labs-certificate-rotator
https://github.com/awslabs/aws-greengrass-labs-certificate-rotator
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operations:
- "aws.greengrass#PublishToIoTCore"
policyDescription: "Allows access to publish to relevant topics"
resources:
- "$aws/things/GoldenDeviceThingName/jobs/+/get"
- "$aws/things/GoldenDeviceThingName/jobs/+/update"
- "awslabs/things/GoldenDeviceThingName/certificate/create"
- "awslabs/things/GoldenDeviceThingName/certificate/commit"
aws.greengrass.labs.CertificateRotator:mqttproxy:2:
operations:
- "aws.greengrass#SubscribeToIoTCore"
policyDescription: "Allows access to subscribe to relevant topics"
resources:
- "$aws/things/GoldenDeviceThingName/jobs/notify-next"
- "$aws/things/GoldenDeviceThingName/jobs/+/get/accepted"
- "$aws/things/GoldenDeviceThingName/jobs/+/get/rejected"
- "$aws/things/GoldenDeviceThingName/jobs/+/update/accepted"
- "$aws/things/GoldenDeviceThingName/jobs/+/update/rejected"
- "awslabs/things/GoldenDeviceThingName/certificate/create/accepted"
- "awslabs/things/GoldenDeviceThingName/certificate/create/rejected"
- "awslabs/things/GoldenDeviceThingName/certificate/commit/accepted"
- "awslabs/things/GoldenDeviceThingName/certificate/commit/rejected"
keyAlgorithm: "RSA-2048"
signingAlgorithm: "SHA256WITHRSA"

Olgfet ZE F2? =E ClHto|& AE O|F 2ol 2 E 2laH
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4THA|: ZE ClHtolA Eot A E & MR LICE.

=E ClHIo|AM MEE 2 S 35HE Hot &5 7} effectiveConfig.yaml U= K| HAHELICH 2ot
oS HER 7HE 24 M LHofl HZHEILICE of Al

aws.greengrass.SecretManager:
componentType: "PLUGIN"
configuration:
cloudSecrets:
- arn: "arn:aws:secretsmanager:us-east-1:111122223333:secret:greengrass-home-
assistant-KIzJfz"
dependencies:
- "aws.greengrass.Nucleus:SOFT"
lifecycle: {3}
runtime:

x| Greengrass A AF HME 20
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secretResponse: "{\"secrets\":[{\"arn\":\"arn:aws:secretsmanager:us-
east-1:111122223333:secret:greengrass-home-assistant-KIzJfzZ\"\
,\"name\":\"greengrass-home-assistant\",\"versionId\":
\"8e481177-9250-4458-9f1f-3690d28e4ae9\"\
,\"encryptedSecretString\":\"AgV4Rpc9 ... MYeVALYQ==\"\

,\"versionStages\":[\"AWSCURRENT\"],\"createdDate\":1660648425915}]}"
version: "2.1.8"

ZZEHMLCIHIO|ATI ZE C|HIO|AR A3 5tE Hot A5 2 sHS5IE{n ATSHK| A =5 5t24H0|
Hot oft & & AX|SloF BfLICH secretResponse 432 AKXIELICH oAl

aws.greengrass.SecretManager:
componentType: "PLUGIN"
configuration:
cloudSecrets:
- arn: "arn:aws:secretsmanager:us-east-1:111122223333:secret:greengrass-home-
assistant-KIzJfz"
dependencies:
"aws.greengrass.Nucleus:SOFT"
lifecycle: {3}
runtime:
version: "2.1.8"
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sudo java -Droot="/greengrass/v2" \
-jar /greengrass/v2/alts/current/distro/lib/Greengrass.jar \
--start false \
--init-config /greengrass/v2/config/effectiveConfig.yaml

£ & Greengrass 2H4F HHE A5t 2 ZE2EEHM C|HIO|A Q| 72 O ZHEHEHLICH 7"'7(}%
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/A Important
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https://docs.aws.amazon.com/greengrass/v2/developerguide/install-greengrass-core-v2.html
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18HA: 782 d-ggLch

et BE 782 E5 Z2H|IXM'IE AEst=X| oiFof et FHetELICH AFS AtEof R 2HI 2
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system:

certificateFilePath: "/greengrass/v2/device.pem.crt"
privateKeyPath: "/greengrass/v2/private.pem.key"
rootCaPath: "/greengrass/v2/AmazonRootCAl.pem"
rootpath: "/greengrass/v2"
thingName: "ProductionDeviceThingNamel"
services:
aws.greengrass.Nucleus:
componentType: "NUCLEUS"
version: "2.12.6"
configuration:
awsRegion: "us-east-1"
iotRoleAlias: "GreengrassCoreTokenExchangeRoleAlias"
iotDataEndpoint: "<prefix>-ats.iot.us-east-1.amazonaws.com"
iotCredEndpoint: "<prefix>.credentials.iot.us-east-1.amazonaws.com"
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services:

aws.greengrass.Nucleus:
version: "2.12.6"
aws.greengrass.FleetProvisioningByClaim:
configuration:
rootPath: "/greengrass/v2"
awsRegion: "us-east-1"
iotDataEndpoint: "<prefix>-ats.iot.us-east-1.amazonaws.com"
iotCredentialEndpoint: "<prefix>.credentials.iot.us-east-1.amazonaws.com"
iotRoleAlias: "GreengrassCoreTokenExchangeRoleAlias"
provisioningTemplate: "GreengrassFleetProvisioningTemplate"
claimCertificatePath: "/greengrass/v2/claim-certs/claim.pem.crt"
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https://github.com/aws-greengrass/aws-greengrass-fleet-provisioning-by-claim
https://docs.aws.amazon.com/iot/latest/developerguide/provision-template.html#fleet-provision-template
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claimCertificatePrivateKeyPath: "/greengrass/v2/claim-certs/

claim.private.pem.key"
rootCaPath: "/greengrass/v2/AmazonRootCAl.pem"
templateParameters:
ThingName: "ProductionDeviceThingNamel"
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sudo java -Droot="/greengrass/v2" \
-jar /greengrass/v2/alts/current/distro/lib/Greengrass.jar \

--start false \
--init-config config.yaml
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https://docs.aws.amazon.com/greengrass/v2/developerguide/fleet-provisioning-configuration.html
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https://docs.aws.amazon.com/whitepapers/latest/device-manufacturing-provisioning/device-manufacturing-provisioning.html
https://docs.aws.amazon.com/greengrass/v2/developerguide/hardware-security.html
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https://docs.aws.amazon.com/greengrass/v2/developerguide/install-greengrass-core-v2.html
https://docs.aws.amazon.com/greengrass/v2/developerguide/fleet-provisioning.html
https://docs.aws.amazon.com/greengrass/v2/developerguide/hardware-security.html
https://docs.aws.amazon.com/greengrass/v2/developerguide/component-recipe-reference.html#recipe-variables
https://docs.aws.amazon.com/greengrass/v2/developerguide/greengrass-nucleus-component.html#greengrass-nucleus-component-configuration-interpolate-component-configuration
https://docs.aws.amazon.com/greengrass/v2/developerguide/secret-manager-component.html
https://docs.aws.amazon.com/greengrass/v2/developerguide/manage-deployments.html
https://docs.aws.amazon.com/iot/latest/developerguide/iot-provision.html
https://docs.aws.amazon.com/whitepapers/latest/device-manufacturing-provisioning/device-manufacturing-provisioning.html
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https://docs.aws.amazon.com/prescriptive-guidance/latest/iot-greengrass-golden-images/iot-greengrass-golden-images.rss
https://docs.aws.amazon.com/prescriptive-guidance/latest/iot-greengrass-golden-images/introduction.html#applicability
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https://docs.aws.amazon.com/prescriptive-guidance/latest/application-portfolio-assessment-guide/introduction.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/application-portfolio-assessment-guide/introduction.html
https://aws.amazon.com/what-is/artificial-intelligence/
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-operations-integration/aiops.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction_attribute-based-access-control.html
https://aws.amazon.com/cloud-adoption-framework/
https://d1.awsstatic.com/whitepapers/aws_cloud_adoption_framework.pdf
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https://docs.aws.amazon.com/detective/latest/userguide/behavior-graph-data-about.html
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https://docs.github.com/en/pull-requests/collaborating-with-pull-requests/proposing-changes-to-your-work-with-pull-requests/about-branches
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https://docs.aws.amazon.com/fis/latest/userguide/what-is.html
https://docs.aws.amazon.com/fis/latest/userguide/what-is.html
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https://docs.aws.amazon.com/organizations/latest/userguide/orgs_integrate_services_list.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_integrate_services_list.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/aws-security-controls/detective-controls.html
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https://docs.aws.amazon.com/whitepapers/latest/disaster-recovery-workloads-on-aws/disaster-recovery-workloads-on-aws.html
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https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-program-implementation/
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https://docs.aws.amazon.com/whitepapers/latest/aws-fault-isolation-boundaries/abstract-and-introduction.html
https://docs.aws.amazon.com/whitepapers/latest/aws-fault-isolation-boundaries/abstract-and-introduction.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/ml-model-interpretability/overview.html
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