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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/using-iam-servicerole.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/AWS_IAM.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_boundaries.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html#scp-effects-on-permissions
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html#scp-effects-on-permissions
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awscloudformation.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awscloudformation.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/using-iam-template.html#using-iam-template-conditions
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-template-resource-type-ref.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-template-resource-type-ref.html
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{
"Version": "2012-10-17",
"Statement": [

{

"Effect": "Allow",

"Action": [
"cloudformation:DescribeStacks",
"cloudformation:DescribeStackEvents",
"cloudformation:DescribeStackResource",
"cloudformation:DescribeStackResources"

1,

"Resource": "*"

}
]
}
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"Action": [
"cloudformation:CreateStack"
1,
"Resource": "*",
"Condition": {
"StringLike": {
"cloudformation:TemplateUrl": "https:// my-CFN-templates.s3.amazonaws.com/*"

—

HIZL|A 3 2IEIA AWS E|AAE ZZH|XH5H= & CloudFormation AEIE 2353517 28l sHE
LS *4— J&LICH O|g48t 22 Aol X|IHE IAM E
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=2 % M AWS EII_ E—JO'” -IE X CloudFormation E_|I'|% 4E||O|EOI'7-|L_I- él -||3|' # M!:: :r"l_-|°|-° 7_|_'_
ghlch AWS AHlIH

{

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Deny",
"Action": [
"cloudformation:DeleteStack",
"cloudformation:UpdateStack"
1,
"Resource": "arn:aws:cloudformation:us-east-1:123456789012:stack/
MyProductionStack/<stack_ID>"

—_
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"Version": "2012-10-17",
"Statement": [
{
"Effect": "Deny",
"Action": [
"cloudformation:DeleteStack",
"cloudformation:UpdateStack"
1,
"Resource": "arn:aws:cloudformation:us-east-1:123456789012:stack/
MyProductionStack/<stack_ID>",
"Condition": {
"ArnNotLike": {
"aws:PrincipalARN": [
"<ARN of the allowed privilege IAM principal>"
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"Sid": "AllowPassingAppRoles",

"Effect": "Allow",

"Action": "iam:PassRole",

"Resource": "arn:aws:iam::<account ID>:role/cfnroles/*"
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"Sid": "AllowPassingAppRoles",

"Effect": "Allow",

"Action": "iam:PassRole",

"Resource": "arn:aws:iam::<account ID>:role/CFN-*"

}
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"Sid": "RestrictCloudFormationAccess",
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awsidentityandaccessmanagement.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_passrole.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_passrole.html
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"Effect": "Allow",
"Action": [
"cloudformation:CreateStack",
"cloudformation:DeleteStack",
"cloudformation:UpdateStack"
1,
"Resource": "arn:aws:iam::<account ID>:role/CFN-*",
"Condition": {
"StringEquals": {
"cloudformation:RoleArn": [
"<ARN of the specific CloudFormation service role>"

E$t cloudformation:RoleARN =71 7|& A& 5104 IAM 2ot FX{|7F A4 2Fdof| CHaH HEto| =
2 CloudFormation AH|A &t TMESHX| REIEE MEHE = A &LICH ER8t st H4AG AlEe
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~

"Sid": "RestrictCloudFormationAccess",
"Effect": "Allow",
"Action": [
"cloudformation:CreateStack",
"cloudformation:DeleteStack",
"cloudformation:UpdateStack"
1,
"Resource": "arn:aws:iam::<account ID>:role/CFN-*",
"Condition": {
"StringNotEquals": {
"cloudformation:RoleArn": [
"<ARN of a privilege CloudFormation service role>"
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2 5le4d dgto| AlZ| ZRHOJ| M CloudFormation 2o TA 2 X|HE £ %'%L—IEP.

{
"Version": "2012-10-17",
"Statement": {
"Effect": "Allow",
"Principal": {
"Service": "cloudformation.amazonaws.com"
.
"Action": "sts:AssumeRole"
}
}
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/protect-stack-resources.html#stack-policy-intro-example
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/protect-stack-resources.html#stack-policy-reference
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{

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": [
"cloudformation:SetStackPolicy"
1,

"Resource": "*",
"Condition": {
"StringlLike": {
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/protect-stack-resources.html#protect-stack-resources-protecting
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"cloudformation:StackPolicyUrl": "<Bucket URL>/<Team folder>/*"

[

> oX
o> @ g2
e

I

_>|I_|

m g

fjo =
<

0 o
o
T o
3o
Pl
00 HL
9'|_|
Avd
>
1

>
;S

|>
jul
02
12
5]
kO

o |»
m

Iy

mu H
2 rn
0E >
N
HL
re
-
10 |»

et i@
o
==

1
z
T o

S
fjo
g
ol
o
|_|-|
M
Ol
i
2
x
=
>
x
2
02
2
%
Q
I
Hh
rir
]
ot
0x
]

In
o
ne
HU X
03 >

!
L
i
=
>
2

J
J

HL 0
A
oy Tjo
r
M
m_l_
o = mjo
<
HL 0

r -

—_ |
|O|E #EHO| /= IAM

o
12
ro
|>

J

d
-l
g'l_
Ml
g'l_l
|_|-|
i
o
-
[l
o L
0
12
ro
(@]
|_l
(@)
cC
o
_h
(@)
H
3
Q)
+
|_| .
(@)
3
(0p]
+
Q)
(@]
al
g
(@)
|_l
|_| .
(@]

<

cC
H
|_l
P

\J

k Zrde MghEhLict

+

cloudformation:UpdateSta
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{
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Deny",

"Action": [
"cloudformation:CreateStack",
"cloudformation:UpdateStack"

1,

"Resource": "*",

"Condition": {

"Null": {
"cloudformation:StackPolicyUrl": "true"
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https://docs.aws.amazon.com/index.html
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« Deployment-Pipeline& CodePipeline2| Z+O|Z 2}l O|F &JL|Ct.

Amazon S3 H{Z! M 9|
HX| YAML &@4Alo| BIAE 12l CloudFormation Bl Z3!0{ M S3 H{ZIE Ho|gfL|ct.

amzn-s3-demo-bucket:
Type: AWS::S3::Bucket
Properties:
PublicAccessBlockConfiguration:

BlockPublicAcls: true
BlockPublicPolicy: true
IgnorePublicAcls: true
RestrictPublicBuckets: true

Amazon S3 H{Z! M= &

o

373 ChZ CloudFormation EZ !0 A Deployfiles_build Z2MEQ} Deployment-Pipeline
o|ZEt IRt HZ!o| HMASIE S {85t HA HHES gLt

MyBucketPolicy:
Type: AWS::S3::BucketPolicy
Properties:
Bucket: !Ref amzn-s3-demo-bucket
PolicyDocument:
Version: "2012-10-17"
Statement:

- Sid: "S3ArtifactRepoAccess"
Effect: Allow
Action:
- ‘s3:GetObject’
- ‘s3:GetObjectVersion'
- ‘s3:PutObject’
- ‘s3:GetBucketVersioning'
Resource:
- ISub ‘arn:aws:s3:::${amzn-s3-demo-bucket}'
- !Sub ‘arn:aws:s3:::${amzn-s3-demo-bucket}/*"
Principal:
Service:
- codebuild.amazonaws.com
- codepipeline.amazonaws.com
Condition:

0oi): Amazon S3 H{Z! 21
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Stringlike:
‘aws:SourceArn':
- !Sub ‘arn:aws:codebuild:${AWS: :Region}:${AWS: :AccountId}:project/

Deployfiles_build'

- !Sub ‘arn:aws:codepipeline:${AWS: :Region}:${AWS: :AccountId}:Deployment-
Pipeline'

- !Sub ‘arn:aws:codepipeline:${AWS: :Region}:${AWS: :AccountId}:Deployment-
Pipeline/*'

O| HZ! HAlof| CHEr CHS Aol R 2lstMlL.

« Resource 24 E CHS Amazon ZlA2A O|E(ARN) HAIE AI26tE F 7IX| 2lAA S LE
LIC}.
« S3 ZHx| 2| ARN
$<0ObjectName>.
« S3 H{Z/o| ARN A2 QlL|Ctarn:$<Partition>:s3:::$<BucketName>.
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QlL|Clarn:$<Partition>:s3:::$<BucketName>/
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s3:GetObject, s3:GetObjectVersion! oll= S3 x| 2lAA REO|
T olE S3 A 2laa -.C-’r%i'OI s3:GetBucketVersioning ZRgrL|C} Zf &0l E st El"
A g0 cHet REMIEH LI 2 Amazon S301| AFSEl= B, ElAaA D EHFIE E

« Principal 24+ &0 HolEl Amazon S3 &g +
CodeBuild 2! CodePipeline@t O|2{8t Zd2 +&E 4= U&LIC}.

« Condition 4= CodeBuild Z2ME Deployfiles_build Deployment-
PipelineCodePipeline ItO|Z 2}l 3l mO|Z 2} Q1 ZF B HHZlof| HMAE 4= UEF S3 HHZ!of
CH8E HMAE FIIZ A|EHELICH CodeBuild

HZ! 22 7ol CHEF HMAE X043 K|2F CodeBuild ! CodePipelineddl B{Z!04] CHEF HAM|A Bt
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S B2 F7I8loF gL|C}. CodeBuild & CodePipelined| CHEH MH|A A& S AFR ST MH|A T}
S3 HZ! 2 ST ZHA|off HMAE = U&LICEH

Sid: "ViewAccessToS3ArtifactRepo"
Effect: Allow
Action:

- ‘s3:GetObject’

- ‘s3:GetObjectVersion'

- ‘s3:PutObject’
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https://docs.aws.amazon.com/service-authorization/latest/reference/list_amazons3.html
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‘s3:GetBucketVersioning'
Resource:
- ISub ‘arn:aws:s3:::${BuildArtifactsBucket}"’
- ISub ‘arn:aws:s3:::${BuildArtifactsBucket}/*"
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/best-practices.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/security-best-practices.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_boundaries.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp.html#role_cross-account
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp.html#id-federation
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_access-advisor-view-data.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/what-is-access-analyzer.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_access-advisor-view-data.html
https://aws.amazon.com/blogs/security/tighten-s3-permissions-iam-users-and-roles-using-access-history-s3-actions/
https://aws.amazon.com/blogs/security/tighten-s3-permissions-iam-users-and-roles-using-access-history-s3-actions/
https://github.com/awslabs/aws-cloudformation-iam-policy-validator
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/using-iam-template.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-template-resource-type-ref.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/cfn-console-add-tags.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/using-iam-servicerole.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_evaluation-logic.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/confused-deputy.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
https://docs.aws.amazon.com/service-authorization/latest/reference/reference_policies_actions-resources-contextkeys.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_permissions_least_privileges.html
https://aws.amazon.com/blogs/security/techniques-for-writing-least-privilege-iam-policies/
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https://docs.aws.amazon.com/prescriptive-guidance/latest/least-privilege-cloudformation/least-privilege-cloudformation.rss
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https://aws.amazon.com/cloud-adoption-framework/
https://d1.awsstatic.com/whitepapers/aws_cloud_adoption_framework.pdf
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https://docs.aws.amazon.com/config/latest/developerguide/conformance-packs.html
https://docs.aws.amazon.com/whitepapers/latest/practicing-continuous-integration-continuous-delivery/benefits-of-continuous-delivery.html
https://docs.aws.amazon.com/whitepapers/latest/practicing-continuous-integration-continuous-delivery/benefits-of-continuous-delivery.html
https://aws.amazon.com/devops/continuous-delivery/
https://aws.amazon.com/devops/continuous-delivery/
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https://docs.aws.amazon.com/whitepapers/latest/building-a-data-perimeter-on-aws/building-a-data-perimeter-on-aws.html
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AWS HE 7l0|= of CHEF &[4 Fhol| CHEF 2 7234 AWS CloudFormation

DDL

ol gue
olE Qlsh o B B'd DS Wershe WYULICH B YAES AB ol Of HEHE o5 U
Lt oz ol EEtage REE + AaL

SIS

oi] A&l QIS MBS AFEstod U™ HIO|E e 2h o CHY = Zho| i E S A'EstE ML o2l
EoklLct.

Al
=

Ol

4oq

HESIZ et O oto| ol 7|Hd, F2E X 71882 EEst7| /sl ARE

20| Hot HAHLIED M08 AMSHH A Sstste HE 2ot M2 dhalel 0| HEFS iHE—'.*ﬁP
™ AWS Organizations X 2| 024 A &0l 02 ZHEE S AWSF7I6104 E|aAE B8 = /UE
LICE o & E01, &5 &o{ Y2 HAI2 CIEAH 215, HERI MEst L AS3E ARE = UE
L|Ct.

¢ e zelxt

ofl A AWS OrganizationsZ &t | = AMH|AE= AWS HIHH HHE S535to ZE ol AH™EE #HElstn
e Mu|Aof CHEF HEHE BEIE = J&Lct ol2{8t A™E siiY MH|A 9| e ZElAtetn
grLICH REMIEH LI 282l MH|A 552 AWS Organizations A A{2| AWS Organizations
o B AH8E £ e AWS MHIAE FHEFMAIL.

HH 2=
CH& 2t oM o EEIAOIM, M 78 = ZE =HMES MEE = ULE Sl ZEM AL
Ch. HiZ o= 2= Ho|A S| HE AIEE 738t CtS o E (7 0| B FoM sl I EH|O|AE
TE5tD A#stE 2ol ZEELICH

7He &4
LS AZTFAML

= x| Alod
OHE gt M £ EfX| 7|8 U L3S TS MHAHE 2ot MoflLIct o248t Mo{= Z7|IE 2| of
42 xo{E 3|t 2ot O|HEE 2iEl= 24 Ho{MAUL|Ct RtAIEH LI& 2 Implementing security

controls on AWS 2| Detective controlsE & X5t AA|L.

D 39


https://docs.aws.amazon.com/organizations/latest/userguide/orgs_integrate_services_list.html
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https://docs.aws.amazon.com/whitepapers/latest/disaster-recovery-workloads-on-aws/disaster-recovery-workloads-on-aws.html
https://docs.aws.amazon.com/whitepapers/latest/disaster-recovery-workloads-on-aws/disaster-recovery-workloads-on-aws.html
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/using-cfn-stack-drift.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/using-cfn-stack-drift.html
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https://aws.amazon.com/what-is/electronic-data-interchange/
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https://docs.aws.amazon.com/vpc/latest/privatelink/create-endpoint-service.html
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#enveloping
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-program-implementation/
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https://docs.aws.amazon.com/whitepapers/latest/aws-fault-isolation-boundaries/abstract-and-introduction.html
https://docs.aws.amazon.com/whitepapers/latest/aws-fault-isolation-boundaries/abstract-and-introduction.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/ml-model-interpretability/overview.html
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https://aws.amazon.com/what-is/foundation-models/
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https://aws.amazon.com/what-is/large-language-model/
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https://docs.aws.amazon.com/prescriptive-guidance/latest/aws-security-controls/proactive-controls.html

AWS HE 7l0|= of CHEF &[4 Fhol| CHEF 2 7234 AWS CloudFormation

HE| H =

SQL 27 Ci|o|E{H| 0| A A|AEI Q| T|O|E{ol UM ASHE O AFSElE X|ET 22 L7 EhAY
LICH

el A& 27

CllO|E{H|O|A MH|A Z|A3 T2 J2H0| O|O|E{H|0|A Bt EE B85 7| MELCH & %Mo A&l
MESt = BRULICH A, MEH AHE, 83 MY, &2 oteto|e vl 2 ojo|EH o] A 2l El
Cllo|ECS| ¢HE o2 Qla e g = JU&LCh.

el MY, 8H, S MS(RACHE HESAML.

Retrieval Augmented Generation2 & Z3sHHIL.

2 4494 o

ZAN7t 222 7R HFE A|IARO|L Ci|O|E{of CHEt HMAE XTSI S MHAE dH AZE
lo{ Lt

RASCI O|EZIA

7| ME L2 ME L= Hlo|EHo]Aa 2] AtE LI 22§ ¢i7| M8 SHEL R et Estod
7|2 diolEHlo|lAo| 2EE EY & JU&LICH

KA A|

[m

Q 59



AWS HE 7l0|= of CHEF &[4 Fhol| CHEF 2 7234 AWS CloudFormation

Recovery Point Objective(RPO)
Otx[2f HIO|E |7 AlX 0|F S8 &l= z[cH AlZFLICE ofof ket otx|2 S| Al MH|A& &
Tt Atolof 31& == HIOIEH £ 42 ZtF &= Hel7t A™-ELICH

Recovery Time Objective(RTO)
MH|A SEI MHH|A S/ At0]e] &8 7H5E X[ AlZhILICH.

2B

7RE X SHMI2.

2lS
x|215] Qodol Aws Bl44 BELICH 2 AWS BIF £ LHZ e, OHEis U S A2 HB 6|
SlsH M2 ZHalEln SEMULICH AHME LIS S AZOIM ASE £ o= XIHS FZ AWS 2IH
StAlS.

5|7
%Xt 22 oiFsHE ML 7I-ILICE o8 Sof, ‘0l B Hotol T7EHE BNE E7| 215 ML
DS MY 517 DUS AHS5tod Fof TS LTI AbA(O!: BE)S J|Eho 2 Feyo] ojo 7t
Zg ol5g 4 AsLich

2|z AE

release

02
do
]IO

HIZ Z2MAM HE A E Z2EHHE B#E22 SAATIE L|ct,

KHHH x|

K4+ OH
7RE FZESHMR
=23
SHo| MEstHLE STE = U= ofE2IFo|Me| 7S ULICH oM SIS A=E W 178
M 577+ Lol 7 AFELIC AWS 28R E. RFMIEH LI 2 AWS EEtRE SRS

ol
=
HESML.



https://docs.aws.amazon.com/accounts/latest/reference/manage-acct-regions.html
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https://docs.aws.amazon.com/prescriptive-guidance/latest/aws-security-controls/responsive-controls.html
https://aws.amazon.com/what-is/retrieval-augmented-generation/
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_providers_saml.html
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https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
https://docs.aws.amazon.com/general/latest/gr/rande.html
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https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/shared-responsibility-model/
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-phased-approach/step3.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-phased-approach/step3.html
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https://martinfowler.com/bliki/StranglerFigApplication.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-aspnet-web-services/
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-aspnet-web-services/
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-aspnet-web-services/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Synthetics_Canaries.html
https://docs.aws.amazon.com/tag-editor/latest/userguide/tagging.html
https://docs.aws.amazon.com/tag-editor/latest/userguide/tagging.html
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https://docs.aws.amazon.com/vpc/latest/tgw/what-is-transit-gateway.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_integrate_services.html
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https://docs.aws.amazon.com/prescriptive-guidance/latest/ml-quantifying-uncertainty/concepts.html
https://docs.aws.amazon.com/vpc/latest/peering/what-is-vpc-peering.html
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