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Enable and Execute — mobilize through experiences

Readiness and Execution
—
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e (10-20)
Applications

EI Readiness and Execution

B Readiness and Automation P

Readiness, Automation and

OPTIONAL i
- Rapid E:::;i: 6 Integration 4 Migration Factory
Discovery Discovery, . - .
with high Assessment, Readiness, Automation and Integration
level TGO Planning and
Business .
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Summary ¥ | Issue Type| ¥ | Description

App Migration - Wave 1 |Epic As the Migration Program Leader | want to migrate all the identified application for MRP in waves with customer:
Ol - License Mgmt Epic As the Head of Cloud services, | want to manage the licenses of the software effectively so that there are no licen:
Ol - Problem Mgmt Epic As the Head of Cloud services, | want to ensure a problem management mechanism and process in place so that r
OCM - Make it Stick Epic As the Cloud Executive Sponsor, | want to ensure key activities outlined in the Mitigation Strategy & Plan are exect
OCM - Enable Capacity Epic As the Cloud Executive Sponsor, | want to drive a new organizational culture that produces a return on reward, in ¢
OCM - Engage the Organization Epic As the Cloud Executive Sponsor, | want to ensure alignment and commitment across leadership and key stakehold
OCM - Envision the Future Epic As the Cloud Executive Sponsor, | want to ensure Change Strategy, Communication, Engagement Strategy, Training
OCM - Align Leaders Epic As the Cloud Program Sponsor, | want to secure alignment of key global and regional/local business stakeholders 1
OCM - Mobilize Team Epic As the Executive Cloud Program Sponsor, | want a thoughtful, structured, documented approach to delivering clouc
Ol - Patch Management Epic As a head of security, | need to provide a mechanism as well as ensure that all the application services and the inf
Security - Incident Management Epic As an incident response manager, | want to develop and implement an incident response plan/methodology so thi
Security - Data Manag it Epic As a data protection manager, | want to establish and implement an encryption at rest and in transit methodology
Security - Infrastructure Management |Epic As a infrastructure security manager, | want to implement security and compliance infrastructure so | can have a
Security - Logging and Monitoring Management |Epic As a logging and monitoring manager, | want to implement logging and monitoring framework so that | can moni
Security - Access Management Epic As the identity and access manager, | want to securely control access to my AWS services and resources for my us
Migration-at-scale Planning Epic As the Migration Program Leader, | want to ensure that all prerequisites have been baselined so that the applicati
Landing Zone Setup Epic As a CI0, | want to a build a scalable and resilient virtual data center in the cloud so that we can support business
Program Management Setup & Execution |Epic As the Executive Sponsor (CIO), | want to lay down the foundation for mobilizing my teams so that they are prepa
Business case and TCO Epic As an Executive Sponsor, | want to know the migration and run costs in AWS, so that | can generate a business cas
Baseline Discovery Epic As an IT Director, | want to discover all my infrastructure assets so that | have a complete picture of my current st:
MRA |Epic As a Cl0, | want to a assess my current organizational capabilities so that | can decide if my team is ready for Clou
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https://aws.amazon.com/migration/partner-solutions/
https://aws.amazon.com/prescriptive-guidance/?apg-all-cards.sort-by=item.additionalFields.updateDate&apg-all-cards.sort-order=desc&awsf.apg-content-type-filter=contentsubtype%23pattern&awsf.apg-category-filter=*all&awsf.apg-product-filter=*all&awsf.apg-isv-filter=*all&awsf.apg-env-filter=*all&awsf.apg-rtype-filter=*all
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-operations-integration/
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https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-program-implementation/migration-program-implementation.rss
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-program-implementation/reviewing-frameworks.html

AWS 785 %|E 222 0bo| 23 olMS Th48hsty| QI8 OfRU T2 3

il

| &l A A

=3 ™
etetedH E0{% Zof e =9 XS 38 AHSsta AL,

mo
A

77| =

ofZ2|7|0|ME ZEtREZ O[5t 7| I8 771K LR Q! EIP |221l0]44 H=f of2qet
Gartner?} 2011301 mpof 8t 57k X| HEFE 7[EIS 2 o 2 FdELich

I
i
rlo

al
. BIHE{2Y/Blot7|HE - 2B2E WolElE JIS 2 A
al £

s ot7|HMAE +HYH2ZM BIHYE, 85 &

o o
A M2t Ci|o|E{H[ 0| A O| Ao =&HELICH of: 2=
Aurora PostgreSQL £ 2t ofC[Mo 2 0r0| 22| 0| M5t A A2,

Amazon RDS (Amazon RDS) 2 0+0|Z22{|o|MEFLICt AWS E2t*E
(o]

F235lod o Z 2|7 0| ols3stD
HMEFLICH 047]0l= YRtXo =z 2
Oracle O|O|E{H|O| A& Amazon

X YEZE HE 2|MHo[=) - o EE|Z0|MHME EBIRER 0|85t ™ =&9| 2|
tod 2R E 7|s2 g2&Lict of: 2=d0|A Oracle TIO|E{H|O|AE QEIEE

st= AWS FM2F 710|E 2 T{EoAM YHtXo 2 A2 K= 20{QLCH
X

« MTHES HE &) - dEH 2 J|E BHo| M0 Saas ZEIZ Tgtsto{ CHE MESZ T
HErict. of: 2 2tA| 22| (CRM) A|[AEIZ Salesforce.com2 2 00|12 0|MGHAIAIL.

- ZIZAREIZE HE AZE) - offE2|7i|olMdg BHESHX| ot EEIRER 0S50 EEt*E
7152 g Lict of: 2Z2)|0|A Oracle CIO|E{H|0|AE 2| EC2 RIAF A0 M OracleZ 0Ot0]

« XHEHRI|(StO|mHEO|X =& 2| E|ZE M AZE) - Mf 5stE01E FOist7LE, ofE 2|7 0|MHE CF
Al ZHHSEAHLE, 71E 2YE sY6tx| 1k QlEEtE et ER o|SELICH 2Z80a E3
E0lM S e & /L*%Q—l 22t E MH|[AZ MHE ool 8ol g LICE. ofl: Microsoft Hyper-V

ofZ2|7|0|ME Tt

l]|0
>.

Z oto|zzfolMst M Al2. AWS

« REI(ER) - a2 BF0 oiE270lME RAIFLICH i 2 E|HEZo| st siE |
LHEez d7|sted= ofZ2l7 0|1 HIZ LA Rtoi|AM Oto|zef|o|ME o]} 7t giod 7 X|
£ dlI7HAl ol Z2[7i0|H0] o470l Z&E + U&LICH

« M8 BX|- 44 EE0M O ol EReHX| f2 ol EE2(70lME H7|st Lt MFHE LIC




AWS T X|H g2t = oto|ad|o[ME Th&3tst 7| I8t ot Z2 a3 Ay

= o

W M T E= 0|5 M7| 2 S ALE5H0{ &4 C|O|E{H|0|A 2t CHA! O|O|E{H|0| AT ST
stEl §EiZ /XIE|2, 5 Clo/EH0|& 25 Oto[aelo|Md & A ol Z2(7[0|Me] ERAME F
2lst= CllolE{H[o|4 oto|zfo|M HEiL|Ch o Y2 dz|d Metol Eedt il A E o X

o1Zl Hix|Z oto|zelo|ME XIZELICH o F Aot X|EF HE|E-IHA[E OF O[T Ef|O|MECH I BI 2
Aol EEfLICh
S&-+& oto|zazofM

A4 Hlo|E{H0| A8 CHY HIO|E{HIO|A7F S7I3HE! dElZ 7 X|=|K[BF A4 Cf|O|E{H|O| A BH 44
ofZE|7olMe| ERMMME X2|5t 1 0| = CHY HIO|EHI0|& 2 SX|E|= G| o|E{H| 0|4 Oto|
aiolMd S lLict. cHe Cllo|E{H|o|A = Oto|2ei|o|M & o{™ ERMMME 5{&5tK| ef&LICH

XA B4

M OF0M A ST 20 CHst BHY BHEHZE S AMSHE SQL &L A g9
o2& 4 50| SUM & LICE MAX
Al
PlE Xls2 HZAAIL
AlOps
s Xls 22U &FXSHAAIR
QA3

ZMALCH AFE= I HE B30l &
| Clo|B{ 2 ZHFEIX| ef&LCh.

o |H

CIOIEHME M 712! HEE BT 2 AXste
0| & = U&LIch EHE HlolE= o 0]d 7

r




AWS T X|H g2t = oto|ad|o[ME Th&3tst 7| I8t ot Z2 a3 Ay

OrE| IHE

&2 MEC} H|MAXO| L H| 2 8X0|HL & 20800 BHEE|= 2X|o &t

offZ2[70|M o

AMAHEIE HAYO{ZRE ES5t7| /s £2/1E ofEE|FH0|MEF AEE =+ UE 2o M2 L AL

ofZE[7o|Md ZEEE|R

OHEZZ|70o|M 75 & FX| &2 H|S1 ol Z2|AH 0| Mol HIEL|A 7HX|E HIRSH0{ ZEI04| M At
5t= Z ofZ2/F|o|MH CHEt AE HE 2SULICH O| MEE ZEEZZ|Q ZAM O EM T2 A
A 0| 2Mplo|rd Ooro|azlol4, BdCHE 2 %25t e ol ZEE(Ao|ME AlEet D =& Héte Ol
=20l guct

23 Xls
AFE 7|=2 A835t0d & &, =X a4, THE 1Al § Yutxo 2 Qlztnt Bt El @IX| 7|58 =
St JE MEC R = AFHE e EokLCt AEMIEH LH& 2 What is Artificial Intelligence?&
SEEIPNEeN

21E Xls 2H(AlOps)
71 Bt 7lMg A8 sto] 2 BXIE ST, 29 ARE o A8 TS Folm, Aula
Z22 =0l T2 M AL|CEH AWS O0+O|228[0|4 TEFO A AlOps7t A El= 2ol CHEE RRA|
L8R 28 S8 7I0|=E& HESHMAIR

HICHE &= 35}

—_ 1
24745] RIBtElo{oF ErLicH
IR, YT, 2N, LITA(ACID)
97, WM EE JIE X7t wAs ZRoE ClolEHolA0| ClolE RE 4T 2% MEINE 2
aote AZE 0] 49 MERLIC

ABAC(E4H 7|8 A M| A Zf|of)

BEM, 2T, B O|§ SO ASK S8 7[ete 2 MEstEl HEte dM5ts SAALICH RHAIE L
82 AWS Identity and Access Management (IAM) A2 9| AWS ABAC forE & Z AL,



https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-portfolio-discovery/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-portfolio-discovery/welcome.html
https://aws.amazon.com/what-is/artificial-intelligence/
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-operations-integration/aiops.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction_attribute-based-access-control.html

AWS T X|H g2t = oto|ad|o[ME Th&3tst 7| I8t ot Z2 a3 Ay

7HE AME[E £ e HE AAZ ZHRE|E 7|82 HEO| C|0|IEE XMESHE {IxILich g} ™
El = 71HEEe 242 OOIE ME| = Ho FMo 2 MEFE £ U= oo AA9| H|O|EHE
CIE QXIZ SAE &= A&LICH

78 8
CHE 718 YHo| HoZEE HE|Zlm SYUs X[ LH CHE 78 Yo X235t X[ Alzto| &
2 HER3 A4S MIste Hx ol 2x]. AWS 2™

ZEO| ECtRER H3XMoR AWS Metet7| R 8ol MR A& g Jtst= ol =3
Ol El= XIH & 2 Ata| ZoYHZ ULICH AWS CAFE X|&E ZH™olet D st 67tK| 3-8 &F
S, & HIZL|A, AR, HHEA, E31E, 2o 222 BEFELICH HIZL|A, AR & HHEAA
HH2 HELA 7|sn Z2MA0 2HE S50, E3E B A 2 M2 ME 7lgt 22
MAo| EHE SLICH o & S04, AHE 272 2AHHR), 213 HIR| 7|5 & Q13 &2l HYote
Olsii&t HIRIE CHY 2= gfL|Ct of2fet 2o AWS CAFE Z%|0| 43HQl 2t E MES
EHE = UARSE Y e, s A HFLIF oM CHE XIHE MBELICH REAE LI82 AWS
CAF & AO|EQ} AWS CAF BiIME XA

Hlo|E{HIOo|A oto|1BolMd I 2= E TWrtst o oto|1ao|M MEFS HMESHH ] of A x| S A
3ot 7 LCH AWS WQF= () ol Z & ElLICH AWS Schema Conversion Tool AWS ScTd(o|

E
|

E{H[O|A A7|0f & I = K| o EE|70|M ZE, SEH U Hds §HE M5t Wit EOME
X.”_l_ol'l__ll:l-

B

HE &2
Helo|Lt 228 WalstHLE ZsHE sltde el=& 7+2 ZLCh

BCP



https://aws.amazon.com/cloud-adoption-framework/
https://aws.amazon.com/cloud-adoption-framework/
https://d1.awsstatic.com/whitepapers/aws_cloud_adoption_framework.pdf

AWS THA x|E g2t = oto|ad|o[ME Th&3tst 7| I8t ot Z2 a3 Ay

|C}. Amazon Detective O A
I.

2lAA SEDF AlZE Zotod| (HE
z= -Ig 7'|A|.o|' _/'\_ %j

A &t L
& Ar835t01 et 22 AT, O|alAB2 APl 28 & RAE
in a gr

x|
LICt XtM|BH L2 2 Detective ABE A Q| Data

Hio|L2| Zoh(7tsE 5 2el4 & stLh)E tl&Este Z2MAYLICH 6§ S04, ML 22 0] “O]
OlHdol AHRITIR, AHO| o}d7t27”, 'Ol MIE S HRUTIR, RIS UIIR? S2| EME ol Fl

bot

QIEUIS S3i AHS5HE Sheig AT
of OB 2I7 044 LIch QIESIol M K E Q4
SELICH HIZ RO YBIT YUK CHE 22 JHO

dLct.

=Ll

A AN
Heflo{oZA¥FE|o| 2 5 FF= B SUAZE edfl B AL o| SA) 5tofl le R HEQT. &£
2 2 0 JdFE¥E SEsE 7HE & 22T HiFHLIE YLCE

=X

=
HRIE ooz 7I% SRIEtn U o 7Ise

=
ZHR[ol CHA| S ErLICH RbAM[EH LIE 2 23X EE (§



https://docs.aws.amazon.com/detective/latest/userguide/behavior-graph-data-about.html
https://docs.github.com/en/pull-requests/collaborating-with-pull-requests/proposing-changes-to-your-work-with-pull-requests/about-branches

AWS T X|H g2t = oto|ad|o[ME Th&3tst 7| I8t ot Z2 a3 Ay

=Hoo|a ZelA HAA

olok

oAl &M SE Z2ZHAE Solf AHEXTH Lt oz MM A HEFo| = CllolE{ol] i
C

AE E3
WS AH e £ElL|ct REAIEH LI 2 Well-Architected AWS X|212| 5 O]

2 HHAE = A
3 Z2eliA MR 73 EAI7|1E FESAA

HEelR2Ee Mef
AMEX EZEo| 7|&E QlZEl A|AE o} F|EIR{0]| EEIREE MEFS AMEHE M= 34X A|AE] 2 2
Tl Mf RS S Z ol F|HIME MAELICH 7|& QI=ZEtE &E6e E Eel2Ee ™
kgL D 2IEe MErg EFE £ AaLch

EHIH FHA|

Abed o1
718401 71218 BB 847 2 shs Wk B, 2 HHIS EE DAY AL 010122 Al
OF 7113 & 7Hi HHE HIALIA 2ol mhe} OlF0fE 4 9/

SLICH REAMIBE LIRS Mol AWS
oM ZIENOILISHE 0HOI 2 MHIA Alstel BIXLIA ofg B 410] PAls Mg HEGHIAIS.

HIZL|A 54 A &/(BCP)

CH# 2 oto|ago|Ma e SE
23517 22U MMIE £ U E x|t A= QlL|C)

Ju
[af]
4o

|'|
2

U

E
o1}
°
do
I
i

1
_O'I_l

>
z

O
>
=
2

FtLtE|oF Hi 2

|5 A XA HEE =2
N HEE 26 mAELICH

CCoE

b

e

CDC



https://docs.aws.amazon.com/wellarchitected/latest/devops-guidance/ag.sad.5-implement-break-glass-procedures.html
https://docs.aws.amazon.com/wellarchitected/latest/devops-guidance/ag.sad.5-implement-break-glass-procedures.html
https://docs.aws.amazon.com/whitepapers/latest/running-containerized-microservices/welcome.html
https://docs.aws.amazon.com/whitepapers/latest/running-containerized-microservices/welcome.html
https://docs.aws.amazon.com/whitepapers/latest/running-containerized-microservices/organized-around-business-capabilities.html

AWS T X|H g2t = oto|ad|o[ME Th&3tst 7| I8t ot Z2 a3 Ay

243 oo/ Z*(CDC)

ClO|E{H|O|A E|0|S 2t Z2 HIO[E 240 #HE LIES FX st #E Aol e HEHC|oIEE
7|55t Z2MAQILICH CHY A|ARIC| #HE LIS A Atst7HLE SXlstod SVISHE ®XIste S

o|CtYet == CDCE M8 = &L

7t A AIX|L{0{E

AMABIO| SEZ HAESHT| I S| Mo E FOo|LE HOHE Yo 7|= OHEE HWMA|7 = &
2| AWS Fault Injection Service (AWS FIS) & AI&3l01 AWS Y20 AEHAE F= AHE
A SH
T o

ot SEHE BIHE + U&LC

Cl/ICD
KI&5 S8 U RISH ML S HESHAAL

==

=TT
&S MASHE Ol T80l Els BR Z2AALICH BF 2o CfE ML 2L ola 2 of
SELICH Ol4F 2h2 B4 ME CHELICE il 8 Sod, 2Ho| ol0|X|ol RS 7t Y| 0428 Tt
sHof & 4 LIct

el
C
n

CHANO| ClIO|E{E AWS MH|A £=Al517| o HIOIE{E 2ZH =2 & 535}

282C &4l MEI(CCOE)

P
la}
2

Se1PE e N2 MY Blas BE CiolRolM SrelEtel Y, T2 g Bt £ e
S x% ©HoIM Betes MY =S
7194 H& 2270/ CCoE HAIEE BZE

gotes AR
#7A O[o[E AE2|X|2} IoT C|HIO|A ZE[of YEHHO 2 A8 ElE 2B E 7|& EEI?E BHE
2 ditdo =z x| H#E 7lsd AZE U

T ZX0l|M stLt o|¢ ol 2EteE #EE 715, 853t X 2 MEtste ol A8 s 28 ZE L
EP. REMIEE L& 2 2EfE o

2R E AEH BHA|

Z %ol oto|zeilo|Me M YHHMo 2 HX|= 4EHAIE CtS0F Z&LIch AWS 222



https://docs.aws.amazon.com/fis/latest/userguide/what-is.html
https://aws.amazon.com/blogs/enterprise-strategy/tag/ccoe/
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-cloud-operating-model/introduction.html

AWS 845 x| getec 0

. ZERHE NS Y W ets SX02 ¥ K| BetRS BH ZRME A3
= .2

= o
fIet 71X FRHol: Y E 49, CCoE "o, 24 2E 71 5)

- Oto|zeflo]M - 7iH of Z2|7l| ol ofo|=zei ol

« Re-invention - XM|Z 2! MH|A x50l IR E &l

Stephen Orban2 7| MEf 2E219| LR E STl &et 047 &l AHEH EHA[ol ChEt 223
HAIZ0M o[248 A E HMoli&LICH AWS 22t E 0[E0| AWS 00|21 2f|0|M T=F} o{H

2E40] A= X|oi| CHet XtAM[EH LHE 2 oto|aelolMd =H| 710|=E 8 HESHAAIL.

AN L—

CMDB

ﬂlllll
o2t
P
[e][]

I.A

>
Rl
to

T4 22| ClolEflolA
= gzx|Ea

AA FEQN MHEM ME AFZEE S9| J|E AHAO| HH BE| Z2MAE Sdll HEED

o=,
U O|EE|= | R[LICH L& %EP—?—E SIZX|E2loE E= o] ZEE/LICH GitHub . AWS

CodeCommitZ =9 Zt k™ %2t gUCt ofo|Z 2 MH|A FXR0|M ZF E|ZX|EE|l= T

Y 7l HMELICH B CIICD F |Z2tRl2 ofe] EZX|EEIE AH8E & A&LICH

mlo

ZE Al

Hlo4 QU7HLE, MCHZ AMLARIX| £k 7L, 22 = R}A7HL J".;f._ o= CIO|IBE Z&ste HI FHAIY
LICE & H 2 2Lt E[A30A C[O|EH[O|A QIABIAE 2{0{0F 57| M E o S0

M, Ol= HI ZHA0M el= ZAECE =&lL|ch

MRy

= ool

2 7474 HolE{Q! HOlE]. 0f21 ZF-2| GlolElE ald ms Yt
Ol ClOIEIS 4350| %1 HIZO| MEt AEEIX| IS £ 22)

70| HMAEIX| 0T Yers{o
5}
X

x-log |_E| -=1’-|E|7|' .|
.|

= -
SELCH
Az F7|HHIEE HAY = J&LICH

=
=

ZFE H|™ (CV)

7|74| &2 AHE5to{ CIX|E O|0|X| & HIC|2et Z2 Al Ao HEE &
2o} 0 2 £0{ AWS Panorama = 2Z|0|A 7tHEF HEYF 0| CVE F7}5H= C|HIO|AE
Xﬂo &t 11, SageMaker Amazon2 CV& 0O|0|X| MZ| d 1 2I&S MBS gLict.

IMEcgzE

1
Q'I_l
1
5
3

20| BL T40| o4 Aefol M HABTILICH 0|2 Qlsh YAREI} FHE E
o

= 4 glol, Yettoz HAxo|n oz ahx| e WAlo® FIMELIC)



https://aws.amazon.com/blogs/enterprise-strategy/the-journey-toward-cloud-first-the-stages-of-adoption/
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-readiness/
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-readiness/

AWS T X|H Zete = oto|adl|o[ME Th&3stst7| 2t ot

mO
|K
Hu
M
il

I

>

T 22| cl|o|E{HI 0] A(CMDB)

m
X
2
x
O
<
UJ
2
or
_F.'l

ﬂI

IfO

o
CI
[

E9oi L AZER|o] Y A Y F *% EZ 5104 O|O|E{H|O| A QF SHE IT -E0] CHEH %
HE x{gsm 2 EIoI-'_ EI;‘.’;XIEEIO'LIEI-. Ht Mo 2 Ofo|ad|o|Me| ZEED|IQ M al 2

AWS Config 1E &+ & 2ot HALE ALEXRE X|Hst7| flal 28 = A= #H A +E =X 2
S LICH YAML &I E5!2 AL85t0od B AWS AE R X[ = & TAof B E|E|Z MY
WS EZE = J&LICH RIME L8 2 MEBEAMO| Ml W FASHMAI2. AWS Config

&M S & XIEH HE(CI/CD)
AZEQ0]ZEA ZEMAL AA HE HAE AHOR LU ZZHMEAE KIS5 6t Z2
MAQILICH cl/ICDE Yoz mtolzgielez MEELICH CI/CDE Sdll ZZMAE XHS3tst
1,44 dE go|n, FZE FES VMt D, H W E2H MSE = U&LICH RtAE 82 XI&5H
FiEro| O[5S AESHAALS. CDE KIS WEE ol0I37IS HLICH RAE LIS XIS Hig
(Continuous Delivery)It X|&XQ1 JHE S EARFHAAIL.

cv
AFE HIHE XA

ISKSRE [o]]=)

AE BRI 2l ClolEfet ZHol WIESIZoll D El0f 2l HlolE LTt
Glole| £ 7

S AL E 7|IECR UERIQ HO|HE AHS D BEF75i= ZEMAQULICEH Ol ZE2A|
A= OlO|E{of CHEF M 25 U EZE Mo{E A5t ol 20| &|22 AlOo|H 2ot 23 |
Mol ZRF M A lLCt HIO|E #F = AWS Well-Architected ZH| 3 0| Eot Al @
2 QLICH XEMEF L2 OB 2/ E EXSIAAIR

Clo|E| EB|ZE

Z 2 M o olEi9 ML 2 30l AFSEl GIOJEf Tho| ATt X0| EEE AlzH ZTof IHE 22
clolEfel /0] 9l st HolE] ERlZES ML 2Y of 50| FUHQI 3, MEM W THME
Kt AIZ 4 gLt

20


https://docs.aws.amazon.com/config/latest/developerguide/conformance-packs.html
https://docs.aws.amazon.com/whitepapers/latest/practicing-continuous-integration-continuous-delivery/benefits-of-continuous-delivery.html
https://docs.aws.amazon.com/whitepapers/latest/practicing-continuous-integration-continuous-delivery/benefits-of-continuous-delivery.html
https://aws.amazon.com/devops/continuous-delivery/
https://aws.amazon.com/devops/continuous-delivery/
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/data-classification.html

AWS T X|H g2t = oto|ad|o[ME Th&3tst 7| I8t ot Z2 a3 Ay

% 5 ool

HESIZE Sotetn U= ClO[HYULICH HERR E|l&a4A ALOIE 0|S SR HIOIEHE oz & =
A&LICH.
GlOlE] HA|

X504 709 ME B

L

T Lo Glo|E/Rt £Esm A2Ists HEQULICH o M ClOIE] 2458
=13

= =
Z 21, HI8 & EMol [HE Bta UX=E ELUAWS 229 E = UsL

o>
I

MEZE +~ = IDEH g HEHIM MEIE £ = BlAaL0 HMASES ot= O =F0| &
= AWS 3 L L& 9| ol 7t=BYL|CH RhMlEH LHE 2 CIoIH B 75 XSt AL,

GO AFE %42

HAICIOIEE ML 20| &H & BEME & U= SA2 2 #HErst= ZALICH oo E A
ME[gtthe A2 §d dolLt &2 M7AHstn s8E 2f, 2ol Qle & == &5 US AMeElgS

ojolg =+ UA&LICH

ClOIE &7

-

2tO|ZALO|Z ™iEtoll X C|o|E{e] EXet 7|58 FXste Z2MA(0: HlolH &4, T&, MF
).

CilO|Ef Z= x|
ClolElE =& & ®Elst= 7Lt

Cilo|Ef flo{5t <

2 22 HIELIA QHEIHAE X|#sts HOIE] 22| AL, CIOIE] Hlofst R A00s UBhs
o2 chol 27 Clo|E7H ZEEIH Yetsioz #al U 2 Ao ALSELICH

ClOIE{H|O| A0 A EO|2 & Ao FZRE BFE7HLE 5t 7| 21T BEE £= FFULICH

ol Oo|E{H O] A =E 240{(DML)

CIOIEHO|A0AM HEE +F (&Y, UOIo|E A AX)st7| 28t BHE £ BZULICH

D 21


https://docs.aws.amazon.com/whitepapers/latest/building-a-data-perimeter-on-aws/building-a-data-perimeter-on-aws.html

AWS 785 %|E 222 0bo| 23 olMS Th48hsty| QI8 OfRU T2 3

il

DDL
ClO[E{H[O|A Ho| 10{E FHESHAAIL.

| %I-gl-%
o 52 Qs of2] B 2id REe Hists HeUich & Y422 A8l o HEE ofsg YA
Lt ol Fo| EAMHE FHEY = JUaLtt

o 21l

defense-in-depth

HESIZ et T oto| Ho|E 7|2, FAE A 7t&dE EE 517 flol ARE WEXT Aol &

#o| Hot HZ{L|&ED Mo{E AS5tH A Sstste HE 2ot M2 YAIQLICE o] THEFS AME St
™ AWS Organizations 7 Z 2| 042 A S0l AWS042{ £ 1

20| ELct o E Eo{ CtEHAH 21T, HERXT MEst 2538 ZEE defense-in-depth M2 &
Alg ME8E = A&LICt

Sab=h=Rua=IPN,

1]

—_—— A

ol Al AWS OrganizationsZ & 758t MH|AE AWS THH HHE S§55t0{ ZE| o HHS &
2ot sHE Mu|Ao] CHEt HEtE #elg = U&LICH o248 AI™E Y Mu|Ao| QI[E &
SIXt2t D gLct RhMIE L8 38 E|lE AMH|A S5 2 AWS Organizations A A 2] AWS
Organizations2t B7H AIS & = /= AWS MH|AE B ZESHAAIL.

HH &
CH& 2t oM o EEIAOIM, M 78 = ZE =HMES MEE = ULE Sl ZEM AL
Ch HlZol= ZE Ho|A S| A AL S Foiet CHZ ofEE|7H0|M 2t Eo M T L EHO|AE
Tt Adst= Aol ZEELICH

7He &4
BEg HEFAAR

B x| Ao

O|HIE WMl & B x|, 7|5 L ¢3S
4 Mo{E 3|5t 2ot O|HIEE 2 E|

controls on AWS 2| Detective controlsE & X5t AA|L.

AL EESED

2

2


https://docs.aws.amazon.com/organizations/latest/userguide/orgs_integrate_services_list.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_integrate_services_list.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/aws-security-controls/detective-controls.html

AWS %] x| S22 00| 0IMS Th43tst| 9lst ofRtel

mO
|K
Hu
M
il
%
0%

HAE, S5, A ZH| EEE MAFEIQITF 22 Al A|IAEIE 7HM o2 E3st ZdQLIC CIXIE E
22 os RK| B, A ZLIER, A 2[XMEE K| HELICH
%= E
AEF AF|OM0AM HE Efo]g2 2| X O|o|E{of CHet HIO|E] 48 =&s6tE =2 Ho|2YLICH
A Efoj8 42 Yutro 2 HAERH Sies HAE ZE £ e 84S AFULICEH 0|2
H

o
=3
>
0l0
[
rC
ful

=L = AAE0| 7|2 HIZ {IR[oM HIZELIA SEE Hdetx| Z5tH Edtist= O
LICt o|2{et o|HE = Xtdxlial, 7|&™ @7, S| otX| 8f2 748 2/ = HHo{ SH 22

Agrol #s oz I8t Ante 4 QgL

A3 =2(DR)

ASHZ Q18 CIR2EIIT Cl|lO|E &A1 £|AS5H7] 26 AF26He Mefat T 2 MAQILICH XFA[E
L 3 2= 90| Ris S+ AWS: AWS Well-Architected ZH| T 0| EtRE E1E &

ZoHAAI2.
DML
ClO[E{H|O|A =2 21018 HZESHAAIL.

Coel 7 A

TEAE A4 7 A7 MBstE Tststs ZHIQ EE MM HIZLIA SE| HdFst0 ST
gt AZEQo] AlARIE THYStE M2 WAULICEH o] FHEH2 ol E oflgt Aol ol 9| A2

Ml 7|8 CIRtel AZ EQfo] S 4| S &4 3 A (Boston: Addison-Wesley Professional, 2003)01|
M ATHEI{ELICE Strangler Fig THEITE 374 ZHIQ! 7|8 AHE A5t Sedofl CHEt XtAlEt LY
22 ZdE|0|L4 & Amazon API GatewayE At&3t04 7|&E 2| Microsoft ASP.NET(ASMX) & MH[|A
£ MTMoZ ristshs YHE MRSAMAR

D 23


https://docs.aws.amazon.com/whitepapers/latest/disaster-recovery-workloads-on-aws/disaster-recovery-workloads-on-aws.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-aspnet-web-services/considerations.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-aspnet-web-services/considerations.html

AWS T X|H g2t = oto|ad|o[ME Th&3tst 7| I8t ot Z2 a3 Ay

Co|lZE ZIX]|

712 FHoZEE O WA £X. o & £0{ A|AE! 2| AA S| HXLE ZHX|5l= AWS
CloudFormation Ol AF&&tHLE 7HHEAA 7 AIE &40 FEE 0|2 £+ YUsE A E x|Cio| A
Arer2 EFX|5t= AWS Control Tower il AF2E 4= & LICt

DVSM
e 7R & OfEE B ESHAMAIL

loT WEL3 o] x| ADIE I:II:II-OI oA
gmf x| A 12 SAICH7| AlZEE E0|1 85 AlZt2 7HME = &LICt

3
om
I'

ot 535t L nEIFO oo AAEIE RAS HIEO| &= st 2XIULICH 7|o| Zols ChYE £ U

QllC|ot
AFE HZ2[o HO|E7t ME El= =MYL|Ct 2] C|oh A|IARIR2 7tE S 23t HO|EE A
MEELCH 2|& QC|gh A|ARER 7HE H 523 HHO|EE T MEFLICH
A= xOIE

Virtual Private Cloud(VPC)MIM £ AEI5H04 CHE AL SREY &= JUe MH[ALICH CHE
& AWS A1 EE= AWS Identity and Access Management (IAM) 29t F&f|oi] &S H 04504 ?i'

CEZQIE MHIAE MMsSID HErE 208 &= U&LICH AWS PrivateLink O|248F A/ &= E o
FXe= QEHO|A VPC AEEZQIEE MAF0{ AEXZQIE MH|AN HIZIE AZEE = U&L



https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/using-cfn-stack-drift.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/using-cfn-stack-drift.html
https://docs.aws.amazon.com/controltower/latest/userguide/drift.html
https://docs.aws.amazon.com/controltower/latest/userguide/drift.html

mO
|K
Hu
M
il
%
0%

AWS T X|H Zete = oto|adl|o[ME Th&3stst7| 2t ot

Ct. XFAIBH LI& 2 Amazon Virtual Private Cloud(VPC) A& AMo| dlE ZQIE MH|A A
MA@
= 4.

ERP (TAAA X3 = 2)

=LA ZTEMA (0f: 2|A| MES, Z2HME #E|) E Xt53t6t I #EISte AIARY

\o
n:

740l =
L|C}.

SRR

ol

33t 7|E CIE ¢E3 7|2 Y5 8tste ZEMAJLICEH AEAMEH LIE2 AWS Key Management
I.

Serwce (AWS KMS) 2B AMO| S & AS53E HESHAAIL.

7
A% F0l ofE |7 olMol IAEIARILICH ChE 2 SRS WA Yiksol 217 QEelLn
- I BE - o ECIFHOIM R X HEIE Bt A BEEFASE = As A™ 2l ofEZ2(7 0|
MO| QIAFAQILICH 7HE B E2 HE MNE S o B Eo2 &54517| ™ol HAESH= O A
EELICH o|E{Et Kol a2 HAE Folgtn: guct
- St B4 -x7|dE W HAEN AMBE[= #E2 HIRE o EZ2/70|MHe| 2 & THE B E L
Ct.
- ZE2EMEFE - 25T AR HHAY = U= ™ 52l ofEZ 2|70l e| QIAFARILICE CI/
CD mo|=Z=gtRlolq =2 =M -Z 0| ot x| b= 2tFEL|Ct,
. QI BT - A N B 0|20 ALSAITH HMAT £ Qs DE BHHEQLICH ZREM EH, T
EEMOH &3 U AEX =8 EHAEE 28t #F0[ o47|of Z&E = U&LCt
0.”_\T.|

OiAXId LHENM HHE F st 2M=@IE Yote Ol =F0| e 7I5H HF LIt o2
2 713 ol CHEr JHE el dEE MSELICH o€ S0 AWS CAF E¢F o Holl&=
ID L HAMA BE|, EFX| Mo, Q=2 29 HI0o|E| 25, At CHE S0| ZEELICH AWS 00|

Bilol4d 2hol ol Zoil ChEF APMIEH LIS S Z2 02 T3 70|28 B ESHAUAIR.

- =1 —

ERP

AIE|Z 20| = B|AA HZES X AAIL.

B Cllo|Ef EA(EDA)

HOIE MEE E45t0d £ §H2 mdsts T2 MAQLICH C|O|EE =& =& &AE OIS
Z7| ZAE s&stod MBS 2, 0|y 2 B X[, 71EE HAFLICH EDAE 29 S7HE A
ot 11 CI|O|Ef AlZtEHE dstod =~ ELIC

25


https://docs.aws.amazon.com/vpc/latest/privatelink/create-endpoint-service.html
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#enveloping
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-program-implementation/

AWS T X|H g2t = oto|ad|o[ME Th&3tst 7| I8t ot Z2 a3 Ay

F

ME Ho|2

AEF £7|0t0] Y El0]2. HIZLIA 20| CHEt HEE Clo|EIE MEELIC Yittoz Be
B0l 0l H8zt0| ZEE Ul A E{OIE0| IR F|7t ZEBHE WS T JhK| 98Ol Yol 23
Ell_||_‘_|.
= .

2| AmstMe

Blidst e HEIMQ B AEE Sl 7He 2to[ZAO|2 2 BSst= HE. o= ot T T 49
S FEYuc

Zol A2l ZH|
Zoil SEE Metstn HAIAREQ S S JMsts Ol =20 ElE 718 GH AWS 2|1, THEE
Z0|Q & ClolE Z2lelnt 22 ZBH AWS 2t ERME L2 AWS Zoff 2| BHE ¥=
StelAl2

7l &R
HHMXE BFESHHAIL

7|5
o Foil Ab8st= U= CIOIHYULIE ol & S0, M= #Z0lM 752 M= 2teloM F7|1He=

| =
AxxlE ol0lx|d + UA&LICt

ZHO| o F0o §M0| Lottt SLEHXIE LIEHHLICE 0l Yt o 2 SHAP(Shapley Additive
Descriptions) & S8 JdC|HEQ Z2 CtYe 7|[HE &5 pe

e HAME = e x| HeE EHEL
Ct 5

5
Ct. AbM[EH LIS 2 CISSAWSAE S 7(H &t ZH A 7

Tt 2AAR O|O|EE EZ 5t HL, 22 Z-6HHLE B CIo|E EEHM o] HE MEE F&
t= 8 ML Z2MAE 2/al| dIOIEE 2|Xstst= AYLICt. 0|8 S8 ML 22 0| HIO|EHE & &
& 4= U&LICE & E04, & '2021-05-27 00:15:37'S 20217, 5, ‘5’ 15U 2 E75tH &
& 2dne|Eo| ChYsE HIo|E 7148 Q4% #tedE 0|28 HHE S&5te HI 0| Euct,



https://docs.aws.amazon.com/whitepapers/latest/aws-fault-isolation-boundaries/abstract-and-introduction.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/ml-model-interpretability/overview.html
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https://docs.aws.amazon.com/SchemaConversionTool/latest/userguide/CHAP_Welcome.html
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https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_tracking_change_management_immutable_infrastructure.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_tracking_change_management_immutable_infrastructure.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/network.html
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https://www.weforum.org/about/klaus-schwab/
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https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/network.html
https://aws.amazon.com/what-is/iot/
https://docs.aws.amazon.com/prescriptive-guidance/latest/ml-model-interpretability/
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https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-operations-integration/tools-integration.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-aws-environment/welcome.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#grant-least-privilege
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https://aws.amazon.com/what-is/machine-learning/
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https://docs.aws.amazon.com/whitepapers/latest/microservices-on-aws/microservices-on-aws.html
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https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-migration/
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https://aws.amazon.com/compliance/shared-responsibility-model/
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https://docs.aws.amazon.com/prescriptive-guidance/latest/ml-quantifying-uncertainty/concepts.html
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https://docs.aws.amazon.com/vpc/latest/peering/what-is-vpc-peering.html
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