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aws configure

AWS Access Key ID [NoneJ: XXXXXXXXXXXXXXXX

AWS Secret Access Key [NoneJ: XXXXXXXXXXXXXXXXXXXXXXXXX
Default region name [None]: <specify region name>
Default output format [None]: json
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1. CFZ NuGet T{7|X|E ASP.NET Cre2t &f7H At&5to] AlZte = &LIC.

AWSSDK.SecretsManager.Caching
2. Program.csTto|M CtZat ZH0| BHE g LC.

» Amazon.SecretsManagerd&AHO|A (1) & FIHg LY.

using Amazon.SecretsManager;

. MHIA SE (2).

builder.Services.AddScoped<IAmazonSecretsManager>(x =>
new AmazonSecretsManagerClient(RegionEndpoint.EUWest2)

);

-using Amazon;
using Amazon.Extensions.NETCore.Setup;
| using Amazon.SecretsManager;|

var builder = WebApplication.CreateBuilder(args);
// Add services to the container.

builder.Services.AddControllers();

// Learn more about configuring Swagger/OpenAPI at https://aka.ms/aspnetcore/swashbuckle
builder.Services.AddEndpointsApiExplorer();

builder.Services.AddSwaggerGen();

builder.Logging.AddAWSProvider();

// When you need logging below set the minimum level. Otherwise the logging framework will
builder.Logging.SetMinimunLevel(Loglevel.Debug);

- builder.Configuration. AddSystemsManager("/dev/myapp/", new AWSOptions

{
Region = RegionEndpoint.EUWest2
};
builder.Services.AddScoped<IAmazonSecretsManager>(x => e
new ﬂnazonSecre:bHandqerCliePL(RegionEndpoint.EUWeStZJ
)

builder.Services.AddHealthChecks();

3. Secrets Manageroi M &5 & ZAM5te{H HAEE D A T+ (0d:valuesController.cs) 2
Ctgat 2ol HEgLct.
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private readonly IAmazonSecretsManager _secretsManager;
public SecretsController(IAmazonSecretsManager secretsManager)
{
_secretsManager = secretsManager;
}
+ GetSecretMAME (2) & T3 LICH
string secretName = "arn:aws:secretsmanager:eu-west-2:111122223333:secret:dev/

myapp/tenant-gSj6qd";

GetSecretValueRequest request = new GetSecretValueRequest();
request.SecretId = secretName;

request.VersionStage = "AWSCURRENT";
Task<GetSecretValueResponse> response =
_secretsManager.GetSecretValueAsync(request);

return Ok(new { Secret = response.Result.SecretString });

047|A 1111222233332 A IDE LIEFHL|CE.

[Route("api/[controller]”)]
[ApiController]

public class SecretsController : ControllerBase

{

private readonly IAmazonSecretsManager _secretsManager;

public SecretsController(IAmazonSecretsManager secretsManager) o
{

}

_secretsManager = secretsManager;

[HttpGet]

public IActionResult GetSecret() 9
{

string secretName = "arn:aws:secretsmanager:eu-west-2:[l :secret :dev/myapp/tenant-gSj6qd";
GetSecretValueRequest request = new GetSecretUalueRequest();

request.Secretld = secretName;

request.VersionStage = "AWSCURRENT";

Task<GetSecretValueResponse> response = _secretsManager.GetSecretValueAsync(request);

return Ok(new { Secret = response.Result.SecretString });

of 11
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« AWS Command Line Interface(AWS CLI) HMASEE Hx| L FMHE HH 2AWS A™ (XE &

=x)
« AWS Toolkit for Visual Studio, T#43& (X|&! & X)
- Secrets Manager 2& £ &= LIS 2 AL 510 A El Systems Manager OH7 #4=lL|Ct. AWS CLI
o

ASP.NET Core & 8& T2 == APIQ| OH7H = KB L0iM gfS HM5te{H:

1. L3 NuGet TI{7|X|& ASP.NET Cre2t &7 At&3t0od A|ZHE &= /U&LICH.
Amazon.Extensions.Configuration.SystemsManager

2. Program.csItYoM CtZat Z0| HHE g LICH.

- using@BHE (1) S FIHELICH

using Amazon;

Parameter 12


https://visualstudio.microsoft.com/downloads/
https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html
https://docs.aws.amazon.com/toolkit-for-visual-studio/latest/user-guide/setup.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/parameter-create-console.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/param-create-cli.html
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using Amazon.Extensions.NETCore.Setup;

+ AWS Systems Managertd (2) € F7}gHLCt.

builder.Configuration.AddSystemsManager("/dev/myapp", new AWSOptions

{
Region = RegionEndpoint.EUWest2

1)

using Amazon;
using Amazon.Extensions.NETCore.Setup; o
using Amazon.SecretsManager;

var builder = WebApplication.CreateBuilder(args);
// Add services to the container.

builder.Services.AddControllers();

// Learn more about configuring Swagger/OpenAPI at
builder.Services.AddEndpointsApiExplorer();
builder.Services.AddSwaggerGen();
builder.Logging.AddAWSProvider();

// When you need logging below set the minimum level. Otherwise the logging framework will
builder.Logging.SetMinimunLevel(LoglLevel.Debug);

- builder.Configuration.AddSystemsManager("/dev/myapp/", new AWSOptions
{ 12
Region = RegionEndpoint.EUWest2
i3H

builder.Services.AddScoped<IAmazonSecretsManager>(x =>
new AmazonSecretsManagerClient(RegionEndpoint.EUWest2)

);

builder.Services.AddHealthChecks();

(® Note
/myapp/devZRegionEndPoint Of7 Hir= SHMO 2 S &5t HLE B4 B (Region
= RegionEndpoint.GetBySystemName("eu-west-2")) lM Z&5HoF ELICH =
EM e Fo M oledEt gf2 stEZYSHX| Ot M A,

e ot

7hghLict

OFE T 0|& & X|™HgLICIParameterOptions.cs. IIUS WD LIS I EE

fjo

w
P =

public class ParameterOptions

{
public const string ParameterName = "Tenant";
public string keyl { get; set; } = string.Empty;
public string key2 { get; set; } = string.Empty;
}
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private readonly IConfiguration _configuration;
public ParametersController(IConfiguration configuration)

{

_configuration = configuration;

o metOlE ML (2) oM 2hE AME ot

var parameterOptions = new ParameterOptions();
_configuration.GetSection(ParameterOptions.ParameterName).Bind(parameterOptions);

return new string[] {
parameterOptions.keyl,
parameterOptions.key2

};

[Route("api/[controller]®)]

[ApiController]

public class ParametersController : ControllerBase o
{

private readonly IConfiguration _configuration;

public ParametersController(IConfiguration configuration)

{

_configuration = configuration;

}

// GET: apif<ParametersController>

[HttpGet]

public IEnumerable<string> Get() 9
{

var parameterOptions = new ParameterOptions();
_configuration.GetSection(ParameterOptions.ParameterName).Bind(parameterOptions);

return new string[] {
parameterOptions. keyl,
parameterOptions.key2

h
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https://github.com/aws/aws-dotnet-extensions-configuration/tree/master/samples/Samples
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https://aws.amazon.com/blogs/security/how-to-use-aws-secrets-manager-client-side-caching-in-dotnet/
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https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-net-applications-security/modernization-net-applications-security.rss
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https://aws.amazon.com/blogs/enterprise-strategy/the-journey-toward-cloud-first-the-stages-of-adoption/
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https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-readiness/
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https://docs.aws.amazon.com/organizations/latest/userguide/orgs_integrate_services_list.html
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/using-cfn-stack-drift.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/using-cfn-stack-drift.html
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https://docs.aws.amazon.com/controltower/latest/userguide/drift.html

)

:

ph

AWS 8% X|& .NET Framework OfZ E2[7|0|M 2 $iCH3}t6t7| 28t 2ot 2 A
A

Ct. XFAIBH LH& 2 Amazon Virtual Private Cloud(VPC) A& AMo| = ZQ1E MH]

A2,

=
1%

£

0X
o
ot
P
9'|_|

ERP (A R} #2l)

A |ZLIA Z2MA (of: 3|AH|, MES, Z2ME #E|) & XHS35t5tn #ElsHe AlARY

7Y
LICt.

\O

lI

st

ol

SE Y
33t 7|E CIE ¢E3 7|2 Y5 8tste ZEMAJLICEH AEAMEH LIE2 AWS Key Management
I.

Serwce (AWS KMS) dEMO| S & LS 35E FZtAAL.

23

Al

A3 SOl o ZE|A0|M ol QIARIAQIL L CHE2 BEt2E &

0%
o

- OfZ (70| 7 X[ ZEIE BT ot A BIEF AL
ILICH 7Y 82 HE A E 82l #3882z s4st7| ™ol &
A

St 3ol etdE H|

18
-
\|
AL

I.

O rh

I;o
m

r

.|

oo i X
o 1o n
I
> 2
rop O M

r
n
o
i

o
03
b
N
e
[n
s
L
>
m
2
Rl
0o
il
rr
i
03

o
do

C ZESMEZE- 2B ASRT HMAY £ 2k MY B0l B2 oIkl QABIARILIL CI
CD m}O|Zaelof A Z2 =4 #740| Ohx|at HhE B ZHULiC

3,

3]

AR
gI:-
>
;
M
om
o
ﬁ
_0
_?_
0
pal
N
o]
x
|>
Mok
I g
0
rr
rin
o
oy
o
r
ful
|H
HU
[
o

ORI Y HEHEMM ¥ S FH5tD M= E Héte ol E20| k= 7|s™ HFEULICH of 22

2 734 ZFMdof CHeh 7HE ARl MHEE NS ELICH ol & 01 AWS CAF E¢t of Zlof=
ID & HAMA 2|, BFX| Mo, Q1= 2o O[Ol B3, At CHE S§0| Z&ELICH AWS 0t0|2
olo|M T™EFO| of Zlof| CHEF REMIEH LIE2 =203 73 710|=E8 FZESHAAI2.

- =1 —

ERP

AIE|Z 20| = B|AA HZES X AAIL.

B Cllo|Ef EA(EDA)

HOIE MEE E45t0d £ §H2 mdsts T2 MAQLICH C|O|EE =& =& &AE OIS
Z7| ZAE s&stod MBS 2, 0|y 2 B X[, 71EE HAFLICH EDAE 29 S7HE A
ot 11 CI|O|Ef AlZtEHE dstod =~ ELIC

32


https://docs.aws.amazon.com/vpc/latest/privatelink/create-endpoint-service.html
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https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-program-implementation/
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https://docs.aws.amazon.com/prescriptive-guidance/latest/ml-model-interpretability/overview.html
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https://docs.aws.amazon.com/SchemaConversionTool/latest/userguide/CHAP_Welcome.html
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https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_tracking_change_management_immutable_infrastructure.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_tracking_change_management_immutable_infrastructure.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/network.html
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https://docs.aws.amazon.com/prescriptive-guidance/latest/aws-security-controls/responsive-controls.html
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https://docs.aws.amazon.com/vpc/latest/peering/what-is-vpc-peering.html
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