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https://docs.aws.amazon.com/config/latest/developerguide/conformance-packs.html
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https://docs.aws.amazon.com/whitepapers/latest/practicing-continuous-integration-continuous-delivery/benefits-of-continuous-delivery.html
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https://aws.amazon.com/devops/continuous-delivery/
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/data-classification.html

AWS T X|H NET oHZE2[70|ME THChE a7 | @IFF M2 Y4 M=

% 5 ool

HESIZE Sotetn U= ClO[HYULICH HERR E|l&a4A ALOIE 0|S SR HIOIEHE oz & =
A&LICH.
GlOlE] HA|

X504 709 ME B

L

T Lo Glo|E/Rt £Esm A2Ists HEQULICH o M ClOIE] 2458
=13

= =
Z 21, HI8 & EMol [HE Bta UX=E ELUAWS 229 E = UsL

o>
I

MEZE +~ = IDEH g HEHIM MEIE £ = BlAaL0 HMASES ot= O =F0| &
= AWS 3 L L& 9| ol 7t=BYL|CH RhMlEH LHE 2 CIoIH B 75 XSt AL,

GO AFE %42

HAICIOIEE ML 20| &H & BEME & U= SA2 2 #HErst= ZALICH oo E A
ME[gtthe A2 §d dolLt &2 M7AHstn s8E 2f, 2ol Qle & == &5 US AMeElgS

ojolg =+ UA&LICH

ClOIE &7

-

2tO|ZALO|Z ™iEtoll X C|o|E{e] EXet 7|58 FXste Z2MA(0: HlolH &4, T&, MF
).

CilO|Ef Z= x|
ClolElE =& & ®Elst= 7Lt

Cilo|Ef flo{5t <

2 22 HIELIA QHEIHAE X|#sts HOIE] 22| AL, CIOIE] Hlofst R A00s UBhs
o2 chol 27 Clo|E7H ZEEIH Yetsioz #al U 2 Ao ALSELICH

ClOIE{H|O| A0 A EO|2 & Ao FZRE BFE7HLE 5t 7| 21T BEE £= FFULICH

ol Oo|E{H O] A =E 240{(DML)

CIOIEHO|A0AM HEE +F (&Y, UOIo|E A AX)st7| 28t BHE £ BZULICH

D 29


https://docs.aws.amazon.com/whitepapers/latest/building-a-data-perimeter-on-aws/building-a-data-perimeter-on-aws.html

AWS T X|H NET oHZE[70|Mg THChEat7| @F M2 Y4

DDL
ClO[E{H[O|A Ho| 10{E FHESHAAIL.

| %I-gl-%
o 52 Qs of2] B 2id REe Hists HeUich & Y422 A8l o HEE ofsg YA
Lt ol Fo| EAMHE FHEY = JUaLtt

o 21l

defense-in-depth

HESIS et T eto| Ho|E 7|HY, FEE W 718HE E35t7| Ao AFE HELI Ao A
20| 2ot HFLIED Mo1E Bt HEststes e 2oF M2 LA Lt o] TS =St
24 AWS Organizations 7+ Z 2| 0424 A& 0il Awsoqg{ A ]

20| ELct o E Eo{ CtEHAH 21T, HERXT MEst 2538 ZEE defense-in-depth M2 &
A2 A8 £ A&LICH

Sab=h=Rua=IPN,

1]

AL EESED

—_—— A

ol Al AWS OrganizationsZ & 758t MH|AE AWS THH HHE S§55t0{ ZE| o HHS &
2ot sHE Mu|Ao] CHEt HEtE #elg = U&LICH o248 AI™E Y Mu|Ao| QI[E &
SIXt2t D gLct RhMIE L8 38 E|lE AMH|A S5 2 AWS Organizations A A 2] AWS
Organizations2t B7H AIS & = /= AWS MH|AE B ZESHAAIL.

HH &
CH& 2t oM o EEIAOIM, M 78 = ZE =HMES MEE = ULE Sl ZEM AL
Ch HlZol= ZE Ho|A S| A AL S Foiet CHZ ofEE|7H0|M 2t Eo M T L EHO|AE
Tt Adst= Aol ZEELICH

7He &4
BEg HEFAAR

= x| Alod
O|HE &M % B x|, 7|15 o gBIS
U MoE 2358t Eot O|HEE LB

controls on AWS 2| Detective controlsE & X5t AA|L.

30


https://docs.aws.amazon.com/organizations/latest/userguide/orgs_integrate_services_list.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_integrate_services_list.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/aws-security-controls/detective-controls.html

HAE, S5, A ZH| EEE MAFEIQITF 22 Al A|IAEIE 7HM o2 E3st ZdQLIC CIXIE E
22 os RK| B, A ZLIER, A 2[XMEE K| HELICH
%= E
AEF AF|OM0AM HE Efo]g2 2| X O|o|E{of CHet HIO|E] 48 =&s6tE =2 Ho|2YLICH
A Efoj8 42 Yutro 2 HAERH Sies HAE ZE £ e 84S AFULICEH 0|2
H

o
=3
>
0l0
[
rC
ful

=L = AAE0| 7|2 HIZ {IR[oM HIZELIA SEE Hdetx| Z5tH Edtist= O
LICt o|2{et o|HE = Xtdxlial, 7|&™ @7, S| otX| 8f2 748 2/ = HHo{ SH 22

Agrol #s oz I8t Ante 4 QgL

A3 =2(DR)

ASHZ Q18 CIR2EIIT Cl|lO|E &A1 £|AS5H7] 26 AF26He Mefat T 2 MAQILICH XFA[E
L 3 2= 90| Ris S+ AWS: AWS Well-Architected ZH| T 0| EtRE E1E &

ZoHAAI2.
DML
ClO[E{H|O|A =2 21018 HZESHAAIL.

Coel 7 A

TEAE A4 7 A7 MBstE Tststs ZHIQ EE MM HIZLIA SE| HdFst0 ST
gt AZEQo] AlARIE THYStE M2 WAULICEH o] FHEH2 ol E oflgt Aol ol 9| A2

Ml 7|8 CIRtel AZ EQfo] S 4| S &4 3 A (Boston: Addison-Wesley Professional, 2003)01|
M ATHEI{ELICE Strangler Fig THEITE 374 ZHIQ! 7|8 AHE A5t Sedofl CHEt XtAlEt LY
22 ZdE|0|L4 & Amazon API GatewayE At&3t04 7|&E 2| Microsoft ASP.NET(ASMX) & MH[|A
£ MTMoZ ristshs YHE MRSAMAR

D 31


https://docs.aws.amazon.com/whitepapers/latest/disaster-recovery-workloads-on-aws/disaster-recovery-workloads-on-aws.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-aspnet-web-services/considerations.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-aspnet-web-services/considerations.html

AWS %] x| NET OHEEIH|01M42 FiCHatsH7| 218t T WA My

Co|lZE ZIX]|

7|8 FEHORRE{Q WA £, 0| & 0] A|AHE 2|AA 0| HALE ZX|5HE AWS
CloudFormation O AF&374LE HHHA QT AL &0 &2 O|E =+ U= &5 X[cHe| HE
£ EMX|5t= AWS Control Tower O AF2E 4= Q& LILCE.

DVSM

7He HR

S O0HE

ol

mjo
it]
>
9'|_|
>
>
to

loT WEL3 o] x| ADIE I:II:II-OI oA
gmf x| A 12 SAICH7| AlZEE E0|1 85 AlZt2 7HME = &LICt

3
om
I'

3t dTE|E ofsl Sl FEL HIEL| f 58 EXAULICH 7|9 ol CHLE & QU

Ac|et
HAFE HZ 2ol HOIETF ME ElE =AM ULICH 9 AC|eh AIAR2 7HY 28 HO|EE TX
MEYELICH BIE A0 A AR2 7t E SR8 HHO|EE HX MY LI
A=ZQIE

Virtual Private Cloud(VPC)MIM £ AEI5H04 CHE AL SREY &= JUe MH[ALICH CHE
& AWS A1 EE= AWS Identity and Access Management (IAM) 29t F&f|oi] &S H 04504 ?i'

CXQIE MHIAE MMl HEHE 208 &= Q&LICH AWS PrivateLink O|248 A == 2ot
FHE QIE{Ho|A VPC AEZOIEE MAslo] A= ZOIE MH|AO HISIHE AT £ QlaL

E 32


https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/using-cfn-stack-drift.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/using-cfn-stack-drift.html
https://docs.aws.amazon.com/controltower/latest/userguide/drift.html
https://docs.aws.amazon.com/controltower/latest/userguide/drift.html

AWS T X|H NET oHZE2[70|ME THChE a7 | @IFF M2 Y4 M=

Ct. XFAIBH LI& 2 Amazon Virtual Private Cloud(VPC) A& AMo| dlE ZQIE MH|A A
MA@
= 4.

ERP (TAAA X3 = 2)

=LA ZTEMA (0f: 2|A| MES, Z2HME #E|) E Xt53t6t I #EISte AIARY

\o
n:

740l =
L|C}.

SRR

ol

33t 7|E CIE ¢E3 7|2 Y5 8tste ZEMAJLICEH AEAMEH LIE2 AWS Key Management
I.

Serwce (AWS KMS) 2B AMO| S & AS53E HESHAAIL.

7
A% F0l ofE |7 olMol IAEIARILICH ChE 2 SRS WA Yiksol 217 QEelLn
- I BE - o ECIFHOIM R X HEIE Bt A BEEFASE = As A™ 2l ofEZ2(7 0|
MO| QIAFAQILICH 7HE B E2 HE MNE S o B Eo2 &54517| ™ol HAESH= O A
EELICH o|E{Et Kol a2 HAE Folgtn: guct
- St B4 -x7|dE W HAEN AMBE[= #E2 HIRE o EZ2/70|MHe| 2 & THE B E L
Ct.
- ZE2EMEFE - 25T AR HHAY = U= ™ 52l ofEZ 2|70l e| QIAFARILICE CI/
CD mo|=Z=gtRlolq =2 =M -Z 0| ot x| b= 2tFEL|Ct,
. QI BT - A N B 0|20 ALSAITH HMAT £ Qs DE BHHEQLICH ZREM EH, T
EEMOH &3 U AEX =8 EHAEE 28t #F0[ o47|of Z&E = U&LCt
0.”_\T.|

OiAXId LHENM HHE F st 2M=@IE Yote Ol =F0| e 7I5H HF LIt o2
2 713 ol CHEr JHE el dEE MSELICH o€ S0 AWS CAF E¢F o Holl&=
ID L HAMA BE|, EFX| Mo, Q=2 29 HI0o|E| 25, At CHE S0| ZEELICH AWS 00|

Bilol4d 2hol ol Zoil ChEF APMIEH LIS S Z2 02 T3 70|28 B ESHAUAIR.

- =1 —

ERP

AIE|Z 20| = B|AA HZES X AAIL.

B Cllo|Ef EA(EDA)

HOIE MEE E45t0d £ §H2 mdsts T2 MAQLICH C|O|EE =& =& &AE OIS
Z7| ZAE s&stod MBS 2, 0|y 2 B X[, 71EE HAFLICH EDAE 29 S7HE A
ot 11 CI|O|Ef AlZtEHE dstod =~ ELIC

33


https://docs.aws.amazon.com/vpc/latest/privatelink/create-endpoint-service.html
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#enveloping
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-program-implementation/

AWS T X|H NET oHZE2[70|ME THChE a7 | @IFF M2 Y4 M=

F

ME Ho|2

AEF £7|0t0] Y El0]2. HIZLIA 20| CHEt HEE Clo|EIE MEELIC Yittoz Be
B0l 0l H8zt0| ZEE Ul A E{OIE0| IR F|7t ZEBHE WS T JhK| 98Ol Yol 23
Ell_||_‘_|.
= .

2| AmstMe

Blidst e HEIMQ B AEE Sl 7He 2to[ZAO|2 2 BSst= HE. o= ot T T 49
S FEYLc

Zol A2l ZH|
Zoil SEE Metstn HAIAREQ S S JMsts Ol =20 ElE 718 GH AWS 2|1, THEE
Z0|Q & ClolE Z2lelnt 22 ZBH AWS 2t ERME L2 AWS Zoff 2| BHE ¥=
StelAl2

7l &R
HHMXE BFESHHAIL

7|5
o Foil Ab8st= U= CIOIHYULIE ol & S0, M= #Z0lM 752 M= 2teloM F7|1He=

| =
AxxlE ol0lx|d + UA&LICt

ZHO| o F0o §M0| Lottt SLEHXIE LIEHHLICE 0l Yt o 2 SHAP(Shapley Additive
Descriptions) & S8 JdC|HEQ Z2 CtYe 7|[HE &5 pe

e HAME = e x| HeE EHEL
Ct 5

5
Ct. AbM[EH LIS 2 CISSAWSAE S 7(H &t ZH A 7

Tt 2AAR O|O|EE EZ 5t HL, 22 Z-6HHLE B CIo|E EEHM o] HE MEE F&
t= 8 ML Z2MAE 2/al| dIOIEE 2|Xstst= AYLICt. 0|8 S8 ML 22 0| HIO|EHE & &
& 4= U&LICE & E04, & '2021-05-27 00:15:37'S 20217, 5, ‘5’ 15U 2 E75tH &
& 2dne|Eo| ChYsE HIo|E 7148 Q4% #tedE 0|28 HHE S&5te HI 0| Euct,



https://docs.aws.amazon.com/whitepapers/latest/aws-fault-isolation-boundaries/abstract-and-introduction.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/ml-model-interpretability/overview.html

AWS T X|H NET oHZE2[70|ME THChE a7 | @IFF M2 Y4 M=

MIE3HE HM A A o{(FGAC)

o] ZUE MEs0{ AMA HE 5185t 7Lt HF ELICH

ZefAIZ oto|z e ol

Al T2 A CHAl 7 OOl ZAE S8 X
ntol 2 ol 3H GloJEf Ol ol ol

ZJLCH.

55191 HOlE| SIS Sai 2IE Alztol
dF =
o o

I:HOI|__||:|. 21 = 7|.

=H = Dl I .

rr mo o

G
X214 &g

X2AM et e FEsHAIR.

X|2|1M ®Meh(x|2|™ At

CloudFrontAmazonOiMdeE & S 71| AL X7 2EI= HEZof| HMASHK| 25T
MNBELICLH 518 SE £ XE SEE AI8510 £2E 2712t xHEHE 2712 X|HE £ UE

Ch ZEMIE L8 2 dE Aol 2EI=O| X|2| HiZ X[Eh2 HZst&AIL. CloudFront

i
" o
rr
£,
piN

Gitflow 2 EZ=2

ot 2t Ent 42 280l A4 FE E|EX|EE[L] ME CHE ERRIE AIS st WAL
Gitflow YT ZZ= BHHAIZ ZHFEH EZHT 7|8 3 Z2= SHCjMo|T MEE|= M dhAlQ]
LICE.

ME2 EZolM 7|Z elzero] £ AlAR of7[Hhx{of CHEr D BIEE T3S M= M 222 d
Ectnk st J7|E Qzateto| =2 AME g0l 2ZE MER 7lEs MEE + gt 7I1E ¢
ZotE H¥shs B9 2 T JBHE s EYE + UELn
Zt=EY
ZE El(OU) TAoM 2las, BM A 78 £ &Elsts Ol =20 = &2 7 AYUCh
oy ZtEBde 18 & REM FESTS BHMS APSH, ML o] A 1AM THEF 3
HE Ar8stod FRELICH HX| 7tERIUE B 2E 2 78 £+ SXME ARGt SidE ¢

st gt2lg MASHH, OS2, Amazon AWS Config AWS Security Hub GuardDuty AWS Trusted
Advisor, Amazon Inspector & At X} X|% AWS Lambda ZAAIE A& stod EE4ELICE



https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/georestrictions.html

AWS T X|H NET oHZE2[70|ME THChE a7 | @IFF M2 Y4 M=

H

ot

Ut EE el L.

0|7|3 Cllo|E{H|o|A OOl e o]M
CtE ClOIE{HIO|A QITIZ A &3t CHA CI|O[E{H|IO| AR A A H|O|E{H|0|A OFO|Z2 2|0 M(od:
Oracle0| A Amazon AuroraZ) 0|7|& 0+O|2 0|2 URIX o2 Z|ot7|HE & edo| YR 0|H &
7|01 et A2 SEEH 2 £ USLICLAWS £ A7|0F BHeholl = 0| &= AWS SCTE

EXLE Zs Ll Al I 0| X|&Moz 2FY + JUE HAZRES SH HAAIAHRS XIS2
2 goll ZR|=l1, X[&Mez 1FEEH HsE M3, ds0 O|xle SEE zl4ststHM CHYE

&t 2352t ToE XMEltEE MAEIRELICE.

S|AEE| 2ACHSt

= 3Z O|o|E{#|0o|A Ofo|zE|o|M

Sl O|O|E{H| 0| A AZTIS 2R 5= CHA CIO|E{H|O|A R A A H|O|E{H|0|A OHO|ZE|0]A(0d:
Microsoft SQL Server0i| A Amazon RDS for SQL Server2) &3 0+0|12{|0|M2 RO =2 2|5

AE EE 2SS Y Zdo] YR L|Ct HIo|E|E Ho|EHIolA REIEIEIE AE38to AF[0HE
oto|eilo|ME = AU&LCt,

3t ool
X3 M| A SHE ClO|E{(0f: AlAIZH L

= E =
E #el SEE MIot7| /IE nds 2EEIX| AS E= SeiA7 HeF L

10| EE& %2 ¥ H|0|H). YEtH o Z O] H|O|E{ o=
= |_—_|.

7ol ZR BHE HWsy| 9Bt T +HYULICH ZFY B0 FHYAE Ykso

o =
2l DevOps ZIE|A KT EZ QR of|M Bt=0{Z/LC},

36


https://docs.aws.amazon.com/SchemaConversionTool/latest/userguide/CHAP_Welcome.html
https://docs.aws.amazon.com/SchemaConversionTool/latest/userguide/CHAP_Welcome.html

AWS %] x| NET OfE2|701448 Hrhststy| QI8t M3 %A M

sto|m 7o 7|zt

Mgt 2= oto|zclolMd Blo| EXE sidst”| flo 22t =0iM oto|z|o[MEl ofEE|7|0lMHE
#Eletn ZLEZstE 7IZHLcH dEtHoe 2 o] 7(zZH2 1~4 LIt stolm7io{ 7|Zto| ZLt
T oto|zelo|M B2 ditHo = of E2|7| ol Mol Ciet MY S Setes 29 ol gZiLch

2tE Lol M HetS Holste stk olat el IAM 2ot FA[of A2 E FRL|CH AWS EEF2

|

90 St W CPU X HIZE| AHSF 0] 5~20%2! ofE 2|70l lL|Ct oto|aEfojd =2 M Eof
Mz olz{t ofEE|AI0lME AHE BRISHHLE 20|40 |X|st= 0| LA L|ct.

7|& QlZEHE YHIO|E, x| E= Y= A Z2EHM QI EES M QI ZgtE HiZ5t=E 2
Helct 8 27158t Qlzele 7IEMo 2 HE 7tsd QI ZalErt O UtE|1 oHE X 0| of
= JtsELCh REMIEH LI 2 Well-Architected AWS Z B3 0| B4 E7158F QIZEIE AFS
SHHHE 2 A E R ZSHAAIL.

0

AWS CtE A ot 7|2 %0l A VPC= OHE2|AH|0|M 2[R U EXZ ¢1ZE2 &, AAF & 2}
2lgrLICt. AWS Security Reference Arch|tecture01|k|'— oHZ2|A|o|MTt . e QIE{4ll Zto| 2
g EHO|AE E55t7| 25l QHIRE, olRHI2E & ZHAIVPCE HEYA AHEE dEE A

o]
E

dst= Cidl oHE2|FH 0l == oto|goldsts e TEFLICH of
O| DtO|ZZMHIALE AFERIE M A|ARICZ O|SE + UELICH ZE A

-

1 4

ef ol TA| g
E =
= =

=2
=
o, MZole &

37


https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_tracking_change_management_immutable_infrastructure.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_tracking_change_management_immutable_infrastructure.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/network.html
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https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
https://docs.aws.amazon.com/general/latest/gr/rande.html
https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/shared-responsibility-model/
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https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-phased-approach/step3.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-phased-approach/step3.html
https://martinfowler.com/bliki/StranglerFigApplication.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-aspnet-web-services/
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-aspnet-web-services/
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-aspnet-web-services/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Synthetics_Canaries.html
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https://docs.aws.amazon.com/tag-editor/latest/userguide/tagging.html
https://docs.aws.amazon.com/vpc/latest/tgw/what-is-transit-gateway.html
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https://docs.aws.amazon.com/organizations/latest/userguide/orgs_integrate_services.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_integrate_services.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/ml-quantifying-uncertainty/concepts.html
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https://docs.aws.amazon.com/vpc/latest/peering/what-is-vpc-peering.html
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