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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/Create-alarm-on-metric-math-expression.html
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AWS HE 7t0|= XE, Z4A 23 2 ZE AWS CloudHSM £ Ab835to ZLIEE

2 A
-1 O

L
o
=

N cluster ID
SH Minimum

LA *8 Static

X|& AlZho| ol B Greater/Equal
EIE; 15




AWS HE 7to|= XE, Z4A 23 2 ZE AWS CloudHSM £ Ab835to ZLIEE

of CHet 2ot B LIE{E AWS CloudHSM

72 2= HSM ZAF 218 AWS CloudHSM = &l5to{ AF2 XHE CHAI5H04 Amazon CloudWatch
Logs2 M&ELICH 2o 2t O|HE T 0| 21 HIo|E{of ZEE LICH 2a0|M EH AL A 2|
MM s MX EE 2001 Mluliet ZH2 2ot 2t o|[HEE ZL|E{ZSt=E 20| E4LICH

2O AEZNM AYH FEE MMHE 4 &LIC HX] CloudWatch Logs x| & EE{E MH$ CHS K|
E ZIEo| ZEE MME = J&LICH

O| MMo|MH= AWS CloudHSMCHS E ot gtz o|HIE o] CHEt CloudWatch X| & ZE 2 ZEE +4
She g e M-ghLct

« FS MUK} MA(THEY

. ASE AR MHTHE)

- &5 MUK} = S5 ALSRE AK|(HE)

« ZZEI AKX 0| QB(HE)

« ARE QIS QE(HE)

o| Mo A= AWS CloudHSMLCHS £ ot 224 oI E0f CH3H Amazon EventBridge #2I2 #43t=
Hred e AREhLCt

- S0t B API S E(HE)

o5 QXL MA(FE)

AWS CloudHSM CO(Crypto Officer)= AFEAL 2| U2 &S = USLICE 0|E E0{ AISKE
Mo U AT AR A E HEY = AELct met FE HMA Es otEd HEtn 22 =

of 2lg AR = ULH M COs dEE FHst1 ZLIEHZ ot 20| SLELICH

n

CHE Zoll= K| & ZEo| 74 2tol Lot U&LICH X|E ZE
CloudWatch Logs AHEAMC| 21 I F0 CHEt X[E ZE{ M

=2 4
IHEA CN_CREATE_CO

nQ
fol
12
ne
A
0z
0x
&
0


https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/MonitoringLogData.html
https://docs.aws.amazon.com/cloudhsm/latest/userguide/understanding-users-cmu.html#crypto-officer
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/CreateMetricFilterProcedure.html

AWS HE 7to|= XE, Z4A 23 2 ZE AWS CloudHSM £ Ab835to ZLIEE

59 f

EIIE Ol < AWS CloudHSM 22{AEQ| 21 O & 0|&>
HEZ 0| Event count

HEZ HAmHo|A <AFE2X}F XM HYATHO|AS

HEZ] gt 1

CtS Zole dE29| 4 gfol Liet /l&LICt ol ZEE MEst= &Edoll cigt X|&E2 CloudWatch
Logs M¥EMO| 21 I & X|E ZE{E 7|82 Z CloudWatch ZE MA2 #Z M L. CloudWatch

2 A4 ZF

=S e

HAmHOIA <X|ZE ZEof cHsl 8t AFS K XIE WA

H|O|A>

=%l Maximum

UAZL =8 Static

X|& AlZto| 21 AR Greater/Equal

2t 1

AWS CloudHSM & 5 3} AFZXHCU)E HSMOIIA] 7| 22| 2! &5 35| 2Hede &g 4+ Q& LCt et
MeE3t 7|10 FEHAIS E= O §t Metd 22 2o "2 HX|g ]

st ZLIERstE Wol SLELICH

Ctg Eole X|E EE9| 74 gto| Lot }&LICH X|E EEH
CloudWatch Logs MEAMCe| 210 JF0f CHet X[E EE 44

I
0x
™

IHEA CN_CREATE_USER



https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/Alarm-On-Logs.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/Alarm-On-Logs.html
https://docs.aws.amazon.com/cloudhsm/latest/userguide/understanding-users-cmu.html#crypto-user-cmu
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/CreateMetricFilterProcedure.html

AWS HE 7to|= XE, Z4A 23 2 ZE AWS CloudHSM £ Ab835to ZLIEE

I
0X

EI3E 0|& < AWS CloudHSM AE{e| 21 O & O|&>

Event count

HE2! 4YADHO0|A <AH2XF X|EH dYAamo|A>
HEZ 2k 1

CtS Zole dE29| 4 gfol Liet /l&LICt ol ZEE MEst= &Edoll cigt X|&E2 CloudWatch
Logs M¥EMO| 21 I & X|E ZE{E 7|82 Z CloudWatch ZE MA2 #Z M L. CloudWatch

2 A4 ZF

=S e

HAmHOIA <X|ZE ZEof cHsl 8t AFS K XIE WA

H|O|A>

A Maximum

UAZL =8 Static

X|& AlZto| 21 AR Greater/Equal

2t 1

— — > | - — —

S5t MAUXI L= A 53 AR AL ALK|(HE)

COs X CUs 84S
Ch AL A A M E F=XstH

&Lt

|=|

Ctg Eole X|E EE9| 74 gto| Lot }&LICH X|E EEH
CloudWatch Logs dBMe| 21 O F0i CHet x| & ZE 44

I
0x
™

El
-
[

CN_DELETE_USER

=
Yl

it
to
Yo
it
°
A
tr
rir
e}
v
0:

Z 3 AHS R AH|(TH

7 13


https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/Alarm-On-Logs.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/Alarm-On-Logs.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/CreateMetricFilterProcedure.html

AWS HE 7to|= XE, Z4A 23 2 ZE AWS CloudHSM £ Ab835to ZLIEE

59 43

EIIE Ol < AWS CloudHSM 22{AEQ| 21 O & 0|&>
HEZ 0| Event count

HEZ HAmHo|A <AFE2X}F XM HYATHO|AS

HEZ] gt 1

CtE oz A2 74 2to| Ltet /l&LIct ol Z2E M™st= ol cist X|&2 CloudWatch
Logs M¥EMO| 21 I & X|E ZE{E 7|82 Z CloudWatch ZE MA2 #Z M L. CloudWatch

2 A4 A

=S =4

H YA O[A <X|E ZEof CHall M-8t AFS A XIE WA

H 0| A>

A Maximum

LA 7 Static

X|& Alzto] 21 B= Greater/Equal

Hrt 1

2E ASR 0|8 U(HF)

EXE MER O|FLZ ZOQ AT E ZLIEZstE W0l E&LICH Ol 27t FH HMAE Al
ot S S LIEtd = &LicH L& T[Z 8 EXIetT| s ArSAIH AR E ALEX O|§E F H 0]
o U=stH BEIF ERIAHELUCE =& & YHol 2ol weto] e F 8 & J&LIC

Ctg Eole X|E EE9| 74 gto| Lot }&LICH X|E EEH
CloudWatch Logs dBMe| 21 O F0i CHet x| & ZE 44

&AM at
IHEA \"Error: This user doesn't exist\"



https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/Alarm-On-Logs.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/Alarm-On-Logs.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/CreateMetricFilterProcedure.html

AWS HE 7to|= XE, Z4A 23 2 ZE AWS CloudHSM £ Ab835to ZLIEE

59 f

EIIE Ol < AWS CloudHSM 22{AEQ| 21 O & 0|&>
HEZ 0| Event count

HEZ HAmHo|A <AFE2X}F XM HYATHO|AS

HEZ] gt 1

CtS Zole dE29| 4 gfol Liet /l&LICt ol ZEE MEst= &Edoll cigt X|&E2 CloudWatch
Logs M¥EMO| 21 I & X|E ZE{E 7|82 Z CloudWatch ZE MA2 #Z M L. CloudWatch
2 A4 A
= 'S e
HAmHOIA <X|ZE ZEof cHsl 8t AFS K XIE WA
H|O|A>
=%l Sum
UAZL =8 Static
X|& AlZto| 21 AR Greater/Equal
2l 2
SRE o (M)
AREASE 200 AEE ZLEZS=E A0| LICt. Ol 27t RE HMAE AESD JUS
2 LiEtd = &L e EASE F H oM UHsH BE

7t EEIHELICH 23 2 HMof 220 [Wato] gfE FHE = J&LIcH

Ctg Eole X|E EE9| 74 gto| Lot }&LICH X|E EEH
CloudWatch Logs dBMe| 21 O F0i CHet x| & ZE 44

&4 2t
& RET_USER_LOGIN_FAILURE

e}
o
gl
nQ
fol
e
il
™
021


https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/Alarm-On-Logs.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/Alarm-On-Logs.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/CreateMetricFilterProcedure.html

AWS HE 7to|= XE, Z4A 23 2 ZE AWS CloudHSM £ Ab835to ZLIEE

59 f

EIIE Ol < AWS CloudHSM 22{AEQ| 21 O & 0|&>
HEZ 0| Event count

HEZ HAmHo|A <AFE2X}F XM HYATHO|AS

HEZ] gt 1

Ctg Eols A2 o 74 24tof Lot A&LICH ol BEE Y sts WiHol| Cigt X|&2 CloudWatch
Logs MBEMO| 21 OF X|E ZEE 7|22 CloudWatch ZE MM E & ZEX3HM L. CloudWatch

&9 43

HAHO|A <X|E EEof cHall Mgt ArS A X HYA

Ho|A>

A Sum

LA *8 Static

X|& AlZho| ol B2 Greater/Equal

2ot 2

CopyBackupToRegionOi| CHEF DeleteHsm, & ModifyCluster API 2 &2 ZLIEZSIH FE 0|
2 5lg MzstH 258 AWS CloudHSM %= U&LICt 0|28t API &2 AWS CloudHSM Q1= 2}
O Hot EjM2t 2H HEIE HEY & /U&LICH

olzist APl 3 =0 Cliall 79| AA|Zto| 7H7te 2Bl2 7345t HSMs & %E—I Efof CHEt Mo 2
SQUE|X| 7L QUM HAS FA| Z X[t 3t 7| 7184, el

ZHOlolE ™M& EEE SeiaH 74l IS 01 = Ues HYol Cish &S Xﬂ%ﬂL—IEP. oizZet

N :‘_'c
olo
Q'I_I
B
o
>
L
ful
hi
HI
r|r
POI'

=~ = 5= iy~ il |o:|F
53} stojo| MM S NS KXISHEE ZAT WSHLIC ZEE 2ot HM F4E K/atD
A&t QIAEIE CHS 2 ROIstA st o TR0l ELich 23Ho20| Ty SUET M2 HAI2 o



https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/Alarm-On-Logs.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/Alarm-On-Logs.html

AWS HE 7to|=

A
FH
I
Pl
Hu
H
=
o\l

1l 45 AWS CloudHSM & Ab83tod ZLIE{R

SHEt ARt A FZ Q) #hof B

EE NM33s=22 AWS CloudHSM

rr

HEJH LWRE 4 A SR8 HZ A ChE Al7IZEE QO]
2|44 0| He  AlZILICH

i
0
HT
k%)
N
T
it
>
i
o
0

AWS CloudHSM &= AR XIAWS CloudTrail, g EE=7F =38t 2Hdol| CHEr B ZEE XNSste M
HIAQIQL S8 ELIC AWS MHIA. CloudTrail20d| CHEt 2 API & & O|HE AWS CloudHSM 2
X & LIC Amazon EventBridge0ll M= CloudTrailol A , DeleteHsm CopyBackupToRegion &
ModifyCluster APl &1 ¢1Z4E O|HEE ZLIEZSE 72l M8 = U&LIC AWS
CloudHSM. O|HIE 7} & Mg I} 2 &2 22 CHA S 78 E &= U&LICE Amazon Simple Notification
Service(Amazon SNS) £X|= O|2{et 523 20| = E M Ho| MA[Zte 2 LEIS EH56IEE
Tdst= Qo E&LCH

I

EventBridge 212 dd& M A& Y22 ME = BMAEE MSA X|EE +
{ 5 15

=1
il
A
o
o
A
ot
il
o
mjo 4]
il

O| AFEXI X|H o|E 1t MBS =gt L|Ct.
S 7

= =
(S LICH AFS A XIS THE(USON HE

N
o
rﬂ:

"source": ["aws.cloudhsm"],
"detail-type": ["AWS API Call via CloudTrail"],
"detail": {
"eventSource": ["cloudhsm.amazonaws.com"],
"eventName": ["DeleteHsm", "CopyBackupToRegion", "ModifyCluster"]

HEADE UX|SH= O|HIEE =418 Amazon SNS FX|E ME4EFLILCE.
d 2] 7|8 MEdFLICE
Configure input transformer(2] 714 HE7)E ME gL CY.

= Z=0f Ch3E Y=gt

(o} (@] lon Q
N
_\'l_ >
nx
0
10
[l
=a=
0
I°
il
-
0x
2
x
o
m
L
o T
o

"account": "$.account",



https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-user-guide.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-what-is.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-transform-target-input.html#eb-transform-input-api
https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-transform-target-input.html#eb-transform-input-api
https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-create-rule.html#eb-create-rule-define
https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-create-rule.html#eb-create-rule-event-pattern
https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-create-rule.html#eb-create-rule-target

AWS Hz 7ol X%, ZtAb 23 2 ZE AWS CloudHSM & Al&35tod 2 LIE{R
"region": "$.region",
"eventName": "$.detail.eventName",
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https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/georestrictions.html
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https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_tracking_change_management_immutable_infrastructure.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_tracking_change_management_immutable_infrastructure.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/network.html
https://www.weforum.org/about/klaus-schwab/
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https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-iiot-transformation/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/network.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/network.html
https://aws.amazon.com/what-is/iot/
https://docs.aws.amazon.com/prescriptive-guidance/latest/ml-model-interpretability/
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-operations-integration/tools-integration.html
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https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-aws-environment/welcome.html
https://aws.amazon.com/what-is/large-language-model/
https://aws.amazon.com/what-is/large-language-model/
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#grant-least-privilege
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https://aws.amazon.com/what-is/machine-learning/
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https://docs.aws.amazon.com/wellarchitected/latest/operational-readiness-reviews/building-mechanisms.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-integrating-microservices/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-integrating-microservices/welcome.html
https://docs.aws.amazon.com/whitepapers/latest/microservices-on-aws/microservices-on-aws.html
https://docs.aws.amazon.com/whitepapers/latest/microservices-on-aws/microservices-on-aws.html
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https://docs.aws.amazon.com/prescriptive-guidance/latest/ml-quantifying-uncertainty/concepts.html
https://docs.aws.amazon.com/vpc/latest/peering/what-is-vpc-peering.html
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